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System Requirements
Supported operating systems:
"  Windows XP
®"  Windows Vista
"  Windows Server 2003
®  Windows 2000 Professional SP4
= Windows 2000 Server SP4

"  Windows Terminal Server (with or without Citrix MetaFrame)

Supported hardware:
= 1386 (32bit)
= x86-64 (64 bit AMD x64 and 64 bit EM64T)
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ssh-keygen 00 OO0 O0OOOOOOOO
ssh-keygen- 100 000/0000000000000000000000000000

NN

ssh-keygen [-b bits] -t type [-N [passphrase]] [-C comment] [-f output keyfile]
ssh-keygen -B [-f input_keyfile]

ssh-keygen -c [-P passphrase] [-C comment] [-f keyfile]

ssh-keygen -e [-f input_keyfile]

ssh-keygen -p [-P old _passphrase] [-N new _passphrase] [-f keyfile]

ssh-keygen -i [-f input_keyfile]

ssh-keygen -y [-f input_keyfile]

ssh-keygen -1 [-f input_keyfile]

oo

ssh-keygen 00 000000000000 D000O0O0D0OO0O0O RSADOODO DSA O
gooboboobooobooboooooboobooboboboobooboobooboo
obooooobobo.0oobobooboobobO0dnbdssh-keygen ODO0O0O 2048 OO
o0 RSAODODOO0ODOO0ODODODOODOOODOObDOODbDOO0ObOobDbOOobDOooboon
gobooboo0obOo0obooboobobobooboobo e 0DOOO0ODOOODOOO
gooobooboobopobooboobuooboooon

goooo

-b bits

-B

-C

goooboooboobo.4Oobooobooobooboboboobooboobooo
goboboooboooboooboboobuoobooboboboobooobooo
goboobooooobooboboobooboobobooboobooobo
gobooboooboobooboooobobooboboobobobooboobooo
goobooboobobbooboobobbooboobooboboboobooo
goboboooboobooboobooboobomoboobooboboobooon
goooboo0o0ob0o0oboboboboo0obo0ob0obob bDOooboUobes OO
goboobooboobooboobobbobiOObsA OO 1024 OO0 ORSA O
U 2048 ODODOOODOOOO

go0b00000000 SHA-1BubbleBabble JODO0ODOOD0OOf 00000000
gooboboooboooboobobooboobbobobobooboobooo
goooboo0O ooboobooboboobooboobobobobboobooon
gobooboooboobobooboon

goboobooboobgooooooboobuoobobbobooboobon
RSA1 J00OO0OO0OO0OO0DOO0DbO0OO0oOOoooobDoboobo0booboobo
gobobooboobooboooobmooboobobobooboobooon
goo

-C comment

goboboooboobooboooobooboobmooboobboobooon
goboboooboooboobooboobooboboboobooobooobooo
gobooboobooboooboobooboobooon
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-€

OO0 OpenSSH ODOOO0O0O0O0D0O0O0O0ODOODOReflection OOO0O0O0O0O0O0OO
gobo«f00o00ooobooboboobuooboobobooboobooo
gobobooboooobobooboon

-f filename

-i

1

gooobooobooboooboooobo@oooboobuoobooobooboo
Uo0ooobooooobooob0 pw U0DO0OD0O0O0O0OODOOOOOODOOO)HD
oboooogobOo-e0-0-10-p0-yO0000 -BOOOOOOOODOODODOOOOO
goboooooboooboooo

OO0 Reflection DO 00000000 00000OpenSSH DOODODOODOOOO
gooobooobo«0booboboobooboobobooboobooon
goboobooobooboooboobooboobooon

MD5; D000 O0O0O0O0OO0OO0bOOo0obOooboobooobooboobobo-s00DOd
gooboboooboooboobooboboobooboobobooboobooobooo
00000000000 bOoO00O0bOO0b0000Ossh-keygen 00000000
gobooboobooboobooboboobooboobo

-N passphrase

goooboobooboobooooboobooboboobooobon
ssh-keygen -N mypassphrase -f keyfile
goboobooobooboobooooboobooobo

ssh-keygen -N -f keyfile

goo-N0O -p0O0O0 -PpOODODOOODOODODODOODOODOODOOO
gooobooobooo

goobobooobooooboobobbooboobooboboboobooobooooo
gobobooboobooboobooboobobboobobboboooo
goboobooooobooboobgoobobo Oy bboobooboboooo
gooo O-pO000 -NODOOODOOODOODOOODOODOODOODOoo
gobooboooboooboobooboboon

ssh-keygen -p -f keyfile -P oldpassphrase -N newpassphrase

-P passphrase

-q

@O)yooboooobooboo

goobooboooboobon

-t type

gooboboobooboobooooboobuoooboooboboob 200
00000020 00 00dsa0 0 OO
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-y
goooboo0oboobobobobooboobobobobooboo-sDbOOO

goboboobooboobboboobooboobooboobooboonoo
goooboooobooo

oon

ssh-keygen 000000000000 0000 o@Dy bOo0oboObo0DODOO
goboboobooboobooboon
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sftp OO 0OOO0OOOOOOOO

O0: sftp [options] [user@lhost[#port]:source file
[user@]host [#port] [:destination_ file]

O0: 000 SecureShell 000 O00OOOOOO0OOOOOODOOOOOOOOOOOOO
000000000000 0000SSHConnectionReUse DO OO0 0O0YesOOOOOOO
0000000000000 000 SecureSheld 0000000000000 028
goodoooooooooooo

gooooboboboon

-a

ASCH OO0 OOO0OOoOobOoobooonbo

-b buffersize

1000000000000 00bO0bC0O0Ob0O00bOo0Db 1024 0 32768 OOO

-B batchfile

ooooooobmooboooobooooooboooobomooboooooo
0000000000 0myname OO0 000 myhost OO U Omyfile O OODO
gobooboobooboobooooboobooboobobooboobo

sftp -B c:\mypath\myfile myhost.com myname

gobooboobooboobobooobooboobobbooboobon

gb: 0b0ooboo-p00000O000O0O DOODO DbOoOobOobObOOobDOoOobDOoon
goobobooobooboobooboobooboobobbobooobooboboo
goooboon & oboooboo

-C cipher

00000000 cCipher DOOOODOOODODDOOOODO
[ aes128-ctr,aes128-cbc,aes192-ctr,aes192-cbe,aes256-ctr,aes256-cbe,3des-cbe,blowfish-cbe,cast1
28-cbe,arcfour128,arcfour256,arcfourd 0 00000 FIPS [J/[J/7 021 0000 OO
0000000000000 000000
0 aes128-ctr,aes128-cbc,aes192-ctr,aes192-cbe,aes256-ctr,aes256-cbe,3des-cbed O O O 0O O [0

0000000000 1(00000000000) O00Cipher 0 1 000000
0000000000 3desd D0 Oblowfishd O OdesD 000
-C

gobooboooboobooboooobmoobgooboboboobooboooon
goboboobooboobooboboboobooobuooboobon

gooboobooobooobooo

-F config file

goobobooobooobooboobobooob0omoboobooboboboooo
oooooooooooooopopon oy oooooooooooo
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-H scheme

O000oQoooooD SSH OOOOOOon ouz2 00000000000

-i key _file

oo0oooooooooooooooooooooooyoooongoy ooon
gooboobooboobooboooomon 1+ ogboobooboob @
gobooboooboooboooooohyobobooboobooboooboobo
googoooboo

-k directory

goobobooobooboobooboobooboobobobooboobooo
oo

-m mac_spec

gooobooob0o 1 00b0b00b000b0o0b00 MACOOOoDbOooboooo
0oo0ooooooooon bobooooooooooooooooon

U hmac-shal,hmac-sha256,hmac-sha512,hmac-md5,hmac-ripemd160,hmac-shal-96,hmac-md5-9
cd000000 FIPS JO0J0O2 0000000000000D0000OO00O0O0OO0
0 0 0 O O hmac-shal,hmac-sha256, hmac-sha51200 [ 0 [

-0 option

OoOoooornous 000000000000000000000O0O0O0O0O00O0
gooooooo

ssh "-o FIPSMode=yes" myuser@myhost
P
Odo0ooooooooooobooooooooooo
-P port
gbobooooooooooooao
-q

gobobooboobooboobooboobooobobooobooobooo
goboboooboobooobogoooo

-Q
goboboooboooboooboobooooo

-R maximum requests

gooboboooboooboobooboboobooboobboobooboobooo
goobobooobooboobooboobooboobuobo 1o

-S subsystem

ssh UO00OO0O0O00OO00O0O0

-S program

goboobooobooobobooboon

-u

goboobooobooboboobooon
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-V
00000000000 0000000D000O00000000000 20000
oooOoooooo

v
00000000000 00000000000DMO0OD00oDoDoDooooo
00000000000 00000ODoooo

1
ssh 0000000ODODOOD 1 000000000000000D0O0000000
0100000000000000

2
ssh 0000000DODODOD 200000000000000

goo pvd DOD0DODOODOODOODODOO

-6
000 1PVv6e 0000000 DOO0OD0OODOODOOD

gooooo

ascii

gooooo Ascn ggogogog

binary
booooboboooooaoono

bye
step O OO0OODOO

cd path

gobooboo0obDOool path UOOODOOO

chmod path
path 000000000000 O00O0O00O0O00O0Omode JOOOOO3 OO
go0oooooooooooooo

lcd path

gobooboobDool path UOOODOOO

exit

sftp DO O 0OO0O0O

get remote-path [local-path|

remote-path U O OO0 0O0OD0ODODOO0ODOO0OOO0ODOOODOODOODOOO
gobobomobooboboboboobooboobobbooboooboobo
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getext [extension,extension. . .|

ascii 00 0000000000000 O0000O0000O000O0000000O00O0A0
setext 1 OO0 0OO0OO

help
O0o0oO0oooOooooooao

Ils [1s-options [path]|
path 00O 0Oeath 0O 000O0DOOO0O0OD0O0DOOOOODOOODOOODOOO
gobooooobooog

Imkdir path

path 0000000000 OODOOOO0ODOO0ODOOO

Ipwd
gboooobobooooobooboooon

Is [path]
path D0 0Opath OO0 0000000 0O0OO0OOO0OO0OOOOOOOOOOO
gdooooooooon

mkdir path

path JO0O00O0000O0O0O0O0O0O0DOO0O0DOOO0OO
put local-path [local-path]

pwd
gboooobobooooobooooon

quit

sftp 0000000

reget remote-file [local-file|

0ooo0ooobO0oo0o0o0obO0oboonD gee DO0OOOOOOOODOOOOODOOO
obooboooobooooooboobooooobooomooooboooooobooo
gooobooboooboooobgooo

rename oldpath newpath

Uo0b0obD0o0b0O0000 oldpath OO newpath JOOODOODO

rmdir path

path U0 O000O000O0OO0O0OOOOODOO0ODOOOO

tm paths

path 000000000 OOOO0ODOOODOOO

setext [extension,extension. . .|

ascii 000000000 O0O0OOO0O0ODOOO0ODOOODOOOOO0ODbDOObOoObODO
goboobooboobooboooobooboob Asc obgooooooo
RN
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version

sftp 0000000000000

help 000000
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sftp2 OO0 O00O0O0OOOODOOO0OO
O O : sftp [options| [user@]host[#port]:source_file
[user@]host[#port|[:destination file]

sftp2 U0 00000000000 0DOUOSecure Shell b F-Secure OO O0O0OOO
gooboboobooobgooboooooboobooboboboobooboobooboo
gobooboooboooobooo

sftp2 -h

00000 sfp 00000 O0DO0O00O0D0O0OsfpO0O000O0O0O0OOODO
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scp UOOOOOOoooooon

O0: scp [options] [user@host:]filel [user@host:]file2

scp UO0DUO0ODODOO0OOOOO0OOO0OO0ODOO0ObOOo0bO0o0bOobDbOobOo0oDbo
Uo000D000000000 SecureShellsftp D0 0000 OO OO OSecure Shell O 0O 0O
gooobooboobooboobooboobuoobuoobobUsep OO0DOOO
gooboboooboobooboooobooboobobboobooboobooboo
gooboboooboo/o0bo0obobobobboobooobon

O

gobooboo0oboobonbbo0 s 00000000 DbO0ObOOobOOO0ObDOo0obOon
O 200000

scp user@host:fl f2

goboboo0ob0o0obo0ob0on0 s 00D0O0O0D0ODODOO 200000000

scp fl user@host:f2

OO0: 000 SecureShell D0 ODODO0ODOO0ODOODOODOOODOODODODOODOO
goo00obD0000000D000DOSSHConnectionReUse 0O OO OO YesUOODOOOO
O000000000000OoOgSeureShell OOOOOOOOOOOOIOIIT 028
gooboobooooooboood

goooo

gobooboooboooobooboobo

-a

ASClI OO OO0oDoobooooooog

-b buffersize

1000000000000 00b000boon

-B
O0000oooooooobooooooooooooooboooooooooboooa
Oo0o0oooooooobooodoooooooooooooooo
-C cipher
gooobodnD Cphee UDO0OO0OOD0OOODOODOODO
[] aes128-ctr,aes128-cbc,aes192-ctr,aes192-cbc,aes256-ctr,aes256-cbc,3des-cbe,blowfish-cbe cast1
28-cbe,arcfour128,arcfour256,arcfourd 0 00000 FIPS [J/[J/ 021 0000 OO
Ooboooooooooooooooon
[] aes128-ctr,aes128-cbc,aes192-ctr,aes192-cbc,aes256-ctr,aes256-cbe,3des-cbel] O 0 O O 0O [
uboboboobobob01ouob0obouobon) O0O0Cipher O 1 ODOOOOO
0000000000 3destd O O blowfishll O O desd O O O
-C
ooooooooon
-d

gooobooobooobooo
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-D level

gobooboo0obo0oboboboboooboo 120000 3000

-F configfile

oooooooooopoopon oy oooooooooooooOooOoOoDoOoOn
goobobooobooboobooboobooboobooboboooboo

-H scheme

O000oQoooooD SSH OOOOOOon ouz2 00000000000

-i keyfile
RSA OO0 DSAOO0ODOODOO @oO)yooboobooooboobooog
go0o0ooooooobootboooooobooooooooooooobooog -4
gooooooooogao (Uﬂﬂﬂﬂﬂ O doooooooooooood
gooo)yoooboobooboobobooboobooobooo

-k directory
godfd0ooooooooooooooooboooooooooooooooooboono
oad

-l 1imic

goboob0bo0obD ®wB DOOOOODO

-0 option

OoOoooorn o ooddd00o000ooooooooooooonoooo
gobooooobboobobobobooboobobobobooboobooo
0000000 ooooooooooLLooULoLLLOUODOOOOOOO
OoOooonons 000oooooooooooo

--overwrite

oboooooboo0oobobobooob0obooooboboboobobooOnyesO
U0no00OD00O0D00O0DOyesDDO OO

goboboobooobooboooonooo

-P port
go0oooooooooooon
-q

gooboboooboboboobuoobo @goboooy bobooboobooo
goo

goboobooboooboooboobobooboo

-r

goooboo @obooboobooboboybobooboobo

-u

gobooboooboobooboobooon
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-v
00000sh DODOD0O0OO0OO0ODODO0OO0ODOODODO0O0O0O0ODODODOOO0O0OO
gooooooooooooooooooooooooooooooooooad
U voooboobooboobooboobooboobg 3wy ODOO

-V
ooo0ooooooooboooooooooooooa

-1

gooboboooboo1gboboboobooboboooobooobooboooboo
ssh 00000000 rp OO0ODOO OpenSSH OODODOOODOODOOOOOOODO

-2
gobobooobooo 200b00b0bOObDO

Ipvda O0OO0O0DOO0O00OODOOODO

-6
Ipve OOOO0DOO0OOODOOOO
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scp2 UOOOOOOOOODOOOO

scp2000000000FSecure 00000000000 O0OOscp2 0000000
U0 OSecute Shell [ F-Secure 00O UOD0OO00O0D00O0DO0ODOO0ODOOO0O00OO0ODO
gobooboobooboboobooboobobobooboobooboobo

scp2 -h
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Secure Shell DO OOO0OOOOOOOOODOO

O000000 0O O Reflection for Secure IT Secure Shell OO0 000 O0O0OO0OOOOO
oo

OOOOO0O SecureShell OOOO

Windows 000000000 O0O0D0O0ODO SecureShell DODDODOODOODODO
O00oooooooooon s» 0000 0135 0000000000

config

00000000000 OoooooooDLSSH JOoOoOoOoOon ouz2 0000
go0o0oDb00o00O SecureShell DO0DO0OO0OODDOOODOODOO0ODOO0ODOOO

[Reflection Secure Shelf 77 [7] 016 0000 000000000000 O0OOOO

goboboobooboobbobboobooboobobboobooboon
gooobo0oboobouonboooobDbooboobOobOlOOdDReflection
Secure Shell DO O DO0DOODOOODOO0ODOO0OOODOOODOOODOOODOO

known_hosts

[Reflection Secure Shell 00 0] 0000000000 [DO000] 000 [DOOO
O0000O000] 040 0000 0000000000000000000000
OD000[@OO000000) 0000000000 /J4j)04 0000 0000
0000000000000000000000

OO0O0OOdDbObOO0Ogd SecureShell OO0

Uoo0o0obD0o0bDo0obOonn SecuteShell OO0 OOD0DO0OD0DODDODOODODOODO
00000000000 Refletion JOOO0O0000000000 0136 0000
gobooboooboooboon

ssh_config

goboboooboooboobboboooboooboobobobooboobooo
gobooboooboooboboboboooboobo

ssh_known_hosts

goboboobooboobooboobooboobuooboboooboobo

gobobooobooboobooboobooboobuoboboboooboobon
gobogoobobobobuoobdoobobobuoob @gooboboobooo
gooO)ybobbo 100 1g0oobobooboobobobooboobooo
goboobooobooboobooboobooboobobooobobooobooo
goooboooboobobooboO @oboobooboboboobooyoooo
Uo0o0ob000bDO0o0b0o0ob0ob00o0bO00bO00bOlbDOSecure Shell 0 OO

gobobooobooobooboobobooobooobuoobobooobooom o
gobobooboobooobobboobooboobobboobooboon
gooobo0booobobioO0DbO0D O [Reflection Secure Shell OO O] OO0
0000000 [poooyooo oooooooondjo4 0000 000

goboobbooboooboooboobooobo
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00: 0000000 OGlobalknownHostsFile ////////// 014 0000000000
goboboooboobooboboooboobooobon

PKI OO0 Reflection DOOOOOOOOMO

Reflection O O OO PKI (Public Key Infrastructure) D 000 0000000000000
obooooobooooboboooooboooobon pki OODOOO0OODOODO

pki_config

Reflection OO 000000 049 00000000000 000000O000O0O0O
00000000000 Reflecton DOOO0O0OD0OOO0ODOODOO

trust_store.p12

PKCS#12 0135 0000 0000000 0ORefection JOO00000 049 00O
goboobooobooobooboobobooboobo

identity_store.p12

PRCS#120135 00000000000 0ORefection OO LO000049 00O
gobooboobooobooboobooboon

cert_cache

goboboobooboobooboobooboobobbooboobooo
goood

crl_cache

CRL (Certificate Revocation List) O U0 000 0000000000000 0O0O0O0OO
ooooooooooo
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B

SSH 0000000

0000 ReflectionSecure Shell OO OOOOSSH ODO0OOO000OO0OOO0 Secure Shell
O0O0O000 019 00000000000 DO Secure Shell O O 0O O Reflection 0 000
0 SSH OO00OO0ooooooobooooooobooooooooooboooooad
Reflection 00000000 SSH OOOOOOOOOOOODOO

000000000 SecureShell DO ODOOO0DOODOOSSH DOODDOODOOODOO
gooobooooboooboooobooo

U0: 00000000000 [ReflectionSecure Shell OO D0 OOO0OOODOOO
UO000OD0OSecure Shell DO O0ODOOOO0DODO0ODOOODOODOOODOOODODOOO
UO000D000OReflecion DOOD0OOO SSH OOODO0ODO0O0ODOOODOOO0ODOOODOOO

0000000000 0D000 SecureShell OO0 OODOOODOODO O[Reflection Secure
Shell 000 000000O0DO0O0ODO0ODOOOSSH DOOOO0OO0obOOoOobOoooooboo
goobobooboobooboooobooboobobbobooobooboboo
goobooboobooboopbooboobuooboobobobooboobon

SSH O0000bogboboboobuoobobooobooogo

SSH UOO0Oooooooood

Reflection Secure Shell OO0 0 O 0O O Seeure Shedd 0070 019 OO0 000000 ODO
O00SSH 000000000000D0D00 Hest DOIOOOODODODOOOOOOO
000D [Reflection Secure Shell 001 000000000 DOOO0OOOOOOODOO
do0dooooo00o0obooo0o0oooooooooooooooa

oooooooooooooooonn ous 000000000000000
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doodooooon

000000 SecureShell DO OOOOOOO200 SSH OOOOOOO
MyHost .Demo.com [ O 0O Generalssu 000000

MyHost.Demo.com U OO 0O000O0O00O0O0O0O0O0O0OO0O0DO0O SecuteShell DOODOO
0b00obOoboon0 ssHOOooooboO00 MyHostDemocom OOO0OOO0OD0ODODO
gobooboo0obossH OOOoOobOOobooOoboooboobobobobooboobon
goooboooo

GeneralssHE OO O0OD00O0DOOD0OOODOOODOO0ODO0OOODOODOOODOOD
gob0 ssH OODOOooOoooboobogboobuoobuoooboon

U0 confic OODOOO0O0OO0O0O0O0O0 MyHostDemocom O0O) DOODOODOOODO
GeneralssH OO O0DO0ODOOO0O0ODOOOReflecton DO OO0 Secure Shell DO OO O
oooooogo

Host MyHost.Demo.Com
Protocol 2
KbdInteractiveAuthentication no
ChallengeResponseAuthentication no
PasswordAuthentication no
RSAAuthentication no
IdentityFile "C:\SSHusers\Joe\.ssh\mykey"
LogLevel VERBOSE

#EndHost

Host GeneralSSH
StrictHostKeyChecking yes
ServerAlive yes

#EndHost



0 0O D

O000000000D00OO0O00D0O000 -Secure Shell OO0

Secure Shell /77777 019 0000000000000 0O0OODOOODOOOOOO
00000000 b0o0b0ob0bO0bO00b0o0b0obb0OobOo0obOg Hest OO
0000000000000 000000OO0LOOLOLO SSH OOOoooo
0112 00000000000 00000D00O0000 SecureShell DOODOOODOO

goobobooobooboobooboobooboobobbobooobooboboo
gooboboo0 1 00b0 ¢ b0oobo0obobboboboboooobooo
goboobooboobooboooooboobooobo

ogobo & booboboobooboobobooboobo

UO0: 0000000D0OSecure Shell DO ODO0DOODOOODOO0ODOOODOODOO0OO
go0b00b000Ossh DOODOOODOO0OO0OOD0ODOODOOODOODOODDOODOODOn
oooooooooooooooooooooooooooooonooonnnn
O -0o0oooooooooonnd 0is ooooooooooooooo

BatchMode

goboobooboobooboooobomoboobobobooboobooon
goboboobooboobooboooboobooboobooobooobooo
000D 00bD00bO00b00bOobOOyesDOOD0One00 OO0 O OO nol
goo

gb0: 0o00obo0oboobobooboobobomoobobobooooobooo
00000000 00b0O0b0Ob0b0bObOOBatchMode DO O DOODOOOODODOOO
gobooboooboobooobogoooo

BindAddress

gobobooobooobooboobobooobooboobobooooooom
goboobooboooobooboon

ChallengeResponseAuthentication

00/0000000000000D00000D0000000yestdO0OD0OOnobOOO
0000000000000 0000000000000 SecurID O PAM OO0
0000000000000 00000000000000O0000000000
OyesDODOOODOODOODOOODO SSHOODOODO 1 O0O0OO0ODOO0OOODOOOO
O00000sSSH 000000000 2 00 KbdInteractiveAuthentication [ [
aooooooa

CheckHostIP

U0bD0000yesODODODODOODOOOD Reflection Secure Shell D000 O0OOMO
O000000000000D0Oxnown_hosts 0OOOO0O0OO0O IPOOOODODO
oooooooooooooOoOoooo0o reOO0O0OOOOODOO TPOOOO
gbooboobobooobobooooboboobobdeoonOg:
StrictHostKeyChecking [1 no 0000000000000 DOODOOD0OOCOOOO
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CheckHostPort

0000000OyesODOODOODOODOOODOOReflection Secute Shell 0O O 00000
goboobo0bo0b00b0Oxnown_hosts UOUOD0O0OOD0OOOD0OO0O0DOO0OO
gobobobooooooboobobooboooboboobobooboobooo
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