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gobooboooboobobobobooob

PoE FEHavUR

oon rpm -e --nodeps rsit-server
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o
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2
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rpm --install --relocate /usr=PrefixDir --relocate /etc/ssh2=SysConfDir
package_file.rpm
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rpm --install --relocate /usr=/opt/rsit --relocate /etc/ssh2=/opt/rsit/etc
rsit-server-7.1.0.999-i386-rhel.rpm
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1 root UOOODOOODOOODO

2 JOOoOobooobooboobooboobobobobOoobOooboboobDoon
gobooboobooobooboobobooboooon

3 wuncompress OO0 O00O00O0OOOOOOOOODOO
unconpress package name.pkg.Z
odoooooooooooooad

uncompress rsit-client-7.1.0.999-sparc-solarisl0.pkg.Z

4 pkegadd OO0DO0O0O0O0D0O0DOODOOODOOODOO

pkgadd -d package name.pkg
ododoooooooooooan

pkgadd -d rsit-client-7.0.0.999-sparc-solarisl0.pkg

O0:Solaris 10 OO O OOOO0OO0OOOOOODOOOOODOODOO Selaris DOOOO
doddoobOooooobooboooooooooooooooooooooooo
00 ReflectionforSecure IT 000D 00000000000 LLOLOO0 2254

U http://support.attachmate.com/techdocs/2254hml0 0 0000000000
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1 root JOOODOOODOOODO
2 pkgem U0 00000000 O0O0O0O0O0OCODOOO

PoE RO UR

ooog pkgrm RSITsshs

oooono pkgrm RSITsshs
0
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Reflection for Secure IT D OO O0ODOOD0OOODOO0ODOODOOODOO0ODOO0O0O @©OO
goo0o0oo00ob0o0obo0obob0o0obo0obob0) ODOOODPREFIX OOOOODO
0000000000000 b00ob000b0o0bU0ObO0Ob0PREFIX DODOOODODO
gooooooo

= OO0 rete/ssh2 OO0 O00OO0OOOOOOOOOOOOOO
$PREFIX/etc/ssh2 OO OO0OOO0O

= 000 s OOD0O0D0OODOODO0ODO0ODOODOODOOODOO spreFix U
gooooon

000000000000 000000000000000000000000000
PKI 000000000000 000O000O00O
EEEDBFRIZCAVAM—ILT BIZIE
1 00000000000 O0O0O00000

2 J00O0O0O0O00OO0O00O0ODO0ODO0 @bOoob vept/rsit)y DOODODOO
goboobodnD @UUbO sp UOOODOODO

echo "PREFIX=/opt/rsit" > rsp

3 0D0O0O00OO0D0O0O0DbO0O0bOobbObDO pkgadd-s DOODOODOOODOOOO

pkgadd -r rsp -d rsit-server-7.1.0.999-x64-solarisl0.pkg

ob: bo0obobobobooobo0oboboboboooboobobboboobo
gooobo0oboobobuoibbO PATHODOOOD MANPATH ODOO0OO0OODOOO

HP-UX D O0O0OO0OO0O0OO
Reflection for Secure IT & HP-UX T4V A—ILT BIZIE

1 root UOOODOOODOOODO

2 JoOoOoboobooboOoboobOooboboboobOoobOooboboobDoon
gobooboobooobooboobobooboooon

3 wuncompress 1000000000 OOOOOOODOO

unconpress package name.depot.Z

goobooboobooobooboon

uncompress rsit-client-7.1.0.999-ia64-hpux-11.23.depot.Z

4 swinstal 0000000000000 00D0O0O0O00OO0O0DOOOOO0OO

swinstall -s full path_and_package name.depot RSIT

goboobooobooboobooon

swinstall -s /rsit/rsit-server-7.1.0.999-ia64-hpux-11.23.depot RSIT
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1 root OOOODOOODOOODO

2 @O0DOO0OD)DDOODOODOODOOOD sshd OOOOO0ODOOODODO
/sbin/init.d/sshd2 stop

3 swremove U0 OODO00OD0DO0ODO0OO0OODODOODOOODOO

swremove RSIT
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IBMAIX OOOOOOOO
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1 root JOOODODOODOODO

2 JOOoOobooobooboobooboobobobobOoobOooboboobDoon

gobooboobooobooboobobooboooon
3 wuncompress O O0O0000000O00000O0O0O0OO0OOO

unconpress package name.bff.z

goobooboobooobooboon

uncompress rsit-server-7.1.0.999-powerpc-aix5.bff.z

4 installp 0000000000 0DOO0OODOOODOOODOO

installp -d. RSIT.ssh

FToAVAR—ILT BIZ[E

1 root UOOODOOODOODO

2 O0OO0OO0OD)DDOODOODOODOOO sshd OOD0OOODOODODO
/etc/rc.d/init.d/sshd stop

3 installp OO0DO0ODOO0OOODOOODOODODOOODOODOO

installp -u RSIT.ssh

4 0000 30 installp OO00O000000D00O0O0O0D0O0DO0O0 .tec OODOOO

g

O0:BMAX 000000000 DO0O0bOO0ODObOOobOO0o0obooboooo
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godoobbogdgooobogn

Reflection for Secure IT D00 O0O0OODOOOODO0ODOOOOODOOOOOODOODOOO
goboobooboobobboobooboobooboboobg

FSecure UNIX OO O0OO00OOO0OOOO
Reflection for Secure IT6x UNIX OO O0OOOO0OO0OOO
Reflection for Secure IT7x UNIX OO O0OOOOOO0OOOO

Odo0ooooooooooobooooooooooon
/etc/ssh2/migrate.sh

odo0odoooooooooodoooooooooooooooboooooooao
gdodbooboooooudooobooooouoooobuooboobooooao
gddbodoooooooooodoboooooouoooobooobooooooao
gddbodoooooooooodoboooooouoooobooobooooooao
gddodoooooooooodoooooooooooooooboooooooao
odo0odoooooooooodoooooooooooooooboooooooao
00000000000 00b0O00b0O00 (sshd2_config migration.log O O) OO0
gooogd

JO—NILERI7AILEBRITTAICIE

O0:.00000000000000000000000O 7ete/ssh2 OOOOOOOO
O0000000O000000/ete/ssh2/sshd2_config O /etc/ssh2/ssh2_config 0
odo0odoooooooooodoooooooooooooooboooooooao
gogoooooooboooooobooooobbbooo0 uuouooobbobo
gobobooboobopoboboobooboboboboobooboboboomo
gooobDoobDoobonoboonoogn (*.rpmsavel *.savel *.backup U 0) OO
gddodoooooooooodobooooooooooooooboooooooao
ooo

1 root JOOODOOODOOODO
gobobooboooboooboobooooo
gobooboooboobobobobooob

A 0N

goobooboooooooobooooooon
/etc/ssh2/migrate.sh
5 OU00bOOoobooouooooon

6 00000 DODOO0O0OO0OO0OOODODOOO0ooOoObObOOoo0ooOoOoObOoOoOoOoao
OO0 sshd2_config OO0 ssh2_config DO OOOOO

A—HBRHI7AINERITTHICE

1 root UOOODOOODOOODO

2 JOOoOobOoOobooboooboobooboobooboobbobboooboooo
googn

/etc/ssh2/migrate.sh client ~/.ssh2/ssh2_config



010 000000 15

PKI BREZ#1T9 I

Reflection PKI Services Manager [ [0 Reflection for Secute IT 6.x OO 0O F-Secure OO0 O
0000000000000 000000o0o0b0o000ooo0oOooOoobo0o0oOoOooOoon
O00o0ooooooooo

1 root JOOODODOODOODO

2 pkd 0 m O00O00000D00OD0DOODOO0ODOOODODOOODOODOODOOO
goboooooboobobboobooobo

/etc/ssh2/ O OO sshd2_config OO0 ssh2_config OO0 OOOO0O PKI OOO0O
PKI Services Manager O OO DO UOODO pki_config UODO pkimep DO ODOO0N
goooa

/usr/local/sbin/pkid -m /etc/ssh2/

sshd2_config.backup 00 PKI OO0O0OO0O00O0OO0O0OCOOOOOOOOOOO
000 PKIServicesManager 00 0000000D0O00O0O

/usr/local/sbin/pkid -b /output/path/ -m /etc/ssh2/sshd2_config.backup

3 PKlISetvices Manager OO UOD0OUO000000 10gs UOOOD0DOODOOO0ODOOO
gobooboobooonb @guooboboobibUimoU 000000000000
goobooboobd 40000000 0o0obooobomo

O0: ODO0O00O0OD000D00 pki_config DO0OODOOOOODOOODOODODOODOO
gobobodobooobgoopboobooobooboobobbobooboobobo
goboobooobooboobooon

Reflection PKI Services Manager 1 O OO0 0O 0O 0O

Reflection PKI Services Manager D 0 X509 OO0 000000000 O0D0OO0OOODOO0OO
Oo0o000odoooooooodoooooooooooooooboooooooon
0000000000000 000000O00000000O0O0O000000O0oO0o00
O000000oooooon

Reflection PKI Services Manager 4> Xk—IL9 BIZ(%

1 root UOOODOOODOOODO

2 JOOoOobooobooboobooboobobobobOoobOooboboobDoon
goboobooobooobooboobooboobooon

3 gzip OOOOOOODOOOOOOODOOO
gzip -d package name.tar.gz
gooobooobooobooboo
gzip -d pkid 1.0.0.999-i386-solaris.gz

4 twar 00000O0O0ODOOODOODOOO
tar -xf package name.tar

gobobooobobbooboobooboobooboobooboobobooo
gooobooobooo

pkid 1.0.0.999--1386-solaris/
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5 0DO0O0D0OO0OOO0O0ObOoObOOoboOoOobOoOobOobobooboooboon
cd pkid 1.0.0.999-1i386-solaris

6 U0O0O0OO0bOOO0bOOO0bOoOobOon
./install.sh

7 ODO0O0o0oOoOobOOoOobOoobooboboobooboobo ooy booobo
gooobDoobo0obOo0oOgn [Eater) DODOODODO

FToAVAR—ILT BIZ[E

1 root UOOODOOODOODO

2 OO00OO00OOO0bOO0O0OCOO0ObOO0ObOO0O00O0bO0b0O00b0O0D00 PKI Services Manager

goboobo0dDl vin UO0DOO0ODOODOOODOO0ODOODOOOODOODOOD
gooooo

/opt/attachmate/pkid/bin/uninstall.sh



[ 2 U

doooon

goooobobooooad

sshd 000000000000 O0DOO0OOOOOO

sshd 000000000 D0OO0O0OO0ODOO0ODOO0O0OOO0ODOO0OO0O0DbOO00bOO
goobobooboobooboooobooboobobboboobooboboo
0000000000000 Oo0buo0ob0ob0b0ob00o0obO00bOoOgn sshd O
gobooooboobo

sshd -oPidFile=sshd PidFile keyword value

U0:inetd O0O0O0O0 sshd U0 ODO00O0D0OD0O0O00OO0DOO0O0OO0O0O0ODOO0ODOOO
gooob rFps DOOD0DO0ODOO0O0OODOOOOODO0OOODOOODOO0ODbOn
gobo0obD0o0gbbO0b0Osshd OO00OD0ODOODOOODO0ODODOOODOODOO0O0
gooooooo

sshd H—ERXRZEELET HIZIE

1 root UOOODOOODOOODO
2 J0O0O0ObOOO0ObO0ObOobDoOOobooon

/usr/sbin/sshd options

H—/N\RHTr%E Linux TETIBIZIE

Ub: 0000b00b0obib0 Linx OO0O0O0ODO0ODOODOOOOOODOODOO
gobooboooboobobobobooobooboboboboboobooboboo

1 root JOOODOOODOOODO
2 0J00O0O0OO0O0DOO000ODOsshd OO0DOO0ODOOOODOOOOOODOODOO

/etc/init.d/sshd start
/etc/init.d/sshd stop

/etc/init.d/sshd restart

H—N\RDV)TrE=IEH—E X% Sun Solaris TET95IZ(%
1 rot 00ODO0OOOOO0O

2 J00O0O0OO0O0DO000ODOsshd OOOO0ODOOO0ODOODODOODOOODOODOO

o SunSolaris8 OO 9 UIO0OOOOOOODOOODOODsshd DOOOOOONO
goodooooooooon
/etc/init.d/sshd2 start
/etc/init.d/sshd2 stop

/etc/init.d/sshd2 restart
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o SunSolaris 10 OO DOO0ODOODODOODOODOOODOODODOODODDOODOODOOO
gobobooboobooboooobooboobo

svcadm enable network/ssh
svcadm disable network/ssh
svcadm restart network/ssh

svcs -1 network/ssh
H—/I\XY)TrE HP-UX TETTBICIE
1 rot 00000000000
2 00000000000 O0shd 000000000000000000000

/sbin/init.d/sshd2 start
/sbin/init.d/sshd2 stop

/sbin/init.d/sshd2 restart

H—N\RYTr%& IBMAIX TETTBIZIE

1 root JOOODOOODOOODO
2 0J00O0O0OO0O0DO0O00ODOsshd DODODODOODOOODOOODOODOODODOO

/etc/rc.d/init.d/sshd start
/etc/rc.d/init.d/sshd stop

/etc/rc.d/init.d/sshd restart

SSH 00000

gobobodobooobgoopboobooobooboobobbobooboobobo
gooobo0ooobobooboobuoobobbOob sshDOO0OOoOoDOOOO
gooooon

ssh [options] [user@]hostnamel#port] [remote command [arguments] ...]

goobobooboobooboooobooboobobboboobooboboo
gooboooobmoobooboboob00 @obooboboboobooobooo
gooobog 22 00000od

gooobo0o0bO00b0Ussh ODDOODOO0ODOODOOODOOODOO0ODOO0O0O0ODO0O0O0
gooobooboobonoboobo0obo0obuobbOobbodbssh OO0OOO00OO
goboboooboobooboobooboobooobo

E%%é@%ﬁﬁﬁ LT UE—MF—N\ADiaRtyarZzRE<IZIE LT OFIEIZH

1 ssh J000O000O00O0O0OO0O0DOO0DOO0OOOOO0bOO0bOoD0OO

ssh joe@myhost

2 JOOoOobOoOobOmoobobboobooboobooboboobDo@moongon
goooooooooo
Host key not found in hostkeys database.
Key fingerprint:
xesem-cyvic-puhef-penyl-dugid-kxpi f-tizyh-behen-gymum-fozyb-cuxex
You can get a public key's fingerprint by running
% ssh-keygen -F publickey.pub
on the keyfile.

Are you sure you want to continue connecting (yes/no)? [Enter=no]



O 20 000000 19

goobobooboobooobooooboobgboobooboobooon @
00o0ooooooooooooooooooooooooooooooonnn
oooooooooonn oz 0000000000000 0)0

3 0D0O0O00OO0OD0O0O0ODbO0DbObDD yvesODOOoOoboOobOOoboooboobOobDO
000000D000D0 (seoME/.ssh2/hostkeys U 0) OO0O0O0O0000O0O000O0O0O
gobobooboooboobooboobooboobooobobbooboooo
gobooboooboobobooboobooboboobooobon

4 JOO0OO0OODOO0OO0bOOobOOObOOobOo

gb:gboobooboobobbooobooboobooboboobooboonoo
gobobooobooobboobooboobooboobobobooboobooo

000ooo0oooooooDoooooooooooooooooooooon
ooooooooooooooonn os o00ddddoogoooooogg

sftp OO OO QOOOOO0O

sttp D0 O000O000O00OO0O0DOO00O0OOO0O0ODOO0DbOO0bOObOO0ObDO0o0DOn
gobobooobooobooboobooboboboobooboobooboobooon
Uoo0ooo00obO0o0boobobo0bo0obobodstyp DDOODODODOODO
gobooboobo0oboobooobooboobobooobooboboboobDooboon

0000000000000000000000yw JO000000000/0 0135
OO00O0O000000000O0Osfpp OODDODDOODDOODODOODOOLOOOOO
O s O000 0137 000000000000000

WAR®D sftp yiarzE<IciE

1 0J0boobobobobooboobooboobooboon

sftp joe@myhost.com

O0:SecuteShell 00D O0DO00OODOO0OOO0ODOO0ODOODOOODOOODOO
goooboooboooboono

gobooboobooobooboobobooboobuoobo

sftp>
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2 0J0OO0OO0ODbOOObOOobDOoon

B# ERY BTk
ooooooooooon help, U0 OD0O0O0OD0DO0OO0OO00O0O
oooon

sftp> help

gooobooooobg  nelp OO, 00000000000000

ooooo sftp> help put

gobooboooobooog ooooooonn oz oooo; 0o00d

ot U000 cemo DO ODODOODOOODOODOODO
gooobooboboboobooboobooo
ooooboobon

sftp> put demo

gooobooobooo quit 00 000000000000

sftp> quit

gb: 0boobooboobobbobboboobooboboooobooboon
ooo0oooooooooooooooooOoooooOoooono1 ooooo
goooboooobooo

scp UOOOOOOooon

scp UO0ODO0ODOOO0O0O0ODOO0ODOOOODOOODLDO0ObOOObOO 20000000
goboobooooboobooobo0ob0oob0b0 ooboobbooobobooo

scp [[user@lhost[#port]:]source [[user@]host[#port]:]ldestination

gobobodobooobgoopboobooobooboobobbobooboobobo
gobobooobooooobooboobobooboobooobooooboooon

A—AIIT7AILEBED) E—,T4L IR ICOE—TF BIZIE

= JgbOoobobbooboobooboboo

scp file_src joe@myhost.com:

JE—RID7AINEO—HILDEETALORN)ICaE—T BIZIE

= JO00000O0OD0ObOOobOOOobOoOobOobDboo

scp joe@myhost:/demo*.htm

O0000O00oOoOoOoOooooooooooWOsep JOOOOOOOOOOTT131
goooboooboooogoooa.
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Secure Shell OO O

UO000D0OSecure Shell OO ODUOO0D0OODO SecureShell DO ODOODOOO0DOODO
goboobooobooboobooooboobooobo

1. REGERORBIL

Secure Secure
Shell » 2 H— DB Shell
o I ] H—n\

I 934TF 2 FORBEE

| AmSkEnityyay

5 EEMA— R
s s
TCP TCP
ARl T RAwH

1. dgoboooooboon

goboboooboobooobobooboobooboboboobooobooo
gooboboooboooboobooboboobooobuoobobooonbn booo
Oo0ooooooooon o2 0000000000000 0OO

2. OoOoOooooogn

gobobooobooooboobobobobo Db boobobobo boboooo
goobobooobooboobooooboor1oooobooobooboobo
0000000000000 oo oUo o000 033 0oood
gooobooobooo

3. JOoooOOoOooooodano

goooboooboobobobobooboobobobobD mobooboboo
gobooboobooboobobbobuoobooobobooboobgr o
0000000000000 O0000000O000 DooDoooDOoooooOoo
OoOoooon 04 000000000000000

4 ODO00OO0ODOOOOO0ODOODOOObOOoObOOobOOOn

000000000 Db00b00b000O0SecureShell DO0DOODODODOOODOOO
gooboboooboooboobooboboboooboobbooboobooobooo
goboboooboooboobmobooboooboobooboboboboooo
0000000o0oO0o0oQ0oOoO0O0OoOOo0OO00 DooooooooooLLooOooon
OO0 0Del 0000000 O000O0ODOO0O0O

5. DO0ooooooonooboooboooooooboooooobooobooooon

gobooboobooboboboobooboobobboobooboobobo
Secure Shell DO O DOO0OOODOOODODO0ODOO0OOODOOODOOODOOODOOO
gobobooobooobooobobobooboobooboboboobooooooo
0000000000000 0O0U00U0D DooLoooooooOLLOOLOO
71 0o0o0oboobobooboon






[ 3 0O

doooon

goodobobooooad

Reflection for Secure IT DO OO 0O0OUOUOssh DO UOODOOO0ODODOOODOOODOO0ODOO
goboobooobDbooobo0boobboOdbsep UODO sftp UODOOODOODO
goboobooobooboboooboooboobon

/etc/ssh2/ssh2_config

O00000000Reflection forSecure IT 00D 0D0OO0O0OO0OOOOOOOOOOOOONO
Oo0o0ooooooooooodoooooooooooooooboooooooon
000000000 MMO0O0000000 /etc/ssh2/ssh2_config.example 00O 0O
oooooooad

goooboobooobgoobooooobooboobobobobooboobooboo
goo

SHOME/ .ssh2/ssh2_config

ssh 0000000000 O0O0ODOOOO0OOOO0OOOODbOObDOrOoobooboboo
goobobooobooboobooboobooboobobbobooobooboboo
goboobooobooog

1. J00O0ooogopoooogoooog :/etc/ssh2/ssh2_config
2. 000000000000 :¢sHOME/ . ssh2/ssh2_config

3. ssh JOO0OOOD0OO -FOOODOOOOODOODOOODOODOOobDOOoDOO
goood

4. sshscp0 000 sftp DO O0OOO0DOO0O00OODOOODOODOO

go000000oOoOo0oOoOoOoOoOooUoooUooooUoooLooLoooOoOoOoOoOon
OO0 oy 0o0dooooooooooon

gooooboon

gobobodobooobgoopboobooobooboobobbobooboobobo
gooboboobooobgooboooobooboobobobobooboobooboo
gobooboooboobor goboobooboobobooboobooboboo
goboobooboobobobobooboobobobobooobg

oob0 ¢ Obo0oboboboob0o0obo0oboobooooobooboo

ogooo

gobogoboorpoSIX DODODOODOOODOODOO0OOOOODOODbDOObOOobDOOn
goooboooboooboooboo

http:/ /www.opengroup.org/onlinepubs /000095399 /basedefs/xbd_chap09.html
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goobooooao

gooboboobooobgooboooobooboobobobobooboobooboo
goooboobooboboo=0000b000b000b00b000b0O00bO00Do
gooobooobooboobob @oobooby booboboboobbooo
gooooon

key value
key=value
key="value with spaces"

key=valuel, value2

goboobooobooobobboobooboobo

gooooon

gobobooobooboobobooboobuoboboboo obooboboooo
goobobooboobooboooobooboobobboboobooboboo
goobobooobooboobooboobooboobobbobooobooboboo
goobobooboobgoooboooobo o uboobooooooooonoon
ooooooooooooooooooooonoooooooooonoononn
ooooooooooooooooooooooooooooooooooonoon
ooooooooooooooooooooooooooooooooooononn
ooooooooooooooooooooooooooooooooooonnnn
ooooooooooooooooooooooooooooooooooononn
oooooooooooooooooooooooooooooooonoononn
ooooooooooooooooooooonoooooooooonoononn
oooooooooooooooooooooonoonon

gooooooboo «~.goboobobobobooboobobobooboooboon
goobobooboobooboooobooboobobboboobooboboo
goo

gb0: 00o00obo0oboobobooboobobooboboboooooboon
goboobooboobooboooobooboobuooboobob

0000000000000000jed00000samplehost 10000000000
Ogwy0OO0O0D0D000

* .
user=joe
samplehost:

user=guy

goodobobooooad

gooboboooboobgooboobooboobooboobobo0 wbooboony o
goobobooboobooboooobooboobobbooboobooboboo
gooboboooboobooboboboobooboobobbobooobooboboo
gobooboo0obo0obOo - 0OObb0Ob0O0ObO0ObOo0ObOOobO0ObOoOobOob
gobobooboobgoooooooboobooboobobooobo

-0 keyl=value
-0 keyl="sample value"

-o "keyl value"
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goooboooboooboobooogb e obbobOoobonoo

-0 keyl=value -o key2=value

goobobooobooobom oboobooboobg 200b0b00obo0obooboboo

ssh -1 testfile myname@myserver

ssh -o IdentificationFile=testfile myname@myserver

gooooboon

Reflection for Secure IT DU DO O0D0U0000OO0Osshd UO0O0ODOO0DOOODOODOO
UbooooobOoo0oobdbOdn setesssh2/sshd2_config UOOOOOOOOO
UO000000sshd DODODOODO0O «0000D00O0OO0ODOO0ODOOODOODOOO
gooboboooboobooboooobooboobobboboobooboboo
gooooooo

000000000000 sete/ssh2/sshd2_config U0 OO0O0OO00OO0O0OO0O
gdodboobooooooudooobooooouoooobooboobooooao
00000000000 /ete/ssh2/sshd2_config.example DO OO0OO0O0OOOO0OOO

gooboboobooobgooboooooboobooboboboobooboobooboo
oo0ooooooooo0n 023 000000000000000

gobobodobooobgopoboobooobooboobobbobooboobobo
goooboobooobgoobooooobooboobobobobooboobooboo
goboboobooboobooboboobooobuoobo

oo:

gobooboobooobobpooboobooboorybooboobooboboo
gooboboobooobgooboooobooboobobobobooboobooboo
gooooon

1. sshd DO00OOO0OO0O 0000000000 O0ODOO0ODOODODOODOODO
gooooooboooo

2. HostSpecificConfig DU U0 0000000000000 0O00O0O0O0O0O0O00OO0
gooooooo

3. UserSpecificConfig DO 0DUO0DDODOODOO0ODOODOOODOOODOOOO
gooooooo

4 sshd DO 0ODOO0ODOODOODOOODOO

godooaobbooogd

goobobooboobooboooobooboobobboboobooboboo
goobobooobooboobooboobooboobobbobooobooboboo
gobobodobooobgoopboobooobooboobobbobooboobobo
goboobooboobooboobooboobooboobo

ooobbooooooooon

0000000000000 00000D000 UserSpecificConfig D00 000000
goboobooboooboboobooboobo

UserSpecificConfig user. expression subconfig file
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OoOoOoon os 0000oooooooooooOO0O0O0O0ODODOODOOODODOODOO
goobobooboobooboooobooboobobbooboobooboboo
gooooooboo

/etc/ssh2/subconfig/user.example

user.example 0000000 0OO0O0O0OD0OO0OOODOOODOOODOO0ODOOODOODO
gooobooooooo

0000000000 : RequiredAuthentications D0 0000000000000 00O0O
gobobodobooobgoopboobooobooboobobbobooboobobo
gooboobooobooboboobooboooobo/obooboobooooboooon
gooboboobooobgooboooobooboobobobobooboobooboo
gobooboobo0obobooobooobooboboooboobobobooboobon

ooobbooooooooon

goboobooboobobDiboobo0obuo0buobibO0bO0nl HostSpecificConfig
goboboobooboboobooboobobooboobon

HostSpecificConfig host_expression subconfig file

OO0 08 00000O00O0O0OD0O0ODOO0OO0OO0ODOOOOOOODOOOOOODOOOO
goobobooobooboobooboobooboobobbobooobooboboo
gooooo

/etc/ssh2/subconfig/host.example

host.example OO0 O00000OO00O0OD0O00OD0O0OOOO0ODOO0ODOOODOODOO
goooooooooo

dooooboboooooad

gooboboobooobgooboooobooboobobobobooboobooboo
goobobooboobooboooobooboobobboboobooboboo
0000000000000 000000 HostSpecificConfig D0 DOO0OO0O0O0OOMO
00000000 b0obD0o000bobbO0obD0o0ob0o0bO0Obbacmecom ODOOO
goboobooboobobboobooboobobooboobobooboobon
UserSpecificConfig D000 U00D00O00D0O0O0O0ODO0OO0ODOO0ODOO0ODOO0O0OOOO
gooobDoobDoobobobdbDO0acmecom OO0 O00D0O00O00O00OOOOOO
joe UOOOOODOOOOODOO

goooooooao

/etc/ssh2/sshd2_config DO OOO0O0O0O
Port=2222
RequireReverseMapping=yes
ResolveClientHostname=yes
#Specify a host-specific file for the users from acme.com
HostSpecificConfig=. *acme\ .com /root/hostsubconfig
#Limit forwarding to user joe and constrain his forwarding rights

ForwardACL=allow remote joe .* peak.acme.com



gooboboobobooadd

/root/hostsubconfig O OO OOONO
AllowedAuthentications=publickey, password
Ciphers=aesl28-cbc
#Allow sftp access only
SessionRestricted=subsystem
#Specify a user-specific file for user joe

UserSpecificConfig=joe /root/joesubconfig

goobooboobonad

/root/joesubconfig DO OOOOOO
RequiredAuthentications=publickey
#Allow both shell and sftp access

SessionRestricted=shell, subsystem

O30000000
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Oooon

ood

gooboboobooobgooboooobooboobobobobooboobooboo
UbodbOd Ciphee DOOOOOO0OOODOOO0OOODOODOOOODOODOOOOODOO
U0 Ciphee OOOOO0OO0O0DOODOOOOODOOOO0 DOOOODOOOOOODOO
Cipher 000000000000 ODOODOOODO Cphee DO0DOOO0DOOOODOODO
OO0 Cipher OO0ODOOODO

Reflection for Secure IT OO0 O 000000000000 O0O0O0O0DOOO

= Arcfourl] Arcfour1280 0 0 0O Arcfour256 (U DO ODOODONO)

= TripleDES (168 OO 0O)CBC OO0

= Cast(128 OOO)CBC OOO

= Blowfish (128 0O 0)CBC 00O

= AES Rijndacl) (12801920000 256 OO O)CBC ODO0OOOO CTR OO0

gooooboon

gobobooboobgooboooobooboobooobobooobo

Secure Shell DO OO OMAC O OODOODOOODL) DOO0DOODOOOLOOODOODOO
gooboboobooobgooboooobooboobobobobooboobooboo
goobobooboobooboooobooboobobboboobooboboo
goboboooboooboobooboboobo MAcOOooooboooboooo
@UobOboobooboobOo)yooDboboo MACODOOODO

Reflection for Secure IT 0O OO0 MAC UOOUOODOOOOOO
®  hmac-shal

®  hmac-md5

®"  hmac-shal-96

®"  hmac-md5-96

®  hmac-ripemd-160

®  hmac-sha256

®"  hmac-sha512
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O0O0doO MAC OOO

Od0o0o0oooooooooooono MACOOOOUOOODOOoOOooOOoOoooooo
000000 ooooooodnodn ssh2_config UOOOOO0OOOOOOOONO
sshd2_config DO OOO0O0O

F—7—F B

Ciphers 000000000 aes128-ctrld O O aes128-cbel O O aes192-ctr[d O
[ aes192-cbcl O O aes256-ctr [ [ aes256-cbc] U O blowfish-cbe [
O arcfour'd O O arcfour128] O O arcfour25600 O O cast128-cbc O O O O
O3des-cbc0 000 ODOO0O0OOnone0 0000000000 OOONO
O00000Onene0 0000000000 OOOOOOOOOOO
0o0o0000o0o00oooooooooooooooooo

0000000000000 0D00D000aesd (ctr/-cbe0 OO0
128/192/256 bit 0 0O 0 0O O O 0)O O blowfish( (O blowfish-cbcO O O
0)HO O castD (O cast128-cbed O O O0)O O 3desd (O 3des-cbc O O O0)O
DAnyD OO0 0O0AnyS(AO (@O0 O0D0O0O0O000O0O0O + Ononed)O
0000 AnyCipherd 0 0 0 O AnyStdCipherD (0 000000000
ooHo

00000 AnyStdCipherd 0 0 O

MAGCs 000000000 hmac-shald O O hmac-sha1-960 O [ hmac-md50 O
0 hmac-md5-960 O O hmac-ripemd1600 O 0O hmac-sha2560 0O O 0O O
Ohmac-sha51200 00 0000000000000 000 AnyMacOO
0000000 hmac-shald O O hmac-shal-960 O O hmac-md50 O O [
U0 hmae-md5-960 00000000 AnyStdMacD OO0 00O OO
0000000000 noned 00 anyld @ AnyMacll +0 nonel1 0 O 00)T
000 0O AnyStdD (0 AnyStdMacO +Onone0 00 0) OO OO OO O
00000 MAC OOUOOOUOOOOOOoDOOOoOooOooooon
O00Ononed 0000000 MACOOOOOOOOOOOOO
O00oooooobooooodoooooooooooonoo
O000OOnenel D0 O0O0OO0OODOOOOOOOOOOODOO

Ciphers O 0O 0O OsshOscp OO0 sftp OOOOOOO00O -cO0O0O0OO0OO0OO0OO0OO
goboboobooooboooboooonbooo

ssh -c¢ blowfish-cbc joe@remote.com

MACs O0O0OOssh OO0 sfep 00000000 -m OO00OD0O0O0O0ODOOOOCOO
goboobooobooobooboonoo

sftp -m hmac-md5 joe@remote.com
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FIPS 0 OO

OO0O0oocOoOooDooOooo e 1402 DOO0ODOOOOODOOOOODOOOO
doooooOoOo0o00o0oooOobOo0oo0oooOooo0ooooooooooooon
Jo0o0o0o0o0oooboOoObOoOOO0O00000000Onn 00000000 oooooag
000000Db0o00bOooDOo NISHY 000Db0o0ob0oooooboboooooDo
00000 oOo00000obooOo0o000ooooo0ooooDonO FIPS 000000
0J0o0doooo0o000ooooo0ooooooooooooooooooooon
oo0oo0o00DO000 oo oooboooooooOooboooboooo
ooooO0)dooooOoOooooooooooooogoo
http://cste.nist.gov/cryptval/vallists.htm

FIPS OO00O00O0O00ODOO0OO Reflection for Secute IT O 0 0O 0O 0O O O O FipsMode [0
0000000000000 0000o00ooo00oo0o0ooooo0ooooooboOoooao
oo

UO0: 00000 FipsMode U0 UO0D0O0OD0OO0ODOOOOODOOODOOODODOO
goboobooboobgobgoosiGHur 0000000000 o0oOobOog FIPS
gobooboooboobobbooboobooboooooboo

FIPSs DO O0D00O0000000000000

= JOgo0oobobresSi140-2 JO0DO0ODODOOODOOODOOOODOODOOOD
gobooboobobbooboobooboobobooboobbooboboooo
goooboo0oboobopoboobo0 NISTOoOoooobooboobooo
goo

= JgbOoobobboboobooboobooboobo sz2b0000oo0
1024 DODOOODOO0ODOODOO

®  Reflection for Secure I'T [ SecurIDI GSSAPIO O OO RADIUS OOOOO FIPS OO
gddodoooooooooooouoon FipPs 0O00ooooooooooooo
gdododoooooooooooobooouooodgres 0ooooooogogon
PAM 00000000000 O0OO0O0OOO0OO0OO0O0O0OO0O0
(/etc/ssh2/sshd2_config) O PAM O0O0OO0OO0OO0OO (UsePAM:no)D






[ 5 U

Oooon

goooooon

U000 ReflectonforSecure IT DO D OODO0ODO0O0OODOOOOODOO0O0OO
gooobooooboobopobooboobo0 gbobooboboobooboooo
goboOonb RSA2048 DOODOOODO

goobobooobooo/obobobo0obo0oboboboboooboobobobooboon
gooboboooboobooboboboobooboobobbobooobooboboo
gobobooboobbobboboobuoobobbobooboobboboon
gooboboobooobgooboooooboobooboboboobooboobooboo
goboboobooobooboooonooo

gobooboooboobooooboooboobobooby/bobboboooboon
gooboboooboobooboboboobooboobobbobooobooboboo
gooboboooboobooboboboobooboobobbobooobooboboo
goboobooboobobooboobooboobboobooboobobo
dgooobooooooobboboooooon
goboobooobooboboboboooboobOobooboobobooboobDoobon
1. SecureShell OO UODDOOODOODOODODO

2. pbOOoOoobOOoboobOoobooboobob
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3. 0DO0Oo0oboobOoobooboobobboobooboobobobobooo

947 UMIEBROBFTFER

REY LA

goboobooobmooboboo
gobmooobgoooboboo
googooo

ooooooooooo

gobooboooboomoboo
gobobmobgoooboboo
goooooooo

gbooobooboobgn

oooobooboobooboooboobo
oooobooboobooboooboobo
gbooobooboooobooboobo
gboooboobooooboobgoooo
goooboobog ahhoobooobo
gboooboobooooboooboobo
ooooogon

gboooboobooooboobgoooo
gboooboobooooboobgoooo

gbooobooboooobooboobo
gbooobooboooobooboobo
gbooobooboooobooboooo
gbooobooboooobooboooo
gbooobooobooboobooobooon
@oohoobooobooobooboboo
ooooboooboon

gboooboobooooboooboobo
gboooboobooooboooboobo

4 0000 bDOO0ObOOO0ObOObDOObDOO0ObDOObDOoObOObDbOOobDbOOobOoOob
gooooobgoobobooob0oO @uoboobuooOy oboobooobooo
ooooooooooOoon orza 0000ooooood

5. DObo0oooboobooboobOobooobooboboboobDbooboobooo
gobobooobooboobooboobooboobuoboboboooboobon
gobobooboobooboooooboobboboobobooboobooo
gobobooobooboobooboboobooobuoobo

6 ODOO0OO0OOODOO0ODLOOOOODbODOODLOODOODObDbOODOODOn
goboboobooboobooooobooboobuobobobooboobon

goodooboodn

doooooOoOo0o00o0oooOobOo0oo0oooOooo0ooooooooooooon
ooooOoOoOo0O00o0o0bObObOOo00o0ooObOoOo0o0o0ooooOoOoOo0ooOooooon
J00doooooboObOoO0o0o0oobOobDbObOoO000o0oDoOoOOo0o0o0oooobOoOoOoonon
0000000000000 000000000000000 rete/ssh2 OOOODOO
0O 0O O O Reflection for Secure IT DO O DOOOO0O0DOOOOpenSSH O OOOO /etc/ssh
O0000O000OReflectionforSecure IT OO0 D 000000000000 OODODOOO

gooooooboo

HRORASREEREIVERT DIZIE

1 root JOOODODOODOODO

2 0J00O000O0DOO000O0 sshd DOO0DODOOODOODOODO@DODOO
ooooooooo0oooooor ol 0000o0o0oooooooomo
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3 ssh-keygen 0000000000000 0D0OO0DOODODOODOOODOODODOO
goo

ssh-keygen -P /etc/ssh2/hostkey?

go:-p 000000000 DO0O00ODOO0ODOOOOODOOODOODObODOOO
gooobooboobon

4 @JOOOO)DOOODOODOOO/OODOODOODOODODOODOOO
(/etc/ssh2/sshd2_config) OO OU0O00O0OOODOOODOOODOO0ODOODOOO
HostKeyFile 00000000 OO0OO

HostKeyFile=/etc/ssh2/hostkey2

0000000 (retes/ssh2/hostkey) OO OO00OO0DO0ODOOODOOODOODO
googn

5 ODOO0OOO0ODOOO0ODOD

doodobbbfooooooboboodooaon

goobobooboobooboooobooboobobboboobooboboo
goobobooobooboobooboobooboobobbobooobooboboo
goobobooobooboobooboobooboobobbobooobooboboo
gobobodobooobgoopboobooobooboobobbobooboobobo
goboobooboobgooobooooobooboobooboboooboo

U man-in-the-middle 0 O HOOD DO O DODOODODOO0DOO0OODOOOODOOOO0ODOOO0O0OO
goobobooboobooboooobooboobobboboobooboboo
goboobooobooboobobooobooboobobobooboobon

DSAT U DBEMDERAN) AAY—/\BZIEMT HIZF

gb: 0bogbooboobobobooboobooboboobopooboon
gobooboobooboobooboobooobooboobon

key _port_host, IP.pub

OO0 porte O0ssh OO0 O0OO0O0000O0ODRse OOOO0OO0zp 00000 1P O
gboboob @OO0oDO0O0D000D0 key port_ hostpub UOOODOOODOODODOODOO
gooooood

gooboboobooobgooboobooobooboobobobobooboobooboo
goboobooboobobobobooboobobobooboobobbooboobon
goobobooobooboobooboobooboobobbobooobooboboo
goooooobooon

1 0000O0O0Ossh-keygen DO OO0O0O0O0OO0O0O0O0O0O0O0O0O0OOOOO0OOOO
gooooon

ssh-keygen -F /etc/ssh2/hostkey.pub
2 00OO000O00OoOoOO0000ooobOOo0ooooDm@OooooOoboooooooo
ssh myname@myserver

goboobooboobobboobooboobobboobooboobobo
RN
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3 0DOOo0ooOobOoobooboobUoboobOoobOooDbmUobboobooobo
goboobooboobooboobobOyesDODODODOODLDOODOODODOO
googd

goboboobooobooboooobooboobooboboooboooon
gooooooboo

Host key saved to /home/joe/.ssh2/hostkeys/key 22 myserver,10.10.1.123.pub

4 J0O0OO0OO0OO0OO0OOOO0OOObODOObUOObObDbOObDOObObDDbDObDOO

o UOUOUODOUOOUOOUDODLOUOLOUOOUODLDUOOUOOUODOOUOOUOODLDON
00000000000 sete/ssh2/hostkeys UOOOOO0OOO

goood

o ODOOOOODODODUOOOOOOOODDOOOODODOOOODOOOOODOO
$HOME/ .ssh2/hostkeys 0 OO0 OO0 OO

5 ©COO0OO0) ObOoOobOOoOooOobooOoOobOOoOobOooboboboboobo
StrictHostKeyChecking 0 0 U0 0000000000000 0O0O00O0O00O0O0O00O0OO
ogd (/etc/ssh2/ssh2_config)|:|DDDDDDDDDDDDDDD
($HOME/ . ssh2/ssh2_config) go0oogogono

StrictHostKeyChecking=yes

godoobbobodoooooboooogd

goobobooboobooboooobooboobobboboobooboboo
goobobooobooboobooboobooboobobbobooobooboboo
gobooboooboooboobo0obobobobooobooboobob

H—N\DRFERAMEEHAN T ST H—T)UNERTT DI

1 O00bOo0Oobogooobgooo
2 sshkeygen DO 000000000000 O0D0O0DOOCOOODOOO

ssh-keygen -F /etc/ssh2/hostkey.pub

godooaobbooogd

goobobooobooboobooboobooboobobbobooobooboboo
1ogbooboobgooooboobooboobobooboobooboboo
gooboboobooobgooboooobooboobobobobooboobooboo
gooboboobooobgooboooobooboobobobobooboobooboo
goooboobono (A boboobooobooboooboobobbobooobg
gobooboooboobooboboboobboobobobobooobooboooon
gooboboooboobooboooobooboobobbobooobooboboo
gooooooo

Reflection PKI Setvices Manager 1 PKI U0 000000000 OODO OO PKI Setvices
Manager 0000000000000 OCO0O0ODOOOODOOOOODOOOOODOOC
000 Awmachmate OO0 00000000000 O0O0O0O0DOOOO0OOOO
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oo

£

HAe

Reflection PKI Services Manager  PKI Services Manager 0 0 00 00000
goboobbioobild poOoOo0o0O0O00000000000
oooogooon 0ooooopoooooooooood

gobooboooboobooobooooo
goboob10bo0o0bgoobgn 1
gobobooobooobooboonoo
gobobooobooobooboonoo
gobooboobooboooboooo
goooboooobooo

cCAODOO0Obooboboo gobobooobooobooboonoo
goobobooobooobono Oobooboobobobobooo
gobooboooboobon

gooooon

Reflection for Secure I'T UNIX OO0O0O0D0DOODOPKI Services Manager [

O00000000PKIServices OO0 0OO0O00OO0ODDOOOOOOO
Manager OO0 DO OO0O00OO0O oooooon

00000 O PKIT Services
Manager JOOD0O0O0D0O0O
ooooooo

goobobobobboooooooboobobobbooa

1.

Reflection for Secure IT U U DO 0DOO0O0OO0OO0O0D0OO0DOO0O0O0O0OO0ODOOO0
goo

Reflection for Secure IT OO OO O OO Reflection PKI Services Manager 1 0 0 0 0O O
(Reflection for Secure IT DO O OO ODO PkidAddress D0 DO OO0O0OO0OOOO0O0O
000o00o0oDOOoooooooboooo

Reflection for Secure IT DO OO0 O0O00O0O0ODO0O0O0OODODODOOO PKI Services
Manager U ID OO0 ODOO (Reflection for Secure IT U O U O O UDO PkidPublicKey
oboobooobobooooboboooooboooHo

Reflection for Secure IT DO OO OOOOODO PKI Setvices Manager 0000 0O O

PKI Services Manager 00000000000 DOODO OO O PKI Services Manager 0 [
O0000 PKISetvicesManager 0000000 OOODO
/opt/attachmate/pkid/config/pki_mapfile) goooooooooooooon
gdodbooboooboodobooooodobooboooooooobooon
Reflection for Secure IT O OO OO OO

gooobooobooboobooboobooboboobooboobob b
gobooboooboooboobooooo



38

Reflection for Secure IT

gooooonn

goboobooob0ooboobobobooboobobobobono cAbOoobobobooo
goboboobooobgoobooooobooboobobobobooboobobo
goboobooobooboobobooooboobobboobooboobooboon
goboobooobooooboboobooon

gooboboooboobooboooobooboobobboboobooboboo
gooboboooboobooboooobooboobobbobooobooboboo
goobobooobo0obobobOobD cAObOooboobuoboboboobo

BFORERADIAEENET I

1

ssh-certtool D 0D D0 00000000 OD0O0OOOO0ODOO0ODOODODOODOODO
goooooobooon

ssh-certtool -p privatekey pkcsl0O "CN=acme, OU=demo,C=US"

O00dbooobooooood PRKCSH#FI0O DO UODUOOODOOOoOoooooon
output.pkes10 OO0

cAUbDoobgoobgono
cCAUODbOO0oboboboboobooboono

00000000 PKCS#12(».pftx UODO +.p12) OO0 PKCS#7 DODOODODO
000000D0000000D0O0OOssh-keygen D00 00000000 ODOOOO
goboobooboooobooo

PKCS#12 U0 OUOOOOODOOOOOO -k OOOOOOa
ssh-keygen -k package.pfx
PKCS#7 D000 OOooooOooOoo 700000040

ssh-keygen -7 pkcs7file

HROMEREERL T, GEAZZME TSI

1

ssh-certtool U0 DO 0O0O0D0O0ODOODODODOO0ODOO0O00OO0O0O0OO0O0ODL0ODOO
RSA OODOODOOODOOODOOOODOOOOn

ssh-certtool -n rsa pkcslO "CN=acme, OU=demo,C=US"

0000000000000 PKCSHI0 DO UOODODOOOOOOO0O0OO0OOOO
output.pkes10o O 00O

cAUbDuooboobgon
cCAUbOoobobobobooboobooo

gob00b0000 PKCS#H12 (».pfx ODUODO =*.p12) DODO PKCS#7 DO ODOODO
Ubob00O0obO0b0oO00b0O0b0OOssh-keygen DOOOOO0OOOO0OO0ODOOOO
goboobooobooobooo

PKCS#12 U0 OO0OOO0OODOOODOOO -k 0000000
ssh-keygen -k package.pfx

PKCS#7 UDOODOO0ODOOO0OOODOO 70000000

ssh-keygen -7 pkcs7file
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S

MEZEREAIAEDEAE CA MoEFT HICE
1 000 cA0O0O00000

CAOOODDDOO0000000000000000 PKCS#I2(x.pfx OO0
+.pl2) 000000

2 ssh-keygen U -k U000 00000O0OD0OO0O0O0DOO00O0OO0OO0O0OO0O0OO
gobooooobooboboooboobo

ssh-keygen -k package.pfx

godooaobbooogd

0000000000 00000000D00D0 Reflection PKI Setvices Manager 0 0 0 O
0000000000000 00000000000000O000000000000
Oo0o00o0odooooooboodooooooooooooooobooooOoooon
000000000000 Reflection PKI Services Manager 1 0 0O 0O 0O O

(http:/ /supportattachmate.com/manuals /)0 0 OO 000000 O

PKI Services Manager 00 0000000000000 0ODOOO0OC0ODOO0OO0OOODOAO
O ReflectionforSecure IT 0O 0000000000 O0OO0OO0OOO0OOOOOOONO

00000 0D Reflection for Secute IT O O OO PKI Setvices Manager D 0000000

O0000d0d0 1 0000000ooobo0d00ooob0oooooooooooa
Ub00000b0000000000PKI Services Manager 100000 0OO00O0OOOO
0000000000000 000000O00000000O0O0000000O0o0o00
Ubo0o0ouobOo0O0O0D0000000DPKI Setvices Manager O O0000O0O0O0OO
U000 DNSOODOOOO0O0D0OO0DO0000D0000000D000 PKI Setvices Manager
O0000000oooooooa

gb:gboobuooboobobboobuooboobobobooboobon

PKI Services Manager # 1V AR—ILELVERET HIZ(F

1 root OO Reflection PKI Services Manager D O 0O U0 O0DO0OOOMO
2 Reflection PKI Services Manager L 77 [7[J 015 0000O0.

3 00O0obO0oo0ooobOoboooobOoOobooooobobooobOoboooooobOmo
U PKIServices Manager U0 0000000000000

/opt/attachmate/pkid/local-store

4 PKlServicesManager 0O O0000O0OO00O00O0OOO0OO0OO0OODOO0OOOOOOOC
goooooooooo

/opt/attachmate/pkid/config/pki_config

5 TrustAnchor 000000000000 0ODOO0ODOODODOODOODOODODOODO
gooooooo

TrustAnchor = trustedca.crt
oooo

TrustAnchor = CN=SecureCA,O=Acme,C=US

gb:. 0000000000000 00b00b0b TrustAnchor DO OO ODOOO
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6 DO0O0OO0OOOOO0ObOOO0ObOOObOObDOObDOOobOobObOobDO

B/ BRDY T

IDAP OO OOoOnO RevocationCheckOrder = crlserver
000 CRL 0000 CRLServers=1dap://crlserver

O

OCSP D OOOOOon0O RevocationCheckOrder = ocsp
000 OCSPResponders = http://ocspresponder

U0: OD00O0OPKI Services Manager J OO D 0OO0DO0O0 CRLOODOOOOOOO
goboobooboobcrRL O0OO0o0bOooboooobooboobgooo

7 O00O00OO0O0OO0O0O0OO00OO0oO0OOoOO0boOoOooOobOooomoooobooooon
gobooboobooboobooboboon

L BROY T

oooooooooo CertSearchOrder=1local
gooooooood
o

IDAP ODOOOOoOnO CertSearchOrder=certserver
0000000000 CertServers=1dap://ldapserver

g
8 UDOO0ObOObOObOOobOoOobOon

9 PKI Services Manager 0000070159 0000000000000000O00O
goooooooooooooooog

/opt/attachmate/pkid/config/pki_mapfile

10 U000 RuleType DO0O0DO0000D00OO0O0OO0DOO0DOODOOODOOODOODO
b1 0booobooboboobooboobobooobooboobon

RuleType = host
{myhost.com} Subject Contains "myhost"

0000000000000000 00 PKI Services Manager 000000000
o000 0165 000000000000 0O0OO

gb0: o0oobo0obooboboobo0oobo0b oobboooobooo
gooboboooobOo)yooboboooobooboobooobooboobooboooo
@gobbobobboboobooboboohoboobobobobooboboob 1D
gobooboooboobbobbobooboobobboobooboobooboon
gooboboobooobgooooooobooboobobobobooboobooboo
o0 D oooobooobooboobo

11 OO0 PKISetvicesManager 00O O0OO0OO0O0OO0OO0O0ODOO
/usr/local/sbin/pkid -k
No errors. Configuration is wvalid:

12 Reflection PKI Services Manager 1 0 O OO0 OO

/usr/local/sbin/pkid restart
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1

5

ooooooooooooooor 03 ooooooooooooooooo
goboobooobooooboon

/etc/ssh2/server.key

/etc/ssh2/server.crt
goboboobooboobooboobooboobuooboboooboobo
chmod 400 server.key

U00000000000000000 (/ete/ssh2/sshd2_config) 0O O OO0
goboobooooooboood

HostCertificateFile=/etc/ssh2/server.crt

HostKeyFile=/etc/ssh2/server.key

oooooooooon oz 0ooo.

Reflection for Secure IT 9547 U rEERT BHIZ(E

1

PKI Services Manager U 0 Reflection for Secure IT DU OO OOOO0O0O0OOOO0OO
Ub00O00b0000D000 PKI Services Manager U 0 O 0O Reflection for Secutre IT
000000000000 00PKI Services Manager O O0O0O0OO0O0O0O0ODO0O
oo

/opt/attachmate/pkid/config/pki_key.pub

OO000O ReflectionforSecure IT OO0 0000000000 0O0O00OO0O0OOOOOO
goooooooooooo

/etc/ssh2/pki_key.pub

go0ooogoooooooooogoooog (/etc/sshZ/sshZ_config) gggno
oad

PkidPublicKey U 0 0O O 0O O PKI Services Manager 00000000000 O0OOO
ooooOo0ooooOooooooOono

PkidPublicKey=/etc/ssh2/pki_key.pub

PkidAddress U 00 0O 0O 0O O PKI Services Manager 0000000000000 0O00OO0
O0000000ooOooooobooa

PkidAddress=pkiserver.acme.com:18081

HostKeyAlgorithms U0 0000000 X509 0000000000 OO0OOO0OO
gobooboooboobobooboonb

HostKeyAlgorithms=x509v3-sign-rsa,x509v3-sign-dss, ssh-rsa, ssh-dss
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Kerberos (GSSAPI) 0O O

Ketberos 00000000000 ODOOOO0OOODOOOOODOODOOOOODODOO
go0o000000000 Ketberos U 0O 0O 0O KDC (Key Distribution Center) U0 OO0 0O 0
O000O000000000D00000D0DOSecure Shell O 00O OO O GSSAPI (Generic
Security Setvices Application Programming Interface) O U 0 0O Kerberos DO OO OO OO O
oo

Ketberos 00 ODOO0ODOOODOODOO0ODOODOOODOODOOO

= JO00000000OO0ObOO0O0ObOO0o0bO0@CbDOoOobDOoobOooboboboboon
gooboobooooboooo

= Ketberos UODOODDOODOODOODOODLOODOODOOODOODOODOODO
goboboooboomobobooboboobooboooboobooboobooobo

GSSAPI O O0OOOOOOOO

UO00OOSecure Shell DO O0DO0D0ODOOODO0ODODOOODOOODOOO

1. dgboboboobooboooboboboobuooboobobooobooboo
goooboooboooboood

2. D0OO0O0ObOOO0bOO0bOobDOOobDOoOobOoOobobDboOobooobo
3. 00000000

GSSAPI U0 DUO0DO0000000000D0000000 Ketberos KDC 000N
gooboboobooobgoobooooobooboobobobobooboobooboo
gobooboooboobooobooooo

GSSAPI DO 0OOOOOOOOOOO

o000 Kbc UooOooOoobhoobbopooooboobOodgibDD Ketberos OO0
goo00oDo0o0bDOo0obDOonO Kerberos UODOUOODODODOOOGSSAPI ODODOOO
O ReflectionforSecure IT OO DO DOODOOODOOODO0OOODOOOOOODOOODOO
Ketberos 000 D0O00O0OOOO0ODOO0OKDC OOO0ODOO0ODOOODDOOODOODODOO
goobobooobo0obobbooboooboobobooboobon

Kerberos OO0 O QOO0

Reflection for Secure IT DO OO0 Kerberos OO0 OO0OO0OOOOOO
= MIT Kerberos V5O O O OO 154 00O
" SunSolaris DO OO0 Kerberos OO 0OOO

Reflection for Secure IT OO OO Kerberos OO OOOOODOOOOOOOOOONO
0000000000000 000000O00000000O0O000O000000000O
gooboo0o0ob00o0 @gbooboboobomobooboboboooobooo
0o0ooooboooo

Z473Y) F—7—F ERE

libgssapi_krb5.s0 LibGssKrb5 000000 (ssh2_config) D00 00O
U (sshd2_config)

libkrb5.s0 LibKrb5 googono (sshd2_config)
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Kerberos D00 O0O0O0OOOOOOOOOONO

Kerberos 0D OO0 @QUODDODOODOODLO)O0DOODOOOOODOODO
gooooon

0000 gssapi-keyex OO OO0 O0OD0OO0OO0OO0ODOOOOODOOODOOOO
gooboboooboobobooboboobobooboboboobooboooboo
goooboooboooboopod

0000 gssapi-with-mic OO O Kerberos 000000000000 0OOMO0DO
000000000 D0Kerberos O0OO0D0O0OD0OO0O0DOOOOODOODODO
Kerberos 0O ODOOODODODOOODOOODOODOOODOODOODODODOO

gooboboobooboobobooobooboobobbobooboobooboo
gooooo

1.

KbCc Jpoogooooooo

o UOOD0DOODOODUOODOSecureShell DDODOO0OOO keytab DO OO OO
googoooooboo

o ODOOD0OOODOODOODOODODOODO
@UbDDbObO) DDbOobOO0OO0ObO00DbDO AllowedAuthentications D OO0 O OO0

3. @oo0bO00)0boO0o00bO0000000 AllowedAuthentications [
U0 GSSAPIDelegateCredentials U U U 0 00O

kinit JO0O0O0 KDC ODODOODOODOO0OO0OOO0DOO0OD0OOO0ODOO DSecure Shell U
googooooo

KDC ~MDEHEERT 5ICIE

Secure Shell D0 O 0O0OOO0OOOOO

O00O0OKerberos DO OOOO0OOOD0OOOOOOOOOODODOOOOOOOOO
O00d00do0oo0oodoodobodob0ooUoodg xres.conf DOOOOOO
ogooooood
0000000000000 00000 Kerberos JOODOOOOOOOONO
kinit root/admin
Kerberos OO 0000000 OOOOOO
/usr/krb5/sbin/kadmin

0000000000000 00000O0o0o0oo0ooOooooon
myhost.sample.com 000000000000 OOO0OO0O0OO

addprinc -randkey host/myhost.sample.com
000000 keyab ODOOODOOODOODODOO

ktadd host/myhost.sample.com

gobooboobooboobooboobooboobbbobbjee 00 OO0O
gooobooboobon

addprinc joe
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4H—/\IZ Secure Shell ZEZ#ERTBIZIE

1 g0ooooooooooooooono (/etc/ssh2/sshd2_config) gopoood
2 AllowedAuthentications D O OO0 O00OO0O0OOO

L8] ERYHHE

Kerberos 0O OO0 00O AllowedAuthentications=gssapi-keyex

goooooobooon
googon

Ketberos DO OO OO0 AllowedAuthentications=gssapi-with-mic
ogdooooooooao

D347 b EERT BHIZIE

1 go0ooogoooooooooogoooog (/etc/ssh2/ssh2_config) gggno
oad

2 AllowedAuthentications D O OO0 O00OO0O0OOO

L8] ERYHHE

Kerberos 0O OO0 00O AllowedAuthentications=gssapi-keyex

goooooobooon
googno

Ketberos DO OO OO0 AllowedAuthentications=gssapi-with-mic
ogdooooooooao

3 @OO0O000)OO0ODOO0OO0OO0OODOO0D0O00D0OODODOGSSAPIDelegateCredentials [ [
goboobooboo

GSSAPIDelegateCredentials=Yes

Kerberos E&iFHEEING I HIZIE
Secure Shell 00000000000 OO Kerberos 1000000000000 00O0
1 kinit 0000000000000

kinit -f

gb:f00000000DO000DO000DO0O0bOObOO0OODbDO0ObO0DbOonn
gobooboobooboobo0obobioObd (GSSAPIDelegateCredentials [
U0y 0boboobOoobooboboobo0obobibOobOd Ketberos OO0
0000000000000 Ketberos UOOODOODOODOOODOOODOODO
gooooooboo

2 KetberosKDC OODOOOOOODOOODOODO
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Reflectionfor Secure ITO O OO OOO0DOCOCOOODOOCOOODOOOOODOOOODOCOO
goooboobooobgoooboooobooboobobobobooboobooboo
000000DO00O0O0D0O0DO00O0O0DO0ObOO0OO0ODObDOODdSecuresShell OO
gooboboooboobooboboboobooboobobbobooobooboboo
gooboboooboobooboboboobooboobobbobooobooboboo
gooooboooo

gooboboobooobgoobooooobooboobobobobooboobooboo
oooooooooooooO00oogooo0oUU0DOo0 (Copoooboooboooo
o0)oboooooOooooboobooooboOoboboobooobobooooDbo
goobobooobooboobooboobooboobuoboboboooboDoobon

odoobbboodoooooogd

ReflectionforSecure IT OO0 000000000000 ODOODOOODODOOOOODOO
gooooboooo

gooon OO0O00OO00O0DOOSecureShell DOODOOOOODO
gboobdoobooboboobooboobooo
oo

gboobdoobooboboobooboobooo
googogn

googoooood goooboobooboboobooboobooo
goooboobooboboobooboobooo
SecureShell DO OOOODOMRSASecurlD OO DOODOOO
RADIUS OO OOO0OODOOO0OO0OOOOOOoOoOOooDOon
googobobo

oooobooboobobboobooboobooo
oooobooboobobboobooboobooo
gboooboogoobooog

goooboobooboboobooboobooo
ooooboobgon

goodbdaoodn

goobobooobooboobooboobooboobobbobooobooboboo
goobobooobooboobooboobooboobobbobooobooboboo
goboobooboooboboobooboobo

gbo:gobooboobobuoobooboboobooboboboobooboon
goooboobooo
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DAT U MATINRAD)—RZBEEFER T B2
1 go0ooogoooooooooogoooog (/etc/ssh2/ssh2_config) gggno
oad

2 AllowedAuthentications J 0000000000 O
Y— /B TNNRD—REEEEER T HIZIE
1 g0ooooooooooooooono (/etc/ssh2/sshd2_config) gopoood

2 AllowedAuthentications [J J [0 RequitedAuthentications U0 OO0 OO

3 (OD00O00)PasswordGuesses 000000 0OOO0OOODOOOOOODOOODOO
ooooooboooo@obD s oohoboboboooobooboooooDo

PasswordGuesses=5

doddoodgodooaoaad

gobobodobooobgoopboobooobooboobobbobooboobobo
goboobooboobooboboobooboooon

0000000000000000000000000000000000000
54T oMUTHR—R— xR R E AT B

1 gooobooboobo0obo0obOgbOg (/ete/ssh2/ssh2_config) OO0
oad

2 AllowedAuthentications 100 000000000000 0000O0O00O00O0O0OO0O0O
goboobooobooboobooon

AllowedAuthentications=keyboard-interactive
H—/\HTxF—AR—FREERREZEA T HICE
1 g0ooooooooooooooono (/etc/ssh2/sshd2_config) gopoood
2 AllowedAuthentications [1 J [0 RequiredAuthentications U0 00000000000
goooooooooo
B WHEIRE

goboooobooboo 00000 (assword) OODOOO0OOODOODO
gobobooboooboob booboobobbobooboon
gooobooboo

AllowedAuthentications=gssapi-keyex,gssapi-w
ith-mic, publickey, keyboard-interactive

gobooboooboood gbooobobobooboobg
goo

RequiredAuthentications=keyboard-interactive

3 @ 000D0)AuthKbdInt.Retries D00 0000000000000 0000O00O0O
gooboboooboooboobo @oobo soo)oooobooobooobooo
goo

AuthKbdInt.Retries=5

4 @OUO000)AccountManagement 00 0000000000000 0O000O00OOO
ooooooooooooooooonn PAM) 05 00000000000
goood
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obooooooboogo/ooboboooboobobooboooooboooooboOooooDoo
gooboboobooobgooboooooboobooboboboobooboobooboo
gooboboobooobgooboooooboobooboboboobooboobooboo
gooboboobooboobooboobooboobooboboooboobo

goddoaoaooooo

goobobooboobooboooobooboobobboboobooboboo
goobobooobooboobooboobooboobobbobooobooboboo

1.
2.

gooboobooboobooobgooo

g00oOodg b gooo ($HOME/ .ssh2/identification) gooooooggno
goOoooood

gobooboo0o0obO0o0bOo0obOoonoOgn eoMe/.ssh2) DOODODOODOO

0000000000 authotizadonO OO OO  ($HOME/ . ssh2/authorization) O 0O O
ooooDo0ooooo0ooooon

9547 b ETRRBRAERAT A

1

@UDODOO0)ODDOO0O0O AllowedAuthentications DO OO0 OOOO

O00o00dooooooobooooooooodooooooooooooooooa
O0oo0ododoooooboooooooboooooooooboooooonooooa
gooogg (/etc/ssh2/ssh2_config)DDDDDDDDDDDDDDDDDDD
gooooooooooon

AllowedAuthentications=publickey
ssh-keygen 00 000000000000 /0000000000000

Uo0b0o0obo0obobbooboobOobbOobOo0obOn0 (2048-bitRSA) O OO
mykey O mykey.pup) OO0 O0000O0O00OO0O0OOODOOOOODOOODOOO
gobobooobooobooboobobobooobooboboboobooobooooo
gobobooboobgoobooooboobuooboooboboobo

ssh-keygen mykey

oooooo-P000000000O0O0O0O0O0O0O0O0OOOOOOOOOOOOO
gooooooooooooooooo@moooooooooooooooooo
000000000000 0DO-«00000 (OO00OD0O DSA ODODOO0O0ODOO
goooopooOooOoOooOoOoOooDOoOODOOODOOOOODO oooo

$HOME/ .ssh2/id_dsa_1024_myhost_ald 0 O 0 myhost 0 hostname OO 00000
poooooooooooooyooOoOoOOODODOODODO

ssh-keygen -P -t dsa
goobobooobooboobo @gooboby bbobobobooboobooo

U000 sHOME/.ssh2/identification OO O0ODOO0ODOODODOODOOODOODO
gobooboo0O @ob e00) DODOODOODOODOO

gobooboobooboobooboboobuooboobobodn zakey O
gobooboobooboboobooboobooboobo

IdKey /home/joe/mykey
IdKey id_dsa_1024_myhost_a
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Ub: 0000000000 b0ob0o0b0o0bOgn sHome/.ssh2, OOOOODOO
gooooo

Y —/N\ L TRFRREEAZEERT HIZE

1 @U0D000) 0000 AllowedAuthentications [J [J [ RequiredAuthentications []
oooooogno

gobobooobooobooboobooboooboobboboooboobooo
gobooboobooboobooboobooboobuoobobobooboobo
0000 (rete/ssh2/sshd2_config) OO0 O0O0000O00O0O0O0O0O0OODOOO
gooboobooooooo

RequiredAuthentications=publickey

2 JOO0oO0obOoOobOoOobooboboOoboobooboobOooboboboobOooobon
googbD0O smoMe/.ssh2 OO0

3 OJ0O00000000OOauthorizationdO OO0 O0O0O00OO0OO0OOO0OOOOOOOOOOONO
Ooboodoooobooooooooobooooooooobooooooooooa
O000 sHOME/.ssh2/authorization DO OO0 0000000000 0OOOOOO
g @obOg eo0) DOODDOODOODOODO

4 QauthorizatonD 0O D O0DO0D0DO0ODODOOODOO0ODOOOOODOOODOOOO
U0 xey 0O0D0O0O0OD0O0OOD0OOODOOODOO0OOODDOODOODO

Key /pathto/mykey.pub

Key id_dsa_1024_myhost_a.pub
gdo0o0ooooooooooooooooooboooooooooooooooo
gobobooobooboobobboboob @oob ssoMe/.ssh2/) OO0

goboobooobDn0o DOOobo0o0bu00bu0bUbDOd authotization O 0O OO
goboobooboobobboobooboobooboboonbg

ddddddddddodooooooooooooooboooboo

gobobooboobgoooboooooboobuooboboboboobooobon
gobooboodb0O@waery OODO0OO0OOO0DODOODOODOOODOODODODODO
goboboooboobobobobooob

oo:
= StrictModes 0 0000000000000 O0O00DOOOOEyes ODOOOOODO
ooooo

» 00000000O0Ore 0000000000000000000000000
O (ownen 00000000000
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T7AILIT2LIR)  R—Eyday StrictModes =no ) StrictModes = yes D
R {E me 1]

ooooooo ooooooo ooood ooo0o0noooonoon

oo oo =700 OOooooog 744

(SHOME/ . ssh2/ O

o0y oooo

gooooo

ooooooo 600 oooooooo 0oo0o0noooonoon
0O0o0o0ooooDoD Moo g @oo O
@00 000 600) 00 600)

ooooooo 600 oood odooodoooooon

identification oo (600 000

ooood 644)

good 600 oooooooo 0doodoooooon

authorization 0000 o 00 00 oo 000

oo O 644) 644)

gododoaooooo

0000000 ssh-agent 0000000000000 O0C0ODOOOOOCODOOO
Uoo0obD00b0o0b00ob0o0oo0obOo0obOo0obg sshOsep O OO sftp OO
goobobooobooboobooboobooboobuobobobooobDoobon
goboobooboobopbobooboobuobobobo0obuo0obU0bUssh O
gobobooboobgoopboobooobooboobobbobooboobobo
goooboooboobooboooobo b obooboobobooboobon
goboboooboooboon

ob:0000boo0o0o0oooooooooooooooooooooomobooooo
O00D0O0O000DO0O000D00000D00 ForwardAgentd O OO OO
AllowAgentForwarding 0O 00 OO0

RO TI—Cz NI HIZIE

 JO0D0O0U0Oooooooon
eval “ssh-agent’

eval 00000000 DOODOOODOODOO0ODOOOODOOODOOODOOOD
rPpIDOOO0ODOODOOODOO0OD-xk 0DO0ODOO00OO

ssh-agent
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IO TI—II o ERENT HIZIE

gooboobooboobgoooooooboobuooboboboboobooobon

ssh-agent S$SHELL

goboboooboobooboobo™@oooboooboobooboboooo
goboooobooboo

I—IxMIBEEMT 5I21E

ssh-add D0 0000000000000 0O0OO0OOOOOOOOOOID OOOO
Odo0o0oooooooooobooooodoooobooooooooooon
eval ‘ssh-agent’

ssh-add

goboboobooboobooboobooboobobooboobooobo
gobobooboobgooboooooboobuooboboboboobooobon
gobobooobooobooboobobooboooo

00000000 ssh-agent 0000000000000 ODOOOOOOODOO
goobobooobooobooboobobooobooboobobooobooobooo
gobooboobobbooboobbobboobooboobobbooobooo
goboobooboobobbooboboobuoobgoboobdDbOUdssh-add
Uoo00d00000d000eval 000 ssuer, OO0O0000 @O0OOOOO
hhoboooobooobooboboobobooooba

X11 0000000000 </dev/nu1100 0000 ssh-add O O 0O O O Ossh-askpass
obooboooboboooboboooomoobobooooobooooobooboo
ooooooo

X500 000000 obooouoodobooobododdssh-add-x OO0OO0O
gddbooobooooooooooooooooooon
ssh-add -x

gooooboon

goobobooboobooboooobooboobobboboobooboboo
goobobooobooboobooboobooboobobbobooobooboboo
gobobodobooobgoopboobooobooboobobbobooboobobo
U €A bDooboobooboobooboooboboobooboobobobobo
gooboboobooobgooboooobooboobobobobooboobooboo
goboboooboobooboobooboobooobo

O O : Reflection PKI Services Manager 1 PKI DO O 0O0O000O0O0O0O000OOOPKI
Services Manager 0 0 0000000000000 0ODOOOO0OOO0DOOOCODOODOAO
000000 Attachmate 0O 0O0000O0O00O0O0O0OOOOOOOOOOOO
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HAe

Reflection PKI Services Manager
goooooooooooo

gobooooooboo

cCAODOO0Obooboboo
gobooboooboooboon
gobooboooboobon
goooboobooo

Reflection for Secure IT [ O [
O O PKI Setvices Manager U [
Oo0o0ooooooooon
PKI Services Manager U 0 0O O
O0000oO0Ooooooo

PKI Services Manager J O 0000000
ooooocooooooooooooon
ooooboooooooooooooon
ooooboooooooooooooon
ooooob0 1 oooooooooo 1
oooooooooooooooooon
oooooooooooooooooon
ooooocooooooooooooo
oooooooooo

gobobooobooobooboonoo
gobooboooboobobooon

00 00 0O PKI Setvices Manager 0 0 0 O
O00o00o0ooo0oobooooaon
ooono

dgoobobobobbooooooooobobobboooa

1. Reflection for Secure IT DO 0000000 O0ODOO0ODO0ODOO0ODOOOOODOO

goo

2. Reflection for Secure IT 0 O O O Reflection PKI Services Manager U 00 O 0 O O
(Reflection for Secure IT OO O 0 PkidAddress 0D 000000 OOO0OOOO

gobooooboooboooHo

3. Reflection for Secure IT U U DO UODODOD0DO0O00DO0D000O0O0O0O0 PKI Services
Manager U ID OOO0OOODO (Reflection for Secure IT O O 0O O PkidPublicKey [ [

gooobooobooobooooooobooHo

4.  Reflection for Secure IT 00O OOOOOODO PKI Services Manager 0 OO0 OO O

51

5. PKI Setvices Manager 000000000 O0D0OONO O OO O PKI Setvices Manager [0 0
00000 PKISetvicesManager 0000000 @OOODO

/opt/attachmate/pkid/config/pki_mapfile) goooooooooooooon
gddbooobooodoodobooouoodoooobooooooooooon

Reflection for Secure IT OO OO OO O

6 ODOOO0OOODOOO0ODOODODOODbOODbObDbOObDOObDOObOOOn IO

O00000D00O0OReflection for Secure IT DO 00000000000 O0DOO00OOO
o@oboboobo0obooboboobDoobooboboboboboboooo
gobobooboobooboobooboobooboboobbooboonoo

gooog
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goodbaoboodaod

0000000000 00000000D00D0 Reflection PKI Setvices Manager 0 0 0 O
Oo0o00o0odooooooboodooooooooooooooobooooOoooon
0000000000000 000000O00000000O0O0O000000O0o0o00
000000000000 Reflection PKI Services Manager 1 0 0O 0O 0O O

(http:/ /suppottattachmate.com/manuals/)\ 0 O OO0 000000 O

PKI Services Manager 00 0000000000000 0DOO0O0O0ODOO0OO0O0OODOAO
O ReflectonforSecure IT D0 0000000000000 O0DOO0DOOOOODOOOO

U0 00000 Reflection for Secure IT U 0O U U PKI Setvices Manager U0 000000

oooooooo1ooooooooooobooooobooooobooooboobooooo
Ub00000b0000000000PKI Services Manager 0000000 0O0OOOO
ooooooooooooooooooooOooooooooboOoooooOoooon
000000b00000000000DPKI Setvices Manager 0000000000
U000 DNSOODOOOO0OO0D0OO0DO00000000000D000 PKI Setvices Manager
oooooooooooooboooo

gb:gbooboobooboboobuooboobooboobooboooboon

PKI Services Manager 1V AR—ILELVERT HIZ(F

1 root OO0 Reflection PKI Services Manager U 0O DO OO0OOOOO0O
2 Reflection PKI Services Manager L O 015 0000.

3 O00000000O000O000O00000O000o00o0ooooOoo00ooOooo0oom o
O PKIServicesManager U0 O00000O000O0O0O00O0O

/opt/attachmate/pkid/local-store

4 PKlServicesManager 0000000000000 O0OOOOODOO0OOOOOOOC
goooooooooo

/opt/attachmate/pkid/config/pki_config

5 TrustAnchor 000000000000 0ODOO0ODOODODOODOOODODODOODOODOO
gooooooo

TrustAnchor = trustedca.crt
gooo

TrustAnchor = CN=SecureCA, O=Acme, C=US

gb:. 0000000b0bb0b00buo0bOdl TrustAnchor DO OO ODOOO

6 DO0O0OO0OOOOO0ObOOO0ObOOObOObDOObDOOobOobObOobDO

L BROY I

IDAP OO OOOoOnO RevocationCheckOrder = crlserver
000 CRL 0000 CRLServers=1dap://crlserver

0

OCSP D OOOOOnO RevocationCheckOrder = ocsp
000 OCSPResponders = http://ocspresponder

O0: OO0 0ODOPKI Services Manager 000000000 CRLOOOODOOOOO
O00000000000CRL OO0 O00O0O0OOoooO0oooooooooa
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gobooboooboobooboooobooboobomooboobooboooon
gobooboooboooboobooboboon

L BROY T

ooooooooon CertSearchOrder=1ocal
ooooooooon
oo

IDAP OO DODOOOO CertSearchOrder=certserver
0000000000 CertServers=1dap://ldapserver

g
goboobooobooobooboonbo

PKI Services Manager 0000000159 0000000000000 O0C0OO0OO
goboobooobooobooboonoo

/opt/attachmate/pkid/config/pki_mapfile

0000 RuleType D000 O000O00O0O0O0DOOOOCOOODOOOOODOOO
b1 0boo00booboboobdooboobooboobooobooobon

RuleType = user
{ $UPN.user$% } UPN.host Equals "acme.com"
{ fred root } Subject.CN Contains "Fred"

0000000000000 00D OO PKI Services Manager 000000000
o000 0165 0000000 00ooooon

gbo:gbogboobooboboobobooboob gobooboobooo
gooooboboobo)ygobobooobgooooobooboooboooobooon
@obbobobbobooboobooo)bhoobobbobooboboob D
gooboboooboobbobbooboobooboboboobooboobobooo

1"

12

OO0 PKIServicesManager 0000000000 0OO0O0OOOO
/usr/local/sbin/pkid -k

No errors. Configuration is wvalid:

Reflection PKI Services Manager 1 0 0 OO0 OO

/usr/local/sbin/pkid restart

Reflection for Secure IT H—/\Z#EK T BIZIE

1

PKI Services Manager U 0 Reflection for Secure IT DU OO OOO0OO0O0O0OOOO0OO
0000000000 0PKI Services Manager U O 0O O Reflection for Secure IT U 0
O0o0oOoooaono

PKI Services Manager D0 00000000 000DO0O

/opt/attachmate/pkid/config/pki_key.pub

OO0O0O0 ReflectionforSecure IT OO0 D ODOOO0OOO0ODOODOOODOOOOOOO
gooobooboo

/etc/ssh2/pki_key.pub

Ub: 0000000000000 reot DODOO0DOOOOreot DOODOODOOODO
goooboobooo
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2 OD00O0O0D0O00O0O0OO0O0DOO0OD0OO0O00 (/etes/ssh2/sshd2_config) OO DOODO

3  PkidPublicKey [0 0 0 0O 0O PKI Services Manager DU 0000000000000
oooooooooooooooon

PkidPublicKey=/etc/ssh2/pki_key.pub

4  PkidAddress U0 0O OO OPKI Services Manager 100000000000 OOO0O0O
goooboooboooboood

PkidAddress=pkiserver.acme.com:18081

O0: 000D PKI Setvices Manager OO0 18081 OO DO O0O0OODO0O

5 00000000 /000000 AllowedAuthentications/RequiredAuthentications
00000000 O0O00O000o0ooooooooooooooooooooa

AllowedAuthentications=gssapi-with-mic,publickey, keyboard-interactive, password

RequiredAuthentications=

Reflection for Secure IT 9547 BT BIZIE

1\ Jooooooooooooooooooonogn o3 oooo.
2 0J000000000O000O00O000O000O000O00O00O0O00oO0oOoOo0o
SHOME/ . ssh2 /userkey

SHOME/ . ssh2/userkey.crt

gb: 0000b0bobo0bo0obuo0obobb0o00buonong .exre gbboOonO
gobobooboobooboooonboo

3 OD0d00odobooodoodobodoooodooooboooooooonooon
chmod 400 userkey

4 000000 iIDOoOooOoo (DDD $HOME/.ssh2/identification) 000 (DDD
o0y oboooobooboboboboooboobooboboobooobooo
ood

chmod 600 identification

5 000000 IDDODO00O000DbO0DbOoDoO0b00bOOlCertkey OO0
goboobDo0d @b swove/.ssh2, JO0ODO00O0OO0OO0OODOO0ODOOODODOO
goobohoooboobooboooboobo

CertKey userkey

6 UD00O0D0O0OO0OO0OO0ODOO0DOO0ODODOODO (/ete/ssh2/ssh2_config) OO OO
RN

7 0D0OO0OD0O0O0O0O0O0DO0ODOAlowedAuthentications [ publickey DO O 0O OOO
UO000D00O IdentificationFile J OO0 3 00000000 O0ODOOODOO0OO
gobobooboooboooboooboonooo

AllowedAuthentications=gssapi-with-mic,publickey, keyboard-interactive, password

IdentificationFile=~/.ssh2/identification
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O0O0oOooooooogd (PAM)

gooboobooboobgoooooooboobooboo A DODOODOO
Reflection for Secure IT DO DO O0D0D0O00OO0ODOOO0OO0OPAM ODOODOOODOODO
gobooboooboobobboobooboobobbobooboobooboon
goboboooooooooboobomoobooobo 40b00b00b00o0bOooo

PAM O0O000ODOODOReflection for Secure IT 0O 000000000000 PAM O
oooooooboobo pPAMOODOODODOPAM OODOODODOODOOO
0000000000 0D0OReflection forSecute IT DO O0O0O0O00O000O0O0O0OO
gobooboooboooboon

ggoobobboooooobobboooobob pPAM ODDDOOOODO
H—rF—g—F WREE
AuthKbdInt.Required PAM O0OODOOOOOOOODODOOOOODOOO

AuthKbdInt .Required=pam

AccountManagement PAM O0ODOODODOODOOODOODOO

AccountManagement=pam

UsePamSessions PAM U0DO0OD0OOODOOO0DO0OOO

UsePamSessions=yes

PamServiceName PAM U0D0O0O0OODOO0DO0OOODOODOOOD0
goooo

PamServiceName=ssh

PAM O OOOO

PAM OO0 O0O0OO0OOReflection for Secure IT DO O O00OOO0OOOOOOO PAM O
O0o0o0oooOoooaon
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H—/\EIT PAM RBEEEERT BIZIE

1

Uoooogn a0  aconnf] passwordd DU O session OO0 000000 PAM OO
ooooOooooooooooooooooOoooooooooooooDoobooooon

Lnux OO000O0OD0OO0OO0OODOOOOOOOO0DOO0O0OOOOODOOODOOODbOOn

/etc/pam.d/ssh

goboobooboobooboobobboboonobOgsLtEs DU000D0 ssh
goooobooooboooboooo

$PAM-1.0

auth include common-auth

auth required pam _nologin.so
account include conmon-account
password include common-password
session include common-session

gooobDo0DOoOn sete/pam.cont OO (@ OOOO0) ODDOODOOODOO
HP-UX DO0O00O00O0O00O0O00O0

ssh auth  required /usr/lib/security/libpam unix.l
ssh account required /usr/lib/security/libpam unix.l
ssh password required /usr/lib/security/libpam unix.l

ssh session required /usr/lib/security/libpam unix.l

gopooooopoooooooooon (/etc/ssh2/sshd2_config) gopoood

AllowedAuthentications (U [ I RequiredAuthentications) 0O 000000000
UO0D00OD0 keyboard-interactive OO UODODOO (I OO) DODOODOODO

PAM O0000O00OD0OOO0O0ODOO PamServiceName U0 O ODOOO

o PAM UODOOO0OOO /ete/pam.d/ssh 0O O0O0O00000O000O0DO00O0 (ssh) O
gooooo

good

o PAM UOOUOUOODO pam.conf JOOODODODO OO O OPamSetviceName [ 0 00O
gobooboooboob @UubbOob ssh)y OODOO0DDOODOOODOODODO
ssh 0 pam.conf DO O0OO00O0O0O00O00O0OOO0OOOO0O other OOO
gooon
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5 PAM U0O0OO0OD0OO0OODOOODOODOODOO

PAM o i Y—/\ERI7IVITEMT H1ER
ooooooooooono AuthKbdInt.Required=pam
Ooooooog AccountManagement=pam
gooooog UsePamSessions=yes

6 @CoLOOO0OLO)DbOoOooOOoDOOobOOoOobOoOobOobDbOobOoO0ObOOoDPAM
authenticadon 0 OO0 D000 0D00O0DOODOOODOOO0

AuthKbdInt .Verbose=yes

9247 MAIT PAM ERREZ#ERT HICIE

= AllowedAuthentications 000000000000 O0OO0O keyboard-interactive
oooooo gooy)yoooobooooo

RADIUS OO

RADIUS OOUNIX O0OD00ODO DO OO OO Active Directoryd LDAPOO OO /000000
goobobooboobooboooobooboobobbobooboobooboo
0000000000 /00/00000000 0 Reflection for Secure IT 0O OO OONO
O RADIUS OO OOOODODOO

oo

10000 RADIUS DOD0OODO0O0O0OD0O0DODOODOD OReflection for Secure IT O O
O0O0OOOOORADIUS DODDOODOORADIUS DO ODOODOOODOO (@OMms1z O
b 16450000 RADIUS DODOOO0OOO0ODOO0OOO0OOODOO0 0DbOO00OOo
RADIUS DO 0OD0DO00O0D0OOO0O0OO00O0O000DOO0

RADIUS OO0 O0OOO0OO0OODOOOCOODOODOO

Reflection for Secure IT U U DO 0D0DUODO0OOO0OO0O0D0OO0O0 RADIUS DOODODOOO
gobooboobDOooRADIUS DODOOO0OD0O0DOO0D0O0OO0D0O RADIUS ODODOOO
googno

1. Reflection forSecure IT DO OO DOODOODODOOOO0OO0ODO0OOOOOOOOOO
googn

2. RADIUS UO0O0OO0OOODODOOOO O O Reflection for Secure IT 0 0O O O O
User-Name [0 00O Password OO /000000 ACCESS-REQUEST 0O DODODODOO
0000000 RADIUS OO0 O0O0OO0OO0OO0OOOOOOOOO0OOOODOOOO0O

3. Reflection for Secure IT OO OO ORADIUS OO0 O0OOOOO ACCESS-ACCEPT O
00 ACCESS-REJECT O0OUODOOO0OOODOODOO
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Reflection for Secure IT OO OO ACCESS-ACCEPT DO O0OO0O0OO0OO0OOOOOOO

O000000D000000DOReflectionforSecure IT 0000000000 O0O0DOO
00000CO000D0OCO00DOCO00DO0O00 ACCESS-REJECT OOOOOO
0000000000000 o0oo0o000oooo0o0000ooooOoOogd RADIUS
0000000000000 0OOACCESS-ACCEPT DOOOOODOO RADIUS OO
000000000000 0RADIUS O0OO0O0O DO O Reflection for Secure IT 0 O [
gooooooooooooobooooon

gbO:rADIUSOOD0DOOO0OOODOO0ODOODOOODOO0ODOOODOODODOObDOOOn
00000 ReflectionforSecure IT DO 0D O0DO00OODMOODOO0ODODO

RADIUS O O0O0OO

RADIUS DO O0O0OO0O OReflection for Secure IT OO0 OO0 OOOOO0OOOOO
RADIUS ODO0O0O0OOOOOOOOO

Reflection for Secure IT H—/\Z#K T BIZIE

1

gobooboooboobuoobooooboob/oboobobboon @O =600
ogooooon
/etc/ssh2/radius_config

gob0o0oo0o0ob00o0obOoobOo0obOoboOrADIUS ODODOODODOODOODOOO
goboobo0d RADIUS DOODOO0ODOOO0DOOOO0DOODOODOObOO0O0n
U0 RADIUS DOO0OO0OO0ODOODOO0ODOO0DOOO0ODOODOOObLOo0ObO0oDOOon
gobooboooboooboon

serverl:1812:secretl

server2:1812:secret2

UO:RADIUS OO0 0OOD0DO0ODOO0ODOOODOODOO0ODOO0bOO0bObOOobDo0oobDoon
googn

3

g0ooooooooooooooono (/etc/sshZ/sshdZ_config) gopoood
gdoboooooooooooan

AllowedAuthentications=keyboard-interactive
AuthKbdInt.Required=radius

RadiusFile=/etc/ssh2/radius_config

D347 BT BHIZIE

gobooboooboooboboOonbd @00 O Reflection for Secure IT U 0 0O OO
goooooo)o
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RSA SecurlD OO0 0O

RSASecwrID DO D DOODOOODO0OD0OODOODLDOODO0ODOODOOODOODOD
RSA Security,Inc 00 2 0000000000000 0OSecwrD DOODOOOODOOODO
gobooboo0oboooboboboboooboobo

Reflection for Secure IT 0 PAM OO OO0 RSASecurlD OD0OO0OOOOOOOO

DRAER Hiee

RSA ODOOODOOO gobooboobooboooboooo
gooooon

RSAODOOODOOOO goboboooboooboobooboo
gooobobooboooboobooo
RN

O0: PAM O RSA OOOOOOOO
[0 O Reflection for Secure IT OO OO 0O O
0000000o0O0oo0ooobooOoooa
oooo

goboobooobooo goobobooobooobooobooo
goboobD pINODOOODOOODOO
gooooooo

PAM OO RSA O0O0ODOODO goboobooobooOo rRSAODODOO
RN RN

SecurlD OOOOO

Reflection for Secure IT DOPAM O RSA OODOO0ODOODOOOOO0ODOO0OOODOOO
o000 00bD0o0bOo0bOobDOoObDd RSASecwrlD DO ODOOODOOODOOO
O0OOPAM O RSA ODOO0OO0OD0O0ODOOOReflection for Secure IT DO OO0 ODOOODO
goboobooooboooboooo

D47 U hEERT HICIE

= J0D000D00000OD00O0D00O00 (0000 Reflection for Secure IT 0O OO O
goooooo)o

Y—N\EHERTHIZIE

1 Reflection for Secure IT DO 0D O0O0OOODOOOOODOO0ODO RSADOODOOO
gobooboooboooboon

2 0D00O0O0D0O00O0O0OO0O0ODOO0OD0OO0O00 (/ete/ssh2/sshd2_config) OO DOONO

3 pbOopooobooboobobboboobooboboobo pAM OOODO
gooobooboobon

AllowedAuthentications=keyboard-interactive

AuthKbdInt .Required=pam
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Y—NZRETHIZE

UO: SecureShell DO0DOOO0O0O0OO0O00D0OO VARACE OO0
LD_LIBRARY_PATH O0OO0D0O0OD0O0ODOOOVAR_ACE O0Osdconfrec DO O OO
gobooboo pPAM O RSAODODOOODOOODOODOODOOODOOODOODOOO
LD_LIBRARY_PATH OORSA/O00000 RSA/OO0DO0ODOODOOODOOODOOODO
gobooboobooobooo

= JO0O00bOob0bobbooboobon

$ VAR_ACE=/opt/ace/data LD_LIBRARY PATH=/opt/ace/prog /usr/sbin/sshd2

O00: 0000000000000 ooooo0oOO0OO00000017 0000
gb0b0b00O0Orot DODOODOO0ODOODOODOODODOOO

HP-UX D O0O0O0OO0O00O0000duouoooon

Reflection for Secure IT DO OO OHP-UX 00000000000 O0DOOOOCODOODO
gobobooboobgobpAM ODOD0ODODOODO0ODODOODOODOOOD
gooooo

Ob:HP-UX 0000000 DO0O0DOO0OD0DOO0OOO0O0ODLO0o0obOooboooooooon
gobooborPAM DOODOOODOODOOOODOOPAM DODOOODOOODOOODOO
oobooooobOooboobooboobooboobooobooboobooooon
ooboobooobOooboobobooobooboooon

H—/NEIZ PAM 7HOUNEBERERT B

1 gooobDoobo0bO00b0000 (/ete/ssh2/sshd2_config) UO O ODOU
2 00000000 pPAMOOOOOOOOOOOOOOOOO

AccountManagement=pam

gb:PAM OD0OO0ODDOO0ODO0ODO0ODOODDOODOODOO0OD pPAMOOODOODO
gobooooobooog
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7

[

dooooooon

Reflection for Secure IT D OO D OODO0OD0O0O0OOD0O0O0OOsftp OO0 sep OO
goobobooboooboobooooobooboobobobobooboobooboo
goooooobooog

sftp 0000000000000 0DO0O0O0O0DO0O0000O00O0000DbO0000
gooboboooboobbooooboobooboobooDboobooobooobooo
goboobooboobobpooboobdUstp DOO0DO0ODODDOODOOODO
gooobooboobgooboboooboobooboboobooobon

scp UO0DO0DOOO0O0O0ODOO0ODOOOOOOO0ODLO0ObOO0ObOO 20000000
gobooboobooobooboobobooboooon

000000000 (sftp)

gooobooonDg ftp OO DOODO0ODO0ODODODOODOsfyp DODODOODO
gooboboooboobooboooobooboobobbobooobooboboo
gobooboobooobooo

sftp Olssh 000000000000 0O00O0O00O00ODO0O0O0O0O00O0O00O0O00O4
OO0 SecureShell 0O DO0ODOO00OODOO0DO0ODO0OOsfyp OODOOOOOSssh
000ooo000oooo0oooDo0ooDo00mooooDoooooooooOo 4
oooooooooonn oy 000diddddoodooooddddsfyp 000
gooob0o -oO0O0ODbO0ODOO0ODODDODbDOODOODODDOO

ob0: 0bo0oboobo0oboobobobooboooboobooboboo

0000000000000000000000yw O0O000000000/0 0135
O0000000000000O0sfp OODODODDODDOODDOODODOOLOOOOO
O s OO0 0137 000000000000000

OO0 sftp OO0

ugoo sfp OO000DO0O0OOO0DOO0ODOODODOODOOODOO0OO1D0D00D00O0DOO0
goboboobooobooboobooboobob

BWAR®D sftp yiarzm<icid

1 0J00000O0O0O0bOOobObOOobOooboobooboboboon

sftp joe@myhost.com

O0:SecuteShell 000 O00OD0DO0O0OODOOOOO0ODOO0ODOODOOODOOODOO
goooboooboooobooo

goboobooobooobooboobobboboooboobo

sftp>
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2 0J0OO0OO0ODbOOObOOobDOoon

B# ERY BTk
ooooooooooon help, U0 OD0O0O0OD0DO0OO0OO00O0O
oooon

sftp> help

gooobooooobg  nelp OO, 00000000000000

ooooo sftp> help put

gobooboooobooog ooooooonn oz oooo; 0o00d

ot U000 cemo DO ODODOODOOODOODOODO
gooobooboboboobooboobooo
ooooboobon

sftp> put demo

gooobooobooo quit 00 000000000000

sftp> quit

Ub: 0000000000 sfp UDOU0DOO0O0Oopen O close JOOOO0DOOMO
gobooboooboobobboob010bo0oboobooobooboobon

sftp OO OO0O0OOO0OO
sfp 00000000000000000000000000000000000
sftp NYFI7AMIEERBLUVETTHICIE

1 00000000 00O0OGSSAPr OO Ooboooboobobooobooobooo
gobobooobooobooboobobobooboooo

O0:sftp OO0O00O0O0DO0OO0O0ODOO (B ODOOO0OODOOOOODOODOOOODO
gobooooooboo

2 0J00O00OO0Osfyp OODO0ODOODOODOOODOODODOODOODOn
0booo0ooobobon sfp 0137 0000 ODOODOODOOOOODOOOOODOOO
gooob cemo DO ODOO0DOODODOODOODODO

get demo/filel

get webfiles/*.htm
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3 sfp UDO0ODO0ODOOD0OOODOO0ODOODOODO0ODOO0bOODObOODO0ODO
goooooooooo

sftp -B demo myname€myhost .com

gobooboo0obooboboboboobooboboboboooboo

oo:
= JO000O0DOCOsftp OO0 O0ObyeOexitDO OO quit OOOO0O00OO0OOOO
0000000000000 000o0ooooooooooOooon

= 0000000000 00DO0000DOstyp OO0OOD0OOOO0OO0ODOO0ODOO
gobobooboobobooboobooboobooboobobooboobobooo-o
@oohOy booboboobobooboboobooboob obOoOobOoOoOoO
obooboooboo0ooobOoboooooboooobobooboOse ODODOOO
g

sftp OO0 (ASCl OO OOOOO) OO0

SFTP OUOASCII DDOODO0O0O 200000000000 0O00DO0OASCII DOODOO
gobooboo0obOoobopobooAasco oobooboboobooboobooboo
gobobooboobooboobooboobuooboobobb0obOuNIX U
Window DO OD00O00OO0 ASCII DODDOO0OOODO0ODODOOODOODOO0O0
goooboobo @uobobobobooboobobbobboobooboooo
gooboboobooboobobooobooboobobbooboobooboboo
goo

Reflection for Secure IT DO OO 000w 0000000000 O0D0O0O0O0OO0ODOO
oooooooooooooooooooboooooooooboOooooboOoooon
ooooooooboooonD Ascu obboooooobboooooooooobooooo
ooobooOOooobDOoOoAsCco DO0O00DO0O000D00000D0 txt, htm*, pl, php*l
000000 sfep OO0DOOOO0ODOOODOO0OOOO0DOODsetext 1O0O0OO0O0O0DOO
oooooooooOo0oooobooOoooooOooooooooooooo
FileCopyAsciiExtensions 0 00000 O

sftp A<wUR Hige

ascii -s gooooooooooooon

binary O0o00obOooboboooboobo @ob

auto doooooooooooooboooa

getext 00000000 000o0oooOo0O ASCit 0ooooon

gbooboobooboboobooboobon

setext gboobobbobooboobg Ascn godgooboo
gbooboboboboobooboboobooboobo
gboobobbooboobooboooobooboobo
gboooboooboobobboboooboooboobo
(zsh-globy OO0 OOOO0O0O0OO0OO0OO0O0OO0OOO0OOOOO
goooboboboboobooboboobooobobobo
gbooboboboboobooboooobooboobo
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sftp aAvUK ek
go0O0oOoOoOoOoOooo

ascii O0O00b00o0oboO Ascn oboobobobobooobg
obooboboboboobooboboobooboboobo
ogboobobobobooboobobbobobooboobo
gbooboboboboobooboooobooboobo
CRLF ODOO0OODOgoOo

ascii dos 00o00obOo0obOobDoO cRLFOODOODOO

ascii unix o0ooobobobobo PR ODOODOODOO

D47 —T—F i3

FileCopyAsciiExtensions 0000000000000000000 ASCH
0000000000000000000000
0000000000 tst, htm*, pl, php*0 0 0 O

00000000000 (scp)

scp UO0ODO0ODOOO0O0O0ODOO0ODOOOODOOODLDO0ObOOObOO 20000000
gobobooobooobooboobobobooboooo

000000000000000000000000000000000000000
000000000000000000000200000000000000000
00000000000000000000000000000000000 @0)0
0000000000000000000C00000000000000000000
0000000 (0000000000000 00000000000000000
000000000 000000000000C000000000000 O-overwrite 0
0D0000@O000000000000000000000000000000000
0)HO

scp UUssh OO O0O0O0OO0O0O0OO0O0O00OO000O00O0O0OO0O0DOO0OO0O0ODOO0DO
OO0 SecureShel DODOOOODO0ODOOO0ODOODOODOOOOsep UDDOODODOODOssh
000ooo00oooo0oooDo0ooDo00mooooDoooooooooOoo 4
ooooooooooon oy 0o0o0oooooooooogd

O0Gep DO0ODOODOOODO -oO00O0O0ODOOOLOOODOODOODOODOODLOOODOODO
gobobooboobobboobooboobooboboobg
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O

goboobooooobooboobgonooobooboob 20000000000
goboobDooboooboboon sep0boobogbbobooboobobo

L %

oooooooo (filel) Ooono scp joe@myhost:/source/filel /destination/file2

000000000 (filez) OO
00000000

0000 *hem OOOCOOODO scp *.htm joe@myhost.com:
goobooboooooooan
0000000 myhostcom [
O jee UOOODOOOOODOO

goooad

oooooooooooon scp joe@hostl:/dir/scr_file
hostl 0000000 host2 OO joe@host2:/dir/dest_file
gooo

gb: 000 20000000000

doodobbbooooooooooooad

Reflection for Secure ITUNIX OO O 00000 OD0D0OO0DOODOODOOOOOODOO0OO
gobooboobooboobooboobooboobuoobo

gooooono

gobobodobooobgoopboobooobooboobobbobooboobobo
gooboboobooobgooboooobooboobobobobooboobooboo
goobobooboobooboooobooboobobboboobooboboo
goboobooobooboboboobooboobooboboo20b00boobooo
goobobooobooboobooboobooboobobbobooobooboboo
googd scp-p UO0OOD0OOODOOODO0ODOOOODODODOODOODOODO
gooobooooooo
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uoboboboooboooooood

Reflection for Secure IT D OO O0ODOODOOOODO0ODOOOOODOOODOO0ODOODOOO
goobobooboobooboooobooboobobboboobooboboo
00000000 00Db00000000b000b00b0Ob0DbOODbDO0DOOReflection
forSecure IT U0 OODODO0O0DO0D0DO0DOO0O00OOOOOOO0O0OOOOODOOODOO
gobobodobooobgoopboobooobooboobobbobooboobobo
gbobooboooboobobbobooboobboboobooboobooboon
goboobooobooboboooboooboobon

gb: 0000bo0boobgob ASci Doobooboboboboobgoobon
goobobooboobooboooobooboobobboboobooboboo
goboobooboooboboobooboobo

doodobbbofoooooooboooooon

0000000000000 00000000000000O0O0000000O0o0o00
o000 00bO0o0bO0bOnOdAllowSftpCommands OO0 OO0 OOsftp OO0
scp 00000000 O0DOO0O0OO0OOO0OOOOOODOOOOOOOOOOOODOOOn
00 000 allll nonel] browsel[l downloadl uploadl delete[] rename OO OO0 1 OO0
0o0o0oobo00oobobooboobo0oogDoobobdupload DOODODOODOO
0000000000000 0000000000000O0oooOo0ooOoOoooooa
0000000000000 000O0Odownload 0000000000 OOODOOOO
0000000000000 oad

AllowSftpCommands OO OOOSFIP 0000000000 O0OO0OOCOOODOOOO
0000000000 0ODOReflection for Secure IT OO OO0O0O0O0ODO scp O sftp OO
O0000OOpenSSH DODOOOOODOO sfep OO0ODOODOOOODOODOOODOO
OO0 OpenSSH DOOOOOO0OO0OO0 secp DOOOOODOOOODDOOOpenSSH scp O
o000 srrP UO0ODOO0O0OO0OODOO0OOODOODOOOOODOO rep000OD0ODO
oo0oOooaoa

gb: 0b0oobooboomoobobobobooboobobobooboooboon
goobobooboobooboooobooboobobboboobooboboo
goobobooobooboobooboobooboobobbobooobooboboo
googooooo

TYTA—REIUVA I O—FDERZER TSI

Ub: 0000000000000 sep OO0 sftp DOODOO0ODODOOODOO

1 0000000000000000D00 (/ete/ssh2/sshd2_config) 0O DO ODO0O
@gobboboobooboooboboobooboobobD)

2 AllowSftpCommands U0 0000000000000 000000O00O000O0OO

goboboooboobooboooobooboo™moboboboobooobooon
goooooooooo

AllowSftpCommands = browse, download

goboboooboobooboooobooboo™obooboboobobooboooon
goooboooboooboooboo

AllowSftpCommands = browse, upload
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3 U000OO00000000000bO000000 (OpenSSHsep DO O) OODO
0000000000000 00SessionRestricted D O0O0O0O0O0O00OO0OOOO

SessionRestricted = subsystem

doodobbbfooooooboboodooaon

sftp 000 secp DO ODOO0ODODODOODOOODOODOODOODODOODOOOOODO
goobobooobooobooboooobooboobobbobooobooboboo
gooboboooboobon

gobooboobooboobooboboon

= Jg0Ooobobbobooboobobboobooboobooboobooooo
gobooboooboobobbooboobuooboboobooobon

goboboooboobooboooobooboobobbobooboobooboo
gobooboooboooboono

= JO00O00O000OobOO0bOOoOobOOobOoOooOoobOOobOOoOooOOobOoooOooOCOoOon
goboobooboobgoobooooboobuooboobobooboobo
goooboobooooboooobgooo

= JO0OO00bOobbOobOo0obOo0obobbobOOo0obooboboboboonbg
goboboobooboobooooobooboobobobobooboobon
0000000000000 0uwmask OOO0O0O0OD0OOO0ODOODOOODOOODODOO
gooobooooooo

umask ZEALTYHoO—REHI7AILDWEREHRTET HIZIE

1 00000000 0O0bOO00b000b00b0000bD0o0nD wmask 0OO0O0O
o@obmoboooboobooboboobooboombooboboboooo
obooooobo/o0bboobooboooobobooo

$ umask 066
good
$ umask u=rwx,g=x,0=X
2 00000000 Osfyp UDOO sep DDOODODODOODODODOODOODOO

00 wmask OO O00O0ODOOO0ODODOOODOODOOOOOODOOODOOO
gobobooobooboobooboobooboobo



68 Reflection for Secure IT

000000000 O0sfp 000000000000000000000000000
00 wmask 0000000000000000000 (sileny 0000000000
000000000000000000000/00000000 66 000000 O
000000 (filez) 000000000000 00000O0O0/0000000000
000000000000000000000 (64 000000000000000
000000000000000000000000000000000/000000
00 o0y D0DDOO0O0O0O0

$ umask 066

$ sftp joe@myserver.com

Authentication successful.

sftp> 1s -1 filel

-rw-rw-rw- 0 joe users 108 Sep 30 02:52 filel
sftp> get filel

/home/joe/filel 108 0.0KB/s 00:00 100%
sftp> 1ls -1 filel

—YW-—————— 0 joe wusers 8 Sep 30 11:47 filel
sftp> 1s -1 file2

-rw-r--r-— 0 joe users 225 Sep 30 02:56 file2
sftp> get file2

/home/joe/file2 225 0.0KB/s 00:00 100%
sftp> 1ls -1 file2

—YwW-—————— 0 joe users 225 Sep 30 11:47 file2
sftp> exit

$

doodobbbofoooooooboooooon

sftp U000 scp DOODO0ODOD0OOODOOODO0ODOOOODOOOOODOODO
gooboboobooobgooooooobooboobobobobooboobooboo
gooooon

gobobooobooboboboobooob

= JO00000O00Ob0bOObOO0ObOo0bOobObOOobDOoO0obOoo0obOobboOooboon
goboobooboobooboobooboobooboobo

gooboboobooogoobooooobooboobobobobooboobooboo
gobooboooboobboobooobooobooboooooboooooboooboon

1. DOo0obOobOoOobooboobobooboobooboobooboobmuooon
goobobooobooboboboboooboobobobobboobooboboo
goooboooboooboooboo

2. 0000000 SetRemoteEnv UUDOUOD0D0O0ODOOO UMASK ODOOO0ODOOOO
gobooboooooobobboobooboobo

3. Dbbooooboobuoobooboboobooboobob ocboboobo
OO0 /etc/default/login O /etc/enviromment OO OOOOOOOODOO0O
goooboooboo0orPAM DDOOD0DDOODOOOOOODOODOHO

4, UMASK 000000000 Reflection forSecure IT 0O OO0 0O O
(/etc/ssh2/environment) gdboooooooooooooooooooooan
gooooao
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5. UMASK O0O0OO0O0O0OO Reflection for Secure IT OO OO 0O O
($HOME/.ssh2/environment) D 0O 000000000 OODOO0ODOOODOODOO
Oo0oooon

O0: UMASK OO0 0O 0O OSettableEnvironmentVars D 00000000000 O0OO
OO00O0O0OuUMASK O 00000000000 O0O000O0000000oO0O0OOOO
00000000000 SsetRemoteEnv U0 UMASK O0O0OOO0OOOOOO0OOOOOO

%fﬁ??{ IWEFERALT. Y—NLEO7yTO—RFFEHIT7AILIZVERZERTET BIC

1 0ogbdooobobobO @gobobo)yoboo

BEDESR FERTH/IRELVTPIILEA
Ooogooooo SHOME/ . ssh2/environment
gooooog /etc/ssh2/environment

2 J0O0OO0O0OO0O0ODO0ObOObOOO0ObOO vMASK OOOOOOoOobOOoOobooobon
gobooboooboooboon

UMASK=066

%_%T_?(’{FC SetRemoteEnv ZFALT. 7Yy ITA—KRFHIT7AILIZIEREERTE

- gfdooogooooooooogoooog (/etc/sshZ/sshZ_config) ggg
gdodooobooodooooboooono uMASK DOoOooooodao
SetRemoteEnv 0 0 0000000000 O0OOOOOOOOOOON

SetRemoteEnv=UMASK=066
oooo

= JO00O0D00OD0 SetRemoteEnv DO OO0 UMASK DO0O0OO0OOOOODOOO
goooboboobooo

sftp -oSetRemoteEnv=UMASK=066 joe@myserver.com
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000000bO000sep OO0OD0OODOOODOODOOOOODOODOOOODOODOO
U0 SetRemoteEnv U D UO0000O0O00O00D00O0D000O0 @emo) DODOODOOO
gOo0O0d (bchosty DOODODDODOODOODODOODOO/ODOODODO
644 ODDODODODOODDODO0ODOODDO0DO0ODO0DODO0On (xyzhost)y O
goboboobooob/bobbobgd ooy DOoDOoobOoo

joe@abchost:~> 1s -1 demo

-rw-r--r-—- 1 joe users 30 2008-10-02 12:07 demo

joe@abchost :~> scp -oSetRemoteEnv=UMASK=066 demo joe@l0.10.3.232:
Authentication successful.

demo 30 0.0kB/s 00:00 100%
joe@abchost:~> ssh joe@10.10.3.232

Authentication successful.

Last login:Thu Oct 2 16:56:22 2008 from 150.215.83.121
[joe@xyzhost ~]$ 1s -1 demo

—YwW-—————— 1 joe joe 30 Oct 2 16:57 demo

[joe@xyzhost ~]$
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gooobooboobonobooboobooboboooboobooDbOonbO Secute
Shell OO ODOOODOO0ODO0ODODOOODOODOOO0ODOODOODDOOODOODO
goobobooboobooboooobooboobobboboobooboboo
gooob0o0ob00o0ob00 oDbobobobbobooobooo

O000000000D00O0DOSecureShell 00O 0ODOO0ODOOODOODODOODOOO
goboobooboobgoobooooboobuooboobobooboobo
googooooo

000D 00b000b000OSecure Shell D0 O0O0DO0DOO0OOODOOODOOO
goboboobooboobooboobooboobuooboboooboobo
googon

FIP OOOODOOOO0OOO FIP OO0 SecuresShell OO0 O0O0D0O0O0O0OD0ODOO
g

X11 0D0000O0DOSecure Shell OO0 OO0 O0OD0O0DOO00OO0O0OO0 XDOOO

U0OSecure Shell DO ODOO00OD0DO0ODOO0ODODO XOOOODODOOODOO X O
goboboobooboomobo™@oboooboobobobobooobooobon
gobooboooboobobooon

oon

goboobooobooboboboboobooboobobooboobonD 200
OO0 ecureShel DODDODOODODOODOODOODOOODOOODOOODODOOY/
goooboO)y bobooobbooboboboobooboobobobooooboooo
gooboobooooooo

A

%

Secure Shell O 0O O

Secure Shell O 0 0O 0O O
0

Secure Shell O O 0O 0O O
O

Secure Shell O 0O 0O 0O O
ooono

goooboboobooo
goood

goboobooobooo
gooooon

goboobooobooo
g

Reflection for Secure IT OO OO0 OO

Secure Shell DO OO0 O00OO0OO0DOOOOODOO

Reflection for Secure IT OO0 OO0 O00OOO0OOOO

Secure Shell DO OO0 O0D0O00OO0DOO0OO0ODOO

oo0oobo0oboobobooobogo/ooboobon
oooobo0obobobobooobooobooboooo
O Web DODOOODOO

0000000000000 0000000000000
OO000O0 SecureShell DO OOOOOOO Secure Shell O
O00o0oodoboooboooooooogsz ooooo
000000000oooo

O0o00bOo0obO web DOODOOMMOODOOODODO
goooboobobobooboobogon
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M

EE

O0o0oOooooono 0000000000000 0000oo00ooo0oooa
oooo Secure Shell OO0 O O0O0OOO0OOO SecureShell OO OOOO

gboooboobobog sgobobooobooobob
ogogono

gooooboon

Ugoo00b0000000D000SecureShell DOO0DOO00OOOO0OOO0ODOODOO
gooboboobooobgooboooobooboobobobobooboobooboo
goboobooobooboobbobooboobobbobooboobooobooon
goobobooobooboobobooboobuo obooboboboobooobooon
gooooo

1.

Secure Shell DO U0 DOUOO0D0ODODOSecure Shell D0 OO0DO00OO0ODOOOOODOO
gooobDooDmboooDOooDOn GSecureShell DOODOODOODOOOO
ooooooO)yooooooo4OoOoo o113 00000000O0OOoOoOoOoooon
O000000O0OOSecureShell OOODDOODOODOO0ODODODOODOODOOO
gobooboooboobon

gobobooboobo™mobobooobooboobobbooboooboon
goboboobooboooooomoboobooobobomobooobon
goboboobooboobooboobooboobooboboooboo
OlocalhostD 0 OO 127.00.1) OODOODOODODOO0ODOOODODOOODOOODOOO
goobobooobooobooobobboobooboobobobobooooboooo
gooobooboobonoobooboob0oobOobDODdSecure Shell
00000 Ethernee OO0 P OODOODOURLODNS O0OO) OODOOOO
gooobo0obo0obo0obO0bUdacmecom JOOODO Secute Shell DO OO
gooooo gess Db oobobooobooobooboooobooobooo
00000000000000D00 localhost:8088 DO ODOODOOODOODOODOOO
0o0oo00oobo0b0O00O00 acmecom:8088 OO O

gb: 0boobooboobobbooboobooboboobooboobooo
goboobooboobooboobooobooboobobbobooboobooboo
goboobooobooooooboooooboobooboboobooobooobooo

oo

goboobooboobooboooobooobooboboboobooobooon
goooboo) bobooboobooboboobooboobobooobooo
gooobo0obooboobooo0obooboobOobbOobOoonDg Secure
Shell DOOOOOOO0ODOODODOOOOOO

Secure Shell OO0 O0OD0OOODOOOO0OO0OOODOSecuteShell DOOOODOODO
Secure Shell DO O DOO0OOODODOODOO

Secure Shell DO O DOO0ODOOD0ODOODOODOO0ODO0OOODOOODOOODOOODO
goboobooboobgooboboooboobooboboobooobon

gb: 00000000000000 SecureShell 0D ODOOODOOODO O [Becure
Shel OOODOOOOO0ODOO0ODOODOOOOOODOOODDOOOOODOODOO
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gobooboooDbOo0obOo0obDboOobDO SecureShell DODOOODODOOOO

Secure Shell 10O OOO0OO0O0O00ODOO0O0O0O0OSSH OOOO0OOODOO Secute Shell
O000000000D00000DOSecureShell 0O0O0O0ODOOODOODOOODOOO
goboobooobooobooboobobobobooobooboobob

goboobooboobooboooobooboobuooboobob

ssh -L listening port:app_host:hostport user@sshserver

gooobooboobopoboobono 200000000 00D000bO

AR A

2222

FIA)r—iay
224F -k

Secure Shell
DSA4TF k-

BEGRFIL

A B

—

TP ) r—iaz
=i

Secure Shell
H—i

242

0000000000000 Db00b00b000n0Og SecureShel DODOODOODOOODO
U0 A0O0D000D00ODOSecuteShell DO0O0O00ODO0DOO0ODOODOOODOOODOOO
BOODOOOODOODOO ADOOD 22200000000000000000 B
goog 222 dfb0goboboobooboooboboobooboboooobooooboon
0000000000 00000 @ecalhest UODOO BUODOOODODODOODOO

gobooboyboobooobooboo

ssh -L 2222:1localhost:222 user@HostB
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gooboboos3sgobgoobooboboooboobobboobooboobobooo
goo00ob00b00000DSecuteShell 00D O0DO00O0O0OO0O0OO0ODOODOOO
U AD0O0D0 222200000000000000000 cOobOOO0O 22220000

goooo
AR A
FFA)ir—iaw Ak B
DS4TF -
e o e |
Secure Shell { Secure Shell
2822 HSLF ok \ (}_* H—4
AR C
FFA)ir—iaw
H—si

gobobooboooboooboooonbooo

ssh -L 2222:HostC:222 user@HostB

gb: 000 BOOOO cObOOoOobOoOobOoobOobbooboobo

gooooboon

0000000000000 OSecureShell 0OOOOO0ODOODODOODOOODODODOO
gobobodobooobgoopboobooobooboobobbobooboobobo
gooboboobooobgooboooobooboobobobobooboobooboo
goobobooobooboob boboobooboobobbooboobooon

1.

Secure Shell DO O DOODODOODNO WMWecure Shell DO DD ODOODODODOODOO
O0D0D00OD secureShell OO OODOODDOODODODODLOLOOO 0173 00000
googno

Secure Shell DO O DOO0ODOODOOODOOODOO0ODOOOOODOOODOOODOOE@O
gooobooobooboboobooboobobooobDy boobooobooo
goobobooobooobooboobobboobooboboboboboobooobo
gooobo0bDooboniboobDoO0bO0SecuresShell DOODODOODOODOOO
goood

U000 SecureShell DO OODOODOOSSH DOO0DODOOO Secure Shell OO
goooboooboooboood

Secure Shell DO O DOO0ODOODODOODOOOOO0ODO0OOODOOOOOODOOODO
0000000000000 Db00b00Ob00O0 SecureShell DOOOODOODOODO)
goboobooooboooo



goooboD0o0boobOo0bOo0onognn SecureShell DODOODOOODOODO

O s8soooogoo
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0000000000000 0DOSecureShell OO0 SSH OODODODOOOOODO
00000000000 SecureShell DO0DOO0ODDOOOOODOOODOOODOODOO
goooboboobooobooboono

goboobooboobooboooobooboobuooboobob

ssh -R listening port:app host:hostport user@sshserver

gooobooobooobob 1 0boobooboobooboooboooobon

AR A

22| pHyr—ian
H—si

BEGR R

A+ B

Secure Shell _{
p547ok [

(

FF )=tz
BSAF ok

Secure Shell

goooboooboOoOond SecureShel DODDODOODOODOO AOODOODO

H—si

2222

OBecure Shell 00D O0OO0OO0ODOODOOODO0ODODODOODOOD BOOOOOO
gooob BOOOO 222 00000000000000 ODOO ADOODO 222
goobobooobooboobooboobooboobobbobooobooboboo
gobooboooooooobooboobo

ssh -R 2222:1localhost:222 user@HostB

gooooonn

Oddbooooooooobdboddssh DOODO0O0DO0OO0ODOOODODOO0OOOOO0OO0O
good (/etc/sshZ/sshZ_config) go0ooogooooogd

O—ANR—MREEBRESUVERT SIS

1

goboobooboobgooooboobo@obooboobob 21100000

00)o

gb: 0bo0booboobobbobuoobuoobobbize D0DOODO
gobobooboobooooboboobogoboobooboobooboobooo

gooboobooobooobooo

gooboboobooboob @goobbobooboobooyooboobooo
goboobooboobooobooooboobooboobobooboobo
goooboooboobobbooboobooboooooboo

EXEht-0—h)LR—k

JE—FT7 IV r—SavY—n~0Viryk

localhost:2110

mailserver.com:110
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3 SecureShell DO OOOODOOODODOO

obooboooobooooobobobooooboboooooboooooobooo
gobobooboobooboomoobooboobobobooboooboon
googd

ssh -L listening port:app_host:hostport user@sshserver

O000000000000OSecureShell O O00O0O0OO0OOO0O0OOOOOOOO0O
O0000000000000000 mailserver.com OO Olocalhost0 O OO0 OO
O00o00oOoooooooooon

ssh -L 2110:1localhost:110 joe@mailserver.com

4 QJ0O0OO0O0OOO0ODOOO0OOODOOODOOObOO0ObOOoDbO

o000 o00bDO0o0bOob0Db0ob0oO0bOo0bOn (localhost:2110) OO OO
0000000000 mailservercom OO0O0O000O00O0O0OO0O0ODOO0O0O0O
00000000 (localhost:110) OO ODOOODOODOO

Jo0oooooooono

000000000000 DbO00000 SecureShel DOODOODOOOOODODOOO
goboooboboboboooboobooboobooboboooboboobooo
gobobodobooobgoopboobooobooboobobbobooboobobo
gobooboobooooobooboon

ssh -L 2110:mailserver.com:110 user@sshserver.com

0000000 o0obD0o0bOon0oOn sshservereom DOOOOO0OOOOOO
gob0oboo0o0bDO0000 mailserver.com JOO0O0O 2110 OOOO0O0OOO

FTP OO

Secure Shell OO0 O0OO0OO0OO FIPOOOOOOOONO Reflection for Secure IT 0O 0O O
goooOorre D00000OC00O0OOO0OOOOOOOOOOOOOOOOOOOOO
oo

FIP DO0D0O0O0O0O00DOO000O0DOO0O00O000b0000bO0On

= FIPUO0OOO0OO0OOO0ODOOO0OODOOO0ODOOO0ODOOODOODOO ¢g¢rPOOODOO
Uboo0o0oobOobooonoOobonnO) O SecureShel DOOODOODO Secure Shell
gobooboooboobooboon

= SecureShell OO0 FIPOODOOOODDOOOOODOODDOODODOODOODO
Secure Shell DO 0O 22 DU0DO0O0OOD0DOOOOODOO0ODOODOODOOODODO
goboobooboobgooborrep 0000 0O0bOO0oO0DOODOO FIP OO
U eHyoboobooooboobooboboboboobon

= JO0O00bOob0bOOobOoOobOrrp 0000000 DOO0ODODOOODOODOO
goboobooobooboboooboobo

000000Db000000000000000O0SecureShell 0O O0O0O0O0DOOO FTP
oooooobo™oo Fre 000000 ODO0O0O0OODOOOOOOODOOOOO
gooboobooboo ceu bgboooboobobbrre O00OODODOODOODODO
goooboobooobgoobobooobooboobobboboob ceugno
U000000D0ecure Shell 00D O0O0OOD0DMMOODOODODO0OOO0OOODOOOO
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oooo FTP OO

gooog rFrrp 000000O0O00DOOO0OOOOODOO0ODOO0O0O FrPOODO
FIP DO0O00O0O00O0D00000D0O00000000000000 sep/000000O0

U00O0000OFTP DODOOODO EecureShell DO ODOO0DODOOODOOODOOO
0)ydobooooOd FTIP OO0 Omyhostcom OOODOOODOOO FIP ODOODOODO
U000000D000DO10calhost:2121 JOOOOOO FIP OODODOODOOODOO
oo

ssh -L ftp/2121:myhost.com:21 user@myhost.com

good

LocalForward=ftp/2121 :myhost.com: 21

O0: FIP OOODOOODOReflectionforSecure IT OO OOO0O0OOOODOOOOO
000000000 Reflection forSecure IT 0O DO OO0OO0OOO0OOOODO FIP OODODO
00000 FIPOOOOU0OO0OOOODOOOOOOOOOOO O Reflection for Secure I'T
O0o00o0O rFre 00000000000 O0OOOOOOOO0O0O

oooo FTp OO

gooog rFrp 000000O0O00DOOO0OOOOOOO0ODOO0O0O FTPOODOO
FIP DO0O00O0OD0O0O0D0O000D0O00000000000000 sep/000000O0

goo0OobD0OOgFTP DOO0OOODO EecureShell DOODODODODOODOOOOO) O
gooobDO0O FTP OOOOFTP ODODO SecureShell DO ODODODOODOODOOO
gobo0)obooobooobbooobOoobbob 3333 0000boono rre 0000
gooooooboo

ssh -R ftp/3333:1localhost:21 user@myhost.com

good

RemoteForward=ftp/3333:1localhost:21

UO: FTP UO0ODOUODOReflection for Secure IT 000000000000 OOOOOO
UOOOFTP DUOODUODODOReflecton for Secure IT D0 000000 O0O0OD0OO00O0O
gooooo

XOOoOoooo

XOOobooobobhoouNxX gJbgoboboobgoobobooobooboon
XOoobooobobooboox gobooooboobo xgbooooooo
goooboobooboobobooboob Xgobooboboooboox g
goooboooboobobooon

1. X OOOODOODOODOOODOOSecureShell DO0ODODOODOOODOOODOODOOO
Xooooooooo

2. U000 XOOoOobooboobooooboobooboooobooobooo
U0 X 0OOoooooooboboooboboobdoo DISPLAY DOD0DDOOO0OO0OO
oobo0ob X ooboobooboobooobooboooboo

3. 00000000 XOobooboooboobuoboooboobobobooooobo
gooooooo
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4. Secure Shell OO OODO0ODOO0ODO XOODOODODOODODOODODOODOODOOODO
gob0o xXoooobooobooo

5. D000 XOODOOODOOO SecureShell DO OO0OOD0OOODO0ODODO

X1 Ooooo

00000000 ForwardX11 U X11 JUO0ODO0DOO0DOODO@C@OO0O yes)U
00000 TrustX11Applications U O0X 0000000000 X11 O0DO0ODOOO
gooboobooboobobooboobuoobobooboo@oun a0

gobobo0obobo0oboobobobob Xoobooboooboobooboooo
goboobooobooboboboboooboos0obobboobooboobobooo
goboboobooobooobooboboobo

U000 100 XOOO0DO SecureShell DO O0DO0DOOOOODOOODOO
Ubob0 200 XOOOOOOOOoOOOoDOODSecureShell DOOOO0OO0OO
U0 SecureShell DO ODOOODOOODOOO

U000 300 XOOOOOoDOooOooDoOOD SecureShel DODODOODOO
gooooo

00 00 OX11Forwatrding O yes (O O 0) O OTrustX11Applications 0 no (O O 0O) OO O
ooo0000 100 0000 200 ssh OO0OO0OO0OO0OO0OOOXOOOOOODOO
oooooooooooooooo

Ub00000000XI1Forwarding O yes (0 O 0O) O O TrustX11Applications U no (O O
0y OobhoooooOooboooooboo 300000 ssh0ooooooooog
oboooooboboboo sb0bo0o0b0 xXgoooooobooobobooo 100
obooobog XxXgooooboooooboooooobooo cbobO)yobooooo
U00000000000Oxauth OO0OD0O0O0OOO0ODOO X OOOOOODODOOOODDDO
oooooooobooooobooooboooooobooooooooooooooon 30
oooooooobDoooooo O0b0o0o0000 TrustX11Applications O yes O
oooooo

00:2000000000 TrustX11Applications 0 yes D000000O000 1 00
000000 XO0O0OOO0OOO0OOO0O00O000000000000000000000
OO0xth 00000000000000 200000 X11 00 @000 1000
0) 0000000000000 (TrustX11Applications 0 no 00000000) OO
oooooood
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gooboboobooobgooboooobooboobobobobooboobooboo

RN

gooooobbooood

ssh 000000000000 0OO0O0O0OO0O0O0OO000

*AFav

e

-L listening port:host:hostport

-R listening port:host:hostport

=X

goopooobbooood

Secure Shell DO O DOO0OOODOOODOOOO

00 (Iistening port) OOO0OO000000000
[J[J host [] hostport [JOOOIT0

Open the specified port on the Secure Shell server
host (1istening port) and forward data to the
destination host and hostport.

X1 Oooooobooooxit gobooo
obooboobobooobooboboboo
0000 X1 0oobobobobooobo

X1 0Dogobgoobgoooboobooo
goooogo

X1 ooooooobogooobooboo

X1 0ogboobgoooxit goobooboo
gbooboobooobobooboobo
go
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goobobooobooboboboboooboobobob@Woboboooongoo
/etc/ssh2/ssh2_config DO OOOO0O000O0OO0OO0OOO $HOME/.ssh2/ssh2_config U

go)

F—7—F Bie

ClearAllForwardings doooooooooooooooooooo
doooooooooooooooooooo
0oo0o0ooooooooooooooooon
U0000000Osep O sfep OODOODODODO
Odoobooooooooooooooooon
0o0o00o000ooooon no 000

ForwardX11 XOOoooooo

GatewayPorts Secure Shell 0O DO OOOOOOOOOOOO

LocalForward
listening port:host:hostport

RemoteForward
listening port:host:hostport

TrustX11Applications

XauthPath

oooobooboobobooboobon
0000b0o0b0o0b0ob000b0dnd no O
gbooobuooboobobooboobon
gbooobuooboobobooboobon
gooobogooooboo

L ogooooo

ROOOODOODO

XOOoomoooo X1 gbgooooo
oooobooboobobooboobon
00o00ob0o0obOob0o0ObD nodnOo

xauth D 000000000000 O0OO0O0OO
O0 /usr/bin/xauth O 00O
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gopooogooono (/etc/ssh2/sshd2_config) goopooogooooggno

AFoay

Bk

AllowTCPForwarding
AllowX11Forwarding
AllowTCPForwardingForGroups

DenyTCPForwardingForGroups

AllowTCPForwardingForUsers
DenyTCPForwardingForUsers

ForwardACL

GatewayPorts

X11Usel.ocalHost

gbooobooboobgo/obooboooo
U0 ves OODO

X1 ODOoooooboooboboooboobo
000 ves OODO

gooobooboobobooboobon
goooboobobooboobobooo

gbooobooboobobooboobon
gbooobooboobobooboobon
oogno

gbooboooboboobooboboo
oooooooooooooooooooo
[ 018 0000000000000 00

oooobobobobDoobooboboboo
oooobo0obo0obobboobooobon
OO0 no OOO

o000 X1 obgobgobbgoboooobgo
oboooboobobooboobobooo
000000 ves OOO






[

9

[

dooooooooooad

dooooboon

gooboboobooobgooboooobooboobobobobooboobooboo

googno

oooooooooooooooooooooooooooooooooooooon
goboobooooooooooooooobooooooooobooooobo0oooon
goboobooooooooooooooobooooooooobooooobo0oooon
goboobD0o0bO0000000 (/ete/ssh2/sshd2_config) UOUOODOODODOOOO
ooooodoooooooooooooooooooooooooooogooon

googobooooooboooo

EL:3]

itk id=cellN

goooooooboooo
gobooboooboooboobooboo
gooooooboo

gobooboooboobooobooooo
goo

gobooboooboobooobooooo
gooog

goboobooboobgoooboooo
goo

TCP Wrapper 000000000000
oo

sftp OO0 secp DOODODOOODOOO
gobooboooboobooooooo
sftp 00O scp DOODOOODOOOO/
goboooooobooogoobooon.

gooboobooboo

MaxConnections

SessionRestricted

AllowUsers
DenyUsers
UserSpecificConfig

AllowGroups
DenyGroups
UserSpecificConfig

AllowHosts
DenyHosts
HostSpecificConfig

LibWrap

ChrootSftpUsers
ChrootSftpGroups

AllowSftpCommands

AllowT cpForwardingForGroups
DenyTcpForwardingForGroups
AllowTcpForwardingForUsers
DenyTcpForwardingForUsers

ForwardACL
GatewayPorts
AllowX11Forwarding
X11UseLocalHost
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PAM OOOOOOO AccountManagement
AuthKbdInt.Required

PamServiceName
UsePamSessions

Allow 000 Deny DO OO0 On

goobobooobooboobooboobooboobobbobooobooboboo
goooboooboooboooboo

AllowUsers[] DenyUsers[] AllowGroupsl] DenyGroupsl] AllowHostsl] DenyHosts[]
AllowTcpForwardingForUsers[] DenyTcpForwardingForUsers[]
AllowTcpForwardingForGroups[] DenyTcpForwardingForGroups[] Forward ACL

goboobooobooboobobooobooobobboobooboobobooon
gooboboobooboobooboobooboobuobobobooobDoobon
goobobooobooboobooboobooboobobbobooobooboboo
goooboobooboobooo

gobooboobooboobooooboobooboboobooobon
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goobobooobooobooboobobooboobo @gyooboobooo
o0 ooboobOo0obOobObOobOo0obOo0obobDbOobDOoobOooboobo
gobobooboobooboobobooboobuooboobob

DefaultDomain

0o0o0ooooooooooo@mbobodooooooooooooooooooa
O0o0o0ooooooooboooooooboooooooooomoooooad
0000000000 0ODefaultbomain 000000000 .O0@COO)OOO
0000000000000 0000DefaultDomain 0000 O0.000000003
O0000000000@{0O:Defaultbomain D 0000000000 O0ODOOO
gobobooboobooboobooboobooob.bobpbooboo)ypoob
0000000000000 0000040DefaultDomain [ [J acme. coml] [ [0 [
O.acme.comnJ 0000000000000 0OO0OO0DOODOO sshjoe@myhostl O O ssh
joe@myhost.acme.comJ O OO0 O0OO0OO0O

DontReadStdin

stdin 0 /dew/null OO DOOD0OO0OO0O0O0O0OOsdin OOODOOOOOODOOODOO
O0Ossh 00000000 -on0O0O0OO0OD0OO0ODOO0ODODOOODODOOOOOO
UooobDo0bDo0bD0yesDO0O0D0Ono0O0000D0O0Ono0OOO

EscapeChar

gooboboooboobooboobooboobooboboobg »oboo
Uo0o0ob00O0O0nene0000O0DOOOO0O0DOODOOODOOODOODODODODOO
Uo0o00o0o00obDO00b0obDo0bO0b00bO0esh O Man 00O O ESCAPE
SEQUENCESO O O0OO0O0D0000000DOssh DOOO0OODOODO -e000O0O0OO
gooobooobo0obobobooboooboobon

ExitOnForwardFailure

obooboooboooobmooboooooboboooooboooooobooo
U0 ssh DOO0O0OOD0OO0OD0O0D0O00DO0ODO0O0ODOO0DO0O0DOD0DOOyesO
U000noDO0D00O0D0Ono0O0OO
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FileCopyAsciiExtensions

00000o0b0000bD0ob00oonDgD s OOD0OODOO ASCI ODOODODO
obooboooboooobooboomooooobooooooboooooobooo
uboboboboouooobooooboboooobooboonbgnng  (zsh-glob) O
gooboboooboooboobobooboobooboboobooboooo
goboboooboobooobobooboobogobobooboobooo
0000000000000 000000 &t, hem*, pl,php* 000 (sftp DO OO OO
OO0 setext 000000000 O0OOODOOOOO0ODOO0ODOODODODOODO
goboobDoobDoon getext DO 0O0OOOHO

gb:gbo0boboobooboobooboobobooboobooboboon
goboobo0oboobOoobooobooboobOoOobDdGstyp U000 000 autold
0000 00b00b00b000b00b00bDObescii -sOO0DO0O0ODOODO

FipsMode

FIPS140-2 DO O0OOOOO0ODOODODOOOOODOOODOOODOOobODOoOobooon
00o0o00o0b0o000bO0b00o0ooobbo0o0o0oO0bDO0yesOOOOO0no0O OO
Ub000no0OD0OO

ForcePTTYAllocation

gobooboooboooboobog rry bgoooooboobooob boboboobo
OyesDODO0O0Ono0 00000000000 ODO0Ossh DODODODOODO -« 00O
goboobooobooobooboobobooboooon

ForwardAgent

goobobooobooobOo @goboobobooy bobobboboobooboo
000000b000000000000yesDO0O0O000no00000O0DOOyesOO
g

ForwardX11

X1 0oogooobobooxnn bgbooboobgooboboooboobooo
gooobooD x11 ggbgobobbooboo X ooggbgooobgoo
o000 0o0b00b00b0 DO0DO00b00yesUDODODOOnoODDOOOODO
OyvesDOOO OOOssh OO0O0O0000 XOOOOOOOOOOODOOODOO
goooooobooon

GatewayPorts

obooboooboooobmoobooooboboooooboooooboobooo
goobobooboobgoooooomobooboooobomoboooboon
gobooboooboobgoobooooobooboobooboboooboo
(OlocalhostD O OO 127.00.1) OO0DODOOODOO0ODOOODODOOODOODOO
gobobooobooobooobobobooboobooboboboobooooboooo
0000000000000 b00000b000b0O0b0ObDOnO Secure Shell O
00000 Ethenee OO0 P OODOODOURLODNS O0OO) OOO0OOOO
goooboobooboobU0bUdacmecom JOOODO Secute Shell DO OO
goooboo gess Do ogooobooboooboooboooobooobooo
Ub0o00ooobOobOoO0n0gnO lecahost:8088 DO ODOODOOOOODOODOOO
00000000000000 acmecom:8088 OO0 OO0OD0OO00O0OyesDOOO
Ono00000000no0000 OO0O0Ossh DOO0OOOD0OOO -gO00000OO
goboboooboooobobooboon
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GoBackground

O000000000D00O0DOSecure Shell 00O 0ODOO0ODOOODOODODOODOOO
000o00o0b00o0oobobo0oomOobOnDdyesI nolI O T oneshot
U0MO0DMee OO OO0DO0DO0ODODOOODO0ODO0ODOD M yesO
U0oneshotD OO0 DOO0ODOO0OODODOODO0ODODOOODOOODOODOOOO
U000000O0yesOOOODOODOSecureShell OO0 ODO0O0ODO0OOODOO0O
goboobooobooobooboobobbooboobuoboboboboobooobo
@QUOD00ssh O0ODOODOOODO sO00000O0DOO0ODOODODOOOOO)HND
Ooneshot DO D O0ODUOO0OOO0OOD0DOODOO0ODOODODODOOO 10000
goboobooboobogobobbobooboobuooboob@ODbUssh O
goboobog o DO0D0OD00O0ODOO0ODOO00OOO)HD

GSSAPIDelegateCredentials

GSSAPI D0 DOOO0OOO0OOOO0 @Oy obobooboobobobobooboo
O0yesDO0OO00OnoO000O000OO0OyesDODOO

Host

goobobooobooobooboobD P OO0b00OO0ODbDO0O0ObDODObDOOobOoOoO
gobobobooooobooboboobooboobobbooboobooo
goboobooobooboobo™moooboobooboboboobooobooon
goboobooobooboobobooobooboooon

HostCA
Uo0o0oboo00ob00b00b0b0o0bO00bObDOT TrustAnchor DO OOOO

HostCANoCRLs

00000 0b0000bO0b00000bO00000D0TrustAnchor OO0 000
U0: 000000000000OReflectionforSecure IT 00000000 O0O00O0OO
Uoo0obDo00b00000D000 Reflection PKI Services Manager 1 0 0 0O 00O O

HostCertNameCheck

gobooboobooboooboooobooboobooboboooboo
HostCertNameCheck [Hyes(D 0D U000 MMODO0O0OO0OOOOO0ODOO0O 1P O
gobo@moooboobooboboobooboobobobooboboobooon
00@O0O0D0O0000D00D000 PKI Setvices Manager 0000000000
0 O0)0 HostCertNameCheck U0 no0 000000000 D0OOOOODOO0ODOODO
goboboobooboobooboobooboobuoobooobob
HostCertNameCheck U Oask (OO 0) D0 00000000000 OOOOOO
gobooboobooboobo™mooobooboobobobooboooboon
gooooo

HostKeyAlgorithms

0000000000000 00000oD00D0o0DbO0oo0DOOoDoo0DoOoooDon
0000000000000 0000O0oo0o0oooDOo0DOooDoOoooOoong
O00000OOSecureShell 00O OOO0O0OODOOODOO 1 00000D0OO0OOO
doodoododooDmooodoodoooooobonooooooooon
oooooOoo0oooOoO0U0ooOoOo0O0ooDOo@UuOoobooUOoDoooooDooog
oboooooboibn)dooO Odx509v3-sign-tsa,x509v3-sign-dss,ssh-rsa,ssh-dsst O 0
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HostKeyAlias

gobobmooboobooboboooboooboobobobooboboooo
goboobooboobobooboobooboobooobo

key_port_host,IP.pub U IO DODO0ODO0ODODOOODO0ODOODOOODODO
000000 hest UOOODOODODODODDOODOOD U Secure Shell OO
gobooboobooboobooboobooboobuooboboooboobg

IdentificationFile

goooboo0obo0obo D oooooboobobobobooobuooboboo
gooboboobooboobooboobooboobuobobobooobDoobon
go0 ID 00000 sHOME/.ssh2/identification DO UODOUOODOOOOODOO
UOFILESOD D 00000000 DO0ODO0O0DD0O0¥Bssh JO00O000O0O0O 40
goboobooobooboobooooboobooobo

IdentityFile

0000000 00b00b0O0bObO0ObUdODIidentificationFile 00 000
gooooo

KeepAlive

gooooooboob Tece OOO0o0obO0O0bOOobObOObDOObDOObObDbDO
0000 Ooo0oo0b0o0o0o0b0000bD0b0omOnDn SetverAliveInterval
goo0obDo0bDoooobodbDdlyesd000Ono0OD0O0OODyesDOODO

KEXSs

0000000000000 000ooooooooooooooooooa

O diffie-hellman-groupl-shalll 00 O 0O O diffie-hellman-groupl4-shal0 0 OO O OO0 O OO
000000000O0o0o0boo000o0ooooooooooa

O diffie-hellman-group14-shal,diffie-hellman-groupl-shalld 00 O O

LibGssKrb5

GSSAPI (Kerberos 5) DU DO OODO0ODOOD0OOOOO0O0OO00OODOOOOOODO
libgssapi_krb5.so DO OO OO Ketberos UOUOOOOOOOOOOOOOOOODOO
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LocalForward

gobobooobomoobooboboooboobooboboboboboboooo
goobooboobooboobooboobuooboobobobooboobon

[protocol/] [ listening_host:] listening port:host:hostport

Secure Shell DO O DOOODOODODOSecure Shell 00D O0DO0O0ODODOOOOODOO
U (listening port) UO DO UODO SecureShell DO UODO0ODOODODOODOODOO
gob@goboboboboobooboobobooboobuoobooboobo
000000000 1istening host O ODOODOHO@OODODOODODOODODOO
goobobooobooO0)y obooboobobobooboobooboobobobo
goobooboobo @gobooboobobooby boobooboobooo
gobobooboobobobo™mobooobooboooboobooboobuooobo
0000000000 SecureShell DODDOODOODOODO QDO DO Secure Shell
o000 o0bO00b0obDbOobooo0obOo0bOnl (host,hostport) 0O OO
gobboboooboooboobobboobooboobobobooboobooo
O000ODOSecureShell 000 O00DO00O0ODOODOOODO0ODOODOODOODODOO
gooobooboobobDboOoboO0bOO0l protocol O tep UDODO ftp OO
googoooooboo

Ub: 00000000000000 SecureShell 0D ODOODOODO O [Becure
Shell OOODOOOOO0ODOOODOODOOODOOODOOODOODOOODOODOD

00000000000 00b000D0GSecure Shell OO ODOOODOOODODOO
0000000000000 0000000OSecureShel DOODOODOOODOOO
goboobooboobgooboooooboobuooboobobooboobo
gobooboobooobopobobooboobO 14300 DO0OOO0DOO0DOO
gooobodnD 14300 DOO0OO0ODOO0OOO0OOODDOOOOODO0ODOOn
goooboooboob 43 000000000000

LocalForward=14300:1localhost:143

O0OD00OO0OOOFTP DODODOODO SecureShell DO OODOODODOODOOODOODOO
gooO)ybobDooOoD0O Frp U0 0O Omyhostcom JOO0OO00O0OO0O FIP OO0
0000000000000 D1ecalhost:2121 DOODOOOO FIP ODODOOODO
gooooon

LocalForward=ftp/2121 :myhost.com: 21

U0ODssh OO0OOO0ODOO0O -LOODOOODOO0ODOO0ODOODOOODOOObOO0On
gooooo

LogLevel

syslog 0O O0O0O0 ssh OO0O0OO0OO0O0OO0OOOO0OOOOO0DOOOOODOOOO
00000 fatalld O O error0 O O quietd O O infold U O verbosel U [ debug1U (1 debugl]
0 1 000)00debug202 O 0O 0O)0OO debug30(3 O O 0O)OO O OO tracedd debug990]
09 000)O0MmOOO00DooOoonooOn syslog 0000 Oatal OO CRITO
error O quiet 0O ERROROinfo O verbose O O INFOO debugl/debug2/debug3 O
trace 00 DEBUG U00O000O0 DOOOOinfoDOOO
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MACs

gooobooob0oob MAcODbooboooboobuobOyoboobobo bo
0000000 hmac-shall O O hmac-shal-960 [ [ hmac-md50 [ [0 hmac-md5-960] [
U hmac-tipemd1600 O O hmac-sha2560 O O O O O hmac-sha5120 0 000000000
go0o0000000AnyMacD 000000 OO hmac-shalO O O hmac-shal-960 0

0 hmac-md50 0 0 0O O O hmae-md5-960 00000000 AnySedMacD0 O OO O0O00O0O
00000000000 none000 anyd AnyMacO+4] noneJ0 O O0)OO O OO AnyStd[
(O AnyStdMac +Onone 00 0) 00000000 O0D0O00O0 MACOODOOODOO
0000000000000 000000nened0000OOO MACOODOOOO
0000000000000 oooooooooooooooooa
O00OOnone0 00000000 OOOOOOOOOODOOO

O00ssh OO0DOOD0OOOD0 -m OO0O0O0OO0OO0ODO0O MACOODOOODOOO
000000000 AnyStdMacO 0 0O O

NoHostAuthenticationForLocalHost

0000000000000 00D0 lecalhost OO0 ODOODODODOODOOODOOODOO
gobooboooooboobbobooboobooboobobooboobooo
goo0obDo0bDooobo0bOoobDOdOecalhost DODO0OO0OODOODOOODO
gooboboooooooboooboboboobooboooboobooboobooo
0000 00bD00bO0b00b0D00O0yesO0OOODOODOIlocalhost D OO0OO
0booo0oooboooOobo0oooob0oo0ooooO0obooooooo00obOndyesO
O000Ono0O00D00O0O0Ono0O0ODO

NumberOfPasswordPrompts

gobobooobooboobooooboobuoobob:0oboobobooon
goboobooboobo0oboobobOond¥BNumberOfPasswordPrompts
gobooboooboobooboooobooboobmobbooboobooon
goooooobooboobno 3000

PasswordPrompt

000000000000000000000000R 000000000000
00000% 0000000000000 00000000000000000
O000s%resh's password: ] 00 0000000000000000000000
0)HO

PkidAddress
PKI Services Manager U0 0000000000000 OO0O0OO0OOOO
localhost:18081 O O O

PkidPublicKey
Reflection PKI Services Manager 0000000000000 0O0O0O00O0O00O0OO
O000000000 /opt/attachmate/pkid/config/pki_key.pub OO0

Port

gobooboooboobooboobobog 200000 SecureShell DO OO
goboob0o0d Ob0O0ssh OOO0ODOO0ODO -pUOb00ODOO0ODO0ODOOOO
goboobooobpooog

QuietMode

goboboooboobooboobooboobooobobooobooobooo
0000000000000 00000 DbO0obO0o000yesDOOOOnoDOOO
U000 000 OO00Ossh DOOO0OO0OOO0O0 -qOOOOOODOOOOODOO
gobooboobooobooo
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RekeylIntervalSeconds

goobobooobooobooboobobbooboobooboboboobooobo
gobobooboobmoboomooboobonooonoomoobog 3600 O
UMO0D00O RekeyLimit OO0 D00 00D00O0D0O0MMODOOMMIDOOODOOO
goboobooboooboboobooboobon

RekeyLimit

goboboobooboobooboobooboobooboboooboobo

gooboboooboobooboobbooboobobobobo0ob ™K
OMOOODODOOGO@UobOOoOobOoboooboobobbooboooboony bo

goboobooboobooboobob o0obdOO0obOoO0DbODO Cipher OO

gbobichoob4cO0O00000000000000 RekeylntervalSeconds U [
gobooboooboobooboobobobooboobooboobooboobooo
goooooooooo

RelaySignals

0000000000 00000000D00000DRelaySignals O 0[O ABRTO
ALRMO FPEO HUPO ILLO INTO PIPEO QUITO SEGVO TERMO USR1O USR2 0 0O O
goboboobooboobooooboobuooboob ke 0O sroe 00O
g/gb0bo/0boobooboooooboobuooboboboboobooobon

RemoteForward

goobobooobmuooboobobooboobgoobobboobooobooon
gobooboooboobobbooboobuooboboobooobon

[protocol/] [listening host:|listening port:host:hostport

Secure Shell 0O O0O0OO0OO0OOSecureShell 000000000 OOOOOO
(1istening port) OO DO OODOOO SecureShell DO ODODODOODOOOOODODOO
Uy bgoooboobooo@wooooobboooboooboooboooboo
Uo0o00ob0D0o0bO0oO0DbO0000 1istening host UOUOODOOHYOI@QUOODOOO
gobooboooboobgooobo0)y oboboobooboobooobooboo
gobooboooboooboobo0 @oboboboobooboobooy oboo
gdooooooooobooooooooooooooooooooooooooo
000000000000 0000000 SecureShell OO O0O0OO0O0OOOOOO
O00O0OSecure Shell 00 OO 0OO0OOOOODOOOOOOOOOO0OOOODOOO
U (host,hostport) OO ODOOD0UODOOODN protocol O tep U UDO ftp OO
gdoooooon

U000O00O0OFTP ODOOOODO ESecureShel DO ODOODODOODOOODOO)
0000000 FIPOOOOFIP OO0 SecureShell DOOOO0O0O0OODODO
oobooooobO)y bOo0obOo0obOobObOOobDOo0obOo0oD 3333 000o0o0oo
FIP DO0D0OO0O0O0DOOD0OO0O

RemoteForward=ftp/3333:1localhost:21

U0Lsh ODOODO0ODOO -ROODOOODOODODOOODOODOODODOO
goooooooo

SendNOOPPackets

O000000 SecureShell OO0 O0OOO0OOOOOO0O NOOP OOUOOOOOO
0ooo0ooob0oo0o0oobO0boooobO0obOyesDODOOOOODOODO
ServerAliveCountMax [1 3[ ServerAlivelnterval [1 600 0O O O0O0OO0OO0OOOONO
O00000D000000OOyesOOODOnoOOOODOODOOnoOO OO



106

Reflection for Secure IT

ServerAliveCountMax

oooooOoOo0O00o00oboObOobOo0o00o0oobOoO0o0o0ooDobOobOOo0o0oOooooon
ServerAlivelnterval 0 0 00 0000000000000 0O0DOOOO
¥fBServerAliveCountMax 0 0 0 0 0000000000000 DOOO0O0O0OO0ODOO
00000000000 oooo0oooooooooooooooomooan
0000000000000 00000000O00000000000 300000
00 O ServerAliveInterval [1 600 [ [J ServerAliveCountMax [ 3 D OO OO0OOOO
0000000000000 000000000000 300000000000
000 10 0000000000000 00000D0O000O0O00O0O000000oagd
30 000000oooooooooog

ServerAlivelnterval

Secure Shell DO O DOO0ODOOD0ODOODO NOOP ODDOOOOODOOODOODOOO
gobooboobooboobooboobooboobooboboooboobo
goobobooobooobooboboboobooboobobooboobooobooo
0000000000 Db00b000b00b00O0Ob0O00bO0 SecureShell OOOO

TCP DDOD00O0ODOUOOSecure Shell 000 ODODOO0DOODOO0ODOODODOODO

goooboooboobonono @obo NATDOO) UOobooooboonog

gobomoboooboobooboboobooboobobboobooboon
00000000 ServerAliveCountMax U000 0OO0OOO0OODOOODOOOO
gooboboooboobooboobooob0o oOoboboboboobooo
goboobooobooboboboobooobo

SetRemoteEnv

oboboooboooooobooooboooooboobooboobooomoog
U0 var=val D0 O000000000D00OOver OOOODOOODOOODODOO
gooobooobooobooobgooo

gb:0booboobobobobooboobobooboobooboobooo 1
goboobooobooobooboobobbooboobooboboboobooobo
googon

StrictHostKeyChecking

obooboooobomobooooobooooboboooooboooooobooo
goboobooobooboobooboobo

Oyes - 00D000D0O0DOO0ODOOODO0ODOOODODNO (sHOME/.ssh2/hostkeys)U
Ubo0ooOobOob0O0O0bO0bO000000 (sete/ssh2/hostkeys) DO O OONO
gooboboooboobooboooooboobooboooboobooobooo
gobooboo0oboobobobobooboobooboboooboo

UaskD - DO ODOO0DOODOO0ODOOODOODOODOOODOODOODOOODbOO0On
gobobooobooboobooooboobooboomoobooobooon
gopoboboooboooboobobooboobooboboooboobonooo
OyesDOODODOODOOODOOODOODODOODOODOOODOODOOODOOD
($HOME/ .ssh2/hostkeys) OO0 OO0 0D00OO0OOOOO0OOO0ODOODOOODOOOOOO
goboobooobooobooboonbo

Unol - 00000000000 O0DOO0O0DOODDOODOOODOO
($HOME/ .ssh2/hostkeys) U0 OO0 OO0 OODOO0ODOO0O0DOODOOODOOODOOO
goooboobooboobooooboobooboboobooobon
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StrictModes

goboboooboooboobooboboooboobooboboooomooo
UO000yesDODOOnoDOD00OOD0OOyesDODO OyesDOODOODOOOO
goooboobooon ¢eoMe/.ssh2/) DO0O0O0000O0DOO0OO0OO0ODOO0O0DOOO
gobooboobooboobooooboobon oo 744000000
gobooboooboooboobooobog 70 DOoDbOoOobOoOobOobOOoOobOooOon
(@00 sHOME/.ssh2/identification) O O0OO0O0O0O00O0O0O0/O000000O
0000000 0o0bo0obOobDoO eoo OO0 O00Db0O0O44 ODODOOOMDO

gb:gbooboobgooboboboboobuoobobobobooboooboo
gooobDogn suaictModes U U0 DUO0DOD0DDOOO0OOODOODOODOODOO
gobobooboobgoooboooooboobuoobobobobooboobon
gobooboo0oboobobobooboooboobonboog e00 OODO

TrustAnchor

0000000000000 0000 00000000 0o0oooooooboooa
0000000 00O Reflection PKI Services Manager 0 0000000000000
Oo0o00o0odoooooobodooooooooo0m@uoooooooooooa
U0 Reflection PKI Services Manager 10 0 0000000000000 OOO00O0OO
OO00D0O0OPKI Services Manager 1000000000000 0OO0O0O0 DN@ODO
O0)yOooOoooobooOoooooboooooboobooobooboooooobooo
0 0O O O Reflection PKI Services Manager 1 00 0000000000000 (PKI
Services Manager TrustAnchor 0 0 000 00 0O0)0

TrustX11Applications

XO0oOoobogoooo Xxnn obgoboboobooboobobboboobo
UooobDo0bDo0ob0oobDoobd0yesDO0OD00O0no0000D0O 0O OO noO
o0 OyesODODOODOO0ODODO0O0O X1 OODOODOOO X111 O0OOO0OO0ODO
ooo0obo00bDo0oboob0bDddncbO000OD0OOX11 OODOOODOODO
gobooboooboobooboomoob0oom@booboboboobooobon
ooooboo0obOo0obobobobDo0obo0ob XM gobooboboooobo
gboobgooboboobooog

User

goboobooboobooboooo™@oboooboobobobooboooboooon
gobooobooooobooboboobooboobobooboobooooo
goboobo0 suser UODOOODOODO

VerboseMode

goobobooobooobooboooobooboobobbobobo 20000
00000000 O00ssh OODOO0ODOOD —vOODOOODOODOODOO
gooobooboobonoboobobibO0yesdODO0no00 0O 0ODOU nol
goo

XauthPath

xauth(l) DO O0O00O00O000DOCOOOO0DOO0OOO0OOOOO0O0ODOO0O00DOO0
(/usr/X11R6/bin/xauth 0 0O)O
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goooobobooooad

gddbooobooooooooooobooooooooooobooo
/etc/ssh2/sshd2_config O 0O 0O

AccountManagement

go0o00ob00o0bO00bd sshd OO0 OODOODODODODOODOODOOO
gooooboobobobobooobobobboobooobooboobooboooo
0o0o0oo0ooboo00oobO0ob0o0ooobobobO00nOn passworddOO pamO0
UO000Onone0 00000000 pamO OO0

pam- 00000000 pPAM OODOO0OO0OO0OO0ODOOOOODOOOOOOOOOC
PAM 000000 O0OD0O0OODOOODO0ODOOODOODOOODDOODDOODOODO
goboobooboooboobooo

password- 00 0000000000000 OOCODOOOOCODOODOO
none- 0 O00000OD0OOO0OO0OOO0OOODOO0ODOOODODODDOODOODOOO

AddressFamily

gobobobobobooooboboobooobooboobboob Tee 0Oo0O
goboobooboobooboooboobdbbanyD@0OOODOODO0ODO
goooboooboooDOoD)DOinedddPv4 DO OO0 O0ODO OHOO D OO inet6APV6
oobooboo0nD) D00DbU00D0Oinetld DD ODOO: ListenAddress 00 0000
goooboD mpvda OO0 Pv6e DOOODOOODOO0ODODODOODODOOODOOO
gooobooobooo

AllowAgentForwarding

gobooboobooboobooboobooboobuoobobbdbyesti
U0no0000O0O00ODOyes DO OO

AllowedAuthentications

0000000000000 0000000000000o0ooDmooooooa
0000000000000 00000000O000000 10000000000
00o000O0ob0o0bO0 o 0bobDOobOoO0ob0O0oDOO0boOobOODo
RequiredAuthentications [J 0 00 O 0 00 RequitedAuthentications []
AllowedAuthentications U OO 00O OOO)

Ub0o0o0O00obO00o0dnd gssapi-keyexO O O gssapi-with-micl O O publickey[ O
U keyboard-interactive U 0 O 00O password 0 O O 0O O O O OO gssapi-with-mic, publickey,
keyboard-interactive, passwordd O 00 O

AllowedPasswordAuthentications

oooooooooOoooobOoOoooobooOoooooooobooooooDooboooo
oooooooooOo0oooDboOoooDbDoOooooOboOoooDooOoDOoo
AllowedAuthentications[] RequiredAuthenticationsJ [J UJ [J AuthKbdInt.Required [
ooooooooon
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AllowGroups

gobobooobomoobooboboooboobooboboboboboboooo
O000000o0oOooooDoooOOoOoOOOODOODODO D000 0oOooooOLoooo
O0o0oooorn 08 000000000000000 00D0O0O0OoDoooog
gobooboobooboobooooboobuoobooobon

AllowHosts

goboboobmoobooboboobooboobobbooboobooon
00000000000 ooooo0 DooooooooLoooooooonnn

OoOoooon os 000000000000000 000000ooooooo
goboobooobooobooboobobboboooboobo

oo:

oooooooooo geOO0OOO0ODOOO)DOOOOOOOOOODOOOO
0000000 ResolveClientHostName [ OyesD 0000000000000

ResolveClientHostName D0 yes0J 000 0000000000000000000
0 0 O 0 RequireReverseMapping 0 Dyes0O0O000IP 0000000000000
00000000000000000000000000000000000000
000000000000

AllowSftpCommands

U000 sfep OO0 sep UOODOOOOODOOOOODODOODOODOODO
0000000 odatddd nonedO0 browsedOO download OO upload 000 deleted0
Urenamell1 000 1 00000000000 00COOO0DOO00OC0OO0OAO0O Gupload
0000000000000 0000000O00O000000O0O00000OoOooao
O000000o0oo0oooo0obdoo0oddodddownload DOOOO
Od00o0oboo0oooooooooooooooooboooOoonoobdand
ooo

AllowTCPForwarding

goobobooobooboobooooboobuoobooboboo/oboon
Ugo0o00oD0o0bo0DOobD0000yesUOO0ODnoO0OOO0O0DOOyesDOOO O
goooboooboobo @gobobooboobooboyoobobo oo
gooboboooboooboy)yooboobobboobobobboboooboobooo
OO0 ForwardAcl OO ODOOO

AllowTCPForwardingForGroups
00000000 m@mooooooboooooooooooooooooooooon
go0oooooooooooooooooooonon

AllowTCPForwardingForUsers
godoooooboooboooooooooooooooooooooooooaaa
gooooooooooao

AllowUsers

goobobooobooobooboboboobooboobobobobooobooooo
0000000000 oooooooOoooooooOonnoss ooood

gooooooooo
AllowX11Forwarding

X1 0OO0O0Dboobobo0obo0oboboboobDo0o0bO00bDdyesDODODOOnoO
0boo000O00yesDOODO
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AuthFailureErrorMessages

Ono0000O00DOO0OD0ODOOODODOODODOOODOOODODOOODODOODO
gooobD SSH U000 oobDO0d0yesDOODOODOOODOOODODOO
goooboooboooobgooooboob.booboboobooboobooboo
goboobooobooboobooboobooboobuo0obOobbdyeshono
Ono0OO00O0OO0O0OOno0ODOO

AuthImmediateDisconnect

Ono0O000O0OD00O0ODOODOOODODODODOODOODOODDOODDOODOOD
0b00oobOoboo ssH OO0oOooooboObOyesDOOOODODOOOODOODOOO
goboobooboooobobooboo:.0obooboboobuooboobobo
goboboooboobgooboooobomoboobooboobooboobo
U0000000yesUO0DO0OD0noO00O00000O0no00O0

AuthKbdInt.Required

0000000000000 000000000000000000O000000a
0000000000000 000000O00000000O0oO0o0b0000a0a

O pamO 0O 0 password D OO0 0 0 O radiusH 0 0000 00O password0 0 OO O 0O OO
obooboooboo0ooooboooobob0blpam0 OO0 OOOPAM O
0000000000000 00000000000000radiesO00000OOO0O0O
10000 RADIUS OOOO0OOOOOOOOOOOOO

AuthKbdInt.Retries
goooooooooobooboooooooooooooooooboon s ooa

AuthKbdInt.Verbose

goboooooboooboobobbooboobooboboboobooobooooo
U0000OyesOOOODOno0 000000 DOne0 OO0

AuthorizationFile

gobobooboobgooooooboobuoobobbobooboobon
uboboboooooboobouo0oobOobOdseome/.ssh2 JOOO0OO0O @O0
UserConfigDirectory 0D 000000 0O0O0O) DODOOD0OOO0ODOOO0ODOOOO
gobobmooboobooboboobooboobobobooboboobooon
gobooboo0obOo0obooboooboobobobobobooboOorESDOOOO
goooooobooon

JO0O00000 ¢$HOME/.ssh2/authorization U OO

AuthPublicKey.MaxSize

gobooboobooboobboobbobboobuooboob 32768 ODOOO
goboboobooboobooooobooboobonboog 512 0 32769 O
gboboo0oboobooboboboobooboobobo

AuthPublicKey.MinSize

gobooboooboooboobooboboooboobooboboo 5120000
goobobooobooobooboobdbo boboDbOooobobobobobobooo
googn
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AuthPublicKey.Retries

gobobooobooboobooboobooboobuobobobooobDoobon
gobooboobobboobooboobooboobboobooboobooo
gmogboobomooboboobooboboboobooboom™oog 100
goo

BannerMessageFile

O0000oooooooobooooooooooooooooooooonooooa
Ooooooooooobooodoooooooooooon oo 0o0oooo
Oo0o0ooooooooooooooooooooooooooooooooao
Secure Shell OO0 0D O0O0O0O0OOODODOOOOODOO0O0OOOOOOOOOOOON
good /etc/ssh2/ssh_banner_message gooood

ChrootSftpGroups

uboobouiGfyp UO000obOobouoooboboooboobooooobooobooo
gboooobooooboboooooboooobobooon ssfp dOO0O00OO0
o0omoboboooboobooboboobooobooboboboboboboooo
gob0ob booboo0oboobobbo DoboobGeb Doobooobooo
gooooboooo

U0: 00000 OReflection for Secure IT DO DO OO0DODODO sftp OO0 scp O
O000O0O000D0O0o0o0obDOoOOoO0DOg OpenSSHsep DOOOODOOOOO
UboooooboooobobooonobOodO0d (Reflection for Secute IT sep O O
OO0sfep OOO0OO0OD0O0ODOO0O0OO0ODOOpenSSHsep DOOOOO0ODOODOOODOO
ooooDoHo

ChrootSftpUsers

sttp 00 0000000000000 DO0OO0O00OO0DOO0OO0ODO0DbOOO0™COO
gbouoboobdobooobooboooobg sp UO0O00O0DOO0OO0O0OO0DO

gobooboooboobooboooobooboobooboboobono oo
goooboooboob bobobobvuib gobgobooobooboobooo

O0: 000000 Reflection for Secure IT OO 0000000 sftp OO0 scp O
0000000000000 b00000b000 OpenSSHscp DO DOOODOOODOO
0000000000000 00000Db0000 (Reflection for Secure IT sep O O
OOsfp OOOO00OO0OOO0OO0OD0OOOOpenSSHsep DOOOOOOOODODOOOO
oooomo

Ciphers

oooooobo 10000 @QUubooboobD)y obobooboobooooo
00 0000000000000D00 dGipher DOODOOOOODODOOOOODO
0000 Cipher DOOD0OO0OO0DOO0ODOODOODO Cipher DODOODOODO OO
0000000 aes128-ctr00 aes128-cbe O aes192-ctr aes192-cbe aes256-ctr]
[ aes256-cbcIT] blowfish-cbc[IT] arcfour'[IT] arcfourl 28111 arcfour256[1 1] cast128-cbcl[L]
000 0O3des-cbcd OO

U000OOnene0 0000000 O0ODOO0ODO0DOO0DO0Onene00O00O0OOO
goboobooobOoobo™moboboobooobooboboboobobooboooo
RN

U0000o00000o000b000000aesO(ctr/-cbcO000D0O 128/192/256 bit 0
00000 0)00 blowfishO @ blowfish-cbed 0 O O )OO castd @ cast128-cbc U O O )1
0 3desD @ 3des-cbc0 0 0 0O UO Ay O OO0 AnySAO @O OOOOOOOOOOO +
U none)O 0 O 00O AnyCipherd 0 O O 0O AnySedCiphet I OO O O0O0O0 OO OO O)O
0000 AnyStdCipher O OO
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ClientAliveCountMax

gooboboooboooboobooobooboooboobobooobooobooo
goboobiooobo0obu0obibODD ClientAliveCountMax U O D 0O OO
gobooboooboobgooboooooboobooboobobooboobo

goboboobooboobooooboobmuooboboboobooobooon
gobobooboobooboooooboobuoobobobobooboobon
0000000000000 D0O0O0O ClientAliveInterval 0O O00O00MMOOO 3
goo

gb: 0000000 SSH OooDoobooboobono SSH Ogoooooo
gooooon

ClientAlivelnterval

0000000000000000000000000000000000000
00000000000000000000000000000000000000
000000000000000000000000000000000000
0000000000000000000000000000000000000
0000000000000000000000 ClientAliveCountMax 0 0 000
000000 o@O) 000

Compat.RSA.HashScheme

gooobD0 X500 0O00ooooooboono rRSAODOODOODOODOODOO
MD5; D0D00O000OD00O0OD0OO0O0ODLO0DL0O0D0ODbO0O0ODODD0ODO0Nd yesh
OO0 000000000000 no00D00O0ODOO (OHDOSHA-1 OODOODOO
000000Db000000000yesDOOODOODOOSHA-1 O0OO0O0O00O MD5
gobobooboobooboobooboobob

Compression

gobooboooboobooboooobboobboobobbooboobooon
goboboooboobooboobooboobobooboobobooooooo
gobobooboobo™mobobooobooboobobobooboboobooon
U00 DO0OD0O0000yesDOOO0O0OnoO000O000O0OyesODODOO

DenyGroups

gobobooobooboobooboobooboobuoboboboooboobon
0000000000000 DooooooLoLoOoooOoOOoOOoOoon ose
goobobooobooboob0o obboobooboobobobobboobooon
goboooooboobobobobooob

DenyHosts

obooboooboomobooooobooooboboooooboooooobooo
O0000oooooooooo0 oooooooooooooooooooonn

o000 ose 0000000000000ODODO ODOOoOOOOOOOOOOOO
goboobooobooboobooooboobooobo

oo:

oooooobooo qge UDOOOO0OOD0O) DODOOOODODOUODODO
00000 0ODOResolveClientHostName OO yesD0 000000000000 OO
ooo0ododoooooooodooooooooooooooooooa
RequireReverseMapping [ Oyes0 0000000

ResolveClientHostName D0 yes0J 000 0000000000000000000
0 0 0 O RequireReverseMapping 0 Oyes0 00 00IP 0000000000000
00000000000000000000000000000000000000
000000000000
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DenyTCPForwardingForGroups

goobobooobmooboboboboobooboobobobooboooboobo
0000000000000 DooooooLoLoOoooOoODOoOoOoOoon ose
gooobooobooobgoood

DenyTCPForwardingForUsers

gooboboooboooboobobbooboobooboboboobooobooooo

0000000000 pooooooooooooooooon oss 0o0ood
gooobooobooo

DenyUsers

goobobooobooooboobobboobooboobobobooboobooooo
000000000 DooooooLoLoOoDOoOOoOooon oss 00000
gooboboo0obo0 oboobobooboobooboboboobboobooon
goboobooobooooboon

FipsMode

FIPS140-2 DO O0OOO0OOO0ODOODODOOOOODODOODOOODOObOOoOobooon
gobooboooboooboobooboobbiboobioobbDyes000O0noO0O0O
Ub00no0OD0OO

ForwardACL

goboboobmoobooboboobooboobobobooboooboon
gobooboobooboboboboobooboobobooong

ForwardACL allow|deny local |remote user_ex forward ex [origin_ex]

user ex O OO0O0OOD0OOODOO0ODOOO/000000000DO0DOODOOO
oooooooooooooyooooOoooon og oooooooooooo
goor

forward_ex U O hostsport OO O0O0OOO0O0O0O0O0O0O0O0O0O0O0O0OO0O00OOO
gobobooobooobooboobobobbonobooboobooboboooo
gooboboooboooobooboboboobooboobooboooboobooo
gobobooboobooobobooboobooboboobboobooo
gobobooboobgooboooooboobuoobobobobooboobon

origin ex OIP DOOD0DO0ODO0DODODOODOO0ODO0ODOODOODOOODO
goboboooboobooboobooboobmooboboboobboobooon
goobobooobooobbooboboboobooboobooboobooobooo
gooboboooboobooboooobomoboobobobooboooboobo
obooboooobomobooooobooooboboooooboooooobooo
goo

GatewayPorts
go00doooooooobootooooooboooooooooooooooooo
000000000 bD000OyesDOODDOOnoDO0OOODOOOnoDOOO

HostCertificateFile
O0000000000 X500 D000 0OO0O0O000O000b00oooooooono
U000 HostKeyFile OO0 O0O0O

HostKeyFile

Specifies the filename and location of the private key used to authenticate the server. U 0 O [J
/etc/ssh2/hostkey 0O O OO0
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HostSpecificConfig

gobooboo0oboobobobobooboobooboboooboo

HostSpecificConfig host_expression subconfig file

gooboobooboobgooobooooboobooboobobooboobo
goooboobooo

ooooooboobo qgpe UDOOO0OO0OOD0O) DODOOOODODOUODODO
0000000 ResolveClientHostName O OyesD 0000000000000

IdleTimeout

0000000000000000000000000000000000000
0000000000000000000000 s00000000000000
00000000 mO0000 @OOO0D0 (0000000 ) 000000
000000000000000000 () 0000000 000 0000

IgnoreRlogin

00000000 AIXOOOOOODOOOOOOO0 sete/security/user 00O
Odogin0 0 0000000000000 O0DOO0DOO0O0DOO0DOO0OO0O0O0O0DOOyesOO
Ono0 0000000000 00000000C0O0D0000O+egin0OO00OODOOO
UO00: sete/security/user U U UloginJ O U O 0O Secure Shell DO O OO0OONO
goooboobooboobooboobo0ob0oobodobdbignoreRlogin [
gooooooood

KeepAlive

odooOd Tce OO OoUoOoooooOoobDOoOoUOooOooooooOooOoon

0000000000 00000000 00000O0o0oo0o0000ooOooooboooa
0000000000000 0D0yesOOOD0OD0no0000000OyesHODOOODO:
ClientAliveCountMax [ [0 [J ClientAlivelnterval 1 SSH 00O O0OO0OO0OO0OOOO0O
OO0 SSH U000 0O000D0OD0O0O0ODOOKeepAlive OO0 TCP ODOOODOOO
Oo000000O0rTCce DO0O0O0O0OOO0ODOOO0OO0OO0OOOOODOOOOOOOOOOO
0000000o0oO0o0ooobooOoooa

KEXSs

JoddooDOo00o00DoOoOoO00o0ooDobOoooOoOoooon

O diffie-hellman-groupl-shall] 00 O 0O O diffie-hellman-group14-shal0 0 OO0 0 OO0 0 OO
doodooobooooooooboooooooboooao

U diffie-hellman-group14-shal,diffie-hellman-group1-shalll OO0 O O

LibGssKrb5

GSSAPI (Ketberos 5) DO DO ODO0ODOODOOODOO0ODOO0OOODOOOOOOO
libgssapi_ktb5.so DO OO OO Ketberos DO OOOOOOOOOOOOO0OOODOO

LibKrb5

O0000OGSSAPI (Ketbetos 5) DO OO0DOO0O0OODO0OO0O0ODOOLibkrb5.s0 O
OO0000 Ketberos 0O ODOO0ODOODODODODOOODOODOOO

U0: 00000 1ibkrbs.so (U OO .s1on HP-UXPARISC) DO ODOOOOOOO
gobobooobbooboobobooboobooboboobooboobooo
o000 1ipkrbs.so DOODOOO0OO0O0DOODOOODOOODOO0ODOODOODOO
RN
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LibWrap

00000000 TCPWrapper DO DO OO0O0ODOOTCP Wrapper DO OO0DOOO
goo000bwrap UO0OO0O0OD (nibWrap=/usr/lib/libwrap.so U0O) OO OO
uboobouobooOdibwep DO0O0OO0OO0OO0OO0O0OO0O0DOOOOOOOOOODOO
gobooboobooboobooooboobuooboboboboobgrTer
Wrapper OO OOO0O0O0O0ODOO

Ub. 0000000000000000000000000000 libwrap OO0
gobobooobooobooboobobobooboooboboboboboboooo
goboobooboobonoboooobooboobuobbobuodbddsshd
goboobooobDo0obobooobbo0obo0bO00bOdUsshd DODOOOOODO
gooobooboobobboobo0oboobobbobo0obOg0bUdsshd O
gobooboooboobooboboobooboooboboooboobooo
gooboboooobooboobobobooboobooboobooboobooo
googon

ListenAddress

sshd U0 O 00000000O00000O00O000O000O0O0000O000O0I1rv
goo meve DODDODOO 1 000000000000 O0DO0O0ODO0OOany00O
U J0DO0Do0O0bDODoyDO DO 0D0O00DO0DO0O0Db0DO0DbO0DnD 1pv4 O
oo pve OOOO @r::1,0.0.0.00000)000000000000000O0
Ipvda OO0O0ODOO0OOOOOODOOODOOODODOOD P4 00000O0ODOO
gobooboooogdive D0O00O0O0OOOOOO0ODOO0ODODOOODODOODOO
gooobDoonD mevda DUO0ODODO0OODOODOO0DOO000D0OO0OD Secutre
Shell DO ODOOODOO0ODOOOOODOOODOOODOODODOODOODOODOODOO
gooboboooooobbobboboobooboobooboobooboobooo
gobooboo0obooobooboOon pert UODOODOOODOOODOOODOODOO
Ipve OO0O00O0OO0OOODOOODOOODODDOODOODODDOODOODOOO
oobooboooboooboono

IPv4 O 0O 0 :ListenAddress=209.85.171.99:6666
IPv6 O 0O 0 :ListenAddress=[::D155:AB63] : 6666

ListenAddress [1 AddressFamily 0 00000000 OOO OO AddressFamily [
inet 0 O 0 OListenAddress U OO any(l00 0.0.0.000 0 0O 0O O O O O DAddressFamily
O inet6 OO O OListenAddress O OO any000 [::100 0 0 0O O 0O O O DAddressFamily
O0inetl0 0 000necc0 00000000 ODOOListenAddress 000000000
U00000000O0sshd DOO0ODOOO0DOODOOOOOOOOO0OOOOOO
ListenAddress [ IP D0OO0O0O0O000D0000O0D0O0ODOOUOAddressFamily [
ooooboooooooooooooooboooooooooooooobooboOoooon
ooooOoooobDoooobDoOooobDoOooooboOoooon

LogCertificateSubject

gooobooob0oob0o oboob0)0 ohyboobboobooboobo
gooboboooboOoobooboboboobooboboboboobooobooo
UooobDo0DoobobDO0ODyesU OO0 0no000000O0O0yesDDOODO

LoginGraceTime

gobobooobooboobooooboobmooboboboobooboon
goobobooobooboobooooboobuooboobob boobooo
goog (o boobgoDb oOgoboDb 120000
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LogLevel

syslog 000000 sshd 0O 0OO0O00O0OOO0O0O0ODOOOODDOOOODODOOOO
00000 fatalld O O errortd O O quietd O O infold U O verbosel U 0 debug1U (U debug]
0 1 000)00debug202 O 0O 0O)0O0O debug30(3 O O O)OO O OO tracedd debug990]
O 00b0)D0mobooobooooonoOon syslog U000 Oatal OO CRITO
error O quiet 0O ERROROinfo O verbose O O INFOO debugl/debug2/debug3 [

trace 0 DEBUG O0O0O00O0O0 OO0OOOerrorf0OO0O0

LogPublicKeyFingerPrint

goobobooobooobooboobobboobooboboboboboobooobo
goboboooboooboooboboobuooboobobboobooboooo
U00000OyesDOO0OOnoD 0 OD0O0OO0OyesDOODO

MACs

ooooboooobooooobooooDbo MAcOOOooooooooooon)
0bOoo0o00obO0b00000000 hmace-shall O O hmac-shal-960 O O hmac-md50 O
0 hmac-md5-960 00 00 hmac-ripemd1600 O O hmac-sha2560 0 0 O OO hmac-sha5120 0 O O
000000000000 0D000AnyMacD0 0000000 O hmac-shal0 O

U hmac-shal-960 U 00 hmac-md50 0 0 U O 0 hmac-md5-9600 O 0O O O U OO AnyStdMacll
gooobDoobDoobuobibOdDUdanoned OO anyd (0 AnyMacll +0 noned O O
0)HOO O 00 AnyStdOd AnyStdMacO+# noneO0 O O) OO0 O OO0OO0D0O0ODO MAC
O0o000o00oo00O0o00oooOoOoooO0o0o000o0O™nened OO0 OOOO MAC
oooooobooooobOoOooooOooO0ooooObO0oOooooDboOboO0ooDboODbOoo
O0000000D0DOnene0 00D000O00DOOOODOOOODOOO DOO
U 0O AnyStdMacl 0 O O

MaxConnections

gobobooobooboobooooboobo oboobobooog (o o
gooobono ooobg so 000

MaxStartups

gobobooboobooboooooboobuoobobobobooboobon
U00000000000D00 LoginGraceTime 0000000000 ODOOOOO
goooooobg 10000

PamServiceName

goboobooboobonibOdn PAM (Pluggable Authentication Modules) U O 00
O0o0oobobOoooobOsshObogon

PasswordGuesses

goobobooboobgoooooooboobuoobobbomonboo 3000

PermitEmptyPasswords

gooobo0 (NULL) bDobooboobooboboobooboobooo
00000000 DO0OO0O000D0yesDOO0OOnoO00000OO0OyesHODOO

PermitRootLogin

oboooooboboooboobooooobooooboobooooobobomobooo
UO000yesD 00 no 0O 00O DO O without-password [ 0 U O without-passwordd U [
O000o0O0o0oDo0oo0DOoO0OpublickeyD OOOOGSSAPIDOOODOOO
oooboooooooooobDooooooooboooo0oDooOouooDOdyesd
ooooooooobooooobooooooboboOoooobOboOoooDon
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PidFile
sshd DO 0O0O00O0 IDOOOOOOOOO0OO0OO0OO0OO0OO0OOOOOOO0OO0OO0

gobooboobnd ssO00bo0boomobobobobooboobooo
googooooo

PkidAddress

PKIServices Manager 0000000000000 DOOOOODOOOOOO
localhost:18081 O O O

PkidPublicKey

Reflection PKI Services Manager 00O 0000000000000 O000OO00O00OO
O000000000 /opt/attachmate/pkid/config/pki_key.pub OO0

Port

goboobooboobooboobooboobd 2200000 Secure Shell O 0O
googoooooboo

PrintMotd

gooobooobooboobooooboobooboobg sete/mota U OO
motd (message of the dayJO O OO OOOONO) OOOOOOO0ODOOO0OO0ODOOOO
O00@OO0O0D00 rete/issue UODOOOO0O0O0O0O0O)H)ODOODOOODOOOyesOO
O00no000000O0OyesDODODO

ProtocolVersionString

goboobooboobgoobooooboobuooboobobooboobo

goboboobooboo@uoobobbobooboOgssH-20-0000000
goboobooboobg ssH bDoobooobobooobopoobooobooon
U RFC ODOOD0ODOODOOODOODOODODOHDODOObDOObDOoOobOooo

0000000000 0D000OProtocolVersionString 00000000000 O
Ooboobooboboobooboobobooboboobooboobooo
gobobooboobgoobboboobboobooobooboobooboonoo
goooooobpooog

gb:gbooboobooboobuoobobbobbobboboobooobon
goboboooboooboobooboobooboobooboobooooboooo
goboboooboobooboooboobooboobobobooboboboooo
gooooooboo

QuietMode
UooobDo0bDo0obobDibobi0O0bDO0OLeglevel UODUODOOODOOO

RadiusFile

RADIUS DO 0000000 O0OOO000O0DOOOO0OO0O00O0DOOO0O0O0O0OOO
0000000000000 v/ete/ssh2 00000000 OOOOOOOOOO0O
O000000000FLESOO0O0000 /ete/ssh2/radius_config OOOO0O
doo0oOoOoOoOO00000obOoO0o00o0oOoOoOoO0000o0DbDbOobOOo0oOoon

RekeylIntervalSeconds

goobobooobooobooboobob0o ooy boboboobboboooo
goboobooooooboobobooboobooboboobooobooo
goboobooobog 20 00000 O0O0ODO0ODOODOODOOODOODOOOD
gooobooobooobgooobog oy boboobUdbooOobOoOobODOO
gooobooobooobonobog oboog 3600 OO0O
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RequiredAuthentications

oooooooobOtr 0O000OO0000DbOO000OoDOoO0oOooOb0OooDoO0ooDn
oooooooobooooobooboo@mooooooooooboooooobooogon

UbouoomooonoobdUOd O gssapi-keyex T gssapi-with-micIT] publickey[]
U keyboard-interactived O O O O O passwordd O O O

0 O : RequiredAuthentications [ AllowedAuthentications DO OO OO OO

RequireReverseMapping

gobooboo0ob00o0ob0oobob00o0oboobOobo0ob0O0 pNsSOOoobo
goobobooobooboobobooobooboobobboobooobon
ResolveClientHostName UUyesUO0 0000000000000 00000OO0O yesU
U000no0 000000000 OO0

ResolveClientHostname

ooooooooooooo rirO0oo0OO0O00ooOoO0oOooboOooooboOoooon
gbobdOOvyesOOOOOOOOOOOODOOOOODOODOOOOODODOOOOO
gboooor ooogobooboooooboooobooboooooboooooon
000000b00000O0000000 (AllowHosts[l DenyHosts[]
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StrictModes
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ssh [-4] [-6] [-a] [-c cipher] [-C]| [-d debug_level]| [-e character]

[-f] [-fo] [-F file] [-g] [-h] [-i file] [-] username]

[-L [[protocol/]listening port:host:hostport| [-m mac_algorithm| [-n]

[-0 option| [-p port] [-q] [-R [protocol/]listening port:host:hostport]

[-s subsystem| [-S8] [-t] [-v] [-V] [x] [-X] [-Y]
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ssh-keygen 00000000000

ssh-keygen [-7 file| [-b bits| [-c comment] [-D private_key]| [-e private_key]|
[-F key] [-h] [-H key] [-i key] |-k file] [-N new_passphrase]| [-0 key._name]
[-O key_file| [-p passphrase| [-P] [-q] [-t key_type]| [-V] [-X cert] [key_namel key name?Z ...]
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O0: ssh-keygen 00000000 1 000000000C0OOO0OOO0OOOOO
goboobobooboooboooboon

-0 key

O0000 OpenSSH ODOOO0OD0OOOODOODOReflection DO0O0O0O0D0OO0OOO
goboobooboobonpboobooboobuoobobb ssh200000O0
goooboooobooo

-p passphrase

gobobooboobo™moboboobooboobobboobooboooon
gooboboooboooboobobobooboobobobobooboobooo
gobobooooboooboobooboobooboobobooobooobooo
oboooooboooobobooooobooognD pOO0O0O0OD0ODOOO
gobooboobooobooo

gobooboooboobooboobooboobooboboooboobonooo
gobobooboom@oooboboobooboobobbooboooboon
goo
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-q
gdodooooooooooooooooao

-t key._type
gddboooboooooooodobooboouoodoboddorsa0d 0
Odsa0 0 000000 rsad OO0

-V
ssh-keygen 000000000000 O0OO

-X cert

goboonb X509 D0OOoooOoooobooboboogooo

|key_namel key_name?2...]

gooboboooboobobbooboooboobobbo@mooobooboooo
gooohooobobooobooDb pup000000000OOODOOOOOO
goo



[

scp UOOOOOOOOOONO

scp UODOODOO0ODOODO

scp [-4] [-6] [-a [arg]] [-B] [-b buffer_size]| [-c cipher] [-d] [-D debug_level] [-F file| [-h] [-i
file] [-N max_requests| [-0 option] [--overwrite] [-p]

000000010000 (o 00) 0000000000000 (—option) 0000
00000000000 1 00000000000000000000000000G+h
0000000000000000000

4

gob0 v OOD0DODOO0ODO0DODODOODOOAddressFamily D OO0 00O
goo e 0gb0o0boobooboboobon

goo eve DODDODOO0ODO0DODOODOAddressFamily 0000000
goo i 0gb0o0obooboobobooobon

-a [newline_ type]

ASCl OO0 0OO0b0oOo0booboobmobooboobobobobooobooon
O000000wixOO 000 desID OO O ODOO0ODOO0ODONO0OD Unewline type
oobooboo0obOO0o0obobobob00o0oboobobbo0obD0oobob0bOste:D
U00desc DO O0D0OO0DOO0DODOOODOOODOO0ODODOODOODOOOD0
gooobooobooooobooboobo

scp -a srciunix —a dest:dos unixhost:sre_file winhost:dest_file

U000D0destunix0 000 0srcunix0 0 0000000000000 0O0O0OO0OO
U000 0b0O00b000b00o0bO0obboOobODsecd0D0dest D OD0ODOO
gobooooobooboboboobooobo

gobooboo0ob0o0obooboobobD «000Db0O0DO0ODbDOObDOODOO
obooboooobooooobooboooooboooooobooboomooboobooo
goboobooboobgobpos ognoooooooooo

-b buffer size

goooboobooobobobooboobooboobobn 32768 DOODOO
gooonbooonog 1024 DO0ODOODOOODO0ODOOO0ODOODbOObDOObDOooOon
gooboboooboooboooboboboobbooboobobooobooobooo
goobobooobooobboboboboooboobooboboobooobooo
goboobooboobo.ggbooboobobooboobobooboon
gobobooobooboobooboobbooboobooobobobooobooo
gobobooobooboobooooboobomoboboboobooobooon
goboobooobooobooboobooboobomoboboboboooboooon
gooooo
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-B

obooooonD sep 000000000 ODOOOOODOODOOOOODOODOOO
gobobooboobooooboboobogobooboobobooboobooo
gooboboooboobooboboobbooboooboobooboobooo
gooobooobDoooboobDgiD--overwrite D0 o0 DO 0OOO0OODOOOO
scp UODO0ODODOOODO0ODOOOOODOObOOOn

-C cipher

d

-D

0000 10000 ooOoboob0)y OboobOOobooDOobOobOoOoD oo
000000b000000 Cipher DO0O0DODO0O0O0O0DOO0ODOOOODOODOO
Cipher O O0OOOODOODOOOOODOO Cipher DOODOOOO OO0ODOODOO
[ aes128-ctr[I1] aes128-cbcl ] aes192-ctr[11] aes192-cbc] aes256-ctr[1 1] aes256-cbc[]

0 blowfish-cbc O O arcfour'l] O O arcfour1280] [ O arcfour25600 [ O cast128-cbcl O O O

0 O 3des-cbcd OO0

O000OOnene0 0000000 O0ODOO0ODOO0DOO0O0DOOnoene00O00OOQOO
goobobooobooobo™mobobooobooobooboboboobobooboooo
g

Ubooboobobooobobounddaesd (ete/-cbcO0 OO0 128/192/256 bit U
00000 0)00blowfishO @ blowfish-cbed 0 O O )OO castd @ cast128-cbc U O O )1
O 3des @ 3des-cbc0 0 0 0HO0 Ay O OO0 AnySdO @O OOOOOOOOOOO +
O none)O O O 00O AnyCipherd 0 O OO AnySedCiphe: I (@ OO0 D000 D0 O0D0 OO O0)HO

Cipher JO00OO00O0D00D0O0ODOOSecute Shell 00O O00ODO ssh2_config(5) OO
Ciphers U0 O00O0OD0OOO Cipher DODOODODOOM OO M AnyStdCiphet[T] O O

0o0o0odoooooboooooooobooooooooooooonooooa
O000O0O gestination DO OOOOO0O0ODOOCUOOODOCOOOONO source_file
o0oo0ooooooooooooooooooooooooooooooa
¥fIsource_file 00 demo 00O 000000000 O0OOOOOO0OO
destination OO OO0OO0O

scp source_file joe@myhost:~/demo/destination

d 0000000000000 00000 source_file 0 destination OO OO
gddbodoboooooooooooboouoouooooboooboan

scp -d source_file joe@myhost:~/demo/destination

debug_level

goboboooboooboobboooboobooobuooboboooboob2o
30000 9 000000 @ 40 990000000 DOODODO3O0ODbDOO
goooobooomo

-F file

gdodbooboooooooodoooboooooooooon

($HOME/ . ssh2/ssh2_config) goooooooooooooooo
(/etc/ssh2/ssh2_config) OO OO0OO0OD0OO0O0OODOOOOOODOODLOOOO
gddodoooo@mooooooooooooooooooooooooooo
ooooooooon

gobooboobooboobooboboon
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-i file
O0o0o0obooooono midoboooooooooooboooooooooon

godoooooooooouooboooooooooooboooooooooonon
ID OO0O0O0O ¢$HOME/.ssh2/identification OO 0O

-N max requests

goboobooobooboobooboobooboobooboboobooobooo
goooboooboobooboboooboobooboboobono 1o

-0 option

goobobooobooobooboobobooboobooboboboobooobo
0000000000000 00000DOssh2_configh) DOOOOOODOOODOO
gooboobooboobopoboboobuooboobobooboobon

-0 keyl=value

-0 keyl="sample value"
-o "keyl value"

-o key=valuel,value2

-o key="valuel, value2"

goboobooobooobooboobobD eObbOobOoOobOOO

-0 keyl=value -o key2=value

--overwrite [yes|no |ask]

gobooboobooboobooboobooboobooobuoboodyestn
Uno0O000D0skDOD0O00OD0OOyesOODOOOO: OD0DOODOO0ODOODOOO
gboooobobooobOobooonogbDOsmart Copy DOODOODOOOOODOO
goboboooboooboon

goboobooobooboobobooboobooboboboobo

-P port

goboobooboobooboobooobnb 200000 SecureShell OO0
goboobo0 0booboobob pere JOOODOOODOODOODODO
googooooboo

-q
gobooboooboobobobooboobooboooooboo

goboboobooobooobooboonbooo

-r

gobobooobooobooboobobooboobo

-u

goboobooboobooboobobooboobuoobo

-V

goobooboobooobooboooobooboobobbobdon 20000
gooobDo0obDO0 DDOO0D0OO00DbO000 VerboseMode DU D DODOOODON
gobooboooboooboooo
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-V

gobobooobooobooboobobooob0omobobobooboboooo
gobobooboobooboooonboo



[

[

J

sftp OO OO OOOOOOO

sftp DO O00DO0O00O0O0O0O

sftp [-4] [-6] [-b buffer size| [-B batch_file]| [-c cipher]| [-D debug_level] [-h] [-m
mac_algorithm] [-N max_requests| [-0 option] [-P port] [-v] [-V] [[user@]host[#port]]

000000010000 (o 00) 0000000000000 (—option) 0000
00000000000 1 000000000000000000000000000+h
0000000000000000000

4

gob v OOD0DODOO0ODO0DODODOODOOAddressFamily D OO0 00O
goo i 0gboooboobooboboobon

goo meve DODDODOO0ODO0DODDOODOAddtessFamily 0000000
goo i 0gb0o0oboobooboboooboon

-b buffer size

goboobooobDoobopoboboooboobOoobOobn 32768 DOODOO
goboobooonbog 1024 DO0ODODODOODO0ODOOO0ODODODOODODOObDOOOD
gooboboooboooboooboboboobbooboobobooobooobooo
gopbobooooobbobbobooboobooobobooboobooo
goobobooboobo.ggboobooboboobooboboobooon
gobobooobooboobooboobbooboobooobobobooobooo
goboobooobooobooboobooboobomoboboboboooboooon
gooboboooboooboobooboboooboomCobooboobooboooo
gooooo

-B batch file

gooobooon stfp DODODDODOOODOODODODODOODOODOOOD
UO0sftp DO OO0 ObyeOexitUO OO quit 000000000000 O0ODOO0OO
gobobooobooboobooboobooboobbooobobobooboooo
gobobooobooobooboobooboobboobobobooboooboooo
gobobooobooobooboobo™@ooobooboboboboboboooo
sftp 0000000000000 O0DO0O00O0OO0O0O0OO0O00O000000
goboboobooboooboobo-o@cobooyoboobooboobobo
gooooooboo obgoobOon
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-C cipher

o000 10000 OooOOoboob0)y boooOOobooOoDOobOobOooD oo
00000oO0bO0000nDO Cipher DOODOOOO0OODOODOODOODOODOO
Cipher 000000 O0DOOO0OODOOO Cipher DOOOODOO OOOODOOOO
[ aes128-ctr[I1] aes128-cbcl ] aes192-ctr[11] aes192-cbc] aes256-ctr[1 1] aes256-cbc[]
O blowfish-cbc O O arcfour'l] O O arcfour12801 [ O arcfour25600 [ O cast128-cbcl O O [
0 O 3des-cbcd OO0

O000OOnene0 0000000 O0ODOO0ODOO0ODOO0DOOnoene00O00OOOO
oboobooooboooobmoobooooboboooooboooooobooo
g

O0o0oOo0oo0oDOo0oo0obDOO000OaesdGete/-cbcd OO0 128/192/256 bit O
000000)00 blowfishO @ blowfish-cbec 0 O O )OO castd @ cast128-cbed O O O )1
0 3des0 @ 3des-cbc D0 O OO AnyD O OO0 AnySd0@O O O0O0O0O0DODOOODO +
O noneHO O O 00 AnyCipherD 0 O OO0 AnyStdCiphe: (@ OO0 OO0 O0O00D0 OO0 O0)O
Cipher 0O ODOO0D00ODODOOD Secure Shell DO OO OO ssh2_config5) 00

Ciphers U0 DO00O0O00D0O0O Cipher 0000000 MM OO I AnyStdCipher[11 0O O

-D debug level

-h

gobooboooboooboobbooboobobooboooboboobog1b2o
30000 99 000odnD @ 40 9¢0000DbO0ODbOODODO3O0ODOO
goooooomo

gooobooobooobooboobobooon

-m mac_algorithm

ooooooboboo MAcOOoooooboobooyooobobomoooboobo
U hmac-shal000 hmac-shal-96000 hmac-md5000 hmac-md5-96000 hmac-tipemd16000
U hmac-sha256[11] O [T] hmac-sha512l0 0 M 0000000000 OO0 O I AnyMac
000000 00 hmac-shal OO0 hmac-sha1-96000 hmac-md5000 O OO hmac-md5-960
00000000 AnySdMac0O0 000000000000 0D0000 nonedO0 anyld
O AnyMacO +0 none00 0 0 0)O O 0O OO AnyStd0 @ AnyStdMacOl +0J none00 O 0 0O) O
00000000000 MACOOOUOOOOOOoOooooooooooooo
O0Onone0 0000000 MACOOOOODOOOOOOODODODDOOOOOOO
0000000000000 00000000000O0O00nene000O00OOO0O0O
O000000000o0oon

-N max_requests

-0

goobobooobooobooboobobooboobooobbobooobooobooo
goobobooobooobooboboooboobobobobbooboOo 'eobo

option

goboobooboobgoobooooboobuooboobobooboobo
Ubobobouobo0o0oobOobOo0nb0dDssh2 configh) DOODOOOODOOOOO
goobooboobooboobobooobooboobobooboobon

-0 keyl=value

-0 keyl="sample value"
-o "keyl value"

-0 key=valuel,value2

-0 key="valuel, value2"

goooboooboooboooboooob o obboboobonoo

-0 keyl=value -o key2=value

--overwrite [yes|no |ask]
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oboooooboo0o0oobO0oboooobobooob0obbooooOoboodyesdd
Uno00D000D0skDOO0O0O0OO0OOyesUOODO0OO: OD0DOO0OD0DO0O0DOODOO
ubobobooboboouobobouobodobOsmartCopy DOOOODOOOOODOO
gobooboobooooboon

-P port

gobooboDo0ob0OO0o0obo0obOo0oboOoOonbDD 200000 SecureShell DOODO
000000 ObO00bOo0obobD pert ODOODODOODOODDOODODODO
gooooooboo

-V

gooboobooboobopobobooobooboobobbobon 20000
gooobDoobDO0 DDOO00OO00DbO000 VertboseMode DU D DODOODON
goooboooboooobooo

-V

goboboooboobooboobooboobomobooboobobooboooon
goboobbooboooboooboobooobo

OO0O0000 sftp DOOO
00000000000 sfp 00000000 sfp 000000000000 00OO

ascii [-s] [remote_newline| [local_newline]

000000oooooon ASCl D00 OodooASCI J0o0dooooooad
ooooooooooooooooooooooooooooooooa
remote newline [l local newline OO O OU0OOO remote newline DO OO OOO
OO0O0ODOSHO ¥t¥n) D0 UnixU ¥n) DDOODODOODO0ODODOOODOOODOOO
O000oooooooobooooooobooooooob0boooooooooooa
O0000dddooooooboodoooooboboooooooooobDos OOoad
Uo0000000O1ocal_newline DO UODO0OD0OD0UnxOX¥n) DO0D0O0D0OO
ooooooooooon s gooooon

auto

00000000 0000D0O0O0O0DOO0DOODO0ODOODOOODOODOOOD
goboboooboooboobooboobooboobOonob Ascn ogoooo
goboboooboooboobooboobooboobOooboboog Ascn 0o
0000000000 ext0Ontm*0p10phpx00 00000 sfep OO0 O0O0O0O00O0OO
Uo0b00b00000OGsetext DOO00D000D0O00OO0O00OO0O0OODOOO0OOODO
goooboo0o0bo0o0b00b00000 FileCopyAsciiExtensions U 0 U 0000

binary
bobobooboooobobobooboooobooobobooooboobooog
gbooooooboboooboobooooboooobobooooooobooonog
0 AScn 0gooboboogobooooboonbo

bye
O000quit OODOODODO

cd directory

Uoo00obDo00b0000 directory DOODODOODO
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chgrp group file

file OO0O0O0OO0OO0O0ODOO0ODOOO0OOOOODO0ODODOOO grouwp OOO
gooobooboobopobobn ID@Idby bogoooooboobooon

chmod[-R]mode file

fizle 0000000 O0O0DOO0DOODOOODOO0ODOODOODOOODOODODO
gooobooonD 4 00y Doogboobooboboboobooboooboobo
goboooooboobgonbD -RODbDOO0ODODO

chown owner file

file JO0O0O0OO0OO0OOO0OO0ODOO0DOO0ODOOOOODO owmer OODOOODOOO
goboobooOoboOo @by 0booboboboobooooboon

close

sttp 000000000000 OOOO0O0DOO00O0O0.

debug debug_level |disable | no

goboobooobooboobbooboobbooboooboboobog o220
3000 99 000o00dnD @ 40 ¢ 0000DLO0ODLOODLODO3O0OODOOO0
gobooboooDd OdisableDD 0 O0no0 0000000 OD0OOODOOODOOOO

dir
00001 O0Ooogad

exit

O000quit OODOODODO

get [--preserve] | [-p| remote-file [remote-file ...]

goobobooobooobooboobobooobooobooboooo@Ewobooo
oboobbodbUdld D0000O0O0O0O0ODO0ODOO0OOODOoOOoO)ODO

0000000000000 00000000000000oOooooo0oooon
0000000000000 000000 000000000 000000000a
0000000000000 00000000000000O00b00000000

-—preserve 000 -p OO0O0OO0O

getext

gobooboooboobg aAscn googboobooobobooboobooo
gobooboooboobooboobobiboonD awto DDODODOOODLOODOOODO
goboobD0o0bDOo0oDbOonog setext OO0 DOMMODODOOOODOOODOO
0000000000 FileCopyAsciiExtensions 0 00 00O O

help | ? [command]
sftp 00000000000 O000D0000O0D00000000  commang 000
goood

lcd directory

Uoo0o00000000 directory DOODODOODO
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Us[-1|-a|-f]-1|-n|-t|-S]|-t|-][file]
gooooopoooOooOopoOoOOoO00DOOOUDODOOODODODLo
4 @0
- O000000000)
£ @O0O0O000)
-1 @O00000)
-n (000000 IDO0O000 poooooooono)
-+ (O0O)
S @oOOoooOoO0O00O)

-+ QUD0O00oDOOobO0o0boooon)
- @QooDbobooboobooobobon

Imkdir directory

gobooboooboooboobooboboon

In

O00OOsymlink 0O0OO0ODO

Ipwd
gboooobobooooobooboooon

Is[-1]-a|-f|-1]|-n|-|-S]|-t]|-][file]
0000000000000000000000000 1s 00000000 (OO0
000)0

mget

U000get JODODOO

mkdir directory

gobooboooboooboobooboboon

mput

Ub000put OODOODOO

open [-1 | [user@]host]

goboobooobooobooboobobobooboobooboboboo a1 000
gooboobooboobgoobooooboobuooboobobooboobo
goooboobooobooboobooboon

put [--preserve] | [-p] local_file[local file ...]

oooooooobooooobooooooboobooooboooooboobooo@oobooo
o00bO0O000d ODOOOO0ODOOOOO0DOOOOO0ODOOOOOOOH)OOOOO
ooooOooooDo0oooobOoOoooDobooOoO0oOoobOoO0ooooOboO0ooDno
ooooooooDoO0ooobOoOoobooooObo0ooobOoOooooObDO0ooOoo
oooobooooooooooooooooooooooooooooooboOoo
—preserve U0 -p OODOOODOO

pwd
boobooboboooooboooon

quit
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sftp OO0 O00O00O00O00OO0DOODO.

rename source destination

0000000 source DU destination DO U0OO0D0OODOODOOODOODO
gobooboobooobooboobooboon

tm file

gooboobooboobooboooooboobooboobobooboobo

rmdir directory

goooboooboooboobooboboon

setext

obooooobobooonD Ascu 0Doooobooooboboooooboooo
oooooooobpooboOooooOoO0oOobooOboboOOooooObOO00oDboODbOO
ooooo0ooooo0ooobo0oooobooooDobo0o0o0nDnOg  (zsh-glob)y OO
oooooooooooobooboooooooooobooooobooOoooobobooOon
ooooooooooooobooooobooooooooooooooooboooo
ooooOo0oooDo0oooDoooDo0oooDOo0oOn anto OOOODOOO
00000000000 getext JOO0O0O00ODOO0O00OOO0OO0OO0OOODODOO
00000000 FileCopyAsciiExtensions OO0 00O

symlink Iinked path target_path
00000000 1inked path OO targetpath OO0 0000 OOO0O0O (|:||:|
0yooooooo
verbose
gddbooboooooooobooobooooooooooboono 20000
gboooobOon0 obhobobobO0o000000debugdisabled DOOOOOO
version

gobogonD SsfFrP 00000OD0DOODOOODOOODOOO



[

[

K

ssh-add D O0O0OO0OOOO0OOOOO

sshadd 000000000000
ssh-add [-c] [-d] [-D] [-h] [-]] [-L] [-p] [-t timeout] [-U] [-V] [filel file2 ..]

filel, filez... U0 O0O0O0OD00O0OD0O0DOOD0O0OODOOODOO0ODOO0OOODOOOO
goo0ob00o0ob0o0o0bOo0ob0obo0bOdissh-add OODOOOD DOODO (@
OO0 s$HOME/.ssh2/identification) DO O0O0OODODOODOOODOO0ODOOO

obooooob1 0000 (o0O0)ODOO0O0OO0ODOODOOODOO (-option) OO OO
gobobooobo0o10bboobo0oboobooboobooboobobidtn
gobooboooboooboboobooob

-C

goobooboobooboboboobooboobooboboobg

-d
0000000000000 1 00000000000000000000000
OO0fize 000000000

-D
000000000000 ID 0000000

-h
0000000000000000000000

1
0000000000000000000000 ID 000000000

L
00000000000000MO0000000000000M00MMO00
0000000000000000000000000000000 -u 0000
ooo

P

stdin 0000000000000 0O000O0000O0O0000O0000O000
-t <timeout>

gooboobooboobgooboobooboobo0 o oobooboobob
gooboobooobooboobooboobo

gobooboobobboobooboobooboobooobooobooooboooo
gooooo

n<O0O>[n<00>...]

00000000s@)Om@)0h@)04d@)0000 w@) DO @OO000O0O
0000000000000000000000000) 000000000000
ooooo

3600s = 3600 O (1 O0O)
o2w=2 00O
2a4h=2 00 400
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-U

v

=X

goobobooob0oobon -Logboobooboobomobobooboooo
goboobooboo

gobobooobooboobooooboobomobobobooboobooon
gobobooboooboooboooonbooo

oboooooboboog X500 0ogbobooobooboooobobooooan
0000000 x 0000000 OReflection for Secure IT OO ID OOO0O @O
0 S$HOME/.ssh2/identification) DODOODOODOCertKey DODOOO0OODOOO0O
ooooooooobooooboooobooboboooooboooooboOooboOoboOon
ooooOoooobDooooD ..xrt OOOODOOOOODOOOOOOOOOOD
oooooon



[

[

L

ssh-agent 0 OO0 O00O0OO0OO0OOOOQO

ssh-agent 00000000000

ssh-agent [-c] [-d debug level] [-h] [k] [-s] [-t timeout] [-V] [command]

000000010000 (o 00) 0000000000000 (—option) 0000
00000000000 1 00000000000000000000000000G+h
0000000000000000000

-C

goboobD0o0b «sh DO0OD0OD0OOOOssh-agent 1 SHELL U0 000000
gooboobooboobooboooooboobooboobobooboobo

-d debug_level

-h

-k

=S

gobooboooboooboobbooboobbooboooboobooobogb2o
30000 99 00b0odnD @ 40 9¢0000DbO0ODOODODO3OODOO
goooooomo

gooobooobooobooboobobooon

(SSH_AGENT_PID 0000000000 O0) O0OO00DLODOODOO0bOOo0on

goboobooonD sh O00O0O00O0OD0OOssh-agent J SHELL O0DOO0OO0OOO
gobooboobooboobooooboobooboobobooboobo

-t timeout

-v

gobobooobooboobooboobooboobooboombooboooon
gobobooobooboobooboobooboobuobobobooobDoobon
goobobooobooobgo (oo booboobo0obobD Ccbooobobooo
ssh-add-t 00 0000000000000 000O00O000O0O00O0O0O0O0O0O0O0
goooboooboooobogobo)o

gooboboboobobbooboobooboobooboooboobooooboooo
gooooo

n<O0O>[n<00>...]

00000000s@)Om@)0h@)04d@)0000 w@) DO @OOO000O0O
0000000000000000000000000) 000000000000
ooooo

3600s = 3600 O (1 O0O)
o2w=2 00O
2a4h=2 00 400

obooboooboooooboobooooboooomoooboooooobooo
goboboobooobooboooonooo



[

[

sshd D0 00000 QOOOQOn

4

gob Ipvd DODDODOO0ODO0DODOODOAddressFamily D000 000
goo e 0gb0o0obooboobobooobon

-6

gob pve DODODODO0ODOO0DODODOODOAddressFamily D000 00O
gooO 00000000 DbOO0OO0DbOObDOo0ObDOon

-d level

00000000000 0Db0O0bOnDD stderr DOODOODOO1O02030000 99
gooobo @ 40 9 00000000O00OO0OO3OD0O0ODO0O0O0O0ODOO0O
UgHhD DODDOODO0O0Db00b00O0sshd D01 O0OODOODOODODOO
goboobooboobooobooooboobooboobon

-D level

gobobooobooboobooboobooboobuooboboooboOon root
gobooboooboooib2030000 9 0o0b0bob0 @ 40 98000000
o000 O0Do00obo0obOob0bo0oboOhbOobo0obOoO0obOoDbOGsshd
gobooboooboobooboobooboon

gobo0Db000 /setesssh2 OO0 0O Oaebugyyvvop_wevvss(YY O 0O OMM O 00O
DD UOOOHH OOOMM OOOSSO0) DODO0OO0OOOOOOOODOoOO

-f config file

gofdoooooooobooooooboooooooooooocoooouooooboono
gobobooobooobooboobobboobo@oboooboobo
/etc/ssh2/sshd2_config DD)D

-g login_ timeout

0000000000000000000000@MO00000000000000
000000000000000000000000000000 0000000
0000 (0000000

-h host_key file

Specifies the filename and location of the private key used to authenticate the server. [0 O 0O [
0000000000 00000000 retesssh2 OOOO0OO0OO0OOO0ODOOO
O000 /ete/ssh2/hostkey OO OOOO
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-0 option

goobobooobooobooboobobooboobooboboboobooobo

goboobooobo0obuoobibOobDbOsshd2 configh) DO0DOO0DOOOMO
gobobooboobooboooobmoobgoobobobooboobooon
goboboobooobooboboobooboobooboobooboobooo
gooooooboo

-o keyl=value

-0 keyl="sample value"
-0 "keyl value"

-0 key=valuel,value2

-0 key="valuel, value2"

goooboooboooboooboooob o obboboobonoo

-0 keyl=value -o key2=value

-p port

-V

v

gobooboDo0oboo0obo0obo0oboOoboboonb 2200000 Secure Shell OO
goboboo0ob00 ooboobobooboobooboboboboboboooo
gobobodr oboobooboobooboooboboboobooboon
gobobooboobooboooboonboo

00000000000000000000000000000000000000
00+ 0000000000000000000000-d0 -D 0000000
0o0o)o

goboboo0obOo0obooboobobooobobood20bboonooobonono
goooboooo

gobooboobooobgopboobooobooboobobbobooboobobo
gooobooobooboobooboobo



[

[

N

ssh-certview D0 OO0 OO0 OOdn

SYNOPSIS

ssh-certview [-C] [-c] [-d debug level] [-h] [-q] [-V] [-v] [file ...]

DESCRIPTION

X500 000000 (PEM OO0OO0OO DER OOOD0OOO0OO)YOCRLODOOODOO
PKCS#10 DOOOO0OO0OOO0OOOOssh-certview DO 00000000 O0O0OO00OO ID
o000 0000000 Reflection PKI Services Manager 0 O U 0 U U pki_mapfile(5) U
ooooooooooooooooooboono

000000000 ssh-certview OO0 RFC2253 DOOO0OO0O0O0O0OO0OO0DOOO
OO0O00O0Osuwbject @OOOO0OO0)O0O0D00OD0 suer@OO0)OODOOOODODOO
(CN) 000000 @ CN =Secute CA, O = Secute Corporation, C=USOO 0HODO OO OO
Reflection PKI Setrvices Manager 1 U 0O 00000

Ob0:. DO0OO000O0D0O00 (0000000 Reflection for Secure IT OO 0O) OO O
Subject @O ODOO0) ODOODDOODOODO0ODOODOODOOODOOODLODDOOD
U0000000000PKIServicesManager 000000000000 0OO0O0OOOO
gooooon

OPTIONS

obooooob1 0000 (oO00)ODOO0OO0OO0ODODOOODOO (-option) OO OO
gobobooobo0o10bboobo0oboobooboobooboobobdtn
gobooboobooboboobooon

-C
0000000000000000000 ¢ 0000000000000
-C

Uboo00oobDO00O00D0pkimapfiles) OODOOOO0O0ODOOOOOOODOOO
obo qUio0oobOoboooooboooobooboboobooboooooboobooo
googooo

-d debug_level

goboboobooboobbooboobboobooboboobog 020
3000 99 000odnD @ 40 ¢ 0000ObO0ODLOODODO3O0ODOOO0
goooooomao

-h
gobooboooboooboobooboboon

gooboboooboooboobboboboobooboobobobobooooboooo
0 -cO00b000bOobO0O0ObD0O0ObOobObOOoObDOo0ObOoOobOobDbOobDoob
goboobooboobooobgooo

v

gobobooobooboobooooboobomobobobooboobooon
gobobooboooboooboooonooo
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goooboooboooboooboon

v 0000000000000 00000000 0 0Issuer (00O O)0 Setial Number
hexy DOODOODO (do OO)OSubject @O DOOOOHYIDOOOOOODOO
(Subject Alternative Name) Validity period (U U 0O 0) OO OOOO0OO0OOO00OOO
0 O Extensions (00 O ) (Key usage (O O O O )0 Constraint (1 O ) CDPO AIAUO Policy
OoID @O0 OID) O000O)TPublickey type D 0 OO0O0O0)DODOO Public key
fingerprint (D 000000000 OO00) O0D0O0OO0OO0OO0ODOOO0OO0ODOODOOOOO
gooobooobDOooOn Issuer (U O O)OSerial Number (hex) (OO 00O (16 O
OndoDO swject @OOOODO) OOODOOO

- 00000 CcRLOOOO0OO0O0DOO0DbOoO0bOO0obOO0o0bOo0boooboonDoo
goboboooboobooboboobooobobobobooboobooo
goood

EXAMPLES
goboboobooboobooboobooboobuooboboooboobo

ssh-certview -v sample.crt

000 cacertpemd 00000 cacertpemploD O OO0DO0OOO0O0O0ODO0O0
example.revoke.ctl U0 0000 0OO0O0O

ssh-certview cacert.pem cacert.pem.pl0 example.revoke.crl

PKI Services Manager U0 0000000000000 OOOO0OO0OOOOO0O0OODOAO

gooooooo

ssh-certview -g -c cacert.pem
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ssh-certtool D OO0 OOOOO0OO

SYNOPSIS

ssh-certtool [ -b key-Ilength| [ -d debug-level] [-h] [ -n algorithm] [ -0 output-file] [-p
private-key| [-V ][ -z option] pkcsl0|pkcsl2 [arguments|

ssh-certtool [options| pkcsl0 subject [keyUsage] [extendedKeyUsage]

ssh-certtool [options| pkesl2 [filel] ... [fileN]

DESCRIPTION

PKCS#10 00O 0ODO0ODODOOODOO1roobOobbO1000bO0o0obOobo
PKCS#12 00000000 OD00O0O0OOssh-cetttool O OO OODOO

PKCS#10 DO DO OOOO

PKCS#10 D0 DOODO0OO0ODOODOOOOODOODOOODOODOOO
ssh-certtool [options| pkcsl0 subject [keyUsage| [extendedkeyUsage]
O0: req O00pkesto OOO0O0O0DOOOO0ODOOOOO

00000o0b0o00obD0b00oooonDg swjeet@OOODOO) ODODOOODODOO
Uo0MmoboooobDiboOobOmREC2253 DO00OD0O00000O00000O000000
Subject U0 @RDN) OO00O0OO00O0O0OO0O0OOOOOORDN ODOOOOODOO (CN) O
b oIbRs543) J00O0ODO0DOODODOODOODOO0ODOODOOOOO0ObOO0ODO
obooooobooognndnOdrCN=Steve Kille,O=Isode Limited, C=GB" 0 OO 00O O
goo

0000000000000 dod-e O00O0O0OO0ODOO0OOOOOONO .pkeslo
gdoboobooododb-e UODOODOOUOOOUOOODUOOODOOOODOOON
OO0 output.pkes1i0 OOOO0OO

gooboboooboooboobooboobod-pp O0ODOODLOODLODDDOOOD
goboobooboobooboobg (o oboobono p DO00obooboo
goboobooobOooboobobobobooobo0obobbobD0oobu-e0obonoO
000000000 ssh2 O0OOOOOODOO0ODOO-o DODODOODOODOODOO
gooobDooboobobDibOobDO output.ssh2 UUDODOO0DOODOODOOODOO0OO
gooboboobooobgoobooooobooboobobobobooboobooboo
goboobo0obDo0obOgD o0DbO0DO ssh-certtool OO ODOOO

0000000000000 OkeyUsage OO0 extendedKeyUsage D OO O0OO0O0O0OO0O
0o0oooooboo0oobO0obbob0obob0b0o0b00b0O0b000 KeyUsage (O
O00) D00 ExtendedKeyUsage @ 0000 0) ODODOOOPKCS#10 0O OO Critical
@QO0)oobOoDDbOobO0O0Dd00 keyUsage O O O O OdigitalSignaturellnonRepudiationl]
keyEncipherment[] dataEncipherment[] keyAgreementl keyCertSignl] cRLSign[] encipherOnlyl]
OO0 decipherOnly OO DOO0OOO0OO0O0O0O0O0DOO0O digitalSignature U 0O O
keyEncipherment OO0 000000000000 extendedKeyUsage O 0O 0O O
anyExtendedKeyUsage[ serverAuth[l clientAuth codeSigningl] O 00 O  emailProtection 00 O O
O00 extendedKeyUsage OO0 O DO O0O00O0O0D0OO0O
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PKCS#12 DO OOOOOO
PKCS#12 00O 0ODO0DODOOODOO0ODbOObOOobDOOobDOn
ssh-certtool [options| pkesl2 [filel] ... [fileN]

U00000f1e OOD0DOODOO0ODOO 1 0D000000O0DO0ODOODOO PKCS#12
0000000 0o0obOoobOoboOrkes#12 DO O0ODDOODODOODODOODDOODbOOOO
gooboobooboo1b0b0bo0oboobgooboobooboboobooboon
Ub000-o 00000000 O0000D000 ssh2 UUODOD0ODOODOOODOO-0 OO
goooboooboobonobg pRCS#12 U0 DOODOOOOO0ODOO0ODOO
output.pl2 JOOODOOPKCS#12 UO O ODOO HMAC DODOOOOODOOODOO
000000000000 Ossh-certtool OO0 O0OD0O0OOODOOOOOODOOODOO

00000000 rFr1e0000O0OD0O0ODOODOOOOOOOO PKCS#8 OO0 ssh2
PEM U0OO0OD0O0OO openSSHPEM UD0OODDO0OO0ODOO0DODOOODODODOODOO
goboob00bO00b0Ossh-certtool JOO0ODDOODOO0OO00OOD0O0OO0OOO0OO
goboob rize 000 DEROOODDOO PEM UOODOODODODOODOODODO

Uoo0oboo0o0bD0o0b0obDboOobOon0 pPBEOOODOODODO PRCS#12 0DOODO
oboooouoboooobOobooonogbon pbeWithSHATAnd3-KeyTripleDES-CBC U
00000000000 00000 pbeWithSHATAnd40BitRC2-CBC 00000 0-z OO
goboobooboobon pBEOOODOOOODOODO

OPTIONS

obooooboob1 0000 (oO00)ODOO0OO0OO0ODODOOODOO (-option) OO OO
gobobooobo0o10bboobo0oboobooboobooboobobdtn
gobooboobooboboobooon

-b bits

gobooboobooboobooobooboobooboOnoRrRSA DOODOO 2048
Uo0OODSA 0DO0OD00 1024 DO0DOOO0OOOODSA ODODOO 64 00000O
0000000 0o0b0ob0DboOonbDg pPKCS#10 DODOO0ODDOODODOODOODO

-d debug_level

gobooboooboooboobio2030b000 9 goooooo @ 40 9800
goboobooooobosbogbooobooobobobo)o

-h
gobooboobooobooboobooboon

-n algorithm

gobobooboobooboooobo0oboobO00bUiorsatd O O0dsad
U000000wsa0 000000O0DOODOO PKCSH#I0 DODOODOODODOO
goo

-0 output_file prefix

gooboboooboooboobooboboooboobbobobobooobooooo
gooobooboobooboobooobiddbDUouput 00 @OODOODOO
boboboobobooobobOouogPrPKCs#10 DODOOO0OO0OODO .pkestoO
PKCS#12 U000 pl200000000 ssh2 OOO0OO0O)T

-p private _key

gobooboo0obo0obobobooboobuoobOoboOobOon pPRES#10 0D O
goboooobooboo
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-V

gobobooobooobooboobobooob0omobobobooboboooo
gobobooboobooboooonboo

-z Key=Value

PKCS#10 U0 O O0DO0DODODOO0OD0 PKCS#12 DOODOODODOOODOODOO
gooooooo

PKCS#10 0O U0OD0OOkey 0 DNS UUOD Emal OO0 OOD0OODOOON)
gooboboooboobooboooboobooboobboboboobooobooo
gooboboooboobooobobob0booboobooboboboboboboooo
Uoo0obD0o00O0O0ODNS O0D0000 DNSUUODOUODDODOOU0ODEmal OO
U000 EMal OOD0O00D0O0000D00OOD0O0OOD CGrtdeal@O) DOODO
gooobooobooo

PKCS#12 U0 O UODUO0ODOrkey 0 KeyPBE OO0 SafePBE(I D O0ODOOOO
gobO0)yooboboooboobooboboobobbobooobobobooo
000000000000 000000KeyPBE 000000000 hmac 000
UO000SafePBE DDOOD0DO0O0O00O0D0 hmac JO00O0O0DO0OO0DOO0O0DOODO
0000000000 KeyPBE U PBE-SHA1-3DES U 0O 0O U SafePBE [
PBE-SHA1-RC2-40 DO 0O0OOD0ODOOOOODOOODOO

None

PBE-SHA1-RC4-128 (pbeWithSHA1And128BitRC4)
PBE-SHA1-RC4-40 (pbeWithSHA1And40BitRC4)
PBE-SHA1-3DES (pbeWithSHA1And3-KeyTripleDES-CBC)
PBE-SHA1-2DES (pbeWithSHA1And2-KeyTripleDES-CBC)
PBE-SHA1-RC2-128 (pbeWithSHA1And128BitRC2-CBC)
PBE-SHA1-DES (pbeWithSHA1AndDES-CBC)
PBE-SHA1-RC2-40 (pbeWithSHA1And40BitRC2-CBC)
PBE-MD2-RC2-64 (pbeWithMD2AndRC2-CBC)
PBE-MD5-RC2-64 (pbeWithMD5AndRC2-CBC)

EXAMPLES
goooboooboobonnd PKCS#10 DOOOODOODO

ssh-certtool —n RSA -z DNS=steves.dns.server.com -z Email=steved@myorg.org pkcslO
CN=steved, O=myorg.org, OU=rsit,C=US DigitalSignature, nonRepudiation
ServerAuth,ClientAuth

PKCS#12 000 0ODOO0DOODODOOODOO0ODbOObOOobDbOOoboOooboon

ssh-certtool -z keyPBE=default -z safePBE=PBE-SHA1-RC4-40 -ofile pkcsl2 id rsa.crt
id rsa
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PKI Services Manager D OO0 Q0000000 (winpki OO0 pkid)

PKI Services Manager 000000 000000000000000000000000
00000 1D 000000000 winpki (Windows 0) 000 pkid (UNIX 0000
0)0oooooO

oon

Windows:

winpki [command [command args]] [options...]
UNIX:

pkid [command [command args]] [options...]

command = start | stop | restart | reload | ping | validate <cert>
options = [-b path] [-c cert] |-d level] |-f file] [-h] [-i] [-K]

[-m path] [-0 key=value] |-t host] [-u user] [-V] [-W]

gooo
start
gooooooboooo
stop
gooobooooooo
restart
goooboobooboobogon
reload

gobobooobooboobooooboobub:-0bobbooboobooon
gooooooo

ping
00000000000000000000D0000000000

validate certificate

goobobooobobboobo0ooobo0o bUobboboooboobooooo
gobooboobooobonbobio0bO0samplecet UOOO0DO00OOD0OO0O
goboobooboobonobognD (UNIX 0o

pkid validate sample.crt

gooooboooboobobb moodobgoobobooboobooboobobo
-u0-«0000 -w O0000000000000 joe O samplecer DOODOODOO
0000000 0o0b0o0ob0o0oboOobo0obO0on0 (Windows O 0HO

winpki validate sample.cer -u joe

goooo

-b path --baseDir path

PKI Services Manager U0 0000000000000 O0O0O0O0O0O0OONO
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-C cert =--cert cert

gooboboooboobooboobobooboobooobbobooobooobooo
goboboooboobuooboobobboobiodbd0validate DO0O0O0O
googn

-d level --debug level

O00o00ooooo0ooooo0ooododdodnn errord00 warnOOO infoO
Odebug D00 00waceD 0D OODOOOOerrord OO0

-f file --config file file

gobooboooboooboobooboboboon

-h  —-help
0000000000000000000000

-i --init
goboobooboobooboonooobo0bUUlUDPKI Services Manager U [
goboboobooboobooboobooboobooobooboobooo
goboobooboobopoboboobouboNIXx bgoooogooobooo
U000 Windows DODO00OD0DO0ODO0OOODOOOOOODOOODODOOOOODO
gobobooobooobooboobo™@oooboobooboobobooboooo
O000: 0000 @Ekikey OO0 pki_key.pub) OO0O0O000OOO0OOOOOO
gobobooboooboobooboobooboboooobobboobooo
goboobooooboood

-k --check-config
gboboboobdobooobooboooobobooboobobouoboobOoon

-m path --migrate path

0000000 Reflecdton OOODOOODOO FSecure UOOODOODODOODOOO
path OO0O00O00000O00O0D0O0O0OCODOODOPKI Setvices Manager 0 0 0O O
0000000000000 D00D00 (sshd2_config) UOOODOOOOODOO
U000 (ssh2_config) UUDUO0OLDOOD0DO0O0O00O00000DOO0O Upath
Ubo00oobobo0oob0OobO0ndDPKI Services Manager DO O0OO0O0OO
gobobooboobo™mobobooboobooboboboobooboooon
UbdbD. 0000000000 pxi_config UODOOODDOODOOODOOODOOO
goboboooo0mooboobobmboo™@ooobobobooobooboooo
gobobooobooobooboonoo

U 0O 0O O PKI Setvices Manager DO OO OO pki_config DODOOODOO pki_map
O00000000oo0oo0-» 0000000000000 OO000O00O00O00O0O0O0O0O
O0000d00000o0Oo0ob0O0o0o0o0ooooobooooooooooooooooooa
U000 PKISetvicesManager O O000000O0O0O0O0O0OO0O

O0000OPKI Services Manager 00O 000000000DO0 10gs DODOOODO
goboo0o00obOob0o0ooobobobObimfo000DbODOODbDO0ODOOOOO
gobooboobooobgooobooooboobuooboobuo4db0obbobo
goooooooboo
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-0 key=value --option key=value

goobobooobooobooboobobooobooboobobooooooom
goboboooboobgooboobooboobooboboobooobooo
ODO00O0OO0OOOOoODoOoOoODOpkonpg 0000000000000 000O0O
goboboobooboobooboobooboobooboobon

-0 keyl=value

-0 keyl="sample value"
-o "keyl value"

-0 key=valuel,value2

-0 key="valuel, value2"

goooboooboooboooboooob o obboboobonoo

-0 keyl=value -o key2=value

-t host --hostName host

0000000 Ovalidate OO 0000000000 D0OODOOODOO PKI Services
Manager U0 OOO0000O0O0O0O0O0O0OO0OCODOOOO0ODOOOODOOOOODOAO
ooooboo0obD mobobobooooboobo

-u user --usetID user

v

goboob000Ovalidate DO 0000000000000 O0ODOO0O PKI Setvices
Manager UOUOO0D0O0O0O0D0O0DOOD0ODO0ODODOOODOOODODOODOOODOO
gooobooonD b oboobobooboobOonobOon (uset@server O 0O)

U00000D0000PKIServicesManager 10000000000 O0O0O0O0OOO

gooobo0obo0o0bOo0ob0o0obOobbo0obO0obbOObOODdOPKI Services
Manager 000000000000 0O0O0OOODOODOOOODOODOOODOODOO
gobooboobooooboon

--version

gooboobooboooooboon

-w [host] --whoAml [host]

gob00b0O00Ovalidate OO 00000000000 O0ODOOODO0O PKI Services
Manager U ID ODO0OO0O0OO0OO0O0OO0ODOOO0OODOOOO0OOODOOOOODOOOO
U IpDogboooboobobbobooobuoobobobooboobooboboo
goobobooooboooboobobobooboobooboboboobooooboooo
U000000000PKI Services Manager D0 0000000000000 O0OO
g
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PKI Services Manager D 000000000000 (pkid_config)

Reflection PKI Services Manager 1 0 0 00 000000000000 OO0OOOOOOO
00000000 O0O00O000o00ooooo0O0ooOo0o0ooooooooboooooooa
O0o0oOoooOoooaon

= UNIX
/opt/attachmate/pkid/config/pki_config

" Windows XP[ Windows Server 2003 0 [ O :
\Documents and Settings\all users\Application
Data\Attachmate\ReflectionPKI\config\pki_config

" Windows Vistall Windows Server 2008 [ [ [ :
\ProgramData\Attachmate\ReflectionPKI\config\pki_config

gooood

gooboboooboobobooobbooobo0oboobooboboobobooobooo
goboobooboobopbooboobooboybo0o=00000000000
gobobodb » ooboooobooboobooboooobooboobo
goobobooboooboobooooobooboobobobobooboobooboo
gobobobooboobooboboobbooboobobbo @woboobooob
goboobooboobooboobooboobLy booboooboooo

gooboboooboobooboooobooboobuobbobooobooboboo
gobooboobooobgoopbooooobooboobobobobuooboobobo
U0 TrustAnchor U0 0000000000000 00O0O0ODOOOO0ODOO0ODOODOO
U0OTrustAnchor U0 000000000000 0O0O0DO0OODOODOO0ODOO0ODOODOO
Uo00000 TrstAnchor OO DO ODOOOO0OO0ODOOODOODO

goboboobooboobobooobooboobobbobooboobooboo
gooboboooboobooboooobooboobobbobooobooboboo
gobooboobooboobooooboobuooboobobooboobo

goooo

AllowClientStats

PKI Setvices Manager D0 000000000 PKI Setvices Manager 0000000
0000000000000 0000000b00000o0oOooOoDOobO000 1000
O000 DO0OD0OO0OO0OvyesOOO0ODOnoO0ODOOOOODyesOOODO

AllowMD5InFipsMode

FIPS O0OOD00O0OD0O0O0D0O0OMDS UDO00OO000O0D0OO00D00o0boooo

goboooooboobuoobuobob0o 1 00b00b0 booboOobOooyesd
U00D0no0D0O0O0OO0ODOyesOOODO OODO0ODOODOODOOOOODOOODO
gobooooobooboo

AllowVersl

PKI Services Manager 0000000000000 O0000 10000000000
gobobooboob:obobobobuoobuoobobobooboobong 30
goooboooboo oboobobobooboobo0o 10oboobono obo
U0000yesODO0O0OnoO0D0O0O0D00O0O0no0O0O0O
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AllowWhoAmlI

PKI Setvices Manager D0 00000000 OO OO PKI Setvices Manager 0 0 00O
oOo000 D OO0O0000O0d («~wOOO --whoAmI O0O0) OOODODOO

000000000000 oooo0ooooooooooooon0 1 00ooo
OO0 ODOCOO0O0OCOOyesOOOOUOno0OOODOOOyesODOOO

CertSearchOrder

PKI Services Manager U0 0000000000000 OO0O0O0O0O0O0O0OO0O0OO
000000000000 000000000000000b00000O0ob0o0o0oa
0O localld O O certserver O 0 aiad O O O O O windowsd 0 O O O O OO local, certserver]
U0 @O 0: UwindowsD OO OO D OO O PKI Setvices Manager J OO0 O00O0O0O0O
0000000000000 000@oooooooooooooooooooan
00000000000 @ooob0oo0o0oooooooooooooooooa
OOMicrosoft 0000000 OO0OO0OOD0OOOOOOOOOOOOOOOOOOO
Jooodoobo0oboobo0obooooOobooogobOoooooo)yYoooooo
000000000 1 0b0000ooa

CertServers

U certserverl] [ CertSearchOrder U U U U OO DO OO O OO PKI Services Manager [
booboobobooobdooooboobo vTIP ODOO0OO0O0O0O0 LDAP DOOO
D|:||:|DDDD|:||:|DD|:|(ldap://certserver:10389 gog
http://certserver:1080 U 0O OO UODOOOOOOOOO0O0OODOOOOOOOO
oboooooboooobobooooooo

CRLSetrvers

O ctlsetvet[l RevocationCheckOrder 00O OO D000 O0ODOO PKI Services Manager
U CRL (Certificate Revocaton List)y D U0 OO0 00000000000 HTTP ODOOO
OO0 IDAP U0O0OD0OO00OD0OODOO0O0OODOD (1dap: //crlserver:10389 OO O
http://crlserver:1080 U0 OO0OOOOODOOOOOOODOOOODOOO
0000000000000 000000ao

ClientDebugging

000000b000000000000000 PKI Setvices Manager 0 0 0 O

oboboooboboooboobooooobooooboboooo@mooobooboo
oob0oo0boo0o 10000000 ODO00D0O0O0O0OO0yesDOOOOnoODOOOOO
Ob0no00O0O0O0OO0: O0O00OO0OOOOO0ODOOOOOOOOOOOOODOOOO
ooboooOooooo0ooooOoooboooOo0nboO0OoOnDOUReflection for

Secure IT Windows O 0 0O 0O 0O O [Protocol details] @ O OO DO OOO) OOOOODOO
Reflection for Secure ITUNIX OO0 00000000 O0DO0O0O0O0OOODOOOO 30O

gooooooo

EnforceDODPKI

PKI OOOOO0ODODOOOODO PKI ODO0O0O0O0OO0OOOOOOOOOOOOOOOO
O000000OD00OOyesOOOOOnoO0OOODO0O00no0O000OODOODODONO yesO
00000000 FipsMode = yes[1 0 J AllowMD5InFipsMode = nol] [ [J AllowVersl =
nold O O CertSearchOrder [l Dwindowsd 0 O OO O0OO0OOO0ONO

[0 RevocationCheckOrder [ 1 DO 0000000000000 Onone0 00000
0000000000000 0000000oO0b0b00000oao
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ExplicitPolicy

PKI DOOD0DOOCOO0ODOOO0ODOODOOODOOO0ODbDOODOObDOObDOODbOobDO
gobobooobooboobboboobor1000bobo0o ooobooon
U0yesUO D OO0 no00 D0 OO0 00 o000 00O 0O yesOO O O 0O OPolicyOID O O
goobobooobooobg 1 o0bo0booboboooboobooboooo
gobooboobooobooboobobno mold) Dogooooooo

FipsMode

FIPS140-2 DO O0OOO0OOO0ODOODODOODOOODOOODOOODDOObOOoOobooOoon
U00000000O0ywesDOODOOne0O00O0000O0yesOOODO ODODOODOOO
goboobodob10bg0b0ob oobobbooboobooobooboon
gooobooobooo

KeyFilePath

Reflection PKI Services Manager 1 0 0 OO0 O0OO0O00O00OOOOO0O0OOOO00OO

U00000D0000PKIServicesManager 0000000000 OO0O0O0OOO

0000000000000 00000000O00000000 1 00000000
O000O00000 IfKeyFilePath 000000000 DOODOOODOOODOODOO

PKI Services Manager OO0 0000000000000 pki keyDODOOODOOOO

UboboboobOoobouobooboboobobOinOd PKI Services Manager O 0O 0O
O00000D0O0000D0O0Ob000O0ODOssh-keygen (@ OODOODOOO) OODO

O000o0oo0odoodobo0oooodoRrRsA OO0ooooooooao

ListenAddress

PKI Services Manager 00 0000000000000 OO0OO0O0O0OOO0DOOOOO
host:port UO O OOOO0OO0O0OODOOOO0OOOIP O0O0DOO0O0OOODOOOOO
ooooocooooomrr oooog eve 000 Pve OO0OOOO0OOOOOOO
Ipve O0O0D0O0000O0O0OO0DOO0O0DOODO (r::p155:aB631:18081 U 0HO OO
O o.0.0.0:18081 DO OOOOOODOOOODOOOOOOOOOOOOOOOO
obooooboon 18est bOOoonOobooooboooooboobooog
00 oDooooooooooboooooooOooooooooboooooo

LocalStore

ooooooooooooooooooooOoooboooooooooDoboooD
ooooooooooooobooooooobobooooboboooooboboOooobOon
UO0O0000 CRL (Certificate Revocation Lists) 00O O0O0O0O0OO000 0OOO
oooooooobooooobooboooooooobooooobooOooboooobooOoo
ooooooooooooobooooobooOooooooooboooooobooboooo

00000 DOo0O0O0D0O000DObases4 OO0 X509 OOOOODOO CRL OO
ooooOooooDOoO0o00bD oooobooooooooOoobobooooDboooo
ooooooooooono obooooboooo

LogFacility

gooobooboobobboobooboobobboobfledDddnnoned O
gbooobodaedd0on0obO00ooon0ObOUndPKI Services Manager U O O
000000000 10gs UOO0ODOODODODODOODOODODOOO DOODO
goobobooobooob100b0o0bO0Ob0 OD0obOo0obobobobbooooboon
gobooboooboooboon
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LogLevel

0000000000000 0000000000000 error000 warnOOO infodO
OdebugU 00000 tacc00 00000000 0OO0OO0O0 JdigdOOdnogon) O
Uboooobodnd ddebugOD0O0OO00) DOOOODOOOOODOODOOOOO
0000000000000 00O0ooOoo0oo0o0oooooooooooooooa
gddodoododoodobooooonoooboooboOooddberrord0ogn
00000000000 000000O00000000000000000000a
O PKIServices Manager 00 O000000000O0000O0DO00O0 PKI Services
Manager OO0 O000000D0O0D0OO0O0OO0OODOO0OOOOOOODOOOOODOODOO
0000000000 0oo00ooooooooOoooooooooooooooa
0000000000000 0000O0 1 0o0oooooa

MapFile

PKI Services Manager U0 0000000000000 OO0O0O0O0O0O0O0OO0O0OO
goobobooobooobooboobobooboobooboboboobooobo
0000000000 0D00D0000PKI Services Manager 00000000000
goboboobooboobooooboobuooboobob boobooo
goooboooobooobobboobo1b00bgnooo

MaxLogFiles

gobobooobooboobooooboobboobobooboooobooo
goboboobooboobobooobooboobobno oob wo0DbOon
gooboboooboooboob1ooobo0ob obobbooboobooboooo
gobooboooboobobooboon

NetworkTimeout

LDAPOHTTPOODOO OCSP DUOO0OOLOODOODOO0ODLOO0DLODDOObLOODO
gobooboobooboobobbobognbog 20000 DODODODOODOODO
goboobo0 1gobobb™oooboobooboboo 1 oobooboo

OCSPCettificate

OCSP U000 O0O0O0bDOobo0oOoooonooooOoooooOoongocse
gdo0o0oooooooooobodoooooooooooobmooooooon
00000000 Subject O (OcspCertificate = "CN = Secure CA, O = Secure
Corporation, ¢ = us" U0) J0OUODOOO0UOODOOSubjece JODOO0DOODOOO
gddbdobooooooiooooboo@ooooooomuoooooa
gddboooboooooooobooooooooooon

OCSPResponders

Oocspd O RevocationCheckOrder D OO0 O O0O0OOOO0OOOOO0OOOOODOO
Ogdo0o0O ocse OO O0OoUOO0ooooooboOoooOooooooonDoo
HTTP DODOO0OO0O0ODO0O (http://ocsp.myhost.com:1080 0 OO OO OOOO
gdodbooboooooouogoooboouooooooobooboooao

PolicyOID

ExplicitPolicy U OyesU 000D ODODOOD0DOODOO0DOOO0ODOODOOO0OO ID
(OID) U0bOoboboOoboobg olpb boobgooobooboobooobooobo
goboboo0obo0 1 g0 olp DOobOo0oboooobooOg 2529320 OO
goooboooboob D obobooobooboboboboobuoobooo
gobooboooboobobobobooboobuoobobooobo
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RevocationCheckOrder

goobobooobooobooboobobbooboobooboboboobooobo
gooobDoobooobobDioODOocespd OO edpl U O etlserver U O localll O O
U00OnoneD 0 OD00O0O0Olcad0DO0O0O: OnoneD D OD0OOD0OOODOOOO
gooobo0bDo0oobo0bobiboOobOlnened 00O O OO OPKI Services
Manager OO 0000000000 O00O0O0Onene0O0O00OO0O0OO0OO00OO0O
gooboboooboobooboobobobomobooboboboboboboooo
goobooooooboobobobobooboobobobobobobooobooo
10000000

StrictMode

goooboobDooboDognD RrFC3280 OO0y bOoDOoOooDOooOobDOoODO
goboboobooboobooboobooboobon0 DbOoDoOoDdyesd
U000Ono0 000000000000 ODOOODOOODOODOODODODOOD
goboobo10b00bOoboo

TrustAnchor

Reflection for Secure IT 0 000000000 O0OOOOOODOOOOODOOOOO
oooooooooooobododdooodg cAddoodog cAO0ooga
gooobooooboobg @goboobobooyoboobooboobooo
0oo0oooooooooooooooobooooooobooooooooooa
Uboo00gbd Subjecc@ODOOO0OO0) O0O0OO0OOO0OO (TrustAnchor = "CN =
Secure CA, O = Secure Corporation, C = US" |:||:|) go0ooo0oooooooono
ooboodoooooooooooooooooooooooooooooa
CertSearchOrder 1 00000000000 0OO0O0OOOOODODOOOOOOOO
0000000000000 0O CertSearchOrder [ DlocalD 0 OO0 O0OOO0OOOMO
UO00000OD0PKI Services Manager OO0 000000000 OOOOO0OOOO
oboooooibo swjece@@OOOOO0) DOOOODOOOOODOOOOOOO
CertSearchOrder [1 [ localld /O windowsd DO 000000 OO O O O PKI Services
Manager OO0 O O0000000O0D00O0O0O0DO00/Windows 000000000
0o0o0oooooooooooooogooobooooooooooooa
TrustAnchor OO0 00000

O0:. 000000000 subject @OODOODO) ODODODOOODOODOOOO
Windows 00O 00O OO PKI Services Manager DO O DOOO0OOOOOUNIX ODOOOO
OO0 ssh-certview(l) OO0 OD0ODO0O

TrustAnchor OO0 0000000000 DOODOO0ODOO0ODOODODOODODOOOO
goobooboobooboopboboobuooboobobooboobon
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PKI Services Manager D OO0 0000000000 (pki_mapfile)

Reflection PKI Services Manager 1 0 0 OO 000000000 OO0O00O0 1 0000
00000000 IiD 0000000000000 0000 1D Ooooooooooo
0000000000000 000000O00000000O0O00000000000
0000000000000 00000000000000O000000000000
0000000000000 00000000000000O000000000000
000000000000 odoooooooooooooooboooooooon
0000000000000 00000000000000O0O0000000O0o0o00
0000000000000 0000IID 00000 o0oooooooooooa

gobooboooboobobooobooboobon

= UNIX
/opt/attachmate/pkid/config/pki_mapfile

" Windows XP[ Windows Server 2003 0 [ O :
\Documents and Settings\all users\Application
Data\Attachmate\ReflectionPKI\config\pki_mapfile

" Windows Vistall Windows Server 2008 [ [ [ :
\ProgramData\Attachmate\ReflectionPKI\config\pki_mapfile

U 0: Windows U 0O 0O 0O 0O O Reflection PKI Services Manager [ 0 U 00 U U [Identity
Mapper] (ID U0 0O) OOO0OOODOOOOOOODOOOOOOODO

gooooo

goobobooboobooboooobooboobobboboobooboboo
gobooboooboobobobobooobooboboboboboobooboboo

{Allowed-Identity} [Conditional Expression]

gooobooobooobobobobooobo0ob0ob0 booboboooboobo
gooboobooboy bogboobobooboobooboboboobooboob @
goboboboobooboobobooohhobooboobooboobobo o o
gooboboobooobooboooooboobooboboboboobooboobo

O0000O0D0O0O RuleType OO0OOODOOOOODOODOOOODOODOOODOODO
0000000000000 00000000000000O000000000000
O:- 0000000000000 00000000000000000000000
user-addressJ userllnone DO OO OO0O00O00O0O0OO0OOONOOOhosttd none OO OO
0000000000000 0000000000000000o0o0n

oooono ibooo

goboobD b gbooobobbooboobooboboooobob b ogbobooo
goboobooobooobgoobooooboobuooboboboboob b oboo
gobooboobooboobooboooboobooboboobooobon
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oboooooboboooboonD Ipbooobooo

goboobooobooboomoobooboooboobobbob oobooo
goobobooobooboobobooboobo)yboobobooobooobooo
00000000000 rootHjoe0 000 fredsmith OO0 O0O000D0O0O0O0OD0ODO0O
goboobooooboooo

{ root joe "fred smith" }

Windows U0 D0U0000000000000000O0UO"domain\user 0000 DOOMO
googooooo

{ windomain\joe "windomain\fred smith"}

O 0:PKI Services Manager U OO0 0000000000 OO0O0O0OO0O0O0O0OOOCOOOO
gooboboobooobgooboooobooboobobobobooboobooboo
goobobooboobooboooobooboobobboboobooboboo
gobobooobooboobooboobooboobuobobobo D bobooboo
gooooo

200000000bO0b0D00bOo0bOoDD (=HhoobOo0O IDODOODOOOO
gooboboooboobooboooobooboobobbobooobooboboo
goboboobooobgoobooooobooboobobobobooboobobo
gobooboobooobgoobooooobooboobobobobooboobooboo
gobooboobooobgoobooooobooboobobobobooboobooboo
U00Oreotd0O0D0O0O0DOODOOODOO0ODODOOODOODOODOODOODODOOn
gooboboooboobooboboboobooboobobbobooobooboboo
gooboboooboobooboboboobooboobobbobooobooboboo
goobobodbooobgpoboobooobooboobobobobooboobobo
gobobooobooboobooboobooboobuooboobon

= JOgbOo0obobbobooboobobobooboobooboboboboobo
googn

= JO000000O00O0ObOO0O0ObOO0O0bOobDbOOobDOo0ObOo0obOobDOoOobDOoOobOon

= 00000000000 (RuleType O wser-address DO O0O0O0) OO00OOO
oooooooooooo

= 0000000000000 0000000Db000000DO0A0 Secure Shell OO
UO000DOsftpchrootjall OO OOO0OOO0OO0OOOO0OOOOODOOOOODOOOON
gobooboooboobobooboobo
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ugoooooobboooooao

gobobooobooboobooooboobuoob moboboobooboo
goboboobooboobooooboobwdboobooooboooboooo
OOUPN DO0OD0ODO Hoest 0OODODDODOODODODODOODOODOODO
gooooooboo

$UPN.Host% }

gooobooboo D obogobobooboobooboboobog @oooo
IDOO0b0OO0o0oboooooboobogbooobobooboobboobooooon
goboobooboobobD 100 D Ooboobooboboooohoobooobooo
gobooboo0dnD 10O Windows UOODODOODODOODOOO

{ windomain¥%UPN.User% }

ob0: 00000 b obooboobobooobooboobobobooboobon
goboobooboomobob b ogboobobbobomuoobo D ogo
gobooboobooobgopboobooobooboobobobobooboobobo
goood

goboobooobooboboboobooboobon

Subject

oboooobon swjecc@OODO0) O0OO0ODOODOOO @OOODODO
oboooO)yxs500 O0OO00O000O0O00O0OO0O0OO0OO0O0O00O0O00OO000OO0ORFEC
2253 00000000000000O0O0000OOO0ODOOOOO0OO0OO0ODbOOO0
Subject @O ODO0O0) O0D0O0OO Issuer@UO0) O00O00D0O0OO0O0 CN) OO
OO0 (OcCN = Secure CA, O = Secure Corporation, C=USO 0O U)O0 UNIX OO OO
OO0O0OOssh-certview DO OO0O0O0O00000O0O00O0O00O00O0 Subjece OOOOO
O00OWindows OOO00O0O0O00O0O0O0O0OO0O00O0 [©0O)10000 Subjece OO0
oooooooooOo0oooobooOoooobooOooooOoooooboooooo
Subject.CN

Subject @O ODOO0) DDODDOODOOOO @OobDOOO)

Subject.Email

Subject OO ODOOODOO0O @DODDOO)

DNS
SubjectAltName [0 DNS OO @ OO0OOODO)

UPN
OID 1.3.6.1.4.1.311.20.23 (UPN OID) 0 0 0 0 O O SubjectAliName 00000 0O
OothetNameO OO (OODOODODO)

UPN.User
UPN OO0OOO0O wuserID OO

UPN.Host
UPN OOO0O0OO0O00OO00OO0

Email

RFC 822 U U DO UDO OO D SubjecAltName 0 U [
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Email.User

Email 0 wuserID OO

Email.Host

Emall 0O 0000

SerialAndIssuer

gooobooboo ge O0D0O) O0DOO0D0OODOODOO Issuer @DOO) O
googooo

serial_number Issuer

gooboboooboooboobooboobooboobboobbobboobooon
oo

461D07A8 CN = Secure CA, O = Secure Corporation, C = US

Cert

000000b000000bb000 Equals DO0O0O00O0D0OO0O00O0ODOOOOO
goooboobDoobobbooboOob: 000D OO Reflection PKI Services
Manager 0000000000000 OOOOOOOOO

subst

goo0obDo0obDoo0obOobDibOnDO Regex UOO Exteen JODOOD0OOO
goooooooo

Regex 00O O00O00ODO0OO0O0ODOO @©@OO oO0OO0O0OO0ODOOOODOO) OO
00000000000 0000 swbst UODOO0ODOOODDOODODOODOODODO
goboobooboobgoobooooboobuooboobobooboobo
gobooboobDo0obDoob0 ID 00000 sswests UOOODO0ODOODO

Extern U0 000000000 0D00O0DOO0DO0ODOO0ODOO0ODOOOOODOO
O subst DODODOOOO

oon

o000 {Alowed-Idendty} OO0 O00O0OD0DO0O0ODOOOOO0ODOO0O0DOOOO0OO
U IDo0gboobooboobobobooboobooboobobooboobon
goobobooboobooboooobooboobobboboobooboboo
gobobD b oooobooboooo

oooooooooooobobooo™@ooooob @gbobooobobobooobooDbo
gobobobog) gboobgooobooboobooooobooobooboobob oo
gooboobgooooboobooohiobooooboooboooboobgo D o
gooboboooboobooboooobooboobobboboobooboboo



oo R 163

gobooboooboobobooon

Field Operation Argument

rield DO 0O0000O0O0O0O0O0CODO0O0O0 (0O0O0O0O) OO0 Subjectd Subject. CNO
Subject. Emaill] DNSO UPNO UPN.User] UPN.Hostll Emailll Email HostO SerialAndIssuer[]
CertOsubst OO0 0OO0O0OOOO0OOOOOO

Aargument 00000000 0OOO0O
operation OO0 0000000 1 000000O0OO

Equals

rField 00U argumene D00 UO0000000000O000O00D0O00OOUODNSY
UPNOOOD Emal OODO0D0O0OD0OO0OO0O0ODOO0DOOD0OOODOOODOOOO

Contains

rield D0 Uarqument 0000000000000 O00D0OO00O0OO0OO0O0OO0O0DOO
DNSOUPNOOODO Email OO0OO0D0OOD0ODOODOO0ODOODOOODOOODOOO
goo

Regex

argument OO0 0O0O00ODO rield 0O0O0O0O0ODOOO0O0ODO rFieza OOOOODO
gobobooboobobobooboobuooboobob b obooboo
O %subst® DUOOOOO0OOOORegex UOOOOOOOODOOOOOO @©OO
gooooo)y ooboooboo

Extern

gobooboooboobooboooobooboo™booboboobobooboooon
U000 argument OO0 O 0O00OOO0O0O0ODO0O0OOOOOODOOODOODODOO
0000000 00b0ob00O0 1D O00b00 swbst 0OODOO0ODOOOODO
gobobooboobooboooboobdg obobboobob o0obOooo
gooobooobooobooboobooboon

gdooooooooooOoo:
{ %UPN.Email% } Subject.CN Equals acme.com

{ joep } Subject Contains "Joe Plumber"

oboboobooooonon

gobobodobooobgoopboobooobooboobobbobooboobobo
gooboboobooobgooboooobooboobobobobooboobooboo
0000000000 RuleType UOODODOOODOOODOODOODOOODOO
RuleType U0 DO O0OO0O00DOODOOODOOODOO0ODOODOOODOODOODOODO
gooooon

RuleType type

gobooboobooooobooboon

none

goboobooboooboobooboobooboobuoobo

host

goboobooboooboooboooonooo

user

gobobooboooboooboobooooo
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usetr-address = server

oooomooooooooooooooooooooooobooooDboooo
U000 O: PKI Services Manager U Quser-address D0 D0 0000000000000
ooobooooonD oNsOOOooobooy oobooooooooooooo
O00o00O00oo0o0O0o0o0o0DOO000 PKI Services Manager U O 0 0O O O PKI
Services Manager U Duser-address U0 0000000000000 ODOOO

000000 aeme 0O0OD0OO0OOODOOODOO0ODOODOOOOOODOODOO
gobooboooboooboon

RuleType user-address=acme

O00. OO000O0o0O0o00oO00ooOo00o0ooooo0ooooooooooooooo
user-addressd userldnone DO 0O 000000000000 O0O0OhostdOnone O0OO0O
00000000000 O000O000O00O000O00O0OoOo0oooon

goooo

DynamicFile

PKI Services Manager U0 OO OO0 ID O0O0O0OO0O0OO0O0OO0OO0OOO0OOOOOO
gooobo0bDo0oboobo0obobio0bdOdDyes00D0O00no00OOO
O00OnoOD0OODO

ExternTimeout

Exteen 0000000000 O0O0ODOOO0ODOODOOODOOODODOOO

RuleType

0000000000000 00000000000000b0000O0o0o0ob0o0oa0a
00000000 ooooobooooooooooooooooooooa
0000000000000 0dodid wserdId hostdD noned O O user-address
=serverJ 0000000 noned 00O



[

[

S

PKI Services Manager D 0000000000 O0OO

L=

e

{ guest }

{ fred.jones } UPN.user Equals "fred"

{ $UPN.user$% } UPN.host Equals "acme.com"

{ guest %UPN.user$% }

{ fred root } Subject.CN Contains "Fred Jones"

{ %subst% } Subject.CN Regex [a-zA-Z\.]1*([0-9])

{ elmer.foo.com } Subject.CN Contains "elmer"

gbogbgoboobobodd
gbooobgooboobgb
OeuestU D OODO000ODOOOO
gbooobobooboobon
gbooooobooboboonbooo
goooboboooboobon
o0oooboboboobooobon
goooog

SubjectAltName [0 UPN O O0O0O0O
0000000000 “red” OO0
oooobooooo b ooooo
fredjones DO DO O OO

0000 SubjectAltName 00 UPN O
oo0oooOoooooooooo
"acme.com" OO 0000 OUPN O
00o0o00Oo00oooooo0o O
O0ooooo0o0oooon

UPN OO00O0OD0OO0DOODODOOD
000000 OguestDOOOOHT
gooob b ooobgobob
gouvpN O0DO0O0DOO0ODOOODOO
Uoboob0 ID 000000 guestd
gboobobooobooobooboo
gboobobooobooobooboo
oboooboooonog

0000 CN O "FredJones" O OO
000000000000 1D 0d
000000 fred0O0rootdd 2 O
O0ooooooa

00000 ID OO0Subject @000
00) 000000000 €N) O

0000000000000000

0000000000000000

CN 0 Ojoesmith.123450 000000
00000 ID 001234500000
0000

00000 1IDOO0O0O "elmer O
O00oO0o0oooooooooao
0 elmer.foo.comd OO0 OO0 0O0O
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L=

i

{ bob } Cert Equals /temp/certs/bob_cert.crt

{ %subst% } Subject.CN Extern /bin/myapp

$UPN.User% } UPN Extern /bin/ldap-app

%Subject.CN% %$DNS% }

{ windomain\%UPN.User% }

obooboboooboooboboo
obooboboooboooboboo
gboobobooboobooboo
U00 ID 0DO0000O0beb0OODO
god

PKI Setvices Manager [J Subject (U O
oooO)yoooooooono N
ooooooooooo

O /bin/myappl OO0 O OOOOO00OO
OooobDoooooboooooon
o0 ooboOoOoOoOobDOOOoOOn

ID DO00000000000000
oooooogoo

obooboboooboooboboo
ooo0ob oOd00O0 UPN ODOO
obooboboooboooboboo
gooooooo

00000 1D oooood
Subject CN 00D OOO0O0DOOO
SubjectAltName [0 DNS 00000
o0oooOoooooooooo

00000 Windows OOD0O0ODO
obooboboooboooboboo
OO0 UPN DO0ODOD0OOODOO
goooobgo



I .

RuleType OO OOOO0OO0OOO0OOOOOOOOOOO

RuleType user
#0000000000000DO00DOo0bOooboooDg
{ scott } CN Contains acme

{ joe } QN Equals acme

{ guest }

RuleType host
# 0000000D0O0O0000DOOOOoooooooboooo

{ elmer.acme } CN Contains elmer

RuleType user-address=myserver
# 00 000000myserver

#0000000ooobooobooboobooboona

{ good %subst% } Regex UPN " ([A-Za-z0-9\.-])@[*.]"

RuleType none

# "none" [J RuleType UOOOOOOOOOOOOOOOOOO
# Duser00000host0 00000000 ODOOOO0OOODOO
# 000ooooooooao

{ good } SerialandIssuer contains 123 CN=foo



0 0O U

PKI OOoOOnO

Reflection for Secure IT6x O OO F-Secure JO0OOO0ODOOOOODOOCOOODOOO
0000000000000 DOCO0O0ODOO0O00ODOO0O0O Reflection for Secure IT
UNIXClient OO0 Server 00000000 COOO0ODOCOOONOD QO Reflection PKI
ServicesManager 0 0000000000 ODOODOOOQDOODODO D Reflection for Secure
ITéx OO0 F-Secure 0000000000 OO0O0ODODOOOpkid OOOOO -m O
oooooooooooog

O0:-m 0000000000000 0OOpkd 0000000000151 00000
gooobooobooo

gooboboobooobooboooobooboobobobobooboobooboo
goboooooboobooboooobooboobobbooboobooboboo
goobobooobooboobooboobooboobobbobooobooboboo
goo

= JO0:gobobbooboobooboboobooboobobo

= JOg0O:000000b000bo0bobobooboboobobboOoboobooo
goo

= O0:000000000 ReflectionforSecure T OO0ODOOO0OOODOOOOODOO
0000000 PKIServicesManager 000000000 DOOODOODOOODOO
gobobooobooboboboboooboobon

= JgbO:0b00bb00obo0oboobobobooboobooboboobobooo
gobooboobooboboobooboobobboobooboobooboo

gooobooooo

PKI Services

Manager
HostCA ooog o0 TrustAnchor
HostCANOCRLs oon o0 TrustAnchor
RevocationCheckOrder =
none
HostCertNameCheck o0 000 --
LDAPServers oo oo CertServers
CRLServers
(oooooooooo
oo0oooOooooon
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