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Micro Focus Reflection for Secure IT 83 Sarwer for Windows

Select the folder whera you want to unzip the files to:
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Extract | Cancel |

D 35% Extracting

- [m] >
Elapsed time: 00:00:01 Total size: ITEIK
Remaining time 0o:00:01 Spead 11 MBfs
Files: u} FProcessed: 11588 K
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(4) End User License Agreement (&2 Ko —V 1 HEFEEERK)) B H O FRKR
NEEZERE L, Fovr~v—27% A, [Continuel R¥ %27 Vv o LET,

D Micro Focus Reflection for Secure IT Server 83 — H

Read and Accept the Software License Terms

END USER LICENSE AGREEMENT ~

REFLECTION FOR SECURE IT V8.3 SERVER FOR WINDOWS

IMPORTANT: LICENSOR IS PROVIDING THIS LICENSED SOFTWARE TO LICENSEE (THE ORIGINAL PURCHASER ETHER AS AN
INDVIDUAL OR ON BEHALF OF ANOTHER LEGAL ENTITY AS TS EMPLOYEE OR AUTHORIZED AGENT) FOR TS USE SUBJECT TO
LICENSEE'S AGREEMENT TO THE TERMS AND CONDITIONS SET FORTH BELOW. THESE TERMS AND CONDITIONS MAY BE
DIFFERENT FROM THE END USER LICENSE AGREEMENT(S) THAT ACCOMPANIED EARLIER RELEASES OF THE LICENSED
SOFTWARE. PLEASE READ THEM CAREFULLY TO ENSURE FULL UNDERSTANDING BEFORE PROCEEDING, AS THEY MAY
CONTAIN ADDITIOHAL RESTRICTIONS ON YOUR USE OF THE SOFTWARE. PLEASE DIRECT ANY QUESTIONS TO THE MICRO
FOCUS LEGAL DEPARTMENT AT LEGALDEFT@MICROFOCUS.COM. IF ¥OU DO NOT AGREE TO THE TERMS AND CONDITIONS
OF THIS LICENSE AGREEMENT, vOU WILL NOT BE AUTHORIZED TO USE THE LICENSED SOFTWARE. BY CLICKING THE ACCEPT
BUTTON OR SIMILAR ACCEPTANCE MECHANISM DURING INSTALLATION, OR BY COPYING OR USING THE LICENSED SOFTVWARE,
LICENSEE ACKNOWLEDGES THAT T HAS READ THIS LICENSE AGREEMENT, UNDERSTOOD T, AND AGREED TO BE BOUND BY TS
TERMS AND CONDITIONS. THE LICENSED SOFTWARE IS LICENSED NOT S0LD.

For this End User License Agreement (“License Agreement”) the following terms shal have the meanings given below:

“Documentation” means the Licensor user documentation that is included with the Licensed Software.

“Licensee"” means the single legal entity or person that rightfulty acguires the Licensed Software from Licensor or from a
distributor or reseller of Licensor.

“] icense Options"™ means those license options set forth in Annex 1 to this License Agreement.

“Licensor” means the Wicro Focus legal entity authorized to license the Licensed Software in the country in which Licensee

| accept the terms of the License Agreement

(%) HARGE Ty R —PHEHFFEEN) OFE . B 7444 %) T llicense_ja.rtf] 77 A /b
&%) KA A N=VT 7 AIVERE T 4 /L Z D¥rsit-winserv-8. 3. 351-product” 7 F /L&
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User Information  File Location Advanced
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Personalize your install

Full name: |Wiﬂdows:l—'f— ‘

Organization: | ‘

VPA: | |

Opticnal: Please enter your VPA number here (volume license users
only; this number is printed on the VPA Certificate sent to you by
Micro Focus). Doing this enables us to service your account
quickly when you contact us.

A7) TVPA) fH#IE. Windows[ 7w 27'F 4 L BERE] ORI F)N T
“"Micro Focus Reflection for Secure IT Server 8.37 ZiZIREFIZ,
THEHRAEFEHRNAD (a2 b ELTERESNET, 2.4THOKZR)

Help " nstall Now Cancel
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User Information  File Location  Advanced

Choose a file location

Micro Focus Reflection for Secure [T Server 8.3 will be installed on your computer. To install this productin a
different location, click Browse, and then select the location.

|C:¥Pru~gram Files¥Micro Focus¥R5ecureSenver¥ E Browse ;

Help Install Mow Cancel

(5-3) [Advanced] # 7 [
AEENOKEX., FRAIZFOFEE L LET,

|:| Micro Focus Reflection for Secure IT Server 83

User Information  File Location

Choose the type of installation

(@ Install to this PC

() Create an Administrative install image on a server

Create a |og file for this installation

Delete log file if install succeeds.

Help Install Mow Cancel
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|:| Micro Focus Reflection for Secure IT Server 83 - *
Please wait while the installer configures Micro Focus Reflection for Secure IT Server
8.3
Copying new files
File: wsclientdll, Directory: C:¥Program Files¥Micro Focus¥RSecureServery, Size: 233960
Help Install Now Cancel
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FEEMREE CYes] RNZ &7 Vv 7252 LT, 0S BHERL £,
0S FEEN R B C[No] R & > 7 U v ZFEIE, 0S O FEBVLEE~IBITETICA VA M= EEZKT L
FI 0, ME Windows il T 4 77 U OEHLE RUHOE E TTOTOS OFRENEE ICEH F X0,

|:| Micro Focus Reflection for Secure IT Server 83 - *

The Micro Focus Reflection for Secure IT Server 8.3 installer has completed the requested actions

You must restart your computer for the configuration changes made to Micro Focus Reflection for Secure IT Server 83 to
take effect.

Micro Focus Reflection for Secure IT Server 8.3 X

g Until you restart your computer, Micro Focus Reflection for
Secure [T Server 8.3 will be only partially installed and may
not function correctly.

Would you like to restart now?

Yes ] No

[ Restart my computer for me.
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«File > Save Settings, Close
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Restore All Default Settings, Restore Pane Defaults
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[Configuration] - FHREORE/FormEm (14 BE) 221

& 7 1 [

(3)

B E 1] D FEARYRAE

sshd ¥-— ¥ 2 DBRtE & =1k

FEME EORZ EEN A = 2 — BRI LD sshd —E R (£ : "Micro Focus Reflection for

Secure IT Server”) & BRAA/{5 1L/ FEB) L £ 7,

(%) Windows @ [&EHY —/L] > [H—ERX]ITHBW T, "Micro Focus Reflection for Secure IT Server”
Z [ARRICERAE T RE T,

R ENE DORAT & Rk

[Configuration] # 7 > i E MmN CTAJIMRE D%, [Save Settings] BE(RZ VTN A =2 —

JBIN) [T L Y “rsshd_config. xml"fRE 7 7 A M EEEHREFELET,

RENEICLY , BERAFHOERP DA T 2D L sshd $—ERAOHEEZICKT D H DN

FELET, RIS L5720, BERFHZITLT sshd — 22 HEEIT5 2 L2 HRELET,

EENEZT 7 4 /v ME~RETHBIE

a) [Restore Pane Defaults]hN¥ 2/ A =a— DR = RREHHENEET 7 4/V b ~KET

b) [Restore All Default Settings] A ==2—®DEIN = S TOHHEHKENEET 7 4 /L b ~FET

BE EONKET 7 4V MEIZERE L72%1Z [Save Settings]B{EAZ 352 & T, TOHNEN

“rsshd_config. xml” 7 7 A MZ EEESRIFSNET, sshd —EA~DOKBRIE Eiki@ v T,
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3.2 BRTFEm M
3.2.1 [Status] % JE@E

E Reflection for Secure IT Server
File View Action Help

HEEED>Ep

Statug Identity Configuration

General server information
Status: Running

Uptime: 1days, 02:30:10

Open connections: 2

Reflection for Secure IT Server 8.3.0 (Build: 8.3.437 )

Installed at C:¥Program Files¥Micro Focus¥R SecureServers

AW EIZBNT, FRfFREF R LET,

[Status:]
P — B RBERDL
[Running] = ¥ — & A&@H
[Stopped] = P —v A& 1EH
[Pending] = & TRunning] / [Stopped] BATH DO —RFHERINEE
[Uptime:]

Y=Y — B R BB 4G L TA D ORI ]
[Open Connections:]

BP0 7 74 7 MERK
[WEB//N—2 3 UER:]

[Reflection for Secure IT Server 8.3.0 (Build: 8.3.437 )]
(1R b—LE:]

[Tnstalled at C:¥Program Files¥Micro Focus¥RSecureServer¥)]

_12_
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3.2.2 [ldentity] # JE@E

E Reflection for Secure IT Server — *
File View Action Help
HEEE > ED
Status Idetity Configuration
2 Restore pane defaults @)
Host key
Private key: |C:¥ProgramData¥Miu'o Focus¥RSecureServer¥hostkey | Browse...
Key comment: |'[2048 RSA, SYSTEM@EnS-Win516], Thu Sep 24 14:58:52 2020]" | Generate. ..
SHA256 fingerprint: |JUZBSRDSAaZCVCmmWSgQGGILOjSTguﬂ“'IZNsTIVG | Export..
SHA1 fingerprint: |dhOQ\|‘b1wCsFEZGEO?PNTG?Dz |
MDS5 fingerprint: |ﬂ.1DI+IIFaIQuSP5f2Xy |
(O Use the local computer certificate from the Windows certificate store
Browse... View...
(®) Use the following certificate
Private key: | | Browse. ..
Certificate: | | Browse... View...
Server version string
SSﬂ—2.0—| ReflectionforSecureIT_8.3 Build 437 | Default

AKEH EIZRNT, TrfFlEor L EERELZ LE T,
[Host key]
KPP — SR THHT D — R 2 MEEREFR, BELET,
B ARRE A VA N — VR A A S 7o — Nk R R
PR A MR Sk,
For:N— 9 8.3 LUK, SHAL & MD5 12 & 5 fingerprint (FEHC 7~ v o = fE) (2%, SHA256 (=SHA2) (2 &
5 fingerprint HiBME/RLE L=,
7747 MUPIEIBEREREIZ B SR T 5V — SR A MERGE 2 — FORSAICFIA L7,
[Browse] "% > I TFL, SRELTWAROET 7 A LA RIREE L F T,
[Generate]l R & > I L, ¥iHlgE”7 v A V2AEK LIEELET,

8.3 Updatel 2> HA5M iR B 7 /L= XA (Elliptic Curve Cryptography)Key type
7 7 A VIR ERT

. EEZT 7T — PREIREKRE O BEAE

="ECDSA” % BN
N A — HARE L, RSIT Y — " — B 2 & i E) LA MBI L £,

[Use host certificate]

ARAp— OB A FFRBIEANT, RSIT /GRS 28T 7 7 A LTl < | FBRER & Lo E %
BALTHERT 256, AMREZAIME LISEHE Y 7 A VEfHELET,

[Server version string]

PRt AR IC N ALEREYIC 7 7 A 7 o bt 2 — ML G Ver (5SRO CTFHN AR E L7,

B SR T~ — A MERZE#T 2 G A T AT L9, (% ZERF, RSIT Windows Client OABHEET » 7
B— Rz2—F ¢ U7 4L DimfEe kB EN RSIT — N Bk FICIEL<EEL 8 AL )

3.2.3 [Configuration] % JE@A

AKEZTHAOLEBEEIZBWT, FHEHREEX LET,
PR T4 3R] ICEER L £,
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4. B%E

41 ERXEIELZDRTE

F7 4 MREEORETH, BF 2 UT 4 KEOE Y ZT AN ATHETT,

BT, %R T4.2 BEEM) ONBEFM I, BEEL X2V T ¢ K Y o —i@H R - 788 728 Nk
EraEh, F0PEE LWVEABREA ST S 2 L AFRETT,

4.2 E%TEFH

RSIT Windows H— NZ31F 2% lE, JHHAIGUI BREME 48 U THEL £ 7,

“rsshd_config. xml” 7 7 A VX, T 74V FTIEFRRT 4 L2 Y FITRESN, A==2—#/E( Action >
Set Data Folder) |ZL VW ZDRGFHAELETHZ L AGETT,

”C:¥ProgramData¥Micro Focus¥RSecureServer¥rsshd_config. xml ”

EFED
xml 77 ANEEERET DI EIIHEIGRVIFICE T —ORK L2 ETOTITERE T I,
8.3 Updatel |ZBIT 2 HERETEH % 4.3 “rsshd_config. xml” EHREIC REHEH] IR LET,

WEERIRORY BERE T,

UIF., &R EEEEICEFORENREHHLET,
[Configuration] # 7 Z@IR L., EAEIZEMANDOY U —IRERA =2 —NDO 0 EBREHEAZERLERLET,
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4.2.1 [Genaral] ZFEEM®

Reflection for Secure [T Server -

a X
Eile View Action Help

HEEEPED

Status | dentity Configuration

- Restore pane defaults @)

)l % General
- Network

erm.lssmns Maximum number of connections:
[=-Logging

;~Event Logging Maximum connections per user:

i--Debug Logging

o Audit Logaing Session time-out (seconds):

[=)-Encryption

Key Exchange Banner message file:

(- Authentication

E| Password

. L-RADIUS

E| Public Key

... Certificates

.- RSA SecurlD Figh

- GSSAPI / Kerberos v BubbleBabble Abave normal
- Credential Cache Hexadecimal
.. Active Directory Aco E:llfl"" normal

- SFTP Directories

- Mapped Drives

- Reflection Gateway User

- Post Transfer Actions

[=]- Access Control

i Client Host Access C

Group Access Contre w

< >

Juik

Browse...

Process priority: MNormal (recommended) w

Eingerprint display format: Base )

[Maximum number of connections:]

[FIRFHERE AT RE 7o e D LIRAFRE L E T, 7 7 4 /0 MEIX 75007, fH"0” (XHEFIFRO &,

connection reuse EI{ERFIL., Bkl T v */VLE 4L, connection & 1 &7V £9,
[Maximum connections per user:]

1 e A ra—PYe ) OFRKEEGRO FREZRELET, 77 4/0 MEIX 7507, E70” IZERIRDE,
connection reuse BIERFIZ, #EE —HFt X T v R/VZLHE S 4L, connection #1 1 &720 £,
[Session time-out (seconds) :]

T BEZE I T RWT A RAREEDEGE L 7o REIZ . FEERRRR M % B2 AU L £ 3, 20
FRERFE Z AL CATI LET, 77 4/0 MEIX0”, HREELDE,
[Banner message file:]

PEG BRI IC T —RRHIE 7 TA TV AR v =V ERTHINEOT XA N T 7 A VEEELET,
T ANOXFA— NI UTF-8 2 L, £ UADOL T a— FORIITHBEBR IS ET,
[Process priority:]

sshd F—¥E 27 & & (“rsshd. exe”) IZKIT % BLEEORT] 2HEELET, 774/ ME Normal”,
BEREHIZ OB EE LTI IV, FHCRBRMKGT 2 7 7 A VERERFT . B & OB, o
BA~DATIZ L DR EOEANBESNET,
[Fingerprint display format:]

P — R A RE("Host key”) D Fingerprint” (N ¥ = fif) R B2 @ RFEE L £77,

{ “"Base64” (7 #+/L k) | “BubbleBabble” | “Hexadecimal” }
WAL, Olldentity] # 7 EOFRR @u 7)) ~KB S ET,
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4.2.2 [Network] EZXTEMEmE

E Reflection for Secure [T Server
Eile View Action Help
HEEEPED

Status | dentity Canfiguration

- Restore pane defaults @)

- General ) % Network
= Metwork

- Permissions ~

() Logging Listening address Port Client keep alive (seconds)
i~Event Logging i 22 &0
- Debug Logging 0.0.0.0 2 &0

.. Audit Logging Metwork Binding x
[=l-Encryption
[ :; Exchangs Network binding information
- Authentication
[J-Password Listening address: | 0.0.0.0 |
| L.RADIUS

= yblic Key
‘... Certificates Client keep alive (seconds)
SecurID

.. GSSAPI f Kerberas V [ Require reverse DNS lookup
- Credential Cache

. Active Directory Aco
- SFTP Directories

- Mapped Drives

- Reflection Gateway User
- Post Transfer Actions Cancel Help
[=]- Access Control

.- Client Host Access C
- Group Access Contre v Add... Edit... LETIE
< >

sshd —EZANRFEEIT (Listening) T45T7 X 7 X LR — N FORRERHREEZ LET,
T 7N NI, BTOFHT X7 X LTHR— R 22 FE2E Y TET, FELET H5E1E, [Add]/[Edit]
Ry %227 Vw7 L, [Network Bindingl ¥4 7Ry 7 A% BUTHELET,
[Network Binding] #4 7EJ ARy I R :
[Listening address:]
ssh 7 ATV NInLOEREMOLZ T T LT X T2 (K= DO IP T RLAZEELET,
F7H N E T, BTOFERRIP T RLANLOZENEHTT,
2P 7 RURAFEEIX, IPv6 OGH 77 L, IPvA OFE 70.0.0.0”7 & LET,
[Port:]
ssh 7 ATV NI OERHFLZ T TS TP R— MEBEBELET, T 74/ MT 2%,
[Client keep alive]
I IAT IO T = ZERRSBEBBEBEREL - EREHVZRICEFERBOLZDIC
[SSH_MSG_IGNORE] /X% b ZEMIAIZEE L, TAL LA PRBUZIRIT 2T —amza i L7,
(FHF ssh 7 74 7 > MUNTZAF TSSHMSG_IGNORE ] /377 » MIfof & FICBEHE) 7 7 4 /L ML 60 F,
[Require reverse DNS lookup]
RSIT Windows ¥ — NI FRLRERMRFIC, HRER T T4 T 2 FO IP 7 KL ZA % JIT DNS ISk LA RTO
Gl A TR U E 3, W5 LRI LTS, St 2 Bl LEIWT 25 (=F = v 7 fF&] 2, %
DO F FHERCHELHE LG T D =Ty 2772 L) DOBEEZ LET,
Qg & k>
DI[Client Host Access Control]f%EIZC. FQDA T Client Host 5 EHF
@|[Client Host Configuration] g% EIZC, FQDA/IP 7 KL AWF /T Client Host fiEHF
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: : =
4.2.3 [Permissions] E%7EEmE
E Reflection for Secure [T Server - X
Eile View Action Help
HEEEPED
Shatus | dentity Corfiguration
- Restore pane defaults @)
- General ol % Permissions
- Network
o Permissions D Deny all logins
[=)-Logging
Event Logging Allow terminal shell
-~ Debug Logging Terminal provider: "SystemRoot Y System
- Audit Logging
Wt S —
i “Key Exchange Allow exec requests

(- Authentication
- RADIUS Allow pon-interactive users to log on

E‘ Pybhc Kgy File transfer

- Certificates

-~RSA SecurlD Allow SCP1
i~ GSSAPI [ Kerberas V
Credential Cache

[use SFTP accessible directory settings for SCP1

i [
.- Active Directory Aco Allow SFTR/SCP2
- SFTP Directories Allow smart copy & resume
- Mapped Drives
- Reflection Gateway User Tunneling
+Post Transfer Actions Allow dient to server (local) port forwarding
[=]- Access Control

© Client Host Access C Allow server to dient (remote) port forwarding
Group Access Contre w

< >

HAE ssh P — Y — 2 DRI E L Y — B ICRE L E 7,

ARRREDM, [Subconfiguration] FXEIZL Y, IFIFF—WNAE% Client Host/Group/User ARSI ET D
Z LB ARETT,

[Deny all logins]

(BULEREICHENL L TV DRI D, A% OFT=72) 7 74T "0 b O 2 CHE T HBETT,
[Subconfiguration] DIFEIWCAREITH Y /A,
[Allow terminal shell]

I IAT Y "D H = F VR EZTFAIT 5082 0O FETT, 774/ MIFFRETT,

JEEC -

— X TV ENMERF AR E BN & LT, Windows OSIDEF = U T 4 RENFLEEL£T,
[Terminal provider:]
S — I FNVEEREMEIC RIS T 2 — MUFEAT T 0 7T A EEELE T,
7 74V ME Windows fEHED emd. exe” TF, FEEZERFIL, MR SATHELET,
[Terminal default directory:]

— I T AEERBIERF DO L N T 4 L7 MY LR D NRAFRER LET, NSREEEIEL N = AR
7 (7%D”, T%H”, %u”, ") A RTRE TS, 7 7 A0 M “%D” (Windows —H w7 7 A L) TT,
Windows =—HF 707 7 A /L7 7 /L MEZLLFO®@Y T, (EHEHR—FIZL D LT

C:¥UsersYusername¥ (#7¥=x= 2 h4,"Ci¥Users”, FRIL"Cr¥az—H—"

RB—V AN T
%D =T H T AT F K
c%H : =R — AT L
Su —HFr A 4
“% : RAA 22— r A4 (domain. username DEZ)
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[Allow exec requests]
ssh UE—ha<w> REFEITRELTEIMNE I DERELET,
T 7 &V MIA R CEITIHFIRETT,

[Allow non—interactive users to log on]
Windows —/R0S D o —hltx 2T 4R —REICT, "a—hralt @45 "R/
TWARWa—H/ TN —FI2% LT, ssha 7 A L EHA[TEHNE I DERELET,

# File transfer

[Allow SCP1]
IETF £R4E sftp "1 b 2 /UAEARICHERL L 72\ OpenSSH A B ATARD scp =2~ o R (Z ZTIX"SCP1” & KFE) ~D
KIS HEEZRELET, 7 74/ MIFISIREETT,
JEEC -
ARREICTHRIEAATE LTH, [Allow exec requests] I TEITHHREDHEELZ L TV DAL, (sshk v
TarvND 1 F X RVEN LIz rep FATa~ 2 RIZTHEBLT %) 0penSSH 7B D sep MBA[REE 720 F97,
[Use SFTP accessible directory settings for SCP1]
OpenSSH 225 @ scp BIfEIZ%F L, [SFTP Directories] M ENA LT 2N E I MEEELET,
[Allow SFTP/SCP2]
2747 bbb sftp KO (IETF FEHEAEARICHEML LU 72 sftp 7'm h 2Ll k%) sep (2 2 TiE"scp2”
EREHFTHNEIDERELET, T 74/ MME, FFALRETT,
[Al low smart copy & resume]
Smart Copy HERE (FHEAIESEICBRIC R —A W/ Rl —NED 7 7 A VHPFAES DR ISR B A2 2% v 7 %
B&RE) & Resume HEBE (=Y b7 A WpIZHTENE T £ THEMRERLD LT ORD3EI ST v MG BB 28
RE) DA RN/ BN 28 E LT, 77 /0 MIAZRE T,
R
ssh 7 747 MAITT Smart Copy #%RE & Resume BEREIC ARG DA IE. AR EITER R < ERIXER)IC
70 ET,

# Tunneling
[Allow client to server (local) port forwarding]

I7IAT R D "u—R )V TCP N— MEX” ZFF AT E ) EEELET,
[Allow server to client (remote) port forwarding]

I7AT b ®D "YU E— b TCP AR— MEE” ZFF T2 EIEfRELET,
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4.2.4 [Logging] FXEMEM

E Reflection for Secure [T Server
Eile View Action Help
HEEEPED

Status | dentity Canfiguration

- General ~ (K Loggl ng
- Network

- Permissions
-Event Logging ‘You can configure event logging, debug logging, and audit logging.
Debug Logging
.. Audit Logging
[=)-Encryption
‘... Key Exchange
- Authentication
E| Password

. L-RADIUS
[=1- Public Key
... Certificates

Logging

SecurID

i~ GSSAPI [ Kerberas V
- Credential Cache

. Active Directory Aco
- SFTP Directories

- Mapped Drives

- Reflection Gateway User
- Post Transfer Actions
[=]- Access Control

.- Client Host Access C
Group Access Contre w

< >

[Logging] #REL L C, FRi3fou /72 HELE Lz,
@ [Event Logging] : Windows A X1 b1 7 ~OFiEkEE A 5 7E
@ [Debug Logging] : ssh 7 74 7 v k& OEEGEMERRT O 78 E
@ [Audit Logging] : 7 7 A NHRET 7 AR FHE L CEREIMELEE

@ [Event Loggingli¥, 7 7 #/L hATT, LEITIS U TEOFEMER L~V EZHEE L ET,

@ [Debug Logging] %, AFEBMIFIIT 7 4/ MREEOE FEHE L TFEU,

WERFOHHLY T4 7 v b & O TR A C725812 £ OJRRMT BT Ak L e 7 28 L £,
BIMERFIIBH LN B 2 BIR T 7 A M L, 2045 BERIRICARR)0 £,

@ [Audit Loggingli%, 7 7 4 /v MNEZHTT, K —_~D7 7 A NRET 7 B AR A A v 7 L L CRldk
THLEND ZHEEITEIME L ET,
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4.2.5 [Event Logging] EREEIM
E Reflection for Secure [T Server - X
Eile View Action Help
HEEEPED
Status | dentity Canfiguration

- Restore pane defaults @)

- General Y % Event Logging

- Netwark

- Permissions Enable logging to Windows Event Viewer
[=-Logging

S5H server and SFTP event log level

- Debug Logging Errors
- Audit Logging
£+ Encryption Warnings
i iwKey Exchange :
: Information
(- Authentication L
E-Password Oerotocol details
. L.pADIUS
E| Public Key [ttex-dump
i e Certificates
. RSA SecurlD [ custom Custom events...

- (G55API [ Kerberos V

- Credential Cache

. Active Directory Aco
- SFTP Directories

- Mapped Drives

- Reflection Gateway User
- Post Transfer Actions

[=]- Access Control

.- Client Host Access C
Group Access Contre w

< >

Windows A Ny b 7 ~OFEKBEDOIEL LE T,

[Enable logging to Windows Event Viewer]

AR bu T ~OREREAINLET,

[Errors], [Warnings], [Information], [Protocol details], [Hex-dump]
Frxv /=02 ANNHZ LT, EOLULVETRGT D02 ELET,

TIATIEE X VMRV $9, T=v 72 ANTHBO LT EREFICT =y /~—2 BAVET, T
7 # )V MiE. “Errors”, “Warnings” LUl & Et&kL £,
[Custom]

F v I~v—0 %A, [Custom events] RHZ L %7 ) v 7352 LT, fllxDFEMA X M2 EBICFEE
AHETTY,
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: B
4.2.6 [Debug Logging] ‘XEE®
E Reflection for Secure [T Server - X
Eile View Action Help
HEEEPED
Shatus | dentity Corfiguration
- Restore pane defaults @)
- General Y ¢ Debug Logging
- Network
- Permissions Enable debug logaing to log file
- Logai
& ?gglng ) S5H server and SFTP event log level
Event Logging o
-~ Debug Logging -
. Audit Logging Warnings
[=-Eneryption Information
¢ -Key Exchange .
2- Authentication L erotocol details
- Password [Jtex-dump
{ "RADLS [Jcustom Custom events...
Pyblic Key
. - Certificates Log file information
i RSA SecurlD -
Log flle directary: | C:¥ProgramData¥Micro Focus¥RSecureServer¥logs B
GSSAPI J Kerberos V e Linis
Credential Cache Log file rollover (by size) File size (ME):
Active Directory Aco
.GFTP Directaries [Log file rollover (by time) Start bime (UTC): |0 Interval (hours): |24
I:EEDE: DFE:E:E U Timestamps for log file entries: Curc
- Reflection Gateway User — 4
- Post Transfer Actions ®Local < EI $ H% FIEﬁ E_% H—\}El ME ! '
[l- Access Control
Client Host Access C View latest log file
Group Access Contre w
< >

RSIT Windows $— NEHOT Ny 7o JHEIOEEEZ LET,

TNy 7o ZIERBERNTH T, RS T4 T 0 N & OBERRBIFICHE e R A R LET, A vEe—U%
HALRRS 70 s T MLEZ T 5 BER T, RSIT Windows H— SOARKD M O MBHFEIIE T LE4, @
WEATIEITF =y 7 ~v—7 A LEICL THBHEWVT I,

[Enable debug logging to log filel

TNy a7 OiEE A LET,

BRE, ssh h—_"OP— R ERENT DML OHT2RT Ny ra 77 7 A VEAERLET,
[Errors], [Warnings], [Information], [Protocol details], [Hex—dump]

Fry /=0 % ANHZ LT, EOLVIVETRET DNERELET,

TIATIEE X VIRV ET, T2y 72 ANTCHEO TSR TF =y 7 ~v— 2 BAD £7,
[Custom]

Fx v ~—2% A, [Custom events]hHZ U&7 Vw7352 LT, fllxDFEMA N2 NEEBNICIEE

# Log file information

[Log file directory]

TRy ITa Tkl 57 4 L7 MUEERRELET,

FRy 7 ZHHRET 4 L7 b Y FIZ, “RSSHD-YYYYMMDD-HHMMSSmmm. log” &\ 5 7 7 A L4 TIERR S £,
Z ZC. “YYYYMMDD-HHMMSSmmm” (%, BRAAREZ] 27k L, “YYYYMMDD” (X4EH H, “HHMMSSmmm” (% BE3Fb+~ A 7
2f TY,
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[Log file rollover (by size)]
FRZ 7 ANY A ZEIEEL, ZOVA RCELEELBT Ny /a7 77 A VEFETL, Hin/ 77 A V%
BT IAER LI X £,
HBEFAXZ1 77 ANVDYA XIBETHY, BT 77 A NVKREIIW\AFETETOTEET IV,
[Log file rollover (by time)]
FRERRIBIR CH T Ny a7 7 7 A NV EFHITER LI B2 £,
[Timestamps for log file entries]
TRy Tu g Ay =Vl E SN LRERIEREfEE L ET,
- [UTC] BIR  : UTC ([EIBEH ERFA; Coordinated Universal Time) (7'V = v UHEHERE; GMT &
[FF%) THERR,
* [Local] =R : {EEF A LY — VLI TEIR, THHARREE T 5H 2 L THARRFHZER,
[View latest log file] R%Z >
B EUT)OT RNy ra FNEERRLET,
M, A=a2—0 DD "View” > “Latest Debug log File” THIAFRIZFERL £,
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4.2.7 [Audit Logging] &

Kia
filt
[
=)

E Reflection for Secure [T Server - X
Eile View Action Help

HEOoErEw

Status | dentity Canfiguration
- Restore pane defaults @)
- General ol & Audit Logging
- Network
- Permissions Enable file transfer auditing
[=-Logging
--Event Logging Indude a file hash with each record
-~ Debug Logging
B Audit Logging
9 E'?prﬁon Audit log directory: | C*¥ProgramData¥Micro Focus¥RSecureServer¥logs Browse...
i “-Key Exchange =
(- Authentication

[=)- Passwaord

. L-RADIUS
- Public Key
| L Certificates
-~RSA SecurlD
GSSAFI [ Kerberos V
Credential Cache
Active Directory Aco
- SFTP Directories
- Mapped Drives

- Reflection Gateway User
- Post Transfer Actions
[=]- Access Control
.- Client Host Access C
Group Access Contre w
< >

RSIT Windows H—/S~D7 7 A VLT 7 ¥ ARPLEE A 7L LTRRT DL fEZ LET, rriL
TRFETHDAFIUTO®Y TT, HICHLBREDLBIH LT 7 A VERERGER 7 ANV ZITERLET,
077 7 A VAR - RSSHD-Audit-YYYYMMDD. log  ("YYYY”:4:, "MM”: H, “DD”: H)
T 7 RN UserID, ClientIP, Action, ServerFilename, StartTime, EndTime,

ServerFileModificationTime, ServerFileSize, BytesTransferred, Result,

Reason, ServerFilelash (Br<=XKby  —isk—17)

[Enable file transfer auditing]

77 ANVKRIET 7 ZRWEEA R VO E AN LET,

BRI, ssh h— "DV —EC2AZ BT LML OFHT-un 77 7 A VEERLET,

[Include a file hash with each record]

a0 JNEOLIABIEERTr 77 7 A W2 hash fl (SHA-1) & O 5 aEELET,

[Audit log directory]

27 DRAFELZRE L ET, MNICEHTAT 20, [Browse]l R¥ %227 U v 7 LTHRET VX ZRIRL
EJsae

T 7 v MRAEET NV F OEERLEANARETIC T v 77 AEMERICEBVER S L HE1E. €07+
VA= g i, SYSTEM & Administrators 721 IS 5S4, T TV E FORT T 7 A VHZD
NIy va PRSI ET, MBICAER LI 7 AV H 2R ET 256, TD/3—3 v a % SYSTEM &
Administrators 721 IZEFAT L., BX a2 U T 4 LEOFIREZNITTT I,
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4.2.8 [Encryption] X FEIm

E Reflection for Secure [T Server - X
Eile View Action Help

HEOoErEw

Shatus | dentity Canfiguration
- Restore pane defaults @)
- General ~ (g En Cryp‘h on
- Network
- Permissions Ciphers MACS
(=3 ngging —_—
Debug Logging [Azesig2ctr [Ahmac-shal
“... Audit Logging [Flaeszsectr []hmac-mds
: laes C /]hmac-sha
- EEmEm iz mac sh 5
Cl A=---i-:eyﬁEx:ﬁnge [“laes192-cbe LiELE [hmac-mds-36 SELE
=/~ AUTNenucauon N
- password [aes256-che Mave down EAhmac-ripemd 160 Mave down
 i.RADIUS []des3-cbe [lhmac-sha512
(- Public Key [blowfish-cbe [Mane
¢ b Certificates []cast128-che
i~ RSA SecurlD [Aarcfour 256 W
i+ GS5APL [ Kerberos V
-~ Credential Cache Compression
... Active Directory Aco
- 5FTP Directories Bos div
- Mapped Drives
- Reflection Gateway User [N use only FIPS-140 validated cryptography
- Post Transfer Actions

[=]- Access Control

i Client Host Access C
Group Access Contre w
< >

[Ciphers]
ERET DT — RN — MEOHERE N ST 2 BE o 5 NeHEL 7,
KPP ERLOGDNR, 7747 b EDOEGHAR T =—a URICEEME LTRSS SE S, T
7 ~—2 ® on/off & up/down IZXVFRELET,
{aes128-ctr, aesl92-ctr, aes256-ctr, aesl28-cbc, aesl92- cbc, aes256— cbc, des3—-cbc, blowfish—
cbe, castl128-cbe, arcfour256, arcfourl28, arcfour, none}Z ¥ AR— KL CTWET,
AL
“none” 1%, WE LTI EXDE EEE LETOTT A Mg HUSMZITEE LT,
[MACs]
T — B DSERVEMER GRS AE ) T5 MAC (Message Authentication Code) 7 /LU X AZFRE L E T,
KPP ERLOGDR, 7747 2 b EDOEwRGR T —a URICHEME LTEEENShET, F=v
7 ~—2 ® on/off & up/down IZXVFRELET,
{hmac—sha256, hmac—-shal, hmac—-md5, hmac-shal-96, hmac—-md5-96, hmac-ripemd160,
hmac-sha512, none} Z#AR—h L TWHET,
(Ver.8.0 7% “hmac-sha256” S HMESEIZ/22 0 £ LT, )
[Compression]
JERED¥EETT,
[Use only FIPS-140 validated cryptography]
FIPS 140-2 CREFLBURFG HULEHE 140-2) RBEDKHEY 2 — L OHZEHERTLLICHELET, 7
TANMIRT =y ZJIRET, ZOFEEHTL2ZEE2HRL ET,
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4.2.9

[Key Exchange] £%3E &M

E Reflection for Secure [T Server

Eile View Action Help

HEOoErEw

[=)-Encryption
i 2Ky Exchange
(- Authentication
[J-Password
. L-RADIUS
-Public Key
- Certificates
-RSA SecurID
-GSSAPI f Kerberos V

Status | dentity Configuration
- Restore pane defaults @)
- General &% Key BExchange
- Netwaork |
- Permissions
£-Logging [ diffie-helman-group 1-shat
.. Event Loaging diffie-hellman-group 14-sha1
-Debug Logging )
. Audit Logging diffie-hellman-gex-shal

diffie-hellman-gex-sha256

[ ass-group1-sha1 with Kerberos 5
gss-gex-shal with Kerberos 5
ecdh-sha?-nistp256
ecdh-sha?nistp3a4
ecdh-sha?-nistp521

i--Credential Cache
. Active Directory Aco
- SFTP Directories
- Mapped Drives
- Reflection Gateway User
- Post Transfer Actions
[=]- Access Control
‘... Client Host Access C
i+ Group Access Contre w
>

Rekey interval (seconds): | 3600

Ll

ERET =S by v a VREERT DO ORZHIT LT Y A LEELET,

(e EASHL T LT ) XA
{ diffie—hellman—groupl-shal, diffie-hellman—groupl4-shal, diffie—hellman—-gex—shal,
diffie-hellman—gex—sha256, gss—groupl-shal with Keroberos 5, gss—gex—shal with Keroberos b5,
ecdh-sha2-nistp256, ecdh-sha2-nistp384, ecdh—-sha2-nistp521 }

- 8.3 Updatel 5%, FEHHREE B 7 /L2 Y XA (Elliptic Curve Cryptography: ECC) TH 2
”ecdh—sha2-nistp256”, “ecdh—sha2-nistp384”, “ecdh—sha2-nistp521” ZBML F L7,
« “diffie-hellman—groupl-shal” & “gss—groupl-shal with Keroberos 5”7 . 8.2 SP1 LAf&
T 7 v MELE N TWET,
[Rekey interval (seconds) :]
FRFH ssh BB GE L TWDGEIT, BBkt Yy g V82 HAR (= Rekey) T HRHIEIRAFEE L
£9, 7740 biE 3600(F) TY,
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. . =
4.2.10 [Authentication] E&XEEIM
E Reflection for Secure [T Server - X
Eile View Action Help
HEEEPED
Shatus | dentity Corfiguration
- Restore pane defaults @)
- General B % Authentication
- Netwark
- Permissions Login grace time
[=-Logging
-~ Event Logging Grace time for completion of authentication process (seconds):
-~ Debug Logging
- Audit Logging i
5-Encryption IP blocking
.. Key Exchange Failed attempts: EI
=8 Authentication ; .
E| P_assword Failure time-out (seconds):
. ~~RADIUS Lockout duration (seconds):
E| Public Key
. - Certificates
i RSA SecurlD Authentication failures
GSSAPI :.'Kerberos v Caution: Enabling these settings increases your security risk by providing information to
Credential Cache potential attackers.
L. Active Directory Aco
- SFTP Directories [ immediately disconnect invalid, locked or denied users
R::Lj:ﬁonrg::eway User Provide informative messages to dients about authentication failures
- Post Transfer Actions
[=]- Access Control
i Client Host Access C Send keyboard interactive title
Group Access Contre w
< >

2 —PRIECH L Cafkicib@ T 2HAZHELET,

# Login grace time

[Grace time for completion of authentication process (seconds) :]

o— IR KA B M (WA 722 = — V3R AF BB AR S D D X A A7 7 M) Z2 B B TR E
LEd, T 74/ ME 120 ) T,

EEC

570”7 ITEERIR AR L ET 2, RERREEHEGIC L 20 2T AU V— ZDIRER DoS WE~DFEJEN S .
70" $5E TR & LET,

# IP blocking

HDLFFEDIP T RVADT T4 T M BRI S < O R0 IR S T-REIZ, 2D IP T RLA
DI TAT v M L T2 —ERH 7 0 v 735 2 LR HRET,

[Failed attempts:]ic#ipidchiklnlft LERME A f& L, [Failure time-out (seconds):]iZHEHE & 7p 2 BEARRE
filZ 8 L. [Lockout duration (seconds) :JIZBEEMEEERICT 1 v 7 Lt HIFMZHEE L £,

[Failed attempts:]

P 7oy 74 RIS AfRELET,

774V ME 20(5) T, E07 X IP T my kL IEEOEDA TR L ET
[Failure time-out (seconds) :]

UL e DR A RE LT,
F 7 %V M 300(F) T7,
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[Lockout duration (seconds) :]

IP 7 yx o FOREMIZRoTeRE kb7 a7 Lkl 2R Z 8 E L E7.

T 7 4V ~iZ 3600 (F) TT,

JEEC -

IP 78 yXr 7HERRIX, SRV — RiBiEE X —AR— KA ¥ —F 77 4 TR L H /3R T — RFREIC &
LEHEAAT RO FEIZ O AR L £ 7,

IP 70 yx o ZICET2EHERE AT U LICHOW), sshd = 22FHEALEZEAIIETNE TOFE
WX 220 5,

# Authentication failures

[Immediately disconnect invalid, locked or denied users]
TTFELRW . "By 7 STV "HERREIINLTND L W TR RN 5 Z L A A2 —HIC
XL COHERERD & - 12 BEa s, PR CE IR R S LU 28EE2fRE L £7,
T 74N MIFEF = v 7 T, BEmER — I LRITHRR BRI OFBGEHREZ RO F T,
RIEZRT 72 AF I LT, 7740 b OHF = v 7RO 7 03— SN O = — I B3 2 6z iy
LT LR ETOT, KV LRELEAFET,

[Provide informative messages to clients for authentication failures]
ERREICTF =y 7 ~—7 2 AfL, HIREITEIZEGRRE LUET 25812, T0BmE7 7147 2 M
BROIMEIDERELET, BEX 2V T ¢ b WL THERELCRER A,

# Keyboard interactive

[Send keyboard interactive title:]
X—AR—RA X =TT 4 TRRFERFIZZ T A4 7 > Ml L2 % A AT H A NERRTDHNE I NE
HELET,
TITHNMITF =y 7AE T, KRBV XA LT XA MERRLET,

_28_



4.2.11 [Password] SZFEEm

E Reflection for Secure [T Server - X

Eile View Action Help

HEOoErEw

Status I dertity Configuration
- Restore pane defaults @)
- General ) ¢ Password
- Network
- Permissions Password authentication
[=)-Logging
~EventLogging @ allow
- Debug Logging () Require
- Audit Logging
B Elju'yption O =7
i “~Key Exchange
(- Authentication Retries
E| word Mumber of password attempts:
RADIUS
[=)- Public Key Delay between tries (seconds):
... Certificates
-~ RSA SecurlD Password authentication options
-- GSSAPI [ Kerberas V .
- Credential Cache |:| Permit empty passwords
... Active Directory Aco Allow password change
- SFTP Directories
- Mapped Drives
.- Reflection Gateway User Pagsword authentication using keyboard interactive
- Post Transfer Actions
[l- Access Control
-~ Client Host Access C
Group Access Contre w
< >

AREMMAEZE LT, "NAYV— NI B L OARRAT = FAN D" F—R— A 2 —F 7T 4 TRIEITHON
THELET,
pE T

B f T s [Password authentication using keyboard interactive]l] DF = v 7 ~— 27 HFEMN #
Password authentication #?> {Allow. Require. Deny} D2z %L £,

“Allow” & “Require” DOEMRIZOWT :
cAllow” ~7 AT hEDFR T — g VT ssh P — SR B RERE T o
MR E L CRESNE T, &EMIZIZ, FIvz—T 9 CRESNRIESF XD
I HONT I DRI TAUL 2 — FFEFEN I & 72 0 £,
« "Require” ~ssh %— B2 F 4 7> MIxt L T2 —WFFERS O 72 DITFRFER DM IH & ER
TOMRE LTHRESNE T, 22— FREIERINIDIZDITIE, "Require” & L THER I N7
RAETAETHRDT DBERDH Y £,
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# Password authentication
GAATIL. & TR & [Password authentication using keyboard interactivel] Z [KB int] L EAME L £, )
[Allow] FRDIBZE :

[KB int] BEREF : XA T — RFRGE. ¥ —FR—FA ¥ —F 77 ¢ 7FRFEM FITx LT “Allow”
[KB int] FEEIREF : N2 T — FFRGRIZX LT “Allow”

[Require] FIRDHFE :

(KB int] REEF : ¥ —R— KA ¥ —F 7T 4 TRIEITHK LT "Require”
[KB int] FEEEIRKF : XA U — RERFEIZ%T LT “Require”

[Deny] FRDIFE :

[KB int] OERIZH b BHT, NAT— RFEFE, F—AFR— KA X — 77747n»uu£1/\—§«ﬂ§)£ 'H‘mun
ELTERET,

# Retries

[Number of password attempts]

—[E OB ERICH L Ca— VRGN & RT3 TR EZfEE L E7,
77 /v b OEEIE 3 BT,

[Delay between tries (seconds) ]
FBATEE R ICEANE RO v o7 N 2 For T 5 EMERE A2 THRELE T,
77 4/ FOREIE 2 TT,

# Password authentication options

[Permit empty passwords]
22 (=ZEEH)NAT — REFET LR, Ty 78 ANET, 7740 ME ZE1TT,
BRI, ARFRELIIMZ Windows 0S @ R U —DEELZ T ET,

[Allow password change]

Peigi BRARIE O o — PRERRL B FNEDO H C 0S ERO/NA T — REFABAE T E I 0ERELET,
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4.2.12 [RADIUS] EXEEmE

]

E Reflection for Secure [T Server
Eile View Action Help
HEEEPED

Status | dentity Canfiguration

- Restore pane defaults @)

- General
- Network

- Permissions
E-Loaging RADIUS authentication runs through keyboard-interactive authentication.

- EventLogging Use RADIUS authentication
i--Debug Logging
o Audit Logging [] attempt local password authentication if RADIUS fails
[=)-Encryption
.. Key Exchange Authentication servers
(- Authentication
[J-Password

: __ Server Port Secret
[I-Public Key

| L Certificates
-~RSA SecurlD
. GSSAPI / Kerberos V Move down
- Credential Cache
. Active Directory Aco
- SFTP Directories
- Mapped Drives .
- Reflection Gateway User il i e
- Post Transfer Actions
(= Access Control RADIUS Server X
i--Client Host Access C

i+ Group Access Contre w Server: | |
£ >

Port:

Secret: | |

Move up

RADIUS $r— & DOHHEIZ L Y 2 —WRGEZ ERT 2720 0EEE LET,

BREE AN —THEIZTEL TR X 912, RADIUS FBiEIE, ¥—AR— KA ¥ —F 77 ¢ 7Ti#RGE& 8 U THET
EhEd,

& o T, [Password] G E M IZI VN CTIROFEE Z L7=HE1%, RADIUS FEFEIEAE A Hiske 3712, [RADTUS] 3% i I i
BN L—7 7 F LT,
(D [Password authentication] T”Deny” % &R
@ [Password authentication using keyboard interactive] % FEiZIR
SR
a7 va—PR, —m—H i Windows KA A a—H L UTHEE LR WEAIEL, RADIUS $—/3C
FRFEATRE T, ssh OFIEBRITRKL 97,

[Use RADIUS authentication]

RADIUS #— & DB L 52— FREREEZAME L 77,

[Password] X EHE BT, @[Password authentication] T Deny” Z 84K, @ [Password authentication
using keyboard interactive] 23FEEER DORFIZIX, R L TUWVET,
[Attempt local password authentication if RADIUS fails.]

RADIUS H— 3 & O HEIC L D 2 —FFRIEN R L 72 BEIS, b — " a— D LD/ A T — K& L Ta—33
AEET L RELET,
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# Authentication servers

# RADIUS Server #4 70T Ry I R

[Server]

RADIUS H— SOAHREILIP 7 FLAEZHREL LT,
[Port]

TR — MESEREELET,

[Secret]

RADIUS H— & DD 7= 12, RADIUS 12X T AARA FND/IRA T — REZJRELET,
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4.2.13 [Public Key] E&ZEEm
E Reflection for Secure [T Server - X
Eile View Action Help
HEEEPED
Status | dentity Canfiguration

- Restore pane defaults @)

-~ General )l & Public Key
- Network
- Permissions Public key authentication
[=)-Logging
~EventLogging ® allow
-~ Debug Logging () Require
- Audit Logging
B Elju'yption O Beny
i “~Key Exchange
=N Authentication Public key storage
E‘ Passu\ord User key directory: | %D¥.ssh2 | Browse...

: Authorization file name: |auﬂ10rizah’on |
: - Certificates
-~RSA SecurlD Size
i~ GSSAPI [ Kerberas V
Credential Cache

.. Active Directory Aco Public key maximum length (bits): 8192
- SFTP Directories

Public key minimum length (hits): 512

- Mapped Drives .
- Reflection Gateway User Eiries
.. Post Transfer Actions Number of public key attempts: 100

[=]- Access Control

i Client Host Access C
Group Access Contre w
< >

ARG L D2 —VRGE 2 BT 27200 — MR EE LT,
# Public key authentication

[Allow] iR :
AT v DR T = g VR ssh DR T 2 FRRRE A RO & L T ABRRERGEA 5 E
LET, REMIZIE, RTv2—2a U TIRESIIZEIEA RO 9 L OWT S BiE S 3= — ¥R
AEDSEE) & 720 £,

[Require] ZEiR :
ssh = N7 T4 T v MIxt L Ta—FRBREE L CABESEIEZ B3R L9, 2 —VREEREI D 7= 912
"Require” & UL CELR &N 72 & CREGEARUTH I T 2 LE R H Y £7,

[Deny] 2R :
2—WIEEE L CABERAEZ L2 W EE T,

~

# Public key storage

[User key directory:]

NPHEERRECHE T 2 22— VO BREABRBOFRET 4 L7 Y ZEELET,
SNATHEHBERET D0, NF—2A MY 7 (%", "%, "%u”, "%U") % fii A HE T,

7 4V MM %D¥. ssh2 (Windows =—% 7 a7 7 A )L FD”. ssh2” 7 4V &) TI,
%D =T E T AT F LK
C%H =R — AT LS
c%u =V a s A 4
c%U: RAAS v —V A% (domain. username DEF)
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[Authorization file name:]
BERABSET 7 ANBEVANT v T LB T 7 ANAERELET,
F 7 x )V MEFRIT “authorization” 7 7 A LT,
N TS
- [User key directory: ¥ §EHL 7+ VX FIZ, TR7Z 7 A NVEHRELET,
‘ O &% EF T 5 [Authorization file name:]FEE D) “authorization” 7 7 A /L
@ V54T v MDA —F N7 7 AL

&Gk (77 v FRRERF)

« "C:¥Users¥ (= —H4)¥. ssh2” 7 + V& | R - - vl
O “authorization” 7 7 A /L Ir1ll -l #*E FR ® ‘
@ 7 (z—H A_NBHE) . pub” « v | C¥Userst1-FE¥ssh2 o sheow=|!
7 (z—¥ B ZABH#E) . pub” vEDAFERI© N &m S

perfLogs [] authorization 2019/03/28 i
[“authorization” 7 7 A L3Rk f4il] Program Files ) (I-¥A B pb 20190328
Program Files (x86) [ (a-¥B_E@pub  2019/02/28 3
key (:L_-'j: A—/Aﬁﬁﬁz) : pl‘Ib ProgramData !

key (3—+ B_Z2\RH##). pub Windows

w J1-4-

Administrator
Default
1w
v I1-%4
.ssh2 ‘
AppData v £ > i

3EDEE =

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

[Public key minimum length (bits):]

R TR AEOR/OE Yy NEZBIELET,

HPHIE 512~8192 T, 77 4/L b 512 (Ev MR) TY,
[Public key maximum length (bits):]

fEA A RERARBOREOE Yy FREZHELET,

#PAIE 512~8192 T, T 741 b 8192 (Ev MR) T,

# Retries

[Number of public key attempts:]
ABHEERRREZ W - e SLALBRIZ BN T, 7 T4 7 2 FNICRMESEDNEGFET D 581X, 2747 b
T—2 B OMWEHED O 2 —VPREEN IS 2 F CTIER R E MR 2> TRARRIT 28V IR L7, ARE
X, = MAITE ORATIEEUCHIR 2 MR D T2 DITAFE L £,
774V b 100 TT, (- TEREMITHERN L O ITHBANTIIRY e RERMEL LELE, )
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4.2.14 [Certificates]

Ko
filt
[
=)

E Reflection for Secure [T Server - X
Eile View Action Help

HE@EE b mip

Status | dentity Canfiguration

- Restore pane defaults @)

- General i & Certificates
- Network

- Permissions
= Logging PKI servers
Event Logging
Debug Logging
- Audit Logging localhost 18081
[=) Encryption

.. Key Exchange
[} Authentication
£l Password

. L.pADIUS

Enabled Server Port

RSA SecurID
GSSAFI f Kerberos V5
i Credential Cache
. Active Directory Acces
- SFTP Directories
- Mapped Drives
- Reflection Gateway User:

- Post Transfer Actions Add... Remove Launch PKI Services Manager
[ Access Control
i Client Host Access Cor PKI Configuration %
i Group Access Control w
< > PKI server: |Inca|hnst ‘
Port: |18081 ‘
Retrieve public key Verify connection

PKI server public key

Public key file: |C:¥Pr0gramData¥Attachmate¥Reﬂect\0nPKI¥conﬁg¥hostkey.pub Browse...
Key comment: |"204-B RSA, SYSTEM@WIN-81D6UICY3I6, Fri Sep 13 12:37:12 2019"
SHAZ56 | e2szm9ghs/WUxFv5XAuajulOmDULH4bHUKOdDowU

SHAL fingerprint: |JlHivy28H4NXCcUx+f‘ra,’E0w ‘

MDS5 fingerprint: |5WQULCCCYD-QW"|5TU’VUX

Cancel Help

2 —HERAEE U CREEGRAEZfE S 1o DR EE LE T,

RSIT Windows ¥ —/N&, SMEFRRGE)R & s U CREBIFRRGE A KB T 572012, ¥tbA 7 v a VG o
Reflection PKI Services Manager] () Zfh/rL CEMEL £7, AREIZT, £ [Reflection PKI
Services Manager] & OEIEEBEDT-ODIEEZE LE T, ( [Reflection PKI Services Manager| DFEMIZD
WL, EX~v==2T AV EZRLTEEY, )

&AM PRI BREE HI DO 7= 01284 D [Reflection PKI Services Manager] f8EH AIRE T,

# PKI Servers

[Server:]

Xhiad % Reflection PKI Services Manager” Z RL 9,

77 4V h T “localhost” (= RSIT Windows #—/N&[El—H— 3N) BEESNTOET,
[Port:]

"Reflection PKI Services Manager” b3 T 5K — h&ESEEELET,

77 4V ME 18081 FAR— F T,

[Add]/ [Edit]/ [Removel % >

[PKI Configuration] 3% &M% " HrELBIN"/"MRE"/ " HIR T HIERA % o TT,
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[Launch PKI Services Manager] 4% >
[f]— ¥ —/ SN2 Reflection PKI Services Manager” MNWTFET DA ZN72H ¥ > T, "Reflection PKI
Services Manager” FXEMiH % iLEIZF R L £,

# [PKI configuration]l¥4 7RI KRy I X
[PKI server:]
JBPES"Reflection PKI Services Manager” ZFEE L F7,
77 4V ME “localhost” T, BV — fEERIZ, ZTOKRA RN IP T FLAZIEELET,
[Port:]
"Reflection PKI Services Manager” ffH%2 0 AR — FEEEHRELET,
[Retrieve public key] K% >
“Reflection PKI Services Manager” FRREA AR A NMEDOI Y IALBIER ¥ L TH,
[Verify Connection] R4 >
“Reflection PKI Services Manager” & D% Mesd 3 D ENMEMERER & > TY,
# PKI Server Public key
[Public key file:]
"Reflection PKI Services Manager” " A D7 7 A VEHELE T,
Al =~ N2 YA =V LIEBE, T 74NV N7 7 ANVRERRENET,
[Key comment:]
"Reflection PKI Services Manager” 7RA MED =AY NNEEFRRLET,
[SHA256 fingerprint:]
“Reflection PKI Services Manager” 7RA MDD SHA2-256 Ny v aBMUZ LD A vE—UH A VxR b
(=fingerprint) ZFRRLET,
[SHA1 fingerprint:]
"Reflection PKI Services Manager” A MgED SHAL Ny v =2fHICE DA v =X A V= A b
(=fingerprint) ZFRRLET,
[MD5 fingerprint:]
"Reflection PKI Services Manager” AR A RED MD5 Ny v 2T LD A vy E—VH A VxR b
(=fingerprint) ZFRRLET,
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4.2.15 [RSA SecurID] E%7EEmE

E Reflection for Secure [T Server - X
Eile View Action Help

HE@EE b mip

Status | dentity Canfiguration
- Restore pane defaults @)
- General ) & RSA SecurlD
- Network
-~ Permissions RSA SecurID authentication
[=I-Logging - . . -
: ) RSA SecurID authentication runs through keyboard-interactive authentication.
Event Logging
Debug Logging Agent path: | C:¥Program Files¥Common Files¥R.SA SharediAuth APT Browse...
- Audit Logging
&) Encryption () allow
. ~Key Exchange -
=0 Authentication ORequire
() Password (®) Deny
- RADIUS
[ Public Key Retries
Mumber of suthenkication attempts: 3
SSAPL !Kerberos Y5 Delay between tries (seconds): 2
i Credential Cache
i Active Directory Acces
- SFTP Directories
- Mapped Drives

- Reflection Gateway User:
--Post Transfer Actions

[ Access Control

.- Client Host Access Cor

- Group Access Control v
< >

RSA SecurlD & DEHEIC LV 2 —WREFEA FEBT L7 DORELX LET,
RSA SecurID ZfEHT 572012, [Al—~ 3 > WIZ RSA SecurlD OEREHRENIELL SN TWDLLENRDH Y F
R
(FRE M B3 TRk D & 912) . RSA SecurlD ZFH Lz 2 —VRiEL, F—R—RA X —F7F 47
REEEZ B LU THEITEINE T, (HL ZDOH4A ., [Password] 5REEEIZIB 1S 5 "Password authentication using
keyboard interactive” DfFEDHEIIZ T EH A, )
7747 v M, = —WFREFEE LTX—AR— A v X —TF 7 7 4 TR REICELLENSH Y £7,
R
nJ A rya—¥n, a—hra—FnlWindows FAA a—W & UTHELARWEAIX, RIRXRBL E
R
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# RSA SecurID authentication

[Agent path]

RSA Authentication Agent 3{E(ET 2 7 + VH /N AEIEELET,
ERAINIZEEAT 25 [Browse| RZ v &7 Y v o7 LTRIEE L E T,

{Allow, Require, Deny} NHIEIRLET, 77+ /L ML "Deny” TY,

[Allow] iR :
24T v heDORrAv = g9 VT ssh = SRR T D EARRRE S oM & L THRE L 9, &k
FINZIE, AT — 9 U TCRIE S NIRIESAD 9 L OWT I FERER T L2 — PRIE ) & 72
DET,

[Require] ZEiR :

ssh =37 Z 472 ML T2 —HFEAEE LTER L E T, =—VRGERII D72 DIZIX, "Require”
ELTERSNIEATRIES KU T D2MERH D £,

[Deny] iR :

Z—PFIAEL LT RSA SecurID @BREA MM L722WRE T,

# Retries

[Number of password attempts]

— RO ERIT L T —PRAERK & A3 3T ZEE L £,
77 4V bOEEIT 3 [HITT,

[Delay between tries (seconds)]
FRICHANERO T v 7 e Ron T 2 REBRZD TREL £,
7 7 4V b ORFL 2B TY,
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4.2.16 [GSSAPI/Kerberos V5] %

Ko
filt
|
)

E Reflection for Secure [T Server - X

File View Action Help

HE@EE b mip

Status | dentity Canfiguration

- Restore pane defaults @)

- General B & GSSAPI / Kerberos VB

- Network
- Permissions GSSAPI authentication
=l Logging
Event Logging O allow
Debug Logging (") Require
- Audit Logging
9 E_ncryph'on @ Deny
. ~Key Exchange
= Authenh'caﬁon
() Password

- RADIUS
E| Public Key

. Active Directory Acces

- SFTP Directories

- Mapped Drives

- Reflection Gateway User:
--Post Transfer Actions

[ Access Control

.- Client Host Access Cor

- Group Access Control v
< >

GSSAPI (Generic Security Service API) %M\ 7z Kerberos V5 Z=2—H38iEe L CHEAT 202 MELE
R

{Allow, Require, Deny} MGEEIRLET, 77 4+/L NI "Deny” TY,
[Allow] &R :

24T v eI — 3 VIRFIZ ssh = SPEIRT D ERGRRE G O & L THRE L £9, &4
FICIE, RITv o — 3 U THRESINIZFEIET D 9 HOWT I FREERR I T AUE = — FFEREA ) & 72
09,
[Require] iR :

ssh =R 7 Z 47 ML T2 —HWERAEE LCER L E T, = —VPRGERII D72 DX, "Require”
ELTER SN2 TR RIS T 24BN H D 97,
[Deny] iR :

Z—WFFE L LT Kerberos V5 §8FEZEH L2V EE TT,
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4.2.17 [Credential Cashe] =% FEEIm

E Reflection for Secure [T Server
Eile View Action Help

HE@EE b mip

Status | dentity Canfiguration
- Restore pane defaults @)
- General )l % Credential Cache
- Network
- Permissions Store user credentials in the secure cache for gaining access to network resources.
=) Loagai
= Eogglng ) Record passwords in the cache when users log in
i~ Event Logging
Debug Logging Use cached passwords to give users access to domain resources
- Audit Logging
) Encryption Cache contents
‘- Key Exchange Filters... Export...
= Authenticati
= wthentication Current filter: All credentials
El-Password
- RADIUS
E| P:Ub"C Key User Last used Allowed uses
é;::rhﬁc?ges ENS-WINS 16 J#ADMIN 39 hours ago Cached passwords, SFTP directories / Mapped drives
SSAPEIG;rKerberos Vs ENS-WINS16J¥USER 1 54 minutes ago Cached passwords

(8 Credential Cache
. Active Directory Acces
- SFTP Directories

- Mapped Drives

- Reflection Gateway User:
--Post Transfer Actions

[ Access Control €
.- Client Host Access Cor

- Group Access Control v

Add... Edit... Remove

< >

74TV B OERRFZ ssh = "B HEIZHEY V=T 7B ATH 75— RZBWT, 20T 7k
AGRREIC HE A AREBEE ZEVNEE L ET, REGHRIL. B RESNET,

KN V) —RA~DT 7 ANFRIE R LB ]

(1)Windows R A A L a—PIAMERIFIC, 74T 2 DO —YHEET/RA T — REFRA SN DN
INBRSERREE, FERAEGREE, SecurlD FIEDLGA

(2) [SFTP Directories] &R E i “SFTP accessible directories” (2% v hU—27 LDF 4 L2+ ZEHE
L, TZ~DT IRAZT TA4T > N O2—WFEIEE R OBFNE R %1 5 55

(3) Mapped Drives] FEMMICTER LRy NI =2 RIAT~DT 7B AFBIEE LT, 7 IFAT 2 hD
o — P REEE WL OGRS A 5 55

[Record passwords in the cache when users log in]
BIRARRFZ, SN Y — AT 7 B AT EIR N AT — RFHRA N 2 —FIZER L, A Snihaicz
NERFRERL LT,
[Use cached passwords to give users access to domain resources]
PG RIRFIC, BEIRAE SN A RS RN & 25 BTN Y Y — 2~ OFRFETMEN L £
(FE: 8.2 SPI Updatel LAREIE, kRgakiElc %b%fxﬁiémﬁbfﬁﬁﬁﬁﬁﬂ%)
FEFE
FRL2BREICAER T, 0 Hi— Y O RR Y — FEFRBREAFEDIRDITIB N T, ABERIEIC LV IE
L<SRRERD) LTe 6, N AT — RERBISOTZD5| EHiE 7 T4 7 2 MIANA T — FRAEZZER L £,
TTAT 2 NMBRSIT OFAIT/NAU— RER T a7 NaRKRLUETN, 7747 > b2 OpenSSH DIGHE
ILIE L < RHSHETIS (NS A BHSERERE LR A 4 U 3 L) “Login grace time”IZL D A A7 U RLET,
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# Cache contents
[Filters] R& >
[Filters] XA T v ARy 7 AR T HIERAZ L TT,
[Refresh] R% >
Cache contents MOWNEZFEH T HAHF 2 TT,
(Export] R#& >
BERRAE SN2 — PRI A csv 77 A VBT 7 AR — M LET, 2T — RIS,
[Current filter]
[Filters] ¥ A 7 m 7Ry 7 A L TREINTEFMHENEZ Y A P TERRLET,

Filters x Add/Edit Credential X

Select filters to show only certain accounts in the list. [Domain¥]user: |ENgJMN5 161£ADMIN |

~ | [2013/10/07 [k Password: |............... | Test

Allowed uses

Last used: Mon Oct 7 21:36:51 2019
Cached passwords for dient access T
directories and mapped drives ached passwords for dient access
[#]SFTP directories and d i [ Cached ds for dient
Active Directory access SFTP directories and mapped drives
Reflection Gateway user access z [] Active Directory access

|:| Reflection Gateway user access account

Cancel Help

Gl | [ i

# [Filtersl#4 700Ky IR :
BT S NIz 2 — YPRRETF IO S/ KRR 2 e E L £ 7
[Last used]
Cache contents HIZEKRT D2 —WRIEEROFRFMHETREL E7,
# Allowed users

[Authentication], [Drive mapping and vitual directories], [Domain accessLast used] &EiR

BRA L L2 B3 LT BERF SN c 2 —VREGEF R 2 M arae & LE 9,

# [Add/Edit Credentiall#¥ 4 7BJ Ry I X :
o — WRRRENE A Bk 2 fRE i T,
[Domain¥user:]
E#FET D2 —V1E# % DomainYuser XI% Computer £¥Yuser O CTHREL £,
[Password:]
WHHRL—PDONRAT— REHEELET,
[Test]R& >
27Uy 73252 LT, fAEX—RIEGR 2L R 2TV E T
# Allowed users

[Authentication], [Drive mapping and vitual directories], [Domain access]#ER
BIRA M LB ISR LT, BERFEIN -2 —VRGEE R e A aE L LE 9,
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4.2.18 [Active Directory Access]

E Reflection for Secure [T Server
Eile View Action Help

HE@EE b mip

Status | dentity Canfiguration

- Restore pane defaults @)

- General Y ¢ Active Directory Access
- Network
- Permissions Accaurt for Ackive Direckory access
=) LPQQi”Q The server uses the specified account to obtain rights bo browse and read user attributes in Active
-~Event Logging Directory, IF no accourt is specified, the maching account is used,
i Debug Logging
- Audit Logging Active Directory access account:  MICROFQCUS, COMYNAME
[=) Encryption
.. Key Exchange
[} Authentication
E| Password

. LRADIUS

E| Public Key

.. Certificates

-RSA SecurlD

-~ GSSAPI / Kerberos V5
Credential Cache
- SFTP Directories
- Mapped Drives
- Reflection Gateway User:
--Post Transfer Actions
[ Access Control
Client Host Access Cor
Group Access Contral
< >

Clear ] | Select account. ..

RSIT Windows H—/ 3% A L7=H— "M Active Directory RAA a3y hu—F|\Zxf L CHERERT S

BT 7 & A1EH (credential) Z3%E L £ 7,
RAAf va—FTrrA L, DOTFTRFMEOWTNUNDOGEICRET DLERH Y £,
1) 2 —HREEE LT, ABHEIRGE, FEFIEFRFE, RSA SecurID F8FE, RADIUS FRREDVNT AU

ZfEH L, 23> [Credential Cashe] REZMEMLTNAY—RNFy v vazfifl LRNGE
2) RSIT Windows ¥ —/ 3 [Access Control]f%EIZ T, Active Directory Z/L—7 A LN

Ty TOFREEH L TV LGS
3) RSIT Windows ¥ — 3@ [Group Configuration]fZEIZ T, Active Directory Z/L—7

ANy TOEREMEH LT D5E
FREESRIL, Active Directory RAA L o b —FORENFICHEKELET, b LARENDKHK
ET, DO/ A T — RIERZ D220 A, RSIT Windows $— 3% Local System 7 7 v h&ENT 7 &
AL %7, Active Directory FAA = b —F{AIT, A¥—,30 Local System 77 MIFAA
a—VFREMEERY) — FHERZMEET, BICEAZ—FIZHTEZ 52 R WEREL LTI, Active
Directory RAA al bu—T ZEWRFEHIE X HIR T 2 — FRIETRM L £,

[Active Directory access account]
RIE X7z Active Directory RAA v ay ha—IF3~DT7 7 BAT AU hEFRRFLET,

RBEDYA . Local System 7 H 7 FAEH S ET,

[Clear]7/R% >

B ENEE 7 VT LET,

[Select credentiallig >

[Select Credential]l # A 7 v 7Ry 7 ZA&&E £, £OHF T, BfFL—Y Credential F¥ v adfii
LEBPUEE T 50, Bl —VaEiiEE L £7,
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4.2.19 [SFTP Directories] ZFEEm

E Reflection for Secure [T Server - X
Eile View Action Help
HEEED>ED
Status | dentity Canfiguration
- Restore pane defaults @)
-~ General )l & SFTP Directones
- Network
-~ Permissions SFTP accessible directories
=) Logging
: ] Allow all
- Ewent Logging — il s
Allow Virtual directory Physical directory Account
SFTP E:¥sftp¥%u [Client user]
Home %0 [Client uger]
i “-Key Exchange
=0 Authentication
() Password
: - RADIUS
E| Public Key
i - Certificates
SA SecurlD
SSAPI [ Kerberos V5 Add... Edit... i
Credential Cache = = =
ctive Directory Acces User login directory
- Mapped Drives JHome -
- Reflection Gateway User:
--Post Transfer Actions
=3 AOCESS Contral Connect to accessible directories when accessed, instead of at login time
- Client Host Access Cor Allow dients to request the physical path for accessible directories
i Group Access Control w
< : 5 [ 5how owner and group in directory listings on network shares {slower)
Accessible Directory Settings *
SFTP directory access
Virtual directory: |SFI'P |
(®) Local or UNC directory: |E:¥sﬂp¥%u | Browse...

(®) Use the dient user account to connect to this directory
Use a spedified account to connect to this directory (UNC pathis only):

Select account...

Remote SFTP server: Configure...

Permissions

Browse
Download
Upload
Delete
Rename

@ Some dients may require delete and rename permissions to upload.

cncal | [ o

AREREBEINZBNT, 77472 "M BOSFIP 8LV sep 77 B RIZEBIT LT 7 A2 —PFIZxT 5
Q7 7 v ZAFAFHEDIEE, Qu A vkh—bLT 4L 27 FYDIEE 2 LET,
# [SFTP Accessible directories]
T 7R AFFAHIAE EOR BT 4 L7 U R L CHRE LT, BRI RE T,
BAFEEE, [Add]RZ %27 Y v 7 L, Fs[Accessible Directory Settings] % E M2 HATEHH 2 A
HLET,
BERE A Directory (Zxf L, "Allow fill = v 7 ~— 7T THZY/ 2 & [E@RI1HEE FTRE T,
F E[Allow allJEfEZENTF = v 7/ ~— 27 O—FEEIEL ATRETT,
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# [User login directory]
QA VE—LT 4V M) EBELET, TNA T A= a—|ZHKRT B Virtual directory” L5
BIREELET, T 74/ ME, “/Home” T,

[Connect to accesible directories when accessed, instead of at login time]
X E L72"SFTP accessible directories”fe& Wikt 544 IV V&2 BEL £7,
F w7 FUREERR) (77 40 M IE, 7 7o AALPRORE S CIE% ek directory & WS T2, %
BRIC R ok S A7 MR IC B L £ 77,
F v 7 A TR (LR 1L, v 7 A PO TRBEk directory ZWNERHEEE L 9, Bk directory 23
MRS 2 2 ORI e R R DG AC v 7' A VABRIC R BT 555038 2 O THEENSLETT,
[Al'low clients to request the physical path for accesible directories]
KREZZ V=77 MEMESN TWEEAD, [Reflection Gateway Users] i i[RIk,
RSIT Windows H—/MZIEBARAR VR ETHA T, 528 HMRELEHADOTEAL TTF SV,
[Show owner and group in directory listings on network shares (slower) ]
sftp 7 7A 7 D 1s -1 a~y R giffd/ 7 — T A F AR EEE L £,
RKBREZXZTF v 747 () (F 7+ MIEEL. 2>27SFTIP accessible directories” i EM D Physical
directory”8EH UNC NAKFEOHEIZRY . ZDETOT7 7 A)V/T 4 Lo NI OFTaH/ 7 V—T41EH
Z BFIEOE LR W EMEEAR T,
VAT DMERICE o TE, HBRERDEMAH/ VN — T4 OERBGICEBEZE L, 2~ FiREE
ST 720 | FERAIC sftp WBRRIRPIE 72D D& [BHEET 5 72 DICRRIT E LT,

# [Accessible Directory Settings] ¥/ 7B4F Ry o X:
# [SFTP directory access]

[Vitual directory]
B EMT V7 NUVICRIBARERELE T, 7747 2 b RERRIER BT « Lo b U ALE AR
MR TRRSNET,
[Local or UNC directory]
2= NVDOIRER FALT 4 V7 R GRS ATIRET 20, EE 7+ VX OEER BT L7 N &
UNCKFLTHELET, (H., Xy NT—27 RIA TIZIEIRMIETT, )
[Browse] N & U BERFEET HZ L HAIRETT,
FfEEICIZ, NF =AY 7 (7%D”, "%, "%u”, "%U”) A A RTRE T,
%D =TT AT K S%H: Z—PR— AT LK
ST =/ G4 U RAA v a—Y A% (domain. username DEZ)

# [SFTP directory access]

RN
~

8 Directory (2. /3— X v I 3 > {Browse, Download, Upload, Delete, Rename} Z{ERIZ45EF[RE T,
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4.2.20 [Mapped Drives] ZEIEE

E Reflection for Secure [T Server - X
Eile View Action Help
HE@EE b mip

Status | dentity Canfiguration

- Restore pane defaults @)

- General i ¢ Mapped Dnives
- Network

- Permissions
=) Logging
Event Logging
Debug Logging Drive MNetwork path Account
.. Audit Logging 7
[=) Encryption
.. Key Exchange
[} Authentication
£l Password
. L.pADIUS
£l Public Key
| i-Certificates
RSA SecurID
GSSAFI f Kerberos V5
i Credential Cache
. Active Directory Acces
- SFTP Directories
- Reflection Gateway User:
--Post Transfer Actions
[ Access Control

.- Client Host Access Cor —— S
i Group Access Contral v = =

< >

Mapped drives for use in terminal sessions

¥¥computer¥sharename ENS-WINS 16J#ADMIN

ARREBENZBNCT, Xy NI =7 RILATo~v v EVTERL, 7 74TV MpHO
EARRRELET,
# Mapped drives for use in terminal sessinons #&
[Drive]
YT ENTE R TIA T LT ERRLET,
[Network path]
v BT ENEFRy N =7 2% UINC B TERLET,
[Account]
Bk LTZREREE T 7 B AL/ T o — A ER R LET,
[Client user] EHRR L TWAHEEIE, 77 B AZ—YRHEHT 2RGEEREZHE N E T,
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IMapped Drive Settings

x

Mapping

Drive: s ~

Network path: |¥¥c0mpuher¥sharename Browse...

(for example: ¥¥computer¥sharename)

Account for mapped drive access

(C)Use the dient user account to connect to this mapped drive

(®) Use a spedfied account to connect to this mapped drive:

| EMS-WINS 16J¥ADMIN | Select account...
Cancel Help

Select Account * Add/Edit Credential x
Select an account to be used. [Domain¥]user: |ENQ—WIN516J¥ADMIN |

Filters... Password: |ooooooooooooooo | Test
Current filter: Only SFTP directories and mapped drives

Last used: Mon Oct 7 21:36:51 2019
ENZ-WINS 16J¥ADMIN Add... s
= Carched passwords for dient access
Edit... SFTP directories and mapped drives
Remove... D Active Directory access
|:| Reflection Gateway user access account
Cancel Help
oK Cancel Help

# [Mapped Drives Settings] 44 7R4SHRyH R:
# Mapping
[Drive:]
TNHEG A= a—TRRTOIRENED RT A THNHBRLET,
[Network path:]
EFRT DRy NU—7 2% INCEXTHRELET, W : ¥¥computername¥path¥folder)
EEATT 27, [Browsel RZ 7V v 7O bl [740Z OS] Z#H/EL TEIRL £,
# Account for mapped drive access
[Use the client user account to connect to this mapped drivel
BIRKF (T 7 4V B, 7 747 ba—FREo2—¥RAEREMLNT 7 82 Ry FT—7 RZA~DT
7B A HORRREE 2T £ T,
[Use a specified account to connect to this mapped drive:]
BIREF, EEAR Y Y= NANT S TERT L2V T H T P ERAT = REENT 7R LET,
[Select account]R¥ %27 U w7 L. [Select Account]Z%iE

i 2 2R L7z B0 = — YREREDS A Bk
EFRLET,

[Select Account]FZEMIE LD [Add], [Edit] A& U #EEIZ T, ®IZ[Add/Edit Credentiall 3% iE Mk % F
L. ffx O2—VEGEEREsBEERLET,
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4.2.21 [Reflection Gateway Users] EXEEImE

E Reflection for Secure [T Server - X
Eile View Action Help

HEEEPED

Shatus | dentity Corfiguration
- Restore pane defaults @)
- General eflection Gateway Users
- Network
-~ Permissions Allow access to Reflection Gateway users

Allow server access to Reflection Gateway users only

Restrict Reflection Gateway users to file transfer sessions

Gateway Administrator host: | localhost

&) Authentication Gateway Administrator port: (9190

E‘ Piassword Reflection Gateway user access account

. L.pADIUS

1 Public Key Select an account For Reflection Gateway users to run as, The permissions available bo Reflection
© i Certificates Gateway users are determined by the selecked account,

SA SecurID Service account

SSAPI f Kerberos V5

Credential Cache User account Select account...
i Active Directory Acces

- SFTP Directories

- Mapped Drives The Reflection base path determines where files will be stored For Reflection Gateway users, It is only

ectio Us used when the Reflection Proxy is selected as the transfer site file server in Reflection Gateway
Post Transfer Actions Administratar,
[ Access Control Reflection base path: | C:¥ProgramData¥Micro Focus¥RSecureServeréReflection Browse...

- Client Host Access Cor
i Group Access Control w
< >

Activate and verify Launch Gateway Administrator

AREREM@EIL, RSIT Windows H— "OHE, BMEEEN 7 L—T 0 F LEZY(L I TWET,
ML TR,

FREE L, B (Reflection Gateway) SSH U — SEEZ L R—3 > b EDIHFAIDTDIZR X TNE
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4.2.22 [Post Transfer Actions] % FEIEE

E Reflection for Secure [T Server - X
Eile View Action Help

HE@EE b mip

Shatus | dentity Corfiguration
- Restore pane defaults @)
- General ) % Post Transfer Actions
- Network
- Permissions N
Maximum concurrent post transfer processes: -
L ooong o]
Event Logglhg Actions for file uploads
i~ Debug Logging
& En AL"dL_t Logging Enabled  Filter Command
= Encryption )
Key Exchange E:¥¥sfip¥¥, = Ci¥wk¥scriptl.bat
=0 Authenh'mﬁon
() Password
. -RADIUS

E| Public Key

SSAPI f Kerberos V5
i Credential Cache

. Active Directory Acces
- SFTP Directories
- Mapped Drives
- Reflection Gateway User:

= Aocess Contraol

i Client Host Access Cor o —
i Group Access Contral v = =

< >

“Post Transfer Actions” |&, 7 7 A V& IEHEZERICEDORMEZHE L, REGEEFIHEEa~ > FaifLH)
TOMRETT, AREMEND, TOREBKMAEL A~ FERELE T,

[Maximum concurrent post transfer processes]

EEATREZR =~ o RO RIRENME ERREZIEE L E T, 7 7 4/0 h7507, fE"0” 1L MEHI R oD,

# Action for file uploads

[Enabled]
BgkiF A Filter, Command FEENFIZKT L, Fx v/ ~—2 k0 ER/ BHE2FETELE7,
[Filter]

T 7 AINVZEED o~ FEBISEME T,

[Command]
v RET T 7 AN TF T 7 A NV EHKI AN ATRHRELET,
[Post Transfer Action Settings]ZA 7 a7 Ry 7 AN AN, WELFET,
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Post Transfer Action Settings *

File filter: |E:¥¥sﬂ:p¥¥.‘ | Browse...

A case insensitive regular expression that will match the file path on the server.
Examples: .* . *¥.pdf C:¥¥folder¥¥.>

Program: | C:¥whk¥scripti.bat | Browse...

This program will run with administrative privileges.

Arguments: | SFILE_SIZES SFILE_HASHS | Tokens

Corcal | [t

#t [Post Transfer Action Settings]l# 4 7O4J ARy R:
[Add], [Edit]lAR& O TIZLY | AixEW A Rr USHER, WELET,
[File filter]
T 7 ANZEROa v s FEESRMG L ERKBZENEELET,
(G0 - F8E 7 A NV ZITZAR, FELHD T 7 A N EZAE, ASRHESRIFITES) 5)
T ANENEEZIRET D6, [Browse] RZ VINBIBPRIFERIRETT, ZOHEIE. fHELT L F AL
ZTOR TR 7 A0 ( Yo%) BN IEHRBIC LY BEIRICA S VET,
IRART 7 AN EFANT D6, KOO EREYOIRET. IXERRBOA XY X v 77 X TTOT, =
A =TT B L, W TR TR L ET
[Program]
av Y REIT T 7 A NNy T 7 7 A )V EHMRE S ATHRE L E T, [Browse] R & 25 b &G E ATRE T,
a~vy R7a 77 AOFETHERIL, RSIT H— Y —ERXL[FE—D7 U MERTT,
[Arguments]
=2 VHBEIZED N FT7ANRART YT N~ B HEETZENTETET,
[Tokens] RZ L& TF L, PNF T A=a2—bERLET,

h—2 W il
CLIENT_IP Bigi s AT M IPT KL A 192. 168. 2. 123
DATE 7 7 ANVZED B} 2014/11/07
FILENAME 57 7 A NAFR myfile. txt
FILE_HASH ZAE7 7 AND SHA-1 /N v 3 = fE | 8439¢bbf04f2b10acd32844ee0983bd1
be3175d3
FILE_PATH ZAET FIVH D ISR E:¥sftp¥ichiro
FILE_SIZE Z1E7 7 A LD & (Byte) 7326
FULL_PATH ZAET 7 A NAFREG TR A E:¥sftp¥ichiro¥myfile. txt
INITIATOR_USERID | ==—#4%, mydomain¥ichiro
TIME 7 7 A IVEZE DY 14:26:59
TIMEZONE Y= RDHA LY — +0900
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4.2.23 [Access Control] SZFHEm

E Reflection for Secure [T Server

- X
Eile View Action Help
HEEEPED
Status | dentity Canfiguration
7]
- General ) % Access Control
- Network

- Permissions Access contral
[=I- Logging
Event Logging You can customize user access based on dient hosts, groups, and users.
Debug Logging
.. Audit Logging
[=) Encryption
.. Key Exchange
[} Authentication
£l Password

. L.pADIUS
£l Public Key

| i-Certificates

-RSA SecurID
i GSSAPI [ Kerberos V5
- Credential Cache
. Active Directory Acces
- SFTP Directories
- Mapped Drives
- Reflection Gateway User:
--Post Transfer Actions
[=f Access Control
i Client Host Access Cor
- Group Access Control v

< >

[Access Control] FREE LT, 32O &H

RND T 7 & Al Gr el /SIS E) 2B EfHE T,
@D [Client Host Access Control] : 7 7 A 7 v NENLTIE
@ [Group Access Control] : Z /L —7HN CTIE

® [User Access Control] : = —HHN TIRE
FRxE L B Add], [BEdit] RE DAL TR IRy 7 2R RL, ADRELET,
TIAT v N ITN—T/2—FDRENE L OB EITERZIRBANIENHE L ET,

FRBEHEOEENE T, ROBANENEH S ET,

D 7947 MR/ 7N —T BN/ = P RALO WAL ORRE B 30 T A R EIC
ZUTLGG. TR RAFESEINET,
7747 NRAOTIRGR T HENRBESLE THESET
2) "HEERRENMFELRV, 2T E LAV E . RICWT IO E B 7 Al 6 E
PFET DN E I EHGEELET,

2a) fERIO"FFAI"FENEAAELRWEEIE, GRIERTD) &2TOT 7 v AFFF s ET,
2b) WA ORE i TIEB O FF AR ENFET DI AL, E ORI E ST A
LZRWERY | 77 B ATHEG SN ET,
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4.2.24 [Client Host Access Control]

Ko
)
[
)

E Reflection for Secure [T Server - X
Eile View Action Help
=] | b
Status | dentity Canfiguration
- Restore pane defaults @)
-~ General @l & Client Host Access Control
- Network
- Permissions -
I Logging Client host Type Access
i Event Logging Fmicrofocus¥. com Domain Name Allowe
192%,168¥.0¥..* IP address Allow

[} Authentication
£l Password
. L.pADIUS
£l Public Key
| i-Certificates
SA SecurlD
SSAPI f Kerberos V5
Credential Cache
. Active Directory Acces
- SFTP Directories
- Mapped Drives
- Reflection Gateway User:
--Post Transfer Actions
[ Access Control
Client Host Access Co

Client Host Access Control

Client Host Access Control

‘fou can use regular expressions to specify either the fully qualified computer name of
the dient computer or IP address. Characters that have a special meaning in regular
expressions must be preceded with a backslash (¥).

(") Fully qualified domain name

(@ Client IP addrese | 1924, 168%.0%..*

(@) Allow connect () Deny connect

| oc |

Cancel Help

i Group Access Control Edit...

< >

Remove

7747 v NRALTOT 7 & A Gl /fEGHEE) 2 E L7,

[Add], [Edit] A& &7 Vw7 L, ZATRITHRy 7 ANDATRELET,
FBEIZ. RAALUANIPT RLAIZTHIRELET,
RN O —BCHE I IER R BHANENE T, XY
T, BAS—TIOFY RBML, Y LR LET

Ry MIZERRROA ZFx 77 2 THO
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4.2.25

kid
filt
[
=)

[Group Access Control]

Reflection for Secure [T Server - X
a

Eile View Action Help
HEEEPED

Status

|dertity Configuration

- Restore pane defaults @)

- Debug Logging Y 4 Group Access Control

Public Key
Certificates

RSA SecurID

i GSSAPI [ Kerberos V5
Credential Cache

- Reflection Gateway User:
--Post Transfer Actions

[ Access Control

Client Host Access Cor

- Audit Logging
[=) Encryption
5---Key Exchange Group Access
[} Authentication MicroFocus¥¥Tokyo Allow
E| Password Attachmate/Seattle Allow
. L.RADIUS

Group Access Control

Group Access Control

You can use regular expressions to specify group name. Spedal characters in regular
expressions must be preceded with a backslash (¥). You can use a forward slash (f) as a

Group name(s):

. Active Directory Acces delimiter between domain and group names.
- SFTP Directories
- Mapped Drives Examples: admin.* ar domain/group

| MicroFocus¥¥Tokyo

(®) Allow connect

O Deny connect

: up Access Contral
i..User Access Cantrol
[=) Subconfiguration

i.. Client Host Configurat
i Group Configuration
i User Configuration w S
< >

Cancel Help

Edit... Remove

TN—THIREIC LY T 7 & AHIE Grel /AESHEE) 2 E L ET,

[Add], [Edit] RZ %227 Vw7 L, AT TRy 7 ANHATRELET,

Windows Active Directory KA A DI N—TLIEEDERIL, LLTFTOEY TI,

D) ORAA L/ TN—T% @RKAAL HWTN—T4 OWTIHATRETT,

2) IN—THICAN=2EELHEAE, 7L 17 (Ko 2) THAET,
R

FLIR N O —BCHEITIER Z B AN GV FE T,
RAA . TN—T% OFEXNTHL—REET 258082 0OTTN, AFXx724% " (Fy )" &
RS, BITZBR<EREO—LFRNMNIRY £9, LoT, " (Fy ) OALE 2B CFIE & # oz 7
NELLEETHZ LI 7,
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4.2.26 [User Access Control] E&7EEIMHE
E Reflection for Secure [T Server X
Eile View Action Help
| B> =
Status | dentity Canfiguration
- Restore pane defaults @)

Debug Logging
.. Audit Logging
[=) Encryption
.. Key Exchange
[} Authentication
E| Password
. L.RADIUS
Public Key
Certificates
RSA SecurID
i GSSAPI [ Kerberos V5
Credential Cache
. Active Directory Acces
- SFTP Directories
- Mapped Drives
- Reflection Gateway User:
--Post Transfer Actions
[ Access Control
i Client Host Access Cor
Group Access Control

User Access Control
[=) Subconfiguration

i Client Host Configurat
i Group Configuration
i User Configuration

< >

Y ¢ User Access Control

W

User
MicroFocus,Ichira

Access
Allow

User Access Control

User Access Control

You can use regular expressions to specify user name. Spedial characters in regular
expressions must be preceded with a backslash (¥). You can use a forward slash () as a

delimiter between domain and user names.

Examples: username.* or domain user

User name(s):

| MicroFocus,Ichiro
(® Allow connect
Cancel Help
I

a—PRIREIC LY T 7 & A GRS E) e L7,

[Add], [Edit] RE &7 VI L, AT TRy 7 AN ANRELFET,

FAA a—PREEEDOERNT, O RAA A/ 2—FH QRAA AVWaA—PH OV TRLARETT,

R

RN O —BCH B IX ER R BBANCAE N F T,
RAA %, 2—P4 OEXTL —REET2HABLO0DOTTR, AZXx 775 " (Ry 8" L
REh, EITEBREEO—XFHRNCR Y £9, LoT, " (Ky b)) OFL #2317 0TI @ Z Hax 72N
KELEBETHZ LT ET,
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|
)

4.2.27 [Subconfigration]

E Reflection for Secure [T Server - X
Eile View Action Help

HE@EE b mip

Status | dentity Canfiguration

~Debug Logging ) % Subconfiguration
- Audit Logging
= Encryption Subconfiguration
i i-Key Exchange
[} Authentication
£l Password
. L.RADIUS
£} Public Key
. iCertificates
~RSA SecurlD
SSAPI f Kerberos V5

- Credential Cache

. Active Directory Acces
- SFTP Directories
- Mapped Drives
- Reflection Gateway User:
--Post Transfer Actions
[ Access Control
.- Client Host Access Cor
Group Access Control
ser Access Control
lient Host Configurat
i Group Configuration

i User Configuration w

< >

‘You can use subconfigurations to spedfy custom settings for particular dient hosts, groups, and users.

INETORENFITEANLLY—BILEICEASNE T, ZhicxtL, 7747 k(Client Host
Configuration) /2 /L—=7 (Group Configuration) /a— (User Configuration) {HRNICY T =27 X
L—3 =  (Subconfiguration) 5 L, B ENE LV mELOEBIFEED FTEET T,

b LIEBIEE & @fs EOREHBICFET 2 EEEENH 256, ROBLIAMICIENEH S ET,
[ o] M ]

® User fERBIEE > @ Group HAIEXE > @ Client Host fERNIFRE > @ HEikiE
(RSIT Windows ¥— 3NF, @@O@DDNAIZ G ENE % Fidriridr, B Dt AN TENEE EEXLET, )
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4.2.28 [Client Host Configration] =X EEIM

E Reflection for Secure [T Server - X
Eile View Action Help

HE@EE b mip

Status | dentity Canfiguration

- Restore pane defaults @)

Client Host Configuration

Client host Type

) Authentication 192¢, 1684, 1¥.10 IP address
£l Password

. L.RADIUS

£} Public Key

| lCertificates

SA SecurlD

GSSAFI f Kerberos V5
redential Cache

- Active Directory Acces
- SFTP Directories

- Mapped Drives

- Reflection Gateway User:
--Post Transfer Actions

[ Access Control

i Client Host Access Cor
Group Access Control
i User Access Control
[=) Subconfiguration

ient Host Configurat]

i Group Configuration
i-User Configuration v Edit... LETIE

< >

Client Host Configuration x

[=)- Client Host Configuration

- General
- Permissions
[+ Encryption
- Authentication Client host
E| Pessword You can use regular expressions to specify either the fully qualified domain name of the

dlient computer or IP address. Characters that have a spedal meaning in regular
expressions must be preceded with a backslash (¥).

- GSSAPI / Kerberc () Fully qualified domain name
- SFTP Directories
~Mapped Drives (®) Client [P address 192, 168¥. 1¥.10

Cancel Help

ROEMHWN [Add], [Edit] "Z %27 U v 7 L, [Client Host Configuration] #A 7 0 VR vy 7 A&EFRKR
L. f8E2 74 7 b (Client Host) IZxt L CHIBRENE LV b EEBEORERIFEL LET,

2IAT LT FAAL A IPT FLAICTHRERIZ, M E VBRENEZER L, FHEEZE T
ANMELET,
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4.2.29

[Group Configration]

Ko
filt
|
)

E Reflection for Secure [T Server

Eile View Action Help

HE@EE b mip

Status | dentity Canfiguration
- Restore pane defaults @)
~Debug Logging ¥ % Group Configuration
- Audit Logging - ]
= Encryption Group inheritance for SFTP Directories and Mapped Drives:
- Key I?xd?ange (®) Use first applicable group
= .ﬂtuthentlcatlon () Use all applicable groups
El-Password

All other settings inherit from the first applicable group only.

. L.RADIUS

Public Key )

Grouy 3 Grouy Domair
Certificates P typ o

RSA SecurlD Local Administrators
i GSSAPI f Kerberos V5 Domain Seattle MicroFocus
- Credential Cache
.. Active Directory Acces Group Configuration X

- SFTP Directories

- Mapped Drives

- Reflection Gateway User:
--Post Transfer Actions

[ Access Control

i Client Host Access Cor

(= Group Configuration
- Permissions
(- Authentication

& Group Configuration

Group configuration
i Group Access Control

- Public Key

i User Access Contral -RSA SecurlD Group type: Come ¥
= S:ubconﬁguraﬁon SFTP Directories Domain: |Miu’oFocu5 |
i Client Host Configurat ‘.. Mapped Drives -
Group Configuration _— Group: | Seattle |
i User Configuration w
< >

oK Cancel Help

FEM N [Add], [Edit] R&Z > %2 U v L, [Group Configuration] #A 7 a2 Ry A%FrL, &
T N—T IR L TR ENA LD b EELEOENEESY LET,

TN—T R EFGERIC, EMEVRENRZEINL, EHEmZEC CADmRELET,
UAMIEROITN—T13 EATIE SRS E T, [Move up], [Move down] AN& o THAEL £7,
A—YNEHITIN—TICFRT HHEEDRICDONT :

a) iR HE : “SFTP Directories”, “Mapped Drivers”

“Use first applicable group”ZEiREF :

~V A NOHRTHR EALOZYS 7 V—TONENEH S IVET,

“Use all applicable groups”ZEiREF :

~U AR EERIN—TONEREHASNET, AL TRlstMEtt2iE L7,
@D"User login directory”i%, V A FHg EALZ L—TDENKIZHED .,

@ Inherit directories”, “Inherit drivers” % JEIRINIFIZIT, T OWNEITMA T,
@Al —"Virtual directory” AN ER->72HE. VA P EV OV —TNEZw#EA,
b) X EWH : "Permissions”, “Authentication”

~FNWZY A NOF TR EMOFY 7 NV—ORNEREA SN ET,
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4.2.30 [User Configration] &

w3
it
B
=

E Reflection for Secure [T Server - X
Eile View Action Help
o B> =

Status | dentity Canfiguration

- Restore pane defaults @)

User Domain

[} Authentication Ichiro MicroFocus

() Password Jiro MicraFocus
i —RADIUS Saburo MicroFocus
) Public Key

i - Certificates

SA SecurlD

GSSAFI f Kerberos V5
redential Cache

- Active Directory Acces
- SFTP Directories

- Mapped Drives

- Reflection Gateway User:
--Post Transfer Actions

[ Access Control

i Client Host Access Cor
Group Access Control
i User Access Control
[=) Subconfiguration

i.. Client Host Configurat

roup Configuration

User Configuration *

=l User Configuration User Configuration
i Permissions

- Authentication
: E| Password

User configuration

User
Local
SFTP Directories Ol
i--Mapped Drives (®) Domain |MicroFocu5 |
User name: |Id"|ir° |

Group inheritance

Display groups

Primary group:

Groups for SFTP Accessible Directories and Mapped Drives:

oK Cancel Help

REEEWN [Add]. [Edit] R¥ %227 VU w7 L, [User Configuration] FA TRy 7 AxE R L., 8E
—HFZIK L CHBERENET LY bEELOENEEEZ LET,
2—VEZEREZRIC, EMIVZYREEEZERL, FHORTEHEZBE L TCANRELE T,
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4.3 GUI EXEEE LS b DENMERRTE
GUT &% E M 2> 5 OF%E N FEAITT 2, [EBIFIEA~OXLE I L O L FIORTHIARH D 97,
@ “rsshd_config. xml” 7 7 A V& HEERET S
© Windows 0S ¥ A7 ABREEAEIBIGRET 5

ZNBBSNOFEF LT, BEREMIC TREY T 2RBENEAE LRWIRY X, MISAE T,

b LILEMEDE U ad, LN OB 2+ B S, MO OEEIZTRIS TS,

4.3.1 “rsshd_config. xml” EEmEIZLDEHTFIER
& B FEERHAL D 72 8512 GUT B EEIE 2> 5 Tid7e < . E#E rsshd_config. xml” 7 7 A LV EFRE L E T,

< BRIET 7 A IVALE : “C:¥ProgramData¥Micro Focus¥RSecureServer¥rsshd config. xml”

X JE

ol

[1] <PermitUnixGroupOtherRead>
(1) RN

—<Permission>

<PermitUnixGroupOtherRead>false</PermitUnixGroupOtherRead>

{/Permission>

(2) EbkLiREM
- UNIX sftp 27 54 7> b (OpenSSH, RSIT Z5) ~0 get 77 AN 3—3 w3 Ml (644) 2155E

a)’false” (F 7/ k) : X— v g ME600), ( v7.2~ v8.2 SP1 ¢ R—DIEHE )

b) “true” =X v g E644),

(3) HEHA
a) 1 FHBAAE Ver. :
- 8.2 SP1 Updatel 753800

b) HIY:
* Windows LD T 7 A NT 0T 4 DT 72 AFFAMAARE . UNIX N— 2w ¥ g AR E ORNZIE 101 Oxf
AT Ak Z2 7=, RSIT Windows Server 3627 7 A 72 b ~IRd get 77 A VD=3 g UNf
Widoo 2 MBI L 72 D, ARREREHA BE v7. 2 FHEEZ (600) IZEFE S L7z (="Group” X" 0ther” ~D
Read #ERNIELS 72 o72), DO —HOBEHERIZENT, 70 I L8/ A7 V7 NMILD get 77
ANDRIERNT 7 AW S M E 725 r —ANRAET, TOMBIXHGR & LTEM LT,

) b#EEXT v 7T — MEOAREHE OBMZ A I 7
- RIEHMBFAE LRV 8.2 SPLLRTDIH Ver. IZxt L EEE T v 75— b L7254,
MNPLOORTEHEB ZZHARTE LB HD TAREH 2  rsshd_config. xml” 7 7 A MBI VE T,

GUT g i i 2 B & o]
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4.3.2 Windows 0S S AT LIRBLEHADEINMIETE

[1] “RSSHDUTF8”

FLOWVATLER

(D) 2% L i

- 28504 "RSSHDUTFS”,  fi” true” AN |RSSHDUTFe
ERIEW): [true
(2) Bk & HEEE
FHLINOSED.. | | IrINOBRE.. +ovtl

« RSIT Windows Servers (23T 5

sftp 7 7A T DT 7 A NVEREIZEBIT D7 7 A M4 HF W& UTF-8 U7 a— R &4 551E,
a)FEE/R L or “false” : sftp 7 T A 7> MEROD sftp 7’1 b 2L ver. (ZHEVLEE
“ver.3”=ANSI =1— RK~_X—7(Shift_JIS JE3R), “ver.4 LARE”=UTF-8
b) “true”  : BEZAEIT UTF-8 (T TALEL
(3) i e wi
a) 1 B4R Ver.
- 8.2 SP1 Updatel 75BN
b) B :
* RSIT Windows Server I TIL, #t7 74 7 F3MERT 5 sftp 71 kAL ver. [ZHEW
TRERTIS DAL T 5,
@ ver.4 (UIZNLIFE) . KORSIT DA+ ~ UTF-8 (& THLEE
@ ver.3 : ~ (FAFEIEEEDN R A2 728) ANST =2 — R~— (Shift_JIS $L3E) O F FALH
Z D78 UTF-8 2%t L sftp 71 k=)L ver. 3 Z#R$ 5 OpenSSH & D 7 7 A JVHRED A
2, BREE DO BARGE Y 7 A VAIZSIFALT BAE T Tz, ZOxHREDO 0B L7z,

REEH X

Administrator D 1-F-EEZTH()

M =
Path 9eUSERPROFILE % ¥App Data¥local¥Microsoft¥WindowsApps;
TEMP 9%UUSERPROFILE%:¥AppData¥Local¥Temp
T™P %USERPROFILE%¥AppData¥Local¥Temp
FARN)... RE(E... AHIRz(D)
VATLEEZH(E)
B {E "
PSModulePath SeProgramFilesie¥WindowsPowerShell¥Modules, G¥Windows¥syste..
RSSHDUTF&
TEMP C¥Windows¥TEMP
T™P C¥Windows¥TEMP
USERNAME SYSTEM
windir C¥Windows

FR(W... \/ED... AIEEL)

ey
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5. {1+

51 IEFRKRHTIL—IL
[Access Control]*<°[Post Transfer Actions]SefEICEATAEREHRERAL—LERLET,

XF Wt

EED 1 XFI2—%,

[ ] X s 7 AxREL, [ ITHEAZXFOTOWTRNI—E,
iz X, [abe] X "a”,"b”, "¢” & —F,

AJLFFN O & — £,

- WHEE TR LET, F21F, [0-911F 70”579 DALE DO SCFIC—E,

? ERTOH 7R E 0EFF 1 E—E,
Bl ZiE, [0-91[0-9]1? 1X "2"TH 712" T —F,

+ EAOY 7R E 1ELLE—% flziE, [0-9]+ 1% "17R°7137, 74567512 —,
* ERTOH 7 & 0 B E—E,

00, 47, K7 | EHiT (7, 4+, ) OERICY 2E L —E S — U2 HlIR,
(2, + HDHEMOHFHIT T LRI ZROLTFINEL BT D DITHAT, HE
L2 BIETE D 12TV naes & —E,

W27 EtEE

() () THATLZNAEZ 7 Vv—71k,
¥, TR — T,

$ ATLFFNIDORE & —E,

|

BRI 2 XY | ZEAICEPNIZER D IEHEHROWF NI —,

# EARA:

1)

2)

[Post Transfer Actions]® Filter &%, Perl IEMIFBUESCHANIIEVNE T,

FEANIE. TR —UEESRT I,
http://www.boost.org/doc/libs/1_44_0/libs/regex/doc/html/boost_regex/syntax/perl_syntax.html
[Access Control] M¥|iEIL. Basic Regular Expression (BRE) A#SCHANZHEVNET,

Fo, TilAMKLbEHASNET,

3L Wt

Ya, \a BT — 3 . ([a-zA-720-9])

¥h, \b 227 ([ yyel)

Ye, \c AT —3F : ([a—zA-Z])

¥d, \d BB EE—3F . ([0-9])

¥h, \h B ASER— 05 - ([0-9a—fA-F])

¥n, \n %47 (¥r| (¥r?¥n))

Y¥a, \a FIRSCFAN - (Y1) [ (F ¥ 1%Y)

Yw, \w HEFET . (la—zA-7]+)

¥z, \z B ([0-914)
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