EEENAF

Reflection for Secure IT

Server for Windows

IN—3 2 8.2

Attachmate

(01 Al :  FrlifERE 2014411 H 14 A ]



Attachmate @7 =, X Reflection &, KERB L PZEOMOEIZISIT S Attachmate Corporation ™
TRERPAIE F T X EIE T,

ssh 1Z SSH Communications Security (IH Tectia Corporation) D& EKFGIE TT, T DOMO T TORGHE,
LB L OSHAIGEMNO HHORHEHEINE DO THY 2. ZNDIEENETNOFAEHEICRE L E T,

ZOE (BHDHWESCEOLRD) ORI, *y T A X2 —RAESHE) BREELET,
FLBRANAEIZ OV T, NetlQ BRUEtHIE, HKBOE /%2> TIEMEH L T E 34, LlRAEIcES<
HERHERICOWTORMITAVDIPRETDOT, TTERTFI,

(*) v b7 A ¥ 2 —XSHE, KE Attachmate Corporation @ 100% F=4#ET9,

#JMN-01714K-0114K



L = G ) OSSOSO -1-
Lo B ettt ettt ettt et ettt e ere et et e ete et e eteertereeteenreereeneere e 1
L2 SSH DBEEE oo -1-
1.8 BIFEBRET .o -2-

20 BN bbb -3-
2.1 BARTORETBFTE oo s -3-
2.2 B B DINA LB e -3-
2.3 A LA B VBERERITIE .cooooi s 5
2.4 T U A LA R Tl e e et e e e e e e e e e e e tba e e e e araaeeearaeaeanaaes 10 -

B BB bbb -11-
3.1 FEIETTHT 20 B D FRIERLTE cvoviieteeeeiieieteeete ettt ettt ettt s ettt b et s st seseseseesesesensene -11-

A, BETE ceeeeeeeeeseseses e s te s e e e st e st e s be st e s be s b e s b e s be b e be s b e b e b e b e b e b e babebab et et e bebeba b e bebaebebeebabebantans -18-
4.1 FEARFIAL ZDFRIE (oo -13-
4.2 FETEFEM 1oveveeiieeetetee ettt ettt ettt ettt s et b et a et b et st b et s et b et st s et st b et e s s s sea s s s esens -13-

4.2.1  [Genaral] FEIETEIA] .......cocvoveeeeereeeeieirrsieierisieieieeseieieistsieisarsssesssssessisssssesssssssesssrsnsssns -14 -
4.2.2  [NOtWOIK] FRIETEIET.......coveveveverieeiiciiieiieiiieieve st -15-
4.2.3  [PermiSSIONS] FETETH Al .c...c.cveveeeeeeeeeeeeereeeeeeeeeeieeeteareteaeeseeeseeesesessiessessssesessesesesssaseaee -16 -
4.2.4  [LOGGING] FRIENHET ...ttt sssassasnan -19-
4.2.5 [Event LOGGING] FRIETHIIET .......oeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee et -20 -
4.2.6  [Debug LOGGING] FETETHIIET ..ot -21 -
4.2.7  [Audit LOGEINGT] FRIETEHIET ..ot eevees s -23 -
4.2.8 [ENCryption] FRIETEHI........coceveeeeeeeeeeeeeeeeeeeeeseeeessesesssesesesssssessessessssssssssesssssessessssnssns -24 -
4.2.9 [Key EXCRANGE] FRIETEIET ....oooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e eeeeeeeaeeens -25 -
4.2.10  [AUtRentiCAtion] FETETEH .......coeeeeeeereeeeeeeeeeeeeeeteeeteaeeseeeseseseeseseeiessesssesessesssesesesenen - 26 -
4211  [PaSSWOIA] FRIETBIET c.cvvvvevveeeereeeieieirrsieierveseieivssesessssssessssssssassssssasesssssssassssssasssssnsssass -28 -
2.2.12  [RADIUS] FRIETHIA ...ttt - 30 -
4.2.183  [PUDIIC KOV FRIETEIIET ..ot eseaens -32-
4.2.14  [Certificates] FEIETHET . .....cecvrreierrersrerssersiersissssssssessesessssssessssesssssssssssnssssssssssssssenes - 34 -
4.2.15  [RSA SeCUTID] FRIETHIAT c.ovvvevveveeveieeseirsieiesieirsieissseissiessesessssssessssesssssssssssnssssssssssssnsnnes - 56 -
4.2.16 [GSSAPI/Kerberos V5] GEIETHIAT ...ocvevevereeeeersiersieirsieseiessissseisssesssssssssssssssssssssssssssnnss - 58 -
4.2.17 [Credential Cashe] FIETHIAT ......cveveveesreeseersiersiersieseiesssisseisssesssssssssssssssssssssssssnnss -89 -
4.2.18 [Active Directory AcCeSS] FEIETBIAT c..c.ccueeeereeeeeeeeeeeeeseeeieeeeeseeeisesesseasessessessessessessessns -41 -
4.2.19  [SFTP DirectOri€s] FRIETHIIAT ..o.vc.evvevevererevereieiresesesesssesssssssesesssssessssssssassssssasesssssesass -43 -
4.2.20 [Mapped DIives] FRIETEIIRT ......c.ooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeesesereeeseeeeeaseeeeaeeeenens -45 -

i



4.2.2]1  [FileXpress USErs] FRIETEF]..........ccvceeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseaeseeeseeeeeeeesessann -47 -

4.2.22 [Post Transter ACtIONS] FEIETEIE] .....vevevvveveeeeririsieirirsisisirarsiaieissssssssisssssssssssessinsnssans -48 -
4.2.23  [Access CONEIOL] FEIETEIH] ....cvovveeeerrseeererisieiersisieieisstsieisissssseissssssssisssssasssssassssinsssasns - 560 -
4.2.24 [Client Host Access Control]l FEETEIAT ......ccvveveeeersvsieirrsieieirrsieieirssssisisssssessnsssnens -51 -
4.2.25 [Group Access CONLrOL FRIETHIIAT ........ccveeeeeeeeeeeeseeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e -52 -
4.2.26 [User Access CONETOL] FEIETEE].......ocveveeeeveveeeerirsraieieirsssisirisssaissssssssssssssssssssssessisssnssans -63 -
4.2.27  [Subconfigration] FRAETEIIE].........ccooeeoeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e eeeeeeee e -54 -
4.2.28 [Client Host Configration] FEIE BT .........ceveeeeeeeeereeeeeeeeeeeeeeeeesesessesseesessessessessessesens -55 -
4.2.29 [Group Configration] FEIETEHIET........oceeeeeeeeeeeeeeeeeeeeseeeeeseeeeeseseeesesseseeseesessessessessesesens - 56 -
4.2.30 [User Configration] FRIETEIE ........coveeeeeeeeeeeeeeeeeeeseeseeeeeseeeessessesessessssesssesessessessesssssesens -57 -
B AR e s - 58 -
5.1 IEHIFRBLIL /b i 58

ii



1. IECHIZ

1.1

AK~==2T/)LiX. Reflection for Secure IT Server for Windows (LL#% [RSIT Windows ¥ —/3]
LA N—T a2 8.21200 T, BARZOMMITIEII OV TRHI L LD TT,

BAB, 774NV IFREDEETHLZOEERMEVTHTET N, RENEO X2V T 1 LOK)
RAETHRIEE | BERAAHREICHE L ELWERE EEHEZ G L TOET,
HAFEANTIEALKIZ E PRI B TOMANE L L TORWERT, #X~=27 1B 5 PKI
X2 PKI Service Manager I[ZOWTOMIBNIEIZELE L-, HEERX, AAE RS2 A M A B
<http://support. attachmate. com/manuals/rsit_win_server. html> EOHT X~ T LV ESRT
SV,

TFANKG) T HNEHRT 0T T LARRLEOPICRMAL L ELHEERH) £4, A=Y a ik
Y “F-Secure”, "WRQ”, “Attachmate” 2MELILTVET A, F-Secure #1225 WRQ fh~DHL/L
. WRQ ft = AttachmateWRQ #1: = Attachmate fl: &5 Xt OEEIZ LV HAEA 3% > T
WLFIEFENDLTT, —BH LML R — MEFIC X koS L TEWD L L7z T, Z20
LTITHEHAT S,

1.2 SSH O#E

telnet (2L 5 UE—br /A LRFIPICED 7 7 A MRS DT L 5815 Tk, R
TROTEL, TREA LV I RIE T AR T B fEMPENTE(E L £, SSH (Secure Shell) 11,
UREEAL”, CRREET. T — 2 DA IC LY . T RLEE D HITAENBRAT — RREET
— B EREFIARH L ET,

SSH 1X7 74 7 > MERE L — SHRE TR SN E T, 7 74 7 > ML, #ERDE R & 720 |
FIAEICH La—F A v —T 2= 20 a~ L B, 7y a 28t L x4, — M,
WICRDbZIT L, 7—FICL Y SSHHREA BT 2 — X Z R L 3, Elov—MAloK
TFEWNE (Configuration) ICL VEABRERSZ 747 v 607 72 AKIREEZEE L £,

AL RSIT Windows H—2% %, Windows 0S [MiF1Z SSH H— HEREA 2L L F 4,

UE—RMnbDF—IFu A8 SSH OREAMERE L 700 £4, S bICHmELLI-EX2T
it@EotryvaryERHL, VE—bha<wr R, sep(EFaT7 77 0a’—), SFIP(EF% =
T 7 7 A NMEERE) . TCP AR — MRS O KFE SSH AR MERERE 2 $2 1L L £ 97,

VE—ha<wr R, 27947 MIITERA LI~ REYVE—FRAMETETL, DV
H—ra— FCRREHELET,

scp 1T KD rep EHPO A~y REXR ATV a v EHE L rep PObOBEEHZ & LTHE
LE LT,



SFTP %, FTP ¢l a<w> K, 7 va v, EAV7a~ RE2HEL, FIP )L OEX X
CLTHELE LA
TCP AR— MREIZ TCP LT 7V rr—v g vi@Ex bR 7L, Wbwd VPN 2RI L ET,

I BRI, RIS EENIC T~ FEEL TRIAT 213202, 22 V7 N/ 7 a 7T KA
IR DBEEFEITEAARES L, BERME L AT LAOMABIALE M E LTE LA I THET,

1.3 BEIRIR

(1) AT LB
(@) PAR—h 0S
* Windows Server 2012 R2 (x86-64)
* Windows Server 2012 (x86-64)
* Windows Server 2008 R2 (x86-64)
- Windows Server 2008 (x86 35X T} x86-64)
- Windows 7 (x86 # LT x86-64)
R 7 T >~ b7 #—2 VMware vSphere Hypervisor (ESXi) @ EEA4 A k 0S
AL
D8.2 75 Windows Server 2012 R2 #H AR — KL FE L7z,
@Windows Server 0S @ Server Core 7207 CIXEIMEL £H A,
VT T NA A M VBRERITE AT &,
®Windows [RIMEE o — W4 /Hek5t 7 7 4 7 > MO Windows 7 A & 2 AZFNTHEF F S,
@BESIE L IFRNT, Windows MESaMEXI R OB B, HIZ 0S ORHT SP(F—E A7)
BROWZ Ty 77— a7 22 LamdHELET,

(b) HAR— k CPU
- x86 (32bit). - x86-64 (64bit AMD x64, 64bit EM64T)
VA= Ta Tl T AT 7ATIE, 328 MiRE 64 B MERH D £97, )

(c) MWBETT T TN
-~vA4 27wy 7 kXML 6.0 parser
A A=A OS ICAHELRWERIE, By N7 v 77 a s I ARa8EEm L. BB
IZA VA =T 4 B — RILPEA~BATLE T,



2. EA

2.1 BARIDOMHREIE

1) £ A=AV Ta Tl TLT77 AL
2By MRE6EY MNEAHY £9, HAOSIZIH L THEWSIT LET,

0S £ Mg A VA RN=AT AT T NT 7 AN

64 v MR rsitservwin-8. 2. 117-wx64. exe

32 By MR rsitservwin-8. 2. 117-w32. exe

(2) Windows 0S L)
RSIT Windows #— 717 T At A b —/LEZIZ Windows 0S OFEEENLIAT, HEH
CERENET,

(3) AV A b= EfE—H
T — 7% /L Administrator 7 72 b H BT A A =L LET,

(4) N=V a7 v 7REOIHNN—Y 3 COMNEE (2.2 H CTHER)
N=Dag Ty IR ANRN=Ta &7 A A M= AETICEDOEE 8.2 ZBMA A b
—VLET, BEZT A VA M= AELTHHBEIIH Y FEADT, ZOHEITHHHA X
F—LLTTF&EW, (Windows D707 Z LAOBMERIBRIZE DT A VA F—LTlL, H—
NOBRA M, REFHR, = — PRI B ABRBETHIBR SN TITE > TWET, )

22 BALDRA 2+

HHA A R—LENR—=T g 07y RO FINEICOW T L £9,

RSIT Windows #—/N TlI, "=V a T 1LE EEFEEXA A M= VRIZIHANA—Y 2 Y OREN
REAMBITTABESBMSNE L, Lo TAEE2E) TRT A=Y a7 v 7P, B
NV g VOBRENREZBHEBITT L0, BRA=Va i Z7 A VA b—AEPFIZ0FF
LLTHAN=Va v EBINA A N—ATLFRIRLEREL LTHALES, HNN—Y a2 —H
ToAVAR= VL, WOTHE A=V a VEFRA A=A FT25FIHETHLMEITH Y FEA,
Flo, HA=T 3 UOXGHIRSIT Windows $—23 7.0 LAFEE L, ZRLEDATON—T 3 b
NR—=T a7 v 7T 5H1F, BRAICHERD sshd2_config 7 7 A LA FENCHRTE L LT, B
N=a &7 /A A M=V LFEEICTHEERY 7 A VZHIBR L, DT 8.2 ZHHlA A
F—/ LTFEV,

FNEFHA ORI, BB EBIE EORA v b ERLET,



(1) BEZ 7 A VDA A M—=NI AT (T 7 40 M)

Ver
A=/ VN 8. x
X C:¥Program Files¥Attachmate¥RSecureServer
A VA BN=NET FIVE (T
B~ 7 A L 8.x |1) Windows Server 2012, 2008, Windows 7 D34
GRET AN, BA M) 7. x C:¥ProgramData¥Attachmate¥RSecureServer¥

D RIFRT FNE L
77 AN

2) Windows Server 2003 DFE
C:¥Documents and SettingsYAll UsersYApplication Data

YAttachmate¥RSecureServer

« ET 714/ : rsshd_config. xml

o IRA g hostkey/ hostkey. pub

(2) RNR—=2 g7 v IO RN

HH

VUBZAES

e 1A Ver OHIBR

BB 7 A2 h—LT 5

IH Ver MEIRFD
B Ver 4 A h—)L

A VA M= VIREDIEEA A b —L%

SRR . H Ver oA A b= AetEHRE G S 7228, 1H Ver
FIREIZA ST 7 40 FBEZ DE1%. A4 A h—/LEZHR
NI ET A0 EH ) £9,

A A M—LEEZD
0S FE#hKFD
sshd —tE R

8.2 sshd ¥ —E R % B#EBILE (%)

(%) sshd ¥— & ABEIRIOMEIRIT1E
o) BUEEIE 2 B & BEBIE L0 A7 — 2 AFR THER
b)Windows # A7 <3 — %2k BH7 a2t R [rsshd. exe] HERR

(3) A4 v A F—/LRNEDHE
A A= EEXA A=, BEIIUTOL IR 9,
D 8.2 DA VA M=/ GEHMTIEIX 2.3 /)

@
®
@
®
© BhfFEmERR

Windows 0S5 DAL HE)

(WMEIZG L)

GRXE L MR D T2 ) FHAET sshd r—E R &5 11
HEEmABEL TS 74V MEOSRELE L, 17
R EE M EEIZ T sshd —E X2 HiHE) (0S OFERENIAE)




23 4 VR F—I)LIEEEMFIE

ZITEHA VAN AT BT T LT 7 A N EEHEEE L ROBMEFIRIC OV TR L E T,
B CD W TEAT 25618, EB) & BN A X » 7I @) BB L £,

(1) A A=A T BT TLT7ANDFETHEE

A VA =TT T AT 7AW ZIE rsitservwin-8. 2. 117-wx64. exe) & 2 — W I)LT 4 AT
FOEEOT7 A AF TFICES, EBLET,

JRI-TEY
‘@Ovl o= O=h)l T4AR (G » wk_install - m“ Lok _install(DAE S \E“
830 - S{ISUCEM ~ B v BT = - Al @
£ 0-a Fean ) Al e . | 447 | mxmE | 128

ik inztall

Perflozs D reitzervmin-8.2.117-wx b4 sxe MAER KB 2014510524 857 TN -3y

| Program Files

| Proeram Files (x36)

) ProgramData J

) Windows

| 1-H- -] 4] | N
} 1 {EmEE

2) A AP—NTaTTANT7A)LD unzip WLF

unzip EDOWERBEHEZEZRLET A VA =T 0l T LT 7A)VEE—DOEFIZE—LFRO
B 7 A VEEROMEREE 2R R LETOT, ZOFEKIAZ %227 U vy 7 L, REHET
[Yes] R& > %27V w7 LET,

@ Attachmate Reflection for Secure IT 8.2 Sers x|

@ Select the folder where you want to unzip the files to:
=

I Ci¥_wk_instal¥rsitservwin-8. 2.0, 117-wxe4 J
&) Attachmate Reflection for Secure x|

Folder
'C:¥_whk_install¥rsitservwin-g. 2.0. 117-wx64
does not exist. Do you want to create it?

(LIXBL ., unzip LB EHTET, )
x
Unzipping file:
% C:¥.. . ¥rsshd.msi (45%%)

Overall progress:




(3) BHscMEm DR
[Continue] RZ %27 U v L, AEEMEL ET,

& Attachmate Reflection for Secure IT 8.2 Server (x64) P ] IS

Attachmate
& Reflection®

Install Attachmate Reflection for Secure IT 8.2 Server (x64)

Cancel l

(4) Software License Agreement (Y 7 bW = 7 A E) HE O FE R
NE=EERL, Ty r~—2 %A, [Continue] R¥> %7 U7 LET,

Attachmate Reflection for Secure IT 8.2 Server (x64) o ] |

Read and Accept the Software License Terms

ATTACHMATE® SOFTWARE LICENSE AGREEMENT j

Reflection® for Secure IT v8.2 Server for Windows

IMPORTANT — READ CAREFULLY:

This constitutes a legal agreement ("Agreement”) between you (either an individual representing yourself, or a legal
entity that you represent as its employee or authorized agent) and Attachmate Corporation ("Licensor”) with respectto
the software, together with its included documentation, that you are receiving, accessing or installing, and that
constitutes a whole or partial copy of a product named above (the "Software™). Unless you have entered into a
separate license agreement with Licensor, you accept and agree to be bound by this Agreement by (i) selecting the
"accept” or "yes" option when an on-line process prompts you to accept this Agreement, or (i) by installing, copying,
downloading, accessing or otherwise using the Software. If you do not agree to the terms of this Agreement, Licensor
is unwilling to license the Software to you. In such event: (i) you may not install, access or copy the Software, and you
should promptly destroy any whole or partial copies of the Software in your possession; and (ji) you may receive a full
refund by contacting your Software vendar within 30 days from your date of purchase to obtain instructions for return.

The Software is protected by copyright laws and international copyright treaties, as well as other intellectual property
laws and treaties. The Software is licensed, not sold. Unless you have acquired the Software from Licensor or

=

¥ 1 accept the terms of the License Bereement:

Continue I Cancel |




(B) A A F—ERDNT)
MBS U CANNCBEERAEATI L2, A A= EER LD LET, #7013
30oHY ET, (BTRANTHRERS, EFICBBHLES, )
fEB%. [Install Now] RZ %227 VU v 7 L, FIZHERLET,
(5-1) [User Information]# 7'Mk H & D AT
VBB ERERE A LET,
@ Attachmate Reflection for Secure IT 8.2 Server (x64)

[File Location | Advancea]

(5-2) [File Location] & 7 HHEH B DA
AVARN=NAVEERELET, T 740 NI MNICER LTS A VA =TT,

£ Attachmate Reflection for Secure IT 8.2 Server (x61)




(5-3) [Advanced] # ZHHEH S D AL
AREEANOEIL, JFAEOEE L LET,

£ Attachmate Reflection for Secure IT 8.2 Server (x61)

(6) A A N—VAFDOHET TR
MEH T OT, ROFETHHZEZTTHET, LELIHHET,

& Attachmate Reflection for Secure IT 8.2 Server (x64)




(1) A > A b—/L5E T HEEDRR
AVAR—=ANET LE LI, Windows 0S ZFiEE L 9,
"Restart my computer for me.” |ZF xz v I ~—27 & AN, ANTIZ[Close] RZ %
Uy L, 0S HEEERER Ces] RZ %27 Vv 7352 T, 0S EHEBLET,
0S FEEHEREE TNl ARZ 7 Uy Z7HHE, 0S OFFEELHEA~IBITETITA v A h—b
EEEKTLET, ELMEHEL 2oIc, 7 0S OFEE 2BV LE T,

=10 x|

£ Attachmate Reflection for Secure IT 8.2 Server (x61)

The Attachmate Reflection for Secure IT 8.2 Server (x64) installer has completed the requested
actions

You must restart vour computer for the configuration changes made to Attachmate Beflection for Secure IT 8.2 Server
(xfid) to take effect.

Attachmate Reflection for Secure IT §.2 Sery |

e Until you restart your computer, Attachmate Reflection for
[ | Secure IT 82 Server (xf4) will be only partially inztalled and
¥ may not function correctly.

Would wou like to restart now?

I~ Bestart my computer for me.

T R Gance|

(8) 0S @& DOFERE & 1 /F
0S FfEIf%, sshd %—E R ZEBAICEA L T,
GUI BREH 2B &, FHAEICT sshd h—E 2241 L ( 13, #41F) M), GUI 3R Him )
(7 74V MENS D) EREE L NEHERZ ML E7,
WeBIE TR, RENBEZRMED B, FEAEICT sshd P—E2AZHEH L £7,



24 ToA VA =L

(1) 7oA A h—/LHiE

T A A RN—E, Windows @ 7w 7 Z AOBMEHIER) / 1707 T LG 25 EE
LET, TVA AR EY, 0T T AT 7 A VITRERITHIBRENE TN, HEY 7 AV
ERA NETHIBRS TSR £,

CEEEE T =18/x|

‘Q(_)V - TobD— RN - FATDTS O ARAEE - F05LERE - & [ Fotsncions @‘
ARO I L SR FUISHOPAA VA -NERUEE

LA NENEEEIS5LE  FOIRLETS LA IR, ~ BRSO SLEEIRLT [PoA LA, DR, 201 (18] 2A0voLad,
Fr

) Windows OIEEECAEREEED
o Ehib

2l v PALAR-L EE = -~ @

are IT 0
20141030

@ Attachmate Reflection PRI Ser

vices Manager 1.3

L@‘.Microsoft MNET Framework 4.5.1 Microzoft Gorporation 2013412706 jgaMB 4560038
L@Microsoﬂ MNET Framework 4.5.1 (H4E8) Microzoft Gorporation 2014501516 293 MB 4550938
(27 Microsoft Wisual G+ 2008 Redistributable - x64 9.0.. Microsoft Gorporation 20811522 T88 KB 9.0350729
(27 Microzoft Wisual G+ 2008 Redistributable - =86 9.0.. Microzoft Corporation 2013411522 596 KB 9.030729
@VMware Tools Whdware, The. 2014405518 633 MIEI 9.5.2.1?
A 3

Attachmate Corporation $YS) 4= 82117 Hat— DU httpe/ S attachmate .

AJLFDNA httpe/ S support attachmat .

_10_



3. %

3.1 REEED L DFERTE
(1) FREMH DR
a) Windows Server 2008, 2008 R2, Windows 7 D&
~ WA T Windows [AH— NARHZ 29 bIAKER,
[AZ— ] >[FTXTHOFr 7 F L] >[Attachmate Reflection] > [Reflection for Secure IT Server]
b) Windows Server 2012, 2012 R2 DiHFH
~ AF—FHEET 77V HEERNO [Reflection for Secure IT Server] & &R,

(5 : Windows Server 2008 R2 MiE&]

(= Intsrnet Explorer g,
7 Wfindows Update ‘ o
, Bttachmate Reflection A
B Reflection for e IT Server
| PAEYY [Feflection for Secure IT Server Canfiguration |
s
AT q -
), FfEg A
JsP1-5—
EST i
T kO =1 4831
THA R —
3 —)| 4
AL -
27 LRI ELTET..
1 AR
| 70855E701 Ntz g 0047

|:__';vs:~r j o~ g o
(4] : Windows Server 2012 R2 MiH&]
71

e Intemet Explores Reflection for Secure |1 Server

E ¥ AD T Microsolt Sdverlight

Windows Server Joo Py Windows PowerShell

I22T0-3-

Y-

_11_



AR T T DA K

ROEBH IR E SROFAL SRR S TWET,

AL N
A= a— File., View. Action, Help @O FICHKFEEBIDOIEENH Y £7°,

« File > Save Settings, Close

« View > Toolbar, Event Viewer, Latest Debug log File

« Action > Start Server, Stop Server, Restart Server, Configure Cluster,
Restore All Default Settings, Restore Pane Defaults

« Help > Help Topics, Support Web, About Reflection

BRERR & v O | REle | b i # Restore pane defaults
« IEM D [Save Settings] | [Event Viewer], [Latest debug log filel,
[Latest Audit log file] | [Start], [Stop], [Restart]
« /i LiZ [Restore Pane Defaults] R4 >
[Status] « sshd —E XA DIRBEL FoR
] « RSIT Windows H—/"D N— g/ build & A R b=V % FoR
[Identity] * RSIT Windows #—/3 KRR MEEHR (FTE, 2 AL, XA V=X M OER
& 7 HiH * RSIT Windows H—/S78 A hREMEEH

* Server version string (77 ABGEERIZ Y T4 7 2 b ~#oRD H EE#H)

[Configuration] | « FHEFZREDIEE/F/nmim 4. FHE #&MR)

& 7 i

(3)

B T b oD B AR

a) sshd y— Y 2DOPBLE L EIE

ROEBE EDORZ AFENA = 2 —DIBFUT LV | sshd ¥ — B X DBAA/1F 1L/ FREE) A3 0T
BT,

REWNE DIRAFE & S

[Configuration] # 7 Wi N DO FEzR Elim FCTANREDH ., [Save Settings] RE /A
Za—DBERIC LY FONEK % "rsshd_config. xml” 7 7 A W EEXRFEL 4, EEX{E
FFRRIZZ AT v MERD D > To b DN HBRENEIESTZ sshd y—EZOEEICRY £,
RENEDT 7 4 /v ME~DIEE

[Restore Pane Defaults] RH /A= =2—DBIN = FREMRANEET 7 4/ MME~
[Restore All Default Settings] X == —DFEIR = REHRNEEZT 7 /L ME~
HHNEZ T 7 4 /v MEICR L72#IC, [Save Settings] N v/ A=a—ORPUL D D
N% % “rsshd_config. xml”7 7 A WZ EEERF L ET, EEESREFRIZT T4 7 2 MEEH
R oT b DN HRIENEINES T2 sshd —EADEEICR Y £,

I
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4. BXE

41 ERFHEZTDRE

T 74N NRENBEDOIRETH, mnvEx o2 VT ¢ KETOEHNFRETT 23, 4.2 RIEFFHM)
ONEZER I, BEFEEX 20T 4R —@HGTEHINE - 728U 7258 E 2 S UE I BRA S
nNHZ LR L T,

Z07 2.2 BAEDOKRA N B)A A M—/AFIEOME] DT T DR E L WAL L
£7.

4.2 ERTEEEH

RSIT Windows H— _Tld, R TOREL Ul REBEN HHEE L. & T rsshd_config. xml” 7 7
A WIRAFSIVET,

“rsshd_config.xml” 7 7 A WMiL, T 7NV FTIEHEFRT 4 V27 MU FITRESN., A== —#{E
( Action > Set Data Folder) 12XV ZDIRELEEZEEAIGETT,

C:¥ProgramData¥Attachmate¥RSecureServer¥rsshd_config. xml

AL

B xml 77 ANVERET D LIEEPRT I —ORKE bR T 0T, FAKETT,
£ TCO GUI REMIHZM U THRELTFIW,

LUF ., BREBHEEIC T ORENBIC OV TR LET,

[Configuration] # 7 &R L. HEEAMAND Y UV —IROBR X = o — > 5 KRG EH H4 R %
R LF R ST ET,
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4.2.1 [Genaral] ZFEEM®
=101 %]

File Wiew Action Help

HEEE P @I

Status | Identity Configuration |

2 Restore pane defaults i)

& Gororsl
- Network - /' / ']/

Perm.lssmns Maximum number of connections: 300
£ Logging

- Event Logging Maximum connections per user: |5[J
i-- Debug Logging

. Audit Logging Session time-out (seconds): IU
[=- Encryption
Key Exchange Banner message file: I Browse... |

= Authentication

|»

& Password Process priority: INormaI (recommended) ﬂ
. L.RADIUS T
High

: ublic Key

: Above normal
- Certificates H

SA SecurlD
i GSSAPI [ Kerberos V
Credential Cache
. Active Directory Acce
- SFTP Directories
- Mapped Drives
- FileXpress Users
- Post Transfer Actions
[~ Access Control
Client Host Access Ci

~ Group Access Contre -
a |

[Maximum number of connections:]
P T [RIRFIZ Hefoe rTRE 7o e 8 D BIRZFRE L £ 77,
77 4V MElL "5007, 70”7 ITERIRE EWL T,
connection reuse BIERFIX, [Al—#EHilXT v RV L E &L, connection #8 1 &720 £,

[Maximum connections per user:]

12— Y72 0 ORIRHEEGHO LIREZRE L ET, H0” IZEHRIREZ EW®RLET,

connection reuse ENEREIL. [Fl—#EeIdT v R /L% E S 4L, connection #8 1 &72 0 £,

[Session time-out (seconds) :]

T A WIEZZAE SN TOIRNT A R/VIREE DML L 72 RF I FRE R R #2 | Hefoe 22 A Bh DT L
F¥. TORERMEZBEMTANLET, E0"DOHE, Wil L2 £7,

[Banner message file:]

PEfe BRI 7 T A4 7 MUNTBIMTR R T DA v =V T XA N T 7 A L ERELET,

T ANDLFA— NI UTF-8 AL, 2SO Fa— FORHZIZHBIERSNET,
AL

SSHZ T4 7 > MZ Lo TE, NP —FRICAKIED b DR DY 97, ki 7 74 7 > bR
BEREIC R THRIR LTV D 2 L 2RO ETHRE T S0,

[Process priority:]

sshd 4 —E R 7 mE 23425 MESEEORIE] 23, Windows ¥ A7 =R =T ¥ N HOIEE L
[FERICARR E D bIRERTRET T, 7 7 4 /L ME"Normal” T,

RWF# 7 7 A VR (A 7 0 & 2 OQUBEAR TR B 2 BURE L 72i%E ©L R WIRY 77 L b
DEEEH TSV, REROLEIC, 77 A MEERH~ORE LRGN, EENLETT,

_14_



4.2.2 [Network] EZXTEMEmE
o]

File Wiew Action Help

HEBEEP =D

Status | Identity Configuration |
2 Restore pane defaults i)
- General

o0 Notwork

|»

- Permissions

) Listening address _ + Port Client keep alive (seconds
ET Logging ng | | p alive ) |
. i 22 &0
Ewvent Logging
- Debug Logging 0.0.0.0 22 50
. Audit Logging Hetwork Binding |
El Epcryption r~ Network binding information
i KeyExchange
[ Authentication

[=I- Password Listening address: IU- 0.0.0

L RADIUS Port: IZZ—

ublic Key
. l.Certificates ¥ diient keep alive ISD (seconds)
SA SecurlD

i GSSAPI [ Kerberos V

- Credential Cache

. Active Directory Acce
- SFTP Directories
- Mapped Drives
- FileXpress Users
- Post Transfer Actions QK I Cancel Help
[~ Access Control
- Client Host Access Ci
Group Access Con:cl;l Add... Edit.. Remave |

3

o |

[ Require reverse DNS lookup

sshd ' —E X531 (Listening) 57 X4 7 X2 L AR — FNEFORREFREEZ LET,
TN NI BRTORZT X T ZITH LTAR— b 22 FaEV 4 TET, RELEST 561,
[Add]/[Bdit] R % > %27 UV v 7 L, [Network Binding]l #A4 7 u /Ry 7 A%@LCTHRELET,
[Network Bindingl ¥4 7BV Ry I X :
[Listening address:]
SSHZ ZA4 7 v binb Ot A RHbZ T T 57472 (R—KMDIPT RLAZEELET,
T 7 AN RTIE, RTOERRIPT RLANLOZERERTT,
2 IP7 RLRAFREIL, IPv6 OFE 77 L, IPvd DA 70.0.0.07 & LET,
[Port:]
SSHZ A7 v " bR EHFEHZ T T 5 TP AR— hMEEEHEELET,
T 74V ME A— k22 & T,
[Client keep alivel
74T M L CIERMEESRZ LET, X =77 74 7307 v MK LT ER IS E A
NGEICUILET, 7740 ME 608 T,
[Require reverse DNS |ookup]
RSIT Windows H—/ NI FREEESMIHT, #0EK 7 T4 7 > hD IP 7 R L A Z JEiT DNS (Zkf
LAHTOWG| B2 FAT L £, T OWi5| LB R L T-RpIZ | Bepeil s 2 Bl ik L D)9
L EFy 70&E] D ZOEEERHELBE LMD EF 2y 72 L] OfREZ LET,
<G¥Bl & &> @O[Client Host Access Control]F%EIZ T, FQDA T Client Host fEERE
@ |[Client Host Configuration]iREIZT. (FQDA/IP 7 KL AW T)
Client Host fEERE

e

e



4.2.3 [Permissions] xXFIEm
=100 x|

File Wiew Action Help

HEBEEP =D

Status | Identity Configuration |

2 Restore pane defaults i)

& Pormosions
"

- General

|»

- Metwark
. ™ Deny alllogins
=~ Logging
‘... Event Logging ¥ Allow terminal shell
i Debug Logging Terminal provider: "UeSystemRootYe¥System
- Audit Logging
£+ Encryption Terminal default directory: I%D
i e Key Exchange

¥ allow exec requests
[=1- Authentication

21- Password Exec request prefix: I

| “-RADIUS ¥ Allow non-nteractive users to log on
£ Public Key File transfer
-RSA SecurlD ¥ allow SCP1

i+ GSSAPL [ Kerberos V
- Credential Cache
‘- Active Directory Acce

I Use SFTP accessible directory settings for SCP1
[¥ Allow SFTR/SCP2

- SFTP Directories ¥ Allow smart copy & resume
- Mapped Drives
- FileXpress Users —| [ Tunneling

- Post Transfer Actions
[~ Access Control
. Client Host Access Ci v allow server to dient {remote) port forwarding

~ Group Access Contre -
a |

¥ Allow dient to server (ocal) port forwarding

AHE SSH Y — Y — A ORMAEE Y — LIS E L £,
ARREDM, [Subconfiguration] FXEIZL Y, IZIEF—WNA% Client Host/Group/User fARIIZ
fRERTRE T,
[Deny all logins]
(BUEBEIZHESL L TV DR LIS D S DFT272) 7 T A T v R b O & 2 THER T 2 E
T, [Subconfiguration] DIEEICAREITH D A,
[Allow terminal shell]
7 74T RINEDE = I TN R TR D0 E ) D OFRETT,
b
— 2 VBB ERF AT E BN & LT Windows 0S D& F 2 V7T 4 RENALHELET,
[Terminal provider:]
— I TR EMEIC RIS T D — MUFET T e 7T LA ERRELE T,
7 7 4V M Windows fZHED cmd. exe T, FEEL TR, X SATHEELET,
AL
FRERHZ S AL IZAR—= R EZG0HAIE, Windows DX 2V T 4 L XTI U —T—
av (" )THL2TRIW,
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[Terminal default directory:]
S — I FNEERRERO I L b T 4 L N RO NRIEEE LET,
INAZFEEETIE, NEZ =AY 7 ("uD”, "%, %u”, “%U”) Z AT RE T,
T 74V ME "% (Windows —H 717 7 A L) JETT,
Windows =—HF 707 7 A /L7 7 /)L MEZLLTOEY T, FHEHER 22—V L0 ZE W)
C:¥Users¥Yusername¥ (47 Y =7 F47C:¥Users”, FniL Ci¥a—4—")
NP = A NY T
%D Z—F T T AT L
CUH AR AT L H
cYu s =P urTA L
c%U: RAA v a—Hu A4 (domain. username DEF)

[Allow exec requests]
SSHUE—ha~vy REFATAREL T E I M afEL 7,
T 7 F /v MEEITRNREE T,

[Allow non-interactive users to log on]
Windows ¥—N0S D m—A X2 T 4R —REZT. " a—hra 4t 245"
HRIZIR o> TN =Y/ TN —TIZx LT, SSH 7 A U E AT E I NERELET,
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# File transfer

[Allow SCP1]
OpenSSH @ scp (2 ZTIL"SCP1” & KFD) 13 FEEAARICHEIL L 7oV I sftp 7' b L& L
TWEF, RSIT Windows H— 3Tix, Z DI sftp 7’1 ha /LI b ®PISLE LTz,
AKFEEIL OpenSSH 7 T A4 7> R B D sep It T 2 E 3 h0isEx LE 4,
T 7 4N MREETCIERHE LE T,
e
OpenSSH @ scp ILSSHE v a v ND1F ¥ /&It Lizrepa~y RIZTEILTOET,
FoT, KRENPOT =y 7 ~v—2 ZHLIIEAT & LIZEE TS, [Allow exec requests]
ICCEITARED R EZ L TV DAL, OpenSSH 265D scp 3 AJREZIRREIC A2 0 £,
[Use SFTP accessible directory settings for SCP1]
OpenSSH 725 @ scp BIEIZKF L. [SFTP Directories]
MEEELET,
[Allow SFTP/SCP2]
AT B sftp KUY GEEAARICHEILL 72 sftp 7'm h 2L X D) sep (2T
"SCP2” L KFL) AFF AT MM EIDEIEELET, T 7 A4 ME FFAREETT,

EMHENOBRENEZEN T 2008 9

7
gt

[Al low smart copy & resume]
Smart Copy H&HE (=[F]— 7 7 A WAFAERFICEAL IR A 2 % » 7 F D HHE) & Resume HERE =V K 7
A RFCHTER T E TR L7259 DR O BT D68 O A2/ B 248 L £,
T 7 &V MIAIREE T,
A
SSHZ Z A 7> MUT Smart Copy B¥HE & Resume HEAEIZ A DB 1T, AREIC IR < B
TRITIERNC 720 E9,

# Tunneling
[Allow client to server (local) port forwarding]

74T RbO "a—H VTP R — MER” 2R T50E 5 NEREELET,
[Allow server to client (remote) port forwarding]

74T b " E— TP AR— k" 2 T250E 5 nEEELET,
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4.2.4 [Logging]

REEE

6 Reflection for Secure IT Server o ] 3]
Eile  Miew Action Help
HEEF b ®D
C o Staws | ldentiy Configuration |
o
e
- Network =

rMmissions
s

went Logging
i~ Debug Logging
. Audit Logging
[=- Encryption
. Key Exchange
EI Authentication
E| Password
. ~RADIUS
E| Public Key
| L Certificates
A SecurlD
SAPI [ Kerberos V
i~ Credential Cache

. Active Directory Acce
- SFTP Directories
- Mapped Drives
- FileXpress Users
- Post Transfer Actions
[~ Access Control
Client Host Access Ci

~ Group Access Contre -
a |

Logging

‘You can configure event logging, debug logging, and audit logging.

[LoggingfREL LT, Fit 3o/ 2HEL X L7,
(D [Event Logging] : Windows A X2 k1 7 ~DitdEMEZ IR E
@ [Debug Logging] : SSH 7 7 A 7 > k & OHE MR O 1 /{5 7E
@ [Audit Logging] : 7 7 A MRET 7 ¥ A0 /L LT

@ [Event Logginglid, 774/ FAZNTY, HEITIG L TEDOFMGLE LV EEEL T,
@ [Debug Logginglid., AFEBKMIFITIT 7 4/ MREEOEEHEH L L TT S0,

WEERFCHHL Y 7 A4 7 b & O TR E Ulcmals, TORKMT AT, ikl e 7
ZERIL £, AOMERHTERRULEEING 2 2R T 7 A WIS L, 2045 BIEBRICART A D

nET,

@ [Audit LoggingliX., T 7 4/ NEZNTT, KV —"~DT 7 A NERET 7 B ARNZEA 0

7E LTRERTIVENPD LHAEICAME L £,

_19_

RLEREN (& F7 E




4.2.5 [Event Logging] FXEEM®E
=10 x]

File Wiew Action Help

HEBEEP =D

Status | Identity Configuration |

2 Restore pane defaults i)

-~ General = {{#} Event Logging
- Network e
Perm.issions [V Enable logging to Windows Event Viewer
- Logging
vent Logging [~ 55H server and SFTP event log level
I Debug Logging [V Errors
- Audit Logging
[ Encryption [V warnings
[ Key Exchange )
: Information
El- Authentication r o
=) Password [~ Protocol details
. ~RADIUS
EI- Public Key [ Hex-dump

- Certificates
- RSA SecurlD ™ custom (CUskan eyents. ., |
i GSSAPI [ Kerberos V
Credential Cache

. Active Directory Acce
- SFTP Directories

- Mapped Drives

- FileXpress Users

- Post Transfer Actions
[~ Access Control

Client Host Access Ci

~ Group Access Contre -
a |

Windows A XY hm 7 ~OREEMEDIRELZ LET,

[Enable logging to Windows Event Viewer]

AR "R T ~DREEADNCLET,

[Errors], [Warnings], [Information], [Protocol details], [Hex—dump]
FrzvlI~v—TEANDHZET, EOLULETREETINERELET,

TIATIEE R VMRV E£9. T = v 7 Z ANTZHB O ETEECTF = v 7 v — 7 B A
WET, F7H/ ME, “Errors”, “Warnings” UL &KL £,

[Custom]

Fxv7<v—27% A, [Custom events] RH %7 Vv 7§57 LT, Hx DA X h&
BRI FEE FTRE T,
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4.2.6 [Debug Logging] FXEEME
| @ Reflection for Secure T Server =10 x]

File Wiew Action Help

HEBEEP =D

Status | Identity Configuration |

2 Restore pane defaults i)

- General = {{:“ Debug Logging
NEt“'Ork. -/
- Permissions [V Enable debug logging to log file
—1- Loggiry
= Egg N . 55H server and SFTP event log level
Ewvent Logging ¥ Errors
ebug Logging -
- Audit Logging IV Warnings
- Encryption [V Information
i e Key Exchange )
g Authentication ™ Protocol details
=l Password ™ Hex-dump
- RADIUS [~ Custom Custan events.., |
=B Pyblic Key
| - Certificates rLog file information
- RSA SecurlD
i . |C:¥ProgramData¥Attachmate¥RSecureServer¥logs Browse... |
- GSSAPI | Kerberos kg e iesi I 9 g =
Credential Cache [ Log file rollover (by size) File size (ME): |4
- Active Directory Acce
. SFTP Directories I™ Loa file rollover (by time) Start kime (LTZ); IIZI Interyal (hours]: |2-l
- Mapped Drives o Timestamps for log file entries: + UTC
- FileXpress Users Lol
ocal

- Post Transfer Actions
[ Access Control
-~ Client Host Access Ci View latest log file I

~ Group Access Contre -
a |

RSIT Windows H— DTNy 7o FJHEROEEEZ LET,

Ty ra 7RI TT, FRCZ T4 7 0 N & OB B S 2 R ARt L E 5,
Av—VEMDLRPET 07T ML AT % BR T, RSIT Windows H—/NDASRDILEL DAL
HEEIE T LEYS, @FENTIEITF =y 7 ~v—27 25 LEZNIC L TREVWT IV,

[Enable debug logging to log filel

TRy a7 Ok E A LET,

A2, SSH Y —_OH —E X2 BT D EIHIL O R2T Ny ra s 7y A Ve ERKLET,
[Errors], [Warnings], [Information], [Protocol details], [Hex—dump]

FrvI/~v—0 B ANNDHILET, EOLVETREBETDINERELET,

TIATIEE R VMRV E£9. T = v 7 Z ANTZHB O EAIREFICTF = v 7~ — 7 BN
DET,

[Custom]

F v 7~v—27% A, [Custom events] RH &7V v 7§57 LT, Hx DA< M &
BRI HEE FTRE T
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# Log file information

[Log file directory]
TRy Ta T el T 574 V7 N RERELET,
TRy Za IR ET 4 V27 b U FIZ, “RSSHD-YYYYMMDD-HHMMSSmmm. log” &\ 5 7 7 A L4 CIE
EAVET, 22T, “YYYYMMDD-HHMMSSmmm” 1%, BRAREEZ] Z 7% L. “YYYYMMDD” (X4 H H .,
"HHMMSSmmm” 1% Bg 3+~ A 7 o k) TH,

[Log file rollover (by size)]
FIRZ 7 ANY A XEFREL, TOVA RZELTELBT Ny a7 7y A VEET L, Hius
T 7 ANEFIAAER LY R ET,
BETA REL 77 ANDOI A XFETHY  &2n /7 7 A VEEIIHAKBTETOTEET S
|

[Log file rollover (by time)]
HERMMBR T AT Ny /a7 7 7 A VEFBIZAER LYY FX ET,

[Timestamps for log file entries]
TRy a7 Ay —=UI G SN LREEIERETRE L ET,

- [UTC] ;&R : UTC (EBH E 4] ; Coordinated Universal Time) (77U = JHEHERE; GMT &

[AF) CTHRR,

: [Local] &R : FREX A &V — VLI THIR,

[View latest log file] R4 >

B (BUT) OF Ny 7 FJNEEFRRLET,
W, A==2—n50=IR "View” > “Latest Debug log File” THIRAEIZERL E T,
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4.2.7 [Audit Logging] FXEEME
=10 xj

File Wiew Action Help

HEBEEP =D

Status | Identity Configuration |

= Restore pane defaults )
- General

£ Audit Logging
- Netwark {"7

-~ Permissions ¥ Enable file transfer auditing

- Logging
Event Logging ¥ Indude a file hash with each record
Debug Logging

[=- Encryption

Key Exchange

- Authentication

E| Password

|»

[T
[l

Audit log directory: | C:¥ProgramData¥ Attachmate¥R.SecureServer¥logs Browse... |

EI Public Key
. Certificates
RSA SecurlD
- GSSAPI | Kerberos V
Credential Cache
i Active Directory Acce
- SFTP Directories
- Mapped Drives
- FileXpress Users
- Post Transfer Actions
= Access Control
Client Host Access C

i Group Access Contre -
4 I B

RSIT Windows #—/"~DT7 7 A NRET 7 B AR AR 7L LTRET L9 EEL L E
T, 7L LTRET O2NAEITLLTOEY T, BIZHREDLLRITH LW T 7 A L& fRERSF
7 HNVFITAERLET,
0277 7 A4 V&K RSSHD-Audit-YYYYMMDD. log  ("YYYY”:4E, “MM”: A, “DD”: H)
o JEgRNE - UserlD, ClientIP, Action, ServerFilename, StartTime, EndTime,
ServerFileModificationTime, ServerFileSize, BytesTransferred, Result,
Reason, ServerFileHash (W ~XE1V | —Fl#k—1T)
[Enable file transfer auditing]
77 ANRET 7 ZRBEE 7 O E AN LET,
AR SSHY—_OF—E A2 BE T 2 EICHLOF I 2n 77 7 A VEERLET,
[Include a file hash with each record]
a7 NEOH S ABEIERTE 77 7 A /UIZ hash fl (SHA-1) 2 &0 D D EHEE L E T,
[Audit log directory]
1 7 DRAFFEZIEE LE ¥, MNICERETLAT 52>, [Browsel] RZ &7 U v 7 LTHRET /v
K a BRI ET,
T 7 AV MR T AV Z OEERHERNCAERE I T 1 7T LAEERIC ABIAEKR S 2B 6
X, ZDO7 FNH 38— v g iE, SYSTEM & Administrators 725 83, ZD 7 4 V4
ToOur 77 ANSEDON—=I vy a UPMKSNE T MBICER L7 A VX a2t ET D5
B TD/—3 v 3 % SYSTEM & Administrators 7ZUFICRFRI L, B = U T 4 EOHIRE )
FTTREVY,
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4.2.8 [Encryption] EREEM
@ Reflection for Secure T Server o [l

File Wiew Action Help

HEBEEIP =D

Status | Identity Configuration |

2 Restore pane defaults i)

pIZ0S Encryption
- Metwork I
- Permissions ~Ciphers ~MACs
B- L_ogging .
- Event Logaing hmac-sha256
Debug Logging [w]aes192-ctr [wlhmacshal
- Audit Logging [W]aes256-ctr [wlhmac-md5
58 [v]aes128-che [w|hmac-sha1-28
E"';EY E_XCh_EHQE [w]aes192-che _lmve s [w]hmac-md5-96 otz |
& g.p:;:\f?don [w]aes256-che Move down | [w]hmac-ripemd 160 Move down |
. RADIUS [w]des3-chc [w|hmac-sha512
é..pub"c Key [w]blowfish-che [IMone
.- Certificates [w]cast128-che
~RSA SecurID [W]arcfour256 hd|
i GSSAPI [ Kerberos V5
Credential Cache ~ Compression

- Active Directory Acces
- SFTP Directories
- Mapped Drives
- FileXpress Users
- Post Transfer Actions
&-Access Control
Client Host Access Cor
Group Access Control |«
e |

W Mone ¥ it

™ Use only FIPS-140 certified cryptography algorithms

[Ciphers]
EZET LT —F0NRAT — REOEREF ST 2 ERORE S XA ELET,
KPP LD DR 7 T4 T > b & ORI T = — g UM S LTRSS S E
9, Ty ~<v—2ODon/off & up/down IZLVIEELET,
{aesl28-ctr, aesl92-ctr, aes256-ctr, aesl28-cbc, aesl92- cbe, aes256— cbe, des3—cbe,
blowfish—cbe, cast128-cbe, arcfour256, arcfourl28, arcfour, none} ZHA— kL CVWET,

EED
“none” 1L, WEEALEFITELDOFE EEELETOTT 2 MEN HLSMITEE LT,
[MACs]

T — X OFERIEMER G S AE M) 5 MAC (Message Authentication Code) 7 /L= U X A% 45
ELET, R EMOLDON, 7747 MO I — 3 URHIERM E L TEL
EHENET, FxvZ~—27 D on/off & up/down ICEVIEELET,
{hmac—sha256, hmac-shal, hmac-md5, hmac-shal-96, hmac—-md5-96, hmac-ripemd160,
hmac—sha512, none} Z# R — F L TV ET,
(Ver.8.0 705 “hmac—sha256” 28 cBoEic/2 0 £ L1z, )

[Compression]
JEMEOFEE T,

[Use only FIPS-140 certified cryptography algorithms]
FIPS 140-2 CREABURFE LM 140-2) BEDHE 5EY 2 — VDB Z2MMT 2 & 5 ITHE
LET, 774NV MIRTF v Z7RET, ZOFEFHTLZLEMRELET,
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4.2.9 [Key Exchange] % FEEM
o [l

File Wiew Action Help
d @EHEDP ED

Status | Identity Configuration |

2 Restore pane defaults i)

-~ General 8|5~ Key Exchange
- Metwark N R e R ——
- Permissions X
£ Logging v diffie-helman-group1-shal
- Event Logging ¥ diffie-hellman-group14-shal

: Debug Logging
- Audit Logging
B-E tion

v diffie-helman-gex-shal
v diffie-helman-gex-sha2se

v gss-groupi-shal with Kerberos 5

E‘ Password V¥ gss-gex-shal with Kerberos 5
. ~RADIUS
: Pyblic Key Rekey interval (seconds): 3800
i b Certificates
RSA SecurlD
GSSAPI | Kerberos V
Credential Cache

. Active Directory Acce
- SFTP Directories
- Mapped Drives
- FileXpress Users
- Post Transfer Actions
[~ Access Control
Client Host Access Ci

~ Group Access Contre -
a |

BEZAET =AW b Yy v a VREERT 21O DHZHT VT Y AL EHELET,
T ORI T VT ZLTHIE L, 7740 B TIEETEME LTHET,
{diffie-hellman—groupl-shal, diffie—hellman—groupl4-shal, diffie—hellman-gex-shal,
diffie—hellman—gex—sha256, gss—groupl-shal with Keroberos 5,
gss—gex—shal with Keroberos 5}
[Rekey interval (seconds) :]
Fefff] SSH #ERE kG L TV DI, Wa bl v v a VEZFAR (= Rekey) 72 rffH
BEAHEE LET, 7740 M 3600(F) T,
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4.2.10 [Authentication] =R EHEm
o [l

File Wiew Action Help

HEBEEP =D

Status | Identity Configuration |
2 Restore pane defaults i)
- General = {{:} Authentication
NEt\NOI’k -/
- Permissions rLogin grace time
E-Logging

i~ Event Logging Grace time for completion of authentication process (seconds): IIZD

Debug Logging

- Audit Logging

neryption r—IP blocking

Key Exchange Failed attempts: IZU

thenticatio
R Failure time-out (seconds): |30[J
- Password

. RADIUS Lockout duration (seconds): 3600
Public Key
 LoCertificates
RSA SecurlD r Authentication failures
i~ GSSAPL [ Kerberos ¥ Caution: Enabling these settings increases your security risk by providing information to
Credential Cache potential attadkers.
- Active Directory Acce
- SFTP Directories [ Immediately disconnect invalid, locked or denied users

- Mapped Drives

- FileXpress Users

- Post Transfer Actions
[~ Access Control

- Client Host Access Ci ¥ send keyboard interactive title

~ Group Access Contre -
a |

™| Pravide informative messages bo clients aboub authentication Failures

2 —HERARCE L TR ET ATHAE AR E L T,
# Login grace time
[Grace time for completion of authentication process (seconds) :]
= PRAE IR KFFAFF HIFHE (PEHY 72 = — WRRBREAL BB AR s D D 2 A L7 0 M) 2%
HALCHRELE T, 774/ M 1200) T
b
E70” I XMERIMR 2k UE T2, (REPIRIBIEIEIC L 50 27 AU YV — 2 DIRE S DoS BE~D
B, 70" faEdskk & LET,

# IP blocking
HOFEDIPT NLADT ZA4 7T 2 FinBERRICE < ORI RS NRHZ, £D
IPT RLVADZ A7 » MO UEERAIT 2 —ERH 7 v v 7 3725 Z Lk,
[Failed attempts:]iZ#&fe ilnl# FIRME A F8E L, [Failure time-out (seconds) :]iZAL¥E L
72 % BEAR R 2 F5 72 L. [Lockout duration (seconds) 11\ 7' v w7 Liti) % Z2H5E L £,
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[Failed attempts:]
P 78 yF 745 KM EREELET,
T 740 ME 20(E) TH, fE707 IR IP T my ko I HEREOEM LA ER L ET
[Failure time-out (seconds) :]
UL I DR M 2 E L £,
7 7 /L M 300(F) TF,
[Lockout duration (seconds) :]
IP 72 yx o FOREMIZIRSToREmn b 7wy 7 LT DR AR E L E T,
77 4V M 3600 (Fp) T,
JEEC -
IP 7my X FHREEIX, SAT—RRGEE X —FR— A ¥ —F 77 4 7TIBRIT L H /32T
— NRRREIC & 2 i T R DRFIC O 2B RE L £ 97,
IP 70X T 2EHEERE AT LIS, sshd 3 —E 22 HH LI-BAITE
VE TOFRITIEDIZ /2D £7,

# Authentication failures

[Immediately disconnect invalid, locked or denied users]
TEAELZRNY "Ry 7 STV THERRESN TS L W EBRENRRT 5 2 LA
IR —PITH L COHERER D & - 1235812 R CE ISR AR & LY 28R 2 e L
7,
T 7V MIFETF = v 7 T B R — I LRATRFA R ORI EZ RO £ 7,
RIEZRT 7B ZAFIH LTI T 74V b OETF = v 7RO Y —SNDO2—FIZEHT 5 1F
WS D2 LICRVETDOT, LVRELEEZAET,

[Provide informative messages to clients for authentication failures]
FRREICT = v 7 ~—7 A, FIEITHECICEGRRE LU 55612, £0MmE 7 7
AT MUBA DM EIDERRELET, X274 b IRLUTHERISEERA,

# Keyboard interactive

[Send keyboard interactive title:]

F—AR— KA ¥ —=F 77 4 TR 747~ MUlEHE EICX A VT FANERRFT D
MEIMERELET,

TN MIF =y & T, BRAY XA PATHFAFERRLET,
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4.2.11 [Password] SR FEm

File Wiew Action Help

HEBEEP =D

=10 ]

Status | Identity Configuration |
2 Restore pane defaults i)
- General = {{:} Password
Netmlork_ e mm_m m mm
- Permissions rPassword authentication
=+ Logging
- Event Logging & Allow
- Debug Logging " Require
- Audit Logging
EI Eljcryption £ Deny
i ‘-Key Exchange
= Retries

- Aumenhcahon
WO Mumber of password attempts:

—
—

Delay between tries (seconds):

-~ RSA SecurlD

Password authentication options
i GSSAPI [ Kerberos V

Credential Cache

. Active Directory Acce
- SFTP Directories
- Mapped Drives
- FileXpress Users
- Post Transfer Actions
[~ Access Control
Client Host Access Ci

~ Group Access Contre -
a |

[~ permit empty passwords

v Allow password change

—| V¥ Password authentication using keyboard interactive

ARREEHEZE LT, "SRV — R BLORSRAT = FANO " F—R— KA V¥ —=F 7T 47
A IZHOWTHRE L £ 7,
AL
i F & [Password authentication using keyboard interactive] OF = v 7 ~— 7 &
2. # Password authentication @ {Allow. Require. Deny} DxfZIZE L £,

“Allow” & “Require” OEMRIZOWT :

< Allow” ~7 FA4 T hEDR T —3 g VI SSH Y — S03MER 5 4 R T oD
Rt G e L TRESNE T, BN, $ 2 m— a3 v TRIE SNERRET o
D BLOWT NI TIUL 2 —VFEFER I & 72 0 737,

~SSH Y — 37 T 47 MKk L T —VFRIAEK D D 7= D

TORGLE LTHRESINE T, 2—FRIELDD=HITIT,

RAE T ABTHRDT 2HERH Y 77,

\CERRERR D28 & Bk
"Require” & L CER Ih /=

« "Require”
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# Password authentication
(B TIL, [Password authentication using keyboard interactive] & [KB int] & &ML %4, )
[Allow] BIRDIZE :
[KB int] #REf : "R U — FRHGEE, F—AR— A ¥ —F 77 ¢ 73RGEM J7I2x LT “Allow”
[KB int] FEBIURF : NA T — RFRBFEIC)F LT “Allow”
[Require] F#BIRDEBE :
[KB int] JERIF : F—AHR— KA ¥ —F 77 ¢ 7FGEITK LT "Require”
[KB int] FEEINKF : R T — REGEIZ®T LT “Require”
[Deny] ZRDIGFE :
[KB int] ORI DD HT, NRAT— RRFE, F—R— A ¥ =T 77 4 TRIEVTE
2 —YEEREE L CHEAET,

# Retries
[Number of password attempts]
—EIOFEREE RIS L T —FREER & RT3 YTRIEEZEE L £,
77 /b b OEEIE 3 [ETY,
[Delay between tries (seconds)]
PATEERR AN ERO 7 0 7 N2 RRT HRFRIFAR A THRE L £7,
T 74V F ORI 2B TT,

# Password authentication options

[Permit empty passwords]
72 (=2 ) NAT — REFRT LR, Ty 72 ANVET, 7740 I, 2RIETT,
BAEINTIT, AEELSMT Windows 0S @ RV o —DEBELZITET,

[Allow password change]
PG O 2 — PRRGEALEE FNED T 08 ZERD/SA Y — NI 2 FF4 0 & 9 02 45E
£

_29_



4.2.12  [RADIUS]

File Wiew Action Help

—I'l-:""'
AL
£ Reflection for Secure IT Server

=10 ]

HEBEEP =D

Status I |dentity

Configuration I

2 Restore pane defaults i)

- General

- Metwark

- Permissions

El-Logging

i Event Logging

i~ Debug Logging

. Audit Logging

[=- Encryption

Key Exchange

(£} Authentication

E| Password

El- Public Key

. Certificates
--RSA SecurlD

- GSSAFI f Kerberos V
- Credential Cache

. Active Directory Acce
- SFTP Directories

- Mapped Drives

|»

(5> RADIUS

- FileXpress Users

- Post Transfer Actions
[~ Access Control

Client Host Access Ci

~ Group Access Contre -
a |

RADIUS authentication runs through keyboard-interactive authentication.

[¥ Use RADIUS authentication

[ Attempt local password authentication if RADIUS fails

- Authentication servers

Server Port | Secret |

[Move up |

[¥lmve dovr

b

Add... | Edit... | Remove |

RADIUS Server x|

Server: I

Port: I 1812

Secret: I

o]

Cancel Help

RADIUS Yr— "t DHEIZ L Y 22—V RiFEE EBT 57200 EE LET,

REEEAN—ITHIZ

WUTHEITSNET,

Lo T,
[RADIUS] 3% i [

[Password]

=1 —g

X E WM
HHERL—T7 7 N LET,

PELTRLIB D X 91T, RADIUS BEREIE, F—AR— R A X —F 7T 4 7Gx

WTHRDIETEE L8413, RADIUS EREEIFE A H k31

Fl‘b\ II

D [Password authentication] T”Deny” % JE&IR

@ [Password authentication using keyboard interactive] % FEEIR

bl

77 A e — R

Y= — B Windows KA A va—F L L TEELZWESIT,

RADIUS H— S CREGEFHE TS . SSH OFREGEE KX L £97,
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[Use RADIUS authentication]
RADIUS #—/ & DEHEIC L 5 2 —PRRGEL ML L £,
[Password] X EH @ IZ BT, D[Password authentication] T’ Deny” % #EIN . @ [Password
authentication using keyboard interactive] 23FEIN OBRIZIL, R L TWET,
[Attempt local password authentication if RADIUS fails.]
RADIUS H—/ & OBHEIZ LV 2 —VFRIER KL TZRFIZ, = — BV D/RAT — R & ]
LCa—ViEA T2 EELET,

# Authentication servers

# RADIUS Server #4 70T KRy IR

[Server]

RADIUS H— SOAFRETULIP 7 RLAEHRE L E7,
[Port]

T o RN— MEFERELET,
[Secret]

RADIUS ¥ — R L DEEHGED 72012, RADIUS IZKET B R A O A T — REZHRELET,
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4.2.13 [Public Key] EZEEE
il

File Wiew Action Help

HEBEEP =D

Status | Identity Configuration |
2 Restore pane defaults i)
-~ General 8|5~ Public Key
- Netwark /] ]/ /]?/ /7
- Permissions r Public key authentication
& Logging
i Event Logging & Allow
- Debug Logging " Require
- Audit Logging
EI Eljcryption £ Deny
i ‘-Key Exchange
[ Authentication r~Public key storage
E| Password User key directory: I%D’-\é.sshz Browse... |
. -—RADIUS
=] Authorization file name: Iauihorization
- Certificates
-~ RSA SecurlD —Size

- GSSAFI f Kerberos V
Credential Cache

‘- Active Directory Acce Public key maximum length (bits):  [8192
- SFTP Directories
- Mapped Drives
- FileXpress Users
- Post Transfer Actions Mumber of public key attempts: 100
[~ Access Control

Client Host Access Ci

~ Group Access Contre -
a |

Public key minimumn length (bits): 512

|

—| [ Retries

APEESREIC £ D 2 —PRBREZ RBT D70 D — MR EE LE T,

# Public key authentication

[Allow] #iR :

IIAT v heDRrITvm— a3 URFT SSH H— 3R 2 HRRRE S oo & L CTAR
WSRREAFRE L E ¥, AWM, 2Ty =—3 a3 U CIREINZRFES KD 5 BV s
FRRERL N T IUL 2 — P RBEED LI & 72 0 £7,

[Require] ZEiR :

SSHHY— "R 7 T4 T o Mk L T2 —HFRGEE U TARSERAEL 2R L E3, = — Vi)
DT=HIZIX, "Require” & L THER SN2 TRRFESF XU T H2LE R H Y £,

[Deny] ZEiR :

2 —WRFE L L CABRBRAEZ A L2V EE T,
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# Public key storage

[User key directory:]
NPHEERRRECEEH T 2 2 — VO BRGABREOIET 4 L7 M) AEELET,
INATHEBRET 20, NE— AU 27 (%7, "%, "%u”, "%U”) Z A F[RE T,
7 7 4V ME %DY. ssh2 (Windows =—H7'm 7 7 A )L FD”. ssh2” 7 + /%) TY,
YD —H T T AN T F A
“UH =R AT LK
c%u =W u s A 4
c U RAA v —Wn A4 (domain. username DEF)
[Authorization file name:]
BERABREET7 7 ANLE VA RNT v S LTEER T 7 A NVAERELET,
7 7 /v MAFRE “authorization” 7 7 A /L TT,

# Size

[Public key minimum length (bits) :]

EHATRE e AR O R/ Oy NEZHEL ET,
HPHIZ 512~8192 T, T 74V k 512 (v hE) T,
[Public key maximum length (bits):]

R ARBORREOE Yy FREZBELET,
HiPHIZ 512~8192 T, F 74/ k 8192 (£ v M E) T,

# Retries

[Number of public key attempts:]

INBRSERRRE & Fl W T e ML ALBRIZ W T, 7 T A4 7 PSRN BB EE T 555813, 7
FTAT V MEI—2H ORERN S 2 —VPRIAE KT D F CNERIRE TR 2 i > TREEATT
VIR LET, RFEET, V—MUTZORITREUCHIRZ M Z 272 DIT/FEL E T,
774V ME 100 T, (- PORERICEZEROE O ITHBMANIIRY e RE2fEE LEL
oo )
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4.2.14 [Certificates] FxXFEEE

£ Reflection for Secure IT Server

Jo [ 3
File Wiew Action Help
d| & b =
© Stas | Identity Configuration |
2 Restore pane defaults i)
-~ General = {{#} Certificates
- Metwark -
- Permissions
=8 Lc_:gging [ PKI servers
i Event Logging
- Debug Logging Enabled | server | Port |
- Audit Logging locathost 18081
nayption
i Key Exchange
El- Authentication - .
21- Password PKI Configuration x|
. L.RADIUS
PL.Ib|IC Key PKI gerver: Ilocalhost
: C port: IJBDBI
RS54 SecurID
i+ GSSAPL [ Kerberos V Retrieve public key Verify connection |
- Credential Cache
‘- Active Directory Acce r~ PKI server public key
- SFTP Directories Public key file: C:¥ProgramData Attachmate¥ReflectionPKI¥configipki_key.pub =~ Browse... |
- Mapped Drives -
- FileXpress Users p
- Post Transfer Actions Key comment: I'Zﬂ‘!&-bit RSA 14/10/30 10:157
[ Access Control S
‘- Client Host Access Ci SHA1 fingerprint: | xediv-cypom-fuvar-zusan-cavic-pacun-cutov-fuvom-doleg-kyhop-fuxyx
~ Group Access Contre -
( H | , MDS5 fingerprint: Ida:aS:b1:15:2d:95:11:46:&4:1’1:&0:d0:21:b3:84:el

[0]4 I Cancel Help

Z—WIRFEE U CGEHEREZ S -0 0REE LET,
RSIT Windows Y —/ 3%, HMHFRAER &8s U CREAEFIEZ EBL T 5201z, ARG O
[Reflection PKI Services Manager | (&) 2/ L CEIMEL 9, AFRKEIZ T, =D [Reflection

PKI Services Manager] & OMEHEEIED 2D DIFEEZ L E ¥, (TReflection PKI Services Manager ]
DFFCAHDONTIE, B~ =a T AL EBBLTFEN, )
& ] P PRI BREEFZH D= 012D TReflection PKI Services Manager| ¥ ® A[HET,
# PKI Servers

[Server:]

xtitsd 5 “Reflection PKI Services Manager” Zix L F1,

77 4V h T “localhost” (= RSIT Windows #—/N&[Rl—H— 3N) BEEINTHET,
[Port:]

“Reflection PKI Services Manager” WF b2t AR — bESZHEELET,
77 4V b 18081 AR — kT,

[Add]/ [Edit]/ [RemovelR% >
[PKI Configuration] &% & % HlliBIN"/ " ME"/ BB+ D4R/ A 2 v TT,
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[Launch PKI Services Manager] R4 >
[A]l—H—/3PNIZ"Reflection PKI Services Manager” Z3FAET DEFA RN/ # > T, "Reflection
PKI Services Manager” FXEMim & E#IF R~ L ET,

# [PKI configuration]#4 7RJ Ry R
[PKI server:]
BHESE"Reflection PKI Services Manager” ZIREL E7,
7 7 /L & “localhost” T, BIY— MEERHT, TORA MNP T FLVRAZIEELET,
[Port:]
“Reflection PKI Services Manager” b6 AR — hEEEHELET,
[Retrieve public key] "% >
“Reflection PKI Services Manager” FBFEFHZR A MEDEV ALMRIER ¥ T,
[Verify Connection] K% >
"Reflection PKI Services Manager” & D% R4 2 EMEMERARN Z T,
# PKI Server Public key
[Public key file:]
"Reflection PKI Services Manager” &~ A MEED T 7 A VEFEE L T,
A=~ A A M=V LTIEGE. T4V N7 7 ANVBERRENET,
[Key comment:]
"Reflection PKI Services Manager” ""RA MEO X FNEEFRRLET,
[SHA1 fingerprint:]
"Reflection PKI Services Manager” 7R A hED SHAL Ny v a2 BIC I A A v E—UF A V=
A b (=fingerprint) ZFRRL £,
[MD5 fingerprint:]
“Reflection PKI Services Manager” "R A MEDOMIS Ny v 2BHIC LI A2 A v E—UF 4 V2R
k (=fingerprint) ZF/rL£9,
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4.2.15 [RSA SecurID] FZFEEME
@ Reflection for Secure TServer o]

File Wiew Action Help

HEBEEIP =D

Status | Identity Configuration |
2 Restore pane defaults i)
- General B8|ES> RSA SecurlD
Q2 RSASecwrd |
- Network
-~ Permissions RSA SecurlD authentication
B-Logging _— . . -
- Event Logging RSA SecurID authentication runs through keyboard-interactive authentication,
- Debug Logaing Agent path: | C:¥Program Files¥Common Files¥RSA Shared¥Auth APT Browse... |
i Audit Logging
=8 E.ncryption  Allow
| ~Key Exchange -
&- Authentication " Require
&-Password {* Deny
. “RADIUS
%I--P_ublic Key ~Retries
| - Certificates Hurber of authentication attempts: |3
SecurlD
- GSSAPL | Kerberos V5 Delay between tries (seconds); IZ
i Credential Cache

- Active Directory Acces
- SFTP Directories
- Mapped Drives
- FileXpress Users
- Post Transfer Actions
&-Access Control
- Client Host Access Cor
i~ Group Access Control

1 |

RSA SecurID & DEHIC LV 2 —WREFELZ LB T L7120 ORELX L ET,
RSA SecurID Z{EMT 57212, [Fl—~ 3 > PIC RSA SecurlD DBREEZRENELL SN TWS M
ERBHY E9,
GREmm o citido Xk 512) . RSA SecurlD ZFIH L7z —H#EEE, F—AR— KA1 ¥
— I T 4 TRAEBLUTIEITSNET, (LL ZDOEA. [Password] &% E i H (23515 5 “Password
authentication using keyboard interactive” D¥gEDEEITZ T Ay )
7747 M, 2—VREEFEE L TxF—FR— A v ¥ —F 77 4 TREE B EICEOLE
BdHYET,
e
a7 va—YnR, u—ha—F i Vindows KAA a—W L UTHEELRWEAIE, RFE
IR L £,
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# RSA SecurID authentication

[Agent path]

RSA Authentication Agent N{F(ET 2 7 + NV H /N AEIEELET,
EHAMNIZFEAT D203 [Browse ] RZ v &7 U v 7 LTEIFEE L E T,

{Allow, Require, Deny} MHERLET, 7 74/ ML "Deny” TT,

[AlTow] ZEiR :
J7IAT v REeDR VI —3 3 VRHC SSH — 33 oR T 56 AERRE T o & L CHRE
LET, &EICIE, F T —3 9 VOIRESNTERIEST KD 5 HEONT R IREERDI 11
(X —PFREREN T & 72 0 F37,

[Require] iR :
SSH =BT A7 v MR L Ta—PRGEE LTERLET, 2—FRIERD D=0
“Require” & L CER SN THIESFRITHID T 2 0EN H Y £,

[Deny] iR :
2 —HFREEE LT RSA SecurID BGEZ A L2V MEE T,

# Retries

[Number of password attempts]

— IO RIS L T —PRIERL & A3 TRIEEZfRE L £,
774N FOEEKIE 3 EITT,

[Delay between tries (seconds)]
FMRICHANERO T 0 o7 N Ron 3 2RFEMREZ TREL £,
T 74 FOMRIE 2B TT,
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4.2.16 [GSSAPI/Kerberos V5] EX5E[E @
o]

File Wiew Action Help

HEBEEIP =D

Status | Identity Configuration |

2 Restore pane defaults i)
- General

- Permissions GSSAPI authentication
B-Logging
E---E\rent Logging L Allow
Debug Logging " Require
- Audit Logging
B-Encryption
\-Key Exchange
&- Authentication
él--Password
. L-RADIUS
F;I--Public Key
. i.Certificates
RSA SecurID
SAPI / Kerberos V5
i Credential Cache

- Active Directory Acces
- SFTP Directories
-- Mapped Crives
- FileXpress Users
- Post Transfer Actions
&-Access Control
Client Host Access Cor
Group Access Control

4 |

|»

&+ Deny

GSSAPI (Generic Security Service API) %\ /= Kerberos V6 Z# = —H3BFEE L CTHEHT 20

HIRELET,

{Allow, Require, Deny} MBHIEIRLET, T 7 4/L ML "Deny” TT,

[Allow] iR :
I TAT Y NeDRITYm— 3 VT SSH H— MR T A HRRRE S RO & L TREE
LET, BT, R T— 3 U CIRIESINTZRFET RO 5 HONT IR RRERS T
X —PRRAEDR I & 720 £,

[Require] iR :

SSH H— 37 47 MK L T2 —WFRAEE LTERLET, 22— PRI O DITiX
"Require” & L CERINZE2CHRIESTRUCHIITHILENRNH Y £9°,

[Deny] ;#iR :

2 —HFRFEE LT Kerberos V5 #RFFEE M LAWEE T,
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: B
4.2.17 [Credential Cashe] :ZEE M
6 Reflection for Secure IT Server I ] 3
File Wiew Action Help
| & | b m W
© Stas | Identity Configuration |
2 Restore pane defaults i)
- General - {{:} Credential Cache
NEt\f\'Ork -/
- Permissions Store user credentials in the secure cache for gaining access to network resources.
B-Li i
Eogglng ) ¥ Record passwords in the cache when users login
i Event Logging
Debug Logging [ Use cached passwords to give users access to domain resources
. Audit Logging
& Encryption —Cache contents
Key Exchange Filters. .. Refresh | Export... |
& Authenticati
thentcation Current filter: All credentials
&-Password
. -RADIUS
&-Public Key User = I Last used | Allowed uses |
L. Certificates EM1-WSER 2J64¥ADMIN 2 minutes ago Cached passwords, SFTP direct...
RSA SecurID
GSSAPI [ Kerberos V5
: dential Cache
i Active Directory Acces
- SFTP Directories
- Mapped Drives
- FileXpress Users p
- Post Transfer Actions
£ Access Control
-~ Client Host Access Cor
~Group Access Control Add. Edt... Remave
1] |

7 T7AT 2 I BERIT DB SSH Y — DD Ry NI =T U Y —RIZT 7B RATH AL

BWC, Xy NT—J VY —=Z~DT 7 v ARFE 7 T4 T > bO2—FFEIEEHRLIN DFEG

WEfE o WA, AREmEmZEWEELET, ERFHRIT. B LRFESNET,

Ry =2 VY —=A~DT 7 & ARG WAL 241>

(DWindows R A A ¥ —HREEFERFEIZ, 7 74T b O2—HGRIAET/NA T — RFHRAT
MDEED 72V ABHEREE, FFFAERNGE, SecurlD BREFDHH

(2) [SFTP Directories] X EEE ”“SFTP accessible directories” 2% NU—27 FEDOF 4 L7
NI ZEFRL, TZ~DT 7 ERAZY 74T O —FRGEERUIN OFRAEE R A 5 56

(3) [Mapped Drives] REMEICTCER LAY NV—2 RIALT~DT 7 AFFEE LT, 77
A7 v b O —FRIEE WA OFEFEE R & 5 He

1%

[Record credentials in the cache when users log in]
BIREDRIZ, Ry FU—2 U V=T 7 ¥ RIHBERNRAT— FA a2 —FIZER L, AS
INTLGAICENERFRELET,
[Use credentials in the cache for authentication]
BPH BRI B ERIRAE SN AR 2 2 — VPRBGEE R D 2 5 A 1R Y U —27 U Y — A
DOFFEITAEM L ET
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# Cache contents
[Filters] K2 >
[Filters]# A 7 v VR y 7 ZAeFornd 2 RAZ - TH,
[Refresh] K% >
Cache contents MlONEEZHHT HH % L TT,
[Export] R%& >
BERRAT SN2 — PG M Z csv 7 7 A VBT 7 AR — F LET, SAT— FIEERSL,
[Current filter]
[Filters] ¥ A 70 7Ry 7 A L TRESINIFMNEZ Y A FTRRLET,

1I

x
[Domain¥user: IENl—WSSR?JG‘hEADMIN

Select filters to show only certain accounts in the list.
Eassword: I............... Test
W iastused [before 7] po12/12/07 = = |
Last used: Fri Dec 07 13:16:18 2012
Allowed uses "
uses

- )
¥ Cached passwords for dient acosss ¥ Cached passwords for dient access
' SFTP directories and mapped drives [V SFTP directories and mapped drives

[V Active Directory access [~ Active Directory access

[V External user access account [~ External user access account

oK I Cancel | Help | [0]4 I Cancel Help

# [Filters]#470JRy IR :
BERRAT STz 2 — PRBREF RO A S/ RRE A E L £,
[Last used]
Cache contents HIZERT D2 —WPRIALEROFRFMHLFELET,
# Allowed users

[Authentication], [Drive mapping and vitual directories], [Domain accessLast used] &R

BIRA ML L2 B ISR LT BERRAFE SN 2 — VRGeS 2 aree & L £,

# [Add/Edit Credential]l¥ 4 7RIKRY IR :
=— WRBRENE A Rk D fe el T,
[Domain¥user:]
EFT H— V% DomainYuser XIE Computer 4i¥user OFEATHEL £,
[Password:]
RRAL—FONAT— REFELET,
[Test]®h% >
7V w7 F 52 T, fREL—VIBREEH 2 O BB 21TV E T
# Allowed users

[Authentication], [Drive mapping and vitual directories], [Domain access]EiR

BRAZME L2 B LT, BB RF S o2 —VRBGEF R 2 arae & L9,

_40_



4.2.18 [Active Directory Access] FXFEIEE
1o ]

File Wiew Action Help

HEBEEIP =D

Statuz | I dentity Configuration |
2 Restore pane defaults i)
- General = {‘: Active Directory Access
\ W /S
- Network
Perm.issions Account for Active Directory access
= L?gglng ) The Reflection for Secure IT server uses the spedfied account to obtain rights to browse and read user

o~ Event Logging attributes in Active Directory. If no account is spedified, the machine account is used.

- Debug Logging This feature is not available because vour computer is not @ member of an Active Directory domain,

- Audit Logging Active Directory access account: [TESTDOMAIN,EXAMPLE, COMEADMINISTRATOR,

B-Encryption

| l.Key Exchange Clear | ’W
&- Authentication
él--Password

| L-RADIUS

F;I--Public Key

. i.Certificates

-~ RSA SecurlD

- GSSAPI [ Kerberos V5
i Credential Cache
[ 1 ctive Directory Acces
- SFTP Directories

- Mapped Drives

- FileXpress Users

- Post Transfer Actions
&-Access Control

Client Host Access Cor
Group Access Control

4 |

RSIT Windows #— 32 A L7t —/378 Active Directory RAA =z hr—ZZxF L THE
WESRT HBRD T 7 & AfEH (credential) Z3RE L 7,
RAfva—FTrr AL, POTREREONTUNDOREICRET DLERDH Y £7,
1) =—¥RAEE LT, APHHEERE, FEMESAE, RSA SecurID FBFEE, RADIUS FBRED W i
ZfH L. 2>> [Credential Cashe] FEZMELT/NAY— NEX ¥ v ozl LRVWES
2) RSIT Windows ¥ —/ 3 [Access Control]i%EIZ T, Active Directory Z/L—=7 A L/
oy TOMHREHEH L T DL 5E
3) RSIT Windows H— 3@ [Group Configuration]iREIZ T, Active Directory Z /L —7
ANy TOFEREMA L T D56
FILREEA L, Active Directory FAA v ay b —JORENFICHKFELET, b LA
BIENRRE T, MO/ AY — RIERZ 720 EA . RSIT Windows #—/3% Local System
THhH W T 78 A LET, Active Directory RAA v ar hu—F<T, Ky — 1D
Local System 747 MZ RAA o —HFRMEEHRY — NHERZF 5T, BICEL 2 —FIC
HFR A B2 VERELY L TWIIE, Active Directory RAA oy b a—F 2 WA E
R 2 —PRRERT R L £ 7,
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[Active Directory access account]
BIE A7z Active Directory RAA v ay ha—=F3~OT7 7 EAT AT NaRRLET,
KR EDHA, Local System 7H 72 hAMEA S ET,

[Clear]h% >
BRENEZ 7 VT LET,

[Select credentiallR% >
[Select CredentiallZA 7w 7Ry 7 A& ET, TOPT, BEfF=—+ Credential F
YV aDORNHRFFFE LY, Fifla— P2 RREEE L E T,
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4.2.19 [SFTP Directories] ZFEEm

6 Reflection for Secure IT Server o ] 3]
File Wiew Action Help

HEBEEP =D

Status | Identity Configuration |
2 Restore pane defaults i)
- General = {{:} SFTP Directories
NEt“'Ork. B —
- Permissions ~ SFTP accessible directories
= Logai
Erloggng ¥ Alow al
- Ewvent Logging
Debug Logging Allow | Virtual directory | Physical directory | Account
- Budit Logging SFTP E:¥sftp¥o%u [Client user]
El-Encryption Home £ [Client user]
i Key Exchange SHARE ¥¥vmware-host¥Shared Folders¥_wk_share | [Client user]
[ Authentication
RSA SecurlD
4 »
GSSAPI | Kerberos V I I —I
Credential Cache Add... Edit.., Remove
Active Directory Acce
" User login directory
apped Drives
- FileXpress Users p
FTP b
- Post Transfer Actions I'{S J
[ Access Control

Client Host Access Ci ¥ Connect to accessible directories when accessed, instead of at login time
-~ Group Access COH:CILI [V Allow dients to request the physical path for accessible directories
3

A : . n E
| | Accessible Directory Settings |

—SFTP directory access

Virtual directory: ISFI'P

' Local or UNC directory: IE:¥th:¥%u Browse... |

¥ Use the dient user account to connect to this directory

£ [Use a spedfied acoount to connect be khis ditechorsy (NG paths anly s

Select account, ., |
i Remote SETP server: Configure, .. |

— Permissions

Browse
Download
Upload
Delete
Rename

@ Some dients may require delete and rename permissions to upload.

Ok I Cancel | Help |

ARBEBAICBNT, 7 74T hinb® SFTP BE W scp 77 BACRBIT DT 7 BA2—HIC

1D OF 7 B AFAFHAOIEE, @Qu s Ay A—LT L7 NYDIEE 2 LET,

# [SFTP Accessible directories]
T AT A O BT 4 L7 B Y ZFLR L CHRE L E T, EEYIEREE T,
BAFEEE, [AddlARZ %2 U w7 L, Fx[Accessible Directory Settings] 5% & i 2> & T
EHAZANLETS,

BdxiE A Directory (ZXF L, "Allow il F = v 7 ~— 27 (2 THRY/ Bzh 2 (E5IFE E "TRE T,
F ElAllow all [#EEENTF = v 7 ~— 27 O—FH#/E L ATRE T,
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# [User login directory]
BIAYER=LT 4 L7 P EBELET, TAF T A= —ZKRT D Virtual
directory” AN HRIFEE L ET, 7 741 ME. “/Home” T,

[Connect to accesible directories when accessed, instead of at login time]
FXIE L72"SFTP accessible directories”SE&a Wi+ 24 4 I v V& BELET,
F v 7 FUREEDR) (77 40 M)id, v 7 A B ORF R TIT AR directory & NHRHEE
PN, FEERICHER R SRRk L £ 47,
F =y 7 AT (R 1T, v 7oA UBOBRE Tak directory 2R L £97, o
directory 23MSGIZZWVRERIZRE HEREE T r 7' A ALBRICHREIEE T 258030 2 O THEE R
TY,
[Al'low clients to request the physical path for accesible directories]
KREZZ V=T U MEL S TWERAN, [FileXpress Users] i & mf[Al4k, RSIT
Windows $— NZIZBIRRVERGEHEH T3, HE BELETAOTERL THFEW,

# [Accessible Directory Settings] &4 7a4HRyo R:
# [SFTP directory access]

[Vitual directory]
& EMLT V7 FUVICRBERERELE T 7 747 2 MO RICRICER BT 4 L2 B UL
BEIIA AT TRRINET,
[Local or UNC directory]
0 —HNVOFRRER AT 4 V7 N Bt SATIRET 200 F 7+ VX ORER LT 1 L
7 PV ZUINCKRRLTHELET, (H, Xy FY—2 FIA TIIRFIETT, )
[Browse] N U BIRIIEET 52 L B ARETT,
FHEEIIE, NF =AY 7 ("%D”, %17, “%u”, “%U”) A A RTRE T,
“WD: =Y T Ty A NT F VL
c%H : 2—HPHR—LT K
c%u —HFa A4
c%U: RAA v —Hnr /A4 (domain. username DEI)

# [SFTP directory access]
$87E Directory 52, »X—=3 w3 > {Browse, Download, Upload, Delete, Rename} % {EBIZ 5
EFRE T,
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4.2.20 [Mapped Drives] E%FEIEE
@ Reflection for Secure T Server o [l

File Wiew Action Help

HEBEEIP =D

Status | Identity Configuration |

2 Restore pane defaults i)
- General

%> Mappod bovCE,,—
- Network

-~ Permissions ~Mapped drives for use in terminal sessions

-Logging

iEvent Logging

-Debug Logging Drive = | Metwork path Account |
H ¥¥ATMI-05%_wk_share EM1-WS8R.2I64¥ADMIN

|»

m

. Audit Logging M
-Encryption

Key Exchange
- Authentication

él--Password

. L.RADIUS

F;I--Public Key

. i.Certificates
-RSA SecurlD
-GSSAPI [ Kerberos V5
-Credential Cache

- Active Directory Acces

- SFTP Directories

I}

ed Drives

- FileXpress Users

- Post Transfer Actions
&-Access Control

Client Host Access Cor

- Group Access Control |«
« | »

Add... Edit... BEmove

ABREBEIIBWNC, Xy NI —F RIA T2~y BT EREL, 7 7AT LV M HDH—IF
NER AT 72 ARRRE LET,

# Mapped drives for use in terminal sessinons ##&

[Drive]

YT ENTE R TIA T LT ER I LET,

[Network path]

vy BT ENTERy T =T X% UINCEARTERLET,

[Account]

Bk LTSRS M T 7 B AL/ TV a2 — PR ER R LET,

[Client user] EHRR L TWAEEIT, 77 B A=Y REHT HRGEHERE BN ET,
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Mapped Drive Settings il
["Mapping
Drive: IN: VI

Metwork path: |¥¥ATMJ—05¥_wk_share Browse... |

{for example: ¥¥computer¥sharename)

—Account for mapped drive access
" Use the dient user account to connect to this mapped drive

% Use a spedfied account to connect to this mapped drive:

IEN1—W58RZIG4¥ADMIN Select account. .. |

0K I Cancel | Help |
[ e lect Account x|
Select an account to be used.

Filters... | Add/Edit Gredential x|

Current filter: Only SFTP directories and mapped drives [Domain¥]user: IENJ—WSBRPJS#ADMIN

E Password: I"Oﬂ.ﬂ Test |
. Last used: Mever
Edit... |

Allowed uses

Eemave... | il Cached passwords for dient access:

¥ SETR directorizs and mapped drives

EN1-WS8R.2J64¥ADMIN

[ Active Directory access

|- External user access account

af | Cancel | Help | OK I Cancel Help

# [Mapped Drives Settings]¥ 4 7RA4FHRvH X:

# Mapping
[Drive:]
TNEY A =2 —=TERTOREED R T A 740 GERLET,
[Network path:]
EFRT DRy FT—I 2% INCEXTHRELET, Wl : ¥¥computername¥path¥folder)
EEATT 57, [Browse]l NZ 7V v 7Ok [74 VOS] Bz #EL TGERLES,
# Account for mapped drive access

[Use the client user account to connect to this mapped drivel

B (T 74NV 8 7 FAT v ba—F RO —FRAEREENT 7R ER Yy T —2
INASDT 7 AR ORGEEZ T ET,
[Use a specified account to connect to this mapped drive:]

B, EER Y MU= RANT, S CEETH—FT IV FENRAT— REHNT 7
A L%, [Select account] RZ %27 U w7 L, [Select Account | iR E M H 4 F R L7z T,
2 — PRI RE BRER L ET,

[Select Account]F%E M F.o> [Add], [Edit] A% A H{EIZT, HIZ[Add/Edit Credential]
B AR L, il 02— PR R A B ER L ET,

iE

e
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4.2.21 [FileXpress Users] ZEHE@E
=100 x|

File Wiew Action Help
=l b &

Status | Identity Configuration |

2 Restore pane defaults i)

- General = {{¢} FileXpress Users
. Network 1]
- Permissions = allow access bo FileXpress users
B-Logging

: v |

‘. Event Logging ¥ allavs server acoess bo File gotess users only:

-Debug Loaging ¥ | Restrict File#press users to file transfer sessions
i Audit Logging

Gateway Administrator fost: Ilocalhost

-Key Exchange - P o
Authentication ateway daministrator port: I

él--Password

File¥press user access account

Select an account far FileXpress users bo run as, The permissians available bo FileXpress users are
detetmined by thie selected account,

-RSA SecurID (o) SEryice accaumnt
GSSAPI [ Kerberos V5

-Credential Cache £ Lser, accourt Seleck account, ., |

- Active Directory Acces

- SFTP Directories
-- Mapped Crives The Flekpress base path determines where files will be stored for Filekpress users, Itis anly used/when
g b the Filekpress Prowy is selected|as the File Storage in Filekpress Gateway: Administratar,
~ Post Transfer Actions Filexpress base path: |C:¥ProgramData¥Attachmate¥R SecureServer¥FileXpress¥ Browse, .. |
£ Access Control —
i~ Client Host Access Cor
- Group Access Control | w Activate and werify LLaunch Gateway: Administratar |
e |

ARFLEMmEIL, RSIT Windows H— "OHE, BEEEN T L—T 0 b LI THET,

e

AR EME L. Attachmate £ BIELE, FileXpress Gateway (& £40 5 SSH V— HERERR & F 2

bivET,
FileXpress Gateway SSH V— SfHE & RSIT Windows Hr—/N& 3@k LT3 72 0O I AR [ A

Rz TnWE1,
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4.2.22 [Post Transfer Actions] % FEIEmE
@ Reflection for Secure T Server o [l

File Wiew Action Help

HEBEEP =D

Status | Identity Configuration |

2 Restore pane defaults i)

- General = {{:} Post Transfer Actions
Net“lork_ |
- Permissions Maimum concurrent post transfer processes: |5U
- Logging
i Event Logging .
- Debug Logaing Actions for file uploads
i Audit Logging E. = | Filter | Command
- Enaryption E:¥¥sfip¥s, = C:¥ wk¥script_Lbat
i KeyExchange
[ Authentication
=l Password
- RADIUS

El- Public Key
. Certificates
--RSA SecurlD
- GSSAFI f Kerberos V
- Credential Cache
. Active Directory Acce
- SFTP Directories
- Mapped Drives
- FileXpress Users
= Fost Transfer Actions
[~ Access Control

Client Host Access Ci Add... I Edt.. I F—
- Group Access Col

nirc »
a |

“Post Transfer Actions” 1%, 7 7 A WV EIEHESZERICZDOLRMEZHEL, FIAERIHEE 2

v REEEHTHHEETT, ARTEEENO., TOEHMKMLa~vr REBELET,
[Maximum concurrent post transfer processes]
EE e/ o~ v ROREE LREZIEELET, T 74/ 7507, fE7 07 IZEHIFR D,

# Action for file uploads

[Enabled]
B Filter, Command FEENAFIZK L, Fxvr/~—27IC L0 AR/ E\HhEFRTLET,
[Filter]

7 7 A NVZAERD 2~ o REEIEME T,

[Command]

AR REITT 7 ANRNy F 7 7 A N a N A THREL LT,

[Post Transfer Action Settings] & A 7 7Ry 7 AMNH AN, RELET,
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Post Transfer Action Settings x|
File fiter: IE:¥¥sﬂp¥¥.= Browse. . |

A case insensitive regular expression that will match the file path on the server.
Examples: .* *¥.pdf C:¥¥folderi¥y.*

Program: IC:¥_'J\'k¥sa'ipt_1. bat Browse. ..

This program will run with administrative privileges.

Ll

Arguments: I SFILE_SIZES SFILE_HASHS Tokens

Ok I Cancel | Help |

# [Post Transfer Action Settings]#4 7RI KRy X!
[Add], [Edit]ARZ O FICEY | AEM &2 2R UFIBER, WELET,
[File filter]
T 7 ANZIERO A~ FEEREZ ERRBEAMEWEE L £,
(RIEB) - FBE 7 AN FICZIE, HEAHD T 7 A Va5, ZAGRELIITESR) %)
T ANENLEERET D5 E . [Browse]l RZ VG BIFEEFRETT, TOHAIL, FBELT +
IWEINALZDRTRT 7 A0 (¥ %) NERKRIUC I BEIICA D ShEd,
IRART 7 A NG FANNT 256 KO0 5" Y IR "I ERRIORA 2 Xy T 7 2T
TOT, TARAT—TFY EZBML, "W, "V ERER L ET,

[Program]
A REIT 7 7 A NN T T 7 A )V EHERT S ATHEE L £, [Browse] AN &% > 5 RIS E
FHECTT,

avy R a7 T LAOETHERIE, RSIT =" —E X LA—DT I 7 MERTT,
[Arguments]

=2 VEREBIZEY NoFT77ANAT VS N~ BIHEESTZENTEET,

[Tokens] RZ T L, FAX T A=a—nH@RIRLET,

k=2 P2 il
CLIENT_IP Bt s 94T FIPT FLA 192.168. 2. 123
DATE 77 A NVZED B 2014/11/07
FILENAME ZAET 7 A VAR myfile. txt
FILE_HASH 157 7 A LD SHA-1 7~ 3 = f | 8439¢bbf04f2b10acd32844ee0983bd1
be3175d3
FILE_PATH ZAZ T F VH D ISR E:¥sftp¥ichiro
FILE_SIZE ZAG57 7 A VDR E Byte) 7326
FULL_PATH ST 7 ANLHET /A E:¥sftp¥ichiro¥myfile. txt
INITIATOR_USERID | =—H#% mydomain¥ichiro
TIME 7 7 A VAT DREZ 14:26:59
TIMEZONE Y= RDH A LY — +0900
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4.2.23

File Wiew Action Help

[Access Control] =& FEIEM@E
=10

HEBEEIP =D

Status I |dentity

Configuration I

w

1]

=8

&
‘- Key Exchange
&

Network ;I{{:} Access Control

Permissions
Logging
Event Logging
Debug Logging
. Audit Logging
Encryption

Authentication
él--Password
. L.RADIUS
F;I--Public Key
. i Certificates
-~ RSA SecurD
i GSSAPI [ Kerberos V5
Credential Cache
- Active Directory Acces

- SFTP Directories

- Mapped Drives
- FileXpress Users

; -Group Access Control
i User Access Control

| B

- Access control

You can customize user access based on dient hosts, groups, and users.

[Access Control]

REL LT, 3O0BLENGT 7 & AHI GFF ol /AR E) 2 HE T,

@ [Client Host Access Control] : 7 7 A4 7 NHELITHRE

@ [Group Access Control] : 7 /L— 7 HAr CTIRE

® [User Access Control] : = —H {7 TIIE

BREL A, [Bdit] RE N2 AT RT Ry 7 AeFm L, ANRELET,

I IAT VN TN—T /2= FORENE & O—BCHEITIERZ BNV HIE LET,

FRENRITROBANZTEVEA S E 3,
) 7747y FRALOERZHAE T 25013, 70— T RAL/ A — FEALOEERNBIT 10D

SFTT 7 AL SNET,

2) 7747 MRADOEGR TN LWgGE . RICWD T OBCE B (&850 o "7 ol " H5 E

PIFET D200 E D IaR LET,

2a) fEBI O FFAI"HEN R AFE LRWIEEIE, 77 B RTFFATSNET,

2b) WD

AR E I TEB O FFAI R ENFAET 2 B EiE. T O RFAI R ESRMIC AR

LZRWRY | 77 B AR SN ET,
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4.2.24

[Client Host Access Control] EXFIEE

6 Reflection for Secure IT Server o ] 3]
File Wiew Action Help
AdE0EbED
C o Staws | ldentiy Configuration |
2 Restore pane defaults i)
- Metwork -] {{:} Client Host Access Control
- Permissions -
&-Logging :
" Event Logging Client host | Type. | ACCEsS |
Debug Logging attachmate¥. com Domain Name Allow
‘.. Audit Logging 192¥, 168¥.0¥,.% IP address Allow
oL Key Exchange _
&. Authentication - Client Host Access Control
£-Password You can use regular expressions to spedfy either the fully qualified computer name of
the dient computer or IP address. Characters that have a special meaning in regular
expressions must be preceded with a backslash (¥).
-Certificates
RS5A SecurlD " Fully qualified domain name I
GSSAPI [ Kerberos V5
: Credential Cache |192¥.163¥.U¥..=
- Active Directory Acces
- SFTP Directories
- Mapped Drives @ Allow connect ¢ Deny connect
- FileXpress Users
-- Post Transfer Actions
- Access Control e I Cancel Help
& Client Host Aco 0
Group Access Control _
- User Access Control = Add. Edit. . Hemevs |
| | B
74T v NEALTOT 7 & A Gl /G HRE) 2 fE L £7,
[Add], [Edit] RFZ %27 Vv 27 L, AT RTERy 7 AN ANRELET,
FREIX, RAAL A IP T RLAICTHRELET,
LR O —BCHEIZIERBREHANAE N 3, KUV LS. "(Fy MIZIERZBEOA X F v F

JETTDT, =R —TLF Y RBML, L L
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4.2.25 [Group Access Control] EXFIEE
1o ]

File Wiew Action Help

HEBEEIP =D

Status | Identity Configuration |

2 Restore pane defaults i)

- Metwork ;I{{:} Group Access Control

- Permissions
v Lﬁ-gs\gt Loggin Stoup_T | Access I
Debug Loggggi:g attachmate¥¥Tokyo Allowe
‘- Audit Logging attachmate/Seattle Allow
&-Encryption Group Access Control - attachmate¥¥Tokyo |
‘- Key Exchange
&- Authentication ~Group Access Control
FTI--P:assword You can use regular expressions to specify group name. Special characters in regular
i -RADIUS expressions must be preceded with a backslash (). You can use a forward slash () as a
&-Public Key delimiter between domain and group names.
Certificates Examples: admin.* or domain/group
RSA SecurlD
-~ GSSAPI [ Kerberos V5 Group name(s):
Credential Cache |at13chmahe¥¥Tokyo
‘- Active Directory Acces
.. SFTP Directories & pllow connect ~ Deny connect

- Mapped Drives

- File¥press Users QK I Cancel Help

-- Post Transfer Actions

=+ Access Control

- Client Host Access Cor
Group Acc ontrol

i User Access Contral |«

| | B

Add... Edit, .. Remove |

T N—TRAREC L T 7 & A Gl /G E) 2 fRE L £7,
[Add], [Edit] RF &2 Vw7 L, AT TRy 7 ANbANWMELET,
Windows Active Directory KA A DI N—TZIBEDOEXIL, LFO@EY TI,
D ORAL K/ TN—=TH @QFAAL AW T N—T% OVTHREARETT,
2) IN—TRHICAR=2 & Ghga13, "1 17 (Rdvo 2) THA LT,
JERD
LR O —BCHE X IERZHMRANAE N E T,
NAA A I N—T% OFEXTH—REET 25808200 TTN 22Xy 7274 7. (8
v BT LIRS, SITERSEEO—XFRCR Y T, IoT, T (Fy M) ofEA
MR LFICEE MR T-NE L BERTH &I £7,
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4.2.

Eile

26 [User Access Control]
@ Reflection for Secure T Server

Wiew Action Help

REEE

HEBEEIP =D

R5A SecurlD
- GSSAPL [ Kerberos V5
i~ Credential Cache
- Active Directory Acces
- SFTP Directories
- Mapped Drives
- FileXpress Users
-- Post Transfer Actions

=+ Access Control

- Client Host Access Cor
-Group Access Control

g8 LIser Access Control

User name(s):

Status | Identity Configuration |
2 Restore pane defaults
- Network -l {{:} User Access Gontrol
- Permissions -
&-Logging
-Event Loggin dser I Aceess I
Debug Loggggi:g attachmate,Ichira Allow
- udit Logging User Access Gontrol — attachmate/Ichira
B E_ncrypﬁon
. ~KeyExchange rUser Access Contral
&- Authentication ) ) . :
: ‘You can use regular expressions to specify user name. Special characters in regular
FTI--P:assword expressions must be preceded with a backslash (¥). You can use a forward slash (/) as a
{ “~RADIUS delimiter between domain and user names.
&-Public Key
| L Certificates Examples: username. * or domainfuser

Iatiachmahef[chiro

' pllow connect ¢ Deny connect

.

Cancel

Help

Edit...

Bemove |

2—WHIEEICLY T 7 & AHIE Gl /HESEE) 2 EELE T,
[Add], [Edit] A& &7 Vw7 L, XA T TRy 7 A0bATRELET,
RAAL v a—PFAIBEOENL, ORAA A4/ a2—HH QRAAL AW —H4 o
ATHETT

R

FLIR A O —BCHIE X IER R BRIV £ 97,
RAA A, 2= OFEXNTL —REET 2580/ L0DOTTR, AZxFr T 2742 7 (F
v B EEREN, BATERSAEREO —XFHRWICARD £, IoT " (Fy M) "OfEE

MR LFICEE A TNA E b AT D LR 7,

_53_




4.2.27 [Subconfigration] EXFIEmE

6 Reflection for Secure IT Server o ] 3]

File Wiew Action Help

HEBEEIP =D

Statuz | I dentity Configuration |
L7]
-~ Debug Logging -l {{:} Subconfiguration
- Audit Logging -
& E:ncryption r~ Subconfiguration
i “-KeyExchange
&- Authentication You can use subconfigurations to specdfy custom settings for particular dient hests, groups, and users,
F;I--P_assword
i -RADIUS
: P_ublic Key
i - Certificates
i~ R5A SecurlD

- GSSAPL / Kerberos V5
i Credential Cache
- Active Directory Acces
- SFTP Directories
- Mapped Drives
- FileXpress Users
- Post Transfer Actions
&-Access Control
Client Host Access Cor
: Group Access Control
User Access Control
figuration
Client Host Configurati
i~ Group Configuration
iUser Configuration = |

a |

INETORENFITHEAL v At@BICEASNET, ZuistL, 7747 2k (Client
Host Configuration) /2 /L —7 (Group Configuration) /=— (User Configuration) {ERBIZH
7 a7 4 X al—3 3 (Subconfiguration) ZF57E L, Ll ENE LV @B OFEED FIHE
T,

RSIT Windows H—/N|Z, IRDIARL TRENBT Z LA BN OFHHAANVTENEFE EEXLET,
L

DO4LEHRTE = @ Client Host {HREEE = @ Group JHBERE = @ User {HBIERE
X o THEEMIZIZ, @0>@>O DOEIANIC TERENAENEH SN ET,
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4.2.28 [Client Host Configration] EX*EEIM
@ Reflection for Secure T Server 1o ]

File Wiew Action Help

HEBEEIP =D

Status | Identity Configuration |
2 Restore pane defaults i)
-~ Debug Logging -l {{:} Client Host Configuration
- Audit Logging -
%I"E?-T(::lzr::hange Client host - | Type |
& Authentication 192¥, 165¥.0¥,10 IP address
&-Password
RADIUS
Public Key
et Client Hozt Configuration 5'
R5A Secu 7 XN\ . B
GSSAPT/ | E-Client Host Configuration v Client Host Configuration
i Credentia - General :
. Active Dir - Permissions
-- SFTP Directo [#-Encryption ;
- Mapped Drivi - Authentication - Client host
- FileXpress s E‘ P:assword You can use regular expressions to spedfy either the fully qualified domain name of the
- Post Transfe i L-RADIUS dient computer or IP address. Characters that have a special meaning in regular
&- Access Contr - Public Key expressions must be preceded with a backslash (¥).
‘. Client Hos -~ RSA SecurlD
i~ Group Act i GSSAPI f Kerberc " Eully qualified domain name I
‘- User Acce - SFTP Directories
&-Subconfigurz ~~Mapped Drives % Client I address |192¥.168¥.0¥.10
Group Col
- User Coni
N —

[0]4 I Cancel | Help |

=

PREEEWN [Add], [Edit] &"&Z %27 U w27 L, [Client Host Configuration] # A4 7 o /Ry
I A%FR L, F8EY 74 7 > b (Client Host) IZxF L CHIBHRENE LV b HELOMBIEE %
LT,

74T e LT KAL) IP 7 RLRAICTIRERIS, EMEVRENFLZERL, HH
Ei A U CANRELET,
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4.2.29

£ Reflection for Secure IT Server

File  Wiew

[Group Configration] EXTFIEmE

Action  Help

=10 ]

HEBEEIP =D

Status I |dentity

Configuration I

2 Restore pane defaults

w

- Debug Logging
. Audit Logging
B-Encryption

Key Exchange
&- Authentication

.- Certificates
RSA SecurID

- Active Dir
- SFTP Directol
- Mapped Drive
- FileXpress Us
- Post Transfer
B+ Access Conir
- Client Hos
Group Acc
- User Acce
B-Subconfigura
- Client Hos

- User Conf

KT

Group inheritance for SFTP Directories and Mapped Drives:
¥ Use first applicable group
~ Use all applicable groups

All other settings inherit from the first applicable group only.

BICO) Group Configuration

Group type | Group | Domain

Local Administrators

Domain Seattle

-~ Permissions
[ Authentication

attachmate

;---Gssnpur' ' = = s "
- Credentia roup Configuration eattle

x|

! E| Password

- RADIUS Group configuration

- Public Key Group type: IDomain ﬂ
-RSA SecurID
-~ 5FTP Directories B [attachmate
.. Mapped Drives
Group: ISeatﬂe

Co 1

Cancel |

REMMEWN [Add], [Edit] "&¥ %27 U 2 L. [Group Configuration] A 7 a /Ry 7 A%

FoR L, fRET V=721 L ThERENAR LD baBloffsEz LT,

TN—T LB REHI,

A—YHREHTIN—TICFET HHEEDH/NZDONT :

a) R B : “SFTP Directories”, “Mapped Drivers”

- “Use first

~VURNOHPTEREIOFE T NV—TONENREHINET,
“Use all applicable groups” ;&R :
~U R kHp

@lAl—"Virtual directory” &FMNEL 7256, VA MNP ENO T IL—TNEZ w8,

applicable group”EiREs :

EMEVBRENEEZBEBRNL, SHEEZELC CATRELET,
VR NMIERDO T NN—T1T AT EEH S E T, [Move upl, [Move down] R # o THE{EL £9°,

HUETN—TONENEREINET, AL TrlitMEt 2B L £7,
D"User login directory”ix, VU A b N7 L—T D ENFIZHED,
@ Inherit directories”,”Inherit drivers” ZIEBIREFIZIL. T DONFITHHAE T,

b) X EHEH : "Permissions”, “Authentication”

~HIZY A SO T EALO
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; ; )
4.2.30 [User Configration] EXEEmE
6 Reflection for Secure IT Server o ] 3]
File Wiew Action Help
HdEBEE D EID
C o Staws | ldentiy Configuration |
2 Restore pane defaults i)
- Debug Logging ;I{":" User Configuration
: ) B \ Y/
- Audit Logging
=-Enaryption = -
‘- Key Exchange U:r I Dorn;:n I
=-Authentication | Iehiro attachmate

&-Password

blic Key
- Certific
RSA Secu
GSSAPL /|
Credentia

- Active Din
- SFTP Directol
- Mapped Drive
- FileXpress Us
- Post Transfer
B+ Access Conir
- Client Hos
i Group Acc
- User Acce
B-Subconfigura
- Client Hos
Group Cor

I

Permissions
Authentication
El-Password

- Public Key
~REA SecurlD
SFTP Directories
Mapped Crives

ANl Uzer Configuration — Ichiro
K¢  UserConfiguaton
K- User Configuration

|

User configuration

~User
 Local
{* Domain Iatiachmate
User name: IIchiro

—Group inheritance

Display aroups |

Primary group: I

Groups for SFTP Accessible Directories and Mapped Drives:

o]

Cancel |

Help

REMmMEMN [Add]. [Edit] "&Z %27 Vw7 L, [User Configuration] A 70Ky 7 A%

FoRL, HHEL—FAICH L THREBRENAE LY bEELEOMEIEELZ LET,

=L RERIC, ALY

A% BOE I 2 IR L B OBOE 28 U CASRE L £
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5. 8%

51 ERKEI/IL—IL

[Access Control] <2 [Post Transfer Actions]GfHiEIZME T3 5 ERRBEAL—LZRLET,
S it B

LED 1 CFIT—E,

[ ] X7 T AEEEL, [ I THENRZLFEOTOWNThMNI—EK,
Bl 1%, [abe] 1% "a”,"b”, "¢ & —%k,

A LFHNDYeEE & —E,

- #gHAE R LET, B, [0-911F 707579 DIEE O LTI —3,

? ERTOH 7R E 0EIFEIT 1 E—E

Bl ziE, [0-9]1[0-9]? 1X 2" T 712" CTH —E,
+ BT 7R E 1R E—F, #l2iE, [0-9]+ 1% "17R7137, "456" % 1Z—L,
* ERiOYH 7L 0B E—#,

29, 42, *? Effi1 (2, +, %) OEZIZ?YZHEEL B F — & HilR,

(2, +, ®) BHOBZEITTE DT ZHEOLFIE BT HDITHAT, BEEIC
"V ERIRE LIEGAIITE AR NIIFS &

() () THATERNEZ 7 v—7 1k,

¥, \ TR — T
$

|

ANILFHNDORE L —E,
BHRIE 2 XU | EAICE NI ERRBLO W I —E

# ERARA:
1) [Post Transfer Actions]® Filter Seffi%, Perl IEMRIUESTHRANIIEV £ T,
FEAMIL, PRS- UEEZSRT I,
http://www.boost.org/doc/libs/1_44_0/libs/regex/doc/html/boost_regex/syntax/perl_syntax.html
2) [Access Control] ™¥|E1%, Basic Regular Expression (BRE) A& STHIANCHEVE T,
Fio. TroAmERLb#EH I ET,

3T B!
Ya, \a B ISF—F : ([a-2zA-20-9])
¥b, \b 221 ([ y¥el)
¥e, \C sy —307 : ([azA-7])
¥d, \d R —0 - ([0-9])
¥h, \h BB+ AR — 07 ([0-9a-fA-F])
¥n, \n 24T ¢ (¥r| (Yr?¥n))
¥q, \Q BIASCTH . (Y 1) | (¥ [TF I%¥)
Yw, \W FEERT  ([a—zA-Z]+)
¥z, \Z g ([0-914)
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