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1.1

AK~==2T/)LiX. Reflection for Secure IT Server for Windows (LL#% [RSIT Windows ¥ —/3]
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RAETHRIEE | BERAAHREICHE L ELWRE EEHAEZ G L TOET,

HAFEAN TIEALKIZ E PRI B TOMANE L L TORWERT, #X~=27 MBI 5 PKI
X2 PKI Service Manager I[ZOWTOMIBNIEIZELE L-, HERX, AAERF a2 A M A B
<http://support. attachmate. com/manuals/rsit_win_server. html> EOHT X~ T LV ESRT
SV,

B 7 A/ 7 A N FHF, T 7T LER, Y=Y —EZAHFOTCRHANEENET,
AED 8.2 SP1 /5 Micro Focus #:(EED ICEFE S E LIz, kKD “F-Secure”, "WRQ”,

“Attachmate” DL MREDOILTEE L=, F-Secure fE5H WRQ fh~OMBEE | WRQ =
AttachmateWRQ f1: = Attachmate fh &\ 9 #A 2, Micro Focus fhiZ & 5 Attachmate 11X
LWVH ZNETORFEILFHICLY £, 1R, — B LB¥E & IR — MEHIZ X 0 Akt
L TENWD EFTOT, ZLZLLTIHEHTIW,

1.2 SSH O =

telnet IZX BV E—Fn T A URFIPIZL D 7 7 A NERES DS L D 8E TIE, "R,
TR TELY, TS E WO T RIETE BT A ERVESTEE L E 9, SSH (Secure Shell) i,
THREEALT. CRREET. TT— X DEAEMMREEIC LY. INBEEDLDITANLRAT — RRO\@ET
— X BMFIIEE L £T,

SSH 1X7 74 7 > MERE L — SHRE TR SN E T, 7 74 7 > ML, #ERDE R & 720 |
FIAEICH La—F A v —T 2 — 20 a~ L B, 7y a 28t L x4, — M,
WIHHEZIT L, T—EICEY SSH L BT 20— A 2R L E 4, Fioh— Mo
TFEWNE (Configuration) ICK VMRS 747 607 72 AHIREEZEE L £,

AL RSIT Windows H—~% %, Windows 0S [MiF1Z SSH H— “HEREA 2L L F 4,

UE—IDHDOX—IF a7 A 8 SSH OFREAMREE 720 £3, S OICHERELLcEX 27
it@EotryvaryERHL, VE—bha<wr R, sep(EFaT7 77 A0a’—), SFIP(EF =
T 7 7 A NMEERE) . TCP AR — NS O K FE SSH AR MERERE - $2 1L L £ 97,

VE—ha<wr R, 27947 MIITERA LI~ REYVE—FERAMETETL, DV
H—ra— FCRREHELET,

scp 1T KD rep EHPDO A~y REXR ATV a v ZHE L rep OB HZ & LTHE
LE LT,



SFTP %, FTP Bl a~<w > K, 7 va v, EHAY7a~v RE2HEL, FIP )L OB # X
CLTHELE LA

TCP AR— MREIZ TCP LT 7V r—v g vi@Ex bR 7L, Wbwd VPN 2RI L ET,

I BRI, FIHE S FENIC T~ FEEL TRIAT 213202, 22 V7 N/ 7 a7 KA
ICRDBEEFEITEAAREE L, BERME L AT LAOMABIALE G E LTE LA I TVET,

1.3 BEIRIR

(1) AT LB
(a) ¥A—h0S
* Windows Server 2012 R2 (x86-64)
* Windows Server 2012 (x86-64)
* Windows Server 2008 R2 (x86-64)
R 7 T >~ b7 #—2 VMware vSphere Hypervisor (ESXi) @ EEA4 A k 0S
AL
D8.2 SP1 75 Windows Server 2008 & Windows 7 OIEX VAR — hE&KTLELRE,
@Windows Server 0S @ Server Core 7207 CIXEIMEL £H A,
VT TN VA N —VERBEIZEANT S,
@Windows [RIREfE H o — ¥/ Befie 7 7 A 7 > MEED Windows 7 A & AZKINTESF T S0,
@BEESE L IFBNT, Windows MEsaMExI SR OB B, HIZ 0S OfHT SP(F—E A7)
BN Ty I T hEEMAT S 2 L2 HERELET,

(b) BET 07T A
« Microsoft Visual C++ 2013 Redistributable Package (x64)
* Microsoft XML 6.0 parser
A VAR ARHZ S ICFELRWERE, &y b7 v 77 a s 7 AnHERA L, BER
ZA YA R T P RUEABAT LT 0 7T LOBINA VA b= 2 E i L £



2. EA

2.1 EARIDIEREE

(D) £ A =T r T A
A A=AV T BT T LT 7 ANVAFR  “rsitservwin-8. 2. 1. 1079-wx64. exe”
A A 8.2 SP1 TI 2N, BADTZHIZ 8.2 ZHAPEATHIMNEIH VY FH A,
8.2 SP1 A VA =711l T LAEMTLIEREZ B ATRETT,

(2) Windows 0S O FiELHE)
RSIT Windows #— 7177 AA A b —/LE#IT Windows 0S OFEEN LI TT, U«
W — N O ERICHE VBRI ERES L E 9,

B) A A b= N —H
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(4) "=V a7 v O g VOB (2.2 TH THER)
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A b=y WL FTRETT,
(Windows 7077 LERKRE] ICKDIAN=Ya DT VA VA M=V OBZ, Tr 7T A
T ANVPUSNDOY — R 2 N BROEFR, = — VRRRE RGBS X, HIBRS IR
DET, )
AR T 0T T LA A=V ERET 7 A NMRAFEN A ERIZ L bRV Attachmate”
7 VA B Micro Focus” 7 A VA ~EREINE LT,
A VA M= AVOBRCEET D IHRET 7 A VX, HEIIZEH 7 VX ~Bi S E T,

22 BALEDRA D K

A A P—A b A= g 07 v L FIEIT IZER—TT,

RSIT Windows ¥ —/% TiL, IHXN—Va VOBRET 7 A VBNFET D56, TONKEZ BEIIC
BITLET, 7272 IB— 2 OB Tx40% RSIT Windows H—/% 7.0 LIFE& L, LY AET
DIN— 3 U HR—T 3 T v ST AT, BRICHERD sshd2_config 7 7 A V& FRTIC
RIFLIZET, BR=Va 2T A A=, GOETFREICTEERY 7 A V&2 HIBRL
FT, REIL. FiN—VarazA AN VZICNELHR LN O FERIEICTHRE TSV,
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Ver

A=T AN 8.2 SP1 | “C:¥Program Files¥Micro FocusYRSecureServer¥”

A LA M= T FNE | 7 0~8.2| “C:¥Program FilesYAttachmate¥RSecureServery”
BEE 7 7 A L (%) 8.2 SP1 | ”“C:¥ProgramData¥Micro Focus¥RSecureServer”
RAFde 7 AN A 1) Windows Server 2012, 2008, Windows 7 OHI&
%) «BRET 7 AV ”C:¥ProgramData¥Attachmate¥RSecureServery¥”
“rsshd_config. xml” 7.0~8.212) Windows Server 2003 DHi&

« A ”C:¥Documents and Settings¥All Users

“hostkey, hostkey. pub” ¥Application Data¥Attachmate¥RSecureServery”

(2) "= a7y TR OUBENE

HH

RUFRN %S

¥2n |3 Ver DXL

HVer 7’u 7'J MIEHBWNZT A A h—JL,
IH Ver B DERTE T 7 A V., 7 7 A MR,

IH Ver FREIRFD
B Ver A A h—)L4

A A N=VEEDIREA A b=
GER]: A VA M= VEERT 730 FNOLEET AL, ANkEE
Wb LT A A M= LORE, FRIIICEELET,

A VA N—)VIEEZED
0S FiEEEhKFD
sshd —E R

0S FFALEN#£ 1T sshd —E 2 &2 HEICBG LET, %)

(%) sshd ¥— B AR OMER 15
o) EEE # B &, BEHE L0 AT — 2 AFR THER
b)Windows # A7 <% — ¥ 2L D7t R [rsshd. exe| WEER

(3) 4> A M—LFINEDOHEE
HIRA A= EEEA A =AY, FiEEL 20 $9,
D 8.2 SPL DA A h—)b GHHTFNEIT 2.3 B1R)

@ Windows 0S O FELHE)
©
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©® BhfFmER

(WEEIZIS L)

FXE LHERDT=®) FHAET sshd r— v 2 %121k
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23 4 VR F—)LIREEEMFIR

LIF, A YA b=NT0r T L7 7 AL DBIEFIRIC OV THBI L £,
SP(H—E ARy 7)) CD, HHWE ¥Urr—RFAF7 7 A NVEHEHUEALET,

(1) A A=AV T 0T T LT 7 A NOETHI

AVAN=NT T T LT 7 AN HZIE “rsitservwin-8. 2. 1. 1079-wx64. exe”) & 7 — /LT

A A7 EOERO7 A VZ FICES, EELET,
niEn-|
m-h HE =5

© - ¢t |j.| » PC » O-7IL F4A5 (C:) » _wh_install v 0| | _wk_installpie=E

B O TR ()~ gm - BAZ el =
) _wk_install
M logs
| PerfLogs
L. Program Files
| Program Files (x86)
ProgramData
A Windows
B a-H-

D rsitservwin-8.2.1.1079-wx64.exe 32,161 KB 2016/07/15 9:52 77 y—2a>

LRSI

1ENEE

2 A VA =Tl T N7 7A)LD unzip JLH

unzip EOMRMEZF R LET A LA N—LT BT T LT 7 AL E[RA—OBFTIZR—2& 0
B 7 A VEEROMERBEE 2R R LETOT, TOEEKIARNZ &7V vy 7 L, REHET
[Yes] "> %270 v 7 LET,

Select the folder where you want to unzip the files to:

I C:¥_wk_install¥rsitservwin-8. 2, 1, 1079-wx64

Folder
'Ci¥_wk_instal¥rsitservwin-8. 2. 1. 1079-wx64
does not exist. Do you want to create it?

(LiEs <., unzip ¥ A2FITET, )

Unzipping file:
C:¥.. ¥rsshd.msi (42%6)

0Overall progress:
[NNENEEEENNNNENNNNNENENEN




(3) BRAAAMHEH DR
BHIAEE 2 TR LE T, EA~ T U WIZ Microsoft Visual C++ 2013 Redistributable Package
(x64) "NFEFNAFAET 20 E D INTRANENED Y T3, ARV [Continue] R &
7y L, W ZRkE L £7,

(a) "Microsoft Visual C++ 2013 Redistributable Package (x64)” 23EERIIZIFEELRVWIEES

Install Micro Focus Reflection for Secure IT 8.2.1 Server (x64)

Before you install Micre Focus Reflection for Secure IT 8.2.1 Server (xg4), th .
below must be installed or removed. :

Click Continue to install or remove these packages or dlick Cancel to exit. M icrosoﬁ: Visual C+ + 201 3
Install : Microsoft Visual C++ 2013 Redistributable Package (x64) Redistri butable {X64) _ 1 2 O 30501

Setup Progress

Processing:  Micresoft Visual C++ 2013 x64 Minimum Runtime - 12.0.21003

(b) “"Microsoft Visual C++ 2013 Redistributable Package (x64)” MEEICIE(ET DS :

Install Micro Focus Reflection for Secure IT 8.2.1 Server (x64)




(4) Software License Agreement (Y 7 h 7 = 7 HEF i fE) Wim O
NREERL, Ty r7~—2 %A, [Continue] RZ > %7 U7 LET,

Read and Accept the Software License Terms

SOFTWARE LICENSE AGREEMENT

Reflection for Secure IT 8.2 5P1 Server for Windows

IMPORTANT — READ CAREFULLY:

This constitutes a legal agreement ("Agreement”) between you (either an individual representing yourself, or a legal entity that you
represent as its employee or authorized agent) and Attachmate Corporation, a Micre Focus Company ("Licensoer”) with respect to
the software, together with itz included documentation, that you are receiving, a ing or installing, and that i a whole
or partial copy of a product named above (the “Software”). Unless you have entered into a separate license agreement with
Licensor, you accept and agree to be bound by this Agreement by (i) selecting the "accept” or "yes” option when an on-line
process prompts you to accept this Agreement, or (i) by instaling, copying, downloading, accessing or otherwise using the
Software. If you do not agree to the terms of thiz Agreement, Licensor is unwiling to icense the Software to you. In such event: (i}
you may not install, access or copy the Software, and you should promptly destroy any wholg or partial copies of the Software in
your possession; and (i) you may receive a full refund by contacting your Software vendor within 30 days from your date of
purchase to obtain instructions for return.

The Software is protected by copyright laws and international copyright treaties, as well as other intellectual property laws and
treaties. The Software is licensed, not sold. Unless you have acguired the Software from Licensor or Licensors agent on an
evaluation basis, any license granted by this Agreement relies on your license certificate(s) from Licensor, or your single-copy
purchase documentation, identifying the software product and version, license type, unit count, and licensed person or entity. No
rights are conveyed to you by your mere possession of a copy of this Agreement, the Software, or any access codes or keys
enabling the Software. Any third-party software that is provided with the Software and that is associated with a separate license

anreement iz ireneed tn o nnder the terme nf that licenee anreement #Third Parby Terma™) ae referenced from the “Reneral

[¥II accept the terms of the License Agreement;

oo | [ oos

(B) A A F—IERDONT)
A 7133205V ET, (BRTRANTHMERLS, EFICHEHLET, )
8%, [Install Now] & %27V v 7 L, iR TS,
(5-1) [User Information]# 7'M H & D AT
VB BERRIEREA LET,

User Information | File Location | Advanced

Personalize your install

Eull name: |Window5 a1t~

Organization:

VPA: |

Optional: Please enter your VPA number here (volume
license users only; this number is printed on the VPA

Certificate sent to you by Micre Focus). Doing this enables
us to service your account quickly when you contact us.




(5-2) [File Location] #Z ZHHE 6D AT
A ANV ERELET, T 740 MEI, INICERLTVWDEA VA F—LETT,

User Information || File Location || Advanced

Choose a file location

Micro Focus Reflection for Secure IT 8.2.1 Server (x64) will be installed on your computer. To install
this product in a different location, click Browse, and then select the location.

|C:¥Pr0gram Files¥Micro Focus¥RSecureServer¥ Browse

(5-3) [Advanced] # ZHH B D AT
ABEANOFEL, JRAZOEEE LET,

[ User Information | File Location |Mvanoed|

Choose the type of installation

(® Install to this PC

(O Create an Administrative install image on a server

[¥] Create 3 log file for this installation

[#] Delete log file if install succeeds.

Install Now | [ cancel




(6) A A b= /VAERDHEITRIR
BT OT, ROFETHEEHZETTLHET, LELIFHHET,

Please wait while the installer configures Micro Focus Reflection for Secure IT 8.2.1
Server (x64)

Copying new files
File: scps.exe, Directory: C:¥Program Files¥Micro Focus¥RSecureServer¥, Size:
2720800

Install Now | | Cancel

(1) A4 v A M—V5ETEEDRR
A VA=A T LE L, Windows 0S ZFHE) L £,
“Restart my computer for me.” IZF = v 7 ~—27 % ANLDN, ANLTIZ[Close] RZ %
Uo7 L, 0S FEENERHE [ CNes] RZ %227V v 7352 LT, 0SHEEILET,
0S FHEENMERREIM TNl AR Z 7 U v Z7HfE, 0S OFFEELEA~TIBATETITA A F—b
EEEK T LETH, TOBROEFEBBOTZDIZIL 0S OFEENINEAEE 720 £,

The Micro Focus Reflection for Secure IT 8.2.1 Server (x64) installer has completed the requested
actions

‘You must restart your computer for the configuration changes made to Micro Focus Reflection for Secure IT
8.2.1 Server (x64) to take effect.

Until you restart your computer, Micro Focus
Reflection for Secure IT 8.2.1 Server (x64) will be
only partially installed and may not function
correctly.

Would you like to restart now?

Yes | | Mo

[[]Restart my computer for me.




(8) 0S FiCEIf% DfERR &
0S FitEIf%, sshd ¥—E XX HBAICHIMA L £,
GUI BREH A2 B &, FHAEICT sshd h—E 2241 L (13, #41F) M), GUI BREE )
5(F 74V MENS D) RERRERER L WA MR Z FEML E7,
MERTE T, RENBZRAFO L, FEIEICT sshd b —E 2 ZHA L ET,

24 ToA VA =L

(1) 7oA A M—/LEE

Windows @ 7w 7T LEBEEE] NOT A A =L LET,

TUAVAR=MIRY, TR T T AT 7 AVTERICHIBRENET N RET 7 AV ERA R
BETHIBR S TITFR Y £

- [ 33bO-L SR » TATOIYMI-L JCRILEAS » TOF5LERE v o | [ Tossntmons

B0 G T TOISLOTIASAF-NEREEE

%‘f_zr“—ﬂ»ém:ﬁﬂﬁ?ﬂﬁiﬂ TOHSLETU AL TBIC0E. —ENSTOFTABERLT [Fo4vAb-I ] [EE]. kit [8E] 2huwbLET.
o

& Windows OEEECEMEELR
ik

EE ~  7uAN-L EE
E2L1] - HiTE =3
E Micro Focus Reflection for Secure IT 8.2.1 Server (x64) Micro Focus 8.2.1079
‘w Microsoft Silverlight Microsoft Corporation  5.1.50428.0
[=] Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 Microsoft Corporation  9.0.30729....
[ Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 Microsoft Corporation  9.0.30729....
[ Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 Microsoft Corporation  9.0.30729....
15 Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.30501 Microsoft Corporation  12.0.30501.0
[@]update for Japanese Microsoft IME Postal Code Dictionary Microsoft Corporation  15.0.1759
|®|update for Japanese Microsoft IME Standard Dictionary Microsoft Corporation  15.0.2013
<] m [

@ Micro Focus £12/(—3%:  8.2.1079 Hii—OUA:  http://www.attachmate.com

AILTDUA: http://support.atta...
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3. %

3.1 RFEE @I 5 DRIERTE
(1) %€ mimDFHRR
a) Windows Server 2008 R2 D4
~ HEAL T Windows [A X — NRH U hBIAKER,
[AHZ—F] > [T _XTHOF a7 F L] > [Micro Focus Reflection]

> [Reflection for Secure IT Server]

=) Internet Explorer

Windows Update | ‘
hicr Focus Reflection u

Foegl

r Configuration

pEES Ao

ATt Q -

e g A
TwFz-h-
Fyho—h

IvbO—Jb Ml

FIRAAETU A —

B - 4

ARt

T LEEIEELT E(T..
4 AllC R
I|jDD'5JAtD?{JIJtD1§% | L ElE . >|
L7281

b) Windows Server 2012, 2012 R2 DIFE
~ AZ—NEEF 77V EENO [Reflection for Secure IT Server] Z %R,

T
' 4

Internet Explorer Reflection for Secure IT Server A= F—h—k
F—4—
FAINT k| Microsoft Silverlight

PC

BFaxX>hk P Windows Server J{yo7y 7 ! Windows PowerShell

AFvTRHEY-I IHJAT0—5—

] EEBY—),

_11_



% T 1] DA

ROEBH IR E SROFAL SRR S TWET,

AL N
A= a— File., View. Action, Help ® FICHKFEBIDOIEENH Y £7°,

« File > Save Settings, Close

« View > Toolbar, Event Viewer, Latest Debug log File

« Action > Start Server, Stop Server, Restart Server, Configure Cluster,
Restore All Default Settings, Restore Pane Defaults

* Help > Help Topics, Support Web, About Reflection

BERAR X v

H &2 & = b 1|} = Restore pane defaults
- /ED 5 [Save Settings] | [Event Viewer], [Latest debug log file],
[Latest Audit log file] | [Start], [Stop], [Restart]
-+ i k2 [Restore Pane Defaults] A% >
[Status] - sshd — B 2 DIREEZ FoR
& 7 i « RSIT Windows ¥ — 3D /N—T g 2/ build &A1 VR b=V FKIR
[Tdentity] * RSIT Windows H—/% ARA NEW (FTfE, =AY K, XA VxR b)) OFRR
5 7 ik * RSIT Windows H—/378 2 b RER]EAE

« Server version string (77 B ABMEIRIZ 7 T4 7 2 b ~EROH CIEHR)

[Configuration] | « &fEEE D E/ZorliH (4. BE 2ZH)

X 7
(3) FXTE M D FEA B
a) sshd — v RADPIME L &Ik

b)

c)

BOEBEE FORZ AREINA = 2 —BPUZ LY | sshd b— R &2 PGa/45 1L/ FEE L ET,

(%) Windows @ [ —L] > [H—E Z]ITIBUVT, “Micro Focus Reflection for Secure
IT Server” Z [RIFRICHEERHETT,

R ENE DIRTT & S

[Configuration] & 7 [N OO 4 Flak E M i - CAJIMREDH ., [Save Settings] A& T

/A= 2 —BRIC LY ZFDOWNAE % "rsshd_config. xml” 7 7 A WIC EEEREFELET,

RENFIC LY, BRERAZRICE CICEEICKT 56D L, sshd —E 2D FEENIZIZ K

BT DOPFEELET DT, MEICRENRE KT 5720108, BERAFEZITLT sshd

P REFEET D L ALl ET,

RENEDT 7 + )V ME~DOERE

[Restore Pane Defaults]AR% v/ A =2 —D&ER = RREMERENEELT 7+ /V b ~RET

[Restore All Default Settings] A == —D#ER = REEHHRENEET 7 4L F~FT

BENEZT 7 4V MEICRE L7212, [Save Settings] R Vi F/ A =2 —RIFIZ LD H)

DT, FDOWNEMN rsshd_config. xml” 7 7 A MZ FEXRIFEEINE T, sshd F—EZ~DK

Bi% BikiE Y T,
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4. BXE

41 ERFHEZTDRE

T 74V FERERNRORETYH, BWVExX 2 U7 4 KETOU AT LEANAEETT N, 4.2 3
EFEM] ONKFEZHMRIN, BEHEEX 2V 7 4 R Y —IEH FEITHE - 720 72 5% € & S ik

MRS D Z L 2R L £7,

up

4.2 ERTEEEH

RSIT Windows #—/3Tid, 2 TOKEL Ul X EMHE 48 U CHE L. “rsshd_config. xml” 7 7
ANV L ET

“rsshd_config.xml” 7 7 A ML, T 7NV FTIEFRLRT 4 V27 MU FITRESN., A== —#{E
( Action > Set Data Folder) IZX V0 ZDIRELEEZEEAIGETT,

”C:¥ProgramData¥Micro Focus¥RSecureServer¥rsshd config. xml ”
AL
B xml 77 ANVERET D LITEPRT I —ORKE bR T 0T, RAKETT,
4 C GUI M 2 U TR E L TR S0,

LUF. &RE BRI E ORENE 2P L ET,

[Configuration] &% 7 Z IR L., BEAMANDY UV —fROBIRA = 2 — L RIREFEWHAL %
BIRLFRLET,
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4.2.1 [Genaral] ZFEEM®

0 Reflection for Secure IT Server \L‘i-

File View Action Help
EIEEEIRLIE

[ Stawus | Identty | Configuration |

= Restore pane defaults @)

B RO Gororal

- Metwork

- PErmissions
Maximum number of connections: -
& Lougrg _ N
Event Logging Maximum connections per user:
Debug Logging
- Audit Logging Session time-out (seconds): D
EI Eljcrypﬁon
i “wKey Exchange Banner message file: | | | Browse... |
[=)- Authentication o
i5-Password = Process priority: |N0rmal ({recommended) v |
. L-RADIUS
=1~ Public Key High
L. Certificate Above normal
[ ertmcates MNormal (recommended
-~ RSA SecurlD Below normal
i~ GSSAPI [ Kerberos V Low

Credential Cache

. Active Directory Acc
- SFTP Directories
- Mapped Drives
- Reflection Gateway User |
- Post Transfer Actions
[=I- Access Control
Client Host Access C
Group Access Contrg «
< m ¥

[Maximum number of connections:]

B — N [RIREIZBEfe rTRE 7o BEfoc e D IR 2R E L £ 7,

7 7 4V MEIX 75007, fE70”7 [TMERIFR A2 B L 9,

connection reuse BIfERFIL., [ —#6E1LF ¥ RV L E I, connection $8 1 & 720 F£7°,

[Maximum connections per user:]

1 =Y Y720 ORIRFEERE O LIREZFRE LET, H70” ITERIREZEW®R L ET,

connection reuse ENEREIL. [Fl—#eIdT ¥ R /L% E S 4L, connection #8 1 720 4,

[Session time-out (seconds) :]

T EWIEZAF S TOIRNT A R/VIREE DML L 722 FRE Re R #2 | efoe 22 A Bh DT L
E9, TORERFMEZMBEMTANLET, EH0"ORE, HEEELD L2 £7,

[Banner message file:]

PRfeBARIREIC 7 A4 7 MUNZBINTCTR R T DA v 8=V T H AN T 7 A L EEELET,
77 ANDILFA— NI UTF-8 2 L, £SO Fa— FORHZIZHEBILAR SN ET,
b

SSHZ A7 v MZkoTE, NP —FRIEKRIEDSDNH Y £, #fe 7 747 > FHRAK
BEREIC R THRIR LTV D 2 L 2RO ETHRE T S0,

[Process priority:]

sshd $—E 27 mE 25425 MESEEORIE] 23, Windows ¥ A7 w2 =T ¥ PO OIEE L
[FERICARR EE 2D bIRERTRE T, 7 7 4 /L ME"Normal” T,

R 7 7 A VERRIRFI A 7 1 2 2 QAR R 8 4 Bl b L 723E CLEZRWIRY 77 40 b
DEEEAT IV, EKELDOGEIC. 77 A VEERRHA~OREL RS S, EENLETT,
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4.2.2 [Network] =ZEIEME

File View Action Help

d

BEE P ED

Status | Iderty | Configuiation |

= Restore pane defaults

{7}

TR T Notworke

= Metwork

- PErmissions

=~ Logging

Event Logging
Debug Logging
. Audit Logging
E' E["Uwﬁ"” Network binding information
i b-Key Exchange

- Authentication Listening address:
[=]- Password

[1- Public Key ) )

i RSA SecurlD
-~ GSSAPI [ Kerberos Y
i~ Credential Cache

. Active Directory Acc
- SFTP Directories
- Mapped Drives
- Reflection Gateway User |
- Post Transfer Actions
[=I- Access Control
- Client Host Access C
Group Access Contre « Add... | | Edit... | | Remave |

Listening address Port Client keep alive (seconds)
H 22 a0
0.0.0.0 22

|o.o.o.o |

[IRequire reverse DNS lookup

sshd y—EABFEFLZIT (Listening) 57 X7 X ER— NEBOFREEEZ LET,
T7HN NI, BTOFHHT X T XL THR— R 22 BEED Y TES, FRELETHHEI1L.
[Add]/[Edit]®R&# > %2 UV v 2 L. [Network Binding]l ¥4 70 /Ry Z%@L CTHRELET,
[Network Binding] #4 7 R4 Ry I R :
[Listening address:]
SSHZ AT v "D OP R b2 T 57 X7 H (R—RM DO IPT RURAEEELET,
T 74N RTIE, 2COENRIPT RLANLOZEBEHTT,
2 IP 7 RLAEEIL, IPv6 OE 7::7L L, IPvd OH4 70.0.0.07 & LET,
[Port:]
SSHZ 47T v bR ZfF L35 TCP A— hEBZEELET,
T 7 AN ME AR— b 22FTT,
[Client keep alive]
7747y MIllZx L CIEFEEREZ LET. =77 74 737 » MOkt L CHRERRISEE D
WSSOI LES, 7740 ME 60F TT,
[Require reverse DNS lookup]
RSIT Windows H— N FRLaR ERMUEREIZ, #50iER 7 74 T2 h IP 7 R L A% JEiZ DNS 1%t
LARTOWS| AP A FAT LU E T, O] S LB RRL U= Rel2, B uss 2 B ilr L Bl
D EF 2y &) I FOF FHRCHELEZ MG T D F =y 7R L) hOREE LET,
G¥igl & &> D[Client Host Access Control]E#EIZ T, FQDA T Client Host fiEHF
@l[Client Host Configuration]@EIZ T, (FQDA/IP 77 KL AT 4UT)
Client Host ¥§7EMy

_15_




4.2.3 [Permissions] xXFIEm

0 Reflection for Secure IT Server \L‘i-

File View Action Help
EIEEEIRLIE

[ Stawus | Identty | Configuration |

= Restore pane defaults @)

-~ General ~ [‘3‘ Permissions
e i —
- Metwork
[ oeny all logins
[=I-Logging
‘.- Event Logaing Allow terminal shell
Debug Logging Terminal provider: "24SystemRoote¥System
- Audit Logging
= Eneryption Terminal default directory:
~~Key Exchange Allow exec requests
- [ 1
EI P_assword = Exec request prefix:
i ~RADIUS [w] Allow non-nteractive users to log on
E‘ PEbhc KE_Y File transfer
i e Certificates
- R5A SecurlD Allow SCP1
-~ GSSAPI [ Kerberos V ["]Use SFTP accessible directory settings for SCPL
i~ Credential Cache
L. Active Directory Accy Allow SFTE/SCP2
- SFTP Directories Allow smart copy & resume
- Mapped Drives i
- Reflection Gateway User | Tunneling
-~ Post Transfer Actions Allow dient to server (local) port forwarding
[=I- Access Control
Client Host Access C Allow server to dient (remote) port forwarding
-+ Group Access Contre v
< m ¥

AHE SSH Y — Y — A ORMAEE Y — LIS E L £,
ARREDM, [Subconfiguration] FXEIZL Y, IZIEF—WNA% Client Host/Group/User fARIIZ
fRERTRE T,
[Deny all logins]
(BUEBEIZHESL U TV DR LIS D S DHFT272) 7 T A T R b O & 2 THER T 2 E
T, [Subconfiguration] DIEEIZAFREITH D A,
[Allow terminal shell]
7 74T RINEDE = I TN R TR D0 E ) D OFRETT,
b
— I FVEHGENERF AT E N & LC Windows 0S OB F 2 U T A HENELHELET,
[Terminal provider:]
— IV EIC ST 2 —  MUSE T T e 7T A RRE L E T,
7 7 4V M Windows fZHED cmd. exe T, FEEL TR, X SATHEELET,
b
FRERHZ N AL IZAR—= R EEG0HAIE, Windows DX 2V T 4 L XTI U —T—
av (" )THL2TRIW,
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[Terminal default directory:]
= I FNEERRERO I L b T 4 L N RO NRIEEE LET,
INAFEEETIE, NEZ =AY 7 ("uD”, "%, %u”, “%U”) 2 A RE T,
774V ME "% (Windows =—H 717 7 A L) JTT,
Windows =—HF 707 7 A /L7 7 /)L MEZLLTOEY T, FHEHER 22—V L0 ZE W)
C:¥UsersYusername¥ (47 Y =7 F47C:¥Users”, FniL Ci¥a—4—")
NP = A NY T
c %D =PI T AT FIIE
CUH AR AT L F
c%u s —Y A 4
c%U: RAA v a—Hnr A4 (domain. username DEZ)

[Allow exec requests]
SSHUE—ha~vy REFATAREL T E I M EfEL T,
T 7 F /v MEEITRNREE T,

[Allow non—interactive users to log on]
Windows %—N0S D m—A X2 T 4R —REZT. " a—hra 4t 245"
SBIT o TR —/ 7N —T 1% LT, SSHa 7' A U E2FFA[T 50 E I mhaigE L £ T,
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# File transfer

[Allow SCP1]
OpenSSH @ scp (2 ZTIL"SCP1” & KF0) 13 FEEAARICHEIL L 7oV I sftp 7' b L2 L
TWEF, RSIT Windows ¥ — 3Tix, Z DI sftp 71 /LI b ®PISLE LTz,
AKFEEIL OpenSSH 7 T A T > R D sep It e T 2 E 3 0ieEx LE 4,
T 7 4N MREETCIERHE L E T,
e
OpenSSH @ scp ILSSHE v a v ND1F ¥ /&It Lizrepa~y RIZTEILTOET,
FoT, KRENPOT =y 7 ~v—2 B LIIEAT & LIZEE TS, [Allow exec requests]
ICCEITATRED R EZ L TV DAL, OpenSSH 225D scp 3 AJREZIRREIC A2 0 £,
[Use SFTP accessible directory settings for SCP1]
OpenSSH 735 @ scp EfEIZKF L, [SFTP Directories]
MEEELET,
[Allow SFTP/SCP2]
AT B sftp KUY BEEAARICHEILL 72 sftp 7'm h 2L X D) sep (2T T
"SCP2” L KFL) AFF AT MM EIDEIEELET, T 7 A4 ME FFAIREETT,

EMHENOBRENEZEN T 2008 9

7
gt

[Allow smart copy & resume]
Smart Copy H&HE (=[F]— 7 7 A WAFAERFICHAR IR A A % » 7 F D HRE) & Resume BERE =V K 7
A RFCHTENRH E TR L7259y ORI OB D68 O A2/ B 2488 L £ 7,
T 7 &V MIAIKREE T,
JEEC -
SSH 7 74 7 > MAITT Smart Copy H¥AE & Resume BEREICRATIE DHE X, ABREICEIR < B
TRITIERNC 720 E9,

# Tunneling
[Allow client to server (local) port forwarding]

74T RRbO "a—H VTP R— MER” 2T E 5 nhEEELET,
[Allow server to client (remote) port forwarding]

74T b " E— TP R— k" 2R T250E 5 0EEELET,
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4.2.4 [lLogging] ZXEMEmE

File View Action Help

Status | Iderty | Configuiation |

{7}

e s

- Metwork
- Permissions Loggi
= 2 o
.-Event Logaing ‘fou can configure event logging, debug logging, and audit logging.
Debug Logging

. Audit Logging

[=1- Encryption

Key Exchange

(=) Authentication

(- Password

E| Public Key

. e Certificates
~~RSA SecrID

i~ GSSAPI [ Kerberos V
- Credential Cache

. Active Directory Acc

- SFTP Directories
- Mapped Drives
- Reflection Gateway User |
- Post Transfer Actions

[=I- Access Control

- Client Host Access C
Group Access Contrg »

[LoggingfREL LT, Fit 3o/ 2HEL X L7,
@ [Event Logging] : Windows A Xy b1 7 ~Oie#kEEA I8 E
@ [Debug Logging] : SSH 7 7 A 7 > k & OHE MR O 1 /{5 7E
@ [Audit Logging] : 7 7 A NRET 7 AEE#K 0 7 ] & L CRldk@hEx fEE

@ [Event LoggingliL, 7 7 4 /L FEINTY, HEIIS U TEOFEMGER L~V EZEEL £,
@ [Debug Logginglid, AFBBKMIFILIT 7 4/ NREEOE EMEHE L TFEL,

WERCHTI Y 74 7 > b L O CRIBENAE U561, TORKMTAEN T, Akl a s
ZERELL £, AOMER T BENE 2 BIR 7 7 A M L, 200 BifEBEIRICATFA 0
DET,

@ [Audit LoggingliX, 7 7 # /L MNEZNTT, K —"~D7 7 A VKT 7 & AR A A
7L LCRET D MEND LGEICAMME L 7,
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4.2.5 [Event Logging] ZEEM

File View Action Help

HEEE P ED

[ Stawus | Identty | Configuration |

32 Bestore pane defaults @)

e By Eventlossine
- Metwork

- PErmissions

[+ Enable logging to Windows Event Viewer

X SSH server and SFTP event log level
Debug Logging [ Errors
i Audit Logging
- Encryption [w] warnings
Key Exchange
- Authentication

EI Password [protocol details

[ tnformation

[IHex-dump

RS sea Dostan

GSSAPI [ Kerberos V
i~ Credential Cache
. Active Directory Acc
- SFTP Directories
- Mapped Drives
- Reflection Gateway User |
- Post Transfer Actions
[=I- Access Control
- Client Host Access C
Group Access Contrg »

Windows A XY hm 7 ~OREEEDIRELZ LET,

[Enable logging to Windows Event Viewer]
AR br T ~OREREAHTLET,

[Errors], [Warnings], [Information], [Protocol details], [Hex—dump]
FrzvlI~v—TEANDHZET, EOLULETREETINERELET,
TIATIEE R VMRV E£9. T = v 7 Z ANTZHB O ETEECTF = v 7 v — 7 B A
W &4, 774 I, “Brrors”, “Warnings” LUl &g £,

[Custom]

F v Z~—27 % AI. [Custom events] RZ %7V v 7452 LT, llxDFEMARN M
@R FeEFTRET T,
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4.2.6
8

File View Action Help

EIEEEIRLIE

[Debug Logging] EXFEEIM

Reflection for Secure IT Server

[= = |

[ Status | Iderfty | Corfiguation |
= Restore pane defaults @)
- General L[{¢} Debug Logging
Network T |
- PErmissions

Enable debug logging to log file
S5H server and SFTP event log level

Errors
Warnings
: Information
i--Key Exchange )
=~ Authentication Protocol details
=l Password = [ Hex-dump
o FADIUS [[] custom Custom events...
ublic Key
""" Certificates Log file information
SA SecurlD

Log file directory: | C:¥ProgramData¥Micro Focus¥RSecureServer¥logs B
SSAPI / Kerberos V =g file directary || Browse

redential Cache

Log file rollover (by size) File size (MB):

ctive Directory Acc
- SFTP Directories

- Mapped Drives

- Post Transfer Actions
[=I- Access Control
lient Host Access C

- Reflection Gateway User |

]

[Log file rollover (by time) Stark bime (UTC): |0

Timestamps for log file entries: urc

® Local

View latest log file

Interval chours): |24

roup Access Contre «
< m ¥

RSIT Windows H— DTNy 7o FJHEROEEEZ LET,

TNy ra 7RI TT, FRCZ T4 7 0 F & ORI B S R A Rt L E T,
Ay—=TEHN LN T v T MU 24 SR T, RSIT Windows H—/SOASK DAL DAL
HEEIE T LEYS, @FENTIEITF =y 7 ~v—27 25 LEZNIC L TREVWT IV,

[Enable debug logging to log filel

TRy a7 OREEAMIILET,

ARNIE, SSH Y — DY — R 2 BET D BICHIAL O 2T Ny Iyl 7 7 A VEERLET,
[Errors], [Warnings], [Information], [Protocol details],
FrzvlI~—TEANDHZET, EOLULETREETINERELET,

TIATIEE R VMRV E£9. T = v 7 Z ANTZHB O EAIREFICTF = v 7~ — 7 BN
0ET,

[Custom]

[Hex—dump]

F v I~v—27% AN, [Custom events] RZ %7 ) v 7952 & T, fllxDFFEMA R ME
ARSI H&E FTRE T,
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# Log file information

[Log file directory]
TRy Ta T el T 574 V7 N RERELET,
FoNy Za ZIIEET 4 L7 R Y FIZ, 7RSSHD-YYYYMMDD-HHMMSSmmm. Log” & VN9 7 7 A /L4 T
RS AVET, T 2T, YYYYMMDD-HHMMSSmmm” (3, BAZAKFZI 2R L. “YYYYMMDD” (34 H H |
“HHMMSSmmm” (3 BF 3 fb+~ 1 7 v i) T,

[Log file rollover (by size)]
ERZ 7 ANY A ZZBEL, EOVA RXELIELBT Ny /a7 77 A NVEFET L, Hin s
T 7 ANERIER LD EXET,
BEVARXZTL 77 ANVDY A XFETHY 20T 7 7 A NVERITW{IFITETOTERET S
W,

[Log file rollover (by time)]
FRERFFBR CH T Ny 7 a7 7 7 A )V EFHUTAER LU B2 £,

[Timestamps for log file entries]

TRy a7 A=V G SN LREEIERAFRE L ET,

- [UTC] BN  : UTC (JEIBEH E 4] s Coordinated Universal Time) (7'V = v UHEHERE; GMT &

[f#) THT

- [Local] #IR : FEEHX A LY — U RELTHER,

[View latest log file] R4 >

B BT OT Ny I s NEERRLET,

M, A=a2—2 b DI "View” > “Latest Debug log File” THRIEEICFK R LET,
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4.2.7 T[Audit Logging] SRXEEME
0 Reflection for Secure IT Server \L‘i-

File View Action Help
EIEEEIRLIE

[ Stawus | Identty | Configuration |

= Restore pane defaults @)

- General L[{é} Audit Logsging

- Metwork
- Permissions Enable file transfer auditing
[=-Logging
Event Logging Indude a file hash with each record
Debug Logging
[=1- Encryption

Key Exchange
(=) Authentication

(- Password

. -RADIUS
E| Public Key

i leCertificates
-RSA SecurlD
i~ GSSAPI [ Kerberos V

- Credential Cache
. Active Directory Acc

- SFTP Directories
- Mapped Drives
- Reflection Gateway User |
- Post Transfer Actions
[=I- Access Control
Client Host Access C
Group Access Contrg »
< m ¥

Audit log directory: | C:¥ProgramData¥Micro Focus¥RSecureServer¥logs | Browse...

RSIT Windows ¥ —/S~D 7 7 A NHRET 7 ¥ APz EhEn 7 & LTy 2L 2fEx LE
T, 7L LTRET O2NAEITLLTOEY T, BIZHREDLLRITH LW T 7 A L& fRERSF
T HNVHITAERLET,
0 77 7 A VA FR : RSSHD-Audit-YYYYMMDD. log  ("YYYY”: 4, “MM”: H., “DD": H)
o JEgRNE - UserlD, ClientIP, Action, ServerFilename, StartTime, EndTime,
ServerFileModificationTime, ServerFileSize, BytesTransferred, Result,
Reason, ServerFileHash (W ~XE1V | —Fl#k—1T)
[Enable file transfer auditing]
Ty ANMRET 7 ARG R 7 ORREE AT LET,
ARNIE, SSH Y — DY — X2 B8 5 IS OFlen 77 7 A Va2 ER L ET,
[Include a file hash with each record]
2 SNEOESAMIEAMNTE 77 7 4 VIZ hash fl (SHA-1) & B & HEL T,
[Audit log directory]
1 7 DRAFFEZIEE LE ¥, MNICERETLAT 52>, [Browsel] RZ &7 U v 7 LTHRET /v
K a BRI ET,
T 7 AV MR T AV Z OEERHERNCAERE I T 1 7T LAEERIC ABIAEKR S 2B 6
. ZTDO7 4 NF 83— v g iF, SYSTEM & Administrators 725 S, ZD 7 4 V4
ToOur 77 ANSEDON—=I vy a UPMKSNE T MBICER L7 A VX a2t ET D5
B, FDO/N—3 v g % SYSTEM & Administrators 7ZVFIZEFAI L., % =2 U7 4 EOHIRZ 2>
FTTREVY,
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4.2.8 [Encryption] ZFEE
A Reflection for Secure IT Server \L‘i-

File View Action Help
HEEE P ED

[ Stawus | Identty | Configuration |

= Restore pane defaults @)

- General = [{#} Encryption
Netwol'k —_—_——
- Permissions Ciphers MACs
s hmac-sha2ss
[w]zes192-ctr [w]hmac-shai
- Audit Logging [W]aes256-ctr [W]hmac-mds
[w]aes128-che [w]hmac-sha1-96
EI A:"EKEYH_EX:]E”QE [w]zes192-che Move up [w]hmac-mds-98 Move up
= uthenacaoon -
& Pasoword o [Meeszecx Amac ripendiso
i RADIUS - [wdes3-cbc [w]hmac-sha512
ublic Key [wblowfish-che [(IMone
- Certificates [w]cast128-chc
SA SecurlD [warcfour256 ~
SSAPI [ Kerberos V
redential Cache Compression
ctive Directory Acc
. SFTP Directories None 2lip
- Mapped Drives
- Reflection Gateway User []use only FIPS-140 validated cryptography
- Post Transfer Actions
[=I- Access Control
lient Host Access C
roup Access Contre «
£ m ¥
[Ciphers]

ERET DT — RNV — FMEOHEREZ I 5Ld 2 @0 5 TN efiE L £7,
RPIENLDO DB, 7747 F e OBt T — g VIRpIEM S L TREMH S E
I, FxvI~—27Don/off & up/down IZLVIRELET,
{aesl28-ctr, aesl92-ctr, aes256-ctr, aesl28-cbc, aesl92- cbe, aes256— cbe, des3—cbe,
blowfish—cbe, cast128-cbe, arcfour256, arcfourl28, arcfour, none} ZHA— kL CVWET,
EE
“none”1F, WESALETITFEX DO ERE L ETOTT A MEST HLSMTITEIE T,
[MACs]
T — X DM Gtk S A Z M) 75 MAC (Message Authentication Code) 7L =Y X A %5
ELET, RPEMOBON, 77472 M EOHGRGRr I — a VR & LTRSS
EHENET, Fzv7~—2Don/off & up/down IZLVEELET,
{hmac—sha256, hmac—-shal, hmac—-md5, hmac-shal-96, hmac—md5-96, hmac-1ipemd160,
hmac—sha512, none} Z# AR —F L TWET,
(Ver.8.0 7% “hmac-sha256” 2SIz 72 0 £ LT, )
[Compression]
JEMEOFEE T,
[Use only FIPS-140 validated cryptography]
FIPS 140-2 CKELFRBUMFHHSLERRIHE 140-2) BBEDHE ST Y 2 — L OAZHEAT L L 5 ITHEE
LET, 774NV MIRTF =y Z7IRET, ZOFEEHATLZL2HERL ET,
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4.2.9 [Key Exchange] X TEEmE

File View Action Help
EIEEEIRLIE

[ Stawus | Identty | Configuration |

32 Bestore pane defaults @)

D < oyt

- Metwork
- PErmissions

[] diffie-hellman-group 1-shal

i--Event Logging [ diffie-hellman-group 14-shal
i~ Debug Logging )
‘... Audit Logging [w] diffie-heliman-gex-shal

[ diffie-hellman-gex-sha256

["] ass-group1-sha1 with Kerberos 5

[=I- Auth tion

EI P_assword [+ ass-gex-sha1l with Kerberos 5
i ~RADIUS

Pf"b"c Key Rekey interval (seconds):
- Certificates

RSA SecurlD
GSSAPI [ Kerberos V
i Credential Cache
. Active Directory Acc
- SFTP Directories
- Mapped Drives
- Reflection Gateway User |
- Post Transfer Actions
[=I- Access Control
- Client Host Access C
Group Access Contrg »

ERET—AESEHt Y v a VREERT DT OOREHET VT Y AL ERELET,
774 b T, 8.2 SP1 D BXSHEHT LT Y X LD ) b
“diffie—hellman—groupl-shal” & “gss—groupl-shal with Keroberos 5”& MRk L TWE 9,
(RIS T LY XA
{diffie-hellman—-groupl-shal, diffie—hellman—-groupl4-shal, diffie—hellman—gex-shal,
diffie—-hellman—gex—sha256, gss—groupl-shal with Keroberos 5,

gss—gex—shal with Keroberos 5}

[Rekey interval (seconds) :]
R W5 SSH BRGNS L TV D IEAIC, Kbt v v a VA AR (= Rekey) 92 RER
WafELET, 774/ ME 3600 (F) T,
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4.2.10 [Authentication] ZFEIE
0 Reflection for Secure IT Server \L‘i-

File View Action Help
EIEEEIRLIE

[ Stawus | Identty | Configuration |

= Restore pane defaults @)

- General i[{é} Authentication

- Metwork
- Permissions Login grace time
E-Leaging
i--Event Logging Grace time for completion of authentication process (seconds):
Debug Logging
- Audit Logging )
- Encryption 1P blocking
.. Key Exchange Failed attempts: EI
=l Authenticati
= 5 Failure time-out {(seconds):
; ‘- RADIUS Lockout duration {seconds):
E| Public Key
i e Certificates
RSA SecurlD Authentication faiures

GSSAPT [ Kerberos V Caution: Enabling these settings inoreases your security risk by providing information to
i~ Credential Cache potential attackers.

- Active Directory Aco
- SFTP Directories [l immediately disconnect invalid, locked or denied users
- Mapped Drives
- Reflection Gateway User |
- Post Transfer Actions

[=I- Access Control

‘.. Client Host Access C Send keyboard interactive title
Group Access Contrg «
< m ¥

Provide informative messages to dients about authentication failures

2 —HERARCE L TR ET ATHAE AR E L T,
# Login grace time
[Grace time for completion of authentication process (seconds) :]
o — YREGE R KFFART B IRFHE (WY 72 = — FREREL B BRI N B D Z A L7 U MR 2 7
HALCHRELE T, 774/ M 1200) T
b
E70” I XMERIMR 2k UE T2, (REPIRIBIEIEIC L 50 27 AU YV — 2 DIRE S DoS BE~D
B, 70" feEIdskk e LET,

# IP blocking
HOFFED IPT RLAD YT FA4 7T 2 b LERICE < OB R0 IRS VR, £ 0
IPT RVADZ FAT > MR Lt T2 —ERff 7 0 v 7925 Z Ltk ¥,
[Failed attempts:]iZ#&mikimltk LIRIEZ+57E L. [Failure time-out (seconds) :]IZALiEL
72 BB A48 L. [Lockout duration (seconds) :]IZEEEMMELERICT 1 v 7 LigelS D
MafEELET,
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[Failed attempts:]

P 78 yF 745 KM EREE L £,

774V M 20(F) TY, H'0” X IP Y u v x VRO b BEW L ET

[Failure time-out (seconds) :]

S L T DEEHIR R 2 48 E L £,

7 7 /L M 300(F) TF,

[Lockout duration (seconds) :]

IP 70y 7 OREMEIZR>ToREin b7 vy 7 L) DR EfE L £,

77 4V ME 3600 (Fp) T,

JEEC -
IP 7my X JHRRIE, NSAT—RRBIEE X —AR— R V¥ =T 77 4 TR L DA D
— NGRS & 2 i T R DRFIC O 2B RE L £ 97,
P 7 ey X 7T 2EEERE AT ) EICR D720, sshd —E A& W Li2HA1E%E
VE TOFRITIEDIZ /2D £7,

# Authentication failures

[Immediately disconnect invalid, locked or denied users]

TAELRW "By 7 ERTVD” THERRESNTVD L W o TefBREN RIS 2 2 L 2N H B
IR — IR L COHERER D b - 1235812 R CE ISR AR & LY 2R 2 e L
7,

T 7 AN MIHEF = v 7 T, SR — I LA TR BRI OFBRERIEZ RO £,
RIEZRT 7B ZAFIZK LTI T 740 FOEF = v 7RO T3 — SN O 2—FIZET 5 1F
WS D2 LICRVETOT, LFVRELEEZAET,

[Provide informative messages to clients for authentication failures]
FRREICT = v 7 ~—7 Z AL, FIEITHECICEGRRE LU 25612, €O mE2 7 7
AT MUBZDME I DEEELET, BF=2U T4k RUTHREREE A,

# Keyboard interactive

[Send keyboard interactive title:]
X—R—= N Z =TT 4 TRFERFIZZ T4 7 > MllEHE BICZ A VT F A NEERRTD
MESIMERELET,

T 7N MITF =y & T, ERIBY ZA MV THR A NERRLET,

_27_



4.2.11 [Password] FZXTFEEM

File View Action Help
EIEEEIRLIE

[ Stawus | Identty | Configuration |

32 Bestore pane defaults @)

- General A {{#} Password

- Metwork

- PErmissions
=~ Logging

i Event Logging ® allow
Debug Logging () Require
i Audit Logging

Password authentication

O peny
‘- Key Exchange
[=I- Authentication Retries

ord Mumber of password attempts:

Delay between tries (seconds):

R5A SecurlD Password authentication options
GSSAFI [ Kerberos V i
‘. Credential Cache []permit empty passwords
. Active Directory Acc
- SFTP Directories
- Mapped Drives
. Reflection Gateway User [w] Pagsword authentication using keyboard interactive
- Post Transfer Actions
[=I- Access Control
- Client Host Access C
-+ Group Access Contre v

[] Allow password change

AREMEAEZE LT, "NAT— NGB L ORI — KA *—R—R A X —F 7T 47
FREIZOWTHRE LE T,
AL
i F & [Password authentication using keyboard interactive] OF = v 7 ~— 7 &
23, # Password authentication #il®> {Allow, Require, Deny} DXIGICHEL £,

“Allow” & “Require” OEMRIZOWT :

< Allow” ~7 T4 T hEDOFR T — g3 VT SSH H— 03RS B HRRAE T o
MR E LTHRESNET, REMITIE, 2Tz —32 9 TRIESHRERES A0
I HOWT N DFRIERED T AUT 2 — VFFEFEDR R & 72 0 £9,

- "Require” ~SSH % — 3827 Z A 7 o WMk L Ca—FFREEAIN D 72 9 | ZFRRERL N 28 % Bk
TOMRE LTTHEESNE T, 2—FRRIERIID729DI21E, "Require” & L TER STz
RAE T ABTHRDT 2HERH Y 77,
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# Password authentication
(P ClZ. [Password authentication using keyboard interactive] % [KB int] &AWL £ 9, )
[Allow] BIRDIZE :
[KB int] #REf : "R U — FRHGEE, F—AR— A ¥ —F 77 ¢ 73RGEM J7I2x LT “Allow”
(KB int] FEIEIREF : 2T — RFREEIZX LT “Allow”
[Require] F#BIRDEBE :
[KB int] REF: ¥—R— KA ¥ —F 77 ¢ TFRFEITHK LT "Require”
[KB int] FEIINEF : X2 U — REREEIZXT LT “Require”
[Deny] ERDIFE :
[KB int] ORI LT, NAT— FEGE, ¥ =R — A ¥ —F 77 4 TRIENTIL D
2 —YREEE L THERET,

# Retries

[Number of password attempts]
— IO RIS L T —PRIERL & RT3 TR EZfRE L £,
77 /b b OEEIE 3 [ETY,
[Delay between tries (seconds)]
PATEERR AN ERO 7 0 7 N2 RRT HRFRIFAR A THRE L 7,
774V b ORI 2B TT,

# Password authentication options

[Permit empty passwords]
72 (=22 ) NAT — REFRT LR, Ty 72 ANVET, 774/ ME 21ETT,
BAANTIX, ARRRELASMC Windows 0S8 @ RV o —DEEBELZIFET,

[Allow password change]
ARG O 2 — PRRGEALEE FNEDO T 08 ZERD /SR Y — FEFILILZFF4 0 & 9 A2 45E
£
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4.2.12 [RADIUS] EXEEmE

File View Action Help
FIEEELEITE

[ Stawus | Identty | Configuration |

32 Bestore pane defaults @)

- General A {{é} RADIUS

- Metwork
- PErmissions

RADIUS authentication runs through keyboard-interactive authentication.

[#] Use RADIUS authentication

[] attempt local password authentication if RADIUS fails

.. Key Exchange Authentication servers
[=)- Authentication
[=I-Passward

Server

SA SecurlD
SSAPI [ Kerberos V
redential Cache
ctive Directory Acc
- SFTP Directories

- Mapped Drives

- Reflection Gateway User |
- Post Transfer Actions

[=I- Access Control

‘... Client Host Access €
roup Access Contre «

RADIUS Hr— & DE#HEIC LY 22— VRAEEZ FEBRT L0 DEEL LET,
BROEBEN—1T FIZHESCTRER D X 512, RADIUS FBFEIE, F—R— R ¥ —F 77 1 7Rit%
HWLTHETINET,
Lo T, [Password] BEM 28V TIROFEEZ L& 13, RADIUS GREEITA A H k9712
[RADIUS] R E M F A2 7 L —7 7 F LET,
(D [Password authentication] C”Deny” % %R
@ [Password authentication using keyboard interactive] % FEEIR
A
07 A ya—FnR, =g —Hh Windows KA A 2 —H L L THELZWEEIL,
RADIUS H—/ N TRRGERIRET &, SSH OFSFEA MR IR L £,
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[Use RADIUS authentication]
RADIUS #—/ & OHEEIZ L 52— FRIALEF ML L £,
[Password] X EH @ IZ BT, D[Password authentication] T Deny” % i#EIN . @ [Password
authentication using keyboard interactive] 23FEIN OBRIZIL, XML L TWET,
[Attempt local password authentication if RADIUS fails.]
RADIUS H—/ & OBHEIZ LV 2 —VFRIEN KM L TZRF, Y —\m— L D/RA T — R i ]
LCa—ViEA T2 EELET,

# Authentication servers

# RADIUS Server #4 70T KRy IR

[Server]

RADIUS H— SOAFRETULIP 7 RLAEHRE L ET,
[Port]

T o RN— MEFERELET,
[Secret]

RADIUS H— R L DEEHGED 72912, RADIUS IZKHT B AR A O A T — REZHRELET,
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4.2.13

File View Action Help

[Public Key]

%7€ Bl

oul

EIEEEIRLIE

| Status I Identity

| Configuration |

32 Bestore pane defaults @)

- General

- Metwork

- PErmissions
-I-Logging

Event Logging
Debug Logging
- Audit Logging
[=1- Encryption

Lo Key Exchange
(=) Authentication
E--P_assword

- RSA SecurlD

- G5SAPI [ Kerberos V
i~ Credential Cache

. Active Directory Acc
- SFTP Directories
- Mapped Drives

- Post Transfer Actions
=J- Access Control
- Client Host Access C

- Reflection Gateway User |

Group Access Contrg »

.

A Public Key

\ Y /

Public key authentication
® allow
() Require

O peny

Public key storage
User key directory:
Authorization file name:
Size

Public key minimum length (bits):

Public key maximum length (bits):

Retries
Mumber of public key attempts:

|%D¥.ssh2

| authorization

5192

INPHBERAEIC £ D 2 — VREGEZ EBLT 5 72O DY —MAlER

# Public key authentication

[Allow] &R :

IIA T hEDORITLT— g URFIC

n:u ﬁiEjijZIjJ—g—h
[Require] iEIR :

SSHY— X7 F 472 bl XL Ca— 'H_uuquk L/VC/\F’%%WUD.[E%%* Li'@‘ L ‘H-ulu\n E‘ij]
"Require” & L CHER IN L2 THRAEFRITKINTEILERH Y 7,

DT,
[Deny] iR :

XEZ LET,

SSH ‘*)‘_/*‘#TE'/TT%@%wnEjiEQODfﬁ*ﬁk L TR
BERREAFEE L9, &I, Ty o— a U CIRES NIRRT X0 2 b owFhon
:L”_"'j_n»unEZ))Ekjngf 30 i'ﬁ"

L ‘H-Fllb‘FJIEk L(/\F%%P‘h‘ﬂﬁ%fi% L/fccl/\é: /\,:._E’VC:“?‘O
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# Public key storage

[User key directory:]
NPBERRRECHEH T 2 2 — VO BREGABRBOFIET + L7 NI ARELET,
INATHEBRET 20, NE—2 AU 27 (%7, "%, "%u”, "%U”) Z A H F[RE T,
7 7 4V M& %DY. ssh2 (Windows =—H 7w 7 7 A )L FD”. ssh2” 7 + /%) TH,
YD —H T T AN T F A
“UH =R AT LK
c%u =W u s A 4
c U RAA v —Wnr A4 (domain. username DEF)
[Authorization file name:]
BERNBSET 7 AN EH VA RNT v T LB T 7 A NAERELET,
7 7 /v MAFRE “authorization” 7 7 A /L TT,

# Size

[Public key minimum length (bits) :]

R ATRE e AR O R/ Oy NEZHEL ET,
#PHIZ 512~8192 T, T 74V k 512 (v hE) T,
[Public key maximum length (bits):]

AR AREBORREOE Yy FREZBELET,
HiPHIT 512~8192 T, F 74/ k 8192 (£ v M) T,

# Retries

[Number of public key attempts:]
INBRSERRRE & Fl W T e S L ALBRIZ BT L 7 T A4 7 FINICHER SN BB T 555813, 7
FTA TV MI—DHOREREN D2 — VPRIV T D £ CHARIRE E A > CRRAERTT
VIR LET, RFEET, V—MUTZORITREUCHIRZMZ 272 DIT/FEL E T,
T 74N T 100 T, CIERERNICEER NI O ITHEBENCITM Y < REREL LEL
oo )
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4.2.14 [Certificates] FxXFEEE

File View Action Help
EIEEEIRLIE

[ Stawus | Identty | Configuration |

= Restore pane defaults

{7}

- General A {{#} Certificates

- Metwork

- PErmissions
[=I-Logging PKI servers
Event Logging
Debug Logging
. Audit Logging
[=1- Encryption

Lo Key Exchange
(=) Authentication

EI Password

Enabled Server Port
vl localhost 18081

PKI server: |Iomlhost

& . 18081
RSA SecurID EE |

GSSAPI [ Kerberos V |
i~ Credential Cache
.. Active Directory Acc PKI server public key

Retrieve public key

- SFTP Directories Public key file: C:¥ProgramData¥Micro Focus¥ReflectionPKI¥config¥pki_key.pub | f
- Mapped Drives -
- Reflection Gateway User |
- Pogt Transfer Actions Key comment: |'2048 RSA, SYSTEM@WIN-VLP40VDF24L, Fri Jul 29 11:52:46 2016
[=I- Access Control
Client Host Access C. SHA1 fingerprint: |Jcimev-asir-badeh-bebal-lanef—rids-puzec-gynam-dnes—Fopemﬂruxex

Group Access Contrg »
' MD5 fingerprint: |10:14:6F:Qa:af:@:49:k:ﬁa:bG:d?:F?:?’c:Zd:15:2c

| [ cancel

2 —YERAEE U CREERAE A 12D DR EEX LET,

RSIT Windows H— (&, SMBFRRER &dEHE U CREIFRIEZ KRBT S 72012, itk A 7 v a Ll
HEL > TReflection PKI Services Manager | (fE{H) %ﬁJjI\L“C@JﬁELiT REREIZT, D
lReflection PKI Services Manager] & OEEEEEDTZHDIEEL LEJ, ( [Reflection PKI
Services Manager| DFEAIIHOWTIE, EX~==2T7 L EZSHMLTTE, )

B A M PRI BRER EEL D 7= O 285D TReflection PKI Services Manager| fEE & AIRE T,

# PKI Servers

[Server:]

S35 “Reflection PKI Services Manager” 7R~ L E T,

7 7 4/ N C “localhost” (= RSIT Windows H—/NEfAl—H— N) BEEIHTWET,
[Port:]

"Reflection PKI Services Manager” ML T 54— MESE#HEELET,

77 4V~ 18081 AR — F T,
[Add]/ [Edit]/ [RemovelR#% >

[PKI Configuration] 3 M 2 " FriliB "/ "fwL”/ " BlkR" 4 "R % - TT,
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[Launch PKI Services Manager] % >
[A]l—H—/3PNIZ"Reflection PKI Services Manager” Z3FAET DEFA RN/ # 2 T, "Reflection
PKI Services Manager” FXEHH ZELEIE R L E T,

# [PKI configuration]¥4 7RSI Ry R
[PKI server:]
BHESE"Reflection PKI Services Manager” ZIREL E7,
7 7 # /L & “localhost” T, BIY— MEERHT, TORA MNP T FLVRAZIEELET,
[Port:]
"Reflection PKI Services Manager” b6 AR — FEEEZHELET,
[Retrieve public key] K% >
“Reflection PKI Services Manager” FBFEFHZAS A MEDEV ALMRIER ¥ T,
[Verify Connection] "% >
"Reflection PKI Services Manager” & D% iR 3 2 EMEMRARN Z - T1,
# PKI Server Public key
[Public key file:]
"Reflection PKI Services Manager” 7RA MMED T 7 A L EfRE L £T,
A=~ il VA =V LIeE, 774V 7 7 A VRERRINET,
[Key comment:]
"Reflection PKI Services Manager” RA MED XY FARERRLET,
[SHA1 fingerprint:]
"Reflection PKI Services Manager” 7R A D SHAL Ny ¥ a2 BIC I A A v E—UF APV x
A b (=fingerprint) ZFRLET,
[MD5 fingerprint:]
“Reflection PKI Services Manager” "R A MEDOMIS Ny Y 2BHIC LI A2 A v E—UF 4 V2R
k (=fingerprint) ZF/rL£9,
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4.2.15 [RSA SecurID] HZFEEM®

File View Action Help

EIEEEIRLIE

[ Stawus | Identty | Configuration |

32 Bestore pane defaults @)

- Generd By RSASecurlD |

- Metwork
- Permissions RSA SecurID authentication
=|- Logging

Event Logging
Debug Logging Agent path:
- Audit Logging
& Enaryption O Allow

i Key Exchange =

=1~ Authentication () Require
EI Password ® Deny

RSA SecurID authentication runs through keyboard-interactive authentication.

C:¥Program Files¥Common Files¥RSA Shared¥#Auth APT | | Browse. ..

E| Public Key Retries

E Certlﬁmtes Mumber of authentication attempts:
SSAPL IKerberos Wi Delaw bebween tries (seconds):

i~ Credential Cache
. Active Directory Acc
- SFTP Directories
- Mapped Drives
- Reflection Gateway User |
- Post Transfer Actions

-~ Access Control

- Client Host Access C
Group Access Contrg »

RSA SecurID & OH#EIZ L 22—V HIFAZERHT L0 DORELXZ LET,

RSA SecurlD ZfEHT 2792, F—~3 2 WNIC RSA SecurlD OBEERTENIELLS SN TWBE 4
B F9,
GREWE FIc5 itk X 912) . RSA SecurlD ZFIH L7 —HIEE, $—FR— KA %

—T 077 4 7R BE L TIITESNET, (RL Z D6 [Password] 3R E B H 2351 5 "Password
authentication using keyboard interactive” D¥gEDHEITIZ T £ Ay )
74T v M, 2 —HRIEFEE LTxX—R— R N ¥ —F 77 4 TRIEHREICEHMLE
N £,
A
074 ya—R, a—a—FnVindows KA A a2—H L UTHELRWGAIL., FGE
IERBL £,
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# RSA SecurID authentication

[Agent path]

RSA Authentication Agent MFAET D7 4 VA /NAZIBEEL LT,
EEAHRNIZEEAT 25 [Browse| R ¥ v &7V » 7 L TRIVEE L E T,

{Allow, Require, Deny} MHERLET, 7 74/ ML "Deny” TT,

[AlTow] ZEiR :
JIAT MDY= 3 VI SSH Y — SRR D HRERE T RO & L THRE
LET, BT, FIvm=—2a U TRESNLERIES XD 5 HOWNT N FEIERTI T
(X —PFREREN T & 72 0 F37,

[Require] ZEiR :
SSH =R 7 F 47 v MK L Ca—PGRGEE LTER L ET, 22— FRIALN D7 DITIE
“Require” & L CER SN THIESFRITHID T 2 0EN H Y £,

[Deny] #iR :
2 —HWFEAEE L C RSA SecurID @BREZfEH LiaWEE T,

# Retries

[Number of password attempts]

— B OB ER IR U T — PG & RT3 TR A E L £,
T 7 /v b OEEIE 3 [ETY,

[Delay between tries (seconds)]
KIRIZHANE RO T a7 N eFordT sREEEE CRELET,
77 4V FORIRIX 2 B TT,
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4.2.16 [GSSAPI/Kerberos V5] EX5E[E @

File View Action Help
B

Status | Iderty | Configuiation |

32 Bestore pane defaults @)

- Generd BNCS) GSSAPI/KerberosV6 |

- Metwork
- Permissions GSSAPI authentication
-Logging

i--Event Logging O allow

-+ Debug Logging () Require

- Audit Logging
-1 Encryption ® Deny
‘- Key Exchange
|- Authentication
[=I-Passward

Credenhal Cache
. Active Directory Acc
- SFTP Directories
- Mapped Drives
- Reflection Gateway User |
- Post Transfer Actions
-~ Access Control
- Client Host Access C
Group Access Contrg »

GSSAPI (Generic Security Service API) #Z U 7~ Kerberos V5 Z = —W3EEE L THEHT 5 H
PHRELET,

{Allow, Require. Deny} MHBIR L FT, T 74/ b "Deny” T,
[Allow] &R :
JIA T DRI = g VT SSH B — "0MEIRT DM FRRGE T oA & L CHRE

Li‘?’ ‘ﬁ%ﬁ’] . Z Iy T— g /T&Eénﬁ_n:unﬁji_to) I HDOWT IV FREERL T T
X — 'H_n'u\pEzJ)JﬂZyJ /AU ij——

[Require] =FEiR :
SSH —R"N T 47T MK L TCr— —H-RAL‘DIE(E LTE* Li'@“ :L‘_‘"j_n:unEEJZJjJ@fx_
"Require” & L CERIN-ETRAESFRNUTKITHLENH Y 97,

[Deny] ;#iR :
a—Y AL L U T Kerberos V5 FREFAfHH L72WRE T,
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4.2.17 [Credential Cashe] ZEEE
A Reflection for Secure IT Server \L‘i-

File View Action Help
EIEEEIRLIE

[ Stawus | Identty | Configuration |

= Restore pane defaults @)

-~ General o~ [{:} Credential Cache

- Metwork

- Permissions Store user credentials in the secure cache for gaining access to network resources.

[+ Record passwords in the cache when users log in

Use cached passwords to give users access to domain resources

Cache contents

; 5----KeyExd13nge | Filters... || Refresh || Export...
=] A_thenﬁmﬁon
[=I-Passward

Current filter: All credentials

-

ublic Key User Last used Allowed uses

. Certificates WIN-VLP40VDF 241¥ADMIN 2 hours ago Cached passwords, SFTF directories / Mapped
SA SecurlD

SSAPI [ Kerberos V
ctive Directory Acc
- SFTP Directories

- Mapped Drives

- Reflection Gateway User |
- Post Transfer Actions

[=I- Access Control < m >
‘... Client Host Access €

roup Access Contrg « Add... | | Edit...

| | Remove
< m ¥

7 T7AT 2 I BERIT DB SSH Y — DD Ry NI =T U Y —RIZT 7B AT H AL

BWC, Xy NU—F U Y —=ZA~DT 7RV AFEIEZ 7 T4 T > b O2—YFRIEE SRS OFEFEE

WEfE o WA, AREEmZEWEELET, ERFRIT. B LRFESNET,

Ry =2 VY —=A~DT 7 & ARG WAL 241>

(DWindows R A A 2 —HREEFERFEIC, 7 74T b O2—HGRIAET/NA T — RIFHMAT
DED7ZRVY ABRSERERE, FEIEFREE, SecurlD FRFED S G

(2) [SFTP Directories] X EEE “SFTP accessible directories” &% NU—27 FEDOF 4 L7
NI ZEFRL, TZ~DT 7 ERAZY 74T O —FRGEERUIN OFRAEE R A 5 56

(3) [Mapped Drives] REMEICTCER LAY NV—2 RIALT~DT 7 AFFEE LT, 77
A7 v b O —FRIEE WA OFEFEE R & 5 He

[Record credentials in the cache when users log in]

BIRAZRFIC, Ry NT—27 U Y —=RAT 7 B RCHBEIRNAT — FA N2 —FIZER L, AN
SN HICENERFRELET,
[Use credentials in the cache for authentication]

BPH BRI B ERIRAE SN AR 2 2 — VPRBGEE R D 2 5 A 1R Y U —27 U Y — A
DOFFEITAEM L ET
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# Cache contents
[Filters] K2 >
[Filters]# A 7 v VR y 7 ZAeFornd 2 RAZ - TH,
[Refresh] K% >
Cache contents fONEAEEHTLHHRZ L TT,
[Export] R%& >
BERRAT SN — PG M Z csv 7 7 A VBT 7 AR — F LET, SAT— FIEERSL,
[Current filter]
[Filters] ¥ A 70 /Ry 7 A L TREINIFMNEZ Y A FTRRLET,

Filters - Add/Edit Credential -

Select filters to show only certain accounts in the list.

[Domain¥]user: | WIN-VLP40VDF 241% ADMIM |

; [before v | |2016/07/25 El~ Password: BesnsERsERREEES | Test
Allowed uses Last used: Fri Jul 29 16:02:34 2015
Cached passwords for dient access ireloe=s
SFTF directories and mapped drives Cached passwords for dient access
Active Directory access SFTP directories and mapped drives
Reflection Gateway user access 2 [ Active Directory access

|:| Reflection Gateway user access account

| oK | | Cancel | | Help

oK | | Cancel | | Help

# [Filters]#4 700Ky IR :
BERRAT STz 2 — PRBREF RO A S/ RRE A E L £,
[Last used]
Cache contents HIZERT D2 —WPRIALEROFRFMHLFELET,
# Allowed users

[Authentication], [Drive mapping and vitual directories], [Domain accessLast used] ®EiR

BIRARME L2 B LT, BT SN 2 — VRRREE R 2 aree & L £,

# [Add/Edit Credential]l¥ 4 7RIKRY IR :
2 — YRR A B D4R E i T,
[Domain¥user:]
EFET L —PEH A Domain¥user XL Computer £ Yuser DOFERTHE L E T,
[Password:]
RRAL—FONAT— REFELET,
[Test]h% v
7V w7 F 5T &T, FREL—VIBREEH 2 O AR 21TV E T
# Allowed users

[Authentication], [Drive mapping and vitual directories], [Domain access]EiR

BRAZME L2 B LT, BB RF S o2 —VRBGEF R 2 arae & L9,
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4.2.18 [Active Directory Access] &

ki
filt
E|
=)

) Reflection for Secure IT Server o] @ (==
File Wiew Action Help

HdE@&E&p &

Status | Identity | Configuration |

2 Bestore pane defaults )

- General - {{3} Active Directory Access

- Mebwark,
- Permissions Account for Active Directary access
=- L?gglng ) The server uses the specified account to obtain rights to browse and read user aktributes in Active
i Event Logging Direckary, IF no account is specified, the machine account is used.
- Diebug Logging
i Audit Logging Active Direckory access account:  MICROFOCUS, COMYMAME
[=)- Encryption 5
. LeKey Exchange Clear ] | Select account, ..

[=)- dwthentication
E| Password
C lepapIus
—I- Public Key
| i Certificates
R54 SecurlD
GS5AFI § Kerberos v
i Credential Cache
L Active Directory Aco
- SFTP Direckaries
- Mapped Drives
- Reflection Gateway Usst
- Post Transfer Actions
[=]- Access Control
- Client Host Access C
Group Access Conkre -
P T —

m

RSIT Windows #— 3% A L7t —/378 Active Directory RAA a3y hr—FZxF L THE

RELRTDERD T 7 & A1 (credential) ZfE L £7,

RAfva—FTrr AL, POTREREONTUNDOREICRET DLERDH Y £7,

1) —WERGEE LT, ABRSERGE. FEPIERGE. RSA SecurlD #2EE. RADIUS FRFEED VNI
ZfEH L, 723> [Credential Cashe] RIEZME L TNATV— ¥y v a2z LRngGE

2) RSIT Windows ¥ —/ 3 [Access Control]f%EIZC, Active Directory Z/L—=7 A L
oy TOMHREHEH L T DL 5E

3) RSIT Windows H— 3 [Group Configuration]iREIZ T, Active Directory Z /L—7
ANy TOFEREMA L T D56

FIREEIL, Active Directory RAA a3y hr—F ORENFICHEMFLET, LA

BIENRRE T, Mo/ AY — RIERZ 720 EA . RSIT Windows #—/3% Local System

THU Y NEfWT 72 ALET, Active Directory KAA a2y hr—F T, RY—10

Local System 747 MZ RAA o —HFRMEEHRY — NHERZF 5T, BICEL 2 —FIC

FFA & B Z I VRRER L COHLE, Active Directory RAA v ay hma—F &l W GEREHIE

HR 9" 2 —PRRER TR L £,
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[Active Directory access account]
BIE A7z Active Directory RAA L ay ha—=F3~OT7 7 EAT AT NaRRLET,
KR EDH A, Local System 7H 7 v hAMEA S E T,

[Clear]h% >
BRENRZ 7 VT LET,

[Select credentiall7R% >
[Select CredentiallZA 7 w7 Ry 7 A& ET, TOPT, BEff=—¥ Credential F
YV a ORNERFFRET 50, File— 2 RREEE L £,
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4.2.19 [SFTP Directories] ZFEEm

File View Action Help
FIEEELEITE

[ Stawus | Identty | Configuration |

= Restore pane defaults

{7}

- General - {‘#‘ SFTP Directories
o wes = e
- Metwork
- Permissions SFTP accessible directories
= Logging [w] Allow all

i--Event Logging
- Debug Loaging Allgw Virtual directory  Physical directory Account

L. Audit Logging [v] SFTP E:¥sftpiShu [Client user]
[v] Home %D [Client user]

. Authentication
[=I-Passward

E| Public Key

i leCertificates
SA SecurlD
SSAPI [ Kerberos V Add... | | Edit...
redential Cache

ctive Directory Acc
- Directories

- Mapped Drives |,|'SFI'P w
- Reflection Gateway User |
- Post Transfer Actions

- Access Control [ Connect to accessible directories when accessed, instead of at login time
-~ Client Host Access C [ Allow dients to request the physical path for accessible directories

- @Eroup Access Contrg «
: []5how owner and group in directory listings on network shares (slower)

| | Remove

User login directory

SFTP directory access

virtual directory: |SFI'P |

® Local or UNC directory: [Ex¥sfp¥%u | [ promse... |

(®) Use the dient user account to connect to this directory

() Use a spedfied account to connect to this directory (UNC paths only):

| || Select account. .. |

() Remote SFTP server: | | Configure... |

Permissions

[v] Browse
[v] Download
[+ Upload
[ Delete
[v] Rename

@ Some clients may require delete and rename permissions to upload.

[ o [ conce

ARBEBAICBNT, 7 74T hnbD SFTP BEW scp 77 BACRBIT DT 7B A=V
®3% OF7 7 B AFAEAOEE, @Qur/ A R—LT 47 NYDIEE #LET,
# [SFTP Accessible directories]
T AT A O BT 4 L7 B Y ZFLR L CHRE L E T, EEYIEREE T,
BAFEEE, [AddlARZ %2 U w7 L, Fx[Accessible Directory Settings] 5% & M 2> 5 Flf
EHAZANLET,
BERT A Directory IZxf L, "Allow il F = v 7 ~— 27T CTHR/ B [ 5I45 & "TRE T 7,
£ ElAllow all]BfEZ2fENTF = v 7 ~— 7 O—FEEEL WEE T,
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# [User login directory]
DA VA=A T 4LV MIERELET, IAX T A =a—IZFKRT D Virtual
directory” AN HRIFEE L ET, 7 741 ME. “/Home” T,

[Connect to accesible directories when accessed, instead of at login time]
FXIE L72"SFTP accessible directories”SE&a Wi+ 244 I v V& BELET,
F v 7 FUREEDR) (77 40 M)id, v 7 A B ORE R TITARRE directory & NHRHEE
PN, FEERICHER R SRRk L £ 47,
F v 7 AT (B (X, 1 7 A BB TaXkdk directory ZPIEMERE L £9, ARk
directory ZSHIHIZZ WVRERIZREE R EE DG G 7 A BT T 258038 5 D T
ENNETT,
[Al'low clients to request the physical path for accesible directories]
AREFTZ V=T 0 MEGESN TOEREAD, [Reflection Gateway Users] %€ B filRIR,
RSIT Windows $—/MZIZBAFRZRVEREHE TF, EHE WMELEELAOTEHRLTFSU,
[Show owner and group in directory listings on network shares (slower)]
sftp 7 747 b 1s -1 ax v R i/ — T A FRMEREE LET,

REEF =747 (B (T 7+ MIREL., 7>O7SFIP accessible directories” 8 EMH
?”Physical directory”¥8 &2 UNC RARFLDLGAIZBY . TR TFDO 77 AN/T 4 L7
DETARE/ 7 N—T7 2 fE i BAFERE U WElEAAR T,

VAT DERIC L o T, HRLERDIBFAE/ 7N —THDOERGICERHEZEL, avy
RBGRAMESG SR < 72 0 | FERAVIC sftp PR REDEL 725 D& BT 2 72 DI T £ Lz,

# [Accessible Directory Settings]#4 7Q4dHRvy4o R:
# [SFTP directory access]

[Vitual directory]
AT o V7 MVICHRIBAMERRELE T 7 747 > b RICRHICER BT 4 L2 B UAL
BEIIA AT TERRINET,
[Local or UNC directory]
0 —HNVORRER LT 4 V7 N Bt SATIRET 200 F 7+ VX ORER LT 1 v
7 PV ZUINCKRRLTHELET, (H, Xy MYV —2 FIA TIIRFIETT, )
[Browse] W& U BBRIEET 52 L b ARETT,
FBELIZ, NF =X R Y 7 (%7, TR, %", “%U”) A AE I RTRE T,
YD =Y T AT F IR cUH : =R — AT A
c%u —HFa s 4 WU KA A a—H% oA 4% (domain. username DER)

# [SFTP directory access]
€ Directory f:IZ, 7X—= v 3 > {Browse, Download, Upload, Delete, Rename} Z{ERBIIZ+5

T
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4.2.20 [Mapped Drives] ZEIEE

File View Action Help
HEEE D EID

[ Stawus | Identty | Configuration |

32 Bestore pane defaults @)

e BE o Meooed Drives

- Metwork
- Permissions Mapped drives for use in terminal sessions
=~ Logging
i Event Logging
- Debug Logging Drive * Network path Account
. Audit Logging z: ¥¥computer¥sharename EMZ-WS12R 2¥ADMIN
[=- Encryption
Key Exchange
[=I- Authentication

(- Password

. -RADIUS

- Public Key

- Certificates
RSA SecurlD
GSSAPI [ Kerberos V

i Credential Cache

. Active Directory Acc
- SFTP Directories
& apped Drives |
- Reflection Gateway User |
- Post Transfer Actions
[=I- Access Control
- Client Host Access C
Group Access Contrg »

Edit... | | Remave

ABEEMMEIZBWNC, Ry NIV—FV RIA T2V ETEREL, 27AT L ML DH—IF
NG T 7 ZARes LET,
# Mapped drives for use in terminal sessinons ##&
[Drivel
YT ENTE R TIA T T ERRLET,
[Network path]
vy BT ENTERy T =T X% UINCEARTERLET,
[Account]
Bk LTSRS M T 7 B AL/ TV a2 — PR ER R LET,
[Client user] EHRR L TWAEEIT, 77 B A=Y REHT HRGEHERE BN ET,
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Mapped Drive Settings -
Mapping

Drive:

Network path: |¥¥compuher¥sharename

| Browse...

(for example: ¥¥computer¥sharename)

Account for mapped drive access
(2 Use the dient user account to connect to this mapped drive

(®) Use a spedified account to connect to this mapped drive:

EN2-WS 12R Z¥ADMIN | [ Selectaccount... |
| OK | | Cancel | | Help |
Select Account -

Add/Edit Credential -
Select an account to be used.

[Domain¥]user: | EM2-WS 12RZ¥ADMIN |

Password: |oooooo.. | Test
Current filter: Only SFTP directories and mapped drives
Last used: Mever
ENZ-WS12R2¥ADMIN add... Allo_wed uses
= vl

SFTP directories and mapped drives
Remove I:‘ Active Directory access
|:| Reflection Gateway user access account
oK | | Cancel | | Help
oK Cancel | | Help

# [Mapped Drives Settings]# 4 7RA45HRvH X:
# Mapping

[Drive:]

TNET A= a—TRRTHRENLEDO RTA THANOHEIRLET,
[Network path:]

EFRT DRy FT—I 2% INCEXTHRELET, Wl : ¥computername¥path¥folder)
HE#ANT D0, [Browsel "X 7 Vw7 Ok, [7HNVF O] EHZB/EL GRIRLET,

# Account for mapped drive access
[Use the client user account to connect to this mapped drivel
BIREE (T 7 4V 8 7 TA T > =R —RiERE2HWT 7 ¥ 2 exy N U—7
INASDT 7 A B ORAEEZ T £,

[Use a specified account to connect to this mapped drive:]

BINEF, XAy NPT =7 R2ANE, 22 CERT DT I U FENRRT—RE[HNT 7

T AL E9, [Select account] R Z %7 U w7 L. [Select Account] % E MM % Fe/rx L7 T,
o — PRI WA B ER LT

[Select Account]EX E MM L [Add], [Edit] A& R/EIZT

. ¥|Z[Add/Edit Credential 3% E
EHERR L, Hx O—VRGEERE BEERLET,
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4.2.21 [Reflection Gateway Users] EXEEImE

File View Action Help

EIEEEIRLIE

[ Stawus | Identty | Configuration |

32 Bestore pane defaults @)

- General :"{{#, Reflection Gateway Users

- Metwork

-~ Permissions [] Allow access to Reflection Gateway users

~I-Logging

i--Event Logging
- Debug Logging Restrict Reflection Gateway users to file transfer sessions
- Audit Logging

(- Encryption Gakeway Administrakor hosk: ||0‘3"'105t

- Key Exchange Gaat Adrninistrat b (9190
- Authentication ateway Administrator port:

[=I-Passward

Allow server access to Reflection Gateway users only

Reflection Gateway user access account

- Public Key Select an account For Reflection Gateway users to run as, The permissions available to Reflection
© i Certificates Gateway users are determined by the selected account,
-RSA SecurlD (®) Service account
- GSSAPI [ Kerberos V
- Credential Cache ') User account | | Select account. ..
- Active Directory Accy
- SFTP Directories

- Mapped Drives The Reflection base path determines where files will be stored For Reflection Gateway users, Itis only
used when the Reflection Proxy is selected as the transfer site file server in Reflection Gateway

- Post Transfer Achons Administrator,

=|- Access Control Reflection base path: | Ci¥ProgramData¥Micro Focus¥RSecureServer¥Reflectioni | | Browse... |
-Client Host Access C

i+ Group Access Contre v

[ ]

Activate and verify | | Launch Gateway Administrator |

AREEMBIAEIL, RSIT Windows ¥ — DA, BEEAEN 7 L—T 7 b LESLSHTOET,

i

ARFREMHE L, Micro Focus #1 BIHLE Reflection Gateway (2 £415 SSH H— kg% E HIC
fFohET,

Reflection Gateway SSH V— SfHE & RSIT Windows Hr—/N& Z 3@k L TN 5 72 O I ASTH [ A
AATWET,
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4.2.22 [Post Transfer Actions] %FEIEmE

File View Action Help
d | B

[ Stawus | Identty | Configuration |

32 Bestore pane defaults @)

-~ General o~ {{#} Post Transfer Actions

- Metwork

- Permissions Maximum concurrent post transfer processes:
[=-Logging

i--Event Logging
Debug Logging
- Audit Logging Enabled  Filter Command
El-Eneryption ] E:d¥sfipis, = C:¥_wkéscript_1.bat
i L-Key Exchange
(=) Authentication

EI Password

Actions for file uploads

- Public Key

i leCertificates

- RSA SecurlD

- G5SAPI [ Kerberos V
i~ Credential Cache

. Active Directory Acc
- SFTP Directories
- Mapped Drives
- Reflection Gateway User |
™ Post Transfer Actions
[=I- Access Control
- Client Host Access C
Group Access Contrg »

Edit... | | Remave

"Post Transfer Actions” (X, 77 A VZIEWZERHI T ORI HIE L, FMEEERHTEE =
~ U N BT O T, AREHENS, ZORERMGE a v FEEELET,
[Maximum concurrent post transfer processes]

ELE)ATREZR =~ > RORIRFENME LIREZFEE L ET, 7 7 4/ 87507, B0 I XHEHIBR D&,

# Action for file uploads

[Enabled]
BEkE A Filter, Command FEEWNEIZX L, F= v/ ~—2ICL 0 ER/ BB ELET,
[Filter]

77 A NVEAGHOD 3~ MBS T,

[Command]

AR REITT 7 ANRNy F 7 7 A N a N A THREL LT,

[Post Transfer Action Settings]ZA 7 7Ry 7 AMH AN, RELET,
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Post Transfer Action Settings -

File filter: | E:¥¥sfipi¥y = | Browse. ..

A case insensitive regular expression that will match the file path on the server.

Examples: .* . *¥.pdf C:¥¥folder¥¥,=
Program: | C:¥_wii¥script_L.bat | Browse. ..

This program will run with administrative privileges.
Arguments: | SFILE_SIZES EFILE_HASHS | Tokens

| oK | | Cancel | | Help |

# [Post Transfer Action Settings]#4 7RI KRy X!
[Add], [Edit]ARZ O FICE Y AEM & 2R UFBER, WELET,
[File filter]
T 7 ANZIERO A~ FEEREZ ERRBEAMEWEE L £,
() - FEE 7 ANV FICZIE, FEAHD T 7 A NV a2 %25, ZIERERIICES) %)
T ANENLEERET D5 E . [Browse] RZ VB BIFEEFRETT, TOHEAIL, FHELT +
IWHEINALZDRTRT 7 A0 (¥ %) NERKRIUC I BEIICA D ShE§,
IRART 7 A NG ZFANNT 256 KO0 5" Y IR "I ERRIOA Z Xy 7 7 2T
TOT, AT —TFY EZBML, "W, "V ERER L ET,

[Program]
Oy RETFT T 7 A NNy F T 57 A LB SATHEE L ET, [Browse] R & L BIRINIEE
ARETTT,

a~vr K7 ar 7 AOFETHERIL, RSIT h— Y —bERLFE—DT7 v MERTT,
[Arguments]

M= UHREICEY RoFT7ANVRT YT MG EESTZ LN TEET,
[Tokens] RZ VEMT L, AT A=ma—NLEIRLET,

k=2 P2 i

CLIENT_IP Bt s 9A T RN IPT FLA 192.168. 2. 123

DATE 77 ANZIED BAF 2014/11/07

FILENAME ZAET 7 A VAR myfile. txt

FILE_HASH 157 7 A D SHA-1 7~ 3 = f | 8439¢bbf04f2b10acd32844ee0983bd1
be3175d3

FILE_PATH ZAET FNK DIRA E:¥sftp¥ichiro

FILE_SIZE ZAZ57 7 A4 L DFEE Byte) 7326

FULL_PATH BT 7 ANLHET /A E:¥sftp¥ichiro¥myfile. txt

INITIATOR_USERID | =—H#% mydomain¥ichiro

TIME 7 7 A IVZAE DREZ 14:26:59

TIMEZONE Y= RDH A LY — +0900
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4.2.23 [Access Control] SZFHEm

File View Action Help

HEEE P ED

[ Stawus | Identty | Configuration |

{7}

- General i{{#} Access Control

- Metwork
- Permissions Access control
- Logging
Event Logging ‘fou can customize user access based on dient hosts, groups, and users.
Debug Logging
. Audit Logging
-1 Encryption
Key Exchange
- Authentication
(- Password
E| Public Key
i leCertificates
--RSA SecurID
.- GSSAPI [ Kerberos V.
i~ Credential Cache
. Active Directory Acc
- SFTP Directories
- Mapped Drives
- Reflection Gateway User |
- Post Transfer Actions
=R Access Control
- Client Host Access C
Group Access Contrg »

[Access Control] BEL LT, 3 20BLEMNGT 7 & Al GFrl/HEGTEE) Z 8 EFRE T,
(D [Client Host Access Control] : 7 Z A4 7 NEN.TIRE
@ [Group Access Control] : 7 /L— 7 HAr CTIRE
® [User Access Control] : = —EN. CTIEE

KRE & B [Add], [Edit] RE DO XATRI Ry 7 AR, AIRELET,

I AT VN TN—T /2= FORENE & O—BCHEITIERZ BNV EIE LET,

FRENRITROBANZTEVIEHA S x5,

) 7747y FRALOERZHAE T 25013, 70— T RAL/ A — FEALOEERNBIT 10D
SFTT 7 AL SNET,

2) 747 FRALOEGR IS LRWEGEA . RISV A O FE i (BB O FF R e E
WFETDMNE D DEMHRLET,

2a) EBIOFFRAIIRENELFELRWEEIE, 77 B RAEHFSINET,

2b) WD DR E B TR O TR TR EPMEAET DIH L. T O AR E SR A
L7RWRY . 778 A THEGR I ET,
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4.2.24 [Client Host Access Control] SR FEEm

File View Action Help
EIEEEIRLIE

[ Stawus | Identty | Configuration |

= Restore pane defaults

{7}

{{#} Client Host Access Control

- General z"
- Metwork

. Permissi
o Lermilssmns Client host Type Access
ogg na . microfocus¥.com Domain Name Allow
Event Logging .
"--Debug Logaing 192¥,168%.0.. IP address Allow
- Audit Logging
EI Encrypﬁon
;  iKeyExchange Client Host Access Cantral
[=I- Authentication
=N - ‘fou can use regular expressions to spedify either the fully qualified computer name of
[=]- Password = : L Llli=
F the dlient computer or IP address. Characters that have a spedal meaning in regular
P RADILS expressions must be preceded with a backslash (¥).
B- Pyblic Key
i e Certificates

-RSA SecurlD O Fully qualified domain name |

-~ GSSAPI [ Kerberos V

- Credential Cache | 1924.168%.0..%
. Active Directory Acc

- SFTP Directories

- Mapped Drives

- Reflection Gateway User |

- Post Transfer Actions

[=I- Access Control

(® Allow connect () Deny connect

Remove

7747 v NBALTOT 7 & A Grel/fES+E) #fEL £ 7.

[Add], [Edit] A& &7 Vw7 L, XA T TRy 7 A0bATRELET,

BEIZ., FAALUANIPT RLAIZTIRELET,

FLIR N O —BCHE I IERRBHANE N FE 3, KUV S "(Ry MIZERARBEOA X X+ F
7 ETETOT, TR —7LF Y EBML, Y. LB LET,
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4.2.25 [Group Access Control] = EEME

File View Action Help
FIEEELEITE
|

Status | Iderty | Configuiation |

= Restore pane defaults

{7}

- Netwark ~ {#} Group Access Control

-~ Permissions
[=I-Logaing

i Event Logging
Debug Logging
- Audit Logging
[=]- Encryption

Key Exchange
- Authentication

(- Passward
- ‘You can use regular expressions to spedify group name. Spedial characters in regular

expressions must be preceded with a backslash (¥). You can use a forward slash () as a
delimiter between domain and group names.

Group Access
NetIQ¥¥Tokyo Allow
Microfocus/Seatte Allow

Group Access Control

RSA SecurlD Examples: admin, * or domain/group
- GSSAPI [ Kerberas v
i Credential Cache

Group name(s):

L. Active Directary Acol |NetIQ¥¥Tokyo
SFTR DIrECFOrIES ® Allow connect ) Deny connect
- Mapped Drives
--Reflection Gateway Usel

- Post Transfer Actions
[=I- Access Control
- Client Host Access C

Add... || Edit... || Remowve |

TN—TZIREIC LY T 7 AGIE GF A /AESHEE) 2 E L £

[Add], [Edit] RE %27 Vv 7 L, XA TRT Ry 7 A6 ATRELET,

Windows Active Directory KA A DI N—TZIBEDOEXIL, LFO@EY TI,

D QRAAL K/ TN—T4 QRAAL YW ITN—T% OWTILL ARETT,

2) IN—THICAR=2 & Gga1E, "L 17 (Rdvo 2) THA LT,
bl
LR O —BCHIE IR IR R BURANCRE N £,
RAAL K I N—T% OFELNTH —ARIET 25808200 TTN, ALXry 7745 7. (K8
v 87 EREN, WITERAER O —CFHRNICR Y F7, KoT, . (Fy M) O E%:
B SCFICEE A TR E AT L2 L1220 £,

_52_



4.2.26 [User Access Control] X EM

File View Action Help
FIEEELEITE
|

Status | Iderty | Configuiation |

32 Bestore pane defaults @)

- Netwark ~ {{#} User Access Control

-~ Permissions
[=I-Logaing

i Event Logging
Debug Logging
i Audit Logging
[=]- Encryption

Key Exchange
= Authentication User Access Cantrol
[=1- Password
H. ‘fou can use regular expressions to specify user name. Spedal characters in regular

expressions must be preceded with a backslash (¥). You can use a forward slash () as a
delimiter between domain and user names.

User Access
NetIQ,Ichira Allow

RS54 SecurlD Examples: username. * or domain user
i GSSAPI [ Kerberos V
- Credential Cache

. Active Directory Aco
- SFTP Directories
- Mapped Drives
--Reflection Gateway Usel
- Post Transfer Actions
[=]- Access Control
- Client Host Access C
i+~ Group Access Contre
¥ ser Access Control B9 dd... | |

User name(s):
[Netig/1chio

(®) Allow connect O peny connect

Edit... || Remowve |

2—YPHIEEIZ LY 7 7 & 2K Grel AESHE) 2 ELET,
[Add], [Edit] RE %27 Vv 7 L, XA TRT Ry 7 A6 ATRELET,
RAA va—PRIEOERNIT, O RAL 4 /2—FH QNAL A2 —H4 OnThd
AIRETTT,
D
LR O —BeHIE IR IR R BURANCRE VN £,
NAA 4, a2—F4 OFEXTHL—REET 2580 Z 0O TTR, A¥XFry 774 7. (K
v 87 EREN, WITERAER O —CFHRNICRV ET, KoT, . (Fy M) O E%:
B SCFICEE WA TR E B RETHZ LT £,
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4.2.27 [Subconfigration] EXFIEmE

File View Action Help
HEEE D EID

[ Stawus | Identty | Configuration |

{7}

[ Debugonorg o

i Audit Logging
E| EUUWﬁOH Subconfiguration
i b-Key Exchange
=) Authentication You can use subconfigurations to spedify custom settings for particular dient hosts, groups, and users.

[=I- Password

RSA SecurID
GSSAPI [ Kerberos V
i~ Credential Cache
i Active Directory Acc
- 5FTP Directories
- Mapped Drives
- Reflection Gateway Usel
- Post Transfer Actions
=] Access Control
‘... Client Host Access C
Group Access Contr
User Access Control
Client Host Configur
i-- Group Configuration
o User Configuration v

INETOREAFITEA L AA@AICEA SET, 2L, 7747 b (Client
Host Configuration) /2 /L —=7 (Group Configuration) /=— (User Configuration) {ERBIZH
7 a7 4 ¥ =2 b — 3 (Subconfiguration) ZFE L. HLEZRENE LV SEILOFEEMN A EE
T,

RSIT Windows H—/N|Z, IRDIARL TRENBT Z LA BN OFHHAANVTENEFE EEXLET,

OIEEE = @ Client Host fEBIERE = @ Group HBIERE = @ User fHRBIERE
X o THRHEMIZIE, @>@>@>D DOESNEMIC CRRENE DN EH S E T,
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4.2.28 [Client Host Configration] EX*EEIM

File View Action Help
FIEEELEITE
|

Status | Iderty | Configuiation |

= Restore pane defaults

{7}

-~ Debug Logging ~ {{#} Client Host Configuration

i Audit Logging

- Encrypt

o UE:Y (I;:mange Client host Type

= Authentication 192¢.168¥.0¢. 10 IP address
=l Password

guration)

eneral

{#} Client Host Configuration

- Permissions
[+ Encryption .
=) Authentication Client host
- Passward You can use regular expressions to spedfy either the fully qualified domain name of the

- RADIUS dient computer or IP address. Characters that have a special meaning in regular
expressions must be preceded with a backslash (¥).

GSSAPI [ Kerberc (O Fully qualified domain name | |
- SFTP Directories

.-Mapped Drives @ Client IP address | 1924, 168¥,0%, 10 |

REEMWN [Add]. [Edit] A% %27 VU w7 L, [Client Host Configuration] # A 7 1@ 7K v
I AxRR L, FEEZ 74T > b (Client Host) 12k L CHH@ERENA L 0 & w5 OERIE E &
LET,
IIAT U RELT RAAL VAN IP 7 RLRICTHRERIC, ZME Y RENAELRIRL, FH
i A8 U CANmRE LE T,
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4.2.29

File View Action Help

[Group Configration]

HEEE P ED

| Status I Identity

| Configuration |

= Restore pane defaults

{7}

... Audit Logging

Debug Logging ~

{#} Group Configuration

B EUUWﬁOH Group inheritance for SFTP Directories and Mapped Drives:
. Key .Eanange (®) LUse first applicable group
E- A:uihenhmhon () Use all applicable groups

[=I- Password

All other settings inherit from the first applicable group only.

Domain

Group type

Local

Group
Administrators
Seattle

-Certificates
RSA Securll

Domain Microfocus

wg#; Group Configuration

rmissions
-+ Authentication
EJ-Password

Group configuration

----- RADIUS
- Public Key Group type: |Dm_nair1 v |
- R5A SecurlD
- SFTP Directories Domain: |Microfoms |
i Mapped Drives
Group: |Seatﬂe |

REMMEWN [Add], [Edit] "&¥ %27 U w2 L. [Group Configuration] A 7 a /Ry 7 A%
TR, BEIN—7LIZk LTHBEREEAR LY bEELOMEIEEEZ LET,

TN—THEGERIC, FMEIVRENEZIERL, SHEEZH L TANRELET,
UAMIRROZN—T1T EATIZ EERE S E T, Move upl, [Move down] R & o THAEL £,
A—HIEHITIL—TICFHRT HHBED/RNCDONT :
a) R EMWH : “SFTP Directories”, “Mapped Drivers”
- “Use first applicable group”BiREF :
~U A MO THR ELORYS 7 V—TONEREHA S IVET,
- “Use all applicable groups”#iREs :
~UZX M YR N—TONEPEH SNES, AL TRletMaEtzhlE L ET,
@D"User login directory”if. U A hHg BN N—T DHENFIZHE D,
@ Inherit directories”,”Inherit drivers” ZIEBIREFIZIL. T DONRFILMHAET T,
@F—"Virtual directory” A#NER 726, VA M EALO T NV—TNEEZTEH,
b) X EWH : "Permissions”, “Authentication”

~HEIZU A FOP TR ENOBY 7 V—TONEN#EH S ET,
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4.2.

30

[User Configration] E&X7EEIME

File View Action Help

EIEEEIRLIE

Statuz

I Identity | Configuration |

= Restore pane defaults

{7}

=£

g

i-Debuglogging || {{:, User Configuration
i Audit Logging

EI-- Encryption
i iL-KeyExchange
L—_| Authentication

Domain
Ichiro Microfocus

Password

rmlssmns
- Authentication
- Password

User configuration

User

Local
i~ SFTP Directories Ok
‘... Mapped Drives (®) Domain ||""|in°1°00-|5 |

User name: |Id1iro

Group inheritance

Display groups

Primary group: |

Groups for SFTP Accessible Directories and Mapped Drives:

MWE AN [Add]. [Edit] A& %27 U w27 L, [User Configuration] A 7 a /Ry 7 A%
FRL, HEX—VLICK L COHEERENE LD b EELoOfEBEELZ LET,
WL PR ERIC EME VYR Em A SR L, O EHE 2@ U CANRELET,
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5. 8%

51 ERKEI/IL—IL

[Access Control] < [Post Transfer Actions]GfHEIZME T 5 EMRRBEAL —LZRLET,
S it B

LED 1 CFIT—E,

[ ] X7 T AEEEL, [ I THENRZLFEOTOWNThMNI—EK,
Bl 1%, [abe] 1% "a”,"b”, "¢ & —%k,

A LFHNDYeEE & —E,

- #gHAE R LET, BIIE, [0-911F 707 579" DIEE O LTI —3,

? ERTOH 7R E 0EIFEIT 1 E—E

Bl ziE, [0-91[0-9]? 1X "2" T 712" CTH —,
+ BT 7R E 1R E—, #l2E, [0-9]+ 1% "17R7137, "456" % 1Z—£L,
* ERiOYH 7L 0B E—#,

29, 42, *? Effi1 (2, +, %) OEZIZ?YZHEEL B F — & HilR,

(2, +, ®) BHOBZEITTE DT ZHEOLFIE BT HDITHAT, BEEIC
"V ERRE LTS AIXTE DR nIFA &

() () THATERNEZ 7 —7 1k,

¥, \ TR — T
$

|

ANILFHNDORE L —E,
BHRIE 2 XU | EAICENNIZE S ERRBLO W I —E

# ERARA:
1) [Post Transfer Actions]® Filter Seffi%, Perl IEMRIUESTHRANIIEV £ T,
FEAMIL, PRS- UEEZSRT I,
http://www.boost.org/doc/libs/1_44_0/libs/regex/doc/html/boost_regex/syntax/perl_syntax.html
2) [Access Control] ™¥i|7E (X, Basic Regular Expression (BRE) HESCHANZHEWF T,
Fio. TroAmERLb#EH I ET,

3 HLH
¥a, \a BT ([a-zA-20-9])
¥b, \b 228 ([ ¥¥eD)
¥e, \C EEET—F : ([azA-7))
¥d, \d 5 s —c - ([0-9])
¥h, \h 27 AR — 35 - ([0-9a—fA-F])
¥n, YN %47 0 (¥r| (¥r?%¥n))
¥q, \Q BUASCTS : (Y1) | (8 ¥ 1x¥)
Yw, \W FEEHT . ([a—zA-7]+)
¥z, \Z HH o ([0-91+)
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