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BB 2R LE T, EA~ T U WIZ Microsoft Visual C++ 2013 Redistributable Package
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ERICHEVY [Continue]l R% v %

(a) "Microsoft Visual C++ 2013 Redistributable Package (x64)” 23FHRIICIFELR2WIES

%

Install Micro Focus Reflection for Secure IT 8.2.1 Server (x64)

Before you install Micro Focus Reflection for Secure IT 8.2.1 Server (x64)
must be installed or removed.

Click Continue to install or remove these packages or click Cancel to exit|

Microsoft Visual C++ 2013
Redistributable (x64) - 12.0.30501
Setup Progress

Install : Microsoft Visual C++ 2013 Redistributable Package (x64)

Processing:  Microsoft Visual C++ 2013 x64 Minimum Runtime - 12.0.21005

e |

Cancel |

(b) “"Microsoft Visual C++ 2013 Redistributable Package (x64)”23EEICIEIET DA
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Install Micro Focus Reflection for Secure IT 8.2.1 Server (x64)
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(4) Software License Agreement (Y 7 b7 — 7 EFEERA0E) WO F T
NWRZERL, Ty r7~v—27 %A, [Continue] R¥ > %27V v 7 LET,

Read and Accept the Software License Terms

SOFTWARE LICENSE AGREEMENT |E|

Reflection for Secure IT 8.2 SP1 Server for Windows

IMPORTANT — READ CAREFULLY:

This constitutes a legal agreement ("Agreement”) between you (either an individual representing yourself, or a legal entity that you represent as
its employee or authorized agent) and Attachmate Corporation, a Micro Focus Company ("Licensor”) with respect to the software, together with
its included documentation, that you are receiving, accessing or installing, and that constitutes a whole or partial copy of a product named
above (the "Software”). Unless you have entered into a separate license agreement with Licensor, you accept and agree to be bound by this
Agreement by (i) selecting the "accept” or "yes"” option when an on-line process prompts you to accept this Agreement, or (i) by installing.
copying, downloading, accessing or otherwise using the Software. If you do not agree to the terms of this Agreement. Licensor is unwilling to
license the Software to you. In such event: (i) you may not install, access or copy the Software, and you should promptly destroy any whole or
partial copies of the Software in your possession; and (i) you may receive a full refund by contacting your Software vendor within 30 days from
your date of purchase to obtain instructions for retum.

The Software is protected by copyright laws and international copyright treaties, as well as other intellectual property laws and treaties. The
Software is licensed, not sold. Unless you have acquired the Software from Licensor or Licensor's agent on an evaluation basis, any license
granted by this Agreement relies on your license certificate(s) from Licensor, or your single-copy purchase documentation, identifying the
software product and version, license type, unit count, and licensed person or entity. No rights are conveyed to you by your mere possession of
a copy of this Agreement, the Software, or any access codes or keys enabling the Software. Any third-party software that is provided with the
Software and that is associated with a separate license agreement is licensed to you under the terms of that license agreement (Third Party
Terms”), as referenced from the *General Information™ section at the foot of this Agreement.

SOFTWARE LICENSE

Goriws | [ o

(5) A A S—=NAFHRDNT)
Z71E32oH0 ET, (BTRANTHLIERLS, EFICBEHLET, )
feiBts. [Install Now] R &7 U v 7 L, Jlc#ERET,
(5-1) [User Information] % 7% 6D AT)
BRBEREREATLET,

User Information ‘ File Location | Advanced |

Personalize your install

Full name: |Windows 14— |

Organization: | |

VPA: ‘ ‘

Optional: Please enter your VPA number here (volume license
users only; this number is printed on the VPA Certificate sent
to you by Micro Focus). Doing this enables us to service your
account guickly when you contact us.

Cancel




(5-2) [File Location] & ZHHEMNHDAT]
A VAN EERELET, T 740 ME, FNICERLTWDA A M=V TT,

User Information | File Location | Advanced |

Choose a file location

Micro Focus Reflection for Secure IT 8.2.1 Server (x64) will be installed on your computer. To install
this product in a different location, click Browse, and then select the location.

’C:¥Prog ram Files¥Micro Focus¥RSecureServer¥

Install Now | ‘ Cancel

(5-3) [Advanced] & Z'Hmim H D AT
AREMEANOKET, JKAZOEEE LET,

User Information | File Location | Advanced |

Choose the type of installation

(@ Install to this PC

() Create an Administrative install image on a server

Create a log file for this installation

Delete log file if install succeeds.

] [ Gare




(6) A v A F— VALER DHEITE R
BT O T, ROZETHHERZEZRTHET, LIELLFELET,

Please wait while the installer configures Micro Focus Reflection for Secure IT 8.2.1
Server (x64)

Copying new files
File: rsshap.dll, Directory: C:¥Windows¥System32¥, Size: 43040

Install Now | ‘ Cancel

() A A N—)V5E THEDER
A A M—=VIRET LE LTz, Windows 0S Z &) L £,
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EERTLETD, TOBROIEFBREOZ DI 0S OFEENISLHAEE 2D 7,

The Micro Focus Reflection for Secure IT 8.2.1 Server (x64) installer has completed the requested
actions

You must restart your computer for the configuration changes made to Micro Focus Reflection for Secure IT
8.2.1 Server (x64) to take effect.

Until you restart your computer, Micro Focus
Reflection for Secure IT 8.2.1 Server (x64) will be
only partially installed and may not function correctly.

Would you like to restart now?

Yes ‘ | No

["]Restart my computer for me.

e e




(8) 0S FHEENE DfERS & B fE
0S FiEEE#%. sshd —E 2T ABPNCERE L E T,
GUI B EMHE # M &, THIEICCsshd —ERAZEIEL( 3. #{E) 28). GUI B EHEE D
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RIET#H, REANRERAFED L, FEIEICT sshd h—E 22 B L ET,

24 7oA VA =)L

(1) 7oA A b—/LH(E

Windows & 7’1 7T hEfgRE] DT oA A M= LET,

T oA A S — VA% BB 0S ANEEEN L £,

ToA VA=V EYD, Tl T LT 7 A VTTERICHIRENET N, REZ 7 A /LVERR L
BETHIGR S IR 9

(© - [y bo-L L » TRATEIY 0oL ARUER ¢ JOYSAEEE v & [ Jussnimons A
arkO0— — = NN iy
AR SR AL TOISBOTA YA FIEE
%‘f}"ﬂbéﬂfﬁﬁmﬂ She TOISIET A VAT BT, —ENSTOISAERIRLT [PoAYA—)L), [EE]., $iz (B8] #00vhLET.
I
% Windows Diks0EMEE:
e 28 v TAAN) EE = @
£l “ FITT =z LAPS ~
EMicm Focus Reflection for Secure IT 8.2.1 Server (x64) Micro Focus 8.2.1100
& Microsoft Silverlight Microsoft Corporation 5.1.50907.0 348 MB
[# Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161  Microsoft Corporation 9.0.30729.6161 13.2MB =
|8 Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148  Microsoft Corporation  9.0.30729.4148 10.1 MB
|87 Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161  Microsoft Corporation 9.0.30729.6161 10.1 MB
ﬂMicrosoft Visual C++ 2013 Redistributable (x64) - 12.0.30501 Microsoft Corporation 12.0.30501.0 20.5 MB
@Update for Japanese Microsoft IME Postal Code Dictionary Microsoft Corporation  15.0.1759 7.60 MB
@Update for Japanese Microsoft IME Standard Dictionary Microsoft Corporation 15.0.2013 41.7 MB |v
<] n | >
Micro Focus 2&2)1-¥3>: 8.2.1100 HAR-OULY: hitp://www.attachmate.com
% ALTOYUZD: http://support.atta...
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3. %

3.1 FREE@D b DREEHTE
(1) RRAE M DR
a) Windows Server 2008 R2, Windows Server 2016 D&
~ WA F Windows [A X — MARHZ N bIERER,

. Internet Explaorer
Windows Update
Micro Focus Reflection

BimBMESNt-60

ﬁ Reflection for Secure IT Server

tion for ure [ r
Reflection for Secure 1T Serve

r Configuration

[ Tl &LESTTY
%‘/;;‘jﬁ K ATk Snipping Tool
R4V
IvF1-5—
SRR e =
Fyb=0

IVRO-)L SRV

b 0=k

FHRAAETUE —

Micro Focus Reflection

E<i53

EEY -l 4 Reflection for Secure IT Server

5

AR R

e e
D7 LBEEELT ET.. R R
4 =) )
Windows 7471t
IHDD'?AU?*(JL(D@# P2 nhEo »|
Windows YATA Y-)b
L1a8—p Windows EEY-))

Windows i i2{F

o € ;|

b) Windows Server 2012, 2012 R2 D&
~ A —bMEE T 77 VEENODO [Reflection for Secure IT Server] & iR,

AL,

Internet Explorer Reflection for Secure IT Server A= F—h—-k
= FL—H—

FAINT & Microsoft Silverlight

PC

FFaXT A Windows Server {797 ] Windows PowerShell

AR IHZT0—35—

25 EBY-),
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(2) 7% H O
REE IR E S ROFAL LR SN TWET,

P Py
AZa— File, View, Action, Help @ FICHFEMEBIDIEENH Y 7,
« File > Save Settings, Close
« View > Toolbar, Event Viewer, Latest Debug log File
« Action > Start Server, Stop Server, Restart Server, Configure
Cluster,
Restore All Default Settings, Restore Pane Defaults
« Help > Help Topics, Support Web, About Reflection
BRI 2 H &2 &8 5 b [ 2 Restare pane defaults
- /ED D [Save Settings] | [Event Viewer], [Latest debug log file],
[Latest Audit log file] | [Start], [Stop], [Restart]
-+ /i k2 [Restore Pane Defaults] A% >
[Status] « sshd —E 2 DINEEA FR
& 7 i * RSIT Windows ¥—/3D /X— = 2/ build & A A F—VIEEFRR
[Identity] * RSIT Windows #—/% A2 MG (FTE, 22 AV b, XA T2 R ) Dk
& 7 [ R
* RSIT Windows H—/378 A AL EAE #
- Server version string (77 B RBAEHRICZ T4 T b~ RO BE OIS
)
[Configuration] | « BHHRIEDIEE/FREH (4. RE M)
5 7 i

(3) BXEMIH o> FEAEE

a) sshd %—t 2 DBIA &5 1k
REMME EDOR Y CEENA =2 —BIRICE D, sshd ¥ —E X (L] : "Micro Focus
Reflection for Secure IT Server”) % Biff/{5 Ik /Fldh L £9,
(%) Windows D[ —/] > [ —ER]TIWT, "Micro Focus Reflection for Secure

IT Server” Z[RIFRIZEAERTRETT,

b) FEPNEDRAFE L bk
[Configuration] % 7 [N O & FH% E M - CATIMRED%, [Save Settings] R T/
A= 2 — BRI LY ZDONE % rsshd_config. xml” 7 7 A M EEEXHREFELET,

=L

RENFIZEY BERGFHDO Y 747 > MEGRPLEEICKMT 5D & sshd F—EAD

RIS T 5B ONFELETOT, MEICRENEZIRT 5720106,

L IRAT

139 sshd h—E RAZFEIT5 2 L 2 HELE L £9,

c) BENEBDTFT 7 4V ME~DEE

[Restore Pane Defaults] A& o/ A = 2 —DER

= FREEHRENEET 7 4/ b~RT
[Restore All Default Settings] A == —DEN = REEFRENEE T 7 4V b ~FET
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BEHNAEZT 7 /v MEIZE L7212, [Save Settings] R Z VI T/ A =2 —ZIRIZ L 0 ¥
T, FOREDN"rsshd_config. xml” 7 7 A W EZXFHEEFEINE T, sshd b —EZA~DK L
Ltik@mv ¢4,

4. B]TE

41 BEXFREZTDHRE

FT AN FRENEORETS, ZOEELF 2T KEDE Y AT AR THETT 2,
4.2 BIEFHN) ONEETRSH, BEREF 2 U7 ¢ KU LB HEHIRE - 18172 83
ExTH L RAIETT,

4.2 FRTE
RSIT Windows H—/ N3\ C, FREIRA GUL % E M 4 # U CHE L, “rsshd_config. xml” 7
7 A WATRAE LR U E 9,
“rsshd_config. xml” 7 7 A VI, T 74/ FTIEFRT 4 L7 M FICREFES L, A =2 —BfE
( Action > Set Data Folder) IZX ¥ ZDMR{FIhEEEARETT,
”C:¥ProgramData¥Micro Focus¥RSecureServer¥rsshd_config. xml ”
RS
xml 77 ANV EERET D ZEITEDRT T —DORKE bR EFTOT, TEETS,
8.2 SP1 Updatel (Z43\T 2 HEmEEE % 4.3 “rsshd_config. xml” EEFREIZ L AR CHEE |
R LET, BERRVRY BERETY,

1)

UT., REHHBICFOBRENKEZHHL 9,
[Configuration] # 7 &R L., BEEHAMAND Y U —tROFIN A = = — )5 5% T W [ 44 B % 138
RLFRLET,
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4.2.1 [Genaral] ZFE@

0 Reflection for Secure IT Server IL‘E-

File View Action Help
EIEEEIELIE

[ Staus | ldentty | Configuration |

= Restore pane defaulls @)

N R Coror

- Network
- PErmissions
[=I-Logging

Maximum number of connections:

-~ Event Logging Maximum cennections per user:
Debug Logging
- Audit Logging Session time-out (seconds):
I';'l Eljcrypﬁon

. L.KeyExchange Banner message file:
[I- Authentication
(- Password

. -RADIUS

E| Public Key High

T L Certificates Above normal

: MNormal (recommended
i RSA SecurlD Below normal

. GSSAFT [ Kerberos V Low
- Credential Cache
. Active Directory Aco
- SFTP Directories
- Mapped Drives
- Reflection Gateway User
- Post Transfer Actions
[=I- Access Control
- Client Host Access C
Group Access Contre
< m ¥

Juii

| | Browse... |

Process priority: |Norma| (recommended) w |

[Maximum number of connections:]

B — N [RIRF R AT RE 2 e D LIRZERE L £ T,

77 4V MEIX 75007, E70” IXEERIROE,

connection reuse BIEREIL, [Al—H&FtIXITF v R/AVZLEH I 4L, connection #t 1 &720 £,
[Maximum connections per user:]

12— Y 7= D) ORI D LIRARE LET, 7 7 4/0 MalX 7507, E707 1XMEHIFR D,
connection reuse BIfEREL, [F—#EilLT ¥ RV E S, connection ¥t 1 &720 F9°,

[Session time-out (seconds) :]

T B PRERAZ SN TWRWT A FAREED kS L7kl fieE Rt 2 (S et 2 B BBy L
F9., ZORERMZBBEMTADLES, 7740 MEIZ"0", HREELDE,
[Banner message file:]

BRI 7 T AT & MBI TERT A v =V TF AT 7 AV ZIEELET,
T7ANDILFA— RIZUTF-8 ZEH L, TSSO Fa— FORFICIZAEBARINET,

be -l

$h7§4?yhmiofm\Nf*%%ﬁ%ﬁﬁ®%®ﬁ%@i? Pefe 7 74T D DIARKE

BICETHIGLTWD Z & AR ETHET IV,

[Process priority:]

sshd —E A7 a2 %25 MBEREDOFKRE] 25, Windows ¥ AT 32— ¥ nHOFRE L [H
FRICARGR EBE O I ERRETY, 7 7 4/ X" Normal” T3,

R 7 7 A VHRERF I 7 7 & A DALEE TR 2 B8 L 72fE C. BB RWIRY 77 41 B
DEEEM TSV, ERESLRDOGEIC, 77 A VERERFH~ORE LRSS, EENLETT,
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4.2.2 [Network] XEBEE
0 Reflection for Secure IT Server IL‘E-

File View Action Help
EIEEEIELIE

[ Staus | ldentty | Configuration |

= Restore pane defaulls @)

NG Moo

- PErmissions
[=-Logging

- Event Logging
-~ Debug Logging 00.0.0 2 Network Binding -
i Audit Logging

[=I- Encryption

[ Key Exchange

E|--A:L.|ﬂ1enﬁcation Listening address: |0.0.0.0 |
[=- Password

E| Public Key " .
L Certificates Client keep alive (seconds)

-~ RSA SecurlD [ Require reverse ONS lockup
i GSSAPI / Kerberos V

- Credential Cache

. Active Directory Aco
- SFTP Directories

- Mapped Drives

- Reflection Gateway User
- Post Transfer Actions oK | | Cancel | | Help
[=I- Access Control

‘... Client Host Access C

- Group Access Contrc « Edit... Remove

< L} ¥

Listening address Port Client keep alive (seconds)
e 22 &0

Metwork binding information

sshd —EANFELZ T (Listening) T2 7 X 74 L AR— MEBORREF/EE LET,
TN ME, RTOEDHT X T ZITH LTR— b 22 FEENVYTES, RELET LH5G1T.
[Add]/[Edit]®R & > %27 U v 27 L, [Network Binding]l 4 7 a2/ Ry 7 A8 THELET,
[Network Bindingl ¥4 7RI KRy I X :
[Listening address:]
ssh 7 FA TV "L OEREMLZ T T L7472 (K= DO IP T FLAEZEELET,
T 74N TR, RTOFERRIP T RLANLDOZENERTT,
2P 7 RLUAEEIL, IPv6 04 772 L, IPvd @4 70.0.0.0”7 & LET,
[Port:]
ssh 7 ATV EDLOEERFHZ T T2 TP A— hEFEBELET, 7740 ME22 &,
[Client keep alive]
I IAT IO OT —FZAFH 7  MEEEIRRE DS — & RV 7o R I IE T MR D 72 1T
[SSH_MSG_IGNORE] /37 b & EMIHNITEE L. FAL LA Y EEARIZ I 5 = T — 1k & 45
LET, (ssh 7 T4 7 MllZAZ [SSHMSG_IGNORE] /<7 MABEHE) 7 7 4+ /4 T 60 F,
[Require reverse DNS lookup]
RSIT Windows H— NI FREERERMEHC, #EHERZ T4 T > FD IP 7 B L A& JTIZ DNS (25
LARTOWG] & 2 FAT U E T, W5 LKA L T2RF T, B/l 2 A Lol 4-2% (=
Fxy &) v, ZOEEERAELH ZMGT D FF =y 7R L] hOREEZLET,
W5 X 44> O[Client Host Access Control] B EIZC, FQDA T Client Host #57ERF
@|[Client Host Configuration]f%EIZ T, (FQDA/IP 7 KL AW I T)
Client Host F5CHF
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4.2.3 [Permissions] ZEEIME
0 Reflection for Secure IT Server IL‘E-

File View Action Help
EIEEEIELIE

[ Staus | ldentty | Configuration |

= Restore pane defaulls @)

e e

- Network
[Jpeny all logins
[=-Logging
‘.. Event Logging Allow terminal shell
i Debug Logging Terminal provider: “YuSystemRoot ¥ System
- Audit Logging
- Encryption Terminal default directory:
- Key Exchange Allow exec requests
s [ ]
E| Password = Exec request prefix:
- RADIUS Allow non-interactive users to log on
Pl:'lbhc KE_Y File transfer
- Certificates
RSA SecurlD Allow 5CP1

GSSAPI [ Kerberos

: []Use SFTP accessible directory settings for SCP1
i~ Credential Cache

- Active Directory Acoy Allow SFTE/SCP2
- SFTP Directories Allow smart copy & resume
- Mapped Drives
- Reflection Gateway User Tunneling

- Post Transfer Actions

Allow dient to server {local) port forwarding
[=I- Access Control

. Client Host Access C Allow server to dient (remote) port forwarding
Group Access Contre
< L} ¥

HAE ssh Y — Y — B 2 DR L Y — @ IcRE L E T,
AREE O, [Subconfiguration] FREIC LY . 1FIFFA—MAE% Client Host/Group/User {731
JeHEEFTHE T,
[Deny all logins]
(BUEBEICHENL L CWDEERELAAN D . S DFT=72) 7 T4 7 v b b OB 2 2 THAT 2 E
T7, [Subconfiguration] DIFEICAREITH Y ¥ A,
[Allow terminal shell]
I IAT RN DE = TN E AT 50 E D IOIRETY,
R -
B — X F VBB ERF AT E A & L C Windows OS2 U 7 A RENELHELET,
[Terminal provider:]
— X TR RIS D = MUET T e T A ERELET,
7 7 4 /V MiE Windows FEHED cmd. exe T, FRELHERFL, it A THEELE7,
R -
FRERFIC AR ALIC A=A ZEG0EAIE, Vindows D F 2T 4 b FINT T4 —FT— 3
() THoTREVY,
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[Terminal default directory:]

S — I FNVERRERO I L b T 4 L R ERDNAIEEE LET,

RNRAEEETNE, SE = AR Y 7 (U7, "%H”, %u”, "%U”) A ATRE T,

F 74V M "%D” (Windows =—H 7 m 7 7 A )L) HTY,

Windows —H# 717 7 A L7 7 4/ MEIZLLTO@Y T, (EFEEFHER—FIZL 0 EEA)

C:¥Users¥username¥ (47T =77 F47C:¥Users”, FmiL"Ci¥r—4—")
RB = ARNY 7>
%D —YF T AT K
“%H: =R — LT F K
<lu —Ha A A
W RAALva2—Ynr A% (domain. username DEZ)

[Allow exec requests]
sshUE—havwr REFATAREE TN E I ERELET,
T 7 4V MIFEITRLIRET T,

[Allow non-interactive users to log on]
Windows H—/R0S® v—H LX) TF 4R —BREICT, "a—hralF 2384+ 5"
KBTI o TR N —/ T —T IR LT, ssh a7 A U EHATENEIMEREELET,
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# File transfer

[Allow SCP1]

OpenSSH @ scp (Z Z TIEL"SCPL” & KAL) & FREMARICHEL L2 IE sftp 7w b= bz fli i L
TUWEJ, RSIT Windows H—/3TiX, ZDIsftp 7 m ha L bxfii LE LT,

AFEEIX OpenSSH 7 T A T > FInH D scp lIZRET DM E I DOIREE LET,

77 4V MREETITRIS LETS
A

OpenSSH @ scp (X sshEya VAND 1 Fr xE LTz rep 2~ FICTHEBLL TWET,
LoT ARENOT =y 7 ~—7 ALt Aml & LIcaTh, [Allow exec requests]iZ
TEITARROREE LTV HEEIX, OpenSSH 75D scp A ATREZRIREEIZ /2 Y £,

[Use SFTP accessible directory settings for SCP1]

OpenSSH 75 D scp EEIZST L., [SFTP Directories] SR EE BN DR ENETZ AT D0 E 95 M
FHRELET,

[Allow SFTP/SCP2]

7 I7AT B D sftp KOV (IETF AR EAARICHEILL 72 sftp 7'm ha i k%) sep (22T
137SCP2” L RFL) ZFF AT 2ME I MERELE T, 7 74/L ME, #FRRETT,

[Allow smart copy & resume]

Smart Copy HEHE (=[F]— 7 7 A NWAFIERHCHRDEALEE IR 2 A3 v 73 D HHE) & Resume FERE =V k
7 A R ATELE R £ THRE L 725 DR b T 2 1R8) O G %)/ a2 e L E£7,

T 7 4V MIAEIREE T,

RS
ssh 7 A4 7 v MIUIT Smart Copy HEHE & Resume HEREICARXIE DA 1T, RFEEICERR < 85
TEIXIEN 22 0 £9,

# Tunneling

[Allow client to server (local) port forwarding]
I TA T EMBED "a—J1)L TCP AR — MRik” ZiFa[ 3TN EINERELET,
[Allow server to client (remote) port forwarding]

74T b ®D Y E— b TCP AR— Mgk ZFFA T 50 E I ERELET,
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4.2.4 [Logging] ZXEEM

File View Action Help

EIEEEIELIE

Status | Identy | Configuration |

(7}

e s Lo

- Network
- PErmissions Loggi
=mm o
- Event Logging You can configure event logging, debug logging, and audit logging.
Debug Logging
. Audit Logging
[=I- Encryption

Key Exchange
(- Authentication

E| Password

- Certificates

- RSA SecurlD

. GSSAFT [ Kerberos V

- Credential Cache

. Active Directory Accy
- SFTP Directories
- Mapped Drives
- Reflection Gateway User
- Post Transfer Actions
[=I- Access Control
- Client Host Access C
Group Access Contre

[Logging #AEL LT, Tit3EoOrs7E#HELE LT,
@D [Event Logging] : Windows A Xy k1 7 ~DiEkEE % f&E
® [Debug Logging] : ssh 7 74 7 v k& ORGEMERETHO 2 JI5E
@ [Audit Loggingl : 7 7 A NMHERET 7 & ABedim 7 1 & L CRcalEx HE7E

@ [Event Loggingli¥, 774 MERTT, SEITK LCEORMEL L& IRELET,
@ [Debug Loggingl ix. ABBMFIZT 7 4+ /b MUEOE ML LTFEL,

RO T4 7 2 b & OB CRIBNAE U B EIc, ZORNMITAMT, Akl s %
BRI U3, AU RN A 2RI 7 7 A VI L, 2 0%y BYE B RIS MY £
T

@ [Audit Logginglid, 77 4V MEHTT, AY—~O7 7 A MRET 7 £ ARWE EAE R 7
L LCRET 2 LERD DR AIAMEL T
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4.2.5 [Event Logging] EXFEE@E

File View Action Help
EIELIE

Status | Identy | Configuration |

I, Bestore pane defaults @)

~gererd BKe) Eventlossine
- Network

- PErmissions

[+ Enable logging to Windows Event Viewer

55H server and SFTP event log level
i E Errors

[¥] warnings

L e Key Exchange
[=)- Authentication

[ information
=) Password [protocol details

[]Hex-dump
Certificates
SA SecurlD [[]custom
SSAPI [ Kerberos V
redential Cache
ctive Directory Aco)
- SFTP Directories
- Mapped Drives
- Reflection Gateway User |
- Post Transfer Actions
[=I- Access Control
lient Host Access C
roup Access Contre

Windows A X b 7 ~OiskEEORES LE T,

[Enable logging to Windows Event Viewer]
AR T ~DOFRERE AL ET,

[Errors], [Warnings], [Information], [Protocol details], [Hex—dump]
FrvlI~—T B NNDLZET, EFOLYULVETRRTI20ERELET,
TIATIEERVFEMICRD £F, Ty 72 ANTCHE O MOIIERFICT =y 7 ~v—7 B A
V%9, 57+ I, “Errors”, “Warnings” L-ULZ kL 7,

[Custom]

F v ~—27%AI, [Custom events] RZ L %7 Vv 7352 LT, ExDFEMA N2 b EE
BNZFEE FTRE T,
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4.2.6 [Debug Logging] HXFIEE
0 Reflection for Secure IT Server IL‘E-

File View Action Help
EIEEEIELIE

[ Staus | ldentty | Configuration |

= Restore pane defaulls @)

gererd By Dobuglossine
- Network

- Permissions Enable debug logging to log file
= L?gglng X S5H server and SFTP event log level
Event Logging Errors
- Audit Logging Warnings
E‘ E’:"U\"Dﬁ"” Information
i t-Key Exchange §
). Authentication Protocol details
=I- Password = [ Hex-dump
i RADIUS [ custom Custom events...
|- Public Key
i e Certificates Log file information
RS5A SecurlD "
Log file directory: | C:¥ProgramData¥Micro Focus¥RSecureServer¥logs B
i~ GSSAPI [ Kerberos V S | | S
Credential Cache Log file rollover (by size) File: size (MB): EI
- Active Directory Accy
.. SFTP Directories [“ILog file rollover (by time) Start kime (UTC): (0 Interval (hoursh: (24
-~ Mapped Drives L | Timestamps for log file entries: Durc
- Reflection Gateway User ® B
(O]
- Post Transfer Actions © Lol
[=- Access Control
- Client Host Access C View latest log file
- Group Access Contre v
< m ¥

RSIT Windows H— "EHOT Ny 7u 7 HEROMRES LET,
TNy ra ZIIRERNT T3, $RC7 T4 T b E ORI A G ARt L E 9, £
v —=UEHA LRGeS T AL EZ T DR T, RSIT Windows H— SDASK DAL O JLER
HWEIMETLES, BHERATIEITF =y 7 ~— 27 A LEGIC L THBHEWV T IV,
[Enable debug logging to log filel
TRy Ta s OpReEE A LET,
AR ssh Y — "D — R ZEZEN T MR DR T NNy Ia 77 7 A VEERLET,
[Errors], [Warnings], [Information], [Protocol details], [Hex—dump]
Frvl~—T B NNDLZET, EFOLULVETRRTI20E2HBELE T,
TIAT<IEERVFEMICRY £, Ty 72 ANHB O BALITESRECT = v 7w — 27 B A
DI,
[Custom]
F v v—2%A{, [Custom events] R¥ &7 U v 7§52 LT, fHlx OFEHMA N K& {H
BNCHRE FTRE T,
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# Log file information

[Log file directory]
TRy Ta T EEg T 5747 FVEERELET,
FRy 7 a IHRET 4 V7 B Y FIZ, “RSSHD-YYYYMMDD-HHMMSSmmm. log” &\ 95 7 7 A )L TR
RENET, 22T, “YYYYMMDD-HHMMSSmmm” 1%, BHAAMEZI 2 7k L, “YYYYMMDD” (X4 H H .
“HHVMMSSmmm” 1% Kg 3+~ A 7 v kb TH,
[Log file rollover (by size)]
FRZ 7 AN A XERHREL, ZOV A RZELLELBT ANy a7 7y A VEZET L, Hins
T 7 ANEFRTTER LYY B X ET,
HBEYA XL L 77 ANVDH A XFETHY, 2077 7 A NVERITH AT ETOTHERETS
U,
[Log file rollover (by time)]
HRERMBBRCH AT ANy 7aZ 7 7 A VEFHIZER LI EX E3,
[Timestamps for log file entries]
TRy Ta g A=Vl ES N LRERIE R AR E L E7,
- [UTC] &R  : UTC (EBE 1 EHF4]; Coordinated Universal Time) (7Y = JHEHER;; GMT &
M%) CTHRT,
- [Local] ZBIR : FEEHX A LY — VA TRR, THHLABREE T 5 Z & THARMZ R,
[View latest log file] R&2 >
AT BUT) OFT Ny 7T S NKEERRLET,
W, A=a2—50ER "View” > “Latest Debug log File” THRERICE R L £,
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4.2.7 [Audit Logging] JBEEE
0 Reflection for Secure IT Server IL‘E-

File View Action Help
EIEEEIELIE

[ Staus | ldentty | Configuration |

= Restore pane defaulls @)

- General o~ [{:} Audit Logsging

- Network
- Permissions Enable file transfer auditing
[=-Logging
Event Logging Incude a file hash with each record
Debug Logging
[=I- Encryption

Key Exchange
[I- Authentication
(- Password

. -RADIUS
E| Public Key

| leCertificates

- RSA SecurlD

. GSSAFT [ Kerberos V
- Credential Cache

. Active Directory Aco
- SFTP Directories
- Mapped Drives
- Reflection Gateway User
- Post Transfer Actions
[=I- Access Control
Client Host Access C
Group Access Contre
< m ¥

Audit log directory: | C:¥ProgramData¥Micro Focus¥RSecureServer¥Logs | Browse,..

RSIT Windows ¥ —/S~D 7 7 A JVIRET 7 B ARDL it n 7 & L TRl 5 L O EEZ LET,
o7 L L CRETHONFIZLTOEY T, BIZHLREDLDIEBITH LW T 7 A VEBERGIL T +
IR L ET,
077 7 A VR RSSHD-Audit-YYYYMMDD. log  ("YYYY”: 4, “MM”: H. “DD”: H)
T 7 ERERNA : UserID, ClientIP, Action, ServerFilename, StartTime, EndTime,
ServerFileModificationTime, ServerFileSize, BytesTransferred, Result,
Reason, ServerFileHash (Ir~=KEY ., —itsEk—17)
[Enable file transfer auditing]
T 7 ANRET 7 ARG R 7 OfERE AT LET,
AR, ssh = OV —E A2 BB T DEICHIHOH I en 77 7 A L E2ERLET,
[Include a file hash with each record]
0 JNEORIABGIEER TR 77 7 A JUIZ hash B (SHA-1D) 2 & O 5 0 & HEE L £ 7,
[Audit log directory]
07 ORAFEEEE L E T, MNICEETLAT S0, [Browse] RZ &7 U v 7 LTHRET +/V
X aBRLET,
T 7 AN MRIFSE T A Z OB ERFERNCAERE TS T v 7T LEERIC BEVER S 25 A1,
ZDT AN =3 w3 U, SYSTEM & Administrators 720 ICfH 5 S, TDO 7 4 L4 TR
T77ANbEDON— vy g PRSI NE S, MBICAER L7 VX EdaET 258, £
D=3 w3 % SYSTEM & Administrators 720N ICFFAI L, ¥ X = U T 4 EOHIREZ T TF
S,
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4.2.8 [Encryption] ZFEEE
0 Reflection for Secure IT Server IL‘E-

File View Action Help
HEEEPED

[ Staus | ldentty | Configuration |

= Restore pane defaulls @)

TR Cronoton
- PErmissions Ciphers MACs
=I-Logging
Debug Logging [V]aes192-ctr [W]hmac-shal
- Audit Logging [#]aes256-cir [#]hmac-mds
[]aes128-che [w]hmac-sha1-95
A: mKeyﬁEx?ange []aes192-cbe Move up [w]hmac-mds-56 Mave up
© L. RADILS - [¥]des3-the [W]hmac-sha512
1. Public Key [¥]blowfish-cbc [INone
| leCertificates [Wicast128-cbe
RSA SecurlD []arcfour256 %
i GSSAPI / Kerberos V
Credential Cache Compression
- Active Directory Aco
TP Directores None B
- Mapped Drives
- Reflection Gateway User []use only FIPS-140 validated cryptography
- Post Transfer Actions
[=I- Access Control
- Client Host Access C
Group Access Contre
£ m ¥
[Ciphers]

BEEZET LT =R AY — FEDERE I S 2@ 5 7 Ne EL £7,
KPP LMD E DR, 7747 v b EDOHEGERIRR AT — a VISR E LTEEEN S E
T, Frxv 2 <w—2Don/off & up/down 2L VIEELET,
{aes128-ctr, aesl92-ctr, aes256-ctr, aesl28-cbe, aesl92- cbe, aes256— cbe, des3-che,
blowfish—cbe, cast128-cbe, arcfour2h6, arcfourl28, arcfour, none}ZHAR— kL TCWET,
EEC
“none” (. WESALETITEXDOEERE L T O TT A MENT HLSMZITEIE T,
[MACs]
T — 2 DSERMEMR G S A %K) T5 MAC(Message Authentication Code) 7/L=U X A% 45
ELET, RFEEOLDN, 7T 47 v b EOERRBR T =— 3 VRHCEME L CEE
fFRENET, FovZ~—27 D on/off & up/down IZEVIREL ET,
{hmac-sha256, hmac—-shal, hmac—-md5, hmac—-shal-96, hmac-md5-96, hmac-ripemd160,
hmac—-sha512, none} &% AR— hF L TWNET,
(Ver. 8.0 725 “hmac—sha256” NI/ 0 £ L7z, )
[Compression]
JEMEOFRE T,
[Use only FIPS-140 validated cryptography]
FIPS 140-2 CREFRBUMHHRILELRIFE 140-2) BEDK ST Y 2 — NV OAZMHT 5 & 5 ITHEE
LET, 774N MIKRTF =y ZIRET, ZOEEHEHTHZLEHRELET,
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4.2.9 [Key Exchange] X FEmE

File View Action Help
EEILI

Status | Identy | Configuration |

I, Bestore pane defaults @)

- General _{{#, Key Exchange

- Network
- PErmissions

[ diffie-hellman-group1-shal

i Event Logging [w] diffie-hellman-groupi4-shal
i Debug Logging )
Aud|t Logging [ diffie-heliman-gex-shal

[w] diffie-hellman-gex-sha256

[l ass-group1-shal with Kerberos 5

- Authentmtlon

E| Password [w#] gae-gex-sha 1 with Kerberos 5

: Rekey interval (seconds):
- Certificates

RS5A SecurlD
GSSAPI [ Kerberos
i Credential Cache
. Active Directory Accy
- SFTP Directories
- Mapped Drives
- Reflection Gateway User
- Post Transfer Actions
—I- Access Control
- Client Host Access C
Group Access Contre

ERET Ay v a VREERT DT OORHET VT Y AL EEELET,
T 74V R TIE, 8.2 SPL M OXEHART L TY XD H b,
”diffie—hellman—groupl-shal” & “gss—groupl-shal with Keroberos 5" &##EZh{k L T\ E 9,
AR T LT Y X L)
{diffie-hellman—groupl-shal, diffie—hellman—groupl4-shal, diffie—hellman—-gex-shal,
diffie—hellman—gex—sha256, gss—groupl-shal with Keroberos 5,

gss—gex—shal with Keroberos 5}

[Rekey interval (seconds) :]
FIRFfE] ssh B 3 kRE L TV 235512, BEB{bHE v > a Y BEE AR (= Rekey) 2 IREfIHIIR
FHEELET, T 74/ MME 3600(F) T,
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4.2.10 [Authentication] EXEEM

0 Reflection for Secure IT Server IL‘E-

File View Action Help
EIEEEIELIE

[ Staus | ldentty | Configuration |

= Restore pane defaulls @)

- General 1~ [{3} Authentication

- Network
- PErmissions Login grace time
[=J-Legging
i Event Logging Grace time for completion of authentication process (seconds):
- Debug Logging
- Audit Logging )
£-Encryption IP blocking
. lKey Exchange Failed attempts: EI
=M Authenticati
= = Failure time-out (seconds):
; i RADIUS Lockout duration (seconds):
[=)- Public Key
i e Certificates
-RSA SecurlD Authentication faiures
- GSSAPL :.’Kerberos v Caution: Enabling these settings increases your security risk by providing information to
i~ Credential Cache potential attackers.
- Active Directory Acc
- SFTP Directaries [ immediately disconnect invalid, locked or denied users
-~ Mapped Dri
appedLiives Provide informative messages to dients about authentication failures

- Reflection Gateway User
- Post Transfer Actions

[=I- Access Control

. Client Host Access C Send keyboard interactive tile
Group Access Contre
< m ¥

2 —PFEFECE L CaKICIEB T 2 A ZEE L ET,
# Login grace time
[Grace time for completion of authentication process (seconds) :]
o — YRR KT AR B IRFH (WA 72 0 — PRRAELERBR AR R D D X A L7 7 MRgfH]) ZFPHL
MLCHELET, 774/ ME 120() T,
R -
70" (TIEHIFR 2 Bk L E 97235, (RERIRIBIEGIC £ 22 AT 5 U Y —ZORE R DoS KE~D
Bl D . E70” FEEITEEIEE LET,

# IP blocking
HORFEDIPT RLVAD T A7 2 b bARRICE < OB R D IR S 7RI Z O TP
T RVADZ ZAT v Mok LR T2 —ERM 7 m v 79725 2 Lk ET,
[Failed attempts:]iz#afe s Wlald LIRME 2 &€ L, [Failure time-out (seconds) :]IZJ:¥E L 7
% BRI 248 7E L. [Lockout duration (seconds) :TIZREEMEIZREZICT v v 7 L) 5Kl %
RELET,
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[Failed attempts:]

IP 7wy 7 RSB ERE LET,

F 740 M 20(E) T, E0” X IP T e vk SHREO ML E B L £

[Failure time-out (seconds) :]

UL R DA AR E L £75,

7 7 4V ME 300(F) T,

[Lockout duration (seconds) :]

IP 7oy x o FOREMIZR SRS 7wy 7 LT AR A fRE L ET.

77 4V ME 3600 () ¢,
R -
IP 7oy X JHERIE, SAT— RRIEE XX —R— RS ¥ —F 7T 4 TR L D327 —
RRRREIZ K 2 Haft AT RIA DI D HBERE L £ 47,
IP 7ayx o SICBETEEERE AT Y BICRFO72®, sshd y—EXE2HH L72GA1E%
IWE TOFRITIN2 D 5,

# Authentication failures

[Immediately disconnect invalid, locked or denied users]
TFELRV Try 7 STV D7 ”?E?:T&“Tféﬂfb\é”é:b\otwu.&#ﬁ%ﬂﬁﬂ“é L /NEL
7R — IR L COERERDN D - T2 HEi, HIRICE CIZH#i Rl & LU 2@8E2fRE L
£7,
T 7 H N MIFETF = v 7 T, R ESR . — P LT R0 OFRGERIE A R D £ 7,
RERT 7B AFIIH L TR, 7740 FORTF = v ZRED ST B —SNO 2= 5 1H
WEBERT D LRV ETOT, FVERLERXET,

[Provide informative messages to clients for authentication failures]
ERRECTF = v 7 ~—r 2 AN, FIETESIZERINE LU 25812, €0z r 7
ATV MUBAR LM EIIPEBELET, ¥Xa U7 0 b RUTHELREHDRE R A,

# Keyboard interactive

[Send keyboard interactive title:]
X—AR—=RA L HZ =T 7T 4 TR T A7 > MllEiHE EIZZ A BLTHR A NERRT DM
EIOERELET,
TN MNITF =y 7ET, ERBY Z A MV THRRANEFRRLET,
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4.2.11 [Password] ZFEEM

File View Action Help

EEILI

Status | Identy | Configuration |

I, Bestore pane defaults @)

e e

- Network
- Permissions Password authentication
-Logging
i Event Loaging ® Allow
Debug Logging () Require
- Audit Logging
- Encryption O eny
‘- Key Exchange
- Authentication Retries
E‘ Mumber of password attempts:
i RADIUS
Public Key Delay between tries (seconds):
. Certificates
R5A SecurlD Password authentication options
GSSAFI | Kerberos V .
‘... Credential Cache [] permit empty passwords
. Active Directory Accy
- SFTP Directories
- Mapped Drives
. Reflection Gateway User | [w] Paseword authentication using keyboard interactive
- Post Transfer Actions
=I- Access Control
- Client Host Access C
- Group Access Contre v

[w] Allow password change

ARREBEZBL T, "NAT— R BLOSRAT = RANO" ¥ —KR— R 2 —=F 0T 147
AR IOV THE L E T,
RS
Hifif N &5 [Password authentication using keyboard interactive] OF = v 7 ~— 7 F&
25, # Password authentication #¢> {Allow, Require, Deny} M&fERITFEEL £,

“Allow” & “Require” DEMRIZDOWT :

TAllow” ~7 FA T REDRIT T — g VR ssh = "R T B FRRGE S XD
At S e LCTHRESRET, BT, *xFvm—v 3 U TRE SRR Ao
9 HOWTNDDFERER N T AT —FRBIEN L & 72 0 F9,

« "Require” ~ssh = 3N T 47 > MIx L Ca— VAR O 72 DI FRFERR P ZH & Bk
ToHORMRLE LTHRESNET, 22— FREIERINIDIZDITIE, "Require” & L TER I N7
AREST A THRIDT D BERH D 37,
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# Password authentication
(FBATIL. [Password authentication using keyboard interactivel] Z [KB int] & &ML E9, )
[Allow] BIRDBE :

[KB int] &EREF : XRATU— RFRFE, ¥ —FR— KA U F—F 77 4 TRRFEM F IR LT “Allow”
[KB int] FEIEINEF . /N2 T — FEGEIZ® LT “Allow”

[Require] #IRDIFE :
[KB int] %?RH# F—IR— KA L H— 777/(7;1&4;1 kLT ”ReqUire”
[KB int] FEBIRME : X2 T — FEHEEIZX LT “"Require”

[Deny] ZERDIFE :

[KB int] OEPUZD ST, NATU— FFEGE, F— R— KA H— 777‘/1'7wunf|:l/\—§q*l/%):’~
—WEREEE L CEAET,

# Retries

[Number of password attempts]

— RO ERIZKT L T — YRR E RT3 iTRIEE R E L £,
T 7 F/V b OEEIE 3 [EITY,

[Delay between tries (seconds)]
PATEIERMR B ATIERO T 1 7 N e FoRT AR E D THEEL£7,
7 7 4/V ORI 2 B TT,

# Password authentication options

[Permit empty passwords]
T2 (=22 ) NAT — REFERT LM, Ty 72 ANVET, 774/ ME 2IETT,
BASHNTIE, ARBRELSMZ Windows 0S @ R Y —DEELZITET,

[Allow password change]

BB AR O 2 — Y RRILLFLFNEDO T 08 ERDNAT — REFIHE 2T 08 9 nafaiE
ij—o
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4.2.12 [RADIUS] EEEM®E

File View Action Help
EIEEEIELIE

Status | Identy | Configuration |

I, Bestore pane defaults @)

- General i{{#} RADIUS

- Network
- PErmissions

RADIUS authentication runs through keyboard-interactive authentication.

~Logging
-~ Event Logging [#] Use RADIUS authentication
Debug Logging
- Audit Logging [] attempt local password authentication if RADIUS fails
-I- Encryption

i -Key Exchange Authentication servers
|- Authentication
=) Password

E| Public Key

- RSA SecurlD
- GSSAPI [ Kerberos V

i Credential Cache

. Active Directory Accy
- SFTP Directories
- Mapped Drives
- Reflection Gateway User
- Post Transfer Actions
[=I- Access Control
- Client Host Access C
Group Access Contre

Server

RADIUS H—/S & OHHEIZ L 2 — Y RRIAEZ FEHT 570 DI EEZ LE T,
B E W N —T B3 S CRER O K 91T, RADIUS @BREIX, F—R— KA v ¥ —F 7 7 ¢ TGk %x il
CTEITSNET,
X o T, [Password] i E M (2 5\ TR OFEE % L 7285613, RADIUS FEREEAE H Hi>K 3712 [RADIUS]
BEMmE AAN S L—T 7 NLET,
(D [Password authentication] C”Deny” % 1EiR
@ [Password authentication using keyboard interactive] % FEiEIR
RS :
07 A a—YR —m = Windows FAA a—H L UTHE LW, RADIUS
P — N TERAEAIHETH . ssh OFBFEBAMRITEK L £,
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[Use RADIUS authentication]

RADTUS ¥ —/ 3 & OEHEIC L 5 2 —PRRFEZ AL L £ 7,

[Password] i EH @ (Z BT, @O [Password authentication] T”Deny” % 24K . @ [Password
authentication using keyboard interactive] 23FEIR DOBFIZIX, R L TWE T,

[Attempt local password authentication if RADIUS fails.]

RADIUS Hr— & DI L 0 2 —PFHFEN KR L 72 F i, — " —h VDO R T —RF&FEHL
Ta—VIEETHEELE T,

# Authentication servers

# RADIUS Server ¥4 7T HRvyI R

[Server]

RADIUS H— SOAFREI L IP 7 FLRAEZFHELET,
[Port]

AT R — FESEHEEL LT,

[Secret]

RADIUS H— L DOEEHGED 7= 912, RADIUS IZKHT B R A RO A T — REHRELE7,
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4.2.13 [Public Key] &ZFEEE
0 Reflection for Secure IT Server IL‘E-

File View Action Help
EIEEEIELIE

[ Staus | ldentty | Configuration |

= Restore pane defaulls @)

- General _[{3' Public Key

- Network
- Permissions Public key authentication
El-Logging
i Event Logging (® Allow
- Debug Logging ) Require
- Audit Logging .
)
[=I- Encryption ) Deny
i “-KeyExchange
[=- Authentication Public key storage
E| Password = User key directory: | %:D¥.2sh2 | | Browse...
L RADIUS
Public Key Authorization file name: |auﬂ10rizaﬁon |
Certificates
RS5A SecurlD Size
GSSAPI | Kerb v
Credenhgl Cra;r:s Public key minimum length (bits): 512
- Active Directory Acc Public key maximum length (bits):  |8192
- SFTP Directories
- Mapped Drives -
- Reflection Gateway User s
- Post Transfer Actions Humber of public key attempts: 100

[=I- Access Control

Client Host Access C
Group Access Contrg «
< m ¥

NBREERAEIC X D 2 — YRBREZ FEB T D 720 DY — il ZLEJ,

z
i

# Public key authentication

[Allow] ZiR :
74T heDR A= 9 UIFIT ssh Y SPMEIRT D GRS OB & L CTABREE
FAEERELE T, &KL, 2TV =—2 3 VTRESNIFRIEST RO 2 HOWTF iR
RERC T AU — FRERENR R & 72 0 £,

[Require] ZEiR :
ssh =" 7 T4 7 MR LT —HREEE L CTARERREZ ZR L E 9, = —ViRRERY)
DT=HIZIE, "Require” & L TER IN=ETHRIESFRUITEIITHILERH Y £,

[Deny] iR :
T —WIEEE L CARERIEZ L2V EE T,

# Public key storage

[User key directory:]

NBASEEERECHEM T 2 22—V OBRERARBOFIET + L7 M) ZfFRELET,
NATHEBERET D, NZ—2 A MY 7 (7%, "%, "%u”, "%U") 2 FTEE T,

7 4L MZE %DY. ssh2 (Windows =—H# a7 7 L)L FD”. ssh2” 7 /LX) T1,
WD =T E T AN T
CUH YR — AT L H
Tl = B gV 2
c%U: RAA v a—HW A4 (domain. username DFEIX)
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[Authorization file name:]
BN 7 7 ANAEVARARNT v LEEBR 7 7 AN EZRELE T,
F 7 F )V NAFRIE “authorization” 7 7 A /LT,

AP

- [User key directory: @7 /L F FlZ, Fil7 7 A VERELET,

: O CBEkgt%x EF 7 5 [Authorization file name:]fEE D) “authorization” 7 7 A /L
@ 7547 v NMERDZ—FRREET 7 A L

Ol (77 % v FRRERF) ]

|+ 7Ci¥Users¥ (o —HF4) Y. ssh2” 7 4 LA F R 4 x
' (@ “authorization” 7 7 A /L foh #E BE R
@ 7 (Z—H A_ABREE) . pub” — v | C¥Users¥1-HE¥.ssh2 V|O ssh20iET| |

7 (=—H B B4 . pub” vEODMFRIE N wm EREE
Perflogs [ authorization 2019/03/28)| |
[“authorization” 7 7 A /LECIR ] Program Files (1 (A-¥AERpub  2019/03/2| |
Program Files (x86) [7 (-8 2@ pub  2019/03/28|
key (—4% A A8 . pub ProgramData i

key (31— B_2ABA#) . pub Windows
~ ]_—ﬂ:—

Administrator
Default
KT

v 1-%4%
ssh2

AppData v < » 3

3 EDEE =

[Public key minimum length (bits):]

AR ABREOR/NOE Yy FREBRELET,
#iPHIX 512~8192 T, ¥ 7#/L k 512 (Ev hMR)TY,
[Public key maximum length (bits):]

AR ARBOREOE Yy FREBELET,

#iPHIL 512~8192 T, T 7 4/L b 8192 (B v hE) T,

# Retries

[Number of public key attempts:]

INBREERERE 2 W 7o e e L BRIZ I W T 7 T4 7 PN EBAAET 25 61%. 7
FAT v ME—DHOWEED S 2 —VFFEFEN I T 5 F CHARRE 2 1 > TREERATT &
MOIRLET, AFRET, V—MUTZORITEEICHIRZ N Z 272 DITHFELE T,

T 74V K100 TY, (- TEREICEER VDL D ICHBANCIZRY < RERfEL LE LR, )
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4.2.14 [Certificates]

File View Action Help

REEE

HEEEPED

Statuz I | dentity

| Configuration |

E| Password

E| Public Key
i 8 Certificates
- RSA SecurlD
- GSSAPI [ Kerberos V
i Credential Cache

. Active Directory Accy
- SFTP Directories
- Mapped Drives
- Reflection Gateway User
- Post Transfer Actions
[=I- Access Control
- Client Host Access C
Group Access Contre

I, Bestore pane defaults @)
- General 1~ {{#} Certificates
- Network -
- PErmissions
[=I-Logging PKI servers
i Event Logai
Debug ::;;ngg Enabled Server Port
b Andit Loaging [wl] localhost 13081
I';'l Erjcrﬂ:lﬁon
i “-KeyExchange
[=I- Authentication

PKI server: | localhost

Port: | 18081

| Retrieve public key

PKI server public key

Public key file: C:¥ProgramData¥Micro Focus¥ReflectionPkI¥config¥pki_key.pub | |

Key comment: |'2048 RSA, SYSTEM@WIN-VLP40VDF24L, Fri Jul 29 11:52:46 2016"

SHA1 fingerprint: | ximev-casir-badeh-bebaldanef-rids-puzec-gynam-cnes-fopem-vuxex

MDS5 fingerprint: | 10:14:6f:9a:af:f9:49: 3c:fa:b6:d 7:f7: 7 2d: 15: 20

a—YREFEL U CREAERIEAME S 7O DR EE LET,

RSIT Windows ¥ — i, #MEBEREER & @ L C

E%iutu\uﬁ%%ﬁ‘a‘é 71:_ %$j:j‘7c‘\/ =l //DJIJ;@

b Reflection PKI Services Manager | (SEE) Z{h/r L CTEMEL 4, AR EIC T, FDIReflection

PKI Services Manager| & ?D;

HIEFED - O DIFEL LE T, (Reflection PKI Services Manager ]

DZEMZHONTIE, EL~=a T LESR L TFIV, )

/& A M PKT BREE
# PKI Servers

[Server:]

EHDOTZD

I85> TReflection PKI Services Manager| ¥&E®H FIHETT,

xthtsd 5 “Reflection PKI Services Manager” Zir L ¥,

F 7 4L N T “localhost” (= RSIT Windows H— & [@—H— ) BDEESNTWET,

[Port:]

“"Reflection PKI Services Manager”
T 7%V M 18081 FAR— K TT,
[Add]/ [Edit]/ [RemovelR#%& >
I & TFTRIBINT/ THREE” /T HIBR T DR AR 2 T,

PREHZITHR— MESEHEELET,

[PKI Configuration]
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[Launch PKI Services Manager] 4% >
[fl—4—/SPNIZ"Reflection PKI Services Manager” 3MFAET H0FH 72K % T, "Reflection
PKI Services Manager” %/ # EEIFR R L FI,

# [PKI configuration] ¥4 7RV Ry I R
[PKI server:]
HPESEReflection PKI Services Manager” ZIEE L E,
T 7 4V ML “localhost” T, Bl — HEERL, ZORA M IP T RLAZRELET,
[Port:]
“Reflection PKI Services Manager” f¥b= AR — NEFZRHRELET,
[Retrieve public key]l R4 >
"Reflection PKI Services Manager” FRFFH AR A MEDOHEY ALEER Z L TY,
[Verify Connection] K% >
“Reflection PKI Services Manager” & DO#zfi% fiRT DEMEMIER ¥ > T9,
# PKI Server Public key
[Public key file:]
"Reflection PKI Services Manager” R A MIED 7 7 A NVEIREL £T,
Al =~ N VA D=V LT E, T4V T 7 AVIRERRENET,
[Key comment:]
“"Reflection PKI Services Manager” "A MEO XA NARZERILET,
[SHAT fingerprint:]
"Reflection PKI Services Manager” 7N A M#ED SHAL Ny v 28I LA A v =X AV x
A b (=fingerprint) ZE L FEFT,
[MD5 fingerprint:]
"Reflection PKI Services Manager” A FEED MDS Ny v =2BIC L DA v =X A VxR
k (=fingerprint) ZFRLEJ,
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4.2.15 [RSA SecurID] HZHEE®

File View Action Help
EEILI

Status | Identy | Configuration |

I, Bestore pane defaults @)

- General o~ {{#} RSA SecurlD

- Network

-~ PErmissions RSA SecurlD authentication

RSA SecurID authentication runs through keyboard-interactive authentication.

Agent path: | C:¥Program Files¥Common Files¥R.SA Shared¥Auth APT | | Browse...

2 Allow
- Key Exchange

L__| Authentmtlon () Require

(®) Deny

Retries

Murmber of authentication attempts:
SSAPI IKerberos W Delay between tries (seconds):

redential Cache
ctive Directory Acc
- SFTP Directories

- Mapped Drives

- Reflection Gateway User
- Post Transfer Actions

—I- Access Control

lient Host Access C
roup Access Contre «

RSA SecurID & DHEHEIC LV 2 —WREFEA FEBT L7 0OREE LET,
RSA SecurID ZfiH4 572012, [Al—~ 2 U IZ RSA SecurlD OERBEHENELL SN TWHME
WY ET,
(FEEM I _FIC ST TRl D K 9 12) . RSA SecurID ZFH Lz 2 —PEEEL, F—FR—FA & —
T T4 7RFEEB LU CHEITEINET, (L Z D% 4E . [Password] 5% &M E 2 31T 5 “Password
authentication using keyboard interactive” DIgEDEEIIZ T EFH A, )
7747 Mk, 2—VRRIAETFELE LT —R— KA ¥ —F 77 ¢ TRALEARE G LN
HYET,
be -l
074 va—FR, a—hra—F0nVindows KAA L a—HFE LU THEELRVEAIT, %5
IRRL £,
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# RSA SecurID authentication

[Agent path]

RSA Authentication Agent BAF(ET D7 + N H RAZEELET,
EHHRNIZFEAT 20 [Browse]| R ¥ & 7 U w7 L TRIUEE L E T,

{Allow, Require, Deny} NHIERLET, 77+ /L ML "Deny” TY,

[Allow] =R :
JIA4T v ReDRITTT— 3 VRIS ssh = NPMRIRT D HRRRE S RO & L THRE
F9, BB, FE v —Ta UTRE SNIZFERES D 9 HOWT NN FRIERI T T
2 —PREERKI & 720 T,

[Require] iR :
ssh =" 7 T4 72 MR L Ta2—HREEE L TERLET, =—WRIERF D=9
"Require” & L CERINI-A2THIASFRITHINTL2HLE R H Y £,

[Deny] iR :
2 —HFEFEE L CRSA SecurID GBFEZ ] L 72WEE T,

# Retries

[Number of password attempts]
—REIOFEHREERIT R L T —PRIERK & RT3 ATRIEZEE L £,
7 7 4V hoEHEIE 3 EITY,

[Delay between tries (seconds)]
KBRICTHANERO T 0 o7 M ford 2RFMBREZ D TREL X7,
7 7 4V ORI 2 BT,
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4.2.16 [GSSAPI/Kerberos V5] E%7EEH

File View Action Help
EIEEEILLIE

Status | Identy | Configuration |

I, Bestore pane defaults @)

errd

- Network
-~ PErmissions GS5APT authentication
=I-Logging
Event Loaging O allow

- Debug Logging () Require
- Audit Logging
El Erjcrﬂ:lﬁon ® Deny
: ‘- Key Exchange
=- Authentication

=) Password

- Public Key

| leCertificates

- RSA SecurlD

SSAPI | Kerberos W

- Credential Cache

. Active Directory Accy
- SFTP Directories
- Mapped Drives
- Reflection Gateway User
- Post Transfer Actions
—I- Access Control
- Client Host Access C
Group Access Contre

GSSAPI (Generic Security Service API) % 7z Kerberos V5 Z = —HBFEE L CTHEMT 5%
BELET,

{Allow, Require, Deny} MHIERLET, 7 74/ ML "Deny” TT,

[Allow] ZiR :

7 I7AT eI =1 3 UIFIC ssh = ABEURT HEARGE RO & LTHREL
T3, BEMOIIE, xF v —va U TIRESNTZEIESF RO 9 HOWT N PBREERH T T
2 —YFEFER I & 72 0 T,

[Require] #EiR :

ssh ="\ 7 F 47 MZxF L T2 —YFREEE LTERLET, 2 —PRGERI D=0
"Require” & L CER SN2 TRILSFRICKII T 2HLERH Y £,

[Deny] EiR :

2 —HFREEE LT Kerberos V5 FRIEZMEH LRAWEE T,
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4.2.17 [Credential Cashe] =% EIEE
0 Reflection for Secure IT Server IL‘E-

File View Action Help
EIEEEIELIE

[ Staus | ldentty | Configuration |

= Restore pane defaulls @)

- General - [{:} Credential Cache

- Network
- Permissions Store user credentials in the secure cache for gaining access to network resources.
=-Logging

i Event Logging
Debug Logging Use cached passwords to give users access to domain resources

Record passwords in the cache when users log in

e Audit Logging
I';:'l--Eljaypﬁon

i “-KeyExchange | Filters... | | Refresh | | Export...
[=)- Authentication
EI- Password

i L.RADIUS
|- Public Key User
i e Certificates ATMI-05%USER 1 12 days ago Cached passwords

R3A SecurlD MICROFOCUS, COM¥NAME 72 minutes ago Cached passwords, SFTP directories /
GSSAPI [ Kerberos

|
. Active Directory Aco

- SFTP Directories

- Mapped Drives

- Reflection Gateway User

- Post Transfer Actions

[=I- Access Control < m >

- Client Host Access C

Group Access Contre Add... | | Edit. ..

< m ¥

Cache contents

Current filter: All credentials

“ Last used Allowed uses

| | Remove

74TV I OEERT DRI ssh = "OEDRy N =2 U Y —=RZT 7 EAT D7 —RITE

WT, X2y hI—=T UV —=A~DT I VAL 7 T4 T v O2—FEIEE R LI O FEFENE H

ERESIGEIC, AREBEZEVEE LT, ERERIEL. B LRESNET,

Ky T =27 VY —=ADT 77 ARG A E 72 1>

()Windows KA A > —WFRIEMERRIEIC, 7 747 2 FDHD2—HFHIET/ IR T — RIFH AT
DEED R ABREERRAE. FEFAEFRRE, SecurlD FBALDLGE

(2) [SFTP Directories] &M "SFTP accessible directories” (&% v hU—2 LDF 4 L7
MU ZERL, TZ~DT 7 VAZT TAT 2 hO2—VRBAEE RSN OFRGEEH 2 5 54

(3) [Mapped Drives| X EHEIZ CER LR Y NT—F RIALT~DT 7B ARFELE LT, 77
AT 2 b O —YREFEHFRUSNORBFEE HR 2L O e

[Record credentials in the cache when users log in]

EIRAIRHC, Ry hT—=2 U Y —=RAT 7R ATMBERNRAT — RANZa—PICER L, AT

SNTELBICENZIRERER L ET,

[Use credentials in the cache for authentication]

i%?ﬂﬁ?ﬁﬁﬁl\ BERAF SN AR 2 —VRRAE R & 555 1N R Yy R T —2 U YV — A
DFSFECAE N L £
R -
8.2 SP1 £ T, I3l [Record credentials in the cache when users log in] 2SZEIRAZHEFD
BARRENEIMETE L LA, 8.2 SPL Updatel 22 HIIMNAL L, EEEak &I Bb b/
AHEIC/R Y £ LT,
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# Cache contents
[Filters] R2 >
[Filters]ZA 7 v/ Ry 7 RafFornd 2 RRZ - TH,
[Refresh] R4 >
Cache contents HIOWNEEZ HH§ 2R % L TT,
[Export] K% >
BERAE SN T —PRAEE R E csv 7 7 ANV T 7 AR — hLE T, R T— NIk,
[Current filter]

[Filters]Z¥AT7va Ry 7 A ETCHESINTZFMIANEEZ Y A NTERLET,
Filters - Add/Edit Credential -

Select filters to show only certain accounts in the list,

[Domain¥]user: | MICROFOCUS, COM¥MNAME |

L\ : Ibeﬁjl’E—VI 2017/11/27 B~ Password: sEsEBEEIRIIREES | Test
Allowed uses Last used: Mon Nov 27 15:19:40 2017
Cached passwords for dient access Allowed uses
directories and mapped drives ached passwords for dient access
[ 5FTP directori d d dri [ cached ds for dient
Active Directory access SFTP directories and mapped drives
Reflection Gateway user access 2 [[] Active Directory access

|:| Reflection Gateway user access account

| oK | | Cancel | | Help

oK | | Cancel | | Help

# [Filters]#4 70Ky IR :
BT SN Tc 2 —VREGER MO A&/ Zon kb2 faE L E T
[Last used]
Cache contents HIZFERT 22— PRIEROFRFMERELE7
# Allowed users

[Authentication], [Drive mapping and vitual directories], [Domain accesslLast used];&EiR

BIRAZME L2 B3 LT BT SN 2 — VREGEE R 2 mrae & L £ 9,

# [Add/Edit Credentiall% 44 7BJ Ry I X :
= — WRBRENE A Bk D fe e i T,
[Domain¥user:]
EFT H 2 — V% DomainYuser XL Computer 44 ¥user OEXTHE L 7,
[Password:]
RRA—PFDONRAT— REFELET,
[Test]R%& >
727Uy 7452 LT, EEL—RAEER LR 2 TV ET,
# Allowed users

[Authentication], [Drive mapping and vitual directories], [Domain access];EiR

BRA ML L2 B LT, BRERAF S o2 — PRBGEF R 2 arae & L9,
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4.2.18 [Active Directory Access] X FEIm

) Reflection for Secure IT Server [=] @ ==
File Wiew Action Help

HEEE D> ED

Status | | dertity | Configuration |

= Restore pane defaulls g

- General - {{:} Active Directory Access

- Metwork

- Permissions Account: For Active Directory access

|
(Kt

. L?gging The server uses the specified account to obtain rights to browse and read user attributes in Active
o Event Logging Directory, IF no account is specified, the machine account is used.
- Debug Logging
“- Audit Logging Active Directory access account:  MICROFOCUS, COM¥MAME
[=)- Encryption
i ieKeyExchange Clear ] | Select account. .
() Authentication
E| Password
. L-RADIUS
—I- Public Key
| i.Certficates
R.58 SecurID
G55AFI | Kerberos W
i Credential Cache
L Active Directary Aco
- SFTP Directories
- Mapped Drives
- Reflection Gatsway Usst
- Post Transfer Actions
[=I- Access Control
- Client Host Access C
Group Access Conkre -
o om 3

m

RSIT Windows H— _"ZEA L7=H— 38 Active Directory RKAA o ha—J 2% L CHE
RESR T DD T 7 & A1 @ (credential) Z3%E L £7,
NAA va—FTrr AL, DOTREHEOWTUNOGEITRET DMENH Y £7,
1) 2—WPFRIEE LT, ABEEEAE, FEFIERSAE. RSA SecurID F8FE, RADIUS FRAEDNT i
i L, 23> [Credential Cashe] REZMLTNATU—RNFy v vaziffl LRNGE
2) RSIT Windows #— 3 [Access Control |BEIZ T, Active Directory 7 /b—7" A/
Ty T OHREBHAL TV LGS
3) RSIT Windows —/3®[Group Configuration] ¥ EIZ T, Active Directory Z/L—7
AUy TOEREMEH L T D56
FIREESIL, Active Directory RAA a2 v —FORENRICHLIKELET, b LAR
ENRRET, DO RT— NFHRAEHEDZ2WEE . RSIT Windows V— 3% Local System 7 4
U hEMENT 7B A LET, Active Directory KA A a3y hr—Z T, AP —/3D Local
System 7 A7 MI RAA a—WFRMUEFERY — FHEREZ 58T, BICEA -T2 5
RIRWVERIEZ LTV, Active Directory RAA 3y hu—F 20 GRGEHEITH R 2 —
RACIHECN QU A
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[Active Directory access account]
FXE SHT- Active Directory RAA v Ay ha—F DT 7 wAT T NeRRLET,
KEEDYE, Local System 7 H 7> MREHINET,

[Clear] R4 >
BRENEZZ7 VT LET,

[Select credential]l7R% >
[Select Credential]l ¥ A 7 v/ Ry 7 ZA%xf& £, £OH T, BEfF2—Y Credential F¥ v
TaDRPLBPUEET D70, Filr—FE2@IUEE L £7,
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4.2.19 [SFTP Directories] X EEIM

File View Action Help
EIEEEIELIE

Status | Identy | Configuration |

= Restore pane defaults

(7}

- General 1~ {‘#‘ SFTP Directones
wyss == — -
- Network
-~ PErmissions SFTP accessible directories
=I-Logging [w] Allow all

i Event Logging
- Debug Loaging Alldw  virtual directory  Physical directory Account

L Audit Loaging [v] SFTP E:¥sftp¥ %y [Client user]
vl Home L] [Client user]

E| Authentication
=) Password

E| PL_.linc Key
i e Certificates
SA SecurlD

SSAPI [ Kerberos V add.. | | Edit. | [ Remove
redential Cache
ctive Directory Accy User login directory
Directories
- Mapped Drives |‘;5,_—|-p hd

- Reflection Gateway User
- Post Transfer Actions

I~ Access Control [¥] Connect to accessible directories when accessed, instead of at login time
; Ehent TSt Au(::esst:: [ allow dients to request the physical path for accessible directories

i Group Access Contre «

: []8how owner and group in directory listings on network shares (slower)

SFTP directory access

Virtual directory: | SFTP |

@® Local or UNC directory: [ E:¥sfip¥ % | [ Bromse... |

(®) Use the dient user account to connect to this directory

() Use a spedified account to connect to this directory (UNC paths only):

| || Select account... |

() Remote SFTP server: | | Configure. .. |

Permissions

[v] Browse
[v] Download
[+] Upload
[+ Delete
[v] Rename

@ Some dients may require delete and rename permissions to upload.

Lo || concl

REREEHEIZIBNT, 774 T2 binbO SFIP BEW sep 77 B AZBIT DT 7 A2 —H|Txt
T5 O7 7 EAFAHEOEE, @QrJ A A =27 4L7 NIDIEE Z#LET,
# [SFTP Accessible directories]
T AT AEIE A E O FET 4 L7 MY EZFBR L CRIEL £ 7, EESGIEATRETT,
BHIFEEIE, [AddlARFZ %27 U w7 L, Fr[Accessible Directory Settings]ak & M H o AT
EHAZANLET,
BRERIT A Directory ITKF L, “"Allow il & = v 7 ~— 7 T CHZ/ B % ERI$5 E "TRE T T,
F E[MIow allJ#EEZENWTF = v 7 ~—27 O —FEHREL ATEE T,
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# [User login directory]
BIAVER—LT 4L NI ERELET, INE T A= —ICKRT D Virtual directory”
HHPOBIIEELET, 77 biE, 7/Home” T,

[Connect to accesible directories when accessed, instead of at login time]
X E L72"SFTP accessible directories”SE& Wit 2% 4 IV V2 HEL ET,
F =y 7 AR ERE) (77 40 F)IE, v 7 A AFOR R CIEREEK directory & NEREGE
PN, RERICHSR R SR8k L £ 97
F v 7 & T WE (BRI (3, v 7o LB B TaEk directory & NHEIERE L £, Bk
directory 2SMBIZZ WK ZREEHIBREEDIGGIT v 7 A ALBRICIFRZE T 25605 2 O THEER
NLEETT,
[Allow clients to request the physical path for accesible directories]
AKRENLZ L—T 7 LS TWERE AN, [Reflection Gateway Users]ax i [ i [Fl k.,
RSIT Windows H—/NMZIZPAMRZRVEREHE T4, HH BKELEEAOTERL TR,
[Show owner and group in directory listings on network shares (slower)]
sftp 7 AT b~D 1s -1 A< N PifgE/ I N—TAFR MR ELET,
KRELTF v A7 (B (740 MFREL, 5>D"SFTP accessible directories”fgEM D
“Physical directory”f8EDY UNC RXAKEOESIZEY . O TOT7 7 AN/ T4 L7 MU D
T 70— 74 WA BAGRE L2 OB EEER T,
VAT LERIZ K o T, MR LRDEMAE/ N —THOERBGICRREMAZEL, a<v 2 R
BOEDREG B < 72 0 | AERAT sTtp PR E < 72 5 O Z [BIEES 5 72 ORI T £ Lz,

# [Accessible Directory Settings]Z#4 7O4J Ry R:
# [SFTP directory access]
[Vitual directory]
AT 0 v S UIABA AR E LET, 7947 2 b RIERTHR BT 4 L7 B VAL
EIIARBBA T CERESNET,
[Local or UNC directory]
0 —HVOEER FALT 4 L7 b RS A TIRET 20, HE 7 AV X ORER ELT 4 b
7 MU & UNCKRLTHELET, (M. Xy FT—2 FIA TITIRMIETT, )
[Browse] N &Z U BBPIEET HZ & b HRETT,
FERELIZ, NF =X R Y 7 (%D”, "%, T%u”, “%U”) A AE A RTRE T,
<UD =TT A NT FVF C%H =R — AT LA
c%u s —Hu s A WU RAA va—Hnr s A 4 (domain. username DFE)

# [SFTP directory access]
€ Directory 2, 73— v 3 » {Browse, Download, Upload, Delete, Rename} Z{EBIIZ+5

EAHETT
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4.2.20 [Mapped Drives] %EEE

File View Action Help
HEEEDPED

Status | Identy | Configuration |

I, Bestore pane defaults @)

- General i{{#} Mapped Drives

- Network
- Permissions Mapped drives for use in terminal sessions
El-Logging

i Event Loaging
‘... Debug Logging Drive ™ Metwork path Account

. Audit Logging z: ¥¥computer¥sharename EM2-WS 12R 2¥ADMIN
[=-Encryption

‘- Key Exchange
=1~ Authentication

). Public Key
. Certificates
RS5A SecurlD
GSSAPI [ Kerberos
i Credential Cache
. Active Directory Accy
- SFTP Directories
- Reflection Gateway User
- Post Transfer Actions
[=I- Access Control
- Client Host Access C
Group Access Contre

| | Remove

ABREHEHEIZIBWNT, Ry hI—F RIA T2~y BT ERL, 7 I9A TV MrbDF—IF )1
Wiz T 72 AFHREE LET,
# Mapped drives for use in terminal sessinons #&
[Drivel
Yy TENTE R TIA T T ERRLET,
[Network path]
vy ENTER Yy hT— 7 X2 % UINCER TR R LET,
[Account]
B LTBREE R CT 7 E AL/ TV D — A ER R LET,
[Client user] EHRR L TWAELEIX, 77 B A—YFREHT 2B GEEREZHENET,
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Mapped Drive Settings -
Mapping

Network path: |¥¥computer¥sharename | Browse...

(for example: ¥¥computer¥sharename)

Account for mapped drive access
(O Use the dient user account to connect to this mapped drive

(®) Use a spedified account to connect to this mapped drive:

EN2-WS512R2¥ADMIN | [ Selectaccount... |
| oK | | Cancel | | Help |
Select Account -

Add/Edit Credential -

Select an account to be used.

[Domain¥]user: |EN 2S5 12R 2ZE¥ADMIN |

Password: | LTI T ] | Test

Current filter: Only SFTP directories and mapped drives
Last used: Never

ENZ-WS 12R 2¥ADMIN Add... paneiees

= vl

Edit SFTP directories and mapped drives

Remove |:| Active Directory access
|:| Reflection Gateway user access account
oK | | Cancel | | Help
OK | Cancel | | Help

# [Mapped Drives Settings] ¥4 7R4S Ry R:
# Mapping
[Drive:]

TNE YU A= a—TCRRTIOIRENYD RT A TAPLIRIRL T,
[Network path:]

EFRT DRy NT—I 2% INCEXTHRELET, Wl : ¥¥computername¥path¥folder)
EH:AJIT 25D, [Browse] RZ 7 Vw7 Db, [7HNVEXOSME]EmZ#/EL GRIRLET,

# Account for mapped drive access

[Use the client user account to connect to this mapped drive]

BINEE (T 7AWV N, 72947 v ba—YRRoa—ViGEERE2FEWNT 78X Gy hU—7
INANDT 77 AR HEORHEZ 1T F 3,

[Use a specified account to connect to this mapped drive:]
BIREE, ERARY NT =T R2ANE, ZZTCERT DT AT M RRAT—=RE[HNT 7
AL FE9, [Select account] "RZ %27 U w7 L., [Select Account]§X Mm% Fn L= E T,
2 — YRR A B ER L E T,

[Select Account]i®Emm L [Add], [Edit] A& BT, HIZ[Add/Edit Credentiall
WEERR L, Hx O—FRGEER 2 BEERLET,

=Ju i
X IE
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4.2.21 [Reflection Gateway Users] EX EEIE

File View Action Help
EIEEEIELIE

Status | Identy | Configuration |

I, Bestore pane defaults @)

- General ZH {#} Reflection Gateway Users

- Network

- Permissions [] Allow access to Reflection Gateway users

El-Logging

i Event Loaging
Debug Logging Restrict Reflection Gateway users to file transfer sessions
Audit Logging

= Encryption Gateway Adminiskrator host: | localhost

- Key Exchange (Gak Adriniskr &t ki (9190
- Authentication ateway Administrator pork:

= Password

Allow server access to Reflection Gateway users only

Reflection Gateway user access account

Select an account For Reflection Gakeway users to run as, The permissions available to Reflection
. Gakeway users are determined by the selected account.
RSA SecurlD ® Service account
GSSAFI | Kerberos V .
Credential Cache \_J User account | | Select account...
Active Directory Acc
- SFTP Directories

-Mapped Drives The Reflection base path determines where files will be stored For Reflection Gateway users, It is only
used when the Reflection Proxy is selected as the transFer site file server in Reflection Gateway

-Post Transfer Actions Admiristr atar,

[=]- Access Control Reflection base path: | C:¥ProgramData¥Micro Focus¥RSecureServer¥Reflection¥ | | Browse... |
Client Host Access C
Group Access Contre

[ DI

Activate and verify | | Launch Gateway Administrator |

ARBGEME L, RSIT Windows ¥ —/SOEE | BEEAEN T L—T 7 b LEGHESATHET,
LTRSS,

AR EmE X, BIRLEL (Reflection Gateway) SSH V— fEa v R—x v b EDLHALD 7= DI K,
ZTWET,
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4.2.22 [Post Transfer Actions] SR FEEIm

File View Action Help
EIELIE

Status | Identy | Configuration |

I, Bestore pane defaults @)

-~ General | {{#} Post Transfer Actions

- Network

- Permissions Maximum concurrent post transfer processes:

Actions for file uploads

Endbled ~ Filter Command
[ E:yisfipiy, = C:¥_whiseript_1.bat

i t-Key Exchange
B- Authentmtlon

E| ublic Key
Certificates
SA SecurlD
SSAPI [ Kerberos V
redential Cache
ctive Directory Acc
- SFTP Directories
- Mapped Drives
- Reflection Gateway User
M Post Transfer Actions
—I- Access Control
lient Host Access C it | | Remove
roup Access Contre « = =

“Post Transfer Actions” (I, 77 A V& IEWHZERICEORMEZHE L, RMGEFICHEE=~
YRR EET OHEETYT, AREMEEND, FOEEBRbE a v FEEELET,

[Maximum concurrent post transfer processes]

EEFIREZR 2~ FORIRFENE EIRMEAFEL £, 7 74/ F7607, "0 1T ERIRD &,
# Action for file uploads
[Enab|ed]

ARGk A Filter, Command 8 EWNFICK L, F= v 7 ~—2I2 K0 A/ B z2HE L7,
[Filter]

77 ANZAER D 3~ v REEIRMAETT,
[Command]

avy RFETTZ 7 A NNy T 7 7 A NV EMSATHRELET,

[Post Transfer Action Settings]Z A 7 7Ry 7 ANHAS, RELET,
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Post Transfer Action Settings -

File filter: |E:¥¥sf‘h3¥¥.‘ | Browse...

A case insensitive regular expression that will match the file path on the server.

Examples: .* . ®¥.pdf C:¥¥folder¥¥,
Program: | C:¥_whk¥script_1.bat | Browse...

This program will run with administrative privileges.
Arguments: | &FILE_SIZES EFILE_HASHS | Tokens

| 0K | | Cancel | | Help |

# [Post Transfer Action Settings]&# 4 7OJ Ry o X:
[Add], [Edit]AR&Z O FIZLY | AFREWIH 2 2 UIBER, ML ET,
[File filter]
T ANZERDa v NEBSRM A IERRR 2 HENEELE T,
(G FRE T AN FITZAE, BELAMD T 7 A NV EZAE, ZAER SIS 55)
T A NVENEETRET D%, [Browse] R Z U LIBIRFEEFRETY, ZOHAIL. FHEL T +
WEINRALZDITRT 7 A4V ( Y %) P EMRKRBUCI Y BEIBIC A SN ET,
INART 7 AN FANT D56 KUY PIET". "ITERRBOA 2 X v T 7 2T
TOT, A= LFY ZBML, Y, LT LRI L ET,
[Program]
S~y REFFT 7 A NN F T 7 A MRkt S A THE LET, [Browsel R 2 i & @RS i
"HETY,
a~vy R7a 77 AOFETHERIL, RSIT =Y —ERXELFE—D7 T MERTT,
[Arguments]
=2 VHREICED Ry FT77ANAT VT b~BIBEETENTEET,
[Tokens] RZ &ML, FNFT L A=a—PHERLET,

h—2 N il

CLIENT_IP Bt s 9A T FIPT FL A 192.168. 2. 123

DATE 77 ANZIED BAF 2014/11/07

FILENAME ZAZ T 7 A NATR myfile. txt

FILE_HASH ZIE7 7 A L®D SHA-1 /v = | 8439cbbf04f2b10acd32844ee0983bd1
il bc3175d3

FILE_PATH ZET FNE DIRA E:¥sftpYichiro

FILE_SIZE ZAG7 7 A NV DFE Byte) 7326

FULL_PATH BT 7 ANLHET /A E:¥sftp¥ichiro¥myfile. txt

INITIATOR_USERID | = —#4 mydomain¥ichiro

TIME 7 7 A IVZAE DREZ 14:26:59

TIMEZONE Y= RDH A LY — +0900
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4.2.23 [Access Control] EXEEM

File View Action Help

HEEEPED

Status | Identy | Configuration |

(7}

- General {{#} Access Control

- Network
- PErmissions Access control
[=I-Logging
i Event Logging ‘fou can customize user access based on dient hosts, groups, and users.
Debug Logging
e Audit Logging
[=I- Encryption
Key Exchange
[I- Authentication
(- Password
E| Public Key
| leCertificates
- RSA SecurlD
. GSSAFT [ Kerberos V
- Credential Cache
. Active Directory Accy
- SFTP Directories
- Mapped Drives
- Reflection Gateway User
- Post Transfer Actions

i Client Host Access C
Group Access Contre

[Access Control] EEEL LT, 3 ODBLEMNLT 7 & AHilH GFal/fi58E) = EHETT,
D [Client Host Access Control] : 7 7 A4 7 MNEALTIEE
® [User Access Control] : = —H BN CIEE
HREL bAdd], [Edit] REnBXATRI Ry 7 ZeFr L, ARELET,
TTGAT v N ITN—T/2—FDRENE L OB EITERZIRBRANIENHE LET,

LFREEOEENA T, ROBANZEDEH SV ET,
D 7547 NRAL/ 7 —TBAL/ 22— F RO W N O E B 128V TR T HRES
YT LEE. T EAFESESNET,
7747 NRAOTIERTREN KRB THESNET .
2) "HEMREMNFELZR, F20T B L2RWES . IO T ORRE B (7R E
PIET 20 E I R LET,
2a) fEBIO FFAIRENEAFE L RWEAIT, GERERTO) &2 TOT 7 ¥ AFFF TSN E T,
2b) W ORBGE E I CIEBI O FF A R EPMFET DE AR, T O EFA T HRIERMC A
LZ2WRY . 77 B AFESESNET,
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4.2.24 [Client Host Access Control] =% EM

File View Action Help
EIEEEIELIE

Status | Identy | Configuration |

= Restore pane defaults

(7}

{{#} Client Host Access Control

Client host Type ACCESS
*microfocus¥, com Domain Mame Allow
192¥%,168%.0..% IP address

- General ZH
- Network

- PErmissions

. Client Host Access Control
- Authentication

- Password You can use regular expressions to specify either the fully qualified computer name of

the dient computer or IP address. Characters that have a spedal meaning in regular

E| Piul;IBAKZIUS expressions must be preceded with a backslash (¥).
|- Public Key

i Certificates

SA SecurlD

SSAPI [ Kerberos V .
redential Cache | 192¢. 168¢.0..%
- Active Directory Accy

) Fully qualified domain name |

- SFTP Directories
X (®) Allow connect () Deny connect
- Mapped Drives
- Reflection Gateway User
- Post Transfer Actions | | c | |

[=I- Access Control

Remove

7747 NEALTOT 7 & AHIE Grel /AESHEE) 28 E L £7,

[Add], [Edit] RZ &7 Vw7 L, ZAT TRy 7 ANEATRELET,

BEIZ, FAL A IPT RLAIZTHRELET,

FLRNAE O —ECHE X EREZBRANCAENE T, KOV EE"."(Fy MIZEREBROA XX F
JHTTDT, TAF—TLFY ZBML, "Vl LET,
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4.2.25 [Group Access Control] EXEEE

File View Action Help
EIEEEIELIE

Status | Identy | Configuration |

= Restore pane defaults

(7}

- Network - {#} Group Access Control

- Permissions
[=-Logging
i-- Event Logging
Debug Logging
- Audit Logging
[=I-Encryption
Key Exchange
(I Authentication
(I Passward

{ L RADIUS Yfiou can use regular expressions to spedfy group name. Spedial characters in regular

E| Public Key expressions must be preceded with a backslash (¥). You can use a forward slash () as a
Certificates delimiter between domain and group names.

-RSA SecurlD Examples: admin, * or domain/group
i GSSAPI [ Kerberos V
- Credential Cache

... Active Directory Accy |NEHQ¥¥T°k"'°
- 5FTP Directories
- Mapped Drives
--Reflection Gateway Usel
- Post Transfer Actions

Group Access
MetlQ¥¥Tokyo Allow
Microfocus/Seattle Allow

Group Access Control

Group name(s):

® Allow connect O Deny connect

- Access Control
i~ Client Host Access C

Add... || Edit... || Remove |

T N—TRIGEIZ LY T 7 & A Gre] /SRR E) 2R E L £7,

[Add], [Edit] RE &7 Vv 7 L, #AT IRy 7 ANbANRELET,

Windows Active Directory KA A D7 N—TZigEOEXRIZ. L TO@EY TI,

D) QRAAL L/ ITN—T% QRKAA ZY T N—T4% OV Y ARETT,

2) IN—THICAN=A G0 aE, [ 17 (R 2) THA LT,
ERD
RN O —BCHIE X IER BRSO E T,
RAA 2. T N—T7% OFEXTHL—REET 525808200 TTN, A 24X 7 2% 7 (K
v 87 EERE N, SATERATE O —XXFRITR D FF, KoT. 7. (Fy B Of0E % 5]
R FICEERZT-NE L EET 52812 £,
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4.2.26 [User Access Control] %5EEE

File View Action Help
EIEEEIELIE

Status | Identy | Configuration |

= Restore pane defaults

(7}

- Network - {{#} User Access Control

- Permissions

[=-Logging

i-- Event Logging

Debug Logging

. Audit Loaging

[=I-Encryption

Key Exchange

= Authentication User Access Control

= Password
i L.pADIUS You can use regular expressions to specify user name. Spedal characters in regular

E| Public Key expressions must be pre_oeded with a backslash (¥). You can use a forward slash () as a
L. Cerfificates delimiter between domain and user names.

- RSA SecurlD Examples: username. * or domain user
i GSSAPI [ Kerberos V
- Credential Cache

. Active Directory Accy
- 5FTP Directories
- Mapped Drives
--Reflection Gateway Usel
- Post Transfer Actions
[=]- Access Control
- Client Host Access C
i+ Group Access Contre
(¥ iser Access Control 9 dd... | |

User Access
MetlQ/Ichira Allow

User name(s):
[Netig/ichiro

(® Allow connect (O peny connect

Edit... || Remove |

—WFHIREICL Y T 7 ' AGIE G /ARG E) 2 E LET,
[Add], [Edit] RE &7 Vv 7 L, #AT IRy 7 ANbANRELET,
RAA va—PFLEEOERIL, ONAAS A/ 2—F4 Q@ FAL A2 —HE OVWThug Al
FETY,
ER
RN O —BCHIE X IER BRSO E T,
RAA 4, 2—04 OFEXTL—REET 25082V OTTR, A4XFxT727% 7. (Fy
R SRS, WITEBRLSEBEDO XTI £9, Lo T, 7 (Fy R OREZ B2
LFICEE W IZNEELABET 221220 £,

_53_



4.2.27 [Subconfigration] %FEIEm

File View Action Help
EEILI

Status | Identy | Configuration |

(7}

Debug Logging {{#, Subconfiguration

i Audit Logging
El ET:TCFHJtiOﬂ Subconfiguration
L e Key Exchange
- Authentication ‘fou can use subconfigurations to spedfy custom settings for particular dient hosts, groups, and users.

E| Password

RSA SecurlD
GSSAPI | Kerberos
i Credential Cache
. Active Directory Accy
- SFTP Directories
- Mapped Drives
- Reflection Gateway Use
- Post Transfer Actions
—|- Access Control
‘... Client Host Access C
Group Access Confr
User Access Control
Subcorgration
Client Host Configur
i Group Configuration
o Uger Configuration ™

INETORENFITEALZ P —B@IcEA SN E T, sl 7747 k(Client
Host Configuration) /2 /L—7 (Group Configuration) /=—% (User Configuration) &R+
7 Ay 7 4 ¥ a2 b— a3 (Subeconfiguration) 245 L, HERENA & 0 @B OMEBIFEE 2 W
HETT,

RSIT Windows H—/Ni&, IRONAML TRENA ZairidA, EEREHA DN H 556, B bHisA
NIERNEZ EEEXLET,

DOILIBERE = @ Client Host {HBIFRE = @ Group fEHHIFRE = @ User {EHRIFRE

F o THRAMAIIZIZ, @>@>@>D DOEFNAMIC TRENANEH S E T,
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4.2.28 [Client Host Configration] %7 Bl

File View Action Help
HEEEDPED

Status | Identy | Configuration |

I, Bestore pane defaults @)

- Debug Logging ~ {{#} Client Host Configuration

i Audit Logging

= Encrypti

H Cr,::Y ;:change Client host Type

=- Authentication 192¢,168%.0%. 10 IP address
= Password

- Permissions

[+]- Encryption

= Authentication Client host
E‘ P:assword ‘¥ou can use regular expressions to specify either the fully qualified domain name of the
L RADIUS dient computer or IP address. Characters that have a special meaning in regular

expressions must be preceded with a backslash (¥).

- GSSAPL [ Kerberc (O Fully qualified domain name | |
- SFTP Directories

- Mapped Drives

® Client IP address |192¥.168¥.0¥.10 |

REEMEWN [Add]. [Edit] "&¥ %27 VU7 L, [Client Host Configuration] #A 7 a2 R
I AEFR L, FREZ 74 7> b (Client Host) 12k L CHIBEHENR LV & EELOEBIFEE %
L%7,
IIAT L hELT RAAL AP T RLAIZTHRERIC, EMEVRENRZZINL, HAH
%8 U CATMRE LETS
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4.2.29 [Group Configration] EZFEBIME

File View Action Help
EIEEEIELIE

Status | Identy | Configuration |

= Restore pane defaults

(7}

é----DebugLogging - {#} Group Configuration

i Audit Logging
El Encryption Group inheritance for SFTP Directories and Mapped Drives:

i - Key Exchangs (®) Use first applicable group
[=I- Authentication
- Password

() Use all applicable groups
All other settings inherit from the first applicable group only.

Group type Group Domain
Local Administrators

Seattle

- Certificates
-R5A Securll

Microfocus

Domain

{#} Group Configuration

Group configuration

- Public Key Group type: | Domiain v |
- RSA SecurlD
- 5FTP Directories Domain: | Microfocus |
- - Mapped Drives
Group: | Seattle |

REEM®EWN [Add]. [Edit] R"Z %27 U v 27 L. [Group Configuration] #A TRy 7 A%
FoRL, FBEIN—THIK L THERENSE LD bEEoMbfaErZ LET,
TN—THERERIT, ML ORENEZERL, SHmEmHZE L TANREL X7,
U A MIERDOTN—T1F ENATIZ EBIE SN E T, [Move upl, [Move down] R ¥ > THEEL 9,
A—YHEHITN—TIZFRET HHEEDHRWVIZDONT
a) iR EEH : “SFTP Directories”, “Mapped Drivers”
- “Use first applicable group”ZERAEF :
~UANOH TR LM OBY T NV—TONENEHSIET,
- “Use all applicable groups”;EiREF :
~VZ M YR N—TONEPREASNET, (AL TRt 2ilE L £,
D"User login directory”i%, V A M LT N —TDRENEIZHE D,
@”Inherit directories”, “Inherit drivers” ZFEBINKFIZIL, FOWNEITHAET,
@E—"Virtual directory” &FNRNER~7=HAE, VA M ENO T NV—TNEZ A,
b) R EHE B : "Permissions”, “Authentication”

~HIZV A NOF TR EMOFLE 7 N—TONENEHT SNET,
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4.2.30 [User Configration] E%%EIEImE

File View Action Help
EIEEEIELIE

Status | Identy | Configuration |

= Restore pane defaults

(7}

{{#} User Configuration

Domain

Debug Logging
.. Audit Logging

EI Authentication
= Password

Microfocus

W{#, User Configuration

rMissions
- Authentication
—- Password

User configuration

User

Local
i~ SFTP Directories Ou
‘... Mapped Drives (®) Domain | Microfocus |

User name: | Ichiro

Group inheritance

Display groups

Erimary group: |

Groups for SFTP Accessible Directories and Mapped Drives:

REEM®EWN [Add]. [Edit] A% %27 U w7 L. [User Configuration] A 7 a iRy 7 A%F
AL, FEEL—VTAICx L THERENR LY b EELoflEEs LET,
2—VPHERERIC, EMEI VYR EHEE 2RI, SHORERmZE U CAIREL T,
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4.3 GUI BREEE U5 > DENMEFEE

BRI BEFERA~ORNED B LY GUI BREE A5 TIiX/2 <. B rsshd_config. xml” 7 7

A NVOHEESL, Windows 0S AT LABRBELEA~OBMFEEIZ LY RSIT Windows Y— O EHELAE

ERETDHERHY £9, ARBEMHRENIC TEE T DRBE A LZRWIRY I3, AREE RO

HIMIAETT, b LBBEWRAAE LS, UTodMHzZ oIl S, MOOERIS THIS
TEuy

4.3.1 “rsshd_config. xml|” BEEHEIZLDHHTIER
8 B RHRE S LD 7 51T GUT 7%

TEME 25 Tl <, BE#E rsshd_config. xml” 7 7 A L& L E
j—o

« RTET 7 A )VETTE : "C:¥ProgramData¥Micro Focus¥RSecureServer¥rsshd_config. xml”

[1] <PermitUnixGroupOtherRead> &7
(1) FERANE

—<Permission>

<{PermitUnixGroupOtherRead>fal se</PermitUnixGroupOtherRead>

<{/Permission>

(2) BEokLiEEE

« UNIX sftp 77 A4 7> bk (OpenSSH, RSIT &) ~® get 77 A NW/3—3 v I 3 H(644) ZI67E

a)’false” (T 7 /L b) : X—3 v 3 E(600), FEK ver. (7.2~8.2SP1) & [al—#R 5 W

b) “true” =3 v g E(644),
(3) i i
a) 1 FBAMR Ver. :

- 8.2 SP1 Updatel 753800

b) HHY:

*Windows DT 7 AT 0T 4 DT 7w AFFAMARE . UNIX /N—3 v ¥ g LR E ORI
X 11 OFPSAT A S22 728, RSIT Windows Server 2> 5HiKd get 7 7 A L D/X—3 v 3
ERIT T A M BEAERR & 72 D, AIREEHRDY WE v7. 2 BHIRFIZ (600) 1228 B X 417z (="Group”
R2”0ther” ~® Read HE[RNIEL 72 o 72), OO —HOBEEERIZEBWNT, 7w 7 J L/R
7 UTMCED get 77 ANDRNBNT 7 2 AR B E 725 —ARET . ZOERI%
ISR E LB LT,

c) FEEXT T T MEOHADXA IV T
< KIEHMFELE L2 WA Ver., “rsshd_config. xml”~EFEX 7 v 75— h L2721 TIIAEAB X

BINEN2, 7 v 77 — MRIZ GUI BREBIE 2B & | ML & O ELFENE Z hfr LIRS

#H T rsshd_config. xml” 7 7 A WVIZARIEH MBS B,
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4.3.2 Windows 0S S AT LIRBLEHADEMIETE

[1] “RSSHDUTF8~
(1) E¥4 Ll
- 54 “RSSHDUTFS”, " true”

ZHE(N): | RSSHDUTFS

FHIE(V): | true

(2) Bk & HEM
« RSIT Windows Servers (21T 5
sftp 7 7A T NeEDT 7 A NEERIZE T 57 7 A VAT N E UTF-8 52— K& T 54H7E,
a)f8E/2 L or “false” : sftp 7 74 7 MERD sftp 7’02 k2L ver. IZHEVVILER
“ver. 3" =ANST =t— R~X—7 (Shift_JIS $L3E), “ver.4 LAE” =UTF-8
b) “true”  : BELAEIT UTF-8 (T THLEL
(3) A
a) i BHAG Ver.
+ 8.2 SP1 Updatel 75BN
b) BHHY:
 RSIT Windows Server I TiX, ##i7 74 7 > bR T 5 sftp 7’12 b 2/ ver. IZTEWN
TRexHG DL Z T 5,
@© ver.4 (UXZNLIFE) . KORSIT DA+ ~ UTF-8 |2 THLEE
@ ver. 3 : ~ (FFFEIEMAE BRI /272 ) ANST =2 — R~4—3 (Shift_JIS #LE) O F £ L
F D78 UTF-8 2% L sftp 7’1 k=)L ver. 3 Z #7579 % OpenSSH & D7 7 A NEEEDIHE
2, BREB DO HARGET 7 A VAIZFALT DAL Tz, ZORIED 0B LTz,

Administrator (01 ——E5EEE(U)

= el
TEMP % USERPROFILE%¥AppData¥Local¥Temp
T™MP %USERPROFILE%¥AppData¥Local¥Temp

RN || #mEE. || ame)

SAT WNRIEEH(S)
= &

RSSHDUTF8 true

TEMP C:¥Windows¥TEMP
TMP C:¥Windows¥TEMP
USERNAME SYSTEM
<

FRw).. || w20 |[ aso |

|| x=oen |
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5. fHix%

51 ERKRBFIL—IL
[Access Control]=°[Post Transfer Actions]SefHlEIHE AT A ERFHREANL —LEZRLET,

XF

Wi

EED 1 LFIT—H,

XF7 T AEEEL, [ JTHENTELFOFONTIMNC—E,
Bl 21X, [abe] X "a”,"b”, "¢” & —2,

ATISCFFN D YeBR & — 5,

HPHEZ R LET, Bl2E [0-911F "0" 2 B79" DILE DO LFIT—E,

ERTOHF7AE 0RIFEIT 1R,
Bl X, [0-9]1[0-9]? 1% 2" TH 12" TH —H,

ERTOV 7R E 1L E—F, #lxiX, [0-9]+ X "17°7137, 7456752 —2L,

EHTOY 7 E 0 FILLE—E,

7?0, 47, *?

BT (2, + %) OEBIZ?Y Z2IEE L —BZ — 2 Z2HlR,
(?, + HNHMOLFEITELIRET SO LTHE T L2012 T, HEI
"V ERE LG AIETE AT NICTY E—,

() THATERNEZ 7 v—7 1,

TR =T,

ATSCFRNDORE & — L,

BRI 2 XY | ZEAICENNIE D EREBO VLTI,

#ERRA:

1) [Post Transfer Actions]® Filter &1, Perl IEMRFRIME STRANIIEVFE T,
FEAIL. PRI UEEZRT I,
http://www.boost.org/doc/libs/1_44_0/libs/regex/doc/html/boost_regex/syntax/perl_syntax.html

2) [Access Control] ®¥|E L. Basic Regular Expression (BRE) #3CHANCHEVET,
T, Tt ERLbEHAINET,

3 B
Ya, \a EETESTF— 0T : ([a—zA-20-9])
¥b, \b 22| : ([ Yyel)
¥e, \C EEYF—F : ([a—zA-7))
¥d, \d 5 s —c - ([0-9])
¥h, \h 27 R — 35 ([0-9a—fA-F])
¥n, \n %AT - (¥r| (¥r?¥n))
¥q, \Q BURSCTH : (VY1) [ (P ¥ 1%)
w, \W 5T ([azA-2]+)
¥z, \Z R ([0-974)

DS
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