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entity that you represent as its employee or authorized agent) and Attachmate Corporation ("Licensor™) with respect to
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constitutes a whole or partial copy of a product named above (the "Software”). Unless you have entered into a
separate license agreement with Licensor, you accept and agree to be bound by this Agreement by (i) selecting the
"accept” or "yes” option when an on-line process prompts you to accept this Agreement, or (i) by installing, copying,
downloading, accessing or otherwise using the Software. If you do not agree to the terms of this Agreement, Licensor
is unwilling to license the Software to you. In such event: (i) you may not install, access or copy the Software, and you
should promptly destroy any whole or partial copies of the Software in your possession; and (i) you may receive a full
refund by contacting your Software vendor within 30 days from your date of purchase to obtain instructions for return.

The Software is protected by copyright laws and international copyriaht treaties, as well as other intellectual property Ll
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« File > Save Settings, Close
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FFRRIZZ AT v MERD D > To b DN HBRENEIESTZ sshd ¥ —EZOEEICRY £,
RENEDT 7 4 /v ME~DIEE

[Restore Pane Defaults] HRH /A= =2—DBIN = FREMRANEET 7 4/ ME~
[Restore All Default Settings] X == —DFEIR = REHRNEEZT 7 /L ME~
HHNEZ T 7 4 /v MEICR L72#IC, [Save Settings] N v/ A=a—ORPUZL D D
N% % “rsshd_config. xml”7 7 A WZ EEERFE L ET, EEESREFRIZT T4 7 MR
R oT b DN HRENEIIES T2 sshd —EADEEICR Y £,

s
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4. BXE

41 ERFHEZTDRE

TI7HNV PRENBEDRETH, Mt x = V7 KETOEMRFRETT S, 4.2 FRIEFEM)
OAFEZHR I, BEEEX 207 R —ERAGTEHNINE - 728 72558 E 2 S AVE A RS S
NHZEEHRELET,

ZDH 12.2 BALEOKRA L Q) A A M=V FIEOME | DIZIIT D% E & NWAMERZ
35 D

4.2 FRTEFHH
RSIT Windows #—/NTid, & TOREZ GUI BEMIH 2 HFEE L, 42T rsshd_config. xml”~7 7
A TRIFSNET,
“rsshd_config. xml” 7 7 A VX, T 74/ FTIXFT 4 V27 MU FIBRIES L, A== —#4E
( Action > Set Data Folder) |ZX 0 ZDIRIFEHRAZEEATRETT,
a) Windows Server 2008, 2008 R2, 2012, Windows 7 D5 :
C:¥ProgramData¥Attachmate¥RSecureServer¥rsshd_config. xml
b) Windows Server 2003, 2003 R2 DA
C:¥Documents and Settings¥all users¥Application Data¥Attachmate¥RSecureServer
¥rsshd_config. xml
A
E#E xml 77 A NERETDZEITEDOT T —OFKE LD ETOT, FHAZEES LE
T &TOGUI BREMHE 2@ U THELTFEW,

LUF ., BREBHEEIC T ORENBICOWTHF L ET,

[Configuration] # 7 ZER L. HEAMAND Y UV —IROBR A = 2 — 2> b RIRRE W EH A%
IR LR ESEET,
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4.2.1 [Genaral] ZFEEM®
=101 %]

File Wiew Action Help

HS@dlb i

Status | Identity Configuration |

2 Restore pane defaults i)
General
- Network 73

Perm.lssmns Maximum number of connections: ISU
£ Logging

- Bvent Logging Maximum connections per user: |5[J
i-- Debug Logging

. Audit Logging Session time-out (seconds): IU

[=- Encryption
i Key Exchange Banner message file: I B”’Ll
EI Authentication
E| Password
. ~RADIUS
ublic Key
| L Certificates
SA SecurlD
i GSSAPI [ Kerberos V
Credential Cache
. Active Directory Acce
- SFTP Directories
- Mapped Drives
- Web Edition Users
[=1- Access Control
Client Host Access Ci
Group Access Contro

i User Access Control |«
.| | B

|»

[Maximum number of connections:]
P T [RIRFIZ Hefoe rTRE 7o e 8 D BIRZFRE L £ 77,
T 7 4V MElE 7607, {707 (TERIPR A ER LT, EHIRAEERIX, 0S DU Y —XFEDH|D
FHRIC X DHIRICER TS0,
connection reuse EIfERHIX., F¥ RX/LLEINTH connection DX 1 T M LET,
[Maximum connections per user:]
12— N7 0 ORI O FIRARE L ET, H70” IZMEHRIBRZ B L £,
connection reuse (BEfFHEIE v 2 U FEFED ) DAL 1 connection & LTH T M LET,
[Session time-out (seconds) :]
T A WIEZZAE SN TOIRNT A R/VIREE DML L 72 RF I FRE R R #2 | Hefoe 22 A Bh DT L
ET, TORERMEZDEMTATILET,
B0 D6 BRREIERN & 72 0 £7,
[Banner message file:]
BEGiBRAAIFIC 7 T A4 T MUNZIBIITER R T HRA v =V TF AN T 7 AV 2IEELE T,
77 ANDILFA— FIZUTF-8 2 L, £SO Fa— FORHZIZHBZE#R SN ET,
AL
SSHZ T4 7 > MZ Lo TE, NP —FIRICAKIED b DR DD £, ki 7 74 7 > bR
BEREIC R THRIR LTV D Z L 2RO ETHRE T SV,
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4.2.2 [Network] EZXTEMEmE
=loix]

File Wiew Action Help

HS@dlb i

Status | Identity Configuration |

2 Restore pane defaults i)

- Permissions

) Listening address _ + Port Client keep alive (seconds
&1 Logaing ng | I p alive (seconds) |

. i 22 &0

Ewvent Logging

- Debug Logging 0.0.0.0 22 50

. Audit Logging MHetwork Binding x|
El E?prhon r~ Network binding information

i Ky Exchange

21 Authenticati
2 E|u le?sstcr\'aorgn Listening address: I

- RADIUS Port: Izz

: ublic Key

.. Certificates ¥ Client keep alive IS[J (seconds)
: Gg::PEI’:;-"'KI:b ' ™ Require reverse DNS lookup
rberos

i Credential Cache

. Active Directory Acce
- SFTP Directories

- Mapped Drives

- Web Edition Users

El- Access Control b OK I Cancel Help

i Client Host Access Cr

Group Access Contro

" User Access Contral = Add... Edit, .. Remove |
.| | B

sshd ' —E X531 (Listening) 57 X4 7 X2 L AR — FNEFORREFREEZ LET,
TN NI BRTORZT X T ZITH LTAR— b 22 FaEV 4 TET, RELEST 561,
[Add]/[Bdit] R % > %27 UV v 7 L, [Network Binding]l #A4 7 u /Ry 7 A%@LCTHRELET,
[Network Bindingl ¥4 7BV Ry I X :
[Listening address:]
SSHZ ZA4 7 v binb Ot A RHbZ T T 57472 (R—KMDIPT RLAZEELET,
T 7 AN RTIE, RTOERRIPT RLANLOZERERTT,
2 IP7 FLRAFREIL, IPv6 DFE 77 L, IPvd DA 70.0.0.07 & LET,
[Port:]
SSHZ A7 v " bR EHFEHZ T T 5 TP AR— hMEEEHEELET,
T 74V ME A— k22 & T,
[Client keep alivel
74T M L CIERMEESRZ LET, X =77 74 7307 v MK LT ER IS E A
NGEICUILET, 7740 ME 608 T,
[Require reverse DNS |ookup]
RSIT Windows H—/ NI FREEESMIHT, #0EK 7 T4 7 > hD IP 7 R L A Z JEiT DNS (Zkf
LAHTOWG| B2 FAT L £, T OWi5| LB R L T-RpIZ | Bepeil s 2 Bl ik L D)9
L EFy 70&E] D ZOEEERHELBE LMD EF 2y 72 L] OfREZ LET,
<G¥Bl & &> @O[Client Host Access Control]F%EIZ T, FQDA T Client Host fEERE
@ |[Client Host Configuration]iREIZT. (FQDA/IP 7 KL AW T)
Client Host fEERE

e

e



4.2.3 [Permissions] xXFIEm

f:__", Reflection for Secure IT Server =10l x|
File Wiew Action Help

HEE > ED

Status | Identity Configuration |
2 Restore pane defaults i)
e = e e e e e
Net\nork e e

[~ Deny alllogins
[~ Logging
- Event Logging [V Allow terminal shell

i Debug Logging Terminal provider: lm
- Audit Logging

- Encryption Terminal default directory: I%D

Key Exchange

i ¥ allow exec requests
[=1- Authentication

21- Password Exec request prefix: I

. RADIUS [V Allow non-interactive users to log on
£ Public Key File transfer
- RSA SecurlD ¥ Allow SCP1

i+ GSSAPL [ Kerberos V
- Credential Cache
‘- Active Directory Acce

™ Use SFTP accessible directory settings for SCP1
[¥ Allow SFTP/SCP2

- SFTP Directories ¥ Allow smart copy & resume
- Mapped Drives
- Web Edition Users __|| [Tunneiing

El- Access Control
i Client Host Access Cr
- Group Access Contre ¥ Allow server to dient {remote) port forwarding

‘.. User Access Control -
.| | B

¥ Allow dient to server (ocal) port forwarding

AHE SSH Y — Y — A ORMAEE Y — LIS E L £,
ARREDM, [Subconfiguration] FXEIZL Y, IZIEF—WNA% Client Host/Group/User fARIIZ
fRERTRE T,
[Deny all logins]

(BUEBEIZHESL L TV DR LIS D S DFT272) 7 T A T v R b O & 2 THER T 2 E
T, [Subconfiguration] DIEEICAREITH D A,
[Allow terminal shell]

7 74T RINEDE = I TN R TR D0 E ) D OFRETT,

b

— 2 VBB ERF AT EEIR & LT Windows 0S D& F 2 VT 4 RENALHELET,

[Terminal provider:]

— I TR EMEIC RIS T D — MUFET T e 7T LA ERRELE T,

7 7 4V M Windows fZHED cmd. exe T, FEEL TR, X SATHEELET,

AL

FRERHZ S AL IZAR—= R EZG0HAIE, Windows DX 2V T 4 L XTI U —T—

av (" )THL2TRIW,
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[Terminal default directory:]
H—= I FNEGRIRR DN L R T 4 L N R D ANREREE LET,
INAZFEEETIE, NEZ =AY 7 ("uD”, "%, %u”, “%U”) Z AT RE T,
T 74V ME "% (Windows —H 717 7 A L) JETT,
Windows =—HF 707 7 A /L7 7 /)L MEZLLTOEY T, FHEHER 22—V L0 ZE W)
a) Windows Server 2003, 2003 R2 DA
C:¥Documents and SettingsYusername¥
b) Windows Server 2008, 2008 R2, 2012, Windows 7 DA
C:¥Users¥Yusername¥ (47 ¥ =7 F47C:¥Users”, Rz Ci¥a—4—")
RB = AN T
“UD : =T BT A NT F L
“UH =R AT K
c%u =P u s A 4
c%U : RAAva—Ya (4% (domain. username DEZ)

[Allow exec requests]
SSHUE—ha~vy REFATAREE T E I MERELET,
T 7 AV MIFEATAREE T,

[Allow non-interactive users to log on]

Windows H—0S @ B—hAtX =27 4R —REICT,"a—hvalF 245"
XUz o T —H/ T —FICx LT, SSHr 7 A VARl 2008 9 D afEE L E T,
A

Windows Server 2003 DAL, "w—HNm F AU EFATEH” HGUITR o THigha—H/
TN—=TIH LTUE, a~wr R7a 7 RMMERTERWRER SSH 1 71 Vs ki L, S2E/
=X VT 4RY —OREL R—OBEIZRY £7,
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# File transfer

[Allow SCP1]
OpenSSH @ scp (2 ZTIL"SCP1” & KFD) 13 FEEAARICHEIL L 7oV I sftp 7' b L& L
TWEF, RSIT Windows H— 3Tix, Z DI sftp 7’1 ha /LI b ®PISLE LTz,
AKFEEIL OpenSSH 7 T A4 7> R B D sep It T 2 E 3 h0isEx LE 4,
T 7 4N MREETCIERHE LE T,
e
OpenSSH @ scp ILSSHE v a v ND1F ¥ /&It Lizrepa~y RIZTEILTOET,
FoT, KRENPOT =y 7 ~v—2 ZHLIIEAT & LIZEE TS, [Allow exec requests]
ICCEITARED R EZ L TV DAL, OpenSSH 265D scp 3 AJREZIRREIC A2 0 £,
[Use SFTP accessible directory settings for SCP1]
OpenSSH 725 @ scp BIEIZKF L. [SFTP Directories]
MEEELET,
[Allow SFTP/SCP2]
AT B sftp KUY GEEAARICHEILL 72 sftp 7'm h 2L X D) sep (2T
"SCP2” L KFL) AFF AT MM EIDEIEELET, T 7 A4 ME FFAREETT,

EMHENOBRENEZEN T 2008 9

7
gt

[Al low smart copy & resume]
Smart Copy H&HE (=[F]— 7 7 A WAFAERFICEAL IR A 2 % » 7 F D HHE) & Resume HERE =V K 7
A RFCHTER T E TR L7259 DR O BT D68 O A2/ B 248 L £,
T 7 &V MIAIREE T,
A
SSHZ ZA 7> MUC Smart Copy B¥HE & Resume HEREIC A DB 1T, AREIC IR < B
TRITIERNC 720 E9,

# Tunneling
[Allow client to server (local) port forwarding]

74T RbO "a—H VTP R — MER” 2R T50E 5 NEREELET,
[Allow server to client (remote) port forwarding]

74T b " E— TP AR— k" 2 T250E 5 nEEELET,
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4.2.4 [lLogging] ZXEMEmE

f:__", Reflection for Secure IT Server =10l x|

File Wiew Action Help

HEE > ED

Status | Identity Configuration |

o
- General = Logging
- Metwark — |

rMmissions ~Logaing
i

‘You can configure event logging, debug logging, and audit logging.
i~ Debug Logging
.. Audit Logging
[=- Encryption
Key Exchange
(£} Authentication
E| Password

. -RADIUS

E| Public Key

. Certificates

- RSA SecurlD

SAFPI [ Kerberos V
i~ Credential Cache

. Active Directory Acce

- SFTP Directories
- Mapped Drives

--Web Edition Users
[=1- Access Control
Client Host Access Ci
Group Access Contre

i User Access Control |«
.| | B

[Logging #REL L C, TRt 3fEorn 7 HELE L,
@ [Event Logging] : Windows A Xy b1 7 ~Oie#kEEA I8 E
@ [Debug Loggingl : SSH 27 74 7 > b & OHEGEIERHT O 0 71 7E
® [Audit Loggingl : 77 A NMIEET /v 2SS VL U CEldafEL s E

@ [Event Logginglix, 77 4/ FAZTT, MEIIIG L TEOFMGERL ~VEEELET,
@ [Debug Logging]iX. 1B DAFBRBEMBKILT 7 /0 MREEO EEMhE LT TV, HAFHE
BFZ SSH 7 74 7 > b & OBHE CRIBENAE U 5a10, A LEREa 7 X 0 Z O JFK % f# bt L
FT., AT DE SSH 7 T4 7 2 b & OERHLBETIZFEMNELE 2 7 7 A WVIZERIE S L E
o BEA RN ELS 20 ARPREBIZZ2 D T 0T, KABERE~L, Z0OEELD
TEXTHHAT IV,

@ [Audit Logginglid, 7 7 # /v MEZNTT, Kb —/"~D 7 7 A VLT 7 & AR & A
TELTRBTHILENLLGAEICAMEL T,
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4.2.5

[Event Logging] EXZEEM

2} Reflection for Secure IT Server o ] 3]
File Wiew Action Help
4 @H| b=
C o Staws | ldentiy Configuration |
2 Restore pane defaults i)
- General = Event Logging
- Metwark |
Perm.issions [¥ Enable logging to Windows Event Viewer
& Logging
vent Logging 55H server and SFTP event log level
- Debug Logging V¥ Errors
- Audit Logging
[l Encryption v Warnings
- Key Exchange )
: Information
El- Authentication L
=l Password [~ Protocol details
. ~RADIUS
EI- Public Key ™ Hex-dump
- Certificates
RSA SecurlD [~ Custom Custam events,., |

- SFTP Directories
- Mapped Drives

- Web Edition Users
[=1- Access Control

1] |

i+ GSSAPL [ Kerberos V
- Credential Cache
‘- Active Directory Acce

i Client Host Access Ci
i Group Access Contro

‘.. User Access Control vI
3

Windows A X b /' ~OEEEEOEELY LE T,

[Enable logging to Windows Event Viewer]
ARV ha T ~OEEANCLET,

[Errors], [Warnings], [Information], [Protocol details],

[Hex—dump]

Frxv /=0 ANDHT LT, EOLVLETRET D202 ELET,

TIAT<IEE LY

DE3, F7 /L ME, “Errors”, “Warnings” L-~ULZiEk L E£7,

[Custom]

F v I~v—27% AN, [Custom events] RZ %7 ) v 7452 & T, fllxDFFEMA X M

TEBNZFEERTEE T,
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4.2.6

File Wiew Action Help

[Debug Logging] EXFEEIM
@, Reflection for Secure TServer

=10 ]

H & E P D

- G5SAFI [ Kerberos V

[ Encryption [V Information
i Key Exchange |
£ Authentication [™ Protocol details
=l Password I™" Hex-dump
; - RADIUS [~ custom Custom events,., |
E1- Public Key
i L. Certificates i Log file information
- RSA SecurlD

Log file directory: IC:¥ProgramDa1B¥At|3dﬂmabe!!RSecureServer!!Logs

Browse... |

Credential Cache [ Log file rollover (by size) File size (ME): |4
- Active Directory Acce
. SFTP Directories I™ Loa file rollover (by time) Start kime (LTZ); IIZI Interyal (hours]: |2-l
-~ Mapped Drives Timestamps for log file entries: + UTC
- Web Edition Users Lol
El- Access Control =
- Client Host Access Ci
- Group Access Contre View latest log file I

Status | Identity Configuration |
2 Restore pane defaults i)
- General -] Debug Logsing
- Netwark e
-~ Permissions ¥ Enable debug logging to log file
—1- Loggiry
= Egg N . 55H server and SFTP event log level
Ewvent Logging ¥ Eo
ebug Logging L
- Audit Logging ¥ Warnings

i User Access Control |«
.| | B

RSIT Windows H— DTNy 7o FJHEROEEEZ LET,
TNy Ja JIXREENTH T, FRCY T4 T N E ORI B R E WA Rt L E 9,
Av—VEHDLRPET 07T MLEL AT % BT, RSIT Windows H—/NXDASRDILEL DAL
HEEIE T LEYS, @FENTIEITF =y 7 ~v—27 25 LEZNIC L TREVWT IV,
[Enable debug logging to log filel
TRy a7 OREEAMIILET,
A2, SSH Y —_OH —E X2 BT D EIHIL O R2T Ny ra s 7y A Ve ERKLET,
[Errors], [Warnings], [Information], [Protocol details], [Hex—dump]
Ty Iv—0EANDTET, EOLVVETRERTINEHRELET,
TIATIEE R VMRV E£9. T = v 7 Z ANTZHB O EAIREFICTF = v 7~ — 7 BN
DET,
[Custom]
F v 7~v—27% A, [Custom events] RH &7V v 7§57 LT, Hx DA< M &

TEBNZFEE R TEE T,
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# Log file information

[Log file directory]
TRy Ta T el T 574 V7 N RERELET,
TRy Za IR ET 4 V7 b U FIZ, “RSSHD-YYYYMMDD-HHMMSSmmm. log” &\ 5 7 7 A L4 CIE
EAVET, 22T, “YYYYMMDD-HHMMSSmmm” 1%, BHAREEZ] Z 7% L. “YYYYMMDD” (X4 H H .,
"HHMMSSmmm” 1% Bg 3+~ A 7 o k) TH,

[Log file rollover (by size)]
FIRZ 7 ANY A XEFREL, TOVA RZELTELBT Ny a7 7y A VEET L, Hius
T 7 ANEFIAAER LY R ET,
BETA REL 77 ANDOI A XFETHY  &2n /7 7 A VEEIIHAKBTETOTEET S
|

[Log file rollover (by time)]
HERMMBR T AT Ny a7 7 7 A VEFBIZAER LYY FX ET,

[Timestamps for log file entries]
TRy a7 Ay —=UI G SN LREEIERETRE L ET,

- [UTC] ;&R : UTC (EBH E 4] ; Coordinated Universal Time) (77U = JHEHERE; GMT &

[AF) CTHRR,

: [Local] &R : FREX A &V — VLI THIR,

[View latest log file] R4 >

B (BUT) OF Ny 7 FJNEEFRRLET,
W, A==2—n50=IR "View” > “Latest Debug log File” THIRAEIZERL E T,
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4.2.7 [Audit Logging] FXEEME
=101 x]

File Wiew Action Help

H@dlb i

Status | Identity Configuration |

2 Restore pane defaults i)
- General

Audit Logging
NEt\NOI’k. -

- Permissions [V Enable file transfer auditing
El-Logging
Event Logging ¥ Indude a file hash with each record
Debug Logging
[=- Encryption
. Key Exchange
EI Authentication
E| Password
. ~RADIUS
E| Public Key
 LoCertificates
RSA SecurlD

- GSSAPI [ Kerberos V

Credential Cache

. Active Directory Acce
- SFTP Directories
- Mapped Drives
- Web Edition Users
[=1- Access Control
Client Host Access Ci
Group Access Contro

i User Access Control |«
.| | B

|»

Audit log directory: | C:¥ProgramData¥Attachmate¥RSecureServer¥logs Browse... |

RSIT Windows #—/"~DT7 7 A NRET 7 B AR AR 7L LTRET L9 EEL L E
T, 7L LTRET O2NAEITLLTOEY T, BIZHREDLLRITH LW T 7 A L& fRERSF
T HNFITAERLET,
0277 7 A4 V&K RSSHD-Audit-YYYYMMDD. log  ("YYYY”:4E, “MM”: A, “DD”: H)
o JEgRNE - UserlD, ClientIP, Action, ServerFilename, StartTime, EndTime,
ServerFileModificationTime, ServerFileSize, BytesTransferred, Result,
Reason, ServerFileHash (W ~XE1V | —Fl#k—1T)
[Enable file transfer auditing]
77 ANRET 7 ZRBEE 7 O E AN LET,
AR SSHY—_OF—E X2 BB 2 EICHLOH I 2n 77 7 A VEERLET,
[Include a file hash with each record]
a7 NEOH S ABEIERTE 77 7 A /UIZ hash fl (SHA-1) 2 &0 D D EHEE L E T,
[Audit log directory]
1 7 DRAFFEZIEE LE ¥, MNICERETLAT 52>, [Browsel] RZ &7 U v 7 LTHRET /v
K a BRI ET,
T 7 AV MR T AV Z OEERHERNCAERE I T 1 7T LAEERIC ABIAEKR S 2B 6
X, ZDO7 FNH 38— v g iE, SYSTEM & Administrators 725 83, ZD 7 4 V4
ToOur 77 ANSEDON—=I vy a UPMKSNE T MBICER L7 A VX a2t ET D5
B TD/—3 v 3 % SYSTEM & Administrators 7ZUFICRFRI L, B = U T 4 EOHIRE )
FTTREVY,
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4.2.8 [Encryption] EREEM
&, Reflection for Secure T Server =101x|

File Wiew Action Help

H@dlb i

Status | Identity Configuration |

2 Restore pane defaults i)

- General = Encryption

- Metwark
- Permissions ~Ciphers ~MACs
- Logging n
Event Logging hmac-sha256
Debug Logging [W]aes192-cir [w]hmac-sha1
- Audit Logging [W]aes256-ctr [wlhmac-md5
Em [w]aes128-chc [w]hmac-sha1-96
: AE"EKEYﬁE’(:ﬁ"'QE [W]aes192-che _lmve 5 W|hmac-mds-96 Fovz |
= E|u le?sstcr\'aorgn (W]aes256-che Move down | [w]hmac-ripernd 160 Move dawn |
. RADIUS [w]des3-che [w|hmac-sha512
E| Public Key [w]blowfish-che [IMone
. Lo Certificates [ cast128-che
- RSA SecurlD [Wlarcfour 256 hd|
i GSSAPI [ Kerberos V
Credential Cache — Compression
- Active Directory Acce
- SFTP Directories ' one 2l
- Mapped Drives
~Web Edition Users |- [~ Use only FIPS-140 certified cryptography algorithms

[=)- Access Control
i Client Host Access Cr
i~ Group Access Confre

i User Access Control |«
.| | B

[Ciphers]
ERET DT — RNV — FEOHEREZ I 5Ld 2 @0 5 N efiE L E7,
KPP LD DR 7 T4 T > b & ORI T = — g UM S LTRSS S E
T, FxvZ~—2®on/off & up/down IZXVFEELET,
{aesl28-ctr, aesl92-ctr, aes256-ctr, aesl28-cbc, aesl92- cbe, aes256— cbe, des3—cbe,

blowfish—cbe, cast128-cbe, arcfour256, arcfourl28, arcfour, none} ZHA— kL CVWET,

EED
“none” 1L, WEEALEFITELDOFE EEELETOTT 2 MEN HLSMITEE LT,
[MACs]

T — X DFERMEMER G S A i) 9% MAC (Message Authentication Code) 7 /L = U X A% 15
ELET, R EMOLDON, 7747 MO I — 3 URHIERM E L TEL
EHENET, FxvZ~—27 D on/off & up/down ICEVIEELET,
{hmac—sha256, hmac-shal, hmac-md5, hmac-shal-96, hmac—-md5-96, hmac-ripemd160,
hmac—sha512, none} Z# R — F L TV ET,
(Ver.8.0 705 “hmac—sha256” 28 cBoEic/2 0 £ L1z, )

[Compression]
JEMEOFEE T,

[Use only FIPS-140 certified cryptography algorithms]
FIPS 140-2 CREABURFE LM 140-2) BEDHE 5EY 2 — VDB Z2MMT 2 & 5 ITHE
LET, 774NV MIRTF v Z7RET, ZOFEFHTLZLEMRELET,
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4.2.9

File Wiew Action Help

[Key Exchange] £%3E &M

=10 ]

H@dlb i

Status | Identity Configuration |
2 Restore pane defaults i)
-~ General = Key Exchange
- Network B
- Permissions
=) Logging v diffie-helman-group1-shal
- Event Logging v diffie-hellman-group14-shal
i~ Debug Logging )
- Budit Logging v diffie-helman-gex-shal
- Encryption v diffie-helman-gex-sha2se
[ = Exchange )
- Authentication [¥ ass-group1-sha1 with Kerberos 5
E| Password ¥ gss-gex-shal with Kerberos 5
. ~RADIUS
Bl Public Key

- Certificates
-~ RSA SecurlD

- Credential Cache

- SFTP Directories
- Mapped Drives

- Web Edition Users
[=1- Access Control

1] |

i GSSAPI [ Kerberos V

. Active Directory Acce

i Client Host Access Ci
i Group Access Contro

‘.. User Access Control vI
3

Rekey interval (seconds): 3800

K ET 2ty v a VEBEART A0 T LAY AAERELET,
UTORZHET VTY ZAAIKHEL, 77 40 b TIEAeETEM & LTHnET,
{diffie-hellman—groupl-shal, diffie—hellman—groupl4-shal, diffie—hellman-gex-shal,

diffie—hellman—gex—sha256, gss—groupl-shal with Keroberos 5,

gss—gex—shal with Keroberos 5}

[Rekey interval (seconds) :]

FFRE] SSH B 3kt L CWABEIC, BiabAt v v a V%A AR (= Rekey) 9 2 BRI

MBaEELEd, 7 74/ ME 3600 () TY,
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4.2.10 [Authentication] =R EHEm
=101x|

File Wiew Action Help

H@dlb i

Status | Identity Configuration |

2 Restore pane defaults i)

- Network /]
-~ Permissions rLogin grace time
- Logging
. Event Logging Grace time for completion of authentication process (seconds): IIZD
- Debug Logging
Audit Logging P blocking

EI Eljcryption

{ i.KeyExchange Failed attempts: IZU
L ST Failure time-out (seconds): |30[J

¢ RADIUS Lockout duration (seconds): 3600
Bl Public Key

. Certificates

- RSA SecurlD r Authentication failures

o GSSAPI ?’Kerberos v Caution: Enabling these settings increases your security risk by providing information to
Credential Cache potential attackers.
- Active Directory Acce

- SFTP Directories [ Immediately disconnect invalid, locked or denied users

- Mapped Drives

- Web Edition Users

[=1- Access Control

- Client Host Access Ci
i Group Access Contre [V Send keyboard interactive title

‘.. User Access Control -
.| | B

™| Pravide informative messages bo clients aboub authentication Failures

2 —HERARCE L TR ET ATHAE AR E L T,
# Login grace time
[Grace time for completion of authentication process (seconds) :]
o — YRRGE R KFFAR B RFHE (WY 72 = — PEEREL B B AR IR N B D Z A L7 U M) 2 7
HALCHRELE T, 774/ M 1200) T
b
E70” I XMERIMR 2k UE T2, (REPIRIBIEIEIC L 50 27 AU YV — 2 DIRE S DoS BE~D
B, 70" faEdskk & LET,

# IP blocking
HOFEDIPT NLADT ZA4 7T 2 FinBERRICE < ORI RS NRHZ, £D
IPT RLVADZ A7 » MO UEERAIT 2 —ERH 7 v v 7 3725 Z Lk,
[Failed attempts:]iZ#&fe ilnl# FIRME A F8E L, [Failure time-out (seconds) :]iZAL¥E L
70 5 AR 2 45 7E L, [Lockout duration (seconds) 1] 7w~ 7 L) D02 fREL £,
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[Failed attempts:]
P 78 yF 745 KM EREELET,
T 740 ME 20(E) TH, fE707 IR IP T my ko I HEREOEM LA ER L ET
[Failure time-out (seconds) :]
UL I DR M 2 E L £,
7 7 /L M 300(F) TF,
[Lockout duration (seconds) :]
IP 72 yx o FOREMIZIRSToREmn b 7wy 7 LT DR AR E L E T,
77 4V M 3600 (Fp) T,
JEEC -
IP 7my X FHREEIX, SAT—RRGEE X —FR— A ¥ —F 77 4 7TIBRIT L H /32T
— NRRREIC & 2 i T R DRFIC O 2B RE L £ 97,
IP 70X T 2EHEERE AT LIS, sshd 3 —E 22 HH LI-BAITE
VE TOFRITIEDIZ /2D £7,

# Authentication failures

[Immediately disconnect invalid, locked or denied users]
TEAELZRNY "Ry 7 STV THERRESN TS L W EBRENRRT 5 2 LA
IR —PITH L COHERER D & - 1235812 R CE ISR AR & LY 28R 2 e L
7,
T 7V MIFETF = v 7 T B R — I LRATRFA R ORI EZ RO £ 7,
RIEZRT 7B ZAFIH LTI T 74V b OETF = v 7RO Y —SNDO2—FIZEHT 5 1F
WS D2 LICRVETDOT, LVRELEEZAET,

[Provide informative messages to clients for authentication failures]
FRREICT = v 7 ~—7 A, FIEITHECICEGRRE LU 55612, £0MmE 7 7
AT MUBA DM EIDERRELET, X274 b IRLUTHERISEERA,

# Keyboard interactive

[Send keyboard interactive title:]

F—AR— KA ¥ —=F 77 4 TR 747~ MUlEHE EICX A VT FANERRFT D
MEIMERELET,

TN MIF =y & T, BRAY XA PATHFAFERRLET,
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4.2.11 [Password] SR FEm
&, Reflection for Secure T Server

File Wiew Action Help

=10 ]

H@dlb i

Status | Identity Configuration |
2 Restore pane defaults i)
-~ General = Password
- Netwark e
- Permissions rPassword authentication
=8 Logglng
Event Logging & Allow
: - Debug Logging " Require
- Audit Logging
EI Eljcryption £ Deny
i ‘-Key Exchange
=8 Aumenhcahon Retries

-~ RSA SecurlD

i GSSAPI [ Kerberos V
Credential Cache
. Active Directory Acce
- SFTP Directories
- Mapped Drives
- Web Edition Users
[=1- Access Control
- Client Host Access Ci
i Group Access Contro

‘.. User Access Control -
.| | B

Mumber of password attempts:

—
—

Delay between tries (seconds):

Password authentication options

[~ permit empty passwords

v Allow password change

[V Password authentication using keyboard interactive

ZS

R T T 2 1 U C

TNAT— R B LR T RATD " =R — A X —TF T T 47

FARE N DWW THRE L £,

//A

« "Require”

R

i F & [Password authentication using keyboard interactive] OF = v 7 ~— 7 &
73, # Password authentication #® {Allow, Require.

1low” & “Require”
- "Allow” ~7 A7 v heDRrIv T —1 3 VRIS
Rt G e L TRESNE T, BN, $ 2 m— a3 v TRIE SNERRET o
2 HONT DRI T AU — W
~SSH Y — 37 T 47 MKk L T —VFRIAEK D D 7= D
ToHxGE LTHRESNET, 2— PRI D=9

DEBRICHOWNT

R RE TR T HHENH Y 5,
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SSH Y — "9 A ff

FAREDSEEh & 72 0 E,

(B ET,

FRRES D

\CERRERR D28 & Bk
"Require” & L CER Ih /=




# Password authentication
(B TIL, [Password authentication using keyboard interactive] & [KB int] & &ML %4, )
[Allow] BIRDIZE :
[KB int] #REf : "R U — FRHGEE, F—AR— A ¥ —F 77 ¢ 73RGEM J7I2x LT “Allow”
[KB int] FEBIURF : NA T — RFRBFEIC)F LT “Allow”
[Require] F#BIRDEBE :
[KB int] JERIF : F—AHR— KA ¥ —F 77 ¢ 7FGEITK LT "Require”
[KB int] FEEINKF : R T — REGEIZ®T LT “Require”
[Deny] ZRDIGFE :
[KB int] ORI DD HT, NRAT— RRFE, F—R— A ¥ =T 77 4 TRIEVTE
2 —YEEREE L CHEAET,

# Retries
[Number of password attempts]
—EIOFEREE RIS L T —FREER & RT3 YTRIEEZEE L £,
77 /b b OEEIE 3 [ETY,
[Delay between tries (seconds)]
PATEERR AN ERO 7 0 7 N2 RRT HRFRIFAR A THRE L £7,
T 74V F ORI 2B TT,

# Password authentication options

[Permit empty passwords]
72 (=2 ) NAT — REFRT LR, Ty 72 ANVET, 7740 I, 2RIETT,
BAEINTIT, AEELSMT Windows 0S @ RV o —DEBELZITET,

[Allow password change]
PG O 2 — PRRGEALEE FNED T 08 ZERD/SA Y — NI 2 FF4 0 & 9 02 45E
£
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4.2.12 [RADIUS] =ZEEE
i

Eile  Miew Action Help

H @8 H > &b

Status | Identity Configuration |

2 Restore pane defaults i)

- General = RADIUS
- Metwark e
- Permissions
£} Logging RADIUS authentication runs through keyboard-interactive authentication.
- Event Logging [V Use RADIUS authentication
- Debug Logging
- Audit Logging [ Attempt local password authentication if RADIUS fails
EI Eljcryption
i i Key Exchange r— Authentication servers
[ Authentication
E‘ P:assword Server Port | Secret |
i R ADILS

E| Pyblic Key
o Certificates [aveup |
-~ RSA SecurlD

b

- GSSAPT [ Kerberos V Mo dow
Credential Cache

. Active Directory Acce
- SFTP Directories

- Mapped Drives ,—I -
- Web Edition Users [ Add... Edit... | Remoye |
El- Access Control
i~ Client Host Access Ci RADIUS Server x|

i Group Access Contro

User Access Control 'I Server: I
‘I | ! Port: I 1812

Secret: I

Ok I Cancel Help

RADIUS #— " & DEEIZ LV 22—V REEE FEHRT L5720 DIEEEZ LET,
FOEWH N 1T BICR L TR D & 912, RADIUS 383EIE, F—AR—FA ¥ —F 7 T 4 7TiRiE%
WUTHFITSNET,
& o T, [Password] B EMBE IZIHB VTR OIEE A L72%A 1%, RADIUS FRFEILEE A k371
(RADIUS]RX E Wit H AR 7 L —T o b LET,
(D [Password authentication] C”Deny” % %R
@ [Password authentication using keyboard interactive] % FEEIR
bl
oA a—Hn, —_o—H)Lh Windows KA A a2—H L& UTIEELARWEEIE,
RADIUS H— S CRBGERIBET S, SSH DFBFEAKIFERM L £7,
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[Use RADIUS authentication]
RADIUS #—/ & DEHEIC L 5 2 —PRRGEL ML L £,
[Password] X EH @ IZ BT, D[Password authentication] T’ Deny” % #EIN . @ [Password
authentication using keyboard interactive] 23FEIN OBRIZIL, R L TWET,
[Attempt local password authentication if RADIUS fails.]
RADIUS H—/ & OBHEIZ LV 2 —VFRIER KL TZRFIZ, = — BV D/RAT — R & ]
LCa—ViEA T2 EELET,

# Authentication servers

# RADIUS Server #4 70T KRy IR

[Server]

RADIUS H— SOAFRETULIP 7 RLAEHRE L E7,
[Port]

T o RN— MEFERELET,
[Secret]

RADIUS ¥ — R L DEEHGED 72012, RADIUS IZKET B R A O A T — REZHRELET,
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4.2.13 [Public Key] EZZEEM
ey — =10

File Wiew Action Help

H@dlb i

Status | Identity Configuration |
2 Restore pane defaults i)
- General = Public Key
- Netwark - 7
- Permissions r~Public key authentication
=- Logglng

Event Logging & Allow

; - Debug Logging " Require

- Audit Logging
EI Eljcryption L Deny
i ‘-Key Exchange
El- Authentication rPublic key storage

E‘ Password User key directory: I%D’-\é.sshz Browse... |
W Authorization file name: Iauihorization
-~ RSA SecurlD —Size

i GSSAPI [ Kerberos V
Credential Cache

- Active Directory Acce Public key maximum length (bits): 3192
- SFTP Directories
- Mapped Drives

- Web Edition Users
[=)- Access Control Number of public key attempts: 100
- Client Host Access Ci
i Group Access Contro

‘.. User Access Control -
.| | B

Public key minimum length (bits): 512

|

[ Retries

INPRBERBREIC £ 2 2 —YRBRE 2 HBL T D 10 O — MR EE LE T,

# Public key authentication

[Allow] #iR :

AT ReDRIAVE—T g VIRET SSH T — SRR 26 HRRRE S oM & L CABH
PERREAfEE LE T, BEMICIE, R v —v a U CIRESNTEREET RO 5 HLOWF i
RAEEN T L — PRI K & 72 0 5,

[Require] ZEiR :

SSHHY— "R 7 T4 T o Mk L T2 —HFRGEE U TARSERAEL 2R L E3, = — Vi)
DT=HIZIX, "Require” & L THER SN2 TRRFESF XU T H2LE R H Y £,

[Deny] ZEiR :

2 —WRFE L L CABRBRAEZ A L2V EE T,
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# Public key storage

[User key directory:]
NPHEERRRECEEH T 2 2 — VO BRGABREOIET 4 L7 M) AEELET,
INATHEBRET 20, NE— AU 27 (%7, "%, "%u”, "%U”) Z A F[RE T,
7 7 4V ME %DY. ssh2 (Windows =—H7'm 7 7 A )L FD”. ssh2” 7 + /%) TY,
YD —H T T AN T F A
“UH =R AT LK
c%u =W u s A 4
c U RAA v —Wn A4 (domain. username DEF)
[Authorization file name:]
BERABREET7 7 ANLE VA RNT v S LTEER T 7 A NVAERELET,
7 7 /v MAFRE “authorization” 7 7 A /L TT,

# Size

[Public key minimum length (bits) :]

EHATRE e AR O R/ Oy NEZHEL ET,
HPHIZ 512~8192 T, T 74V k 512 (v hE) T,
[Public key maximum length (bits):]

R ARBORREOE Yy FREZBELET,
HiPHIZ 512~8192 T, F 74/ k 8192 (£ v M E) T,

# Retries

[Number of public key attempts:]

INBRSERRRE & Fl W T e ML ALBRIZ W T, 7 T A4 7 PSRN BB EE T 555813, 7
FTAT V MEI—2H ORERN S 2 —VPRIAE KT D F CNERIRE TR 2 i > TREEATT
VIR LET, RFEET, V—MUTZORITREUCHIRZ M Z 272 DIT/FEL E T,
774V ME 100 T, (- PORERICEZEROE O ITHBMANIIRY e RE2fEE LEL
oo )
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4.2.14 [Certificates] FxXFEEE
o [l

File Wiew Action Help

HEE > ED

Status | Identity Configuration |

2 Restore pane defaults i)

-~ General =] Certificates

- Metwark
- Permissions
=8 Lc_:gging [ PKI servers

- Ewvent Logging
.. Debug Logging Enabled | server | Part |

Audit Logging By 15661
[=- Encryption

Key Exchange
(£} Authentication

. ~RADIUS

E| Publlc Key PKI server: Ilocalhost

: ~RSA SecurlD Port: IJBUBI
- GSSAFI f Kerberos V : : _ :

Credential Cache Retrieve public key Verify connection |

‘- Active Directory Acce
- SFTP Directories
- Mapped Drives Public key file:
- Web Edition Users
= Access Control Adh =0 - =

: A : 43-bit RSA 13/08/12 16:11°

i Client Host Access Ci ey e I 103/

i+ Group Access Confro

—PKI server public key

C:¥ProgramData¥Attachmate¥ReflectionPKI¥config¥pki_key.pub = Browse... |

SHA1 fingerprint: Ixi\rid—sycon—rezap—ﬁmag—mmf—visev—keﬁ_lt—nanan—vogaz—napol—sexm(

----- User Access Contrel
4 | | 3 MD5 fingerprint: IB?:UF:F‘}:B?:G:QF:Ba:Sb:aa:qd:24:c1:96:ld:14:de

[0]4 I Cancel Help

a2 —HERAEE U CREERAEZE S 1D DR EE LE T,
RSIT Windows H—/Ni%, SMEBRRGER & #E U CREM FHRAEZ FBL T 2 7o i, kil i o
Reflection PKT Services Manager | (MEfE) Zfh/r L CEIMEL 97, AREICT, £ D [Reflection
PKI Services Manager] & OEH#EINMED =D DFEE% L £ 7, ([Reflection PKI Services Manager |
DFFAMZHONTIE, "X~ =a2T7 L E2ZRLTFIV, )
= AT M PRI BREESRBLOD 72O\ ZH8 D TReflection PKI Services Manager| f&87E & FIHE T,
# PKI Servers

[Server:]

S35 “Reflection PKI Services Manager” 7R~ L E T,

7 7 4V kT “localhost” (= RSIT Windows H— /& [RAl—H— "N) PHRE SN TNET,
[Port:]

“Reflection PKI Services Manager” ¥ HZT 5 AR — FNEBSEZEELET,

7 7 4V M 18081 AR — KT,

[Add]/ [Edit]/ [Remove]lR#% >

[PKI Configuration] 3 &M 2 " HriliB N/ "fwL"/ "Bl + "R % - TT,
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[Launch PKI Services Manager] R4 >
[A]l—H—/3PNIZ"Reflection PKI Services Manager” Z3FAET DEFA RN/ # > T, "Reflection
PKI Services Manager” FXEMim & E#IF R~ L ET,

# [PKI configuration]#4 7RJ Ry R
[PKI server:]
BHESE"Reflection PKI Services Manager” ZIREL E7,
7 7 /L & “localhost” T, BIY— MEERHT, TORA MNP T FLVRAZIEELET,
[Port:]
“Reflection PKI Services Manager” b6 AR — hEEEHELET,
[Retrieve public key] "% >
“Reflection PKI Services Manager” FBFEFHZR A MEDEV ALMRIER ¥ T,
[Verify Connection] K% >
"Reflection PKI Services Manager” & D% R4 2 EMEMERARN Z T,
# PKI Server Public key
[Public key file:]
"Reflection PKI Services Manager” &~ A MEED T 7 A VEFEE L T,
A=~ A A M=V LTIEGE. T4V N7 7 ANVBERRENET,
[Key comment:]
"Reflection PKI Services Manager” ""RA MEO X FNEEFRRLET,
[SHA1 fingerprint:]
"Reflection PKI Services Manager” 7R A hED SHAL Ny v a2 BIC I A A v E—UF A V=
A b (=fingerprint) ZFRRL £,
[MD5 fingerprint:]
“Reflection PKI Services Manager” "R A MEDOMIS Ny v 2BHIC LI A2 A v E—UF 4 V2R
k (=fingerprint) ZF/rL£9,
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4.2.15 [RSA SecurID] FZFEEME

[ﬂ_'-' Reflection for Secure IT Server =10l x|
File Wiew Action Help

H@dlb i

Statuz | I dentity Configuration |
2 Restore pane defaults i)
-~ General = RSA SecurlD
- Network e
- Permissions RSA SecurlD authentication
=] Logai
= ?gglng _ RSA SecurlD authentication runs through keyboard-interactive authentication,
Ewvent Logging
.~ Debug Legaing Agent path: |C:¥Program Files¥Common Files¥RSA Shared¥Auth APT Browse. .. |
i~ Audit Logging
= Eneryption  Mlow
i ‘-Key Exchange -
- Authentication " Require
=l Password & Deny
. ~RADIUS
B- Publlc Key Retries
umber of authentication attempts: |3
GSSAPI ;’Kerberos v Delay between tries (seconds): |2
-+ Credential Cache
‘- Active Directory Acce
- SFTP Directories
- Mapped Drives
- Web Edition Users
El- Access Control
i Client Host Access Cr
i+ Group Access Confro

- User Access Contral =
.| | B

RSA SecurlID & DEHEIZ LV 2 — P BIEA EBLT 72D OREL LET,
RSA SecurlD ZfEH 9 572®HIZ, Fl—~ ' NIZ RSA SecurlD OBREZRENELL SN TND A
ERBHY E9,
(R E M L IC P TRk D X 9 12) . RSA SecurID ZFIM L7z —HiBiEIL, ¥—8R— KA %
— I 7T 4 TRGEEB L TCHEITINE T, (AL ZD5E ., [Password] 5% E M H 12351 % "Password
authentication using keyboard interactive” DIgEDEEIIZITEH A, )
74Ty MIlllZ, 2—VRAEFE L LT —R— RS ¥ —TF 77 4 T8 E R EICE 0 H
BdHYET,
RS
0y A ra—%R, v—rha—FnWindows KAA L a2—H & LTHEELBRWIGEL, F8GE
IR L £,
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# RSA SecurID authentication

[Agent path]

RSA Authentication Agent N{F(ET 2 7 + NV H /N AEIEELET,
EHAMNIZFEAT D203 [Browse ] RZ v &7 U v 7 LTEIFEE L E T,

{Allow, Require, Deny} MHERLET, 7 74/ ML "Deny” TT,

[AlTow] ZEiR :
J7IAT v REeDR VI —3 3 VRHC SSH — 33 oR T 56 AERRE T o & L CHRE
LET, &EICIE, F T —3 9 VOIRESNTERIEST KD 5 HEONT R IREERDI 11
(X —PFREREN T & 72 0 F37,

[Require] iR :
SSH =BT A7 v MR L Ta—PRGEE LTERLET, 2—FRIERD D=0
“Require” & L CER SN THIESFRITHID T 2 0EN H Y £,

[Deny] iR :
2 —HFREEE LT RSA SecurID BGEZ A L2V MEE T,

# Retries

[Number of password attempts]

— IO RIS L T —PRIERL & A3 TRIEEZfRE L £,
774N FOEEKIE 3 EITT,

[Delay between tries (seconds)]
FMRICHANERO T 0 o7 N Ron 3 2RFEMREZ TREL £,
T 74 FOMRIE 2B TT,
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4.2.16 [GSSAPI/Kerberos V5] EX5E[E @

[ﬂ__'-' Reflection for Secure IT Server =10l x|
File Wiew Action Help

H & E P D

Status | Identity Configuration |

2 Restore pane defaults i)

- General GSSAPI / Kerberos ¥H
- Network

|»

- Permissions
- Logging
Ewvent Logging . Allow
Debug Logging
- Audit Logging
[=- Encryption 9 Deny
. Key Exchange
EI Authentication
E| Password

. ~RADIUS
E| Public Key

| L Certificates

- R5A SecurlD
SSAPI [ Kerberos V
i~ Credential Cache
. Active Directory Acce
- SFTP Directories
- Mapped Drives
--Web Edition Users
[=1- Access Control

Client Host Access Ci
Group Access Contro

i User Access Control |«
.| | B

GSSAPI authentication

" Require

GSSAPT (Generic Security Service API) % fHu 7=

Kerberos V5 Z# = —W3HiEE LT 250
PHRELET,
{Allow. Require. Deny} 7235

[Allow] #E4R :

I IFAT MDY= a VI SSH H— AR T D HRRRE T ROGEM & L THRE

L/jfjﬂ HEIi‘(f&EI/] . Z‘ 'y T—3 g /T&Eént_n:unftjj_to) ) 750)1/\'@”%75)75%@&556%?”%
X — "j-n»unEZ))EJZ'TjJ /AU i‘?”

[Require] iFEIR :

B LET, 574/ ML "Deny” TT,

SSH $r—"NT7 Z 47 > MIXFLT2— ']j‘wunEéf L"ng‘_{bi—;ﬂ L ']j‘muu RO =D
Requ1re <E Lfg;kéﬂfx_ifmunﬁﬁ_t EJZUJ'?‘%JZ\E#Z% U i'ﬁ"o
[Deny] Z#4R :

o —YFREAE L U T Kerberos V5 FHEFAHH L2 WRE T,
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: B
4.2.17 [Credential Cashe] :ZEE M
f:__", Reflection for Secure IT Server =10l x|
File Wiew Action Help
4 @H| b=
Status | Identity Configuration |
2 Restore pane defaults i)
- General = Credential Cache
- Network - 7]
- Permissions Store user credentials in the secure cache for gaining access to network resources.
= Logai
= ?gglng . [ Record passwords in the cache when users login
- Ewvent Logging
- Debug Logging [V Use cached passwords to give users access to domain resources
. Audit Logging
£+ Encryption - Cache contents
i Key Exchange Filters... Refresh | Export... |
—I- Authenticati
2 Hthentication Current filter: All credentials
El- Password
. ~RADIUS
El- Public Key User = I Last used | Allowed uses |
© e Certificates EM1-WSSR.2164¥ADMIN 2 minutes ago Cached passwords, SFTP direct...
- RSA SecurlD
- G5SAFI [ Kerberos V
redential Cache
----- Active Directory Acce
- SFTP Directories
- Mapped Drives
- Web Edition Users
El- Access Control
- Client Host Access Ci
Group Access Contre
| - User Access (I:ontrol M| Add. Edi... Remave
4 3

7 T7AT 2 I BERIT DB SSH Y — DD Ry NI =T U Y —RIZT 7B RATH AL

BT Ry NT—=7 VY —=ZA~DT 7 BRI 7 T4 T > O —VRIEHEHRLSN DFEE

WEfE o WA, AREmEmZEWEELET, ERFHRIT. B LRFESNET,

Ry NT—=2 Y —=Z~DT 7 & ANRIAEE R LI 72>

(DWindows R A A ¥ —HREEFERFEIZ, 7 74T b O2—HGRIAET/NA T — RFHRAT
MDEED 72V ABHEREE, FFFAERNGE, SecurlD BREFDHH

(2) [SFTP Directories]Z®E M “SFTP accessible directories” &%y NU—Z7 FDOF 4 L7
NI ZEFRL, TZ~DT 7 ERAZY 74T O —FRGEERUIN OFRAEE R A 5 56

(3) [Mapped Drives]EREMEICTER LI Y NU—F RIALT~OT 7B A GEE LT, 77
A7 v b O —FRIEE WA OFEFEE R & 5 He

1%

[Record credentials in the cache when users log in]

RINEEHC, 2y hU—2Z U ) — AT 7B RCHLBE 2R T — RA B —FIz8ERk L, A
SINTEHBEICENERFEELET,

[Use credentials in the cache for authentication]
BIG NIRRT SN A e 2 — PREREE R S DG 8 T/NB R Y RT—2 U V) — R~
OFFEIFEH L ET,
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# Cache contents
[Filters] K2 >
[Filters]# A 7 v VR y 7 ZAeFornd 2 RAZ - TH,
[Refresh] K% >
Cache contents MlONEEZHHT HH % L TT,
[Export] R%& >
BERRAT SN2 — PG M Z csv 7 7 A VBT 7 AR — F LET, SAT— FIEERSL,
[Current filter]
[Filters] ¥ A 70 7Ry 7 A L TRESINIFMNEZ Y A FTRRLET,

1I

x
[Domain¥user: IENl—WSSR?JG‘hEADMIN

Select filters to show only certain accounts in the list.
Eassword: I............... Test
W iastused [before 7] po12/12/07 = = |
Last used: Fri Dec 07 13:16:18 2012
Allowed uses "
uses

- )
¥ Cached passwords for dient acosss ¥ Cached passwords for dient access
' SFTP directories and mapped drives [V SFTP directories and mapped drives

[V Active Directory access [~ Active Directory access

[V External user access account [~ External user access account

oK I Cancel | Help | [0]4 I Cancel Help

# [Filters]#470JRy IR :
BERRAT STz 2 — PRBREF RO A S/ RRE A E L £,
[Last used]
Cache contents HIZERT D2 —WPRIALEROFRFMHLFELET,
# Allowed users

[Authentication], [Drive mapping and vitual directories], [Domain accessLast used] &R

BIRA ML L2 B ISR LT BERRAFE SN 2 — VRGeS 2 aree & L £,

# [Add/Edit Credential]l¥ 4 7RIKRY IR :
=— WRBRENE A Rk D fe el T,
[Domain¥user:]
EFT H— V% DomainYuser XIE Computer 4i¥user OFEATHEL £,
[Password:]
RRAL—FONAT— REFELET,
[Test]®h% >
7V w7 F 52 T, fREL—VIBREEH 2 O BB 21TV E T
# Allowed users

[Authentication], [Drive mapping and vitual directories], [Domain access]EiR

BRAZME L2 B LT, BB RF S o2 —VRBGEF R 2 arae & L9,
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4.2.18 [Active Directory Access] FXFEIEE
=101x|

File Wiew Action Help

HS@dlb i

Status | Identity Configuration |

2 Restore pane defaults i)

- General = Active Directory Access

- Network
Perm.issions Account for Active Directory access
=8 L?gglng ) The Reflection for Secure IT server uses the specified account to obtain rights to browse and read user
-~ Event Logging attributes in Active Directory, If no account is specified, the machine account is used.
- Debug Logging This feature is not available because vour computer is not a member of an Active Directory domain,
- udit Logging Active Directory access account: |TESTDOMAIN,EXAMPLE. COMEADMINISTRATOR.

ncryption
Key Exchange Clear | Select credential. .. I
- Authentication
E| Password
. -RADIUS
Public Key
. Certificates
RSA SecurlD
GSSAPI | Kerberos V
Credential Cache

Active Directory Acc

- SFTP Directories

- Mapped Drives

- Web Edition Users

[=1- Access Control

Client Host Access Ci
Group Access Contro

i User Access Control |«
.| | B

RSIT Windows #— 32 A L7t —/378 Active Directory RAA =z hr—ZZxF L THE
WESRT HBRD T 7 & AfEH (credential) Z3RE L 7,
RAfva—FTrr AL, POTREREONTUNDOREICRET DLERDH Y £7,
1) =—¥RAEE LT, APHHEERE, FEMESAE, RSA SecurID FBFEE, RADIUS FBRED W i
ZfH L. 2>> [Credential Cashe] FEZMELT/NAY— NEX ¥ v ozl LRVWES
2) RSIT Windows ¥ —/ 3 [Access Control]i%EIZ T, Active Directory Z/L—=7 A L/
oy TOMHREHEH L T DL 5E
3) RSIT Windows H— 3@ [Group Configuration]iREIZ T, Active Directory Z /L —7
ANy TOFEREMA L T D56
FILREEA L, Active Directory FAA v ay b —JORENFICHKFELET, b LA
BIENRRE T, MO/ AY — RIERZ 720 EA . RSIT Windows #—/3% Local System
THhH W T 78 A LET, Active Directory RAA v ar hu—F<T, Ky — 1D
Local System 747 MZ RAA o —HFRMEEHRY — NHERZF 5T, BICEL 2 —FIC
HFR A B2 VERELY L TWIIE, Active Directory RAA oy b a—F 2 WA E
R 2 —PRRERT R L £ 7,
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[Active Directory access account]
BIE A7z Active Directory RAA v ay ha—=F3~OT7 7 EAT AT NaRRLET,
KR EDHA, Local System 7H 72 hAMEA S ET,

[Clear]h% >
BRENEZ 7 VT LET,

[Select credentiallR% >
[Select CredentiallZA 7w 7Ry 7 A& ET, TOPT, BEfF=—+ Credential F
YV aDORNHRFFFE LY, Fifla— P2 RREEE L E T,
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4.2.19 [SFTP Directories] ZFEEm

|_'ﬁ:-' Reflection for Secure IT Server =10l x|

File Wiew Action Help

H@dlb i

Status | Identity Configuration |

2 Restore pane defaults i)
- General

SFTP Directonies
NEt“'OI'k. -

- Permissions [~ SFTP accessible directories
£ Logging v Allow all
- Ewvent Logging -
Debug Logging
i~ Audit Logging
[=- Encryption

. Key Exchange
(- Authentication

|»

- | Virtual directory | Physical directory | Account |
Home %0 [Client user]
C Ci¥ [Client user]

mE>

RSA SecurlD

GSSAPI | Kerberos V
Credential Cache Add... Edit... REemaove
Active Directory Acce

User login directory

- Web Edition Users

— ame -
El- Access Control I,.'H J
i Client Host Access Cr
Group Access Contre ¥ Connect to accessible directories when accessed, instead of at login time

- User Access Contral =
.| | B Accessible Directory Settings x|

— SFTP directory access
Virtual directory: |C

& Local or UNC directory: |C:¥ Browse. .. |

¥ Use the dient user account to connect to this directory

! s a specified account bo connect to Ehis directary (MG paths only):

I Select account... |
(] Eemote SETR server: Configure, .. |

~ Permissions
Erowse
Download
Upload
Delete
Rename

@ Some dients may require delete and rename permissions to upload.

0K I Cancel | Help |

ARBEBEIZBNT, 774 T2 "B SFIP BEW sep 77 B AIZEITDHT 7 A2 —HIC

Ax

3D OF 7 B AFAHBEOEE, @QrrArT 47 M) ORE % LET,

# [SFTP Accessible directories]
2—YT7 7w AFAEHEEZOR T o L7 N AT L TRELET,
BHINERE T, BEEIC, Ty 7 ~—Z I TREBNCAEZ/ B DOFRE S AIRE T T,
BAFEEE, [AddlARZ %2 U w7 L, Fr[Accessible Directory Settings] s & i 2> & T
EHAZANLETS,
$8E Directory 2.

T

/X—3 w33 {Browse, Download, Upload, Delete, Rename} Z{E %8 E
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# [User login directory]
D AT 4 L7 NUERELET, PAE T A =2 —|ZFRENT Virtual directory”4
HNOBBIRLIEELE T,
T 7 )V MME, “/Home” T,

# [Connect to accesible directories when accessed, instead of at login time]
X E”SFTP accessible directories” e A NEHEEHT 52 A I L ZIZHOWT, B/ A V(T 7 +
b ) DRO VI, RERICHSRE R SRR B AT T 2 IRNA 7 2 a
SGRIEHMI> 0 “SFTP accessible directories” & fRufilZ 250G E L 7= ekl 7ol HERBEIC I C
a—Hou A PR A BEYGE T 5 7o OICKE,
BHGE S — AT, 7740 b OEEERT S 2 & 23R < AL,
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4.2.20

[(Mapped Drives]

a

=
34

E Bl

E:-' Reflection for Secure IT Server

File  Wiew

Action

Help

=10 ]

d| & E|

P = I

Status

I |dentity

Configuration I

2 Restore pane defaults

w

- General

£ Logging
i Evel

G55,

= Mapped
- \Web Edi

- Network
- Permissions

: Debug Logging
- Audit Logging M
EI Eljcryption

EI Authentication
=l Password

= Public Key
RSA SecurlD

-+ Credential Cache
‘- Active Directory Acce
- SFTP Directories

[=1- Access Control

Client Host Access Ci

: Group Access Contre
- User Access Contrel =

nt Logging

—Mapped drives for use in terminal sessions

B8 (Mo Dives: 111l e

Drive =

| MNetwork path

| Account

Exchange

RADIUS
Certificates

API [ Kerberos V

Drives

tion Users

¥EATMI-05% wk_share

Add...

| Ed... I

Bemove

EN1-WS8R2164¥ADMIN

il

AREBMEICIBNT, Xy NT—7 RIA T2~y B 7 ER L, ¥ — I Tk

T A H[HE

LLET,

# Mapped drives for use in terminal sessinons &

[Drivel

Yy BT ENE N TIA T FERRLET,

[Network path]

o ENnNExy hU—7 32 % UINCTERTHRR L FE T,

[Account]

Bk LT-F8REE R CT /B AME B VD2 — 4 EFR L ET,
[Client user] EFRLTCWAEHIL, T 7B A2—FRFEHTS
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Mapped Drive Settings il
["Mapping
Drive: IN: VI

Metwork path: |¥¥ATMJ—05¥_wk_share Browse... |

{for example: ¥¥computer¥sharename)

—Account for mapped drive access
" Use the dient user account to connect to this mapped drive

% Use a spedfied account to connect to this mapped drive:

IEN1—W58RZIG4¥ADMIN Select account. .. |

0K I Cancel | Help |
[ e lect Account x|
Select an account to be used.

Filters... | Add/Edit Gredential x|

Current filter: Only SFTP directories and mapped drives [Domain¥]user: IENJ—WSBRPJS#ADMIN

E Password: I"Oﬂ.ﬂ Test |
. Last used: Mever
Edit... |

Allowed uses

Eemave... | il Cached passwords for dient access:

¥ SETR directorizs and mapped drives

EN1-WS8R.2J64¥ADMIN

[ Active Directory access

|- External user access account

af | Cancel | Help | OK I Cancel Help

# [Mapped Drives Settings]# 4 7RA45HRvH X:

# Mapping
[Drive:]
TNEY A =2 —=TERTOREED R T A 740 GERLET,
[Network path:]
EFRT DRy FT—I 2% INCEXTHRELET, Wl : ¥¥computername¥path¥folder)
EEATT 57, [Browse]l NZ 7V v 7Ok [74 VOS] Bz #EL TGERLES,
# Account for mapped drive access

[Use the client user account to connect to this mapped drivel

B (T 74NV 8 7 FAT v ba—F RO —FRAEREENT 7R ER Yy T —2
INASDT 7 AR ORGEEZ T ET,
[Use a specified account to connect to this mapped drive:]

B, EER Y MU= RANT, S CEETH—FT IV FENRAT— REHNT 7
A L%, [Select account] RZ %27 U w7 L, [Select Account | iR E M 4 F /R L7 1T,
2 — PRI RE BRER L ET,

[Select Account]F%E M F.o> [Add], [Edit] A% A H{EIZT, HIZ[Add/Edit Credential]
B AR L, il &2 O — PRI R SR ER L ET,

iE

e
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4.2.21 [Web Edition Users] xXFEEE

5:', Reflection for Secure IT Server =10l x|
File Wiew Action Help

HS@dlb i

Statuz | I dentity Configuration |
2 Restore pane defaults i)
- General |al Web Edition Users
- Metwark |
-~ Permissions ™| allowyaccess ba ek Edition users
=~ Logging
‘. Event Logging ¥ | Restrict Web Edition users ko File bransfet sessions

Debug Logging
‘- Audit Logging User Manager hast: I|0calhost

[=- Encryption

key Exchange User [Manager pork: IQIQD

(£} Authentication
£l Password

Select an account For Web Edition users bo run as, The permissions available to Web Edition users are
determined by the selected account,

Web Edition user access account: I

GSSAPI | Kerberos V Clear Select account. .,
Credential Cache

- Active Directory Acce
- SFTP Directories

- Mapped Drives

b Edition Users

[=1- Access Control

- Client Host Access Ci Activate and verlfy |
Group Access Contre

i |User Access Control |« Launch User Manager |
3 I

1] |

ZS

5

FEMmE L, RSIT Windows H— "OHE, BEHEER T L—T 0 b LI TWET,
AKX EEMEIL, RSIT Web Edition (28 F415 SSH — BEBERR EH I bV E T,

RSIT Web Edition SSH #— &HE & RSIT Windows H—/ N& ZIEL L TWA - DICAEE A
ZTCWET,
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4.2.22 [Access Control] SZFHEm

f:__", Reflection for Secure IT Server =10l x|

File Wiew Action Help

H@dlb i

Status I |dentity

Configuration I

w

- General

- Metwark

- Permissions

- Logging
Ewvent Logging
Debug Logging
. Audit Logging

[=- Encryption

Key Exchange

(£} Authentication

E| Password

. -RADIUS

El- Public Key

| L Certificates

A SecurlD

1]
]

edential Cache

- SFTP Directories

- Mapped Drives

- Web Edition Users
s Control

1] |

SAFPI [ Kerberos V

Active Directory Acce

s Co
- Client Host Access O
i~ Group Access Confre

- User Access Contrel vI
3

= Access Control

- Access control

You can customize user access based on dient hosts, groups, and users.

[Access Control]

REL LT, 3O0BLENGT 7 & AHI GFF ol /AR E) 2 HE T,

(@D [Client Host Access Control] : 7 A4 7 NHEN. TIRE

oz

® [User Access Control] : = —H {7 TIIE
HREL b, [Add], [Bdit] RF 227V 07 LT AT IRy 7 2 on LATIRE L &

B

ADNLFFEREBRICTRR SN ET, ERERBROGE, 7. (Fy 8" BAZLTF, YRy 7R
Fyva or Hv—7)" WA —7a—RE L TIHRONETOTEENRLETT,

FEENAITROBANE D EH SV ET,

) 7747y FRALOERZHAE T 25013, 70— T RAL/ 2 — FEALOEERNBIT 10D
LF7 7B ATESESNET,

2) 7747 FRALOMEGR TN LIRWIEE . RISV O R E B (B3 0 " FF Rl 7 FRE
WNFIETHNE I D EMHRLET,

2a) EBIO " FFRI"FEEN B AFELBRWGAIL, 77 B A EHFENET,
2b) WINDFRE
LAaWRY . 77 AIER S ET,

[ CE B O FF R R E B FET D HA1E. T O IR ER A&
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4.2.23 [Client Host Access Control] SR FEEm
=101x|

File Wiew Action Help

H@dlb i

Statuz | I dentity Configuration |
2 Restore pane defaults i)
- General = Client Host Access Control
- Network
[_] fsrmil:smns Client host | Type | ACCEsS |
Egg N . *.attachmate¥. com Domain Name Allow
Ewvent Logging .
Debug Loaging 192¥, 168¥.0¥.. IP address Allow
. Audit Logging Glient Host Access Control - 192¥ 163%¥ 0% * x|
[=- Encryption
HE Key Exchange —Client Host Access Control

=5 Authentication You can use regular expressions to specify either the fully qualified computer name of
the dient computer or IP address. Characters that have a spedal meaning in regular

expressions must be preceded with a backslash (¥).

" Fully qualified domain name I
RSA SecurlD

GSSAPI | Kerberos V
Credential Cache

Active Directory Acce
- SFTP Directories % Allow connect £~ Deny connect

- Mapped Drives
oK I Cancel Help

& Client [P address |192¥. 168,08, .=

- Web Edition Users

[=1- Access Control

! ent Host Access C

Group Access Contre

- User Access Contrill;l Add... EdE. . Remove |
3

1] |

7 FA47 » NRALTOT 7 & AHIEH GRel/AESHEE) 2 E L £,

[Add], [Edit] RE %27 Vv 7 L, XA TRT Ry 7 A6 ATRELET,

BEIZ, FAAL AN IPT FLAIZTIHELET,

EHRBUZ L DR TTOT FFIC, RALA AR IP T RLADOKEID LT " (Fy M) @
AC= R —7a—R Y ZfHF, A230F 7. (Ky 87 LT 208N H Y £,

_49_



4.2.24 [Group Access Control] EXFEIEE
=101x|

File Wiew Action Help

H & E P D

Status | Identity Configuration |

2 Restore pane defaults i)

- General = Group Access Control

- Metwark
[_] :rm;:smns Fais o | e |
Egg d _ attachmate¥¥Tokyo Allow
----- Ewvent Logging
- Debua Logging attachmate/Seattle Allowe
i Audit Logging Group Acceszsz Control — attachmate¥¥Tokyo 5'
EI Eljcryption
i Key Exchange - Group Access Control
B- A:umenﬁcation You can use regular expressions to specify group name. Spedal characters in regular
B P:assword expressions must be preceded with a backslash (¥). You can use a forward slash (/) as a
- RADIUS delimiter between domain and group names.

E| Pyblic Key
o Certificates
-~ RESA SecurlD Group name(s):

Examples: admin. * or domain/group

o GSSAPI [ Kerberos V Iatmdjmategwokw

i~ Credential Cache

- Active Directory Acce & Alow connect ¢ Deny connect
- SFTP Directories

- Mapped Drives oK I Cancel Help
--Web Edition Users

[=1- Access Control

- Client Host Access Ci
i Croup Access Contre
‘.. User Access Control = Add Edt.. Lo |
.| I

T N—TRAREC L T 7 & A Gl /G E) 2 fRE L £7,
[Add], [Edit] RF &2 Vw7 L, AT TRy 7 ANbANWMELET,
Windows Active Directory KA A DI N—TZIBEDOEXIL, LFO@EY TI,
D ORAL K/ TN—=TH @QFAAL AW T N—T% OVTHREARETT,
2) IN—TRHICAR=2 & Ghga13, "1 17 (Rdvo 2) THA LT,
JERD
FRENKITERERBIC LI VMBIRL ET, LoT. RAAS 4. 7 —74% OFEXTH—LEME
TRLHENZLNOTTN, AXLF " (Fy M) LRI, SdT2BR<AEREO TR
W20 ET, KoT, " (Fy B)"OMEEZNR L FICEEMR TR L bEET D2 &ITR
0ET,
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4.2.25 [User Access Control] EXEEM

|_'ﬁ:-' Reflection for Secure IT Server =10l x|
File Wiew Action Help

H@dlb i

Statuz | I dentity Configuration |
2 Restore pane defaults i)
-~ General = User Access Control
- Metwark
Perm}ssmns User = | Access |
(- Logging -
Event Logging attachmate,Ichira Allowe
Debug Logging
[=- Encryption
i Key Exchange r~ User Access Control
= A:umenhcahon You can use regular expressions to spedfy user name. Spedal characters in regular
B P:assword expressions must be preceded with a backslash (¥). You can use a forward slash (f) as a
i -RADIUS delimiter between domain and user names.
El- Public Key
| L Certificates Examples: username.® or domainfuser
RSA SecurlD User name(s):
GSSAPI | Kerberos V Iatlachmateﬂchiro
i~ Credential Cache
. Active Directory Acce & Alow connect ¢ Deny connect
- SFTP Directories
Mapped. F)rlues ’TI — Help
- Web Edition Users =

[=1- Access Control
i Client Host Access Cr
Group Access Contre

B ser Access Control 59 Add. . Edit. . Hemevs |
.| | B

2—PLHIEEICL Y T 7 & AHIE Gral /HESEE) #HBE L E7,

[Add], [Edit] RE %27 Vv 7 L, XA TRT Ry 7 A6 ATRELET,

RAA va—PaREOENL, ORNAA 4/ 2—H8 @QFAAL U AWa—F4 OVnTilh

AT
D
RENRIZERFZIICI VMR LE T, LoT, FAAL 4. 2—F4 oEXTH—REHE
THHENZ VDO TT R, AXF " (Ry 87 LRSI, S8IT5 R <ATEO—UFHR W

W0 FET, LoT, " (Fy M) OMEER/RLFICEES B T-NEDLAEE L TWDIREEIC
o TWET,
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4.2.26 [Subconfigration] EXFIEmE

[ﬂ_'-' Reflection for Secure IT Server =10l x|

File Wiew Action Help

H@dlb i

Status | Identity Configuration |

w

-Eventlogging || Subconfiguration

Debug Logging
- Audit Logging r~ Subconfiguration
[=- Encryption
Key Exchange
EI- Authentication
El-Password
. -RADIUS
E| Public Key
. Certificates
- RSA SecurlD
- GSSAPI | Kerberos V
- Credential Cache

i Active Directory Acce
- SFTP Directories
- Mapped Drives
- Web Edition Users
[~ Access Control
- Client Host Access Cr
- Group Access Contro
- User Access Control
nfiguration
- Client Host Configurz
i Group Configuration
- User Configuration [+ |

a T

You can use subconfigurations to spedfy custom settings for particular dient hosts, groups, and users.

INETORENFITHEAL v At@BICEASNET, ZuistL, 7747 2k (Client
Host Configuration) /2 /L —7 (Group Configuration) /=— (User Configuration) {ERBIZH
7 a7 4 X al—3 3 (Subconfiguration) ZF57E L, Ll ENE LV @B OFEED FIHE
T,

RSIT Windows H—/N|Z, IRDIARL TERENBT Z LA BN OFHHPANTENEE EEXLET,
L

DO4LEHRTE = @ Client Host {HREEE = @ Group JHBERE = @ User {HBIERE
X o THEEMIZIZ, @0>@>O DOEIANIC TERENAENEH SN ET,
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4.2.27 [Client Host Configration]

|_'ﬁ:-' Reflection for Secure IT Server =10l x|
File Wiew Action Help

H@dlb i

Status | Identity Configuration |

ki
filt
[
=)

2 Restore pane defaults i)

Event Logging -l Client Host Configuration

=] Encr:L;?il;:oggmg Client host _~ Tyee I
- Key Exchange 192¥, 165¥.0¥, 10 p———
Authentication
[l Password peys _ .
ANPYY C lient Host Gonfiguration =

Client Host Conhiguration

- General

- Permissions
[#-Encryption
[l Authentication ~ Client host
- SFTP Director) E‘ Password You can use regular expressions to spedfy either the fully qualified domain name of the

dient computer or IP address. Characters that have a special meaning in regular

- Mapped Drive - .
expressions must be preceded with a backslash (¥).

- Web Edition U
[ Access Contre

GSSAPL [ Kerberc " Fully qualified domain name I
- SFTP Directories

--Mapped Drives

% Client IP address |192¥.168¥.U¥.10
[=- Subconfigurat

oK I Cancel | Help |

.

PREEEWN [Add], [Edit] &"&Z %27 U w27 L, [Client Host Configuration] # A4 7 o /Ry
I A%FR L, F8EY 74 7 > b (Client Host) IZxF L CHIBHRENE LV b HELOMBIEE %
LT,

74T e LT KAL) IP 7 RLRAICTIRERIS, EMEVRENFLZERL, HH
Ei A U CANRELET,
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. . ==
4.2.28 [Group Gonfigration] EZFEEm
f:__", Reflection for Secure IT Server =10l x|
File Wiew Action Help
o€ @8 =
Status | Identity Configuration |
2 Restore pane defaults i)
-~ Event Logging -] Group Configuration
-~ Debug Logging 1
i Audit Logging Group inheritance for SFTP Directories and Mapped Drives:
B El?crypton ¥ Use first applicable group
i KeyExchange ~ Use all applicable groups
(- Authentication All oth tings inherit fram the first anplicabl I
El-Password other settings inherit from the first applicable group only.
: E""BADIUS Group type | Group | Domain I
I§| ublic KE_Y Local Administrators
""" Certificates Domain Seattle attachmate

i Credentia

[=]- Access Conire

- RSA Secu po————
SSAPI)’ roup ontiguration

x|

- Active Dir oLp Gl ConTaaration
- SFTP Director i~ Permissions
. Mapped Drive - Authentication
- \Web Edition L E-Password

r—Group configuration

Group type:

- Client Hos
Group Act
‘. User Acce
= Subconfigural

- Client Hos

- User Cani

KN

IDomain j

Iattachmabe

SFTP Directories
i Mapped Drives

Domain:

Group: ISeattie

0K I Cancel | Help |

REMMEWN [Add], [Edit] "&¥ %27 U 2 L. [Group Configuration] A 7 a /Ry 7 A%
ForL, HBEZN—T72ICK L THERENE LD b EeoMiltaEx LET,
TN—THEGERIC, FMEIVRENEZIERL, SHEEZH L TANRELET,
UAMIRROZN—T1T EATIZEESE S E T, Move up], [Move down] R & o THAEL £,
A—HIEHITIL—TICFHRT HHBED/RNCDONT :
a) X EHEHE : “SFTP Directories”, “Mapped Drivers”
- “Use first applicable group”BiREF :
~U A MO THR ELORYS 7 V—TONEREHA S IVET,
- “Use all applicable groups”;#&iREF :
~U AR FEEEN—TONENEHSNET, HL Ttttz ilE L x4,
D"User login directory”id, VU A M EALZ V—TDRENEIZHE D,
@ Inherit directories”, “Inherit drivers” % FEIBIRNKFIZIZ, FONEITHART,
@lAl—"Virtual directory”AFMNERL 7256, VA MNP ENO T NL—TNEZ w8,
b) X EWH : "Permissions”, “Authentication”

~HEIZU A FOP TR ENOBY 7 V—TONEN#EH S ET,
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4.2.29 [User Configration] EXEEME

5:', Reflection for Secure IT Server =10l x|
Eile  Miew Action Help
H @8 H > &b

Status | Identity Configuration |

2 Restore pane defaults i)

-] User Configuration

User - | Domain |
© lKey Exchange | Ichiro attachmate
=R Authentication

SR Bl U=er Gonfiguration

E-Eni

E| Authentication

. -RADIUS
2 Public Key User Configsuration
- Certifica

X

[l Password
N User configuration

i —User
- SFTP Directories "--RSA SecurlD  Loca
- Mapped Drives FTP Directories -
- Web Edition Usel 5----Mapped Drives % Domain Iattachmahe
[~ Access Control
i Client Host A User name: IIchiro
i Group Acces
. User Access ) )
[=- Subconfiguratior [~ Group inheritance
- Client Host € Display groups |
1 Erimary group: I

Groups for SFTP Accessible Directories and Mapped Drives:

[0]4 I Cancel | Help

—

REMmMEMN [Add]. [Edit] "&Z %27 Vw7 L, [User Configuration] A 70Ky 7 A%

FoRL, HHEL—FAICH L THREBRENAE LY bEELEOMEIEELZ LET,
=R A RERIC A KD RS R i & BRI L S ORE MR &8 U CADRE L ET,

e PLET
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