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Windows D 1&#MI5FTE Reflection DIEIMIBFTOMAZEAL TR T AESITHERT LM

TEET, Windows DIEBAERMGTICHAIHAEFFRALI-RANRIZTEIZT 5L, BF
DFEREELFFRALTCRIATELD T, SABAEEAVR—FLESTET IEAHYET .

Windows D EEBAERINIGFTIZHHIAEEFRAL-RIIZEZT5&., BRI THEAT SN

EXEFMICHETERLIICHYET, FEMIZDWTIE. [ Windows DFFBFZ LA F & HL /-

FEAEDEIIE LG [45R—D 112 BLTIEEL,

AR ZEALIIS( 7 MERE DB

EFAFBZ [141R—2 JIX. SecureShell Y5472 by 3 THORAMBIEEISATUNE
FET147R—2 JOmAEIEFOVWT NN THERTEET, SEAEZE IV ATIEHE BEETIE
FREINFEA. ZCOREYITIE, SEAZFFERAL TR SN S EL51Z Reflection for Secure IT
DSAT R T DA EITDINVTERBALET , Secure Shell U—/NXDER FEIZDNTIE,
—I\DIZaTIIESBLTIEEL,

94T M EIRAE B E R T BI1C(E
1 BEAANBHEAESLIUVEETIMERESTI7AIL kpfixFlzIE xp12T77//L)EAFL
=9 GEAZEIX., BEERMSAFTEEY),

2 ZOI7ANVEERLT, SIBAE% ReflectionfFBFZ 7 FA—4 [49R—2 JF =1
Windows DEFEAEEMIZFTD (BA] 2T 121V R—bLET,

3 Reflection for Secure IT T, [Reflection Secure Shell DERFEI[15 R— | 47045 R
VO REREFT,

4 [£R]47T. [12—FREE] 0 [ABR] BRI TWDIE BEE) #HEALET,

5 [A—Y@E]4JTC ERATEEGRO—ENFEALEWVIAZZREL. FRTEEES
29501 [FEAIDOFvrIRyIREFUIZLET,
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REBAEZEALI-Y—/\RREDHERL

SEBAEZFERALTRANEERIIT A1=8(Z Reflection 7547 MAITRHELERIL. —/ A
*iE_Fa—%)nIEBﬂia)nhniE[ Z‘gt} CA nIEBﬂiE’rJZF_)La—é t?"_l'J"CTo nIEBﬂi’E’r/ZF
— LT BEH(L, Reflection MEDKSITHEREEINTINVT, SEAZENED KSIZERR SN =ML
STERYET,

= ZEBAZEM VeriSign v Thawte HE D KLMBNT=FREEF (CA) hoEEFEIN-HLD T,
Windows D EFBAZE K NIZFTZ AL CTRRMEAZEIZX T 5L 512 Reflection ZHERLT-
BEIX. FRALTWAaVE 2 —RIERAEEZ AV AN —ILLIEKTEL N HY F9, RIT
BZEBEINT- CA ELTHATAEHAEN ., FALTVS VAT LDOEBENIL—IE
ABEO—EIZTTITEEFNTLSBEAHYET,

= Reflection DEFMIGATEFERAL TRIEEZERT K32 Reflection #ERLI-HE. £V5
AT72bAVE 1—R I ER CASIBHE% Reflection DIEINIGFTICA Vo R— 3 2R EH
HYET,

- A*iZEEO)nunE%ﬁvﬁmbf—iﬁA %7747th/tl_9li%o)ubnEEO))l/ I‘nl—tﬂﬂ
EFXAVR— T BRELHYET , BRI LT, Windows D EEBAE & MMIGATET-IE
Reflection MDEERAZEMINIGFTIZAVR—FLET,

Windows (DEEBAEEMNIGEFT D ERADBRIE LRSI

Reflection @ Secure Shell H kU SSL/TLS v avidk, RRMES LUV —H R A D EFF
BFZ [141R—2 IOFERIZHIELTULET , Reflection D7 T — 3,

Reflection DI&INIZATIZHDIEHED HA . F1=X Windows DIEHNIZFTE Reflection

DG OMAEERAL TR T ELSIERTHIENTEET,

RANERE

Windows D IFBAERINIGFIMNMER TESLS(12T 54, RAMREEIZERT HRAED A R—
F?ﬁ\T%l 7:*[’)35-;- *Xl‘njfﬂﬂi’& Ver|S|gn 'b Thawte t}& @ﬁ%&nbn '}‘FF143/\_/ -ﬂ
(CA) hicBLI-IGE . RITEZIEFEINT- CA LLTHANTHARAEN, S RTLDEEIN
L —FRAERD—EIZT TICTEENTWDEELRHYET, VAT LDEMBFNERTE
%1545 . Reflection 7547 ME Reflection E R T LDE A DIEIRISFI CIEAEFELE T,
Windows D EFBAERMIBFIZERATERWNESIZTSE, BRI THERT HEEBAE LM H 1
TEBHEIZHYET , Windows DIEHISATIZIX, SESELAETIHEASEEBMTEET .
Reflection i3> DERIEICCNSDIERAEEZEIEIFEALIBIMEGELHIMELNEL A,

Windows DIEFNIGFIEE R TELLKSIZT B &, Reflection DIEFNIEFT(ZA > /R—LT-SEBAE
DHDRANREEICFEREINET,

Windows D#&HNIGFTICH HAIBAEEERALI-RRNRBIIE AR (F1=IXERh) 12T BIC(E
1 [Reflection5FBIZE v FA—4T49R—2 | #BEET,
2 [EFHSNT=EZBRERIMBoR—2 1 27&0)vILET,

3 [RARTLOEMIBFTICHIIEHAEEZFEALT SSH [TEHFT D] & [ RATLDIEINIS
FrICHAHEEAEEFEAL T SSL/TLS [CEHR T Al OmAFIE—AFF Y (Ff=idHt D)
IZLE,
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A—Y RS

Reflection [&. Windows D& #15FT & Reflection DIEHAIBFATIZHAEAEBAEZEZRICAETHER
LET ., FATIEEAE ASEBEZIZIE. WindowsDE A I #RISFTIZHHEEAE.
ReflectionDENA JBHE#5 AT T49R—2 NIZHBIBRE., B LUV B FADN—F DT 7 —2
2 [53R— | (RY—bH—FEE) IZHIAHELEENET,

= Reflection Secure Shell b ar EHEREH DIHZE (L. [Secure Shel IRE] F A 7AT Ry
HAD [A—HFRI2THhD, A—FREICERATHIHAEZEIEETIVNENHYET,

= ReflectionSSL/TLS i avERFAH DB AL, WTIMDBMISHIZHZTTD
SIREE A —YRNICHEMICERATEEY,

AEBAEHYHL DREE DIERL

Reflection SSL/TLS $#%#t& Secure Shell #&#i Tldk, EFAHZ [141R— JEFEALIzARXE
RELEBRTEFET . RMLTWVEWEBASZZHEXRICER T AIZIE. CRLI43R—2 | F=(E
OCSP LRRUAZHRALTAEBAEZEDIYELZHER T 5L 512 Reflection #HRLET,

Reflection T CRL DIERMNERNIZHL->TLNSIHAEIL, SEBAZE D CRL Distribution Point (CDP)
T4—ILRIZEESNTWST R TDIGZFT CRL AT HEFESINET , F1-.

LDAP T4L 4 rJIZ#H B CRL ZfEZELT-Y. OCSP LARU A ZE{FEAT % LS5IZ Reflection
T AL TEET,

Reflection Tl&. SEBAZEYELDFEZE D EMBIIRED L AT LERFEICEOLWTREVET,
DRT LD CRL DHEREITILSITERINTULSIIEEIE. BETTRTO
Reflection ©2:y 3 1ZH VT CRL ZE AL CIEBAZE MY ELAER SN ET,

;¥ E Reflection % DOD PKI E—F [138R—T I TEITEINTWNSEE ., sSEHAEZEWMYELIEEIC
AHTHY., BT HLIETEE R A,

FTRTD SSH £va>T CRL DEREFAMICTZICIE

1 Internet Explorer T [Y—JL]-[A28—ybF T a] - [BMIERE] 22 RLET,
2 [tEFVTA1OFTO [V—N\"—EIAEORMYELZHEEY S &4 ILET.
Reflection Tl&. CRL &F7zI& OCSP LRRU A& {FEALI-AIBAERYELERETAET,

Secure Shell £v3>TMD CRL DFEREEICTBHIC(E

1 [Reflection Secure Shell DERTE] XA 7RI Ry I REREET,
2 [PKABT#DIYYILET,

3 [OCSPZfERT H]F 1% [CRLEERT B &4 VILET.

SSL/TLS w3~ TO CRL DFEZEEHEDI-TBIZIE
1 [EFa)TF4DFTONRTA1F47a5 Ry REMEET,

2 [SSL/TLS]#TJ T [PKIMERK]#2)v o LET(SSL/TLS X ) T4 ERT 3] H A
VIZHESTWBRENHYZET),
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3 [OCSP#{ERAT Bl E-I& [CRLEERAT B4 ILET,

SEESIAETUEL CRL LAKRUAE LY OCSP LARUA L, SEBAZED AIA HREES LT
CDP HhBRICHEESNET , COIEHRMNIAEZ TIRHEINALVES . [Reflection SFBAZETR—
+] @ [OCSP] [53R—< ]| #7 B &V [LDAP] [52R— | 470 ERALTERTEET,

LDAP T+sL UK )Z{ERL-FRFEEAEDEH

Reflection SSL/TLS ##t& Secure Shell ##w Tldk, EFAHZE [141R—2 JEFERALIZRRL
SRAIERERTEET , ReflectionFFBFZEVF—2+4 [45R—2 1D A %IZIEL T, Reflection
DEIIBERTIZHDEEBAZENH . £1=(E Windows#F LU Reflection DA DI&INISFrIZdH SRR
E M ReflectionTERINET . Windows D& IRIZATIC (L, PRIGEBAEZLEEIN-L—NEHA
EMNREFESNET , Reflection DIZIMIZATIZ(E. FESNIZIL—FIBAZ DA DRESAET,
F1=. LDAP H—/\MohEEIBAEERE T HL5I1C

Reflection ZH T 5 &L TEFET,

LDAP TALIMIIZRFSNTWSHMEEIBAEZERERT 5L Reflection ZHERLT HICIE.
[Reflection sEBAZEYR—+] D [LDAP] [52R—2 | 27 T LDAP H—/\ (1 BFIFER
FRELET,

LDAP H—/\DERK

Reflection T LDAP T/4LJM)NDIEBAEZERFTESD (L. LDAP & Al4& (DN) AFEHE®D
B2 I/ —ILFOABREREIT—HTIIEEDHTT . FIZIE, SIAZDHL 74— ILFIZUT
DA T IR TREINBELET,

= CN=Some CA

= O =Acme

= C=US

ZDIBE . LDAP T4LOR)D IR D DN [£ICN = Some CA, O=Acme, C = USITHALEM
HYET,

Z® DN THAENSD LDAP TR DEEIZ. UTOWT A EELURENHYFET
(Reflection TIXCNOLDEHEZF LS TIZTERELED),

Bt OID (Object Identifier - 7 U1/ MBI F)
userCertificate;binary 2.5.4.36

cACertificate;binary 25437

userCertificate 2.5.4.36

cACertificate 25437

mosaicKMandSigCertificate 2.16.840.1.101.2.155

sdnsKMandSigCertificate 2.16.840.1.101.2.1.5.3
fortezzakKMandSigCertificate 2.16.840.1.101.2.1.5.5
crossCertificatePair;binary 25440
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(P

KD

crossCertificatePair

2.5.4.40

[PKI] 27 ([Reflection Secure Shell DERTFE] X4 7OTRYIR)
Far A 15— |
Reflection Secure Shell 2y 3> TM PKI BREZER T BIZIX. ZDETEFERALET,
ROATavhiHyET,

BIAZE DR EXR

RAMED—HTEINES
HERRT D]

[OCSP %{# ]

[CRL Z{EH]

[Reflection SEEAE T R—

RANMERAZDRIERFICSRRNE SN —BL TUOERITIER 54
WINESHERRELE T COREHNAUITHEHTNDIEES
(BEE{E). Reflection THERML=7/RANE A, SEBAZD
CommonName 74— /LKFZE7-[X SubjectAltName 71— /LK
[CAAESNTWBRAREIZ—BLTOETNIERYER A,

Reflection A%, /R A FEEBHZE DR EEBF(Z OCSP (Online
Certificate Status Protocol) L AR A Z{EHL TERAZE DM
REMRIDNEINERELE T, OCSP L AR H (X FEHA
EB8K0 AIA R TIRETEET, Fi-.

Reflection SFBAZE Y R—U v D [OCSP][53R— | #7% &
FALT OCSPLRRUAZEIRET HIELELTEET,

Reflection A%, RRAMEEBRE DHRFERFIZ CRL [143R—

I (Certificate Revocation List) Z{#FHL CIIBAZ DK ELER
FTEMNEIMNEIRELET , CRLIZEIFAZ BAD

CDP L3R THEE TEET , F/=. Reflection FIBAETR—T+
@ [LDAP] [52R—2 | #7%ERALT CRL #i5ET52¢%
TEET,

ABCORTEDOHEEEIL. CRL OMERICETIHENDS AT
LEFICHVWET . CRATLAREEZRRLTHRET DICIE.
Internet Explorer ZAEEIL T, [V—IV] - [ 88—Vt
Lav] - [BFMERE] oV RIc#A#FT . [EXaUTA41 OTF
D [—N\—FERREOMYELEMERET H] 21FLET.

Reflection SERAEY R —IvEHEET, ChEFALT,

] Reflection D& #NIGZFTICHHIIBAELZEELIZY . PKI B EXIE
ELEYTEET,
[ R T LEEEAE DR K] Windows SEBAE T R—IvEMEFET ., ChEFALT. VX
TLOWEMIGATICHHIAELZEERTEEY,
xE

ZDFAT7ATRYIRTHERLI=XEX. Secure Shell BT 71 /L T19R— JIZRTE
ENET . T EBEDTFAITAS2ZHALT. COT7MIILEREL T Secure
Shell SREZFHER T HELTEET,

COEBRITAIIVOHNDREF. REEEEIN TS SSHER 0232 [116R— ]

RIZRESNET,
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[Reflection SEBAE T R—+]
FRTE[49R—T ]

Reflection 7 1) 4r— a2 (&, Windows D SEBAE A& #M15 AT E = (L Reflection D FEBAE & #M15 P
(BBINEZFDOWEA) 2D EFHZE14TIR—2 J#FRALTERIETEET .

Reflection M EFBAEI&#MIZFTIL. Secure Shell v aFt=IE SSL/TLS v 3> TOEREIT
FERTRIENTEET,

Reflection SFBAE YR — v E##H AL T. Reflection DI&HMISFTIZH A EFIIAEEEELI-Y.
Reflection M PKI D IENDA T arw#ERLET,

Reflection SEBHE TR —IvZ#BI<
ZDFEZEFEALT Reflection sEFAZYR—SvEEEILET,

Reflection FEEAEITR—IrZ&BACICIE
1 [ReflectionSecureShell DERTEI[ 15— | FAF7OTRYIREREET,
2 [PKI]#7 T, [Reflection REBAE Y R —T ¥ /v ILET,

(A A] 27 ([Reflection SEBAETR—+])

F R TZET49R—2 |

CD#AT (. Reflection MIIBAEEMISFTICHHBEANRAZHZ[141R—2 IO EBIERALE

¥ EARIBREEL—Y (U570 RILERAShET,

ROATavhbyEd,

[MoR—FK] Reflection MIEINIGZATIEEBAEZEBMLET , 1R—kL

=774 GRS, xpfx £F=[E *p12) [CTFFRNEETL T
BDHERBYET, IT7MILNEDESITER SN T=MZLE-T
&, 77 ANEAVR—F T BREINZ/ISRT—RFDAABRERSH
BIELBHYET,
Reflection D& RIS FRIZH DM ZEERETEDLDIZ, /¥ T
L—XT146R—= IO ANMNERESNET, /1S\RTL—X%4E
EdHE, COMRAELZFRALTRAMIERIET D052, CD/IR
IL—RZANTHEIICERINFT,

(Rl B&] BEIRLIZZIBAEZ Reflection DIEIRIEA M SHIBRLET .
[ER] BRUGEAZEERTRLES,

[ISRATIL—ADEE] SBIRLEEBEED/VXTIL—IT146R—2 J#EEBLET,
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[{Etaxh 1= /] #7 ([Reflection SIEAETR—+])

FT T2 [49R— ]

ZDATIE. EfESN=REI RN OIRt S 1= Reflection DIBINISFTIZHAIBHZE D EIR(Z(F
FLZET , Reflection (X, [EFESN=ZRDEMIGRTICHSH oD DFAEEZRA

(-U-_/\) a)nl.- nIE( 1§Fﬁ Li?'o

[AoR—H

[RIBR]
[£R]

[XBOTF TV r—YavT—474
WEIZERSh -G E R #]

Reflection D& HMISATIZSERAE GBE . *.cer Ti=(Z
xcrt) ZBMLET,

BEIRLIZFEBAZE% Reflection DIEMIGFTHOSHEIBRLET
BRU-GEAZEZRTRLET,

(Ao R—R REVEFERALTEMT SEEShz)L—HE, BE
ETIE, RD Reflection HIMSFTITRTFSND=H, RED
—HTAIDANMERTEET,

BARRELAUNTAILE
¥Micro Focus¥Reflection¥.pki¥trust_store.p12

BEDT7 TV r—2av T =47+ VFICBRSh-EERE %
B#] 24229 BL. SIABHROBAFTISAVR—bEh 1
B AVE1—SLDIRTDL—YNFERTEET,

HBET7TIT—230 T =744 [145R—2 ]
¥Micro Focus¥Reflection¥.pki¥trust_store.p12

FEE:

. DREDEFRFINFREA. COREEAVITT
%’)iJ\?Jﬁl THEMNE FAT7ATRYIZANRANTNS
MICEDEASHRMBEFTZRTL. BETEMIZDH
FELFT AFRMBALHLEE . BIETIE. ¥
47T Ry REFKECDREARIRESNFET  #
HIRMEFALVGES . BE TIICORELERS
nFEtA,

» HERMELNHIEE. EEINIL—MIHFR
‘i‘l’iiﬁFﬁ@o’%b\bmﬁﬁﬂbhiT BrOa—4F7h
VrRICERLIEEINTZIL—MIEEE RIFSHK
BYFEYT,

»  HERWMBAZERLEZET. 2—YEFADEESN 1=
IL—MESISFRICRTICIE. £ 5
trust_store.p12 Z7 A JLZEHIRT HD. BETER T Db
ENHYET . COREFATICT B ITEE FKER
[CEOTEADEMIGATIFERINET A,
trust_storep 12 N BT T —2 a0 T—2T4ILFZ
HBHRY ., EANDIEIAIZATIE Reflection DENMEICFE
#RIFLER A,

o ARU—TAVT O RT LD,
common_application_data_folder [145/R—<> J¥Micro
Focus¥Reflection ~NDA—HEZAHA T I RAHEFIE
BTDIIIEBEICL>THEMINTLSIGE. £
ERART I RFAEEEIN I —FIXZDHREE
FRATEYT . EEINL—FOEXERMIGFHTOTAT
LEEBETHLFTEER A,
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[DARATLOBRMIBERICHS
FFBAE%MEALT SSH [2#
1

[CRTLDEMIBRIZHD
FEBAEZEH AL T SSL/TLS
(ft:3 5|

[MD5 &4 FEERAEZ5F ]
[MD2 E & HEEEAEZEEFAI]

ZDIEHZAIZTF B L. Reflectionld SecureShelliE
WEHEL 9 DRE(Z. Windows DR NG T (CHHEEBAEEF AL
THRRAMERIILET,

Reflection 7 F1)4—< 33, Reflection MDI&INIBFTIZdH HEE
BAELITEEALTRANERET 953(1CT BICIE. COHRTE
FATILET,

CHDIEBBZEAIZT B, Reflection [& SSL/TLS $EfrEFEIL
T BIRIZ, Windows DIEFAIGZFTIZ8H HEEHE S

Reflection MIEINIGZFTIZA L R—LI=SEBAZEZFE AL THRAR
EEREILET,

Reflection 7F1)/r—33>h3, Reflection DA&HNIHFETIZdHHEE
BRERTEERALTRRANE R T 5E512FBICE. COHE
EADICLET,

NoMDIEEZEIRT HL. Reflectionld FEE/ NV ATERS
- CASIBAZEEZITHITET, CNSDIBEHEERLE
W, RREEEAZEAEE/ \Y A TERINTINSIEE . SIHE
DBRENKBLET,

» CHBHDFRAE/N\NYIAKRTEIL, T CAFIBAEZED A
B LFET , Reflection [, BAD /w1 DFELEIC
BR<, EBESN - IL—MEIRIGRTICBINS N -E
EOBREEXZIHHTET,

= Reflection B3 JL—F7R!) > —IZ&->T DOD PKI
E—FTHETILITEBREINTLSES. Chiod
REIFERTEEE A,
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[LDAP] #7 ([Reflection SEBAEZETHR—+])
FRTET49R— |

Lightweight Directory Access Protocol (LDAP) &, —Jtib SN =15 FTIZIEHREIR L. ZDIE

WEIA—FICERIET A-OIZFERATERELETOraILTY, EEEL., FIAETERIEHNDa
—RRELT BIEFREEIET AHESIZ LDAP H—N\EEBRTEET, T ROBEHRMNE
FNFEY,

* RAEDOXRP—E (CRL-EHRSATWAERAENZRIERICL>TEBEN TV E
REET B-OIZFERALES,

= IR E - —/\IBAENSEEIN L —FRIER~NDOEN G IIAERREMETLT
BDITHETY,

Reflection SEEAZEYR— v D [LDAP] 27 %EHAL T, ZDIEREAEIS T S LDAP H—/\%—
BERERTEET, ROATLavrbyEd,

[E 0] LDAP H#—/N\Z—E(TEBMLET . XD URL X EFEALTH—/\
#HBELET,

Idap://hostname[:portnumber]
BIZIE, RDESIZAALET,

Idap://|dapserver.myhost.com:389

(ZEE] H—/\URL £1R&ELET,
(HIB&] BIRLI-Y—N\E—EHSEIKRLET,

LDAP T4a4LOM) DR

Reflection A% LDAP TAL IR IZHIASNI=1ERELIET B HEZDEMIZOVLTIE, RDYLY
#SHBLTIESL,

»  CRL[53R— ]
v PEJEIBFZE[4IR—T ]

IE

" CRLOMEZREFEHT 5ELSIZ LDAPH—NEERTHHEIEIHYEE A, ReflectionT
CRL DHERENERIHEH>TNDIHEE (L, SEBAZE® CRL Distribution Point (CDP) 74— JLF
[ZIEESN TSI RTOBFIT CRL HNLTHERINET, LDAP —N\%ERT 5L,
CRL—EZRETIEMDAN=XLAERHEINET,

" Reflection &, SSLZ#H AL T LDAP T—A2% & T 5716 LDAPS RE— L (fflZ 1,
Idaps://hostname:portEfE AL TLVSH—/\ URLEHR—FLTULVER A




Reflection for Secure IT

CRL DREZEZFEATHLSIZ LDAP H—N\ZH#ERT S

Reflection (&, LDAP i Al4 (DN) AX CRL DFEITE I —ILFOARELEHEIZ—HT 555
1217, LDAP T4LYRJINT CRL #RFETEET, HIZ (X, CRL DHEITEIT(—ILRIZRDAT
DIIMRRREINTNSIGE:

= CN=Some CA
= O=Acme
= C=US

LDAP TALJRJARDIUR)D DN [ERIZCEREIZ—BLTLABHELAHYET, “"CN = Some
CA, O=Acme, C = US”

Z® DN [2&>T#EASND LDAP TUMJDREHEIZIE. ROVWT OB EENTLILELH
UE 9 (Reflection (X, CNSDEMZE ENSTANIEFIZERELET),

B OID (AT Y M fiRIF)
certificateRevocationList;binary 2.5.4.39
authorityRevocationList;binary 2.5.4.38
certificateRevocationList 25439
authorityRevocationList 2.5.4.38
deltaRevocationList;binary 2.5.4.53
deltaRevocationList 25453
mosaicCertificateRevocationList 2.16.840.1.101.2.1.5.45
sdnsCertificateRevocationList 2.16.840.1.101.2.1.5.44
fortezzaCertificateRevocationList 2.16.840.1.101.2.1.5.45

[OCSP] 27 ([Reflection EEFAETR—+])

FRTET49R—T |

SERAEDERZRIC 1 DEIXERD OCSP LRAKRUAEEHLET, —EIZH—/\%B

My BiciE,. GEM 25Uyl ET BETIE, BOLEEY—NIZIE, —EDEBEDH—N

MOIER, SIBAZDEDEDORNEHhENESNE T, U—/\OEDF v IRV IRELT

23 5E. H—nN\E—EISHIRT DL FOH— /N \DIIREOER TEMIENET,

[5&hn] OCSP H—/N\%E—EITEMLET . XD URL BRXEFEALTH—N\EIEELET,

URL:porthumber
FIZIE ROESIZAHALES,

www.ocspresponder.com:80

(ZEHE] H—/\URL iR&ELET,

(Al BR] BRUY—N\E—EMoRIRLET.

[PKCS#11] 47 ([Reflection SFERE<ZR—+])
T [49R— ]
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[PKCS#11] 47 FEALT. AY—rA—K% USB F—92 D ES5HEN—K Iz TFNAREFEH
FTHRIMEERTEET . /N\—F O 7 T/INA A&, PKCSH#11 EARIZEML TLBBENHYE

o

A1, RAEEATRELETRTOTNIRE, FNODTINAADEREF LA HR
DRRSNFT, Bt ShE=FzvIoRvIRZFERLTT NS RADERANERIHE>TLDIGE.
Reflection [ EEIMIIZ, T/NA RDFFBAEF-(FBEFRALTCA—YRHAETLET,

IN—F Y9I TF7 =9 % BT BESIC Reflection ZHER T BRI, b—o0TANAFIZLHTIE
BNV IR TEAVRM—LNTEIDRELHYET b=V ZFRALTEREEER TSI
N—F I F7TIRARIZTIERTBEHIZTTONALERFERLTNESATS)I7MIL

(di) DEBEBRTEHIDIELTHMERHYFET, XD

FFLavhHYES,
[FO/nsq44] —& BAEGAARETN\SRERRLET, —BERTINT-
TFNARDETEENTBIZE, FrvoRvIREA
JI1ZLET,
[FINMRADRNE] BIRSNI=T NS R THERTRELRLIIAEEZRRLE
ERS
(RGEBRE D FER] ERLUEIAZERRLET,

(M=o hHIlRESNi=iEE FU0BE BREN—IUNEETIMETTIT4T
(X E BT B] [ZRYFES,

(LB 45 IR R (7)) b= A EIRREN =K, IS HETOFLREZD
HTHRELET .

[PKCS#11 FOnA&] #4705 KyH R
FETA A [A9R— ]
ROFFLavnHYES,

[FO/345 D DLL] IN—RDITTNARIZT VLR T H=HIZFEREINT
WBSATSUDIT7AINREGFRERELET . Ch
(X, BE. Windows VAT LIAINF I/ RM—ILEN
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7 [BIEIDOTFIZ. ETTRARURSAUBIBEANLETS .
151 /i my_installation.msi

8 TRYTLEETTAHMLIET T [COTATSLER—RABADAVAM L #
IZETT3] £-1% [COTATSLER—RABED A AM—ILRIZETTS] LT
NOHEERLET,

EAEIFEAEDBA. [COTATSLER—RABE DA A= ILEIZRITT D] ZEVFET,
[CDOTRTSLEA—RBR DAV A= )LHIZRITT 5] 2BAT. COTOTSLNKK
L7=15& . Reflection for Secure IT [/ Ab—ILENFEE A,

9 [EAIDTOTSLRS MSITFAIILEEBINTBIZIE, EEEDOFIEF#HEYVIRLET .

10 ETIEFEEZZE TSI, [BE] EEOE TN OBICHIRNEFENES, TOTS
LZE) A SHIBRT BI2IE. EIRLT [HIBR]I 0y ILET,
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AVAN=IVIZNS VR ITA—LEERT S

Reflection for Secure IT DAV AR— L HEEZHRAZITAR T B=OIZF SR ITH—LEERLT
HBBEIE. TFATVAV A= LTSV R ITA—LEBRHTIDENHYET  FSUR T4
— LAl setup.exe TRIAT BAURA—IL0 (BLDEBY—ILHBERTB)aATURSIUHD
DAVA—=ILTCHERTEET , AV APV RITA—LEBRTELD X, AV A—ILD
FHﬁTEH-—C\j—o

setup.exe TR T BV AM—IVIZFSY R+ —LZEBNTBIZIE

1 ReflectionEA U RAR—ILEHDIT—HYRAT—3V T, TRAYMT D a—r Ak (3—+
AYEDR—=V[ZRREINDLIFELTHDHIER). FIERDATURTIUH B,
Micro Focus ARALEREY—ILEREET,
path_to_setup¥setup.exe /admin

2 [HRELBEDRRIZL 4705 RIIAT [BEDEINTYTHRARLBREI7ZAINE
= FaAVIR=F A RA—5%F<]1 &:&RL. [OKIZ Vv o LET .

3 [P7ANERKZFAT7OTRYIRT, NSV RTA—LIT7AILDEREIEIRLE-1ST &
BHL. FIURTA—L (mst) T7AILEBIRLET .

4 [A—HFALBII—RVURIL T [COHRELERTEE. setup.exeZFALI-NEER />
A—IVIZERAT B ZAVICLET .

DA T avEFUIZL TSV RIH—LERTFET B L Micro Focus HRAALERTEY—IL
NERDOITEBEIRIZ SETUPINI 774 )LD [Setup] £ 3vIZBMLT
SETUP.INIZ7A JLEE#HL. ReflectionD AV A—JLIZA SV R TA—LEBERALET,

CustomTransform=<your_transform.mst>

5 [D7AIL]-IREFITFEIIVILET (RFI AVUEBT LA RRTSNTODIHE K,
ETIavUREDIVITHETFTAILDREEZROONET )

INT, ;S RTH—LD setupexe T7AILEBHTIVRA—FIZERATEDLLSIZHEYE
Lfzo (A—H(& setup.exe ERITTEET , =1, setup.exe T7 M ILERT)TrHSIFEUH
LizY. av RS BRIRLIEYVT32ENTEET )

setup.exe DAYV RFSIA VLD A 2V AR—IVIZF S R I+— L% BEMT 521X

B OTURSAUDNSDAVAR—IVIZNS VR T+ —LE BT HIELTEET . UTOaIT
FSAUBXEERALET,

<path_to_setup ¥setup.exe /install TRANSFORMS=transform.mst

Reflection D5 JL—FTHRIS ~A~DRIE

Reflection (&5 IL—TFRIY VIR ET 516, EBE (FEMY—ILEFERLT.

Reflection 7 ) —2a FHAATA AL CTRETEET,

RYDEFERATBICIE, RICEHAT BELSIZ, HHI Reflection RS TUTL—rERYSITT
AREBMTRRERHYET  FIL—TRYSTEIZ, [FOT4] —bD [ERBA] 2T I12E1T
ABDFRBANKRTINET,

Reflection RYLTFoFL—rEAVRM—ILTBIZIE

1 ReflectionE2fa 74 (F1=IE£ CD)D adm T+ LA T ReflectionPolicy.adm ZFHELET,
GI—TRI)OEERT B E 11— DIT7AINEFERATESLSIZHE>TVSREN
HYET,
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EETUIL—FET LTRSS IT4RIZEBMT BI2(F ADM T T L— b I7 (LB ETT
N, FUoTL—rDBMNEE, 77MIVIEFETT,

2 TL—TRISIT4REEFTTRICE. ROVWThAADAEEEFERALET,
o OTURFAVTRDELIIZAALET,
Gpedit.msc

e [Active Directory D A—Hé&avFa—4]ary—)L T FEEBAI] o0/ \7«%
E. [TI—TRILIETEI )9 ILTEHRRIS AT OO e mETHITERLE
ER

3 [A—Y#ER]-[EERTVIL—K -[TFo7L—rnEMEHIR] 2RIRLES,

4 [FUIL—rDEMEHIR] #4705 Ry X T, BIN] 29Uy, I74ILESELT
ReflectionPolicy.adm Z7 A ILERERLET, TUoTL— L E2RE. TR . [TUTL—FDE
MMEHIRIF A7 Ry REFCET,

FEEKFED Reflection RY D EA—HFTEITEBEEINET , Windows XP TlL, [A—AJLaVE

2—ARYD] - [A—HDERK] - [BEERATTL—HK] - [Reflection Settings] (Reflection M &%

E) CCNLDRIVERTELIVRELET , FUFHLLY

Windows AT ATIE, [A—AH)LavEa—42KRYS] - [A—FDOEK] - [BEATVIL—K-
EEDEEATTL—bF (ADM] - [Reflection Settings] Reflection DEFTE) TCHLDHRYS%E
RRELUVRELET .

LTSRS
Reflection for Secure IT LU Reflection FTP 2547V rTIERDARY L #FRTEET,

* Reflection for Secure IT IZ[ZBAINFEEA.
*x Reflection FTP 9547V MMIIT@ERINhEE A,

Reflection BREN R RHLVIHREIL. [A—hILavE1—FKRI] - [A—HF DIERL]
- [EEBRTUIL—M] - [HERDEERT>TL— (ADM)] - [Reflection Settings]
(Reflection MEXTE) TITLVET,

[Reflection Settings] (Reflection MDF&FE):

[Allow Start Screen] (BEIEZFEEILET)

[Allow Reflection to save passwords] U SR —KRZE{RTFELZET) * [Allow
files to be received from host computers] GRRA AV E A—BZADT7AILDE
ExHFILED)

[Allow files to be received from host computers] GRRA A E 12— 6NDT7
AIVDZELFHFALED)

[Allow Sessions without Settings Files] GXTE 77 A JL7EL THvi a> ZBIR) x*
[Language Override] (EEEDE %)

[Allow tracing for troubleshooting] (kS JILS a—TF 424 MIBHR) **
[Migration of settings from F—Secure to Reflection] (§%%E % F-Secure N5
Reflection [ZF&1T9 B) *x*

[Allow unencrypted connections] (JERE B 1L IEHZEFT]) *

[Folder for the default Auto Update file] (BETED BENEFH I 7 A ILTAILE) *x
[Settings only in these Folders] (CNBDITAHILE DERTEDH) **
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[Reflection Settings] (Reflection ME&TE) - [When Reflection Exits]
(Reflection MR T KFIZ):

[Prompt if connected when user exits Reflection] (Refrection M #& T Bz
— ORGP THIEEILEELET D)

[Prompt when exiting all Reflection sessions] (3 XT® Reflection zvia %
BRTIH58FEETH)

[If there are unsaved changes] URTEL CTLWVEWEBEAHDIHE) *+*

[ReflectionSettings](Reflection® &% & )H ApplicationProgramming Interfaces] (7 )4 — a7

AT 3305140871 —X)
[Allow scripts and macros on the startup command line] G2E1a<> K5/ T
AOYTROT/OEHATH) *
[Allow other applications to use Reflection’'s OLE Automation interface]
(Reflection M OLE A—hA—230 AV A—TJz—XTHODT T)r—3 % EH
TB5) *
[Allow Reflection FTP Client Scripting] (Reflection FTP 5A 72 DAY Tk
ZEFAIY Bk

Secure Shell AT RIAA—T4) T«
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Reflection Secure Shell 7547 MMZI, RMD DOS AV KRSA A—T 1) TAMNEENTLVE
T INBDA—TA)TAIZHIELTNSEITI7AILIE. PC D Reflection TAY S LT7/ILE
RCEEICAVAR—ILENET,

= sshl96R— ]

= sshkeygen[101R— ]
* spl104ax—2 ]

" sopl108R—2 ]

UTOEMLI—T4T«1E, F-Secure M5 {TH T, F-Secure AX RS/ A—T«)T14H
[CHERSNI=RV T &2 #EFTE2RERHIEEHRAITICR#BShTOET , ShbDa1—T1
T 41&. F-Secure EEIC R Ay F YR ELTULNVET,

FEF-Secure AVURSA A—TA)TARIZERSN =R YT NG EIE. EEED1—
TA)T4ZERTHIEERTIOHLET,

= ssh2[100R—2 |
* sfp2[108R— ]

" sepZ[11IR—2 ]
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ssh AYRSAA—T4) T4

1 32: ssh [options] [user@]hostname [host command]

sshav o RSA o A—T4)T4Z&FE AL T, WindowsaA T RSA M i5M SecureShel 3 AN A HE
<9,

-, =r
FE:
E:

= Reflection TIX ssh2[100R— | A —F o) TSN TNVET, ssh &
ssh2 DA ZFEAL T Secure Shell #EFEEILTEETMN. ToND 2 DDI—T1)T4
TRIELTWE—EDF TV NEBYET, ssh T3> (&, Reflection 95472 +D
FHMNHIELTNE—EDEBIMA T 3% E L OpenSSH Secure Shell EEE(CEDUVTLVE
9, ssh2 AF L a &, Reflection for Secure IT UNIX 2547 hE LD F-Secure 2547
VhEREBELABHYET,

= BE7FE®D Secure Shell EHEZBHMATEET, L. BRAT A2, 3T RS140 TS
NZEBRRMICERIZT S, SSHConnectionReUse IRIE LM% Yes [CHRETIHLELAHY
T3, FHEMIZDWTIZ, [ Secure Shell 17232 H 17 B 1/ DEFH [28 R—2 1145
BL TS,

v WEV,

-A
AT -V MNREEFAMICLET, Chld RRNERTEL T 77/ [19 R—D ]
[CHEETAHEELTEFT , I—C U MDEREEENCT HEEILEESVETT  UE
—MRRNTI7AIVERZ R B TE 51— L. Etsh -EHFsNLTto—hiLI—>

VM7 ORRTEE S . KBEHTROBFEREMFTEELAN T—UzUMIGEHRAE
NEREREFERL T ZORTEEERITLUGRIEANICT HENTEET,

-a
AT — I b DEREEEMICLEST . BEAEDERE)
-b bind address

BEA AT —RFEEAMETRLREFERALT,. oo MBRET DIV ATI—R%E
BELEYT,

—C cipher spec

BEIBICHEELEBEDHAVIRYYY RN, BEEMEE. T
aes128-ctr,aes128—cbc,aes192—ctr,aes192—cbc,aes256—ctr,aes256—cbc,3de s—
cbe,blowfish-cbe,cast128-cbe,arcfour128 arcfour256,arcfour | T, #  #ihS FIPS E
—FT22R—2 JTITHhNB KSR ESNTWDIGE . BEEMEET
aes128-ctr,aes128-cbc,aes192—ctr,aes192—cbc,aes256—ctr,aes256—cbc,3de s—cbc |

—G—d—o

JOraN—=2av 1 (BRIESNAAREENH B8, #HBINFEHA) TIE
E—DOBESORENHFRIESNTWET , ¥ d S{EIL3des]. Iblowfish]
. [desITY,

TRTORET—SOERETNILET  ERIEET LEROEN O BRI
BLTOES B BEOF VI~ TIEEEEEDE TEALI T,
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—-e escape_character
WEREYIVDIAT—TXFERELEFT . BEDXFIEIFILL () T, TR —
TXFE%Mnone JICRET SE. FRTESIRT—TXF(FEY
CFILF IO X FERBFRICHELET . ROIRT—To— U REFERATEET
GREISF B EIEE LT escape_character TE#LET ),

HEBRERTLES,

"REBOZEBEZERLEY (SSH 7ML 2 DH),
“#ERESN T ERE—ERRLET,
“MERARRER IR —T U= U RERRLET,

W IRT—TXFEHE 2 BAALT. RRMIZEELET,

—E provider

BELETONSFENERITONAFELTHERALET

AXURDETINBERIC. ISATUNENVITSHOURICERELET .
-F config file

COEGICERTIRBEEBHR O7MIIVEIEELET BRI 7MILEITURSA TR
EL-EE. ENDEET71/L [19IR—2 JIFERSINET,

-8
F—bozAR—bEBHILET, VE—MRRMEO—HILERER—MIIERTEET,
-h
ARURFAUA T avICET B BELHBEERRLET.
-H scheme
COERICERT D SSHEBA 232 T116R—2 |2BELET .
=i key file
BREIDEICHERTIWEREIEELET . BI7AILIE RRNEGTHEAT77/LT19
R=D NIIBETBILLTEFT  EHD —i T3> (BXUBRI7AIVIZIEEL
;:f%zof&i) EIEETEET, I7MILELFNRRAEAZETIES. SIBKEHERL

-k directory

config, RAME, I—HRRIFAMILORBUEZEELET . EE & AFERINTL
BEBHDKRRANT7AILHIEELIZIBRTICT TIZHEELTLWELMEEDH . TDI5
FIDBRAMEDFRARYEEZAHDITHONET  BHIDRANI 7/ ILNR DM
BWNMGES . BEDSFATHRAMDRARNIZAILIZRRANMEDRA Y EEEAHFDTH
nEY,

=| /ogin name

JE—FIAVEL—RTORTAVIERTIRENERELET . ChEBRT7T/L
[19R—=2 JISHEE T HELTEFY

=L Jocalport:remotehost:hostport

BEINEO—AILKR—EDEDT—3%, RELGIORIILEN LT, BESNIZIEER
ARBEUR—MIYFTALIRLET, IOV T, TO—hILR—MEE 1 ZSBL
TLIZEW, R—MREFERI7MILIZIEE T HILLTEFT . EBHLLTOT 1L
HLHEY ERKR—k GR—FES 1024 UUT) ZEETEEFEALIPV6 PRLRIE,
A D& port/host/hostport AL TIEETEET



Secure Shell AaYRSAA—T41) T4«

98

=M mac_spec
COEFKICHERTD 1 DELIFEHDOHUIRYY MAC (AytE—IRFEa—R)
FILTVALERELET, ZITIVALEEEIBIZIEELEYS ., BEEMEET
hmac—shal,hmac—sha256,hmac—sha512 hmac—md5,hmac-ripemd160,h mac—shal—
96,hmac-md5-96 | TF, &N FIPS E—F [22R—2 JTRITTHLSITEHESNTL
5156 . BEEEET
hmac—shal,hmac—sha256 hmac—sha512] 9,

JE—FIVURERTLEE A BRET SR—OHEHBRT 2B IERTT (TN
FauN—=23> 2 OH),
-0 option

BREZ71/L [118R—2 ITRIET A T avwiEELET . fIZ I ROLIICAALE
j—o

ssh "o FIPSMode=yes” myuser@myhost

—p port

H—N\LEDEHER—IEIEELET BEEE (22) (X, Secure Shell #EfEDIZHER—
FCY ., IhlF. BRET77/L 19— JITTRANEETIRETEET,

-q
IIAIINE—REBIIILET . COE—RTIE NFT—ZETITRTOELEL LUV
DAY E—UDRRTSNEL A,

=R /ocalport:remotehost:hostport

(Secure Shell Y—/N\E#ETFTHaE1—2 D) IEESNFE—FR—FNLD
T—R%  BREFI ORIV ENL T HBESNZIERANSLUR—KIVFT LI FE
T FHMICOVWTIX, T E—FR—MRE 1ZSBL TS, R—MREFERT7A
VIR ETHIELTEET . EBHFLLTAT1ULGLDEY  #ERK—F (R—+ES
1024 LIF) ZEETEFHEA

oIPv6 PZRLXRIE. BIDHEI port/host/hostport Z{FEAL THETEET .

I VERTLENTLSLY,

ITURBEEEN TGS A TTY £RHMICEYSTET,

pseudo-tty ENYLTEEMIZLET,
-v

TINVTULRLERRE—FICEELET . CNIE, T/HAVITLRILE 2 [TRETHIL
ERLTY,

HEBBLUN—DaVERERTLTRTLET . AXURSA0THOF T av it
HESNES . ENLXEHINET,

—X

X1 EROEEEEDILET,



Reflection for Secure IT

99

=X

X111 EHEOEEEEMIZL. X111 U547 UrEEBINGVEDELTHRVET &
ARDYE—F X11 HSATUMEIAEFEESND X111 9S5AT7UMIBT AT —3%FE
IZEETEERA,

X111 BEREEH T B EEILTENAVETT, —HFD X BAT—AEAR—-ADJE
—rRRANTI7AIILERZRBTES1—F (L GESh-EEENLTO—AIL X1

TARTUVAIZT I RATEET . WBE T, F—AO—JERGEDITEEETTED
AREEAHYET

X1 R OEEZAMICL. X1 V547 U EEEBERLHDHIF1T7 L TR
L\ij—o

X1 EBEEEMTIEEILEFESAVETT, —FD X BAT—E2X—XDE
—rRRCTI7AIIERZEEE TES LI —H (L, ImESh - EHEEZNLTA—AIL X1
TARTULAIZT VR TEFT . WBE (X, F—AFO—VERLEDTEERTTES
ATREMEAHYET,

ssh TFORILN—2a2 1 OAZFERITLET, Ol A—D30 1 (FELESKS
ATREMED B AT=8 . HEIhFEA.,

ssh TFOraLN—2ar 2 DAERITLET,

IPvd PELRADHEFERALTHERSEET,

IPv6 PRLADAHEFERALTESSEET,
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ssh2 AT RS A—T4)T4
18 32: ssh2 [options] [user@]hostname [host command]

ssh2 OT U RSA 2 1—T4")T«l%. Secure Shell M F-Secure RIELHEMNH DA VFITxt
IGLTWET,

-, =r
FE:
E:

"  F-Secure ssh2 AXURSA Y A—TAUTA4EFRALTERBREIN=R IV TEAEET 515
BERE. ssh[96R—D | 2 HTEILENHYET , ssh2 TIEHYFEFE A,

" ssh2ZERIBERTIE. BEEDISA T ,MERTF1/L 19— J2ERALEEA, Z
NODEFTIE. (FET S5 E) F-Secure BRI 7AILEFRHLET .

SIGLTWNBRAYFERTTBIZIE. AT R I4VRIIZRDESIZARIZLET .

ssh2 —h

100
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ssh—keygen AYV RS/ 1—T4) T4

ssh—keygen - 954 7B IUH—/N\RBILZFERAINLZ T —DER. BB, BLUEH,
BE
- R

ssh—keygen [ bits] —t type [-N [passphrase]] [-C comment] [—f output_keyfile] ssh—keygen —B [—finput keyfile]
ssh—keygen —c [P passphrase] [-C comment] [-f keyfile] ssh—keygen —e [-f

input keyfile]

ssh—keygen —p [P old passphrase] [N new passphrase] [ keyfile] ssh—keygen =i [-f input keyfile]

ssh—keygen —y [ input keyfile] ssh—keygen -1 [~

f input keyfile]

&EA

ssh—keygen YU RS/ A—T4)T4EERATHE. NRARBIIAD RSAHE L DSARDIER.
BREOBOTOANTADRE. 77/ ERXOEBRDAEETT . A T aVEFEELLLE, ssh-
keygenTI& 2048E YD RSABDRT7EEML . MERERET D-OICROBZRTE/NNRTL—
ADANEROENET , 2FRRIIHFREFCLAEFEALTERSN. L3R

F pub HEMENFET . BOERMNTET THE BOGEAARTIINET,

AT ay
-b bits

BOYARXERELET . BOY A XERECTHE HAEEEFTEXLT(IEA L
LET . BOY A XERETHERVDEHRIELGYETH, EBITHERLIZEZE.
BOYAXIET—2AMN) —LDBSILOREEDEREICHELEFA, FHTIHD
RSIE, BLDERITIKELET . TOERICIK. BOEE. BOEDHM. RETS
T—ADE., BEMLGREEICE>THAREELGYY—X, COEFRBEELIZFER
THERMBOHAXLGEERHYET , —— XA >-RBEEBRET BIZIE, X2l
TABEBEICHELAOELZEN, BOY A XL, 64 EVFTHEIZEYYINZRD
EIZYY EFonET,DSA BOBEEIEIE 1024 Eh T, RSA DB EEIT 2048
EvrTY,

EESN-BDIEH%E. SHA-1 Bubble Babble F6xXTERRLET, f ZFEALT.
T7AINEHRETEFE T, I7MILEHRELTWVEWNGA . I7MILBDANERDOLN
F9 ., MERFEILRBOLRINEZIEETEEITN., EELNHETH, ARBILFER
AIRE CHRCTIRBYER AL

-C
BB ITAIEARBI7TAILDIAANDEFTLEERLET, COREIL.

RSA1l BIZOHFHELET . MBRBESTI7AIL. BIZ/IRITL—ILHI5EF
INRATL—R HLWIAAVRDAHETOT S LIZKYRDONFET,

—-C comment

BIFAILHDAA LT —ILRIZIEREZEBELE T, XFHICEANESENTLSE
B .5 AMEFERALET . BOERBICOAVMERELTOVVEWNSES
JBOESE, ERE. Bt BRHEECBEEOIAUMMEREINET,

—€

LT OpenSSH ARABE-ITIMEZREAZFERAL T, Reflection XD AFREETE
MLET, f #FALT. BI7MILERETEET, 771UV EIEELTLVEWNES.
T7ANBDANEROONET,
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—f filename
EBSNIMERODI7AIIVBERELET(NFARBLERIN. BICHEREFELCEA
ATERRY. pub EWSTPAILIRBEFNFEET), DA T avE
—e.—i. . p.v. BLY B LHHAEDHLET. AAT7MILEDIREIZFERTHEL
F%i?o

IBTE SN T= Reflection 2NFA#EZE OpenSSH R IZEHLFET ., FE2FERALT. BI7A
IVERRETEEY, I7MILEFRBELTLVEWNMGS ., I7MILBDANERDONFET,

ARURSAVA T AV BT S BLHAZRTRLET,

MD5 /Ny aFFERAL. BESN-LFBI7MILOERERTLES, fE2FEHAL
T.BIFAINERBETEET, I7MIILERBELTONVEWNGES ., T7MILBDANEK
HonNFET, MEREIETEL-IES. ssh-keygen TIE—HTHHEI7MILDBRE
ZRTL. TOHEMEANRILES,

-N passphrase

INRTL—RERELET . BIZIE, FILLWBD/ISRIL—XEIRET BIZF, XD LS
I2LEY S

ssh—keygen —N mypassphrase —f keyfile

NRATL—RRESNTOEVFHLWNBEER T BI21E ROELIILET,

ssh—keygen —N —f keyfile

;N;&_p BEU-P LEAEDOETHERTHE. BFEORBD/NRTIL—XEEETE
P

ATV EFEALT. BEOMERD/ARIL—XEEELET , 204 T3y

DHEFERTZHE . MEREELT7MIL. GLVIRTL—X FHLLWVIRTL—X

QE) DANETOTSLIZEYRDONES —f.-P. LU -N EHlAEHLETHE
AL, RRTL—XZ R ER XA TERTEFT , RIHERLET,

ssh—keygen —p —f keyfile —P oldpassphrase —N newpassphrase
-P passphrase
(HLY) NRTIL—XEHBELET,
-q
ssh—keygen Z#TLET,

=t type

BOERICEARATZIBOTILTVXLERELETT ., TOra/NN—D30 2
IZsE ol ge/ B (X rsalE - LT dsa | TT,

-y
BEL-MEREFERALT. ARBOFHFLOIE—ZRGELET, f ZERALT 8

FAIWNEEECTEET . I7MIILEIEELTLARWMES . J7MILBD ANEROONE
-d—o

RSN BHIE

aATURMNERIZTE T LB S . ssh—keygen I£ 0 (£A) ZRLET, TALSDEIL
SBERLET,
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sftp AVYRSAA—T4 )T«

& 3Usftp [options] [user@) host#portlsource file [user@] hostl# pordl[: destination file]
FER BETF D Secure Shell EGZBFIATEEY . L. BRIATHICEK. a9 R5140T

CNEBATRIIZE#ZF %h . SSHConnectionReUse IRIBE# % Yes [CRETHILELAHYE
T, SFMIZDUWNTIL. [ Secure Shelltzy 3=k 11 BE D EFF [28~R— 155BLTL
=&Y,

ARVRIAVA T3y
-a
ASCIl E—RTI7AILEEELET,
b buffersize
1 DODERDERNYI7FHAXEHRELETS . BARIEIL 1024 ~ 32768 T,
—B batchfile

O A B, IBELI=/N\YFI7AILTHIAYUREETL, EHRERTLET . HI
ZIE. LLTFTOaT R Tl myname Z{E AL T myhost [ZHE#EL .

myfile TAYURERITLET, 77MILADTRTHOIATURERITER EHRAKRTLE
ER

sftp —B c:¥mypath¥myfile myhost.com myname
NYFI7AILTIE UWTFISRTHERIATUROVWT AN EFERATEET .

FE ESaAVIE. -B A7 3 EFE-5T sftp AT URICIBEIN RV TRARAD AL
FRTEEFA, CNOEDONYFIFAILADIAAKIEZEFIFTBICIE. FETE #) ZERL
EX IR

—c cipher

BEIEIHEELESOAVIROYY AL, BEEEE. T
aes128-ctr,aes128—cbc,aes192—ctr,aes192—cbc,aes256—ctr,aes256—cbc,3de s—
cbe,blowfish—cbe,cast128-cbc,arcfour128,arcfour256,arcfour | T3, & S FIPS F
—RF[22R—=2 [TITHNBEIIRESNTLSIGE . BEEMEIE!
aes128-ctr,aes128-cbc,aes192—-ctr,aes192—cbc,aes256—ctr,aes256—cbc,3de s—cbc |
T9Y,

TOraUN—=30 1 (RIS DATEEM A H D10 . HRINFEA) TIE
HE—DOEBOEENFAINTVET , st d SIEIL3des]. Mblowfish]
.TdesITY,

FRTODEET —EOEMERMILET . ERITET LEROIEN DERERIC
BLTOWET A, EERDRYNT—ITRIEEREREDETEEBTTY,

A—FybETALIMNIZLET,
—F config file

COERICERTOIRBEBRI7ALEEELTFY  BHI7MILEIR RS/ TH
ELIGE. EDDELT71/L [19X— JIFERSNFET,

ARURSA AT AV ICET A BELHRBAERRLET .
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-H scheme
CDERICERT D SSH A>3 T116R—2 JZHBELET,
-i key file

BERLIERIIMERELIETELET., BI7MILIE. RRNEGITEZ T 77/L 19
R—D NIHEETHELTEEFET  EHD -i AT 3y (BEUBEI7MILIZEEEL
T-HEHOR) ZI/ETEET, I7MNFLEFENAANEBAEZETHA . SIAFEFEAL
i?c}

-k directory

config, RANE., I —HBIFAMILDORBUEBEZEELET . EE & AFERAINTL
5EBEDKRANI7ZAILHEELIZBATICT TICHEELTWVEWNEE DA, TDI5
P RANMEDFHARYEEEZAADTONET  BERIDRRANTI7MILOR DA D
BWNMEE. BEDBFATHRAMDRARNIZAILIZKRAMEDHAIY EEEAHANTH
nEY,

—Mm mac_spec

COEGICERT S 1 DELIFEHOATREYY MAC (AytE—IFREEa—F)
FINTYXLEEELES . ZITVALEZBEIRICIEELET . BEEMES

hmac—shal,hmac—sha256,hmac—sha512,hmac—md5,hmac-ripemd160,h mac—shal-
96,hmac—md5-96 | T3, &M FIPS E—FT22R—2 | TEITTALIITHRESNTLY
Ai5E. REMEEN

hmac—shal,hmac—sha256 hmac—sha512 ] 9,

-0 option

BREZ71/L [118R—2 ITHRIEY 24 T2 avEieELET . AR IE. ROLSITANLE
TO

ssh “—o FIPSMode=yes” myuser@myhost
-p
BALRIVTED7AIVBHERELET,
-P port
JE—FRRAMIEET HR—k,
-q
DIATYRE—REBDILET . COE—FTIE NFT—EECITRTOEEL LUV
BHAYE—UMNRTSINER A,

ETRRDA O —ADRREXIIZLET,
-R maximum_requests

FESEROBAREIEELET, COREMOTE, TP LELEENS IR LL
A ATUEABAEAET, BEBEILRDBERY 16 BTT.

—s subsystem
ssh YTV RTLEEELET,
-S program
BEtEh &R ERTSTOI I 4,
-u

aE—%&.V—RIT7AIZHIBRLET .
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-V

TINYTURNILETLRE—FRIZERELET . chlE, T/NVTLRILE 2 ITERETHE
ERILTY,

-V

HRBABIUON—DaFRERTLTRTLET . AXURSAUTHOA Toav i
BESNHE ., ENLFERINES,

IPv4d PRELRADHZEFERALTERSEET,

IPv6 PRLADAHEFERALTHERSEET,
*ERE—F

ascii

Bt DFELEFE ASCH 12 FELET,

binary
BEDRBEEN\1TYISRELES .
bye
sftp Z8TLET,
cd path
JE—FTALIMI% path ITEELET,
chmod path

path [ZBE T (FONTLDEFRIZEELEY . mode ZEAL T, 3 HTDHIBIZLDHFHF
AEEELES,

led path

B—ALT ALY % path [TEBLET
exit

sftp Z#TLFET,

get remote—path [local-path]

remote—path ZEVFL . A—HILI L VICREFLET . A—HILAAREZHIBEESN TV
BE,JE—IIVULRILAFTIAEESNET,

getext Lextension,extension...]

ASCI EREZE AT 577 MR FERTLET o setext ZHALT. CHO—EZXE
BELFEY,

help
AVTTHRRNERTRLET,

lls [/s—options [path]]

path DNIEE SN TULVELMESRIZ, path TIXRED TN OA—AHILTAL IR —
BERELET,

Imkdir path
path THEINIA—DILTALIMEERLET,

Ipwd
A—AIEETALIR)ZRRILET,
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Is [patht]

path DIEE SN TULELMEEI(Z, path FEIXREDTALIN)DYE—FT4LIR)—
BEERRLET,

mkdir path
path THESNFVE—FTALIMNZEZHERLET,
put local-path [local-path]
pwd
JE—MERTALINERTLET,
quit
sftp Z#TLFEY,

reget remote—file [local—file]

BELEEZHERLET . Chid get ATV DEIITHBELFE T A B HICEE
RAFENA—HALITF7ANDFEEHERL. RO SR ERERICHTAHESHE
BN OIREZRIELES .

rename ol/dpath newpath

JE—RI7AILDLRIZE oldpath HVS newpath [CEELET
rmdir path

path THESNI=UE—FTALIMNZHIBRLET
rm paths

path THREINIZUE—FI7AILEHIBRLET

setext [extension,extension..]

ASCIl X ZERAT D I7MIILRFERELET . TMIFA—FXFEERATEE
T SIEMIEESNTULERWMES ., I7MILILEF (X ASCH B X EFRLEE A,

version

sftp N\ —P 3 EFRRLET,

help £RICTY,
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sftp2 ARSI M1—T1)T4

T sftp Loptions] [user@] hostl#tpordl:source file [user@] host#portl[: destination file]

sftp2 AT RSA A —T 1) T«l%. Secure Shell ® F-Secure RELHMEMNH DA VFIZ5t
IGLTWET,

-, =r
FE:
E:

" F-Securesftp2 AV RSA L A—T o) T4EFRALTRBREINF-R OV TR ELETHEE
#RRE . sftp[104R—2 | ZERTDIBENHYET . sftp2 TIEHYEE A,

»  sftp2% E AT BEGTIX. BEEDISA T, EET 7L 19— & FERLER A O
NEDEETIL. (BT DIBE) F-Secure I 7MILEERBALET,

SIGLTWNBRAYFERTTBIZIE. AT R I4VRIIZRDESIZARIZLET .

sftp2 —h

scp AW RS AA—T14)T41

#8830 scp [options] [user@host:file1 [user@host:]file2

scp AYURSA A—T4) T4l FYLT—ODRAMNEATI7AINERE(COE—LET . T—
AERE(Z Secure Shell @ sftp YT AT LEFAL., RICFEREEEF AL T Secure

Shell ERCEFX ) TAZRELET  BILICHERIZE . scp MD/ART—FEIZ/SRT
L—ADANERDOONFET , T7A IV BITRAREI—FDIRENEETNTNRIEELHY.
RAMETI7AIEIE—TBEERLET,

& Rl

COARURSAUIE. D74 fl ZRAMLA—AILTIUICOE—L, &% 2 &ELET,
scp user@host:f1 2
ZOaAvRURF,. O—AILTFALIL i1 FYE—FRRFD 2 [2aE—LET,

scp f1 user@host:f2

AR BEF®D Secure Shell #GZBRIATEEY =L BRIRATAICE. HFaATURZ40T
CNZEBRMIZEZIZT 5H . SSHConnectionReUse IRIBELEH%E Yes ITRET IVELAHYE
T, BEHIZDUWNTIX. T Secure Shell 73 (ZH 17 B DB FF (28— | 1%#SHBLTL
=&y,

TFay
ROXTavhBYET,
-a
ASCIl E—RFTI7MIEEELET,
-b buffersize
1 DDEROBRRNYI7HAREHELET
-B

NYFE—RERTETHE NRAT—RFEEFNRIL—XDAAERDONFEE A, /N
RAIL—RADBENL—FREFALTRIELET.
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=G cipher

BEIBIIBELEBEDAVIYRYY YR, BEEEE. T
aes128-ctr,aes128—cbc,aes192—ctr,aes192—cbc,aes256—ctr,aes256—cbc,3de s—
cbe,blowfish—cbc,cast128—cbc,arcfour128,arcfour256,arcfour | 9, £ e FIPS F
—FT22R—2 ITITHhNBESITHRESNTWDIGE . BEEEET
aes128—ctr,aes128—cbc,aes192—ctr,aes192—cbc,aes256—ctr,aes256—cbc,3de s—cbc ]

TY,

TR NA—=D30 1 (BRSNS AR H D=0, HESNFEA) T
HE—DRESOEENHFAISINTNET,, ®isd HIEK3des]. Mblowfish]
. ldesITY,

EfEEERALET .

B—FINETFALIMIZLET,
=D leve/

FROTURLERELES . EEARAEIE 1.2, BEU 3 T,
—F configfile

A—FEMORBEELT7 1L [19R—2 JERELES . BRI 7AILEATIRS(Y
THELESES . VAT LRROBRI7MIVITEEINET,

ARVURSAUF TV ICE S B AHRAERTLET,

—H scheme
CDEFICHERT D SSHEA 32 [116R—2 JZBELET .
—i keyfile

RSA EREEZE =1L DSA SRS DBANTERR FBZH) 25 AH AL T7MIILEERLET,
HAERI7AILIE, RAMRG CTHERI7AIVICIEE T HELTEET . EHD i
ATV (BEUOBHEZ71/L 19— JITHEEL-EHOBAIER £5ETEE
T, EAZET/\REIE. ZE5 AT RO HEAHYET,

-k directory

config, RANE, A—HRIFAILORBLAEEZRELE T iTE Kk MNERHINTL
BEBIMORANI7AILIBEL-EMICT TIZEELTULWVEWMEED A, TD15
P RANMEDFHARYEEEAADTONET  BERIDRRANTI7MILOBR DM D
BWNEE. BEDISA CTHRMDRANIZAILICRRAMEDHGATY LEEEFAHHITH
nEY,

=l /imit
HiIEAIEE LI~ (Kb BfL) [CHIRLET .

-0 option

BRZ71L 19IR—2 ITHEASNABR TH T av&iRET -OITFERTEET,
NIE BHEDIRURZAUIZT D ENA T av a8 E T HEEIERTT . diET 5
FFavD—BIIOWTR [ BET7 1N DF—T—F S [118R—D [ 1ESHBLTK
1=E0Y,

——overwrite

BFEDEELTI7MINE LESTEINEINTIRELET , IEERTREAE (L ves
18EKUTno I TY , BEEEIL yes I TY,



Secure Shell AaYRSAA—T41) T4«

110

P

BALRIVTETFAILBHERELET

-P port

-q

=r

~u

-V

-z

JE—FRAMIEHE T HHR—F,

BEE—F, NFT—Z8TCITRTOEEAvE—DLBMAVE—VZRTLEVESIC
LET.

ETRRDAVOTr—3DRTEFTIZLES,

TRTOYTTALIRNEELTALINIZBIREMIZOE—LET,

aE—#%.Y—RI7MIVEEIBRLET,

BEE—F, ssh [CEYEHRRICEAT ST\ T AvE—IARTENFET ChIF,
VSR, BREL. BRUICEI ARBD T /NA\VTITR/ILFET . BHD v 7T av%EA
T HE FHHEABRYET . RKIE 3 (-vwv) TY,

N—2avBEBET T r—avEBERTLET,

BETIE. $RTOFIoO—FIZDONT, I7MILE DB ETIIRAXFIXFIR
AMENFET, COFTaveaEATdE FI00—FT. H—\OIT7MILEEEIC
DAWEA—FEERLESE . AXFIXFRERShFE A,

ZORN—230 1 OHAHZLET . DA Tavid, ssh b RILENLT rep &
T % OpenSSH H—/N\[ZET7AMILEERELET,

JarajL—S3r 2 OAIZLET,

IPvd PFRELADAEFERALET,

IPv6 ZRLRADHEHERALET,
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scp2 AR KRZAA—T414 )T«
scp2 1—T )T 41X, F-Secure MSFITH D HEHRRTIZIRHESIN TLVET , Secure
Shell @ F-Secure RELHE#|MENH IRV FITHIGLTNET,
FE:

" F-Secure scp2 AVURSA L A—TA)T4ZEALTRBEINI=R V)T EET BHE
#BrE. sftp [108R—2 | FIE sftp [104R—2 | #ERATEIDLELHYFE T, sftp2 T
1EBHYEE A,

*  scp2#ERTAEMRTIE. BLEDISA T MER T 71/ 19IR—Y JEERLEEA. C
NoDEFETIE. (FET SI5E) F-Secure B I7MILEFERALET,

HIELTWARMyFERTTBICIE. IR IAVRYIZRDESIZARIZLET,

scp2 —h
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Secure Shell 2547 MRERTHI771I)L

Reflection for Secure IT Secure Shell JSAT7UME LTFTDI7A/IILEFERLET,

A—YHEE D Secure Shell Z71AJL

N5DIT7AILIE, IRTE Windows [ZAT A2 LTS —HFH®D Secure Shell EHRIZEHELE
T I7AIIELI—FD ssh THILFIZHYET,

config

A—HYDERT7AI o CDITFAIVIZIE, SSHEERE 223> T116R—2 I TREEN
1= Secure Shell EEMNEENTWET , COIT7AILDRNAEIL. [Reflection Secure
Shell DEREIN5R—2 | FATATRYIRATCEREFZERT A-UICEHNET . F
2 EEOTHRRAMITA2ZFEALT. FETIDIFAIIERET HILLTEFET 18
RI7AMILDF—T—K1)T77L U RIERIZ, Reflection Secure Shell 547U kA
ML TWNBF—I—RO—EMREHINTHET,

known_hosts

[Reflection Secure Shell SRFE] F A 7O RYHIRAD [FRRARE] [40R—2

1 27T EHEENHRANME] —BZEHULIEE FI& AT

MR=2 | TAVT T [BH] B Z-EE(2, Reflection (FEBIMICZDI7AILER
WLET,

AT LEED Secure Shell 771 )L

NEDT7AILIE. AVEL—ZDTARTHIL—H D Secure Shell FELEIZEZELFT , D
DI7AINE., FRITHERLT Reflection 77 r—23 07 —ZT1/LF [144R—2 ICEREE
TEILELAHYET,

ssh_config

AT LEERDER I7MIL. COIT7AILIE. A—HFEBT7AILIZIEESN TV
ElCHLTY 2RO EEZIRMBLET,

ssh_known_hosts

BRADRAMBED AT LEED—E, COT7AILIZIE, fBRDOITRTHOarEa

— D BHRRAMEEANDIDLELHYET . COT7AIVIZIX. O RT LS., AR,
BLUATLaoDaArA T —ILEIOBER (T4—ILRIERAR—IXTRYLNET)
T1 721 DOLRABRNEFENTVET RALIAVEL—FELGDIRAEFERTS

LEF. ZDESBITRTHDEFZIVITRY>T—EICTEIHELAHYFET, 21—

YHROTA0F 5L VSATUMNRANEERT 512012 (F—LY—/1\DELREND)

EHOLRTLEZNMERENET, Secure Shell [FF—FHERT AN —FhDE

ZbON=-ZRZERODLRIEBRLEN=O. ZOMBOEZTABETT, Thid, =

— LY —NIZT I ERATES AN RRARRIE R EMNAIBETHH=HTT . 2D

—BDRERTTEZETH. [Reflection Secure Shell DEZTF] ¥ A47ATRYHI R

)

[ERFMEITAOR— 1 AT 12H5 [FA—/NILRAME] —ECiRET DL TEEE
A/O

EEHERTI7/ILAD GlobalKknownHostsFile F—7—A [118R—2 |2/ 3 5&. RANET
—IR—ZADRBGREERTEET,
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Secure Shell 7547 rAMERT B7740)L

PKI H7R—kAIZ Reflection MERTBI77C )L

NBDIT7AILIE, PKI(ARBAVIZANSIFv) #FERALTRILT 5L
Reflection ZHERHL-BAIZERINET, 5D IT7AILIEA—FD pki FZHILFIZHYET,

pki_config

ReflectionfFBFZE V£ —= 4 [49R—2 &AL THEBLI-ERENREFEINET . b
DEFEIETAATD Reflection Yy arTERAINET,

trust_store.p12

ReflectionflFBFZ £ —=+ [49R—T JITBMENAEFEIN-IL—MIBAENEFEN
% PKCS#12 BHKDI74IL,

identity_store.p12

Reflectionfif & ¥4 — 4 [49R—2 JIEMSNAMERE SVEIAELNEEND.
PKCS#12 X DT7A L,

cert_cache
FREIL—FEAZED X vy, COT7AIVEFHIBRT D&, Tyl ad s 7TEET,
crl_cache

CRL (Certificate Revocation List) Fyvyia,ZDI7AILZHIBRT HE
CFYT 'Y T TEET,
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T &%
SSH Rt ay

G RTD ReflectionSecureShel i IEHR L. SSHERM I3 EFRALT Secure

Shell BT 71 /L T19R—2 JIZRTFSNET . Secure Shell #E#5iHF. Reflection TIXIRED
SSH RV avE#ERALTC. EREAEZRELET, T . REEEETHL.

Reflection TIXZEEZFIHAED SSH BRI avIZEELET,

BEDORAMIEEBD Secure Shell FREZEHERLI-LVGHE . SSHIER Y AV B ERRANE ER
CIZT20ENHYET,

EE: B avEETEETIZ [Reflection Secure Shell MERTE] 447 AT Ry REM L1535
&. Secure Shell FEDWVWTNMNELEEFTHETCIC. BAERESNTWS KA EFERALT,
Reflection [CEYHLLY SSHER YL avABEIMIZERESNE T,

BHORRMN T BELICEL Secure Shell BREFFERALT-LMEE . [Reflection Secure Shell
DERTE] FA7T R RZEHCHIZ, SSH BRI avITNBERTAFIEZAAL. COEY
DAVITRELEVWREZERLET ., U a2 kBB LUERT 56, LBEORRA MY Iy
DEREICCOEI aVERETEET,

SSH #RitIL a0 DT, AXFENXEARMESAET,
SSH Bt/ avDRES X

Reflection Secure Shell #aIEHR (L. Secure Shell BT 71 /L [19R— JICRTEShET .
SSH Rt > av&lE. ¥—7T—FK Host ZHEALTHEAINET ., BRIFAILIE.
[Reflection Secure Shell DEETE] F A 7O Ry I REFHLHEEHINTT , BRI HELELL
NOTRTORFEIL. BED I AVITREFESNET,

BUZDWTIK T o TIBET 71/l T11T1R— 115 SRBLTESL,
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f 8
YT VBRI 7A IV

DY T )L Secure Shell R IT7AILIZIE, 2 DD SSH R EI IV
MyHost.Demo.com & & GeneralSSH A&HYET ,

MyHostDemo.com M EXTE Tld. EEDRRACEEFERT H5—ED Secure Shell FREEIHELET
CDEHRFEIL SSH Rt 32 ELT MyHostDemo.com HEET AT RTDERKICFERASN,
SSHER I a3V MEEINTLVENERIZEDRA OERIZHERINES,

GeneralSSH TIXERDRALFRLRERBELLZ L=, COREIE LY aVBRFIZCIO
SSH RtV a3 E R ELGRICOAFERINET,

Z D config 774 LT, FILLVZRRF (MyHost.Demo.com EL4b) ~DiEfaERLL .
GeneralSSHE 23V EETE LA LME S | Reflection TIXBETE M Secure Shell SR E & H AL T
LFEY,

Host MyHostDemo.Com
Protocol 2
KbdinteractiveAuthentication no
ChallengeResponseAuthentication no PasswordAuthentication
no RSAAuthentication no
IdentityFile “C¥SSHusers¥Joe¥ ssh¥mykey” Logl evel
VERBOSE

#EndHost

Host GeneralSSH StrictHostKeyChecking yes
ServerAlive yes
#EndHost
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8

B OD7M4ILDX—7—FE8M - Secure Shell 5%5E

Secure Shell A Z71/L T19R— |2 FETHRETIHEIC. COSBEFEALET . B
T7AIIE, F—T—F Host IZEo>TENE BRSNS I av TN TVET , I
VTR HBELERANE & SSHEMA 023 [116R—2 & FERT 5. TR TOHELIC
{#R&EN S Secure Shell FEZIRELET,

BRI7ALE, F—T—FORIENGEES  BRA T av B ZAFEA T a0 0z
BE 1DDFES O TRYDIENTEEFT . F—T—FREIRXFENXFERAILER A, 5]
BIEKXFENXFERALET

BEBHLE ) TRFESITIFAANTY  ZOTEFERSINFET,

FECO—EDIEETIX. Secure Shell EfICHE T AHMEEEREBLET, TOMHMDF—T—FK
[E.ssh AR RSA oY avDIHKRISaAL—avOBRICERTEET . cbDF—7—
FICRET 2LV TR T 71/ DF—T— S - RIS —23 R
[132R—2 [1H#SBLTIZSLY,

AddAuthKeyToAgent

ZDERTEIL. ForwardAgent Hlyes |IZERESNTWNDIGEIZ. V54T DN

SEDOMBAEICEELET, U—/\O AR A I,

ForwardAgent & AddAuthKeyToAgent DA M yes IICERTFESINTULVDIGE. 323

[CERIN=HAOEAEILX Reflection I—CIVMIBEBMICEMENET, CO
BIEBI—CsUMIERESNFEAD . BI - MAETINTLWSEIXER
TEET , AddAuthKeyToAgent A3 no I(BEE &

) ITERESNTNSIGE. BEHAENEI -V MIBEIMIZEMINSZLIEH

UYFBA BI—Cz MME, FEITIUR—FESNE=ROAFEFALET .

AuthUseAllKeys

COHREE. VAT O LFRABEEOUNEAEICHELET, COFRE
nol(BXE(E) DIBE .54 7 ME IdentityFile £LVSF—D—F&FEALTIEEL:
1 DFERIFERDBOAEFERALTRIELESELET, COZRENVes IDBAE. H5
AT7UMNIERTES AR EEFEALTRIALLIELET,

BatchMode

2O TRB LU F O TIFERAIRELR /AR T—R Ay E—U B EUP/RRTL—X A
=B AP ANERETRTENTEINESINEIRELET ., IBEA
BE/ B Tyes I B XU Thol TY . BEEEIE 01 TY,

ABCOF—T—FE, F—AR—FHEROBEERFDI—F ANEREEMNIL
FHE AN, BatchMode HMFFICHF—R—F i EEREEA Y HEHRIEERLES .

BindAddress

BEA AT —RAFLIEREBTRLRAZFEALT, AVEa—3hbEETHI4TT
—REEELFET,
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ChallengeResponseAuthentication

AT/ ERIEERTAINEINERELET . 5l8UE ves 1F =L TnolIZTHHE
75‘3)‘43570 hd)nnunl—tjj__t[i SecurlD, PAM nn..nE itli"ﬂ'—/\ﬁ‘b@)‘fb—‘/}_‘
A—FHLEDIEENBERZZOMONRIEAXZFERALTLIIGEICHEINET,
BEE(E (L yes I T, ChlE, ML TLVS SSH ZORa/L 1 DA ITERAINET A,
HEINFH A, SSH FORTJL/A—3> 2 [Z1E KbdInteractiveAuthentication %
FALEY,

CheckHostIP

CNDIS55 % yes|IZEBFELT-15E . Reflection Secure Shell 254 F7 M. RALD
NEFBEDIZAH . known_hosts T7AILDHRANIP FRLAZMERLET , BEEIDHRA+—
EDOHRRNIP A, EHKICERALTLS IP PRLRIZ—HT BI5E(CDH., EHEH T
NFET . BEEEIE Mol TY  EFE

:StrictHostKeyChecking H [ no DS . COREITERAINEE A,

CheckHostPort

CDI5T % yes |IZERTE LI5S Reflection Secure Shell 9547k, /'I'\Zl~0)
NEABDIED . known_hosts T7AILDRAMR—FEHEZELET  BEAID AR +—
TRARR—EAY, #EHIZFERAL TS R—FI—HT BEEICDH. ?ﬁﬁu?ﬁ‘n‘FTé#’Li
T BEE(EIEX N0l TY &

:StrictHostKeyChecking Mmool DIHFE . CORTEITBRAINEE A,

Cipher

Jatan—2av 1 Oty aDEELICERTSEEEEELE T R,
Iblowfish], I3des]. des][CXIGLTULVET , des L. 3des BEHIZHRIGL TLVERLVE
knJora)l 1 RELOHEEERMEDT=® Secure

Shell 75AT7 U RDHNIRIELTVET , BEES LDFE AL HS-O. FHTIHEILHE
BINFLHA BAEEIL3des] TT,

Ciphers

TOraN—230 2 ICERAAREGESEBEIBICIEELET . EROBE L. hY
ITCRYLIDLENHYET , BIEINEIL. Taes128—ctr, aes128—cbc, aes192—ctr,
aes192-cbc, aes256—ctr, aes256—cbc, 3des—cbc, blowfish—cbc, cast128-cbc,
arcfour128, arcfour256, arcfour | ©9 , FIPSE—RIEERF DR E B (XM aes128-ctr,
aes128-cbc, aes192-ctr, aes192—cbc, aes256—ctr, aes256—cbc, 3des—cbc1TY ,

ClearAllF orwardings

O—AJLERE, JE—MRE, T EBMNEESIN-R—FD55, BRICREIN-FR
THOR—,EERI7AILEIEZATRURSAONEIVTLET, T8 :scp BELU sftp
(X, COFREICEREL, TRTDEER—FEBEMIZV)TLET, 1EEATEELIE
(FTyes |B&UTnol TY . BAEEIL oI TY

o
Compression

[EMEEETEIMEIMZRELEFT . EMEIE. BT LERLGE DERERICIEM
WTWETHA . BRRYNT— I TREEREZRTIEET . EfEE/ Mrubzx
SYUTRANZT B BEDHAAMD NI ERRTHIENE LAY ET, IE
EA e EEyes 1B LU Thol T . BEEEIEMnol T,

CompressionlLevel

EREEAMCLESEICERTIEMRLARILERELES . cOA T av(E, FOra
WN=230 1 IZOHFBRAINET , 518E. 1 (FF) 5 9 (KiF

i) ETOEBERICTILELNHBYETBEELANILIL 6 T REAEDTT)r—
AVIZEBETY  [EDELIE gzip ERILTT,
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ConnectionAttempts

RTENSETISEZBEICTIED ZHEELEY SIMEBRITILENHYFES,
ML EBRICKBTEIEAHIGEEICRI) TN CHEATEEY . BEEEEM11TT,

ConnectionReuse
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EMEIXM0ITY  COMEZRES HE EMEREL LIFHIENTETY  BELIEL.
FERALTWARYN T —IBEFIUVY —/\EREICFI>TERYFTT . COBELEET DL,
T—RDEEEF YL THORRICEENMFLETIETORRMICLEEES XD
CENBYET,

SftpVersion

IS5AT D SFTP EfICERTA/N—Cava iRELE T, AAEEIX 3 &£ 4 TT,
COHREN 4 (BEEE) OBFE. EHETIE (—1\DHELTUORIE) SFTP /A=
av 4 RNFERINET, T —\HAN—230 4 ITRIELTULENMES (/A —23
VIMFERINET, COREN 3 DIFE. IFATUMMIEICSFTP N—23> 3 %
FRALET,
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StrictHostKeyChecking

518X Tyes ). TnolFEf=lElMaskICTBHENHYFET , BEEEX askl T . DA T
Sa wlyes|IZERFELI-H A . Reflection Secure Shell 9547 kIR MEE
known_hosts 7ML (—H D ssh THILAFIZ $D) IZBERIIZEMET . KX+
BAEFIN-RRAMDEGEFIERLET

o CDATLaVEFERATHEE. I —FIEFHLLVKRRNEFETEMT I2LELHYE
TOC®757‘EFHOJ(:§§ELT:%‘$\Reflection FHERIATOTRYIRERTE
FISRRAMIERGL . RAMEEERE T HRO—EICEMLFER A, CDTT5T % lask](S
BRELIIGE. I—YNRUT IR THLHIEEFHERLTHL., FILLVRANMEN I—FER
HMDRRRT7AIVITEBMENE T, TRATOEE . BEADOHRR DRI MEE B ENHIIZHRETE
INnFEY,

FRCOBREIX. RAY x509 GIAZZE AT SR EBRSN TV DERIIFELE
HA RARARRASBEED = GEAEZIRRL. FSRAMT U AEL TSN ERR
CASEBAZM 7RG S | IR BLET .

TryEmptyPassword

ZDI55 % yes IIZBRELE-BE . V54T UMNMIZEDNRAT—KFOADERITLT/IR
J—REEEEBIALE T, ChIL, FEAED VAT LTATAURTERGEINET,

User

A4 H1—HEEELES . T BUDHIVUTELBDHI—VREFERTS
BRIZEFNTY,

UseOCSP

547> kH OCSP (Online Certificate Status Protocol) Z{# AL T/RANIBAE%
REETAMESHEIBELET . IBEATREARE X Tyes IELUT
nolTY ., BAE(EIL N0l TT,

UserKeyCertLast

Reflection DAT N HRRA R ICEIRAEDEL T NIET LA EERELET,
DHEMNyes|(BEE) DIBE . 547U MIRVNABEED ssh BE R (ssh-rsa £

T—Ii ssh-dss) Z{FERAL CEAZEZEELET . TNITKKRT L. V54T URE

HUSIBAEZEE SR (x509-sign-rsa =%

x509-sign- dss) DFEAZHAFITBEICLOTIE.CMD 2 BHORAMNTHNIT,

FREEMKRBLET . COEREMN ol DIZEE . VAT U MERMIZFIBAZE L EH A

RIZ ssh BEREFHRAET,

UserKnownHostsFile

known_hosts 77 JIL (A—H®D ssh TAHILF(ZHB) ORDOYIZFERT S, 1—HFk
AMRET—EAR—ZAHDIT7ANERELET . F7MILFLRFNANERZECHE.
SIRFEEALEY.

x509dsasigtype

DSA MBZBOFMAZIRET 2 BIETISATUMERT S/ \w a7 )L X L%
FLET, IEEATEeL{EILshalraw J(BEEE) &lshalasnl | TY

x509rsasigtype

RSA MEZEBOMAZIRILET IEERTISATUMMERT 2/\wia7IILTYX L%
BELET ., t5EATRE{EIZTmd5]. Tshal J(ERTEE). BXUT
sha256md5 | T9 .
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BRI77MILDOF—"T—FSH - Secure Shell %%

X11Display

X11 EREMNEZLEEE . X111 TOarILNEIET S PC OO—AILIL—T\wH(4U4
TI—REDR—IEEETINESIHERELET .

sEE ReflectionX¢\—3> 12x, 13x. £ 14xEFERALTWRIESIX. 2OXF—T—F
ZHEBTAIDNEITHYEE A Reflection X Y —7\& Reflection Secure Shell 75472k
[FEBMICEHALT. X H—NRREE (BRE] - [FF]-X TREB) (CEOGEYL
R—rEFERALET, COBE . X11Display F—7—KRIFERENET, BlD PCX H—/\
ZFERITHEEE. COFXF—T—FEFRALT.PC X H—NTERSINTWAEYEIR=
VI R—rERELET,

BEEfEIL. [0] TF, ThIZkY., R—b 6000 ~DIEEAERINET , ZOR—FEL,
X11 AP TERINBREDIR=V Y R—TY, BT DR RIEIEEE
DIVAZU T R—hERET S1=8I2, 6000 [TEMESNFET
o BIZ £, X11Display # 20 25X EL1=355 . Secure Shell V547 rZ&oT, PC-X
H—/\HHR—bk 6020 THEZIFLTWSILEZELLET,




E f+ 8%
BREO7AIWLDXF—D—F8RE - mERKIIaL—a E&E

ZD—ZEDIBHIL. Reflection ssh [96R— | AXURSA 2y aré ssh2[100 R—2 ]
aAXURSA YAV DR IZAL— a3V REFERLET . CHDEREIX. Secure
Shell B Z71/L [19R— JIZFBTEMT 5D, AYUESAUT -0 RAvFEFERALTE
TTEET,

FEINSOREIX. AR RSAViEREYIVIZOHBERAINET, Reflection1—HF (4
TI—RATEFINS IRy avVICTERSNEE A,

BRI74)IE, F—T—F Host IZE-2TERFNEBRINS I avIZHhhTOET &
O ar Tk HBELERANE:E SSHEBA IS 7 T116R— J1EFRTE. TTH
BEICERASNDIBREEEELET.

BRO7AVE, F—T—FORICENGEES  BRAToavF ZEFELFA T a0 0z
BE 1DDFES O TRYDIENTEET . F—T—FREIRXFENXFERAILER A, 5]
BIERXFENXFERALET

BEBHLE ) TREDITIFAANTY  ZOTEFERSINFET,

SIRRIE. ZEEZECXFIEIRDRERICBEICGYET  HRIZIaL—avDF—T—F
BLUBIHIE, AXFENXFEREILEE A,

sEE SecureSheliEIEE BT A-ODF—T—KE. BMEO—E(T RSN TWET [ ELT
FAIDF—T—FEHE - Secure Shell FBE [118R— [12S LTS,

AnswerBackMessage
AutoAnswerback #[yes|IZS%EJ 5& . AnswerBackMessage T7 B/ VWO ERI(Z
ISCTHRAMIEESNSXFIZEIRELET (ENQ 3= ASCI
5) o

EEARLEXFINEIZRDESY T, 30 FETOXFIE, BEE
EX"" (RILXFEF]) TT,
HUTIWEXETRDESYTT,

AutoAnswerback yes
AnswerbackMessage “My answer backstring”

AutoAnswerback

AutoAnswerback Z[yes]IZERTETHE F—T—K

AnswerBackMessage Z{# AL TIEE L= Avt— XFEHI AR %ISR NI B R
ITEESNET,

FEERIREAE X Tyes IE =& no ) TY , BXEE

(&Mool TY,

YUTIEXERDESYTT,

AutoAnswerback yes
AnswerbackMessage “My answer backstring”
AutoWrap
A—YIHERBIZEEL-ROEELIEELET  [vesI[TRET HE. h—VILHNR
KOAVRODERBIZEELFFIZ, XFENARDITICBEIMICHYRINET , MnoJlZ

BETHEN—VIINERBICEELE-KICBETNISEAFTEA EBMOXFEAS
THE BEXFEINA—VILEBRHTHFTHDOXFELEELET,
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BRIZAILDF—T—FSH - i RITIaL—aVERE

IEERRELE X Tyes1E =1L Tno I TT , BEEE
[&holTF,
HUTIEXTIRDESYTT,

AutoWrap yes

BackspaceKeylsDel

INVIRAR—RE—DEEFIEELE T, MnoJIZBRTET BE. NI RR—RF—[EN
YPAR—R (ASCIl 8) XFHEEELET ., veslITRET DE. NV IAR—RF—[L
HIIF& (ASCII 127) XF&EFEELET,

e E AR/ EIX yes 1F =X no) TY . BEEIE
[EInho )T,
ST IRDESYTT,

BackspaceKeylsDel yes

CursorKeyMode

DIATURDA—IIF—IRYFEDF—%ESDISICNEBTENEIEELET . Mno)
ISERETDE A—YILF—NYRITEEE—FIZEEINETT, 2FY. A—VILF—N
IRDF—EH—Y NIRRT —To— 2V REZELET

o TyeslIZBRET BE. A—VILF—/WKRETT)r—2 a3 E—RIZRESNET, 2FY,
H—IILF—URDF—(FT7 TV —av IR —To— U A% EELET,

IEEAREE X Tyes 1E =1L Tno I TT , BLEE
[&holTF,
T IRDESYTT,

CursorKeyMode yes

CursorStyle

A=Y ILREAIVERELET,

FEEATREE X FHEILRD £HYTT . Block, Blockblink, Line.
Lineblink

BEE{EIL Lineblink | T3, YT

IWEXERDESYTT,

CursorStyle Block

CursorVisible

N—IYNERTIIMNEINEEELEY . nollZERET D& A—VILIKIERI12F
DIZRTSNFE A,

EEARELEIX Tyes1FE =T Tno I TT , BEEE
[ Tyes1 T,
HUOTWEXFIRDESYTT,

CursorVisible no

DisplayCols

WARDIVE DM EERELET,

IEEAREEIXZRDEBYTY , R/IMEIXT801TY . HHETESRKEIX. E=4—Y
ARERTBEICE>TERYET,
BEEIIREDITURI4URIDH A XK TRFEYET VT
ILEXFIRDOESYTT,

DisplayCols 120
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DisplayRows
WERVAVRIDITHERTELFET .

IEEAREREERDERYTT , &/IMEIEM241 T, FRATESRKIEIL. E=4—

ARERTBEICE>TERYET,
BEBIIREDITUR IR IDH A XL TRFEYET 0T
IWEXIERDESYTT,

DisplayRows 30

HostCharacterSet

BEUNDHRRASXFYNEEELT Y B E

AN FIEXRDEBYTT,

BEEfEILIPC437 English | TY , v

PC437_English PC737_Greek
PC775_Baltic PC850_Multilingual
PC852_Slavic PC855_Cyrillic
PC857_Turkish
PC858_Multilingual_Euro
PC860_Portuguese
PC861_Icelandic PC862_Hebrew
PC863_CanadianFrench
PC864_Arabic PC865_Nordic
PC866_Cyrillic
PC869_ModernGreek
PC932_Shift_JIS
PC936_SimplifiedChinese
PC949 Korean
PC950_TraditionalChinese
DECMultinational

uUCs2

Windows1250

Windows1251

Windows1252

Windows1253

Windows1254

Windows1255

IWBX[ERDEESYTT,

HostCharacterSet EUC_Japanese

InsertMode

ANERBAE—FICTENEBRE—FICTEINEHRELET . nolIZBRETHE AR

Windows1256
Windows1257
Windows1258
Korean_Johab

ISOLatin_1 ISOLatin_2
ISOLatin_3 ISO_Baltic
ISO_Cyrillic ISO_Arabic
ISO_Greek ISO_Hebrew
ISOLatin_5 ISOLatin_9
1S02022_JIS
1S02022_JIS-Allow
1S02022_J1S-X0201_1989
1S02022_Korean
1S02022_SimplifiedChinese
[S02022_TraditionalChinese
EUC_Japanese

EUC_SimplifiedChinese EUC_Korean

EUC_TraditionalChinese
GB2312_SimplifiedChinese

GB18030_SimplifiedChinese UTF7
UTF8

[CEYD—VILLEDBRFEDXFHNEBREINET, [ves]ITRET D&
HLWXEND—VILEEICRASh, BEOXFEEITBHLET.

e ERIREZAE (X yes 1FE =X no I TY . BEE(E

[irnojfj_o
HUTIEXTIRDESYTT,

InsertMode yes
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InverseVideo

WERDAVEODNRERREFRTEINEIMNEIRELET , lveslIZIRET HE.TAT
NEEEMHOIEESLUVERENREINET,
IEEREELEIX Tyes1E =1L Tno I TT , BEEE

[EInho] T,

HUTIEXTIRDESYTT,

InverseVideo yes

KeyBoardActionMode

F—R—FZEFERTREICT ENEINERRELET , [vesIIZERET B &, F—HR—FHO
YISNFERTEEEA,
IEEREELE X Tyes1E =1 Tno I TT , BEEE

[£Mno ] TY,
YT UEXIRDESYTT,

KeyBoardActionMode yes

MarginBell

I—VURNNLERLTNESIHEIRELET , lveslIZRET H&. h—VILHBARADL
58 XFDEITRNILABYET , COREZEMIITERET HE. I—UURNILHIEYFE
A,

FEE AT REE (X yes | FE = Tno 1 TY . BXEME
[&TyesI TS,
YT EXIRDESYTT,

MarginBell no

NewLine
D54 T U REITEYE—RIZT ENRITE—RIZTELEFIRELET . Mol {TEYE—
F) IZEXE T DL [Enter] F—ZH I LEBIRODADNEEFESINET, TEY . HR—D,
BEATEZIETHE. D—VYILNREDHD 1 DTDTICEHILET . Nves (RITE
—R) IZERET DL [Enter] F—ZHUIBFICERLITEVORMANEEINES , X
R=D BEERTEZIETHE A—YILBRDITOLEMIZEHLET .

IEEAREE X Tyes1E =1L Tno I TY , B EE
(Mol T,
YUTWBXIRDEEYTT,

NewLine yes

NRCSet

WHIETEIXFIEONT M EFEALT, EGSEMNXFEEVREEELEFT . ChE
Bz BIZIE. F¥—T—K UseNRC £ lyes | [CHRTETAIDHEAHYET,

HEARRGXFINERXRDEEYTT,

British Norwegian
Finnish Portuguese
French EuropeanSpanish
CanadianFrench German Swedish

Italian SwissGerman

BXE{E(XIASCII T,
HUTIEXTIRDESYTT,

UseNRC yes
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NRCSet British

NumericKeyPadMode

DSATUMDEFXR—1\URDF—FEDKSICNEBT EHEEELET T
vesIZERET HE. F—/WRIEBFE—RIZHRESINFTT, 2FY., F—/\WEDF—%1HF
FEHUENEEINE T TnolIZRET HE. F—/\WRIET7TIr— 3 E—RIZERES
nNEJ,2FY, T— 1RO F—(Frh—L, £ BLEEQTI)r—avIRyr—To—4>
AEEELET,

e E AT RE/ B IX yes 1 FE =X no) TY . BEEIE

[EIno )T,

HUOTIEXIRDESYTT,

NumericKeyPadMode no

OriginMode

H—INDR—LMEZEERELEY . nolIZBRET D& h—VILDHR—LAE [FHK
D4VRIDEERBIZGEYVET  Tves J[SERET D& A—VILDHR—LRERIHR IR
VORBREICEELTREYET,

IEEAREE X Tyes 1E =1L Tno I TT , BLEE
[&holTF,
T IRDESYTT,

OriginMode yes
SevenBitControls
8 Evk C1 #Hlf1a—KREEETEINEIDNFIBELET . lveslIZHRETHE. 8 Evh
Cl1 Flf#EIa—FIZHHE T 5 7 EVhHIEO—RARESIET,
TollZEREET5E.8 Ewk C1 #HlHla—FMNEESIhET,

FEissh AT URSA2 954 T D HostCharacterSet ) X 7E fiE (& PC437_English
T9, C1 #l|fHZEE{ELT-LME S . HostCharacterSet Z DECMultinational F7=I%
ISOLatin XFEYFDWTNMNZHRETIDLENHYET,

IEEAREE X Tyes1E =1L Tno I TY , B EE
[Xlyes]TY .
YT EXIRDESYTT,

SevenBitControls no
TerminalModel
DIAT M IZaL— M B RDEEEIEELET,

FEEARER X FINEILRD EBYTT , vitb2, vt102, vt220 BEE fE
[&Mvt220 1T,
HUTIEXFIRDESYTT,

TerminalModel vt102
UseNRC

hnETyes|IZEEFETHE. F—T—FK NRCSet AL CERBXFEEYMIEETERX
-d—o

IEERTREA MBI Tyes IE =& no ) TT . BAEME
[£Mnol TY,
HUTWEXFTRDESYTT,

UseNRC yes NRCSet
British
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BRIZAILDF—T—FSH - i RITIaL—aVERE

UseANSIColor
lyeslIZERET HELANSI BIR—To—H U RICHIELET  FEEATHE

TE(XIyes | F =LMoo TT,
BIEE X yes 1 TY,
YUTIWEXIRDESYTT,

UseANSIColor no

WarningBell

EERNLVERLIMEINEEELET . [ves IIZRET HE RAMMBANLXF
(ASCIL 7) ZRAELI=Y . F—R—FMDANSNIYTHE NUARYET . CORE
ZlnolISRET & BEENLFBYEE A,

IEERRELEIX Tyes1E =1L Tno I TT , BEEE
[FTyes1 T,
HUOTIEXIRDESYTT,

WarningBell no
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1 &%
DOD PKI 1§ #}

ZDtHarTlE. Reflection #AAh—)L . #RK. {# AL T DOD (Department of
Defense) IRIEF =L F D Hh®D PKI (Public Key Infrastructure) IRIBA TIRET B AERIC DL THE
FiLFET . PKIFERLIE. Secure Shell &S LU SSL/TLS O AICEELET,

DOD PKI E—KT® Reflection DEST

BEE Tld. Reflection 7T r—av(ZkY DOD PKI BEHEE -G MER AN — B EFAI SN E
T, BEEEIL, Reflection ' IL—FR)ZEFRHLT DOD PKI E|EH-T LIIZTRTH
Reflection 2yl a1 TEET,

DOD PKI E—FZ%#rEd3IZIE

1 ROWTIhADAEZET. FIL—TRISIT48E5ETLET,

e V2RS4 T Gpeditmsc
-or- EANILFET,

e [ActiveDirectory1—H ,avEa—4aIhs, M EAIO T O/ T+ ERE.
[FIL—=THRY] 8T7%9) 9oL T RIS AT oM e mEFT-IITRERLES,

2 Reflection 7> F7L-—F (ReflectionPolicy.adm) V1 X ;F—/L3H TIVEVEE(F4 > R —
NWLFET, [93R—T ]

Reflection R T TL—bDH DU AO—RE LIPSV RM—=ILDHERIZDWNTIE, T A/ —F
2216[ htto://support attachmate.com/techdocs/2216.htmll 1S BB L TLF=&0Y,

3 [A—hrarvEa—4RYY]-[1—F0ER] - [EBATYIL—K] -
[Reflection ME&TE] T. [DoD PKI LISt DE—FZEHFRIT 5] 2EHIZLET,
DOD PKI E—FD#ERIZIEX. U TOEENHBYET,

" CRL[143R— || #FEEELI=Y, OCSPI143R—2 ]| LARUAHFERT 5L51C
Reflection &K T AL ENHYET,DOD PKI E—FTlE. WFNOHERRAXELERALL
WA T aV T EMTT(SSH DB S . [Reflection Secure Shell DERFE] F A4 7O5 HRy
JZD [PKIATEERLT, SEHEOWMYELEERLET,

SSL/TLS ##HEDIHZE . [PKI DER] #4700 Ry REFRALTHERLET),

= Reflection Tl&, FIPS AFEDIES L7 I TYXLEEITLET, SSHIEHEDIES .
[ReflectionSecureShell DEXFEIF A 7 AT RyHRAD [BES1L]2T Tl FIPS EBA T3
VOAMERTEET . SSL/TLS EHDIZS . [BESIELAIL]E 40EVRET(E 56 Evb
ICRETEE A,

n AT T AT-0HZE. SEFAEDRAN M ReflectioniE R ZHEE LI-RA M S22
—HBLTWARENABYET, 2FY., (IAEDORAME ERFEHRACEN—BTENES
WNeERBITHINBINIAUITEY . EETHIELIETEEHA(SSHERDISA.
[Reflection Secure Shell DERTE] ¥ A 7OS Ry AD [PKI [48R—2 14T %EAL T,
CDHREEERLET, SSL/TLS EHEDIHE . [PKIDER] 514 70J Ry REFERHLTHE
BLES),

= MD2FEfzIL MD5 /\wIaZFRALTERSINI-FE CASERAZIL, SIAZREICH L
TWFEEA,
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DOD PKI 1&#R

FSIRRRLUMDAD A=V E S VAR
FSRMRA U E ABEF IV HOREED CA[143%—2 | SIRE TS,

FSRRRA UM% Reflection REFAEREMIBATICIEMT HIZIF

1 [ReflectionfiFBFZ VA —+]FFEFFE T [49R—2 |,

2 [BHESNE=REBIZ2TEVVvILES,

3 [MUR—KIZEVVvILTHL, FEAE GEE. *cerFfz (& *crt)EHRERLTEELET,

FSRMRAU % Reflection SEEAEE#IBFT M SHIERT HIZIE
1 [ReflectionfiFBFZ VA —+]EFFEFF T [49R—2 |,

2 [EHESh=RER/IZ2ITEVVvILETS,

3 EEEAEEEBIRLT.[AIBRIZVYYILET,

EF-A
TR
=

»  hff] CARSRMRAURE, LDAP Y —/NFE (& HTTP 4 — /A SBGTEE T, DY —
INI&., SEBAZE M AIA (Authority Information Access) HE5RIZTE HZR SN TLVABHREIZE URIL,
F1=1F [Reflection FEEBAZE YR —T+v] D [LDAP] 2T [ZH SN TS LDAP H—/\fE$R
#HERALTHEETEET . CNODOFIRAEK . <IAFF1 AV
>¥Micro Focus¥Reflection¥.pki FE71=d ¥All users¥Application
data¥Micro Focus¥Reflection 285 cert_cache 77 ILIZREFSNET,

= ReflectionA® DODPKIE—KTETHDNIFE . [ReflectionfEBAETR—Tv]IZBMLIz/L—
FMEBRZEDH I FERASNET , Windows DIEBAERINIBRTICEET BRIEEE N HS DOD
PKILUS DEIRAEXHIBRT IV EIIHYEE A,

AEBAEMYHL DOREEDIERL

Reflection Tl&. SEBAZMYELDHEZRDEEMBIIRED IV AT LREICEOVLWTREVET,
AT LD CRL DIEREITOILIICHERINTULSIGEE (X, BETE T Reflection 2y av (&L
T CRLT143R—2 | #ERAL TIIBAZEMYELAERSINET , OCSP LRRU A EFERT S
&1 Reflection ZHEM T HIELTEET,

Reflection Tl&. CRL HEREEYIZT AR FICEXIGLTVET , CORTELETAMNIEATE
F9 . Reflection H' DOD PKIE—F TCETHDIGEICIEZDATLavE#FRATEE A,

EE . CRL BRZEMNCTEL, LX) TALDVRIDNEFEVES . COFTLavFTRAT,
DHERLET

FREIBAEE (X CRL ZHIGT D 1| BF=XEHD LDAP Y—/N\EEHETEET,

LDAP H—/\ZE&HT BIZ(T

1 [ReflectionfFBIE v F#—+]EHEF T, [49R—2 ]

2 [LDAP]#T#VJvILET,

3 [EmMlI%E7)vIL. RO URLEXEFERLTH—1EHELET,

Idap://hostname:porthnumber
BIZIE. ROELIIZAALETS,

Idap://|dapserver.myhost.com:389
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OCSP %7 5ICIE
1 SHAZEOWRYELBEREERT S 1 BF=(EEHD OCSPY—N\EEETEET,

2 [EEAEEMOFER]%Z [OCSP ZERAT H] ITERELE I (SSHIER DS A . [Reflection
Secure Shell DERFE] FA7ATRYIRD [PKI] 474 ERALET, SSL/TLS #EHEDIES .
[PKIDHER]FAT7OT Ry REFAHALET),

SEBAZE TWEA OCSP LRRUA M URL [E., SEBAED AIA HLRIZHEESNET . COIFEHRA
SIAZECRESINEGWLGE . ROFIEZFAL T OCSP LRARU A EREEBRTEET,

[ReflectionFIF & v — 1] FIEFE S, [49R—2 ]

[OCSP12T7%7vILET,
5 [EMIZESYvHL. RO URLEREFFERALTH—/\ZEELET .
URL:portnumber

BIZIE RDEKSIZAALET,
https://ocspmachine.host.com:389

DOD PKI H—E X® URI O {E A

Reflection Tl&. CRL[143R—T | DBEBEH S LVEBZIC URI ZFEATEET,
RFC3280 Mt4< 3y 42114 IZEZEShTWET,

CRL FEZR N EMDIHE . Reflection TIXUTDKSIZZIBAZEDRYELEEZRLET .

1. crlcache77MILTHAMGIYELIERZHRLE T ROMSEWEE X, FIE 2(2EH»
9,

2. EEBHE® CDP ¥L5RT HTTP URI E 1z (X LDAP URIZ#E:EL. 5 ELIZIBEE (RAIC
HTTP, RIZ LDAP) TRILWEHEET . MYELFMRDIIAEN R DA o155 (E, EiiE
UIEILET SIAEN R ONSLWNGEEIE, FIB 3 ITEAFET,

3. 1 BFEEIFERD LDAP H— /A [Reflection sSEBAZE<TR—+] D [LDAP] 27 (ZiEES
NTWBIGE . SIAZEDHRTEDILEFITTRENTIVS CADHBALEETEHT,.CRLIF
AIVIZEWEDEET, LVTHO CRL ICHEYELTRDIBAENAR ONSHNGEE.
ROBIEFIEIEAHET

HRIIND CRLOEH T EEMINIESNLS=-0, EBEEDONAFTEIBEROLEREIHYE
A,

OCSP HEZENANDIEA . Reflection TIXT X THDEFHTIAEL OCSP LARU AT HESEL
FI . ChIE FEAENAMYESN I EEVTIAADL ARV S NIBEL TSI A, #5
MNEBTEELERRTE-OTY, EREHILT B=HIZ1E., Dig<EH 1 DD 0CSPLRRY
AHEAREETHY . BIERT—FRIZH L TIE good I1Z R T HEAHYET,

Reflection Tl&. L TO XS IZHEREFEITLET .

1. MBAED AIMLIRT 1 DFEEEHMD OCSPLARU A ERERL, HELARU A ISHNE

HEFET WTHHLDLARUEHNEDERED A T—2 X M revoked I [CR- =155 .
=UELET,

2. [Reflection sSEBAEYR—Tv]1M [OCSP12TJ#ERALTIREL 1 DFIEHDI—Y
R OCSP LARUAZEHERL. HELARUAICHNEDLEEFT WTIHDLRRU S H
SDEREDRT—4 X revoked IR =158 . EHREYIMLEY,
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