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•

•

•
#openssl x509 -in <coreid>_cert.pem –text

#openssl x509 -in CA_<ovrg_coreid>_2048_cert.pem –text

•

•
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In the existing environment, all the certs are SHA1 
based.

“ovcert -list” command can be run to correlate the 
certificates in the picture.

Sample Keystore:
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•

#ovconfchg -ns sec.cm -set ASYMMETRIC_KEY_LENGTH 4096

Note: Here were are trying to keep existing certs intact. 
Hence choosing a different key length to create new CA    

certs, with retaining coreid.

•

#ovconfchg -ns sec.core -set HASH_ALGO eSHA256

•

#/opt/OV/lbin/seccs/install/MigrateAsymKey.sh –createCAcert
#cscript.exe “%OvInstallDir%”\lbin\seccs\install\MigrateAsymKey.vbs -

createCAcert
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#ovcert -list
+---------------------------------------------------------+
| Keystore Content                                        |
+---------------------------------------------------------+
| Certificates:                                           |
|     98fbd3ff-e468-43db-b8f6-dbd801bac59a (*)            |
+---------------------------------------------------------+
| Trusted Certificates:                                   |
|     CA_ae51ac62-783b-75a0-0e10-fe195d13d9cf_2048        |
|     CA_ae51ac62-783b-75a0-0e10-fe195d13d9cf_4096
|     CA_87b45cbb-969b-4709-9d3d-ced57c550190_2048        |        |
+---------------------------------------------------------+

+---------------------------------------------------------+
| Keystore Content (OVRG: server)                         |
+---------------------------------------------------------+
| Certificates:                                           |
|     ae51ac62-783b-75a0-0e10-fe195d13d9cf (*)            |
+---------------------------------------------------------+
| Trusted Certificates:                                   |
|     CA_ae51ac62-783b-75a0-0e10-fe195d13d9cf_2048 (*)    |
|     CA_ae51ac62-783b-75a0-0e10-fe195d13d9cf_4096 (*)    |
|     CA_87b45cbb-969b-4709-9d3d-ced57c550190_2048        |
+---------------------------------------------------------+

#openssl x509 -in CA_<ovrg_coreid>_4096_cert.pem –text
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•

#ovc –status
#ovc –start ovcs

•
#ovcert -updatetrusted
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•

#/opt/OV/lbin/seccs/install/MigrateAsymKey.sh –createNodecert

#cscript.exe “%OvInstallDir%”\lbin\seccs\install\MigrateAsymKey.vbs 
-createNodecert
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•

• ASYMMETRIC_KEY_LENGTH 
#ovconfchg -ns sec.core -set HASH_ALGO eSHA256
#ovconfchg -ns sec.cm -set ASYMMETRIC_KEY_LENGTH 4096

•

#ovcert –certreq

•

#$TOPAZ_HOME/opr/bin/opr-agt.sh(.bat) –username <admin> -password 
<admin Password> -deploy –force –node_list | -nl <nodes comma 
separated> or –view_name | -vn <exact view names used for auto 
assignment>
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•
#ovcert –remove <SHA1_CA_Cert>
#ovcert –remove <SHA1_CA_Cert> -ovrg server

•
#$TOPAZ_HOME/opr/bin/opr-configure-certificates.bat(.sh) -il

•
#ovcert -updatetrusted
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#ovcert –list (On OBM)
+---------------------------------------------------------+
| Keystore Content                                        |
+---------------------------------------------------------+
| Certificates:                                           |
|     98fbd3ff-e468-43db-b8f6-dbd801bac59a (*)            |
+---------------------------------------------------------+
| Trusted Certificates:                                   |
|     CA_ae51ac62-783b-75a0-0e10-fe195d13d9cf_4096        |
|     CA_87b45cbb-969b-4709-9d3d-ced57c550190_2048        |
+---------------------------------------------------------+

+---------------------------------------------------------+
| Keystore Content (OVRG: server)                         |
+---------------------------------------------------------+
| Certificates:                                           |
|     ae51ac62-783b-75a0-0e10-fe195d13d9cf (*)            |
+---------------------------------------------------------+
| Trusted Certificates:                                   |
|     CA_ae51ac62-783b-75a0-0e10-fe195d13d9cf_4096 (*)    |
|     CA_87b45cbb-969b-4709-9d3d-ced57c550190_2048        |
+---------------------------------------------------------+

#ovcert –list (On Agent)
+---------------------------------------------------------+
| Keystore Content                                        |
+---------------------------------------------------------+
| Certificates:                                           |
|     5ba665e4-9509-75a0-162f-a775678d2fcb (*)            |
+---------------------------------------------------------+
| Trusted Certificates:                                   |
|     CA_ae51ac62-783b-75a0-0e10-fe195d13d9cf_4096        |
|     CA_87b45cbb-969b-4709-9d3d-ced57c550190_2048        |
+---------------------------------------------------------+

# bbcutil -ping https://<OBM>/com.hp.ov.opc.msgr

<OBM>/com.hp.ov.opc.msgr:
status=eServiceOK coreID=ae51ac62-783b-75a0-0e10-fe195d13d9cf
bbcV=12.06.008  appN=OBM appV=10.70.007.001 conn=0 time=160 ms
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In the existing environment, all the certs are SHA1 
based.

“ovcert -list” command can be run to correlate the 
certificates in the picture.

Sample Keystore:
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•

#ovconfchg -ns sec.cm -set ASYMMETRIC_KEY_LENGTH 4096

Note: Here were are keeping existing certs intact, so that Agent 
communication is not broken. 
Hence choosing a different key length to create new CA certs with 
the same server coreid, later old certificates are discarded.

•

#ovconfchg -ns sec.core -set HASH_ALGO eSHA256

•

#/opt/OV/lbin/seccs/install/MigrateAsymKey.sh –createCAcert
#cscript.exe “%OvInstallDir%”\lbin\seccs\install\MigrateAsymKey.vbs -

createCAcert
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#ovcert -list
+---------------------------------------------------------+
| Keystore Content                                        |
+---------------------------------------------------------+
| Certificates:                                           |
|     98fbd3ff-e468-43db-b8f6-dbd801bac59a (*)            |
+---------------------------------------------------------+
| Trusted Certificates:                                   |
|     CA_ae51ac62-783b-75a0-0e10-fe195d13d9cf_2048        |
|     CA_ae51ac62-783b-75a0-0e10-fe195d13d9cf_4096        |
+---------------------------------------------------------+

+---------------------------------------------------------+
| Keystore Content (OVRG: server)                         |
+---------------------------------------------------------+
| Certificates:                                           |
|     ae51ac62-783b-75a0-0e10-fe195d13d9cf (*)            |
+---------------------------------------------------------+
| Trusted Certificates:                                   |
|     CA_ae51ac62-783b-75a0-0e10-fe195d13d9cf_2048 (*)    |
|     CA_ae51ac62-783b-75a0-0e10-fe195d13d9cf_4096 (*)    |
+---------------------------------------------------------+

#openssl x509 -in CA_<ovrg_coreid>_4096_cert.pem –text
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•

#ovc –status
#ovc –start ovcs

•
#ovcert –updatetrusted

•
#ovcert -updatetrusted

19



•

#/opt/OV/lbin/seccs/install/MigrateAsymKey.sh –createNodecert

#cscript.exe “%OvInstallDir%”\lbin\seccs\install\MigrateAsymKey.vbs 
–createNodecert

•

#$TOPAZ_HOME/opr/bin/opr-configure-certificates.bat(.sh) -il
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•

#ovconfchg -ns sec.cm -set ASYMMETRIC_KEY_LENGTH 4096
#ovconfchg -ns sec.core -set HASH_ALGO eSHA256

•
#ovcert –remove <coreid>

•
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•

• ASYMMETRIC_KEY_LENGTH 
#ovconfchg -ns sec.core -set HASH_ALGO eSHA256
#ovconfchg -ns sec.cm -set ASYMMETRIC_KEY_LENGTH 4096

•

#ovcert –certreq

•

#$TOPAZ_HOME/opr/bin/opr-agt.sh(.bat) –username <admin> -password 
<admin Password> -deploy –force –node_list | -nl <nodes comma 
separated> or –view_name | -vn <exact view names used for auto 
assignment>
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•
#ovcert –remove <SHA1_CA_Cert>
#ovcert –remove <SHA1_CA_Cert> -ovrg server

•
#$TOPAZ_HOME/opr/bin/opr-configure-certificates.bat(.sh) -il

•
#ovcert -updatetrusted

•
#ovcert -updatetrusted
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•

#ovconfchg -ns sec.cm -set ASYMMETRIC_KEY_LENGTH 4096
#ovconfchg -ns sec.core -set HASH_ALGO eSHA256

•
#ovcert –remove <coreid>

•

24



#ovcert –list (On OBM)
+---------------------------------------------------------+
| Keystore Content                                        |
+---------------------------------------------------------+
| Certificates:                                           |
|     98fbd3ff-e468-43db-b8f6-dbd801bac59a (*)            |
+---------------------------------------------------------+
| Trusted Certificates:                                   |
|     CA_ae51ac62-783b-75a0-0e10-fe195d13d9cf_4096        |
+---------------------------------------------------------+

+---------------------------------------------------------+
| Keystore Content (OVRG: server)                         |
+---------------------------------------------------------+
| Certificates:                                           |
|     ae51ac62-783b-75a0-0e10-fe195d13d9cf (*)            |
+---------------------------------------------------------+
| Trusted Certificates:                                   |
|     CA_ae51ac62-783b-75a0-0e10-fe195d13d9cf_4096 (*)    |
+---------------------------------------------------------+

#ovcert –list (On Agent)
+---------------------------------------------------------+
| Keystore Content                                        |
+---------------------------------------------------------+
| Certificates:                                           |
|     5ba665e4-9509-75a0-162f-a775678d2fcb (*)            |
+---------------------------------------------------------+
| Trusted Certificates:                                   |
|     CA_ae51ac62-783b-75a0-0e10-fe195d13d9cf_4096        |
+---------------------------------------------------------+

# bbcutil -ping https://<GW>/com.hp.ov.opc.msgr

<GW>/com.hp.ov.opc.msgr:
status=eServiceOK coreID=ae51ac62-783b-75a0-0e10-fe195d13d9cf
bbcV=12.06.008  appN=OBM appV=10.70.007.001 conn=0 time=160 ms
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•

•

•
#overt –exporttrusted –file OBM-1_trusted.cert 

#ovcert –importtrusted –file OBM-1_trusted.cert 

•
#ovcert –updatetrusted

•

•

•
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•

•

•
#overt –exporttrusted –file OBM-2_trusted.cert 

#ovcert –importtrusted –file OBM-2_trusted.cert 

•
#ovcert –updatetrusted

•

•

•
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