
Real User Monitor
Version 9.50, Released May 2018

Release Notes
PublishedMay 2018



Legal Notices

Disclaimer
Certain versions of software and/or documents (“Material”) accessible here may contain branding from Hewlett-
Packard Company (now HP Inc.) and Hewlett Packard Enterprise Company.  As of September 1, 2017, the Material
is now offered by Micro Focus, a separately owned and operated company.  Any reference to the HP and Hewlett
Packard Enterprise/HPE marks is historical in nature, and the HP and Hewlett Packard Enterprise/HPE marks are
the property of their respective owners.

Warranty
The only warranties for products and services of Micro Focus and its affiliates and licensors (“Micro Focus”) are set
forth in the express warranty statements accompanying such products and services. Nothing herein should be
construed as constituting an additional warranty. Micro Focus shall not be liable for technical or editorial errors or
omissions contained herein. The information contained herein is subject to change without notice.

Restricted Rights Legend
Contains Confidential Information. Except as specifically indicated otherwise, a valid license is required for
possession, use or copying. Consistent with FAR 12.211 and 12.212, Commercial Computer Software, Computer
Software Documentation, and Technical Data for Commercial Items are licensed to the U.S. Government under
vendor's standard commercial license.

Copyright Notice
© Copyright 2005 - 2018 Micro Focus or one of its affiliates

Trademark Notices
Adobe® and Acrobat® are trademarks of Adobe Systems Incorporated.
AMD and the AMD Arrow symbol are trademarks of Advanced Micro Devices, Inc.
Google™ and Google Maps™ are trademarks of Google Inc.
Intel®, Itanium®, Pentium®, and Intel® Xeon® are trademarks of Intel Corporation in the U.S. and other countries.
Java is a registered trademark of Oracle and/or its affiliates.
Microsoft®, Windows®, Windows NT®, Windows® XP, and Windows Vista® are U.S. registered trademarks of
Microsoft Corporation.
Oracle is a registered trademark of Oracle Corporation and/or its affiliates.
UNIX® is a registered trademark of The Open Group.
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Real User Monitor Release Notes
This document provides information about Real User Monitor (RUM) 9.50.

What's New in Real User Monitor 9.50
RUM 9.50 includes the following features and enhancements:

Diebold ATM protocol support:
RUM is now able tomonitor Diebold ATM applications. Using RUM, an application owner canmonitor and
isolate the cause of performance and availability issues for Diebold applications.

Note: The Diebold ATM parser is in betamode. The implementation supports parsing the ATMmain
transactions. Parsing of maintenancemessages is not supported.
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SSDB protocol support:

SSDB is a text based custom protocol supported by RUM:RUMnow supportsmonitoring for
the SSDB protocol.

BaNCS protocol support:
RUM now supports monitoring for the TCS BaANCS protocol, a software solution that provides a breadth of
services for core banking solutions. In addition, RUM provides the ability to configure action parameters and
customizable events for the BaNCS protocol.

RUM Mobile enhancements:
l MonitorCordovamobile apps
l MonitorKotlinmobile apps
l iOS 11 support
l MonitorSwiftmobile apps
l RunCrashlytics orApteligent (formerly Crittercism) in conjunction with the RUMMobile framework
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Platform enhancements:
l OpenSSL upgraded to 1.1.0g version for Sniffer Probe.
l Tomcat upgraded to 8.5.29 version for Client Monitor.
l OpenJDK upgraded to 1.8.0_163 version for RUM Engine and Client Monitor.
l MySQL database upgraded to 5.7.21 version for RUM Engine.
l RHEL 7.4 support: Sniffer Probe and Server Collectors can now be hosted on servers running on RHEL
7.4.

l Engine web console is now supported across browsers Microsoft Internet Explorer (IE 11.0), Mozilla
Firefox (52.x ESR 64 bit), Google Chrome (65.0.3325.181).
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Requirements
RUM system requirements and support matrix information is located in the RUM Installation and Upgrade
Guide. This guide also contains requirements and steps to install and upgrade Real User Monitor.

The Real User Monitor Deployment Planning Guide provides the information necessary for designing and
planning the deployment of the RUM solution.

The Real User Monitor Hardening Guide covers hardening of the RUM Sniffer Probe, RUMClient Monitor
Probe, and RUM Engine.

All the above guides can be found in the Software Support web site
(https://softwaresupport.softwaregrp.com/).
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Notes and Limitations

RUM Engine
RUM engine currently does not work with APMs with a non-default root context (APM is accessed with
/custom/topaz rather than /topaz). For updates seeQCCR1I127091.

RUM Client Monitor Probe
Client Monitor Probe does not report HTTP error events, such as 400 series error (page not found, etc.) and
500 series error (server errors).

RUM Sniffer Probe
The Stopped Page feature is supported only in the Internet Explorer browser.

RUM cannot decrypt Diffie–Hellman secured traffic. Please configure your applications to use RSA security.

Before installing the RUM Probe on a Linux machine, youmust either disable SELinux or make sure that it will
not block the RUM Probe.

Load Balancing using the Client IP range is not possible when Tier Discovery is enabled for that application.

Web Console
The Probe Traffic Discovery feature (RUM Engine web console > Configuration > Probe Management >
[select probe] > Probe Traffic Discovery) does not work with the Firefox browser.

Mobile
After instrumenting amobile app for monitoring by RUM, youmust test the instrumented application to ensure
that it functions properly before uploading it to the app store.

The android crash engine detects Java related crashes only.

iOS crash data includes only the class name and stack trace.

iOS crashes are reported in the following application launch if the application is re-launched within two hours
of the crash.

If during instrumentation it is discovered that ACRA crash reporting (which is a third-party tool) is already
instrumented on your application, the RUM crash reporting will be disabled, the instrumentation will succeed,
but a warningmessage will appear on the console and RUMwill not report crashes.

When running an application, a few of the initial crashes may be ignored.

There is limited support for Hybrid and Kony mobile apps.
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VDI
The RUM VDI solution does not support multiple concurrent sessions on different applications from the same
user.

When running Internet Explorer from aCMD line with a URL, the VDI agent does not report the first URL.
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Enhancement Requests
The reference number for each defect is the Quality Center Change Request (QCCR) number. For more
information about pending enhancement requests, visit Software Support web site
(https://softwaresupport.softwaregrp.com/).

l Providemoremeaningful error code instead of HTTP 202 default code assignment, for faster
troubleshooting (QCCR1I88615).

l For ISO 8583, define sessions based on STAN number, instead of only IP and port (QCCR1I127791).
l Enable sorting of numeric values for Event details in Application Health (QCCR1I128712).
l Ability to extract account number from response clear text, instead of protocol request message track 2
data (QCCR1I129612).

l Optimize Kernel Filter generated for RUM Probe Scale out Architecture (QCCR1I125775).
l For BANCS, set performance event trigger as "Server Time“ (QCCR1I129789).
l Default config for ExtendedMaster Secret set to false (QCCR1I126706).
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Fixed Defects
The reference number for each fixed defect is the Quality Center Change Request (QCCR) number. For more
information about fixed defects, visit Software Support web site (https://softwaresupport.softwaregrp.com/).

l Smoother DB upgrade when partition is on E:\ (QCCR1I127524).
l Handle DB connection parameters for new installations for RUM Engine post install wizard, and support
updated host, port and schemawhen re-running the wizard (QCCR1I127472).

l Handle direct access to RUM reports and load all relevant panels (QCCR1I127942).
l Support Session Identification field having a colon in it (QCCR1I128325).
l Reconcile duplicate rows in  RUM Session Summary Report (QCCR1I129275).
l Ability to update backend tiers when the frontend tier has been assigned an APM 360 license
(QCCR1I127372).

l Enhance upload throughput for instrumented apps in very large uploads scenario (QCCR1I127717).
l Support new variant of the shouldOverrideUrlLoadingmethod in Android instrumentation
(QCCR1I128316).

l Allow configuration of status codes 200 to 599 as Error Events (QCCR1I128705).
l Handle segmented TCP Frames for ExtendedMaster Secret Decryption (QCCR1I128892).
l For Android Oreo devices, enable hybrid instrumentation only when the "-hybrid" option is used
(QCCR1I128945).

l Restrict System Viewer Role and keep combination of System Viewer and RUM Viewer to revoke
modification of RUM Engine resources (QCCR1I129731).

l Handle Action over Timewith EUG filter and hourly granularity report (QCCR1I127604)
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Send Documentation Feedback
If you have comments about this document, you can contact the documentation team by email. If an email
client is configured on this system, click the link above and an email window opens with the following
information in the subject line:

Feedback on Release Notes (Real User Monitor 9.50)
Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a webmail client, and send
your feedback to docteam@microfocus.com.

We appreciate your feedback!
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