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Scope and purpose of this document

This white paper helps in understanding the Oracle Data Guard support by CSA in 4.80 version. Also, this
document explains the configuration that needs to be done for running the application against an Oracle
Data Guard instance. This document does not explain how to configure an Oracle Data Guard instance.

The version of Oracle Data Guard must be as per the versions supported in Oracle database for CSA.

Configuration

To configure the CSA server instance to connect with an Oracle Data Guard instance, you need FQDN, port,
and SID of the database server which is the currently active instance.

If there are two Oracle Data Guard nodes in which one is an active instance and another is a stand-by
instance, the CSA server will be fully functional only when the instance is connected with an active Data
Guard instance.

Note: This configuration is for CSA and Workflow Designer.
For Operations Orchestration Central related support, refer to respective documentation for further details.

You can change these configurations during installation of CSA against the currently active DB node, or later,
as required.

If you are using a scan listener, then the CSA server has connection to database node with WRITE and READ
access. If there is no scan listeners configured, then user intervention is required to modify the
configuration, if the currently active node goes down and the standby node becomes the new active node.

Stop CSA, MPP, and all relevant services before performing the below steps to configure CSA for Oracle Data
Guard support.

1. Inthe machine where CSA is running, go to %CSA_HOME%\CSA\jboss-
as\standalone\configuration\. Edit standalone.xml and make the changes related to CSA and IdM
as shown in the below.

<datasource jndi-name="java:jboss/datasources/csaDs" pool-nams="OracleDs">
<connection-url>jdbc:oracle: thin: @/ /primarydgnode.lab.local: 1521 /csa</connection-urls>
<driverroracleDriver</driver>
<pool>
<min-pool-size>10</min-pool-size>
<max-pool-size>200</max-pool-size>
<prefill>troe</prefill>
<use-strict-minrfalse</use-strict-min»
<flush-strategy>FailingConnectionOnly</flush-strategy>
</pool>
<gsecurity>
<security-domain>esa-encryption-sec</security-domain>
<fsecurity>
<validation>
<valid-connection-checker class-name="org.jboss.jca.adapters.jdbe.extensions.oracle.0OracleValidConnectionChecker" />
<validate-on-match>true</validate-on-match>
</validation>
</datasource>
<datasource enabled="true" jndi-name="java:jboss/datasources/idmDs" jta="true" pool-name="IdMDS" use-ccm="true" use-java-context="true">
<connection-url>jdbc:oracle:thin: @/ /primarydgnode.lab.local: 1521 /csa</connection-urls>
<driverroracleDriver</driver>
<pool>
<min-pool-size>10</min-pool-size>
<max-pool-size>200</max-pool-size>
<prefill>trme</prefill>
<use-strict-minrfalse</use-strict-min»
<flush-strategy>FailingConnectionOnly</flush-strategy>
</pool>
<gsecurity>
<security-domain>idm-encryption-sec</security-domain>
</security>
<validation>
<valid-connection-checker class-name="org.jboss.jca.adapters.jdbe.extensions.oracle.0OracleValidConnectionChecker" />
<validate-on-match>true</validate-on-match>
</validation>
</datasource>



Note: You can also select to configure with scan listener model, where scan listener will internally connect to
the node which has READ and WRITE access.

2. Go to %CSA_HOME%\workflow-designer\designer\conf\database.properties. Edit standalone.xml
and change the value of jdbc.url to the active Data Guard node as shown below.
# generated by the installation wizard

#Mon Feb 06 15:15:14 IST 2017

db.pool . maxPoolSize=40

db.pool. . minPoolSize=8

db.validateQuery=5ELECT 1 FRCHM DUALL

db.pool . maxIdleTime=300

jdbc.driver class—=oracle.jdbec.0Oraclelriver

db .username=csawddbuser

dir. show_sgl=false

jdbc.url=jdbch toracle’ :thinh &/ /primarvdgnode.lab.local% 1521 /c=sa

db.password={ENCRYPFTED }gDARx4kkMTYXhVI++zs6chgi=\=

3. Restart all the services which were stopped before making these changes.

Limitation

CSA / Workflow designer support for Oracle Data Guard is limited. It always has access to the database node
which has READ and WRITE access using a mechanism such as scan listener to the primary node. And in case,
the node connected by CSA / Workflow Designer does not have READ/WRITE access, then the CSA/Workflow
Designer will not be functional.
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