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Security Groups

This document discusses some Security Group concepts and provides an example of how to use Security Groups. This paper also
provides an example of how to use Tenants and Security Groups in Global Network Management.

Introduction

NNMi includes a security model that provides restrictions to object access based on group membership (similar to Access Control Lists
(ACLs), though different in implementation). This document discusses some Security Group concepts and gives a specific example of
using Security Groups. This paper also discusses another feature of NNMi, Multi-Tenancy, which is closely related to Security Groups.

Using Security Groups and Multi-Tenancy you can configure NNMi to enable different operators to view items specific to their
assignments and privileges. This restriction applies to nodes (and indirectly, to all subcomponents like interfaces, addresses, cards
controlled at the node level) as well as incidents, maps, lists, and other views.
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Security Concepts

Consider two types of groups: User Groups and Security Groups. User Groups combine users (user accounts) into groups. Users can
belong to multiple User Groups. For example, a user could be a member of two different regional Levell Operator groups.

Security Groups control which User Groups can access nodes. Each node (for instance, a switch, router, load balancer, or server) is a
member of only one Security Group. An example of a Security Group would be nodes in a specific region, such as a data center.

A User Group mapping maps users to User Groups.

Security Group mapping establishes a relationship between User Groups and Security Groups, effectively granting permission for User
Group members to access nodes in the Security Group. Security Group mapping also controls the level of action User Group members
can perform on the nodes.

NNMi Administrator accounts can always access all nodes because Security Groups do not apply to NNMi Administrator accounts.

User interface access determines what actions and menu items are visible to User Group members while viewing the graphical user
interface. This is achieved using predefined User Groups shipped along with the product. In most cases, you make the Security Group
access level match the user interface access level; although this is not required.

Figure 1 provides a graphical representation of the groups and their relationships. The asterisks indicate that one or more mappings
are permitted. The only restriction is that nodes must be in only one Security Group.

Group

Figure 1: Groups and their Relationships
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Security Groups Model

Consider the following scenario. Suppose you want to divide responsibility of your network monitoring based on geography. You have
one set of operators that are in charge of monitoring nodes in the Kentucky region (a state with multiple cities). In addition, you have
another set of operators in charge of monitoring nodes in the Detroit region (a large city). You also have one operator that needs to
access nodes from both regions. You also have two NNMi administrators that maintain the NNMi system.

Error! Reference source not found. depicts the NNMi model of the scenario just described.

dmnistrators

/ : NNMi L2 Operators\u

NNMi L1 Operators

Detroit L1 User Kentucky L1 User
Group Group

Security Group Mappings

L1 Object
Acoess Roll

L1 Object
Access Roll

L2 Object
Access Roll

L2 Object
Access Roll

Detroit Security Group Kentucky Security Group

B 8 68 8 8 &

Figure 2: Security Groups Model
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Security Groups Example

Consider the following example of the model previously discussed. In this implementation, there are the following users:
* A single NNMi administrator (Ringo)

* Level 1 and Level 2 operators (John, Paul, and George). One of the users, Paul, has access to both regions.

Error! Reference source not found. shows the responsibilities of each user.

Tip: While it is possible for a user to be a Level 1 Operator for one set of nodes and a Level 2 Operator on another set of nodes within
the security model, the NNMi console does not have the same level of separation. Therefore, do not mix levels for individual operators
(unless you want to give some users additional capabilities).

TABLE 2. Users and Roles

Geography User User Group Security Role
|
All Ringo N/A NNMi Administrator
Detroit John Detroit Operl Level 1 Operator

Paul Detroit Oper2 Level 2 Operator
Kentucky George Kentucky Operl Level 1 Operator

Paul Kentucky Oper2 Level 2 Operator

The following list is the summary of the steps in this example. This example uses the Security Wizard but you could also use the Cli
option of nnmsecur ity. ovpl comprising arguments for below actions & also workspaces in the console.

1. Remove default User Group mappings
2. Create users
3. Create User Groups
a. Kentucky Operl
b. Kentucky Oper2
c. Detroit Operl
d. Detroit Oper2
4. Map Users to User Groups
5. Create Security Groups
e. Kentucky Security Group
f. Detroit Security Group
6. Map User Groups to Security Groups

7. Assign nodes to Security Groups

Note:
In this example, two User Groups, NNMi L1 Operators and NNMi L2 Operators, have been predefined to access the user interface.

Remove Default User Group Mappings
Remove the default User Group mappings (provided for backwards compatibility) so that no operator sees any nodes initially:

1. From the workspace navigation panel, select the Configuration workspace.

2. Expand the Security folder.
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3. Click Security Group Mappings.

4. Select all the current mappings and delete them as shown in Figure 2

Network Node Manager i

lwl Dashboards

r.\" Incident Management

Integration Module Configuration
- Configuration
Communication Configuration__
Discovery
Monitoring
Incidents
Status Configuration...

xal Network Management.—

-
L}
I
L}
-
-
I
L

ER Security Group Mappings

Eile View Tools Actions Help

Security Group Mappings %

Z % @ < "% @&
User Group Security Group
MNMNMi Level 1 Operators Unresolved Incidents
MNMMi Level 1 Operators Default Security Group
MNMMi Level 2 Operators Unresolved Incidents
MNMMi Level 2 Operators Default Security Group

NMMi Guest Users Unresolved Incidents

MMMi Guest Users Default Security Group

Updated: 8/25/16 10:52:03 AM
*  Analysis
Summary

Mo Objects Selected

Figure 2: Security Group Mappings: Delete Default Mapping

Create Users

1.

2
3.
4

From the workspace navigation panel, select the Configuration workspace.

Expand the Security folder.
Click Security Wizard.

Click Map User Accounts and User Groups.

Object Access Privilege
Object Operator Level 1
Object Operator Level 1
Object Operator Level 2
Object Operator Level 2
QObject Guest

Object Guest

Click the =" Create User Account icon as shown in Figure 3.

Q

Totak &

Page 7
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Network Node Manager i Eile  Tools  Help
—
|#l Dashboards Security Wizard *
Welcome

Use this page to do any of the following:
I # Map User Accounts and User Groups Create and Delete User Accounts, Create and Delete User Groups, Assign User Accounts fo User Groups, Assign User Groups 1

MaptserGroupsand.Seaurity Groups

User Accounts User Account Mappings
Assign Nodes to Security Groups * & % &
View Summary of Changes Name User Account  User Group
John John Detroit Level 1 Operators
John NNMi Level 1 Operators
figurafion
on Configuration...
nfiguration...
»al Network Management...
Figure 3: Security Wizard: Create User Account
6. Enter the Name and Password for each user
4
Create User Account b
]
Mame John .
Ll L ] ]
Password
L L] Il -
Add Close

Figure 4: Create User Account Dialog Box

Create User Groups
1. Click the "* Create User Group icon as shown in Figure 5.
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Network Node Manager i Ele  Tools  Help

Security Wizard *
Welcome
I # Map User Accounts and User Groups
Map User Groups and Security Groups
Assign Nodes to Security Groups

View Summary of Changes

Figure 5: Security Wizard: Create User Group

Use this page to do any of the following:

Create and Delete User Accounts. Create and Delete User Groups. Assign User Accounts fo User Groups, Assign User Gros

User Accounts User Account Mappings.

* B % [ ]

Name User Account  User Group

John

2. Complete the Create User Group dialog box for each User Group.

Create User Group

Mame
Display Name

Directory Service Name

x|

KentuckyOperl *

kentucky Level 1 Operafo

Kentucky Level 1

Description

Cperator

Figure 6: Create User Group Dialog Box

Map Users to User Groups

For each user, create a User Account Mapping as follows:

User Name system Role Admir

ceounts.

Remove User Accounts Mappings.

User Groups

L
Name
admin
levell
level2
client
ouest
globalops
Defroitap

%
Display Name
NNMi Administrators
NNMi Level 1 Operators.
NNMi Level 2 Operafors.
NNMi Web Service Clignts
NNMi Guest Users
NNMi Global Operators

erl Detroit Level 1 Operators

KentuckyGper Kentucky Level 1 Operators

Page 9

1. Inthe Security Wizard, click the user Name, then click the < icon beside the desired level to define the mapping assignment as
shown in Figure 7. Be sure to include both the special NNMi User Group for the user interface (Level 1, Level 2) and the custom
User Group (for example, Detroit Level 1 Operators).

2. After creating all the User Account Mappings, click the Next button.
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Administrator | L

Network Node Manager i Eile  Tools  Help system

Welcome . )
Use this page fo do any of the fellowing:
reate and Delete nts, Create and Delete User Groups, Assign User Accounts to User Groups, Assign User Groups fo User Accounts, Remove User Accounts Mappings
# Map User Accounts and User Groups Create and Delet 15, Create and Delet G Assign User A fo User G Assign User G A " User Accounts M.
Map User Groups and Security Groups
User Accounts User Account Mappings User Groups
Assign Nodes to Security Groups a a
* W % - * B %
View St f Ch
e summary efthanges Name. User Account  User Group A
Name

€ DetroitOpert Detroit Level 1 Operators
Integration Module Configuration € KentuckyOperl  Kentucky Level 1 Operators
Configuration € aamin NNMi Administrators
B communicati uration.
€ globalops NNMi Global Operators
B Discov
€
W Monitoring quest NNMi Guest Users
B incidents € jeven NNMi Level 1 Operators
uration...
€ jeveiz NNMi Level 2 Operators
€ dient NNMi Web Service Clients

]
8 Giobal Network Management._
-
=

Figure 7: Security Wizard: User Account Mappings

Figure 8 indicates the items completed to this point (shown in yellow).

Page 10
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NNMi Administrators

/_ NMMi L2 Dperalors

Detroit L2 User Kentucky L2 User
Group Group

NNMi L1 Operators

Detroit L1 User Kentucky L1 User
Group Group

| @ @

Security Group Mappings

L1 Object L1 Object
Access Roll Access Roll

L2 Object
Access Roll

Access Roll
Detroit Security Group Kentucky Security Group

Figure 8: Completed Items

Create Security Groups
Create two Security Groups, one for Kentucky and one for Detroit:

1. Inthe Security Wizard, click the “** Create Security Group icon as shown in Figure 9.

Page 11
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Network Node Manager i fle  Teols  Hep
Security Wizard *
Welcome Use this page fo do any of the Tollowing:

Map User Accounis and User Groups Create and Delete User Grou nd

| 37 o sy g

User Groups
Assign Nodes fo Security Groups -
* B %
View Summary of Changes .
Inventory Name Display Name User Group
£, Management Made client NNMi Web Service Clients NRMi Level 1
X Incident B quest NNMi Guest Users Operators
8 Incident ng
globalops  NNMi Glabal Operators
& MELS NNMi Level 2
= admin NNMi Administrators Operators
£ 1P Mutticast levei2 NNMi Level 2 Operators
NNMI Guest
P IP Telephony levell NNMi Level 1 Operators Users
% Acme IP Telephony NNMi Level 1
Operators
% Nortel IP Telephony NNMi Level 2
& Operators
NNMI Guest
2 1P Telephony users
% Module Configuration
F

Figure 9: Security Wizard: Create Security Group

an User Gro

Security Group Mappings

W Object Operator Level 2

Groups, Assign

Security Grou Object Access Privilege

Defautt
Security
Group
Default
Security
Group
Default
Security
Group
Unresolved
Incidents
Unresolved
Incidents
Unresolved
Incigents

Object Operator Level 1

Object Operator Level 2

Object Guest

Object Operator Level 1

Object Operator Level 2

Object Guest
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Fole: Administraror

Security Groups

* W %
Name

Default Security Group

Unresolved Incidents

2. Enter the information for each Security Group in the Create Security Group dialog box as shown in Figure 10.

At
Create SEl:Llrii"p" Graup ®x
HName Kentucky Security Group

Eentucky Security
Group

Figure 10: Create Security Group Dialog Box

Description

Close

Figure 11 indicates the items now completed (shown in yellow):
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NMNMi Administrators

NNMi L2 Operators
Detroit L2 User Kentucky L2 User

gGroup Group

NNMi L1 Operators

Detroit L1 User Kentucky L1 User
; Group Group

Security Group Mappings

L1 Object L2 Object
L2 Ohjact Access Roll Accass Roll
Access Roll
Detroit Security Group Kentucky Security Group

B 8 68 68 68 &

Figure 11: Completed Items

L1 Object
Access Roll

Map User Groups to Security Groups
For each User Group, do the following as shown in Figure 12:

1. Click the User Group.
2. Click the appropriate object level in the Security Group Mappings pull-down list.

3. Click the D icon beside the desired Security Group.
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ame system [ ol Administrator

Network Node Manager i Hle  Tools  Help

Security Wizard

Welcome
Map User Accounts and User Groups

I # Map User Groups and Security Groups

itoring

A Troub

Assign Nodes 1o Security Groups

View Summary of Changes

W User Infe
= rity

# security Wizard

Use this page 1o do any of the following:

Create and Delete User Group:

Figure 12: Security Wizard: Mapping Security Group

4. After you have defined all of the Security Group Mappings, click the Next button as shown in Figure 13.

Network Node Manager i Eile  Tools  Help
boards Security Wizard *

Welcome

reate and Delete Securify Groups, Assign User Groups fo Security Groups, Assign Security Groups fo User Groups, Remove Security Group Mappings.

User Groups Security Group Mappings Security Groups
* W % W Object Operafor Level 1 * @ %
Name Display Name User Group  Security Grou Object Access Privilege Neme
admin NNMi Administrators € Default ecurity Group
levell NNMI Level 1 Operators
level2 NNMi Level 2 Operators € Unresolved Incidents
client NNMi Web Service Clients € ames
quest NNMi Guest Users
gicbalops  NNMi Global Gperators € Kentucky Security Group
Detroitnnasie Dot Onerators
e e T e O
se Role Administrat,

Use this page to do any of the following:

ration.. globalgps _ NNMi Global Ooeraters

DetroitOperl Defroif Level 1 Operators

KentuckyOper| Kentucky Level 1 Operators .

r Groups
int Mappings

urify Grouf

ity Group Mapping

Figure 13: Security Wizard: Define Security Group Mappings

Figure 14 indicates the items now completed (shown in yellow).

Map User Accounts and User Groups Create and Delete User Groups, Create and Delete Security Groups, Assign User Groups fo Security Groups, Assign Security Groups fo User Groups, Remove Security Group Mappings:
I # Map User Groups and Security Groups
User Groups Security Group Mappings Security Groups
Assign Nodes fo Security Groups - -
* B % W Object Operator Level 1 * B %
View S f ch . '
1ew summary of changes Name Display Name User Group  Security Grou Object Access Privilege Name:
admin NNMi Administrators Kentucky  Kentucky
Level 1 Security  Object Operator Level 1 € | Defautt Security Group
leveld NNMi Level 1 Operators Operators | Group .
level2 NNMi Level 2 Operators W=
dient NNMi Web Service Clients € ncmesc
Quest NNMi Guest Users
€ Kentucky Security Group

Page 14



Technical White Paper | HPE Network Node Manager i Software

NNMi Administrators

NNMi L2 Operators
Detroit L2 User Kentucky L2 User

gGmup Group

NNMi L1 Operators

Detroit L1 User Kentucky L1 User
Group

B BB @B

Security Group Mappings

L1 Object L1 Object L2 Object
L2 Cbject Access Rall Access Roll Access Roll
Access Roll
Detroit Security Group Kentucky Security Group

B 8568 868 &

Figure 14: Completed Items

Assign Nodes to Security Groups

You can assign previously discovered nodes to Security Groups either in the Security Wizard, the Node form, or with the
nnmsecur ity. ovpl script. If you want to automatically assign nodes to a Security Group as they are discovered, use a “seeded

discovery” along with the Tenant feature (discussed later in the Tenants section of this document).
This example includes the following assumptions:

1. The nodes have already been discovered.

Page 15



Technical White Paper | HPE Network Node Manager i Software Page 16

2. You have created a Node Group that corresponds to each Security Group (Kentucky Nodes and Detroit Nodes).

Assign nodes to Security Groups as follows:

1. Click the Security Group to which you want to assign nodes (Kentucky Security Group in this example) as shown in Figure 15.
2. Click the nodes that needs to be assigned to the Security Group in the bottom portion of the wizard.

Tip: To facilitate the process of assigning nodes, you can use the Node Group Filter pull-down if a node group comprising Kentucky
nodes is already created.

Tip: If there are many nodes in the Node Group, use the CTRL+A shortcut to select all of the nodes in the group.

3. Click the %'El Assign Selected Nodes to Selected Security Group icon.

Network Node Manager i File Tools Help. ser Mame system Role Adm
—
Security Wizard *
Welcome . . - B N
The Assign Nodes 1o Security Groups option enables you gn one or more nodes 1o a Security Group. Use the Available Nodes table view fo select the nodes. For instructic
Map User Accounts and User Groups
Security Groups. Nodes Currently Assigned to Selected Group: Nodes to be Assigned to Selected Group:
Map User Groups and Securify Groups.
* W AName  Hosmame Tenant Hostname
I # Assign Nodes fo Security Groups
Name
View Summary of Changes
Default Securify Group
Unresolved Incidents
AcmeSG
T S
Available Nodes
- I A N <Empty Group filters M € 19
Dev AName Tenant

| Assign Selected Nodes to Selected Security Group |-
; L2ZSWITCH 152101092 T 2T0T09% Defallt Sechrity Group

T NNMLDI3E( 1521010967

15210.109.67 Default Security Group

NN

NNMLD13R]

T NNMLD13RI 1521010963 15210109.63 Kentucky Security Group
TT NNMLD13RI 1521010964 15210109.64 Kentucky Security Group
TT NNMLD13RI 15210.109.65 15210.109.65 Default Security Group
T NNMLD13RI 15210109.66 15210.109.66 Default Security Group

it ciscob506co ciscosSOhcorelindh 1521010914 Default Security Group
it cisco6506pe cisco6506pelindhp 152101096

Updated: 8/25/16 11:40:01 AM

Defaulf Security Group
Total: 37

Defaulf Tenant

Default Tenant

Default Tenant
Default Tenant
Defaulf Tenant
Default Tenant
Defaulf Tenant
Default Tenant
Selected: 2

521010961 1521010961  |Defaulf Securify Group | Default Tenant
15210109.62 1521010962 Default Securify Group | Default Tenant

Filter: OFF

Figure 15: Security Wizard: Assign Nodes to Security Group

4. After you have assigned all the nodes, check to see that they are marked to be assigned; then click Next.

5. Finally, review the summary of changes as shown in Figure 16. After verifying the changes, click Save and Close.
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Network Node Manager i Eile  Tools  Help ame system Role Administrator 0g ¢

Security Wizard *

Welcome .
The View Summary of Changes opt;

nt configuration changes. For more information, click here.
Map User Accounts and User Groups
Map User Groups and Security Groups The following User Accounts will be created:
Assign Nodes o Security Groups

John
I #: View Summary of Changes

The following User Accounts will be removed:

Jonn

nfiguration

The following User Account Mappings will be created:

John->NNMi Level 1 Operatars

The following User Account Mappings will be removed:

John->Detroit Level 1 Gperators, John->NNMi Level 1 Operators

The following Security Group Mappings will be created:

Kentucky Level 1 Operators->Kentucky Securify Group:Object Operator Level 1

The following User Groups are not mapped to Security Groups and may not have access to any Nodes:

globalops. DetroitOperl

T

Figure 16: Security Wizard: Final Summary

Watch out for the red sentence before you click on Save & Close. This alerts the administrators configuring security model to re-visit if
any configuration is missing. In the example above there have been no users who have been directly assigned only to User groups of
levell, level 2, guest & globalops and hence the alert can be ignored and clicked on Save & Close.

Verify Example

Verify the previous example as follows:

1. Sign in to NNMi as George. You should see only Kentucky nodes as well as incidents on Kentucky nodes as shown in Figure 17.

Network Node Manager i Eile View Tools Actions Help ame: George Role:. Operator Level
[l Dashboards Nodes %
o* Incident Management C @ T 2\ 9% & <Empty Group filter> K € - nesr 9 |
&h Topology Maps Status. Devic Name 4 Hostname Management Ad Security Group System Location  Device Profile  Agen' Status Last Modified No
L3 Monitoring H ";“' /r:momerﬂl\ 192.168.2.245 192.168.2.245 [ Kentucky Security Group | STSD Bangalore cisco2621 v Nov 27, 2014 9:16:35 PM
A Troubleshooting [v] -'r ;mcroumlai | 192.168.2.246 182.168.2.246 | Kentucky Security Group | STSD Bangalore cisco2621 v Nov 27, 2014 9:16:07 PM
== |nventory ' g ‘:mcmu:erxsa | 1921682247 1921682247 | Kentucky Security Group | STSD Bangalore cisco2621 v Nov27,2014 9:19:59 PM
B8 Nodes @ pe ;\mcroulerlad /; 1921682248 1921682248 | Kentucky Security Group / STSD Bangalore cisco2621 v Nov27,2014921:12PM

Interfaces N -

IP Addresses

Web Agents

IP Subnets

::2)
:::)
B8 SNMP Agents
B
B
=

VLANs

Figure 17: Nodes: Sign in as George

2. Sign in to NNMi as John. You should see only Detroit nodes as shown in Figure 18. You will also only see incidents related to nodes
from Detroit Security group.
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Network Node Manager i File  View  Tools  Actions  Help User Name John {NMi Role:

Ll Dashboards Nodes %

" Incident Management Z =& < & <Empty Group filter> M €11

& Topology M Status Devic Ad Security Group System Location Device Profile  Agen' Status Last Modified Notes

L2 Monitoring v} 3‘3 192.168.124.126  192.168.124.126 fDetroit Security Group MIMIC CiscOMEB524-GT- v Nov 27, 2014 9:21:12PM

A Troubleshooting (v} 93 192.168.124.127 192.168.124.127 | Detroit Security Group MIMIC ciscoMEBS524-GT- v Nov 27, 2014 9:20:05 PM

= Inventory (v] m 192.168.124.128 192.168.124.128 | Detroit Security Group MIMIC ciscOMEB524-GT- v Nov 27,2014 9:19:42PM
e @ IE 192.168.124.129 192.168.124.129 | Detroit Security Group MIMIC ciscoME6524-GT- v Nov 27, 2014 9:12:06 PM

B8 Interfaces

BB IP Addresses

Figure 18: Nodes: Sign in as John

3. Sign in to NNMi as Paul. You should see the nodes and incidents from both Detroit and Kentucky as shown in Figure 19.

Network Node Manager i File  View  Tools  Actions  Help Jser Name:Paul NNMiRole Operator Level 2
ltl Dashboards Nodes %
o* Incident Management Z @ < <Empty Group filter> M €12 >
& Topology Maps Status  Devic Management Ad W System Location Device Profile  Agen' Status Last Modified Notes
3 Monitoring # “p | merouter171 1921682245 1921682245 | Kentucky Security Group | STSD Bangalore  cisco2621 v Nov27,20148:16:35PM
A Troubleshooting @ “‘f’ mcrouter181 192.168.2.2: 192.168.2.246 | Kentucky Security Group | STSD Bangalore  cisco2621 v Nov 27, 2014 9:16:07 PM
2= Inventory ¥ “t | merouter1a3 1921682247 1921682247 | Kentucky Security Group | STSD Bangalore  cisco2621 v Nov27,20148:19:59 PM
Nodes (@) ¢ | mcrouter1as 1921682248 1921682245 | Kentucky Security Group | STSD Bangslore  cisco2621 v Nov27,2014921:12PM
Interfaces v TI | mpispest 192.168.124.126  192.168.124.126 | Detroit Security Group MIMIC CiScOMEB524-GT- v Nov 27,2014 921:12PM
A cdesss (@) T | mpispesi2 192.168.124.127 192.168.124.127 | Detroit Security Group MIMIC CiScOMES524-GT- v Nov 27, 2014 9:20:05 PM
SO duss © T | mpispest3  192168.124.128 192.168.124.128 | Detroit Security Group | MIMIC ciscoMEBS24-GT- v Nov 27,2014 8:18:42 PM
:e:u::::s (@] TI \mpispests /192168124129 192.168.124.129 \%10« Security Group _J MIMIC ciscoMEBS24-GT- v Nov 27, 2014 8:12:06 PM

VLANs

Figure 19: Nodes: Sign in as Paul

4. Sign in to NNMi as Ringo. You should see all nodes (including nodes that are in the Default Security Group) as shown in Figure 20
because you are an administrator.

Network Node Manager i Eile View Tools Actions Help Jser Name Ringo I1Mi Role: Administrator
Il Dashboards Nodes %
o Incident Management Z @ T %2 9% & <Empty Group filter> M € 11057 S
& Topology Maps Status | Devi e Hostname Management Ad W\\ System Location Device Profile Agent Enabled Status Last Modified Nots
E Monitorsn ¥ “+  |meroutert71 | 1921682245 1921652245 | Kentucky Security Group | STSD Bangalore  cisco2621 v Nov 27,2014 9:16:35 PM
A Troubleshooting (V] <4 |merouter1at | 1921682246 1921682246 | Kentucky Security Group | STSD Bangslore  cisco2621 v Nov 27,2014 8:16:07 PM
= inventory ' “+  |mcrouter1as | 1921682247 1921682247 | Kentucky Security Group | STSD Bangalore  cisco2621 v Nov 27,2014 8:13:58 PM
e Q ¢ |mcroutertss | 1921682248 1921682248 | Kentucky Security Group | STSD Bangalore  cisco2621 v Nov 27,2014 9:21:12 PM
BY Interfaces ' ¢ |meroutertss | 1921682249 1921632249 | Defoult Security Group | STSD Bangslore  cisco2621 v Nov 27, 2014 9:18:07 PM
B IP Addresses (V] ¢ |mcrouter1ss | 1921682250 1921682250 | Defsult Security Group | STSD Bangslore  cisco2621 v Nov 27,2014 9:21:57 PM
B SNMP Agents V) TT | mpispesto 192.168.124.125 192 168.124.125 | Defult Security Group | MIMIC CiscOMESS24-GT-88 v Nov 27,2014 9:15:41 PM
B Web Agents (V] TE | mpispestt 192.168.124.126  192.168.124.126 | Detroit Security Group | MIMIC CiScOMEBS24-GT-8S v Nov 27,2014 921:12PM
B 1P Subnets (v} TT L mpispesi2 192.168.124.127 192.168.124.127 | Detroit Security Group MIMIC CiscOMESS24-GT-8S v Nov 27, 2014 9:20:05 PM
B (V) TT Impispest3 | 192168.124.128 192.168.124.128 | Detrot Security Group | MIMIC ciscOMEBS24-GT-8S v Nov 27,2014 8:19:42PM
B8 Chassis o m . m = =
A (V] TT  Impispesta | 192.168.124.129 182.168.124.129 W/ MIMIC CiscoMEGS24-GT-35 v Nov 27, 2014 9:12:06 PM

Figure 20: Nodes: Sign in as Ringo
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Tenants

NNMi includes a feature called a Tenant (which may also be referred to as a customer or an organization). Each node is permitted one
and only one Tenant assignment. Tenants are not Security Groups but they can be used in conjunction with Security Groups. The
Tenant model provides a logical separation of nodes and is designed to be used with a “seeded discovery”. A Tenant can have an Initial
Discovery Security Group assigned to it. When discovering a node into NNMi using a seed, you can specify the Tenant assignment.
This means that if a node is discovered with a Tenant assigned, it can automatically be assigned into a Security Group. Thus, there is
never a risk of accidentally having nodes visible to operators that are not supposed to see those nodes.

This model is appropriate for use by large enterprises and service providers, especially managed service providers that have multiple
customers (tenants) managed from the same NNMi management server.

NNMi provides a cli script, nnmsecur i ty. ovpl. (See the nnmsecurity.ovpl reference page, or the UNIX manpage for more information.)
The following example uses the NNMi console for most actions but be aware that all of these same actions are available using the
nnmsecur ity. ovpl script. Consider using the nnmsecur ity. ovp| script for large deployments with many Tenants.

Tenant Example

Consider the following example. Begin by creating a Security Group for the Tenant.

Note:
This example does not build on any of the previous examples.

1. From the workspace navigation panel, select the Configuration workspace as shown in Figure 21.
Expand the Security folder.
3. Click Security Groups.

4. Click the " New icon.

Network Node Manager i Hle  Miew  Tools  Actions  Help

Security Groups %
% @ Z Z Y% | a8

Name uuiD Description

Default Security Grou SealBcoc-faee-40db-bo40-s
Unresolved Incidents 2d7c16a9-ccf8-4206-be80-
Acme_SG f54f270d-acb5-434b-ad3a
Kentucky Security Gr 87134d33-e597-4d7c-875%

n Module Configuration
uration
mmunication Configuration...
Discovery
Monitoring

Incidents Updated: 8/25/16 12:17:19 PM

Status Configuration_
* Analysis
Global Network Management

User Inferface Summary

Cor
-
]
]
]
L]
=
]
=

Mo Objects Selecred

Default Security Group generated by NNMi
Controls access fo incidents without a resolved source node
Acme Security Group

Kentucky Security Group

Total: &

Q

Figure 21: Security Groups: Create a Security Group for the Tenant

5. Complete the form and save the Security Group as shown in Figure 22.

Selected: 0
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Tools Actions Help

Security Group * %

z ez mBRica

of Nodes. Each Node belongs fo ol

y one Security Group. For more

Network Node Manager i Eile
boards Secu
Incident M;
E
-
& Mo
A Troubleshooting
Inventory
* Mame
UELE ent Mode
= uuIio
Incident Browsing

Integration Module Configurafion
iguration
Communi n Configuration...
Discow
Monitoring
Incidents
ration_..
bal Network Management...

User Interface

]
]
]
]
i I
]
]
=

7
=)
B Use
EE User Account Mappings
BB Security Groups

B8 Security Group Mappings
I MiBs

EE Device Profiles

Figure 22: Security Group: Save and Close

Next, create a Tenant as follows:

Description

Acme Security Group’

Acme_SG
$5412b5e-de70-419d-b823-b8b?4dbd 38

a  Analysis - Summary - No Objects Selected

Security Group Mappings

This table shows the list of User Groups mapped fo the cur
use the Security Group Mappings view

-

T w2 N E

& User Group Object Access Privilege

Updated: 8/25/16 12:22:2% PM

1. From the workspace navigation panel, select the Configuration workspace as shown in Figure 23.

2. Expand the Discovery folder.
3. Click Tenants.

4. Click the = New icon.

Page 20
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Network Node Manager i Ele  View  Tools  Agfions  Help

Tenants X
Fi*% | @ T % Y% &
Name Initial Discovery Security ( UUID Description

Default Tenant  Default Security Group 1b96011e-8529-4e5d-8ab7 Default Tenant generated by NNMi

Inw
Management Mode

Incident Browsing

Integration Module Configur:

Configuration
@ communication Configuration_..
IS Discove
figuration.
Updated: 8/25/16 12:49:16 PM Total:2
* Analysis
Mappings ~
summary (¥
Monitoring
Incidents No Objects Selected

Sta

bal Metwork Management..

Figure 23: Tenants: Create New Tenant

5. Complete the Tenant form as shown in Figure 24 (Remember to assign an Initial Discovery Security Group).
6. Click the Save and Close button.

Network Node Manager i Eile  View  Tools  Actions  Help
Dashboards Tenants Tenant * %
Incident Ma Iz O0OBRE C &
——
u - Modes of Tenant Overlapping A

nfify which n This table shows the list Nodes curr

Invento — -
* Mame Acme o
ment Mode uuID 35f6bi72-32db-457d-281e-forIbb5 56382 g @ c % .
Incident Broy g Descrintinn Sratus Dev & Name Hos1
Integration Module Configl Acme Company
figuration . Initial Discovery Acme SG

Security Group

@ Ccommunication Configuration...

figuration...

B Tenants

= ing Address Mappings
Im Monitoring
| in

Figure 24: Tenant Form: Save and Close
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7. Finally, use the nnmloadseeds.ovpl script to load seeds into NNMi. (For this example, there is a seed file, acme_nodes. txt,
already created for the nodes to be loaded.) Use the -t option to assign the Tenant for the nodes, as shown in the following

example:

nnmloadseeds. ovp| —t Acme —f acme_nodes. txt

The nodes are assigned a Tenant and a Security Group as they are discovered as shown in Figure 25. Now the normal Security Group

restrictions apply as previously discussed in this document.

Network Node Manager i File  View  Tools  Actions  Help

Nodes X

Ll Dashboards

6" Incident Management T @I T 2 9% &
& Topology Maps Status Device Name 4 Hostname Management Ad/'f;mmv
{
S=lionionng g #  Banggw 192.168.1133  192.168.1133 | Acme
A Troubleshooting
@ #  NoheeE 192.168.113.1  192.168.113.1 | Acme
= inventory |
B Nodes Q #  sounPE 192.168.113.2

192.168.1132 | Acme

BB Interfaces

Figure 25: Nodes Form: Tenant and Security Group

Tip: You can use Tenants as filter criteria for Node Groups.

Security Group’,
Acme_SG
Acme_SG

Acme_SG

] cisco3640 Vi

Node Group

Device Profile Agen' Status Last Modified Notes

cisco3640 v Nov 28, 2014 12:27:35 AM
cisco3640 v Nov 28, 2014 12:26:31 AM
Nov 28, 2014 12:24:51 AM
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Tenants and Security Groups in Global Network Management (GNM)

Tenants and Security Groups are uniquely identified by their Universally Unique Identifier (UUID). When using Tenants (Multi-Tenancy)
and Security Groups in a GNM environment, you must keep the Tenant UUIDs identical between the Global NNMi management server
and the Regional NNMi management server; the same is true for Security Groups if you want to share the security restrictions between
the servers.

Consider the following example.

Note:
This example does not build on any of the previous examples.

1. Use the command line to create a Security Group and Tenant at the Global NNMi station for Customer2.

Tip: When you create a Tenant from the command line using the nnmsecurity.ovpl script as a convenience, if you do not specify a
default Security Group, the tool creates a matching Security Group of the same name.

The first UUID in the output is the Tenant UUID and the second UUID is the Security Group UUID. The return values in the following
example are highlighted in different colors to show how the values are used at the Regional NNMi station.

nnmsecur ity. ovpl —-createTenant Customer?2
a8ech97¢c-2fal-4d07-b1a3-81e7cc16¢72d : 840eb5chb-23db-448b-95dc-8e948b34f4f8 : Customer2 :

In Figure 26, notice that the Global NNMi management server has created a Tenant and a Security Group with corresponding UUIDs.

File View Tools Actions Help

Tenants ¥

Z * @ 2 2" % &

Name Initial Discovery Security Group  UUID Description

Default Tenant Default Security Group 168601 1e-8820-4e5d-8ab7-f93bTb10acTY Default Tenant generated by NNMi
Customer2 Customer2 adecb87c-2fa1-4d07-b1a3-B1efcciber2d

File View Tools Actions Help

Security Groups X
| % @ = 2 "% &
Name uuin Description

Default Security Group  SealBcce-féee-40db-b640-446bc413852b Default Security Group generated by NNMi
Unresolved Incidents 2d7c16a9-ccié-4206-bed0-0005e6c2def1 Controls access to incidents without a resolved source node
Customer2 B840eb5ch-23db-448b-35dc-8e94 80341415

Figure 26: Tenants Form: Tenant and Security Group for Customer2 at the Global NNMi Management Server

2. Now, at the Regional NNMi management server, use the nnmsecur ity. ovpl script to create a Tenant and Security Group (include
the return values from the command output when the script was previously run at the Global NNMi management server). Specifying
the UUIDs causes NNMi to create a Tenant and a Security Group with these same UUIDs, allowing for proper synchronization.

See the following sample command line:

nnmsecur ity. ovpl —-createTenant Customer2 —tenantUuid a8ecb97¢c-2fal-4d07-b1a3-81e7cc16¢72d —securityGroupUuid
840eb5cb-23db-448b-95dc-82948b34f4f8
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a8ecb97c-2fa1-4d07-b1a3-81e7cc16c72d : 840ebbcb-23db—448b-95dc-8e948b34F4f8 : Customer? :

3. Now you can load seeds at the Regional NNMi management server with the Tenant specified using the following command line
syntax:

nnmloadseeds. ovpl -t Customer?2 -f <{seedfile>

All of these seeds are created on the Regional NNMi management server with the Tenant as Customer2 and the associated Security
Group as Customer2. These nodes are synchronized to the Global NNMi management server using the same Tenant and Security
Group UUID, as shown in Figure 27.

Nodes ¥

T @ 2| %|&

Sta Dev Name 4 Tenant Security Group ' Device Profile Agentf Status Last Modified Management Server
@ < bigp Customer2 Customer2 FS BIG-IP 6800 v Jun6,20115:03:221 PM  nmcvm24
(X c2900sw Customer2 Customer2 <No SNMP> Jun 6, 2011 5:04:45 PM nmcvmz24
Q ;T}.T‘. €2900xH1 Customer2 Customer2 ciscoCat2912XL V. Jun §,2011 5:03:21 PM  nmcvm24
@ “?" ciscoZk1 Customer2 Customer2 cisco2621 v Jun 6, 2011 S:03:50 PM  nmcvm24
(@] "‘f" ciscodk1 Customer2 Customer2 cisco4500 v Jun §,2011 5:01:52PM  nmcvm24
Q ﬁt dc6509-2 Customer2 Customer2 ciscocat6509 v Jun 6,2011 5:0258 PM  nmcvm24

Figure 27: Nodes Form: Customer2 Tenant and Security Group at the Global NNMi Management Server

4. At the Global NNMi management server (and at the Regional NNMi management server, as necessary), create users and User
Groups, and then map the User Groups to the Security Groups. You do not need to do this at the Regional NNMi management
server if your users are signing into the Global NNMi management server only. Users and User Groups are private to each NNMi
management server and are not synchronized.

Conclusion

This paper has shown a sample implementation of the security model by providing examples of Users Accounts, User Groups, Security
Groups, mappings and Tenants. An example using the Global Network Management feature was also shown.
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We appreciate your feedback!

If an email client is configured on this system, by default an email window opens when you click here.

If no email client is available, copy the information below to a new message in a web mail client, and then send this message to
network-management-doc-feedback@hpe.com.

Product name and version: NNMi 10.30
Document title: Step-by-Step Guide to Using Security Groups
Feedback:


mailto:network-management-doc-feedback@hpe.com?subject=Feedback%20on%20Step-by-Step%20Guide%20to%20Using%20Security%20Groups,%20June%202016%20(10.20)

© Copyright 2017 Hewlett Packard Enterprise Development LP. The information contained herein is subject to
change without notice. The only warranties for Hewlett Packard Enterprise products and services are set forth in the
express warranty statements accompanying such products and services. Nothing herein should be construed as

constituting an additional warranty. Hewlett Packard Enterprise shall not be liable for technical or editorial errors or
omissions contained herein.
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Hewlett Packard
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