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Legal Notices

Warranty

The only warranties for HPE products and services are set forth in the express warranty statements accompanying
such products and services. Nothing herein should be construed as constituting an additional warranty. HPE shall
not be liable for technical or editorial errors or omissions contained herein.

The information contained herein is subject to change without notice.

Restricted Rights Legend

Confidential computer software. Valid license from HPE required for possession, use or copying. Consistent with
FAR 12.211 and 12.212, Commercial Computer Software, Computer Software Documentation, and Technical Data
for Commercial Items are licensed to the U.S. Government under vendor's standard commercial license.

Copyright Notice
© Copyright 2001-2016 Hewlett Packard Enterprise Development LP

Trademark Notices

Adobe® is a trademark of Adobe Systems Incorporated.

AMD is a trademark of Advanced Micro Devices, Inc.

Intel® and Intel® Itanium® are trademarks of Intel Corporation in the U.S. and other countries.

Linux® is the registered trademark of Linus Torvalds in the U.S. and other countries.

Microsoft®, Windows®, and Windows Server® are U.S. registered trademarks of Microsoft Corporation.
Oracle and Java are registered trademarks of Oracle and/or its affiliates.

Red Hat® is a registered trademark of Red Hat, Inc. in the United States and other countries.

UNIX® is a registered trademark of The Open Group.

Oracle Technology — Notice of Restricted Rights

Programs delivered subject to the DOD FAR Supplement are 'commercial computer software' and use, duplication,
and disclosure of the programs, including documentation, shall be subject to the licensing restrictions set forth in
the applicable Oracle license agreement. Otherwise, programs delivered subject to the Federal Acquisition
Regulations are 'restricted computer software' and use, duplication, and disclosure of the programs, including
documentation, shall be subject to the restrictions in FAR 52.227-19, Commercial Computer Software-Restricted
Rights (June 1987). Oracle America, Inc., 500 Oracle Parkway, Redwood City, CA 94065.

For the full Oracle license text, see the license-agreements directory on the NA productinstaller bundle.
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Documentation Updates
The title page of this document contains the following identifying information:

« Software Version number, which indicates the software version.
« Document Release Date, which changes each time the document is updated.
« Software Release Date, which indicates the release date of this version of the software.

To check for recent updates or to verify that you are using the most recent edition of a document, go to:
https://softwaresupport.hpe.com/group/softwaresupport/search-result?keyword=.

This site requires an HP Passport account. If you do not have one, click the Create an account button on the HP
Passport Sign in page.
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Support

Visit the HPE Software Support web site at: https://softwaresupport.hpe.com

This web site provides contact information and details about the products, services, and support that HPE Software
offers.

HPE Software Support provides customer self-solve capabilities. It provides a fast and efficient way to access
interactive technical support tools needed to manage your business. As a valued support customer, you can benefit
by using the support web site to:

Search for knowledge documents of interest

Submit and track support cases and enhancement requests
Download software patches

Manage support contracts

Look up HPE support contacts

Review information about available services

Enter into discussions with other software customers
Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also require a support
contract. To register for an HP Passport ID, go to https://softwaresupport.hpe.com and click Register.

To find more information about access levels, go to:
https://softwaresupport.hpe.com/web/softwaresupport/access-levels
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About This Document

This document is for the Windows® and Linux® operating systems.
Software version:10.21
Publication date: December 2016

This document is an overview of the defects fixed in HPE Network Automation Software (NA). This
document contains the following information:

« "Defects Fixed in This Release" on the next page
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Fixed Defects Report
Defects Fixed in This Release

Defects Fixed in This Release

The reference number for each fixed defect is the change request (QCCR) number. For detailed information
about the fixed defects, visit HPE Software Support Online, or contact your Support representative.

The following table lists the defects fixed in this release:

Fixed Defects

Defect

QCCR1B135856

QCCR1B142535

QCCR1B144570

QCCR1B144659

QCCR1B144723

QCCR1B145255

QCCR1B145289

QCCR1B145428

QCCR1B145491

QCCR1B145663

QCCR1B145699

QCCR1B144046

QCCR1B144083

QCCR1B146171

Symptom

NA renders "%F5" as "6" when displaying a configuration

Unwanted deletion of files on a device occurs while running the
Update Device Software task

NA incorrectly identifies the viewing of policies and rules as an
update

While running the Update Device Software task on multiple
devices, the Image Set field does not display anything when
Flash is disabled

The NA administrator user is unable to adjust the priority of an
Email Report task created by another user

A script change event is generated erroneously when a user
views a policy

Some groups are missing from the "list groups -type device" API
command

The Satellite agent fails to start

NA does not display the last user who deleted a
policy/diagnostic or script

Password appears in clear text for the $tc_device password$
variable of an advanced expect script

Issues with regular expression searches

An error message indicating that there is a key exchange failure
appears while connecting to a device

The 12.x Router driver does not fail when invalid input is
detected

The free memory displayed for an Update Device Software task
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Server
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Software Update
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Policy Manager

Core Application
Server
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Core Application
Server

Driver Layer

Software Update
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https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B135856?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B142535?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B144570?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B144659?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B144723?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B145255?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B145289?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B145428?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B145491?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B145663?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B145699?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B144046?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B144083?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B146171?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE

Fixed Defects Report

Defects Fixed in This Release

Fixed Defects, continued

Defect

QCCR1B146208

QCCR1B146247

QCCR1B146249

QCCR1B146348

QCCR1B146367

QCCR1B146371

QCCR1B146281

QCCR1B146450

QCCR1B146543

QCCR1B146994

QCCR1B146997

QCCR1B146098

QCCR1B147047

QCCR1B147071

QCCR1B147089

QCCR1B147292

QCCR1B147138

Symptom
is incorrect

The 'check policy compliance' API call should accept the
Device ID as a parameter

Issue with running Python script in NA

Searching for compliance and sort the output by "IP Adddress"
gives a UUID error

Edit core throws error on getCSRFFormToken

The detect device boot diagnostic should not update the
topology data

Request to port QCCR1B 142345 for NA 10.11

NA fails to take snapshot of HPN Comware 7 devices

Snapshot tasks on Cisco LWAP devices are not successful

Opening a Policy list with a user having multiple permissions
causes an error (ORA-01795)

Mask community strings option does not mask per task
credentials

A Diagnostic created by a user should appear under the
"Diagnostic Type" field

Reporting issue when searching for interface/port-module
mapping

Regardless of the options provided, device discovery tasks
schedule via 10.x API are scheduled asynchronously

Deploy configuration error appears for a Cisco device
Formatting errors in the Summary report generated by the
Create Summary Report task

A policy for a switch is being incorrectly applied to a router

The NA applications hang
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https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B146247?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B146249?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B146348?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B146367?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B146371?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B146281?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B146450?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B146543?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B146994?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B146997?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B146098?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B147047?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B147071?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B147089?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B147292?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B147138?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE

Fixed Defects Report
Defects Fixed in This Release

Fixed Defects, continued

Defect
QCCR1B139614

QCCR1B141196

QCCR1B147565
QCCR1B147310

QCCR1B147521

QCCR1B147654

QCCR1B147582

QCCR1B147655

QCCR1B147722

QCCR1B147769

QCCR1B147869

QCCR1B145804

QCCR1B147906

QCCR1B147986

QCCR1B145644

QCCR1B148442

QCCR1B148857

QCCR1B149037

QCCR1B149040

Symptom
NA-LDAP integration issues

JS driver layer does not allow granular SSH method

An archived user still appears in the task approver list
Issues displaying task approval requests

If a parent task is run with task-specific credentials, all the
related child tasks should also be run with the same credentials

User is unable to view the tasks waiting for approvals

The device provision task template throws the
NullPointerException error

Policy Rules RegEx method to capture and use text

User is unable to email reports from the User and System
Reports page

An Advanced script fails to connect to devices

Request to have a mandatory check box for the APl names in
Custom or Enhanced custom fields

An error indicating title integer limitation is displayed on EventID

The device credentials are not masked if searching for devices
with "Configuration Text" field is checked by a non-admin user

User permissions do not work correctly

Useris able to create duplicate scripts (with same
characteristics and names)

An error occurs when an administrator user tries to delete own
AAA credentials

Snapshot with checkpoint clears the duplex data

Multiple problems with backing up the devices software

The $TaskID$ variable is not populated when the Event
Notification and Response Rule Approval tasks are deleted
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https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B139614?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B141196?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B147565?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B147310?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B147521?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B147654?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B147582?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B147655?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B147722?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B147769?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B147869?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B145804?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B147906?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B147986?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B145644?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B148442?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B148857?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B149037?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B149040?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE

Fixed Defects Report
Defects Fixed in This Release

Fixed Defects, continued

Defect

QCCR1B149084

QCCR1B149623

QCCR1B143533

QCCR1B145665

QCCR1B148776

Symptom

An Admin user is unable to see or edit private groups in the
API/CLI

The command script tasks fail to read all the rows of CSV, and
run only on one device

The image set selection does not work while running the Update
Device Software task for more than 700 devices

Use task specific credentials in advanced scripts

Need information about whether hmac-sha2-256 algorithm can
be enabled in NA Gateway on a satellite server
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https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B143533?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B145665?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE
https://softwaresupport.hpe.com/group/softwaresupport/search-result/-/facetsearch/document/LID/QCCR1B148776?lang=en&cc=us&hpappid=202392_SSO_PRO_HPE

We appreciate your feedback!

If you have comments about this document, you can contact the documentation team by email. If an email client is
configured on this system, click the link above and an email window opens with the following information in the subject
line:

Feedback on Fixed Defects Report, December 2016 (Network Automation Software 10.21)
Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and send your
feedback to network-management-doc-feedback@hpe.com.
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