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Using the HPE OO Wizards

HPE OO Studio comes with five wizards:
o The REST wizard enables administrators to create HPE Operations Orchestration (HPE OO) flows
based on URL to Resource Listing or local API Definition files.

« The Third Party Content Pack wizard enables authors to generate a new third-party content pack
with any required third party jars, which are not delivered with the out-of-the-box content packs.

« The Web Services wizard creates HPE OO flows based on the API described in the Web Service
Definition Language (WSDL) of the web service that you identify.

« The Shell wizard enables administrators to create HPE OO flows that are integrated with Shell.

« The PowerShell wizard enables authors to generate HPE OO flows from the selected PowerShell
cmdlets found in a list of modules/snapins.
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Using the REST Wizard

Purpose of the REST Wizard

This integration enables administrators to create HPE OO flows based on URL to Resource Listing or
local API Definition files.

The REST Wizard supports the Swagger, RAML and WADL formats for RESTful web service.

Swagger is a specification and a complete framework implementation for describing, producing,
consuming, and visualizing RESTful web services. Swagger is JSON-based. The main goal of
Swagger is to enable client and documentation systems to update at the same pace as the server. The
documentation of methods, parameters, and models are tightly integrated into the server code, allowing
APIs to always stay in sync.

The Web Application Description Language (WADL) is a machine-readable XML description of HTTP-
based web applications (typically REST web services). WADL models the resources provided by a
service and the relationships between them. WADL is intended to simplify the reuse of web services
that are based on the existing HTTP architecture of the web. It is platform- and language-independent
and aims to promote reuse of applications beyond the basic use in a web browser. It was designed to
provide an alternative to the WSDL.

The RESTful APl Modeling Language (RAML) is a YAML-based language for describing RESTful
APIs. It encourages reuse, enables discovery and pattern-sharing, and aims for merit-based
emergence of best practices.

For more information about creating HPE OO flows, see the HPE OO Studio Authoring Guide.

This document explains how this integration has been implemented, and how the integration’s
operations and flows communicate between HPE OO and RESTful web services.

Audience

This guide is intended for system administrators who establish and maintain the implementation of the
integration between RESTful web services and HPE OO. This guide assumes that you have
administrative access to both systems.
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Supported Versions

Operations Orchestration
Content Pack Version

Base Content Pack 10.x

HPE Operations Orchestration (10.70)

REST Wizard Version

10.20 and later
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Getting Started with the REST Wizard

Installing the REST Wizard

The wizard is installed if Studio is selected from the HPE OO installer. The REST Wizard is located
under <OOInstallPath>\studio\tools.

REST Wizard Logs

The logs are located in the <OOInstallPath>\studio\tools\logs\rest-wizard.log file.

Uninstalling the REST Wizard

The wizard is uninstalled when Studio is uninstalled.

REST Wizard System Requirements

The following are the minimum software requirements for systems running REST Wizard for HPE OO:

« The environment must have Java SE Runtime Environment 8 (also known as JRE) installed (for
running the wizards).
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REST Wizard Steps

To start the REST wizard, run the rest-wizard.bat file. This section describes the steps that you have
to perform.

Step 1. Welcome Page

When you start the REST Wizard, the Welcome page opens.
Select Swagger, WADL, or RAML.

Click Next to open the Destination page.

Step 2. Destination

In this step, you select the location of an existing Studio project or a folder where the new project will be
created.
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@' Dperations Orchestration REST Wizard - 10.70

Steps Destination

. Welcome to REST Wizard Enter the location of an existing OO Studio project, or a Folder where a new project will be created:
. Destination

APl Definitions IC:'I,Users'l,Administratorh.oo'l,Workspace'l,New REST Project e, . |

. Operations

. Configuration

f L R O I

. Summary

Back | Cancel |

Enter or select a location of a Studio project for the flows you want to create and then click Next.

If this is not the first time you have run the wizard, the location is populated with the path to the last
project created.

Step 3. API Definitions

The API Definitions page will vary, depending on whether you selected Swagger or WADL format.
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@' Dperations Orchestration REST Wizard - 10.70

Steps

API Definitions

1.

Welcome to REST Wizard

URL to the Swagger Resource Listing {e.g. https:/fcorporateebSite .com/apifapi-docs), or select local files:

Z, Destination
3. API Definitions I BmLI
4, Operations [~ Resolve relative references according to RFC3986
5. Cenfiguration Authentication
6. Summary Usernarme: I
Passward: I
Authentication bvpe: IAnonymous LI
Trust all roots r
Trust keystore I
Keystore password I
Proxy
Host: I
Park: I
Username: I
Passward: I
Authentication type: I.ﬁ.nonymous LI

Back | Mexk |

Enter the base URL to the Swagger or WADL resource listing or click Browse to select one or more
files that contain REST API Definitions in a Swagger or WADL format. When the base URL is entered,
the Next button is enabled.

If the base URL is protected by authentication, specify the Username, Password, and
Authentication type. The currently supported authentication types are Basic, Digest, and
Anonymous.

If the HTTP request to the base URL is done through a proxy, specify the proxy settings. The currently
supported proxy authentication types are Basic, Digest, and Anonymous.

(Swagger only): If the Resolve relative references according to the RFC3986 check box is
selected, the relative paths discovered in the Swagger file found at the provided URL will be
automatically resolved, and the HTTP requests will be made at the correct resource listening paths. If
this check box is not selected, it is possible that for relative paths discovered, the resource listening
paths will be incorrect and an exception containing the message "Invalid URL to a Swagger file" will be
thrown.
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Step 4. Operations

On the Operations page, all the resources discovered in the previous page are displayed: the resource
path, the HTTP method available for the resource and a brief description of the resource.

@' Dperations Orchestration REST Wizard - 10.70

Steps Operations

1. Welcome to REST Wizard

. Destination

z search: Type here ta filker operations

3. AP Definitions

4. Dperations - Path Method Description

&, Corfiguration [~ fe2firenant_idtbackups POST Creates a Block Storage backu. ..

6. Summary [~ fv2iirenant_idbackups GET Lists backups defined in Block ...
I~ Mwzidrenant_id}backups)detail GET Lists detailed information for b...
[~ 2 frenant_idbackups{backop_id} GET Shows details For a specified b...
I~ fvefirenant_idbackups{backop_idt DELETE Deletes a specified backup.
I~ fwzi4renant_idkbackups/{backup_id}/restare POST Restores a Block Storage back. ..
[~ fw2frenant_idtbackups/{backup_id} action POST Farce-deletes a specified back. ..

Back |

Cancel |

For the selected resources, the HPE OO flows will be generated and will contain an operation that
performs an HTTP request based on the HTTP method available for each resource.

Enter text in the top Search field, to filter the resources table by this text.

Select one or more resources.
Note: To select multiple operations, hold down the CTRL key.

Click Next.
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Step 5. Configuration

All the values provided in this step will be used as inputs for the generated flows and operations.

&, Operations Orchestration REST Wizard - 10.70

Steps Configuration
1. Welcome ko REST Wizard This step allows ko supply common inputs that will be generated For all flows.
2, Destination
3. API Defiritions Authentication
Proxy
4. Operations Username: I
Host: I
5. Configuration Password: I
&, Summary P I
' Authentication type: Innonymous LI
Username: I
Trust all roats r
Password: I
Trust keystore I
Authentication bype: Innonymous j
Keystore password I
Request
Headers: Content-Type: application/json j
Character set: IUTF-B

Connection timeout {seconds);
[~ Trust all roots

| Enable cookie tracking (useCookies)

[¥ Suppress user prompts For optional inputs

[~ Overwrite the Flow if already exists

Note: For secunty reasons, it s recommended fo configure Bhe sysfem account passwords in Centrall

Back |

Cancel |

« Inthe Authentication section, if the Username and Password are provided, a new system

account will be generated under the New REST Project\Configuration\System Accounts folder

and the user name and password inputs of generated flows will reference this system account.

« Forthe Proxy user name and Proxy password pair, a new system account will be generated with

the Proxy suffix, following the same rule as for the Username and Password from the

Authentication section.

« The currently supported authentication types are: Basic, Digest, and Anonymous.

o If the selected authentication type in both the Authentication section and the Proxy section is

Anonymous, the authType input from the generated flows will be initialized with an empty

constant.

HPE Operations Orchestration (10.70)
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o If the selected authentication type in the Authentication section is Basic and the authentication
type from the Proxy section is Digest, the authType input from the generated flows will be
initialized with a basic,digest constant.

« Inthe Headers text box, you can add multiple headers in the generated flows, in the following
format: headerNamel=headerValuel\nheaderName2=headerValue2. Use the new-line character
to separate the headers.

« Ifthe Trust all roots or Enable cookie tracking check boxes are selected, the trustAllRoots, and
useCookies input from the generated HTTP operation will be set to true and the
x509HostnameVerifier input will be set to allow_all.

Otherwise, these inputs will be set to false and x509HostnameVerifier will be set to strict.

« Ifthe Suppress user prompts for optional inputs check box is selected, the non-required
operation parameters discovered from the API Definitions document will be generated as flow
inputs set to use constants with empty values. Otherwise, these flow inputs will be marked as
prompts.

« Select the Overwrite the flow if already exists check box if the new generated flow should
overwrite an existing flow from the same location specified in "Step 2. Destination" on page 12.

« Some Swagger or WADL files do not have the base URL set correctly. In this case, after the project
is imported into Studio, check the <ProjectName>/Configuration/Sytem Properties folder, to
see if the generated System Properties SP_<ProjectName>_<ResourceName>_Url value is
initialized correctly.

Click Next for the Summary page.

HPE Operations Orchestration (10.70) Page 17 of 122



Studio Wizards Guide
REST Wizard Steps

Step 6. Summary

This step contains information about the successfully generated flows number from the selected
number of resources.

@' Dperations Drchestration REST Wizard - 10.70

Skeps Surnmary

1. Welcome ko REST Wizard The REST Wizard is camplete.

2. Destination
. Mew flows were generated For 1 out of 1 selected operations.
3. API Defiritions For additional infarmation go to the log fils located in studioftoolsilogsirest-wizard, log.
4, Operations
Open lo
5. Configuration Ll
b. Summary

Click Finish ko exit the wizard,

Back |

For more information about the flow generation, click Open log to view the log files.
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Importing the Generated Flows into Studio

Before importing the generated flows into Studio, import the project generated by the wizard in Studio.
See the “Managing Projects” section in the HPE OO Studio Authoring Guide to see how to import a
project.

Note: In order to correctly run flows generated the REST Wizard, clients have to update the
Service_Url from the System Properties with appropriate request address.

Generated Flows

The REST Wizard generates a flow with the name specified in the Destination step of the wizard. If a
project with the same name already exists, the new flow is added to it.

@ Operations Orchestration Studio =8 EcR =<~
File Edit Tools SCM Window Help

Projects oG # ® getDesigns - Flow X S
EXXILEY SHBGRXDE XD E%-E- |3

-} (= New REST Project

=& Library
== Wizards Q Y
== REST Wizard

= api g
=& 1.0.0 getDasig =
= service 2
== design "]

+ Configuration
& «
n
@ ©
y
RESOLVED: ERROR: 5,.5.
SUCCRSS failure ]

HPE Operations Orchestration (10.70) Page 19 of 122



Studio Wizards Guide
Importing the Generated Flows into Studio

Inputs

Each flow has the following inputs, which are common to the REST operation:

Frapects. o8 8 .’#-h = 1irE =
+ 0@ B X [ 'h.mm' g
=1 i Hews BEST Progect of .'ﬂ' i
& Libeery Mame geilesgns.
= i Wizends
S — Location: (Hew REST PrepecyLibrary/ Watnrdy REST e/ LAY gy o %
iy NI Iopbeebe o T B el S THOGL D £
= 1.a0
e Asgn CategRrEE: '.:.
e s Duiputs| Responses Descpnon Saopet =
£ ration = - Inpet Suseary v x
fpats = - i
[ Mg | oo o * s z
gt Ruguired Type (Fross }
= || Ve | Vakae: §{5P_Mew_Res_Prpect_Service )
e 1 Single Valus ™| From Syihem Locost S RSl PIOpT_ Aot (USSTRae ) _*!:
passaard L Snahevahs | From Spstem Account; 5A_Wew Rest_Proged,_Account (Passwordl] =)
SuthType T Singla Valus | Vahu: ¥
ooy ks Vakes v Valut ${SP_Mew Res §
riPoft L GnghsValpe T Vel F{5P_Mirw_Ranll_Preject_Prooy_ Pt}
L Swchs vakss v | Froes Spstem Aocoant: SA_ b Rt Prope_Prooy /]
preyPasseord 1 ISnghVaue = | From Syben Accouat: 54, Hew Rt Propect,_Prooy 1}
Liegarmiemios o& e
3 Content Paks | Ubvaiy
LAL B,
[ Base 100184 SNAFEHOT]
Desge Propeites _
W Referercas | | Problems | | Seach | | SCH Mesmges ﬂswi.'ha-'lg-ﬂ B HPUN Seanch

Outputs

On the Outputs tab, the flow's primary result is document. All HPE OO flows have the
FailureMessage and TimedOut outputs.

HPE Operations Orchestration (10.70) Page 20 of 122



Studio Wizards Guide
Importing the Generated Flows into Studio

Pregects. O 8 gettesigns - Mow = 4 E -

+090 Ox & e 5

i hew REST Propent FEBS i
=& Ly Haivek: (i

| Ve

= G REST Wiasrd Locations: (T RIST Frijecy ey Wassndy RIST o Cugm W!

W i i1 g

B s [ A categoras: | £

i
i
il
i
[

Responses

The success and failure responses of the flows are the same as the REST operations.

File Edit Tools Settings SCM Window Help
Progeas Od & | @ getDesigns - flow X 10D e
+920 0X2 & Lol Connaction + E
[ Hw REST Project i . B & ]
& Ly Naene: | geDesgns ] —
- g&nﬁr wizard Location: (New REST Frojec/LbranyWizanty REST Wizard/api/1.0.0/ssrvice/ dasign/ getDesigns %
SHE opl DUND: J0w6e06e-o7Tb-40b4-Bb-aBaBST RIS g

B 100
;‘gna-m %
' :;h Trputs | Outputs | Responses| Descripbion | Scriptiot| |

& L Configaration -.:[mw' 1o
[ AddResponse | o oo * | * ) |§
lmm §
SBUICeSs E—
failure ]

Descriptions

The description of each generated flow contains the following items:

o The description of the flow

« The description of the flow inputs

HPE Operations Orchestration (10.70) Page 21 of 122



Studio Wizards Guide
Importing the Generated Flows into Studio

« The description of the results

« The description of the responses

File Edit Took Settings S(M Window Help

Projects 08 9 | getDesigns - Flow 3 irm[m
+2P9 X B Local Connection = g
= = Newe REST Project ‘.E& i
& Libraey ] L
=y ds MM QEtDe-mons
= & REST Wizard Locathon: Mew REST FrojecLieary/ d5/REST dfapi/ 1.0.0/ service;'d
B
TEe WUID: Foa6a96a-72E-40b4-BHEraBaBST 00612

u
[
[

i Configuration ’ Inguts | Outputs | Responses | Description | Scriptiet|

Kpre> -
Retums & list of sl the sasting sarvice designs.

Inputs:

url - The REST AF1 base url

username - The usemame used for URL authentication.

password - The password used for URL suthentication.

authType - The type of suthentication wsed hrﬂ'nnpﬂamnwiunm o execute the request on the target senver.
vallid values: Ancaymous (no authenticabion), Basic.

proy - The provy server used to acoess the web ste.

pquort The prosy serer port.

proodylissrnamae - The usier nbme used when conneciing ba the proxy.

prooyPasseverd - The prosy Senver password assodiated with the <prooglisername> ingut value,

Rbsults:
documant « Thi comnpliste Socument returnisd by the Hilp Chént GET operstion,
Falurebessage « The final érror messsge retamed bo the user,

Rcapoerias:
macoess - The cperation completed a8 stabed in the description.
Taikare - The Operstan compketed ursucossslily,

< pre>

sy o o |

REST Operation

This operation is used to execute a HTTP request on a target host, either local or remote.

Operation Inputs
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Operation Results

@ ©

Stap Nama: getDessns ]
Inguts | Rasults| Disglay | Descrption| Advanced | Scriptet|
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Troubleshooting

Troubleshooting Overview

This section provides troubleshooting procedures and tools that you can use to solve problems you
may encounter while using this integration.

Unable to locate resource

Possible reasons are:

« Invalid URL to Swagger/WADL/RAML Resource Listing or API Definition local files.
« The connection to a Swagger/WADL/RAML Resource Listing URL must be done through a proxy.
« The URL to the resource is invalid based on the provided JSON/XML document.
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Using the Third Party Content Pack Wizard

With this wizard, you can generate a new third-party content pack with any required third party jars,
which are not delivered with the out-of-the-box content packs.

Purpose of the Third Party Content Pack
Wizard

The main advantage of this wizard is automation.

This helps you to avoid repeating the same time-consuming process of creating the third-party-cp.jar
content pack. You can perform the steps in the wizard as an alternative to using the steps described in
0010-third-party-cp-release-notes-en.pdf.

Supported Versions

HPE OO Version PowerShell Wizard Version

10.2x and later 10.20 and later
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Getting Started with the Third Party
Content Pack Wizard

Installing the Third Party Content Pack Wizard

The wizard is installed if Studio is selected from the HPE OO installer.

Third Party Content Pack Wizard Logs

The logs are located in the <OOInstallPath>\studio\tools\logs\third-party-cp-wizard.log file.

Uninstalling the Third Party Content Pack
Wizard

The wizard is uninstalled when Studio is uninstalled.

Third Party Content Pack Wizard Requirements

The following are the minimum software requirements for systems running Third Party Content Pack
Wizard for HPE OO:

The environment must have Java SE Runtime Environment 8 (also known as JRE) installed (for
running the wizards).
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Third Party Content Pack Wizard Steps

To start the wizard, run the third-party-cp-wizard.bat file.

Step 1. Welcome Page

When you start the Third Party Content Pack wizard, the Welcome page is displayed.

Click Next to continue.

Step 2. Libraries Selection Page

In this step, you will import an XML file containing the third party definitions that are needed to generate
the third party content pack. This is a standard file that is required for a content pack that has missing
third party files, which cannot be delivered with the content pack.

Each entry in the file should have the following format:

<dependencies>

<dependency>
<groupId>weblogic</groupId>
<artifactId>weblogic</artifactId>
<version>10.3</version>
</dependency>

</dependencies>

Based on these entries, Studio and Central will validate a content pack with those missing
dependencies.

Currently, there are three XML lists for oo10-base-cp, oo10-middleware-cp, and 0o10-sap-cp.

1. Click the Import XML button to import one or more third party lists.

2. Click the + button to expand the list.
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| Note: Alternatively, you can use the Shift + Space shortcut.

3. Afterthelist is expanded, select an item, click the Edit button, and select the path to the selected
third party file.

| Note: The Edit button is enabled only when a third party item is selected.

| Note: You can also double-click any third party item and provide the path.

4. By default, when the list is loaded, all items are red. When you give an item the path to a third party
file on the disk, the item changes color to green. In most cases, you will need to provide all
required third party files to the list. However, there are cases where this is not needed, because
you are using only some specific third party files from a content pack. In that case, you will just
need to provide the required third party files.

After you have provided a real path for all the third party files that you need, click the Create CP
button to continue with the generation of the content pack.

Note: You need to select the root element of the corresponding list to enable the Create CP
button.

5. Inthe Create Content Pack dialog box, enter the content pack name, location, and version (the
same details as in the corresponding Studio dialog box). It is optional to enter information about the
publisher and to add a description of the content pack.

The result is a content pack that can be imported into Studio or Central. For example:
[ Content Packs | [ Library

w9 X
+ middleware [1.0.0]

Note: In Central, you will not see a deployed content pack.
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Third Party Wizard Command Line Tool

The wizard lets you use a command line tool to generate a content pack from the command line.

To start the wizard in command line mode:

1. Navigate to the wizard jar location at <OOlnstallPath>\studio\tools\lib and start a command line
here.

2. Run the following java command:
java -jar third-party-cp-wizard-jar-with-dependencies.jar -help.

After using this command, you will see a list of arguments that can be passed to the wizard in
order to generate a content pack.

The most important constraint in command line generation is that all libraries need to respect the format
[artifactId]-[version].[type] thatis presentin the XMLinput list. The default type format is jar.

If an entry in the XML file is in the format shown below, you need to provide a library in the -third-
parties-paths argument using the artifactId-version.type format. In this case, you will need to
have the weblogic-10.3.jar on disk. This helps the wizard to map between the XML list provided in the
-xmlPath argument and the items provided in the -third-parties-paths argument. In the —third-
parties-paths argument, you will provide the real paths of the jars needed by the wizard.

<dependency>
<groupId>weblogic</groupId>
<artifactId>weblogic</artifactId>
<version>10.3</version>
</dependency>

HPE Operations Orchestration (10.70) Page 29 of 122



Studio Wizards Guide
Troubleshooting

Troubleshooting

If a content pack cannot be generated, check whether:

« The third party files on the disk are locked or in use
« The path where you want to save the content pack is locked

« The content pack jar file is already generated and locked

By default, if you try to generate a content pack with the same name as an existing one, the original

content pack is overwritten by the wizard.

HPE Operations Orchestration (10.70)

Page 30 of 122



Studio Wizards Guide
Using the Web Services Wizard

Using the Web Services Wizard

Overview of the Web Services Wizard

When you run the Web Services Wizard (wswizard.exe), you provide it with the WSDL for a web
service. The Web Services Wizard creates HPE OO flows based on the API described in the Web
Service Definition Language (WSDL) of the web service that you identify in the wizard. The WSDL
string you provide as a pointer can be a file’s location and name or a URL.

The Web Services Wizard helps you create HPE OO flows when:

« AnHPE OO integration does not exist.

« AnHPE OO integration does exist, but the customer has modified the application. For example, a
customer using Remedy may have modified a form or added a field. To take advantage of the
customer's maodifications, the Remedy web service is updated. You can use the Web Services
Wizard to create HPE OO flows from the modified web service.

« If anew version of an application with an HPE OO integration is released and the integration content
does not support the new version, you can use the Web Services Wizard to create new HPE OO
flows.

Example

You have an application named MyAlert that creates a ticket through a web service and API, and you
want to tell MyAlert to create a ticket. The Web Services Wizard extracts the application’s APls from
the Web service’s WSDL for the actions that can be performed with the application, such as creating or
changing a ticket. The WSDL defines the web service’s methods, the inputs for each method, and the
required format for each input.

When you provide the wizard with the WSDL (in our example, for MyAlert) and run the wizard, it
generates flows that can run against the web service. All flows created using the Web Services Wizard
have a single step thatis built from the Invoke Method 2 operation in the
Library/Operations/Wizards/Web Services Wizard folder from the Base Content Pack. The flows
are created in the project location folder specified by the user. Running the flows requires a Remote
Action Service (RAS) that has access to the web service. For information on creating and configuring
RAS references, see “Configuring Group Aliases” in the HPE OO Studio Authoring Guide.
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System Requirements

The minimum software requirements for systems running Web Services Wizard for HPE OO:

« The environment must have Java SE Runtime Environment 8 (also known as JRE) installed.

Installing the Web Services Wizard

The Web Services wizard is automatically installed if Studio is selected in the Operations
Orchestration installer.

Web Services Wizard Code Dependencies

The wizard does not have any dependencies. All third parties are encapsulated into the executable
files.

Configuring Logging Settings

The configure logging settings are no longer supported in the 10.x wizard.

WS Wizard Enhancements from 9.x

« The wizard now appears in the taskbar and can be closed, minimized, or brought to the front.
« The Ul is correctly divided. The scroll bar is now not necessary.

« Operation selection has a search functionality which allows you to quickly find an operation by
typing letters of the operation name.

« The wizard includes functionality to override an existing flow (or flows).
« The wizard supports the use of credentials when retrieving the WSDL.

« The flows created by the wizard support HTTP headers and outputs.
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Downloading HPE OO Releases and Documents
on HPE OO Live Network

HPE Live Network provides an HPE OO Community page in which you can find and download

supported releases of HPE OOand associated documents.

To download HPE OO releases and documents, go to https://hpln.HPE.COM/

This site requires that you register for an HPE Passport and sign-in.

To register foran HPE Passport ID, go to http://h20229. www?2.HPE.COM/passport-registration.html

Or click the New users - please register link on the HPE Passport login page.

On the HPE Live Network page, click Operations Orchestration Community.

The Operations Orchestration Community page contains links to announcements, discussions,

downloads, documentation, help, and support.

1.
2.

On the left-hand side, click Operations Orchestration Content Packs.

In the Operations Orchestration Content Packs box, click Content. The HP Passport sign-in
page appears.

Enter your HP Password User ID and Password and click Sign-in.
Click HPE Operations Orchestration 10.x.

Search for Base Content Pack.
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Wizard Processing Details

How the Web Services Wizard Uses SoapUl

SoapUl is an open-source web service testing tool. It provides web service inspection, invoking,
development, and simulation. The Web Services Wizard uses SoapUl to parse the WSDL and create a
template SOAP request.

This template is an XML file with placeholder tokens that are replaced with real data in order to make a
request to the server. If you run SoapUIl manually and create a project referencing a WSDL, you will
see it create these request templates in the tree as nodes named Request 1 for every operation in the
WSDL. This is the template that the Web Services Wizard receives from SoapUl, and uses to populate
the xmlTemplate input.

Similarly, the Web Services Wizard (in HPE OO versions 9.00 and later) retrieves a SOAP response
template with tokens that indicate how the response will look. This is a little more difficult to reproduce
in the SoapUI GUI, as it requires creating a Mock Response and then using the Open Editor function to
look at the XML.

For HPE OO 9.x, support was added to specify a web proxy via the properties http.proxyHost and
http.proxyPort in the wsw.properties file in the OO Home folder under /Studio/tools/conf/. You only
need to enter the configuration information once (the first time you run the wizard against a WSDL
outside the firewall). It is then read from the wsw, properties file and pre-populated in the wizard GUI.
You can change it in the file or in the wizard GUI and the values are saved for the next time you run the

wizard.

For HPE 0O010.00 and later, specifying a web proxy in the wsw.properties file is no longer supported.
You can change it only from the wizard GUI.

After retrieving the templates for the request and the response, the WSDL is discarded. No further
information is obtained from the WSDL, and all subsequent operations in both the Web Services
Wizard and the Invoke Method 2 operation are based entirely on the templates returned from SoapUl.
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Processing Templates

The template processing logic parses through a SOAP template (either a request template or a
response template) looking for tokens. It is called in different ways for different purposes—for
processing the request template and for processing the response template:

« Locating input tokens in the request template to create the input map (in the wizard)
« Locating output tokens in the response template (in the wizard)

« Replacing input tokens with actual values to build the SOAP request (in the Invoke Method 2
operation)

In all cases, the logic skips any leading XML elements until it finds an element whose namespace
prefix is either soap or soapenv and whose element name is not envelope, and then begins with the
content of that element; this effectively ends up arriving at the topmost element under the outermost
Body element.

Locating Inputs and Creating the inputMap

In the wizard, the request template is processed, and for each token that is found, a pipe-delimited
value is returned indicating its path in the template, but with the outermost SOAP envelope information
removed. For example, if the template looks like this:

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Body>
<Test>
<Name>?</Name>
<Address>?</Address>
</Test>
</soapenv:Body>
</soapenv:Envelope>

it returns the values Test|Name and Test|Address. Note that the whole path is needed, as an element
(such as Name) may appear in more than one place in a template, and there needs to be a unique path
to each.

If, during this input processing, the wizard encounters a comment that indicates that it is at the
beginning of an array ("x or more repetitions" or "m to n repetitions"), the value zero (0) is inserted at that
point. For example:

HPE Operations Orchestration (10.70) Page 35 of 122



Studio Wizards Guide
Wizard Processing Details

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Body>
<Test>
<!--1 or more repetitions-->
<Name>?</Name>
<!--1 or more repetitions-->
<Address>?</Address>
</Test>
</soapenv:Body>
</soapenv:Envelope>

This returns the values Test|0]Name and Test|0]Address. As arrays may be nested, there may be
templates whose values contain more than one zero (0).

The next task is to define a meaningful set of input names to be created. This is done using an input
map. An input map permits a user-friendly name to be associated with each value. For example,
Address is mapped to Test|Address and Name is mapped to Test|Name. The inputMap input that is
generated in the operation is a list of these mappings between pipe-delimited paths and user-friendly
names. In the first example above, the inputMap contains:

Test |Name=Name

Test|Address=Address

The creation of the inputMap is a little complex. Use the following tips when determining a name for
each path name:

o Use the last part of the path (for example, Name or Address) if it is unique within the template.

« Avoid using a friendly name that is already one of the input names to the Invoke Method 2
operation, such as xmiTemplate.

« If there are duplicate names, add a prefix for additional levels (with a period separator) onto the user-
friendly name to make the name unique. For example, if the template yielded One|Name and
Two|Name, the following input map would be created:

One | Name=0One . Name
Two | Name=Two . Name
This is because both would otherwise map to the same value of Name.
« Single zeros in the pipe-delimited path (indicating the beginning of an array) are replaced with
wildcards (*). The position of the wildcard in the user-friendly name is moved to the end of the next

element. In the above example, for Test|0|Name and Test|0|Address, the following input map
would be created:
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Test | *|Name="Name*$

Test|*|Address="Address*$

Note: The purpose of moving the wildcard position is to allow more intuitive input names like
Name0 and Name1.

The value on the right side of the equal sign for array types is surrounded by the * and $
symbols as a workaround for resolving the issue of parameters having similar names. These
values are used as regex patterns for array types and similarly-named parameters without
these symbols corrupting the algorithm.

« The simplification of friendly names (see the first bullet in this list) only applies to the part of an array
to the left of the wildcard; all elements to the right will remain. For example, the items
Test|0|Extra|Stuff[Name and Test|0|Extra|Stuff|Address results in:

Test|*|Extra|Stuff|Name="Extra*.Stuff.Name$

Test|*|Extra|Stuff|Address="Extra*.Stuff.Address$
This is regardless of the fact that the Extra and Stuff are otherwise unnecessary.

The wizard then uses the inputMap to create step-level and flow-level inputs for each item in the
map. Any occurrences of wildcards are replaced with zeros in the input names. If the flow developer
wants to provide additional elements (beyond just the Oth), s/he needs to add them both as step
level inputs and flow level inputs. Using our previous example:

Test | *|Name="Name*$

Test|*|Address="Address*$
Name0 and AddressO0 are created as inputs to the step and the flow.

The Web Services Wizard accepts JSON-formatted arrays for the array types found in the WSDL.
So, instead of entering a new input for each element in the array, you can now enter a JSON-
formatted array as the input value instead of creating additional inputs.

When you run the Web Services Wizard, you must check the Use JSON arrays for WSDL array
type option on the Select operation(s) screen. This will add the input field "usesJSON" with a value
of "true" to the created Invoke Method 2 step. Then for the inputs, use a JSON format array for the
"0" element and the Invoke Method 2 operation to create the required elements to send in the
request.

For example, for an array structure defined by the following in the xmITemplate:

HPE Operations Orchestration (10.70) Page 37 of 122



Studio Wizards Guide
Wizard Processing Details

<ns:AffectedCI type="Array">
<!--Zero or more repetitions:-->
<ns:AffectedCI type="String" mandatory="" readonly=""></ns:AffectedCI>

</ns:AffectedCI>

« The inputMap entry for this array must use the following wildcard format:

CreateChangeTaskOORequest |model |instance |middle|AffectedCI |* |AffectedCI="Affe
ctedCI*$

« The associated Web Services Wizard created AffectedCI0 input field JSON array formatted value

should be similar to:

["CIvaluel","CIvalue2","CIvalue3"]

Locating Outputs and Creating Operation
Outputs

Locating outputs in the XML template uses the same logic as finding inputs, but instead of returning a
pipe-delimited path, the process retumns an XML XPath expression. This is nearly the same thing
except with a slash as a delimiter rather than a pipe. There are, however a few differences:

« Itext() is appended to the XPath in order to correctly extract the text of the simple elements. For
example, the following template corresponds to the outputs /Test/Name/text() and

ITest/Address/text():

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

<soapenv:Body>
<Test>
<Name>?</Name>
<Address>?</Address>
</Test>
</soapenv:Body>
</soapenv:Envelope>

« Nothing is appended to the XPath of array elements. This causes the entire portion of the XML
document to be returned in a single output, and it is the flow developer’s responsibility to use other
operations (like XML or JSON ones) to extract the relevant items. This difference is due to the fact
that arrays can become arbitrarily nested, and returning such structured data in a simple variable is
not an easy task. For example, the following template yields just the single output /Test:
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<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Body>
<Test>
<!--1 or more repetitions-->
<Name>?</Name>
<!--1 or more repetitions-->
<Address>?</Address>
</Test>
</soapenv:Body>
</soapenv:Envelope>

If JSON arrays are being used, an additional output named jsonStripped is populated with the SOAP
response in a JSON-formatted string.

The wizard then creates step outputs for each output that was located in the template, assigning an
XPath filter to each one (whose value was determined above). At this point, the wizard has completed
its main lifting. The remainder of the process resumes when the flow is run, calling the Invoke Method
2 operation.

Populating InvokeMethod2 Default Values for
All Operations

The Web Services Wizard allows setting InvokeMethod2 inputs so that each operation created from
the WSDL has the inputs set by default. For example, the timeout input can be the same for all web
service operations and setting the value once in the wizard will, in turn, set the timeout input value for
all operation(s) selected on the selection page. Setting the default values in the Web Services Wizard
is optional.

The Web Services Wizard does not validate the default inputs entered. This validation takes place
during the flow run. The Web Services Wizard allows you to specify default values only for the
authentication type selected. For example, if the HTTP authentication type is selected, the wizard
allows you to enter the default inputs for HTTP authentication only and skips the WS-Security page
when you click the Next button.
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The Invoke Method 2 Operation

Overview of the Invoke Method 2 Operation

The Invoke Method 2 operation is called when the flow is run. Its basic tasks are to:

« Build a SOAP request based on the xmITemplate, the inputMap, and the inputs supplied to the
operation (see the next section).

« Perform security functions as indicated by input values, such as signing the outbound request,
encrypting it, and setting up SSL for HTTPS.

o Perform an XSLT transformation on the SOAP reply to populate the documentStripped and/or
jsonStripped output, which strips the namespace prefixes from all of the output fields. For
example, the reply:

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Body>
<xyz:Test>
<xmlns:Name>Real Name</xmlns:Name>
<abc:Address>An address</abc:Address>
</Xyz:Test>
</soapenv:Body>
</soapenv:Envelope>

would become:

<Envelope>
<Body>
<Test>
<Name>Real Name</Name>
<Address>An address</Address>
</Test>
</Body>
</Envelope>

orina JSON formatted string:

{"Body" :{"Test":{"Name":"Real Namel","Address":"An addressi"}}}
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This conversion is necessary as the operation outputs use XPath filters or JSON to extract values, and
XPath expressions do not work well with XML that contains namespaces.

Building a SOAP Request

Building a SOAP request includes the following steps:

« Input resolution

This step uses the inputMap together with the operation inputs, to determine the values to be
substituted.

For example, if the inputMap contains Test{Name=Name and there is an input named Name with
the value George Washington, this step combines them to determine that the element in the
request corresponding to TestjName=Name should have the value George Washington. This
step also handles wildcards in array references. For example, an inputMap containing
Test|*|Name=Name* and inputs Name0 and Name1 should have values corresponding to the
elements in the SOAP request corresponding to Test|0|[Name and Test|1|Name.

« Completing values

This step parses through the SOAP template looking for tokens. When it finds one, it attempts to
find a value resolved from the previous step, and substitutes it if found. If no input is found with the
specified name, the token is removed.

If the processing encounters the beginning of an array (indicated by the special comments in the
template (“x or more repetitions” or “m to n repetitions”), the resolved inputs for that array are sorted
numerically (so that 10 appears after 9 rather than between 1 and 2), and then substituted into the
SOAP request.

Note: Any missing gaps in the input names are ignored. For example, if the inputs are Name0
and Name2 (and Name1 is missing), then only two values are substituted in the template (the
values for Name0 and Name2); no empty entries are created for missing values.

Complete Set of Inputs

Input Description

contentType Sets the HTTP Content-Type header to the given
value. Defaults to text/xml.
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Input
ICONCLUDE_WSW_VERSION

header *

headers

inputMap

password

proxy

proxyUsername

proxyPassword

proxyPort

returnXMLRequest

timeout

timComments

trimNullOptional Types

HPE Operations Orchestration (10.70)

Description
Must be the constant 2.

Any input that begins with header_is processed
by the HTTP Client Post Raw operation, which
then creates an HTTP header out of it. For
example, if the input named header_Accept-
Encoding contains the value gzip, the request
will be altered to add the HTTP header Accept-
Encoding: gzip.

The list containing the headers to use for the
request separated by a new line (CRLF).The
header name - value pair will be separated by ":".
Described in Locating Inputs and Creating the
inputMap.

The password sent to the web service.

The name of the proxy host that is used to make
the web service request across a firewall
(optional).

The proxy user name, if necessary, used when
making web service requests across a firewall
(optional).

The proxy password used when making web
service requests across a firewall (optional).

The port on the proxy host used to make the web
service request across a firewall (optional).

If this input is set to true, a new output named
rawXMLRequest is returned by the operation,
which contains the text of the SOAP request that
was sent. This is useful for troubleshooting
purposes.

The timeout in ms for the HTTP connection. Note
that there may be other timeouts that affect the
connection, such as the timeout between Central
and the RAS.

Removes all comments from the outbound
SOAP request (hidden input).

By default (true), for every element in
xmlTemplate that is marked as Optional and for
which no token has been substituted with a
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Input

trimNullComplexTypes

trustAllRoots

url

useCookies

usesJSON
username

xmlTemplate

WSSecurityEncryptRequest

WSSecurityKeystore

WSSecurityKeystorePassword

WSSecurityKeystoreType

WSSecuritySignRequest

HPE Operations Orchestration (10.70)

Description

value, the element is removed from the outbound
SOAP request (hidden input).

By default (true), for every element in
xmlTemplate that has sub-elements (including
arrays) and for which no token has been
substituted with a value, the entire element (and
all of its embedded elements) is removed from
the outbound SOAP request (hidden input).

When set to true, when HTTPS connections are
made, it ignores the signing authority of the
certificate (permitting self-signed certificates)
and ignores discrepancies between the host
name on the certificate and the actual server
name that is hosting the web service.

The URL of the web service, extracted from the
WSDL. This generally has variable references to
the host and port so that this value does not need
to be changed to send a request to a host or a
port different from the one hosting the WSDL.

Determines whether the HTTP client will use
cookies (store them during the connection and
send them back for subsequent HTTP requests
to the same server).

Use JSON arrays for all inputs of array type.
The user name sent to the web service.

Described in How the Web Services Wizard
Uses SoapUl.

A Boolean value (default false) indicating
whether or not to encrypt the SOAP request.

When encrypting or digitally signing the SOAP
request, this indicates the keystore containing
the certificate.

When encrypting or digitally signing the SOAP
request, this indicates the password to the
keystore.

When encrypting or digitally signing the SOAP
request, this indicates the keystore type.

A Boolean value (default false) indicating
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Input

WSSecurity TimestampRequest

wswAuthenticationType
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Description

whether or not to digitally sign the SOAP request
with an X509 signature.

A Boolean value (default false) indicating
whether or not to securely timestamp the SOAP
request.

Can be assigned one of the following values:
http, ws-security text, ws-security digest, and
none. http is used for normal HTTP
authentication, where the user and password are
sent as HTTP headers. The two ws-security*
options use SOAP WS-Security protocols.

All other headers are passed intact to the HTTP
Client Post Raw operation, which can interpret
them.
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Using the Web Services Wizard to Create
Web Service Flows

Using the Web Services Wizard to Create
HPE OO Flows from Selected WSDL Operations

The Web Services Wizard creates HPE OO flows based on the operations available in the WSDL that
you specify when you run the wizard. This tool is available by launching the wizard executable file. The
Web Services Wizard is a is a simple and intuitive tool that leads the user through the tasks and
simplifies the process of flow creation.

To use the Web Services Wizard to create an HPE OO flow from a WSDL

1. Start the Web Services Wizard.
The Welcome page opens.
2. Click Next to continue.

The Select Destination page opens.

HPE Operations Orchestration (10.70) Page 45 of 122



Studio Wizards Guide
Using the Web Services Wizard to Create Web Service Flows

%" Web Services Wizard-10.70

Steps Select destination

1.

. Select destination

‘Welcome ko the Web Enter the location of an existing OO Studio project, or a folder where a new project will be created:

Services Wizard
C: Users) Administrator, ool WorkspaceiMNew Project| Browse.., |

. Seleck WsDL

. Populate operationis) with

default values

. Populate operationis)

HTTP or MTLM
authentication with
default values

. Populate operationis)

WS-Security with default
values

. Select operation(s)

. Surnmary

Back | Caniel |

In the Enter the location field, enter the required project path or click Browse to locate the project
location, and then click Next.

The wizard generates a 10.x studio project but not a content pack or a repository. The project has
a default location: C:\Users\[username]\.oo\Workspace\New Project.

If this is not the first time you have run the wizard, the location is populated with the path to the last

project created.

3. Enterthe URL to the WSDL, or select a local WSDL from a file system.
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@, Web Services Wizard-10.70

Steps Select WSDL
1. Welcome ko the Web ‘Web services advertise their available operations via a WSDL {Meb Services Definition Language) so that clients can discover their
Services Wizard Functionality,

_— Enter either the URL ko the WSDL, or select a local WSDL From a file:
2. Select destination

3. Select WSDL I Browse |
4, Populate operation{s) with
default values Authentication

. Usernarne: I
5. Populate operationis)

HTTP or NTLM Password: I
authentication with
default values Trust all roots Il

Trust keystare I

&, Populate operationis)

W3-Security with default Keystore password I
values

7. Select operationis) Proxy

8. Summary Hosk:

FPart:

Username:

Password:

Authentication type: AnNonymous LI

Back. | Iexk |

If proxy information is required to access the WSDL URL, enter it here. If loading the WSDL
succeeds, the Populate operation(s) with default values page opens. In this page, you can set
default values for the flows that the Web Services Wizard generates.

4. (Optional ) Enter values for any common inputs (these are the default inputs of Invoke Method 2
operation, so every flow created by the wizard will contain them). If the inputs are common for all
flows created, they can be entered on this page. The default values are populated on the page.

Note: If you set the values here, each operation will be assigned with the preset values . To
change the value, you need to modify each flow in Studio or rerun the Web Services Wizard
and select the Overwrite the flow if already exists check box.

5. Click Next to continue to either the Populate operation(s) HTTP authentication with default
values page or the Populate operation(s) WS-Security with default values page or the Select
operation(s) page, depending on the authentication type selected.

For example, if you select an authentication type of ws-security text, the next page will be the
optional step of populating the WS-Security default input values.
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Web Services Wizard-10.70

Steps

Populate operation(s) with default values

1.

Welcome ko the \Web
Services Wizard

. Select destination
. Select w3DL

. Populate operation(s)

with default values

. Populate operationis)

HTTP or NTLM
authentication with
default values

. Populate operationis)

W3-Security with default
values

. Select operationis)

. Summary

This step is opkional as it allows common inputs ko be populated for each web service operation that is created from the WSDL, If these

walues will be common across all operations then set them here and the WS wizard will populate them in the operation inputs.

Select the authentication type (wswaAuthenticationType):

Enter a proxy to use when accessing the web service {proxy )

Enter a proxy port to use when accessing the web service {proxyPort):

Enter a proxy username ko use when connecting ko the proxy (proxyUsername):
Enter a proxy password to use when connecting ko the prosxy (proxyPassword):
Enter the value used in the Content-Type http header {content Type):

Enter the character set {characterSet):

Ihttp - l
l—
l—
l—
l—
JorFa

Enter a timeout after which the connection should terminate, or 0 no timeout {timeout): I

I~ Trust all roots
¥ Enable cookie tracking (useCookies)?

[~ Enable returning raw XML request For debugging (return®MLRequest)?

Back. |

Cancel |

6. (Optional) Enter values for the common HTTP authentication inputs. If the inputs are common for

all flows created, they can be entered on this page.
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@, Web Services Wizard-10.70

Skeps Populate operation(s) HTTP or MTLM authentication with default values
1. ‘elcome to the Web This step is optional as it allows HTTP or MTLM authentication inputs to be populated For each web service operation(s) that is created
Services Wizard from the WSDL, If these values will be cormmon across all operationis) then set them here and the Web Services Wizard will populate

them in the operationis) inputs,

2. Select destination

Enter username ko use for authenticating with the web service {username):
3. Select WSDL

4, Populate operation{s) with

default values Enter password to use For authenticating with the web service (password):

5. Populate operation(s) Enter the path to the keystore to use For SSL Client Certificates (keystore):
HTTP or NTLM I

authentication with
default values Enter the password for the keystore (keystorePassword):

Nofe: For securty reasons, I is recommended fo configure Bhe sysfem account passwords in Central,

6. Populate operation(s)
W3-Security with default
values

7. Select operationis)

&. Sumrnary

Back |

Cancel |

Note: If you set the values here, each operation will be assigned with the preset values . To
change the value, you need to modify each flow in Studio or rerun the Web Services Wizard
and select the Overwrite the flow if already exists check box.

7. Click Next to continue.

8. (Optional) Enter values for the common WS-Security inputs. If the inputs are common for all flows
created, they can be entered on this page.

HPE Operations Orchestration (10.70) Page 49 of 122



Studio Wizards Guide
Using the Web Services Wizard to Create Web Service Flows

%" Web Services Wizard-10.70

Steps

Populate operation(s) WS-Security with default values

1.

Welcome ta the Web
Services Wizard

. Select destination
. Select WsDL

. Populate operation(s) with

default values

. Populate operationis)

HTTP or NTLM
aukhentication with
default values

. Populate operation{s)

WS-Security with
default values

. Select operation(s)

. Surnmary

This step is optional as it allows WS-Security inputs to be populated for each web service operation(s) that is created From the WSDL, IF
these values will be common across all operationis) then set them here and the WS wizard will populate them in the operation(s) inputs.

Enter username bo use For aukhenticating with the web service (username):

Enter password ko use for authenticating with the web service {password):

Enter the keystare to use For encrypting and signing requests (WSSecurityKeystare):

Enter the bype of W3-Security keystore (WSSecurityKeystoreType:

Enter the password For WS-Security Kevstore (WSSecurityKeystorePassword):

[~ Should the SOAP request be signed using WS-Security (WSSecuritySignRequest)?

¥ Should the entire SOAP request be signed using WS-Security (WSSecurityEncryptRequest)?
[~ Should the Timestamp attribuke be added to the WS-Security header (WSSecurity TimestampRequest)?

Nofe: For security reasons, i s recommended fo configure the sysfem account passwords in Central,

Back |

Cancel |

Note: If you set the values here, each operation will be assigned with the preset values . To
change the value, you need to modify each flow in Studio or rerun the Web Services Wizard
and select the Overwrite the flow if already exists check box.

9. Click Nextto continue.

10. Select the operation(s) for which you are interested in creating flows. The available operations are
displayed in the list. If you want to use JSON-formatted arrays for all array type inputs in all the
generated flows, check the Use JSON arrays for WSDL array types box. If you do not check

the box, you can still use JSON formatted arrays, but you have to manually set the input
usesJSON in Invoke Method 2 to True for all the flows that you want to accept JSON data.
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@, Web Services Wizard-10.70

Steps Select operation(s)

1. Welcome ko the Web The Following operations were found in the WSDL, Please select which ones you would like to import,
Services Wizard

Search operations:

2, Select destination

3. Select WsDL

Awailable operations Selected operations
4, Populate operation(s) with [—— - ;I
default values - reateFolder j o
createlelectionlizt =
5. Populate operation{s) deleteschedule
HITP or MTLM deletescheduledFiow =
authentication with
default values deletescheduledFlow (2) o
getittributes
getiCategories j ;I

6, Populate operationis)
W3-Security with default

values
[ Use JSOM arrays For WSDL array bypes?

7. Select operation(s)

Owverwrite the flow if already exists?
§. Summary r ¥

Back | Iiext |

11. Click Next to continue.

You can move the operations from one column to the other. Use the search text box if the list is
long, and you cannot find the required cmdlet. The wizard searches the list for the operations with
names containing the search text. In addition, the wizard updates the list as you type.

After the flows are successfully created and saved in the repository, the Web Services Wizard
finishes.

After Running the Web Services Wizard

If the Web Services Wizard ran successfully, you will have a new set of flows ready for use. However,
may have to make some adjustments before the operations can be used, due to the following issues:

« The source WSDL may have problems or may have changed.

« There may be undocumented headers.

To diagnose and correct these situations, read this section, along with the Troubleshooting section.
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Note: In addition to inputs, the parsing obtains results that can be captured as operation outputs
(which are expressed as results in steps). Any arrays in the XML are extracted as a single XML
result from which the flow author can extract narrow subsets.

« Inthe flows that the Web Services Wizard generates, the flow inputs that correspond to web
services inputs are optional. Sometimes some of the inputs that the web service definitions
indicate as required are not actually required, and mirroring these settings in the flow would
force the flow user to enter unused values when running it. So, the Web Services Wizard sets
all inputs as optional. When the web service does indicate that a field is optional, it precedes
the field with the comment "<!-Optional;:>" or "<!zero or more repetitions->". For information on
which inputs should be required, see the documentation for the relevant web service.

« Ifthe web service whose WSDL you are accessing resides on the other side of a firewall from
your Studio machine, you must specify an HTTP proxy to be used to reach the web service.
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Troubleshooting

General Troubleshooting PrinCiples .. ... L 53
Troubleshooting StePS ... il 53
Creating an HPE OO Web Service Tool with Proxy ......... ... ... . 56

General Troubleshooting Principles

« If you experience difficulties running the Web Services Wizard, first check any changes you make
on one input before trying them on all inputs.

« If you experience difficulties running the Web Services Wizard against a WSDL with a URL that
starts with HTTPS, try opening the WSDL in a browser and saving it to the local file system. Make
sure to copy all dependencies (such as XSD files) because it is difficult to access them through the
wizard. These files can be found under <xs:schema><xs:import> tags. Then, run the Web
Services Wizard against the WSDL file instead.

« If an unexpected error message is returned after running the HPE OO flows that the Web Services
Wizard created, try adding and setting the trimNullOptional Types and/or
trimNullComplexTypes to false in the Invoke Method 2 operation of your flow. This results in the
outbound SOAP request looking more like the request sent by SoapUl when inputs have null
values.

« Ifthe Web Services Wizard fails to import the Exchange WSDL due to a
java.lang.OutOfMemoryError: Java heap space error, this could be because the attached XSD
is invalid or because the WSDL is invalid.

Troubleshooting Steps

If the Web Services Wizard fails to load the operations for selection and returns with a null pointer
exception:

« Try removing any white space around the comments section of the WSDL. This is a known issue
with the SoapUI utility that the Web Services Wizard uses.
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o The Web Services Wizard passes on the SoapUl's "Null-pointer Exception" message followed by
the message "Failed to load WSDL" if you attempt to load an invalid WSDL. This is a known issue
with the SoapUI utility that the Web Services Wizard uses.

« Validate that the XML request is as you expected. This can be done by setting the
returnXMLRequest input value to true in the Invoke Method 2 operation in your newly created
flow. This will add an output result of the actual XML request that was sent.

« Try the request in SoapUl to verify that the Web service is working correctly. Install SoapUl
(http://www.soapui.org/), create a project from the WSDL and a request object for the operation in
question. Then, replace its content with the XML request from the output above.

« Some WSDLs have been written in a way that causes the Web Services Wizard to fail to recognize
some array types. When one of these HPE OO flows runs, it may return the following exception:

<faultcode><soapenv:Server.userException</faultcode><faultstring>org.xml.sax.
SAXException: Found character data inside an array element while
deserializing</faultstring><

The original WSDL file, which was correctly processed by the Web Services Wizard, used the
ArrayOf_xsd_String implementation:

<wsdl:message name="createSelectionListRequest">

<wsdl:part name="values" type="impl:ArrayOf_ xsd_String"/>
</wsdl:message>

The modified WSDL file, which is correctly processed by the Web Services Wizard, redefines the
type ArrayOf_xsd_String to WSListValues (this is a specific case for the createSelectionList
operation from the example). Using the WSListValues type definition, you can also define your own
array of string types (for example, ArrayOfStrings) in place of ArrayOf_xsd_String.

<wsdl:types>

<complexType name="WSListValues">
<sequence>
<!--Zero or more repetitions:-->

<element maxOccurs="unbounded" minOccurs="0
/>

name="value" type="xsd:string"
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</sequence>

</complexType>

</wsdl:types>

<wsdl:message name="createSelectionListRequest">

<wsdl:part name="values" type="tnsl:WSListValues"/>

</wsdl:message>

« Insome cases, the Invoke Method 2 operation fails to run when used in a flow in Studio. This
occurs because the SOAP envelope isincorrect. A single flow UUID is passed within
<flowUuids></flowUuids> instead of an array. This occurs for all soap requests that have an
element wsdl:array Type that does not have nillable="true".

Inthe SOAP Ul, the generated request contains an empty flowUuids array by default. You should
edit it manually and insert any relevant UUIDs of interest. For example, the xmITemplate input of
the Invoke Method 2 step in the generated Get Flow Details can be modified manually as shown
below:

<soapenv:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:wsc="http://wscentralservice.services.dharma.iconclude.com"
xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/">
<soapenv:Header/>
<soapenv:Body>
<wsc:getFlowDetails
soapenv:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<flowUuids xsi:type="xsd:string">?</flowluids>
</wsc:getFlowDetails>
</soapenv:Body>
</soapenv:Envelope>
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Creating an HPE OO Web Service Tool with
Proxy

If you cannot launch the HPE OO Web Services wizard to create operations from a WSDLfile (local or

remote), create an XMLfile named soapui-settings.xml in the following format and save it in your

home directory:

<?xml version="1.0" encoding="UTF-8" ?>

<con:soapui-settings xmlns:con="http://eviware.com/soapui/config">

<con:

<con:

<con

<con:

<con:

<con:

<con:

<con

<con

<con:

setting

setting

:setting

setting
setting
setting

setting

:setting

:setting

setting

id="WsdlSettings@cache-wsdls">true</con:setting>
id="Wsd1lSettings@pretty-print-response-xml">true</con:setting>
id="HttpSettings@include_request_in_time_taken">true</con:setting>
id="HttpSettings@include _response_in_time_taken">true</con:setting>
id="WsdlSettings@name-with-binding">true</con:setting>
id="HttpSettings@max_connections_per_host">500</con:setting>
id="HttpSettings@max_total_connections">2000</con:setting>
id="ProxySettings@host">111.222.111.322</con:setting>
id="ProxySettings@port">3128</con:setting>

id="ProxySettings@enableProxy">true</con:setting>

</con:soapui-settings>

If this fails due to proxy issues, this file will ask for your credentials for the proxy (hard-coded in the file).

Modify the proxy host and port in the file, place it in your home directory, and enter the user name and

password, when prompted. This procedure will allow the WSDL file to be loaded correctly.
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Using the Shell Wizard

Purpose of the Shell Wizard

This integration enables administrators to create HPE OO flows that are integrated with Shell.

The Shell Wizard helps to create a set of predefined commands that represent a workflow or procedure.
The wizard includes a recorder technology that creates steps in a flow from the commands that are
used in the wizard’s Shell window.

Tolearn how to create HPE OO flows, see the HPE OO Studio Authoring Guide in the documentation
set for the current HPE OO release.

This document explains how this integration has been implemented, and how the integration’s
operations and flows communicate between HPE OO and Shell.

Audience

This guide is intended for system administrators who establish and maintain the implementation of the
integration between Shell and HPE OO. This guide assumes that you have administrative access to
both systems.

Supported Versions

Operations Orchestration
Content Pack Version Shell Wizard Version

Base Content Pack 10.x 10.x
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Getting Started with the Shell Wizard

Installing the Shell Wizard

The wizard is installed if Studio is selected from the HPE OQinstaller. The Shell Wizard is located
under <OOInstallPath>\studio\tools.

Configuring Logging Settings

The configure logging settings are no longer supported in the 10.x wizard.

Uninstalling the Shell Wizard

The wizard is uninstalled when Studio is uninstalled.

Shell Wizard Requirements

The following are the minimum software requirements for systems running Shell Wizard for HPE OO:

« The environment must have Java SE Runtime Environment 8 (also known as JRE) installed (for
running the wizards).

Target Host

« The machine must have SSH or Telnet protocol enabled.
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Shell Wizard Enhancements from 9.x

« The wizard now has the version (10.x) displayed in the title.

« The wizard now appears in the task bar and can be closed, minimized or brought to the front.
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Shell Wizard Steps

Step 1. Welcome Page

Start the Shell Wizard to open the Welcome page. Click Next to open the Select Destination page.

Step 2. Selecting the Destination

Here you need to select the location of an existing studio project, or a folder where the new project will
be created.

Enter or select a location of a Studio project for the flows you want to create, and then click Next to
open the Specify flow information page.

If this is not the first time you have run the wizard, the location is populated with the path to the last
project created.
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@' Shell Wizard-10.70

Skeps Select destination

1. Weelcome to the Shel Enter the location of an existing 00 Studio project, or a folder where a new project will be created:
Wizard 10,70

. Select destination C:\Users\administrator), oo wWorkspaceiMNew Project Browse, ., |

. Specify Flow information

. Connection setkings
. Specify telnet prompts

. Record Commands

~NoE o e WM

. Surirnary

Back | Cancel |

Step 3. Specifying Flow Information

Enter the flow name and flow description. If you want to overwrite the flow, check the option with the
same name available in this window.
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@' Shell Wizard-10.70

Skeps Specify Fow information
1. Weelcome to the Shell This wizard will generate a simple Flow, which will automate a command that ywou will enter later onin the wizard. This Flow is intended ko
wizard 10,70 be used as a subflow ko perform the operation,

2. Select destination Enter a name For this new flaw, and a brief description of what the Flow does.

3. Specify flow
information
Flow name ko create®: I
4. Connection settings
. Flow description: I
5. Specify belnet prompts
6. Record Commands
[~ @wervrite the Flow i already exists?
7. Summary

Biack |

Cancel |

Click Next to open the Connection settings page.

Step 4. Entering Connection Settings

Enter the connection settings inputs.
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o, shell Wizard-10.70

Steps Connection settings
1. Welcome to the Shel Provide detailed connection information belaw,
Wizard 10,70
2, Select destination - Connection Info
3. Specify Flow infarmation Host to Connect bo™*: I
4. Connection settings Username*: I
5, Specify telnet prompts Password®: I
6. Record Commands
7. summary ~Choose a protocol
+ ssh
" telnet

Back | et |

« If the chosen protocol is SSH, the Record Commands page opens.
« Ifthe chosen protocol is Telnet, the Specify telnet prompts page opens.

« If the chosen protocol is SSH, the Authenticating window opens until the connection is established.

Step 5. Specify Telnet Prompts

If the Telnet protocol was chosen, the Specify Telnet prompts page opens.

Click Next to open the connection. The Authenticating window opens until the connection is
established.

Step 6. Recording Commands

If the SSH protocol was chosen, the Record Commands page opens.
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The commands written in this screen are recorded and executed as a step in the generated flow.

hell Wizard-10.70

Steps Record Commands

1. Weelcome to the Shell Use this shell as vou normally would,
Wizard 10,70

. Select destination

. Specify flaw infarmation
. Connection settings

. Specify telnet prompts

. Record Commands

i - LI 22 B S T B &

. Summary

[~ Sensitive Command Add Step. .,

G\ For security reasons, it is recommended to have "Sensitive Command" checkbox checked when vour commands contain sensitive
data {e.qg. credentials)

Click Next to go to the Finish page.

If the Add Step button is clicked, the Step Added window is displayed for a new connection to the
server as a new step of the flow.

Step Added n

o A new step has been added to your flow.
—  This step will establish a new connection to the server, so it is important to ensure that connection-specific information is not needed between steps.
Specify a name for the added step
SSH Shell

Cancel

Step 7. Finish

Click Finish to exit the wizard.
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Importing the Generated Flows into Studio

Import the project generated by the wizard in HPE OO Studio. See the “Managing Projects” section in
the Studio Authoring Guide to see how to import a project.

Generated Flows

The Shell Wizard generates a flow with the name specified in the Specify step information step of the
wizard. If a project with the same name already exists, the new flow will be added to.

@\ Operations Orchestration Studio o] a0
File Edit Tools 5CM Window Help

Projects o (=) 5 ® List Folders - Flow X 4P E @G

= = =

o L SHEBS ® ABE X D E % B2

(=& New Project B
=& Library L

| EHE& wizards ]

(== Shell Wizard

; R List Folders] £

[ [ Configuration ,“:—

g

‘«.

ul

g

b

ERROR RESOLVED: 5

failure suCCess T

Inputs

Each flow has the following inputs, which are commons to the Shell operation:
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File Edit Tools SCM Window Help

Projects

Oa 8

| [® Uist Folders - Flow x

+ P9 PR

=& New Project
£ & Ubrary
[ = Wizards
(= (= Shell Wizard
R List Folders]
#-2 Configuration

Outputs

On the Outputs tab, the flow primary result is stdout in addition to the returnResult result.

Edl §=K YK 3

Name: |List Folders

UUID: 2f)3b87e-51e4-4c23-bebB-34c3c0cf228a @

Assign Categories:

Inputs| Qutputs| Responses| Deseription| Scriptiet
« ~  Inputs Summary b %
Inputs

Add Input Remove Input | ¥

Input Required Type From

host V| |single value | Frompt User 2|
username +| |Single value ¥ | Prompt User =
| password v Single Valug | Prompt User =
port Single Value | Prompt User =
sessionld Single Value | Prompt User :
characterSet | |Single Value | Prompt User %

All HPE OO flows have the FailureMessage and TimedOut outputs.

- | '

| segeren mors o] [ sqeunpog g

All generated flows have the returnResult output (which is the generic operation’s result), and stdout

result.

File Edit Tools SCM Window Help
Frojects

0& % | [ uistFolders - Fow x|

+P9 OX
= = New Project
£ &= Library
EHE Wizards
[= & Shell Wizard
&

List Falders
B Configuration

Responses

The success and failure responses of the flows are the same as in the Shell operations.

fHE S =

Nam: | List Folders

UUID: 2f03b87e-51e4-4c23-beb8-34c3c0cf228a
Inputs | Outputs | Responses| Description | Scrigtiet.
~ - | outputs Summary

Extract Frimary Output From Field:
Avallable Outputs

lame e
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File Edit Tools SCM Window Help

[ Projects O & # | [{® ListFolders- Fow x arE [
+ PP R =
5 G New Project of . Be » . 3
EHEE Library Narme: List Folders
== Wizerds o =

5 Shell Wizard WUID: 3f03bB76-5164-4c23-beb8-Iac3c0ci228a e

&S conuraton [ nssn Categos: | £
Inputs | Outputs | Responses| Description| Scriptiet i
- - | Responses Summary oex [
Add Response | Remove Respanse | + I + 3

Response )

failure g

success &

£

Descriptions

The description of each generated flow contains the following items:

o The description of the flow inputs

« The description of the results

« The description of the responses

puts:

host - The host name to connedt to
username - Username for host
password - Password for host
part - Port

sessionld - Session Id
characterSet - Character Set

| Projects O & % | ® ListFolers - Fow x i@ B
XXILEY fEBS ® g
5 & New Project _ E]

B Library Wame: List Folders
[=HeE Wizards ]
== Shell Wizard UID: af03bETe-51e4-4c23-beb8-34c300cf228a
O Configuration %
Inputs | Outputs | Responses | Description | Seriptiet| E
|epre> a| L
'.-'
I =
g
&
g
E

Results:
STDOUTO - Standard out of the command on stepd
returnResult) - output of the command on step 0

fallure -Vsnmeﬂmg went wrong
success - Shell command executed successfully
<fpre>

Shell Operation

The operation is used to execute a Shell script on a target host, either local or remote.
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Operation Inputs

o @9

ERROR : RESOLVED :
failure SuUcCess

Step Name: SSH Shell
Inputs | Results| Display | Description| Advanced| Scriptlet|

- - | Inputs Summary |

“r %
Add Input Remove Input [ L 3 ] +
Input Required Type From
host | |single Value ¥ | Value: =8
| port i Single Value ¥ Value: -
command v Single Value v Value: expectEndswith #send Is
username v Single Value ¥ Value:
I d |_|single Value ¥ Value:
newlineCharacters I Single Value v | Value:
characterDelay | |Single value | Value:
characterSet | |single Value ¥ | Value:
privatekeyFile | |single Value | Value:
timeout 4 Single Value = Value:
sessionld I single value | Value:
Operation Results
| 1
| '
i '
i 1
| 1
| '
| '
QM _| L _1‘
ERROR RESOLVED :
failure SUCCess
Step Name: | SSH Shell
Inputs | Results | Display | Description| Advanced| Scriptiet|
~ ~ | Step Results O x
Add Result ] Remove Result [ + [ ad
Name From Assign To Assignment Action Filters
STDOUTD |sTDOUT Flow O Field |OVERWRITE |No Filters %
returnResultd [returnResult Flow Output Field |OVERWRITE |No Filters
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Troubleshooting

Troubleshooting OVerVieW L 69
Could not connect to the hoSt .. . 69
ErrOr MeSSages ... ... 69

Troubleshooting Overview

This section provides troubleshooting procedures and tools that you can use to solve problems you
may encounter while using this integration. It also includes a list of the error messages you may receive
while using the integration and offers descriptions and possible fixes for the errors.

Could not connect to the host

The possible reasons are:

« The user credentials are not correct.
« Telnet protocol is not enabled on the machine.

« The user does not have permission to execute Shell scripts on the target host. Make sure the user
has admin rights for executing the file.

« Authentication problems (most common). See "Running a PowerShell Script on a Remote Host".

Error Messages

This section lists the error messages you may receive while using this integration. Each error message
includes possible causes and fixes for the error.

java.net.ConnectException: Connection refused: connect

This error occurs when SSH or Telnet protocol are not supported on the machine.
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Using the PowerShell Wizard

Purpose of the PowerShell Wizard

With this integration, users can generate HPE OO flows from the selected PowerShell cmdlets found in
a list of modules/snapins.

Its main advantages are:

« Automation. Avoid having to repeat the same time-consuming process of creating flows which
execute PowerShell cmdlets. Perform the following steps as an alternative to using the PowerShell
Wizard (multiply by the number of cmdlets):

o

[¢]

Create an empty flow

Drag and drop the PowerShell Script operation
Search for the cmdlet description

Set the required input values

Set the description of the flow. The step inherits its description from the PowerShell Script
operation, but this is not available for the flow.

« Authoring ease. The description of each flow contains the default description of the corresponding
cmdlet which it executes. Therefore, the user is not forced to open the cmdlet descriptionin a
browser and switch between HPE OO and the Internet.

« Module and cmdlet discovery. The wizard discovers the available modules and cmdlets from a

target host.

Supported Versions

Operations Orchestration Version PowerShell Wizard Version

10.x with Base Content Pack 10.x
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Getting Started with the PowerShell Wizard

Downloading the PowerShell Wizard

The PowerShell Wizard Installer is an executable file that can be downloaded from the HPE Live
Network page.

1. From https://hpln.HPE.COM, click Operations Orchestration Community and log in. The
Operations Orchestration Community page contains links to announcements, discussions,
downloads, documentation, help, and support.

2. Onthe left-hand side, click Operations Orchestration Content Packs.

3. Inthe Operations Orchestration Content Packs box, click Content. The HPE Passport and sign-in
page appears.

4. Enteryouruser|D and Password to access to continue.

5. Click HPE OO 10.x, and then select the items that you want to download.

Starting the PowerShell Wizard

If Studio is selected from the Operation Orchestration installer, the wizard is located under
<installation folder>\studio\tools.

Double-click the ps-wizard.bat file under<installation folder>\studio\tools.

Configuring Logging Settings

The configure logging settings are no longer supported in the 10.x wizard.

Uninstalling the PowerShell Wizard

The wizard is uninstalled when Studio is uninstalled.

HPE Operations Orchestration (10.70) Page 71 of 122



Studio Wizards Guide
Getting Started with the PowerShell Wizard

PowerShell Wizard Requirements

The minimum software requirements for systems running the PowerShell Wizard for HPE OO are:

« Java SE Runtime Environment (also known as JRE) 8

o« .NET Framework 2 or a later version
Target Host:

« PowerShell with remoting enabled.

« Forthe products providing PowerShell cmdlets, the target host must have the modules and snapins
available. Run one of the following cmdlets to list the required modules and snapins. Otherwise, it
means that the host does not have the cmdlets provided for that product.

4 Administrator: Windows PowerShell = || (=] @

PS C:\Users“ooadmin.OODEU> get-module —-ListAvailable ! select—obhject name

Name

AppLocker
BitsTransfer
PSDiagnostics
TroubleshootingPack
WebAdministration

PS C:\Userssooadmin.00ODEU> Get—-PSSnapin —Registered | select-object name

UMware .DeployAutomation
UMuare . ImageBuilder

UMuare .UimAlutomation.Core
UMuare .UimAutomation.License

PS C:\Usersooadmin.O0DEU> _

Figure 1: How to list the modules and snapins in the PowerShell console

PowerShell Wizard Enhancements from 9.x

« The wizard now has the version (10.x) displayed in the title.

« The wizard now appears in the task bar and can be closed, minimized or brought to the front.
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PowerShell Wizard Steps

The PowerShell Wizard contains only a few steps. The Welcome page contains a short summary of
the wizard. This section describes the steps that you have to perform.

Step 1. Selecting the Repository

In the Enter the location field, type the required project path or click Browse to locate the project
location.

The wizard generates a 10.x Studio project, but not a content pack or a repository. The project has a
default location: C:\Users\[username]\.oo\Workspace\New Project.

If this is not the first time you have run the wizard, the location is populated with the path to the last
project created.

o, PowerShell Wizard-10.70

Steps Select repository
1. Welcome to the Enter the location of an existing studio project or a Folder where a new project will be created:
Powershell Wizard
2. Select repository IC:'l,Users'l,Administratorh.oo'l,Workspace'l,New Project Browse. .. |

3. Connection settings

4. Select modules and
snapins

5. Select cmdlets
6. Finish

Back | Cancel |
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Figure 2: PowerShell Wizard: Select repository page

Step 2. Configuring the PowerShell Connection

@' PowerShell Wizard-10.70

Steps Connection settings

1. Welcome to the
PowerShell Wizard

Host: Ilocalhost
2. Select repositary

Username: I
3. Connection settings

Password:
4. Select modules and I

snapins Port: [ssgs
5. Select cmdlets Authentication bype: IDeFauIt LI
&. Finish

nis Use 55L: [

Back | Cancel |

Figure 3: PowerShell Wizard: Connection settings page

Host - Type the name of the host that you want to connect to. If you leave the Host field empty, the
PowerShell Wizard uses localhost as the default.

Note: If Host is empty then the authentication type will be NegotiateWithimplicitCredential. If
the host has been defined, the wizard considers the host definition provided by the user.

Username - Enter the user name to connect to the target host..
Password - Enter the password.

Port - The port values can be in the range of 1- 65535. If you set the port value to 0, the wizard ignores it
and uses the default port values. The default port values are: 5985 (HTTP) and 5986 (HTTPS).
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Step 3. Selecting the Modules

@, PowerShell Wizard-10.70

Steps Select modules and snapins
1. Welcome ta the Select the modules and snapins for the cmdlets ko be loaded. They will be displayed on the next page. Default cradlets (e.q. Get-Pracess,
Powershell Wwizard Get-Service, Get-Host) will only be included if vou select the checkbox below,
2. Select repository
. . ~#wailable Modules and Snapins —————————————————————— ~Selected Modules and Snapins ——————————————————————
3. Connection settings
N a
4. Seleqt modules and 2EpRtﬁoscker _I J
sSnapins
AZUrE
5. Select cmdlets BestPractices
&. Finish EitsTranzfer
CimCmdlets
GroupPaolicy
I15E
wicrozoft.Powershell.Diagnosztics
Microzoft, Powershell Host 2

Microsoft.Powe rshell. Management
Microsoft.Powe rshell, Security
Microsoft, Powe rshell Utility <
Microzoft, Wikan, Management
PiDiagnostics

PiicheduledJob

PEwdark flow

PEwork fowltility
Serverthanager
TroubleshootingPack,
WebAdministration

£

= =

[~ &dd defaulk Powershell crndlets ¢ i.e., the ones that come with PowerShell installation)

Back | Cancel |

Figure 4: PowerShell Wizard: Select modules and snapins page

The wizard detects all the available modules/snapins on the target host and displays them in a list as
shown above. You can select/deselect any module and the wizard retrieves only those cmdlets
contained in the selected modules.

Cmdlets such as Get-Process and Get-Service are not contained in the list of available modules.
These are cmdlets which are available by default in PowerShell. To retrieve the list of default cmdlets,
select the Add default PowerShell cmdlets check box .

Note: If you select the Add default PowerShell cmdlets check box, the lists are disabled.

HPE Operations Orchestration (10.70) Page 75 of 122



Studio Wizards Guide
PowerShell Wizard Steps

Step 4. Selecting Operations (Cmdlets)

&, PowerShell Wizard-10.70

Steps Select cndlets
1. Welcome to the There are 1,025 Powershell crndlets that matched vour search on the given host.,
Powershell wizard Flease select the ones vou would like to import.

2. Select repository

) ) Search cmdlets:
3. Connection settings ’Vbits
4. Select modules and
snapins r#vailable cdlets - Selected cmdlets
5. Select cmdlets Add-BitsFile | a]
- Complete-BitsTransfer
. Finish Get-BitsTransfer
Remove-BitsTransfer
Rezume-BitsTransfer
set-BitsTranzfer
Start-BitzTranzfer
Suzpend-BitsTranzfer
=
>
=
<<
=l =

Back | Cancel |

Figure 5: PowerShell Wizard: Select cmdlets page

The selected modules are loaded to the PowerShell runspace, and the wizard retrieves the names of
the cmdlets from those modules.

You can move the cmdlets from left to right or right to left. Use the search text box if the list is very
large, and you have difficulties finding the required cmdlet. The wizard searches the list for the cmdlets
with names containing the search text. In addition, the wizard updates the list while you are typing.
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Using the PowerShell Wizard

PowerShell Wizard Operations and Flows

This section describes the operations and flows in the PowerShell wizard.

Generated Flows

r

(& Operations Orchestration Studio

File Edit Tools SCM Window Help
Projects Og & Welcome x | # Get Bits Transfer - Flow X |

"‘j 2 o —
199/sx2  SHBAG R XAWEX[DE GG
(== New Project

= Library
== Wizards
=& PowerShell Wizard
£-d Get Bits Transfer]
# Get Date
“# Get Random
(-2 Configuration

RESOLVED : ERROR:
success failure

Figure 6: Example of a generated flow

The PowerShell wizard generates one flow for each selected cmdlet unless the project already
contains the flow. For example, if the flow was generated in a previous run of the wizard.

The name of the flow is obtained from the name of the cmdlet by applying the following rule:
« Replace"-" with"".

For example, the name of the flow for the cmdlet GetdScsiHbaTarget is changed to Get IScsi Hba
Target.

Inputs
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Input Required Type From

host Single Value | Frompt User =
URI Single Value ¥ | Frompt User .’-
shellURI |l | Single Value ¥ | Prompt User e
usemame . | Single Value ¥ |Frompt User =
password Single Value | Frompt User =
configurationName Single Value ¥ | Frompt User 2
authType Single Valug | Prompt User from List - Selection List =
connectionT Imeout |1 |single Valus | Frompt User |
scriptTimeout Single Value ¥ | Frompt User o
useSSL Single Value ¥ | Frompt User from List - Selection List =
skipCACheck Single Velue | Value: 2
_shipCCheck Single Value v | Value: e
port || |single Value v |Frompt User =
keepSessionAlve Single Value ¥ | Prompt User from List - Selection List s
enableFiping Single Value | Prompt User from List - Selection List =
_runspacelD Single Valug | Prompt User <
modules L L |Single Valug v | Valse: BitsTransfer =
snapins | . Single Value ¥ | PFrompt User =
script Single Value v | Frompt User e
emadlet Singhe Value | Value: Get-BiteTransfer ]
returnTable Single Value | Prompt User from List - Selection List o,
delimiter L | |Single Value v |Prompt User 2
colDelimiter Single Value ¥ | Frompt User =
rowDelimiter .| |Single Velue | Frompt User =
Figure 7: Inputs of a generated flow
Each flow has the following inputs:

« Common inputs. All the inputs of the PowerShell Script operation
Descriptions
Name: Get Bits Transfer ] -
WUID: f0123251-b45d-4e50-8b24-27M62dc1dass ’E

Inputs | Outputs | Responses | Description | Seriptlet|

fepre> .

The Get-BitsTransfer cmdlet retrieves a set of 8ITS transfer jobs. By default, the cmdlet returns the jobs that are owned by the current user, However, if you have administrative credentials, you can
specify the Allusers parameter so that the command retuns jobs that are owned by all users. The returned jobs can be filtered by name or ID. The jobs are represented by Bitslob objects.
wri : hittp://go.microsoft.com/fudink/?Linkid=141429

Inputs:
host - The hostname or ip address of the PowerShell host. This input is mutual exclusive with URI and shellURL
Default value: lecalhost
URI - Specifies a Uniform Resource Identifier (URI) that defines the connection endpaint for the interactive session.
Value format: <Transp if/<Computeriiame>: <Port>/<Applic
Example: hitp://exch2010CAS1/Powershell? |=Ful
sheill.lRI - Gelsme Uniform Resuume ldem:ﬂer (URI) of Ihe Qlell that is launched when the connection is made. This input is mutual exclusive with host.
f
username - The username to use when connecting to the server.
Value format: or domain’
password - The password to use when connecting to the server.
configurationName - Specifies the session mnﬁguralion that is used for the new PSSession. If you specify only the configuration name, the following schema URI is prepended:
http://sch Use N ft.Powershell32 to force x32 Powershell version on x64 machines,
authType - Specifies the machalusm that is used to auth the user's L3
valid values: Default, Basic, Negotiate, Credssp, Kerberos, NegotiateWithimplicitCredential. {case-insensitive)
Default value; Default
connectionTimeout - Determines how long the dient computer waits for the remote session connection to be established. When the interval expires, the dto blish the ion fails.
Enter a positive value in milliseconds.
Default valua:180000 (3 minutes).
scriptTimeout - Determines how long the client computer waits for the PowerShell script te be executed. When the interval expires, the operation fails. Enter a positive value in milliseconds. An
empty valug means no time-out; the script execution continues indefinitely.
useSSL - IF true, the operation uses the Secure Sockets Layer (SSL) protocol to establish 2 connection to the remote computer, By default, SSL is mot used. WS Wt encrypts all s
PowerShell content transmitted over the network. UseSSL is an additional protection that sends the data across an HTTPS connection instead of an HTTP connection. Default port for SSL is 5986.
Default value: false
skipCACheck - Indicates whether, when connecting over HTTPS, the client does not validate that the server certificate is signed by a trusted certificate authority (CA).
Default value: true
skipChCheck - Indicates whether the cartificate common name (CN) of the server and the hostname of the server are not checked for being the same.
Default value: true
port - Specifies the network port on the remote computer that is used for this connection. To connect to 2 remote computer, the remote computer must be listening on the port that the connection
uses. The default ports are 5985 (the WinRM port for HTTF) and 5986 (the WinRM port for HTTPS).
live - If true, the ion will not close the PowerShell runspace (i.e. the PSSession in case of remote connections ) created during the execution and returns the runspacelD as the
result offhe operation. Actually me PowerShell runspace is saved in the 00 session and can be usad in ather operations using the runspacelD result of previsus operation.
Default value: false
enableFiping - If true the operation enables piping the way PowerShell does. This input should be used only when keepSessionAlive input is true. First time the piped objects are null and the scope ™ |

Design | Properties |

i1}

Figure 8: Description of a generated flow

The description of each generated flow contains the following items:
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« A description of the cmdlet as found in its native documentation

« Alink where the user can find a detailed description of the cmdlet written by the provider of the

module
« The description of the common inputs copied from the PowerShell Script operation’s description.

« The description of the common results

Most of the information included in the description can be obtained from the PowerShell console as
shown below:
L4 Select Administrator: Windows PowerShell -2

PS C:slUserssooadmin.00DEV? get-help get-datastore —Full

HAHE
Get-Datastore

SYNOPSIS
Retrieves the datastores availabhle on a vSphere server.

SYNTAR
Get-Datastore [-Server <{UlServer[1>] [-Id <{Stringll>] [[-Mamel {Stringl[l1>] [-Datacenter {Datacenter[1>]1 [-UHH

HHost[1>]1 [-UH <VirtualMachinel1>] [~Entity <UIObjectl[1>] [-Refres [<CommonFarameters>]

DESCRIFTION
Retrieves the datastores available on a vSphere se r. Returns a set of datastores that corr ond to the Fi
riteria defined by the cmdlet parameters. To specify a server different from the default one. use the —Server
eter.

PARAHET ERS
=Server <UlServerll>
Specify the vSphere servers on which you want to run the cmdlet. If no value given to this parameter.
mmand runs on the default servers. For more information about default server e the description of Con
IServer.

false

? named
value

pipeline input? false

wildcard characters? true

d {Stringll>
Specify the Ids of the datasztoreszs you want to retrieve.

Required? false
Position? named
Default walue

Accept pipeline input? false
Accept wildcard characters? true

~Name <Stringll>
Specify the names of the datas s you want to retrieve.

Required? false

Figure 9: Obtaining the description from the PowerShell console

PowerShell Script Operation

The operation is used to execute a PowerShell script or cmdlet on a target host, either local or remote.
If the operation executes a single cmdlet, the parameters of the cmdlet should be passed to the
operation inputs.

Note: When interacting with a Microsoft Exchange server, use the generic PowerShell operation
available in the Business Application content pack, under

HPE Operations Orchestration (10.70) Page 79 of 122



Studio Wizards Guide
Using the PowerShell Wizard

ILibrary/Operations/Exchange/<version specific> folder, instead of loading the Exchange
snap-in to this PowerShell Script operation. This is a Microsoft Exchange design.

See http://www.get-exchange.info/2012/12/30/powershell-scripting-for-exchange-server-some-
tips/

Inputs

Bl PowerShell Sc...n - Properties x| 4 b B

B &

Name; _Pmrshell Script |
UUID: FOb2afd2-5733-47e4-80ba-7f 2387 ccb6ds Yersion: 72 (11§23/11 18:11 admin)
Assign Categories:

| Inputs | Outputs | Responses | Description | Scriptlet |
".Illll.ltssml? 1r X

RAS Cperation fields

Action Class: :dotNEIWehA:thuns_Powa'Shd.m:tims‘iner‘ihehaseﬁ.:tim
archive: | dotNETWebActions_Powershelldl
RAs: [@ [Configuration/Remote Action Services/RAS_Operator_Path

Override RAS: 'ﬂownideHRnS}

Inputs
Remove Input i v‘

Input Required Type Template

hast [ |single Value - | Prompt User =
URT ]  |Single Yalue ~ | Prompt User

shellURI [] |5ingle value - | Prompt User ==
username [] |single Value - | Prompt User =
password [ |Single Value | Prompt User =
authType [] |single value « | Prompt User e
usessL [ |Single value » | Prompt User

skipCaCheck [] |Single value - | Value: ==
skipCNCheck F Single Walue . | Value: =
port ] |single Value - | Prompt User =
keepSessionalive ] Single Yalue » | Prompt User e
enablePiping 7] Single Yalue w | Prompt User =
runspacelD ] Single Yalue » | Prompt User =
modules ] |Single Yalue » | Prompt User [E]
snapins ] Single Yalue - | Prompt User =
script f Single Value ~ | Prompt User

crndlet [ |Single value « | Prompt User =5
returnTable [ |single Walue + | Prompt User =2
delimiter []  |single value - | Prompt User

malMakmikar =1 Cimala \alia Dearark | lear =

Figure 10: Inputs of the PowerShell Script operation
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Connection Inputs

host

The hostname or IP address of the PowerShell host. This input is mutual exclusive with URI and
shellURI

Default value: localhost
URI

Specifies a Uniform Resource Identifier (URI) that defines the connection endpoint for the interactive
session.

Value format: <Transport>://<ComputerName>:<Port>/<ApplicationName>
Example: http://exch2010CAS1/Powershell?serializationLevel=Full
shellURI

Gets the Uniform Resource Identifier (URI) of the shell that is launched when the connection is made.
This input is mutual exclusive with host.

Example: http://schemas.microsoft.com/powershell/Microsoft.Exchange
Username

The user name to use when connecting to the server.

Value format: username@domain or domain\username

password

The password to use when connecting to the server

authType

Specifies the mechanism that is used to authenticate the user's credentials. Valid values: Default,
Basic, Credssp, Digest, Kerberos, Negotiate, NegotiateWithimplicitCredential (case-insensitive).

Default value: Default
useSSL

If true, the operation uses the Secure Sockets Layer (SSL) protocol to establish a connection to the
remote computer. By default, SSL is not used. WS-Management encrypts all Windows PowerShell
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content transmitted over the network. UseSSL is an additional protection that sends the data across an
HTTPS connection instead of an HTTP connection.

Default port for SSL: 5986.
Default value: false
skipCACheck

Indicates when connecting over HTTPS that the client does not validate that the server certificate is
signed by a trusted certificate authority (CA).

Default value: true
skipCNCheck

Indicates whether the certificate common name (CN) of the server and the hostname of the server are
not checked for being the same.

Default value: true
port

Specifies the network port on the remote computer that is used for this connection. To connect to a
remote computer, the remote computer must be listening on the port that the connection uses. The
default ports are 5985 (the WinRM port for HTTP) and 5986 (the WinRM port for HTTPS).

Session and Piping Inputs
keepSessionAlive

If true, the operation will not close the PowerShell runspace (i.e. the PSSession in case of remote
connections ) created during the execution and returns the runspacelD as the result of the operation.
Actually the PowerShell runspace is saved in the OO session and can be used in other operations
using the runspacelD result of previous operation.

Default value: false
enablePiping

If true, the operation enables piping the way PowerShell does. This input should be used only when
keepSessionAlive input is true. First time the piped objects are null and the scope is to save the objects
resulted from the PowerShell script execution. Next time the piped objects can be referred in the script
as"$ " objects.

Default value: false
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Example: First, run "Get-Service" script with enablePiping=true and keepSessionAlive=true, then run
the script "Select-Object -property name,displayname,status|where-object {$_.Name -It "C"}" with
enablePiping=true keepSessionAlive=true. Observe the use of "$_".

runspacelD

If this is not empty, the operation searches the HPE OO session for keys which equal the runspacelD.
If the operation finds the runspace specified by the runspacelD it tries to use it and does not create
another PowerShell runspace with provided inputs. If the runspace exists but is broken or unavailable
the operation uses its authentication parameters and tries to reconnect and recreate the PowerShell
runspace.

Note: The operation uses the connection parameters of the runspace identified by runspacelD,
not the values provided as user inputs. The operation processes the connection inputs, for
example, host, username, password, authType, useSSL that is provided by the user only if the
runspacelD does not exist in the HPE OO session.

Additional Modules and Snapins

Modules

A list of PowerShell modules that is loaded after the PowerShell connection is established. Each value
from the list specifies the name of the module to import. Enter the name of the module or the name of a
file in the module, such as a .psd1, .psm1, .dll, or ps1 file. File paths are optional. Wildcards are not
permitted. Specify only the module name whenever possible. When you specify a file name, only the
members that are implemented in that file are imported. If the module contains other files, they are not
imported, and you might be missing important members of the module. The list of modules should be
separated by the comma "," delimiter.

Example: FailoverClusters
Snapins

A list of PowerShell snapins loaded after the PowerShell connection is established. Each value from
the list specifies the name of a registered snapin, for example, the Name, not the AssemblyName or
ModuleName.

Example: Microsoft.Exchange.Management.PowerShell. E2010
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PowerShell Script and cmdlet Inputs

script

The script to execute on the PowerShell host. If you want to execute a script from a file just provide the
file path.

Example:

C:\PowerShellScripts\GetHost.psl
Cmdlet

The name of the PowerShell cmdlet to invoke. If the cmdlet has additional parameters, please provide
them as inputs to the operation. If the parameter has the same name as one of the operation's inputs
just prefix it with"_". This input is intended to be used together with the PowerShell wizard so please
use the script input whenever possible.

Formatting the Result

returnTable

If true, the operation will return a table containing a row for each PSObject that the script emits. The
table's columns represent the properties of these PSObjects, in the
propertyName<delimiter>propertyValue format. If false the operation returns a string representation of
the result similar to the output from the PowerShell console.

Default value: false.

delimiter

The delimiter used to separate each property name from the property value in the output table.
Default value: ":".

colDelimiter

The delimiter used to separate columns in the output table.

Default value: ",".

rowDelimiter
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The delimiter used to separate rows in the output table.

Default value: newline.

Running a PowerShell Script on a Localhost

The only setting required to execute the PowerShell scripts on the localhost is that the ExecutionPolicy
must be RemoteSigned. Use Get-ExecutionPolicy to display the current execution policy and Set-
ExecutionPolicy to set the execution policy.

In addition, the required input is the script input.
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| 9% Local PS Script - Debug x| v @

PIHE kad &

Run Tree 2 | Transition History

5B Run [Local PS Seript]
----- (& : |step [Powershel Script] (Complete) Step Result Inspector
D Step [Resohved : su:cess] (Complete) {Result=0;returnResult=Name: AdobeaRMservice,
MName: feLookupSwe,
Name: ALG,
Mame: &ppHostSwe,
Name: ApplDSve,
Mame; &ppinfo,
Name: AppMgmt
Name: m.l:ioEnl:bmrl:BI.nIder
Name: AudioSry,
Mame: AxInstSY,
Name:BDESVC,
Mame:BFE,
Name:BITS,
Mame:Browser,
Name:bthsery,
Marme: CprtPromSawr.
€| 1 ] T

Raw Resylt IPrmeresu.tIOtl'mRmtks

w»oi

Bl

Context Inspector ES
o 4 | = el
= Step Inputs al
URI
authType
erndlet
colDelmiter
delimiter
enablePiping
Breakpoints & Response Overrides £ hast
keepSessiondlive
modules
p!smd R LB
pork
returnTable
rowDelimiter
runspacelD

script get-service| select-object name
shellURI

skipCACheck
skipCNCheck

e
useS5L
Breakpoints | Response Overrides usamame -
= e

Figure 11: Running the PowerShell script operation on localhost

If one script requires elevated rights, enter a user name and a password.
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Running PowerShell Scripts from a File

CurrenkCulture : en-U3
CurrentUICulture : en-US
PrivateData
IsRunspacePushed :
Runspace

1]

Run Tree 2 | Transition History ¥
B Run [Run P5 Script from File]
Step Result Inspect £
| ; Jstep [PowerShell Script] (Complete) tep Result Inspector
& Step [Resolved : success) (Complete) {Resuk=0;returmResut= -
Mame : Default Host
Wersion 2.0
Instanceld  : Get8454c-2096-4462-921 2-26674d94b254
ur + System,. Management. Autamation. Inkernal Host InkernalHostUser In
terface

sretuendnde=0; ohiscts” nnk=1 :sessionTd=TaT2A%04-M1 43-4771 -RaT3-3hh6 1 4efRAN: scrint=Followin is the ~
«

[3

| Raw Result lPrinwlleﬂ.l:|Cﬂ\e1'Resds_

Context Inspector
il
= Step Inputs
URI
authType
cmidlet
colDelimiter
delimiter
enablePiping
Breakpoints & Response Overrides % host
keepSessiondlve
rodises
password
port
returnTable
rowDelimiter
runspacelD

m

bk Ak

False

[ script

& "C:\ScripksiPS Tests|PSScriptGetHost psi®

shellJRT
shipCACheck
skipCHCheck

; Snapins
e

Breakpoints | Response Overrides | ) usermnams

WP S —

Figure 12: Running the PowerShell script operation from a file

To run scripts from afile, just provide the path to that file. This should work in most of the cases, when
the path to the file contains white spaces, the operation fails. To fix this provide the path to that file like

in the picture above.
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Loading PowerShell Functions from Files

Resolved
SUCCESS

Error:

m

Inspector a
Step Mame: PowerShell Script

|Inputs | Results | Display | Description | Advanced | Scriptiet

4 w  Inputs Summary > scripk x

Mame:  script Input Type: Su'\de'v'ahe
Input Data Flow
Assign From Variable: | script -

ke Otherwise: :Use Constant -
Assign ko Variable: | script -
Input Properties

[] Encrypted [ Required

‘alidation Format: <not validated > -
Record Under: <rur history> -

-

'‘Otherwise: Use Constant’ Configurakion
Constant Value:

isek-Parameter Get-Process

. "Ci\Seripts|PS Tests|GetParameter. psl”

Figure 13: Using a script to enable all functions from alocal file

In certain cases, a PowerShell script depends on functions from other file from the disk. The script from
the picture above might help to load this file and enable all functions and cmdlets from it. Get-Parameter

cmdlet is defined in the file named Get-Parameter.ps1.
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Running a PowerShell Script on a Remote Host

% ps Script - Flow x| 4% PS Script - Debug % 4 b @
Run Tree 3 : Transition History ¥
=% Run [PS Script]
Step Result Inspector ®
> J5tep [PowerShell Script] (Complete) P P
& step [Resolved : success] (Complete) {Result=0;returnResult=Name: AeLookupSve, Requiredservices:, CanPauseandCont »

Mame: ALG,RequiredServices:, CanPausesndContinue:False, Canshutdown:False, Ca |§|
Mame: AppHostSye, RequiredServices: ,CanPauseAndContinue: True, CanShubdown: T
MNarne: AppIDSve,RequiredServices: System. ServiceProcess. ServiceController Systen
Marne: Appinfo,RequiredServices: System, ServiceProcess. Service Controller System.
MName: AppMamt, RequiredServices:, CanPauseandContinue:False, CanShutdown: Fal:
MNarme: aspnet_state, RequiredServices:, CanPausefndContinue:False, CanShutdawn
Name: AudicEndpointBuilder, RequiredServices:System. ServiceProcess. ServiceCaontn
MNarme: SudioSry, RequiredServices: System, ServiceProcess, ServiceController System
Nare:BFE, RequiredServices: System. ServiceProcess. ServiceController, CanPausean
Name:BITS,RequiredServices: System, ServiceProcess. ServiceController System. Ser
Name:Browser, RequiredServices: System, ServiceProcess, ServiceController System.:
Mame: CertPropsve, RequiredServices: System. ServiceProcess, ServiceController, Can
Name: CertSve,RequiredServices:, CanPausesndContinue: True, CanShutdown: True,
Mame:clr_optimization_v2,0.50727_32 RequiredServices:, CanPauseandContinue:F.
I'\l.anlj_p.:rk antimization w2 .N.SN727 A4 RemiiradSarvices: . CanPanssdandCantings:F,
<

b
Raw Result | Primary Result | Other Rewts]

Context Inspector %
o0 8) |=$ =l
IE Step Inputs A
LRI
authType
crdlet
colDelimiter
delimiter
enablePiping
% host exchz010CAS1
keepSessionAlive
modules
password Aok
part
returnTable
rowDelimiter
runspacelD
scripk Get-Service
shellURT
skipCACheck
skipCNCheck

EnableDisable Al snapins
uses55L

Breakpoints | Response Overrides | username oodeviooadmin I

(W I =T W S

m

Breakpoints & Response Overrides

Figure 14: Running the PowerShell script operation on a remote host
First, execute the script providing only the required inputs: host, user name, password and the script.

Negotiate is the default authentication type if the host is provided as an IP address and Kerberos for
host names. See PowerShell Remoting and Authentication Types if the connection fails.
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Formatting the Result

The result can be formatted as a table or the same way it will be displayed in the PowerShell console.
The format is decided by the returnTable input described above. If returnTable is set to false the
operation will return the result as in the PowerShell console and like the old operation.
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Step Result Inspector

»

{Result=0;returnResult=

Status MName DisplayMName

Running AdobeARMservice Adobe Acrobat Update Service
Stopped AeLookupSwc Application Experience

Stopped ALG Application Layer Gateway Service
Running AppHostSwe Application Host Helper Service
Stopped AppIDSwi Application Identity

Stopped Appinfo Application Information

Stopped AppMamt Application Management

Running AudicEndpointBu. .. Windows Audio Endpoint Builder
Running AudioSry Windows Audio

Stopped AxInstSyY ActiveX Installer {AxInstSy)
Stopped BDESYWC BitLocker Drive Encryption Service
Running BFE Base Filtering Engine

Running BITS Backaground Irteligent Transfer Ser...
Running Browser Computer Browser

Stopped bthsery Bluetooth Support Service

Running CertPropSve Certificate Propagation

Stopped clr_optimizatio. .. Microsoft .NET Framework NGEN v2.0....
Stopped clr_optimizatio. .. Microsoft .NET Framework NGEN v2.0....
Stopped clr_optimizatio... Microsoft \NET Framework NGEN v4.0....
Stopped clr_optimizatio. .. Microsoft ,NET Framewaork NGEN v4.0....
Stopped COMSysapp COM+ System Application

Running CryptSwvc Cryptographic Services

Running CscService Offline Files

Running DcomLaunch DCOM Server Process Launcher
Stopped defragsve Disk Defragmenter

Running Dhep DHCP Client

Running Dnscache DS Client

Stopped dot3sve Wired AutoConfig

Running DPS Diagnostic Policy Service

Stopped EapHost Extensible Authentication Protocol
Stopped EFS Encrypting File System (EFS)

Stopped ehRecyr Windows Media Center Receiver Service
Stopped ehSched Windows Media Center Scheduler Service
Running eventlog Windows Event Log

Running EventSystem COM+ Event System

Stopped Fax Fax

Stopped FdPHost Function Discovery Provider Host

< | m |

m

Raw Result | Primary Result | Other Results |

Figure 15: The result if returnTable=false

The result is human readable, but the problem is that it is very difficult to parse, and does not contain

properties which could not be displayed on the screen.
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The result can be displayed as a table.

PowerShell session considerations results are displayed as a table. Each PowerShell object (in this
case each service) is displayed by default on a line. Each line contains different properties of the
service (default delimiter is “,”) and the key-value pairs are delimited by “:”. All these delimiters can be
changed, refer to the Inputs section for more information.

For example Get-Service returns the following result:

Step Result Inspector 3

Mame: Appiignt, RequiredServices:System, ServiceProcess, ServiceControler[ ], CanPauseandContinue (False, CanShutdown:False, CanStop:False, DisplayMame: Applicatio =
Mame:AudicEndpointBuilder RequiredServices: System. ServiceProcess. ServiceController[ ], CanPauseAndCantinue False, CanShutdown  False ;CanStop: True, DisplayMarm
Mame: AudioSry, RequiredServices: System. ServiceProcess. ServiceController ], CanPauseandContinue False, CanShutdown:Falss, CanStop: True, Displayhame: Windows £—
Mame: AxInstSY, RequiredServices: Systenm, ServiceProcess, ServiceContraller[ ], CanPauseandContinue: False, CanShut down: False, CanStop:F alse, DisplayMame: Activex Itl
Mame:BDESYC, RequiredServices:System, ServiceProcess, ServiceController[ ], CanPaussandConkinue:False, CanShutdown:False, CanStop:False, DisplayName:EitLocker D
Mame:BFE, RequiredServices: System. ServiceProcess. ServiceController] ], CanP auseandContinwe: False, CanShut down:False, CanStop: True, Displayhame Base Filtering E:l
Mame: 6175, RequiredServices: System, ServiceProcess ServiceController(], CanPause AndContinue: False, CanShubdown: False, CanStop: Trus, DisplayName: Background Int) =
Mame:Browser, RequiredServices: Syskem, ServiceProcess, ServiceConbroller[ ], CanPaussAndContinue: False, CanShubdowni: False, CanStop: True, Displayiame: Computer E|
Mamebthsery, RequiredSarvices: System, ServiceProcess, ServiceControler[ ], CanPause AndContinue: False, CanShutdown: False, CanStop:False, Displayhame :Blustooth £
Narne:CertPrunS'-'C.ReuukudSewi:es:Svﬂeln.SewiueProcess,SﬂmcmrolerELCafueﬂndcmm:Fdse,cmm:Tme,CanStun:True,Disﬂwﬂme:Certﬂﬁ:
Mame:clr_ophimization_v2.0.50727 _32Z, RequiredServices: System. ServiceProcess, ServiceController ), CanPauseandContinue: False, CanShutdown: False, CanStop: False, |
Mame:clr_optimization_v2.0.50727 _64, RequiredSarvices: System. ServiceProcess, ServiceController[ ), CanPauseandContinue: False, CanShut down:False CanStop: False, |
Mame:clr_optimization_v4.0,30319_32, RequiredServices: System. ServiceProcess, ServiceController), CanPauseAndContinue: False, CanShut down:False, CanStop:False, |
Mame:clr_ophimization_vw4.0. 30319 _64, RequiredServices: System. ServiceProcess, ServiceController] ), CanPauseAndContinue: False, CanShutdown: False, CanStop: False, |
Mame:COMSyshpp,RequiredServices: System. ServiceProcess. ServiceController[ ], CanPauseandContinue:False, CanShutdown: False ,CanStop: False, Displayilame: COM+
Mame: CryptSve, RequiredServices: System, ServiceProcess. ServiceController[ ], CanPauseAndContinue:False, CanShut down: True, CanStop: True, DisplayName: Cryptograg
Mame:CscService, RequiredServices: System. ServiceProcess, ServiceController[ ], CanP auseAndContinue False, CanShutdown: False, CanStop: True, Displayiame: Offline F
Mame:Deoml aunch, RequiredSer vices: System. ServiceProcess. ServiceController[ ], CanPauseAndContinue:False, CanShut down:False, CanStop:False DisplayMame: DCOM
Mame:defragsve FequiredServices: System. ServiceProcess. ServiceController] ], CanPaussAndContinue: F ase, Canshutdown: False, CanStop:False, DisplayName:Disk Defr
Mame:Dhep,RequiredServices: System. ServiceProcess. ServiceController(], CanPauseAndCaontinue F alse, CanShutdown: True, CanStop: True, Displayfame: DHCP Client,De
Mame:Dnscache, RequiredServices: System, ServiceProcess, ServiceControler[ ], CanPauseandContinue: False, Canshitdown: False, CanStop: True DisplayMame: DNS Clisnl
Mame:dot3sve, RequiredServices:System, ServiceProcess, ServiceCantroler[ ], CanPausefndContinue:False, CanShutdown:False, CanStop: False, DisplayName: Wired Autc
MameDPS, RequiredServices:System, ServiceProcess, ServiceController[ ], CanPauseAndContinue:False, CanShutdown: True, CanStop: True, Displayhame :Diagnostic Pokicy
MNarme:EapHost RequiredSerices: Svsbem, ServiceProcess, ServiceController[], CanPauseAndContinue |False, Canshutdown False, Can=top:Falee, Displayhame: Extensible
Mame:EF3, RequiredServices System, ServiceProcess. ServiceController] ], CanP auseAndContinwe: Falss, CanShutdown:False, CanStop: False, Displayfame: Encryptineg File
Mame:ehRecvr FequiredServices: System, ServiceProcess., ServiceController( ], CanPauseAndContinue  False, CanShutdown: F slse, Canstop: False, Displayhame: Windows b
Mame:ehSched, RequiredServices: Syshem. ServiceProcess. ServiceController] ], CanPauseAndContinue: False ,CanShubdown: F alse, CanStop:False, Displayiame: Windows
Mame:eventlog, RequiredServices: System. ServiceProcess . ServiceController] ], CanPauseAndContinue: Falss, CanShutdown: True, CanStop: True, DisplayMame  Windows E»
Mame:EventSystem, RequiredServices:System, ServiceProcess, ServiceConkroller[], CanPauseAndContinue:False, CanShukdovn: False, CanStop: True, DisplayMame: COM+
Marme:Fax, RequiredServices: System, ServiceProcess. ServiceController[ ], CanP auseAndContinue:False, CanShut down:False, CanStop. F alse, DisplayMame:Fax, Dependen
Mame:FdPHost, RequiredServices:System, ServiceProcess, ServiceController[ ], CanPaussAndConkinue:False, CanShutdown:False, CanStop:False, DisplayName:Function Di
Mame:FDResPub,RequiredServices: System. ServiceProcess. ServiceController[ ], CanPauseAndContinue: False CanShutdown: False CanStop:False, DisplayName: Function
Mame:ForkCache, RequiredServices: System. ServiceProcess. ServiceController[ ], CanPauseandContinue sFalse, CanShutdown: True, CanStop: True, Displayhame :Windows
Mame:FontCache3.0.0,0,RequiredServices: Systam, ServiceProcess, ServiceController[ ], CanPausesndContinue:False, Canshutdown:False, CanStop:False, Displayhlanme
Mame:gpsve, RequiredServices:System, ServiceProcess, ServiceController[ ], CanPauseAndContinue:False, CanShutdovan:False, CanSbop: True, Displayiame: Group Policy ¢
Mame:hidsery, RequiredServices: System, ServiceProcess, ServiceController[ ], CanPausedndContinue:False, CanShutdown: False, CanStop: False, Displaytame:Human Inke
Mame:hkmsve, RequiredServices: System. ServiceProcess. ServiceController[ ), CanPauseandContinue False, CanShutdown: False, CanStop: False, Desplayiame: Health Key
Mame:Homedrauplistener RequiredServices: System. ServiceProcess. Service Controller] ], CanP auseAndContinue :False, CanShutdown: False, CanStop: False  Displayblame
Mame:HomeGroupProvider, RequiredServices:System, ServiceProcess, ServiceControber[], CanPauseAndContinue :False, CanShukdown:False, CanStop:False, DisplayMame
Mame:idsve RequiredServices: System. ServiceProcess. ServiceCantroller ], CanPauseandContinue: False, CanShutdown: False ,CanStop: Falee, Displayiame: Windows Care -
4 L} *

Raw Result | Primary Result | Other Results|

Figure 16: Raw result of the Get-Service flow

The result contains a full list of properties without any additional PowerShell script, for example, Get-
Service|fl, Get-Service|Select-Object Status). Therefore, the status of the services appears and can
be parsed by writing two types filters on the result.
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Step Mame: PowerShell Script
Inputs | Results | Display | Description | Advanced | Scriptlet
& ¥ Step Results > serviceNames ir X

Add . Remowve W% G Mo Filter Selected

+ RegEx: Name:[~, ¥
v Replace All ‘Name:" with "

g age

Test Filter Input

|| Test Al Fikers |l Test Selected Fikers g [ & Clear | Quick Cormmand
Name: AdobehlMservice, RequiredServices: Systen. ServiceProcess. ServiceController (] ,CanPauseindContinue: F *
alse,Canfhutdown: False , Canftop: Trus DisplayNane: Adobs Acrobat Update

Service DependentServices: Systen, Servicelrocess. ServiceController ] .HachineNane: . ,ServiceNans: Adchail

Hservice, ServicesDependedln: Systen,. ServiceProcess. ServiceControllerl] ServiceHandle: SafeferviceHandle

Test Qutput

Wirmgmt -
WinkM

Wlanswe

wmiApSrw

WPHecworkSve

WPCEwe

WPDEws Enum

WESEVE

Wiearch

WUauserv

wadfsve

TranSve -
] 3

Figure 17: Filtering the results

Running Multiple PowerShell Cmdlets Scripts in
the Same PowerShell Session

This section explains how to run multiple PowerShell Script steps in the same PowerShell session.
When the PowerShell Script has to execute a single script on a remote server keeping the sessions
alive is not necessary. The PowerShell Script connects to the remote host, creates a new PowerShell
Runspace, for example, a new PowerShell session, runs the full script on the target and closes the
runspace and the connection.

If you want to use the PowerShell Wizard and run the generated flows in a different sequence, you need
to consider how much effort is required from the user and whether additional PowerShell Scripts need
to be created in order to general flows. However, there are situations when you want to keep the
PowerShell session alive.
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For example, one uses the PowerShell Wizard, connects to a host which has PowerCLlI installed on it

and follows the wizard steps to generate HPE OO flows for the PowerShell cmdlets to execute

VMWare tasks. Suppose that after the wizard finishes, the user wants to execute one simple cmdlet

like Get VM.

To run cmdlets and keep the sessions alive:

1. Runthe OOTB Get Datacenter flow generated with the PowerShell Wizard.

Note: This cmdlet does not have any required inputs, however the flow fails to run as you

need to run the Connect VIServer cmdlet. The PowerShell Wizard generates this flow to

solve this problem.

2. Create aflow sequence as shown below.

Do not modify the generated flow.

The flow tries to execute Connect VIServer before Get VM.

In the flow below, the parameters specific to the cmdlet were added as flow inputs

appear in capital letters.

I Openaticna Orchastration Trudin - ‘sdmis’ @ Local Repetitary < CLEMENS - EAWORKSPACERCLEMEN DRepeoritaries\Reporitary
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Figure 18: Adding values to specific parameters of the cmdlet

The user runs the flow and provides inputs for the server, user name and password (Connect
VIServer). No inputs are required for the Get Datacenter. The Connect VIServer succeeds,
however, the Get Datacenter fails.

The Get Datacenter fails for the following reasons:

o Connect VIServer passes successfully and the connection to the VMWare server was
established.

o Connect VIServer created a new PowerShell runspace, for example, PowerShell session and
executed the cmdlet which established a valid connection to the server, however the runspace
is closed after the flow runs and the connection is lost.

o Get Datacenter flow creates another PowerShell runspace which is different from the one
created by Connect VIServer flow. Therefore, Get-Datacenter cmdlet fails.

3. The solution to the previous step is to keep the session alive during the execution of the two
cmdlets.

To do this:

keepSessionAlive=true for the first flow which is Connect VIServer; the runspacelD must be
added to the results of the Connect VIServer flow:
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|® Ps wizard YMW... sample - Flow | 5 PS Wizard VMW.. sample - Debug 4 b E

Success. =.r ——succRss- -‘—r—O

Resolved

Datapentar SUCCESS
Q
|
Error:
failure
n ] »
Step Name: | Connect VIServer
Inputs [[esukts]| Display | Description | Advanced | Scriptiet |
- supltesmﬂ ir X
[Cosinest ]| reoeress | & ) 8
Maire Friod Assign Ta Assignment Action Filters
runspacelD [Result Field: runspacelD  |Flow Yariable |CVERWRITE Mo Fikers =2

| Design | Properties |

Figure 19: Adding a result to the Connect VIServer flow

4. The runspacelD of the Get Datacenter flow must get its value from the result of the Connect
VIServer. This happens automatically because runspacelD input assigns its value from the flow
variable.

At this point the flow completes successfully.
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Run Tree = Transition History *
¥ Run [PS Wizard YiMWare sample]
Step Result Ii ecto =
(=1 Step [Connect ¥IServer] (Complete) > STpeLToy
3 Step [Powershell Script] (Complete) {returnResult= ~
& Step [Resolved : success] (Complete) Marne 1d
=X 4 -
o Bl a‘:tr (n piete) O0datacenter Datacenter-datacenter-21
Bl Step [PowerShel Script] (Complete) Oiddatacenter Datacenter-datacenter-21

: @ Step [Resolved : success] (Complete)
Q Step [Resolved ; success] (Complete) =
;objectsCount=1;script=Following is the PowerShell script executed on the tanget ho|

$GetDatacenter=Get-Datacenter -Server 16.53.236.24
$GetDatacenterwarnings=;FailureMessage=; TimedOut=;Result=
1d

Marme
COdatacenter Datacenter-datacenter-21
OOdatacenter Datacenter-datacenter-21
< | m | »

Raw Result | Primary Result | Other Results

Context Inspector ES
a8 | =t e
1= Step Inputs
Cluster
1d
Location
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MoRecursion
Server 16.53.236.24
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Figure 20: The execution of the PSWizard VMWare sample flow

Assigning the Result of One Cmdlet as a
Parameter to Another Cmdlet

Most of the “get” flows generated through the PowerShell Wizard should work OOTB with minimum
effort from the user. But there are some cmdlets, probably the “new” cmdlets, which require as
parameters the result of another cmdlet. For example, one would like to create a new virtual machine
using the generated flow New VM.
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Even if the user follows all the steps described in the previous section, the flow can not be executed.
The PowerShell Wizard generates the flow, but the user can run OOTB flows only if their parameters
have a built-in type (for example, strings or integers). In case of cmdlets like Get-Help the parameters
can be passed as strings (for example, the name of the cmdlet to search for help information). The New
VM flow parameters are below:

| Operations Orchestration Studio - "adrin’ @ Local Repository - CLEMENS - EAWORKSPACES\CLEMENS\Repositories\Repository oG]
File Edit Tools Repostory ‘Window Help
Local Reposkory - CLEMENS - E:\WORKSPACESICLEMENS\Repostories). .. 0 &' B | | © Mew ¥M - Flow |G
[T T8 Mount Tacls A . -
2 tave Cluster _ EI & - 3
_’I\‘hnel)star.eria
© Mave Folder Mame: New VM
2 piave Irvenkory UUIID: aa500a2d-5624-40ca-bdaf-beddcfd3a0ad Version: 1 (01/16/12 08:19 admin} 5 %
2 mMave Resource Poal = “ o
B Mave Templats 2 oo | %
B ragve vapp Inputs | Outputs | Responses | Description | Scriptlet | Advanced L'}
2 Move 3
:"Hmem = = | Inputs Sumnsary i X
2 hew Advanced Setting
0 o Alarm Action lpds E
0 New Alarm Action Trigger addiopt || Remove input & I 3 g
B New CDOrive =
,:m«-cbsw Inpat Requred Type Terrplate g
© Nemcosemrid [ rowbelmiter [T {argevabe | Prompt User &
,’wama | returnTable | L1 |snghe vahe - | Profpt User
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’,Nm: oy Rule LRl | | Single vakse - | Prompt Usas
0 et Ors Rude port | T[] [sngevohe . |Prompt User
Fwastmo-aerm shipCHChedk | Single Yalse o | Promplk User
2 New Floppy Drive | colDelmiter | L1 |single Vahe - | Prompt User
O News Foldar | runspaceld [l | Single Value | Prompt Uses
2 Now Hard Disk | hest [ 11 |sngevahe | Promptuser
© Ny 155 Hoa Target | Snapins | L1 [Srgevabs . | Prompt User
B e tstwork Adapter i L | [snglevalie | Prompt User
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,’Pmnm-:nlmm ™ NurrCEa | | Single Yahse - | Prompk User
© Remave Alarm Action Trigoer | lopery | P |SogoVaue | PromptUser
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Figure 21: The inputs of the New VM flow
The New VM flow has an input named VMHost. What is the type of this parameter?

The description of the generated flows contains information about the PowerShell cmdlet, but from size
reasons and other considerations we could not include the full description of the cmdlet as it is
displayed when someone executes Get-Help New-VM —full. The description of the operation contains
the original link where the user can find detailed information about the cmdlet.
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password = The password to use when connecting to the server,

rowelmiter - The delimier usad to separate rows in the output table, Default value: newine.

returnTable - If true, the operation will return a table containing a row for sach PSObject that the
script emits. The table's columins represent the properties of these PSObjects, in the
propertyaime <deliniter >properbyWalue Format, IF False the operation returns & string representation of
the result similar bo the output from the PowerShel console.Defaulk value: true

username - The username to use when connecting to the server. Value Format: usernamed@domain or
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URI - Specifies a Uniform Resource [dentifier (LURT) that defines the connection endpoint fior the
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< Transport = f [ <Computerhlame m:jiwmimﬂa
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shelURL.Defauk vale: locahost

snapins - A list of PowerShell snaping to load after the FowerShel connection is established. Each
um:fmﬁzlstspanﬁashmofarmuadsmphtla the Name, not the Assemblyklame or

2 b E: Management. Powershel E2010
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the soriph a5 5.Defaulk vahse: FalseE: + Firgt, run “Get-Service” seript with

Design | Properties |

Figure 22: The description of the New VM flow
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If the user opens the link in a browser he can observe the types of the cmdlet parameters. In our case,

VMHost is of the same type as the name suggests.
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Parameters
NAME TYPE
VMHost VMHost
Template Template
AdvancedOption AdvancedOption[]

AlternateGuestName String

CD SwitchParameter
Confirm SwitchParameter
Datastore StorageResource

Figure 23: The VMHost object: parameters

The problem is that VMHost is an object, not a built-in type which can be resolved as a string. Following
the link provided for the VMHost type the user can find which cmdlets return VMHost objects as it can
be observed below. In our case the type suggests that a cmdlet like Get-VMHost would return this kind
of objects.
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VYMHosthtpServer, New-VMHopstProfile, Get-VMHostService, New-VM, [mport-VMHostProfile, Add-VmHosthNipServer, Suspend- UMHo L, Stop-VMHos!
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Get-Virtyalswitch, Test-YMHostProfileCompliance, Get-VirtyalPortGroy

Datastore, Firm
WMHostDisk GetE xCl Get \-'MHD tF’roflleReutrlrc—dJnDur Get WMHostAuthentication

Returned by

Start-VMHost, Add-YMHost, Set-YMHost, Suspend-YMHost, Step-YMHaost, W.@Mﬂnﬂ. Get-HAPnmaryyMHost
Extends

vl iner

Figure 24: The VMHost object : additional information

In the previous section, we explained how to execute in the same PowerShell session multiple
HPE OO flows generated with the PowerShell wizard. At this point we can imagine the following chain
of cmdlets which need to be executed to create a new vm:

« Connect-VIServer — this must be executed before any VMWare cmdlet;

o Get-VMHost — we need the result of this cmdlet as parameter for the next cmdlet;

o New-VM —this cmdlet actually creates a new virtual machine.

New VM has other parameters beside VMHost which are not built-in, but we are going to explain how to
solve the VMHost parameter, because the process is the same for the other parameters, too.

You need to execute three cmdlets in the same PowerShell session. You have generated flows for
each of the cmdlets and executed them in the same session. The next step is to take the result of the
Get-VMHost cmdlet and pass it to the New-VM cmdlet? Select from one of the following solutions:
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Solution 1: Create a New PowerShell Script Step

Resolved :

Fowedrshell
' Success

Script

Error:
failure

Figure 25: Add a PowerShell script step to the flow

Create a new PowerShell script in addition to the generated flow that you want to run. If you keep the
session alive during the execution of the 2 PowerShell script steps, you can use the PowerShell script
variables defined in the first step to pass them in the script of the second step or as parameters for the
generated flow. In this case, you are not using the generated flows for Connect-VIServer and Get-

VMHost; however, you need to write the script.

1. Execute the following script, then save the result of the Get-VMHost cmdlet in the PowerShell
variable named $vmHost.
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Step Name: \PowerShel Script |
Inputs | Resuks | Display | Description | Advanced | Scriptlet |

A'|Imn5mn>|snrbt| v X
Name: [scriot | oot Types [SingleVae _~ |

Input Data Flow ‘Otherwise: Use Constant' Configuration

#ssign from Varisble: script hd | ant Value:

ot Connect-ViServer -Server server -User user|-Password ${password}
) Otherwise: Use Constant - $vmHost = Get-¥MHost vmHosthame
Assign to Yarisble:  script h |
Input Properties
Encrypted [T] Required
validation Format: | <not validated: -
Record Under: [mmp ']

Figure 26: Use a variable to save the result of the step

2. The next step is to assign the value of the VMHost input from the $vmHost variable.
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| #® Powershell Pa..Example - Flow x|

4 b B
BES # >xBRX 0N (D@~
~
: ’ | |
[ :| !
Powershell :_____ ____E Resolved :
Seript success =
Error : Error -
Step Name: New Vi ]
Inputs | Results | Display | Description | Advanced | Scriptlst
+ | Inputs Surmmary > | ¥MHost %
Name: |VMHost | Input Type: |Single Value v
Input Data Flow ‘Otherwise: Use Constant' Configuration
Assign From Variable: WhiHost ~|  Constant Value:
&5 Otherwise: Uss Constant ) | [embost
Assign to Varisble:  WMHost -
Input Properties
[ Encrypted [7] Required
validation Format: | <ot validated:» -
Record Under: (mn.'waryb v]
Design | Properties |

Figure 27: Assign the variable to the VMHost input of the flow

This way we managed to pass PowerShell cmdlets results between HPE OO flows generated with the
PowerShell wizard.

Note: The $var refers to PowerShell variables and ${var} refers to HPE OO flow variables.
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Solution 2: Run a PowerShell Script in the
Generated Flow Context

>
Resolved :
SUCCeSsSS
failure
Y
Error:
failure

Figure 28: The NewVM Flow

The second solution is to execute the previous defined script in the context of the generated flow. The
PowerShell script operation has two inputs which build the script that is going to be executed:

« Script—a PowerShell script to execute on target host;

o Cmdlet—the PowerShell cmdlet name. If the script input is not empty, than the PowerShell script
defined by this input is going to be executed before the cmdlet. Although the script is executed in
the same PowerShell runspace with no extra settings.

The solution is shown in the following flow:
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Design | Properties |

Figure 29: Add a script to the input of the flow
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Solution 3: Use Generated Flows Only and
Minimize the User Effort

F F
. i"'- ﬁe - :-.I #@—“—F— @
- %
Gat VMHa st M v Rasaked :
- SuUccess

Emrar Error Error:
failure failure Tailure

Figure 30: Using only generated flows

The result of each PowerShell cmdlet executed from a generated flow is saved in a PowerShell variable
with the same name as the cmdlet, for example, for Get-VMHost the variable is $GetVMHost.

Without writing any PowerShell script, the user can execute Get VMHost generated flow and know
that the result of this cmdlet is saved in the $GetVMHost variable. Pass the variable to the VMHost
input of the New VM flow.
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PowerShell Remoting

Overview

Enable PowerShell remoting, by running the following cmdlet: Enable-PSRemoting.

In workgroup environments, enable classic mode authentication for network logon:

1. Open Local Security Policy from the Control Panel and select Administrative Tools.

2. Navigate to Local Policies \ Security Options.

3. Double-click Network Access: Sharing and Security Model for local accounts and set it to

classic.

Modify the WSMan trusted hosts setting, by adding the IP addresses of all remote clients to the list of
trusted hosts. This can be done using one of the following commands:

o Set-item wsman:localhost\client\trustedhosts -value * (adds all computers as trusted

hosts)

o Set-item wsman:localhost\client\trustedhosts -value Computer (only adds Computerto
the trusted hosts)

e Set-item wsman:localhost\client\trustedhosts -value *.domain.com (adds all computers

in the specified domain)

e Set-item wsman:localhost\client\trustedhosts -value 10.10.10.1 (adds the remote
computer with the IP address 10.10.10.1 to the trusted hosts list).

Enabling Remoting Using GPO (Group Policy
Objects)

While remoting can be enabled manually using Enable-PSRemoting, it is recommended to use GPO
management tools whenever it is possible. Use GPO to apply policies on a single host (for example,
the target PowerShell host) or a group of servers.

Group Policy Configuration for a Single Host
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To enable PowerShell remoting for a single host:

1.

Open the Group Policy Management console. For example, gpedit.msc.

2. GotoLocal Computer Policy > Computer Configuration > Administrative Templates >

Windows Components.

'/ Local Group Poticy Editor et = e |

File Action View Help
=200 = Hml v

il Local Computer Policy -
4 @& Computer Configuration
» [ Software Settings L
» [ Windows Settings 1
« 11 Administrative Templates
» [ Control Panel
1 [ Network
[ Printers
» [ System
4|1 Windows Components|
7 ActiveX Installer Service
1 Application Compatibilit
~1 AutoPlay Policies
» [l Backup
] Biometrics
[ BitLocker Drive Encryptic
| Credential User Interface _

= w4 a -

< 1 ] ' 3

Event Log Service

Setting

] Network Projector

[ Online Assistance

[ Parental Controls

[ Presentation Settings

[Z1 Remote Desktop Services
[Z1 RSS Feeds

[7] Search |
[ Security Center

[ Shutdown Options

[ Smart Card

[ Sound Recorder

[ Tablet PC -

« [ 3 ]

11

Extended }{S‘tandard/

Figure 31: Group Policy Configuration : Windows components section

From the Windows Components listed in the right pane, we are interested in two of them. The first
one is Windows Remote Management (WinRM) and the second one is Windows Remote Shell.
The next step will refer to the first one, therefore browse the components and open Windows

Remote Management (WinRM).
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%[ = BmlT

1 Windows Calendar -
1 Windows Color System il

2 Windows Custormer Experience Improvemen Selact an item 1o view its Setting State Comment
=1 Windows Defender description. & Allow automatic canfiguration of listeners Mot configu... Mo
» [ Windaws Error Reporting [t Allow Basic authentication Mot configu.. No
» & Windows Explorer [t} Allow CredSSP authentication Mot configu.. No
_' w!"ﬁum Installer . [ Allow unencrypted traffic Mot configu. Mo
_J wl:z:: ﬁrn Options 1, Specify channel binding token hardening level  Not configu.. Mo
1 Windows Media Center isallow Kerberos authentication Mot configu... Mo
2| Windows Media Digital Rights Management i, Disaliow Negaotiate authentication Mot configu... No
=1 Windows Media Player [t Tum On Compatibility HTTP Listener Mot configu.. Mo
3 Windows Messenger (& Tumn On Compatibility HTTPS Listener Mot configu.. Mo
2l Windows Mability Center
= Windows Reliability Analysis
4 [ Windows Remote Management (WinRM)  |=
1 WinRM Client
) WinRM Service
I Windows Remote Shell
=1 Windows SideShow
2 Windows System Resource Manager = « [ | »
< I v |\ Extended / Standard /
9 setting(s)

Figure 32: Group Policy Configuration: WinRM Service section

4. WinRM is the service that PowerShell uses for remote sessions. WinRM can be configured as
client or service, depending on the role the host is going to have in a PowerShell connection (for
example, request access to execute scripts on other hosts or allow other hosts to execute scripts
on the current host). At this point, you can enable different authentication types, specify the
trusted hosts, enable HTTP or HTTPS listeners, and so on.

5. There are some other default settings the user might want to change in a production environment.
These settings can be found in Windows Remote Shell as shown below:

Losoprigiee S ™DETT TURTE s
File Action View Help
o |nB | BmT

2 Windews Color System
2| Windows Customer Experience Improvemen || Select an item to view its Setting State Comment
2 Windows Defender description. # Allow Remote Shell Access Mot configu... Mo
[ - 71 Windows Error Reporting 1 Specity idle Timeout Not configui No
. J W'l:ru:lm Exploer i MaxConcurrentlsers Mot configu— Mo
- Windows Installer E Specify maximum amount of memory in MB pe... Notconfigu... No
. : m:x l’.“o;'on Optians i Specify maximum number of processes per Shell Mot configu. Mo
=1 Windows Media Center = Specity maximum number of remote shells per .. Not configu.. Ne
1 Windows Media Digital Rights Managerment [ Specify Shell Timeout Hot configu No
3 Windows Media Player
2 Windows Messenger
=1 Windows Mobility Center
2 Windews Reliability Analysis
+ 1 Windows Remote Management (WinRM)
| Windows Remaote Shell T
3 Windows SideShow
2 Windows Systemn Resource Manager
2 Windows Update
2 A Settings = i 1l J 3
ar i |\ Bxtended {Standard |
7 setting(s)

Figure 33: Group Policy Configuration : Windows Remote Shell section
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6. You can specify the maximum number of remote shells per user (default is 2) or the maximum
amount of memory in MB for shell (the default is 150).

7. After configuring the GPO, you might need to restart the computer in order to apply the policies or
try to run the command gpupdate.

Group Policy Configuration for a Group of
Servers

Sometimes the GPO policies must be applied on multiple server hosts and repeating the above steps
on every server might not be the best solution. Therefore, you can create a new GPO policy, configure
it and apply it on a list of servers.

1. Go to the domain controller or on a server where gpme.msc is available and open it.

2. Right-click the Group Policy Objectitem as in the following image and choose New. Enter the
name for the new GPO and select the policy to inherit from, and then go to the next step.

[E. Group Policy Management M= &3
4 Fle Action View Window Help JT-TES
&= |75 0|c| HEE

/£, Group Policy Managerment Group Policy Objects in oodev.hp.ro

=) 5\‘3 Forest: oodev.hp.ro Content .

(= 54 Domains nts ]Delegatlnn]
= #j oodev.hp.ro Mame =
o/ Default Domain Policy =7 Defaut Domain Controllers Policy

| Domain Controllers
| Microsoft Exchange Security Groups
| PowerShellServers

« | Powershell Remating

| Default Domain Policy
= PowerShell Remoting

mE#E
) o,

7]

1l

[ Defaul  MNew
1 Default  BackUpAll..
| Powers  Manage Backups...
[ [ WMI Fikers  Open Migration Table Editor
® | 5] Starter GPC

® [fg Stes
&5 Group Policy Modeli MNew Window Fram Here

Wiew »

) Group Policy Result  pafrach

Help

Figure 34: Using Group Policy Objects - step 1
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3. Right-click the new GPO and select Edit.

.H-. Group Policy Management !E ﬂ

-, File Action iew Window Help = 2]
& 2m|L0(Xc|HmE
& ‘;;:w Policy Management PowerShell Remoting
= 4% Forest: oodev.hp.ro . g g
= (5 Domains Scope ll:reldsl Seltings | Delegation |
B & codev.hp.ro Links
e/ Defaulk Domain Policy Display links in this bocation: —
@ 2 Dormain Controllers Im""hp'm —I
® 2] Microsoft Exchange Security Groups The fallowing ses, domains, and OUs are inked to this GPO:
e reacting Locabon - [ Enforced [ Link Enabled] P-
) T
5 [ Group Polcy Objects |5 PowerShellls ervers No Yes o
-/ Defaulk Domain Contrallers Policy
'] Defaulk Domain Policy | | .
B [ werp, o , Security Filtering
& | Starte RO Hatus i The seftings in this GPO can only apply to the following groups, users, and computes:
B Lgg Stes Back Up... Mame =
48§ Group Policy ! pactore from Backup... 82 Authenticated Users
= Group Palicy F 1ot cattings. .
Save Report... « |
View E Add Remove | Propeies I
New Window from Here
Copy WHMI Filtering
Delete Thiz GPO is Inked to the following WMI fiter:
<nones = Open
Regane | =
Help |

Figure 35: Using Group Policy Objects - step 2

4. Configure the GPO same way as for single hosts.

5. Now that there is a new GPO, you can apply it to a group of servers. The following example shows
you how to link it on an existing OU from AD; however, this can be applied to other groups as well.
The GPO interface displays the existing OUs from the domain controller AD.

Tolink a GPO to an OU, go to that OU, right click it and select Link an Existing GPO.
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Select an existing GPO and link it to this conkainer

Figure 36: Using Group Policy Objects - step 3

The GPO settings will be applied to all servers contained in the selected OU. Although a GPO
update might be required and also a reboot for the servers before the policies are actually applied.

Note: Local policies overwrite domain policies.

Enabling Remoting for Non-Administrative
Users

To establish a PSSession or run a command on a remote computer, you must have permission to use
the session configurations on the remote computer.

By default, only members of the Administrators group on a computer have permission to use the default
session configurations. Therefore, only members of the Administrators group can connect to the
computer remotely.

To allow other users to connect to the local computer, give the user Execute permissions to the default
session configurations on the local computer.
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The following command opens a property sheet that lets you change the security descriptor of the
default Microsoft.PowerShell session configuration on the local computer.

Set-PSSessionConfiguration Microsoft.Powershell -ShowSecurityDescriptorUI

l Permissions for http://schemas.microsoft.com/powers... E4

http: /#schemas. microsoft. com/powershell/Microsoft Powershell ]

Group or user names:

i’_ﬁdministlatms [EXCH2010CAS T \Administrators)

bdd... I Remave

Permissions for psuser pit

Full Controlj&ll Dperations)
Read(Get Enumerate Subscibe)
Write[Put,Delete Create)
Execute(lmvoke]

Special permissions

Deny

Oooom|s
ooooo

For special permissions or advanced settings,
click Advanced. Adyanced

i fr Imissi

oK I Cancel

Figure 37: Adding a user to the PowerShell session configuration
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Basic

Client side steps:
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« Allow unencrypted communication for the client, by running the following PowerShell command:
set-item wsman:\localhost\client\AllowUnencrypted -value true
« Enable Basic authentication for the client, by running the following PowerShell command:

set-item wsman:\localhost\client\auth\Basic -value true

Server side steps:

« Turn off encryption for the WinRM service, by running the following PowerShell command:
set-item wsman:\localhost\service\AllowUnencrypted -value true
« Enable Basic authentication for the service, by running the following PowerShell command:

set-item wsman:\localhost\service\auth\Basic -value true

« The client and server can be in different domains.

« When using Basic authentication, a local user account must be provided for authentication on
the remote host.

« Basic can be used when the destination is an |P address.
« Basic can be used when the destination is one of the following: localhost, 127.0.0.1, [::1].

« The cluster name, as well as the hostnames of the cluster nodes can be used for the
destination host.

CredSSP

Client side steps:

« Enable CredSSP authentication for the client, by running the command:
Enable-WSManCredSSP -Role Client -DelegateComputer WSMAN/*.
« Allow delegating fresh credentials by performing the following steps.
a. Open gpedit.msc.

b. Goto Computer Configuration > Administrative Templates > System > Credentials
Delegation.

c. Enable Allow Delegating Fresh Credentials and add the wsman hosts to the server list.

d. Run gpupdate /force from command line to force policy update.

Server side steps:
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« Enable CredSSP authentication, by running the following PowerShell command:
Enable-WSManCredSSP -Role Server
« Create a new https listener by using the following commad:

winrm create winrm/config/Listener?Address=*+Transport=HTTPS.
Domain Controller side steps:

o Ifthe NETWORK SERVICE doesn't have "Validated write to service principal name", do one of the
following:

o Try running the following command:

dsacls "CN=AdminSDHolder,CN=System,DC=domain,DC=com" /G "Sn-1-5-
20:WS;Validated write to service principal name"

o Open ADUC, goto Computers > DC object > Security, select Network Service and give it
Validated write to SPN.

Default

When Default authentication is used, the following situations can occur:

« Kerberos is the method of authentication used if the client is in the same domain as the destination
host, and the value specified for that host is not one of the following: localhost, 127.0.0.1, [::1].

« Negotiate is the method of authentication used if the client is not in the same domain as the
destination host, or the value specified for that host is one of the following: localhost, 127.0.0.1,

[::1].
Digest

Digest authentication is not supported for remote connections. It cannot be configured for the WinRM
server component.

Kerberos

Client side steps:

« Enable Kerberos authentication for the client, by running the following PowerShell command:

set-item wsman:\localhost\client\auth\Kerberos -value true

Server side steps:
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« Enable Kerberos authentication for the service, by running the following PowerShell command:

set-item wsman:\localhost\service\auth\Kerberos -value true

« The client and server must be in the same domain.
« Either alocal or a domain user account can be provided for authentication on the server host.
« Kerberos cannot be used when the destination is an IP address.

« Kerberos cannot be used when the destination is one of the following: localhost, 127.0.0.1,
[::1].

« The cluster name cannot be used to specify the host. Only the hostnames of the cluster nodes
can be used for the destination host.

Negotiate

Client side steps:

« Enable Negotiate authentication for the client, by running the following PowerShell command:

set-item wsman:\localhost\client\auth\Negotiate -value true

Server side steps:

« Enable Negotiate authentication for the service, by running the following PowerShell command:

set-item wsman:\localhost\service\auth\Negotiate -value true

« The client and server can be in different domains.

« Either alocal or a domain user account can be provided for authentication on the server host.
Local accounts can only be provided when connecting to the localhost.

« Negotiate can be used when the destination is an IP address.
« Negotiate can be used when the destination is one of the following: localhost, 127.0.0.1, [::1].

« The cluster name, as well as the host names of the cluster nodes can be used for the
destination host.

NegotiateWithImplicitCredential

« When using NegotiateWithimplicitCredentials, no credentials should be provided. The
current logged-on user account will be used for authentication. This can either be a local or a
domain user account.
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« NegotiateWithimplicitCredential can only be used when the destination is one of the
following: localhost, 127.0.0.1, [::1].
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Troubleshooting

Could not connect tothe hoSt . 119
The wizard fails to load modules on ax64 localhost. ... ... .. .. 119
The user has exceeded the maximum allowed number of remoteshells ... ... ... ....... 120

This section provides troubleshooting procedures that you can use to solve problems you may
encounter while using the wizard. It also includes an error message you may receive while using the
integration and offers descriptions and possible fixes for the error.

Could not connect to the host

The possible reasons are:

« The usercredentials are not correct.

« The user does not have permission to execute PowerShell scripts on the target host. Make sure the
user has admin rights or see the section Enable Remoting for Non-Administrative Users.

« Authentication problems (most common). See "Run a PowerShell Script on a Remote Host" in
"Using the PowerShell Wizard" on page 77.

« The WinRM service is stopped on the target host.

« WinRM default ports (5985 and 5986) were changed. You need to provide the correct port in the
connection page of the wizard.

The wizard fails to load modules on a x64
localhost.

Some modules cannot be loaded using the wizard, but they are loaded from the PowerShell console.
By default, the wizard runs in a x32 process (depends on the HPE OO jre), which ends up calling x32
PowerShell. The x32 version of PowerShell cannot load some modules (for example,
FailoverClusters); therefore, the wizard fails.
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In order to fix this, do not leave the host input empty. Instead, you need to provide the “localhost”. This
way, the wizard will try to authenticate the localhost like any other remote host. Note that remoting
rules should be satisfied for localhost in this case. If user is left empty, the wizard will connect using
the NegotiateWithimplicitCredential. Otherwise, you need to provide user credentials and
authentication type as for any other remote host.

The user has exceeded the maximum allowed
number of remote shells

The user has exceeded the maximum allowed number of remote shells. This error would probably occur
if the user stresses the wizard with too many “back and next” actions without running the wizard from
start to end. See the "Enable Remoting Using GPO (Group Policy Objects)" section in "PowerShell
Remoting" on page 108 in order to increase the allowed number of remote shells per user.
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PowerShell Connection Error | X|

Could nok conneck to target PowerShell host.
Error:dotNETWebactions_PowerShell. PowerShellExceptions
.SessionException: Could not connect to host, ---> System
.Management. Automation.Remoting.PSRematingTransportE
xception: Connecting to remote server Failed with the follow
ing error message : The WS-Management service cannot pr
ocess the request, This user is allowed a maximum number o
f S concurrent shells, which has been exceeded. Close exist
ing shells or raise the quota for this user. For more informati
on, see the about_Remote_Troubleshooting Help topic.
--- End of inner exception stack trace ---
at PowerShelly2.PSRunspacey2 NewRemaoteSession{String
hast, PSCredential credential, AuthenticationMechanism au
thentication)
at PowerShellv2.PSRunspaceV2. CreateRunspace(String h
ost, PSCredential credential, AuthenticationMechanism auth
entication)
at PowerShellv2.PSRunspace¥2, CreateNewRunspace()
at PowerShellv2 PSRunspaceV2. .ctor(PSAuthenticationInf
o authInfo)
at PowerShellv2, PawerShellFactoryW2, CreateRemoteRun
space{PSAuthenticationInfo psAuth, Boolean keepSessional
ive, Boolean enablePiping)
at PowershellCommon.PowerShellFactory. CreateRunspac
e{PSAuthenticationInfo authInfo, Boolean keepSessiondlive,
Boolean enablePiping)
at PowerShellCmdlets. Program. CreateRunspace(String ar
gs)

OK Details >3

Figure 38: Connection Error - number of remote shells has been exceeded.
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