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Legal Notices

Warranty

The only warranties for Hewlett Packard Enterprise Development LP products and services are set forth in
the express warranty statements accompanying such products and services. Nothing herein should be
construed as constituting an additional warranty. HPE shall not be liable for technical or editorial errors or
omissions contained herein.

The information contained herein is subject to change without notice.

Restricted Rights Legend

Confidential computer software. Valid license from HPE required for possession, use or copying. Consistent
with FAR 12.211 and 12.212, Commercial Computer Software, Computer Software Documentation, and
Technical Data for Commercial ltems are licensed to the U.S. Government under vendor's standard
commercial license.

Copyright Notice
© Copyright 2016 Hewlett Packard Enterprise Development LP

Trademark Notices

Adobe™ is a trademark of Adobe Systems Incorporated.

Microsoft® and Windows® are U.S. registered trademarks of Microsoft Corporation.

UNIX® is a registered trademark of The Open Group.

This productincludes an interface of the 'zlib' general purpose compression library, which is Copyright ©

1995-2002 Jean-loup Gailly and Mark Adler.

Documentation Updates

The title page of this document contains the following identifying information:

« Software Version number, which indicates the software version.
« Document Release Date, which changes each time the document is updated.
« Software Release Date, which indicates the release date of this version of the software.

To check for recent software updates: https://softwaresupport.hpe.com/patches.

To verify that you are using the most recent edition of a document, go to:
https://softwaresupport.hpe.com/manuals.

This site requires that you register for an HPE Passport and sign in. To register for an HPE Passport ID, go
to: https://hpp12.passport.hpe.com/hppcf/llogin.do.

Or click the Register link at the top of the HPE Software Support page.
You will also receive updated or new editions if you subscribe to the appropriate product support service.
Contact your HPE sales representative for details.

Support

Visit the HPE Software Support Online web site at: https://softwaresupport.hpe.com

This web site provides contact information and details about the products, services, and support that HPE
Software offers.

HPE Software online support provides customer self-solve capabilities. It provides a fast and efficient way to
access interactive technical support tools needed to manage your business. As a valued support customer,
you can benefit by using the support web site to:
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Search for knowledge documents of interest

Submit and track support cases and enhancement requests
Download software patches

Manage support contracts

Look up HPE support contacts

Review information about available services

Enter into discussions with other software customers
Research and register for software training

Most of the support areas require that you register as an HPE Passport user and sign in. Many also require a
support contract.

To register for an HPE Passport ID, go to:
https://hpp12.passport.npe.com/hppcficreateuser.do

To find more information about access levels, go to:
https://softwaresupport.hpe.com/web/softwaresupport/access-levels

HPE Software Solutions Now accesses the HPESW Solution and Integration Portal Web site. This site
enables you to explore HPE Product Solutions to meet your business needs, includes a full list of
Integrations between HPE Products, as well as a listing of ITIL Processes. The URL for this Web site is
https://softwaresupport.hpe.com.
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Chapter 1: Overview of the Installation
procedure

This chapter provides an overview of the Data Protector installation procedure and introduces concepts that
apply to the installation. The chapter also introduces Data Protector Cell Manager and Data Protector user
interfaces.

Overview of the Installation procedure

A Data Protector backup environment is a set of systems with a common backup policy located in the same
time zone and existing on the same LAN/SAN. This network environment is referred to as a Data Protector
cell. A typical cell consists of a Cell Manager, Installation Servers, clients, and backup devices.

The Cell Manager is the main system that manages the cell from a central point. It contains the Data
Protector Internal Database (IDB) and runs core Data Protector software and session managers.

The IDB keeps track of backed up files and the cell configuration.

The Installation Server is a separate system or a Cell Manager component that contains the Data Protector
software repository used for remote client installations. This Data Protector feature greatly facilitates the
software installation process, particularly for remote clients.

A cell typically consists of one Cell Manager and several clients. A computer system becomes a Data
Protector client as soon as one of the Data Protector software components is installed on the system. The
client components installed on a system depend on the role of that system in your backup environment. Data
Protector components can be installed either locally on a single system, or onto several systems from
Installation Servers.

The User Interface component is needed to access the Data Protector functionality and is used to perform all
configuration and administration tasks. It must be installed on systems used for backup administration. Data
Protector provides a graphical user interface (GUI) and command-line interface (CLI).

Client systems with disks that need to be backed up must have appropriate Data Protector Disk Agent
components installed. The Disk Agent enables you to back up data from the client disk or restore it.

Client systems with applications and virtual environments that need to be backed up must have appropriate
Data Protector integration agent components installed. The integration agent enables you to back up data
from an application or virtual environment or restore it.

Client systems that are connected to a backup device must have a Media Agent component installed. This
software manages backup devices and media. Data Protector features two Media Agents: the General
Media Agent and the NDMP Media Agent. The NDMP Media Agent is only needed on client systems that
control the backup of an NDMP server (on client systems controlling NDMP dedicated drives). In all other
cases the two Media Agents are interchangeable.

Before installing Data Protector on your network, define the following:

« The system on which the Cell Manager will be installed. For supported operating systems and versions,
see the latest support matrices at https://softwaresupport.hpe.com/.

HPE Data Protector (9.08) Page 21 of 421


https://softwaresupport.hpe.com/

Installation Guide
Chapter 1: Overview of the Installation procedure

There can only be one Cell Manager per cell. Data Protector cannot be run without a Cell Manager
installed.

« Systems that will be used to access the Data Protector functionality through the user interface.
These systems must have the User Interface component installed.

« Systems that will be backed up. These must have the Disk Agent component installed for
filesystem backup and the relevant application agent component for online database integrations.

« Systems to which the backup devices will be connected. These must have a Media Agent
component installed.

« One or more systems on which the Data Protector Installation Server will be installed. Two types of
Installation Servers are available for remote software installation: one for UNIX clients and the other
for Windows clients.

The choice of system for the Installation Server is independent of the Cell Manager and the systems
on which the User Interface is installed. The Cell Manager and Installation Server can be installed on
the same system or on different systems.

An Installation Server can be shared between multiple Data Protector cells.
Note: The Installation Server for Windows must be installed on a Windows system. The

Installation Server for UNIX must be installed on an HP-UX or Linux system. For supported
operating system versions, see the latest support matrices at https://softwaresupport.hpe.com/.

When installing a Data Protector client on Solaris systems, make sure to save all your files from the
/usr/omni directory to some other directory. The Data Protector installation deletes all the files from
the /usr/omni directory.

After you have defined the roles of the systems in your future Data Protector cell, the installation
procedure comprises the following general steps:

Checking the prerequisites for installation.
Installing the Data Protector Cell Manager.
Installing the Installation Server(s) and the User Interface.

Ao bd =

Installing client systems either remotely (recommended option, where possible), or locally from
the installation DVD-ROM.

Note: You cannot remotely install a Data Protector client on a Windows system if an Installation
Server has already been installed on this system. To install an Installation Server and client
component(s) on the same system, you must perform a local client installation from the Data
Protector Windows installation DVD-ROM. In the Custom Setup window, select all desired client
components and the Installation Server component.

Remote installation is also not possible for Windows XP Home Edition and HP OpenVMS clients.
These have to be installed locally.
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The remote Installationconcept

Once you have installed the Data Protector Cell Manager, User Interface, and Installation Server(s) (at
least one Installation Server is needed for each platform, UNIX and Windows), you can distribute Data
Protector software to clients using operating systems on which remote installation is supported. See
"Data Protector Installationconcept " on the next page.

Every time you perform a remote installation, you access the Installation Server through the GUI. The
User Interface component may be installed on the Cell Manager, although this is not a requirement. It
would be prudent to install the User Interface on several systems so that you can access the Cell
Manager from different locations.

Client software can be distributed to any Windows system, except Windows XP Home Edition, from
an Installation Server for Windows.

Windows XP Home Edition client systems must be installed locally from the Data Protector Windows
installation DVD-ROM.

Client software can be installed remotely on HP-UX, Solaris, Linux, AlX, and other supported UNIX
operating systems from an Installation Server for UNIX systems. For a list of supported platforms, see
the HPE Data Protector Product Announcements, Software Notes, and References. Even though
Installation Server is not required for local installation of clients, it is required to keep the clients up to
date with patches.
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For UNIX operating systems on which remote installation is not supported, or if you do not install an
Installation Server for UNIX, you can install UNIX clients locally, from the Data Protector UNIX
installation DVD-ROM.

Note that there are some exceptions that require remote installation only.

For further information on available installation methods for the various Data Protector clients, see
"Installing Data Protector clients" on page 54.

For the procedure for deinstalling UNIX clients locally, see "Local installation on UNIX and Mac OS X
systems" on page 97.

Data Protector Installationconcept

Windows UNIX
Installation Server Inst allatmn{r\uer
Windows Windows Linux Solaris |-|p Ux AlX
Client Client Client Client Client Client

Data Protector Installationmedia

Data Protector supports various operating systems and several processor architectures. The software
is delivered on either three DVD-ROMs (physical) or three ISO image files (electronic)."Data Protector
DVD-ROM/ISO image list " on the next page lists the components found on the DVD-ROMs or ISO
images.

Note: Data Protector installation files for Windows Vista, Windows 7, Windows 8, Windows
Server 2008, and Windows Server 2012 systems are digitally signed by HPE.

Note: Ensure to install the latest Data Protector 9.08 patches.
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Data Protector DVD-ROM/ISO image list

DVD DVD-ROM title/ISO image Contents

num.

1 Data Protector software 9.00 « Cell Manager and Installation Server for Windows
Windows 64-bit (AMDG64/Intel EM64T) systems
(TD586-15022.is0) « The complete set of English and Localized guides

in the electronic PDF format.
« Windows 64-bit clients

« HP OpenVMS clients (Alpha and Itanium
systems)

« Product information
« HPE software integration packages

2 Data Protector software 9.00 « Cell Manager, Installation Server, and clients for
HP-UX HP-UX systems
(TD586-15023. 150) « Clients for other UNIX systems

« Clients for Mac OS X systems

« The complete set of English and Localized guides
in the electronic PDF format.

« HPE software integration packages

3 Data Protector software 9.00 « Cell Manager, Installation Server, and clients for
Linux Linux systems
(TD586-15024.1s0) « Clients for other UNIX systems

« Clients for Mac OS X systems

« The complete set of English and Localized guides
in the electronic PDF format.

« HPE software integration packages

Choosing the Cell Manager system

The Cell Manager is the main system in a Data Protector cell. It manages the cell from one central
point. The Cell Manager does the following:

« Runs the core Data Protector software.
« Hosts the Data Protector Internal Database (IDB) server.
« Collects and maintains data with information about Data Protector sessions.

« Runs the Session Managers that start and stop different types of Data Protector sessions and store
related information into the IDB.

Before deciding on which system in your environment to install the Cell Manager, be aware of the
following:

HPE Data Protector (9.08) Page 25 of 421



Installation Guide
Chapter 1: Overview of the Installation procedure

« Supported platforms
The Cell Manager can be installed on Windows, HP-UX, or Linux platforms.

For details on supported versions or releases of these platforms, see the latest support matrices at
https://softwaresupport.hpe.com/.

« Reliability of the Cell Manager system

Since the Cell Manager contains the IDB and since backup and restore cannot be performed if the
Cell Manager is not functioning properly, it is important to choose a very reliable system in your
environment for the installation.

« Database growth and required disk space

The Cell Manager holds the Data Protector Internal Database (IDB). The IDB contains information
regarding the backed up data and its media, session messages and devices. The IDB can grow to a
significant size, depending on your environment. For example, if the majority of backups are
filesystem backups, then a typical IDB size would be 2% of the disk space used by the backed up
data.

For information on planning and managing the size and growth of the database, see the HPE Data
Protector Help index: “growth and performance of the IDB“.

For minimum disk space requirements for the IDB, see the HPE Data Protector Product
Announcements, Software Notes, and References.

Note: You do not have to use the Cell Manager as the user interface system. For example, you can
have a UNIX Cell Manager system and the Data Protector user interface component installed on
another system with a Windows platform.

Next steps

To determine the minimum requirements for your future Cell Manager system, see "Installing the Data
Protector Cell Manager and Installation Servers" on page 28.

Choosing the Data Protector user interface
system

Data Protector provides two user interfaces: a graphical user interface (GUI) and a command-line
interface (CLI). The GUI is available for Windows platforms, and the CLlI is available for Windows, HP-
UX, Solaris, and Linux platforms. Both user interfaces are provided by and are installed as a single
Data Protector software component.

The system selected to control the cell will be used by a network administrator or a backup operator.
However, in a large computer environment, it may be desirable to run the user interface on several
systems, and in case of a heterogeneous environment, on various platforms.

For details on supported operating systems (releases, versions, editions) for the user interface, see the
latest support matrices at https://softwaresupport.hpe.com/. For more information on local language
support and usage of non-ASCII characters in file names, see the HPE Data Protector Help index:
“language settings, customizing”.
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Once you have installed the user interface on a system in the cell, you can remotely access the Cell
Manager from that system. You do not have to use the graphical user interface system on the Cell
Manager.

The Data Protector graphical user interface

The Data Protector GUI is a powerful user interface that provides easy access to the Data Protector
functionality. The main window contains several views, such as Clients, Users, Devices & Media,
Backup, Restore, Object Operations, Reporting, Monitor, Instant Recovery, and Internal
Database, allowing you to perform all related tasks.

For example, in the Clients view, you can remotely install (add) clients by specifying all the target
systems and defining the installation paths and options which are sent to the specified Installation
Server. When the setup on the client is running, only installation specific messages are displayed in the
monitor window.

Data Protector graphical user interface

pa Import Host - - HPE Data Protector Manager [_ (O] x|
| Eile Edit Wiew Actions Help
JICIients jJEel ’;ﬂ |? JQ@H@J
= Diata Protector Cell
F_:ll - Import Client
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= smqmel? Type or zelect the client that you want to import. Select the type of the
--F_='| Installation Servers client you want ko impart,
@ 5 Clusters These type can be a Data Protector Client, a Virtual Host indicating a
zecond hoztname for an allieady existing host, HORMP Server if you want to
import a MOMP client, &P Server, VLS Device,
M ame smopc1?
Tvpe Data Protectar Client j
Data Protector Client
-~ Symantec S|Virtual Host
_rr!- ClearCaze D|MOMP Server
o Microsoft Wi G
5ot Web Client Irbraone 22
ll—l _"I & ek | THERt | Firuzh I Cancel
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See also "Data Protector graphical user interface" on page 419, which defines the most important areas
of the Data Protector GUI.
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This chapter contains detailed instructions about:

« Installing the Data Protector Cell Manager and Installation Servers

« Installing the Data Protector Single Server Edition

« Installing the Data Protector web reporting

Installing the Data Protector Cell Manager and

Installation Servers

Installation procedure
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If you install the Cell Manager and the Installation Server on the same system, you can perform this
task in one step.

All configuration and session information files in a Data Protector cell are stored on the Cell Manager. It
is difficult to transfer this information to another system. Therefore, ensure that the Cell Manager is a
reliable system in a stable, controlled environment.

Installing a UNIX Cell Manager

This section provides step-by-step instructions on how to install a UNIX Cell Manager. To install the
Windows Cell Manager only, see "Installing a Windows Cell Manager" on page 35.

Prerequisites

« Reverse DNS lookup for host name resolution is required for all Data Protector components in the
Data Protector cell.

« The default users unmask must be set to 822 otherwise some of the Data Protector services might
fail to start.

« The user account used for the installation must have administrative (root) privileges on the selected
target system.

« The system that will become the Cell Manager must:

« Have a supported UNIX operating system installed. For a list of supported operating systems for
the Cell Manager, see https://softwaresupport.hpe.com/.

« Have access to a DVD-ROM drive or be able to mount an ISO image.

« Have sufficient free disk space for the Data Protector Cell Manager software. The Cell Manager
must meet the following minimum requirements:

o The Soft File Limit per Process on the Cell Manager should be at least 1024.
o HP-UX systems: 8 GB of total RAM; Linux systems: 4 GB of total RAM.

For each parallel backup session, 40 MB of RAM and 5-8 MB per data segment size are required.
For example, if you want to run 60 parallel backup sessions, 3 GB of RAM plus 512 MB for data
segments are needed.

You can overcome free disk space shortage by installing Data Protector to linked directories.
Before creating the links, see "The installed directory structure on HP-UX and Linux systems" on
page 32.

« Have sufficient free disk space for the Data Protector Internal Database (IDB). For recovery of
the Internal Database, twice as much total RAM is required. Have 1.5 GB of free disk space +
approximately 100 bytes for each backed up file (for use by the IDB) in the /var directory, where
the IDB is stored. Note that the current IDB design allows the database binary files to be
relocated if growth in database size makes it necessary.

If you have insufficient free storage space on the disk volume, you can use linked directories, but
you should create the links before the installation and ensure that the destination directories
exist.
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« Have the TCP/IP protocol installed and running. The protocol must be able to resolve hostnames.

« Recognize the Cell Manager system if using a NIS server. See "Preparing a NIS server" on page
358.

« Have the following ports free:
o 5555 — the default port for Data Protector communication
o 7112 —the Internal Database Service port
o 7113 —the Internal Database Connection Pooler (IDB CP) port
o 7116 —the Application Server (HTTPS AS) port
o 9999 — the Application Server management port

To change the default communication port number, see "Changing the default Data Protector Inet
port" on page 354.

To change the default IDB and Application Server ports, see "Changing the default Data
Protector IDB ports and user accounts on UNIX systems" on page 355.

« Support long filenames. To check if your filesystem supports long filenames, execute the
getconf NAME_MAX DirectoryPath command.

« Have the inetd or xinetd daemon up and running.
« Have the Basic command line calculator (bc) installed.

« Have the user group hpdp and the dedicated user account hpdp in this user group configured to be
used by Data Protector. To change the default user account, see "Changing the default Data
Protector IDB ports and user accounts on UNIX systems" on page 355.

« Have the existing home folder configured for the hpdp user otherwise some of the Data Protector
services could fail to start.

« The hpdp user must have access to any directory from the following paths that already exist in
the system:

o /Jopt/omni/*
o /etc/opt/omni/*

o /var/opt/omni/*

Linux systems:

« Have the 32-bit GNU C Library (glibc) installed on 64-bit Linux systems (x86_64).
« Have net-tools installed (some net-tools utilities are needed during installation).
HP-UX systems:

« Have the auth service up and running.
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Cluster-aware Cell Manager

Additional prerequisites and steps are required for installing a cluster-aware Cell Manager. See
"Installing a cluster-aware Cell Manager" on page 159.

Note: In a multiple-cell environment (MoM), all Cell Managers must have the same Data Protector
version installed.

Recommendations

« HPE recommends to use large file support (LFS) on the file systems which store the Data Protector
Internal Database and the DC binary files that are expected to grow larger than 2 GB.

Setting kernel parameters

HP-UX systems:

« Set the kernel parameter shmmax (maximum size of a shared memory segment) to at least 2.5 GB.
To check the configuration, execute:
kcusage shmmax

« HPE recommends to set the kernel parameter maxdsiz (max data segment size) or maxdsiz_64 to
at least 134217728 bytes (128 MB), and the kemnel parameter semmnu (number of semaphore undo
structures) to at least 2000. The semmnu parameter must allow maximum number of parallel backup
or restore or copy sessions (1000) and the same number of database query sessions (1000). You
need not change the value of semmnu parameter, if you do not plan to execute large number of parallel
sessions.

After committing these changes, restart the system.

Linux systems:

« Set the kernel parameter shmmax (maximum size of a shared memory segment) to at least 2.5 GB.
To check the configuration, execute:

cat /proc/sys/kernel/shmmax

For recovery of the Internal Database, the kernel parameter should be set to twice the above value.

Installation procedure

Tip: If you install the Cell Manager and Installation Server on the same system, you can perform
the installation in one step by executing omnisetup.sh -CM -IS.

For a description of the omnisetup.sh command, see the README file located in the Mount
point/LOCAL_INSTALL directory on the DVD-ROM or the HPE Data Protector Command Line
Interface Reference located in the Mount_point/DOCS/C/MAN directory on the DVD-ROM.
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To install the Cell Manager on an HP-UX or Linux system

1. Insert and mount the appropriate UNIX installation DVD-ROM (for HP-UX or Linux) to a mount
point or mount the ISO image directly.

Note that the DVD-ROM filesystem uses the Rock Ridge extensions.
Optionally, copy the following directories from the DVD-ROM to your local disk:
LOCAL_INSTALL

platform_dir /DP_DEPOT
Where platform_diris:

hpux for HP-UX systems
linux_x86_64  forLinux systems

2. Gotothe LOCAL_INSTALL directory and execute:
./omnisetup.sh -CM

For details on the omnisetup.sh command, see the HPE Data Protector Command Line Interface
Reference.

If you want to install an Installation Server for UNIX on your Cell Manager, you can do it at this point.
For the required steps, see "Installing Installation Servers for UNIX systems" on page 43.

Note: The installation of Data Protector 9.00 on Red Hat 7 system fails. For more information, see
"Troubleshooting installation on Red Hat 7 systems" on page 329.

The installed directory structure on HP-UX and Linux
systems

When the installation completes, the core Data Protector software is located in the /opt/omni/bin
directory and the Installation Server for UNIX in the /opt/omni/databases/vendor directory. The
following list shows the Data Protector subdirectories and their contents:

Toinstall Data Protector to linked directories, for instance:
/opt/omni/ -> /prefix/opt/omni/

/var/opt/omni/ -> /prefix/var/opt/omni/
/etc/opt/omni/ -> /prefix/etc/opt/omni/

you should create the links before the installation and ensure that the destination directories exist.

/opt/omni/bin User commands

/opt/omni/help/C Help

/opt/omni/lbin Administrative commands, command-line utilities
/opt/omni/sbin Administrative commands, command-line utilities
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/opt/omni/sbin/install
/etc/opt/omni

/opt/omni/lib

/opt/omni/doc/C

/var/opt/omni/log
/var/opt/omni/server/log

/opt/omni/lib/nls/C
/opt/omni/1lib/man
/var/opt/omni/tmp

/var/opt/omni/server/db80

/opt/omni/AppServer
/opt/omni/idb

/opt/omni/jre

Installation scripts
Configuration data

Shared libraries for compression, data encoding, and device
handling

Guides in the electronic PDF format

Log files

Message catalog files
Man pages
Temporary files

IDB files

For details, see the HPE Data Protector Help index: “IDB,
location of directories”.

HPE Data Protector Application Server.
The HPE Data Protector internal database.

The Java Runtime Environment for use with Data Protector.

Configuring automatic startup and shutdown

The Data Protector installation procedure configures an automatic startup and shutdown of all Data
Protector processes whenever a system is restarted. Some of this configuration is operating system

dependent.

The following files are automatically configured:

HP-UX systems:

/sbin/init.d/omni

A script with startup and shutdown procedures.

/sbin/rcl.d/K162omni | Alink tothe /sbin/init.d/omni script that shuts down Data Protector.

/sbin/rc2.d/S838omni  Alink tothe /sbin/init.d/omni script that starts up Data Protector.

/etc/rc.config.d/omni Contains an omni parameter defining:

omni=1

omni=0

Linux systems:

HPE Data Protector (9.08)

Data Protector is automatically stopped and started at
system restart. This is the default option.

Data Protector is not automatically stopped and started at
system restart.
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/etc/init.d/omni

/etc/rcinit_
Level .d/K10omni

/etc/rcinit_
Level .d/S90omni

A script with startup and shutdown procedures.

Alink tothe /etc/init.d/omni script that shuts down Data

Where init_levelis 1 and 6.

Alink tothe /etc/init.d/omni script that starts up Data

Where init_levelis 2,3,4, and 5.

During the installation, the following system files on the Cell Manager system are modified:

HP-UX systems:

/etc/services The Data Protector port number for the service is added to the file.

/opt/omni/lbin/crs The Data Protector CRS service is added.

When the installation is finished, the following processes are running on the Cell Manager:

/opt/omni/1lbin/crs

/opt/omni/1bin/mmd

/opt/omni/1bin/kms

/opt/omni/idb/bin/postgres

/opt/omni/idb/bin/pgbouncer

HPE Data Protector (9.08)

The Data Protector Cell Request Server (CRS)
service runs on the Cell Manager system and is
started when the Cell Manager software is installed
on the system. The CRS starts and controls backup
and restore sessions in the cell.

The Data Protector Media Management Daemon
(MMD) service runs on the Cell Manager and is
started when the Cell Manager software is installed
on the system. The MMD manages the device and
media management operations.

The Data Protector Key Management Server

(KMS) service runs on the Cell Manager and is
started when the Cell Manager software is installed
on the system. The KMS provides key management
for the Data Protector encryption functionality.

The Data Protector Internal Database Service
(hpdp-idb) is the service under which the IDB runs.
The service is accessed locally on the Cell Manager
by processes that need information from the internal
database. This service is accessed remotely only for
media management information about transfer from
the IDB on the Cell Manager to the IDB on the
Manager-of-Manager (MoM).

The Data Protector Internal Database
Connection Pooler (hpdp-idb-cp) service offers
a pool of open connections to the hpdb-idb which can
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/opt/omni/AppServer/bin/standalone.sh The Data Protector Application Server (hpdp-
as) service is used for connecting the GUI to the
IDB through a HTTPS connection (web services). It
runs on the Cell Manager and has a local connection
to the hpdp-idb-cp service.

Setting environment variables

Before using Data Protector, HPE recommends that you extend the values of specific environment
variables in your operating system configuration:

« Toenable the Data Protector man pages to be viewed from any location, add the
/opt/omni/1lib/man to the MANPATH variable.

« To enable the Data Protector commands to be invoked from any directory, add the command
locations to the PATH variable. Procedures in the Data Protector documentation assume the variable
value has been extended. The command locations are listed in the omniintro reference page in the
HPE Data Protector Command Line Interface Reference and the omniintro man page.

Next steps

At this stage, the Cell Manager is installed and — if it was selected — also the Installation Server for
UNIX systems. Your next tasks are:

1. If you have not installed an Installation Server for UNIX on the same system, see "Installing a
UNIX Cell Manager" on page 29.

2. Install an Installation Server for Windows, if you wish to remotely install software to Windows
clients. See "Installing an Installation Server for Windows systems" on page 45.

3. Distribute the software to clients. See "Installing Data Protector clients" on page 54.

Installing a Windows Cell Manager

Prerequisites

« Reverse DNS lookup for host name resolution is required for all Data Protector components in the
Data Protector cell.

« The useraccount used for the installation must:

« Have administrative (Administrator) privileges on the selected target system.
« Have network access user rights set in the Windows local security policy.

« The Data Protector Inet service by default runs under the Windows local user account SYSTEM.
However, if for various reasons the Inet service runs under a Windows domain user account, you
must additionally grant it the following Windows operating system Security Policy privileges:
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Impersonate a client after authentication

Replace a process level token

For more information, see the HPE Data Protector Help index: “Inet user impersonation”.

« The system that will become the Cell Manager must:

Have a supported Windows operating system installed. For a list of supported operating systems
for the Cell Manager, see https://softwaresupport.hpe.com/.

Have access to a DVD-ROM drive or be able to mount an ISO image.

Have sufficient free disk space for the Data Protector Cell Manager software. The Cell Manager
requires 4 GB of total RAM.

For recovery of the Interal Database, twice as much total RAM is required.

For each parallel backup session, 40 MB of RAM are required. For example, if you want to run 60
parallel backup sessions, 3 GB of RAM are needed.

Have sufficient free disk space for the Data Protector Internal Database (IDB). 1.5 GB of free
disk space + approximately 100 bytes for each backed up file (for use by the IDB).

If you have insufficient free storage space on the selected disk volume, you can mount another
volume to a directory on it, but you should do so before the installation.

Have2 x size of the biggest package to _be installed + 10 MB of disk space onthe
system drive.

Have firewall configured to additionally accept "Remote Service Administration” (NP)
connections (port 445).

Have the Microsoft implementation of the TCP/IP protocol installed and running. The protocol
must be able to resolve hosthames. The computer name and the hostname must be the same.

Have a static IP address assigned. If the system is configured as a DHCP client, its IP address
changes; therefore, it is required to either assign a permanent DNS entry for the system (and
reconfigure it), or to configure a DHCP server to reserve a static IP address for the system (IP
address is bound to the system's MAC address).

Have the following ports free:

o 5555 — the default port for Data Protector communication

o 7112 —the Internal Database Service port

o 7113 —the Internal Database Connection Pooler (IDB CP) port
o 7116 —the Application Server (HTTPS AS) port

o 9999 — the Application Server management port

You can change the IDB and Application Server service ports during installation. To change the
default communication port number, see "Changing the default Data Protector Inet port" on page
354,

« Torun large number of sessions on a Windows Cell Manager, you must change the desktop heap
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limit. The size of each desktop heap allocation is controlled by the following registry value:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Session
Manager\SubSystems\Windows

The default data for this registry value will look something like the following:

%SystemRoot%\system32\csrss.exe ObjectDirectory=\Windows
SharedSection=1024,20480,768 Windows=0n SubSystemType=Windows ServerDll=basesrv,1
ServerDll=winsrv:UserServerDllInitialization,3 ServerDll=sxssrv,4
ProfileControl=0ff MaxRequestThreads=16

The numeric values following "SharedSection=" control how desktop heap is allocated. These
SharedSection values are specified in kilobytes.

« 1024 - shared heap size common to all desktops

« 20480 - size of the desktop heap for each desktop that is associated with an interactive window
station

« 768 - size of the desktop heap for each desktop that is associated with a non-interactive window
station

You must change the SharedSection value that is associated with a non-interactive window station
to 20480. A reboot is required for this change to take effect.

Microsoft Terminal Services Client

« Toinstall Data Protector on Windows through Microsoft Terminal Services Client, ensure that the
system you want to install Data Protector on has Remote Administration selected for the
Terminal Server Mode:

a. Inthe Windows Control Panel, click Administrative Tools and then Terminal Services
Configuration.

b. Inthe Terminal Services Configuration dialog box, click Server Settings. Ensure that the
Terminal Services server is running in the Remote Administration mode.

Recommendations

« If you expect DC binary files to grow larger than 2 GB (their size is limited only by the file system
settings), HPE recommends to use the NTFS file system for their storage.

Cluster-aware Cell Manager

Additional prerequisites and steps are required for installing a cluster-aware Cell Manager. See
"Installing a cluster-aware Cell Manager" on page 173.

Note: In a multiple-cell environment (MoM), all Cell Managers must have the same Data Protector
version installed.
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Installation procedure

To perform a new installation on a Windows system

1.

Insert the Windows installation DVD-ROM or mount the ISO image.
The User Account Control dialog is displayed. Click Continue to proceed with the installation.

In the HPE Data Protector window, select Install Data Protector to start the Data Protector
Setup Wizard.

Follow the Setup Wizard and carefully read the license agreement. Click Next to continue, if you
accept the terms of the agreement.

In the Installation Type page, select Cell Manager and then click Next to install Data Protector
Cell Manager software.

Selecting the installation type

i'é" HPE Data Protector - Setup Wizard B |

Installation type —
Zhoose installation type. E':gﬁ:tr‘itsii ckard

Inskall the Data Protector Cell Manager, which controls backup and restore
activities within the entire Data Protector cell,

" Client

H Install a Daka Prokector client locally, which can be added to the Data
Prokector cell.

" Installation Server

by the Data Protectar Cell Manager Far remote inskallation of Windaws

Install the Data Protector software depot For components, which will be used
gll clients.

rata Pratechor

< Back I hexk = I Cancel

5. Provide the username and password for the account under which the Data Protector services will

run.
Click Next to continue.
Click Next to install Data Protector into the default installation folders.

Otherwise, click Change to open the Change Current Destination Folder or Change Current
Program Data Destination Folder dialog box, and change the installation folder as needed. The
path to the program data installation folder should not exceed 80 characters.

In the Component Selection page, select the components you want to install. For a list and
descriptions of the Data Protector components, see "Data Protector components" on page 57.
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Selecting software components

i'é'-HPE Data Protector- Setup Wizard

Component Selection

Z=lect the program Features yau want installed.

—
Hewlett Packard
Enterprise

sk Agent
General Media Agent

MOMP Media Agent

User Interface

. 'l Manager-of-Managers User Inkerf.
Installation Server

Inktegrations

Autornatic Disasker Recovery

Store0nce Software Deduplication

MS Exchange Granular Recovery Extensic
M3 SharePoint Granular Recovery Extensi_ |
Docurmentation {Guides, Help)

I i...... = = | Fralish Dinenment akinn (e |i|i|-=<_Hi;I
] 4

[ ata Protector

|
| v

4

[

x
4

B
44

x
4

X
Ll

X
Ll

[
v

|

- Feature Descrpkicn

Enables wou ta back up and
restore file systems, disk images,
and system configuration
objects.

This feature reguires S865KE on
wour hard drive,

Space |

< Back I Mext = I Cancel |

Disk Agent, General Media Agent, User Interface, and Installation Server are selected by

default. Click Next.

8. Optionally, change the user account used by the Data Protector IDB and Application Server, and

the ports used by these services.

Click Next.
Changing the IDB and Application Server options
i'.L-!;'-HPE Data Protector- Setup Wizard
Internal Database and Application Server options —
‘fou can customize a few Data Protector service parameters, E:g};ﬁ;a:kard
Internal Database Service and Application Server account
Username  |SepDMRar By default, the Cell Request Server (CRS)

Passwﬂrd I kbbbt

Service porks

Internal Database Service port IT
Internal Database Connection Pooler port IT
Application Server pork {(HTTPS) IT
Application Server management park W

I skip ports werification

[t Prabe it

account is used also for Internal Database
Service and Application Server,

< Back I Mext = I Cancel |

9. If Data Protector detects Windows Firewall on your system, the Windows Firewall configuration
page is displayed. Data Protector setup will register all necessary Data Protector executables. By
default, the selected option is Initially, enable newly registered Data Protector binaries to
open ports as needed. If you do not want to enable Data Protector to open ports at the moment,
deselect the option. However, note that for proper functioning of Data Protector, the executables

must be enabled.

HPE Data Protector (9.08)
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Note that only inbound firewall rules are automatically created and you must manually create any
outbound firewall rules. For the required port ranges, see the HPE Data Protector Help index:
“firewall support”.

Click Next.

10. The component summary list is displayed. Click Install to start installing the selected
components. This may take several minutes.

Component summary list

i'.L-!;'-HPE Data Protector- Setup Wizard
Ready to Install the Program —
Hewlett Packard
The wizard is ready to begin the installation, Enterprise

Click Install ko begin the installation,

To review or change any of your installation settings, click Back., Click Cancel to exit the
Setup Wizard,

Installing Cell Manager system -
User account For the CRS service: COMPARNYY annag
User account for the IDBfApplication Server services: COMPANY\annag
Executables will be registered with M3 Firewall
List of selected components:
1, Cell Manager {Provides Data Protector Cell Manager Functionality.) —
2, Core (A fundamental component, Tt is installed on each system where Data Protect
3. Job Contral Engine Service Dispatcher (8 Fundarental component. It is installed on
4, Job Control Engine Service Registry (A fundamental component, I is installed on ez
5. Application Server Technology Stack (4 Fundamental component. It is installed on e =
» I

HI Crre Terhnnlony Skack ©a Ffindamental comnnnent. T s inskalled in eark swskem w
4

[t Prabe it

11. The Installation status page is displayed. Click Next.
Installation status page
i'.L-!;'-HPE Data Protector- Setup Wizard
Installation status —
Hewlett Packard
Enterprise
(&) User HSLYannag has been granted Logon as a Service right, |
(3} The IDB service account added to the Inet impersonation database.
(3} Installation server successfully imported,
@ Client successfully imported 1o the cell ALASKA,company.com
(3} all services successfully started,
4 | ]
[EtE Prakector
= Back I Mext = I Eance| |

12. If you have installed the User Interface component, to start using the Data Protector GUI
immediately after setup, select Launch Data Protector GUI.
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If you have installed the English Documentation (Guides, Help) component, to view the HPE
Data Protector Product Announcements, Software Notes, and References immediately after
setup, select Open the Product Announcements, Software Notes, and References.

Click Finish.

After the installation

The Cell Manager files are located in the Data_Protector_home directory and in Data_Protector_
program_data.

The software depot is located in the Data_Protector_program_data\Depot directory.

The Data Protector commands are located in the directories, listed in the omniintro reference page in
the HPE Data Protector Command Line Interface Reference and the omniintro man page.

HPE recommends that you enable invocations of the Data Protector commands from any directory by
extending the value of the appropriate environment variable in your operating system configuration with
the command locations. Procedures in the Data Protector documentation assume the value has been
extended.

The following processes are running on the Cell Manager system:

crs.exe The Data Protector Cell Request Server (CRS) service runs on the Cell Manager
system and is started when the Cell Manager software is installed on the system.
The CRS starts and controls backup and restore sessions in the cell. It runs in the
Data_Protector_home\bin directory.

mmd . exe The Data Protector Media Management Daemon (MMD) service runs on the Cell
Manager system and is started when the Cell Manager software is installed on the
system. The MMD manages the device and media management operations. It runs
inthe Data_Protector_home\bin directory.

omniinet.exe  The Data Protector client service that enables the Cell Manager to start agents on
other systems. The Data Protector Inet service mustrunon all systems inthe
Data Protector cell. It runs in the Data_Protector_home\bin directory.

kms . exe The Data Protector Key Management Server (KMS) service runs on the Cell

Manager system and is started when the Cell Manager software is installed on the
system. The KMS provides key management for the Data Protector encryption
functionality. It runs in the Data_Protector_home\bin directory.
hpdp-1do The Data Protector Internal Database Service (hpdp-idb) is the service
under which the IDB runs. The service is accessed locally on the Cell Manager by
processes that need information from the internal database. This service is
accessed remotely only for media management information about transfer from the
IDB on the Cell Manager to the IDB on the Manager-of-Manager (MoM).
hpdp-idb-cp . .
The Data Protector Internal Database Connection Pooler (hpdp-idb-cp)
service offers a pool of open connections to the hpdb-idb which can be used on
request instead of opening a new connection for every request, thus ensuring hpdp-
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idb connection scalability. The service runs on the Cell Manager and is accessed
only by local processes.

hpdp- L
pdp-as The Data Protector Application Server (hpdp-as) serviceis used for

connecting the GUI to the IDB through a HTTPS connection (web services). It runs
on the Cell Manager and has a local connection to the hpdp-idb-cp service.

Note: If you intend to use the Data Protector user interface to perform backups or restores across
platforms, ssee the HPE Data Protector Product Announcements, Software Notes, and
References for the limitations incurred.

Tip: You can install additional code page conversion tables to correctly display filenames, if the
appropriate encoding is not available from the Data Protector GUI. For detailed steps, see the
operating system documentation.

Troubleshooting

In case of an unsuccessful setup, try to verify the requirements that are checked by Setup itself and
what could have caused the failure if they had not been fulfilled. See "Prerequisites” on page 35.

This is the list of the requirements checked by Setup:

« Service Pack version

« nslookup, sothat Data Protector is able to expand hostnames
« disk space

« administrative rights

Next steps

At this stage, the Cell Manager is installed and — if it was selected — also the Installation Server for
Windows. Your next tasks are:

1. Install the Installation Server for UNIX, if you have a mixed backup environment. See "Installing
the Data Protector Cell Manager and Installation Servers" on page 28. Skip this step if you do not
need the Installation Server for UNIX system.

2. Distribute the software to clients. See "Installing Data Protector clients" on page 54.

Installing Installation Servers

Installation Servers can be installed on the Cell Manager system or any supported system that is
connected to the Cell Manager by a LAN. For details on supported operating systems for the
Installation Server, see https://softwaresupport.hpe.com/.

To keep the Installation Servers on systems separate from the Cell Manager, install the corresponding
software depot locally. The detailed procedure is described in this section.
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Note: When using the Encrypted Control Communication in a cell, the Installation Server must
also have the Secure Communication enabled to update clients.

Installing Installation Servers for UNIX systems

Prerequisites

The system that will become your Installation Server must meet the following requirements:

« Have the HP-UX or Linux operating system installed. For details on supported operating systems for
the Installation Server, see the HPE Data Protector Product Announcements, Software Notes, and
References.

« Havethe inetd or xinetd daemon up and running.

« Reverse DNS lookup for host name resolution is required for all Data Protector components in the
Data Protector cell.

« Have the port number 5555 (default) free. If this is not the case, see "Changing the default Data
Protector Inet port" on page 354.

« Have the TCP/IP protocol installed and running. The protocol must be able to resolve hostnames.

« Have enough disk space for the complete Data Protector software depot. The following are the
minimum requirements:

« 512 MB of total RAM
« 1.5GB of free disk space

« Have a DVD-ROM drive or be able to mount ISO images.
« You need either root access or an account with root privileges.
« The Cell Manager in the Data Protector cell must be of the 9.00 version.

To install Data Protector to linked directories, for instance:
/opt/omni/ -> /prefix/opt/omni/

/etc/opt/omni/ -> /prefix/etc/opt/omni/
/var/opt/omni/ -> /prefix/var/opt/omni/

Create the links before the installation and ensure that the destination directories exist.

Note: To install software from a device across the network, first mount the source directory on
your computer.

Recommendations

Installing Data Protector using a UNIX Installation Server is the preferred method for UNIX clients.

Although local installation of Data Protector to UNIX clients is possible, it is not recommended as there
is no supported procedure to patch UNIX clients without the use of an Installation Server.
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Because an Installation Server is required to patch UNIX clients, it is recommended to use the same
Installation Server to first install Data Protector on the UNIX clients.

Installation procedure

To install the Installation Server for UNIX systems on an HP-UX or Linux system

1. Insert and mount the appropriate UNIX installation DVD-ROM or ISO image (for HP-UX or Linux)
to a mount point.

Note that the DVD-ROM filesystem uses the Rock Ridge extensions.
Optionally, copy the following directories from the DVD-ROM to your local disk:
LOCAL_INSTALL

platform_dir/DP_DEPOT

Where platform_diris:

hpux for HP-UX systems
linux_x86_64  forLinux systems

2. Gotothe LOCAL_INSTALL directory and execute:
./omnisetup.sh -IS

For a description of the omnisetup.sh command, see the README file located in the Mount_point/
directory on the DVD-ROM or to the HPE Data Protector Command Line Interface Reference
located in the Mount_point/DOCS/C/MAN directory on the DVD-ROM.

When the installation is finished, the software depot for UNIX is located in the
/opt/omni/databases/vendor directory.

The omnisetup.sh command installs the Installation Server with all packages. To install only a subset
of the packages, use swinstall (for HP-UX) or rpm (for Linux). See "Installing on HP-UX and Linux
systems using native tools" on page 343.

If you do not install the Installation Server for UNIX on your network, you will have to install every UNIX
client locally from the UNIX installation DVD-ROM (for HP-UX or Linux). Furthermore, patching of
components on Data Protector clients will not be possible.

Next steps

At this point, you should have the Installation Servers for UNIX installed on your network. Your next
tasks are:

1. Ifyou installed the Installation Server on a different system than the Cell Manager, you must
manually add (import) the system to the Data Protector cell. See "Importing an Installation Server
to a cell" on page 188.

Note: When an Installation Server is imported, the file
/etc/opt/omni/server/cell/installation_servers on the Cell Manager is updated to
list the installed remote installation packages. This can be used from the CLI to check the
available remote installation packages. For this file to be kept up to date, you should export
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and re-import an Installation Server whenever remote installation packages are installed or
deleted. This applies even if an Installation Server is installed on the same system as the Cell
Manager.

If you have any Windows systems in your Data Protector cell, install the Installation Server for
Windows. See "Installing an Installation Server for Windows systems" below.

3. Distribute the software to clients. See "Installing Data Protector clients" on page 54.

Installing an Installation Server for Windows
systems

Prerequisites

A Windows system that will become your future Installation Server must meet the following
requirements:

Have one of the supported Windows operating systems installed. For details on supported operating
systems for the Installation Server, see https://softwaresupport.hpe.com/.

Have enough disk space for the complete Data Protector software depot. The following are the
minimum requirements:

« 512 MB of total RAM
« 2 GB of free disk space

Have access to a DVD-ROM drive.

Reverse DNS lookup for host name resolution is required for all Data Protector components in the
Data Protector cell.

TCP/UDP 445. For new Data Protector client push installation (without any Data Protector
components on the client), accessible installation server share is required. Alternatively, if the
Installation Server depot share cannot be accessed, initial Data Protector client installation must be
done locally. For upgrades, in cases where the Installation Server depot is not accessible as a share
(UDP 445 traffic is blocked), Data Protector uses internal FTP mechanism as a fallback. Internal
FTP uses inet communication port (5555 by default).

5555 — the default port for Data Protector communication. If this is not the case, see "Changing the
default Data Protector Inet port" on page 354.

Have the Microsoft implementation of the TCP/IP protocol up and running. The protocol must be
able to resolve hostnames. The computer name and the hostname must be the same.

Limitations

Due to the security restrictions imposed by the Windows operating system, Installation Server can
be used to remotely install clients only in the same domain.

If you do not install the Installation Server for Windows on your network, you will have to install every
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Windows client locally from the DVD-ROM.

Note: You cannot remotely install a Data Protector client on the Windows system after an
Installation Server has been installed on this system. To install an Installation Server and client
component(s) on the same system, you must perform a local client installation. During the
installation procedure, select all desired client components and the Installation Server component.
See "Installing Data Protector clients" on page 54.

Installation procedure

To install the Installation Server for Windows systems

1.

Insert the Windows installation DVD-ROM.
The User Account Control dialog is displayed. Click Continue to proceed with the installation.

In the HPEData Protector window, select Install Data Protector to start the Data Protector Setup
Wizard.

Follow the Setup Wizard and carefully read the license agreement. Click Next to continue, if you
accept the terms of the agreement.

In the Installation Type page, select Installation Server and then click Next to install Data
Protector software depot.

Selecting the installation type

ilé‘- HPE Data Protector - Setup Wizard
Installation type —
. ) Hewlett Packard
Chaoose installation type. Enterprise

" cell Manager

Install the Data Protector Cell Manager, which controls backup and restare
l)lg ackivities within the entire Data Protector cell,
" Client
E Install a Data Protector client locally, which can be added to the Data
Protectar cell.

by the Data Protector Cell Manager For remote installation of 'Windows

| Install the Daka Protector software depok for components, which will be used
%ll clients.

[ata Protector

< Back I Mext = I Cancel

5. Click Next to install Data Protector on the default folder.

Otherwise, click Change to open the Change Current Destination Folder window and enter a new
path.

If Data Protector detects Windows Firewall on your system, the Windows Firewall configuration
page is displayed. Data Protector setup will register all necessary Data Protector executables. By
default, the selected option is Initially, enable newly registered Data Protector binaries to
open ports as needed. If you do not want to enable Data Protector to open ports at the moment,
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deselect the option. However, note that for proper functioning of Data Protector, the executables
must be enabled.

Note that only inbound firewall rules are automatically created and you must manually create any
outbound firewall rules. For the required port ranges, see the HPE Data Protector Help index:
“firewall support”.

Click Next.

7. The component summary list is displayed. Click Install to start installing the selected
components. This may take several minutes.

Component selection summary page

i HPE Data Protector - Setup Wizard K
Ready to Install the Program —
Hewlett Packard
The wizard is ready to begin the installation, Enterprise

Click Install ko beqgin the installation.

To review or change any of vour installation settings, click Back. Click Cancel ta exit the
Setup Wizard,

Installing Installation server,

Executables will be registered with M3 Firewall

List of selected components:
1. Core (A fundamental component, It is installed on each system where Data Protector |
2. Core Technology Stack (4 fundamental component. It is installed on each system wher|
3. Installation Server (Enables wou to remately install Data Protector camponents to othe

4 | 3

[ata Protechor

% Back Cancel
8. The Installation status page is displayed. Click Next.
Installation status page
i'm‘!:" HPE Data Protector ' - Setup Wizard
Installation status —
Hewlett Packard
Enterprise
(&) Installation server successfully imported, |
(3} Configuration of cell has not been updated,
(3} all services successfully started,
4 | ]
[EtE Prakector
= Back I Mext = I Eance| |

9. Click Finish.

HPE Data Protector (9.08) Page 47 of 421



Installation Guide
Chapter 2: Installing Data Protector

As soon as the installation is finished, the software is, by default, installed in the directory Data _
Protector_program_data\Depot. The software is shared so that it can be accessed from the
network.

Next steps

At this point, you should have Installation Server for Windows installed on your network. Now you
should perform the following tasks:

1. If you have set up an independent Installation Server (for example, not on the Cell Manager) you
must manually add (import) the system to the Data Protector cell.
See "Importing an Installation Server to a cell" on page 188.

2. Install an Installation Server for UNIX on HP-UX or Linux if you have a mixed backup
environment. See "Installing Installation Servers for UNIX systems" on page 43.

3. Distribute the software to clients. See "Installing Data Protector clients" on page 54.

Installing the Data Protector Single Server
Edition

The Single Server Edition (SSE) of Data Protector is designed for small environments where backups
run on only one device connected to a Cell Manager. It is available for supported Windows and for HP-
UX platforms.

Toinstall the Cell Manager and (optionally) Installation Server, follow the instructions in "Installing the
Data Protector Cell Manager and Installation Servers" on page 28.

Limitations of SSE for Windows

« SSE supports backups to only one device concurrently, connected to a single Cell Manager.
« One 10-slot DDS autochanger only is supported.

« UNIX (also HP-UX) clients and servers are not supported. If a backup is attempted to a UNIX
machine, the session is aborted.

« Adding extension products is not supported with SSE.
o Clustering is not supported with SSE.
« Disaster Recovery is not supported with SSE.

The number of Windows clients is not limited.

For supported devices, see the HPE Data Protector Product Announcements, Software Notes, and
References.

Limitations of SSE for HP-UX

« SSE supports backups to only one device concurrently, connected to a single Cell Manager.
« One 10-slot DDS autochanger only is supported.
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« OnaUNIX Cell Manager, you cannot back up servers - only UNIX clients, Windows clients and
Solaris clients.

« Adding extension products is not supported with SSE.
« Clustering is not supported with SSE.
The number of clients (UNIX, Windows) is not limited.

For supported devices, see the HPE Data Protector Product Announcements, Software Notes, and
References.

Installing a password

For the step-by-step instructions on how to install a password on the Cell Manager, see "Data Protector
passwords" on page 314.

Installing the Data Protector web reporting

Data Protector Web Reporting is installed with other Data Protector components by default, and as
such, you can use it locally from your system.

You can also install it on a Web server and in that way make it available on other systems which do not
need to have any of the Data Protector software components installed.

Prerequisites

To use Data Protector Java Web Reporting on your system, the following prerequisites must be
fulfilled:

« A supported Web browser must be installed on the system

The supported Web browsers are the same as for viewing the Data Protector Help. For details, see
"Requirements for viewing Data Protector documentation" on page 414.

« Windows Internet Explorer:

The default web browser security settings prevent webpages from running scripts or using
ActiveX controls. To allow the web browser to run scripts and use ActiveX controls in order to
enable Data Protector Web Reporting, click Allow blocked content in the Internet Explorer
Information bar. To permanently allow blocked content, select Tools > Internet Options >
Advanced, locate the Security section and select the option Allow active content to run in
files on My Computer.

« A supported Java runtime environment must be installed on the system and enabled in the Web
browser

The supported Java runtime environment is Java Runtime Environment (JRE) 1.5.0_06 or newer
update (for example, 1.5.0_07). You can download JRE at
http://www.oracle.com/technetwork/java/index-jsp-141438.html.
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Installation Procedure

To install Data Protector Web Reporting to a Web server

1. Copy the following Data Protector Java reporting files to the server. The server does not have to
be a Data Protector client. On systems with the Data Protector User Interface component
installed, the files are located in the following directory:

Windows systems:
Data_Protector_home\java\bin
UNIX systems:
/opt/omni/java/bin

2. Open the WebReporting.html file in your browser to access the Data Protector Web Reporting.
You must make the file available to the users of the Web reporting in the full URL form. For
example, you can put a link to this file from your Intranet site.

Tip: By default, no password is needed to use Data Protector Web Reporting. It is strongly
recommended to set password on Cell Manager and in that way restrict the access to the Web
reporting. For the procedure, see the HPE Data Protector Help index: “Web reports, limiting access

l

to’.

Next steps

When the installation has been completed, see the HPE Data Protector Help index: “Web reporting
interface, configuring notifications” for more information on configuration issues and creating your own
reports.

Verifying the Installation

When you need to check if the Data Protector software components are up and running on the Cell
Manager or the client systems, you can verify the installation using the Data Protector graphical user
interface.

Prerequisite

You must have the Installation Server for the type of the client system (UNIX system or Windows
system) available.

Steps

1. Inthe Context List, click Clients.
2. Inthe Scoping Pane, expand Clients, right-click the Cell Manager or client system, and then click
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Check Installation to open the wizard.

3. Allclient systems of the same type (UNIX systems or Windows systems) are listed. Select the
clients for which you want to verify the installation and click Finish to start the verification.

The results of the verification will be displayed in the Check Installation window.

About the Data Protector Inet Service
Configuration

On Windows systems, backup and restore sessions are started by the Data Protector Inet service,
which by default runs under the Windows local user account SYSTEM. Consequently, a backup or
restore session is performed using the same user account.

Integrations

Some of the Data Protector integrations require that backup and restore sessions are started under a
Windows domain user account. On a Windows Server 2003 system, this can be achieved by simply
restarting the Data Protector Inet service under a different user account. For other supported Windows
operating systems, this in no longer allowed. Therefore, Data Protector uses an alternative concept:
user impersonation. It means that, although the Data Protector Inet service runs under the Windows
local user account SYSTEM, the service can impersonate a Windows domain user account and can
consequently start the integration agent under that user account.

To enable the Data Protector Inet service impersonation, Windows domain user account must be
specified in the backup specification or in the restore wizard and the user account (including its
password) must be saved in the Windows Registry.

Running the Inet service under a Windows domain user
account

In some cases, the Data Protector Inet service must run under a Windows domain user account:

« Cluster environments

In a cluster, you must configure the Data Protector Inet service for all cluster nodes. This means that
you need to use a Windows domain user account as the Inet account.

When the Inet service runs under a Windows domain user account, you must grant it the following
Windows operating system Security Policy privileges:

o Impersonate a client after authentication

e Replace a process level token
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Setting Up a User Account for the Data
Protector Inet Service User Impersonation

You can specify that the Data Protector Inet service, which by default runs under the Windows local
user account SYSTEM, uses a different Windows domain user account to start a session.

« Configure the user account as follows:

« Grant the user appropriate permissions to access data (for example, application data).

« Ensure that the user is added to the Data Protectoradmin or operator user group.

Using the Data Protector GUI

Steps

In the Context List, click Clients.
2. Inthe Scoping Pane, expand Data Protector Cell and then Clients.
Right-click the client and click Add Impersonation.

Note: To modify or delete a user, click Modify Impersonation or Delete Impersonation,
respectively.

4. Inthe Select Client Systems page, select the client systems for which you want to configure the
Data Protector Inet service user impersonation and click Next.

5. Inthe Add, delete or modify impersonation page, add a new user account, or modify or delete an
existing one, and click Finish.

The user account saved in the Windows Registry will be used by the Data Protector Inet service when
needed.

Using the Data Protector CLI

« To set up a user account for the user impersonation on one Data Protector client, use the
omniinetpasswd command.

Login to the client and run:
omniinetpasswd -add User@DomainPassword

« Toset up auser account for the user impersonation on multiple Data Protector clients, use the
omnicc command.

Login to the Cell Manager and run:

omnicc -impersonation -add_user -user User@Domain -host ClientNamel -host
ClientName2 -host ClientName3 -passwd Password
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For details on the omniinetpasswd and omnicc commands, see the HPE Data Protector Command
Line Interface Reference.

Changing the Data Protector Inet Account

To ensure that the Data Protector Inet service starts processes needed for backup and restore under a
specific user account, you must restart the service under that user account.

Prerequisites

« Microsoft Cluster Server: Before changing the account, take the OBVS_HPDP_AS, OBVS_HPDP_IDB,
OBVS_HPDP_IDB_CP, and OBVS_MCRS cluster groups offline. Once the Data Protector Inet service is
restarted under a different account, put the cluster groups online again.

On Windows systems

In the Control Panel, click Administrative Tools and then double-click Services.
Double-click Data Protector Inet.

In the General Data Protector Inet Properties click Stop and then click the Log On tab.
Select the This Account button.

Enter or browse for the account that has the correct permission (to access the shared disk).
Enter and then confirm the password.

Click OK to exit these property pages.

Make sure that you still have Data Protector Inet selected, right-click it, and then click Start.

© ® N o o s~ D=

Exit this dialog box.
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You can install the Data Protector clients remotely, by distributing them using the Installation Server, or
locally, from the appropriate installation DVD-ROM or mounted ISO image.

For the list of Data Protector installation DVD-ROMs and ISO images, see "Data Protector Installationmedia”
on page 24.

Installing Data Protector using a UNIX Installation Server is the preferred method for UNIX clients.

Although local installation of Data Protector to UNIX clients is possible, it is not recommended as there is no
supported procedure to patch UNIX clients without the use of an Installation Server.

Because an Installation Server is required to patch UNIX clients, it is recommended to use the same
Installation Server to first install Data Protector on the UNIX clients.

Note: A Windows Installation Server targets a client’s port 445 during a remote installation, while a HP-
UX/Linux Installation Server targets a client’s port 22 (secure remote install) or ports 512/ 514 (non-
secure remote install). On the Installation Server side, ephemeral ports are used to make connections to
these target ports.

After you have installed the clients, HPE recommends that you enable invocations of the Data Protector
commands from any directory by adding the command locations to the appropriate environment variable on
each client. Procedures in the Data Protector documentation assume the variable value has been extended.
Command locations are listed in the omniintro reference page in the HPE Data Protector Command Line
Interface Reference and the omniintro man page.

After installing and importing the Data Protector clients into the cell, it is also highly recommended to verify
the installation and to protect clients from unwarranted access. For procedure on verifying the client
installation, see "Verifying Data Protector client installation " on page 333. For more information on security
protection, see "Security considerations" on page 193.

Installing Data Protector client systems

Client system Installation type and reference

Windows Remote and local installation; see "Installing Windows clients" on page 61
HP-UX Remote and local installation; see "Installing HP-UX clients " on page 66
Solaris Remote and local installation; see "Installing Solaris clients" on page 70
Linux Remote and local installation; see "Installing Linux clients" on page 76

ESX Server Remote and local installation; see "Installing ESX Server clients" on page 80
Mac OS X Remote and local installation; see "Installing Mac OS X clients" on page 82
IBM AIX Remote and local installation; see "Installing IBM AlX clients" on page 80
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Client system Installation type and reference

HP OpenVMS Local installation; see "Installing HP OpenVMS clients" on page 84

other UNIX system Local installation; see "Local installation on UNIX and Mac OS X systems" on

page 97

DAS Media Agent Remote and local installation; see "Installing a Media Agent to use the

client ADIC/GRAU Library or the StorageTek Library" on page 101.

ACS Media Agent Remote and local installation; see "Installing a Media Agent to use the

client ADIC/GRAU Library or the StorageTek Library" on page 101
Integrations

Data Protector integrations are software components that allow you to back up database applications
with Data Protector. The systems running database applications are installed the same way as any
Windows or UNIX client systems, provided that the appropriate software component has been
selected (for example, the MS Exchange Integration component for backing up the Microsoft
Exchange Server database, Oracle Integration component for backing up an Oracle database, and
soon).

Installing integrations

Software application Reference
or disk array family

Microsoft Exchange See "Microsoft Exchange Server clients" on page 111.
Server

Microsoft SQL Server = See "Microsoft SQL Server clients" on page 117

Microsoft SharePoint See "Microsoft SharePoint Server clients" on page 117

Server

Microsoft Volume See "Microsoft Volume Shadow Copy Service clients" on page 121.
Shadow Copy

Service (VSS)

Sybase Server See "Sybase Server clients" on page 122

Informix Server See "Informix Server clients" on page 122

SAP R/3 See "SAP R/3 clients" on page 123

SAP MaxDB See "SAP MaxDB clients" on page 123
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Software application
or disk array family

SAP HANA
Appliance

Oracle Server
MySQL
PostgreSQL
IBMDB2UDB

Lotus Notes/Domino
Server

VMware

Microsoft Hyper-V
Network Data
Management Protocol

(NDMP) Server

HPE P4000 SAN
Solutions

HPE P6000 EVA
Disk Array Family

HPE P9000 XP Disk
Array Family

HPE 3PAR StoreServ
Storage

EMC Symmetrix

EMC VNX Storage
Provider

EMC VMAX Storage
Provider

NetApp Storage
Provider

HPE Data Protector (9.08)

Reference

See "SAP HANA Appliance clients" on page 123

See "Oracle Server clients" on page 124
See "MySAQL clients" on page 124

See "PostgreSQL clients" on page 124
See "IBM DB2 UDB clients" on page 125

See "Lotus Notes/Domino Server clients" on page 125

See "VMware clients" on page 125

See "Microsoft Hyper-V clients" on page 136

See "NDMP Server clients" on page 137

See "HPE P4000 SAN Solutions clients" on page 137

See "HPE P6000 EVA Disk Array Family clients" on page 137

See "HPE P9000 XP Disk Array Family clients" on page 143

See "HPE 3PAR StoreServ Storage clients" on page 149

See "EMC Symmetrix clients" on page 149

See "Non—HPE Storage Arrays" on page 153

See "Non—HPE Storage Arrays" on page 153

See "Non—HPE Storage Arrays" on page 153
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Other installations
Installation Reference

Integrated Archive Platform (IAP) See "Installing the Data Protector Integration
clients" on page 108.

Web reporting See Installing Data Protector web reporting.

HPE Serviceguard See "Installing Data Protector on an HPE
Serviceguard" on page 159.

Symantec Veritas Cluster Server See "Installing Data Protector on a Symantec
Veritas Cluster Server" on page 169.

Microsoft Cluster Server See "Installing Data Protector on a Microsoft
Cluster Server" on page 172.

IBM HACMP Cluster See "Installing Data Protector on an IBM
HACMP Cluster" on page 183.

Microsoft Hyper-V cluster See "Installing Data Protector on a Microsoft
Hyper-V cluster" on page 183.

Data Protector components

For the latest information on the supported platforms, visit the HPE Data Protector home page at
https://softwaresupport.hpe.com/manuals.

These are the Data Protector components you can select and their descriptions:

User Interface The User Interface component includes the Data Protector graphical
user interface on Windows systems and part of the command-line
interface on Windows and UNIX systems. The software is needed to
access the Data Protector Cell Manager and must be installed at
least to the system that is used for managing the cell.

Note: Specific commands of the Data Protector command-line
interface are included in other Data Protector components. For
details, see the HPE Data Protector Command Line Interface
Reference.

Before using the Data Protector User Interface in heterogeneous
environments, see the HPE Data Protector Product
Announcements, Software Notes, and References for the
limitations incurred.

English Documentation This is the Data Protector English language documentation file set.
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(Guides, Help)

French Documentation
(Guides, Help)

Japanese Documentation
(Guides, Help)

Simplified Chinese
Documentation (Guides,
Help)

Manager-of-Managers User

Interface

Disk Agent

General Media Agent

Automatic Disaster
Recovery

SAP R/3 Integration

SAP MaxDB Integration

SAP HANA Integration

Oracle Integration

MySQL Integration

Virtual Environment
Integration

HPE Data Protector (9.08)

This is the Data Protector French language documentation file set.

This is the Data Protector Japanese language documentation file set.

This is the Data Protector Simplified Chinese language
documentation file set.

The Manager-of-Managers User Interface includes the Data Protector
graphical user interface. The software is needed to access the Data
Protector Manager-of-Managers functionality and control the multicell
environment. The Manager-of-Managers User Interface and the
Manager User Interface are available as a common application.

The Disk Agent component must be installed on systems that have
disks that will be backed up with Data Protector.

The General Media Agent component must be installed on systems
that have backup devices connected or have access to alibrary
robotics and will be managed by Data Protector.

The Automatic Disaster Recovery component must be installed on
systems for which you want to enable recovery using any of the
automatic disaster recovery methods and on systems where the DR
CD ISO image for Enhanced Automated Disaster Recovery (EADR)
or One Button Disaster Recovery (OBDR) will be prepared to provide
automatic preparation for the disaster recovery.

The SAP R/3 Integration component must be installed on systems
that have an SAP R/3 database that will be backed up with Data
Protector.

The SAP MaxDB Integration component must be installed on
systems that have an SAP MaxDB database that will be backed up
using Data Protector.

The SAP HANA Integration component must be installed on systems
that represent or constitute an SAP HANA Appliance that you want to
protect using Data Protector.

The Oracle Integration component must be installed on systems that
have an Oracle database that will be backed up with Data Protector.

The MySAQL Integration Integration component must be installed on
systems that have a MySQL database that will be backed up with
Data Protector.

The Virtual Environment Integration component must be installed on
the systems which you will use as backup hosts to control the
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DB2 Integration

Sybase Integration

Informix Integration

MS Exchange Integration

MS Exchange Server 2010+
Integration

MS SQL Integration

MS SharePoint

2007/2010/2013 Integration

MS Volume Shadow Copy
Integration

HPE P4000 VSS Agent

HPE P6000/ HPE 3PAR
SMI-S Agent

HPE P9000 XP Agent

HPE 3PAR VSS Agent

HPE Data Protector (9.08)

backup and restore of virtual machines using the Data Protector
Virtual Environment integration.

The DB2 Integration component must be installed on all systems that
have a DB2 Server that will be backed up with Data Protector.

The Sybase Integration component must be installed on systems that
have a Sybase database that will be backed up with Data Protector.

The Informix Integration component must be installed on systems
that have an Informix Server database that will be backed up with
Data Protector.

The MS Exchange Integration component must be installed on

Microsoft Exchange Server 2007 systems that you intend to back up
using the Data Protector Microsoft Exchange Server 2007 integration
or the Data Protector Microsoft Exchange Single Mailbox integration.

It must also be installed on Microsoft Exchange Server 2010 systems
that you intend to back up using the Data Protector Microsoft
Exchange Single Mailbox integration.

The MS Exchange Server 2010+ Integration component must be
installed on Microsoft Exchange Server 2010 or Microsoft Exchange
Server 2013 systems that you intend to back up using the Data
Protector Microsoft Exchange Server 2010 integration.

The MS SQL Integration component must be installed on the systems
that have an Microsoft SQL Server database which will be backed up
with Data Protector.

The MS SharePoint 2007/2010/2013 Integration component must be
installed on Microsoft SharePoint Server 2007/2010/2013 systems
that will be backed up with Data Protector.

The MS Volume Shadow Copy Integration component must be
installed on the Windows Server systems where you want to run
backups coordinated by Volume Shadow Copy Service.

The HPE P4000 VSS Agent component must be installed on both the
application system and the backup system to integrate HPE P4000
SAN Solutions with Data Protector.

The HPE P6000/ HPE 3PAR SMI-S Agent component must be
installed on both the application system and the backup system to
integrate Data Protector with HPE P6000 EVA Disk Array Family, or
to integrate Data Protector with HPE 3PAR StoreServ Storage.

The HPE P9000 XP Agent component must be installed on both the
application system and the backup system to integrate Data
Protector with HPE P9000 XP Disk Array Family.

The HPE 3PAR VSS Agent component must be installed on both the
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EMC Symmetrix Agent

EMC VNX Storage Provider

EMC VMAX Storage
Provider

NetApp Storage Provider

NDMP Media Agent

IAP Deduplication Agent

Lotus Integration

MS Exchange Granular
Recovery Extension

MS SharePoint Granular
Recovery Extension

VMware Granular Recovery
Extension Web Plug-In

HPE Data Protector (9.08)

application system and the backup system to integrate Data
Protector with HPE 3PAR StoreServ Storage in configurations where
the application and backup systems are Windows systems and you
want to use the Volume Shadow Copy Service to backup and restore
your data.

The EMC Symmetrix Agent component must be installed on both the
application system and the backup system to integrate Data
Protector with EMC Symmetrix.

The EMC VNX Storage Provider component on both the application
system and the backup system to integrate Data Protector with EMC
VNX. The EMC VNX Storage Provider component is a plug-in to the
Data Protector SMI-S Agent.

The EMC VMAX Storage Provider component on both the application
system and the backup system to integrate Data Protector with EMC
VMAX. The EMC VMAX Storage Provider component is a plug-in to
the Data Protector SMI-S Agent.

The NetApp Storage Provider component on both the application
system and the backup system to integrate Data Protector with
NetApp Storage. In case of Virtual Environment Integration, this
component must be installed only on the backup system. The NetApp
Storage Provider component is a plug-in to the Data Protector SMI-S
Agent.

The NDMP Media Agent component must be installed on all systems
that will be backing up data to NDMP dedicated drives through an
NDMP server.

The IAP Deduplication Agent component must be installed on
systems that will perform backups directly to the IAP appliance using
Data Protector.

The Lotus Integration component must be installed on all systems in
the Data Protector cell that have Lotus Notes/Domino Server
databases that you plan to back up with Data Protector.

The Data Protector Granular Recovery Extension for Microsoft
Exchange Server must be installed on each Microsoft Exchange
Server system to enable the granular recovery feature. In a Microsoft
Exchange Server Database Availability Group (DAG) environment, it
must be installed on any of the Exchange Server systems in DAG.

The Data Protector Granular Recovery Extension for Microsoft
SharePoint Server must be installed on the Microsoft SharePoint
Server Central Administration system.

The Data Protector VMware Granular Recovery Extension Web Plug-
In component must be installed on the VMware Virtual Server system
to enable the granular recovery feature of the VMware virtual
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machines. Only remote installation is supported.

VMware Granular Recovery = The Data Protector VMware Granular Recovery Extension Agent

Extension Agent component must be installed on the mount proxy system to enable
restore and granular recovery of the VMware virtual machines. Only
remote installation is supported.

Note: You cannot install the General Media Agent and the NDMP Media Agent on the same
system.

Data Protector services

Data Protector uses five services:

Inet Backup client service
CRS Cell Manager Service
hpdp-idb Internal Database Service

hpdp-idb-cp Internal Database Connection Pooler

hpdp-as Application Server
By default, Inet and the hpdp-* services are running under the Local System account, and CRS is
running under the Administrator account.

You can change the account information for any of these services. However, the following are
minimum requirements that must be met by the new accounts:

Service Resource Minimum resource
permission required by
service

CRS Data _Protector program data Full access

HKLM\SOFTWARE \Hewlett- Full access

Packard\OpenView\OmniBackII

Inet Backup and Restore -

Take Ownership -

Installing Windows clients

For details on supported platforms and components for a particular Windows operating system, see
https://softwaresupport.hpe.com/.
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Prerequisites

To install a Windows client, you must have the Administrator rights. The Windows system that will
become your future Data Protector client system must meet the following requirements:

« Have sufficient disk space for the Data Protector client software. For details, see the HPE Data
Protector Product Announcements, Software Notes, and References.
« Have port number 5555 (default) free.

« Reverse DNS lookup for host name resolution is required for all Data Protector components in the
Data Protector cell.

« Have the Microsoft implementation of the TCP/IP protocol installed and running. The protocol must
be able to resolve hostnames. The computer name and the hostname must be the same.

« Ensure that network access user rights are set under the Windows local security policy for the
account performing the installation.

Limitations

« Due to the security restrictions imposed by the Windows operating system, Installation Server can
be used to remotely install clients only in the same domain.

« On Windows XP Home Edition, Data Protector clients can only be installed locally.

« When installing clients remotely to Windows Vista, Windows 7, Windows 8, Windows Server 2008,
or Windows Server 2012, use one of the following accounts:

« A built-in administrator account on the remote system. The account must be enabled and with
disabled Admin Approval Mode.

« A domain user account, which is a member of the local Administrators user group on the remote
system.

Recommendations

« Priortoinstalling Data Protector, check if Microsoft Installer (MSI) 2.0 is installed on the system. If
an earlier version is installed, it is recommended to upgrade it to the version 2.0 before starting the
Data Protector installation. If you do not upgrade MSI beforehand, the Data Protector Setup Wizard
automatically upgrades it to the required version. In this case, Data Protector informs you
appropriately about the MSI upgrade.

If MSI is upgraded, it is highly recommended to restart the system.

Automatic disaster recovery

The Automatic Disaster Recovery component must be installed on systems for which you want to
enable recovery using Enhanced Automated Disaster Recovery (EADR), One Button Disaster
Recovery (OBDR), or Automated System Recovery (ASR), and on systems where the DR CD ISO
image for EADR or OBDR will be prepared.
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Cluster-aware clients

Additional prerequisites are required for installing cluster-aware clients. For more details, see "Installing
cluster-aware clients" on page 180.

Before starting the installation procedure, decide which components you need to install on your client
system. For the list of the Data Protector software components and their descriptions, see "Data
Protector components" on page 57.

Local installation

Windows clients can be installed locally, from the Windows installation DVD-ROM or ISO image:

1. Insert the DVD-ROM or mount the ISO image.

On Windows Vista, Windows 7, Windows 8, Windows Server 2008, and Windows Server 2012,
the User Account Control dialog box is displayed. Click Continue to proceed with the installation.

2. Inthe HPEData Protector window, select Install Data Protector to start the Data Protector Setup
Wizard.

3. Follow the Setup Wizard and carefully read the license agreement. Click Next to continue.
In the Installation Type page, select Client. For Itanium clients, the type is selected automatically.
5. Enter the name of the Cell Manager.

If your Cell Manager uses a different port then the default 5555, change the port number. Test if the
Cell Manager is active and uses the selected port by clicking Check response.

Click Next.
Choosing the Cell Manager

i'.§ HPE Data Protector - Setup Wizard
Cell Manager system —
Provide the name of the Cell Manager svstem E':;::gﬁ;’cml‘d

Type in the name of the Cell Manager, or leave the field empty if the Cell Manager is not
available at this time.

|computer.company.com

If the Cell Manager is using a part nuriber other than 5555, provide the port number as
well, IF wou do not provide the Cell Manager name, the client will use the defaulk port
{5558},

|5555
Check response... |
< Back I Mext = I Cancel |

6. Click Nexttoinstall Data Protector on the default folder.

[t Prab e st

Otherwise, click Change to open the Change Current Destination Folder page and enter the path.
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7. Select the Data Protector components that you want to install.

For information on other Data Protector components, see "Data Protector components" on page

57.

Click Next.

8. If Data Protector detects Windows Firewall on your system, the Windows Firewall configuration
page is displayed. Data Protector setup will register all necessary Data Protector executables. By
default, the selected option is Initially, enable newly registered Data Protector binaries to
open ports as needed. If you do not want to enable Data Protector to open ports, deselect the
option. However, note that for proper functioning of Data Protector, the executables must be

enabled.

Note that only inbound firewall rules are automatically created and you must manually create any
outbound firewall rules. For the required port ranges, see the HPE Data Protector Help index:
“firewall support”.

Click Next.

9. The component selection summary page is displayed. Click Install to install the selected

component:

S.

Component selection summary page
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10. The Installation status page is displayed. Click Next.
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Installation summary page
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Ready to Install the Program —
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Click Install ko begin the installation.

To review or change any of your installation settings, click Back, Click Cancel to exit the
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< Back Cancel |

11. If you have installed the User Interface component, to start using the Data Protector GUI
immediately after setup, select Launch Data Protector GUI.

If you have installed the English Documentation (Guides, Help) component, to view the
HPE Data Protector Product Announcements, Software Notes, and References immediately after
setup, select Open the Product Announcements, Software Notes, and References.

12. Click Finish.
Note: If encrypted control communication is enabled on a Cell Manager and you run a local
installation of Data Protector on a client and specify this Cell Manager as the cell that you want to

import the client into, the import fails. This is expected behavior. An external client has to be
imported to the Cell Manager from the Cell Manager.

Connecting a backup device to Windows systems

Once you have installed a Media Agent component, you can attach a backup device to a Windows
system by performing the following steps:

1. Find the available SCSI addresses (referred to as SCS/ Target IDs on Windows) for the drives and
control device (robotics) of the backup device you want to connect.
See "Finding unused SCSI target IDs on Windows systems" on page 383.

2. Setunused SCSI Target IDs forthe drives and control device (robotics). Depending on the
device type, this can usually be done with switches on the device. For details, see the
documentation that comes with the device.

For information about supported devices, see https://softwaresupport.hpe.com/.
3. Switch off your computer and connect your backup device to the system.
Switch on the device, then the computer, and wait until the boot process completes.

5. To verify that the system correctly recognizes your new backup device, in the Data_Protector
home\bin directory, run the devbra -dev command.

HPE Data Protector (9.08) Page 65 of 421


https://softwaresupport.hpe.com/

Installation Guide
Chapter 3: Installing Data Protector clients

See a new device listed in the output of the command. For example, you might get the following
output from the devbra -dev command:

« If the tape driver for your device is loaded:
HP:C1533A
tape3:0:4:0
DDS

The first line represents the device specification, the second one is the device filename.

The path format says that an HPE DDS tape device has Drive instance number 3 and is
connected to SCSI bus 0, SCSI Target ID 4, and LUN number 0.

« If the tape driver for your device is unloaded:
HP:C1533A
scsil:0:4:0
DDS

The first line represents the device specification, the second one provides the device filename.

The path format says that an HPE DDS tape device is connected to SCSI port 1, SCSI bus 0,
and the tape drive has the SCSI Target ID 4, and LUN number O.

For loading or unloading the native tape driver for your device, see "Using tape and robotics drivers on
Windows systems" on page 368.

For more information on creating a device filename, see "Creating device files (SCSI Addresses) on
Windows systems" on page 370.

Next steps

At this stage, you should have client components installed and backup devices connected, so that you
are able to configure backup devices and media pools. For information on configuration tasks, see the
HPE Data Protector Help index: “configuring, backup devices”.

Installing HP-UX clients

HP-UX clients can be installed remotely using the Installation Server for UNIX, or locally from the
UNIX installation DVD-ROM or ISO image (for HP-UX or Linux).

Before starting the installation procedure, decide which components you need to install on your client
system. For the list of the Data Protector software components and their descriptions, see "Data
Protector components" on page 57.
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Prerequisites

« At this point, you should have the Cell Manager and Installation Server for UNIX installed on your
network. If not, for instructions see
"Installing the Data Protector Cell Manager and Installation Servers" on page 28.

« You will need either root access or an account with root capabilities.

« Reverse DNS lookup for host name resolution is required for all Data Protector components in the
Data Protector cell.

o ForHP-UX 11.11, the IPv6NCF11i bundle or TOUR/IPv6 support is required to enable the Internet
Protocol version 6 (IPv6).

For details, see"HP-UX system patches" on page 243

RAM and disk space requirements for the Data Protector client components on UNIX
systems

The following table presents the minimum RAM and disk space requirements for different Data
Protector client components on UNIX systems:

RAM and disk space requirements

Client system component RAM (MB) 1 Free disk space (MB) 2
Disk Agent 64 for each (recommended 20 for each

128)
Media Agent

Integration components

English Documentation N/A 100
(Guides, Help)

Remote installation

You install the client software from the Installation Server for UNIX to clients using the Data Protector
graphical user interface. For the step-by-step procedure for remotely installing the software, see
"Remote installation" on page 89.

After the remote installation, the client system automatically becomes a member of the Data Protector
cell.

If you have installed a Media Agent on your client, you must physically connect the backup device to
the system. To see if the device drivers, appropriate for the type of your device, are already build in the
kernel, check your kernel configuration before running a backup.

T The figures indicate requirements for the components only. The figure does not include space
allocation for the operating system, paging file, or other applications.
2 The figures indicate requirements for the components only. The figure does not include space
allocation for the operating system, paging file, or other applications.
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Local installation

If you do not have an Installation Server for UNIX installed in your environment, you have to perform
local installation from the UNIX installation DVD-ROM or ISO image (for HP-UX or Linux). For
instructions, see "Local installation on UNIX and Mac OS X systems" on page 97.

After the local installation, the client system has to be manually imported into the cell. See "Importing
clients to a cell " on page 186.

Cluster-aware clients

Additional prerequisites and steps are required for installing cluster-aware clients. For more details, see
"Installing cluster-aware clients" on page 163.

Checking the kernel configuration on HP-UX

The following procedure explains how to check and build your kernel configuration on the HP-UX 11.x,
using the HPE System Administration Manager (SAM) utility. For instructions on how to build the
kemel manually, see "SCSI robotics configuration on HP-UX systems" on page 371.

Follow this procedure to build the kernel configuration using the HPE System Administration Manager
(SAM) utility:
Loginas aroot user, open the terminal and type sam.

2. Inthe System Administration Manager window, double-click Kernel Configuration, and then
Drivers.

3. Inthe Kernel Configuration window, verify the following:

« Thedrivers for the devices you will be using must be listed among the installed drivers. See
"Kernel configuration Window " on the next page. If the driver you are looking for is not listed,
you have to install it using the /usr/sbin/swinstall utility. For example:

o A Tape Device Driver is required for tape devices and must be installed if you have
connected a tape device to the system. For example, for generic SCSI tape drives, like
DLT or LTO, the stape driveris used, and for DDS devices the tape2 driver.

o A SCSI Pass-Through driver named sctl or spt, or an autochanger robotics driver named
schgr (depending on the hardware) is required to control robotics in Tape library devices.

For details, see "SCSI robotics configuration on HP-UX systems" on page 371.
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Kernel configuration Window

Eernel Configuration (awndi.company.com)

File List View Options dActions

_included

Module
Drive Module

« The status of a driver that is displayed in the Current State column must be set to In. If the
status value is set to Out, proceed as follows:

i. Select the driverin the list. Click Actions and select Add Driver to Kernel. In the
Pending State column, the status will be set to In.

Repeat this for each driver for which the Current State is In.

ii. Click Actions and select Create a New Kernel to apply the changes, that is to build a
Pending Kernel into the Current Kernel. The action requires a restart of the system.

Once you have all the required drivers built in the kernel, you can continue by connecting a backup
device to your system.

Connecting a backup device to HP-UX systems

1. Determine the available SCSI addresses for the drives and control device (robotics). Use the
/usr/sbin/ioscan -f system command.

For more information, see "Finding the unused SCSI addresses on HP-UX systems" on page 377.

2. Setthe SCSI address on the device. Depending on the device type, this can be usually done with
switches on the device. For details, see the documentation that comes with the device.

For details about supported devices, see https://softwaresupport.hpe.com/.
3. Connect the device to the system, switch on the device, and then the computer, and wait until the
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boot process completes. The device files are usually created during the boot process.
4. Verify that the system correctly recognizes your new backup device. Use the ioscan utility:
/usr/sbin/ioscan -fn

so that you can see the device files listed for each connected backup device. If the device file has
not been created automatically during the boot process you must create it manually. See "Creating
device files on HP-UX systems" on page 375.

Once the installation procedure has been completed and the backup devices have been properly
connected to the system, see the HPE Data Protector Help index: “configuring, backup devices” for
detailed information about configuring devices and media pools or other Data Protector configuration
tasks.

Installing Solaris clients

Solaris clients can be installed remotely using the Installation Server for UNIX, or locally from the UNIX
installation DVD-ROM or ISO image (for HP-UX or Linux).

Before starting the installation procedure, decide which components you need to install on your client
system. For the list of the Data Protector software components and their descriptions, see "Data
Protector components" on page 57.

Prerequisites

« When installing a Media Agent, make sure that the following entry is in the file /etc/system:
set semsys:seminfo semmni=100

« At this point, you should have the Cell Manager and Installation Server for UNIX already installed on
your network.

For instructions, see "Installing the Data Protector Cell Manager and Installation Servers" on page
28.

« Toinstall a Solaris client, you will need either root access or an account with root capabilities.

« Reverse DNS lookup for host name resolution is required for all Data Protector components in the
Data Protector cell.

Remote installation

You install the client software from the Installation Server for UNIX to clients using the Data Protector
graphical user interface. For the step-by-step procedure for remotely installing the software, see
"Remote installation" on page 89.

Note: If you install the User Interface component, you should update your environment
variables before using it. For more information, see "Setting environment variables" on page 35.

As soon as the client components have been installed, the target system automatically becomes a
member of the Data Protector cell.

Toinstall Data Protector to linked directories, for instance:
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/opt/omni/ -> /prefix/opt/omni/
/etc/opt/omni/ -> /prefix/etc/opt/omni/
/var/opt/omni/ -> /prefix/var/opt/omni/

you should create the links before the installation and ensure that the destination directories exist.

Note: When installing or upgrading remotely, the available disk space in folders /tmp and
/var/tmp> should be at least the size of the biggest package being installed.

Local installation

If you do not have an Installation Server for UNIX installed in your environment, you have to perform
local installation from the UNIX installation DVD-ROM or ISO image (for HP-UX or Linux). For
instructions, see "Local installation on UNIX and Mac OS X systems" on page 97.

Cluster-aware clients

Additional prerequisites are required for installing cluster-aware clients. For more details, see "Installing
cluster-aware clients" on page 172.

Post-installation configuration

Configuration files

Once you have a Media Agent component installed on the client system, you have to check your
configuration to determine the required changes, depending on the platform and the device type you will
be using.

« If your Solaris system is a patched Solaris 9 or Solaris 10 system, the tape device driver may
already support your device by default. To check this, use the strings command.

For example, to check whether your HPE DAT-72 device can be used without additional
configuration steps, execute:

Solaris (SPARC) systems:

strings /kernel/drv/sparcv9/st | grep HP
Solaris (x86, x64) systems:

strings /kernel/drv/st | grep HP

Inspect the command output. If your device is present in it, no additional steps are necessary. In the
opposite case, follow the instructions below.

« Foran HPE DAT (4 mm) device, add the following lines to your /kernel/drv/st.conf file:
tape-config-list =
"HP HP35470A", "HP DDS 4mm DAT", "HP-datal",
"HP HP35480A", "HP DDS-DC 4mm DAT", "HP-datal",

"HpP C1533A", "HP DDS2 4mm DAT", "HP-data2",
"Hp C1537A", "HP DDS3 4mm DAT", "HP-data3",
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"HP C1553A", "HP DDS2 4mm DATloader", "HP-data2",
"HP C1557A", "HP DDS3 4mm DATloader", "HP-data3";
HP-datal = 1,0x34,0,0x8019,3,0x00,0x13,0x03,2;
HP-data2 = 1,0x34,0,0x8239,4,0x0,0x13,0x24,0x3,3;
HP-data3 = 1,0x34,0,0x8239,4,0x0,0x13,0x24,0x3,3;

These HPE data entries differ from the default entries that are usually suggested by HPE Support.
Specify these lines exactly, or Data Protector will not be able to use your drive.

o ForDLT, DLT1, SuperDLT, LTO1, LTO2 and STK9840 devices, add the following lines to the
/kernel/drv/st.conf file:

tape-config-list =

"HP Ultrium 1-SCSI", "HP Ultrium 1-SCSI", "LTO-data",
"HP Ultrium 2-SCSI", "HP_LTO", "HP-LTO2",

"DEC DLT2000", "Digital DLT2000", "DLT2k-data",

"Quantum DLT4000", "Quantum DLT4000", "DLT4k-data",
"QUANTUM DLT7000", "Quantum DLT7000", "DLT7k-data",
"QUANTUM DLT8000", "Quantum DLT8000", "DLT8k-data",

"HP C9264CB-VS80","HP DLT vs80 DLTloader","HP_datal"
"QUANTUM SuperDLT1", "QUANTUM SuperDLT", "SDLT-data",
"TANDBERGSuperDLT1", "TANDBERG SuperDLT", "SDL-data",

"STK 9840", "STK 9840", "CLASS_9840";

DLT2k-data = 1,0x38,0,0x8639,4,0x17,0x18,0x80,0x81,3;
DLT4k-data = 1,0x38,0,0x8639,4,0x17,0x18,0x80,0x81,3;
DLT7k-data = 1,0x38,0,0x8639,4,0x82,0x83,0x84,0x85,3;
DLT8k-data = 1,0x77,0,0x1D639,4,0x84,0x85,0x88,0x89,3;
HP_datal = 1,0x3a,0,0x8639,4,0x40,0x86,0x87,0x7f,0;
LTO-data = 1,0x7a,0,0x1d679,4,0x00,0x00,0x00,0x40,3;
HP-LTO2 = 1,0x7a,0,0xd639,4,0x00,0x00,0x00,0x42,3;
SDLT-data = 1,0x79,0,0x8639,4,0x90,0x91,0x90,0x91,3;
CLASS 9840 = 1,0x78,0,0x1d679,1,0x00,0;

o Foran HPE StorageWorks 12000e (48AL) autoloader (HPE C1553A), add the following entries in
addition to HPE data entries in your /kernel/drv/st.conf file:

name="st" class="scsi"

target=ID lun=0;
name="st" class="scsi"

target=ID lun=1;

Replace the ID symbol with the autoloader's SCSI address and set the autoloader option number to
5 (the switch is located on the device’s rear panel) and the drive’s DIP switch setting to 11111001
(the switches are accessible from the bottom side of the autoloader).

Note: The HPE StorageWorks 12000e library does not have a dedicated SCSI ID for the picker
device but accepts both data drive access commands and picker commands through the same
SCSI ID. However, the data drive access commands must be directed to SCSI lun=0 and the
picker commands to SCSI lun=1.
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For all other devices, check the st. conf.templ template (located in /opt/omni/spt)for required
entries in the st. conf file. This is only a template file and is not meant as a replacement for the
st.conf file.

« Foreach tape device you want to use, check if the following line is present in the file
/kernel/drv/st.conf and add it if necessary. Replace the ID placeholder with the address of the
device:

SCSI devices:

name="st" class="scsi" target=ID lun=0;
Fibre channel devices:

name="st" parent="fp" target=ID

Note that the value for the parent parameter may differ for your tape device. For more information,
see your tape device documentation.

« To enable controlling the SCSI Exchanger devices on Solaris 9 and earlier Solaris versions, you
have to install the SCSI Pass-Through driver first, and then install the SCSI device.

Install the SCSI Pass-Through driver using the following steps:

a. Copy the sst module into the /usr/kernel/drv/sparcv9 directory and the sst.conf
configuration file into the /usr/kernel/drv directory:

32-bit Solaris systems:
$cp /opt/omni/spt/sst /usr/kernel/drv/sst
$cp /opt/omni/spt/sst.conf /usr/kernel/drv/sst.conf
64-bit Solaris systems:
$cp /opt/omni/spt/sst.64bit /usr/kernel/drv/sparcv9 /sst
$cp /opt/omni/spt/sst.conf /usr/kernel/drv/sst.conf

b. Add the following line to the /etc/devlink.tab file:

When editing the /etc/devlink.tab file, do not use [space] characters. Use only [TAB]
characters.

“type=ddi_pseudo;name=sst;minor=character rsst\Al”

This will cause devlinks (1M) to create link(s) to devices with names of the /dev/rsstX form,
where X is the SCSI target number.

c. Foreach SCSI Exchanger device that you want to control, check if the following line is present
in the file /kernel/drv/sst.conf and add it if necessary. Replace the ID placeholder with the
address of the device:

SCSI devices:

name="sst" class="scsi" target=ID lun=0;

Fibre channel devices:

name="sst" parent="1pfc” class="scsi" target=ID lun=0;

Note that the value for the parent parameter may differ for your tape device. For more
information, see your tape device documentation.

d. Install the driver on the system by entering the following command:
add_drv sst
e. Atthis stage, you are ready to install the SCSI device. Before the installation, you must assign
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the correct SCSI address to each drive and the robotics (picker) of the exchanger device. The
chosen addresses must not be used by any other device of the system.

To check the SCSI configuration, shut down the system by running the following command
(Solaris (SPARC)-specific step):

shutdown -i@

then run the probe-scsi-all command at the ok prompt to check the assigned addresses:
ok probe-scsi-all

When you have finished, restart the system with:

ok boot -r

To prepare your system for using a SCSI device, follow the steps as shown in the example
below:

i. Edit /kernel/drv/st.conf to set up the device parameters for using the assigned SCSI
ports. For details, see the device documentation. Modify the tape-config-1list
parameter only if the tape device driver does not already support your device by default.

ii. Edit /kernel/drv/sgen.conf to set up the device's drive parameters in order to use the
assigned SCSI ports (refer to the appropriate device’s documentation).

iii. Edit /usr/kernel/drv/sgen.conf toset up the ADIC SCSI control device in order to use
the assigned SCSI port 4. Add the following data for the ADIC SCSI Exchanger drive to
the /usr/kernel/drv/sst.conf file:

name="sst” class= “scsi” target=4 lun=0;

« Toenable controlling the SCSI Exchanger devices on Solaris 10 (SPARC, x86, x64), configure the
in-built sgen driver and then install the SCSI device. Follow the steps:

a. Openthefile /kernel/drv/sgen.conf.

If the parameter device-type-config-1listis present in the file, add a reference for the
changer device to the already existing line, for example:

device-type-config-list="scanner”, "changer";
If the parameter is not defined yet, add the following line to the file:
device-type-config-list="changer";

b. Foreach SCSI Exchanger device that you want to control, check if the following line is present
in the file /kernel/drv/sgen. conf and add it if necessary. Replace the ID placeholder with the
address of the device:

name="sgen" class="scsi" target=ID lun=0;

c. Atthis stage, you are ready to install the SCSI device. Before the installation, you must assign
the correct SCSI address to each drive and the robotics (picker) of the exchanger device. The
chosen addresses must not be used by any other device of the system.

To check the SCSI configuration, shut down the system by the following command (SPARC
system-specific step):

shutdown -i@

then run the probe-scsi-all command at the ok prompt to check the assigned addresses:
ok probe-scsi-all

When you have finished, restart the system with:

ok boot -r
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To prepare your system for using a SCSI device, follow the steps as shown in the example
below:
i. Edit /kernel/drv/st.conf to set up the device parameters for using the assigned SCSI
ports. For details, see the device documentation. Modify the tape-config-1list
parameter only if the tape device driver does not already support your device by default.

ii. Edit /kernel/drv/sgen.conf toset up the ADIC SCSI control device in order to use the
assigned SCSI port 4. Add the following data for the ADIC SCSI Exchanger drive to the
/kernel/drv/sgen. conf file:

name="sgen" class= "scsi" target=4 lun=0;

When you have modified the /kernel/drv/st.conf file and the /usr/kernel/drv/sst. conf file
(Solaris 9 and earlier Solaris versions) or the /kernel/drv/sgen. conf file (Solaris 10), you are ready to
physically connect a backup device to your system.

Connecting a backup device to a Solaris system

To connect a backup device to a Solaris system

1.

Create a reconfigure file:
touch /reconfigure

Shut down the system by entering the $shutdown -i® command, and then switch off your
computer and physically connect the device to the SCSI bus. Check that no other device is using
the same SCSI address you have selected for the device.

See https://softwaresupport.hpe.com/manuals for details about supported devices.
Note: Data Protector does not automatically recognize cleaning tapes on a Solaris system. If
Data Protector detects and inserts a cleaning tape in the StorageWorks 12000e (48AL)

device, the tape driver enters an undefined state and may require you to restart your system.
Load a cleaning tape manually, when Data Protector issues a request for it.

If your system is a Solaris (SPARC) system, switch the system back on and interrupt the startup
process by pressing the Stop-A key.

Verify that the new device is recognized correctly by entering the probe-scsi-all command at
the ok prompt:

ok > probe-scsi-all

Then, enter:

ok > go

to continue.

The device should work properly at this stage. The device files must be located in the /dev/rmt
directory for the drives and in the /dev directory for the SCSI control device (picker).

Note: On Solaris 9 and earlier Solaris versions (especially in case of 64-bit Solaris), links to
the SCSI control device (picker) are not always created automatically. On Solaris 10, such
links are never created. Under such circumstances, create symbolic links to join suitable
device files to /dev/rsstNum where Num is a number of your choice. For example:
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When sst is used:

In -s /devices/pci@lf,4000/scsi@3,1/sst@4,1:character /dev/rsstd
When sgen is used:

In -s /devices/pci@le,600000/QLGC,qla@3/sgen@8,2:changer /dev/rsst4

You can use the Data Protectoruma utility to verify the device. To check the picker of the SCSI
Exchanger device from the previous example (using the SCSI port 4), enter:

echo “ing”|/opt/omni/lbin/uma -ioctl /dev/rsst4

The picker must identify itself as a SCSI-2 device library. The library can be checked by forcing it
toinitialize itself. The command is:

echo “init”|/opt/omni/lbin/uma -ioctl /dev/rsst4

Make sure you use Berkeley-style device files, in this case, /dev/rmt/0cbn (not /dev/rmt/0h) for the
tape drive and /dev/rsst4 for the SCSI control device (picker).

Next steps

Once the installation procedure has been completed and the backup devices are properly connected to
the Solaris client, for additional information about configuring backup devices, media pools, and other
configuration tasks, see the HPE Data Protector Help index: “configuring, backup devices”.

Installing Linux clients

Linux client systems can be installed remotely using the Installation Server for UNIX, or locally by
using the UNIX installation DVD-ROM or ISO image (for HP-UX or Linux).

Before starting the installation procedure, decide which components you need to install on your client
system. For the list of the Data Protector software components and their descriptions, see "Data
Protector components" on page 57.

Prerequisites

« The 32-bit GNU C Library (glibc) package must be installed on 64-bit Linux systems (x86_64).
« At this point, you should have the Cell Manager and Installation Server for UNIX already installed on

your network.
For instructions, see "Installing the Data Protector Cell Manager and Installation Servers" on page
28.

« The rpm utility must be installed and set up. Other packaging systems, for example, deb, are not
supported.

« Toinstall Data Protector components on a remote system, the following prerequisites must be met
on the remote system:
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« The inetd or xinetd service must be running or set up so that Data Protector is able to start it.
« Eitherthe sshor, if sshis not installed, the rexec service must be enabled.

« Ensure that the kernel supports SCSI devices (modules SCSI support, SCSI tape support, SCSI
generic support). The parameter Probe all LUNa on each SCSI device is optional.

For more details on SCSI support in the Linux kernel, see the documentation of your Linux
distribution or the Linux kernel documentation.

« Reverse DNS lookup for host name resolution is required for all Data Protector components in the
Data Protector cell.

Note: Data Protector uses the default port number 5555. Therefore, this particular port number
should not be used by another program. Some Linux operating system distributions use this
number for other purposes.

If the port number 5555 is already in use, you should make it available for Data Protector or you can
change the default port number to an unused port number. See "Changing the default Data
Protector Inet port" on page 354.

Automatic disaster recovery

The Automatic Disaster Recovery component must be installed on systems for which you want to
enable recovery using Enhanced Automated Disaster Recovery (EADR) or One Button Disaster
Recovery (OBDR), and on systems where the DR CD ISO image for EADR or OBDR will be prepared.

HPE Serviceguard cluster

With HPE Serviceguard clusters, the Data Protector agents (Disk agent, Media Agent) must be
installed separately on each cluster node (local disk) and not on the shared disk.

After the installation, you need to import the virtual host (application package) to the cell as a client.
Therefore the application package (for example Oracle) must run on the cluster with its virtual IP. Use
the command cmviewcl -v to check this before importing the client.

You can use the passive node to install an Installation Server.

Novell Open Enterprise Server (OES)

On Novell OES systems, Data Protector automatically installs the OES aware Disk Agent. However,
there are some Novell OES specific aspects:

« Ifyouinstall Novell OES on 32-bit SUSE Linux Enterprise Server 9.0 (SLES), after installing a Data
Protector Linux client on a system, you have to upgrade the Data Protector client as well.

Note that the new Novell OES aware Disk Agent will be remotely installed to the client system
during the upgrade.

« If youremove the Novell OES component from SLES, you have to reinstall the Data Protector client.
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Remote installation

You remotely install a Linux client system by distributing the Data Protector components from the
Installation Server for UNIX to the Linux system, using the Data Protector graphical user interface. For
the step-by-step procedure for distributing the software, see "Remote installation" on page 89.

As soon as the client components have been installed, the target system automatically becomes a
member of the Data Protector cell.

Troubleshooting remote installation

If you run into problems with remote installation on a Linux client system, ensure that the root account
has rights to access the system either by using exec or shell services. To achieve this, do the
following:

1.

Edit the /etc/xinetd. conf. Find the definitions for exec and shell services and add the
following line to the definition of these two services:

server_args = -h

For example:

service shell

{

socket_type = stream
protocol = tcp

wait = no

user = root

server = /usr/sbin/in.rshd

server_args = -L -h
service exec

socket_type = stream
protocol = tcp

wait = no

user = root

server = /usr/sbin/in.rexecd
server_args = -h

}

Note: Some Linux distributions have these services configured in separate files in the
/etc/xinetd.d directory. In this case, locate the appropriate file (/etc/xinetd.d/rexec and
/etc/xinetd.d/rsh)and modify it as described above.

Terminate the inetd process with the HUP signal:

kill -HUP $(ps ax|grep inet|grep -v grep|cut -c1-6)

Create a ~root/.rhosts file with the entry: SystemNameOfMyInstallationServer root
It will enable administrative access from the Installation Server.
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After you have installed Data Protector, you can remove the entry from the -root/.rhosts file, and the
-h flag from the /etc/xinetd.conf (/etc/inetd. conf for Red Hat Enterprise Linux) file. Then repeat
the kill command from the "Terminate the inetd process with the HUP signal:" on the previous page.

For more information, see the rexecd(8), rexec(3), rshd(8), rsh(1), or pam(8) man pages. If this fails,
see "Local installation on UNIX and Mac OS X systems" on page 97.

Local installation

If you do not have an Installation Server for UNIX installed in your environment, you have to perform
local installation from the UNIX installation DVD-ROM or ISO image (for HP-UX or Linux). For
instructions, see "Installing Installation Servers for UNIX systems" on page 43.

Connecting a backup device to the Linux system

Once you have a Media Agent component installed on the Linux client, follow the steps below to
connect a backup device to the system:

1. Runthe cat /proc/scsi/scsicommand to determine the available SCSI addresses for the
drives and control device (robotics).

2. Setthe SCSI address on the device. Depending on the device type, this can be done by switching
on the device. For details, see the documentation that comes with the device.

For details about supported devices, see https://softwaresupport.hpe.com/.

3. Connect the device to the system, switch on the device, then switch on the computer, and wait
until the boot process completes. The device files are created during the boot process.

On Red Hat Enterprise Linux systems, an application, Kudzu, is launched during the boot process
when a new device is connected to the system. Press any key to start the application, and then
click the Configure button.

4. To verify if the system correctly recognizes your new backup device, run cat /proc/scsi/scsi
and then dmesg |grep scsi. The device files are listed for each connected backup device.

Examples

For robotics, the output of the dmesg |grep scsicommand is:

Detected scsi generic sg2 at scsi2, channel 0, id 4, lun O, type 8
and for drives:

Detected scsi tape st@ at scsi2, channel @, id 5, lun ©

5. Devicefiles are created in the /dev directory. To check if the links to the device files were created,
execute:

11 /dev | grep device file
For example:

11 /dev | grep sg2

The output of this command is:

Irwxrwxrwx 1 root root 3 Nov 27 2001 sg2 -> sgc
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where /dev/sg2 is alink to the device file /dev/sgc. This means that the device files to be used
by Data Protector are /dev/sgc for robotics and /dev/st@ for drive. Device files for robotics are
sga, sgb, sgc,... sgh, and for the drives st9o, st1,... st7.

Next steps

Once the installation procedure has been completed and the backup devices have been properly
connected to the Linux client system, see the HPE Data Protector Help index: “configuring, backup
devices” for information about configuring backup devices and media pools, or other configuration
tasks.

Installing ESX Server clients

ESX Server is a modified Linux operating system. For details on how to install Data Protector
components on ESX Server systems, see "Installing Linux clients" on page 76.

Installing IBM AIX clients

IBM AIX clients can be installed remotely using the Installation Server for UNIX, or locally from the
UNIX installation DVD-ROM or ISO image (for HP-UX or Linux).

Before starting the installation process, decide which components you need to install on your client
system. For the list of the Data Protector software components and their descriptions, see "Data
Protector components" on page 57.

Prerequisites

« Forsystem requirements, disk space requirements, supported platforms, and Data Protector
components, see the HPE Data Protector Product Announcements, Software Notes, and
References.

« At this point, you should have the Cell Manager and Installation Server for UNIX already installed on
your network.

Forinstructions, see "Installing the Data Protector Cell Manager and Installation Servers" on page
28.

« Reverse DNS lookup for host name resolution is required for all Data Protector components in the
Data Protector cell.

« Before installing the Disk Agent component, check that the port mapper is up and running on the
selected system. Inthe /etc/rc.tcpip file, there must be the line that starts the port mapper:

start /usr/sbin/portmap “$src_running”

The src_running flag is set to 1 if the srcmstr daemonis running. The srcmstr daemonis the
System Resource Controller (SRC). The srcmstr daemon spawns and controls subsystems,
handles short subsystem status requests, passes requests on to a subsystem, and handles error
notifications.
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IBM HACMP cluster

In IBM High Availability Cluster Multi-Processing environment for AlX, install the Data ProtectorDisk
Agent component on all the cluster nodes. For information on how to install Data Protector in a cluster
environment with a cluster-aware application database installed, see "Installing the Data Protector
Integration clients" on page 108.

After the installation, import the cluster nodes and the virfual server (virtual environment package IP
address) to the Data Protector cell.

Remote installation

You install the AIX client software from the Installation Server for UNIX to clients using the Data
Protector graphical user interface. For the step-by-step procedure for remotely installing the software,
see "Installing Data Protector clients" on page 54.

Local installation

If you do not have an Installation Server for UNIX installed in your environment, you have to perform
local installation from the UNIX installation DVD-ROM or ISO image (for HP-UX or Linux). For
instructions, see "Installing Data Protector clients" on page 54.

As soon as the client components have been installed, the target system automatically becomes a
member of the Data Protector cell.

Connecting a backup device to an AlX client

Once you have a Media Agent component installed on an AlX client, proceed as follows:

1. Shut down the computer and connect your backup device to the SCSI bus. Check that no other
device is using the same SCSI address which has been selected for your backup device.

For details about supported devices, see https://softwaresupport.hpe.com/.

2. Switch on the computer and wait until the boot process completes. Start the AIX system smit
management tool and verify that the system correctly recognizes your new backup device.

Use smit to change the device’s default block size to 0 (variable block size).

3. Select the appropriate device files from the /dev directory and configure your Data Protector
backup device.

Use only non-rewind-style device files. For example, select /dev/rmt0.1 instead of /dev/rmte.

Next steps

Once the installation procedure has been completed and your backup devices have been properly
connected to the AIX system, see the HPE Data Protector Help index: “configuring, backup devices”
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for information on configuring backup devices, media pools, or other Data Protector configuration
tasks.

Installing Mac OS X clients

Mac OS X clients can be installed remotely using the Installation Server for UNIX, or locally from the
UNIX installation DVD-ROM or ISO image (for HP-UX or Linux).

Only the Disk Agent (DA) is supported.

Prerequisites

« Forsystem requirements, disk space requirements, supported OS versions, and Data Protector
components, see "RAM and disk space requirements " below, "Installing Mac OS X clients" above,
and "Installing Mac OS X clients" above.

« Thefollowing are the prerequisites for Windows user interface and remote installations on the client:
« On Microsoft Windows XP Professional systems, Service Pack 3 must be installed.

« On Microsoft Windows Server 2003 systems, Service Pack 2 must be installed.
« At this point, you should have the Cell Manager and Installation Server for UNIX already installed on

your network.

For instructions, see "Installing the Data Protector Cell Manager and Installation Servers" on page
28.

« Reverse DNS lookup for host name resolution is required for all Data Protector components in the
Data Protector cell.

RAM and disk space requirements for the Data Protector client components on Windows
systems

The following table presents the minimum RAM and disk space requirements for different Data
Protector client components on Windows systems:

RAM and disk space requirements
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Client system component Total RAM (MB) 1 Free disk space (MB) 2
User Interface 5123 150 4

Disk Agent 64 each (recommended 128) 20 each

Media Agent

Integration components

English Documentation N/A 100
(Guides, Help)

The figures indicate requirements for the components only. For example, the "disk space" figure does
not include space allocation for the operating system, paging file, or other applications.

Recommendation

« If youincrease the default block size, HPE recommends to set the kernel parameter
kern.sysv.shmmax (maximum size of a shared memory segment) to 32 MB.

Remote installation

You install the Mac OS X client software from the Installation Server for UNIX to clients using the Data
Protector graphical user interface. For the step-by-step procedure for remotely installing the software,
see "Installing Data Protector clients" on page 54.

Note: When installing remotely, a UNIX based Installation Server (Linux or HP-UX) is required for
accommodating the Mac OS X remote installation packages (Core and Disk Agent).

Local installation

If you do not have an Installation Server for UNIX installed in your environment, you have to perform
local installation from the UNIX installation DVD-ROM or ISO image (for HP-UX or Linux). For
instructions, see "Installing Data Protector clients" on page 54.

T The figures indicate requirements for the components only. The figure does not include space
allocation for the operating system, paging file, or other applications.

2 The figures indicate requirements for the components only. The figure does not include space
allocation for the operating system, paging file, or other applications.

3 Memory requirements for the GUI system vary significantly with the number of elements that need to
be displayed at a time. This consideration applies to the worst case (like expanding a single directory).
You do not need to consider all directories and file names on a client, unless you want to expand all
directories while viewing. It has been shown that 2 MB memory are required per 1000 elements
(directories or file names) to display plus a base need for about 50 MB. So the 512 MB of RAM are
enough to display about the maximum number of file names.

4 Regarding the disk space, keep in mind that the page file alone should be able to grow to about 3
times the physical memory.
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As soon as the client components have been installed, the target system automatically becomes a
member of the Data Protector cell.

Installing HP OpenVMS clients

The installation procedure for OpenVMS clients has to be performed locally on a supported OpenVMS
system. Remote installation is not supported.

You can install the Data Protector Disk Agent, General Media Agent, and the User Interface
(command-line interface only) on systems running OpenVMS 7.3-2/IA64 8.2-1. You can also install the
Oracle Integration component on systems running OpenVMS 7.3-2 or later. For information on Data
Protector components, see "Data Protector components" on page 57.

For information on supported devices, OpenVMS platform versions, as well as for limitations, known
problems and workarounds, see the HPE Data Protector Product Announcements, Software Notes,
and References.

For more OpenVMS specific information, see the OpenVMS Release Notes located in the default help
document directory on OpenVMS, for example: SYS$COMMON : [ SYSHLP ]DPA@800 . RELEASE_NOTES.

Prerequisites

Before you install a Data Protector client on the OpenVMS platform, check the following:

« Make sure the HPE TCP/IP transport protocol is installed and running.

« Set the TIMEZONE features of your system by executing the command SYS$MANAGER : UTC$TIME_
SETUP.COM.

o Logintothe SYSTEM account of the OpenVMS system. Note that you must have appropriate
permissions.

« Make sure that you have access to the Data Protector installation DVD-ROM or ISO image
containing the HP OpenVMS client installation package.

« Reverse DNS lookup for host name resolution is required for all Data Protector components in the
Data Protector cell.

Installation Procedure

The installation procedure can be performed from the Data Protector Windows installation DVD-ROM
or ISO image.

To install a Data Protector client on an OpenVMS system

1. If you already have the PCSI installation file go to "Installing Data Protector clients" on page 54.
To get the PCSI installation file, mount the installation DVD-ROM or ISO image on an OpenVMS
Server and copy it to the desired location. You may also ftp the PCSI file from a Windows system.

2. Run the following command:
$ PRODUCT INSTALL DP /SOURCE=device:[directory]
where device: [directory] is the location of the .PCSI installation file.
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3. Verify the version of the kit by responding YES to the prompt:

The following product has been selected: HPE AXPVMS DP A©8.00-xx Layered
Product Do you want to continue? [YES]

4. Choose the software components you wish to install. Take the defaults and the Disk Agent,
General Media Agent, and User Interface will be installed. You may also select each component
individually.

You will be asked to choose options, if any, for each selected product and for any product that may
be installed to satisfy software dependency requirements.

Example

HP IA64VMS DP A©8.00-xx: HP OpenVMS IA64 Data Protector V8.00

COPYRIGHT HEWLETT-PACKARD COMPANY 2013

Do you want the defaults for all options? [YES] NO

Do you wish to install Disk Agent for this client node?

[YES] YES

Do you wish to install Media Agent for this client node?

[YES] YES

Do you wish to install Command Language Interface for this client node?
[YES] YES

Do you wish to install Oracle Integration Agent for this client node?
[YES] YES

Do you want to review the options?

[NO] YES

HP IA64VMS DP X08.00-xx: HP OpenVMS IA64 Data Protector V8.00 [Installed]

Do you wish to install Disk Agent for this client node?

YES

Do you wish to install Media Agent for this client node?

YES

Do you wish to install Command Language Interface for this client node?
YES

Do you wish to install Oracle Integration Agent for this client node?
[YES] YES

Are you satisfied with these options?

[YES] YES

The default and only location for the Data Protector directories and files is:
SYS$SYSDEVICE: [VMS$COMMON.OMNI ]

The directory structure will be created automatically and the files will be placed in this directory
tree.

The Data Protector startup and shutdown command procedures will be placed in
SYS$SYSDEVICE : [VMS$COMMON. SYS$STARTUP]
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There are four files that are always present for an OpenVMS client and a fifth file that only exists if
you chose the CLI option. The five files concemed are:

e SYS$STARTUP:OMNI$STARTUP.COM This is the command procedure that starts Data Protector
on this node.

e SYS$STARTUP:OMNI$SYSTARTUP.COM This is the command procedure that defines the
OMNI$ROOT logical name. Any other logical names required by this client may be added to this
command procedure.

e SYS$STARTUP:OMNI$SHUTDOWN.COM This is the command procedure that shuts down Data
Protector on this node.

o OMNI$ROOT:[BINJOMNI$STARTUP_INET.COM This is the command procedure that is used to
start the TCP/IP INET process, which then executes the commands sent by the Cell Manager.

o OMNI$ROOT:[BINJOMNI$CLI_SETUP.COM This is the command procedure that defines the
symbols needed to invoke the Data Protector CLI. It will only exist on the system if you chose
the CLI option during installation.

Execute this command procedure from the 1ogin.com procedures for all users who will use the
CLl interface. Several logical names are defined in this procedure which are necessary to
execute the CLI commands correctly.

5. Insert the following line in SYS$MANAGER : SYSTARTUP_VMS . COM:
@sys$startup:omni$startup.com

6. Insert the following line in SYS$MANAGER : SYSHUTDWN . COM:
@sys$startup:omni$shutdown.com

7. Ensure that you can connect from the OpenVMS client to all possible TCP/IP aliases for the Cell
Manager.

8. Import the OpenVMS client to the Data Protector cell using the Data Protector graphical user
interface as described in "Importing clients to a cell " on page 186.

An account with the name OMNIADMIN gets created during the installation. The OMNI service runs under
this account.

The login directory for this account is OMNI$ROOT : [ LOG] and it holds the log file OMNI$STARTUP_
INET.LOG for each startup of a Data Protector component. This log file contains the name of the
process executing the request, the name of Data Protector image used and the options for the request.

Any unexpected errors are logged in the DEBUG. LOG in this directory.

Note: On OpenVMS 8.3 and later, the Data Protector installation displays the following message:
%PCSI-I-CANNOTVAL, cannot validate [PATH]HP-AXPVMS-DP-A0©800

-XXX-1.PCSI;1 -PCSI-I-NOTSIGNED, product kit

is not signed and therefore has no manifest file

To avoid the warning being issued, run the product install command using /OPTION=NOVALIDATE
KIT.
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Installation in a cluster environment

If you use a common system disk, the client software needs to be installed only once. However, the
OMNI$STARTUP.COM procedure needs to be executed for each node to be usable as a Data Protector
client. If you do not use a common system disk the client software needs to be installed on each client.

If you use a cluster TCP/IP alias name, you can define a client for the alias name as well if you are
using a cluster common system disk. With the alias client defined you do not have to configure the
individual client nodes. You can choose either client definition or alias definition to run your backups
and restores in a cluster. Depending on your configuration, the save or restore may or may not use a
direct path to your tape device or tape library.

Disk Agent configuration

The Data Protector Disk Agent on OpenVMS supports mounted FILES-11 ODS-2 and ODS-5 disk
volumes. There is no need to configure the OpenVMS Disk Agent. There are, however, some points to
bear in mind when setting up a backup specification that will use it. These are described below:

« Thefile specifications entered into the GUI or passed to the CLI must be in UNIX style syntax, for
instance:

/disk/directoryl/directory2/.../filename.ext.n

« The string must begin with a slash, followed by the disk, directories and filename, separated by
slashes.

« Do not place a colon after the disk name.
« A period should be used before the version number instead of a semi-colon.

« File specifications for OpenVMS files are case-insensitive, except for the files residing on 0DS-5
disks.

Example

An OpenVMS file specification of:
$1$DGA100: [USERS .DOE]LOGIN.COM;1

must be specified to Data Protector in the form:

/$1$DGA100/USERS/DOE/LOGIN.COM. 1

Note: There is no implicit version number. You must always specify a version number and only the
file version specified for the backup will be backed up.

For some options which allow wildcards the version number can be replaced with an asterisk '*'.

Toinclude all versions of the file in a backup, you should select them all in the GUI or, in the CLI,
include the file specifications under the -only option, using wildcards for the version number, as
follows:

/DKA1/dirl/filename.txt.*
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Media Agent configuration

You should configure devices on your OpenVMS system using OpenVMS and hardware
documentation as a guide. The pseudo devices for the tape library must be created first using
SYSMAN, as follows:

$ RUN SYS$SYSTEM:SYSMAN
SYSMAN&gt; IO CONNECT gcan/NOADAPTER/DRIVER=SYS$GCDRIVER
where:

« ¢ =Kfordirect connected SCSI tape libraries.
« a=A,B,C, ...the adapter character for the SCSI controller.

« n = the unit number of the tape library’s robotic control device.

Note: This command sequence must be executed after a system boot.

For SAN attached tape libraries the tape drives and robot device name should show up automatically
under OpenVMS once the SAN devices have been configured according to SAN guidelines.

If you are installing tape jukeboxes for use with Data Protector, you should verify that the hardware is
working correctly before configuring it within Data Protector. You may use the Media Robot Utility
(MRU), available from Hewlett-Packard, to verify the hardware.

Note: You can generally use the Data Protector GUI to manually configure or auto-configure these
devices.

However, certain older tape libraries and all tape libraries connected to HSx controllers cannot be
auto-configured. Use manual configuration methods to add these devices to Data Protector.

Media Agent in a cluster
When dealing with devices attached to cluster systems:

Configure each tape device and tape library so that it can be accessed from each node.
2. Add the node name to the end of the device name to differentiate between the devices.

For tape devices, set acommon Device Lock Name under
Devices/Properties/Settings/Advanced/Other.

Example

In a cluster with nodes A and B, a TZ89 is connected to node A and MSCP served to node B. Configure
a device named TZ89_A, with node A as the client and configure a device named TZ89_B, with node B
as the client. Both devices get a common device lock name of TZ89. Now Data Protector can use the
devices via either path, knowing that this is actually only one device. If you run a backup on node B
using TZ89_A, Data Protector moves the data from node B to the device on node A. If you run a backup
on node B using TZ89_B the OpenVMS MSCP server moves the data from node B to the device on
node A.

Note: For MSCP served tape devices in a cluster, for all tape devices connected via an HSx

controller and for all tape devices connected via Fibre Channel, follow the guidelines for SAN
configurations in the HPE Data Protector Help index: “SAN, configuring devices in”.
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Command-line interface

Before you can use the Data Protector command-line interface on OpenVMS you must run the CLI
command setup procedure, as follows:

$ @OMNI$ROOT: [BIN]OMNI$CLI_SETUP.COM

For a description of the available CLI commands, see the HPE Data Protector Command Line Interface
Reference.

Oracle integration

After you installed the Oracle integration and configured it as described in the HPE Data Protector
Integration Guide, verify that the -key Oracle8 entry is present in OMNI$ROOT : [CONFIG.CLIENT]
omni_info, for example:

-key oracle8 -desc “Oracle Integration” -nlsset 159 -nlsId 12172 -flags ©x7 -ntpath
“ —uxpath ““ -version 9.00

If the entry is not present, copy it from OMNI$ROOT : [CONFIG.CLIENT Jomni_format. Otherwise, the
Oracle integration will not be shown as installed on the OpenVMS client.

Next steps

For information on additional configuration tasks, see the HPE Data Protector Help index: “HP
OpenVMS”.

Remote installation

This section describes the procedure for distributing the Data Protector software to clients using the
Installation Server (remote installation or upgrade).

Distribute the software to clients using the Data Protector user interface. Cross-platform client
installation is supported.

Prerequisites

« For prerequisites and recommendations on the installation, see the section that describes the
installation procedure for that particular client. The references are listed in " Installing Data Protector
client systems " on page 54 and in "Installing integrations" on page 55.

« Forthe information on supported platforms, Data Protector components, and for disk space
requirements, see https://softwaresupport.hpe.com/ and "Remote installation" above.

« At this point, you should have the Cell Manager and the Installation Server(s) installed on your
network.

« Fora clean remote installation, the Installation Server for Windows must reside in a shared directory
sothat it is visible throughout the network.

« Windows 2012: To remotely install to a Windows 2012 system, complete one of the following
steps:
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Configure the domain user who is also the administrator of the remote host (omniinetpasswd -
inst_srv_user)on the Installation Server host. Remote installation is started under this account
and the connection to the remote host is established without any additional user intervention.

OR
Block the following services within firewall on the remote host.

« Remote Service Management (RPC)
« Remote Service Management (RPC-EPMAP)

OR

Switch off the RPC/TCP (client side) on the Installation Server host.
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control

DWORD SCMApiConnectionParam = 0x80000000

Combine the SCMApiConnectionParam registry value with the mask value 0x80000000.

Note: A system restart is not required.

Configuring the firewall for successful remote installation

During the installation of a new Data Protector client or upgrade of an older Data Protector client using
the Installation Server, the installation agent is started on the remote computer. The Installation Server
then connects to this agent through the Data Protector cell port (by default 5555). However, if Microsoft
Firewall or any third party firewall software is running on the client, the connection cannot be
established, and the installation fails. To resolve this, perform one of the following steps:

« Configure Windows Firewall to allow connection through a specific port.

« For Microsoft Firewall: If the omnirc option OB2FWPASSTHRU is set on the Installation Server, the
installation agent automatically registers itself with Windows Firewall, and the installation continues
normally.

Recommendations

« UNIX systems: For security reasons, it is recommended to use secure shell for the Data Protector
remote installation. If secure shell is not available, the legacy UNIX tools rsh and rexec are
automatically used by the Data Protector remote installation.

To use secure shell, install and set up OpenSSH on both, the client and Installation Server. If your
private key is encrypted, install and set up keychain on the Installation Server. See "Installing Data
Protector clients" on page 54.

Note: You cannot distribute software to clients in another Data Protector cell. However, if you
have an independent Installation Server, you can import it into more than one cell. You can then
distribute software within different cells by using the GUI connected to each Cell Manager in turn.

« Administrator Accounts: To use local users who are members of the Administrators group on the
remote host, where the remote host has UAC enabled, complete either of the following steps on the
remote host:

Disable User Account Control (UAC)
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Note: A system restart is required.

OR

Set the registry value:
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\System
DWORD LocalAccountTokenFilterPolicy = 1

Note: A system restart is not required.

Remote installation using secure shell

Secure shell installation helps you protect your client and Installation Server by installing Data
Protector components in a secure way. High level of protection is achieved by:

« Authenticating the Installation Server user to the client in a secure way through the public-private

key pair mechanism.

« Sending encrypted installation packages over the network.

Note: Secure shell installation is supported on UNIX systems only.

Setting up OpenSSH

Install and set up OpenSSH on both, the client and Installation Server:

1.

Ensure that OpenSSH is installed on your system. For details, see the documentation of your
operating system or distribution.

If the OpenSSH package is not a part of your OS distribution, download OpenSSH from
http://www.openssh.org and install it on both the Data Protector client and Installation Server.

Alternately, on HP-UX, you can use the HP-UX Secure Shell.

Note: The default location for the secure shell installation is /opt/ssh.

On the Installation Server, run ssh-keygen to generate a public-private key pair. Keep the private
key on the Installation Server while transferring the public key to the client. Note that if you use an
encrypted private key (that is, protected by a passphrase), you need to set up keychain on the
Installation Server (for details, see "Installing Data Protector clients" on page 54).

For information on ssh-keygen, see http://www.openbsd.org/cgi-bin/man.cgi?query=ssh-
keygen&sektion=1.

Store the public key in the $HOME/ . ssh directory on the client under the name authorized_keys.

Note: $HOME/ . ssh is usually the home directory of the root user.

To set an SSH protocol version (SSH1 or SSH2), modify the protocol parameter in the following
files:

a. On the Installation Server:

ssh_install_directory /ssh/etc/ssh_config
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This file will be used by the ssh command.
b. On the client:
ssh_install_directory /ssh/etc/sshd_config
This command will be used by the ssh daemon (sshd).
Note that these two files must be in sync.

Note: The default SSH protocol version is SSH2.

On the client, start the ssh daemon:
ssh_install _directory /ssh/sbin/sshd

Add the client to a list of known hosts (located in $HOME/ . ssh/known_hosts on the Installation
Server) by running:

ssh root@client_host
where client_host must be the fully qualified DNS name, for example:
ssh root@clientl.company.com

On the Installation Server, set the omnirc option 0B2_SSH_ENABLED to 1. For more information on
omnirc options, see the HPE Data Protector Troubleshooting Guide.

Setting up a keychain

Keychain is a tool eliminating the need to manually supply a passphrase when decrypting the private
key. It is needed only if the private key is encrypted.

To set up keychain:

1.

Download keychain from http://www.gentoo.org/proj/en/keychain/index.xml to the Installation
Server.

Add the following two lines to $HOME/ . profile:
HP-UX and Solaris systems:

keychain_install_directory /keychain-keychain_version/keychain
$HOME/ .ssh/private_key

. $HOME/ .keychain/'hostname'-sh

Linux systems:

/usr/bin/keychain $HOME/.ssh/private_key
. $HOME/ .keychain/"hostname' -sh

On the Installation Server, set the 0B2_ENCRYPT_PVT_KEY omnirc option to 1. For more information
on omnirc options, see the HPE Data Protector Troubleshooting Guide.

If secure shell installation cannot be performed because the execution of its command fails, a
warning will be issued. However, the installation will continue using the standard Data Protector
remote installation method.
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Next steps

After you set up OpenSSH and keychain, add clients to the cell using the GUI as described on
"Installing Data Protector clients" on page 54 or using the CLI by running the ob2install command.
For information on CLI commands and their parameters, see the HPE Data Protector Command Line
Interface Reference.

Note: If secure shell installation cannot be performed because the execution of its command fails,
awarning message is issued. However, the installation continues using the standard Data
Protector remote installation method.

Adding clients to the cell

To distribute the Data Protector software to the clients that are not in the Data Protector cell yet

1. Start the Data Protector GUI by clicking Start > Programs > HPE Data Protector > Data
Protector Manager.

Note: For details on the Data Protector graphical user interface, see "The Data Protector
graphical user interface" on page 27 and the HPE Data Protector Help.

2. Inthe Data Protector Manager, switch to the Clients context.
In the Scoping Pane, right-click Clients and click Add Clients.

If you have more than one Installation Server configured, select the platform of the clients you
want toinstall (UNIX or Windows) and the Installation Server to be used for installing the clients.
Click Next.

5. Type the names of the clients or search for the clients (on Windows GUI only) you want to install
as shown in "Installing Data Protector clients" on page 54. Click Next.
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Selecting clients
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6. Select the Data Protector components you want to install as shown in "Installing Data Protector
clients" on page 54. Note that you can select only one type of Media Agent. See "Data Protector

components" on page 57.
Selecting components
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To change the default user account and target directory (on Windows only) for the installation,

If you selected more than one client and you would like to install different components on each

client, click Specify components for each client individually and then click Next. Select the
components you want to install for each client independently.

7.

click Options.
8.
9. Click Next.

Encrypted control communication page
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10. Inthe Configure encrypted control communication page, you can enable or disable encrypted
control communication for the client.

« Encrypted control communication - This option is selected by default if encrypted control
communication is enabled on the Cell Manager. Otherwise, it is cleared and encrypted control
communication is disabled. Select this option to enable or disable encrypted control
communication for the selected client. Data Protector will generate or regenerate the required
certificates automatically.

« Use Existing certificates - If this option is selected, Data Protector skips the certificates
generation process and uses the certificates that already exist in the certificates directory on the
Cell Manager.

Use this option if you want to create the certificates manually. Alternatively, use it if you want to
keep the certificates that were generated previously by Data Protector.

However, if you generate the certificates manually, you have to place the certificates in the
following certificates directory on the Cell Manager :

Windows: Data_Protector_program_data\Omniback\Config\Server\certificates;
UNIX: /etc/opt/omni/server/certificates directory.

In addition, the certificates have to comply with the following naming convention:
o <computer.company.com>_cert.pem forthe certificate

o <computer.company.com > key.pem forthe private key

o <CellManager.company.com>_cacert.pem forthe trusted certificate

For more information on creating the certificates manually, see Encrypted control
communication with user-created certificates.

If the Use Existing certificates option is selected, but the certificates are missing in the
certificates folder or if they are not named properly, then Data Protector generates them
anyway.

11. Click Finish to start the installation.

12. During the installation and when asked, provide the data required (username, password, and on
Windows also domain) to access the specific client system and click OK.

As soon as a system has the Data Protector software installed and is added to the Data Protector cell,
it becomes a Data Protector client.

Note: Before you start using the Data Protector GUI on the client system, add a user from that
system to an appropriate Data Protector user group. For the procedure and the descriptions of
available user rights, see the HPE Data Protector Help.

Troubleshooting

When the remote installation is finished, you can restart any failed installation procedures using the
GUI by clicking Actions and Restart Failed Clients. If the installation fails again, see
"Troubleshooting Installation and Upgrade" on page 323.
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Adding components to clients

You can install additional Data Protector software components on your existing clients and the Cell
Manager. Components can be added remotely or locally. For local installation, see "Changing Data
Protector software components" on page 251.

Prerequisite

The corresponding Installation Server must be available.

HPE Serviceguard clients

In the HPE Serviceguard cluster environment, make sure that the node to which you add the
components is active.

To distribute the Data Protector software to clients in the Data Protector cell

In the Data Protector Manager, switch to the Clients context.
In the Scoping Pane, expand Clients, right-click a client, and then click Add Components.

3. If you have more than one Installation Server configured, select the platform of the clients on
which you want to install the components (UNIX or Windows) and the Installation Server to be
used for installing the components. Click Next.

4. Select the clients on which you want to install the components as shown in "Selecting clients”
below. Click Next.

Selecting clients
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5. Select the Data Protector components you want to install as shown in "Installing Data Protector
clients" on page 54. Note that you can select only one type of Media Agent. See "Data Protector
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components" on page 57.

Selecting components
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If you selected more than one client and you want to install different components on each client,
click Specify components for each client individually and then click Next. Select the

components for each client independently.
Click Finish to start the installation.

Local installation on UNIX and Mac OS X

systems

If you do not have an Installation Server for UNIX installed on your network, or if for some reason you
cannot remotely install a client system, Data Protector clients can be installed locally from the UNIX

installation DVD-ROM or ISO image (for HP-UX or Linux).

Before starting the installation procedure, decide which components you need to install on your client
system. For the list of the Data Protector software components and their descriptions, see "Data

Protector components" on page 57.

Note: Windows XP Home Edition and HP OpenVMS clients can be installed locally. Remote

installation is not supported.

Prerequisites

« Forsystem requirements, disk space requirements, supported platforms, processors, and Data
Protector components, see the HPE Data Protector Product Announcements, Software Notes, and

References.
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« You must have root permissions on every target system.
o A POSIX shell (sh) must be used for the installation.

Note: You can also use the following procedure to upgrade the UNIX clients locally. The script will
detect a previous installation and will prompt you to perform the upgrade.

Installation Procedure

To install UNIX and Mac OS X clients locally

1. Insert and mount the UNIX installation DVD-ROM or ISO image (for HP-UX or Linux).
Note that the DVD-ROM filesystem uses the Rock Ridge extensions.

2. From the MountPoint/LOCAL_INSTALL directory execute the omnisetup.sh command.
The syntax of the command is as follows:
omnisetup.sh [-source directory] [-server name] [-install component List]
where:

« directory is the location where the installation DVD-ROM or ISO image is mounted. If not
specified, the current directory is used.

« name s a full hostname of the Cell Manager of the cell to which you want to import the client. If
not specified, the client will not be automatically imported to the cell.

Note: In case of upgrading the client that resides on the Cell Manager or Installation
Server, you do not need to specify -install component List. Inthis case, the setup will
select the same components that were installed on the system before the upgrade without
issuing a prompt.

« component_listis a comma-separated list of component codes to be installed. No spaces are
allowed. If the -install parameter is not specified, Setup will prompt you separately about
installing each available component on the system.

Note: In case of upgrading the client, the setup will select the same components that were
installed on the system before the upgrade started, without issuing a prompt.

The list of the components is presented in the table below. The exact list of the components is
subject to the availability on the particular system. For the description of the components, see
"Data Protector components" on page 57.

Data Protector component codes

Component code Component
cc User Interface
da Disk Agent
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Component code Component

ma General Media Agent

ndmp NDMP Media Agent
informix Informix Integration

lotus Lotus Integration

oracle8 Oracle Integration

mysql MySQL Integration
postgresql PostgreSQL Integration
vmware VMware Integration (Legacy)
vepa Virtual Environment Integration
sybase Sybase Integration

sap SAP R/3 Integration

sapdb SAP MaxDB Integration
saphana SA HANA Integration

db2 DB2 Integration

emc EMC Symmetrix Agent

smisa HPE P6000/ HPE 3PAR SMI-S Agent
ssea HPEP9000 XP Agent
emcvnx EMC VNX Storage Provider
emcvmax EMC VMAX Storage Provider
netapp NetApp Storage Provider

StoreOnceSoftware = StoreOnce Software Deduplication

autodr Automatic Disaster Recovery
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Component code Component
docs English Documentation (Guides, Help)
Example

The example below shows how you can install the Disk Agent, General Media Agent, User
Interface, and Informix Integration components on a client that will be automatically
imported to the cell with the Cell Managercomputer. company . com:

./omnisetup.sh -server computer.company.com -installda,ma,cc,informix

3. Setup informs you if the installation was completed and if the client was imported to the Data
Protector cell.

The CORE component is installed the first time any software component is selected for installation.

The CORE-INTEG component is installed the first time any integration software component is
selected for installation or reinstallation.

Running the installation from the hard disk

To copy the installation DVD-ROM image to your computer and run the installation or upgrade of UNIX
and Mac OS X clients from the hard disk, copy at least the hpux/DP_DEPOT and the LOCAL_INSTALL
directories.

Note: The Linux depot does not support local installation. You must copy the HP-UX depot, even
on Linux systems.

For example, if you copy installation packages to /var/dp8e, the directories must be a subdirectory of
/var/dp62:

# pwd

/var/dp8e

# 1s

DP_DEPOT

LOCAL_INSTALL

After you have copied this to the hard disk, change to the LOCAL_INSTALL directory and execute the
following command:

omnisetup.sh [-server name] [-install component List]
For example:
./omnisetup.sh -install da

Note, that if you copied the DP_DEPOT directory to a different directory (for example due to disk space
constraints), the -source option is also required.
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Next steps

If you did not specify the name of the Cell Manager during the installation, the client will not be imported
to the cell. In this case, you should import it using the Data Protector graphical user interface. For the
procedure, see "Importing clients to a cell " on page 186. For information on additional configuration
tasks, see the HPE Data Protector Help.

Installing a Media Agent to use the ADIC/GRAU
Library or the StorageTek Library

Data Protector provides a dedicated ADIC/GRAU and StorageTek ACS library policies used to
configure an ADIC/GRAU library or StorageTek ACS library as a Data Protector backup device. You
need to install a Data Protector Media Agent (the General Media Agent or the NDMP Media Agent) on
every system that will be physically connected to a drive in an ADIC/GRAU or StorageTek library.
Also, for multihost configurations, you must install a Data Protector Media Agent on the systems that
control the ADIC/GRAU or StorageTek library robotics. Note that multihost configuration is a
configuration where the library and drive are not connected to the same computer.

For the ADIC/GRAU library, each system on which you install a Media Agent software and it accesses
the library robotics through the GRAU/ADIC DAS Serveris called a DAS Client. Forthe STK ACS
integration, each system on which you install a Media Agent software and it accesses the library
robotics through the STK ACS Serveris called an ACS Client.

Note: You need special licenses that depend on the number of drives and slots used in the
StorageTek library. For more information, see "Data Protector Licensing" on page 303.

Connecting library drives

Physically connect the library drives to the systems where you intend to install a Media Agent
software.

For details about supported ADIC/GRAU or STK libraries, see https://softwaresupport.hpe.com/.

For information about how to physically attach a backup device to the system, see "Installing Data
Protector clients" on page 54 and the documentation that comes with the ADIC/GRAU or StorageTek
library.

For information on how to physically attach a backup device to a supported Windows system, see
"Installing Data Protector clients" on page 54 and the documentation that comes with the ADIC/GRAU
or StorageTek library.
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Preparing Data Protector clients to use the ADIC/GRAU
Library

The following steps pertain to configuring an ADIC/GRAU library, and should be completed before you
install a Media Agent software:

1.

If the DAS server is based on OS/2, before you configure a Data Protector ADIC/GRAU backup
device, create/update the C: \DAS\ETC\CONFIG file on the DAS server computer. In this file, a list
of all DAS clients must be defined. For Data Protector, this means that each Data Protector client
that can control the library robotics must be defined in the file.

Each DAS client is identified with a unique client name (no spaces), for example DP_C1. For
example, the contents of the C: \DAS\ETC\CONFIG file should look like this:

client client_name = DP_C1,

# hostname = AMU, "clientl”
ip_address = 19.18.17.15,
requests = complete,
options = (avc,dismount),
volumes = ((ALL)),
drives = ((ALL)),
inserts = ((ALL)),
ejects = ((ALL)),
scratchpools = ((ALL))

On each Data Protector client with a Data Protector Media Agent installed that needs to access
ADIC/GRAU DAS library robotics, edit the omnirc file and set the following options:

DAS A unique GRAU client name defined on the DAS server. For example, if the name of
CLIENT theclientis “DP_C1”, the appropriate line in the omnirc file is DAS_CLIENT=DP_C1.

DAS_ The name of the DAS server.
SERVER

You must find out how your ADIC/GRAU library slot allocation policy has been configured, either
statically or dynamically. For information on how to check what type of allocation policy is used,
see the AMU Reference Manual.

The static policy has a designated slot for each volser, while the dynamic allocation policy assigns
the slots randomly. Depending on the policy that has been set, you need to configure Data
Protector accordingly.

If the static allocation policy has been configured, you need to add the following omnirc option to
your system controlling the robotics of the library:

OB2_ACIEJECTTOTAL = ©

Note: This applies to HP-UX and Windows.

For further questions on the configuration of your ADIC/GRAU library, contact your local
ADIC/GRAU support or review your ADIC/GRAU documentation.
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Installing a Media Agent to use the ADIC/GRAU Library

Prerequisites

The following prerequisites for installation must be met before installing a Media Agent on a system:

« The ADIC/GRAU library must be configured and running. See the documentation that comes with
the ADIC/GRAU library.

« Data Protector must be installed and configured. For instructions, see "Installing the Data Protector
Cell Manager and Installation Servers" on page 28.

« DAS server must be up and running.

To control the ADIC/GRAU library, the DAS software is required. Every DAS client must have DAS
client software installed. Each media- and device-related action initiated by Data Protector first goes
from the DAS client to the DAS server. Then, it is passed to the internal part (AMU - AML
Management Unit) of the ADIC/GRAU library which controls the robotics and moves or loads media.
After a completed action, the DAS server replies to the DAS client. See the documentation that
comes with the ADIC/GRAU library.

« The following information must be obtained before you install a Media Agent:
« The hostname of the DAS Server (an application that runs on an OS/2 host).

« Thelist of available drives with the corresponding DAS name of the drive. The obtained drive
names are to be used when configuring the ADIC/GRAU drives in Data Protector.

If you have defined the DAS clients for your ADIC/GRAU system, you can get this list with one
of the following dasadmin commands:

dasadmin listd2 client
dasadmin listd client
where client is the DAS client for which the reserved drives are to be displayed.

The dasadmin command can be called from the C: \DAS\BIN directory on the OS/2 host, or, if
installed on other systems, from the directory where the DAS client software has been installed.
On a UNIX client system, this directory is usually the /usr/local/aci/bin system directory.

« Thelist of available Insert/Eject Areas, with corresponding format specifications.

You can get the list of available Insert/Eject Areas in the Graphical Configuration of AMS (AML
Management Software) on an OS/2 host:

i. Start this configuration from the menu Admin > Configuration.
ii. Open the EIF-Configuration window by double-clicking the I/O uniticon, and then click
the Logical Ranges field. In the text box, the available Insert/Eject Areas are listed.

Note: One Data Protector library device can handle only one media type. It is important
to remember which media type belongs to each one of the specified Insert and Eject
Areas, because you will need this data later for configuring Insert/Eject Areas for the
Data Protector library.
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« Alist of UNIX device files for the drives, if you want to install a Media Agent on a UNIX system.
Runthe ioscan -fn system command on your system to display the required information.
For more information on UNIX device files, see "Installing Data Protector clients" on page 54.

« Alist of SCSI addresses for the drives, if you want to install a Media Agent on a Windows
system. Forexample, scsi4:0:1:0.

For more information on SCSI addresses, see "Installing Data Protector clients" on page 54.

Installation procedure

The installation procedure consists of the following steps:

1. Distribute a Media Agent component to clients, using the Data Protector graphical user interface
and Installation Server. See "Installing Data Protector clients" on page 54.

2. Install the ADIC/GRAU library:
o OnaWindows system, do the following:

i. Copytheaci.dll, winrpc32.d1llandezrpc32.dll libraries tothe Data_Protector_
home\bin directory. (These three libraries are part of the DAS client software shipped
with the ADIC/GRAU library. They can be found either on the installation media or in the
C: \DAS\AMU\ directory on the AMU-PC.)

ii. Copy these three files to the %SystemRoot%\system32 directory as well.

iii. Copy Portinst and Portmapper service tothe DAS client. (These requirements are
part of the DAS client software shipped with the ADIC/GRAU library. They can be found
on the installation media.)

iv. Inthe Control Panel, go to Administrative Tools, Services and start portinstto
install portmapper. The DAS client needs to be restarted to run the portmapper service.

v. Afterrestarting the system, check if portmapper and both rpc services are running (in
the Control Panel, go to Administrative Tools, Services and check the status of the
services.

o OnanHP-UX system, copy the libaci. sl shared library into the /opt/omni/1ib directory.
You must have permissions to access this directory. Make sure that the shared library has read
and execute permissions for everyone (root, group and others). The 1ibaci. s1 shared library is
part of the DAS client software shipped with the ADIC/GRAU library. It can be found on the
installation media.

« Onan AlX system, copy the libaci.o shared library into the /usr/omni/1ib directory. You
must have permissions to access this directory. Make sure that the shared library has read and
execute permissions for everyone (root, group and others). The 1ibaci. o shared library is part
of the DAS client software shipped with the ADIC/GRAU library. It can be found on the
installation media.

At this stage, you should have your hardware connected and your DAS software properly installed.

From the default Data Protector administrative commands location, execute the devbra -dev
command to check whether the library drives are properly connected to your system.

See the library drives with corresponding device files displayed in the list.
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Next steps

Once a Media Agent is installed and the ADIC/GRAU library is physically connected to the system,
see the HPE Data Protector Help index: “configuring, backup devices” for information about additional
configuration tasks, such as configuring backup devices and media pools.

Preparing Data Protector clients to use the
StorageTek Library

Prerequisites

The following prerequisites for installation must be met before installing a Media Agent:

The StorageTek library must be configured and running. See the documentation that comes with the
StorageTek library.

Data Protector must be installed and configured. See "Installing the Data Protector Cell Manager
and Installation Servers" on page 28.

The following information must be obtained before you start installing a Media Agent software:

« The hostname of the host where ACSLS is running.

« Alist of ACS drive IDs that you want to use with Data Protector. The obtained drive IDs are to be

used when configuring the StorageTek drives in Data Protector. To display the list, log in on the
host where ACSLS is running and execute the following command:

rlogin “ACSLS hostname” -1 acssa

You will have to enter the terminal type and wait for the command prompt. At the ACSSA prompt,
enter the following command:

ACSSA&gt; query drive all
The format specification of an ACS drive must be the following:
ACS DRIVE: ID:#,#,#,# - (ACS num, LSM num, PANEL, DRIVE)

A list of available ACS CAP IDs and the ACS CAP format specification. To display the list, login
on the host where ACSLS is running and execute the following command:

rlogin “ACSLS hostname” -1 acssa

Enter the terminal type and wait for the command prompt. At the ACSSA prompt, enter the
following command:

ACSSA&gt; query cap all
The format specification of an ACS CAP must be the following:
ACS CAP: ID:#,#,# - (ACS num, LSM num, CAP num)

« Alist of UNIX device files for the drives, if you want to install a Media Agent on a UNIX system.
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Runthe ioscan -fn system command on your system to display the required information.
For more information on UNIX device files, see "Installing Data Protector clients" on page 54.

« Alist of SCSI addresses for the drives, if you want to install a Media Agent on a Windows
system. Forexample, scsi4:0:1:0.

For more information on SCSI addresses, see "Installing Data Protector clients" on page 54.

« Make sure that the drives that will be used for Data Protector are in the online state. If a drive is not
in the online state, change the state with the following command on the ACSLS host: vary drive
drive_id online

« Make sure that the CAPs that will be used for Data Protector are in the state online and in manual
operating mode.

If a CAP is not in the online state, change the state using the following command:
vary cap cap_id online
If a CAP is not in manual operating mode, change the mode using the following command:

set cap manual cap_1id

Installing a Media Agent to use the StorageTek Library

To install a Media Agent to use the StorageTek Library

1. Distribute a Media Agent component to clients using the Data Protector graphical user interface
and Installation Server for UNIX systems. See "Installing Data Protector clients" on page 54.

2. Start the ACS ssi daemon for every ACS client:
Windows systems:

Install the LibAttach service. For details, see the ACS documentation. Make sure that during the
configuration of LibAttach service the appropriate ACSLS hostname is entered. After successful
configuration, the LibAttach services are started automatically and will be started automatically
after every system restart as well.

HP-UX, Solaris, and Linux systems:

Run the following command:
/opt/omni/acs/ssi.sh start ACS_LS Hostname
AIX systems:

Run the following command:
/usr/omni/acs/ssi.sh start ACS_LS Hostname

Note: After you have installed the LibAttach service, check if the 1ibattach\bin directory
has been added to the system path automatically. If not, add it manually.

For more information on the LibAttach service, see the documentation that comes with the
StorageTek library.

3. From the default Data Protector administrative commands location, execute the devbra -dev
command to check whether or not the library drives are properly connected to your system.

See the library drives with corresponding device files/SCSI addresses displayed in the list.

HPE Data Protector (9.08) Page 106 of 421



Installation Guide
Chapter 3: Installing Data Protector clients

Next steps

Once a Media Agent is installed and the StorageTek library is physically connected to the system, see
the HPE Data Protector Help index: “configuring, backup devices” for information about additional
configuration tasks, such as configuring backup devices and media pools.
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Data Protector integrations are software components that allow you to run an online backup of the database
applications, such as Oracle Server or Microsoft Exchange Server, with Data Protector. Data Protector ZDB
integrations are software components that allow you to run zero downtime backup and instant recovery using
disk arrays, such as HPE P6000 EVA Disk Array Family.

The systems running database applications are called integration clients; the systems using ZDB disk
arrays for backing up and storing data are called ZDB integration clients. Such clients are installed with the
same installation procedure as any other clients on Windows or UNIX systems, provided that the appropriate
software component has been selected (for example, MS Exchange Integration component for backing up
the Microsoft Exchange Server database, HPE P6000 / HPE 3PAR SMI-S Agent component for ZDB and IR
with HPE P6000 EVA Disk Array Family or HPE StoreServ Storage, and so on).

Prerequisites

« Forsystem requirements, disk space requirements, supported platforms, processors, and Data Protector
components, see the HPE Data Protector Product Announcements, Software Notes, and References.

« You need alicense to use the Data Protector integration with a database application (except for the VSS
integration). For information about licensing, see "Data Protector product structure and licenses" on page
320.

« At this point, you should have the Cell Manager and Installation Server (optionally, for remote installation)
already installed on your network.

Forinstructions, see "Installing the Data Protector Cell Manager and Installation Servers" on page 28.

Before starting the installation procedure, decide which other Data Protector software components you want
to install on your client together with an integration component. For the list of the Data Protector software
components and their descriptions, see "Data Protector components" on page 57.

Note that in the cases stated below you need to install the following Data Protector components:

« TheDisk Agent component to be able to back up filesystem data with Data Protector. You can use the
Disk Agent for the following purposes:

« Torun afilesystem backup of important data that cannot be backed up using a database application
backup.

« Torun afilesystem test backup of a database application server (for example, Oracle Server or
Microsoft SQL Server). You need to test a filesystem backup before configuring the Data Protector
integration with a database application and resolve communication and other problems related to the
application and Data Protector.

« Torun zero downtime backup of filesystems or disk images.

« Torestore from backup media to the application system on LAN in case of SAP R/3 ZDB integrations.

« TheUser Interface component to gainaccess to the Data Protector GUI and the Data Protector CLI on
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the Data Protector integration client.

« TheGeneral Media Agent component if you have backup devices connected to the Data Protector
integration client. On Data Protector clients used to access an NDMP dedicated drive through the
NDMP Server, the NDMP Media Agent is required.

Integration clients can be installed remotely using the Installation Server for Windows or for UNIX, or
locally from the Windows or from the UNIX installation DVD-ROM or ISO image (for HP-UX or Linux).

For additional information on specific integration clients, see the corresponding sections below:

« "Microsoft Exchange Server clients" on page 111

« "Microsoft SQL Server clients" on page 117

« "Microsoft SharePoint Server clients" on page 117

o "Microsoft Volume Shadow Copy Service clients" on page 121
« "Sybase Server clients" on page 122

« "Informix Server clients" on page 122

« "SAP R/3clients" on page 123

« "SAP MaxDB clients" on page 123

« "SAP HANA Appliance clients" on page 123

« "Oracle Server clients" on page 124

« "MySQL clients" on page 124

o "PostgreSQL clients" on page 124

« "IBM DB2 UDB clients" on page 125

« "Lotus Notes/Domino Server clients" on page 125

« "VMware clients" on page 125

« "Microsoft Hyper-V clients" on page 136

o "NDMP Server clients" on page 137

« "HPE P4000 SAN Solutions clients" on page 137

« "HPE P6000 EVA Disk Array Family clients" on page 137
« "HPE P9000 XP Disk Array Family clients" on page 143
« "HPE 3PAR StoreServ Storage clients" on page 149

o "EMC Symmetrix clients" on page 149

« "Non—-HPE Storage Arrays" on page 153

After you have installed the integration clients, HPE recommends that you enable invocations of the
Data Protector commands from any directory by adding the command locations to the appropriate
environment variable on each client. Procedures in the Data Protector documentation assume the
variable value has been extended. Command locations are listed in the omniintro reference page in
the HPE Data Protector Command Line Interface Reference and the omniintro man page.

After the installation, also see the HPE Data Protector Integration Guide, the HPE Data Protector Zero
Downtime Backup Administrator's Guide, or the HPE Data Protector Zero Downtime Backup
Integration Guide to configure Data Protector integration clients.
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Remote installation

You install the client software from the Installation Server to clients using the Data Protector graphical
user interface. For the step-by-step procedure for remotely installing the software, see "Remote
installation" on page 89.

After the remote installation, the client system automatically becomes a member of the Data Protector
cell.

Local installation

If you do not have an Installation Server for the respective operating system installed in your
environment, you have to perform local installation from the Windows, or from the UNIX installation
DVD-ROM or ISO image (for HP-UX or Linux), depending on the platform you install a client to.

If you do not choose a Cell Manager during the installation, the client system has to be manually
imported into the cell after the local installation. See "Importing clients to a cell " on page 186.

Installing cluster-aware integrations

The Data Protector cluster-aware integration clients must be installed locally, from the DVD-ROM or
ISO image, on each cluster node. During the local client setup, install, in addition to the other client
software components, the appropriate integration software components (such as Oracle
Integration orHPE P6000@ / HPE 3PAR SMI-S Agent).

You can also install a cluster-aware database application and a ZDB Agent on the Data Protector Cell
Manager. Select the appropriate integration software component during the Cell Manager setup.

The installation procedure depends on a cluster environment where you install your integration client.
See the clustering related sections corresponding to your operating system:

« "Installing Data Protector on an HPE Serviceguard" on page 159

« "Installing Data Protector on a Symantec Veritas Cluster Server" on page 169
« "Installing Data Protector on a Microsoft Cluster Server" on page 172

« "Installing Data Protector on a Microsoft Hyper-V cluster" on page 183

« "Installing Data Protector on an IBM HACMP Cluster" on page 183

For more information on clustering, see the HPE Data Protector Help index: “cluster, HPE
Serviceguard” and the HPE Data Protector Concepts Guide.

Next steps

When the installation has been completed, see the HPE Data Protector Integration Guide for
information on configuring the integration.
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Microsoft Exchange Server clients

Data Protector components that need to be installed on Microsoft Exchange Server systems vary
depending on the backup and restore solution you want to use. You can choose among the following
solutions:

« "Data Protector Microsoft Exchange Server 2007 integration" below

« "Data Protector Microsoft Exchange Server 2010 integration" on page 113

« "Data Protector Microsoft Exchange Server Single Mailbox integration" on page 114
« "Data Protector Microsoft Volume Shadow Copy Service integration" on page 114

« "Data Protector Granular Recovery Extension for Microsoft Exchange Server" on page 114

Data Protector Microsoft Exchange Server 2007
integration

To be able to back up the Microsoft Exchange Server databases, install the MS Exchange
Integration component to the Microsoft Exchange Server system.

The Microsoft Exchange Single Mailbox integration agent will be installed as part of the Data Protector
Microsoft Exchange Server integration component.

Prerequisites

« Itis assumed that your Microsoft Exchange Server is up and running.

« You need to be familiar with basic architecture of Microsoft Exchange Server. For information on
Microsoft Exchange Server, see the Microsoft Exchange Server online help.

« You must have an appropriate Data Protector on-line extension license-to-use (LTU) to be able to
use the Data Protector Microsoft Exchange Server integration.

« If you plan to use the Microsoft Exchange Server integration on a disk array, install the Exchange
Server services - Information Store, Key Management Service (optional), and Site Replication
Service (optional) - on the disk array source volumes on the application system.

Steps

1. Onthe Exchange Server system, add the Exchange_Server_home\bin directory to the system
path.

a. Onyour Windows desktop, right-click My Computer and click Properties.

b. Inthe System Properties window, click Advanced and then click Environment Variables.

c. Inthe System variables group box, in the list of variables, locate the Path entry and click Edit.
d

In the Edit System Variable window, in the Variable value text box, add the Exchange
Server_home\bin directory. Click OK.

If the Exchange Server is cluster-aware, add this directory to the system path on all cluster nodes.
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2. Install the Microsoft Exchange Server integration software on your Exchange Server system
(Data Protector client) either locally, from the DVD-ROM, or remotely, using the Data Protector
GUI.

If the Exchange Server is cluster-aware, install the software components locally, from the DVD-
ROM, on all cluster nodes.

If Data Protector is already installed on the Exchange Server system or you are performing a
remote installation to the Exchange Server system with no Data Protector installed yet, use the
Data Protector GUI to install the required software components.

If Data Protector is not installed on the Exchange Server system yet and you are performing a
local installation, start the Data Protector Setup Wizard. The Setup Wizard will guide you through
the installation process, which is different for installation of a Data Protector Cell Manager and for
installation of a Data Protector client.

You need to install the following Data Protector software components:
« MS Exchange Integration

« General Media Agent (if you have devices connected to the Exchange Server client system)

It is recommended that you also install:

o User Interface

« Disk Agent (if you want to perform a filesystem backup of the Exchange Server client system
for testing purposes)

3. If the Exchange Server is cluster-aware, assign the Cluster service account to the Data Protector
Inet service on all cluster nodes.

a. Onyour Windows desktop, right-click My Computer and click Manage.

b. Inthe Computer Management window, expand Services and Applications and click
Services.

c. Inthelist of services, locate the Data Protector Inet entry, right-click it, and click
Properties. A Data Protector Inet Properties window appears.

d. Inthe Log On property page, click This account.

e. Inthe This account text box