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Legal Notices

Warranty

The only warranties for Hewlett Packard Enterprise Development LP products and services are set forth in the express warranty statements accompanying such products and
services. Nothing herein should be construed as constituting an additional warranty. Hewlett Packard Enterprise Development LP shall not be liable for technical or editorial
errors or omissions contained herein.

The information contained herein is subject to change without notice.

Restricted Rights Legend

Confidential computer software. Valid license from Hewlett Packard Enterprise Development LP required for possession, use or copying. Consistent with FAR 12.211 and
12.212, Commercial Computer Software, Computer Software Documentation, and Technical Data for Commercial ltems are licensed to the U.S. Government under vendor's
standard commercial license.

Copyright Notice

© Copyright 2015 - 2016 Hewlett Packard Enterprise Development LP

Trademark Notices

Adobe™ is a trademark of Adobe Systems Incorporated.

Microsoft® and Windows® are U.S. registered trademarks of Microsoft Corporation.

UNIX® is aregistered trademark of The Open Group.

This product includes an interface of the 'zlib' general purpose compression library, which is Copyright © 1995-2002 Jean-loup Gailly and Mark Adler.

Documentation Updates

To check for recent updates or to verify that you are using the most recent edition of a document, go to: https:/softwaresupport.hpe.com/.

This site requires that you register for an HPE Passport and to sign in. To register for an HPE Passport ID, click Register on the HPE Software Support site or click Create an
Account on the HPE Passport login page.

You will also receive updated or new editions if you subscribe to the appropriate product support service. Contact your HPE sales representative for details.

Support

Visit the HPE Software Support site at: https://softwaresupport.hpe.com/.

Most of the support areas require that you register as an HPE Passport user and to sign in. Many also require a support contract. To register for an HPE Passport ID, click
Register on the HPE Support site or click Create an Account on the HPE Passport login page.

To find more information about access levels, go to: https:/softwaresupport.hpe.com/web/softwaresupport/access-levels.

HPE Software Solutions Now accesses the HPESW Solution and Integration Portal website. This site enables you to explore HPE Product Solutions to meet your business
needs, includes a full list of Integrations between HPE Products, as well as a listing of ITIL Processes. The URL for this website is
https://softwaresupport.hpe.com/km/KM01702731.
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Intfroduction

HPE Data Center Automation (DCA) Suite 2016.10 is a complete and heterogeneous IT operations
solution running in an appliance, allowing you to standardize, consolidate, and automate IT operations
in your hybrid data center by providing a single solution for Provisioning, Security Patch Management,
Audit and Compliance, Software Management, as well as automating daily tasks using standard
operating procedures (SOP).

DCA supports servers running on:

« Windows, Linux, and Solaris platforms
« Both HPE and non-HPE physical hardware

« Virtualized platforms or in the cloud

Therefore, DCA Suite provides significant improvements in day to day IT operations.

DCA offerings

For DCA offerings, the Show More Details button (ON | OFF) is switched to ON by default when
viewing any offering. This button allows for more detail on selecting offerings, and should be in the ON
position for best results.

Server Automation (SA) Agent installation

| Note: DCA supports installing the SA agent one server at a time.

This service offering installs the management agent on a target server to be discovered and managed
by Server Automation for application provisioning and ongoing lifecycle management.

Subscribe to the Install Server Automation (SA)
Agent offering

1. Log onto the Operations Portal at https://<ipaddress>:8079
2. Click All Services.
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3. Select the Install Server Automation (SA) Agent offering.

4. Create a Server IP or hostname.

5. Enter the administrator usemame for the user with Admin rights on the server.
6. Enter the administrator password.

7. Select the Server OS family for the server from the list of options.

8. Select one of the facilities listed, where the server is hosted.

®  Dwadta o S b2 amagm

[ P —

.......

[ ~ |
9. Perform a checkout operation. Include the Subscription Name and Service Description,

Subscribing Period (the time period your subscription will operate). Optionally, you can attach
documents to the service that are relevant to the user subscribing to the service.
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10. Select Submit Request to subscribe to the service.

QOrder Information Summary

.
1 Provide a meaningful name for your service. This name will be used s the The service configuration options you've chosen. You
primary listing method of your subscribed services. can always make changes before checkout.
Subscription Mame: E Install Server Automation (SA)
| At 10
E Published on Oct 7, 2076 103130 AM
Description
Your Configuration 4
Server Deraie

Details of Server to Manage
1 Sever IPor Hostname (1921681002

2 Adminisirator User name Croof)
_'1 Group Ownership is Off ) 3 Adrministrator User Password C[*=**)
4 OS Family CUnix)
5 Facllity (Applisnce)

Subscription Period

Start Date End Date

Atrach Documents

D

Security Warning? Please make sure fhe files you upload are free of viruses and other

thrests Deliberately uploading malicious files may have legal consscuences.

Manage servers

Manage the entire server lifecycle. This service offering allows you to deploy and remediate pre-defined
software policies and applications, scripts and patch policies to individual servers.

To subscribe to the offering:

1. Log onto the Operations Portal at https://<DCA_hostname or ipaddress>:8079
2. Click All Services.

3. Select the Manage Servers offering.

HPE Data Center Automation (2016.10) Page 6 of 17



User Guide
Introduction

4. Select the server name from the available list of all managed servers in SA.

Device Management

® Attach additional Patch and Software Policies. Install Software Packages .

Run Server Scripts

1. Server Mame

Install Software Packages

chef_128.1-Tubuntu_amdéideb
code_extensible_discovery_uni<zin
code_patches packageszip -~

Run Additional Patch Policies

Run Additional Seftware Policies

Runtime State

Server Module Lkility
Storage Compliance Checks
U3 Users And Groups

Run Server Scripts

- POIPE -- =

dermo linux script

derno unix script

Add To cart

configuration

Device Managemant

Attach additional Patch and
1 Server Nare CProvision
Install Software Packages.
Run Additional Patch Poli
RuUR Additional Sofrware
Fun Seneer Scriprs (@eme ..
IT Opemtians Complianse

CoprionaD

5. The Install Software Package list displays all the available packages for the selected server.

One or more packages can be selected at a time. To skip installing packages, select -NONE--.

6. You can apply additional software and patch policies to the selected server. As before, one or

more policies can be selected at the same time. To skip applying software and patch policies,
select --NONE--.

HPE Data Center Automation (2016.10)

Page 7 of 17



User Guide
Introduction

Install Software Packages

darmo windows foldar

Run Additional Patch Policies

—— NOME ——
custam w22 r2 patch paolicy
“erndor Recormmended Patch Policy for Windows 20702 B2 =S

Run Additional Software Palicies

derno windo

Extensible [ [

HPF Prowided Scripts
Internet Information Server

Run Serwver Scripts

—— MOME ——

dermo windows bat script
demo windows vhscript

Note: Ubuntu patch policies can be found in the Run Additional Software Policies list.

7. Toruna server script on the selected server, select it from the Run Server Scripts list that shows

the applicable scripts present in SA. To skip running scripts, select -NONE--.

Note: While running PowerShell scripts, or if a software package or policy contains a
PowerShell script, permission must be granted on the managed server by running the
following command in the PowerShell command prompt: set-executionpolicy unrestricted.

8. Additional options to send email notifications and attach a ticket ID to track a job in SA are also
available for the subscriber. These options are not mandatory, and can be used only when
necessary.

9. Optionally, attach the managed server to a business service or policy defined in ITOC.

10. Perform a checkout operation and submit after reviewing all the subscription details.

11. When the subscription becomes active, click on the subscription to view details.

Attach a managed server 10 ITOC

The Manage Server offering also allows you to attach a managed server to business services and
policies defined in ITOC.
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Note: This feature is only available in the Premium edition.

1. Click Business Services and Compliance Policies.

2. Select the required business service. Either you can select an existing business service or you
can create a new one. If you choose to create a new one, type a name in the New Business
Service Name field, otherwise select the required business service from the list of options.

3. Select the required policies. These are attached to the business service provided above through a
Statement of Applicability (SOA). If an existing business service is provided in the previous step,
the selected policies will be merged with the policies already attached to the existing business

service.

4. Select the maintenance windows. A maintenance window defines a period of time when ITOC
may perform operations on the servers for the selected business service.

Provision servers

This offering allows you to provision the Operating System (OS) for the physical/virtual VMware or non-
VMware virtual servers on your network.

To subscribe to the offering:
1. Log onto the Operations Portal at https://<DCA_hostname or ipaddress>:8079

2. Click All Services.

3. Select the Provision Servers offering. Choose whether to provision a new physical server or a

new virtual server.
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Provision Servers (12.0) Show More Details isOn

(5 Prowisioning for physical or virtual servers This service design provisions operating system Add To Cart

{0

baselines onto a bare metal physical server or multiple virtual servers allowing you to select from
pre-defined options

Fublshed on Ot 7 2016 10:49:15 AM Configuration

Server Information

Provigion a network booted Senv.
1. Select Unprovisioned Server ..
2 Select OF Build Plan (CentO.

Server Artributes

Server Information

)

IT Operatians Compliance (Oprianal
Email Notifizatinns and Ticker D
Optionall

® Provision a network booted Server

Pravision a netwark boated Physicalvintual Server (Mon-vWware)

. Select Unprovisioned Server

dhep-164-116 copper. qa.upsware.cumf\/Mwaref\/Mwarﬂ

2 Select OS Build Plan

CentOS 7 X86 64 Install -

3. Host Name Prefix

Hostname Prefix can b up fa O characters Cno special charaters or bisnk spaces)

Add To Cart

Attach Server fo a Custormnar

(]
Aftach Server fo a Device Group Configuration

Device Group Sl
Prevision a network beoted S

demo DG - 1 Select Unprovisioned Ser.
2 Select OS5 Build Plan (Ce..
Server Attributes
Aftach Server o a Device G
Device Group {demo DG
IT Operations Complance
Optional
IT Operations Compliance (Optional) o o o b 1

coptianal)

HF IT Operations Gompliance (ITOC allows IT Operations users to frack business service compliance against corporate

and regulstory policies, making their envirenment compliant and therefore secure:

Attach Policies

Atfach Business Services

nr\e‘ Email Natifications and Ticket ID { Optional)

Options te get email rotfications about the job and attach a Ticket ID1o the job

Send Email Notifications about the Job

The email 10 will be netified about the pb status

Attach Ticket IO

This Ticket 1D will be artached 1o the jpb

4. Complete the details and click Checkout.
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5. Verify the details and edit options.
6. Click Submit Request.

7. Open the Subscriptions tab to monitor the status of your subscription.

—
HewlettPackard  HPE Diafa Cenfer Automafion 0 Items
Enterprise

= Osshboard  Subscriptions &)

Active Subscription
Manage Servers (1.2.0) o
S —— Coea
) 00

L3
@
&

Manage Servers (1.2.0)

tive Subscription

] 0

5 Active Subscript
= Install Server Automation (SA) Agent
= o) b commne
Cancel
= ¥ Instal Server Autornation (SA) Agent (110} 2 0e1720%6 -Chuto-Renod

B 1197258154 7aikcce9BbCTOCO 1208143

Manage Servers (1.2.0) °
] 0
Active Subscription
Manage Servers (1.2.0)
2 consumer
¥ Manage Servers (120) Cancel
8 0ct 72016 - CAuto-Renewy
> 0

Provision a new network-booted server

1. Click Provision Servers and select the Options tab.
On the Server Information page, click Provision a network booted server.
Select the Unprovisioned Server from the list of available servers.

Select the OS Build Plan.

o > 0 b

Create a name for the server in the Host Name Prefix field.

Provision a new virtual server (VMware)

1. At the bottom of the Server Information page, click New Virtual Server. The New Virtual
Server Details selection page is displayed.

2. Select the Hypervisor.
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10.

1.

12.

Select the Number of Virtual Servers.

Select the Number of CPUs.

Enter the Memory in MB to allocate for the VM.
Create a Hostname.

Create an Inventory Folder name.

Set the Virtual Server attributes.

Set the virtual Server-Storage options.

Set the Virtual Server- Network options.

Set up OS Provisioning.

Set up Email Notifications and Ticket ID (optional).

Define compliance for provisioned servers

| Note: This feature is only available in the Premium edition.

After you provision a new server, you can optionally attach it to the business services and policies
defined in ITOC.

Attach business services — Select this option to attach the provisioned servers to an already
existing business service. This means that the compliance policies and maintenance windows are
already defined.

Attach policies — Select this option to attach the provisioned servers to policies defined in ITOC. A
new business service that will include the new provisioned servers is created. The selected policies
are attached to it through a Statement of Applicability that is automatically generated.

o Select policies — Select all the policies that need to be attached to the new server.

o Select maintenance windows — Select the maintenance windows when operations on the new
servers may be performed.

o Input Business Service name — Provide a name for the new business service that will be
created

o =--NONE--to have DCA generate a name.
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Server policy remediation

This service offering allows you to remediate predefined software applications, scripts, and patch
policies to individual servers or device groups.

Subscribe to the Server Policy Remediation offering

1. Log onto the Operations Portal at https://<ipaddress>:8079.
Click All Services.

Select the Server Policy Remediation offering.

> w0 D

Select one of the following options:

o Remediate Patch and Software Policies on a Device Group - Select the static or dynamic
device group and policy remediation option from the list of options.

Server Policy Remediation {1.1.0) Shaw Mare Detais s On

Accessory m

This service offering allows you to remediate pre-defined software applicarions. scripts and parch policies Add ToCart

to individual servers or device groups.

Configuration

Devics Management
Device Group: Remediate Patc..

Cievice Management 1.Device Group taemo DG
Polioy Rermediation CFull Re...

®* [evice Group : Remediate Paich and Software Folicies Email Matificarions and Ticket D

(optioral

1 Device Group

demeo DG -

Folicy Remediation

Full Remediation -

o Remediate Patch and Software Policies on Individual Server - Select the server name and
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remediation option from the list of options.

®* |ndividual Server: Remediate Patch and Software Policies

1 Server Marme

 ProvisioneTéaac .

Falicy Remediation

Full Femediation H

5. Additional options to send e-mail notification and attach ticket ID can also be selected, but are not
mandatory.

6. Perform a checkout and submit the subscription.
7. After the subscription is active, click on the subscription to view details.

Note: Ubuntu Server Patch policies are listed under software policies. You may use either
full remediation or software remediation for Ubuntu systems.

Cart and checkout

You may order several services in one request by adding them to a cart. Note that if not all the
mandatory fields have a value, those that still require a value are highlighted and the Cart and
Checkout buttons are not active. Once all required options are selected, you can click Cart or
Checkout.

After providing all the required inputs, clicking Checkout will provide a screen to finalize the order.
Clicking Add to cart button instead, will add your request to a cart and a screen with the current
content of the cart will be displayed. You can access the cart at any time by clicking the cart icon at the
top of the screen.

In the cart screen, you can:
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Click Edit Configuration, which allows you to change the selected options for the offering
Click Remove Item to remove the offering from the cart.

Click Continue Shopping to go back to the Browse Catalog window and make additional
selections

Click Checkout to finish the request. Additionally, you can also:
o Add subscription names: Type in a unique name in the Subscription Name field to provide a
unigue name and description to distinguish your service offering.

o Configure the Subscription Period, which is the time period governing all subscriptions in your
cart, such as Recurring, Term, or you can select a specific Start Date and End Date for the
subscription.

o Attach documents related to this subscription, such as contracts or terms and conditions for the
subscription.

When you are finished, click Submit Cart.

Cancel a subscription

You can cancel and delete a subscription for any offering at any time. Complete the following steps to
cancel a subscription:

1.

> w0 b

Click All Subscriptions.

Locate the subscription that you want to cancel.

Click Cancel Subscription.

Refresh the page and when the subscription has been cancelled, you can click Delete to remove
it.

If email is added to the subscription, the recipient is notified that the subscription is now cancelled.
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Get support

Contact your HPE Support Representative for any information on DCA or on your Support and
Maintenance contract.

Log collection for support
e Run /opt/opsware/oi_util/support_tools/sa_scenesnap.sh to collect is a good starting set
of logs for support.
« Thelogs are gathered in the following location: /var/opt/opsware/tmp/
« Thefile will be named: sa_scenesnap.<hostname>.<date>.<time>.zip

« Thelog collection for support for Operations Portal and OO.

Additional support for DCA Suite Premium

The DCA Suite Premium edition provides the following additional support:

« More Content: Additional supported content packs available for download
« Audit and Remediation: Additional audit and remediation capabilities

« Larger supported environment: A single installation of the Premium edition can support up to
3000 licensed servers on a network

« Provisioning and managed platform: Solaris x86 support including support for Solaris zones
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Send documentation feedback

If you have comments about this document, you can contact the documentation team by email. If an
email client is configured on this system, click the link above and an email window opens with the
following information in the subject line:

Feedback on User Guide (Data Center Automation Suite 2016.10)
Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and
send your feedback to hpedca-docs@hpe.com.

We appreciate your feedback!
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