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Legal Notices

Warranty

The only warranties for HP products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an additional
warranty. HP shall not be liable for technical or editorial errors or omissions contained herein.

The information contained herein is subject to change without notice.

Restricted Rights Legend

Confidential computer software. Valid license from HP required for possession, use or copying. Consistent
with FAR 12.211 and 12.212, Commercial Computer Software, Computer Software Documentation, and
Technical Data for Commercial Items are licensed to the U.S. Government under vendor's standard
commercial license.

Copyright Notice
© Copyright 2008-2015 Hewlett-Packard Development Company, L.P.

Trademark Notices

Adobe® is a trademark of Adobe Systems Incorporated.

Apple is a trademark of Apple Computer, Inc., registered in the U.S. and other countries.
AMD is a trademark of Advanced Micro Devices, Inc.

Google™ is a registered trademark of Google Inc.

Intel®, Intel® Itanium®, Intel® Xeon®, and Itanium® are trademarks of Intel Corporation in the U.S. and
other countries.

Linux® is the registered trademark of Linus Torvalds in the U.S. and other countries.

Internet Explorer, Lync, Microsoft, Windows, and Windows Server are either registered trademarks or
trademarks of Microsoft Corporation in the United States and/or other countries.

Oracle and Java are registered trademarks of Oracle and/or its affiliates.

Red Hat® Enterprise Linux Certified is a registered trademark of Red Hat, Inc. in the United States and
other countries.

sFlow is a registered trademark of InMon Corp.

UNIX® is a registered trademark of The Open Group.

Oracle Technology — Notice of Restricted Rights

Programs delivered subject to the DOD FAR Supplement are 'commercial computer software' and use,
duplication, and disclosure of the programs, including documentation, shall be subject to the licensing
restrictions set forth in the applicable Oracle license agreement. Otherwise, programs delivered subject to the
Federal Acquisition Regulations are 'restricted computer software' and use, duplication, and disclosure of the
programs, including documentation, shall be subject to the restrictions in FAR 52.227-19, Commercial
Computer Software-Restricted Rights (June 1987). Oracle America, Inc., 500 Oracle Parkway, Redwood City,
CA 94065.

For the full Oracle license text, see the license-agreements directory on the NNMi product DVD.
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Available Product Documentation

For a complete list of the documentation that is available for NNMi, see the HP Network Node Manager i
Software Documentation List. This document is available on the HP manuals web site. Use this file to track
additions to and revisions within the NNMi documentation set for this version of NNMi. Click a link to access
a document on the HP manuals web site.

Also available on the HP manuals web site are .zip files of the complete documentation set for NNMi, NNMi
Premium, and NNMi Ultimate. Access these documentation packages from the HP Network Node Manager i
Software Documentation List or directly from the HP manuals web site.

To check for recent updates or to verify that you are using the most recent edition of a document, go to:
https://softwaresupport.hp.com

This site requires that you register for an HP Passport and sign in. To register for an HP Passport ID, go to:
https:/hppl2.passport.hp.com/hppcf/createuser.do

Or click the Register link at the top of the HP Software Support page.

You will also receive updated or new editions if you subscribe to the appropriate product support service.
Contact your HP sales representative for details.
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Support

Visit the HP Software Support Online web site at:
https://softwaresupport.hp.com

This web site provides contact information and details about the products, services, and support that HP
Software offers.

HP Software online support provides customer self-solve capabilities. It provides a fast and efficient way to
access interactive technical support tools needed to manage your business. As a valued support customer, you
can benefit by using the support web site to:

e Search for knowledge documents of interest

e Submit and track support cases and enhancement requests

e Download software patches and associated patch documentation
e Manage support contracts

e Look up HP support contacts

¢ Review information about available services

e Enter into discussions with other software customers

e Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also require a
support contract. To register for an HP Passport user ID, go to:

https://hppl2.passport.hp.com/hppcf/createuser.do
To find more information about access levels, go to:
https://softwaresupport.hp.com/web/softwaresupport/access-levels

HP Software Solutions Now accesses the HPSW Solution and Integration Portal Web site. This site
enables you to explore HP Product Solutions to meet your business needs, includes a full list of Integrations
between HP Products, as well as a listing of ITIL Processes. The URL for this web site is:

http:/h20230.www2.hp.com/sc/solutions/index.jsp
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HP Operations
Orchestration

HP Operations Orchestration (HP OO) automates incident resolution, change orchestration, and routine
maintenance tasks in your data center. HP OO is beneficial for the following tasks:

e Automating incident resolution to increase service availability.
e Implementing best practices for change management and provisioning.

e Automating simple tasks, such as file archiving, and complex tasks, such as disaster recovery planning,
consistently and without errors.

e Managing a virtual infrastructure, including self-service provisioning and day-to-day maintenance,
consistent with a physical infrastructure.

For information about purchasing HP OO, contact your HP sales representative.
This chapter contains the following topics:

e HP NNMi-HP OO Integration on page 7

e NNM iSPI NET Diagnostics on page 8

e Comparison of HP OO Integrations on page 10

HP NNMi—HP OO Integration

The HP NNMi—-HP OO integration provides a way to run HP OO flows from the
NNDMi console. Depending on configuration, flows can be run as lifecycle transition
actions or from the Actions menu.

If you are running licensed versions of HP NNMi and HP OO, no further licenses are
needed to use this integration.

You can run the HP NNMi-HP OO integration concurrently with NNM iSPI NET
diagnostics.

HP Operations Orchestration 7
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Provided HP OO Operations

The HP NNMi-HP OO integration provides the following HP OO operations for
interacting with HP NNMi-managed devices:

e QOperations on incidents:
— The Add Incident operation adds a new incident.
— The Delete Incident operation deletes an incident from HP NNMi.

— The Enumerate Incidents by Lifecycle operation retrieves all incidents in the
specified lifecycle.

— The Enumerate Incidents by Severity operation retrieves all non-closed
incidents of the specified severity.

— The Get Incident operation retrieves detailed information about an incident.
— The Update Lifecycle Status operation changes the status of an incident.
— The Update Priority operation updates the priority of an incident.
e QOperations on nodes:
— The Delete Node operation deletes a node from HP NNMi.

— The Get Node by Name operation retrieves the node or nodes with the
specified name, and returns details about them.

— The Get Node by UUID operation retrieves the node with the specified UUID
and returns detailed information about it.

— The Get Node Conclusions operation retrieves a summary of what HP NNMi
has concluded about the date of the specified node.

— The Update Node Management Mode operation changes the management
mode of a node. You can use this operation for tasks such as disabling
monitoring.

Using the HP NNMi-HP OO Integration

For information about enabling, using, disabling, and troubleshooting the HP NNMi—
HP OO integration, see the HP Operations Orchestration Software HP Network Node
Manager i Integration guide available at http:/softwaresupport.hp.com.

NNM iSPI NET Diagnostics

NNM iSPI NET diagnostics are part of the NNM iSPI Network Engineering Toolset
Software (NNM iSPI NET), which must be purchased separately from HP NNMi.
With NNM iSPI NET diagnostics, the HP-provided diagnostic flows automatically
gather diagnostic information when HP NNMi detects certain network incidents.

The NNM iSPI NET diagnostics server is an embedded packaging of HP OO. If you
already have the full HP OO product, you can install the NNM iSPI NET diagnostic
flows on that server.

8 NNMi Deployment Reference
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If you have the full HP OO product, you can also import HP OO flow definitions into
HP NNMi and then assign these flows to run when HP NNMi detects certain network
incidents.

Provided HP OO Flow Definitions

After installation, NNM iSPI NET provides the following diagnostics:
e Cisco Router Diagnostics:

— The Cisco Router Baseline Information uses a series of show commands to
determine the current configuration of a Cisco router.

— The Cisco Show IP Route flow obtains routing information using the show ip
route command.

— The Cisco Route To Node Diagnostic flow determines failures of either ping or
traceroute to a target node. Uses the router to perform a ping and a traceroute
to a target node.

— The Cisco Interface Diagnostic flow performs a number of diagnostic checks on
a specified interface on the Cisco router.

e Cisco Switch Diagnostics:

— The Cisco Switch Baseline Information flow uses a series of show commands
to determine the current configuration of a Cisco switch.

— The Cisco Switch Spanning Tree Baseline flow gathers spanning tree protocol
and port information from the Cisco switch.

e Nortel Switch Diagnostics:

— The Nortel Port Diagnostic flow determines statistics, including rate-limit and
usage for a specified port on a Nortel switch.

— The Nortel Route to Node Diagnostic flow determines failures of either ping or
traceroute to a target node.

— The Nortel Switch Baseline flow determines the configuration of a Nortel
switch.

— The Nortel Switch Spanning Tree Baseline flow gathers spanning tree
protocol and port information from the Nortel switch.

For more information about the available diagnostics, see Diagnostics (Flows)
Provided by NNM iSPI NET in the NNMi help.

Installing and Using the NNM iSPI NET Diagnostics

For information about installing the NNM iSPI NET diagnostics server or installing
the NNM iSPI NET diagnostics flows on an existing HP OO server, see the
HP NNM iSPI NET Planning and Installation Guide.

For information about using the NNM iSPI NET diagnostics flows and other
NNM iSPI NET, see the HP NNM iSPI NET Planning and Installation Guide.

HP Operations Orchestration 9
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Comparison of HP OO Integrations

70

The primary differences between the HP NNMi—HP OO integration and
NNM iSPI NET diagnostics are as follows:

e Determining the flows to run:

With NNM iSPI NET diagnostics, you can configure a flow to run for a variety
of devices and let HP NNMi figure out the flows to run based on the device
category and vendor information in HP NNMi.

With the HP NNMi—HP OO integration, the HP OO flow must determine
what operations to run. For example, for an SNMPColdStart trap, HP NNMi
would pass device category, vendor, and so forth to the HP OO flow, which
would then decide the operations to run.

e Flow Extensibility:

The HP NNMi—-HP OO integration delivers flows for accessing the NNMi
SDK.

The HP NNMi-HP OO integration delivers generic ways to launch and view
arbitrary HP OO flows from menu items using the specified URLSs or by using
NNMi event actions.

If you purchase NNM iSPI NET, you can only use the flows from
NNM iSPI NET.

If you purchase both HP OO and NNM iSPI NET, you can import flows from
HP OO into HP NNMi.

e Managing flow run rate:

NNM iSPI NET diagnostics manages the running of flows to avoid
overloading HP OO

With the HP NNMi—HP OO integration, HP NNMi attempts to run as many
flows as there are incidents configured to run lifecycle transition actions.

Be cautious when using URL-based launching of HP OO actions that operate
against network switches and routers. If HP OO actions repeatedly attempt
to log on to devices using telnet or ssh (during a short time period), the
devices might interpret these actions as a denial of service attack. These
devices might prohibit the HP OO server from establishing additional
sessions. The potential results explained in this caution depend on device
configurations and the launch rate of URL based HP OO actions.

e Maintaining device logon information:

NNM iSPI NET diagnostics stores device user names and passwords
separately from the configuration of when to run flows. Credentials can be
configured for specific devices, groups of devices, and as default values, similar
to the way that HP NNMi stores the SNMP configuration. Each time a flow is
run, NNM iSPI NET diagnostics retrieves the correct logon credentials for the
device and passes them to HP OO.

With the HP NNMi—HP OO integration, the configured action must include
the device user name and passwords in the launch URL. Thus, each action is
limited to a group of devices with identical logon credentials.

NNMi Deployment Reference
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e Viewing flow run history:

— NNM iSPI NET diagnostics stores flow run history with an incident. An
NNMIi user can access the historical flow run results from the NNMi console.

— With the HP NNMi-HP OO integration, launch actions initiate a flow but do
not provide access to previously run flows. An NNMi user must log on to
HP OO Central to view flow run history.

e Setting flow baselines:

— With NNM iSPI NET diagnostics, you can establish a baseline configuration
for comparing to future flows.

— With the HP NNMi—HP OO integration, you can manually run baseline flows
and archive the flow results for future comparisons.

e Using certificates for SSL connections:

— The NNM iSPI NET integration requires the use of SSL between HP OO and
HP NNMi.

— If you plan to use the full HP OO product, and not just the NNM iSPI NET
integration, you must export a certificate from the HP OO keystore to a well
known file before running the iSPI-NET Diagnostics Server installer. See the
HP NNM iSPI NET Planning and Installation Guide for more information.

— The NNM iSPI NET diagnostics installation process handles configuration of
certificates for SSL communication between the NNMi management server
and the HP OO server.

HP Operations Orchestration 77
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