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Document Changes, continued

Support
Visit the HP Software Support Online web site at: https://softwaresupport.hp.com

This web site provides contact information and details about the products, services, and support that HP
Software offers.

HP Software online support provides customer self-solve capabilities. It provides a fast and efficient way to
access interactive technical support tools needed to manage your business. As a valued support customer,
you can benefit by using the support web site to:

l Search for knowledge documents of interest
l Submit and track support cases and enhancement requests
l Download software patches
l Manage support contracts
l Look up HP support contacts
l Review information about available services
l Enter into discussions with other software customers
l Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also require a
support contract. To register for an HP Passport ID, go to:

https://hpp12.passport.hp.com/hppcf/createuser.do
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To find more information about access levels, go to:

https://softwaresupport.hp.com/web/softwaresupport/access-levels

HP Software Solutions Now accesses the HPSW Solution and Integration Portal Web site. This site enables
you to explore HP Product Solutions to meet your business needs, includes a full list of Integrations between
HP Products, as well as a listing of ITIL Processes. The URL for this Web site is
http://h20230.www2.hp.com/sc/solutions/index.jsp
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About HP DMA Solution Packs
HP Database andMiddleware Automation (HP DMA) software automates administrative tasks like
provisioning and configuration, compliance, patching, and releasemanagement for databases and
application servers. When performedmanually, these day-to-day operations are error-prone, time
consuming, and difficult to scale.

HP DMA automates these daily, mundane, and repetitive administration tasks that take up 60-70% of a
database or application server administrator’s day. Automating these tasks enables greater efficiency
and faster change delivery with higher quality and better predictability.

HP DMA provides role-based access to automation content. This enables you to better utilize
resources at every level:

l End-users can deliver routine, yet complex, DBA andmiddleware tasks.
l Operators can execute expert level tasks across multiple servers including provisioning, patching,
configuration, and compliance checking.

l Subject matter experts can define, enforce, and audit full stack automation across network, storage,
server, database, andmiddleware.

An HP DMA workflow performs a specific automated task—such as provisioning database or
application servers, patching database or application servers, or checking a database or application
server for compliance with a specific standard. You specify environment-specific information that the
workflow requires by configuring its parameters.

Related HP DMA workflows are grouped together in solution packs. When you purchase or upgrade
HP DMA content, you are granted access to download specific solution packs.
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Audience
This solution is designed for:

l IT architects and engineers who are responsible for planning, implementing, andmaintaining
application server environments using IBMWebSphere Application Server Network Deployment
(WebSphere) or JBoss Application Server Enterprise Application Platform (EAP) orWildFly (JBoss).

l Engineers who are implementing—or planning to implement—HP Database andMiddleware
Automation (HP DMA)

To use this solution, you should be familiar withWebSphere or JBoss and its requirements (see links to
theWebSphere Product Documentation on page 113 or JBoss Product Documentation on page 114).
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Document Map
The following table shows you how to navigate this guide:

Topic Description

The Application Server
Configuration
Management Solution

General information about this solution, including what it contains and what
it does.

Workflow Details Information about theWebSphere and JBoss workflows included in this
solution, including: prerequisites, how it works, how to run it, sample
scenarios, and a list of input parameters.

Reference Information Links to current WebSphere and JBoss product documentation, database
product documentation, and additional HP DMA documentation.

Tips and Best
Practices

Simple procedures that you can use to accomplish a variety of common
HP DMA tasks.

Troubleshooting Tips for solving common problems.
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Important Terms
Here are a few basic HP DMA terms that you will need to know:

l In HP DMA, aworkflow executes a process —such as installing a software product or checking a
database instance for compliance with a specific security benchmark.

l A workflow consists of a sequence of steps. Each step performs a very specific task. Steps can be
shared among workflows.

l Steps can have input and output parameters, whose values will be unique to your environment.
If you provide correct values for the input parameters that each scenario requires, the workflow will
be able to accomplish its objective. Output parameters from one step often serve as input
parameters to another step.

l A solution pack contains a collection of related workflows and the steps, functions, and policies
that implement each workflow.
More precisely, solution packs containworkflow templates. These are read-only versions of the
workflows that cannot be deployed. To run a workflow included in a solution pack, youmust first
create a deployable copy of the workflow template and then customize that copy for your
environment.

l A deployment associates a workflow with the targets (servers, instances, or databases) where the
workflow will run. To run a workflow, you execute a specific deployment. A deployment is
associated with one workflow; a workflow can havemany deployments, each with its own targets
and parameter settings.

l The umbrella term automation items is used to refer to those items to which role-based
permissions can be assigned. Automation items include workflows, deployments, steps, and
policies.
Organizations also have role-based permissions. Servers, instances, and databases inherit their
role-based permissions from the organization in which the server resides.

l The software repository contains any files that a workflow might need to carry out its purpose (for
example, software binaries or patch archives). If the files that a workflow requires are not in the
software repository, they must be stored locally on each target server.
When you are using HP DMA with HP Server Automation (HP SA), the software repository is the
HP SA Software Library.

l An organization is a logical grouping of servers. You can use organizations to separate
development, staging, and production resources—or to separate logical business units. Because
user security for running workflows is defined at the organization level, organizations should be
composed with user security in mind.

Additional terms are defined in the Glossary on page 128.
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Chapter 1: The Application Server
Configuration Management Solution
The configurationmanagement solution provides tools that you can use tomanage the configuration of
yourWebSphere or JBoss Application Server. It makes your provisionedWebSphere or JBoss system
useable.

These tools enable you to:

Feature Functionality

WebSphere clusters and cluster
members

l CreateWebSphere clusters
l Add cluster members to the newly-created cluster
l Create initial andmaximum heap sizes for the newly-created
cluster member

l Create logging attributes based on time, size, and location for
each cluster member

WebSphere data sources l Create data sources for Oracle or SQL Server databases
l Customize the Java Database Connectivity (JDBC) provider
l Customize the Java 2 Connector (J2C) alias
l Configure the Java NameDirectory Interface (JNDI) name
l Configureminimum andmaximum pool connections

WebSphere web server
definitions

l Create an unmanaged node where web servers can run
l Define a web server under the unmanaged node

JBoss data sources l Used to establish a connection from a connection pool to a
database.

By consistently using the tools provided in this solution, you can quickly, efficiently, and accurately
configure yourWebSphere or JBoss Application Server environment. Youmaintain flexibility over the
WebSphere or JBoss environment by configuring environment-specific information through the input
parameters.
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What this Solution Includes
The Application Server ConfigurationManagement solution pack contains the followingWebSphere
and JBoss configurationmanagement workflows:

Workflow
Name Purpose

Configure
WebSphere
Cluster and
Cluster
Members

The purpose of this workflow is to create a new WebSphere Application Server
cluster, create cluster members, and configure each cluster member.

Create and
Configure
WebSphere
Data Sources

The purpose of this workflow is to create and configure a new WebSphere
Application Server data source within the application server scope. This workflow
creates the JDBC (Java Database Connectivity) provider, the J2C (Java 2
Connector) alias, and a data source associated with the JDBC provider.

Create and
Configure
WebSphere
Web Server
Definitions

The purpose of this workflow is to configure web server objects in a given
WebSphere Application Server cell. These web server objects can be used later
when deploying applications into a given application server or cluster. They also
give limited ability to administer the web server instances.

JBoss -
Create and
Configure
Data Source

The purpose of this workflow is to create a data source for a given JBoss
Application Server. The data source can be used later by applications deployed to
the configured database. The workflow can create a data source for databases on
the samemachine as well as on remotemachines.

Application Server ConfigurationManagement User Guide
Chapter 1: The Application Server ConfigurationManagement Solution
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Supported Products and Platforms
TheWebSphere and JBoss configurationmanagement workflows are supported on RedHat Enterprise
Linux, Solaris, andWindows platforms.

Product Platform

This solution pack is available forWebSphere 7.0, 8.0, 8.5, and 8.5.5. These versions will be referred to
simply as WebSphere throughout.

This solution pack is also available for JBoss Application Server Enterprise Application Platform (EAP)
orWildFly. These will be referred to simply as JBoss throughout.

Operating Systems

For specific target operating system versions supported by each workflow, see theHP Database and
Middleware Automation Support Matrix available on the HP Software Support web site:

https://softwaresupport.hp.com/

Hardware Requirements

For HP DMA server hardware requirements, see theHP DMA Installation Guide and theHP DMA
Release Notes.

HP Software Requirements

The latest HP DMA solution packs require the latest HP DMA platform. To use the latest solution
packs, update the HP DMA platform. HP DMA 10.30 solution packs are supported on HP DMA 10.30
(and later).

Application Server ConfigurationManagement User Guide
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Prerequisites
WebSphere Prerequisites

The following prerequisites must be satisfied before you can run theWebSphere configuration
management workflows in this solution pack:

l Youmust have a workingWebSphere Network Deployment cell version 7.0, 8.0, or 8.5.x, with the
Deployment Manager available for communication.

l Youmust run the DiscoverWebSphere workflow before you run the configurationmanagement
workflows. The DiscoverWebSphere workflow audits the server's physical environment for
WebSphere cells, clusters, and application servers and stores the configuration information in the
HP DMA environment.

JBoss Prerequisites

The following prerequisites must be satisfied before you can run the JBoss configurationmanagement
workflow in this solution pack:

l The JBoss Application server must be provisioned, up, and running. The database to which the
connection is being createdmust already be installed.

Note: Be sure to review the additional prerequisites for each workflow.

Application Server ConfigurationManagement User Guide
Chapter 1: The Application Server ConfigurationManagement Solution
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Chapter 2: Workflow Details
The Application Server ConfigurationManagement solution pack contains the followingWebSphere
and JBoss configurationmanagement workflows. You can run these workflows ad-hoc for custom
WebSphere or JBoss installations or create reusable deployments to standardizeWebSphere or JBoss
installations in your environment.

Workflow
Name Purpose

Configure
WebSphere
Cluster and
Cluster
Members

The purpose of this workflow is to create a new WebSphere Application Server
cluster, create cluster members, and configure each cluster member.

Create and
Configure
WebSphere
Data Sources

The purpose of this workflow is to create and configure a new WebSphere
Application Server data source within the application server scope. This workflow
creates the JDBC (Java Database Connectivity) provider, the J2C (Java 2
Connector) alias, and a data source associated with the JDBC provider.

Create and
Configure
WebSphere
Web Server
Definitions

The purpose of this workflow is to configure web server objects in a given
WebSphere Application Server cell. These web server objects can be used later
when deploying applications into a given application server or cluster. They also
give limited ability to administer the web server instances.

JBoss -
Create and
Configure
Data Source

The purpose of this workflow is to create a data source for a given JBoss
Application Server. The data source can be used later by applications deployed to
the configured database. The workflow can create a data source for databases on
the samemachine as well as on remotemachines.

Each workflow included in this solution pack has a set of input parameters whose values will be unique
to your environment. If you provide correct values for the parameters that each scenario requires, the
workflow will be able to accomplish its objective.

There are two steps required to customize this solution:

1. Ensure that all required parameters are visible. You do this by using the workflow editor.
For simple configurationmanagement scenarios, you can use the default values for most
parameters. To use this solution's more advanced features, you will need to expose additional
parameters.

2. Specify the values for those parameters. You do this when you create a deployment.

Tip: Detailed instructions are provided in the "How to Run this Workflow" topic associated with
each workflow.
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The information presented here assumes the following:

l HP DMA is installed and operational.
l At least one suitable target server is available (see Supported Products and Platforms on page 13).
l You are logged in to the HP DMA web interface.
l You have permission to create, edit, and deploy copies of the workflows included in this solution
pack.

Tip: All parameters used by the workflows in this solution are described in the "Parameters" topic
associated with each workflow.

Application Server ConfigurationManagement User Guide
Chapter 2: Workflow Details
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Configure WebSphere Cluster and Cluster
Members
The purpose of this workflow is to create a new WebSphere Application Server cluster, create cluster
members, and configure each cluster member.

The cluster members can be both vertically and horizontally clustered depending on the number of
cluster members specified and the number of nodes that are within a cell.

The cluster members are configured consistently based on a set of configurable parameters. If you do
not specify parameters then the default WebSphere values are used.

The following chart shows the customizable parameters forWebSphere clusters and cluster members:

Cluster/cluster member attribute Configurable parameter

Cluster definition Cluster Name
Cluster Member Name
Number Cluster Members

Java Virtual Machine (JVM) Initial Heap Size
Maximum Heap Size

Logging Logfile Location
Rollover Type (SIZE, TIME, NONE, or BOTH)
Base Hour
Rollover Period
Rollover Size
Maximum Rollback Files

Application Server ConfigurationManagement User Guide
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Architecture Diagram

The following is an example of aWebSphere Application Server environment:

To use this workflow in your environment, see the following information:

Topic Information Included

Prerequisites for
this Workflow

List of prerequisites that must be satisfied before you can run this workflow

How this
Workflow Works

Information about what the workflow does, including validation checks
performed, steps executed, and a high-level process flow

How to Run this
Workflow

Instructions for running this workflow in your environment

Sample Scenario Examples of typical parameter values for this workflow

Parameters List of input parameters for this workflow

Application Server ConfigurationManagement User Guide
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Prerequisites for this Workflow
Be sure that the following prerequisites are satisfied before you run the ConfigureWebSphere Cluster
and Cluster Members workflow.

Product Platform

This workflow is available forWebSphere 7.0, 8.0, or 8.5.x.

Dependencies

This workflow has the following dependencies:

l Youmust have a workingWebSphere Network Deployment cell version 7.0, 8.0, or 8.5.x, with the
Deployment Manager available for communication.

l Youmust run the DiscoverWebSphere workflow before you run the configurationmanagement
workflows. The DiscoverWebSphere workflow audits the server's physical environment for
WebSphere cells, clusters, and application servers and stores the configuration information in the
HP DMA environment.

For more information about prerequisites forWebSphere, refer to theWebSphere Product
Documentation on page 113.

Application Server ConfigurationManagement User Guide
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How this WorkflowWorks
The following information describes how the ConfigureWebSphere Cluster and Cluster Members
workflow works:

Overview

This workflow does the following things in the order shown:

1. Before creating the cluster and cluster members, the workflow prepares and validates all
parameters and creates the call wrapper that will be used to execute commands within a
WebSphere environment.

2. Next the workflow uses the call wrapper to call wsadmin to create the cluster and cluster members
and to configure the cluster members.

3. Then the workflow starts the cluster to verify that it starts correctly and calls the component
workflow, DiscoverWebSphere, to look forWebSphere configurations—including clusters and
cluster members attributes.

Validation Checks Performed

The workflow then performs the following checks on the input parameters:

WebSphere Admin
Username

Cannot contain the following characters / \ * , : ; = + ? | < > & % ' " [ ] # $ ̂ { }
and also cannot begin with a dash (-), period (.), or space ( )

WebSphere Admin
Password

Cannot begin with a dash (-) and cannot contain a space ( )

Cluster Name
Cluster Member
Name

Must be specified
Cannot contain the following characters / \ * , : ; = + ? | < > & % ' " [ ] # $ ̂ { }
or space
Cannot begin with a period (.)

Enable Security Must be true or false

If Enable Security is
true

WebSphere Admin Usernamemust be specified
WebSphere Admin Passwordmust be specified

Number Cluster
Members

If specified, must be an integer

Web Service URL
Web Service User
Web Service
Password
Cluster Name
Cluster Member
Name

Must be specified

Application Server ConfigurationManagement User Guide
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WebSphere Home
WebSphere Dmgr
Port
WebSphere Dmgr
Host

Must be found in themetadata

Initial Heap Size
Maximum Heap Size

If one is specified the other must also be specified
If specified, must be non-negative integers with an optional leading plus sign
(+)
If specified, Maximum Heap Sizemust be greater than Initial Heap Size

Rollover Type Must be BOTH, SIZE, NONE, or TIME (case dependent)

If Rollover Type is
either BOTH or SIZE

Rollover Sizemust be specified

Maximum Rollback
Files
Rollover Size

If specified, must be non-negative integers with an optional leading plus sign
(+)

Base Hour
Rollover Period

If specified, must be integers between 1 and 24

Logfile Location Must be a valid fully-qualified directory path that exists or can be created.

Web Service
Password
Web Service URL
Web Service User

Must define a validWebSphere Home

Application Server ConfigurationManagement User Guide
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Steps Executed

The ConfigureWebSphere Cluster and Cluster Members workflow includes the following steps. Each
stepmust complete successfully before the next step can start. If a step fails, the workflow reports a
failure and all subsequent steps are skipped.

Application Server ConfigurationManagement User Guide
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Workflow Step Description

ConfigureWebSphere
Cluster Parameters

This step prepares and validates the parameters needed to create a cluster
and cluster members forWebSphere Application Server. This step also
prepares the parameters needed for the wsadmin call wrapper.

Get WSAdmin Call
Wrapper

This step creates the necessary call wrapper to call wsadmin to execute
certain operations within a givenWebSphere environment.

JVM Parameters for
ConfigureWebSphere
Cluster Members

This step prepares and validates the parameters needed to configure Java
Virtual Machine (JVM) parameters for each of the newly created
WebSphere Application Server cluster members.

Logging Parameters
for Configure
WebSphere Cluster
Members

This step prepares and validates the parameters needed to configure
logging parameters for each of the newly createdWebSphere Application
Server cluster members.

CreateWebSphere
Cluster and Cluster
Members

This step creates a new WebSphere Application Server cluster and cluster
members. It also configures any of the cluster members with the optional
configurations.

WebSphere Start
Cluster

This step starts the newly createdWebSphere Application Server cluster
and cluster members and then checks the status of the cluster to make sure
it started correctly.

Run Discover
WebSphere

This step runs DiscoverWebSphere to examines the target server's
physical environment to discover information about WebSphere cells,
clusters, and application servers.

Note: Discovery is ONLY additive. It will not remove instances or
databases currently in your environment. It is your HP DMA
administrator's responsibility to delete content that is no longer in use.

Steps Used in the Configure WebSphere Cluster and Cluster Members Workflow

For parameter descriptions and defaults, see Parameters for ConfigureWebSphere Cluster and Cluster
Members on page 35.

Application Server ConfigurationManagement User Guide
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How to Run this Workflow
The following instructions show you how to customize and run the ConfigureWebSphere Cluster and
Cluster Members workflow in your environment.

Tip: For detailed instructions to run HP DMA workflows—using the Oracle - Compliance Audit
workflow as an example—seeHP DMA Quick Start Tutorial.

The workflow provides default values for some parameters. These default values are usually sufficient
for a "typical" installation. You can override the defaults by specifying parameter values in the
deployment. You can also expose additional parameters in the workflow, if necessary, to accomplish
more advanced scenarios. Any parameters not explicitly specified in the deployment will have the
default values listed in Parameters for ConfigureWebSphere Cluster and Cluster Members on page 35.

Note: Before following this procedure, review the Prerequisites for this Workflow, and ensure that
all requirements are satisfied.

To use the Configure WebSphere Cluster and Cluster Members workflow:

1. Create a deployable copy of the workflow (see "Create a DeployableWorkflow" inHP DMA Quick
Start Tutorial).

2. Determine the values that you will specify for the following parameters:

Parameter
Name

Default
Value Required Description

Cluster
Member
Name

no
default

required The base cluster member name that will be used for each
cluster member/application server. A suffix will
automatically be appended to this base name that will
indicate the node and cluster. For the initial cluster, the
suffixes will be 001a for the first node, 001b for second
node, and so on. If a vertical cluster member is created, the
suffixes will be 002a for the first node, 002b for the second
node, and so on. It cannot contain any of the following
characters / \ * , : ; = + ? | < > & % ' " [ ] # $ ̂ { }.

Cluster
Name

no
default

required This is the name given to the logical grouping of cluster
members. This name has to be unique to the cell. It cannot
contain any of the following characters / \ * , : ; = + ? | < > &
% ' " [ ] # $ ̂ { }.

Enable
Security

no
default

required Indicates whether security will be enabled. Valid values are
True or False. If True thenWebSphere Admin Password
andWebSphere Admin User must have values.

Input Parameters for Configure WebSphere Cluster Parameters

Application Server ConfigurationManagement User Guide
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Parameter
Name

Default
Value Required Description

Number
Cluster
Members

no
default

required The number of cluster members/application servers that
will be created on each node.

Web
Service
Password

no
default

required Password for the HP DMA Discovery web service API.

Web
Service
URL

no
default

required URL for the HP DMA Discovery web service API. For
example:

https://example.com:8443/dma

Web
Service
User

no
default

required A user capable of modifying the HP DMA managed
environment by using the web service API.

WebSphere
Admin
Password

no
default

optional The password for a user in a group that can change the
state of a given application server. Only required if global
security is enabled. It cannot not begin with a dash (-) or
contain a space ( ).

WebSphere
Admin
Username

no
default

optional The user account for a user in a group that can change the
state of a given application server. Only required if global
security is enabled. It cannot begin with a dash (-), a period
(.), or a space ( ). It cannot contain any of the following
characters / \ * , : ; = + ? | < > & % ' " [ ] # $ ̂ { }.

Input Parameters for Configure WebSphere Cluster Parameters, continued

Tip: To avoid having to re-enter passwords whenever they change, you can create a policy to
provide them to the workflow (see How to Use a Policy to Specify Parameter Values on
page 122).

Note: This is theminimum set of parameters required to run this workflow. Youmay need to
expose additional parameters depending on your configurationmanagement objectives.

See Parameters for ConfigureWebSphere Cluster and Cluster Members on page 35 for
detailed descriptions of all input parameters for this workflow, including default values.

3. In the workflow editor, expose any additional parameters that you need. You will specify values for
those parameters when you create the deployment.

4. Save the changes to the workflow (click Save in the lower right corner).
5. Create a new deployment (see "Create a Deployment" inHP DMA Quick Start Tutorial for

instructions).
6. On the Parameters tab, specify values for the required parameters listed in step 2 and any

additional parameters that you have exposed.You do not need to specify values for those
parameters whose default values are appropriate for your environment.
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7. On the Targets tab, specify one or more targets for this deployment.
8. Save the deployment (click Save in the lower right corner).
9. Run the workflow using this deployment (see "Run YourWorkflow" inHP DMA Quick Start

Tutorial for instructions).
To verify the results:

The workflow will complete and report SUCCESS on the Console if it has run successfully. If an error
occurs during workflow execution, the error is logged, and the workflow terminates in the FAILURE
state.
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Sample Scenario
This topic shows you typical parameter values for different use cases for the ConfigureWebSphere
Cluster and Cluster Members workflow. For a complete list of all parameters used in this workflow,
including default values, see Parameters for ConfigureWebSphere Cluster and Cluster Members on
page 35.

Tip: To avoid having to re-enter passwords whenever they change, you can create a policy to
provide them to the workflow (see How to Use a Policy to Specify Parameter Values on page 122).

Scenario 1: To create two cluster members on each node using the default configurations

This use case will create a cluster testCluster with two nodes testApp001a and testApp001b. Security
will be enabled. TheWebSphere default values will be used for Initial Heap Size, Maximum Heap Size,
and for logging.

Parameter
Name Example Value Description

Cluster
Member
Name

testApp The base cluster member name that will be used for each cluster
member/application server. A suffix will automatically be appended
to this base name that will indicate the node and cluster. For the
initial cluster, the suffixes will be 001a for the first node, 001b for
second node, and so on. If a vertical cluster member is created, the
suffixes will be 002a for the first node, 002b for the second node,
and so on. It cannot contain any of the following characters / \ * , : ;
= + ? | < > & % ' " [ ] # $ ̂ { }.

Cluster
Name

testCluster This is the name given to the logical grouping of cluster members.
This name has to be unique to the cell. It cannot contain any of the
following characters / \ * , : ; = + ? | < > & % ' " [ ] # $ ̂ { }.

Enable
Security

True Indicates whether security will be enabled. Valid values are True or
False. If True thenWebSphere Admin Password andWebSphere
Admin User must have values.

Number
Cluster
Members

2 The number of cluster members/application servers that will be
created on each node.

Web
Service
Password

myWebSvcPwd Password for the HP DMA Discovery web service API.

Web
Service
URL

see description URL for the HP DMA Discovery web service API. For example:

https://example.com:8443/dma

Input Parameters for Configure WebSphere Cluster Parameters
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Parameter
Name Example Value Description

Web
Service
User

JohnDoe A user capable of modifying the HP DMA managed environment by
using the web service API.

WebSphere
Admin
Password

myPwd The password for a user in a group that can change the state of a
given application server. Only required if global security is enabled.
It cannot not begin with a dash (-) or contain a space ( ).

WebSphere
Admin
Username

wasadmin The user account for a user in a group that can change the state of a
given application server. Only required if global security is enabled.
It cannot begin with a dash (-), a period (.), or a space ( ). It cannot
contain any of the following characters / \ * , : ; = + ? | < > & % ' " [ ]
# $ ̂ { }.

Input Parameters for Configure WebSphere Cluster Parameters, continued
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Scenario 2: To create two cluster members on each node, specifying initial and maximum
heap sizes, and using the default logging configurations

This use case will create a cluster testCluster with two nodes testApp001a and testApp001b. Security
will be enabled. The Initial Heap Size will be set to 512MB and theMaximum Heap Size to 1024MB.
TheWebSphere default values will be used for logging.

Note: Some of these parameters are not exposed by default in the deployment. See How to
Expose Additional Workflow Parameters on page 121. You need to expose the following:

In the step JVM Parameters for ConfigureWebSphere Cluster Members:

l Initial Heap Size
l Maximum Heap Size

Parameter
Name Example Value Description

Cluster
Member
Name

testApp The base cluster member name that will be used for each cluster
member/application server. A suffix will automatically be appended
to this base name that will indicate the node and cluster. For the
initial cluster, the suffixes will be 001a for the first node, 001b for
second node, and so on. If a vertical cluster member is created, the
suffixes will be 002a for the first node, 002b for the second node,
and so on. It cannot contain any of the following characters / \ * , : ;
= + ? | < > & % ' " [ ] # $ ̂ { }.

Cluster
Name

testCluster This is the name given to the logical grouping of cluster members.
This name has to be unique to the cell. It cannot contain any of the
following characters / \ * , : ; = + ? | < > & % ' " [ ] # $ ̂ { }.

Enable
Security

True Indicates whether security will be enabled. Valid values are True or
False. If True thenWebSphere Admin Password andWebSphere
Admin User must have values.

Number
Cluster
Members

2 The number of cluster members/application servers that will be
created on each node.

Web
Service
Password

myWebSvcPwd Password for the HP DMA Discovery web service API.

Web
Service
URL

see description URL for the HP DMA Discovery web service API. For example:

https://example.com:8443/dma

Web
Service
User

JohnDoe A user capable of modifying the HP DMA managed environment by
using the web service API.

Input Parameters for Configure WebSphere Cluster Parameters
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Parameter
Name Example Value Description

WebSphere
Admin
Password

myPwd The password for a user in a group that can change the state of a
given application server. Only required if global security is enabled.
It cannot not begin with a dash (-) or contain a space ( ).

WebSphere
Admin
Username

wasadmin The user account for a user in a group that can change the state of a
given application server. Only required if global security is enabled.
It cannot begin with a dash (-), a period (.), or a space ( ). It cannot
contain any of the following characters / \ * , : ; = + ? | < > & % ' " [ ]
# $ ̂ { }.

Input Parameters for Configure WebSphere Cluster Parameters, continued

Parameter
Name

Example
Value Description

Initial Heap
Size

512 Initial heap size, in megabytes, that all cluster members will be set to on
creation. The default is theWebSphere default value.

Maximum
Heap Size

1024 Maximum heap size, in megabytes, that all cluster members will be set to
on creation. The default is theWebSphere default value.

Input Parameters for JVM Parameters for Configure WebSphere Cluster Members
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Scenario 3: To create two cluster members on each node, specifying initial and maximum
heap sizes, and using a time-based logging configuration

This use case will create a cluster testCluster with two nodes testApp001a and testApp001b. The
Initial Heap Size will be set to 512MB and theMaximum Heap Size to 1024MB. Security will not be
enabled. TheWebSphere periodic rollover logging will start at hour 1 (midnight), will update every 24
hours, and 7 historic logs will be saved.

Note: Some of these parameters are not exposed by default in the deployment. See How to
Expose Additional Workflow Parameters on page 121. You need to expose the following:

In the step JVM Parameters for ConfigureWebSphere Cluster Members:

l Initial Heap Size
l Maximum Heap Size
In the step Logging Parameters for ConfigureWebSphere Cluster Members:

l Base Hour
l Logfile Location
l Maximum Rollback Files
l Rollover Period
l Rollover Type

Parameter
Name Example Value Description

Cluster
Member
Name

testApp The base cluster member name that will be used for each cluster
member/application server. A suffix will automatically be appended
to this base name that will indicate the node and cluster. For the
initial cluster, the suffixes will be 001a for the first node, 001b for
second node, and so on. If a vertical cluster member is created, the
suffixes will be 002a for the first node, 002b for the second node, and
so on. It cannot contain any of the following characters / \ * , : ; = + ?
| < > & % ' " [ ] # $ ̂ { }.

Cluster
Name

testCluster This is the name given to the logical grouping of cluster members.
This name has to be unique to the cell. It cannot contain any of the
following characters / \ * , : ; = + ? | < > & % ' " [ ] # $ ̂ { }.

Enable
Security

False Indicates whether security will be enabled. Valid values are True or
False. If True thenWebSphere Admin Password andWebSphere
Admin User must have values.

Number
Cluster
Members

2 The number of cluster members/application servers that will be
created on each node.

Input Parameters for Configure WebSphere Cluster Parameters
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Parameter
Name Example Value Description

Web
Service
Password

myWebSvcPwd Password for the HP DMA Discovery web service API.

Web
Service
URL

see description URL for the HP DMA Discovery web service API. For example:

https://example.com:8443/dma

Web
Service
User

JohnDoe A user capable of modifying the HP DMA managed environment by
using the web service API.

Input Parameters for Configure WebSphere Cluster Parameters, continued

Parameter
Name

Example
Value Description

Initial Heap
Size

512 Initial heap size, in megabytes, that all cluster members will be set to on
creation. The default is theWebSphere default value.

Maximum
Heap Size

1024 Maximum heap size, in megabytes, that all cluster members will be set to
on creation. The default is theWebSphere default value.

Input Parameters for JVM Parameters for Configure WebSphere Cluster Members

Parameter
Name

Example
Value Description

Base Hour 1 The hour of the day, from 1 to 24, when the periodic rollover starts. The
rollover always starts at the specified hour of the day. Hour 1 is 00:00:00
(midnight) and hour 24 is 23:00:00. Once started, the rollover repeats
every Rollover Period hours.

Logfile
Location

see
description

Fully qualified directory path where the SystemOut and SystemErr logs
will be created. For example: /app/logs

Maximum
Rollback
Files

7 The number of historical logs to keep.

Rollover
Period

24 The number of hours after which the log file rolls over. Valid values range
from 1 to 24. Only used if Rollover Type is TIME or BOTH.

Rollover
Type

TIME Type of log rollover. Valid values are SIZE, TIME, NONE or BOTH. The
default is SIZE.

Input Parameters for Logging Parameters for Configure WebSphere Cluster Members
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Scenario 4: To create two cluster members on each node, specifying initial and maximum
heap sizes, and using a size-based logging configuration

This use case will create a cluster testCluster with two nodes testApp001a and testApp001b. Security
will not be enabled. The Initial Heap Size will be set to 512MB and theMaximum Heap Size to 1024MB.
TheWebSphere periodic logging will rollover when the file size reaches 100MB and 7 historic logs will
be saved.

Note: Some of these parameters are not exposed by default in the deployment. See How to
Expose Additional Workflow Parameters on page 121. You need to expose the following:

In the step JVM Parameters for ConfigureWebSphere Cluster Members:

l Initial Heap Size
l Maximum Heap Size
In the step Logging Parameters for ConfigureWebSphere Cluster Members:

l Logfile Location
l Maximum Rollback Files
l Rollover Size
l Rollover Type

Parameter
Name Example Value Description

Cluster
Member
Name

testApp The base cluster member name that will be used for each cluster
member/application server. A suffix will automatically be appended
to this base name that will indicate the node and cluster. For the
initial cluster, the suffixes will be 001a for the first node, 001b for
second node, and so on. If a vertical cluster member is created, the
suffixes will be 002a for the first node, 002b for the second node, and
so on. It cannot contain any of the following characters / \ * , : ; = + ?
| < > & % ' " [ ] # $ ̂ { }.

Cluster
Name

testCluster This is the name given to the logical grouping of cluster members.
This name has to be unique to the cell. It cannot contain any of the
following characters / \ * , : ; = + ? | < > & % ' " [ ] # $ ̂ { }.

Enable
Security

False Indicates whether security will be enabled. Valid values are True or
False. If True thenWebSphere Admin Password andWebSphere
Admin User must have values.

Number
Cluster
Members

2 The number of cluster members/application servers that will be
created on each node.

Web
Service
Password

myWebSvcPwd Password for the HP DMA Discovery web service API.

Input Parameters for Configure WebSphere Cluster Parameters
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Parameter
Name Example Value Description

Web
Service
URL

see description URL for the HP DMA Discovery web service API. For example:

https://example.com:8443/dma

Web
Service
User

JohnDoe A user capable of modifying the HP DMA managed environment by
using the web service API.

Input Parameters for Configure WebSphere Cluster Parameters, continued

Parameter
Name

Example
Value Description

Initial Heap
Size

512 Initial heap size, in megabytes, that all cluster members will be set to on
creation. The default is theWebSphere default value.

Maximum
Heap Size

1024 Maximum heap size, in megabytes, that all cluster members will be set to
on creation. The default is theWebSphere default value.

Input Parameters for JVM Parameters for Configure WebSphere Cluster Members

Parameter
Name

Example
Value Description

Logfile
Location

see
description

Fully qualified directory path where the SystemOut and SystemErr logs
will be created. For example: /app/logs

Maximum
Rollback
Files

7 The number of historical logs to keep.

Rollover
Size

100 Themaximum size of the log file in megabytes. When the file reaches
this size, it rolls over. Only used if Rollover Type is SIZE or BOTH.

Rollover
Type

SIZE Type of log rollover. Valid values are SIZE, TIME, NONE or BOTH. The
default is SIZE.

Input Parameters for Logging Parameters for Configure WebSphere Cluster Members
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Parameters for Configure WebSphere Cluster and
Cluster Members
The following tables describe the required and optional input parameters for this workflow. Most of
these parameters are not initially visible in a deployment (see How to Expose Additional Workflow
Parameters on page 121). For most parameters, if you do not specify a value for a parameter, a default
value is assigned

Parameter
Name

Default
Value Required Description

Cluster
Member
Name

no
default

required The base cluster member name that will be used for each
cluster member/application server. A suffix will automatically be
appended to this base name that will indicate the node and
cluster. For the initial cluster, the suffixes will be 001a for the
first node, 001b for second node, and so on. If a vertical cluster
member is created, the suffixes will be 002a for the first node,
002b for the second node, and so on. It cannot contain any of
the following characters / \ * , : ; = + ? | < > & % ' " [ ] # $ ̂ { }.

Cluster
Name

no
default

required This is the name given to the logical grouping of cluster
members. This name has to be unique to the cell. It cannot
contain any of the following characters / \ * , : ; = + ? | < > & % ' "
[ ] # $ ̂ { }.

Enable
Security

no
default

required Indicates whether security will be enabled. Valid values are
True or False. If True thenWebSphere Admin Password and
WebSphere Admin User must have values.

Number
Cluster
Members

no
default

required The number of cluster members/application servers that will be
created on each node.

Web
Service
Password

no
default

required Password for the HP DMA Discovery web service API.

Web
Service
URL

no
default

required URL for the HP DMA Discovery web service API. For example:

https://example.com:8443/dma

Web
Service
User

no
default

required A user capable of modifying the HP DMA managed environment
by using the web service API.

Parameters Defined in this Step: Configure WebSphere Cluster Parameters
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Parameter
Name

Default
Value Required Description

WebSphere
Admin
Password

no
default

optional The password for a user in a group that can change the state of
a given application server. Only required if global security is
enabled. It cannot not begin with a dash (-) or contain a space
( ).

WebSphere
Admin
Username

no
default

optional The user account for a user in a group that can change the state
of a given application server. Only required if global security is
enabled. It cannot begin with a dash (-), a period (.), or a space
( ). It cannot contain any of the following characters / \ * , : ; = +
? | < > & % ' " [ ] # $ ̂ { }.

Parameters Defined in this Step: Configure WebSphere Cluster Parameters, continued

Parameter
Name

Default
Value Required Description

Initial
Heap Size

see
description

optional Initial heap size, in megabytes, that all cluster members will
be set to on creation. The default is theWebSphere default
value.

Maximum
Heap Size

see
description

optional Maximum heap size, in megabytes, that all cluster members
will be set to on creation. The default is theWebSphere
default value.

Additional Parameters Defined in this Step: JVM Parameters for Configure WebSphere Cluster
Members

Parameter
Name

Default
Value Required Description

Base Hour no
default

optional The hour of the day, from 1 to 24, when the periodic rollover
starts. The rollover always starts at the specified hour of the day.
Hour 1 is 00:00:00 (midnight) and hour 24 is 23:00:00. Once
started, the rollover repeats every Rollover Period hours.

Logfile
Location

no
default

optional Fully qualified directory path where the SystemOut and
SystemErr logs will be created. For example: /app/logs

Maximum
Rollback
Files

no
default

optional The number of historical logs to keep.

Rollover
Period

no
default

optional The number of hours after which the log file rolls over. Valid
values range from 1 to 24. Only used if Rollover Type is TIME or
BOTH.

Additional Parameters Defined in this Step: Logging Parameters for Configure WebSphere
Cluster Members
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Parameter
Name

Default
Value Required Description

Rollover
Size

no
default

optional Themaximum size of the log file in megabytes. When the file
reaches this size, it rolls over. Only used if Rollover Type is
SIZE or BOTH.

Rollover
Type

no
default

optional Type of log rollover. Valid values are SIZE, TIME, NONE or
BOTH. The default is SIZE.

Additional Parameters Defined in this Step: Logging Parameters for Configure WebSphere
Cluster Members, continued
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Create and Configure WebSphere Data Sources
The purpose of this workflow is to create and configure a new WebSphere Application Server data
source within the application server scope. This workflow creates the JDBC (Java Database
Connectivity) provider, the J2C (Java 2 Connector) alias, and a data source associated with the JDBC
provider.

Data sources—backend connections to an existing database—allow pooling of connections to the
database for fast access, reuse by application components, and abstraction of the database
connection information by WebSphere.

Supported vendors

The supported database vendors are:

l Oracle Database Enterprise Edition
l Microsoft SQL Server
SeeWebSphere Product Documentation on page 113 to find IBM documentation for the supported
database versions. See Database Product Documentation on page 115 to find additional information
about the supported databases.

The following chart shows shows the customizable parameters forWebSphere data sources:

Data source attribute Configurable parameter

JDBC provider Database Type (Oracle or SQL Server)
Implementation Type (Connection pool source or XA data source)
Provider Name
Driver Class Path

J2C alias J2C Alias Name
Database User Name
Database Password
Description

Oracle data source Oracle URL
Java NameDirectory Interface (JNDI) Name
Data Source Name
J2C Alias Name
Minimum Pool Connections
Maximum Pool Connections

SQL Server data source Database Name
Port Number
DB Server Name
JNDI Name
Data Source Name
J2C Alias Name
Minimum Pool Connections
Maximum Pool Connections
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To use this workflow in your environment, see the following information:

Topic Information Included

Prerequisites for
this Workflow

List of prerequisites that must be satisfied before you can run this workflow

How this
Workflow Works

Information about what the workflow does, including validation checks
performed, steps executed, and a high-level process flow

How to Run this
Workflow

Instructions for running this workflow in your environment

Sample Scenario Examples of typical parameter values for this workflow

Parameters List of input parameters for this workflow
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Prerequisites for this Workflow
Be sure that the following prerequisites are satisfied before you run the Create and Configure
WebSphere Data Sources workflow.

Product Platform

This workflow is available forWebSphere 7.0, 8.0, or 8.5.x.

Dependencies

This workflow has the following dependencies:

l Youmust have a workingWebSphere Network Deployment cell version 7.0, 8.0, or 8.5.x, with the
Deployment Manager available for communication.

l Youmust run the DiscoverWebSphere workflow before you run the configurationmanagement
workflows. The DiscoverWebSphere workflow audits the server's physical environment for
WebSphere cells, clusters, and application servers and stores the configuration information in the
HP DMA environment.

l You need either a workingWebSphere Application Server (or servers) or cluster members
associated with a cluster.

l You need a running Oracle or SQL Server backend database to connect the data source to.
l A compatible JDBC driver must be on the target machine (or machines). This is available from your
database vendor.

For example, a compatible driver for Oracle is ojdbc6.jar and for SQL Server is sqljdbc4.jar.
For more information about prerequisites forWebSphere, refer to theWebSphere Product
Documentation on page 113.
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How this WorkflowWorks
The following information describes how the Create and ConfigureWebSphere Data Sources workflow
works:

Overview

This workflow does the following things in the order shown:

1. Before creating theWebSphere data source, the workflow prepares and validates all parameters
and creates the call wrapper that will be used to execute commands within aWebSphere
environment.

2. Next the workflow stops theWebSphere Application Servers, uses the AdminTask command to
create the data source according to all the user-specified options, and then restarts the
WebSphere Application Servers.

3. Finally, the workflow verifies that the connection to the data source was successful and then
discovers theWebSphere configurations associated with the data source.
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Validation Checks Performed

The workflow then performs the following checks on the input parameters:

WebSphere
Admin Username

Cannot contain the following characters / \ * , : ; = + ? | < > & % ' " [ ] # $ ̂ { } and
also cannot begin with a dash (-), period (.), or space ( )

WebSphere
Admin Password

Cannot begin with a dash (-) and cannot contain a space ( )

Enable Security Must be true or false

If Enable Security
is true

WebSphere Admin Usernamemust be specified
WebSphere Admin Passwordmust be specified

Database Type Must be either Oracle or SQL Server (case independent)

Database Type
Database
Password
Database User
Name
Data Source
Name
Driver Class Path
J2C Alias Name
JNDI Name
Provider Name

Must be specified

Implementation
Type

Must be XA data source or Connection pool data source (case dependent)

If Database Type
is Oracle

Oracle URLmust be specified
Database Namemust be null
Port Numbermust be null
DB Server Namemust be null

If Database Type
is SQL Server

Database Namemust be specified
Port Numbermust be specified and be numeric
DB Server Namemust be specified
Oracle URLmust be null

Maximum Pool
Connections
Minimum Pool
Connections

If specified, must be an integer

Web Service
Password
Web Service
User

Must define a validWebSphere cluster or application server
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The Create and ConfigureWebSphere Data Sources workflow also checks the environment for the
following:

l There needs to be valid organization, server ID, and instance IDs.
l Themiddleware platform must beWebSphere.
l Theremust be associated databases.
l TheWebSphere container types must be Cluster or APPLICATION_SERVER.
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Steps Executed

The Create and ConfigureWebSphere Data Sources workflow includes the following steps. Each step
must complete successfully before the next step can start. If a step fails, the workflow reports a failure
and all subsequent steps are skipped.

Application Server ConfigurationManagement User Guide
Chapter 2: Workflow Details

HP Database andMiddleware Automation (10.30) Page 44 of 130



Workflow Step Description

WebSphere Input
Parameter Mapping

This step performs the following actions to facilitate the execution of
subsequent steps in the workflow:

1. Sets the Call Wrapper parameter to its default value. The Call Wrapper is
the command that executes a step as a specific user.

2. Allows certain parameters—that may or may not be required depending
on what type of action you want to perform—to be hidden or exposed.

Validate Configure
WebSphere Data
Source Parameters

This step prepares and validates the parameters needed to configure a JDBC
provider, J2C alias, and data source for aWebSphere Application Server.

Get WSAdmin Call
Wrapper

This step creates the necessary call wrapper to call wsadmin to execute
certain operations within a givenWebSphere environment.

WebSphere Stop
Application Servers

This step takes a list of WebSphere Application Servers, checks the state of
each application server, and stops only the application servers that are in a
started state.

CreateWebSphere
Data Source

This step creates and configures the JDBC provider, J2C alias, and data
source within aWebSphere Application Server scope.

WebSphere Start
Application Servers

This step takes a list of WebSphere Application Servers, checks the state of
each application server, and starts only the application servers that were
stopped by theWebSphere Stop Application Servers step.

WebSphere Verify
Data Source
Connection

This step verifies the connection of a newly created data source within
WebSphere.

Discover
WebSphere

This step audits the server's physical environment looking forWebSphere
cells, clusters, and application servers.

Note: Discovery is ONLY additive. It will not remove instances or
databases currently in your environment. It is your HP DMA
administrator's responsibility to delete content that is no longer in use.

Steps Used in the Create and Configure WebSphere Data Sources Workflow

For parameter descriptions and defaults, see Parameters for Create and ConfigureWebSphere Data
Sources on page 58.
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How to Run this Workflow
The following instructions show you how to customize and run the Create and ConfigureWebSphere
Data Sources workflow in your environment.

Tip: For detailed instructions to run HP DMA workflows—using the Oracle - Compliance Audit
workflow as an example—seeHP DMA Quick Start Tutorial.

The workflow provides default values for some parameters. These default values are usually sufficient
for a "typical" installation. You can override the defaults by specifying parameter values in the
deployment. You can also expose additional parameters in the workflow, if necessary, to accomplish
more advanced scenarios. Any parameters not explicitly specified in the deployment will have the
default values listed in Parameters for Create and ConfigureWebSphere Data Sources on page 58.

Note: Before following this procedure, review the Prerequisites for this Workflow, and ensure that
all requirements are satisfied.

To use the Create and Configure WebSphere Data Sources workflow:

1. Create a deployable copy of the workflow (see "Create a DeployableWorkflow" inHP DMA Quick
Start Tutorial).

2. Determine the values that you will specify for the following parameters:

Parameter
Name

Default
Value Required Description

Database
Name

no
default

optional The name of the SQL Server database. Only used if
Database Type if set to SQL Server.

Database
Password

no
default

required Password for the database. It will be used for
authentication purposes when connecting to the
database in order to create the J2C alias.

Database Type no
default

required The type of database that will be used by the JDBC
(Java Database Connectivity) provider. Valid values
are Oracle or SQL Server.

Database User
Name

no
default

required User name for the database. It will be used for
authentication purposes when connecting to the
database in order to create the J2C alias.

Data Source
Name

no
default

required The name given to the data source when it is created.

DB Server
Name

no
default

optional The server namewhere the database lives. Only used
if Database Type is set to SQL Server. For example:
dma.mycompany.com

Input Parameters for Validate Configure WebSphere Data Source Parameters
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Parameter
Name

Default
Value Required Description

Driver Class
Path

no
default

required A list of paths or JAR file names for the resource
provider classes. For example:
/app/oracle/jdbc/ojdbc6.jar for UNIX and
C:\app\oracle\jdbc\ojdbc6.jar forWindows.

Enable
Security

no
default

required Indicates whether security will be enabled. Valid
values are True or False. If True thenWebSphere
Admin Password andWebSphere Admin User must
have values.

Implementation
Type

no
default

required The implementation type for the JDBC (Java
Database Connectivity) provider. Use Connection
pool data source if your application runs in a single
phase or a local transaction. Otherwise, use XA data
source to run in a global transaction. Valid values are
Connection pool data source or XA data source.

J2C Alias
Name

no
default

required Java 2 Connector (J2C) alias name. This will later be
used for authentication purposes tomap to the data
source.

JNDI Name no
default

required Java NameDirectory Interface (JNDI) name. This is a
user specified string specific to the application
component calls to the data source. For example:
jdbc/myDatasource

Oracle URL no
default

optional Oracle URL for the data source to connect to the
database. Only used if Database Type is set to
Oracle. For example:

jdbc:oracle:thin:@//localhost:1521 for thin or
jdbc:oracle:oci:@//localhost:1521 for thick.

Port Number no
default

optional The port number that the SQL Server database is
listening on. Only used if Database Type is set to SQL
Server.

Provider Name no
default

required The name of the JDBC (Java Database Connectivity)
provider. For example: My Oracle 11g JDBC Provider.

Input Parameters for Validate Configure WebSphere Data Source Parameters , continued
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Parameter
Name

Default
Value Required Description

Trust SSL
Certificates

no
default

deprecated HP DMA no longer uses this workflow parameter to
determine whether the workflow will trust any Secure
Sockets Layer (SSL) certificate used to connect to the
HP DMA web service. HP DMA uses the following
parameter in the dma.xml file:

<Parameter name="com.hp.dma.conn.
trustAllCertificates" values="VALUE" />

Here, VALUE is true or false.

Web Service
Password

no
default

required Password for the HP DMA Discovery web service
API.

Web Service
User

no
default

required A user capable of modifying the HP DMA managed
environment by using the web service API.

WebSphere
Admin
Password

no
default

optional The password for a user in a group that can change
the state of a given application server. Only required if
global security is enabled. It cannot not begin with a
dash (-) or contain a space ( ).

WebSphere
Admin
Username

no
default

optional The user account for a user in a group that can change
the state of a given application server. Only required if
global security is enabled. It cannot begin with a dash
(-), a period (.), or a space ( ). It cannot contain any of
the following characters / \ * , : ; = + ? | < > & % ' " [ ] #
$ ̂ { }.

Input Parameters for Validate Configure WebSphere Data Source Parameters , continued

Tip: To avoid having to re-enter passwords whenever they change, you can create a policy to
provide them to the workflow (see How to Use a Policy to Specify Parameter Values on
page 122).

Note: This is theminimum set of parameters required to run this workflow. Youmay need to
expose additional parameters depending on your configurationmanagement objectives.

See Parameters for Create and ConfigureWebSphere Data Sources on page 58 for detailed
descriptions of all input parameters for this workflow, including default values.

2. In the workflow editor, expose any additional parameters that you need. You will specify values
for those parameters when you create the deployment.

3. Save the changes to the workflow (click Save in the lower right corner).
4. Create a new deployment (see "Create a Deployment" inHP DMA Quick Start Tutorial for

instructions).
5. On the Parameters tab, specify values for the required parameters listed in step 2 and any

additional parameters that you have exposed.You do not need to specify values for those
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parameters whose default values are appropriate for your environment.
6. On the Targets tab, specify one or more targets for this deployment.
7. Save the deployment (click Save in the lower right corner).
8. Run the workflow using this deployment (see "Run YourWorkflow" inHP DMA Quick Start

Tutorial for instructions).
To verify the results:

The workflow will complete and report SUCCESS on the Console if it has run successfully. If an error
occurs during workflow execution, the error is logged, and the workflow terminates in the FAILURE
state.

Optional: If you want to further verify the results:

Use theWebSphere user interface to check that the data source is connected.
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Sample Scenario
This topic shows you typical parameter values for different use cases for the Create and Configure
WebSphere Data Sources workflow. For a complete list of all parameters used in this workflow,
including default values, see Parameters for Create and ConfigureWebSphere Data Sources on
page 58.

The sample scenarios assume that Web Service URL has the value of DMA.URL. This is the default
valuemapped from the HP DMA metadata.

Tip: To avoid having to re-enter passwords whenever they change, you can create a policy to
provide them to the workflow (see How to Use a Policy to Specify Parameter Values on page 122).

Scenario 1: To create an Oracle data source using connection pool data source

This use case will create anOracle data source using connection pool data source. This example does
not enable security.

Parameter
Name Example Value Description

Database
Password

DbPassWord Password for the database. It will be used for authentication
purposes when connecting to the database in order to create
the J2C alias.

Database Type Oracle The type of database that will be used by the JDBC (Java
Database Connectivity) provider. Valid values are Oracle or
SQL Server.

Database User
Name

system User name for the database. It will be used for
authentication purposes when connecting to the database in
order to create the J2C alias.

Data Source
Name

Oracle App
Data Source

The name given to the data source when it is created.

Driver Class
Path

see description A list of paths or JAR file names for the resource provider
classes. For example: /app/oracle/jdbc/ojdbc6.jar for
UNIX and C:\app\oracle\jdbc\ojdbc6.jar forWindows.

Enable Security False Indicates whether security will be enabled. Valid values are
True or False. If True thenWebSphere Admin Password and
WebSphere Admin User must have values.

Input Parameters for Validate Configure WebSphere Data Source Parameters
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Parameter
Name Example Value Description

Implementation
Type

Connection pool
data source

The implementation type for the JDBC (Java Database
Connectivity) provider. Use Connection pool data source if
your application runs in a single phase or a local transaction.
Otherwise, use XA data source to run in a global
transaction. Valid values are Connection pool data source or
XA data source.

J2C Alias
Name

OraAppAlias Java 2 Connector (J2C) alias name. This will later be used
for authentication purposes tomap to the data source.

JNDI Name jdbc/
oraAppDataSource

Java NameDirectory Interface (JNDI) name. This is a user
specified string specific to the application component calls
to the data source. For example: jdbc/myDatasource

Oracle URL see description Oracle URL for the data source to connect to the database.
Only used if Database Type is set to Oracle. For example:

jdbc:oracle:thin:@//localhost:1521 for thin or
jdbc:oracle:oci:@//localhost:1521 for thick.

Provider Name Oracle App
JDBC Provider

The name of the JDBC (Java Database Connectivity)
provider. For example: My Oracle 11g JDBC Provider.

Web Service
Password

myWebSvcPwd Password for the HP DMA Discovery web service API.

Web Service
User

JohnDoe A user capable of modifying the HP DMA managed
environment by using the web service API.

Input Parameters for Validate Configure WebSphere Data Source Parameters , continued
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Scenario 2: To create an SQL Server data source using connection pool data source

This use case will create an SQL Server data source using connection pool data source and does not
enable security.

Parameter
Name Example Value Description

Database
Name

master The name of the SQL Server database. Only used if
Database Type if set to SQL Server.

Database
Password

DbPassWord Password for the database. It will be used for authentication
purposes when connecting to the database in order to create
the J2C alias.

Database Type SQL Server The type of database that will be used by the JDBC (Java
Database Connectivity) provider. Valid values are Oracle or
SQL Server.

Database User
Name

sa User name for the database. It will be used for
authentication purposes when connecting to the database in
order to create the J2C alias.

Data Source
Name

SQLServer App
Data Source

The name given to the data source when it is created.

DB Server
Name

see description The server namewhere the database lives. Only used if
Database Type is set to SQL Server. For example:
dma.mycompany.com

Driver Class
Path

see description A list of paths or JAR file names for the resource provider
classes. For example:
/app/sqlserver/jdbc/sqljdbc4.jar for UNIX and
C:\app\sqlserver\jdbc\sqljdbc4.jar forWindows.

Enable Security False Indicates whether security will be enabled. Valid values are
True or False. If True thenWebSphere Admin Password and
WebSphere Admin User must have values.

Implementation
Type

Connection pool
data source

The implementation type for the JDBC (Java Database
Connectivity) provider. Use Connection pool data source if
your application runs in a single phase or a local transaction.
Otherwise, use XA data source to run in a global transaction.
Valid values are Connection pool data source or XA data
source.

J2C Alias
Name

MSSQLAppAlias Java 2 Connector (J2C) alias name. This will later be used
for authentication purposes tomap to the data source.

Input Parameters for Validate Configure WebSphere Data Source Parameters
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Parameter
Name Example Value Description

JNDI Name jdbc/
sqlAppDataSource

Java NameDirectory Interface (JNDI) name. This is a user
specified string specific to the application component calls
to the data source. For example: jdbc/myDatasource

Port Number 53074 The port number that the SQL Server database is listening
on. Only used if Database Type is set to SQL Server.

Provider Name MS SQLServer
App JDBC
Provider

The name of the JDBC (Java Database Connectivity)
provider. For example: My Oracle 11g JDBC Provider.

Web Service
Password

myWebSvcPwd Password for the HP DMA Discovery web service API.

Web Service
User

JohnDoe A user capable of modifying the HP DMA managed
environment by using the web service API.

Input Parameters for Validate Configure WebSphere Data Source Parameters , continued
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Scenario 3: To create an Oracle data source using XA data source

This use case will create anOracle data source using XA data source. To enable security you also
need to specify WebSphere Admin Password andWebSphere Admin Username.

Parameter
Name Example Value Description

Database
Password

DbPassWord Password for the database. It will be used for
authentication purposes when connecting to the
database in order to create the J2C alias.

Database Type Oracle The type of database that will be used by the JDBC
(Java Database Connectivity) provider. Valid values are
Oracle or SQL Server.

Database User
Name

system User name for the database. It will be used for
authentication purposes when connecting to the
database in order to create the J2C alias.

Data Source
Name

Oracle App XA
Data Source

The name given to the data source when it is created.

Driver Class
Path

see description A list of paths or JAR file names for the resource provider
classes. For example: /app/oracle/jdbc/ojdbc6.jar
for UNIX and C:\app\oracle\jdbc\ojdbc6.jar for
Windows.

Enable Security True Indicates whether security will be enabled. Valid values
are True or False. If True thenWebSphere Admin
Password andWebSphere Admin User must have
values.

Implementation
Type

XA data source The implementation type for the JDBC (Java Database
Connectivity) provider. Use Connection pool data source
if your application runs in a single phase or a local
transaction. Otherwise, use XA data source to run in a
global transaction. Valid values are Connection pool data
source or XA data source.

J2C Alias
Name

OraAppAlias Java 2 Connector (J2C) alias name. This will later be
used for authentication purposes tomap to the data
source.

JNDI Name jdbc/
oraAppXADataSource

Java NameDirectory Interface (JNDI) name. This is a
user specified string specific to the application
component calls to the data source. For example:
jdbc/myDatasource

Input Parameters for Validate Configure WebSphere Data Source Parameters
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Parameter
Name Example Value Description

Oracle URL see description Oracle URL for the data source to connect to the
database. Only used if Database Type is set to Oracle.
For example:

jdbc:oracle:thin:@//localhost:1521 for thin or
jdbc:oracle:oci:@//localhost:1521 for thick.

Provider Name Oracle App XA
JDBC Provider

The name of the JDBC (Java Database Connectivity)
provider. For example: My Oracle 11g JDBC Provider.

Web Service
Password

myWebSvcPwd Password for the HP DMA Discovery web service API.

Web Service
User

JohnDoe A user capable of modifying the HP DMA managed
environment by using the web service API.

WebSphere
Admin
Password

myPwd The password for a user in a group that can change the
state of a given application server. Only required if global
security is enabled. It cannot not begin with a dash (-) or
contain a space ( ).

WebSphere
Admin
Username

wasadmin The user account for a user in a group that can change
the state of a given application server. Only required if
global security is enabled. It cannot begin with a dash (-),
a period (.), or a space ( ). It cannot contain any of the
following characters / \ * , : ; = + ? | < > & % ' " [ ] # $ ̂ { }.

Input Parameters for Validate Configure WebSphere Data Source Parameters , continued
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Scenario 4: To create an SQL Server data source using XA data source

This use case will create an SQL Server data source using XA data source and specifying the
Maximum andMinimum Pool Connections. This example does not enable security.

Note: Some of these parameters are not exposed by default in the deployment. See How to
Expose Additional Workflow Parameters on page 121. You need to expose the following in the
step Validate ConfigureWebSphere Data Source Parameters:

l Maximum Pool Connections
l Minimum Pool Connections

Parameter
Name Example Value Description

Database
Name

master The name of the SQL Server database. Only used if
Database Type if set to SQL Server.

Database
Password

DbPassWord Password for the database. It will be used for
authentication purposes when connecting to the
database in order to create the J2C alias.

Database Type SQL Server The type of database that will be used by the JDBC
(Java Database Connectivity) provider. Valid values are
Oracle or SQL Server.

Database User
Name

sa User name for the database. It will be used for
authentication purposes when connecting to the
database in order to create the J2C alias.

Data Source
Name

SQLServer App
XA Data Source

The name given to the data source when it is created.

DB Server
Name

see description The server namewhere the database lives. Only used if
Database Type is set to SQL Server. For example:
dma.mycompany.com

Driver Class
Path

see description A list of paths or JAR file names for the resource provider
classes. For example:
/app/sqlserver/jdbc/sqljdbc4.jar for UNIX and
C:\app\sqlserver\jdbc\sqljdbc4.jar forWindows.

Enable Security False Indicates whether security will be enabled. Valid values
are True or False. If True thenWebSphere Admin
Password andWebSphere Admin User must have
values.

Input Parameters for Validate Configure WebSphere Data Source Parameters
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Parameter
Name Example Value Description

Implementation
Type

XA data source The implementation type for the JDBC (Java Database
Connectivity) provider. Use Connection pool data source
if your application runs in a single phase or a local
transaction. Otherwise, use XA data source to run in a
global transaction. Valid values are Connection pool data
source or XA data source.

J2C Alias
Name

MSSQLAppAlias Java 2 Connector (J2C) alias name. This will later be
used for authentication purposes tomap to the data
source.

JNDI Name jdbc/
sqlAppXADataSource

Java NameDirectory Interface (JNDI) name. This is a
user specified string specific to the application
component calls to the data source. For example:
jdbc/myDatasource

Maximum Pool
Connections

40 Themaximum number of connections to bemaintained in
the data source connection pool. The default is the
WebSphere default value.

Minimum Pool
Connections

20 Theminimum number of connections to bemaintained in
the data source connection pool. The default is the
WebSphere default value.

Port Number 53074 The port number that the SQL Server database is
listening on. Only used if Database Type is set to SQL
Server.

Provider Name MS SQLServer App
XA JDBC Provider

The name of the JDBC (Java Database Connectivity)
provider. For example: My Oracle 11g JDBC Provider.

Web Service
Password

myWebSvcPwd Password for the HP DMA Discovery web service API.

Web Service
User

JohnDoe A user capable of modifying the HP DMA managed
environment by using the web service API.

Input Parameters for Validate Configure WebSphere Data Source Parameters, continued
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Parameters for Create and Configure WebSphere Data
Sources
The following tables describe the required and optional input parameters for this workflow. Most of
these parameters are not initially visible in a deployment (see How to Expose Additional Workflow
Parameters on page 121). For most parameters, if you do not specify a value for a parameter, a default
value is assigned.

Parameter
Name

Default
Value Required Description

Database
Name

no default optional The name of the SQL Server database. Only used if
Database Type if set to SQL Server.

Database
Password

no default required Password for the database. It will be used for
authentication purposes when connecting to the
database in order to create the J2C alias.

Database Type no default required The type of database that will be used by the JDBC
(Java Database Connectivity) provider. Valid values
are Oracle or SQL Server.

Database User
Name

no default required User name for the database. It will be used for
authentication purposes when connecting to the
database in order to create the J2C alias.

Data Source
Name

no default required The name given to the data source when it is created.

DB Server
Name

no default optional The server namewhere the database lives. Only used
if Database Type is set to SQL Server. For example:
dma.mycompany.com

Driver Class
Path

no default required A list of paths or JAR file names for the resource
provider classes. For example:
/app/oracle/jdbc/ojdbc6.jar for UNIX and
C:\app\oracle\jdbc\ojdbc6.jar forWindows.

Enable
Security

no default required Indicates whether security will be enabled. Valid
values are True or False. If True thenWebSphere
Admin Password andWebSphere Admin User must
have values.

Parameters Defined in this Step: Validate Configure WebSphere Data Source Parameters
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Parameter
Name

Default
Value Required Description

Implementation
Type

no default required The implementation type for the JDBC (Java Database
Connectivity) provider. Use Connection pool data
source if your application runs in a single phase or a
local transaction. Otherwise, use XA data source to run
in a global transaction. Valid values are Connection
pool data source or XA data source.

J2C Alias
Name

no default required Java 2 Connector (J2C) alias name. This will later be
used for authentication purposes tomap to the data
source.

JNDI Name no default required Java NameDirectory Interface (JNDI) name. This is a
user specified string specific to the application
component calls to the data source. For example:
jdbc/myDatasource

Maximum Pool
Connections

see
descriptioin

optional Themaximum number of connections to bemaintained
in the data source connection pool. The default is the
WebSphere default value.

Minimum Pool
Connections

see
description

optional Theminimum number of connections to bemaintained
in the data source connection pool. The default is the
WebSphere default value.

Oracle URL no default optional Oracle URL for the data source to connect to the
database. Only used if Database Type is set to Oracle.
For example:

jdbc:oracle:thin:@//localhost:1521 for thin or
jdbc:oracle:oci:@//localhost:1521 for thick.

Port Number no default optional The port number that the SQL Server database is
listening on. Only used if Database Type is set to SQL
Server.

Provider Name no default required The name of the JDBC (Java Database Connectivity)
provider. For example: My Oracle 11g JDBC Provider.

Parameters Defined in this Step: Validate Configure WebSphere Data Source Parameters , con-
tinued
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Parameter
Name

Default
Value Required Description

Trust SSL
Certificates

no default deprecated HP DMA no longer uses this workflow parameter to
determine whether the workflow will trust any Secure
Sockets Layer (SSL) certificate used to connect to the
HP DMA web service. HP DMA uses the following
parameter in the dma.xml file:

<Parameter name="com.hp.dma.conn.
trustAllCertificates" values="VALUE" />

Here, VALUE is true or false.

Web Service
Password

no default required Password for the HP DMA Discovery web service
API.

Web Service
URL

see
description

required URL for the HP DMA Discovery web service API. For
example:

https://example.com:8443/dma

By default this is mapped to DMA.Url. You can also set
this in a policy (see How to Use a Policy to Specify
Parameter Values).

Web Service
User

no default required A user capable of modifying the HP DMA managed
environment by using the web service API.

WebSphere
Admin
Password

no default optional The password for a user in a group that can change the
state of a given application server. Only required if
global security is enabled. It cannot not begin with a
dash (-) or contain a space ( ).

WebSphere
Admin
Username

no default optional The user account for a user in a group that can change
the state of a given application server. Only required if
global security is enabled. It cannot begin with a dash
(-), a period (.), or a space ( ). It cannot contain any of
the following characters / \ * , : ; = + ? | < > & % ' " [ ] # $ 
^ { }.

Parameters Defined in this Step: Validate Configure WebSphere Data Source Parameters , con-
tinued
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WebLogic - Create and Configure Datasource
The purpose of this workflow is to create a generic datasource in aWeblogic Application Server .
A datasource can be created using drivers installed with theWebLogic server or with the drivers
installed in theWebLogic domain by the user.

Note: The third party drivers should be installed on all servers (clusters) on which the datasource
will be deployed.

To install third party JDBC Drivers, refer to OracleWebLogic Server documentation.

Datasources—backend connections to an existing database—allow pooling of connections to the
database for fast access, reuse by application components, and abstraction of the database
connection information by WebLogic.

Supported vendors

The supportedWebLogic application versions are:

l WebLogic application server 11g and 12c.
SeeWebLogic Product Documentation on page 114 to find additional information about WebLogic
Server Datasources.

To use this workflow in your environment, see the following information:

Topic Information Included

Prerequisites for
this Workflow

List of prerequisites that must be satisfied before you can run this workflow

How this
Workflow Works

Information about what the workflow does, including validation checks
performed, steps executed, and a high-level process flow

How to Run this
Workflow

Instructions for running this workflow in your environment

Sample Scenario Examples of typical parameter values for this workflow

Parameters List of input parameters for this workflow

Application Server ConfigurationManagement User Guide
Chapter 2: Workflow Details

HP Database andMiddleware Automation (10.30) Page 61 of 130



Prerequisites for this Workflow
Be sure that the following prerequisites are satisfied before you run theWebLogic - Create and
Configure Datasource workflow.

Product Platform

This workflow is available forWebLogic 11g and 12c

Dependencies

This workflow has the following dependencies:

l Youmust have a workingWebLogic server version 11g or 12c.
l Youmust have a domain and an admin server provisioned to run this workflow.
l The database pertaining to the datasource connectionmust be running, else the deployment of the
datasource will fail. The user then has tomanually deploy the datasource on the target.

l The datasource uses non-SSL port andWLST to create and deploy a datasource.

For more information about prerequisites forWebLogic, refer to theWebLogic Product Documentation
on page 114.
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How this WorkflowWorks
The following information describes how WebLogic - Create and Configure Datasource workflow
works:

Overview

This workflow does the following things in the order shown:

1. Before creating theWebLogic data source, the workflow prepares and validates all parameters
and creates the call wrapper that will be used to execute commands within aWebLogic
Application server.

2. Next the workflow uses WLST (WebLogic Scripting Tool) as the core call wrapper and creates the
configuration xml for the datasource and deploys it on the servers or clusters in that domain.

3. Finally, the workflow verifies that the connection to the data source was successful.
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Validation Checks Performed

The workflow then performs the following checks on the input parameters:

BEA Home TheWebLogic software installationmust exist.

Admin Password

Admin Server Host Name

Admin Server Port

Admin User

Must be specified.

Database Name

Database Port

Database Server Name

Should be specified when the data source JDBC Connection
String be constructed by the workflow.

Database User

Database Password

Required to validate the jdbc connection when deploying the data
source.

Datasource JNDI Must be specified.

Can be one or more.

Comma separated list of JNDI Names.

Datasource Type Can only be one of the following:

Oracle

Sybase

SQL Server

DB2

Informix

Other

DS Max Capacity Must be specified and can be only numeric.

JDBC Connection String

JDBC Driver Class

JDBC Connection Properties

Required when the Datasource Type is “Other”

JDBC Driver Class must be installed on every server to which
the data source is deployed.

JDBC Connection Properties can be of the form a=b,c=d,e=f,…
etc.

XA Datasource

Clean UpOn Failure

Can only be True or False.
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Cluster List

Server List

Optional

Can take one or more values

Comma separated list of values

WLS Install Home TheWebLogic server homemust exist.
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Steps Executed

TheWebLogic - Create and Configure Datasource workflow includes the following steps. Each step
must complete successfully before the next step can start. If a step fails, the workflow reports a failure
and all subsequent steps are skipped.
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Workflow Step Description

Gather Parameters for
Weblogic Create and
Configure Datasource

This step performs the following actions to facilitate the execution of
subsequent steps in the workflow:

Prepares the parameters needed to create a datasource inWeblogic
Application Server . Return Code: 0 = Step ran successfully 1 = Step
failed.

Gather Advanced
Parameters forWeblogic
Create and Configure
Datasource

This step prepares the parameters needed to create a Datasource in
Weblogic Application Server . Return Code: 0 = Step ran
successfully 1 = Step failed.

Validate Parameters for
Weblogic Create and
Configure Datasource

This step prepares the parameters needed to create a Datasource in
Weblogic Application Server . Return Code: 0 = Step ran
successfully 1 = Step failed.

Get WebLogic Call
Wrappers

This step creates the necessary call wrapper to call list to execute
certain operations within a givenWeblogic environment. Return
Code: 0 = Step ran successfully 1 = Step failed.

CreateWeblogic
DataSource

Creates a generic datasource in a weblogic application server.
Return Code: 0 = Step ran successfully 1 = Step failed.

Steps Used in the WebLogic - Create and Configure Datasource Workflow

For parameter descriptions and defaults, see Parameters forWebLogic - Create and Configure
Datasource on page 81

Application Server ConfigurationManagement User Guide
Chapter 2: Workflow Details

HP Database andMiddleware Automation (10.30) Page 67 of 130



How to Run this Workflow
The following instructions show you how to customize and run theWebLogic - Create and Configure
Datasource workflow in your environment.

Tip: For detailed instructions to run HP DMA workflows—using the Oracle - Compliance Audit
workflow as an example—seeHP DMA Quick Start Tutorial.

The workflow provides default values for some parameters. These default values are usually sufficient
for a "typical" installation. You can override the defaults by specifying parameter values in the
deployment. You can also expose additional parameters in the workflow, if necessary, to accomplish
more advanced scenarios. Any parameters not explicitly specified in the deployment will have the
default values listed in Parameters forWebLogic - Create and Configure Datasource on page 81

Note: Before following this procedure, review the Prerequisites for this Workflow, and ensure that
all requirements are satisfied.

To use the WebLogic - Create and Configure Datasource workflow:

1. Create a deployable copy of the workflow (see "Create a DeployableWorkflow" inHP DMA Quick
Start Tutorial).

2. Determine the values that you will specify for the following parameters: show

Parameter
Name

Default
Value Required Description

Admin
Password

No
default

Required This password will be used to authenticate the
Weblogic Admin Server.

Admin Server
Host Name

No
default

Required This is the hostname or IP address that the
Weblogic Admin Server will run on.

Admin Server
Port

No
default

Required This will be the non SSL port that theWebLogic
Admin Server will run on.

Admin User None Yes This is theWebLogic administrator username used
to connect to the Admin Server.

BEA Home None Yes Fully qualified path to the product installation
directory in whichWebLogic Server is placed for Ex.
/opt/oracle/weblogic

Database Name None Yes This will be the database instance name that will be
used in the connection string. Example: For MS
SQL it will be "ServerName\InstanceName".

Database
Password

None Yes This is the database password that the connection
will use to authenticate the database.

Gather Parameters for WebLogic - Create and Configure Datasource Parameters
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Parameter
Name

Default
Value Required Description

Database Port None Yes This is the port that the database is listening on.

Database
Server Name

None Yes This is the hostname or IP address that the
database is installed on.

Database User None Yes This is the database user that the connection will
use to authenticate the database.

Datasource
JNDI

None Yes This will be the comma separated list of JNDI
Names, which will be used for datasource creation.

Datasource
Name

None Yes Unique name that will identify the datasource in the
WebLogic domain.

Datasource
Type

None Yes Type of the database on which the datasource will
be deployed. The options are “Sybase,” “Oracle,”
“SQLserver,” “DB2,” “Informix,” "Other".

DsMaxCapacity None Yes Themaximum number of connection pool threads
for the datasource.

Informix Server
Name

None No Required when the workflow is used to create an
Informix datasource.

JDBC
Connection
Properties

None No If the Datasource Type is “other”, then this value will
be used to initialize the JDBC Connection properties
of the Datasource,It can take values of the form
a=b,c=d,e=f etc

JDBC
Connection
String

None No If the Datasource Type is “other” , then this value
will be used to initialize the JDBC Connection String
of the datasource.

JDBC Driver
Class

None No If the Datasource Type is “other,” then this value will
be used to initialize the JDBC Driver Class of the
Datasource.

WLS Install
Home

None Yes Fully qualified path to theMiddleware Home
directory that will contain this installation. For
instance /opt/oracle/WebLogic/wlserver_12.1.

XA Datasource False Yes “True” refers that the current datasource is of type
XA which supports two phase commit. “False”
refers to Non- Xa with single phase commit.

Gather Parameters for WebLogic - Create and Configure Datasource Parameters , continued
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Parameter
Name

Default
Value Required Description

Clean Up
On Failure

True Yes Specifies if the datasource is to be removed upon failure.

Cluster
List

None No Comma separated list of cluster names on which
datasource will be be deployed. If Server_list is empty as
well, then the datasource will be created and deployed on all
managed servers.

Current
Target
Only

False No If True , datasource will be created and deployed only on the
current target on which this code is running. Else, it will be
False.

Server List No
default

Optional Comma seperated list of servers names on which the
datasource will be be deployed. If Cluster_list is empty as
well, then the datasource will be created and deployed on all
managed servers.

Gather Advanced Parameters for WebLogic Create and Configure Datasource

Tip: To avoid having to re-enter passwords whenever they change, you can create a policy to
provide them to the workflow (see How to Use a Policy to Specify Parameter Values on
page 122).

Note: This is theminimum set of parameters required to run this workflow. Youmay need to
expose additional parameters depending on your configurationmanagement objectives.

SeeParameters forWebLogic - Create and Configure Datasource on page 81 for detailed
descriptions of all input parameters for this workflow, including default values.

2. In the workflow editor, expose any additional parameters that you need. You will specify values
for those parameters when you create the deployment.

3. Save the changes to the workflow (click Save in the lower right corner).
4. Create a new deployment (see "Create a Deployment" inHP DMA Quick Start Tutorial for

instructions).
5. On the Parameters tab, specify values for the required parameters listed in step 2 and any

additional parameters that you have exposed.You do not need to specify values for those
parameters whose default values are appropriate for your environment.

6. On the Targets tab, specify one or more targets for this deployment.
7. Save the deployment (click Save in the lower right corner).
8. Run the workflow using this deployment (see "Run YourWorkflow" inHP DMA Quick Start

Tutorial for instructions).
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To verify the results:

The workflow will complete and report SUCCESS on the Console if it has run successfully. If an error
occurs during workflow execution, the error is logged, and the workflow terminates in the FAILURE
state.

Optional: If you want to further verify the results:

Use theWebLogic user interface to check that the data source is connected.
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Sample Scenario
This topic shows you typical parameter values for different use cases for theWebLogic - Create and
Configure Datasource workflow. For a complete list of all parameters used in this workflow, including
default values, see Parameters for Create and ConfigureWebSphere Data Sources on page 58.

The sample scenarios assume that Web Service URL has the value of DMA.URL. This is the default
valuemapped from the HP DMA metadata.

Tip: To avoid having to re-enter passwords whenever they change, you can create a policy to
provide them to the workflow (see How to Use a Policy to Specify Parameter Values on page 122).

Scenario 1: To create an Oracle data source using connection pool data source

This use case will create anOracle data source using connection pool data source. This example does
not enable security.

Parameter
Name Example Value Description

Admin
Password

weblogic123 This password will be used to
authenticate theWebLogic Admin
Server.

Admin Server
Host Name

myweblogic.mycompany.mydomain.co
m (Can be hostname or IP)

This is the hostname or IP address
that theWebLogic Admin Server will
run on.

Admin Server
Port

7001 This will be the non-SSL port that the
WebLogic Admin Server will run on.

Admin User WebLogic This is theWebLogic administrator
username used to connect to the
Admin Server.

BEA Home /opt/oracle/weblogic Fully qualified path to the product
installation directory in which the
WebLogic server is placed. For
instance /opt/oracle/webLogic

Database
Name

test This will be the database instance
name that will be used in the
connection string.

Database
Password

dbpass123 This is the database password that
the connection will use to
authenticate with the database.

Gather Parameters for WebLogic - Create and Configure Datasource

Application Server ConfigurationManagement User Guide
Chapter 2: Workflow Details

HP Database andMiddleware Automation (10.30) Page 72 of 130



Parameter
Name Example Value Description

Database Port 1521 This is the port that the database is
listening on.

Database
Server Name

mydatabase.mycompany.mydomain.co
m (Can be hostname or IP)

This the hostname or IP address that
the database is installed on.

Database User dma This is the database user that the
connection will use to authenticate
the database.

Datasource
JNDI

orcl_jndi_name1 ( can be “orcl_jndi_
1,orcl_jndi_2,….”)

This will be comma seperated list of
values that will be used as JNDI
names bound with the datasource.

Datasource
Name

ds_oracl A unique name that identifies this
datasource in theWebLogic domain.

Datasource
Type

Oracle This parameter sets the type of
datasource that will be created.
Options are "Sybase", "Oracle",
"SQLserver","DB2","Informix","Othe
r"

DsMaxCapacit
y

12 Themaximum number of connection
pool threads for the datasource.

Informix Server
Name

No value Required when the workflow is used
to create a informix datasource.

JDBC
Connection
Properties

No value If the Datasource Type is "other,"
then this value will be used to initialize
the JDBC Connection properties of
the Datasource. It can take values of
the form a=b, c=d, e=f etc

JDBC
Connection
String

No value If the Datasource Type is "other,"
then this value will be used to initialize
the JDBC Connection String of the
Datasource.

JDBC Driver
Class

No value If the Datasource Type is "other,"
then this value will be used to initialize
the JDBC Driver Class of the
Datasource.

Gather Parameters for WebLogic - Create and Configure Datasource, continued
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Parameter
Name Example Value Description

WLS Install
Home

/opt/oracle/weblogic/wlserver12.1/ Fully qualified path to theMiddleware
Home directory that will contain this
installation. For instance
/opt/oracle/WebLogic/wlserver_10.3.

XA Datasource True "True" refers that the current
datasource is of type XA which
supports Two phase commit. "False"
refers to Non- Xa with single phase
commit.

Gather Parameters for WebLogic - Create and Configure Datasource, continued

Parameter
Name

Example
Value Description

Clean Up
On Failure

True Specifies if the datasource should be removed upon failure.

Cluster
List

Cluster-
1,Cluster-2

Comma separated list of cluster names on which datasource will be be
deployed. If Server_list is empty as well then the datasource will be
created and deployed on all managed servers.

Current
Target
Only

False If True, the datasource will be created and deployed only on current
target on which this code is running and False otherwise.

Server List Server-
2,Server100

Comma seperated list of servers names on which datasource will be be
deployed. If Cluster_list is empty as well, then the datasource will be
created and deployed on all themanaged servers.

Gather Advance Parameters for WebLogic Create and Configure Datasource
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Scenario 2: To create an SQL Server data source using connection pool data source

This use case will create an SQL Server data source using connection pool data source and does not
enable security.

Parameter
Name Example Value Description

Admin
Password

weblogic123 This will be the password that will be
used to authenticate theWeblogic
Admin Server.

Admin Server
Host Name

myweblogic.mycompany.mydomain.co
m (Can be hostname or IP)

This is the hostname or IP address
that theWebLogic Admin Server will
run on.

Admin Server
Port

7001 This will be the non-SSL port that the
WebLogic Admin Server will run on.

Admin User WebLogic This is theWebLogic administrator
username used to connect to the
Admin Server.

BEA Home /opt/oracle/weblogic Fully qualified path to the product
installation directory in which
WebLogic Server is placed. For
instance /opt/oracle/WebLogic

Database
Name

test This will be the database instance
name that will be used in the
connection string.

Database
Password

dbpass123 This is the database password that
the connection will use to authenticate
the database.

Database Port 1402 This is the port that the database is
listening on.

Database
Server Name

mydatabase.mycompany.mydomain.co
m (Can be hostname or IP)

This the hostname or IP address that
the database is installed on.

Database User dma This is the database user that the
connection will use to authenticate the
database.

Datasource
JNDI

sql_jndi_name1 (Can be like “sql_jndi_
1,sql_jndi_2,….”)

These will be comma separated list of
values that will be used as JNDI
Names bound with the datasource.

Datasource
Name

ds_sql A unique name that identifies this data
source in theWebLogic domain.

Input Parameters for WebLogic - Create and Configure Datasource Parameters
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Parameter
Name Example Value Description

Datasource
Type

sql server This parameter sets the type of
datasource that will be created.
Options are "Sybase", "Oracle",
"SQLServer","DB2","Informix","Othe
r"

DsMaxCapacit
y

12 Themaximum number of connection
pool threads for the datasource.

Informix Server
Name

No value Required when the workflow is used
to create an informix datasource.

JDBC
Connection
Properties

No value If the Datasource Type is "other," then
this value will be used to initialize the
JDBC Connection properties of the
datasource. It can take values of the
form a=b, c=d, e=f, etc.

JDBC
Connection
String

No value If the Datasource Type is "other," then
this value will be used to initialize the
JDBC Connection String of the
Datasource.

JDBC Driver
Class

No value If the Datasource Type is "other", then
this value will be used to initialize the
JDBC Driver Class of the
Datasource.

WLS Install
Home

/opt/oracle/weblogic/wlserver12.1/ Fully qualified path to theMiddleware
Home directory that will contain this
installation. For instance
/opt/oracle/WebLogic/wlserver_10.3.

XA Datasource True "True" refers that the current
datasource is of type XA which
supports two phase commit. "False"
refers to Non- Xa with single phase
commit.

Input Parameters for WebLogic - Create and Configure Datasource Parameters , continued

Parameter
Name

Example
Value Description

Clean Up
On Failure

True Specifies if the datasource be removed upon failure.

Gather Advance Parameters for WebLogic Create and Configure Datasource
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Parameter
Name

Example
Value Description

Cluster
List

Clusterds1 Comma separated list of cluster names on which the datasource will be
be deployed. If Server_list is empty as well, then the datasource will be
created and deployed on all managed servers.

Current
Target
Only

False If True , datasource will be created and deployed only on current target on
which this code is running and False otherwise

Server List Server-2,
Server 100

Comma separated list of servers names on which datasource will be be
deployed. if Cluster_list is empty as well then the datasource will be
created and deployed on all managed servers.

Gather Advance Parameters for WebLogic Create and Configure Datasource, continued
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Scenario 3: To create a datasource for "Other" database

Parameter
Name Example Value Description

Admin
Password

weblogic123 This will be the password that
will be used to authenticate
theWeblogic Admin Server.

Admin Server
Host Name

myweblogic.mycompany.mydomain.com (Can be
hostname or IP)

This is the hostname or IP
address that theWeblogic
Admin Server will run on.

Admin Server
Port

7001 This will be the non ssl port
that theWeblogic Admin
Server will run on.

Admin User WebLogic This is theWebLogic
administrator username used
to connect to the Admin
Server

BEA Home /opt/oracle/weblogic Fully qualified path to the
product installation directory
in whichWebLogic Server is
placed. For instance
/opt/oracle/WebLogic.

Database
Name

No value This will be the database
instance name that will be
used in the connection string

Database
Password

dbpass123 This is the database
password that the connection
will use to authenticate the
database.

Database Port No value This is the port that the
database is listening on.

Database
Server Name

No value This the host name or IP
address that the database is
installed on.

Database
User

DMA This is the database user that
the connection will use to
authenticate with the
database.

Input Parameters for WebLogic - Create and Configure Datasource Parameters
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Parameter
Name Example Value Description

Datasource
JNDI

orcl_jndi_name1 ( can be “orcl_jndi_1,orcl_jndi_
2,….”)

This will be comma separated
list of values that will be used
as JNDI Names bound with
the datasource.

Datasource
Name

ds_oracl A unique name that identifies
this data source in the
WebLogic domain.

Datasource
Type

Oracle This parameter sets the type
of datasource that will be
created. Options are
"Sybase", "Oracle," "SQL
Server","DB2","Informix","Ot
her"

DsMaxCapaci
ty

12 Themaximum number of
connection pool threads for
the datasource.

Informix
Server Name

No value Required when the workflow
is used to create an Informix
datasource.

JDBC
Connection
Properties

user=dma,portNumber=50000,databaseName=tes
t

If the Datasource Type is
"other" , then this value will
be used to initialize the JDBC
Connection properties of the
Datasource. It can take
values of the form
a=b,c=d,e=f, etc.

JDBC
Connection
String

jdbc:weblogic:db2://mydbserver.mycompany.com:
50000 <<have this in one line>>

If the Datasource Type is
"other," then this value will be
used to initialize the JDBC
Connection String of the
Datasource.

JDBC Driver
Class

weblogic.jdbcx.db2.DB2DataSource If the Datasource Type is
"other," then this value will be
used to initialize the JDBC
Driver Class of the
Datasource.

Input Parameters for WebLogic - Create and Configure Datasource Parameters, continued
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Parameter
Name Example Value Description

WLS Install
Home

/opt/oracle/weblogic/wlserver12.1/ Fully qualified path to the
Middleware Home directory
that will contain this
installation. For instance
/opt/oracle/WebLogic/wlserv
er_10.3

XA
Datasource

True "True" refers that the current
datasource is of type XA
which supports two phase
commit. "False" refers to non-
Xa with single phase commit.

Input Parameters for WebLogic - Create and Configure Datasource Parameters, continued

Parameter
Name

Example
Value Description

Clean Up
On Failure

True Specifies if the datasource can be removed upon failure.

Cluster
List

Cluster-
1,Cluster-
2

Comma separated list of cluster names on which datasource will be be
deployed. If Server_list is empty as well, then the datasource will be
created and deployed on all managed servers.

Current
Target
Only

False If True, datasource will be created and deployed only on current target on
which this code is running and False otherwise.

Server List Server-2,
Server100

Comma separated list of servers names on which datasource will be be
deployed. if Cluster_list is empty as well, then the datasource will be
created and deployed on all managed servers.

Gather Advance Parameters for WebLogic Create and Configure Datasource
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Parameters for WebLogic - Create and Configure
Datasource
The following tables describe the required and optional input parameters for this workflow. Most of
these parameters are not initially visible in a deployment (see How to Expose Additional Workflow
Parameters on page 121). For most parameters, if you do not specify a value for a parameter, a default
value is assigned.

Parameter
Name

Default
Value Required Description

Admin
Password

None Yes This is the password for theWebLogic Application
Server.

Admin Server
Host Name

None Yes This is the hostname or IP of theWeblogic Admin Server.

Admin Server
Port

None Yes This is the non SSl port that theWebLogic server will run
on.

Admin User None Yes This is theWebLogic administrator username used to
connect to the Admin Server.

BEA Home None Yes Fully qualified path to the product installation directory in
whichWebLogic Server is placed for Ex.
/opt/oracle/weblogic

Database Name None Yes This will be the database instance name that will be used
in the connection string. Example: For MS SQL it will be
"ServerName\InstanceName".

Database
Password

None Yes This is the database password that the connection will
use to authenticate the database.

Database Port None Yes This is the port that the database is listening on.

Database
Server Name

None Yes This is the hostname or IP address that the database is
installed on.

Database User None Yes This is the database user that the connection will use to
authenticate the database.

Datasource
JNDI

None Yes This will be the comma separated list of JNDI Names,
which will be used for datasource creation.

Datasource
Name

None Yes Unique name that will identify the datasource in the
WebLogic domain.

Parameters Defined in this Step: Validate WebLogic - Create and Configure Datasource
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Parameter
Name

Default
Value Required Description

Datasource
Type

None Yes Type of the database on which the datasource will be
deployed. The options are “Sybase,” “Oracle,”
“SQLserver,” “DB2,” “Informix,” "Other".

DsMaxCapacity None Yes Themaximum number of connection pool threads for the
datasource.

Informix Server
Name

None No Required when the workflow is used to create an Informix
datasource.

JDBC
Connection
Properties

None No If the Datasource Type is “other”, then this value will be
used to initialize the JDBC Connection properties of the
Datasource,It can take values of the form a=b,c=d,e=f
etc

JDBC
Connection
String

None No If the Datasource Type is “other” , then this value will be
used to initialize the JDBC Connection String of the
datasource.

JDBC Driver
Class

None No If the Datasource Type is “other,” then this value will be
used to initialize the JDBC Driver Class of the
Datasource.

WLS Install
Home

None Yes Fully qualified path to theMiddleware Home directory that
will contain this installation. For instance
/opt/oracle/WebLogic/wlserver_12.1.

XA Datasource False Yes “True” refers that the current datasource is of type XA
which supports two phase commit. “False” refers to Non-
Xa with single phase commit.

Clean UpOn
Failure

True Yes Specifies if the datasource is to be removed upon failure.

Cluster List None No Comma separated list of cluster names on which
datasource will be be deployed. If Server_list is empty as
well, then the datasource will be created and deployed on
all managed servers.

Current Target
Only

False No If True , datasource will be created and deployed only on
the current target on which this code is running. Else, it
will be False.

Server List None No Comma seperated list of servers names on which the
datasource will be be deployed. If Cluster_list is empty as
well, then the datasource will be created and deployed on
all managed servers.

Parameters Defined in this Step: Validate WebLogic - Create and Configure Datasource , con-
tinued
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Create and Configure WebSphere Web Server
Definitions
The purpose of this workflow is to configure web server objects in a givenWebSphere Application
Server cell. These web server objects can be used later when deploying applications into a given
application server or cluster. They also give limited ability to administer the web server instances.

First, the workflow creates an unmanaged node that represents the system where the web servers are
running. Second, the workflow creates the web server definition under the unmanaged node. This node
will hold information about the web server instance that runs on either the samemachine or a remote
machine.

Context

After the web server has been created an application can be installed andmapped to these web server
objects at deployment time. Then a plug-in component can be generated based on the application
configuration and application server information. The workflow consolidates that information into a
single xml file that will be read by the web server plug-in.

Supported vendor

The supported web server vendor is IBM HTTP Server.

SeeWebSphere Product Documentation on page 113 to find IBM documentation for IBM HTTP Server.

To use this workflow in your environment, see the following information:

Topic Information Included

Prerequisites for
this Workflow

List of prerequisites that must be satisfied before you can run this workflow

How this
Workflow Works

Information about what the workflow does, including validation checks
performed, steps executed, and a high-level process flow

How to Run this
Workflow

Instructions for running this workflow in your environment

Sample Scenario Examples of typical parameter values for this workflow

Parameters List of input parameters for this workflow
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Prerequisites for this Workflow
Be sure that the following prerequisites are satisfied before you run the Create and Configure
WebSphereWeb Server Definitions workflow.

Product Platform

This workflow is available forWebSphere 7.0, 8.0, or 8.5.x.

Dependencies

This workflow has the following dependencies:

l Youmust have a workingWebSphere Network Deployment cell version 7.0, 8.0, or 8.5.x, with the
Deployment Manager available for communication.

l Youmust run the DiscoverWebSphere workflow before you run the configurationmanagement
workflows. The DiscoverWebSphere workflow audits the server's physical environment for
WebSphere cells, clusters, and application servers and stores the configuration information in the
HP DMA environment.

For more information about prerequisites forWebSphere, refer to theWebSphere Product
Documentation on page 113.
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How this WorkflowWorks
The following information describes how the Create and ConfigureWebSphereWeb Server Definitions
workflow works:

Overview

This workflow does the following things in the order shown:

1. Before creating theWebSphere web server definitions, the workflow prepares and validates all
parameters and creates the call wrapper that will be used to execute commands within a
WebSphere environment .

2. Next the workflow uses the AdminTask commandwith all the user-specified options to create and
configure theWebSphere unmanaged node and to create an IHS web server definition.Then the
workflow synchronizes the node if it is enabled.

3. Finally, the workflow discovers the web server definitions associated with aWebSphere node.
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Validation Checks Performed

The workflow then performs the following checks on the input parameters:

Access Log File
Error Log File
HTTP
Configuration
File
Plugin Install
Root
Web Server
Install Root

Must be specified

Admin Protocol
HTTPWeb
Protocol

If not specified, set to HTTP
If specified, must be HTTP or HTTPS (case independent)

Unmanaged
Node Host Name
Unmanaged
Node Name
Web Server
Name

Must be specified
Cannot contain the following characters / \ * , : ; = + ? | < > & % ' " [ ] # $ ̂ { } or
space
Cannot begin with a period (.)

HTTP Admin
Password

Cannot begin with a dash (-) and cannot contain a space ( )

HTTP Admin
User

Cannot contain the following characters / \ * , : ; = + ? | < > & % ' " [ ] # $ ̂ { } and
also cannot begin with a dash (-), period (.), or space ( )

HTTP Admin
Port
HTTPWeb Port

Must be specified
Must be an integer

NodeOperating
System

Must be aix, linux, solaris, or windows (case independent)

WebApp
Mapping

If not specified, set to NONE
If specified, must be ALL or NONE (case independent)

WebSphere
Admin Username

Cannot contain the following characters / \ * , : ; = + ? | < > & % ' " [ ] # $ ̂ { } and
also cannot begin with a dash (-), period (.), or space ( )

WebSphere
Admin Password

Cannot begin with a dash (-) and cannot contain a space ( )

Enable Security Must be true or false
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If Enable
Security is true

WebSphere Admin Usernamemust be specified
WebSphere Admin Passwordmust be specified

Web Service
Password
Web Service
User

Must define a validWebSphere Home
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Steps Executed

The Create and ConfigureWebSphereWeb Server Definitions workflow includes the following steps.
Each stepmust complete successfully before the next step can start. If a step fails, the workflow
reports a failure and all subsequent steps are skipped.
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Workflow Step Description

WebSphere Input
Parameter Mapping

This step performs the following actions to facilitate the execution of
subsequent steps in the workflow:

1. Sets the Call Wrapper parameter to its default value. The Call Wrapper
is the command that executes a step as a specific user.

2. Allows certain parameters—that may or may not be required depending
on what type of action you want to perform—to be hidden or exposed.

Validate Configure
WebSphereWeb
Server Parameters

This step prepares and validates the parameters needed to create and
configure an unmanaged node and create an IHS web server definition.

Get WSAdmin Call
Wrapper

This step creates the necessary call wrapper to call wsadmin to execute
certain operations within a givenWebSphere environment.

CreateWebSphere
Web Server
Definitions

This step creates and configures theWebSphere unmanaged node and IHS
web server definition.

Discover
WebSphere

This step audits the server's physical environment looking forWebSphere
cells, clusters, and application servers.

Note: Discovery is ONLY additive. It will not remove instances or
databases currently in your environment. It is your HP DMA
administrator's responsibility to delete content that is no longer in use.

Steps Used in the Create and Configure WebSphere Web Server Definitions Workflow

For parameter descriptions and defaults, see Parameters for Create and ConfigureWebSphereWeb
Server Definitions on page 98.
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How to Run this Workflow
The following instructions show you how to customize and run the Create and ConfigureWebSphere
Web Server Definitions workflow in your environment.

Tip: For detailed instructions to run HP DMA workflows—using the Oracle - Compliance Audit
workflow as an example—seeHP DMA Quick Start Tutorial.

The workflow provides default values for some parameters. These default values are usually sufficient
for a "typical" installation. You can override the defaults by specifying parameter values in the
deployment.

Note: Before following this procedure, review the Prerequisites for this Workflow, and ensure that
all requirements are satisfied.

To use the Create and Configure WebSphere Web Server Definitions workflow:

1. Create a deployable copy of the workflow (see "Create a DeployableWorkflow" inHP DMA Quick
Start Tutorial).

2. Determine the values that you will specify for the following parameters:

Parameter
Name

Default
Value Required Description

Access Log
File

no
default

required Fully qualified path for the IBM HTTP Server access log
file. For example:
/opt/IBM/HTTPServer/logs/access.log

Admin
Protocol

HTTP optional Administrative protocol title. Valid values are HTTP or
HTTPS. The default is HTTP.

Enable
Security

no
default

required Indicates whether security will be enabled. Valid values
are True or False. If True thenWebSphere Admin
Password andWebSphere Admin User must have
values.

Error Log File no
default

required Fully qualified path for the IBM HTTP Server error log
file. For example:
/opt/IBM/HTTPServer/logs/error.log

HTTP Admin
Password

no
default

optional Password for the HTTP Admin User.

HTTP Admin
Port

8008 required Port of the IBM HTTP Server administrative server.

Input Parameters for Validate Configure WebSphere Web Server Parameters

Application Server ConfigurationManagement User Guide
Chapter 2: Workflow Details

HP Database andMiddleware Automation (10.30) Page 90 of 130



Parameter
Name

Default
Value Required Description

HTTP Admin
User

no
default

optional User name of the IBM HTTP administrative user.

HTTP
Configuration
File

no
default

required Fully qualified path for the IBM HTTP Server
configuration file. For example:
/opt/IBM/HTTPServer/conf/httpd.conf

HTTPWeb
Port

80 required Port number of the IBM HTTP web server.

HTTPWeb
Protocol

HTTP required The protocol used by the IBM HTTP Server
administrative server running with an unmanaged or
remote web server. Valid values are HTTP or HTTPS.
The default is HTTP.

Node
Operating
System

no
default

required The operating system in use on the system associated
with the node specified in Unmanaged Node Name.
Valid values are: aix, linux, solaris, windows.

Plugin Install
Root

no
default

required The installation root directory where the plug-in for the
web server is installed. For example:
/opt/IBM/HTTPServer/Plugin

Service
Name

no
default

optional TheWindows service name for the IBM HTTP Server.
Only required if the NodeOperating System is
Windows.

Trust SSL
Certificates

no
default

deprecated HP DMA no longer uses this workflow parameter to
determine whether the workflow will trust any Secure
Sockets Layer (SSL) certificate used to connect to the
HP DMA web service. HP DMA uses the following
parameter in the dma.xml file:

<Parameter name="com.hp.dma.conn.
trustAllCertificates" values="VALUE" />

Here, VALUE is true or false.

Unmanaged
Node Host
Name

no
default

required Host name of the system associated with the node
specified in Unmanaged Node Name.

Unmanaged
Node Name

no
default

required The node name in the configuration repository.

Input Parameters for Validate Configure WebSphere Web Server Parameters, continued
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Parameter
Name

Default
Value Required Description

WebApp
Mapping

NONE optional Level of installed web applications mapped to the web
server. Valid values are ALL or NONE. The default is
NONE.

Web Server
Install Root

no
default

required Fully qualified directory path for the web server. For
example: /opt/IBM/HTTPServer

WebServer
Name

no
default

required Name of the IBM HTTP web server.

Web Service
Password

no
default

required Password for the HP DMA Discovery web service API.

Web Service
User

no
default

required A user capable of modifying the HP DMA managed
environment by using the web service API.

WebSphere
Admin
Password

no
default

optional The password for a user in a group that can change the
state of a given application server. Only required if
global security is enabled. It cannot not begin with a
dash (-) or contain a space ( ).

WebSphere
Admin
Username

no
default

optional The user account for a user in a group that can change
the state of a given application server. Only required if
global security is enabled. It cannot begin with a dash
(-), a period (.), or a space ( ). It cannot contain any of the
following characters / \ * , : ; = + ? | < > & % ' " [ ] # $ ̂ { }.

Input Parameters for Validate Configure WebSphere Web Server Parameters, continued

Tip: To avoid having to re-enter passwords whenever they change, you can create a policy to
provide them to the workflow (see How to Use a Policy to Specify Parameter Values on
page 122).

Note: See Parameters for Create and ConfigureWebSphereWeb Server Definitions on
page 98 for detailed descriptions of all input parameters for this workflow, including default
values.

3. In the workflow editor, expose any additional parameters that you need. You will specify values for
those parameters when you create the deployment.

4. Save the changes to the workflow (click Save in the lower right corner).
5. Create a new deployment (see "Create a Deployment" inHP DMA Quick Start Tutorial for

instructions).
6. On the Parameters tab, specify values for the required parameters listed in step 2 and any

additional parameters that you have exposed.You do not need to specify values for those
parameters whose default values are appropriate for your environment.

7. On the Targets tab, specify one or more targets for this deployment.
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8. Save the deployment (click Save in the lower right corner).
9. Run the workflow using this deployment (see "Run YourWorkflow" inHP DMA Quick Start

Tutorial for instructions).
To verify the results:

The workflow will complete and report SUCCESS on the Console if it has run successfully. If an error
occurs during workflow execution, the error is logged, and the workflow terminates in the FAILURE
state.

Optional: If you want to further verify the results:

Use theWebSphere administrative console interface to check that the web server is configured.
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Sample Scenario
This topic shows you typical parameter values for different use cases for the Create and Configure
WebSphereWeb Server Definitions workflow. For a complete list of all parameters used in this
workflow, including default values, see Parameters for Create and ConfigureWebSphereWeb Server
Definitions on page 98.

Tip: To avoid having to re-enter passwords whenever they change, you can create a policy to
provide them to the workflow (see How to Use a Policy to Specify Parameter Values on page 122).

Scenario 1: To create and configure a WebSphere unmanaged node and web server
definitions using unsecured protocol

This use case will create and configure aWebSphere unmanaged node and web server definitions
using unsecured protocol. This example also does the following:

l Does not enable security
l Has the Linux operating system on the node
l Does not map any web applications to the web server

Parameter
Name Example Value Description

Access Log
File

see description Fully qualified path for the IBM HTTP Server access log file. For
example: /opt/IBM/HTTPServer/logs/access.log

Admin
Protocol

HTTP Administrative protocol title. Valid values are HTTP or HTTPS.
The default is HTTP.

Enable
Security

False Indicates whether security will be enabled. Valid values are True
or False. If True thenWebSphere Admin Password and
WebSphere Admin User must have values.

Error Log File see description Fully qualified path for the IBM HTTP Server error log file. For
example: /opt/IBM/HTTPServer/logs/error.log

HTTP Admin
Password

HttpPassWoRd Password for the HTTP Admin User.

HTTP Admin
Port

8008 Port of the IBM HTTP Server administrative server.

HTTP Admin
User

httpadmin User name of the IBM HTTP administrative user.

HTTP
Configuration
File

see description Fully qualified path for the IBM HTTP Server configuration file. For
example: /opt/IBM/HTTPServer/conf/httpd.conf

Input Parameters for Validate Configure WebSphere Web Server Parameters
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Parameter
Name Example Value Description

HTTPWeb
Port

80 Port number of the IBM HTTP web server.

HTTPWeb
Protocol

HTTP The protocol used by the IBM HTTP Server administrative server
running with an unmanaged or remote web server. Valid values
are HTTP or HTTPS. The default is HTTP.

Node
Operating
System

linux The operating system in use on the system associated with the
node specified in Unmanaged Node Name. Valid values are: aix,
linux, solaris, windows.

Plugin Install
Root

see description The installation root directory where the plug-in for the web server
is installed. For example: /opt/IBM/HTTPServer/Plugin

Unmanaged
Node Host
Name

see description Host name of the system associated with the node specified in
Unmanaged Node Name. For example: example.mycompany.com

Unmanaged
Node Name

webServerNode The node name in the configuration repository.

WebApp
Mapping

NONE Level of installed web applications mapped to the web server.
Valid values are ALL or NONE. The default is NONE.

Web Server
Install Root

see description Fully qualified directory path for the web server. For example:
/opt/IBM/HTTPServer

WebServer
Name

WebServer1 Name of the IBM HTTP web server.

Web Service
Password

myWebSvcPwd Password for the HP DMA Discovery web service API.

Web Service
User

JohnDoe A user capable of modifying the HP DMA managed environment
by using the web service API.

Input Parameters for Validate Configure WebSphere Web Server Parameters, continued
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Scenario 2: To create and configure a WebSphere unmanaged node and web server
definitions using secured protocol

This use case will create and configure aWebSphere unmanaged node and web server definitions
using unsecured protocol. This example also does the following:

l Enables security—WebSphere Admin Password andWebSphere Admin Username also need to be
provided

l Has the AIX operating system on the node
l Maps all web applications to the web server

Parameter
Name Example Value Description

Access Log
File

see description Fully qualified path for the IBM HTTP Server access log file. For
example: /opt/IBM/HTTPServer/logs/access.log

Admin
Protocol

HTTPS Administrative protocol title. Valid values are HTTP or HTTPS.
The default is HTTP.

Enable
Security

True Indicates whether security will be enabled. Valid values are True
or False. If True thenWebSphere Admin Password and
WebSphere Admin User must have values.

Error Log File see description Fully qualified path for the IBM HTTP Server error log file. For
example: /opt/IBM/HTTPServer/logs/error.log

HTTP Admin
Password

HttpPassWoRd Password for the HTTP Admin User.

HTTP Admin
Port

8443 Port of the IBM HTTP Server administrative server.

HTTP Admin
User

httpadmin User name of the IBM HTTP administrative user.

HTTP
Configuration
File

see description Fully qualified path for the IBM HTTP Server configuration file. For
example: /opt/IBM/HTTPServer/conf/httpd.conf

HTTPWeb
Port

443 Port number of the IBM HTTP web server.

HTTPWeb
Protocol

HTTPS The protocol used by the IBM HTTP Server administrative server
running with an unmanaged or remote web server. Valid values
are HTTP or HTTPS. The default is HTTP.

Node
Operating
System

aix The operating system in use on the system associated with the
node specified in Unmanaged Node Name. Valid values are: aix,
linux, solaris, windows.

Input Parameters for Validate Configure WebSphere Web Server Parameters
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Parameter
Name Example Value Description

Plugin Install
Root

see description The installation root directory where the plug-in for the web server
is installed. For example: /opt/IBM/HTTPServer/Plugin

Unmanaged
Node Host
Name

see description Host name of the system associated with the node specified in
Unmanaged Node Name.

Unmanaged
Node Name

webServerNode The node name in the configuration repository.

WebApp
Mapping

ALL Level of installed web applications mapped to the web server.
Valid values are ALL or NONE. The default is NONE.

Web Server
Install Root

see description Fully qualified directory path for the web server. For example:
/opt/IBM/HTTPServer

WebServer
Name

WebServer1 Name of the IBM HTTP web server.

Web Service
Password

myWebSvcPwd Password for the HP DMA Discovery web service API.

Web Service
User

JohnDoe A user capable of modifying the HP DMA managed environment
by using the web service API.

WebSphere
Admin
Password

myPwd The password for a user in a group that can change the state of a
given application server. Only required if global security is
enabled. It cannot not begin with a dash (-) or contain a space ( ).

WebSphere
Admin
Username

wasadmin The user account for a user in a group that can change the state of
a given application server. Only required if global security is
enabled. It cannot begin with a dash (-), a period (.), or a space ( ).
It cannot contain any of the following characters / \ * , : ; = + ? | < >
& % ' " [ ] # $ ̂ { }.

Input Parameters for Validate Configure WebSphere Web Server Parameters, continued
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Parameters for Create and Configure WebSphereWeb
Server Definitions
The following tables describe the required and optional input parameters for this workflow. For most
parameters, if you do not specify a value for a parameter, a default value is assigned.

Parameter
Name

Default
Value Required Description

Access Log
File

no
default

required Fully qualified path for the IBM HTTP Server access log file.
For example: /opt/IBM/HTTPServer/logs/access.log

Admin
Protocol

HTTP optional Administrative protocol title. Valid values are HTTP or
HTTPS. The default is HTTP.

Enable
Security

no
default

required Indicates whether security will be enabled. Valid values are
True or False. If True thenWebSphere Admin Password and
WebSphere Admin User must have values.

Error Log File no
default

required Fully qualified path for the IBM HTTP Server error log file. For
example: /opt/IBM/HTTPServer/logs/error.log

HTTP Admin
Password

no
default

optional Password for the HTTP Admin User.

HTTP Admin
Port

8008 required Port of the IBM HTTP Server administrative server.

HTTP Admin
User

no
default

optional User name of the IBM HTTP administrative user.

HTTP
Configuration
File

no
default

required Fully qualified path for the IBM HTTP Server configuration
file. For example: /opt/IBM/HTTPServer/conf/httpd.conf

HTTPWeb
Port

80 required Port number of the IBM HTTP web server.

HTTPWeb
Protocol

HTTP required The protocol used by the IBM HTTP Server administrative
server running with an unmanaged or remote web server.
Valid values are HTTP or HTTPS. The default is HTTP.

Node
Operating
System

no
default

required The operating system in use on the system associated with
the node specified in Unmanaged Node Name. Valid values
are: aix, linux, solaris, windows.

Parameters Defined in this Step: Validate Configure WebSphere Web Server Parameters
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Parameter
Name

Default
Value Required Description

Plugin Install
Root

no
default

required The installation root directory where the plug-in for the web
server is installed. For example:
/opt/IBM/HTTPServer/Plugin

Service
Name

no
default

optional TheWindows service name for the IBM HTTP Server. Only
required if the NodeOperating System is Windows.

Trust SSL
Certificates

no
default

deprecated HP DMA no longer uses this workflow parameter to
determine whether the workflow will trust any Secure
Sockets Layer (SSL) certificate used to connect to the HP
DMA web service. HP DMA uses the following parameter in
the dma.xml file:

<Parameter name="com.hp.dma.conn.
trustAllCertificates" values="VALUE" />

Here, VALUE is true or false.

Unmanaged
Node Host
Name

no
default

required Host name of the system associated with the node specified
in Unmanaged Node Name.

Unmanaged
Node Name

no
default

required The node name in the configuration repository.

WebApp
Mapping

NONE optional Level of installed web applications mapped to the web
server. Valid values are ALL or NONE. The default is NONE.

Web Server
Install Root

no
default

required Fully qualified directory path for the web server. For example:
/opt/IBM/HTTPServer

WebServer
Name

no
default

required Name of the IBM HTTP web server.

Web Service
Password

no
default

required Password for the HP DMA Discovery web service API.

Web Service
User

no
default

required A user capable of modifying the HP DMA managed
environment by using the web service API.

WebSphere
Admin
Password

no
default

optional The password for a user in a group that can change the state
of a given application server. Only required if global security
is enabled. It cannot not begin with a dash (-) or contain a
space ( ).

Parameters Defined in this Step: Validate Configure WebSphere Web Server Parameters, con-
tinued
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Parameter
Name

Default
Value Required Description

WebSphere
Admin
Username

no
default

optional The user account for a user in a group that can change the
state of a given application server. Only required if global
security is enabled. It cannot begin with a dash (-), a period
(.), or a space ( ). It cannot contain any of the following
characters / \ * , : ; = + ? | < > & % ' " [ ] # $ ̂ { }.

Parameters Defined in this Step: Validate Configure WebSphere Web Server Parameters, con-
tinued
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JBoss - Create and Configure Data Source
This workflow creates a data source for a given JBoss Application Server. The data source can be
used later by applications deployed to the configured database. The workflow can create a data source
for databases on the samemachine as well as on remotemachines.

To use this workflow in your environment, see the following information:

Topic Information Included

Prerequisites for
this Workflow

List of prerequisites that must be satisfied before you can run this workflow

How this
Workflow Works

Information about what the workflow does, including validation checks
performed, steps executed, and a high-level process flow

How to Run this
Workflow

Instructions for running this workflow in your environment

Sample Scenarios Examples of typical parameter values for this workflow

Parameters List of input parameters for this workflow
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Prerequisites for this Workflow
Be sure that the following prerequisites are satisfied before you run the JBoss - Create and Configure
Data Source workflow.

Product Platform

This workflow creates a new JBoss Data Source connection for JBoss EAP 6.x and JBoss WildFly in
standalonemode.

Dependencies

The JBoss Application server must be provisioned, up, and running. The database to which the
connection is being createdmust already be installed.
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How this WorkflowWorks
The following information describes how the JBoss - Create and Configure Data Source workflow
works:

Overview

This workflow does the following things in the order shown:

1. Initially, the workflow inputs all parameters, set defaults for optional parameters, and validates all
parameters.

2. Next the workflow creates and configures the JDBC provider and data source on JBoss
Application Server.

3. Finally, the workflow verifies that the connection to the data source was successful.

Validation Checks Performed

The workflow performs the following checks on the input parameters:

Implementation Type Must be xa or non-xa

JBoss Home
Data Source Name
Driver Name
Connection URL
Driver Class Path
Implementation Type
JNDI Name

Must be specified if Implementation Type is set to non-xa

XA Datasource Class Name
XA DataSource Database Name
XA DataSource Port
XA DataSource Server Name
JNDI Name
Connection URL
JBoss Home
Implementation Type
Data Source Name

Must be specified if Implementation Type is set to xa

JNDI Name Must start with java:/ or java:jboss/

The JBoss - Create and Configure Data Source workflow also checks the environment for the
following:

l The operating system is supported.
l The JBoss version is EAP 6.x or later.
l The JBoss installation location is valid.
l The driver class pathmust exist.

Steps Executed
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The JBoss - Create and Configure Data Source workflow includes the following steps. Each stepmust
complete successfully before the next step can start. If a step fails, the workflow reports a failure and
all subsequent steps are skipped.

Workflow Step Description

Gather Parameters
for JBoss Data
Source

This step gathers mandatory input parameters from the user to create a data
source on JBoss Application Server standalone setup.

Gather Advanced
Parameters for
JBoss Data Source

This step prepares and validates the parameters needed to configure a JDBC
provider, J2C alias, and data source for aWebSphere Application Server.

This step gathers the advanced input parameters to create a data source on a
JBoss Application Server. Input parameters specified in this step are
optional.

Validate Parameters
for JBoss Data
Source

This step validates the basic and advanced parameters provided by the user,
and checks the prerequisites for creating a data source on a JBoss
Application Server on standalone setup.

Create JBoss Data
Source

This step creates and configures the JDBC provider and data source on
JBoss Application Server.

Verify Connection for
JBoss Data Source

This step verifies the connection created by the workflow. If the test
connection fails, then the workflow fails as well.

Steps Used in the JBoss - Create and Configure Data Source Workflow

For parameter descriptions and defaults, see Parameters for JBoss - Create and Configure Data
Source on page 111.
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How to Run this Workflow
The following instructions show you how to customize and run the JBoss - Create and Configure Data
Source workflow in your environment.

Tip: For detailed instructions to run HP DMA workflows—using the Oracle - Compliance Audit
workflow as an example—seeHP DMA Quick Start Tutorial.

The workflow provides default values for some parameters. These default values are usually sufficient
for a "typical" installation. You can override the defaults by specifying parameter values in the
deployment. You can also expose additional parameters in the workflow, if necessary, to accomplish
more advanced scenarios. Any parameters not explicitly specified in the deployment will have the
default values listed in Parameters for JBoss - Create and Configure Data Source on page 111.

Note: Before following this procedure, review the Prerequisites for this Workflow on page 102, and
ensure that all requirements are satisfied.

To use the JBoss - Create and Configure Data Source workflow:

1. Create a deployable copy of the workflow (see "Create a DeployableWorkflow" inHP DMA Quick
Start Tutorial).

2. Determine the values that you will specify for the following parameters:

Parameter Name
Default
Value Required Description

Connection URL no default required The URL used by the data source to
connect to the database.
For example:
jdbc:oracle:thin:@//localhost:1521

Data Source Name no default required The name given to the data source when
it is created.

Driver Class Path no default required The JAR file name for the resource
provider classes.
For example:
/app/oracle/jdbc/ojdbc6.jar

Driver Name no default required The full path of the driver name.
For example:
oracle.jdbc.OracleDriver

Driver Type no default required The name of the driver type. For example:
'oracle', 'MS-SQL', etc.

Input Parameters for Gather Parameters for JBoss Create and Configure Data Source
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Parameter Name
Default
Value Required Description

Implementation
Type

no default required The implementation type for the JDBC
(Java Database Connectivity) provider.
Use Connection pool data source if your
application runs in a single phase or a
local transaction. Otherwise, use XA data
source to run in a global transaction. Valid
values are Connection pool data source
or XA data source.

JBoss Home no default required The JBoss installation location.

JNDI Name no default required Java NameDirectory Interface (JNDI)
name. This is a user specified string
specific to the application component
calls to the data source. For example:
jdbc/myDatasource

Password no default required The database password.

User Name no default required The user name of the database.

Input Parameters for Gather Parameters for JBoss Create and Configure Data Source, con-
tinued

Parameter
Name

Default
Value Required Description

XA
DataSource
Database
Name

no
default

optional If XA is the Implementation Type, then provide the
database name.

XA
DataSource
Port

no
default

optional If XA is the Implementation Type, then provide the
port number.

XA
DataSource
Server Name

no
default

optional If XA Datasource is provided, then add the fully-
qualified Server Name.

XA
Datasource
Class Name

no
default

optional If XA is the Implementation Type, then provide the
Datasource Class.
For example:

'com.mysql.jdbc.jdbc2.optional.MysqlXADataSource'

Input Parameters for Gather Advanced Parameters for JBoss Create and Configure Data
Source
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Tip: To avoid having to re-enter passwords whenever they change, you can create a policy to
provide them to the workflow (see How to Use a Policy to Specify Parameter Values on
page 122).

Note: This is theminimum set of parameters required to run this workflow. Youmay need to
expose additional parameters depending on your configurationmanagement objectives.

See Parameters for JBoss - Create and Configure Data Source on page 111 for detailed
descriptions of all input parameters for this workflow, including default values.

2. In the workflow editor, expose any additional parameters that you need. You will specify values
for those parameters when you create the deployment.

3. Save the changes to the workflow (click Save in the lower right corner).
4. Create a new deployment (see "Create a Deployment" inHP DMA Quick Start Tutorial for

instructions).
5. On the Parameters tab, specify values for the required parameters listed in step 2 and any

additional parameters that you have exposed.You do not need to specify values for those
parameters whose default values are appropriate for your environment.

6. On the Targets tab, specify one or more targets for this deployment.
7. Save the deployment (click Save in the lower right corner).
8. Run the workflow using this deployment (see "Run YourWorkflow" inHP DMA Quick Start

Tutorial for instructions).
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Sample Scenarios
This topic shows you typical parameter values for different use cases for the JBoss - Create and
Configure Data Source workflow. For a complete list of all parameters used in this workflow, including
default values, see Parameters for JBoss - Create and Configure Data Source on page 111.

The sample scenarios assume that Web Service URL has the value of DMA.URL. This is the default
valuemapped from the HP DMA metadata.

Tip: To avoid having to re-enter passwords whenever they change, you can create a policy to
provide them to the workflow (see How to Use a Policy to Specify Parameter Values on page 122).

Scenario 1: Create an Oracle data source using a connection pool data source (non-XA)

In this scenario we will create anOracle data source using a connection pool data source, where both
JBoss andOracle are installed on samemachine.

Parameter
Name Example Value Description

Connection
URL

jdbc:oracle:thin:@localhost:1521/orcl The URL used by the data source to
connect to the database.

For example:
jdbc:oracle:thin:@//localhost:1521

Data Source
Name

myOraclePool The name given to the data source when
it is created.

Driver Class
Path

/tmp/jar/ojdbc6.jar The JAR file name for the resource
provider classes.

For example:
/app/oracle/jdbc/ojdbc6.jar

Driver Name oracle.jdbc.OracleDriver The full path of the driver name.

For example:
oracle.jdbc.OracleDriver

Driver Type Oracle The name of the driver type. For example:
'oracle', 'MS-SQL', etc.

Input Parameters for Gather Parameters for JBoss Data Source
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Parameter
Name Example Value Description

Implementation
Type

non-xa The implementation type for the JDBC
(Java Database Connectivity) provider.
Use Connection pool data source if your
application runs in a single phase or a
local transaction. Otherwise, use XA data
source to run in a global transaction. Valid
values are Connection pool data source
or XA data source.

JBoss Home /opt/jboss/wildfly-8.1.0/ The JBoss installation location.

JNDI Name java:/jboss/MyOracleCpool Java NameDirectory Interface (JNDI)
name. This is a user specified string
specific to the application component
calls to the data source. For example:
jdbc/myDatasource

Password Test The database password.

User Name User_test The user name of the database.

Input Parameters for Gather Parameters for JBoss Data Source, continued

Scenario 2: Create an Oracle data source using a connection pool data source (XA)

In this scenario we will create anOracle data source using a connection pool data source, where Oracle
is installed on a remotemachine.

Parameter
Name Example Value Description

Connection
URL

jdbc:oracle:thin:@remoteHost.xyz.
com:1521/orcl

The URL used by the data source to
connect to the database. For example:
jdbc:oracle:thin:@//localhost:1521
.

Data Source
Name

myOraclePool The name given to the data source when
it is created.

Driver Class
Path

/tmp/jar/ojdbc6.jar The JAR file name for the resource
provider classes.

For example:
/app/oracle/jdbc/ojdbc6.jar

Driver Name oracle.jdbc.OracleDriver The full path of the driver name. For
example: oracle.jdbc.OracleDriver

Input Parameters for Gather Parameters for JBoss Data Source
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Parameter
Name Example Value Description

Driver Type Oracle The name of the driver type. For example:
'oracle', 'MS-SQL', etc.

Implementation
Type

xa The implementation type for the JDBC
(Java Database Connectivity) provider.
Use Connection pool data source if your
application runs in a single phase or a
local transaction. Otherwise, use XA data
source to run in a global transaction. Valid
values are Connection pool data source
or XA data source.

JBoss Home /opt/jboss/wildfly-8.1.0/ The JBoss installation location.

JNDI Name java:/jboss/MyOracleCpool Java NameDirectory Interface (JNDI)
name. This is a user specified string
specific to the application component
calls to the data source. For example:
jdbc/myDatasource

Password Test The database password.

User Name User_test The user name of the database.

Input Parameters for Gather Parameters for JBoss Data Source, continued

Parameter
Name Example Value Description

XA
Datasource
Class Name

oracle.jdbc.xa.client.
OracleXADataSource

If XA is the Implementation Type, then provide the
Datasource Class.

For example:

'com.mysql.jdbc.jdbc2.optional.MysqlXADataSource'

XA
DataSource
Database
Name

Orcl If XA is the Implementation Type, then provide the
database name.

XA
DataSource
Port

1521 If XA is the Implementation Type, then provide the
port number.

XA
DataSource
Server Name

remoteHost.xyz.com If XA Datasource is provided, then add the fully-
qualified Server Name.

Input Parameters for Gather Advanced Parameters for JBoss Data Source
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Parameters for JBoss - Create and Configure Data
Source
The following tables describe the required and optional input parameters for this workflow. Most of
these parameters are not initially visible in a deployment (see How to Expose Additional Workflow
Parameters on page 121). For most parameters, if you do not specify a value for a parameter, a default
value is assigned.

Parameter
Name

Default
Value Required Description

Connection
URL

no
default

required The URL used by the data source to connect to the
database. For example:
jdbc:oracle:thin:@//localhost:1521.

Data Source
Name

no
default

required The name given to the data source when it is created.

Driver Class
Path

no
default

required The JAR file name for the resource provider classes.

For example:
/app/oracle/jdbc/ojdbc6.jar

Driver Name no
default

required The full path of the driver name. For example:
oracle.jdbc.OracleDriver

Driver Type no
default

required The name of the driver type. For example: 'oracle', 'MS-
SQL', etc.

Implementation
Type

no
default

required The implementation type for the JDBC (Java Database
Connectivity) provider. Use Connection pool data source if
your application runs in a single phase or a local transaction.
Otherwise, use XA data source to run in a global
transaction. Valid values are Connection pool data source or
XA data source.

JBoss Home no
default

required The JBoss installation location.

JNDI Name no
default

required Java NameDirectory Interface (JNDI) name. This is a user
specified string specific to the application component calls
to the data source. For example: jdbc/myDatasource

Password no
default

required The database password.

User Name no
default

required The user name of the database.

Input Parameters for Gather Parameters for JBoss Data Source
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Parameter Name
Default
Value Required Description

XA DataSource
Database Name

no
default

optional If XA is the Implementation Type, then provide the
database name.

XA DataSource
Port

no
default

optional If XA is the Implementation Type, then provide the
port number.

XA DataSource
Server Name

no
default

optional If XA Datasource is provided, then add the fully-
qualified Server Name.

XA Datasource
Class Name

no
default

optional If XA is the Implementation Type, then provide the
Datasource Class.

For example:

'com.mysql.jdbc.jdbc2.optional.MysqlXADataSource'

Input Parameters for Gather Advanced Parameters for JBoss Data Source

Tip: To avoid having to re-enter passwords whenever they change, you can create a policy to
provide them to the workflow (see How to Use a Policy to Specify Parameter Values on page 122).

Note: This is theminimum set of parameters required to run this workflow. Youmay need to
expose additional parameters depending on your configurationmanagement objectives.

See Parameters for JBoss - Create and Configure Data Source on the previous page for detailed
descriptions of all input parameters for this workflow, including default values.
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Chapter 3: Reference Information
This chapter contains the following information:

Topic Description

WebSphere
Product
Documentation

Links to product documentation for IBMWebSphere Application Server Network
Deployment (WebSphere), the hardware and software requirements, as well as
supported platforms

WebLogic
Product
Documentation

Links to product documentation forWebLogic Server Datasources, hardware and
software requirements, as well as supported platforms.

JBoss Product
Documentation

Links to product documentation for JBoss Application Server Enterprise
Application Platform (EAP) orWildFly (JBoss), the hardware and software
requirements, as well as supported platforms

Database
Product
Documentation

Links to product documentation for the database products that these workflows
support

HP DMA
Documentation

Links to additional HP DMA documentation

WebSphere Product Documentation
For the current list of hardware and software requirements, as well as supported platforms for IBM
HTTP Server, see:

http://www-01.ibm.com/support/docview.wss?uid=swg27006921

ForWebSphere 7 product documentation, see:

http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/index.jsp

ForWebSphere 8 product documentation, see:

http://publib.boulder.ibm.com/infocenter/wasinfo/v8r0/index.jsp

http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/index.jsp

For IBM Red Book resources forWebSphere, see:

http://publib-b.boulder.ibm.com/Redbooks.nsf/portals/WebSphere

Note: The links to the documents listed here were correct as of the publication of this guide.
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WebLogic Product Documentation
For the current list of hardware and software requirements, as well as supported platforms for
WebLogic Server Datasources documentation, see:

https://docs.oracle.com/middleware/1213/wls/INTRO/jdbc.htm#INTRO324

For using third party drivers withWebLogic Server see:

https://docs.oracle.com/middleware/1213/wls/JDBCA/third_party_drivers.htm#JDBCA231

Note: The links to the documents listed here were correct as of the publication of this guide.

JBoss Product Documentation
For the current list of hardware and software requirements, as well as supported platforms for JBoss
Application Server, see:

The following JBoss product documentation is available online:

Red Hat JBoss Enterprise Application Platform (EAP) and/or Enterprise Web Platform (EWP)
version 5.1.1

l Product Documentation Home: http://docs.redhat.com/docs/en-US/index.html
l Hardware and Software Requirements: https://access.redhat.com/documentation/en-US/JBoss_
Enterprise_Application_Platform/5/html/Installation_Guide/index.html

JBoss Application Server 7 Community version

l Product Documentation Home: https://docs.jboss.org/author/display/AS71/Documentation
l Hardware and Software
Requirements: https://docs.jboss.org/author/display/AS71/Getting+Started+Guide

JBoss Enterprise Application Platform (EAP) version

l Product Documentation Home: http://www.jboss.org/products/eap/overview/
l Hardware and Software Requirements: http://www.jboss.org/products/eap/get-started/
JBoss WildFly version

l Product Documentation Home: http://www.wildfly.org/
l Hardware and Software Requirements: https://docs.jboss.org/author/display/WFLY8/Admin+Guide

Note: The links to the documents listed here were correct as of the publication of this guide.
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Database Product Documentation
The following topics contain links to documentation for the database products supported by this
solution.

Note: The links to the documents listed here were correct as of the publication of this guide.

Oracle Database Product Documentation
The product documentation for Oracle Database Enterprise Edition version 11g is located here:

http://www.oracle.com/pls/db112/homepage

Microsoft SQL Server Documentation
For information about SQL Server, including prerequisites, see theMicrosoft SQL Server
documentation available at the following web site:

http://msdn.microsoft.com/en-us/library/ms143506.aspx

HP DMA Documentation
For information about using the HP DMA web interface, see theHP DMA User Guide, theHP DMA
Administrator Guide, and theHP DMA Quick Start Tutorial.

These documents are part of the HP DMA documentation library, which is available on the
HP Software Support web site:

https://softwaresupport.hp.com/
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Chapter 4: Tips and Best Practices
This portion of the document contains a collection of tips and best practices that will enable you to use
HP DMA more effectively. It contains the following topics:

l How a Solution Pack is Organized on the next page
l How to Expose Additional Workflow Parameters on page 121
l How to Use a Policy to Specify Parameter Values on page 122
l How to Import a File into the Software Repository on page 125
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How a Solution Pack is Organized
Note: This topic uses the Oracle - Compliance Audit workflow in the Database Compliance
solution pack as an example. The information provided here, however, pertains to any solution
pack.

In HP DMA, aworkflow executes a process —such as installing a software product or checking a
database instance for compliance with a specific security benchmark.

A solution pack contains one or more relatedworkflow templates.

Each workflow template has a Documentation tab that provides detailed information about that
workflow.
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A workflow consists of a sequence of steps. Each step performs a very specific task. Each step
includes a documentation panel that briefly describes its function.
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Steps can have input and output parameters. Output parameters from one step often serve as input
parameters to another step. Steps can be shared among workflows.

Parameter descriptions are displayed on the Parameters tab for each step in the workflow.

Parameter descriptions are also displayed on theWorkflow tab for each workflow.
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Parameter descriptions are also displayed on the Parameters tab in the deployment (organized by
step).

Note: The workflow templates included in this solution pack are read-only and cannot be deployed.
To use a workflow template, youmust first create a copy of the template and then customize that
copy for your environment.
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How to Expose Additional Workflow
Parameters
Each workflow in this solution pack has a set of input parameters. Some are required and some are
optional. To run a workflow in your environment, youmust specify values for a subset of these
parameters when you create a deployment.

By default, only a few of the input parameters for each workflow are visible on the Deployment page,
and the rest are hidden. In order to specify a value for a parameter that is currently hidden, youmust
first expose that parameter by changing its mapping in the workflow editor.

To expose a hidden workflow parameter:

1. In the HP DMA web interface, go to Automation > Workflows.
2. From the list of workflows, select a deployable workflow.
3. Go to theWorkflow tab.

4. In the list of steps below the workflow diagram, click the (blue arrow) to the immediate left of the
pertinent step name. This expands the list of input parameters for this step.

5. For the parameter that you want to expose, select - User Selected - from the drop-down list. For
example:

6. Repeat steps 4 and 5 for all the parameters that you would like to specify in the deployment.
7. Click Save in the lower right corner.

Application Server ConfigurationManagement User Guide
Chapter 4: Tips and Best Practices

HP Database andMiddleware Automation (10.30) Page 121 of 130



How to Use a Policy to Specify Parameter
Values
It is sometimes advantageous to provide parameter values by using a policy rather than explicitly
specifying the values in a deployment. This approach has the following advantages:

l The policy can be used in any deployment.
l It is faster and less error-prone than specifying parameter values manually.
l For parameter values that change frequently—for example, passwords that must be changed
regularly—you only need to update them in one place.

To establish a policy, you can either Create a Policy or Extract a Policy from aworkflow.

After you establish the policy, youmust Reference the Policy in the Deployment.

For more information, see the HP DMA User Guide. This document is available on the HP Software
Support web site: https://softwaresupport.hp.com/

Create a Policy
The first step in this approach is to create a policy that provides parameter values. There are two ways
to do this: (1) create a new policy, and define all attributes manually (as shown here) or (2) extract a
policy from aworkflow (see Extract a Policy on the next page).

To create a policy that provides parameter values:

1. In the HP DMA webUI, go to Automation > Policies.
2. Click New Policy.
3. In theName box, specify the name of the policy
4. For each parameter value that you want to provide using this policy, perform the following actions

on the Attributes tab:
a. From the drop-down list, select the type of attribute:

o A Text attribute contains simple text that users can view while deploying and running
workflows.

o A List attribute contains a comma-separated list of values (or a large amount of text not
suitable for a Text attribute).

o A Password attribute contains simple text, but the characters aremasked so that users
cannot see the text.

b. In the text box to the left of the Add button, specify the name of the attribute.
For your convenience, this name should be similar to the parameter name used in the pertinent
workflow (or workflows).

c. Click Add.
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d. In the new text box to the right of the attribute’s name, enter a value for this attribute.
To remove an attribute, click theRemove button.

5. On the Roles tab, grant Read andWrite permission to any additional users and groups who will be
using this policy. By default, any groups to which you belong have Read andWrite permission.

6. Click theSave button (lower right corner).

Extract a Policy
An alternative to creating your own policy one attribute at a time is to extract the policy. This
automatically creates a reusable policy that provides values for all input parameters associated with a
workflow. This is a convenient way to create a policy.

To extract a policy:

1. Go to Automation > Workflows.
2. Select theWorkflow that you want to work with.
3. Click the Extract Policy link at the bottom of the screen.
4. Specify values for each attribute listed.
5. Optional: Remove any attributes that you do not want to use.
6. Optional: Add any new attributes that you want to use.
7. Optional: On the Roles tab, select the Read box for any users or user groups that you want to be

able to use this policy to provide parameter values in a Deployment. Select theWrite box for any
users or groups that you want to be able tomodify this Policy (add or remove attributes).

8. Click Save.
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Reference the Policy in the Deployment
After you create a policy, you can reference its attributes in a deployment.

To reference policy attributes in a deployment:

1. Create or access the deployment.
See “Deployments” in the HP DMA User Guide for details.

2. On the Parameters tab, perform the following steps for each parameter whose value you want to
provide by referencing a policy attribute:
a. In the drop-downmenu for that parameter, select Policy Attribute.
b. In the text box for that parameter, type any character. A drop-down list of policy attributes

appears. For example:

c. From the drop-down list, select the attribute that you want to reference. For example:

3. Click Save to save your changes to the deployment.
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How to Import a File into the Software
Repository
Many HP DMA workflows are capable of downloading files from the software repository on the HP
DMA server to the target server (or servers) where the workflow is running. The following procedure
shows you how to import a file into the software repository so that it can be downloaded and deployed
by a workflow.

HP DMA uses the HP Server Automation (HP SA) Software Library as its software repository.

Tip: Be sure to use unique file names for all files that you import into the software repository.

To import a file into the HP SA Software Library:

1. Launch the HP SA Client from theWindows Start Menu.
By default, the HP SA Client is located in Start →All Programs →HP Business Service
Automation→HP Server Automation Client
If the HP SA Client is not installed locally, follow the instructions under “Installing the SA Client
Launcher” in theUser Guide: Server Automation, available on the HP Software Support web site:
https://softwaresupport.hp.com/

2. In the navigation pane in the HP SA Client, select Library →By Folder.
3. Select (or create) the folder where you want to store the file.
4. From the Actions menu, select Import Software.
5. In the Import Software dialog, click theBrowse button to the right of the File(s) box.
6. In the Open dialog:

a. Select the file (or files) to import.
b. Specify the character encoding to be used from the Encoding drop-down list. The default

encoding is English ASCII.
c. Click Open. The Import Software dialog reappears.

7. From the Type drop-down list, select Unknown.
8. If the folder where you want to store the files does not appear in the Folder box, follow these steps:

a. Click theBrowse button to the right of the Folder box.
b. In the Select Folder window, select the import destination location, and click Select. The

Import Software dialog reappears.
9. From the Platform drop-down list, select all the operating systems listed.
10. Click Import.

If one of the files that you are importing already exists in the folder that you specified, you will be
prompted regarding how to handle the duplicate file. Press F1 to view online help that explains the
options.

11. Click Close after the import is completed.
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Chapter 5: Troubleshooting
These topics can help you address problems that might occur when you install and run the workflows in
this solution pack:

l Target Type below
l User Permissions and Related Requirements below
l Discovery in HP DMA on the next page

Target Type
In your deployment, make sure that you have specified the correct type of target. The workflow type
and the target typemust match. A workflow designed to run against an instance target, for example,
cannot run against a server target.

User Permissions and Related Requirements
Roles define access permissions for organizations, workflows, steps, policies, and deployments.
Users are assigned to roles, and they gain access to these automation items according to the
permissions and capabilities defined for their roles.

Roles are assigned by the HP Server Automation administrator. They are then registered in HP DMA
by your HP DMA administrator.

Your HP DMA administrator will ensure that the users in your environment are assigned roles that grant
them the permissions and capabilities they need to accomplish their tasks. For example:

l To create a workflow, your role must haveWorkflow Creator capability.
l To view aworkflow, your role must have Read permission for that workflow.
l To edit a workflow, your role must haveWrite permission for that workflow.
l To view a deployment, your role must have Read permission for that deployment.
l Tomodify a deployment, your role must haveWrite permission for that deployment.
l To run a deployment, your role must have Execute permission for that deployment and Deploy
permission for the organization where it will run.

Capabilities determine what features and functions are available and active in the HP DMA UI for each
user role.

For more information, see theHP DMA Administrator Guide. This document is available on the
HP Software Support web site: https://softwaresupport.hp.com/
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Discovery in HP DMA
HP DMA uses a process called “discovery” to find information about the servers, networks, and
database instances on target machines in your managed environment.

Youmust explicitly initiate the process of discovery—it is not automatic. See the HP DMA User Guide
for instructions. This document is available on the HP Software Support web site:
https://softwaresupport.hp.com/
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Glossary

A

automation items
The umbrella term automation items is used
to refer to those items to which role-based
permissions can be assigned. Automation
items include workflows, deployments,
steps, and policies.

B

bridged execution
A bridged execution workflow includes some
steps that run on certain targets and other
steps that run on different targets. An
example of a bridged execution workflow is
Extract and Refresh Oracle Database via
RMAN (in the Database Refresh solution
pack). This workflow extracts the contents of
a database on one target (the Source) and
creates a new database with the same
contents on another target (the Destination).
This workflow is useful when you want to
clone a database - for example, to move it
from a traditional IT infrastructure location
into a private cloud. Bridged execution
workflows are supported on HP DMA version
9.11 (and later).

C

capability
Capabilities are collections of related
privileges. There are three capabilities
defined in HP DMA. Login Access capability
enables a user to log in to the web interface.
This capability does not guarantee that this
user can view any organizations or
automation items—permissions are required
to access those items. Workflow Creator

capability enables a user to create new
workflows andmake copies of other
workflows. Administrator capability enables
a user to perform any action and view all
organizations. If you have Administrator
capability, you do not needWorkflow Creator
capability. The Administrator can assign any
of these capabilities to one or more roles
registered roles.

connector
HP DMA includes a Connector component
that enables it to communicate with HP
Server Automation. Youmust configure the
Connector before you can run an workflow
against a target.

cross-platform
Cross-platform database refresh involves
converting the data from one type of byte
ordering to another. This is necessary, for
example, if you want to load a database
dump file on a little-endian Linux target that
was created on a big-endian Solaris server.

custom field
Custom Fields are used to customize
workflows or show information about the
environment. Custom Fields can be used in
workflow steps to automatically supply
information that is specific to an organization,
server, instance, or database.

D

deployment
Deployments associate a workflow with a
target environment in which a workflow runs.
You can customize a deployment by
specifying values for any workflow
parameters that are designated - User
Selected - in the workflow. Youmust save a
deployment before you can run the workflow.
You can re-use a saved deployment as many
times as you like.
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F

function
Functions are reusable pieces of code that
can be included in automation steps. Any
common routine or operation that multiple
steps perform is a good candidate for a
function. Functions can be tagged with
keywords indicating the language in which
they are written and the operating system
with which they work. Functions are
“injected” into the step code just prior to step
execution.

I

input parameters
A workflow has a set of required parameters
for which youmust specify a value. The
required parameters are a subset of all the
parameters associated with that workflow.
The remaining parameters are considered
optional. You can specify a value for an
optional parameter by first exposing it using
the workflow editor and then specifying the
value when you create a deployment.

M

mapping
An input parameter is said to be "mapped"
when it's value is linked to an output
parameter from a previous step in the
workflow or to ametadata field. Mapped
parameters are not visible on the Deployment
page. You can "unmap" a parameter by
specifying - User Selected - in the workflow
editor. This parameter will then become
visible on the Deployment page.

O

organization
An organization is a logical grouping of
servers. You can use organizations to
separate development, staging, and
production resources - or to separate logical
business units.

P

parameters
Parameters are pieces of information - such
as a file system path or a user name - that a
step requires to carry out its action. Values
for parameters that are designated User
Selected in the workflow can be specified in
the deployment. Parameters that aremarked
Enter at Runtime in the deployment must be
specified on the target system when the
workflow runs.

policy
Policies are reusable sets of attributes that
can be used as parameter values in
deployments. Deployments can reference
policy attributes to change the automation
behavior. Policies provide values for input
parameters. They can contain fixed values or
reference Custom Fields. Policies enable HP
DMA tomanage groups of hundreds or
thousands of servers at a time without the
need to configure each individual server.

R

raw devices
In Sybase ASE version 15, you can create
andmount database devices on raw bound
devices. This enables Sybase ASE to use
direct memory access from your address
space to the physical sectors on the disk.
This can improve performance by reducing
memory copy operations from the user
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address space to the operating system
kernel buffers.

role
Each HP DMA user has one or more roles.
Roles are used to grant users permission to
log in to and to access specific automation
items and organizations. Roles are defined in
HP Server Automation. Before you can
associate a role with an automation item or
organization, however, youmust register that
role in HP DMA.

S

smart group
Smart Groups are dynamic groups of
servers, instances, or databases defined by
some criteria. They are used to specify
targets for deployments. As information
about an environment object changes, its
membership in the groups is re-evaluated.

software repository
The software repository is where the
workflow will look for any required files that
are not found on the target server. If you are
using HP DMA with HP Server Automation
(SA), this repository is the SA Software
Library.

solution pack
A solution pack contains one or more related
workflow templates. These templates are
read-only and cannot be deployed. To run one
of the workflows included in a solution pack,
youmust first create a deployable copy of
that template and then customize that copy
for your environment. Solution packs are
organized by function - for example:
database patching or application server
provisioning.

steps
Steps contains the actual code used to
perform a unit of work detailed in a workflow.

T

target instance
In the context of MS SQL database refresh,
the term "target instance" refers to the SQL
Server instance where the database that will
be restored resides.

W

workflow
A workflow automates the process followed
for an operational procedure. Workflows
contain steps, which are linked together to
form business logic for a common task.
Workflows connect existing tasks in order to
perform a new business process by building
on existing best practices and processes.

workflow editor
The workflow editor is the tool that you use to
assemble steps into workflows. You can
map each input parameter to output
parameters of previous steps or built-in
metadata (such as the server name, instance
name, or database name). You can also
specify User Selected to expose a parameter
in the deployment; this enables the person
who creates the deployment to specify a
value for that parameter.

workflow templates
A workflow template is a read-only workflow
that cannot be deployed. To run one of the
workflows included in a solution pack, you
must first create a deployable copy of the
workflow template and then customize that
copy for your environment.
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