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Introduction

This document aims at providing the steps to configure Microsoft Windows Active Directory (AD) authentication for SAP
BusinessObjects (BO or BOBJ) using Kerberos that provides role based security for users to access HP Service Health
Reporter (SHR) reports, universes and the Administration Console.

Note: This document is applicable for HP Service Health Reporter 9.3x and 9.40.

Goal

In your IT environment, if users are already using AD authentication it can be extended to access the SHR content.

Overview
Kerberos is a network authentication protocol designed to provide strong authentication for client/server applications. It
uses secret-key cryptography where a user authenticates into an authentication server that creates a ticket. This ticket

is sent to the application that recognizes the ticket and the user is granted access.

Acronyms used in this document:

Acronym Expanded form
SHRBOSERVER BusinessObjects server installed along SHR
ADSERVER Active Directory server configured to integrate the users

or groups with SHR BOBJ Repository
ADBO_USER Windows AD Service Account used to run BOBJ services

BOBJCMS/SHRBOSERVER Service Principle Name (SPN) to run BOBJ services using
domain user account

To configure Microsoft Windows AD authentication for SHR BusinessObjects using Kerberos, follow these steps:
1. Setting Up a Service Account

Configuring Grants for the Service Account

Registering Service Principle Name (SPN)

Configuring SIA to Use the Service Account

Configuring the AD Plug-in

Configuring Tomcat web.xml File

Configuring bscLogin.conf and Krb5.ini files

Configuring Tomcat Java Option

w ©® N o v A W N

Configuring SHR Administration Console for AD Authentication
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Configuring AD Authentication for SHR

Setting Up a Service Account
To configure BusinessObjects using Kerberos and Windows AD authentication, you must have a service account (domain
account) that is trusted for delegation. You can either use an existing service account or create a new service account.

The service account is used to run the BusinessObjects Enterprise servers.
To set up a service account, follow these steps:

1. Create a new AD service account (ADBO_USER) on the domain controller or use an existing account.

2. Select Password never expires. If the password expires, then the functionality dependent on that account will
fail.

3. Select the AD service account, right-click and select Properties. The Properties window appears.

4. From the Delegation tab, click Trust this user for delegation to any service (Kerberos only) and then click 0K
to close the Properties window.

boserviceacct Properties ﬂ E
Publizhed Certificates I Member OF | FPazzword R eplication I Dial-in | Object
Security | E nwirahment I Sessions
Remate control I Remote Desktop Services Profile
Personal Virtual D eskiop | COk+ | Attribube E dibor

" General | Addressl Account | Profile | Telephones  Delegation | QOrganization

Delegation iz a secunity-zensitive operation, which allows services to act an
behalf of anather uzer.

£ Do mok trust this user for delegation
" Trust this user for delegation to any service [Kertberos only)
€ Trust this user for delegation to specified services only

% [Use Keberns only

' lse any authentication protocol

Semvices to which this aeeount can present delegated credentials:

Service Type | User or Computer | Part | Service M

[~ Expanded Add,.. Femove

1[4 I Cancel | Apply | Help |

Note: If the Delegation tab does not appear, then complete the Registering Service Principle Name (SPN) steps
and continue with Step 4 of Setting Up a Service Account.
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Configuring Grants for the Service Account
To support AD authentication, enable the service account to act as part of the operating system and log on as a service.
This must be done on SHR BusinessObjects server (example: SHRBOSERVER) where the Server Intelligence Agent service

is running.

To configure the grants for service account, follow these steps:
1. Goto Start > Administrative Tools > Local Security Policy.
2. InLocal Policies, click User Rights Assignment.
3. Double-click Act as a part of Operating System and click Add User or Group.
The user account (ADBO_USER) that is trusted for delegation is added.
4. Click OK.
5. Double-click Logon as a service, click Add, and then click Add User or Group.

The user account that is trusted for delegation is added.

6. Click OK.
B Loca Po _ O x
Eile  Action Wew Help
&= 2[mIX =0
E Security Setkings Policy = | Security Setting o
E Account Policies Access Credential Manager as a brusted caller
B = chal Policies CAccess this computer from the network Everyone, Administrators,Users, Backup Operators
% Audit Policy %mﬁf the operating system DC45HRTADED
el [l workst s Fo dormain
A Security Op L] adjust memary quatas for a pracess LOCAL SERVICE,NETWORK SERVICE, Administrators
= Windows Fireviall with Advanced Security EAIIDW log on locall Administrators, Users,Backup Operatars
j Metwork List Manager Policies E < i . . L ! ’ P o
" Public Key Policies Allaw lag .on throuqh Terrplnal Services Adm!n!stratorsJRemote Deskkop Users
= L - E Back up files and directaries Administrators, Backup Operatars
_| Software Restriction Policies
@ IP Security Polides on Local Computer E Bypass traverse checking Everyvone, LOCAL SERVICE, METWOREK SERYICE, Administratars, L
E hange the system time LOCAL SERYICE, Administratars
E Change the time zone LOCAL SERVICE, Administrators
E Create a pagefile Administrators
E Create a boken object
E Create global objects LOCAL SERVICE, METWORK SERVICE, Administrators, SERVICE
E Create permanent shared objects
E Create symbalic links Adrministrators
E Debug programs Administrators
E Deny access ko this computer From the netwark
E Deny log on as a batch job
E Deny log on as a service
E Deny log on locally
E Deny log on through Terminal Services
E Enable computer and user accounts to be trusked For... L
E Force shutdown From a remote system Administrators
E Generate security audits LiOCAL SERVICE, METWORK SERVICE
E Impersonate a client after aukhentication LOCAL SERYICE, METWORK SERYICE, Administrators, SERVICE
E Increase a process working set Users
E Increase scheduling priority Administrators
E Load and unload device drivers Administrators
E Lack pages in memary Adrinistratar
E Lag an as a batch job Administrators, Backup Operatars, Performance Log Users
[TOg on as a service DC4SHRYVADEC_UISER, postgres
. | |_D| . | Manane Andinn And ser ey o TArninsFrarnr | _DILI
| | |
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To add service account to the Administrators Group, follow these steps:
1.  Onthe SHRBOSERVER machine, right-click My Computer, and then click Manage.
Go to Configuration > Local Users > Groups > Groups.
Right-click Administrator and then click Add to Group.

2
3
4. C(Click Add and type the logon name for the service account.
5. Click Check Names to ensure the account resolves.

6

Click OK and then click OK again.

Registering Service Principle Name (SPN)

BOBJ services use the Kerberos protocol for mutual authentication in a network, you must create a Service Principal
Name (SPN) for the BOBJ services to run as a domain user account. The SETSPN utility is a program that manages the
SPN for service accounts in Active Directory System.

To register Service Principle Name (SPN), follow these steps:

1. Runthe following utility with required parameters on command line window :

setspn —A BOBJCMS /<HOSTNAME> <serviceaccount>

Where, <HOSTNAME> is a qualified domain name of the machine running the Content Management System
(CMS) service, i.e. SHRBOSERVER Host name, for example SHRBOSERVER.XYZ.com.

Where, <serviceaccount> is the name of the CMS service account. In this case, the <serviceaccount>
is ADBO_USER.

Example: setspn —A BOBJCMS /SHRBOSERVER.XYZ.com ADBO_USER

2. Onsuccessful registration of SPN, the screen displays the following message:
Registering ServicePrincipalNames for CN=ServiceCMS, CN=Users, DC=DOMAIN,
DC=COM BOBJCentralMS/HOSTNAME.DOMAIN.COM Updated object
To list the set of registered SPNs, run the following command:

setspn —L ADBO_USER

Configuring SIA to Use the Service Account
In order to support Kerberos, Server Intelligence Agent (SIA) must be configured in Central Configuration Manager (CCM)
to log on as the service account.
To configure a Server Intelligence Agent on SHRBOSERVER, follow these steps:
Start the CCM.
Stop the Server Intelligence Agent.

1
2
3. Double-click the Server Intelligence Agent. The Server Intelligence Agent Properties dialog box appears.
4 In the Properties tab:
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i. Inthelog On As, uncheck System Account check box.
ii. Type the user name and password for the service account.
iii. Click Apply, and then click OK.

Server Intelligence Agent {(HDMLO1GEATON) Properties

Properties I Dependencyl Startupl Eonfigurationl Protocoll

Server Tupe:

Dizplay M ame: IServer Inteligence Agent [HOMLOTGEATOMN]

Command: I-boot ""C:A\Pragram Files [x36]\Business Objecl

Startup Type: [4utomatic =
Lag On

™| Spstern &coount

User: IDC4SHH\ADBD_USEF| |
Password: | ““““““
Confirmn password: I ““““““

ak. I Cancel | Lapply | Help

5. Restart the Server Intelligence Agent.

Configuring the AD Plug-in
To use Kerberos authentication, you have to configure the Windows AD security plug-in in the Central Management

Console (CMCQ).

To configure the Windows AD security plug-in for Kerberos, follow these steps:

1. InCMC, go to the Authentication management page and click the Windows AD tab.
CENTRAL MANAGEMENT CONSC}ILE.

Authentication =

= Type Title
. “' i Enterprise
:, = I | LDAP

(8 [windows ap

Windowes NT

2. Select Enable Windows Active Directory check box.
3. Inthe AD Configuration Summary, click the link next to AD Administration Name.
4.  Enter the credentials to read access to AD in the Name and Password textbox.
Note: Use the format Domain\Account in the Name field.
Example: XYZ\ADBO_USER.
5.  Enter the default domain in the Default AD Domain text box.

Note: Use FQDN format and enter the domain in uppercase.
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Example: XYZ.COM.

6. In Mapped AD Member Groups, type the name of the domain or group in the ADD AD Group (Domain\Group)
text box, and then click Add.

Windows Active Directory

Enable Windows Active Directory (&D)

AD Configuration Summary
To change a setting, click on the value.

AD Administration Name:  DC4SHRWADBO USER
Default AD Domain: DC4SHR." In

Mapped AD Member Groups

Add AD Group (Domain\Group): Add
zeciWinAD:CN=Domain Admins,CN=Users,DC=DC4SHR,DC=L.J,DC=1 Delete

secWinAD.CN=boUsers, CN=Users DC=DC4SHR DC=C" DC=IM

Mapped AD Member Groups:

e Ifagroupisinthe default domain it can be added with just the group name. If it is in another domain then
it requires to be added in domain/group format or DomainName (DN) format.

e  (Click Update and the groups will appear as shown in the above figure (secWinAD: DN) regardless of how
they were entered (group, domain/group, or DN).

e Toadd all users from the default domain, specify Domain Users as the group name.
7. In Authentication Options, click Use Kerberos authentication.
For manual AD or AD SSO, Authentication Options Kerberos must be selected.

8. Inthe Service principal name text box, type the account and domain of the service account or the SPN
mapping to the service account. For example, BOBJCMS/SHRBOSERVER.XYZ.COM.

Authentication Options
i) Use NTLM authentication

@ Use Kerberos authentication

|:| Cache security context (reguired for S50 to databaze)

Cervice principm name: BOBJCWMS/SHRBOSERVER. XY Z.COM

Enable Single Sign On for selected authentication mode.

The Service Principal Name must be the value created for the service account that runs the SIA or CMS using
SETSPN. For more details, see Registering Service Principle Name (SPN). Ensure that there are no mistakes or
white spaces before or after the SPN.

9. Select Enable Single Sign On for selected authentication mode (not required for manual AD authentication).

10. New User Alias Options:
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*  New Alias Options determine how the user will be created if there is an existing user with the same name
(LDAP or NT or Enterprise).

*  Alias Update Options determine if users will be added when clicking the update button or only after they
have logged into CMC or client tools.

* New User Options should be determined by your licensing options that can be viewed in CMC or license
keys. Click New Users are created as concurrent users as it is a supported option for BO license within
SHR.

New Alias Options
% pssign each new AD alias to an existing User Account with the same name

" Create a new user accaunt far each new AD alias
Alias Update Options
¥ Create new aliases when the Alias Undate occurs

' Create new aliases only when the user logs on

New User Options

' Mew users are created a5 named users

% Mew users are created as concurrent users

11. In Attribute Binding Options, select Import Full Name and Email Address and Give AD attribute binding
priority over LDAP attribute binding

12. Inthe On-demand AD Update, select Update AD Group Graph and Aliases now and click Update.
On successful update of AD plug-in users or groups are synchronized with the BO repository.

Verify if users or groups are added by going to CMC or users and groups.

— Attribute Binding Options
2 Import Full Mame and Email Address
¥ Give AD attribute binding priority over LDAP sttribute binding

—AD Group Graph Options

Schedule AD Group Graph Updates

Specity when BusinessObjects Enterprize will update its AD Group Graph.
Schedule AD Group Graph Updstes

Laszt Swnc: May 30, 2012 11:40 A

Mext Scheduled Sync: hMay 30, 2012 12:40 Phd

rOn-demand AD Update
i Update AD Group Graph noww
i Update AD Group Graph and Aliases now

' Do nt update AD Group Graph and Alizses now

Update Cancel
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Configuring Tomcat web.xml File

To enable manual AD login, you have to configure Tomcat web.xml file for InfoView and CMC.

The Authentication dropdown in the InfoView and CMC login page is hidden by default.

To enable the dropdown box, follow these steps:
1. Open the file %4PMDB_HOME%/BOWebServer/webapps/InfoViewApp/WEB-INF/web.xml.
2. Set the authentication.visible flag to True.
3. Set the authentication.default to secWinAD.

4. Save the changes.

B bscLaogin.conf I. webaml =] web.xml I

M zs -]
26 <!-— Choose whether to let the user change the CHM3 name --> =i
27 <!-— If it isn't shown the default Systew Lfrom sbove will be used -->
28 [H <oontext-parat:
29 <paraw-namwe>oms . risible </ param-name s
30 <param-value>false</param-value>
31 r </ Concext-param:
&
33 <!=— ¥ou can specify the default iuthentication types here -->
34 <!-— gecEnterprise, secLDAP, secWinlD, secSAPR3I --»>
35 [] PCCTTERC param
36 <paraw-name>authentication. default</ param-names
37 <paran-valuersecWindAD</ param—values>
38 r </ Concexc-param>
ag \,
40 <!-— Choose whether to let the user change the authentication type -->
41 <!=— If it disn't shown the default authentication type from sbhove will be used -->
4z o Foontext-param:
43 <param-name>authentication.risible</ param-name:
44 <paranm-valuertrue</ param-value>
45 r hf,"cht,Ext,—pa):arn>
46
47 <!=— The default home page —->
45 = <context-parsms>
49 <paraw-name>homepage , default </ param-name>
ISEI <paraw-value>fispflisting/home.jsp</param-valuesx | _ILI
4 »

Configuring bscLogin.conf and Krb5.ini files

To configure bscLogin.conf and Krb5.ini files, follow these steps:

The two files bscLogin.conf and Krb5.ini should be created under the c:\winnt folder on the SHR server.

Note: The file names are case-sensitive.

a. Create the bscLogin.conf file
bscLogin.confis used to load the Java Login Module and trace log on requests.
Create this file using the following code:

com.businessobjects.security.jgss.initiate

{

com.sun.security._auth_module._Krb5LoginModule required debug=true;

};
b. Create the Krb5.ini file
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Krb5.ini is used to configure the KDC's (Kerberos Key Distribution Center also known as domain controllers) that

will be used for the Java log on requests.

c. Copy the default Krb5.ini and edit the following:
[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_kdc = true
dns_lookup_realm = true

default_tgs_enctypes = rc4-hmac

default_tkt_enctypes = rc4-hmac
1

udp_preference_limit
[realms]
MYDOMAIN.COM = {
kdc = DCHOSTNAME.MYDOMAIN .COM
default_domain = MYDOMAIN.COM
}

The highlighted parameters in the above code should to be modified as the following:

a. Replace MYDOMAIN.COM with the same domain of your service account. All DOMAIN information must be in

uppercase.

b. The default_realm value must exactly match the default domain value entered into the top of the AD page in
the CMC.

¢. Replace MYDCHOSTNAME with the hostname of a domain controller. For example, DCHOSTNAME is
ADSERVER.DC4SHR.XYZ.COM.

Configuring Tomcat Java Option

To configure Tomcat java options, follow these steps:
1. Stop the Tomcat service on SHR server.
2. Goto Start > Programs >Tomcat >Tomcat Configuration.

3. Enter the following to Java options in the Java tab :
-Djava.security.auth.login.config=c:\winnt\bscLogin.conf

-Djava.security._krb5_.conf=c:\winnt\Krb5.ini
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& # Business Objects Webserver Properties [ |

| Generall Log Dnl Logging Java | Startupl Shutdownl

[T Use default

Java irtual Machine:

IE:\H F-SHR“JREG4 \bintserverjwm.dil

Java Clazspath:

IE:\H P-SHR“PMDEAB DWW ebServeribinibootstrap. jar:C: 5 HP-SHRWRE G4

Java Optiong:

-0 af. configdir=C: \Program Files [=B6]\Business Objectz\Business0 biect;l
-Daf. configdir=C; /Program Files [#86)/Business Objects/D ashboskd and
=

-Dijava.zecurity. auth. login. config=c: YwinntybacLogin. conf
-Djava.zecurity. kb5 conf=c: winntKrbS.ini

Initial rermary pool: | ME
M awimurn memaon poal: I‘I 024 MB
Thread stack size: I kB

o]

Cancel Apply

4. Restart the Tomcat service.
Tomcat configuration changes for SHR 9.40
To make the Tomcat configuration changes for SHR 9.40, follow these steps:
1. Right-click on Tomcat Configuration program in Programs menu.
2. Click on Properties.
3. Modify the path in Target. Replace //ES//BOE120Tomcat? with //ES//BOE120Tomcat.

ra‘ Tomcat Configuration Properties

Security | Details | Previous Yersions I
General Shorteut | Compatibility
Tomcat Configuration
Target type: Application

Target location: bin

Target: Incal?\bin\tomcat?w. exe' A/ES//BOET20T amcat

Start i I"C:\F’rogram Filet [#86]\Business Objectsh”

Shortcut key: IN ane

Rur: INorma\ window j
Comment: ITomcat Canfiguration
Open File Location | Change Icon.. Advanced... |
(0] I Cancel | Lapply |

4. Follow Step 1 of Configuring Tomcat Java Option.

Note: Once the AD users login to SHR Infoview page, based on the user roles you can provide them the permissions
to access the SHR folders, universes and connections. This access will help the users to refresh SHR reports.
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For more details on how to create report User Accounts and Groups and Access Level Restrictions, see SHR - Managing
User Accounts and Groups using the following URL:

https://hpln.hp.com/node/19476/attachment

Configuring SHR Administration Console for AD Authentication
AD authentication for SHR Administration Console is supported for versions SHR 9.31 onwards. Ensure that SHR is

upgraded to SHR 9.31 or later version before you follow these steps:

1. Make the following changes to %PMDB_HOME%/data/config.prp:
I Set bo.authType=secWinAD
II. Add the following lines of code to specify the location of the files bscLogin.conf and Krb5.ini:
Java.security.auth.login.config=<absolute path of bscLogin.conf file>
Java.security.krb5.conf=<absolute path of Krb5.ini file>
Example: java.security.krb5.conf=C\:\\winnt\\Krb5.ini
java.security.auth.login.config=C\:\\winnt\\bscLogin.conf
2. Enter the following command in packagemgrSilent.ini file located at %PMDB_HOME%/config/startup:

Jargs=-Xmx256m -Dbsmr_.home={bsmr.home} -DDPIPE_HOME={bsmr.home} -
Dpmdb . home={bsmr.home} -Djava.security.auth.login.config=<absolute path of bscLogin.conf file >
-Djava.security._krb5._conf=<absolute path of Krb5.ini file>

3. Restart the SHR_PMDB_Platform_Administrator service.
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