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HP Software Solutions & Integrations and Best Practices

Visit HP Software Solutions Now at https://h20230.www2.hp.com/sc/solutions/index.jsp to explore how the products in the HP Software catalog work together, exchange
information, and solve business needs.

Visit the Cross Portfolio Best Practices Library at https://hpin.hp.com/group/best-practices-hpsw to access a wide variety of best practice documents and materials.
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Welcome to the SiteScope Monitor Reference

This guide describes how to set up the monitoring environment and configure SiteScope and integration
monitors to monitor the enterprise IT infrastructure. It contains information for configuring the specific
monitor only. For information on configuring setting panels that are common to all monitors, see
Common Monitor Settings in the Using SiteScope Guide.

How This Guide Is Organized

This guide covers the following topics:
« "SiteScope Monitor Reference Overview" on page 10

Describes the SiteScope monitor classes and category listing formats, the monitors in each monitor
category, and the user permissions and credentials needed to access each monitor.

» "SiteScope Monitors (A-Z)" on page 59

Describes how to set up the monitoring environment and configure each type of SiteScope monitor.
It includes information on supported versions, setup requirements, user permissions, and
troubleshooting issues.

« "Integration Monitors (A-Z)" on page 945

Describes how to configure each type of integration monitor, including troubleshooting issues
relating to monitoring EMS environments with SiteScope.

Note: For details on setting panels in the monitor Properties tab that are common to all monitors,
see Common Monitor Settings in Using SiteScope.

Who Should Read This Guide

This guide is intended for the following users of HP SiteScope and HP Business Service Management
(BSM):

« SiteScope/BSM administrators

« SiteScope/BSM application administrators

« SiteScope/BSM data collector administrators
« SiteScope/BSM end users

Readers of this guide should be knowledgeable about enterprise system administration, infrastructure
monitoring systems, and SiteScope, and have familiarity with the systems being set up for monitoring.
In addition, readers who are integrating with BSM should be familiar with BSM and enterprise
monitoring and management concepts.
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Part 1: SiteScope Monitor Reference Overview
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Chapter 1: SiteScope Monitor Categories

SiteScope monitors are grouped according to classes that indicates their availability and category that
reflect their function. When you select to add a new monitor to a SiteScope agent, the list of available
monitor types for that agent are displayed both alphabetically and divided by category in the product
interface. The availability of the monitor category is dependent on the class of monitor.

Note: User permissions and credentials are needed to access each monitor. For details on the
required permissions and credentials, and the corresponding protocol used by each monitor, see
"Monitor Permissions and Credentials" on page 21.

This section describes the monitor classes and the category listing formats. To see the list of monitors
contained in each monitor category, see Monitor Categories List.

Standard Monitors

Standard monitor categories represent the monitor categories available with a general SiteScope
license. These monitor categories include many of the general purpose monitor categories.

« Application Monitors. Monitors in this category monitor third-party applications. These monitors
enable SiteScope to access and retrieve data from the monitored applications.

« Big Data. Monitors in this category monitor Big Data platforms to gain real-time visibility and insight
into the health and performance of the big data infrastructure.

« Database Monitors. Monitors in this category monitor different types of database applications.
There are monitors that access data from specific database applications and generic monitors that
can be configured to monitor any database application.

« Generic Monitors. Monitors in this category monitor different types of environment. These
monitors can monitor networks, applications, and databases depending on how they are configured.

« Media Monitors. Monitors in this category monitor applications that play media files and stream
data.

« Network Monitors. Monitors in this category monitor network health and availability.
« Server Monitors. Monitors in this category monitor server health and availability.

« Virtualization and Cloud Monitors. Monitors in this category monitor virtualized environments
and cloud infrastructures.

« Web Transaction Monitors. Monitors in this category monitor web-based applications.
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Customizable Monitors

Custom monitors broaden the capabilities of regular SiteScope monitors for tracking the availability and
performance of your infrastructure systems and applications. Using custom monitors, you can develop
your own solutions for environments that are not supported by predefined SiteScope monitors.

You can create your own monitor that collects data, and define a script that processes the collected
data and creates metrics. Each time the custom monitor runs, it updates the metrics and returns a
status for the metrics defined in the script.

Custom monitors can be published to the HP Live Network for sharing with other SiteScope users. For
more details on using Custom monitors, see Creating Custom Monitors in the the Using SiteScope
Guide.

Dynamic Monitors

Dynamic monitors automatically adjust the SiteScope monitoring configuration based on changes that
are happening in your IT environment.

SiteScope provides various dynamic monitors that automatically update themselves over time by
adding and removing counters and thresholds as virtual machines move from one host system to
another. In addition, baselining is supported, where thresholds are dynamically changed based on
historical monitoring data.

Dynamic monitors include:

o Dynamic Disk Space Monitor
« Dynamic JMX Monitor

« Generic Hypervisor Monitor

« Hadoop Monitor

» HP Vertica JDBC Monitor

o KVM Monitor

« VMware Datastore Monitor

« VMware Host Monitors

Integration Monitors

Integration monitors are used to capture and forward data from third-party domain managers or
applications (typically Enterprise Management Systems (EMS)) into BSM.

These monitor types require additional licensing and may only be available as part of another HP
product. For more information about Integration Monitor capabilities, see Integration Monitors in the the
Using SiteScope Guide.
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Solution Template Monitors

Solution template monitor types are a special class of monitors that enable new monitoring capabilities
for specific applications and environments. As part of a solution template, these monitor types are
deployed automatically together with other, standard monitor types to provide a monitoring solution that
incorporates best practice configurations. After deploying solution templates, you can edit or delete
them using the same steps as with other monitor types. For more information, see Deploying Solution
Templates in the the Using SiteScope Guide.

SiteScope provides the following solution templates that include standard SiteScope monitor types and
solution-specific monitors:

« Active Directory (with and without Global Catalog)
« AIXHost

« Hadoop

« HP Quality Center

o HP Service Manager

o HP Vertica

« JBoss Application Server

o Linux Host (OS)

« Microsoft Exchange

« Microsoft IIS Server

« Microsoft Lync Server

« Microsoft SharePoint

« Microsoft SQL Server

« Microsoft Windows Host

o NET

« Oracle Database

o SAP Application Server

« Siebel Application/Gateway/Web Server (for UNIX and Windows)
o VMware Capacity Management

o VMware Host CPU/Memory/Network/State/Storage
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o VMware Host For Performance Troubleshooting
o WebLogic Application Server

o WebSphere Application Server
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Chapter 2: Monitor Categories List

This section displays the SiteScope monitors in each monitor category.

"Application Monitors" below

"Big Data" on page 17

"Customizable Monitors" on page 17
"Database Monitors" on page 17

"Generic Monitors" on page 17

"Integration Monitors" on page 18

"Media Monitors" on page 18

"Network Monitors" on page 19

"Server Monitors" on page 19

"Virtualization and Cloud Monitors" on page 20

"Web Transaction Monitors" on page 20

Application Monitors

"Active Directory Replication Monitor" on page 60
"Apache Server Monitor" on page 68

"BroadVision Application Server Monitor" on page 72
"Check Point Monitor" on page 79

"Cisco Works Monitor" on page 81

"Citrix Monitor" on page 87

"ColdFusion Server Monitor" on page 93

"COM+ Server Monitor" on page 97

"F5 Big-IP Monitor" on page 280

"HAProxy Monitor" on page 325

HP SiteScope (11.30)
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o "Mail Monitor" on page 403

o "MAPI Monitor" on page 408

« "Memcached Statistics Monitor" on page 414

o "Microsoft ASP Server Monitor" on page 423

« "Microsoft Exchange Monitor" on page 428

« "Microsoft Exchange Base Monitor" on page 437

« "Microsoft Exchange 2000/2003/2007 Message Traffic Monitor" on page 459
« "Microsoft Exchange 5.5 Message Traffic Monitor (Deprecated)" on page 462
« "Microsoft Exchange 2003 Mailbox Monitor (Deprecated)" on page 465

« "Microsoft Exchange 2003 Public Folder Monitor (Deprecated)" on page 469
o "Microsoft [IS Server Monitor" on page 480

« "News Monitor" on page 572

« "Oracle 9i Application Server Monitor" on page 583

« "Oracle 10g Application Server Monitor" on page 575

« "Radius Monitor" on page 602

o "SAP CCMS Monitor" on page 613

o "SAP CCMS Alerts Monitor" on page 621

o "SAP Java Web Application Server Monitor" on page 626

o "SAP Performance Monitor" on page 631

o "SAP Work Processes Monitor" on page 638

« "Siebel Application Server Monitor" on page 661

« "Siebel Log File Monitor" on page 671

« "Siebel Web Server Monitor" on page 675

o "SunONE Web Server Monitor" on page 708

o "Tuxedo Monitor (Deprecated)" on page 724
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o "UDDI Monitor" on page 729

o "WebLogic Application Server Monitor" on page 892

o "Web Server Monitor" on page 877

o "WebSphere Application Server Monitor" on page 898
o "WebSphere MQ Status Monitor" on page 925

o "WebSphere Performance Servlet Monitor" on page 935

Big Data
« "Hadoop Monitor" on page 310

o "HP Vertica JDBC Monitor" on page 342

Customizable Monitors
o "Custom Monitor" on page 110
« "Custom Database Monitor" on page 127
« "Custom Log File Monitor" on page 150

o "Custom WMI Monitor" on page 177

Database Monitors
« "Database Counter Monitor" on page 197
« "Database Query Monitor" on page 206
« "DB2 JDBC Monitor" on page 222
« "LDAP Monitor" on page 380
o "Microsoft SQL Server Monitor" on page 504
« "Oracle Database Monitor" on page 586

« "Sybase Monitor (Deprecated)" on page 713

Generic Monitors

« "Composite Monitor" on page 101

HP SiteScope (11.30)
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« "Directory Monitor" on page 231

o "Dynamic JMX Monitor" on page 256

« "File Monitor" on page 286

o "Formula Composite Monitor" on page 292
o "JMX Monitor" on page 357

« "Log File Monitor" on page 389

« "Multi Log Monitor" on page 555

« "Script Monitor" on page 645

« "Syslog Monitor" on page 717

o "Web Service Monitor" on page 881

o "XML Metrics Monitor" on page 940

Integration Monitors

« "HP OM Event Monitor" on page 946

« "HP Service Manager Monitor" on page 958

« "NetScout Event Monitor" on page 965

« "Technology Database Integration Monitor" on page 969

« "Technology Log File Integration Monitor" on page 984

« "Technology SNMP Trap Integration Monitor" on page 997

« "Technology Web Service Integration Monitor" on page 1010

Media Monitors

o "Microsoft Lync Server 2010 Monitors" on page 488 (Microsoft A/V Conferencing Server, Microsoft
Archiving Server, Microsoft Director Server, Microsoft Edge Server, Microsoft Front End Server,
Microsoft Mediation Server, Microsoft Monitoring and CDR Server, and Microsoft Registrar Server)

o "Microsoft Windows Media Player Monitor (Deprecated)" on page 529

o "Microsoft Windows Media Server Monitor" on page 532
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« "Real Media Player Monitor (Deprecated)" on page 605

« "Real Media Server Monitor" on page 608

Network Monitors
o "DNS Monitor" on page 241
o "FTP Monitor" on page 296
« "Microsoft Windows Dial-up Monitor (Deprecated)" on page 513
« "Network Bandwidth Monitor" on page 566
« "Ping Monitor" on page 596
« "Port Monitor" on page 599
o "SNMP Monitor" on page 682
o "SNMP Trap Monitor" on page 696

o "SNMP by MIB Monitor" on page 689

Server Monitors
« "Browsable Windows Performance Counter Monitor" on page 76
« "CPU Monitor" on page 104
« "Disk Space Monitor (Deprecated)" on page 236
o "DHCP Monitor" on page 229
« "Dynamic Disk Space Monitor" on page 244
« "HPILO (Integrated Lights-Out) Monitor" on page 328
« "HP NonStop Event Log Monitor" on page 333
« "HP NonStop Resources Monitor" on page 338
o "IPMI Monitor" on page 354
o "Memory Monitor" on page 417

o "Microsoft Windows Event Log Monitor" on page 517
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o "Microsoft Windows Performance Counter Monitor" on page 537
o "Microsoft Windows Resources Monitor" on page 541

« "Microsoft Windows Services State Monitor" on page 550

« "Service Monitor" on page 655

« "UNIX Resources Monitor" on page 731

Virtualization and Cloud Monitors
« "Amazon Web Services Monitor" on page 63
« "Generic Hypervisor Monitor" on page 302
o "KVM Monitor" on page 370
« "Microsoft Hyper-V Monitor" on page 472
« "Solaris Zones Monitor" on page 700
« "VMware Datastore Monitor" on page 805

« "VMware Host Monitors" on page 818 (VMware Host CPU, VMware Host Memory, VMware Host
Network, VMware Host State, and VMware Host Storage)

« "VMware Performance Monitor" on page 844

Web Transaction Monitors
« "e-Business Transaction Monitor" on page 275
« "Link Check Monitor" on page 385
o "URL Monitor" on page 737
« "URL Content Monitor" on page 753
« "URL List Monitor" on page 768
« "URL Sequence Monitor" on page 778

o "Web Script Monitor" on page 864
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Chapter 3: Monitor Permissions and Credentials

This section contains a table of SiteScope monitors. Each monitor is listed with its corresponding
protocol, the user permissions and credentials needed to access the monitor, and any further notes.

The purpose of this section is to provide you with basic information about the permissions needed to
secure your SiteScope monitors.

Protocol / User Permissions and

Monitor Name Technology Credentials Notes
Amazon Web HTTPS AWS AccessKey ID, This monitor uses secret access keys
Services AWS Secretkey provided by Amazon. User can find them at

Amazon's official site under the user’s
profile. The HTTP connection is secured.

Apache Server HTTP, None needed unless
HTTPS required to access the
server statistics page.
BroadVision Proprietary
CheckPoint SNMP Community string. This monitor does not support SNMP V3, so
Firewall-1 the community string passes plain text over

the network. The target's SNMP agent may
be configured so that the community string
can only be used to read a subset of the
MIB. The implication for such a
configuration is that if an unauthorized
person obtained the community string, he
would only be able to read OIDs from the
agent (but not be able to set them).

HP SiteScope (11.30) Page 21 of 1025



Monitor Reference

Chapter 3: Monitor Permissions and Credentials

Protocol /
Monitor Name Technology
Cisco Works SNMP
Citrix Server NetBIOS,
WMI
ColdFusion NetBIOS,
WMI
COM+ HTTP,
HTTPS

HP SiteScope (11.30)

User Permissions and
Credentials

Community string or
user name/password,
depending on SNMP
version.

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

Notes

The safest possible configuration for this
monitor is running it against an agent
configured to use SNMP V3 with
authentication (SHA or MD5) and DES
encryption for privacy. In this configuration,
no unencrypted SNMP data passes over the
network. This greatly reduces the risk that a
malicious user could compromise the
monitored device. It does not take into
account security vulnerabilities from
implementation bugs in the monitored
device's SNMP agent.

The riskiest configuration of this monitor is
to use SNMP V1 with a community string
that has both read and write access on the
entire MIB implemented by the agent on the
monitored device. In this configuration, a
malicious user could obtain the community
string by eavesdropping on the network,
and then use that community string to
reconfigure the device.

See notes in "Monitoring Performance
Objects on Windows" on page 37.

See notes in "Monitoring Performance
Objects on Windows" on page 37.
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Protocol / User Permissions and

Monitor Name Technology Credentials Notes
CPU (Windows) NetBIOS, Specific access Add the server where SiteScope is running
WMI permissions are to the Domain Admin group in Active

required for monitoring Directory (for Windows 2003 or later). With
performance objects on  this option, the SiteScope service is set to
Windows (see log on as a local system account, but the
"Monitoring Performance = machine where SiteScope is running is
Objects on Windows" on ' added to a group having domain

page 37). administration privileges.

Edit the registry access permissions for all
machines in the domain to enable non-
admin access. For details on enabling non-
admin users to remotely monitor machines
with perfmon, see Microsoft Knowledge
Base article 164018
(http://support.microsoft.com/kb/164018/en-
us). This option requires changes to the
registry on each remote machine that you
want to monitor. This means that while the
list of servers in the domain includes all
machines in the domain, only those whose
registry has been modified can be
monitored without use of a connection

profile.
CPU (Solaris/ Telnet, Need shell access to the ' Itis possible to restrict logged-in users’
Linux) SSH, rlogin | remote server. Itisalso | access by using UNIX group permissions
necessary for the for the commands that SiteScope would run.
logged-in user to have A list of the relevant commands for a
permissions to run particular operating system can be found in
specific executable the templates.os files.
programs.
Database Counter JDBC User credentials are The user needs sufficient permission to

needed to authenticate  execute any specified SQL statements.
access to the particular

database. Each

database has a

particular method for

providing access control

to the particular tables

that need to be

accessed.
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Protocol /
Monitor Name Technology
Directory Shell
Directory NetBIOS
(Windows)
Directory (Solaris/ = Telnet,
Linux) SSH, rlogin
Disk Space NetBIOS,
(Windows) WMI
Disk Space Telnet,
(Solaris/ Linux) SSH, rlogin
Dynamic Disk NetBIOS,
Space (Windows) | WMI
Dynamic Disk Telnet,
Space (Solaris/ SSH, rlogin
Linux)

HP SiteScope (11.30)

User Permissions and
Credentials

Need shell access to the
remote server.
Supported access
protocols are telnet,
SSH, and rlogin. ltis
also necessary for the
logged-in user to have
permissions to run
specific executable
programs.

Read-only file system
access.

Read-only file system
access to the particular
files.

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

Need shell access to the
remote server. Itis also
necessary for the
logged-in user to have
permission to run
specific executable
programs.

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

Need shell access to the
remote server. ltis also
necessary for the
logged-in user to have
permission to run
specific executable
programs.

Notes

Itis possible to restrict logged-in users’
access by using UNIX group permissions
for the commands that SiteScope would run.
Alist of the relevant commands for a
particular operating system can be found in
the templates.os files.

Permissions for specific files can be
controlled at the operating system level.

Permissions for specific files can be
controlled at the operating system level.

Itis possible to restrict logged-in users’
access by using UNIX group permissions
for the commands that SiteScope would run.
A list of the relevant commands for a
particular operating system can be found in
the templates.os files.

Itis possible to restrict logged-in users’
access by using UNIX group permissions
for the commands that SiteScope would run.
A list of the relevant commands for a
particular operating system can be found in
the templates.os files.
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Protocol /
Monitor Name Technology
Dynamic JMX RMI, lIOP
F5 Big-IP SNMP

File (Windows) NetBIOS,

WMI
File (Solaris/ Telnet,
Linux) SSH, rlogin
FTP FTP
Generic Telnet,
Hypervisor SSH, and
rlogin

HP SiteScope (11.30)

User Permissions and
Credentials

None needed for
SiteScope. The server
may require a valid user
name and password.

Community string or
user name/password
depending on SNMP
version.

Windows permissions
for read-only access to
log file.

Read-only file
permission to the target
file system.

Valid user name and
password for the FTP
site with read-only
permission to copy the
user-specified file. The
customer site may permit
anonymous logon.

Need shell access to the
remote server. ltis also
necessary for the
logged-in user to have
permission to run
specific executable
programs.

Notes

The safest possible configuration for this
monitor is running it against an agent
configured to use SNMP V3 with
authentication (SHA or MD5) and DES
encryption for privacy. In this configuration,
no unencrypted SNMP data passes over the
network. This greatly reduces the risk that a
malicious user could compromise the
monitored device. It does not take into
account security vulnerabilities from
implementation bugs in the monitored
device's SNMP agent.

The riskiest configuration of this monitor is
to use SNMP V1 with a community string
that has both read and write access on the
entire MIB implemented by the agent on the
monitored device. In this configuration, a
malicious user could obtain the community
string by eavesdropping on the network,
and then use that community string to
reconfigure the device.

Itis possible to restrict logged-in users'
access by using UNIX group permissions
for the commands that SiteScope would run.
A list of the relevant commands for a
particular operating system can be found in
the templates.os files.
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Monitor Name

Hadoop

HAProxy

HPiLO
(Integrated Lights-
Out)

HP Vertica JDBC

JMX

HP SiteScope (11.30)

Protocol /
Technology

JMX

HTTP/
HTTPS

SSH

JDBC

RML, lIOP

User Permissions and
Credentials

Valid user name and
password for Hadoop
master node JMX.

None needed for
SiteScope. The server
may require a valid user
name and password.

Should be configured by
the HP iLO system
administrator.

Valid user name and
password for the Vertica
database.

None needed for
SiteScope. The server
may require a valid user
name and password.

Notes

When configuring the remote server, select
SSH version 2 only in the Advanced
Settings pane (to make it work faster).

No explicit permissions are required for the
following tables; however, users see only
the records that correspond to tables they
have permissions to view:

- active_events

- disk_storage

- configuration_parameters
- critical_hosts

- critical_nodes

- disk_resource_rejection
- disk_storage

- host_resources
-nodes

- locks

- node_resources

- projections

- query_metrics

- query_profiles

- recovery_status

- resource_pools

- resource_pool_status

- resource_queues

- resource_rejections

- resource_usage

- system

- system_services

- wos_container_storage

The user must be a Superuser to view data
from the following tables:

4

- database_backups tree branch “Backups’
- storage_tiers tree branch “Storage Tiers”
- system_resource_usage tree branch
“System Resource Usage”
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Protocol /
Monitor Name Technology
KVM Telnet,
SSH, and
rlogin
LDAP LDAP
Link Check HTTP/
HTTPS
Log File NetBIOS
(Windows)
Log File (Solaris/ ' Telnet,
Linux) SSH, rlogin
Mail SMTP
MAPI MAPI
Memory NetBIOS,
(Windows) WMI

HP SiteScope (11.30)

User Permissions and
Credentials

Need shell access to the
remote server. ltis also
necessary for the
logged-in user to have
permission to run
specific executable
programs.

Valid user name and
password on the LDAP
server to do simple
authentication. Query or
search operations
require appropriate
permissions.
Anonymous
authentication also
supported in version 7.9.

None needed unless the
HTTP/HTTPS site
requires a user
name/password.

Windows permissions
for read-only access to
log file.

Need shell access to the
remote server. ltis also
necessary for the
logged-in user to have
permissions to run
specific executable
programs. Read-only file
permissions to the target
file system.

A valid email account
and password.

User name/password of
one or two email
accounts to send and
receive test emails.

Same as Microsoft ASP
Server monitor.

Notes

Itis possible to restrict logged-in users'
access by using UNIX group permissions
for the commands that SiteScope would run.
Alist of the relevant commands for a
particular operating system can be found in
the templates.os files.

User needs sufficient permission to click on
links.

Itis possible to restrict logged-in users’
access by using UNIX group permissions
for the command that SiteScope would run.
A list of the relevant commands for a
particular operating system can be found in
the templates.os files.

SiteScope must run as local administrator
on the SiteScope server. Test email
accounts must have local administrator
authority in the SiteScope server.
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Protocol / User Permissions and

Monitor Name Technology Credentials Notes

Memory (Solaris/  Telnet, Need shell access to the | ltis possible to restrict logged-in users’

Linux) SSH, rlogin ' remote server. ltisalso  access by using UNIX group permissions
necessary for the for the commands that SiteScope would run.
logged-in user to have Alist of the relevant commands for a
permissions to run particular operating system can be found in
specific executable the templates.os files.
programs.

Memcached TCP None needed.

Statistics

Microsoft NetBIOS, Specific access See notes in "Monitoring Performance

Archiving Server  WMI permissions are Objects on Windows" on page 37.

required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on

page 37).
Microsoft ANV NetBIOS, Specific access See notes in "Monitoring Performance
Conferencing WMI permissions are Objects on Windows" on page 37.
Server required for monitoring

performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on

page 37).
Microsoft ASP NetBIOS, Specific access See notes in "Monitoring Performance
Server WMI permissions are Objects on Windows" on page 37.

required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on

page 37).
Microsoft Director = NetBIOS, Specific access See notes in "Monitoring Performance
Server WMI permissions are Objects on Windows" on page 37.

required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on

page 37).
Microsoft Edge NetBIOS, Specific access See notes in "Monitoring Performance
Server WMI permissions are Objects on Windows" on page 37.

required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).
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Protocol /
Monitor Name Technology

Microsoft PowerShell

Exchange v1.0 (for
Microsoft
Exchange
Server
2007)

PowerShell
v2.0 (for
Microsoft
Exchange
Server
2010)

Microsoft PowerShell
Exchange Base v2

Microsoft Front NetBIOS,

End Server WMI
Microsoft IS NetBIOS,
Server WMI
Microsoft NetBIOS,

Mediation Server | WMI

HP SiteScope (11.30)

User Permissions and
Credentials

SiteScope must be run
by administrator on local
machine and this
administrator must be in
Exchange Server
administrators group.

SiteScope must be run
by administrator on local
machine and this
administrator must be in
Exchange Server
administrators group.

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

Notes

This monitor can monitor:

« Microsoft Exchange Server 2010 (with
SiteScope on an operating system with
PowerShell v.2)

« Microsoft Exchange Server 2013 (with
SiteScope on operating system
operating system with PowerShell v.2)

See notes in "Monitoring Performance
Objects on Windows" on page 37.

See notes in "Monitoring Performance
Objects on Windows" on page 37.

See notes in "Monitoring Performance
Objects on Windows" on page 37.
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Monitor Name

Microsoft
Monitoring and
CDR Server

Microsoft
Registrar Server

Microsoft SQL
Server

Microsoft
Windows Event
Log

Microsoft
Windows Media
Player

Microsoft
Windows Media
Server

HP SiteScope (11.30)

Protocol /
Technology

NetBIOS,
WMI

NetBIOS,
WMI

NetBIOS,
WMI

NetBIOS,
WMI

Telnet,
SSH, rlogin

NetBIOS,
WMI

User Permissions and
Credentials

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

Read-only file
permission to the target
file system.

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

Notes

See notes in "Monitoring Performance
Objects on Windows" on page 37.

See notes in "Monitoring Performance
Objects on Windows" on page 37.

See notes in "Monitoring Performance
Objects on Windows" on page 37.

See notes in "Monitoring Performance
Objects on Windows" on page 37.

See notes in "Monitoring Performance
Objects on Windows" on page 37.
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Monitor Name

Microsoft
Windows
Performance
Counter

Microsoft
Windows
Resources

Multi Log
(Windows)

Multi Log (Solaris/
Linux)

Network
Bandwidth

HP SiteScope (11.30)

Protocol /
Technology

NetBIOS

NetBIOS,
WMI

NetBIOS

Telnet,
SSH, rlogin

SNMP

User Permissions and
Credentials

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

Windows permissions
for read-only access to
log file.

Need shell access to the
remote server. ltis also
necessary for the
logged-in user to have
permissions to run
specific executable
programs. Read-only file
permissions to the target
file system.

Community string or
user name/password
depending on SNMP
version.

Notes

See notes in "Monitoring Performance
Objects on Windows" on page 37.

See notes in "Monitoring Performance
Objects on Windows" on page 37.

Itis possible to restrict logged-in users’
access by using UNIX group permissions
for the command that SiteScope would run.
A list of the relevant commands for a
particular operating system can be found in
the templates.os files.

The safest possible configuration for this
monitor is running it against an agent
configured to use SNMP V3 with
authentication (SHA or MD5) and DES
encryption for privacy. In this configuration
no unencrypted SNMP data passes over the
network. This greatly reduces the risk thata
malicious user could compromise the
monitored device. It does not take into
account security vulnerabilities from
implementation bugs in the monitored
device's SNMP agent.

The riskiest configuration of this monitor is
to use SNMP V1 with a community string
that has both read and write access on the
entire MIB implemented by the agent on the
monitored device. In this configuration, a
malicious user could obtain the community
string by eavesdropping on the network,
and then use that community string to
reconfigure the device.
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Monitor Name

News

Oracle 9i
Application Server

Oracle Database

Ping
Port

Radius

Real Media
Player

Real Media
Server

SAP CCMS

SAP CCMS Alert

SAP Performance
or SAP Work
Processes

HP SiteScope (11.30)

Protocol /
Technology

NNTP

HTTP/
HTTPS

JDBC

ICMP
TCP

Radius

Telnet,
SSH, rlogin

NetBIOS,
WMI

Proprietary

Proprietary

Proprietary

User Permissions and
Credentials

A valid user name and
password if the news
server requires it, with
read-only permission to
query total number of
messages in the news
groups.

An Oracle user logs in
with the ability to
execute all the SQL
statements found in
<SiteScope root
directory>\
templates.applications\
commands.oraclejdbc.

N/A
N/A

A valid user name and
password on the Radius
server. No other
permissions are needed.

Read-only file
permission on the target
file system.

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

XMl authorization.

Notes

SiteScope’s IP must be added to the list of

servers enabled to communicate with the

Radius server. It must also be configured to

do PAP authentication.

See notes in "Monitoring Performance
Objects on Windows" on page 37.

Profiles that have XMl authorization are S_

A.SYSTEM, PD_CHICAGO, S_WF_
RWTEST, and SAP_ALL.
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Protocol /
Monitor Name Technology
Script (Windows) | Telnet,
SSH, rlogin
Script (Solaris/ Telnet,
Linux) SSH, rlogin
Scripton local Telnet,
machine (Solaris, = SSH, rlogin/
Linux and NetBIOS
Windows)
Service NetBIOS,
(Windows) WMI
Service (Solaris/ | Telnet,
Linux) SSH, rlogin
Siebel Application | CmdLine
Server (previously
Siebel Server
Manager)
Siebel Log Telnet,
SSH, rlogin

HP SiteScope (11.30)

User Permissions and
Credentials

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

Need shell access to the
remote server. ltis also
necessary for the
logged-in user to have
permissions to run
specific executable
programs.

Read-only file
permission to the target
file system.

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
page 37).

Need shell access to the
remote server. ltis also
necessary for the
logged-in user to have
permissions to run
specific executable
programs.

User account must have
Siebel Administrator
Responsibility privileges
to issue Siebel server
manager (srvrmgr)
commands.

File read-only
permission to the target
Siebel server file system.

Notes

See notes in "Monitoring Performance
Objects on Windows" on page 37.

Itis possible to restrict logged-in users’
access by using UNIX group permissions
for the commands that SiteScope would run.
A list of the relevant commands for a
particular operating system can be found in
the templates.os files.

See notes in "Monitoring Performance
Objects on Windows" on page 37.

Itis possible to restrict logged-in users’
access by using UNIX group permissions
for the commands that SiteScope would run.
A list of the relevant commands for a
particular operating system can be found in
the templates.os files.

If the srvrmgr client is remote then a Remote
(Windows or UNIX) must be set up with the
appropriate user name and password
credentials for executing the remote srvrmgr
command.
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Monitor Name

Siebel Web
Server

SNMP

SNMP by MIB

HP SiteScope (11.30)

Protocol /
Technology

HTTP/
HTTPS

SNMP

SNMP

User Permissions and
Credentials

User name and
password are needed if
target Siebel Extensions
Page is behind third-
party, HTML, form-based
authentication software.

Community string or
user name/password,
depending on the SNMP
version.

Community string or
user name and
password, depending on
the SNMP version.

Notes

User must have permission to retrieve the
Siebel SWE page.

The safest possible configuration for this
monitor is running it against an agent
configured to use SNMP V3 with
authentication (SHA or MD5) and DES
encryption for privacy. In this configuration,
no unencrypted SNMP data passes over the
network. This greatly reduces the risk thata
malicious user could compromise the
monitored device. It does not take into
account security vulnerabilities from
implementation bugs in the monitored
device's SNMP agent.

The riskiest configuration of this monitor is
to use SNMP V1 with a community string
that has both read and write access on the
entire MIB implemented by the agent on the
monitored device. In this configuration, a
malicious user could obtain the community
string by eavesdropping on the network,
and then use that community string to
reconfigure the device.

The safest possible configuration for this
monitor is running it against an agent
configured to use SNMP V3 with
authentication (SHA or MD5) and DES
encryption for privacy. In this configuration,
no unencrypted SNMP data passes over the
network. It greatly reduces the risk that a
malicious user could compromise the
monitored device. It does not take into
account security vulnerabilities from
implementation bugs in the monitored
device's SNMP agent.

The riskiest configuration of this monitor is
to use SNMP V1 with a community string
that has both read and write access on the
entire MIB implemented by the agent on the
monitored device. In this configuration, a
malicious user could obtain the community
string by eavesdropping on the network,
and then use that community string to
reconfigure the device.
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Monitor Name

SNMP Trap

SunONE

Syslog

Tuxedo

URL

URL Content

URL List

URL Sequence

HP SiteScope (11.30)

Protocol /
Technology

SNMP

HTTP/
HTTPS

Telnet,
SSH, rlogin

Proprietary

HTTP/
HTTPS

HTTP/
HTTPS

HTTP/
HTTPS

HTTP/
HTTPS

User Permissions and
Credentials

None, although
permissions to configure
agents on the network to
send traps to SiteScope
are required. SiteScope
must be running as a
privileged user so that it
can bind to port 162, a
reserved port.

None, unless using a
proxy that requires
authentication.

Need shell access to the
remote server. ltis also
necessary for the
logged-in user to have
permissions to run
specific executable
programs. Read-only file
permissions to the target
file system.

PeopleSoft Tuxedo
comes with two
preconfigured users, PS
and VP, that are monitor-
only accounts. No other
user can be created or
used for SiteScope
monitoring.

None needed for
SiteScope. The server
may require a valid user
name and password.

None needed for
SiteScope. The server
may require a valid user
name and password.

None needed for
SiteScope. The server
may require a valid user
name and password.

None needed for
SiteScope. The server
may require a valid user
name and password.

Notes

The security risk associated with SNMP V1

and V2 traps is that a malicious user could

eavesdrop on the data thatis passed in the
traps.

Using V3 traps with authentication and
privacy greatly reduces the chance that data
can be used maliciously by eavesdroppers.

Itis possible to restrict logged-in users’
access by using UNIX group permissions
for the command that SiteScope would run.
Alist of the relevant commands for a
particular operating system can be found in
the templates.os files.
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Protocol /
Monitor Name Technology
VMware HTTPS
Datastore
VMware Host HTTPS
CPU/ Memory/
Storage/ Network/
State
Web Server NetBIOS
Web Server Telnet,

(Solaris, Linux SSH, rlogin
and Windows)

Web Service HTTP/
HTTPS

WeblLogic SNMP

Application Server

5.x

WebLogic RMI

Application Server

6.x and later

WebSphere HTTP/

Application Server HTTPS

(SOAP over

HTTP)

HP SiteScope (11.30)

User Permissions and
Credentials

Valid username and
password for vCenter

Valid username and
password for
vCenter/Host.

Specific access
permissions are
required for monitoring
performance objects on
Windows (see
"Monitoring Performance
Objects on Windows" on
the next page).

Read-only file
permission to the target
file system.

Supports basic, digest,
and NTLM
authentication if required
by the target Web
service.

Community string
credential must match
the string in the SNMP
agent.

Requires a user that
belongs to a group with
at least monitor role
privilege.

Requires a user that has
or belongs to a group
with at least the monitor
role privilege.

Notes

User needs sufficient permissions to view
datacenters, datastores, and vmdisks. For
vmdisks, user should have Datastore
browsable permissions. These monitors
also require importing server certificates
from vCenter. This can be done using
Certificate Management in SiteScope
(either before or during monitor
configuration, using the Import Certificate
option).

User needs sufficient permissions to view
hosts and VMs. These monitors also require
importing server certificates from
vCenter/Host. This can be done manually or
by using Certificate Managementin
SiteScope (either before or during monitor
configuration, using the Import Certificate
option).

See notes in "Monitoring Performance
Objects on Windows" on the next page.
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Protocol / User Permissions and

Monitor Name Technology Credentials Notes
WebSphere MQ Proprietary = SiteScope account must
Status be a member of mgm

group in the MQ

Windows server.

In MQ UNIX, the server

connection channel

used must not require

SSL authentication.
WebSphere HTTP/ HTTP authentication
Performance HTTPS through user name and
Servlet password to the URL of

Monitoring Performance Objects on Windows

Access Permissions:

the servlet. Credentials
can be customized by
the user.

Monitoring performance objects on Windows requires that a user have specific access permissions as
described in the Microsoft Knowledge Base for article 300702

(http://support.microsoft.com/kb/300702/en-us) and article 164018

(http://support.microsoft.com/kb/164018/en-us).

These articles describe the permissions and security policies that should be granted to the user on the

monitored server.

Notes:

« Perfmon User. A user that was granted the required privileges to be able to monitor performance

HP SiteScope (11.30)

objects on Windows servers.

The Performance Monitor Users (on Windows 2003), Power Users, and Administrators groups
on Windows servers are already associated with the set of permissions and security policies that
are required for a Perfmon User. Any user that belongs to these groups has all required permissions
to monitor the performance objects and automatically becomes a Perfmon User. The Performance
Monitor Users group contains the exact set of privileges whereas the Power Users and
Administrators groups are associated with multiple additional privileges that are not required for
performance monitoring.

SiteScope User. The user that the SiteScope service logs on as.

For SiteScope monitors to be able to collect perfmon data from remote servers, connections must
be established to these servers using the credentials of a user defined as a Perfmon User. These
connections can be established with the following options:
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m Configure the SiteScope user to be a domain user that is also a user on the remote machines.

m  Where the SiteScope User is not defined as a Perfmon User on remote machines, a Remote NT
object must be configured in SiteScope using the credentials of a user that is defined as a
Perfmon User on the remote machine. Monitors are then configured to use the Remote NT
object.
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This section contains a table of SiteScope monitors. Each monitor is listed with the versions of the
applications and operating systems that are supported for monitoring.

Monitor Supported Versions and Platforms

Active Directory | This monitor supports monitoring remote servers running on
Replication the following Windows operating systems: Windows Server
2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

Amazon Web This monitor supports monitoring on Amazon CloudWatch API
Services version 2010-08-01.
Apache Server This monitor supports monitoring remote servers running on

Apache 1.3.9, 1.3.12, 2.0, 2.2, and 2.4 servers.

BroadVision This monitor supports monitoring remote servers running on
Application BroadVision 4.1, 5.x, and 6.0 servers.

Server

Cisco Works This monitor supports monitoring on Cisco Works 2000

servers and later.
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Monitor

Citrix

ColdFusion

COM+ Server

HP SiteScope (11.30)

Supported Versions and Platforms

This monitor supports monitoring remote servers running
on:

m Citrix MetaFrame 1.8 Service Pack 3

m Citrix MetaFrame XP(s,a,e) Feature Release 1/Service
Pack 1

m Citrix MetaFrame XP(s,a,e) Feature Release 2/Service
Pack 2

m Citrix Presentation Server 3.5, 4.x
m Citrix XenApp 4.6, 5.0, 6.0, 6.5

This monitor is supported in SiteScopes running on
Windows platforms, and on UNIX versions if the remote
server being monitored has been configured for SSH. For
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide.

This monitor supports WMI (Windows Management
Instrumentation) as a method for gathering statistics. For
details, see Configure the WMI Service for Remote
Monitoring in the Using SiteScope Guide.

This monitor supports monitoring ColdFusion 4.5.x and 9
servers.

This monitor is supported in SiteScopes running on
Windows platforms and on UNIX versions if the remote
server being monitored has been configured for SSH. For
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide.

This monitor supports WMI (Windows Management
Instrumentation) as a method for gathering statistics. For
details, see Configure the WMI Service for Remote
Monitoring in the Using SiteScope Guide.

This monitor supports monitoring COM+ software components
running on Microsoft Windows Server 2003, 2008, and 2008
R2 servers.
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Monitor

CPU

Database
Counter

Database Query

DB2JDBC

Directory

HP SiteScope (11.30)

Supported Versions and Platforms

This monitor supports monitoring on any database with a valid

This monitor is supported in SiteScopes running on
Windows platforms and on UNIX versions if the remote
server being monitored has been configured for SSH (for
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide).

This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

This monitor supports WMI (Windows Management
Instrumentation) as a method for gathering statistics. For
details, see Configure the WMI Service for Remote
Monitoring in the Using SiteScope Guide.

JDBC driver that supports SQL queries.

This monitor supports monitoring on any database with a valid

JDBC driver that supports SQL queries.

This monitor supports monitoring DB2 8.x, 9.x, and 10.1
servers.

It supports all operating systems with a supported JDBC
driver and DB2 snapshot feature.

This monitor is supported in SiteScopes running on
Windows platforms and on UNIX versions if the remote
server being monitored has been configured for SSH. For
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide.

This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows

Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

This monitor supports monitoring remote servers running

on HP NonStop operating systems. For details on enabling
the HP NonStop operating system monitoring environment,

see "How to Configure the HP NonStop Resources
Monitor" on page 339.
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Monitor

Dynamic Disk
Space

Dynamic JMX

F5 Big-IP

HP SiteScope (11.30)

Supported Versions and Platforms

This monitor is supported in SiteScopes running on
Windows platforms and on UNIX versions if the remote
server being monitored has been configured for SSH. For
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide.

This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

This monitor supports monitoring remote servers running
on HP NonStop operating systems. For details on enabling
the HP NonStop operating system monitoring environment,
see "How to Configure the HP NonStop Resources
Monitor" on page 339.

This monitor supports WMI (Windows Management
Instrumentation) as a method for gathering statistics. For
details, see Configure the WMI Service for Remote
Monitoring in the Using SiteScope Guide.

This monitor supports monitoring on:

WebLogic 11g (10.3.1-10.3.5), 12c

Apache Tomcat 5.0, 5.5, 6.0, 6.0.33, 7.0.25

Oracle Application Server 10.1.3g

JBoss servers 4.0.3, 4.2,5.0, 5.1,6.0,6.1, 7.0, 7.1.x
JBoss EAP 6.1.x-6.2.x

Sun Glassfish Enterprise Server 2.1, 3.1

WildFly 8.0.0

This monitor supports monitoring F5 Big-IP 4.0, 10.x.
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Supported Versions and Platforms

This monitor supports monitoring UNIX remote servers that
have been configured in SiteScope and the local SiteScope
machine only.

This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

This monitor supports monitoring remote servers running
on HP NonStop operating systems. For details on enabling
the HP NonStop monitoring environment, see "How to
Configure the HP NonStop Resources Monitor" on

page 339.

This monitor supports monitoring remote servers running on
UNIX remotes only. It has been tested on a KVM environment.

This monitor supports monitoring Hadoop 1.x on GNU/Linux.

This monitor supports monitoring HAProxy 1.3 and 1.4 on
remote servers running on:

Linux 2.4 on x86, x86_64, Alpha, SPARC, MIPS, PARISC
Linux 2.6 on x86, x86_64, ARM (ixp425), PPC64

Solaris 8/9 on UltraSPARC 2 and 3

Solaris 10 on Opteron and UltraSPARC

FreeBSD 4.10 - 8 on x86

OpenBSD 3.1 to -current on i386, amd64, macppc, alpha,
sparc64 and VAX (check the ports)

The HP iLO monitor supports monitoring HP iLO 2, 3, and 4.

The minimum officially supported version of the HP
NonStop Open System Management (OSM) Event Viewer
is T0682 HO2 ABU (released May 2009).

All G-Series, H-Series, and J-Series NonStop RVUs are
supported.

All G-Series, H-Series, and J-Series NonStop RVUs are
supported.
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Monitor Supported Versions and Platforms

HP Vertica JDBC = The HP Vertica monitor supports monitoring on Vertica
Community Edition and Vertica Analytics Platform 6.0.1, 6.1,
7.0.

JMX This monitor supports monitoring on:

« WebLogic 11g (10.3.1-10.3.5), 12¢

Note: Monitoring WebLogic 9.x and 10.x is no longer
supported due to different Java versions run by
SiteScope 11.2x or later, and WebLogic Application
Server 9.x and 10.x.

« Apache Tomcat 5.0, 5.5, 6.0, 6.0.33, 7.0.25

« Oracle Application Server 10.1.3g

. JBossservers 4.0.3, 4.2, 5.0,5.1,6.0,6.1,7.0, 7.1.x
o JBoss EAP 6.1.x-6.2.x

« Sun Glassfish Enterprise Server 2.1, 3.1

» WildFly 8.0.0

KVM This monitor supports monitoring remote servers running on
UNIX remotes only. It has been tested on Linux #29-Ubuntu
SMP 3.0.0-16-generic.

LDAP This monitor supports monitoring remote servers running on
the following Windows operating systems: Windows Server
2003, 2003 R2, 2008, 2008 R2, 2012.

Log File « This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

« This monitor also supports monitoring remote servers
running on UNIX and HP NonStop operating systems. For
details on enabling the HP NonStop operating system
monitoring environment, see "How to Configure the HP
NonStop Resources Monitor" on page 339.

MAPI This monitor is supported in SiteScopes that are running on
Windows versions only.
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Monitor Supported Versions and Platforms

Memory « This monitor is supported in SiteScopes running on
Windows platforms and on UNIX versions if the remote
server being monitored has been configured for SSH (see
SiteScope Monitoring Using Secure Shell (SSH) in the
Using SiteScope Guide).

« This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

Note: If you are monitoring a Windows remote server
using the NetBIOS method, only virtual memory
counters are available.

« This monitor supports WMI (Windows Management
Instrumentation) as a method for gathering statistics. For
details, see Configure the WMI Service for Remote
Monitoring in the Using SiteScope Guide.

Note: Physical memory (free space and used %) can
only be monitored on Windows remote servers using
the WMI connection method.

« Monitoring physical and virtual memory is not supported
using the Rlogin connection method on UNIX remote

servers.
Microsoft ASP « This monitor is supported in SiteScopes running on
Server Windows platforms and on UNIX versions if the remote

server being monitored has been configured for SSH. For
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide.

« This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

« This monitor supports WMI (Windows Management
Instrumentation) as a method for gathering statistics. For
details, see Configure the WMI Service for Remote
Monitoring in the Using SiteScope Guide.

Microsoft This monitor supports monitoring Microsoft Exchange Server
Exchange 2007 with PowerShell v1.0, and Microsoft Exchange Server
2010 with PowerShell v2.0.
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\Y
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Supported Versions and Platforms

Microsoft Exchange Server 2010 and 2013 on Windows
platforms only.

Note: PowerShell v2.0 must be used on the SiteScope-side.

This monitor is supported in SiteScopes that are running on
Windows versions only.

This monitor is supported in SiteScopes that are running on
Windows versions only.

This monitor is supported in SiteScopes that are running on
Windows versions only.

« This monitor is supported in SiteScopes running on
Windows platforms and on UNIX versions if the remote
server being monitored has been configured for SSH. For
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide.

« This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2. All
these supported operating systems should be with Hyper-V
role enabled.

« This monitor supports WMI (Windows Management
Instrumentation) as a method for gathering statistics. For
details, see Configure the WMI Service for Remote
Monitoring in the Using SiteScope Guide.
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Supported Versions and Platforms

This monitor is supported in SiteScopes running on
Windows platforms and on UNIX versions if the remote
server being monitored has been configured for SSH. For
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide.

The Microsoft 11S Server monitor supports monitoring the
following:

m HTTP/HTTPS services on 1S 4.0, 5.0, 7.0, 7.5, 8.0,
8.5.

s HTTP/HTTPS, FTP, NNTP and MSMQ Queue on IIS 6,

7.0, 8.0, 8.5.

This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

This monitor supports WMI (Windows Management
Instrumentation) as a method for gathering statistics. For
details, see Configure the WMI Service for Remote
Monitoring in the Using SiteScope Guide.

This monitor supports monitoring Microsoft Lync Server
2010 servers.

This monitor is supported in SiteScopes running on
Windows platforms and on UNIX versions if the remote
server being monitored has been configured for SSH. For
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide.

This monitor supports WMI (Windows Management
Instrumentation) as a method for gathering statistics. For
details, see Configure the WMI Service for Remote
Monitoring in the Using SiteScope Guide.
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Supported Versions and Platforms

The Microsoft SQL Server monitor supports monitoring
Microsoft SQL Server versions 6.5, 7.1, 2000, 2005, 2008,
2008 R2, and 2012.

This monitor is supported in SiteScopes running on
Windows platforms and on UNIX versions if the remote
server being monitored has been configured for SSH. For
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide.

This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

This monitor supports WMI (Windows Management
Instrumentation) as a method for gathering statistics. For
details, see Configure the WMI Service for Remote
Monitoring in the Using SiteScope Guide.

This monitor is supported in SiteScopes that are running on
Windows versions only.

This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012.

This monitor is supported in SiteScopes running on
Windows platforms and on UNIX versions if the remote
server being monitored has been configured for SSH. For
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide.

This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012.

This monitor supports WMI (Windows Management
Instrumentation) as a method for gathering statistics. For
details, see Configure the WMI Service for Remote
Monitoring in the Using SiteScope Guide.
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Supported Versions and Platforms

This monitor is supported in SiteScopes that are running on
Windows versions only.

This monitor supports monitoring Windows Media Player
7., 9.x, 10.x, 11.0, and 12.

Monitor video streams only with this monitor (not audio
streams).

This monitor does not support the .asx or .mov formats.

This monitor is supported in SiteScopes running on
Windows platforms and on UNIX versions if the remote
server being monitored has been configured for SSH. For
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide.

This monitor supports all supported versions of Microsoft
Windows Media Server through perfmon.

Note: Windows Media Server is supported and maintained
by Microsoft up to and including Windows Server 2008 R2
only.

This monitor supports WMI (Windows Management
Instrumentation) as a method for gathering statistics. For
details, see Configure the WMI Service for Remote
Monitoring in the Using SiteScope Guide.

This monitor is supported in SiteScopes running on
Windows platforms and on UNIX versions if the remote
server being monitored has been configured for SSH. For
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide.

This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.
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Supported Versions and Platforms

This monitor is supported in SiteScopes running on
Windows platforms and on UNIX versions if the remote
server being monitored has been configured for SSH. For
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide.

This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

This monitor supports WMI (Windows Management
Instrumentation) as a method for gathering statistics. For
details, see Configure the WMI Service for Remote
Monitoring in the Using SiteScope Guide.

This monitor is supported in SiteScopes running on
Windows platforms and on UNIX versions if the remote
server being monitored has been configured for SSH. For
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide.

This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

This monitor also supports monitoring remote servers
running on UNIX and HP NonStop operating systems. For
details on enabling the HP NonStop operating system
monitoring environment, see "How to Configure the HP
NonStop Resources Monitor" on page 339.

This monitor supports monitoring remote SNMP-enabled
network appliances.

This monitor supports monitoring Oracle 10g and 10g R3
application servers.

This monitor supports monitoring Oracle 9i application servers.
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Supported Versions and Platforms

The monitor supports monitoring server performance statistics
from Oracle Database 8i, 9i, 10g, 11i, 11g R2 (11.2.0.1), 11g
R2 Real Application Clusters (RAC), and 12c (12.1.0.1)
servers.

« This monitor is supported in SiteScopes that are running on
Windows versions only.

« This monitor supports monitoring RealNetworks Real
Media Player versions 7.x, 8.x, 9.x, and 10.x

« This monitor does not support metadata files such as the
.smi format.

This monitor is supported in SiteScopes running on Windows
platforms, and on UNIX versions if the remote server being
monitored has been configured for SSH. For details, see
SiteScope Monitoring Using Secure Shell (SSH) in the Using
SiteScope Guide.

This monitor supports monitoring all servers, components and
resources inthe R/34.6B, R/34.6C, R/34.7E, SAP ECC5
and SAP ECC6 landscape.

This monitor enables supports monitoring alerts for various
components of your SAP R/34.6B, R/34.6C, R/34.7E, and
SAP ECC5 and ECC6 landscape.

This monitor supports monitoring:

o SAP Java Web Application Server 6.40, 7.00, 7.01, 7.02,
7.3

o SAP Enterprise Portal 5.0, 6.0

o« SAP NetWeaver Portal 7.0, 7.3

This monitor supports monitoring SAP Application Servers R/3
4.6B, R/34.6C, R/34.7E, SAP ECC5 and SAP ECCS6.

This monitor supports monitoring SAP Application Servers R/3
4.6B, R/34.6C, R/34.7E, SAP ECC5 and SAP ECC6.
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Supported Versions and Platforms

This monitor is supported in SiteScopes running on
Windows platforms and on UNIX versions if the remote
server being monitored has been configured for SSH. For
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide.

This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

The Script monitor supports monitoring remote servers
running on HP NonStop operating systems. For details on
enabling the HP NonStop operating system monitoring
environment, see "How to Configure the HP NonStop
Resources Monitor" on page 339.

This monitor is supported in SiteScopes running on
Windows platforms and on UNIX versions if the remote
server being monitored has been configured for SSH. For
details, see SiteScope Monitoring Using Secure Shell
(SSH) in the Using SiteScope Guide.

This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

This monitor supports WMI (Windows Management
Instrumentation) as a method for gathering statistics. For
details, see Configure the WMI Service for Remote
Monitoring in the Using SiteScope Guide.

This monitor uses the Siebel Server Manager client to monitor
Object Manager components and task information on Siebel
7.03,7.04,7.5.3,7.7, 8.0, 8.1, 8.2- 8.2.2.4 application
servers.

This monitor supports monitoring remote servers running on
Siebel Application Server 7.03, 7.04, 7.5.3, 7.7, 8.0, 8.1, 8.2 -
8.2.2.4.

This monitor supports monitoring remote servers running on
Siebel Application Server 7.03, 7.04, 7.5.3, 7.7, 8.0, 8.1, 8.2 -
8.2.2.4.
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Supported Versions and Platforms

« This monitor supports monitoring agents of SNMP versions
1.0, 2.0, and 3.0 MD5 and SHA.

« This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012.

« This monitor supports monitoring agents of SNMP versions
1,2, and 3 MD5.

« This monitor supports monitoring remote servers running
on the following Windows operating systems: Windows
Server 2003, 2003 R2, 2008, 2008 R2, 2012.

The monitor supports monitoring traps of SNMP versions 1, 2,
and 3.

This monitor supports monitoring machines that are running on
the following Solaris operating systems: Solaris 10 update 7
(5/09) - Solaris 10 update 11 (01/13), and Solaris 11.1.

This monitor supports monitoring SUNONE oriPlanet 6.x or 7.0
servers.

« This monitor supports monitoring the server performance
data for Sybase 11.0, 11.5, 11.92, 12.x, and 15.5 database
servers.

« This monitor is supported in SiteScopes that are running on
Windows versions only.

« This monitor does not work with the 64-bit version of
SiteScope, so if you plan to work with this monitor, it is
recommended to install the SiteScope 32-bit version.

« This monitor supports monitoring server performance data
for Oracle Tuxedo 6.5, 7.1, 8.0, 8.1, 9.0, and 9.1 servers.

« This monitor is supported in SiteScopes that are running on
Windows versions only. However, this monitor can monitor
remote servers running on any platform/operating system.

« This monitor does not work with the 64-bit version of
SiteScope, so if you plan to work with this monitor, it is
recommended to install the SiteScope 32-bit version.

This monitor supports monitoring of the UDDI 2.0 server.
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Supported Versions and Platforms

This monitor supports monitoring UNIX remote servers running
on:

. Solaris 2.7, 2.8, 2.9, 5.10, 7, 8,9, 10, 10 8/11 ("U10"), 10
113 ("U11"), 11

o RedHat Linux 7.x, 8.x, 9.x

» RedHat Linux AS/ES Linux 3.x, 4.x, 5.2, 5.4-5.10, 6.0 -
6.5, 7

« Oracle Enterprise Linux 6.4, 6.5
o HP-UX11iv1 (B.11.11) on HP 9000 series:

s HP-UXB.11.11 U 9000/800 4030070275 unlimited-user
license

s HP-UXB.11.31 U ia64 4005705783 unlimited-user
license

s HP-UX11iv3

o AIX5.2,5.3,6.1,7.0,7.1

Note: The UNIX Resources monitor does not support
monitoring remote servers running on HP NonStop
operating systems; use the "HP NonStop Resources
Monitor" on page 338 instead.

The URL monitor supports monitoring HTTP versions 1.0 and
1.1.

The URL Content monitor supports monitoring HTTP versions
1.0and 1.1.

The URL List monitor supports monitoring HTTP versions 1.0
and 1.1.

This monitor supports monitoring remote servers running on
VMware vSphere 4.0, 4.1, 5.0, 5.1, 5.5.

Note: Monitoring VMware ESX(i) is not supported when
Lockdown mode is enabled.
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VMware Host This monitor supports monitoring remote servers running on:

« VMware VirtualCenter 2.x

« VMware ESX 3.x, 4.0, 4.1

o VMware ESXi 3.5,4.0,4.1,5.0, 5.1

o VMware ESX 2.5 via VirtualCenter 2.x
o VMware ESX 3.x via VirtualCenter 3.x

« VMware vSphere 4.0, 4.1, 5.0, 5.1 (also supported with
SSOlogin), 5.5

Note: Monitoring VMware ESX(i) is not supported when
Lockdown mode is enabled.

VMware This monitor supports monitoring remote servers running on:

Performance
o VMware VirtualCenter 2.x

o VMware ESX 3.x, 4.0, 4.1

o VMware ESXi 3.5, 4.0, 4.1, 5.0, 5.1

o VMware ESX 2.5 via VirtualCenter 2.x
o VMware ESX 3.x via VirtualCenter 3.x

o VMware vSphere 4.0, 4.1, 5.0, 5.1 (also supported with
SSOlogin), 5.5

Note: Monitoring VMware ESX(i) is not supported when
Lockdown mode is enabled.

HP SiteScope (11.30)
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Web Script « This monitor is supported in SiteScopes running on
Windows and Linux 64-bit environments (SiteScope is no
longer supported on 32-bit operating systems).

« This monitor supports scripts created in VuGen version
12.02 (scripts created in Vugen versions 9.51 and earlier
are retained for backward compatibility).

« From SiteScope 11.30 onwards: To use the Web Script
monitor, you must install HP Load Generator 12.02 on the
SiteScope server to run web scripts.

For details on downloading VuGen 12.02 and HP Load
Generator 12.02, see "How to Configure the Web Script
Monitor" on page 872.
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Supported Versions and Platforms

The following specification features are currently supported:
« WSDL1.1,2.0
« SOAP1.1,1.2
« Simple and Complex Types based on XML Schema 2001
« SOAP binding with the HTTP(S) protocol only
« SOAP with Attachments is not supported
o Nested WSDL

o WSDL with multi-ports and multi-services

Note:

« WSS (Web Services Security) is currently not
supported.

o SOAP and WSDL technologies are evolving. As a
result, some WSDL documents may not parse
accurately and some SOAP requests may not interact
with all Web service providers. When SiteScope is
unable to generate the correct skeleton code, for
example, if the WSDL file has errors or the
complexType element uses schema syntax that is not
supported, you can modify the XML argument as
necessary. For example, if an argument is displayed
like this:

parameters[COMPLEX] =<pPatientSSN
xsi:type="xs:string">***</pPatientSSN>

you can modify it by deleting the xs: and xsi: as
follows:

parameters[COMPLEX] =<pPatientSSN
type="string">***</pPatientSSN>

This monitor supports monitoring WebLogic Application
Servers version 6 through 8. To monitor a WebLogic
Application Server 11g (10.3.1-10.3.5) or 12¢, use a JMX
monitor.
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Supported Versions and Platforms

This monitor supports monitoring server performance statistics
from WebSphere 5.x, 6.0x, 6.1x, 7.0x, 8.0x, and 8.5x servers.

« This monitor supports monitoring on WebSphere MQ
(formerly known as MQSeries) Servers 5.2, 5.3, 5.3.1, 6.0,
7.0,7.0.1,7.0.1.3,7.1,7.1.0.5, and 7.5.

« This monitor is indifferent to the platform on which the
WebSphere MQ server is installed, whether it is Windows,
z/0S, HP-UX, Linux, AIX, or Sun Solaris.

This monitor supports monitoring WebSphere 3.0x, 3.5, 3.5.x,
4.0,5.0,5.1,5.1.1,6.0,6.0.1,6.0.2, 6.1, 7.0, 7.0.0.19,
7.0.0.21, 8.0, 8.0.0.1, and 8.0.0.2 servers.
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Use the Active Directory Replication monitor to monitor the time that it takes a change made on one
Domain Controller to replicate to up to as many as ten other Domain Controller.

Note:

« This monitor is only displayed in the user interface after deploying an Active Directory solution
template (it is not displayed in Community edition).

« To enable the monitor, you must have an Operating System Instance (OSi) license with
sufficient available capacity to create it in the SiteScope interface. For license purchase
inquiries (or if you require additional capacity), contact your HP sales representative or use the
“Contact Us” link in the HP SiteScope Product page.

Toaccess

Select the Templates context. In the template tree, expand the Solution Templates container. Right-
click the Active Directory solution template that you require, and select Deploy Template. Select the
SiteScope group container into which you want to deploy the solution template, and enter the
deployment values.

Learn About

This section includes:
» "Active Directory Replication Monitor Overview" below

« "Supported Platforms/Versions" on the next page

Active Directory Replication Monitor Overview

The Active Directory Replication monitor enables you to verify that replication, a key part of the Active
Directory System, is occurring within set thresholds. Create a separate Active Directory Replication
monitor for each Domain Controller that is being replicated throughout your system. The error and
warning thresholds for the monitor can be set on each of the monitored Domain Controllers.

No additional setup is required other than to enable access to a Domain Admin account.

The Active Directory Replication monitor works by making a small change to part of the Directory
Service tree of the configured Domain Controller. It then checks each of the configured Replicating
Domain Controllers for this small change. As the change is detected the difference between when the
change was made and when it was replicated is calculated.
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Supported Platforms/Versions

This monitor supports monitoring remote servers running on the following Windows operating systems:
Windows Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

Tasks

How to Configure the Active Directory Replication Monitor
1. Prerequisites

= This monitor is only displayed in the user interface after deploying an Active Directory solution
template. To enable the monitor, you must have an Operating System Instance (OSi) license
with sufficient available capacity. For license purchase inquiries (or if you require additional
capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

= The LDAP Authentication Tool is available when configuring this monitor to authenticate a
user on an LDAP server (provided you are an administrator in SiteScope, or a user granted Use
monitor tools permissions). To use the tool when configuring or editing a monitor, click the
Use Tool button. For details on the tool, see LDAP Authentication Status Tool in the Using
SiteScope Guide.

2. Deploy the Active Directory Solution template

For details on using templates to deploy monitors, see SiteScope Templates in the Using
SiteScope Guide.

For details on the Active Directory solution template, see Active Directory Solution Templates in
the Using SiteScope Guide.

3. Configure the monitor properties

After the monitor has been created, you can edit the monitor configuration in the same way as
other monitors.

Configure the monitor properties as required.

For a description of each setting, see the Ul Descriptions section below.
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Ul Descriptions

Active Directory Replication Monitor Settings

User interface elements are described below:

Ul Element

Domain
controller

Replicating
domain
controllers

User name

Password

Maximum
replication
time
(seconds)

Polling
interval
(seconds)

Directory path

Description

Domain controller that contains the replicated data.

Comma separated list of domain controllers that replicate data from the domain
controller entered above.

User name or the entire Security Principal of a Domain Admin account.

If a user name is given, the default security principal is created from the root
context of the Domain Controller.

Example: If you enter Admninistrator for a domain controller in the domain
yourcompany . com, then the entire Security Principal would be
CN=Administrator,CN=Users,DC=yourcompany,DC=com.

Password for the Domain Admin account.

Maximum amount of time for replication to occur. The monitor goes into error if any
of the Replicating Domain Controllers exceed this replication time.

Default value: 600 seconds
Amount of time this monitor should wait between queries of the Replicating

Domain Controllers. A higher number reduces the number of LDAP queries against
the servers.

Default value: 10 seconds

Path to a directory in the Active Directory that you want to monitor. This is in the
form of an LDAP query.

Default value: Based on the default Directory for this server. For example, the
default for a Domain Controller for sub.yourcompany.comis
DC=sub,DC=yourcompany ,DC=com.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.
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The Amazon Web Services monitor enables monitoring of Amazon Web Services (AWS) cloud
resources.

Note:
« This monitor is not available when using Community edition.

« This monitor does not consume any OS instances, URL or Transaction licenses.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Amazon Web Services monitor.

Learn About

This section includes:
« "Amazon Web Services Monitor Overview" below

« "Supported Platforms/Versions" below

Amazon Web Services Monitor Overview

The Amazon Web Services monitor enables monitoring of Amazon Web Services (AWS) cloud
resources, starting with Amazon Elastic Compute Cloud service (EC2) and Amazon Virtual Private
Cloud (VPC). It provides data on resource utilization, operational performance, and overall network
demand patterns.

Data collected from AWS-hosted applications can also be reported to Amazon CloudWatch using the
Amazon CloudWatch integration. This data can then be used for AWS AutoScaling, reporting and
alerting. For details on enabling the Amazon CloudWatch integration, see Amazon CloudWatch
Integration Preferences.

Supported Platforms/Versions
This monitor supports monitoring on Amazon CloudWatch API version 2010-08-01.
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Tasks

How to Configure the Amazon Web Services Monitor
1. Prerequisites

m Make sure you have the user permissions and credentials required for this monitor as specified
in Permissions and Credentials.

= This monitor is available with all editions except Community edition. Contact your HP sales
representative for more information.

»  The Amazon CloudWatch Service is required to monitor Amazon Web Services.
2. Configure the monitor properties
Configure the monitor properties as required.

For a description of each setting, see the Ul Descriptions section below.

Ul Descriptions

Amazon Web Services Monitor Settings

User interface elements are described below:

Ul Element Description

Main Settings

AWS Access = An alphanumeric token that uniquely identifies a request sender. This ID is

Key ID associated with your AWS Secret Access Key.

AWS Secret The key assigned to you by AWS when you sign up foran AWS account. Used for
Key request authentication.

Socket Amount of time, in milliseconds, to wait for data from a server during a single data
timeout request. After the socket timeout period elapses, the monitor logs an error and

(milliseconds)  reports the error status. A value of zero means there is no timeout used.

Default value: 120 milliseconds
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Ul Element Description
Region The Amazon EC2 region that is used to get or store measurements.
Default value: US East (Northern Virginia)

Note: When configuring the monitor in template mode, enter the Amazon region ID
in the Region ID box as follows:

« us-east-1for US East (Northern Virginia)

« us-west-2 for US West (Oregon)

« us-west-1 for US West (Northern California)
« eu-west-1 for EU (Ireland)

« ap-southeast-1 for Asia Pacific (Singapore)
« ap-southeast-2 for Asia Pacific (Sydney)

« ap-northeast-1 for Asia Pacific (Tokyo)

« sa-east-1 for South America (Sao Paulo)

« us-gov-west-1 for AWS GovCloud

Get Regions | Opens the Get Regions dialog box, enabling you to select the Amazon EC2 region
that is used to get or store measurements. Amazon EC2 is currently available in
the following regions: US East (Northern Virginia), US West (Oregon), US West
(Northern California), EU (Ireland), Asia Pacific (Singapore), Asia Pacific
(Sydney), Asia Pacific (Tokyo), South America (Sao Paulo), and AWS GovCloud.

Note: This button is not available when configuring the monitor in template mode;
you must manually enter the region ID using one of the IDs listed in Region above.

Counter Settings

Counters Server performance counters to check with this monitor. The list displays the
available counters and those currently selected for this monitor. Use the Get
Counters button to select counters.

Get Counters = Opens the Select Counters Form, enabling you to select the counters you want to
monitor. For the list of counters that can be configured for this monitor, see
"Monitor Counters" on the next page.

Proxy Settings

NTLM V2 Select if the proxy requires authentication using NTLM version 2.
Proxy

HP SiteScope (11.30) Page 65 of 1025



Monitor Reference
Chapter 6: Amazon Web Services Monitor

Ul Element Description

Address Domain name and port of an HTTP Proxy Server if a proxy server can be used to
access the AWS cloud resources to be monitored.

User name Proxy server user name if required to access the AWS cloud resources.

Note: Your proxy server must support Proxy-Authenticate for these options to
function.

Password Proxy server password if required to access the AWS cloud resources.

Note: Your proxy server must support Proxy-Authentication for these options to
function.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Monitor Counters

The Amazon Web Services monitor provides the ability to get statistics for all available metrics stored
for the AWS account owner which you can see in the Amazon CloudWatch Management Console. It
might be metrics from different Amazon services such as EC2, billing, or your own custom metrics (for
example, metrics which SiteScope can send to Amazon using Amazon integration).

If you want to monitor Amazon EC2 instances, you can select the AWS/EC2 group of counters. Below
is the list of counters that can be configured for EC2 instances:

« CPUUltilization

o Networkin

o NetworkOut

o DiskWriteOps

« DiskReadBytes

« DiskReadOps

« DiskWriteBytes

» StatusCheckFailed

» StatusCheckFailed_Instance

« StatusCheckFailed_System
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Tips/Troubleshooting

General Tips/Limitations

« The Amazon Web Services Monitor gets data from instances that have detailed monitoring enabled
in the AWS Management Console. It can also get data from instances with basic monitoring
enabled, but you must add the _amazonCloudWebServiceMonitorPeriod key with a value in
minutes to the <SiteScope root directory>\groups\master.config file (it is recommended to set
value to =10 or greater).

Note that detailed monitoring aggregates metrics data by image ID, instance ID, instance type, and
so forth, while basic monitoring aggregates metrics data by Instance ID only.

« Amazon does not store data sent from SiteScope via the Amazon integration or from Amazon
instances for more than two weeks (old data is automatically removed). As aresult, the Amazon
Web Services monitor does not return data older than two weeks.

« By default, SiteScope gets data from AWS-hosted applications at a 2-minutes interval. You can
customize the period for receiving data from Amazon by adding the _
amazonCloudWebServiceMonitorPeriod property (and a value in minutes) to the <SiteScope
root directory>\groups\master.config file. For example, _
amazonCloudWebServiceMonitorPeriod=10 means that SiteScope gets the average values of
metrics for the last 10 minutes.

HP SiteScope (11.30) Page 67 of 1025



Chapter 7: Apache Server Monitor

Use the Apache Server monitor to monitor the content of server administration pages for Apache
servers. You can monitor multiple parameters or counters with a single monitor instance. This enables
you to watch server loading for performance, availability, and capacity planning. Create a separate
monitor instance for each Apache server you are running.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Apache Server monitor.

Learn About

Supported Platforms/Versions

This monitor supports monitoring remote servers running on Apache 1.3.9, 1.3.12, 2.0, 2.2, and 2.4
servers.

Tasks

How to Configure the Apache Server Monitor
1. Prerequisites

= Make sure you have the user permissions and credentials required for this monitor as specified
in Permissions and Credentials.

m Before you can use the Apache Server monitor, you must do the following:

o Configure the Apache server you want to monitor so that status reports (server-status) are
enabled for the server. The steps needed to do this may vary depending on the version of
Apache you are using.

o Enable extended status (ExtendedStatus On)in the configuration file.
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o Know the URL of the server statistics page for the server you want to monitor.

o Know the user name and password for accessing the counters of the Apache server you
want to monitor, if required.

o If using a proxy server to access the server, get the domain name and port of an HTTP
Proxy Server from your network administrator.

o The SiteScope Apache Server monitor currently supports the server status page available
at http://<server_address>:<port>/server-status?auto. The port is normally port
80, although this may vary depending on the server set up and your environment. For some
Apache server configurations, you may need to use the server name rather than an IP
address to access the server statistics page.

2. Configure the monitor properties
Configure the monitor properties as required.

For a description of each setting, see the Ul Descriptions section below.

Ul Descriptions

Apache Server Monitor Settings

User interface elements are described below:
Ul Element Description
Server Settings

Administration Server URL you want to verify with this monitor. This should be the Apache server
URL statistics URL which usually has the form of
http://<servername>:<port>/server-status?auto.

Operating Operating system that the Apache server is running on. This is used to correctly
System read server statistics from Apache based on the operating system platform.

Default value: UNIX
Counter Settings

Counters Server performance counters to check with this monitor. The list displays the
available counters and those currently selected for this monitor.

For the list of counters that can be configured for this monitor, see "Monitor
Counters" on the next page.

Connection Settings
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Ul Element Description

Authorization = User name if the server you want to monitor requires a name and password for
user name access.

Authorization | Password if the server you want to monitor requires a name and password for
password access.

HTTP Proxy Domain name and port of an HTTP Proxy Server if required by the proxy serveris
to access the server.

Proxy user Proxy server user name if required to access the server.

name
Note: Your proxy server must support Proxy-Authenticate for these options to
function.

Proxy Proxy server password if required to access the server.

password . ,
Note: Your proxy server must support Proxy-Authenticate for these options to
function.

Timeout Number of seconds that the monitor should wait for a response from the server

(seconds) before timing-out. Once this time period passes, the monitor logs an error and

reports an error status.

Default value: 60 seconds

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Monitor Counters

Below is the list of counters that can be configured for this monitor:
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Counters for server-status?auto
« Total Accesses

« Total kBytes

« CPULoad

« Uptime

« ReqgPerSec

« BytesPerSec

« BytesPerReq

« BusyWorkers

« IdleWorkers

HP SiteScope (11.30)

Server Version
Server Built
Current Time
Restart Time
Parent Server Generation
Server uptime
Total accesses
Total Traffic
CPU Usage
CPU load
requests/sec
B/second

B/request

requests currently being processed

idle workers

Counters for server-status?refresh=30
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Use the BroadVision Application Server monitor to monitor the server performance data for BroadVision
servers. You can monitor multiple parameters or counters with a single monitor instance. This enables
you to watch server loading for performance, availability, and capacity planning. Create a separate
monitor instance for each BroadVision server in your environment. The error and warning thresholds for
the monitor can be set on one or more BroadVision server performance statistics.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the BroadVision Application monitor.

Learn About

Supported Platforms/Versions
This monitor supports monitoring remote servers running on BroadVision 4.1, 5.x, and 6.0 servers.

Tasks

How to Configure the BroadVision Application Server Monitor
1. Prerequisites

= Make sure you have the user permissions and credentials required for this monitor as specified
in Permissions and Credentials.

= You must know the Object Request Broker (ORB) port number for the BroadVision server you
are trying to monitor.

= InaBroadVision Production-style environment where there is one primary root server and other
secondary servers (for example, Interaction Manager node) on different machines, you can
only define a monitor against the primary root node. Metrics for the other nodes in the
configuration are available for selection during root node monitor definition. In other words,
monitoring is always accomplished through the primary root node, for all servers.
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2. Configure the monitor properties
Configure the monitor properties as required.

For a description of each setting, see the Ul Descriptions section below.

Ul Descriptions

BroadVision Application Server Monitor Settings

User interface elements are described below:

Ul

Element Description

Main Settings

Server BroadVision root server name of the BroadVision server you want to monitor. For

example, 199.123.45.678.

Port ORB port number to the BroadVision server you want to monitor.
Example: 1221

Counter Settings

Counters Server performance counters selected for this monitor. Use the Get Counters button to
select counters.

Get Opens the Select Counters Form, enabling you to select the counters you want to
Counters monitor. For the list of counters that can be configured for this monitor, see "Monitor
Counters" on the next page.

Note when working in template mode: The maximum number of counters that you
can select is 100. If you import a template monitor from an earlier version of SiteScope,
or perform a copy to template action, the number of counters is not limited.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.
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Monitor Counters

Below is the list of counters that can be configured for this monitor:

BV_SRV_CTRL
- BVLOG
« SHUTDOWN

BV_SRV_STAT
- CPU

- IDL

«LWP

*RSS

- STIME

- SYS

- USR

.VSz

NS_STAT
+BIND
. LIST
« NEW
« REBND
«RSOLV
- UNBND

BV_DB_STAT
- DELETE
«INSERT
« SELECT
« SPROC
- UPDATE

BV_CACHE_STAT
«BV_GDBQUERY_CACHE-HIT
« BV_GDBQUERY_CACHE-MAX
+BV_GDBQUERY_CACHE-MISS
- BV_GDBQUERY_CACHE-SIZE
- BV_GDBQUERY_CACHE-
SWAP
«BV_QUERY_CACHE-HIT
«BV_QUERY_CACHE-MAX
-BV_QUERY_CACHE-MISS
-BV_QUERY_CACHE-SIZE
«BV_QUERY_CACHE-SWAP

HP SiteScope (11.30)

* CNT-AD-HIT

* CNT-AD-MAX

* CNT-AD-MISS

* CNT-AD-SIZE

* CNT-AD-SWAP

* CNT-ALERTSCHED-HIT

* CNT-ALERTSCHED-MAX

* CNT-ALERTSCHED-MISS

* CNT-ALERTSCHED-SIZE

* CNT-ALERTSCHED-SWAP

* CNT-CATEGORY_CONTENT-HIT
* CNT-CATEGORY_CONTENT-MAX
* CNT-CATEGORY_CONTENT-MISS
* CNT-CATEGORY_CONTENT-SIZE
* CNT-CATEGORY_CONTENT-
SWAP

* CNT-DF_GROUP-HIT

* CNT-DF_GROUP-MAX

* CNT-DF_GROUP-MISS

* CNT-DF_GROUP-SIZE

* CNT-DF_GROUP-SWAP

* CNT-DF_MESSAGE-HIT

* CNT-DF_MESSAGE-MAX

* CNT-DF_MESSAGE-MISS

* CNT-DF_MESSAGE-SIZE

* CNT-DF_MESSAGE-SWAP

* CNT-EDITORIAL-HIT

* CNT-EDITORIAL-MAX

* CNT-EDITORIAL-MISS

* CNT-EDITORIAL-SIZE

* CNT-EDITORIAL-SWAP

* CNT-EXT_FIN_PRODUCT-HIT

* CNT-EXT_FIN_PRODUCT-MAX

* CNT-EXT_FIN_PRODUCT-MISS
* CNT-EXT_FIN_PRODUCT-SIZE

* CNT-EXT_FIN_PRODUCT-SWAP
* CNT-INCENTIVE-HIT

* CNT-INCENTIVE-MAX

* CNT-INCENTIVE-MISS

* CNT-INCENTIVE-SIZE

* CNT-INCENTIVE-SWAP

* CNT-MSGSCHED-HIT

* CNT-MSGSCHED-MAX
* CNT-MSGSCHED-MISS
* CNT-MSGSCHED-SIZE
* CNT-MSGSCHED-SWAP
* CNT-MSGSCRIPT-HIT

* CNT-MSGSCRIPT-MAX
* CNT-MSGSCRIPT-MISS
* CNT-MSGSCRIPT-SIZE
* CNT-MSGSCRIPT-
SWAP

* CNT-PRODUCT-HIT

* CNT-PRODUCT-MAX

* CNT-PRODUCT-MISS

* CNT-PRODUCT-SIZE

* CNT-PRODUCT-SWAP
* CNT-QUERY-HIT

* CNT-QUERY-MAX

* CNT-QUERY-MISS

* CNT-QUERY-SIZE

* CNT-QUERY-SWAP

* CNT-SCRIPT-HIT

* CNT-SCRIPT-MAX

* CNT-SCRIPT-MISS

* CNT-SCRIPT-SIZE

* CNT-SCRIPT-SWAP

* CNT-SECURITIES-HIT
* CNT-SECURITIES-MAX
* CNT-SECURITIES-MISS
* CNT-SECURITIES-SIZE
* CNT-SECURITIES-
SWAP

* CNT-TEMPLATE-HIT

* CNT-TEMPLATE-MAX

* CNT-TEMPLATE-MISS
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« CNT-TEMPLATE-SIZE BV_SMGR_STAT JS SCRIPT STAT

« CNT-TEMPLATE-SWAP - CGl CALLOC

« PARENTCATEGORY - CONN . CTX

CACHE-HIT -1diQ . ERROR

« PARENTCATEGORY . JoB

CACHE-MAX - MODE * FAIL

- PARENTCATEGORY ‘Q0 * JSPPERR

CACHE-MISS cQ_1 - RELEASE

« PARENTCATEGORY +Q_10 . STOP

CACHE-SIZE +Q_11 «SUCC

« PARENTCATEGORY cQ_12 . SYNTAX

CACHE-SWAP -Q 13

JS_SCRIPT_CTRL i BV_SMGR_QOS

- CACHE : 8—;5 « ADMIN_CT

- DUMP .Q 3 +DEF_P

« FLUSH .04 «NEW_P

- METER .Q 5 «P_WEIGHT

* TRACE .Q 6 - REWARD_P1
Q7 « REWARD_P2
-Q8 - REWARD_P3
*Q9 « REWARD_P4
* SESS - REWARD P5
«THR

BV_SMGR_CTRL
- DRAIN

Tips/Troubleshooting

General Tips/Limitations

When deploying this monitor using a template, an error message is displayed if you clear the Verify
monitor properties with remote server check box in the Deployment Values dialog box.
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Use the Browsable Windows Performance Counter monitor to monitor the values of Windows
performance statistics. Each time the Browsable Windows Performance Counter monitor runs, it
returns readings and a status message and writes them in the monitoring log file. The status is
displayed in the group detail table for the monitor which represents the current value returned by this
monitor. The status is logged as either OK or warning. A count of the number of counters that could not
be read is also kept, and error conditions can be created depending on this count.

Note:

« This monitor is only displayed in the user interface after deploying a Microsoft Exchange
solution template (not available in Community edition).

« This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the
HP SiteScope Product page.

Toaccess

Select the Templates context. In the template tree, expand the Solution Templates container. Right-
click the required Microsoft Exchange Solution Template, and select Deploy Template. Select the
SiteScope group container into which you want to deploy the solution template, and enter the
deployment values.

Tasks

How to Configure the Browsable Windows Performance Counter monitor
1. Prerequisites

= This monitor is only displayed in the user interface after deploying a Microsoft Exchange
solution template (requires Trial, Premium, Ultimate, or System Collector edition).

= To enable the monitor, you must have an Operating System Instance (OSi) license with
sufficient available capacity. For license purchase inquiries (or if you require additional
capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

2. Deploy the monitor using the Microsoft Exchange Solution Template
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For details on using templates to deploy monitors, see Deploying a SiteScope Solution Template
in the Using SiteScope Guide.

For details on the Microsoft Exchange solution template, see Microsoft Exchange Solution
Templates in the Using SiteScope Guide.

3. Configure the monitor properties

After the monitor has been created, you can edit the monitor configuration in the same way as
other monitors.

Configure the monitor properties as required.

For a description of each setting, see the Ul Descriptions section below.

Ul Descriptions

Browsable Windows Performance Counter Monitor Settings

User interface elements are described below:

Ul
Element

Server

Counter
file

Description
Server where the performance counters you want to monitor are found.

Note: After deployment, you can use the drop-down list to select a server from the list of
Microsoft Windows remote servers that are available to SiteScope.

Note when working in template mode: You can use the template remote server (if
one was created) without having to enter its name, by selecting the Use already
configured template remote under current template check box.

File that contains a list of counters from which to choose to monitor. Use the drop-down
list to select a server from the list of remote servers that are available to SiteScope.

The files in this list all reside in the <SiteScope root directory>\templates.perfmon\
browsable directory under SiteScope. There are a number of default files in the standard
SiteScope distribution.
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Ul
Element Description

Counters Server performance counters you want to check with this monitor. Use the Get
Counters button to select counters.

Note when working in template mode: To update counters in template browsable
monitors that need a target server, click the Select measurement from button and add
the required server and counters. Any server that is accessible in the domain can be
used. If a serveris not in the domain, you must manually add the server to the remote
server tree before adding counters, and then specify the newly created server name in
the Server field.

Get Opens the Select Counters dialog box, enabling you to select the counters you want to
Counters monitor.

Note when working in template mode: The maximum number of counters that you
can select is 100. If you import a template monitor from an earlier version of SiteScope,
or perform a copy to template action, the number of counters is not limited.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Tips/Troubleshooting

General Tips/Limitations

When deploying this monitor using a template, an error message is displayed if you clear the Verify
monitor properties with remote server check box in the Deployment Values dialog box.
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Use the Check Point monitor to monitor the content of event logs and other data from Check Point
Firewall-1 4.1 NG servers. You can monitor multiple parameters or counters with a single monitor
instance. This enables you to watch server loading for performance, availability, and capacity planning.
Create a separate Check Point monitor instance for each Check Point Firewall-1 server in your
environment. The error and warning thresholds for the monitor can be set on one or more firewall
statistics.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Check Point monitor.

Tasks

How to Configure the Check Point monitor

1. Make sure you have the user permissions and credentials on the remote server that you want to
monitor as specified in Permissions and Credentials.

2. Configure the monitor properties as required. For a description of each setting, see the Ul
Descriptions section below.

Ul Descriptions

Check Point Monitor Settings
User interface elements are described below:

Ul Element Description

Main Settings
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Ul Element

Index

Community

Host

Retry delay
(seconds)

Timeout
(seconds)

Description

Index of the SNMP object you want to check with this monitor. Non-table object IDs
have an index of 0 (zero).

Default value: 0

Community name of the Check Point Firewall-1 you want to monitor. You may need
to consult with your network administrators about what community names are active
in your network environment.

Default value: public

Host name or IP address of the Check Point Firewall-1 server you want to monitor. If
the Check Point Firewall is configured to respond to SNMP on a port number other
than the default port (161), enter the port number as part of the server address.

Number of seconds that the monitor should wait for a response from the server before
retrying the request.

Default value: 1 second

Number of seconds that the monitor should wait for a response from the server before
timing out. Once this time period passes, the monitor logs an error and reports an error
status.

Default value: 5 seconds

Counter Settings

<List of
counters>

Displays the available server performance counters and those currently selected for
this monitor. For the list of counters that can be configured for this monitor, see
"Monitor Counters" below.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Monitor Counters

Below is the list of counters that can be configured for this monitor:

* Dropped

* Logged

» Major

* Minor

* ModuleState
* PointEvent

* Product

* Rejected
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Use the Cisco Works monitor to monitor the content of event logs and other data from Cisco Works
servers. You can monitor multiple parameters or counters with a single monitor instance. This enables
you to watch server loading for performance, availability, and capacity planning. Create a separate
Cisco Works monitor instance for each Cisco Works server in your environment. The error and warning
thresholds for the monitor can be set on one or more Cisco Works server statistics.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Cisco Works monitor.

Learn About

This section includes:
« "Supported Platforms/Versions" below
« "IPv6 Addressing Supported Protocols" below

Supported Platforms/Versions
This monitor supports monitoring on Cisco Works 2000 servers and later.

IPv6 Addressing Supported Protocols

When Prefer IP version 6 addresses is enabled in SiteScope (Preferences > Infrastructure
Preferences > Server Settings), this monitor supports the SNMP protocol.

For details on using IPv6, see Support for IP Version 6 in the Using SiteScope Guide.

Tasks

How to Configure the Cisco Works Monitor

1. Make sure you have the user permissions and credentials on the remote server that you want to
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monitor as specified in Permissions and Credentials.

2. Configure the monitor properties as required. For a description of each setting, see the Ul
Descriptions section below.

Tip: The SNMP Browser Tool is available when configuring this monitor to verify the connection
properties of an SNMP agent and to gain more information about the MIBs which that agent
implements (provided you are an administrator in SiteScope, or a user granted Use monitor tools
permissions). To use the tool when configuring or editing a monitor, click the Use Tool button. For
details on the tool, see SNMP Browser Tool in the Using SiteScope Guide.

Ul Descriptions

Cisco Works Monitor Settings
User interface elements are described below:
Ul Element Description
SNMP Settings
Server Name of the server you want to monitor.

Port Port to use when requesting data from the SNMP agent.
Default value: 161

MIB file MIB file display option.

« CISCOWORKS-MIB file causes only those objects that are described within
that MIB file to be displayed.

« All MIBs causes all objects discovered on the given Cisco Works server to be
displayed when browsing counters.

If no MIB information is available for an object, it is still displayed, but with no
textual name or description.

Default value: All MIBs
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Ul Element Description

Counter Performs a calculation on objects of type Counter, Counter32, or Counter64. The
calculation available calculations are:

mode

« Calculate delta. Calculates a simple delta of the current value from the
previous value.

« Calculate rate. Calculates a rate calculation using the delta of current value
from previous value, divided by the time elapsed between measurements.

« Do not calculate. No calculation is performed.

Note: This option only applies to the aforementioned object types. A Cisco Works
monitor that monitors Counter objects as well as DisplayString objects only
performs this calculation on the Counter objects.

Starting OID Use when selecting counters for this monitor. When the monitor attempts to
retrieve the SNMP agent's tree, it starts with the OID value that is entered here.

You can edit this box only when attempting to retrieve values from an application
that does not handle OIDs starting with 1. If the default value of 1 did not enable
retrieving any counters, then you may have to enter a different value.

Default value: 1
Note: This field is available in template mode only.
SNMP Connection Settings

Timeout Amount of time, in seconds, that SiteScope should wait for all SNMP requests
(seconds) (including retries) to complete.

Default value: 5

Number of Number of times each SNMP GET request should be retried before SiteScope
retries considers the request to have failed.

Default value: 1

Community Community name of the Cisco Works Server you want to monitor (valid only for
version 1 or 2 connections). You may need to consult with your network
administrators about what community names are active in your network
environment.

Default value: public

SNMP version Version of SNMP to use when connecting. Supports SNMP version 1, 2, and 3.
Selecting V3 enables you to enter V3 settings in the SNMP V3 setting fields
below.

Default value: V1

HP SiteScope (11.30) Page 83 of 1025



Monitor Reference
Chapter 11: Cisco Works Monitor

Ul Element Description

Authentication = Authentication algorithm to use for version 3 connections.

algorithm Default value: MD5
Note: This field is available only if SNMP V3 is selected.
User name User name for version 3 connections.
Note: This field is available only if SNMP V3 is selected.
Password Authentication password to use for version 3 connections.
Note: This field is available only if SNMP V3 is selected.
Privacy The privacy algorithm used for authentication for SNMP version 3 (DES, 128-Bit
algorithm AES,192-Bit AES, 256-Bit AES).
Default value: DES
Note: This field is available only if SNMP V3 is selected.
Privacy Privacy password for version 3 connections. Leave blank if you do not want
password privacy.

Note: This field is available only if SNMP V3 is selected.

Context name Context Name to use for this connection. This is applicable for SNMP V3 only.

Note: This field is available only if SNMP V3 is selected.

Context Hexadecimal string representing the Context Engine ID to use for this connection.
engine ID This is applicable for SNMP V3 only.

Note: This field is available only if SNMP V3 is selected.
SNMP Counters

Counters Displays the server performance counters you want to check with this monitor.
Use the Get Counters button to select counters.
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Ul Element

Get Counters

Description

Opens the Select Counters Form, enabling you to select the counters you want to
monitor. For the list of counters that can be configured for this monitor, see
"Monitor Counters" below.

Note:

« The counters displayed are those received during the timeout period, and may
not include all the counters available on the server. Specifying a longer timeout
in the Timeout (seconds) field in the SNMP Connection Settings panel may
result in receiving more counters.

« The total time for receiving the counters may be longer than the timeout
specified, due to additional processing time not part of the request/response
period.

Note when working in template mode: The maximum number of counters that
you can select is 100. If you import a template monitor from an earlier version of
SiteScope, or perform a copy to template action, the number of counters is not
limited.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Monitor Counters

SNMP data including the following categories and all of their metrics:

» applConformance

* applTable

» assocTable

* at

* egp

* egpNeighTable
* host

*icmp

* interfaces

. |p

» rdbmsConformance

* rdbmsObjects
e snmp

* system

* tcp

* udp
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Tips/Troubleshooting

General Tips/Limitations

When deploying this monitor using a template, an error message is displayed if you clear the Verify
monitor properties with remote server check box in the Deployment Values dialog box.
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Use the Citrix monitor to monitor the server performance statistics from Citrix servers. You can monitor
multiple parameters or counters with a single monitor instance. This enables you to watch server
loading for performance, availability, and capacity planning.

Create a separate Citrix monitor instance for each Citrix server in your environment. The error and
warning thresholds for the monitor can be set on one or more Citrix server performance statistics.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Citrix monitor.

Learn About

This section includes:
« "What to Monitor" below
» "Supported Versions/Platforms" on the next page
« "IPv6 Addressing Supported Protocols" on the next page

What to Monitor

The Citrix monitor makes use of performance objects and counters to measure application server
performance. The Citrix monitor keeps track of the following performance objects:

« Citrix IMA Networking

« Citrix Presentation Server (Citrix MetaFrame XP)
« ICA Session

« Terminal Services Session

You can find information about the Citrix performance objects and their counters in Appendix C of the
Presentation Server 4.5 Administrator's Guide (http://support.citrix.com/article/CTX106319), and about
the Terminal Services Session Object at http://msdn.microsoft.com/en-us/library/ms804500.aspx.
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Supported Versions/Platforms
« This monitor supports monitoring remote servers running on:
m Citrix MetaFrame 1.8 Service Pack 3
m Citrix MetaFrame XP(s,a,e) Feature Release 1/Service Pack 1
m Citrix MetaFrame XP(s,a,e) Feature Release 2/Service Pack 2
m Citrix Presentation Server 3.5, 4.x
m Citrix XenApp 4.6, 5.0, 6.0, 6.5

« This monitoris supported in SiteScopes running on Windows platforms, and on UNIX versions if
the remote server being monitored has been configured for SSH. For details, see SiteScope
Monitoring Using Secure Shell (SSH) in the Using SiteScope Guide.

« This monitor supports WMI (Windows Management Instrumentation) as a method for gathering
statistics. For details, see Configure the WMI Service for Remote Monitoring in the Using
SiteScope Guide.

IPv6 Addressing Supported Protocols

When Prefer IP version 6 addresses is enabled in SiteScope (Preferences > Infrastructure
Preferences > Server Settings), this monitor supports the following protocols:

« NetBIOS (from SiteScope installed on Windows platforms only)
o WMI (from SiteScope installed on Windows platforms only)

« SSH (from SiteScope installed on UNIX platforms only)

Note: When specifying a literal IPv6 address as the name for the monitored remote server when
using the NetBIOS connection method, the IPv6 address must be customized by:

1. Replacing any colon (":") characters with a dash ("-") character.
2. Appending the text ".ipv6-literal.net" to the IP address.

For example, the IPv6 address: 2004 :DB8:2a:1005:230:48ff:fe73:982d
would be: 2004-DB8-2a-1005-230-48ff-fe73-982d.ipv6-1literal.net
Alternatively, you can switch to the WMI connection method, and avoid having to make changes

to the IPv6 address.

For details on using IPv6, see Support for IP Version 6 in the Using SiteScope Guide.
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Tasks

How to Configure the Citrix Monitor
1. Prerequisites
The following are important requirements for using the Citrix monitor:

m Make sure you have the user permissions and credentials required for this monitor as specified
in Permissions and Credentials.

= SiteScopes running on Windows platforms need to be running under an account that has the
necessary administrative security privileges to access performance counter data from remote
servers. If the servers you want to monitor are in a different domain, are governed under a
different policy, or require a unique login different than the account SiteScope is running under,
then you must define the connection to these servers under the Microsoft Windows Remote
Servers option in the remote server view. For SiteScopes installed on UNIX platforms, you
only need to define the connection to these servers under the Microsoft Windows Remote
Servers option in the remote server view.

= The Citrix Resource Manager must be available, installed, and running on the Citrix servers
you want to monitor.

m  One or more Citrix vusers must have established a connection with the Citrix server to enable
viewing of ICA Session object.

= The Citrix monitor requires the same permissions (trust level between monitoring and
monitored machines) in Windows 2003 as Microsoft Windows Resources monitor. For details,

see "Configuring the Monitor to Run on Windows 2003 as a Non-Administrator User" on
page 543.

2. Configure the monitor properties
Configure the monitor properties as required.

For a description of each setting, see the Ul Descriptions section below.
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Ul Descriptions

Citrix Monitor Settings

User interface elements are described below:

ul
Element Description

Server Server where the Citrix server you want to monitor is running. Select a server from the
server list (only those Windows remote servers that have been configured in SiteScope
are displayed). Alternatively, click the Browse Servers button to select a server from
the local domain, or Add Remote Server to add a new server.

Note:

« Remote servers that have been configured with the WMI method are also displayed
in the server list. For details, see Configure the WMI Service for Remote Monitoring
in the Using SiteScope Guide.

« When working in template mode, you can use the template remote server (if one was
created) without having to enter its name, by selecting the Use already configured
template remote under current template check box.

Default value: SiteScope Server (the server on which SiteScope is installed)

Browse  Opens the HP SiteScope Discover Servers dialog box, enabling you to select the server
Servers  to be monitored:

« Browse servers. Select a server from the drop-down list of servers visible in the
local domain.

« Enter server name. If the server you want to monitor does not appear in the Servers
list because it has not been identified in the network or has not been configured in
Remote Servers, enter the IP address or name of the server to monitor.

Note: To monitor a remote Windows server, you must have domain privileges or
authenticated access to the remote server. For details on how to configure a remote
Windows server, see How to Configure SiteScope to Monitor a Remote Microsoft
Windows Server in the Using SiteScope Guide.

Add Opens the Add Microsoft Windows Remote Server dialog box, enabling you to enter the
Remote  configuration details. For user interface details, see New/Edit Microsoft Windows
Server Remote Server Dialog Box in the Using SiteScope Guide.
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Ul
Element Description

Counters The server performance counters selected for this monitor. Use the Get Counters
button to select counters.

For information about the Citrix performance counters, see Appendix C of the
MetaFrame Presentation Server 4.0 Administrator's Guide
(http://support.citrix.com/article/ CTX106319).

Note when working in template mode: To update counters in template browsable
monitors that need a target server, click the Select measurement from button and add
the required server and counters. Any server that is accessible in the domain can be
used. If a server is not in the domain, you must manually add the server to the remote
server tree before adding counters, and then specify the newly created server name in
the Server field.

Get Opens the Select Counters Form, enabling you to select the counters you want to
Counters monitor. For the list of counters that can be configured for this monitor, see "Monitor
Counters" on the next page.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.
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Monitor Counters

Below is the list of counters that can be configured for this monitor:

Terminal Services
* Total Sessions

« Active Sessions

* Inactive Sessions

Terminal Services Session

Console

* % Processor Time
* % User Time

* % Privileged Time
« Virtual Bytes Peak
« Virtual Bytes

» Page Faults/sec

» Working Set Peak
* Working Set

» Page File Bytes Peak

» Page File Bytes

* Private Bytes

* Thread Count

* Pool Paged Bytes

* Pool Nonpaged Bytes

* Handle Count
* InputWdBytes
* Input WdFrames

* Input WaitForOutBuf

* Input Frames
* Input Bytes

* Input Compressed Bytes
* Input Compress Flushes

* Input Errors

* Input Timeouts

* Input Async Frame Error

* Input Async Overrun

* Input Async Overflow

* Input Async Parity Error

* Input Transport Errors

* Output WdBytes

* OutputWdFrames

* Output WaitForOutBuf

* Output Frames

* Output Bytes

* Output Compressed Bytes
* Output Compress Flushes
* Output Errors

* Output Timeouts

* Output Async Frame Error
* Output Async Overrun

* Output Async Overflow

* Output Async Parity Error
* Output Transport Errors

» Total WdBytes

* Total WdFrames

* Total WaitForOutBuf

* Total Frames

* Total Bytes

* Total Compressed Bytes

Tips/Troubleshooting

General Tips/Limitations

» Total Compress Flushes

* Total Errors

* Total Timeouts

* Total Async Frame Error

* Total Async Overrun

* Total Async Overflow

* Total Async Parity Error

* Total Transport Errors

« Total Protocol Cache Reads

« Total Protocol Cache Hits

* Total Protocol Cache Hit Ratio

* Protocol Bitmap Cache Reads

* Protocol Bitmap Cache Hits

* Protocol Bitmap Cache Hit Ratio

* Protocol Glyph Cache Reads

* Protocol Glyph Cache Hits

* Protocol Glyph Cache Hit Ratio

* Protocol Brush Cache Reads

* Protocol Brush Cache Hits

* Protocol Brush Cache Hit Ratio

* Protocol Save Screen Bitmap Cache Reads
* Protocol Save Screen Bitmap Cache Hits
* Protocol Save Screen Cache Hit Ratio
* Input Compression Ratio

* Output Compression Ratio

*» Total Compression Ratio

« When configuring this monitor in template mode, the Browse Servers and Add Remote Server
buttons are not displayed, and some fields that contain drop-down lists may be displayed as text

boxes.

« When deploying this monitor using a template, an error message is displayed if you clear the Verify
monitor properties with remote server check box in the Deployment Values dialog box.
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Use the ColdFusion Server monitor to monitor the server performance statistics from ColdFusion
servers. You can monitor multiple parameters or counters with a single monitor instance. This enables
you to watch server loading for performance, availability, and capacity planning. Create a separate
ColdFusion Server monitor instance for each ColdFusion server in your environment. The error and
warning thresholds for the monitor can be set on one or more ColdFusion server performance statistics.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the ColdFusion Server monitor.

Learn About

This section includes:
« "Supported Platforms/Versions" below

« "IPv6 Addressing Supported Protocols" below

Supported Platforms/Versions
« This monitor supports monitoring ColdFusion 4.5.x and 9 servers.

« This monitor is supported in SiteScopes running on Windows platforms and on UNIX versions if the
remote server being monitored has been configured for SSH. For details, see SiteScope Monitoring
Using Secure Shell (SSH) in the Using SiteScope Guide.

« This monitor supports WMI (Windows Management Instrumentation) as a method for gathering
statistics. For details, see Configure the WMI Service for Remote Monitoring in the Using
SiteScope Guide.

IPv6 Addressing Supported Protocols

When Prefer IP version 6 addresses is enabled in SiteScope (Preferences > Infrastructure
Preferences > Server Settings), this monitor supports the following protocols:
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o NetBIOS (from SiteScope installed on Windows platforms only)
o WMI (from SiteScope installed on Windows platforms only)

o SSH (from SiteScope installed on UNIX platforms only)

Note: When specifying a literal IPv6 address as the name for the monitored remote server when
using the NetBIOS connection method, the IPv6 address must be customized by:

1. Replacing any colon (":") characters with a dash ("-") character.
2. Appending the text ".ipv6-literal.net" to the IP address.

For example, the IPv6 address: 2004 :DB8:2a:1005:230:48ff:fe73:982d
would be: 2604-DB8-2a-1005-230-48ff-fe73-982d.ipv6-1literal.net
Alternatively, you can switch to the WMI connection method, and avoid having to make changes

to the IPv6 address.

For details on using IPv6, see Support for IP Version 6 in the Using SiteScope Guide.

Tasks

How to Configure the ColdFusion Server Monitor
1. Prerequisites

m Make sure you have the user permissions and credentials required for this monitor as specified
in Permissions and Credentials.

= SiteScopes running on Windows platforms need to be running under an account that has the
necessary administrative security privileges to access performance counter data from remote
servers. If the servers you want to monitor are in a different domain, are governed under a
different policy, or require a unique login different than the account SiteScope is running under,
then you must define the connection to these servers under the Microsoft Windows Remote
Servers option in the remote server view. For SiteScopes installed on UNIX platforms, you
only need to define the connection to these servers under the Microsoft Windows Remote
Servers option in the remote server view.

2. Configure the monitor properties
Configure the monitor properties as required.

For a description of each setting, see the Ul Descriptions section below.
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Ul Descriptions

ColdFusion Server Monitor Settings

User interface elements are described below:

ul
Element Description

Server Server where the ColdFusion Server you want to monitor is running. Select a server from
the server list (only those Windows remote servers that have been configured in
SiteScope are displayed). Alternatively, click the Browse Servers button to select a
server from the local domain, or Add Remote Server to add a new server.

Note:

« Remote servers that have been configured with the WMI method are also displayed
in the server list. For details, see Configure the WMI Service for Remote Monitoring
in the Using SiteScope Guide.

« When working in template mode, you can use the template remote server (if one was
created) without having to enter its name, by selecting the Use already configured
template remote under current template check box.

Default value: SiteScope Server (the server on which SiteScope is installed)

Browse  Opens the HP SiteScope Discover Servers dialog box, enabling you to select the server
Servers  to be monitored:

« Browse servers. Select a server from the drop-down list of servers visible in the
local domain.

« Enter server name. If the server you want to monitor does not appear in the Servers
list because it has not been identified in the network or has not been configured in
Remote Servers, enter the IP address or name of the server to monitor.

Note: To monitor a remote Windows server, you must have domain privileges or
authenticated access to the remote server. For details on how to configure a remote
Windows server, see How to Configure SiteScope to Monitor a Remote Microsoft
Windows Server in the Using SiteScope Guide.

Add Opens the Add Microsoft Windows Remote Server dialog box, enabling you to enter the
Remote  configuration details. For user interface details, see New/Edit Microsoft Windows
Server Remote Server Dialog Box in the Using SiteScope Guide.
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Ul
Element Description

Counters = Server performance counters selected for this monitor. Use the Get Counters button to
select counters.

Note when working in template mode: To update counters in template browsable
monitors that need a target server, click the Select measurement from button and add
the required server and counters. Any server that is accessible in the domain can be
used. If a serveris not in the domain, you must manually add the server to the remote
server tree before adding counters, and then specify the newly created server name in
the Server field.

Get Opens the Select Counters Form, enabling you to select the counters you want to
Counters monitor. For the list of counters that can be configured for this monitor, see "Monitor
Counters" below.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Monitor Counters

Below is the list of counters that can be configured for this monitor:

* Avg DB Time (msec)
» Avg Queue Time (msec)
» Avg Req Time (msec)
* Bytes In/ Sec

* Bytes Out/ Sec

» Cache Pops / Sec

» DB Hits / Sec

» Page Hits / Sec

* Queued Requests

* Running Requests

* Timed Out Requests

Tips/Troubleshooting

General Tips/Limitations

When deploying this monitor using a template, an error message is displayed if you clear the Verify
monitor properties with remote server check box in the Deployment Values dialog box.
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Use the COM+ Server monitor to monitor the performance of COM+ software components registered
and running on Microsoft Windows Servers. When you specify the host and port number of this probe
instance, SiteScope retrieves all the functions running on the COM+ server for your monitoring
selection. Error and warning thresholds for the monitor can be set on one or more function
measurements.

Note:
« This monitoris not available when using Community edition.
« Touse the monitor, you must have an Operating System Instance (OSi) license with sufficient

available capacity. For license purchase inquiries (or if you require additional capacity), contact
your HP sales representative or use the “Contact Us” link in the HP SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the COM+ monitor.

Learn About

Supported Platforms/Versions

This monitor supports monitoring COM+ software components running on Microsoft Windows Server
2003, 2008, and 2008 R2 servers.

Tasks

How to Configure the COM+ Monitor
1. Prerequisites

There must be HTTP connectivity between the SiteScope server and the server running the
COM+ probe.

2. Install the COM+ probe

A COM+ probe component must be installed and running on the target COM+ server you want to
monitor.
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a. Gotothe HP Software Support site (you need to enter your HP user name and password).
b. Inthe Search box, enter COM+ and click Search.
c. Download the COM+ probe from the results.

d. After downloading, follow the instructions for installing the probe on the COM+ server to be
monitored.

Note: You cannot have multiple SiteScope instances share one probe instance. You can
have multiple COM+ Server monitors within a single SiteScope installation access the
same probe instance (uniquely identified by the probe host and port). The probe cannot
serve data to multiple SiteScope installations.

3. Start the COM+ probe

After successfully installing the probe, you must start it prior to running or defining a COM+ Server
monitor, by invoking mon_cplus_probe.exe found in the COM+ probe's bin directory. By default,
the installation creates this file at C:\Program Files\Mercury
Interactive\COMPIlusMonitor\bin\.

4. Configure the monitor properties
Create a COM+ Server monitor, and specify the COM+ probe for the target COM+ server. The
COM-+ probe is queried for a list of available functions to monitor, and a browse tree is displayed.

Select the COM+ functions or counters that you want to measure.

Configure the other COM+ Server monitor fields as described in the Ul Descriptions section
below.

Ul Descriptions

COM+ Monitor Settings

User interface elements are described below:

Ul Element Description

COM+ Host name of the COM+ probe.
probe host

name

COM+ Port number of the COM+ probe.
probe port

number Default value: 8008
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Ul Element Description

Credentials Option for providing the user name and password authorization to the COM+ probe:

« Use user name and password. Select this option to manually enter user
credentials. Enter the user name and password in the User name and Password
box.

« Select predefined credentials. Select this option to have SiteScope
automatically supply a predefined user name and password (default option).
Select the credential profile to use from the Credential profile drop-down list, or
click Add Credentials and create a new credential profile. For details on how to
perform this task, see How to Configure Credential Preferences in the Using

SiteScope Guide.

HTTP Domain name and port of an HTTP proxy server if a proxy server is used to access
proxy the probe.
Proxy Proxy user name if the proxy server requires a name and password to access the
server user probe. Your proxy server must support Proxy-Authenticate for these options to
name function.
Proxy Proxy password if the proxy server requires a name and password to access the
server probe.
password
Timeout Number of seconds that the monitor should wait for a response from the server before
(seconds) | timing-out. Once this time period passes, the monitor logs an error and reports an error

status.

Default value: 60 seconds

Note: Depending on the activity on the server, the time to build the server monitor
statistics Web page may take more than 15 seconds. You can test the monitor with a
timeout value of more than 60 seconds to enable the server to build and serve the
server monitor statistics Web page before the SiteScope monitor is scheduled to run
again.

Counters Server performance counters selected for this monitor. Use the Get Counters button
to select counters.

Get Opens the Select Counters Form, enabling you to select the counters you want to
Counters monitor. For the list of counters that can be configured for this monitor, see "Monitor
Counters" on the next page.

Note when working in template mode: The maximum number of counters that you
can select is 100. If you import a template monitor from an earlier version of
SiteScope, or perform a copy to template action, the number of counters is not limited.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.
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Monitor Counters

Below is the list of counters that can be configured for this monitor:

Application Level Transaction Level Object Level (per object)
« Activation * Transaction Aborted * Disable Commit

* Authenticate * Transaction Commit * Enable Commit

* Authenticate Failed * Transaction Duration * Object Activate

» Shutdown * Transaction Prepared » Object Create

* Thread Start * Transaction Start » Object Deactivate

* Thread Terminate » Object Destroy

* Work Enque * Object LifeTime

» Work Reject » Set Abort

* Set Complete

Tips/Troubleshooting

General Tips/Limitations

When deploying this monitor using a template, an error message is displayed if you clear the Verify
monitor properties with remote server check box in the Deployment Values dialog box.
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This monitor enables you to monitor complex network environments by checking the status readings of
a set of other SiteScope monitors, groups, or both. Each time the Composite monitor runs, it returns a
status based on the number and percentage of items in the specified monitors, groups, or both,
currently reporting an error, warning, or OK status. It writes the percentages reported in the monitoring
log file.

Note: This monitor requires no additional licensing beyond the licensing requirements of the
member monitors which it contains.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Composite monitor.

Learn About

What to Monitor

Use this monitor is if you want to create complex monitor alert logic. For example, if you want to trigger
an alert when:

« Five or more monitors in a group of eight are in error
« Three or more groups have monitors with errors in them
« You have two monitors, and exactly one is in error

Then you could create a Composite monitor that went into error on these conditions, and then add alerts
on the Composite monitor to take the desired actions.

If you need alert logic that is more complex than SiteScope's standard alerts permit, you can use the
Composite monitor to create customized alert behavior.

Tasks

How to Configure the Composite Monitor
Configure the monitor properties as required.

For a description of each setting, see the Ul Descriptions section below.
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Ul Descriptions

Composite Monitor Settings

User interface elements are described below:

ul
Element Description

Items
Click the Add [““/ button to open the Add Items dialog box, and select the groups,

monitors, or both, that you want in the Composite monitor. For details on the Add Items
dialog box, see "Add Items Dialog Box" on the next page. The Add Items dialog box
displays all the monitors that are part of the same SiteScope.

To remove items from the list, select the groups, monitors, or both, you want to remove

(you can select multiple items using the CTRL or SHIFT keys), and click the Delete #
button.

Note when working in template mode:

« The monitors that you add to the Composite monitor are placeholders. They become
real monitors when you deploy the Composite monitor.

« If you add the Composite monitor to a template, group, or subgroup, when you click
the Add Items button, the Add Items dialog box displays only the monitors that are
part of the same template as the new Composite monitor.

Run The Composite monitor controls the scheduling of the selected monitors, as opposed to
monitors  just checking their status readings.

Monitors that are to be run this way should not also be run separately, so edit the
individual monitors, set the Frequency box for that monitor to zero ("0"), and save the
changes. Those monitors then run only when scheduled by the Composite monitor. This
is useful if you want the monitors to run one after another or run at approximately the
same time.

Default value: Not selected

Monitor Amount of time, in seconds, to wait between running each monitor (if Run monitors is
delay selected).

(seconds) _ o . : .
This setting is useful if you need to wait for processing to occur on your systems before
running the next monitor.

Default value: 0 seconds
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Ul
Element Description

Check all = All monitors in the selected groups (and their subgroups) are checked and counted.

monitors
in group Default value: Not selected (each group is checked and counted as a single item when
(s) checking status readings).

Add Items Dialog Box

This dialog box enables you to select the monitors, groups, or both, that you want in the Composite
monitor.

User interface elements are described below:

Ul Element Description

Add Selected @ Click to add the selected groups, monitors, or both, to the Composite monitor.
Items

W SiteScope Represents the SiteScope root directory.

B3 E3 Represents a SiteScope monitor group or subgroup (with enabled monitors/with no
monitors or no enabled monitors).

If a group alert has been set up for the monitor group or subgroup, the alert s symbol
is displayed next to the group icon.

BA ] Represents a SiteScope monitor (enabled/disabled).

If an alert has been set up for the monitor, the alert a symbol is displayed next to the
monitor icon.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Tips/Troubleshooting

General Tips/Limitations

« When using this monitor to monitor a URL monitor in which at least one of the steps uses a session
cookie to send to the server instead of logging in each time, the Composite monitor saves the
context including the cookie. This means that the login information does not need to be entered
again, as the login credentials are sent in a cookie.

« This monitor cannot be copied to a template. It must be created directly in a template.
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Use the CPU monitor to monitor the percentage of CPU time that is currently being used on the server.
By monitoring CPU usage, you can prevent poor system response times and outages before they
occur.

Whether the servers in your infrastructure are running with a single CPU or with multiple CPUs, you
need to create only one CPU monitor per remote server. If you have multiple CPUs, SiteScope reports
on the average usage for all of them, as well as each individual CPU usage.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the CPU monitor.

Learn About

This section includes:
« "Supported Platforms/Versions" below
« "Status" on the next page
« "IPv6 Addressing Supported Protocols" on the next page

« "Scheduling the Monitor" on the next page

Supported Platforms/Versions

« This monitor is supported in SiteScopes running on Windows platforms and on UNIX versions if the
remote server being monitored has been configured for SSH (for details, see SiteScope Monitoring
Using Secure Shell (SSH) in the Using SiteScope Guide).

« This monitor supports monitoring remote servers running on the following Windows operating
systems: Windows Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

« This monitor supports WMI (Windows Management Instrumentation) as a method for gathering

statistics. For details, see Configure the WMI Service for Remote Monitoring in the Using
SiteScope Guide.
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Status

The Status reading is the current value returned by this monitor; for example, 68% used. SiteScope
displays an average for multiple CPU systems. On Windows, this is the average CPU usage between
runs of the monitor. On UNIX, this is the instantaneous CPU when the monitor runs.

The status is logged as either OK or warning. A warning status is returned if the CPU is in use more
than 90% of the time.

IPv6 Addressing Supported Protocols

When Prefer IP version 6 addresses is enabled in SiteScope (Preferences > Infrastructure
Preferences > Server Settings), this monitor supports the following protocols:

« NetBIOS (from SiteScope installed on Windows platforms only)
o WMI (from SiteScope installed on Windows platforms only)

« SSH (from SiteScope installed on UNIX platforms only)

Note: When specifying a literal IPv6 address as the name for the monitored remote server when
using the NetBIOS connection method, the IPv6 address must be customized by:

1. Replacing any colon (":") characters with a dash ("-") character.
2. Appending the text ".ipv6-literal.net" to the IP address.

For example, the IPv6 address: 2004 :DB8:2a:1005:230:48ff:fe73:982d
would be: 2004-DB8-2a-1005-230-48ff-fe73-982d.ipv6-literal.net

Alternatively, you can switch to the WMI connection method, and avoid having to make changes
to the IPv6 address.

For details on using IPv6, see Support for IP Version 6 in the Using SiteScope Guide.

Scheduling the Monitor

In general, the CPU monitor does not need to be run as often as some of the other monitors. If you do
not usually suffer from CPU problems, you can run it less frequently, perhaps every half hour or so. If
you are prone to CPU usage problems, you can run it more frequently. All machines have short spikes
of CPU usage, but the primary thing that you are looking for is high usage on a regular basis. This
indicates that your system is overloaded and that you need to look for a cause.

HP SiteScope (11.30) Page 105 of 1025



Monitor Reference
Chapter 16: CPU Monitor

Tasks

How to Configure the CPU Monitor

1. Make sure you have the user permissions and credentials on the remote server that you want to
monitor as specified in Permissions and Credentials.

2. Configure the monitor properties as required. For a description of each setting, see the Ul
Descriptions section below.

Tip: The Performance Counters Tool is available when configuring this monitor to check
performance counters on a specific machine in a Windows network (provided you are an
administrator in SiteScope, or a user granted Use monitor tools permissions). To use the tool

when configuring or editing a monitor, click the Use Tool button. For details on the tool, see
Performance Counters Tool in the Using SiteScope Guide.
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Ul Descriptions

CPU Monitor Settings

User interface elements are described below:

ul
Element Description

Server | Server where the CPU you want to monitor is running. Select a server from the server list
(only those remote servers that have been configured in SiteScope are displayed).
Alternatively, click the Browse Servers button to select a server from the local domain,
or Add Remote Server to add a new server.

Note:

« Remote servers that have been configured with the WMI method are also displayed
here. For details, see Configure the WMI Service for Remote Monitoring in the Using
SiteScope Guide.

« When configuring this monitor on SiteScopes running on UNIX versions, only remote
servers that have been configured with an SSH connection method are displayed.

« When working in template mode, you can use the template remote server (if one was
created) without having to enter its name, by selecting the Use already configured
template remote under current template check box.

Default value: SiteScope Server (the server on which SiteScope is installed)

Browse Opens the HP SiteScope Discover Servers dialog box, enabling you to select the server
Servers  to be monitored:

« Browse servers. Select a server from the drop-down list of servers in the local
domain.

« Enter server name. If the server you want to monitor does not appear in the Servers
list because it has not been identified in the network or has not been configured in
Remote Servers, enter the IP address or name of the server to monitor.

Note: To monitor a remote Windows server, you must have domain privileges or
authenticated access to the remote server. For details on how to configure a remote
Windows server, see How to Configure SiteScope to Monitor a Remote Microsoft
Windows Server in the Using SiteScope Guide.
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Ul

Element Description

Add Opens the Add Remote Server dialog box, enabling you to select the type of remote you
Remote wanttoadd (Windows or UNIX), and enter the configuration details.

Server

For details on the Microsoft Windows Remote Servers user interface, see New/Edit
Microsoft Windows Remote Server Dialog Box in the Using SiteScope Guide.

For details on the UNIX Remote Servers user interface, see New/Edit UNIX Remote
Server Dialog Box in the Using SiteScope Guide.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Tips/Troubleshooting

General Tips/Limitations

« When configuring this monitor in template mode, the Browse Servers and Add Remote Server
buttons are not displayed, and some fields that contain drop-down lists may be displayed as text
boxes.

« Toget adetailed list of processes consuming most CPU resources, create an Email alert using the
WithDiagnostics template. When the monitor reaches the configured threshold, CPU consumption
for each process is sent in the body of the email alert.

Monitor Specific Troubleshooting/Limitations

« If unable to monitor CPU usage on a Linux installation, check the sysstat package is deployed on
the target Linux system.

« Getting invalid CPU value error message in <SiteScope root directory>\logs\RunMonitor.log
file when using perfmon monitors on VMware host servers.

Solution: Use the VMWare Performance monitor to measure CPU on VMW are host servers.

« When you run a CPU Monitor on a server that has no metrics, the calculated metric result that
appears in the SiteScope Dashboard is n/a. If you then select a server that has metrics and run the
monitor again, the calculated metric result remains n/a.

Cause: The CPU Monitor is not a dynamic monitor.

Solution: Create a new calculated metric for the monitor that has metrics and rerun the monitor.

HP SiteScope (11.30) Page 108 of 1025



Monitor Reference
Chapter 16: CPU Monitor

« Incorrect CPU cores number is given when you run this monitor on an AlX operating system using
multiple cores when CPU utilization is low, and simultaneous multithreading (SMT) is on.

Cause: If SMT is on (it is on by default in AlX), the CPU cores number will be multiplied by 2 or 4
depending on the hardware model and/or partition mode.

Solution: Turn SMT to off.
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The Custom monitor broadens the capabilities of regular SiteScope monitors for tracking the availability
and performance of monitored environments. The Custom monitor enables you to create your own
monitor by developing a script that collects data from an application or a remote machine using custom
Java or JavaScript code. The script then processes the data and creates metrics in names determined
by you. You can use Java code developed by yourself or by a third-party to process the data.

You can share custom monitors by publishing them to the HP Live Network community, enabling other
SiteScope users to import the monitor template for their own use.

Note:

« This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the
HP SiteScope Product page.

o Custom monitors consume one OS instance per 15 monitors of this type.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Custom monitor.

Learn About

Custom Monitor Overview

The Custom monitor enables you to develop your own monitor on top of the SiteScope infrastructure.

Custom monitors enable you to do the following:

« Create monitors that provide additional metrics not available in existing monitors, and
then process the collected data

You can create your own monitor by developing a script that collects data using custom Java or
JavaScript code, and then processes the data and creates metrics. Each time the Custom monitor
runs, it updates the metrics and returns a status for the metrics defined in the script.

For details on the methods and classes that are available in the script, see the HP SiteScope
Custom Monitor API Reference (available from <SiteScope installation

directory>\examples\monitors\custom\doc\javadoc.zip).

o Customize how results are displayed
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You can determine how results are displayed. For example, whether result data is displayed in
megabytes or kilobytes.

« Debug custom monitors offline

You can perform offline debugging of a custom monitor script using a remote debugging server. This
makes the script development process easier, since it enables you to complete the code and see
the debugged data inside the script during the data processing stage. For details, see "How to
Debug a Custom Monitor Offline" on page 117.

After developing the monitor, you can:

« Define thresholds for new metrics

Because some metrics are defined only during a script run, you cannot define thresholds for them in
advance. After the script has run for the first time and the metrics have been defined, you can then
define thresholds for them. This provides more advanced data processing options than regular
monitors. Note that metrics can change between script runs, for example, where variables are used
in metric names. Thresholds using a metric that does not exist after the monitor run are removed
automatically.

« Share the monitor with other SiteScope users
After developing the monitor, you can export the monitor to a template, add external jars and/or
classes if the monitor depends on them, and create a content package. The content package can
then be sent to specific users, or shared with other SiteScope users by publishing it to the

SiteScope community on HP Live Network (https://hpln.hp.com/group/sitescope).

By sharing knowledge with other SiteScope users, you can benefit from extended SiteScope
monitor coverage and the development of new monitors outside the SiteScope release cycle.

Tasks

This section includes:
« "How to Develop a Custom Monitor" below
« "How to Debug a Custom Monitor Offline" on page 117
« "How to Access the Monitor Configuration Parameters Exposed in the Script" on page 119

« "How to Import and Use a Customizable Monitor" on page 120
How to Develop a Custom Monitor

1. Prerequisites
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= You must be an advanced user SiteScope with knowledge of JavaScript.

m  Knowledge of the application being monitored.

2. Create a Custom monitor

Create a group into which you want to add the custom monitor. Right-click the group, select New
> Monitor, and select the Custom monitor. In the General Settings panel, enter a name and
description for the monitor.

3. Create script parameters - optional

You can create a list of parameters that can be repeatedly used in the data processing script. To
do so, enter the parameter name and value in the Script Parameters Table.

For example, you might want to create a host, user name, and password parameter. You can
choose to hide parameter values, such as passwords, behind asterisks (*****) in the user
interface. The hide option is editable when working in template mode only.

For user interface details, see the Ul Descriptions section below.

Note: By default, the maximum number of parameters allowed in the table is 10. When the
maximum number of rows is reached, no additional rows can be added. You can modify this
number by changing the Custom monitor maximum number of script parameters value
in Preferences > Infrastructure Preferences > Custom Settings. You must restart
SiteScope if you change this setting.

4. Create the data processing script

Inthe Data Processing Script area of Custom Monitor Settings, create the script that parses the
results and creates new metrics according to the name that you determined.

For details on the monitor configuration properties, including how to access them, and the monitor
storage and metrics names, see "How to Access the Monitor Configuration Parameters Exposed
in the Script" on page 119.

For details on the methods and classes that are available in the script, see the HP SiteScope
Custom Monitor API Reference (available from <SiteScope installation
directory>\examples\monitors\custom\doc\javadoc.zip). A sample jar file showing the custom
monitor's capability to access Java code is provided in the <SiteScope root
directory>\examples\monitors\custom\lib folder.

For details on scripting in Java, see http://www.mozilla.org/rhino/ScriptingJava.html.

Tip:
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= A sample Custom monitor script is provided in the Data Processing Script box. To use it,
you need to uncomment the script.

m Sample scripts for all the custom monitors are available from the sample content package
located in the <SiteScope installation directory>\examples\monitors\custom folder.
CustomMonitorSamplePackage.zip contains examples for SiteScope 11.20, and
CustomMonitorsExamples_11_21.zip contains updated examples including a Custom
Database monitor with a dynamic query, a manifest file created using the Export Content
Package Wizard, and template mail and template mail subject files, To use these scripts,
you need to import the custom monitor content package and then deploy the custom
monitor template. For task details, see steps 3 and 4 of "How to Import and Use a
Customizable Monitor" on page 120.

Note:

= |f your monitor needs to open a network connection to another server from the data
processing script or the Java code that is called from the script, you must enable the
Allow network access setting in Preferences > Infrastructure Preferences > Custom
Monitor Settings.

m Access for the data processing script is restricted to the following folders/files on the
SiteScope server:

o The \conf folder which is located inside each content package (<SiteScope root
directory>\packages\imported or <SiteScope root
directory>\packages\workspace) (requires Read permissions).

o <SiteScope root directory>\logs\custom_monitors\* (all permissions)

= You can use the custom_monitor.log file for any info, warning, error, and debug
messages that you want to write during the execution of the script. The log is located in
<SiteScope root directory>\logs\custom_monitors. For details on changing the log to
DEBUG mode, see "Custom Monitor Logs" on page 125.

m By default, the number of metrics that are allowed in custom monitors is 1000. You can
modify this number by changing the Maximum number of counters value in
Preferences > Infrastructure Preferences > Custom Monitor Settings.

m  When working in template mode, you can use template variables in a data processing
script.

5. Generate a path for storing the files used for creating the Custom monitor

Click the Create Path button to create a folder where the relevant jars, classes, configuration, and
template files required for running the monitor can be saved. A folder with a relative path is created
under <SiteScope root directory>\packages\workspace\package_<Package ID>. The path is
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displayed as read only.
The folder contains the following (empty) subfolders:

m packages\workspace\package_<>\lib. Used for storing external jar files used by the monitor
script.

m packages\workspace\package_<>\classes. Used for storing compiled Java classes; note
that they should be copied with the entire package folder structure.

= packages\workspace\package_<>\conf. Used for storing configuration files, documentation,
and XML files.

= packages\workspace\package_<>\template. Used for storing the template files that contain
the custom monitor (you perform this in "Create a monitor template - optional” on the next

page).

You can copy the required files to these folders at this stage, or when performing "Create a content
package - optional" on the next page.

Note: If you add or modify jars/classes after the first monitor run, you must either:
m Restart SiteScope for the changes to take effect, or

m Toavoid having to restart SiteScope, you should enable the Reload classes and jars on
each monitor run option in Preferences > Infrastructure Preferences > Custom
Monitor Settings. This option should only be used be during script development, and
should be cleared in the production stages since it impacts performance.

6. Configure topology reporting - optional

To report monitor and related Cl topology data to BSM's RTSM, configure the required topology
reporting settings as described in How to Configure Topology Reporting for a Custom Monitor in
the Using SiteScope Guide.

7. Configure other settings for the monitor - optional

Configure other settings for the monitor as required. For details, see Common Monitor Settings in
the Using SiteScope Guide.

8. Save the monitor and wait for the first monitor run

Save the monitor. SiteScope verifies the correctness of the monitor configuration both locally and
on the remote server to be monitored, before saving the settings, regardless of whether you
clicked Verify & Save or Save.

The monitor collects data and filters it based on the script you supplied.
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9. Managing custom monitors

After creating a custom monitor, you can copy, move, or delete the monitor. When doing so, this
affects the content package folder (created in the <SiteScope root
directory>\packages\workspace directory) as follows:

Action

Copy Monitor

Cut Monitor

Delete Monitor

Deploy template with
custom monitor +
content package

File System Impact

Makes a copy of the content package folder in the <SiteScope root
directory>\packages\workspace folder.

No change.

If you delete the custom monitor, the content package folder is
removed from the <SiteScope root directory>\packages\workspace
folder of the SiteScope file system.

No change.

If a deployed monitor is copied, the content package will be copied to
the <SiteScope root directory>\packages\workspace folder of the
SiteScope file system.

10. Define thresholds for the metrics - optional
After the monitor has run, you can:

m Make changes to the script and define thresholds for metrics that were created or updated in
the run. For details, see Threshold Settings in the Using SiteScope Guide.

m  Check status and values of the metrics in the SiteScope Dashboard.

= Set up alerts on the monitor. For details, see How to Configure an Alert in the Using SiteScope

Guide.

11. Create a monitor template - optional

a. To copy the monitor to a template, right-click the monitor, select Copy to Template, and
select the template group to which you want to add the copied configuration. For details, see
How to Create a Template by Copying Existing Configurations in the Using SiteScope Guide.

b. Make any necessary changes such as adding template variables to the template. For details
on template variables, see New Variable Dialog Box in the Using SiteScope Guide.

12. Create a content package - optional

a. Copy the files used for creating the monitor to the predefined content package subfolders:

o <SiteScope>\packages\workspace\package_<Package ID>\lib. (Optional) Copy any
external jars used by the custom monitor script to this folder. Java classes from the jar
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[0}

files can be accessed from the data processing script. Note that you can use this monitor
without external jars.

Note: In the data processing script, to import a package from a jar that does not start
with com., org., or java., you must add the package's prefix:
importPackage(Packages.<packageName>)

For example, importPackage(Packages.it.companyname.test);

For details on importing Java classes and packages, see
http://www.mozilla.org/rhino/ScriptingJava.html.

<SiteScope>\packages\workspace\package_<>\classes. (Optional) Copy the compiled
Java classes with the entire package folder structure to this folder; this is not required if
the class files were packaged in a jar that was copied to the \lib folder. The class files can
be accessed from the data processing script.

<SiteScope>\packages\workspace\package_<>\conf. (Optional) Copy the
configuration files, documentation, and XML files to this folder.

<SiteScope>\packages\workspace\package_<>\template. (Optional) The folder should
contain the template files exported from SiteScope (performed in "Create a monitor
template - optional" on the previous page). Each template can contain various types of
monitors, custom and regular.

b. Copy extension files - optional

If the monitor references script or alert extension files in the SiteScope file system, copy them
to the relevant folders in <SiteScope root directory>\packages\workspace\extensions:

[0}

\scripts. Used for storing script files that are used to run shell commands or other scripts
on the machine where SiteScope is running.

\scripts.remote. Used for storing script files that are used for running a script that is
stored on a remote machine.

\templates.mail. Used for storing the file containing the format and content of alert
messages sent by email.

\templates.mail.subject. Used for storing the file containing the subject line of alert
messages sent by email.

\templates.mib. Used for storing the MIB files that are used to create a browsable tree
that contains names and descriptions of the objects found during a traversal.

\templates.os. Used for storing the shell commands to be run when monitoring remote
UNIX servers.
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Note:

o On exporting the files to a content package, the unique package ID is added to the
script and template files as a suffix (before the file extension) under the relevant folder
in the SiteScope root directory.

o As part of the import process, the template.os and templates.mib files are edited
and the unique package ID is added to some properties inside the files.

c. Export the content package to a zip file

Select the Templates context. In the template tree, right-click the template or template
container that you want to export to a content package, and select Export > Content
Package. For details on the Content Import dialog box, see Content Import Dialog Box in the
Using SiteScope Guide.

In the Export Content Package Wizard, enter details of the content package (manifest), and
select the templates and files associated with these templates to include. For Wizard details,
see Export Content Package Wizard.

For task details, see How to Create, Export, and Import a Custom Monitor Content Package
and How to Create, Export, and Import a Template Extension Content Package in the Using
SiteScope Guide.

Note: The Select Files page of the Wizard displays files from the <SiteScope root
directory>\packages\workspace\package_<Package ID> and <SiteScope root
directory>\packages\workspace\extensions folders listed above, except for the
\META-INF and \templates folders which are not displayed.

13. Share the custom monitor with other SiteScope users - optional
You can distribute a content package zip file by:
m Sending it to individual SiteScope users.
= Sharing it with other SiteScope users by uploading it to the Community Content for SiteScope
page on HP Live Network (https://hpln.hp.com/group/sitescope). HP Live Network is an online

community providing a central location for HP customers to share information and learn about
add-on content, extensions and related activities across the HP Software portfolio.

For task details, see How to publish content to the HP Live Network community.

How to Debug a Custom Monitor Offline

This task describes the steps involved in offline debugging of a custom monitor script using a remote
debugging environment. This makes the script development process easier, since it enables you to
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complete the code and see the debugged data inside the script during the data processing stage.
1. Prerequisites

To perform offline debugging, the Eclipse IDE with Web Tools must be installed on a local
machine.

2. In SiteScope, enable the global custom monitor debugging setting in SiteScope Preferences

Select Preferences > Infrastructure Preferences > Custom Monitor Settings, and select the
Enable custom monitor debugging check box.

3. In SiteScope, create a custom monitor with offline debugging enabled
Create a custom monitor. For details, see the previous task.

When configuring the monitor settings, expand Custom Monitor Settings, and under the Data
Processing Script section, select Enable monitor debugging.

Save the monitor.
4. Copy the Custom Monitor Debugging Eclipse project to the debugging environment
The Custom Monitor Debugging Eclipse project is available (in zip format) from:

m <SiteScope root
directory>\examples\monitors\custom\CustomMonitorDebuggingEclipseProject.

m The Community Content for SiteScope page on the HP Live Network
(https://hpln.hp.com/group/community-content-sitescope).

Note: Make sure you use the correct version of the Custom Monitor Debugging Eclipse
project. SiteScope 11.23 is compatible with version 2.0 of the project (SISProxy-2.0.min.js).

5. Import the Custom Monitor Debugging project into Eclipse IDE
a. On the debugging environment, open Eclipse IDE and click Import.
b. Select General > Existing Project into Workspace, and click Next.
c. Select the Custom Monitor Debugging Eclipse project (zip file).

6. Copy the SiteScope Custom Monitor Data Processing Script to the Custom Monitor Debugging
project

a. Copy the content of Data Processing Script from the SiteScope custom monitor to
MonitorScript.js script.

b. Connect to the SiteScope monitor by entering the following in the DebugConfiguration.js
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file:

o host. Name of the SiteScope server.

o port. Port used by the SiteScope server.

o username. Usermame for accessing the SiteScope server.
o password. Password to access the SiteScope server.

o monitorPath. Full path to the custom monitor to debug in SiteScope including the monitor
name, separated by “/”. For example, Group1/Group2/Group3/Custom Monitor Name.

7. Enable the debugger to use external jar files - optional (where the script uses external jar files)
If the monitor script uses external jar files, copy the jar files from <SiteScope root
directory>\packages\workspace\package_<Package ID>\lib to the <JRE installation
path>\lib\ext directory on the debugging environment.

8. Run the debugger
a. Inthe Eclipse IDE, select Debug Configuration.

b. Select Rhino JavaScript > Custom Monitor Debugging - MonitorScript.js.

c. The debugger connects to SiteScope, and runs the script within the monitor.

SiteScope returns the data to the debugger and then disconnects. This enables the debugger
to simulate the script running the same data.

9. Debug the script
Use Eclipse IDE to debug the script.
How to Access the Monitor Configuration Parameters Exposed in the Script
Data Processing Script:

« You can access the configuration parameters for custom monitors in the data processing script
using:

myContext.getInputData().getConfigurationParameter("<configuration parameter name>");
Example:
var monitorName = myContext.getInputData().getConfigurationParameter("monitorName");

The following monitor properties are exposed to the script (for all custom monitors):
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m monitorName. The name of the monitor.

B monitorDescription. Adescription of the monitor.

« No additional properties are exposed for the Custom Monitor.

« You can set the summary string which is used as the monitor status in the SiteScope Dashboard
using:

myContext.getScriptResult().setSummary("<text summary>");

The default valueis: summary = <a set of metrics and their values>

« You can set monitor availability which is displayed in the SiteScope Dashboard using:
myContext.getScriptResult().setAvailability(<true/false>)
The default value is: availability = true

Topology Script:
You can access the configuration parameters for custom monitors in the topology script using:

Framework.getDestinationAttributeAsObject("configuration").get("<configuration parameter name>")

To access data saved in the monitor storage (this is a place where you can save script data for use in
future executions):

Framework.getDestinationAttributeAsObject("monitorStorage").get("<configuration parameter name>")
To access the list of metric names used in the script:

Framework.getDestinationAttributeAsObject("metrics™)

How to Import and Use a Customizable Monitor

After developing a custom monitor and creating a content package zip file, the content package can
then be sent to specific users, or be published to the HP Live Network
(https://hpIin.hp.com/group/sitescope) community enabling other users to import the monitor for their
own use.

For details on using the Wizard, see Export Content Package Wizard.

1. Prerequisites

Only a SiteScope administrator user, or a user granted the Add, edit or delete templates
permissions can import monitor templates from a content package. For details, see Permissions.

2. Access the custom monitor content package

m [f a content package zip file was sent to you, skip to the next step.

m [f a content package was made available to the Community Content for SiteScope page on HP
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Live Network, download the content package to your SiteScope machine. HP Live Network is
an online community providing a central location for HP customers to share information and
learn about add-on content, extensions and related activities across the HP Software portfolio.

For task details, see How to download a template or content package from the HP Live
Network in the Using SiteScope Guide.

3. Import the custom monitor content package

a. InSiteScope, select the Templates context. In the template tree, right-click the template
container into which you want to import the content package, and click Import.

b. Inthe Content Import dialog box, select Content package, and click the Browse button.
Navigate to the folder containing the package you want to import (packages are distributed in
zip format). Click Open, and then click OK. For details on the Content Import dialog box, see
Content Import Dialog Box in the Using SiteScope Guide.

For task details, see How to Create, Export, and Import a Custom Monitor Content Package
and How to Create, Export, and Import a Template Extension Content Package in the Using
SiteScope Guide.

4. Verify the template was imported successfully by checking it was added to the template
tree

The content package is copied to the <SiteScope root directory>\packages\imported folder,
and a new folder is created with the name: <Package/Zip Name>.zip_<Package ID>.

The folder contains:
= \META-INF. Contains the manifest file where information about the content package is stored.

= \templates. Contains files from which templates in this content package were imported into
SiteScope.

m <Package/Zip Name>. Uncompressed package that contains the above-mentioned folders,
the \extensions folder which contains script and alert template files referenced by monitors in
the imported templates, and the folders used for Custom monitors:

o \classes. Used for storing compiled Java classes.
o \conf Used for storing configuration files, documentation, and XML files.

o \lib Used for storing external jar files used by the monitor script. Note that the \lib folder is
shared between all monitors imported in the same template.

m <Package/Zip Name>.zip.properties. This is the descriptor (manifest) file for content
packages created in SiteScope 11.20, that is used in case of rollback, uninstall, or upgrade.
The file contains the ID of the SiteScope template that was deployed, the location of the files in
SiteScope, and other information about the content package.
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The imported templates and dependency files can be used directly or modified as required.

Where script or alert templates are referenced in the user interface, the unique package ID is
added as a suffix.

Example: ShortMail alert action template referenced in the Template field.

Action Type Settings

Action name: | EMail

* Recipients: |Defaurt

Addresses: |
* Subject: |T';,fpi|:al
* Template: | Short Mail_0ske2fe0-807c-4102-adea-S9a7ebddE0e8k

5. Deploy the custom monitor template

After importing the custom monitor template, you can deploy the template to a group.

a. Inthe template tree, right-click the custom monitor template you want to deploy, and select
Deploy Template.

b. Inthe Select Group dialog box, select a group into which you want to deploy the template.
Alternatively, you can click the New Group button and create a new group to which you can
deploy the template. For user interface details, see Select Group Dialog Box in the Using
SiteScope Guide.

c. Inthe Deployment Values dialog box, enter the required variable values in the entry boxes
displayed, and click OK. The entry boxes displayed correspond to the template variables used
in the template objects. For user interface details, see Deployment Values Dialog Box in the
Using SiteScope Guide.

Note: When deploying the template or publishing changes in the template to deployed
groups, clearing the Verify monitor properties with remote server check box in the
Deployment Values dialog box has no effect, because the monitor configuration
properties in the template must be checked against the remote server on which the
template is being deployed.

d. Verify that the template was deployed successfully (the template objects should be added to
the specified group in the monitor tree).

For task details, see How to Deploy Templates Using the User Interface in the Using SiteScope
Guide.
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6. Configure monitor status thresholds

After the monitor run, you can define thresholds for metrics that were resolved in the run. In the
Threshold Settings panel of the custom monitor, select metrics for which you want to define
thresholds in the Condition column by using variables or free text, or selecting default metrics
from the drop-down list, and enter the value applicable to the metric parameter.

Ul Descriptions

Custom Monitor Settings

User interface elements are described below:
Ul Element Description
Script Parameters Table

Add Parameter. Adds a new line to the Script Parameters table, enabling you to
define parameters for use in the custom monitor script.

52 Delete Parameter. Deletes the selected parameter.

Parameter = The name assigned to the parameter. All parameter names must be different.
Name

Parameter The parameter value.

Value
If you want to hide a parameter value such as a password, select the Hide Value

check box. The value is masked behind asterisks (*****) in the user interface.

Hide Value  Select to hide the parameter value in the Script Parameters table and in the custom
monitor script. The value is masked behind asterisks (*****).

This option is useful for an administrator in SiteScope when creating custom monitor
templates, since it enables the monitor to be deployed without the parameter value
being displayed in the monitor view.

Default value: Not selected
Note: The hide option is editable when working in template mode only.

Data Processing Script
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Ul Element Description
<Script> The input data for the data processing script is displayed in this box.

Define the script that parses the results and creates new metrics. For details on the
monitor configuration properties in the script, including how to access them, and the
monitor storage and metrics names, see "How to Access the Monitor Configuration
Parameters Exposed in the Script" on page 119.

Note: By default, the number of metrics that are allowed in custom monitors is 1000.
You can modify this number by changing the Maximum number of counters value
in Preferences > Infrastructure Preferences > Custom Monitor Settings.

Package Path generated by SiteScope where the files used for developing the monitor can be

path saved. This enables you to add the jars on which the monitor depends (if applicable),
classes, configuration, and templates files to the monitor. The path is displayed as
read only.

Click the Create Path button to create a folder with a relative path in the SiteScope
root directory (packages\workspace\package_<unique ID>). The pathis displayed
as read only.

The folder contains the following subfolders into which you copy the files used to
create the monitor;

« lib. (Optional) Used for storing external jar files used by the monitor script. Note
that you can use this monitor without external jars.

« classes. (Optional) Used for storing Java compiled classes; note that they should
be copied with the entire package folder structure.

« conf. (Optional) Used for storing configuration files, documentation, and XML
files.

» template. (Mandatory) Used for storing the template files that contain the custom
monitor. It must contain at least one template. Each template can contain various
types of monitors; custom and regular.

Note: This field is displayed when working in monitor mode only. When working in
template mode and the monitor is deployed, the content pack is imported into the
path.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Tips/Troubleshooting

This section describes troubleshooting and limitations for the Custom monitor.
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» "General Tips/Limitations" below

o "Custom Monitor Logs" below

General Tips/Limitations

« If auser-defined orimported Java package has the same name as an existing SiteScope or
standard Java package, SiteScope ignores the user-defined/imported Java package.

« When setting custom monitor metrics with a string (non-numeric) value, the maximum and average
values in the Measurement Summary table of the Management Report are shown as 'n/a’. This also
occurs if you change the metric value type, for example, if you set the metric with a numeric value,
and later change it to a string value or vice versa.

« When deploying a custom monitor using a template, clearing the Verify monitor properties with
remote server check box in the Deployment Values dialog box has no effect, because the monitor
configuration properties in the template must be checked against the remote server on which the
template is being deployed.

« When publishing changes to a template that contains a custom monitor, we recommend using the
Disable custom monitors while publishing changes option (selected by default) in
Preferences > Infrastructure Preferences > Custom Monitor Settings. The monitor is
temporarily disabled before changes are published and is restored to the enabled state after
changes have been made.

« Setting status thresholds using a baseline is not supported on user-defined metrics.

« You can use third-party .jar files without removing the JVM security from the registry by adding the _
scriptSandboxRuntimePermissions property to the <SiteScope root directory>;\groups\
master.config file, and specifying the permitted jar files. For example, to use signed libraries
jopcagtbase.jar and jopcagtmsg. jar, configure the parameter as follows: _
scriptSandboxRuntimePermissions=loadlLibrary.jopcagtbase, loadLibrary.jopcagtmsg.

For the types of runtime permissions that can be used, see Runtime Permission class in the Java
API documentation (http://docs.oracle.com/javase/7/docs/api/java/lang/RuntimePermission.html).

Custom Monitor Logs

« Errors in the monitor (including errors in the script) are written to the SiteScope logs in the same way
as for any other monitor. Check the error.log and RunMonitor.log files.

« Error messages from the script are displayed in the custom_monitor.log file located in

<SiteScope root directory>\logs\custom_monitors. This log can be used for info, warning, error,
and debug messages from running the script.
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To change the log level to DEBUG mode, in <SiteScope root
directory>\conficore\Tools\log4j\PlainJava\log4j.properties, change ${loglevel} to DEBUG in
the following paragraph:

# Custom monitors category
log4j.category.CustomMonitor=${loglevel},custom.monitor.appender
log4j.additivity. CustomMonitor=false change
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The Custom Database monitor broadens the capabilities of database monitors which are used to
monitor the availability and performance of your systems and applications, whose data is accessible
through database queries. Using the Custom Database monitor, you can create your own database
monitor by developing queries that collect data, and a script that processes the collected data and
creates metrics. You can use Java code developed by yourself or by a third-party to process the data.

You can share custom monitors by publishing them to the HP Live Network community, enabling other
SiteScope users to import the monitor template for their own use.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient
available capacity to create it in the SiteScope interface. For license purchase inquiries (or if
you require additional capacity), contact your HP sales representative or use the “Contact Us”
link in the HP SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Custom Database monitor.

Learn About

This section includes:
« "Custom Database Monitor Overview" below

« "IPv6 Addressing Supported Protocols" on the next page

Custom Database Monitor Overview

The Custom Database monitor enables you to develop your own database monitor on top of the
SiteScope infrastructure. This provides you with greater flexibility not available in existing monitors.

You can use the Custom Database monitor to:
« Collect any database data you like

You can create a series of SQL queries for the database tables you want to monitor. SiteScope runs
the queries and returns the results to the monitor in an object that contains a set of results for each
query. Each time the monitor runs, it re-runs your queries and collects fresh data.

o Process the collected data
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You can create a script in the monitor that can extract and process the results of the collected data.
For example,you can define metrics based on collected data from the database and perform
mathematical operations on it as in the sample script provided.

For details on the methods and classes that are available in the script, see the HP SiteScope
Custom Monitor API Reference (available from <SiteScope installation
directory>\examples\monitors\custom\doc\javadoc.zip).

« Collect data dynamically

You can include dynamically-defined queries in the data processing script. These queries are
executed while the script is running, in contrast to predefined queries, which are executed before
the script is run. Dynamically-executed queries provide the added benefit of enabling you to create
queries based on values that are not in the monitored entity data store (for example, timestamp),
create queries based on previous query results or calculations, and include variables in queries. For
details, see Data Processing Script with Dynamic Queries in the Using SiteScope Guide.

o Debug custom monitors offline

You can perform offline debugging of a custom monitor script using a remote debugging server. This
makes the script development process easier, since it enables you to complete the code and see
the debugged data inside the script during the data processing stage. For details, see "How to
Debug a Custom Monitor Offline" on page 135.

After developing the monitor, you can:
« Define thresholds for new metrics

Because some metrics are defined only during a script run, you cannot define thresholds for them in
advance. After the script has run for the first time and the metrics have been defined, you can then
define thresholds for them. This provides more advanced data processing options than regular
monitors. Note that metrics can change between script runs, for example, where variables are used
in metric names. Thresholds using a metric that does not exist after the monitor run are removed
automatically.

« Share the monitor with other SiteScope users

After developing the monitor, you can export the monitor to a template, add external jars and/or
classes if the monitor depends on them, and create a content package. The content package can
then be sent to specific users, or shared with other SiteScope users by publishing it to the
SiteScope community on HP Live Network (https://hpln.hp.com/group/sitescope).

By sharing knowledge with other SiteScope users, you can benefit from extended SiteScope
monitor coverage and the development of new monitors outside the SiteScope release cycle.

IPv6 Addressing Supported Protocols

When Prefer IP version 6 addresses is enabled in SiteScope (Preferences > Infrastructure
Preferences > Server Settings), this monitor supports IPv6 addresses in the TCP (JDBC) protocol.
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Support for IPv6 might also depend on the JDBC driver being used.
For details on using IPv6, see Support for IP Version 6 in the Using SiteScope Guide.

Tasks

This section includes:

« "How to Develop a Custom Database Monitor" below

"How to Debug a Custom Monitor Offline" on page 135

"How to Access the Monitor Configuration Parameters Exposed in the Script" on page 137

« "How to Import and Use a Custom Database Monitor" on page 138
How to Develop a Custom Database Monitor

1. Prerequisites

m You must be an advanced SiteScope user with knowledge of JavaScript.
= Knowledge of SQL and the database systems being monitored.
= The database monitoring environment must be configured as described in "How to Configure

the Database Query Monitoring Environment" on page 211 (ignore the last step in the
referenced task).

2. Create a Custom Database monitor with the relevant database queries

a. Create a group into which you want to add the custom monitor. Right-click the group, select
New > Monitor, and select the Custom Database monitor.

b. Configure the monitor properties:
o Inthe General Settings panel, enter a name and description for the monitor.

o Inthe Main Settings area of Custom Database Monitor Settings, configure the monitor
properties as described in the Ul Descriptions section below.

o Inthe Queries table, enter a separate query for each database instance and table in the
database you want to monitor.

Tip: By default, you can enter up to 10 queries in the table. You can modify the
number of queries that can be added to the table in Preferences > Infrastructure
Preferences > Custom Monitor Settings by configuring the Maximum number of
queries value.
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3. Create script parameters - optional

You can create a list of parameters that can be repeatedly used in the data processing script. To
do so, enter the parameter name and value in the Script Parameters Table.

For example, you might want to create a host, user name, and password parameter. You can
choose to hide parameter values, such as passwords, behind asterisks (*****) in the user
interface. The hide option is editable when working in template mode only.

For user interface details, see the Ul Descriptions section below.

Note: By default, the maximum number of parameters allowed in the table is 10. When the
maximum number of rows is reached, no additional rows can be added. You can modify this
number by changing the Custom monitor maximum number of script parameters value
in Preferences > Infrastructure Preferences > Custom Settings. You must restart
SiteScope if you change this setting.

4. Create the data processing script

In the Data Processing Script area of Custom Database Monitor Settings, create the script that
parses the results and creates new metrics in the names that you determined.

In addition, you can include any number of queries in the script. The queries are executed as the
script is run, which means that the monitor collects fresh data from the database being monitored.
After the data is retrieved, it becomes available for the script to use. A query in a script has the
same syntax as a query defined in the queries table, but it can be structured using variables which
makes it dynamic within the monitor run context. For details on dynamic queries, see Data
Processing Script with Dynamic Queries in the Using SiteScope Guide.

For details on the monitor configuration properties, including how to access them, and the monitor
storage and metrics names, see "How to Access the Monitor Configuration Parameters Exposed
in the Script" on page 137.

For details on the methods and classes that are available in the script, see the HP SiteScope
Custom Monitor API Reference (available from <SiteScope installation
directory>\examples\monitors\custom\doc\javadoc.zip). A sample jar file showing the custom
monitor's capability to access Java code is provided in the <SiteScope root
directory>\examples\monitors\custom\lib folder.

For details on scripting in Java, see http://www.mozilla.org/rhino/ScriptingJava.html.

Tip:

m A sample Custom Database monitor script is provided in the Data Processing Script
box. To use it, you need to uncomment the script.

m Sample scripts for all the custom monitors are available from the sample content package
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located in the <SiteScope installation directory>\examples\monitors\custom folder.
CustomMonitorSamplePackage.zip contains examples for SiteScope 11.20, and
CustomMonitorsExamples_11_21.zip contains updated examples including a Custom
Database monitor with a dynamic query, a manifest file created using the Export Content
Package Wizard, and template mail and template mail subject files, To use these scripts,
you need to import the custom monitor content package and then deploy the custom
monitor template. For task details, see steps 3 and 4 of "How to Import and Use a Custom
Database Monitor" on page 138.

Note:

= |If your monitor needs to open a network connection to another server from the data
processing script or the Java code that is called from the script, you must enable the
Allow network access setting in Preferences > Infrastructure Preferences > Custom
Monitor Settings.

m Access for the data processing script is restricted to the following folders/files on the
SiteScope server:

o The \conf folder which is located inside each content package (<SiteScope root
directory>\packages\imported or <SiteScope root
directory>\packages\workspace) (requires Read permissions).

o <SiteScope root directory>\logs\custom_monitors\* (all permissions)

= You can use the custom_monitor.log file for any info, warning, error, and debug
messages that you want to write during the execution of the script. The log is located in
<SiteScope root directory>\logs\custom_monitors. For details on changing the log to
DEBUG mode, see "Custom Monitor Logs" on page 147.

m By default, the number of metrics that are allowed in custom monitors is 1000. You can
modify this number by changing the Maximum number of counters value in
Preferences > Infrastructure Preferences > Custom Monitor Settings.

m  When working in template mode, you can use template variables in a data processing
script.

5. Generate a path for storing the files used for creating the Custom Database monitor

Click the Create Path button to create a folder where the relevant jars, classes, configuration, and
template files required for running the monitor can be saved. A folder with a relative path is created
under <SiteScope root directory>\packages\workspace\package_<Package ID>. The path is

displayed as read only.

The folder contains the following (empty) subfolders:
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m packages\workspace\package_<>\lib. Used for storing external jar files used by the monitor
script.

m packages\workspace\package_<>\classes. Used for storing compiled Java classes; note
that they should be copied with the entire package folder structure.

= packages\workspace\package_<>\conf. Used for storing configuration files, documentation,
and XML files.

= packages\workspace\package_<>\template. Used for storing the template files that contain
the custom monitor (you perform this in "Create a monitor template - optional” on the next

page).

You can copy the required files to these folders at this stage, or when performing "Create a content
package - optional" on the next page.

Note: If you add or modify jars/classes after the first monitor run, you must either:
m Restart SiteScope for the changes to take effect, or

m Toavoid having to restart SiteScope, you should enable the Reload classes and jars on
each monitor run option in Preferences > Infrastructure Preferences > Custom
Monitor Settings. This option should only be used be during script development, and
should be cleared in the production stages since it impacts performance.

6. Configure topology reporting - optional

To report monitor and related Cl topology data to BSM's RTSM, configure the required topology
reporting settings as described in How to Configure Topology Reporting for a Custom Monitorin
the Using SiteScope Guide.

7. Configure other settings for the monitor - optional

Configure other settings for the monitor as required. For details, see Common Monitor Settings in
the Using SiteScope Guide.

8. Save the monitor and wait for the first monitor run

Save the monitor. SiteScope verifies the correctness of the monitor configuration both locally and
on the remote server to be monitored, before saving the settings, regardless of whether you
clicked Verify & Save or Save.

The monitor collects data from the database instances, and filters the data based on the script you
supplied.

9. Managing custom monitors
After creating a custom monitor, you can copy, move, or delete the monitor. When doing so, this
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affects the content package folder (created in the <SiteScope root
directory>\packages\workspace directory) as follows:

Action

Copy Monitor

Cut Monitor

Delete Monitor

Deploy template with
custom monitor +
content package

File System Impact

Makes a copy of the content package folder in the <SiteScope root
directory>\packages\workspace folder.

No change.

If you delete the custom monitor, the content package folder is
removed from the <SiteScope root directory>\packages\workspace
folder of the SiteScope file system.

No change.

If a deployed monitor is copied, the content package will be copied to
the <SiteScope root directory>\packages\workspace folder of the
SiteScope file system.

10. Define thresholds for the metrics - optional

After the monitor has run, you can:

m Make changes to the script and define thresholds for metrics that were created or updated in
the run. For details, see Threshold Settings in the Using SiteScope Guide.

m Check status and values of the metrics in the SiteScope Dashboard.

m Set up alerts on the monitor. For details, see How to Configure an Alert in the Using SiteScope

Guide.

11. Create a monitor template - optional

a. To copy the monitor to a template, right-click the monitor, select Copy to Template, and
select the template group to which you want to add the copied configuration. For details, see
How to Create a Template by Copying Existing Configurations in the Using SiteScope Guide.

b. Make any necessary changes such as adding template variables to the template. For details
on template variables, see New Variable Dialog Box in the Using SiteScope Guide.

12. Create a content package - optional

a. Copy the files used for creating the monitor to the predefined content package subfolders:

o <SiteScope>\packages\workspace\package_<Package ID>\lib. (Optional) Copy any
external jars used by the custom monitor script to this folder. Java classes from the jar
files can be accessed from the data processing script. Note that you can use this monitor
without external jars.
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o

Note: In the data processing script, to import a package from a jar that does not start
with com., org., or java., you must add the package's prefix:
importPackage(Packages.<packageName>)

For example, importPackage(Packages.it.companyname.test);

For details on importing Java classes and packages, see
http://www.mozilla.org/rhino/ScriptingJava.html.

<SiteScope>\packages\workspace\package_<>\classes. (Optional) Copy the compiled
Java classes with the entire package folder structure to this folder; this is not required if
the class files were packaged in a jar that was copied to the \lib folder. The class files can
be accessed from the data processing script.

<SiteScope>\packages\workspace\package_<>\conf. (Optional) Copy the
configuration files, documentation, and XML files to this folder.

<SiteScope>\packages\workspace\package_<>\template. (Optional) The folder should
contain the template files exported from SiteScope (performed in "Create a monitor
template - optional" on the previous page). Each template can contain various types of
monitors, custom and regular.

b. Copy extension files - optional

If the monitor references script or alert extension files in the SiteScope file system, copy them
to the relevant folders in <SiteScope root directory>\packages\workspace\extensions:

(o}

\scripts. Used for storing script files that are used to run shell commands or other scripts
on the machine where SiteScope is running.

\scripts.remote. Used for storing script files that are used for running a script that is
stored on a remote machine.

\templates.mail. Used for storing the file containing the format and content of alert
messages sent by email.

\templates.mail.subject. Used for storing the file containing the subject line of alert
messages sent by email.

\templates.mib. Used for storing the MIB files that are used to create a browsable tree
that contains names and descriptions of the objects found during a traversal.

\templates.os. Used for storing the shell commands to be run when monitoring remote
UNIX servers.

Note:
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o On exporting the files to a content package, the unique package ID is added to the
script and template files as a suffix (before the file extension) under the relevant folder
in the SiteScope root directory.

o As part of the import process, the template.os and templates.mib files are edited
and the unique package ID is added to some properties inside the files.

c. Export the content package to a zip file

Select the Templates context. In the template tree, right-click the template or template
container that you want to export to a content package, and select Export > Content
Package. For details on the Content Import dialog box, see Content Import Dialog Box in the
Using SiteScope Guide.

In the Export Content Package Wizard, enter details of the content package (manifest), and
select the templates and files associated with these templates to include. For Wizard details,
see Export Content Package Wizard.

For task details, see How to Create, Export, and Import a Custom Monitor Content Package
and How to Create, Export, and Import a Template Extension Content Package in the Using
SiteScope Guide.

Note: The Select Files page of the Wizard displays files from the <SiteScope root
directory>\packages\workspace\package_<Package ID> and <SiteScope root
directory>\packages\workspace\extensions folders listed above, except for the
\META-INF and \templates folders which are not displayed.

13. Share the custom monitor with other SiteScope users - optional
You can distribute a content package zip file by:

m Sending it to individual SiteScope users.

= Sharing it with other SiteScope users by uploading it to the Community Content for SiteScope
page on HP Live Network (https://hpln.hp.com/group/sitescope). HP Live Network is an online
community providing a central location for HP customers to share information and learn about
add-on content, extensions and related activities across the HP Software portfolio.

For task details, see How to publish content to the HP Live Network community.

How to Debug a Custom Monitor Offline

This task describes the steps involved in offline debugging of a custom monitor script using a remote
debugging environment. This makes the script development process easier, since it enables you to
complete the code and see the debugged data inside the script during the data processing stage.
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1. Prerequisites

To perform offline debugging, the Eclipse IDE with Web Tools must be installed on a local
machine.

2. In SiteScope, enable the global custom monitor debugging setting in SiteScope Preferences

Select Preferences > Infrastructure Preferences > Custom Monitor Settings, and select the
Enable custom monitor debugging check box.

3. InSiteScope, create a custom monitor with offline debugging enabled
Create a custom monitor. For details, see the previous task.

When configuring the monitor settings, expand Custom Monitor Settings, and under the Data
Processing Script section, select Enable monitor debugging.

Save the monitor.
4. Copy the Custom Monitor Debugging Eclipse project to the debugging environment
The Custom Monitor Debugging Eclipse project is available (in zip format) from:

m <SiteScope root
directory>\examples\monitors\custom\CustomMonitorDebuggingEclipseProject.

m  The Community Content for SiteScope page on the HP Live Network
(https://hpln.hp.com/group/community-content-sitescope).

Note: Make sure you use the correct version of the Custom Monitor Debugging Eclipse
project. SiteScope 11.23 is compatible with version 2.0 of the project (SISProxy-2.0.min.js).

5. Import the Custom Monitor Debugging project into Eclipse IDE
a. Onthe debugging environment, open Eclipse IDE and click Import.
b. Select General > Existing Project into Workspace, and click Next.
c. Select the Custom Monitor Debugging Eclipse project (zip file).

6. Copy the SiteScope Custom Monitor Data Processing Script to the Custom Monitor Debugging
project

a. Copy the content of Data Processing Script from the SiteScope custom monitor to
MonitorScript.js script.

b. Connect to the SiteScope monitor by entering the following in the DebugConfiguration.js
file:
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o host. Name of the SiteScope server.

o port. Port used by the SiteScope server.

o username. Usermame for accessing the SiteScope server.
o password. Password to access the SiteScope server.

o monitorPath. Full path to the custom monitor to debug in SiteScope including the monitor
name, separated by “/”. For example, Group1/Group2/Group3/Custom Monitor Name.

7. Enable the debugger to use external jar files - optional (where the script uses external jar files)
If the monitor script uses external jar files, copy the jar files from <SiteScope root
directory>\packages\workspace\package_<Package ID>\lib to the <JRE installation
path>\lib\ext directory on the debugging environment.

8. Run the debugger
a. Inthe Eclipse IDE, select Debug Configuration.

b. Select Rhino JavaScript > Custom Monitor Debugging - MonitorScript.js.

c. The debugger connects to SiteScope, and runs the script within the monitor.

SiteScope returns the data to the debugger and then disconnects. This enables the debugger
to simulate the script running the same data.

9. Debug the script
Use Eclipse IDE to debug the script.
How to Access the Monitor Configuration Parameters Exposed in the Script
Data Processing Script:

« You can access the configuration parameters for custom monitors in the data processing script
using:

myContext.getInputData().getConfigurationParameter("<configuration parameter name>");
Example:

var monitorName = myContext.getInputData().getConfigurationParameter("monitorName");
The following monitor properties are exposed to the script (for all custom monitors):

m monitorName. The name of the monitor.

m monitorDescription. A description of the monitor.
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The following monitor properties are exposed to the script for the Custom Database monitor only:
m dbConnectionurl. The connection URL of the database to which you want to connect.

« You can set the summary string which is used as the monitor status in the SiteScope Dashboard
using:

myContext.getScriptResult().setSummary("<text summary>");

The default value is: summary = <a set of metrics and their values>

« You can set monitor availability which is displayed in the SiteScope Dashboard using:
myContext.getScriptResult().setAvailability(<true/false>)
The default value is: availability = true

Topology Script:
You can access the configuration parameters for custom monitors in the topology script using:

Framework.getDestinationAttributeAsObject("configuration").get("<configuration parameter name>")

To access data saved in the monitor storage (this is a place where you can save script data for use in
future executions):

Framework.getDestinationAttributeAsObject("monitorStorage").get("<configuration parameter name>")
To access the list of metric names used in the script:

Framework.getDestinationAttributeAsObject("metrics™)

How to Import and Use a Custom Database Monitor

After developing a custom monitor and creating a content package zip file, the content package can
then be sent to specific users, or be published to the HP Live Network
(https://hpln.hp.com/group/sitescope) community enabling other users to import the monitor for their
own use.

For details on using the Wizard, see Export Content Package Wizard.

1. Prerequisites

Only a SiteScope administrator user, or a user granted the Add, edit or delete templates
permissions can import monitor templates from a content package. For details, see Permissions.

2. Access the custom monitor content package zip file
m [f a content package zip file was sent to you, skip to the next step.
= [f a content package was made available to the Community Content for SiteScope page on HP

Live Network, download the content package to your SiteScope machine. HP Live Network is
an online community providing a central location for HP customers to share information and
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learn about add-on content, extensions and related activities across the HP Software portfolio.

For task details, see How to download a template or content package from the HP Live
Network in the Using SiteScope Guide.

3. Import the custom monitor content package
a. InSiteScope, select the Templates context. In the template tree, right-click the template
container into which you want to import the content package, and click Import.

b. Inthe Content Import dialog box, select Content package, and click the Browse button.
Navigate to the folder containing the package you want to import (packages are distributed in
zip format). Click Open, and then click OK. For details on the Content Import dialog box, see
Content Import Dialog Box in the Using SiteScope Guide.

For task details, see How to Create, Export, and Import a Custom Monitor Content Package
and How to Create, Export, and Import a Template Extension Content Package in the Using
SiteScope Guide.

4. Verify the template was imported successfully by checking it was added to the template
tree

The content package is copied to the <SiteScope root directory>\packages\imported folder,
and a new folder is created with the name: <Package/Zip Name>.zip_ <Package ID>.

The folder contains:
» \META-INF. Contains the manifest file where information about the content package is stored.

= \templates. Contains files from which templates in this content package were imported into
SiteScope.

m <Package/Zip Name>. Uncompressed package that contains the above-mentioned folders,
the \extensions folder which contains script and alert template files referenced by monitors in
the imported templates, and the folders used for Custom monitors:

o \classes. Used for storing compiled Java classes.

o \conf Used for storing configuration files, documentation, and XML files.

o \lib Used for storing external jar files used by the monitor script. Note that the \lib folder is
shared between all monitors imported in the same template.

m <Package/Zip Name>.zip.properties. This is the descriptor (manifest) file for content
packages created in SiteScope 11.20, that is used in case of rollback, uninstall, or upgrade.

The file contains the ID of the SiteScope template that was deployed, the location of the files in
SiteScope, and other information about the content package.

The imported templates and dependency files can be used directly or modified as required.
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Where script or alert templates are referenced in the user interface, the unique package ID is
added as a suffix.

Example: ShortMail alert action template referenced in the Template field.

Action Type Settings

Action name: | EMail

* Recipients: |Defaurt

Addresses: |
* Subject: |T';,fpi|:al
* Template: | Short Mail_0ske2fe0-807c-4102-adea-S9a7ebddE0e8k

5. Deploy the custom monitor template

After importing the custom monitor template, you can deploy the template to a group.

a.

In the template tree, right-click the custom monitor template you want to deploy, and select
Deploy Template.

In the Select Group dialog box, select a group into which you want to deploy the template.
Alternatively, you can click the New Group button and create a new group to which you can
deploy the template. For user interface details, see Select Group Dialog Box in the Using
SiteScope Guide.

In the Deployment Values dialog box, enter the required variable values in the entry boxes
displayed, and click OK. The entry boxes displayed correspond to the template variables used
in the template objects. For user interface details, see Deployment Values Dialog Box in the
Using SiteScope Guide.

Note: When deploying the template or publishing changes in the template to deployed
groups, clearing the Verify monitor properties with remote server check box in the
Deployment Values dialog box has no effect, because the monitor configuration
properties in the template must be checked against the remote server on which the
template is being deployed.

d. Verify that the template was deployed successfully (the template objects should be added to

the specified group in the monitor tree).

For task details, see How to Deploy Templates Using the User Interface in the Using SiteScope
Guide.

6. Configure monitor status thresholds
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When deploying the template, only the default metrics included with the monitor are displayed
(custom metrics defined in the script do not exist until after the monitor has run). For example,
when configuring a Custom Log File monitor, the following metrics are default: 1ine,
lines/min,matches, matches/min.

After the monitor run, you can define thresholds for metrics that were resolved in the run. In the
Threshold Settings panel of the custom monitor, select metrics for which you want to define
thresholds in the Condition column by using variables or free text, or selecting default metrics
from the drop-down list, and enter the value applicable to the metric parameter.

Ul Descriptions

Custom Database Monitor Settings
User interface elements are described below:

Ul Element
Main Settings

Database
connection
URL

Database
driver

Description

Connection URL of the database to which you want to connect. The syntax should
be in the format:

jdbc:<sub protocol>:<subname> or

<IP address>:<database server port>:<sid>.

Example: To connect to the Oracle database on a machine using port 1521 use:
jdbc:oracle:thin:@206.168.191.19:1521:0RCL.
The colon (:) and the (@) symbols must be included as shown.

Java class name of the JDBC database driver.

The default driver uses ODBC to make database connections. SiteScope uses the
same database driver for both primary and backup database connections.

If a custom driver is used, the driver must also be installed in the <SiteScope root
directory>\WEB-INF\lib\ directory.

Default value: sun.jdbc.odbc.JdbcOdbcDriver

Tip: You can specify database drivers that have timeout problems (where database
queries processed with these drivers exceed the timeout specified in the monitor's
Query timeout field) in the Timeout proxied query drivers listfield (in
Preferences > Infrastructure Preferences > General Settings). These drivers are
queried separately with a monitor-based timeout.
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Ul Element Description

Database User name used to log on to the database.

user name , . . .
If you are using Microsoft SQL server and the default driver (Sun Microsystem

JDBC-ODBC bridge driver, sun.jdbc.odbc.JdbcOdbcDriver), you can leave this
blank and choose Windows Authentication when you setup the ODBC connection.

With Windows Authentication, SiteScope connects using the login account of the
SiteScope service.

Note: The specified user name must have privileges to run the query specified for
the monitor.

Database Password used to log on to the database.

password , , . .
If you are using Microsoft SQL server and the default driver (Sun Microsystem

JDBC ODBC bridge driver (sun.jdbc.odbc.JdbcOdbcDriver), you can leave this
blank and choose Windows Authentication when you create the ODBC connection.

With Windows Authentication, SiteScope connects using the login account of the
SiteScope service.

Max rows Maximum number of rows the monitor retrieves from the database for each monitor
run. If the number of result rows exceeds the set maximum, the monitor retrieves the
remaining rows (those that exceeded the maximum) on future cycles, until all result
rows are retrieved. The same rows in the amount limited by this property value are
retrieved from the beginning of the table on each monitor run if Enumerating field,
Enumerating field type and Initial enumerating value fields are not populated.

The value should be sufficient to keep up with database table growth, yet small
enough to avoid java.lang. OutOfMemoryException errors. Further, monitor run
frequency should also be considered. Make sure that the rate at which data is
collected by the monitor—which is dependent on both monitor run frequency and
network/system speed—is greater than, or equal to, the rate of data insertion on the
monitored system.

Default value: 5000 rows

Physically Maximum number of unused SQL connections in the SQL connection pool. When
close ifidle | this numberis exceeded, unused connections are closed rather than returned to the
connection connection pool.

count Default value: 10

exceeds efault value:

Idle Maximum amount of time, in seconds/minutes/hours/days, that a SQL connection
connection remains unused after it has been returned to the SQL connection pool. When the
timeout time is exceeded, the connection is automatically closed.

Default value: 5 minutes
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Ul Element

Query
timeout

Use
connection
pool

Queries

No

Queries

Enumerating

field

HP SiteScope (11.30)

Description

Amount of time, in seconds/minutes/hours/days, to wait for execution of a SQL
statement. Not all SQL drivers have this function. If your SQL driver does not
support this function, this parameter is ignored.

Default value: 1 minute

Enables SQL connection sharing. This means that you use a connection pool rather
than open and close a new connection for each monitor query.

Default value: Selected

New query. Adds a new line to the Database queries table, enabling you to enter a
new query.

Edit query. Opens the Query Editor, in which the selected SQL query is displayed
and can be edited.

Delete query. Deletes the selected query.

The query number. By default, you can add up to 10 queries to the table. The queries
are run in the order in which they appear in the table.

Note: You can modify the number of queries that can be added to the table by
changing the Maximum number of queries value in Preferences > Infrastructure
Preferences > Custom Monitor Settings.

Enter a query for each database instance and table in the database you want to
monitor. You can create or edit a query in the table (in line mode), or in the Query
Editor. To open the Query Editor, click the Edit query button. It is recommended to
use the Query Editor when adding or viewing long queries.

Enumeration means the monitor retrieves the rows that were added to the queried
table since its last execution. Enumerating field is the column name for the database
field that the monitor uses for retrieving these rows.

Note: The column used as enumerating field must be included in the SELECT
clause.
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Ul Element Description

Enumerating = The type of field used to order the result set. This can be a DATE field, an
field type INTEGER field, a DOUBLE floating point numeral field, or a LONG field. The
following table maps SQL types to the required enumerating field type.

SQL Type Enumerating Field Type

SMALLINT INTEGER

INTEGER INTEGER / LONG

BIGINT LONG

NUMERIC LONG

DOUBLE DOUBLE

DECIMAL DOUBLE

FLOAT DOUBLE

TIMESTAMP TIMESTAMP

DATE TIMESTAMP
Initial Initial value to be used as a condition for the initial run of this monitor instance. For
enumerating example, if you specify the Enumerating Field Type as a field type DATE and you
value enter a value of 2000-01-31 12:00:00 in the Start from value field, only records

that were added to the database after the specified date are forwarded.
Note: The value of this field cannot be edited.
Script Parameters Table

Add Parameter. Adds a new line to the Script Parameters table, enabling you to
define parameters for use in the custom monitor script.

5 Delete Parameter. Deletes the selected parameter.

Parameter The name assigned to the parameter. All parameter names must be different.
Name

Parameter The parameter value.

Value
If you want to hide a parameter value such as a password, select the Hide Value

check box. The value is masked behind asterisks (*****) in the user interface.
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Ul Element

Hide Value

Database Monitor

Description

Select to hide the parameter value in the Script Parameters table and in the custom
monitor script. The value is masked behind asterisks (*****).

This option is useful for an administrator in SiteScope when creating custom monitor
templates, since it enables the monitor to be deployed without the parameter value
being displayed in the monitor view.

Default value: Not selected

Note: The hide option is editable when working in template mode only.

Data Processing Script

<Script>

HP SiteScope (11.30)

The input data for the data processing script is displayed in this box.

Define the script that parses the results and creates new metrics. For details on the
monitor configuration properties in the script, including how to access them, and the
monitor storage and metrics names, see "How to Access the Monitor Configuration
Parameters Exposed in the Script" on page 137.

Note: By default, the number of metrics that are allowed in custom monitors is 1000.
You can modify this number by changing the Maximum number of counters value
in Preferences > Infrastructure Preferences > Custom Monitor Settings.
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Ul Element Description

Package Path generated by SiteScope where the files used for developing the monitor can be

path saved. This enables you to add the jars on which the monitor depends (if applicable),
classes, configuration, and templates files to the monitor. The path is displayed as
read only.

Click the Create Path button to create a folder with a relative path in the SiteScope
root directory (packages\workspace\package_<unique ID>). The pathis
displayed as read only.

The folder contains the following subfolders into which you copy the files used to
create the monitor:

« lib. (Optional) Used for storing external jar files used by the monitor script. Note
that you can use this monitor without external jars.

« classes. (Optional) Used for storing Java compiled classes; note that they
should be copied with the entire package folder structure.

« conf. (Optional) Used for storing configuration files, documentation, and XML
files.

« template. (Mandatory) Used for storing the template files that contain the
custom monitor. It must contain at least one template. Each template can
contain various types of monitors; custom and regular.

Note: This field is displayed when working in monitor mode only. When working in
template mode and the monitor is deployed, the content pack is imported into the
path.

Use Tool Click the Use Tool button to open the Database Connection tool when configuring
or editing a monitor. This enables you to test and verify connectivity between

(ITower left SiteScope and an external ODBC or JDBC compatible database (provided you are
side of the an administrator in SiteScope, or a user granted Use monitor tools permissions).
New Custom For details on the tool, see Database Connection Tool in the Using SiteScope
Database Guide.

Monitor dialog

box)

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Tips/Troubleshooting

This section describes troubleshooting and limitations for the Custom Database monitor.
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» "General Tips/Limitations" below

o "Custom Monitor Logs" below

General Tips/Limitations

« If auser-defined orimported Java package has the same name as an existing SiteScope or
standard Java package, SiteScope ignores the user-defined/imported Java package.

« When setting custom monitor metrics with a string (non-numeric) value, the maximum and average
values in the Measurement Summary table of the Management Report are shown as 'n/a’. This also
occurs if you change the metric value type, for example, if you set the metric with a numeric value,
and later change it to a string value or vice versa.

« When deploying a custom monitor using a template, clearing the Verify monitor properties with
remote server check box in the Deployment Values dialog box has no effect, because the monitor
configuration properties in the template must be checked against the remote server on which the
template is being deployed.

« When publishing changes to a template that contains a custom monitor, we recommend using the
Disable custom monitors while publishing changes option (selected by default) in
Preferences > Infrastructure Preferences > Custom Monitor Settings. The monitor is
temporarily disabled before changes are published and is restored to the enabled state after
changes have been made.

« Setting status thresholds using a baseline is not supported on user-defined metrics.

« You can use third-party .jar files without removing the JVM security from the registry by adding the _
scriptSandboxRuntimePermissions property to the <SiteScope root directory>;\groups\
master.config file, and specifying the permitted jar files. For example, to use signed libraries
jopcagtbase.jar and jopcagtmsg. jar, configure the parameter as follows: _
scriptSandboxRuntimePermissions=loadlLibrary.jopcagtbase, loadLibrary.jopcagtmsg.

For the types of runtime permissions that can be used, see Runtime Permission class in the Java
API documentation (http://docs.oracle.com/javase/7/docs/api/java/lang/RuntimePermission.html).

« If running a dynamic query from within a data processing script fails, an exception is thrown.

Custom Monitor Logs

« Errors in the monitor (including errors in the script) are written to the SiteScope logs in the same way
as for any other monitor. Check the error.log and RunMonitor.log files.

« Error messages from the script are displayed in the custom_monitor.log file located in

<SiteScope root directory>\logs\custom_monitors. This log can be used for info, warning, error,
and debug messages from running the script.
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To change the log level to DEBUG mode, in <SiteScope root
directory>\conficore\Tools\log4j\PlainJava\log4j.properties, change ${loglevel} to DEBUG in
the following paragraph:

# Custom monitors category
log4j.category.CustomMonitor=${loglevel},custom.monitor.appender
log4j.additivity. CustomMonitor=false change

Possible Errors Using the Oracle Thin Driver

« error, connect error, No suitable driver: check for syntax errors in Database connection URL,
such as dots instead of colons.

« error, connect error, lo exception: The Network Adapter could not establish the
connection: in Database connection URL, check
jdbc:oracle:thin:@206.168.191.19:1521:ORCL.

« error, connect error, lo exception: Invalid connection string format, a valid format is:
"host:port:sid": in Database connection URL check
jdbc:oracle:thin:@206.168.191.19:1521:ORCL.

« error, connect error, Invalid Oracle URL specified: OracleDriver.connect: in Database
connection URL, check for a colon before the "@"
jdbc:oracle:thin:@206.168.191.19:1521:ORCL.

« Refused:OR=(CODE=12505)(EMFI=4)))): in Database connection URL, the database SID is
probably incorrect (ORCL part). This error can also occur when the TCP address, or TCP port is
incorrect. If this is the case, verify the TCP port and check with the your database administrator to
verify the proper SID.

« String Index out of range: -1: in Database connection URL, check for the database server
address, port, and the database SID.

« error, driver connect error, oracle.jdbc.driver.OracleDriver: check syntax in Database driver.

« error, driver connect error, oracle.jdbc.driver.OracleDriver: check that driver is loaded in
correct place.

« error, connect error, No suitable driver: check driver specified in Database driver.

« error, connect error, No suitable driver: check for syntax errors in Database connection URL,
such as dots instead of colons.

Possible Errors Using the MySQL Driver

If, after enabling SiteScope to monitor a MySQL database, you get an authorization error in the
Database Query monitor, you may have to grant rights for the SiteScope machine to access the
MySQL database. Consult the MySQL Database administrator for setting up privileges for the

HP SiteScope (11.30) Page 148 of 1025



Monitor Reference
Chapter 18: Custom Database Monitor

SiteScope machine to access the MySQL server.

Possible Errors with Sybase Database Monitoring
« Verify you are using the correct driver for the version of Sybase you are monitoring. Enter
com.sybase.jdbc.SybDriver for Sybase version 4.x. and com. sybase. jdbc2.jdbc.SybDriver
for Sybase version 5.x.

« error, driver connect error, com/sybase/jdbc/SybDriver. Verify there are no spaces at the end
of the driver name. Save the changes and try the monitor again.

« connect error, JZ006: Caught IOException: java.net.UnknownHostException:
dbservername. Verify the name of the database server in Database connection URL is correct.
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The Custom Log File monitor broadens the capabilities of Log File monitors which are used to
automatically scan log files for error information, thereby eliminating the need to manually scan the
logs. You can create your own Log File monitor that scans for matches in the form of a text phrase or
regular expression, and a script that processes the collected data and creates metrics. You can use
Java code developed by yourself or by a third-party to process the data.

You can share custom monitors by publishing them to the HP Live Network community, enabling other
SiteScope users to import the monitor template for their own use.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient
available capacity to create it in the SiteScope interface. For license purchase inquiries (or if
you require additional capacity), contact your HP sales representative or use the “Contact Us”
link in the HP SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Custom Log File monitor.

Learn About

This section includes:
« "Custom Log File Monitor Overview" below
« "Scheduling the Monitor" on page 152
« "Customizing Custom Log File Content Matches and Monitor Alerts" on page 152
« "Support for IPv6 Addresses" on page 152

Custom Log File Monitor Overview

The Custom Log File monitor enables you to develop your own Log File monitor on top of the SiteScope
infrastructure.

Custom monitors enable you to do the following:
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« Create monitors that provide additional metrics not available in existing monitors

You can define a text phrase or regular expression that watches for log file entries, and create new
metrics from the collected data. Each time the monitor runs, it updates the metrics and returns a
status for the metrics defined in the script.

o Process the collected data

The returned data can be extracted and processed in the script. For example, you can create a
monitor that scans a log file for content match of system time and idle time values, and develop a
script that creates a metric named sum of overall CPU usage, which is the sum of these values.

For details on the methods and classes that are available in the script, see the HP SiteScope
Custom Monitor AP| Reference (available from <SiteScope installation
directory>\examples\monitors\custom\doc\javadoc.zip).

« Customize how results are displayed

You can determine how results are displayed. For example, whether result data is displayed in
megabytes or kilobytes.

« Debug custom monitors offline

You can perform offline debugging of a custom monitor script using a remote debugging server. This
makes the script development process easier, since it enables you to complete the code and see
the debugged data inside the script during the data processing stage. For details, see "How to
Debug a Custom Monitor Offline" on page 162.

After developing the monitor, you can:
« Define thresholds for new metrics

Because some metrics are defined only during a script run, you cannot define thresholds for them in
advance. After the script has run for the first time and the metrics have been defined, you can then
define thresholds for them. This provides more advanced data processing options than regular
monitors. Note that metrics can change between script runs, for example, where variables are used
in metric names. Thresholds using a metric that does not exist after the monitor run are removed
automatically.

« Share the monitor with other SiteScope users

After developing the monitor, you can export the monitor to a template, add external jars and/or
classes if the monitor depends on them, and create a content package. The content package can
then be sent to specific users, or shared with other SiteScope users by publishing it to the
SiteScope community on HP Live Network (https://hpin.hp.com/group/sitescope).

By sharing knowledge with other SiteScope users, you can benefit from extended SiteScope
monitor coverage and the development of new monitors outside the SiteScope release cycle.
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Scheduling the Monitor

You can schedule Custom Log File monitors to run as often as every 15 seconds. However, depending
on the size of the log file, the total number of monitors you have running, and Check from beginning
option selected, the monitor may take 15 seconds or longer to check the file for the desired entries. The
default update schedule of every 10 minutes is a reasonable frequency in most cases.

By default, each time that SiteScope runs this monitor, it starts from the point in the file where it
stopped reading last time it ran. This insures that you are notified only of new entries and speeds the
rate at which the monitor runs. You change this default behavior using the Check from beginning
property. For details, see the "Check from beginning" on page 170 property.

Customizing Custom Log File Content Matches and Monitor Alerts

You can create a Custom Log File monitor that triggers customized alerts for content matches
according to the threshold status of the monitor.

To configure the Custom Log File monitor with custom matches and alerts:
1. Inthe Custom Log File Monitor Settings, configure the following settings:
m Run alerts: Select the For each log entry matched option.

= Content match: Enter the text to look for in the log entries. For example, to find text entries
redflag and disaster inthe log file, enter / (redflag|disaster)/.

= Match value label:. Enter a label name for the matched values found in the target log file. For
example, type matchedValue.

2. Inthe Threshold Settings, set the error and warning threshold. For example, set Error if
matchedvValue == disaster and setWarning if matchedValue == redflag.

3. Configure error, warning, and good alerts for the Custom Log File monitor. The alert that is sent
depends on the threshold that is met for each entry matched. For example, if the error threshold is
met, the error alert is triggered. For details on configuring alerts, see How to Configure an Alert in
the Using SiteScope Guide.

Support for IPv6 Addresses

This monitor supports the IPv6 protocol. If you want your environment to resolve host names to IPv6,
you can select the Prefer IP version 6 addresses option in SiteScope Infrastructure Settings
(Preferences > Infrastructure Preferences > Server Setting). If this option is selected, whenever a
host name is specified for a remote server and the name is resolved to both IPv4 and IPv6, the IPv6
address is used.

When using IPv6, the following protocols are supported:
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NetBIOS (from SiteScope installed on Windows platforms only)

SSH (from SiteScope installed on UNIX platforms only)

Note: When specifying a literal IPv6 address as the name for the monitored remote server when
using the NetBIOS connection method, the IPv6 address must be customized by:

1. Replacing any colon (":") characters with a dash ("-") character.
2. Appending the text ".ipv6-literal.net" to the IP address.

For example, the IPv6 address: 2004 :DB8:2a:1005:230:48ff:fe73:982d

would be: 2004-DB8-2a-1005-230-48ff-fe73-982d.ipv6-1literal.net

For details on using IPv6, see Support for IP Version 6 in the Using SiteScope Guide.

Tasks

This section includes:

"How to Develop the Custom Log File Monitor" below
"How to Debug a Custom Monitor Offline" on page 162
"How to Access the Monitor Configuration Parameters Exposed in the Script" on page 164

"How to Import and Use a Custom Log File Monitor" on page 165

How to Develop the Custom Log File Monitor

Prerequisites
= You should be an advanced SiteScope user with knowledge of writing scripts in JavaScript,
and have knowledge of the content of the log file of the application being monitored.

= The following configuration requirements must be performed or verified before the Custom Log
File monitor can be used:

o The log file to be monitored must exist, and be accessible under credentials used for
connecting to the remote server, or under which SiteScope is running (if monitoring a local
file).

o The remote server should be created with credentials that grant read access on the
monitored file.

Create a Custom Log File monitor with the relevant regular expressions to match lines in
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the log file

a. Create a group into which you want to add the custom monitor. Right-click the group, select
New > Monitor, and select the Custom Log File monitor.

b. Inthe General Settings panel, enter a name and description for the monitor.

c. Inthe Custom Log File Monitor Settings panel, configure the monitor properties as
described in the Ul Descriptions section below.

In the Content match box, enter a regular expression depending on whether:

o You want to process matched rows only (in which case, the regular expression should not
contain groupings). For sample configuration details and results, see "Example A -
Configuring a Custom Log File monitor without grouping" below.

o You want to process the matched rows and custom matching values (in which case, the
regular expression should contain groupings). For sample configuration details and results,
see "Example B - Configuring a Custom Log File monitor with matching custom values
(grouping)" on the next page.

o You are running the monitor on a remote UNIX machine. For sample configuration details
and results, see "Example C - Configuring a Custom Log File monitor to run on a remote

UNIX server" on page 156.

All matched lines of the log file are processed as input data for the data processing script.

Example A - Configuring a Custom Log File monitor without grouping

m Configure the following properties in Custom Log File Monitor Settings:

Content match: /ERROR/

m Forlogs:

2012-05-01
2012-05-01
2012-05-01
2012-05-01
2012-05-01
2012-05-01
2011-09-07

2011-09-07

13:
13:
13:
13:
13:
13:
16:
16:

40:
41:
43:
47:
47:
47:
50:
58:

17,
55,
08,
12,
12,
12,
43,

o1,

ERROR - request failed

INFO - system check complete

INFO - new record created

INFO
INFO
INFO

ERROR

Starting service: Event Integration Startup Task
Starting service: Statistics Task
Starting service: SQL Connection Management Service

Standard directory handler failed with exception

INFO - The Heartbeat Scheduler was started

The result is the following two lines:

2012-05-01 13:40:17, ERROR - request failed

2011-09-07 16:50:43, ERROR - Standard directory handler failed with exception
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Example B - Configuring a Custom Log File monitor with matching custom values
(grouping)

m Configure the following properties in Custom Log File Monitor Settings:
Content match: /Used Memory=([0-9]*)MB Available Memory=([0-9]*)MB/
Match value label: used,available

m Forlogs:

2011-09-12 16:46:23,390 [StatisticsLogger]
INFO - Used Memory=56MB  Available Memory=439MB Total Memory=496MB
Max Memory=496MB

2011-09-12 16:46:23,390 [StatisticslLogger]
INFO - PoolName=ProcessPool::perfex utilization=0.0%
avgWaitInQueueTime=0 poolMaxSize=200 execTime=0

2011-09-12 16:46:23,390 [StatisticslLogger]
INFO - PoolName=ProcessPool: :perfex_dispatcher utilization=0.0%
avgWaitInQueueTime=0 poolMaxSize=200 execTime=0

2011-09-12 16:46:23,390 [StatisticslLogger]
INFO - executionCount=0 averageTime=?ms driftAverageTime=?ms

2011-09-12 16:47:23,382 [StatisticslLogger]
INFO - Used Memory=51MB  Available Memory=444MB  Total Memory=496MB
Max Memory=496MB

The result is the following two lines and values in bold (for the used and available labels):

2011-09-12 16:46:23,390 [StatisticsLogger]
INFO - Used Memory=56MB Available Memory=439MB Total Memory=496MB
Max Memory=496MB

2011-09-12 16:47:23,382 [StatisticsLogger]
INFO - Used Memory=51MB  Available Memory=444MB  Total Memory=496MB
Max Memory=496MB
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Example C - Configuring a Custom Log File monitor to run on a remote UNIX server
m Configure the following properties in Custom Log File Monitor Settings:

Content match: /Used Memory=([0-9]*)MB Available Memory=([0-9]*)MB/

Match value label: used,available

Server-side processing:Selected

Return matching raw data from server-side: Not selected
m Forlogs:

2011-09-12 16:46:23,390 [StatisticsLogger] INFO - Used Memory=56MB

Available Memory=439MB Total Memory=496MB Max Memory=496MB

2011-09-12 16:46:23,390 [StatisticsLogger] INFO - PoolName=ProcessPool::
perfex utilization=0.0% avgWaitInQueueTime=0 poolMaxSize=200 execTime=0

2011-09-12 16:46:23,390 [StatisticsLogger] INFO - PoolName=ProcessPool::
perfex_dispatcher utilization=0.0% avgWaitInQueueTime=0 poolMaxSize=200 execTime=0

2011-09-12 16:46:23,390 [StatisticsLogger] INFO - executionCount=0
averageTime=?ms driftAverageTime=?ms

2011-09-12 16:47:23,382 [StatisticsLogger] INFO - Used Memory=51MB
Available Memory=444MB  Total Memory=496MB  Max Memory=496MB

The result is the following two lines and values in bold (for the used and available labels):
2011-09-12 16:46:23,390 [StatisticsLogger] INFO - Used Memory=56MB
Available Memory=439MB Total Memory=496MB  Max Memory=496MB

2011-09-12 16:47:23,382 [StatisticsLogger] INFO - Used Memory=51MB
Available Memory=444MB  Total Memory=496MB  Max Memory=496MB

3. Create script parameters - optional

You can create a list of parameters that can be repeatedly used in the data processing script. To
do so, enter the parameter name and value in the Script Parameters Table.

For example, you might want to create a host, user name, and password parameter. You can
choose to hide parameter values, such as passwords, behind asterisks (*****)in the user
interface. The hide option is editable when working in template mode only.

For user interface details, see the Ul Descriptions section below.
Note: By default, the maximum number of parameters allowed in the table is 10. When the
maximum number of rows is reached, no additional rows can be added. You can modify this

number by changing the Custom monitor maximum number of script parameters value
in Preferences > Infrastructure Preferences > Custom Settings. You must restart
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SiteScope if you change this setting.

4. Create the data processing script

In the Data Processing Script area, create the script that parses raw data and log match values
and creates new metrics according to the name that you determined.

For example, you could write a script that calculates sum of the system time and idle time that
are transferred as aresult of log file scanning. The new metric will be displayed in the SiteScope
Dashboard as sum of overall CPU usage.

For details on the monitor configuration properties, including how to access them, and the monitor
storage and metrics names, see "How to Access the Monitor Configuration Parameters Exposed
in the Script" on page 164.

For details on the methods and classes that are available in the script, see the HP SiteScope
Custom Monitor API Reference (available from <SiteScope installation
directory>\examples\monitors\custom\doc\javadoc.zip). A sample jar file showing the custom
monitor's capability to access Java code is provided in the <SiteScope root
directory>\examples\monitors\custom\lib folder.

For details on scripting in Java, see http://www.mozilla.org/rhino/ScriptingJava.html.

Tip:

m A sample Custom Log File monitor script is provided in the Data Processing Script box.
To use it, you need to uncomment the script.

m Sample scripts for all the custom monitors are available from the sample content package
located in the <SiteScope installation directory>\examples\monitors\custom folder.
CustomMonitorSamplePackage.zip contains examples for SiteScope 11.20, and
CustomMonitorsExamples_11_21.zip contains updated examples including a Custom
Database monitor with a dynamic query, a manifest file created using the Export Content
Package Wizard, and template mail and template mail subject files, To use these scripts,
you need to import the custom monitor content package and then deploy the custom
monitor template. For task details, see steps 3 and 4 of "How to Import and Use a Custom
Log File Monitor" on page 165.

Note:

= |f your monitor needs to open a network connection to another server from the data
processing script or the Java code that is called from the script, you must enable the
Allow network access setting in Preferences > Infrastructure Preferences > Custom
Monitor Settings.
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m Access for the data processing script is restricted to the following folders/files on the
SiteScope server:

o The \conf folder which is located inside each content package (<SiteScope root
directory>\packages\imported or <SiteScope root
directory>\packages\workspace) (requires Read permissions).

o <SiteScope root directory>\logs\custom_monitors\* (all permissions)

m You can use the custom_monitor.log file for any info, warning, error, and debug
messages that you want to write during the execution of the script. The log is located in
<SiteScope root directory>\logs\custom_monitors. For details on changing the log to
DEBUG mode, see "Custom Monitor Logs" on page 175.

m By default, the number of metrics that are allowed in custom monitors is 1000. You can
modify this number by changing the Maximum number of counters value in
Preferences > Infrastructure Preferences > Custom Monitor Settings.

= When working in template mode, you can use template variables in a data processing
script.

5. Generate a path for storing the files used for creating the Custom Log File monitor

Click the Create Path button to create a folder where the relevant jars, classes, configuration, and
template files required for running the monitor can be saved. A folder with a relative path is created
under <SiteScope root directory>\packages\workspace\package_<Package ID>. The path is

displayed as read only.

The folder contains the following (empty) subfolders:

m packages\workspace\package_<>\lib. Used for storing external jar files used by the monitor
script.

= packages\workspace\package_<>\classes. Used for storing compiled Java classes; note
that they should be copied with the entire package folder structure.

m packages\workspace\package_<>\conf. Used for storing configuration files, documentation,
and XML files.

= packages\workspace\package_<>\template. Used for storing the template files that contain
the custom monitor (you perform this in "Create a monitor template - optional" on page 160).

You can copy the required files to these folders at this stage, or when performing "Custom Log File
Monitor" on page 150.

Note: If you add or modify jars/classes after the first monitor run, you must either:

HP SiteScope (11.30) Page 158 of 1025



Monitor Reference
Chapter 19: Custom Log File Monitor

m Restart SiteScope for the changes to take effect, or

= To avoid having to restart SiteScope, you should enable the Reload classes and jars on
each monitor run option in Preferences > Infrastructure Preferences > Custom
Monitor Settings. This option should only be used be during script development, and
should be cleared in the production stages since it impacts performance.

6. Configure topology reporting - optional

To report monitor and related Cl topology data to BSM's RTSM, configure the required topology
reporting settings as described in How to Configure Topology Reporting for a Custom Monitor in
the Using SiteScope Guide.

7. Configure other settings for the monitor - optional

Configure other settings for the monitor as required. For details, see Common Monitor Settings in
the Using SiteScope Guide.

8. Save the monitor and wait for the first monitor run

Save the monitor. SiteScope verifies the correctness of the monitor configuration both locally and
on the remote server to be monitored, before saving the settings (this is regardless of whether you
clicked Verify & Save or Save).

The monitor collects data from the log files, and filters the data based on the script you supplied.

9. Managing custom monitors

After creating a custom monitor, you can copy, move, or delete the monitor. When doing so, this
affects the content package folder (created in the <SiteScope root
directory>\packages\workspace directory) as follows:

Action File System Impact

Copy Monitor Makes a copy of the content package folder in the <SiteScope root
directory>\packages\workspace folder.

Cut Monitor No change.

Delete Monitor If you delete the custom monitor, the content package folder is
removed from the <SiteScope root directory>\packages\workspace
folder of the SiteScope file system.

Deploy template with | No change.

custom monitor +
content package If a deployed monitor is copied, the content package will be copied to

the <SiteScope root directory>\packages\workspace folder of the
SiteScope file system.
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10. Define thresholds for the metrics - optional

After the monitor has run, you can:

m Make changes to the script and define thresholds for metrics that were created or updated in
the run. For details, see Threshold Settings in the Using SiteScope Guide.

m Check status and values of the metrics in the SiteScope Dashboard.

m Set up alerts on the monitor. For details, see How to Configure an Alert in the Using SiteScope
Guide.

11. Create a monitor template - optional

a. To copy the monitor to a template, right-click the monitor, select Copy to Template, and
select the template group to which you want to add the copied configuration. For details, see
How to Create a Template by Copying Existing Configurations in the Using SiteScope Guide.

b. Make any necessary changes such as adding template variables to the template. For details
on template variables, see New Variable Dialog Box in the Using SiteScope Guide.

12. Create a content package - optional

a. Copy the files used for creating the monitor to the predefined content package subfolders:

o <SiteScope>\packages\workspace\package_<Package ID>\lib. (Optional) Copy any
external jars used by the custom monitor script to this folder. Java classes from the jar
files can be accessed from the data processing script. Note that you can use this monitor
without external jars.

Note: In the data processing script, to import a package from a jar that does not start
with com., org., or java., you must add the package's prefix:
importPackage(Packages.<packageName>)

For example, importPackage(Packages.it.companyname.test);

For details on importing Java classes and packages, see
http://www.mozilla.org/rhino/ScriptingJava.html.

o <SiteScope>\packages\workspace\package_<>\classes. (Optional) Copy the compiled
Java classes with the entire package folder structure to this folder; this is not required if
the class files were packaged in a jar that was copied to the \lib folder. The class files can
be accessed from the data processing script.

o <SiteScope>\packages\workspace\package_<>\conf. (Optional) Copy the
configuration files, documentation, and XML files to this folder.

o <SiteScope>\packages\workspace\package_<>\template. (Optional) The folder should
contain the template files exported from SiteScope (performed in "Create a monitor
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template - optional" above). Each template can contain various types of monitors, custom
and regular.

b. Copy extension files - optional

If the monitor references script or alert extension files in the SiteScope file system, copy them
to the relevant folders in <SiteScope root directory>\packages\workspace\extensions:

o \scripts. Used for storing script files that are used to run shell commands or other scripts
on the machine where SiteScope is running.

o \scripts.remote. Used for storing script files that are used for running a script that is
stored on a remote machine.

o \templates.mail. Used for storing the file containing the format and content of alert
messages sent by email.

o \templates.mail.subject. Used for storing the file containing the subject line of alert
messages sent by email.

o \templates.mib. Used for storing the MIB files that are used to create a browsable tree
that contains names and descriptions of the objects found during a traversal.

o \templates.os. Used for storing the shell commands to be run when monitoring remote
UNIX servers.

Note:

o On exporting the files to a content package, the unique package ID is added to the
script and template files as a suffix (before the file extension) under the relevant folder
in the SiteScope root directory.

o As part of the import process, the template.os and templates.mib files are edited
and the unique package ID is added to some properties inside the files.

c. Export the content package to a zip file

Select the Templates context. In the template tree, right-click the template or template
container that you want to export to a content package, and select Export > Content
Package. For details on the Content Import dialog box, see Content Import Dialog Box in the
Using SiteScope Guide.

In the Export Content Package Wizard, enter details of the content package (manifest), and

select the templates and files associated with these templates to include. For Wizard details,
see Export Content Package Wizard.
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For task details, see How to Create, Export, and Import a Custom Monitor Content Package
and How to Create, Export, and Import a Template Extension Content Package in the Using
SiteScope Guide.

Note: The Select Files page of the Wizard displays files from the <SiteScope root
directory>\packages\workspace\package_<Package ID> and <SiteScope root
directory>\packages\workspace\extensions folders listed above, except for the
\META-INF and \templates folders which are not displayed.

13. Share the custom monitor with other SiteScope users - optional
You can distribute a content package zip file by:

= Sending it to individual SiteScope users.

= Sharing it with other SiteScope users by uploading it to the Community Content for SiteScope
page on HP Live Network (https://hpln.hp.com/group/sitescope). HP Live Network is an online
community providing a central location for HP customers to share information and learn about
add-on content, extensions and related activities across the HP Software portfolio.

For task details, see How to publish content to the HP Live Network community.

How to Debug a Custom Monitor Offline

This task describes the steps involved in offline debugging of a custom monitor script using a remote
debugging environment. This makes the script development process easier, since it enables you to
complete the code and see the debugged data inside the script during the data processing stage.

1. Prerequisites

To perform offline debugging, the Eclipse IDE with Web Tools must be installed on a local
machine.

2. In SiteScope, enable the global custom monitor debugging setting in SiteScope Preferences

Select Preferences > Infrastructure Preferences > Custom Monitor Settings, and select the
Enable custom monitor debugging check box.

3. InSiteScope, create a custom monitor with offline debugging enabled
Create a custom monitor. For details, see the previous task.

When configuring the monitor settings, expand Custom Monitor Settings, and under the Data
Processing Script section, select Enable monitor debugging.

Save the monitor.
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4. Copy the Custom Monitor Debugging Eclipse project to the debugging environment
The Custom Monitor Debugging Eclipse project is available (in zip format) from:

m <SiteScope root
directory>\examples\monitors\custom\CustomMonitorDebuggingEclipseProject.

m  The Community Content for SiteScope page on the HP Live Network
(https://hpln.hp.com/group/community-content-sitescope).

Note: Make sure you use the correct version of the Custom Monitor Debugging Eclipse
project. SiteScope 11.23 is compatible with version 2.0 of the project (SISProxy-2.0.min.js).

5. Import the Custom Monitor Debugging project into Eclipse IDE
a. On the debugging environment, open Eclipse IDE and click Import.
b. Select General > Existing Project into Workspace, and click Next.
c. Select the Custom Monitor Debugging Eclipse project (zip file).

6. Copy the SiteScope Custom Monitor Data Processing Script to the Custom Monitor Debugging
project

a. Copy the content of Data Processing Script from the SiteScope custom monitor to
MonitorScript.js script.

b. Connect to the SiteScope monitor by entering the following in the DebugConfiguration.js
file:

o host. Name of the SiteScope server.

o port. Port used by the SiteScope server.

o username. Username for accessing the SiteScope server.
o password. Password to access the SiteScope server.

o monitorPath. Full path to the custom monitor to debug in SiteScope including the monitor
name, separated by “/”. For example, Groupl/Group2/Group3/Custom Monitor Name.

7. Enable the debugger to use external jar files - optional (where the script uses external jar files)
If the monitor script uses external jar files, copy the jar files from <SiteScope root
directory>\packages\workspace\package_<Package ID>\lib to the <JRE installation

path>\lib\ext directory on the debugging environment.

8. Run the debugger
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a. Inthe Eclipse IDE, select Debug Configuration.
b. Select Rhino JavaScript > Custom Monitor Debugging - MonitorScript.js.
c. The debugger connects to SiteScope, and runs the script within the monitor.

SiteScope returns the data to the debugger and then disconnects. This enables the debugger
to simulate the script running the same data.

9. Debug the script

Use Eclipse IDE to debug the script.

How to Access the Monitor Configuration Parameters Exposed in the Script
Data Script:

« You can access the configuration parameters for custom monitors in the data script using:

myContext.getInputData().getConfigurationParameter(<config param name>);

Example:

var monitorName = myContext.getInputData().getConfigurationParameter("monitorName");

The following monitor properties are exposed to the script (for all custom monitors):

m monitorName. The name of the monitor.

B monitorDescription. Adescription of the monitor.

The following monitor properties are exposed to the script for the Custom Log File monitor only:
m server. The name of the server where the log file you want to monitor is located.

m logFilePath. The path of the monitor's log file.

« You can set the summary string which is used as the monitor status in the SiteScope Dashboard
using:

myContext.getScriptResult().setSummary(<user's text summary>);
The default value is: summary = <a set of metrics and their values>
« You can set monitor availability which is displayed in the SiteScope Dashboard using:
myContext.getScriptResult().setAvailability(<true/false>)
The default value is: availability = true

Topology Script:
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You can access the configuration parameters for custom monitors in the topology script using:

Framework.getDestinationAttributeAsObject("configuration").get("<configuration parameter name>")

To access data saved in the monitor storage (this is a place where you can save script data for use in
future executions):

Framework.getDestinationAttributeAsObject("monitorStorage").get("<configuration parameter name>")
To access the list of metric names used in the script:

Framework.getDestinationAttributeAsObject("metrics")

How to Import and Use a Custom Log File Monitor

After developing a custom monitor and creating a content package zip file, the content package can
then be sent to specific users, or be published to the HP Live Network
(https://hpln.hp.com/group/sitescope) community enabling other users to import the monitor for their
own use.

For details on using the Wizard, see Export Content Package Wizard.

1. Prerequisites

Only a SiteScope administrator user, or a user granted the Add, edit or delete templates
permissions can import monitor templates from a content package. For details, see Permissions.

2. Access the content package zip file
m If a content package zip file was sent to you, skip to the next step.

= |f a content package was made available to the Community Content for SiteScope page on HP
Live Network, download the content package to your SiteScope machine. HP Live Network is
an online community providing a central location for HP customers to share information and
learn about add-on content, extensions and related activities across the HP Software portfolio.

For task details, see How to download a template or content package from the HP Live
Network in the Using SiteScope Guide.

3. Import the custom monitor content package

a. InSiteScope, select the Templates context. In the template tree, right-click the template
container into which you want to import the content package, and click Import.

b. Inthe Content Import dialog box, select Content package, and click the Browse button.
Navigate to the folder containing the package you want to import (packages are distributed in
zip format). Click Open, and then click OK. For details on the Content Import dialog box, see
Content Import Dialog Box in the Using SiteScope Guide.

For task details, see How to Create, Export, and Import a Custom Monitor Content Package
and How to Create, Export, and Import a Template Extension Content Package in the Using
SiteScope Guide.
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4. Verify the template was imported successfully by checking it was added to the template
tree

The content package is copied to the <SiteScope root directory>\packages\imported folder,
and a new folder is created with the name: <Package/Zip Name>.zip_ <Package ID>.

The folder contains:
» \META-INF. Contains the manifest file where information about the content package is stored.

= \templates. Contains files from which templates in this content package were imported into
SiteScope.

m <Package/Zip Name>. Uncompressed package that contains the above-mentioned folders,
the \extensions folder which contains script and alert template files referenced by monitors in
the imported templates, and the folders used for Custom monitors:

o \classes. Used for storing compiled Java classes.

o \conf Used for storing configuration files, documentation, and XML files.

o \lib Used for storing external jar files used by the monitor script. Note that the \lib folder is
shared between all monitors imported in the same template.

m <Package/Zip Name>.zip.properties. This is the descriptor (manifest) file for content
packages created in SiteScope 11.20, that is used in case of rollback, uninstall, or upgrade.
The file contains the ID of the SiteScope template that was deployed, the location of the files in
SiteScope, and other information about the content package.

The imported templates and dependency files can be used directly or modified as required.

Where script or alert templates are referenced in the user interface, the unique package ID is
added as a suffix.

Example: ShortMail alert action template referenced in the Template field.

Action Type Settings

Action name: | E Mail

* Recipients: |Defaurt

Addresses: |
* Subject: |T§,-'pi|:al
* Template: | Short Mail_0Ek&2fa0-807c-41 02-adea-S9a7ebddB0e8k

5. Deploy the custom monitor template
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After importing the custom monitor template, you can deploy the template to a group.

a.

d.

In the template tree, right-click the custom monitor template you want to deploy, and select
Deploy Template.

In the Select Group dialog box, select a group into which you want to deploy the template.
Alternatively, you can click the New Group button and create a new group to which you can
deploy the template. For user interface details, see Select Group Dialog Box in the Using
SiteScope Guide.

In the Deployment Values dialog box, enter the required variable values in the entry boxes
displayed, and click OK. The entry boxes displayed correspond to the template variables used
in the template objects. For user interface details, see Deployment Values Dialog Box in the
Using SiteScope Guide.

Note: When deploying the template or publishing changes in the template to deployed
groups, clearing the Verify monitor properties with remote server check box in the
Deployment Values dialog box has no effect, because the monitor configuration
properties in the template must be checked against the remote server on which the
template is being deployed.

Verify that the template was deployed successfully (the template objects should be added to
the specified group in the monitor tree).

For task details, see How to Deploy Templates Using the User Interface in the Using SiteScope

HP SiteScope (11.30)

Guide.

Configure monitor status thresholds

When deploying the template, only the default metrics included with the monitor are displayed
(custom metrics defined in the script do not exist until after the monitor has run).

After the monitor run, you can define thresholds for metrics that were resolved in the run. In the
Threshold Settings panel of the custom monitor, select metrics for which you want to define
thresholds in the Condition column by using variables or free text, or selecting default metrics
from the drop-down list, and enter the value applicable to the metric parameter.
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Ul Descriptions

Custom Log File Monitor Settings

User interface elements are described below:

Ul Element Description
Main Settings

Server Server where the file you want to monitor is located. Select a server from the server
list (only those remote servers that have been configured in SiteScope are displayed).
Alternatively, click the Browse Servers button to select a server from the local
domain, or Add Remote Server to add a new server.

Note: If using NetBIOS to connect to other servers in an Windows domain, use the
UNC format to specify the path to the remote log file. For example, \\1ab_
machine\users\SiteScopes\Version_11.2\Build_ 2000\SiteScope.

Note when working in template mode: You can use the template remote server (if
one was created) without having to enter its name, by selecting the Use already
configured template remote under current template check box.

Default value: SiteScope Server (the server on which SiteScope is installed)

Browse Opens the HP SiteScope Discover Servers dialog box, enabling you to select the
Servers server to be monitored:

« Browse servers. Select a server from the drop-down list of servers visible in the
local domain.

« Enter server name. If the server you want to monitor does not appear in the
Servers list because it has not been identified in the network or has not been
configured in Remote Servers, enter the IP address or name of the server to
monitor.

Note: To monitor a remote Windows server, you must have domain privileges or
authenticated access to the remote server. For details on how to configure a remote
Windows server, see How to Configure SiteScope to Monitor a Remote Microsoft
Windows Server in the Using SiteScope Guide.
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Ul Element Description

Add Opens the Add Remote Server dialog box, enabling you to select the type of remote
Remote you want to add (Windows or UNIX), and enter the configuration details.
Server

For details on the Microsoft Windows Remote Servers user interface, see New/Edit
Microsoft Windows Remote Server Dialog Box in the Using SiteScope Guide.

For details on the UNIX Remote Servers user interface, see New/Edit UNIX Remote
Server Dialog Box in the Using SiteScope Guide.

Log file Path to the log file you want to monitor.

path
« Remote UNIX. For reading log files on remote UNIX machines, the path must be

relative to the home directory of the UNIX user account being used to log on to the
remote machine.

« Remote Windows through NetBIOS. For reading log files on remote Windows
servers using the NetBIOS method, use UNC to specify the path to the remote log
file.

Example: \\remoteserver\sharedfolder\filename.log

« Remote Windows through SSH. For reading log files on remote Windows
servers using the SSH method, specify the local path of the remote log file on the
remote machine.

Example:C: \Windows\System32\filename.log

You must also select the corresponding remote Windows SSH server in the
Servers box. For details on configuring a remote Windows server for SSH, see
How to Configure SiteScope to Monitor a Remote Microsoft Windows Serverin
the Using SiteScope Guide.

You can also monitor files local to the server where SiteScope is running.
Example: C:\application\applLogs\access.log

Optionally, you can use special date and time regular expression variables to match
log file names that include date and time information. For example, you can use a
syntax of s/ex$shortYear$$omonth$$eday$. log/ to match a current date-coded log
file. For details on using regular expressions, refer to SiteScope Date Variables in the
Using SiteScope Guide.
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Ul Element Description

Run alerts

Check
from
beginning

Content
match

Method for running alerts for this monitor.

« For each log entry matched. The monitor triggers alerts according to thresholds
applied to each matching entry found. Since status can change according to
thresholds for each matched entry, each alert action could be triggered many times
within a monitor run.

Example: If you want to send a warning alert on matched text value "power off"
and an error alert if more than one server is turned off, set the following thresholds:

m Error if matchCount > 1
m Warning if value == 'power off’

To send an error alert if only one threshold is matched, set Error if value ==
"power off'.

For details on how to create a Custom Log File monitor that triggers customized
alerts for content matches, see "Customizing Custom Log File Content Matches
and Monitor Alerts" on page 152.

« Once, after all log entries have been checked. The monitor counts up the
number of matches and then triggers alerts.

Note: The status category is resolved according to the last content that matched the
regular expression. If the last matched content does not meet the threshold metric, an
alert is not triggered.

File checking option for this monitor instance. This setting controls what SiteScope
looks for and how much of the target file is checked each time that the monitor is run.

« Never. Checks newly added records only.
« First time only. Checks the whole file once, and then newly added records only.
« Always. Always checks the whole file.

Default value: Never

Text to look forin the log entries. You can also use a regular expression in this entry to
match text patterns. Unlike the content match function of other SiteScope monitors,
the Custom Log File monitor content match is run repeatedly against the most recent
content of the target log file until all matches are found. This means the monitor not
only reports if the match was found but also how many times the matched pattern was
found. To match text that includes more than one line of text, add an s search modifier
to the end of the regular expression. For details, see Regular Expressions Overview in
the Using SiteScope Guide.
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Ul Element

Open Tool

Description

Opens the Regular Expression Tool, enabling you to test a regular expression for
content matching against a sample of the content you want to monitor. For details, see
Regular Expression Tool in the Using SiteScope Guide.

Advanced Settings

Log file
encoding

Rules file
path

Match
value
labels

Multi-line
match

If the log file content to be monitored uses an encoding that is different than the
encoding used on the server where SiteScope is running, select the code page or
encoding to use. This may be necessary if the code page which SiteScope is using
does not support the character sets used in the target log file. This enables SiteScope
to match and display the encoded log file content correctly.

Default value: windows-1252

Enter the full path to your rules file. In special cases, it may be necessary to create a
custom rules file to specify different alerts for different log entry matches. You can
also set a parameter in the rules file to run script alerts. You can use any of the
properties in the SiteScope Alert Template and Event Properties Directory.

An example rules file is located in <SiteScope root directory>\examples\log_
monitor\sample.rules. For instructions on how to use the file and example rules, see
"How to Use the Rules File" on page 392, or read the instructions in the file itself.

Use to enter labels for the matched values found in the target log file. The match value
labels are used as variables to access retained values from the Content match
expression for use with the Data Processing Script. Separate multiple labels with a
comma (,).

Note: If match value labels are not used, the matched values are named valuel,
value2, and so forth.

Runs a regular expression match on multiple lines of text.

Default value: Not selected
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Ul Element

Server-
side
processing

Return
matching
raw data
from
server-side

No error if
file not
found

Description

Processes log file data on the server-side. Benefits include low memory usage and
low CPU utilization on the SiteScope server, and faster monitor run. Server-side
processing does however cause high CPU utilization on the remote server when
processing the file.

Default value: Not selected (we recommend using this option only if SiteScope
performance is affected by large amounts of data being appended to the target log file
between monitor runs, and the Log File monitor is performing badly in regular mode).

Note:

« Server-side processing is available for remote Linux, Red Hat Enterprise Linux,
and Oracle Solaris servers only. Windows SSH is not supported.

« Rulefiles are not supported in this mode.

« The encoding for the remote server must be Unicode, or match the encoding of the
log file (if the remote file is in Unicode charset).

Returns the whole row of raw data with matching patterns from the server-side when a
match is found.

Default value: Not selected

Note: This setting is only available when Server-side processing is selected.

Monitor remains in Good status if the file is not found. The monitor status remains
Good regardless of the monitor threshold configuration.

Default value: Not selected

Timeout Settings

Enable
timeout

After
timeout,
resume
reading
from end
of file

Status
after
timeout

The monitor stops its run after the specified timeout period has been exceeded.
Default value: Not selected

If selected, the monitor resumes reading from the end of the log file during the next run,
instead of from the current location.

Default value: Not selected

Note: This setting is only available when Enable timeout is selected.

The status condition that the monitor goes into if the monitor times out.
The status categories include: Error, Warning, Good
Default value: Warning

Note: This setting is only available when Enable timeout is selected.
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Ul Element Description

Timeout Amount of time, in seconds, that SiteScope should wait before the monitor times out.
(seconds) Default value: 60 seconds

Note: This setting is only available when Enable timeout is selected.
Script Parameters Table

Add Parameter. Adds a new line to the Script Parameters table, enabling you to
define parameters for use in the custom monitor script.

52 Delete Parameter. Deletes the selected parameter.

Parameter The name assigned to the parameter. All parameter names must be different.
Name

Parameter = The parameter value.

Value
If you want to hide a parameter value such as a password, select the Hide Value

check box. The value is masked behind asterisks (*****) in the user interface.

Hide Value Select to hide the parameter value in the Script Parameters table and in the custom
monitor script. The value is masked behind asterisks (*****).

This option is useful for an administrator in SiteScope when creating custom monitor
templates, since it enables the monitor to be deployed without the parameter value
being displayed in the monitor view.

Default value: Not selected
Note: The hide option is editable when working in template mode only.

Data Processing Script

<Script> The input data for the data processing script is displayed in this box.

Define the script that parses the results and creates new metrics. For details on the
monitor configuration properties in the script, including how to access them, and the
monitor storage and metrics names, see "How to Access the Monitor Configuration
Parameters Exposed in the Script" on page 164.

Note: By default, the number of metrics that are allowed in custom monitors is 1000.
You can modify this number by changing the Maximum number of counters value in
Preferences > Infrastructure Preferences > Custom Monitor Settings.
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Ul Element Description

Package Path generated by SiteScope where the files used for developing the monitor can be

path saved. This enables you to add the jars on which the monitor depends (if applicable),
classes, configuration, and templates files to the monitor. The path is displayed as
read only.

Click the Create Path button to create a folder with a relative path in the SiteScope
root directory (packages\workspace\package_<unique ID>). The pathis displayed
as read only.

The folder contains the following subfolders into which you copy the files used to
create the monitor:

« lib. (Optional) Used for storing external jar files used by the monitor script. Note
that you can use this monitor without external jars.

« classes. (Optional) Used for storing Java compiled classes; note that they should
be copied with the entire package folder structure.

« conf. (Optional) Used for storing configuration files, documentation, and XML files.
« template. (Mandatory) Used for storing the template files that contain the custom
monitor. It must contain at least one template. Each template can contain various
types of monitors; custom and regular.
Note: This field is displayed when working in monitor mode only. When working in

template mode and the monitor is deployed, the content pack is imported into the path.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Tips/Troubleshooting

This section describes troubleshooting and limitations for the Custom Log File monitor.
» "General Tips/Limitations" below

« "Custom Monitor Logs" on the next page

General Tips/Limitations

« If auser-defined orimported Java package has the same name as an existing SiteScope or
standard Java package, SiteScope ignores the user-defined/imported Java package.

« When setting custom monitor metrics with a string (non-numeric) value, the maximum and average
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values in the Measurement Summary table of the Management Report are shown as 'n/a’. This also
occurs if you change the metric value type, for example, if you set the metric with a numeric value,
and later change it to a string value or vice versa.

« When deploying a custom monitor using a template, clearing the Verify monitor properties with
remote server check box in the Deployment Values dialog box has no effect, because the monitor
configuration properties in the template must be checked against the remote server on which the
template is being deployed.

« When publishing changes to a template that contains a custom monitor, we recommend using the
Disable custom monitors while publishing changes option (selected by default) in
Preferences > Infrastructure Preferences > Custom Monitor Settings. The monitor is
temporarily disabled before changes are published and is restored to the enabled state after
changes have been made.

« Setting status thresholds using a baseline is not supported on user-defined metrics.

« You can use third-party .jar files without removing the JVM security from the registry by adding the _
scriptSandboxRuntimePermissions property to the <SiteScope root directory>;\groups\
master.config file, and specifying the permitted jar files. For example, to use signed libraries
jopcagtbase.jar and jopcagtmsg. jar, configure the parameter as follows:
scriptSandboxRuntimePermissions=1oadlLibrary.jopcagtbase, loadLibrary.jopcagtmsg.

For the types of runtime permissions that can be used, see Runtime Permission class in the Java
API documentation (http://docs.oracle.com/javase/7/docs/api/java/lang/RuntimePermission.html).

« This monitor supports monitoring remote servers running on HP NonStop operating systems. For
details on enabling the HP NonStop operating system monitoring environment, see "How to
Configure the HP NonStop Resources Monitor" on page 339.

« When configuring this monitor in template mode, the Browse Servers and Add Remote Server
buttons are not displayed, and some fields that contain drop-down lists may be displayed as text
boxes.

« When monitoring a log file on a FreeBSD remote server, make sure the correct path to the "cat"
command is used in <SiteScope root directory>\templates.os\FreeBSD.config, since the
command was moved in the latest FreeBSD versions.

Custom Monitor Logs

« Errors in the monitor (including errors in the script) are written to the SiteScope logs in the same way
as for any other monitor. Check the error.log and RunMonitor.log files.

« Error messages from the script are displayed in the custom_monitor.log file located in

<SiteScope root directory>\logs\custom_monitors. This log can be used for info, warning, error,
and debug messages from running the script.
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To change the log level to DEBUG mode, in <SiteScope root
directory>\conficore\Tools\log4j\PlainJava\log4j.properties, change ${loglevel} to DEBUG in
the following paragraph:

# Custom monitors category
log4j.category.CustomMonitor=${loglevel},custom.monitor.appender
log4j.additivity. CustomMonitor=false change
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The Custom WMI monitor broadens the capabilities of monitors that support the Windows
Management Instrumentation (WMI) method for collecting data by checking the availability and
performance of management data on Windows-based operating systems. You can create your own
WMI monitor by developing WMI Query Language (WQL) queries that collect data, and a script that
processes the collected data and creates metrics. You can use Java code developed by yourself or by
a third-party to process the data.

You can share custom monitors by publishing them to the HP Live Network community, enabling other
SiteScope users to import the monitor template for their own use.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient
available capacity to create it in the SiteScope interface. For license purchase inquiries (or if
you require additional capacity), contact your HP sales representative or use the “Contact Us”
link in the HP SiteScope Product page.

Tip: You can view guided and narrated demonstrations for using the WMI Custom monitor on
YouTube:

« Custom WMI Monitor Creation Process and Packaging -
http://www.youtube.com/watch?v=bB6NITGdd88

« Custom WMI Monitor Data Processing Script -
http://www.youtube.com/watch?v=Glw3JVnunWE

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Custom WMI monitor.

Learn About

Custom WMI Monitor Overview

The Custom WMI monitor enables you to develop your own monitors on top of the SiteScope
infrastructure. This provides you with greater flexibility not available in existing monitors.

You can use the Custom WMI monitor to:
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o Collect any WMI data you like

You can create a series of pre-defined WQL queries for the Windows operating systems you want
to monitor. SiteScope runs the queries and returns the results to the monitor in an object that
contains a set of results for each query. Each time the monitor runs, it re-runs your queries and
collects fresh data.

o Process the collected data

You can create a script in the monitor that can extract and process the results of the collected data.
For example, you can define metrics based on collected data from the Windows operating system
or perform mathematical operations on it as in the sample script provided.

For details on the methods and classes that are available in the script, see the HP SiteScope
Custom Monitor API Reference (available from <SiteScope installation
directory>\examples\monitors\custom\doc\javadoc.zip).

« Collect data dynamically

You can include dynamically-defined queries in the data processing script. These queries are
executed while the script is running, in contrast to predefined queries, which are executed before
the script is run. Dynamically-executed queries provide the added benefit of enabling you to create
queries based on values that are not in the monitored entity data store (for example, timestamp),
create queries based on previous query results or calculations, and include variables in queries. For
details, see Data Processing Script with Dynamic Queries in the Using SiteScope Guide.

« Debug custom monitors offline

You can perform offline debugging of a custom monitor script using a remote debugging server. This
makes the script development process easier, since it enables you to complete the code and see
the debugged data inside the script during the data processing stage. For details, see "How to
Debug a Custom Monitor Offline" on page 186.

After developing the monitor, you can:
o Define thresholds for new metrics

Because some metrics are defined only during a script run, you cannot define thresholds for them in
advance. After the script has run for the first time and the metrics have been defined, you can then
define thresholds for them. This provides more advanced data processing options than regular
monitors. Note that metrics can change between script runs, for example, where variables are used
in metric names. Thresholds using a metric that does not exist after the monitor run are removed
automatically.

« Share the monitor with other SiteScope users

After developing the monitor, you can export the monitor to a template, add external jars and/or
classes if the monitor depends on them, and create a content package. The content package can
then be sent to specific users, or shared with other SiteScope users by publishing it to the
SiteScope community on HP Live Network (https://hplin.hp.com/group/sitescope).
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By sharing knowledge with other SiteScope users, you can benefit from extended SiteScope
monitor coverage and the development of new monitors outside the SiteScope release cycle.

Tasks

This section includes:

« "How to Develop the Custom WMI Monitor" below

« "How to Debug a Custom Monitor Offline" on page 186

« "How to Access the Monitor Configuration Parameters Exposed in the Script" on page 188

« "How to Import and Use a Custom WMI Monitor" on page 189
How to Develop the Custom WMI Monitor

1. Prerequisites

= You should be an advanced SiteScope user with knowledge of writing scripts in JavaScript,
and have knowledge of WMI and WQL.

= The following are requirements for using SiteScope to collect performance measurements on a
remote machine using WMI:

o The WMI service must be running on the remote machine. For details, refer to the Windows
Management Instrumentation documentation (http://msdn.microsoft.com/en-
us/library/aa826517(VS.85).aspx).

o The user defined for the WMI remote server must have permissions to read statistics
remotely from any nhame space that they use in the queries. For details, refer to
http://support.microsoft.com/kb/295292.

For information about troubleshooting WMI service problems, see "Tips/Troubleshooting"
on page 194.

2. Create a Custom WMI monitor with the relevant queries

a. Create a group into which you want to add the custom monitor. Right-click the group, select
New > Monitor, and select the Custom WMI monitor.

b. Inthe General Settings panel, enter a name and description for the monitor.

c. Inthe Custom WMI Monitor Settings panel, select the server that you want to monitor (only
those Windows remote servers configured with a WMI connection are available).

d. Inthe WMI Queries Table, enter the WQL queries and the WMI namespace on which you
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want to perform the queries.

Tip: By default, you can enter up to 10 queries in the table. You can modify the number of
queries that can be added to the table in Preferences > Infrastructure Preferences >
Custom Monitor Settings by configuring the Maximum number of queries value.

For user interface details, see the Ul Descriptions section below.

Example

These queries collect processor performance and memory data from the monitored

server.
No. Queries Namespace
0 Select PercentProcessorTime, Timestamp_Sys100NS From root\cimv2

Win32_PerfRawData PerfOS_Processor

1 Select PercentProcessorTime, Timestamp_Sys100NS From root\cimv2
Win32_PerfRawData PerfOS_Processor

3. Create script parameters - optional

You can create a list of parameters that can be repeatedly used in the data processing script. To
do so, enter the parameter name and value in the Script Parameters Table.

For example, you might want to create a host, user name, and password parameter. You can
choose to hide parameter values, such as passwords, behind asterisks (*****) in the user
interface. The hide option is editable when working in template mode only.

For user interface details, see the Ul Descriptions section below.

Note: By default, the maximum number of parameters allowed in the table is 10. When the
maximum number of rows is reached, no additional rows can be added. You can modify this
number by changing the Custom monitor maximum number of script parameters value
in Preferences > Infrastructure Preferences > Custom Settings. You must restart
SiteScope if you change this setting.

4. (reate the data processing script

In the Data Processing Script area of Custom WMI Monitor Settings, create the script that
parses the results and creates new metrics according to the name that you determined.

In addition, you can include any number of queries in the script. The queries are executed as the

script is run, which means that the monitor collects fresh data from the Windows operating system
being monitored. After the data is retrieved, it becomes available for the script to use. A query ina
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script has the same syntax as a query defined in the queries table, but it can be structured using
variables which makes it dynamic within the monitor run context. For details on dynamic queries,
see Data Processing Script with Dynamic Queries in the Using SiteScope Guide.

For details on the monitor configuration properties, including how to access them, and the monitor
storage and metrics names, see "How to Access the Monitor Configuration Parameters Exposed
in the Script" on page 188.

For details on the methods and classes that are available in the script, see the HP SiteScope
Custom Monitor AP| Reference (available from <SiteScope installation
directory>\examples\monitors\custom\doc\javadoc.zip). A sample jar file showing the custom
monitor's capability to access Java code is provided in the <SiteScope root
directory>\examples\monitors\custom\lib folder.

For details on scripting in Java, see http://www.mozilla.org/rhino/ScriptingJava.html.

Tip:

= A sample Custom WMI monitor script is provided in the Data Processing Script box. To
use it, you need to uncomment the script.

m Sample scripts for all the custom monitors are available from the sample content package
located in the <SiteScope installation directory>\examples\monitors\custom folder.
CustomMonitorSamplePackage.zip contains examples for SiteScope 11.20, and
CustomMonitorsExamples_11_21.zip contains updated examples including a Custom
Database monitor with a dynamic query, a manifest file created using the Export Content
Package Wizard, and template mail and template mail subject files. To use these scripts,
you need to import the custom monitor content package and then deploy the custom
monitor template. For task details, see steps 3 and 4 of "How to Import and Use a Custom
WMI Monitor" on page 189.

Note:

= |f your monitor needs to open a network connection to another server from the data
processing script or the Java code that is called from the script, you must enable the
Allow network access setting in Preferences > Infrastructure Preferences > Custom
Monitor Settings.

m Access for the data processing script is restricted to the following folders/files on the
SiteScope server:

o The \conf folder which is located inside each content package (<SiteScope root
directory>\packages\imported or <SiteScope root

directory>\packages\workspace) (requires Read permissions).

o <SiteScope root directory>\logs\custom_monitors\* (all permissions)
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= You can use the custom_monitor.log file for any info, warning, error, and debug
messages that you want to write during the execution of the script. The log is located in
<SiteScope root directory>\logs\custom_monitors. For details on changing the log to
DEBUG mode, see "Custom Monitor Logs" on page 196.

m By default, the number of metrics that are allowed in custom monitors is 1000. You can
modify this number by changing the Maximum number of counters value in
Preferences > Infrastructure Preferences > Custom Monitor Settings.

= When working in template mode, you can use template variables in a data processing
script.

5. Generate a path for storing the files used for creating the Custom WMI monitor

Click the Create Path button to create a folder where the relevant jars, classes, configuration, and
template files required for running the monitor can be saved. A folder with a relative path is created
under <SiteScope root directory>\packages\workspace\package_<Package ID>. The path is

displayed as read only.

The folder contains the following (empty) subfolders:

= packages\workspace\package_<>\lib. Used for storing external jar files used by the monitor
script.

m packages\workspace\package_<>\classes. Used for storing compiled Java classes; note
that they should be copied with the entire package folder structure.

= packages\workspace\package_<>\conf. Used for storing configuration files, documentation,
and XML files.

= packages\workspace\package_<>\template. Used for storing the template files that contain
the custom monitor (you perform this in "Custom WMI Monitor" on page 177).

You can copy the required files to these folders at this stage, or when performing "Custom WM
Monitor" on page 177.

Note: If you add or modify jars/classes after the first monitor run, you must either:
m Restart SiteScope for the changes to take effect, or

m Toavoid having to restart SiteScope, you should enable the Reload classes and jars on
each monitor run option in Preferences > Infrastructure Preferences > Custom
Monitor Settings. This option should only be used be during script development, and
should be cleared in the production stages since it impacts performance.

6. Configure topology reporting - optional
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To report monitor and related Cl topology data to BSM's RTSM, configure the required topology
reporting settings as described in How to Configure Topology Reporting for a Custom Monitor in
the Using SiteScope Guide.

7. Configure other settings for the monitor - optional

Configure other settings for the monitor as required. For details, see Common Monitor Settings in
the Using SiteScope Guide.

8. Save the monitor and wait for the first monitor run

Save the monitor. SiteScope verifies the correctness of the monitor configuration locally and on
the remote server to be monitored, before saving the settings, regardless of whether you click the
Verify & Save or Save button.

The monitor collects data from the Windows operating system, and filters the data based on the
script you supplied.

9. Managing custom monitors

After creating a custom monitor, you can copy, move, or delete the monitor. When doing so, this
affects the content package folder (created in the <SiteScope root
directory>\packages\workspace directory) as follows:

Action File System Impact

Copy Monitor Makes a copy of the content package folder in the <SiteScope root
directory>\packages\workspace folder.

Cut Monitor No change.

Delete Monitor If you delete the custom monitor, the content package folder is
removed from the <SiteScope root directory>\packages\workspace
folder of the SiteScope file system.

Deploy template with | No change.

custom monitor +

content package If a deployed monitor is copied, the content package will be copied to
the <SiteScope root directory>\packages\workspace folder of the
SiteScope file system.

10. Define thresholds for the metrics - optional
After the monitor has run, you can:

m Make changes to the script and define thresholds for metrics that were created or updated in
the run. For details, see Threshold Settings in the Using SiteScope Guide.

m Check status and values of the metrics in the SiteScope Dashboard.
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= Set up alerts on the monitor. For details, see How to Configure an Alert in the Using SiteScope
Guide.

11. Create a monitor template - optional

a. To copy the monitor to a template, right-click the monitor, select Copy to Template, and
select the template group to which you want to add the copied configuration. For details, see
How to Create a Template by Copying Existing Configurations in the Using SiteScope Guide.

b. Make any necessary changes such as adding template variables to the template. For details
on template variables, see New Variable Dialog Box in the Using SiteScope Guide.

12. Create a content package - optional

a. Copy the files used for creating the monitor to the predefined content package subfolders:

o <SiteScope>\packages\workspace\package_<Package ID>\lib. (Optional) Copy any
external jars used by the custom monitor script to this folder. Java classes from the jar
files can be accessed from the data processing script. Note that you can use this monitor
without external jars.

Note: In the data processing script, to import a package from a jar that does not start
with com., org., or java., you must add the package's prefix:
importPackage (Packages.<packageName>)

For example, importPackage (Packages.it.companyname.test);

For details on importing Java classes and packages, see
http://www.mozilla.org/rhino/ScriptingJava.html.

o <SiteScope>\packages\workspace\package_<>\classes. (Optional) Copy the compiled
Java classes with the entire package folder structure to this folder; this is not required if
the class files were packaged in a jar that was copied to the \lib folder. The class files can
be accessed from the data processing script.

o <SiteScope>\packages\workspace\package_<>\conf. (Optional) Copy the
configuration files, documentation, and XML files to this folder.

o <SiteScope>\packages\workspace\package_<>\template. (Optional) The folder should
contain the template files exported from SiteScope (performed in "Custom WMI Monitor"
on page 177). Each template can contain various types of monitors, custom and regular.

b. Copy extension files - optional

If the monitor references script or alert extension files in the SiteScope file system, copy them
to the relevant folders in <SiteScope root directory>\packages\workspace\extensions:
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o \scripts. Used for storing script files that are used to run shell commands or other scripts
on the machine where SiteScope is running.

o \scripts.remote. Used for storing script files that are used for running a script that is
stored on a remote machine.

o \templates.mail. Used for storing the file containing the format and content of alert
messages sent by email.

o \templates.mail.subject. Used for storing the file containing the subject line of alert
messages sent by email.

o \templates.mib. Used for storing the MIB files that are used to create a browsable tree
that contains names and descriptions of the objects found during a traversal.

o \templates.os. Used for storing the shell commands to be run when monitoring remote
UNIX servers.

Note:

o On exporting the files to a content package, the unique package ID is added to the
script and template files as a suffix (before the file extension) under the relevant folder
in the SiteScope root directory.

o As part of the import process, the template.os and templates.mib files are edited
and the unique package ID is added to some properties inside the files.

c. Export the content package to a zip file

Select the Templates context. In the template tree, right-click the template or template
container that you want to export to a content package, and select Export > Content
Package. For details on the Content Import dialog box, see Content Import Dialog Box in the
Using SiteScope Guide.

In the Export Content Package Wizard, enter details of the content package (manifest), and
select the templates and files associated with these templates to include. For Wizard details,
see Export Content Package Wizard.

For task details, see How to Create, Export, and Import a Custom Monitor Content Package
and How to Create, Export, and Import a Template Extension Content Package in the Using
SiteScope Guide.

Note: The Select Files page of the Wizard displays files from the <SiteScope root
directory>\packages\workspace\package_<Package ID> and <SiteScope root
directory>\packages\workspace\extensions folders listed above, except for the
\META-INF and \templates folders which are not displayed.
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13. Share the custom monitor with other SiteScope users - optional

You can distribute a content package zip file by:
= Sending it to individual SiteScope users.

m Sharing it with other SiteScope users by uploading it to the Community Content for SiteScope
page on HP Live Network (https://hpln.hp.com/group/sitescope). HP Live Network is an online
community providing a central location for HP customers to share information and learn about
add-on content, extensions and related activities across the HP Software portfolio.

For task details, see How to publish content to the HP Live Network community.

How to Debug a Custom Monitor Offline

This task describes the steps involved in offline debugging of a custom monitor script using a remote
debugging environment. This makes the script development process easier, since it enables you to
complete the code and see the debugged data inside the script during the data processing stage.

1. Prerequisites

To perform offline debugging, the Eclipse IDE with Web Tools must be installed on a local
machine.

2. In SiteScope, enable the global custom monitor debugging setting in SiteScope Preferences

Select Preferences > Infrastructure Preferences > Custom Monitor Settings, and select the
Enable custom monitor debugging check box.

3. InSiteScope, create a custom monitor with offline debugging enabled
Create a custom monitor. For details, see the previous task.

When configuring the monitor settings, expand Custom Monitor Settings, and under the Data
Processing Script section, select Enable monitor debugging.

Save the monitor.
4. Copy the Custom Monitor Debugging Eclipse project to the debugging environment
The Custom Monitor Debugging Eclipse project is available (in zip format) from:

m <SiteScope root
directory>\examples\monitors\custom\CustomMonitorDebuggingEclipseProject.

m  The Community Content for SiteScope page on the HP Live Network
(https://hpln.hp.com/group/community-content-sitescope).
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Note: Make sure you use the correct version of the Custom Monitor Debugging Eclipse
project. SiteScope 11.23 is compatible with version 2.0 of the project (SISProxy-2.0.min.js).

5. Import the Custom Monitor Debugging project into Eclipse IDE
a. Onthe debugging environment, open Eclipse IDE and click Import.
b. Select General > Existing Project into Workspace, and click Next.
c. Select the Custom Monitor Debugging Eclipse project (zip file).

6. Copy the SiteScope Custom Monitor Data Processing Script to the Custom Monitor Debugging
project

a. Copy the content of Data Processing Script from the SiteScope custom monitor to
MonitorScript.js script.

b. Connect to the SiteScope monitor by entering the following in the DebugConfiguration.js
file:

o host. Name of the SiteScope server.

o port. Port used by the SiteScope server.

o username. Username for accessing the SiteScope server.
o password. Password to access the SiteScope server.

o monitorPath. Full path to the custom monitor to debug in SiteScope including the monitor
name, separated by “/”. For example, Group1/Group2/Group3/Custom Monitor Name.

7. Enable the debugger to use external jar files - optional (where the script uses external jar files)
If the monitor script uses external jar files, copy the jar files from <SiteScope root
directory>\packages\workspace\package_<Package ID>\lib to the <JRE installation
path>\lib\ext directory on the debugging environment.

8. Run the debugger
a. Inthe Eclipse IDE, select Debug Configuration.

b. Select Rhino JavaScript > Custom Monitor Debugging - MonitorScript.js.

c. The debugger connects to SiteScope, and runs the script within the monitor.

SiteScope returns the data to the debugger and then disconnects. This enables the debugger
to simulate the script running the same data.

9. Debug the script
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Use Eclipse IDE to debug the script.

How to Access the Monitor Configuration Parameters Exposed in the Script
Data Script:

« You can access the configuration parameters for custom monitors in the data script using:
myContext.getInputData().getConfigurationParameter("<configuration parameter name>");
Example:
var monitorName = myContext.getInputData().getConfigurationParameter("monitorName");
The following monitor properties are exposed to the script (for all custom monitors):

m monitorName. The name of the monitor.

m monitorDescription. A description of the monitor.

The following monitor properties are exposed to the script for the Custom WMI monitor only:
= server. The name of the server from which you want to collect the data.

« You can set the summary string which is used as the monitor status in the SiteScope Dashboard
using:

myContext.getScriptResult().setSummary(<user's text summary>);
The default value is: summary = <a set of metrics and their values>
« You can set monitor availability which is displayed in the SiteScope Dashboard using:
myContext.getScriptResult().setAvailability(<true/false>)
The default value is: availability = true

Topology Script:
You can access the configuration parameters for custom monitors in the topology script using:

Framework.getDestinationAttributeAsObject("configuration").get("<configuration parameter name>")

To access data saved in the monitor storage (this is a place where you can save script data for use in
future executions):

Framework.getDestinationAttributeAsObject("monitorStorage").get("<configuration parameter name>")

To access the list of metric names used in the script:

Framework.getDestinationAttributeAsObject("metrics")
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How to Import and Use a Custom WMI Monitor

After developing a custom monitor and creating a content package zip file, the content package can
then be sent to specific users, or be published to the HP Live Network
(https://hpln.hp.com/group/sitescope) community enabling other users to import the monitor for their
own use.

For details on using the Wizard, see Export Content Package Wizard.

1.

Prerequisites

Only a SiteScope administrator user, or a user granted the Add, edit or delete templates
permissions can import monitor templates from a content package. For details, see Permissions.

Access the custom monitor content package zip file

If a content package zip file was sent to you, skip to the next step.

If a content package was made available to the Community Content for SiteScope page on HP
Live Network, download the content package to your SiteScope machine. HP Live Network is
an online community providing a central location for HP customers to share information and
learn about add-on content, extensions and related activities across the HP Software portfolio.

For task details, see How to download a template or content package from the HP Live
Network in the Using SiteScope Guide.

Import the custom monitor content package

a.

In SiteScope, select the Templates context. In the template tree, right-click the template
container into which you want to import the content package, and click Import.

In the Content Import dialog box, select Content package, and click the Browse button.
Navigate to the folder containing the package you want to import (packages are distributed in
zip format). Click Open, and then click OK. For details on the Content Import dialog box, see
Content Import Dialog Box in the Using SiteScope Guide.

For task details, see How to Create, Export, and Import a Custom Monitor Content Package
and How to Create, Export, and Import a Template Extension Content Package in the Using
SiteScope Guide.

Verify the template was imported successfully by checking it was added to the template
tree

The content package is copied to the <SiteScope root directory>\packages\imported folder,
and a new folder is created with the name: <Package/Zip Name>.zip_ <Package ID>.

The folder contains:
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\META-INF. Contains the manifest file where information about the content package is stored.

\templates. Contains files from which templates in this content package were imported into
SiteScope.

<Package/Zip Name>. Uncompressed package that contains the above-mentioned folders,
the \extensions folder which contains script and alert template files referenced by monitors in
the imported templates, and the folders used for Custom monitors:

o \classes. Used for storing compiled Java classes.
o \conf Used for storing configuration files, documentation, and XML files.

o \lib Used for storing external jar files used by the monitor script. Note that the \lib folder is
shared between all monitors imported in the same template.

<Package/Zip Name>.zip.properties. This is the descriptor (manifest) file for content
packages created in SiteScope 11.20, that is used in case of rollback, uninstall, or upgrade.
The file contains the ID of the SiteScope template that was deployed, the location of the files in
SiteScope, and other information about the content package.

The imported templates and dependency files can be used directly or modified as required.

Where script or alert templates are referenced in the user interface, the unique package ID is
added as a suffix.

5. D

Example: ShortMail alert action template referenced in the Template field.

Action Type Settings

Action name: | E Wil

* Recipients: |Defaurt

Addresses: |
* Subject: |T';,fpi|:al
* Template: | Short Mail_08k&2fa0-807c-41 02-adea-9a7ebddE0e8k

eploy the custom monitor template

After importing the custom monitor template, you can deploy the template to a group.

a.

In the template tree, right-click the custom monitor template you want to deploy, and select
Deploy Template.

In the Select Group dialog box, select a group into which you want to deploy the template.
Alternatively, you can click the New Group button and create a new group to which you can
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deploy the template. For user interface details, see Select Group Dialog Box in the Using
SiteScope Guide.

c. Inthe Deployment Values dialog box, enter the required variable values in the entry boxes
displayed, and click OK. The entry boxes displayed correspond to the template variables used
in the template objects. For user interface details, see Deployment Values Dialog Box in the
Using SiteScope Guide.

Note: When deploying the template or publishing changes in the template to deployed
groups, clearing the Verify monitor properties with remote server check box in the
Deployment Values dialog box has no effect, because the monitor configuration
properties in the template must be checked against the remote server on which the
template is being deployed.

d. Verify that the template was deployed successfully (the template objects should be added to
the specified group in the monitor tree).
For task details, see How to Deploy Templates Using the User Interface in the Using SiteScope

Guide.

6. Configure monitor status thresholds

When deploying the template, only the default metrics included with the monitor are displayed
(custom metrics defined in the script do not exist until after the monitor has run).

After the monitor run, you can define thresholds for metrics that were resolved in the run. In the
Threshold Settings panel of the custom monitor, select metrics for which you want to define
thresholds in the Condition column by using variables or free text, or selecting default metrics
from the drop-down list, and enter the value applicable to the metric parameter.

Ul Descriptions

Custom WMI Monitor Settings
User interface elements are described below:

Ul Element Description

Main Settings
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Ul Element Description

Server Name of the server that you want to monitor. Select a server from the server list (only
those Windows remote servers that have been configured in SiteScope with a WMI
connection are displayed). Alternatively, click the Add Remote Server button to add
anew server.

Note: When working in template mode, you can use the template remote server (if
one was created) without having to enter its name, by selecting the Use already
configured template remote under current template check box.

Add Opens the Add Microsoft Windows Remote Server dialog box, enabling you to enter
Remote the configuration details. For user interface details, see "New/Edit Microsoft
Server Windows Remote Server Dialog Box" in the Using SiteScope Guide.

Note: In the Add Microsoft Windows Remote Server dialog box, the Method field is
automatically set to WMI (and cannot be changed), since this monitor can only use a
Windows remote server configured with a WMI connection.

Script Parameters Table

Add Parameter. Adds a new line to the Script Parameters table, enabling you to
define parameters for use in the custom monitor script.

52 Delete Parameter. Deletes the selected parameter.

Parameter = The name assigned to the parameter. All parameter names must be different.
Name

Parameter | The parameter value.

Value
If you want to hide a parameter value such as a password, select the Hide Value

check box. The value is masked behind asterisks (*****) in the user interface.

Hide Value @ Select to hide the parameter value in the Script Parameters table and in the custom
monitor script. The value is masked behind asterisks (*****).

This option is useful for an administrator in SiteScope when creating custom monitor
templates, since it enables the monitor to be deployed without the parameter value
being displayed in the monitor view.

Default value: Not selected
Note: The hide option is editable when working in template mode only.

WMI Queries Table

New query. Adds a new line to the WMI queries table, enabling you to enter a new
query.

o3 Edit query. Opens the Query Editor, in which the selected WMI query is displayed
and can be edited.
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Ul Element Description

5 Delete query. Enables you to delete the selected query.

No The query number. By default, you can add up to 10 queries to the table. The queries
are run in the order in which they appear in the table.

Note: You can modify the number of queries that can be added to the table by
changing the Maximum number of queries value in Preferences > Infrastructure
Preferences > Custom Monitor Settings.

Queries Enter the WMI query you want to use. You can create or edit a query in the table (in
line mode), orin the Query Editor. To open the Query Editor, click the Edit query
button. It is recommended to use the Query Editor when adding or viewing long
queries.

Namespace Enter the WMI namespace on which you want to perform the WQL query. Each
namespace holds classes that expose different types of information.

Example: root\cimv2
Data Processing Script

<Script> The input data for the data processing script is displayed in this box.

Define the script that parses the results and creates new metrics. For details on the
monitor configuration properties in the script, including how to access them, and the
monitor storage and metrics names, see "How to Access the Monitor Configuration
Parameters Exposed in the Script" on page 188.

Note: By default, the number of metrics that are allowed in custom monitors is 1000.
You can modify this number by changing the Maximum number of counters value
in Preferences > Infrastructure Preferences > Custom Monitor Settings.
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Ul Element Description

Package Path generated by SiteScope where the files used for developing the monitor can be

path saved. This enables you to add the jars on which the monitor depends (if applicable),
classes, configuration, and templates files to the monitor. The path is displayed as
read only.

Click the Create Path button to create a folder with a relative path in the SiteScope
root directory (packages\workspace\package <unique ID>). The pathis displayed
as read only.

The folder contains the following subfolders into which you copy the files used to
create the monitor:

« lib. (Optional) Used for storing external jar files used by the monitor script. Note
that you can use this monitor without external jars.

« classes. (Optional) Used for storing Java compiled classes; note that they should
be copied with the entire package folder structure.

« conf. (Optional) Used for storing configuration files, documentation, and XML
files.

« template. (Mandatory) Used for storing the template files that contain the custom
monitor. It must contain at least one template. Each template can contain various
types of monitors; custom and regular.

Note: This field is displayed when working in monitor mode only. When working in
template mode and the monitor is deployed, the content pack is imported into the
path.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Tips/Troubleshooting

This section describes troubleshooting and limitations for the Custom WMI monitor.
o "General Tips/Limitations" on the next page
« "Monitor Specific Tips/Limitations" on the next page

« "Custom Monitor Logs" on page 196
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General Tips/Limitations

« If auser-defined orimported Java package has the same name as an existing SiteScope or
standard Java package, SiteScope ignores the user-defined/imported Java package.

« When setting custom monitor metrics with a string (non-numeric) value, the maximum and average
values in the Measurement Summary table of the Management Report are shown as 'n/a’. This also
occurs if you change the metric value type, for example, if you set the metric with a numeric value,
and later change it to a string value or vice versa.

« When deploying a custom monitor using a template, clearing the Verify monitor properties with
remote server check box in the Deployment Values dialog box has no effect, because the monitor
configuration properties in the template must be checked against the remote server on which the
template is being deployed.

« When publishing changes to a template that contains a custom monitor, we recommend using the
Disable custom monitors while publishing changes option (selected by default) in
Preferences > Infrastructure Preferences > Custom Monitor Settings. The monitor is
temporarily disabled before changes are published and is restored to the enabled state after
changes have been made.

« Setting status thresholds using a baseline is not supported on user-defined metrics.

« You can use third-party .jar files without removing the JVM security from the registry by adding the _
scriptSandboxRuntimePermissions property to the <SiteScope root directory>;\groups\
master.config file, and specifying the permitted jar files. For example, to use signed libraries
jopcagtbase.jar and jopcagtmsg. jar, configure the parameter as follows: _
scriptSandboxRuntimePermissions=loadlLibrary.jopcagtbase, loadLibrary.jopcagtmsg.

For the types of runtime permissions that can be used, see Runtime Permission class in the Java
API documentation (http://docs.oracle.com/javase/7/docs/api/java/lang/RuntimePermission.html).

Monitor Specific Tips/Limitations
« SiteScope does not support WMI event handling or WMI method execution.
« Itis not recommended to have more than 4000 monitors using WMI.

o Support for 32-bit access to the VSS WMI provider on a 64-bit operating system was removed in
Windows Server 2008. Therefore, any 32-bit program that attempts to enumerate Win32_
ShadowCopy instances (or instances of any VSS class) will fail on 64-bit Windows Server 2008.

« When a metric or object is shared between resources, SiteScope is unable to receive data for the
metrics and the query fails. If other metrics are referenced in the same query, they also fail to
receive data. For details and troubleshooting information, refer to
http://support.microsoft.com/kb/836802.
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« If running a dynamic query from within a data processing script fails, an exception is thrown.

o Due toa WMI Interface problem on Microsoft Windows Server 2003, the Custom WMI monitor is
unable to get the correct values for CurrentClockSpeed and MaxClockSpeed from WMI
namespace when SiteScope is running on a Windows Server 2003 platform.

Custom Monitor Logs

« Errors in the monitor (including errors in the script) are written to the SiteScope logs in the same way
as for any other monitor. Check the error.log and RunMonitor.log files.

« Error messages from the script are displayed in the custom_monitor.log file located in
<SiteScope root directory>\logs\custom_monitors. This log can be used for info, warning, error,
and debug messages from running the script.

To change the log level to DEBUG mode, in <SiteScope root
directory>\conficore\Tools\log4j\PlainJava\log4j.properties, change ${loglevel} to DEBUG in
the following paragraph:

# Custom monitors category

log4j.category.CustomMonitor=${loglevel},custom.monitor.appender
log4j.additivity. CustomMonitor=false change
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Use the Database Counter monitor to make SQL queries for performance metrics from any JDBC-
accessible database. This monitor provides optional support for calculating deltas and rates for metrics
between monitor runs. You can monitor multiple counters with a single monitor instance. This enables
you to watch server loading for performance, availability, and capacity planning. The error and warning
thresholds for the monitor can be set on one or more database server performance statistics.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Database Counter monitor.

Learn About

This section includes:
« "Supported Platforms/Versions" below
« "Setup Requirements and User Permissions" below
« "IPv6 Addressing Supported Protocols" on page 200
« "Database Counter Topology" on page 200

Supported Platforms/Versions
This monitor supports monitoring on any database with a valid JDBC driver that supports SQL queries.

Setup Requirements and User Permissions

The following are several key requirements for using the Database Counter monitor:

« You must install or copy a compatible JDBC database driver or database access APl into the
required SiteScope directory location.
Many database driver packages are available as compressed (zipped) archive files or .jar files.
Copy the downloaded driver file into the <SiteScope root directory>\WEB-INF\lib subdirectory. If
the file is in zip format, unzip the contents to a temporary directory. Stop and restart the SiteScope
service after copying the driver file to the SiteScope machine.
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« You must know the syntax for accessing the database driver. Examples of common database
driver strings are:

= sun.jdbc.odbc.JdbcOdbcDriver. JDBC-ODBC Bridge Driver from Sun Microsystems.

= com.mercury.jdbc.sqlserver.SQLServerDriver. DataDirect driver from DataDirect
Technologies. It is a driver for those Microsoft SQL databases that use Windows authentication.
For details on installing the driver, see the note below.

Note: To install the MSSQL JDBC driver:

1). Download the MSSQL JDBC driver from the Microsoft Download Center
(http://www.microsoft.com/download/en/details.aspx ?displaylang=en&id=2505), and unzip
the contents to a temporary directory.

2). Copy the sqljdbc4.jar file to the <SiteScope root directory>\WEB-INF\lib\
subdirectory.

3). Restart the SiteScope service.

4). Use the Database Connection Tool for connection tuning:

Database Connection URL: jdbc:sglserver://<IP
Address>:<port>;InstanceName=<name>;DatabaseName=<name>

Database Driver: com.microsoft.sqlserver.jdbc.SQLServerDriver

5). Create the desired database monitor type.

= com.mercury.jdbc.oracle.OracleDriver. A driver for Oracle databases. When using the driver
deployed with SiteScope, the database connection URL has the form of:
jdbc:mercury:oracle://<server name or IP address>:<database server
port>;sid=<sid>

Note: The URL format may differ if you are using another JDBC driver, since the JDBC URL
depends on the driver.

m oracle.jdbc.driver.OracleDriver. SiteScope supports the following categories of JDBC driver
supplied by Oracle that are compatible with Java 7:

o JDBC thin driver for Oracle databases.

o JDBC OCI (thick) driver. For details on accessing Oracle databases using OCI driver, see "How
to access Oracle databases using OCI driver" on page 201.

m org.postgresql.Driver. The database driver for the Postgresql database.

« You must know the syntax for the Database connection URL. The Database connection URL
normally includes the class of driver you are using, some key name relating to the supplier of the
driver software, followed by a combination of server, host, and port identifiers.

Examples of common database connection URLs are:
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= jdbc:odbc:<dsname>
where <dsname> is the data source name in the system environment or configuration.

= jdbc:mercury:sqlserver://<hostname or
FQDN>:1433;DatabaseName=master;AuthenticationMethod=type2
where <hostname or FQDN> is the name of the host where the database is running.

m jdbc:oracle:thin:@<hostname or FQDN>:<port>/<service>
where <hostname or FQDN> is the name of the host where the database is running, <port> is the
port on which the database interfaces with the driver, and <service> is the Oracle service name.

When monitoring Oracle RAC databases, the database connection URL has the form of:
jdbc:oracle:thin:@<SCAN (Single Client Access Name) listener>:<port>/<database
service name>

= jdbc:postgresql://<hosthame or FQDN>:<port>/<dbname>
where <hostname or FQDN> is the name of the host where the database is running, <port> is the
port on which the database interfaces with the driver, and <dbname> is the name of the Postgresq|
database.

« Generally, only one instance of each type of JDBC driver client should be installed on the
SiteScope machine. If there is more than one instance installed, SiteScope may report an error and
be unable to connect to the database. For example, installing two ojdbc6. jar files from two
different versions of Oracle is unlikely to work.

« Database drivers that have timeout problems (where database queries processed with these drivers
exceed the timeout specified in the monitor's Query timeout field) can be specified in the Timeout
proxied query drivers list field (in Preferences > Infrastructure Preferences > General
Settings). These drivers are queried separately with a monitor-based timeout.

« You must have a database user login that SiteScope can use to access the database with CREATE
SESSION system privileges. SiteScope is only able to run the SQL queries that this user has
permission to run on the database.

Note: When Windows authentication is used to connect to the database, configure SiteScope
using the following settings:

= Database connection URL: jdbc:mercury:sqglserver://<server name or
IP address>:1433;DatabaseName=<database name>;
AuthenticationMethod=type2.

= Database driver: com.mercury.jdbc.sqlserver.SQLServerDriver.
= Leave the Database User name and Database Password boxes empty, because the

Windows user credentials of the account from which the SiteScope service is running are
used to establish a connection to the database.
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IPv6 Addressing Supported Protocols

When Prefer IP version 6 addresses is enabled in SiteScope (Preferences > Infrastructure
Preferences > Server Settings), this monitor supports the TCP (JDBC) protocol. Support for IPv6
might also depend on the JDBC driver being used.

For details on using IPv6, see Support for IP Version 6 in the Using SiteScope Guide.

Database Counter Topology

The Database Counter monitor can identify the topology of the database system being monitored. The
monitor creates the following topology in BSM's RTSM.
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For details on enabling topology reporting, see the task below.

For information about retrieving topologies and reporting them to BSM, see Reporting Discovered
Topologies to BSM in the Using SiteScope Guide.

Tasks

This section includes:
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» "How to Configure the Database Counter Monitor" below

« "How to access Oracle databases using OCI driver" below

How to Configure the Database Counter Monitor
1. Prerequisites

Before configuring the monitor, make sure you have the necessary "Setup Requirements and User
Permissions" on page 197.

2. Configure the monitor properties
Configure the monitor properties as required.

For a description of each setting, see the Ul Descriptions section below.

Tip: The Database Connection Tool is available when configuring this monitor to test and
verify connectivity between SiteScope and an external ODBC or JDBC compatible database
(provided you are an administrator in SiteScope, or a user granted Use monitor tools
permissions). To use the tool when configuring or editing a monitor, click the Use Tool
button. For details on the tool, see Database Connection Tool in the Using SiteScope Guide.

3. Enable topology reporting - optional

To enable topology reporting, make sure that Report monitor and related Cl topology is
selected in HP Integration Settings (the default setting). For details on the monitor topology, see
"Database Counter Topology" on the previous page.

For user interface details, see "BSM Integration Data and Topology Settings" in the Using
SiteScope Guide.

How to access Oracle databases using OCI driver

You can monitor an Oracle database using an OCI driver. If the port or SID are changed, you only need
to make the change in the thsnames.ora file (the SiteScope Oracle monitors remain unchanged).

1. Onthe SiteScope server, install the version of Oracle client that you are using.
2. Connect to the Oracle database using the Oracle OCI driver.

m Set ORACLE_HOME environment variable (ORACLE_HOME is the folder where the Oracle
client or database has been installed).

= Add ORACLE_HOME\lib to System PATH (on Windows platforms), orLD_LIBRARY_PATH
env variable (on UNIX platforms).
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m Set CLASSPATH environment variable to use Oracle JDBC driver from ORACLE_
HOME\jdbcllib.

3. Inthe\oracle\oraX\network\admin\tnsnames.ora file, configure the service name. You can test
this using a SQL+ tool or the SiteScope Database Connection tool (see Database Connection
Tool in the Using SiteScope Guide).

4. Add a database monitor within SiteScope, and configure the following settings in the Monitor
Settings panel:

m Database connection URL: jdbc:oracle:oci8:@<service name>
m Database driver: oracle.jdbc.driver.OracleDriver

m Enter the database user credentials in the Database user name and Database password
boxes

Ul Descriptions

Database Counter Monitor Settings
User interface elements are described below:

Ul Element Description

Database Connection URL to the database you want to connect to. The syntax is
connection jdbc:oracle:thin:@<server name or IP address>:<database server
URL port>:<sid>.

Example: To connect to the ORCL database on a machine using port 1521 use:
jdbc:oracle:thin:@206.168.191.19:1521:0RCL.
The colon (:) and the (@) symbols must be included as shown.

Note for using Windows Authentication: If you want to access the database using
Windows authentication, enter jdbc:mercury:sqlserver://<server name or

IP address>:1433;DatabaseName=<database name>;
AuthenticationMethod=type2 as the connection URL, and
com.mercury.jdbc.sqlserver.SQLServerDriver as your database driver. Leave
the Database user name and Database password boxes empty, because the
Windows user credentials of the account from which the SiteScope service is running
are used to establish a connection to the database.

Query SQL query that returns at least two columns of data. The values in the first column of
data are interpreted as the labels for the entries in the each row. The values in the first
row are treated as labels for each entry in the column.
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Ul Element

Database
driver

Database
machine
name

Database
port

Database
instance
name

Divisor
query

No
cumulative
counters

Description
Driver used to connect to the database.
Example:org.postgresql.Driver

Tip: You can specify database drivers that have timeout problems (where database
queries processed with these drivers exceed the timeout specified in the monitor's
Query timeout field) in the Timeout proxied query drivers listfield (in Preferences
> Infrastructure Preferences > General Settings). These drivers are queried
separately with a monitor-based timeout.

Identifier for the target database server, as it should be reported to BSM.

Note: This field is used only for topology reporting.

Port number, for the target database server, as it should be reported to BSM. You can
specify the port manually. If none is specified, the monitor attempts to detect the port

from the database connection URL. If it fails, topology is still reported, just without
IpServiceEndpoint.

Note: This field is used only for topology reporting.
Name of the database instance, as it should be reported to BSM.

For SQL servers, the monitor automatically detects and populates this field from the
database connection URL.

For Oracle, the monitor automatically detects the instance name from the database
connection URL without populating the field.

If the field is empty and auto detection fails, no topology is reported and the default Cl
type Node is displayed in the HP Integration Settings panel.

Note: This field is used only for topology reporting.

SQL query that returns a single numeric value. The value of each counter is calculated
by dividing the counter value as retrieved from the database divided by the Divisor
Query value.

Turns off the default behavior of calculating the value of a counter as the difference
between that counter's cumulative values (as retrieved from the database on
consecutive monitor runs).
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Ul Element Description

Credentials Option for providing the user name and password to be used to access the database
server:

« Use user name and password. Select this option to manually enter user
credentials. Enter the user name and password in the User name and Password
box.

« Select predefined credentials. Select this option to have SiteScope
automatically supply a predefined user name and password (default option).
Select the credential profile to use from the Credential profile drop-down list, or
click Add Credentials and create a new credential profile. For details on how to
perform this task, see How to Configure Credential Preferences in the Using
SiteScope Guide.

No divide  Turns off the default behavior of calculating the value of a counter as the value
counters retrieved from the database (or the delta of two values retrieved from the database
over consecutive monitor runs) divided by some number.

The divisor is either taken from the Divisor Query, or it is the elapsed time in seconds
since the previous monitor run.

Counters Server performance counters you want to check with this monitor. Use the Get
Counters button to select counters.

Get Opens the Select Counters Form, enabling you to select the counters you want to
Counters monitor.

Note when working in template mode: The maximum number of counters that you
can select is 100. If you import a template monitor from an earlier version of
SiteScope, or perform a copy to template action, the number of counters is not limited.

Database Connection Settings

The Database Connection Settings enable you to retrieve, share, and reuse database connections
for database monitors that use any JDBC-compliant driver. When multiple database monitors use
the same database, using a connection pool instead of an open connection for each monitor
improves monitor performance and optimizes database server resource utilization.

Connections can be shared regardless of monitor enter. For example, SiteScope database logger,
database tools (Database Connection, Database Information), database alerts, and database
monitors (Oracle Database, Database Counter, Database Query, DB2 JDBC, Technology Database
Integration, and so forth) can share and reuse database connections in a connection pool.

Use Enables SQL connection sharing. This means that you use a connection pool rather
connection than open and close a new connection for each monitor query.
pool

Default value: Selected
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Ul Element

Physically
close if
idle
connection
count
exceeds

Idle
connection
timeout

Query
timeout

Description

Maximum number of unused SQL connections in the SQL connection pool. When this
number is exceeded, unused connections are closed rather than returned to the
connection pool.

Default value: 10

Maximum amount of time, in seconds/minutes/hours/days, that a SQL connection
remains unused after it has been returned to the SQL connection pool. When the time
is exceeded, the connection is automatically closed.

Default value: 5 minutes

Amount of time, in seconds/minutes/hours/days, to wait for execution of a SQL
statement. Not all SQL drivers have this function. If your SQL driver does not support
this function, this parameter is ignored.

Default value: 1 minute

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Tips/Troubleshooting

General Tips/Limitations

« When deploying this monitor using a template, an error message is displayed if you clear the Verify
monitor properties with remote server check box in the Deployment Values dialog box.

« You can set additional database options that affect all resources that connect to the database in the
JDBC Global Options in the General Preferences container. For details, see JDBC Global Options
in the Using SiteScope Guide.
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Use the Database Query monitor to monitor the availability and proper functioning of your database
application. If your database application is not working properly, the user may not be able to access
Web content and forms that depend on the database. Most importantly, the user cannot complete e-
commerce transactions that are supported by databases. You can also use the Database Query
monitor to isolate performance bottlenecks. If the database interaction time and the associated user
URL retrieval times are both increasing at about the same amount, the database is probably the
bottleneck.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Database Query monitor.

Learn About

This section includes:
« "Supported Platforms/Versions" below
« "What to Monitor" below
« "Setup Requirements and User Permissions" on the next page
« "IPv6 Addressing Supported Protocols" on page 209
« "Database Query Topology" on page 209

Supported Platforms/Versions

This monitor supports monitoring on any database with a valid JDBC driver that supports SQL queries.

What to Monitor

Usually the most important thing to monitor in databases are the queries used by your most frequently
used and most important Web applications. If more than one database is used, you must monitor each
of the databases.
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Each time the Database Query monitor runs, it returns a status, the time it takes to perform the query,
the number of rows in the query result, and the first two fields in the first row of the result and writes
them in the monitoring log file.

You can also monitor internal database statistics. The statistics provided by each database are
different but may include items such as database free space, transaction log free space,
transactions/second, and average transaction duration.

Setup Requirements and User Permissions

The steps for setting up a Database Query monitor vary according to what database software you are
trying to monitor. The following is an overview of the requirements for using the Database Query
monitor:

« You must install or copy a compatible JDBC database driver or database access APl into the
required SiteScope directory location.
Many database driver packages are available as compressed (zipped) archive files or .jar files.
Copy the downloaded driver file into the <SiteScope root directory>\WEB-INF\lib subdirectory. If
the file is in zip format, unzip the contents to a temporary directory. Stop and restart the SiteScope
service after copying the driver file to the SiteScope machine.

« You must know the syntax for accessing the database driver. Examples of common database
driver strings are:

= sun.jdbc.odbc.JdbcOdbcDriver. JDBC-ODBC Bridge Driver from Sun Microsystems.

= com.mercury.jdbc.sqlserver.SQLServerDriver. DataDirect driver from DataDirect
Technologies. It is a driver for those Microsoft SQL databases that use Windows authentication.
For details on installing the driver, see the note below.

Note: To install the MSSQL JDBC driver:

1). Download the MSSQL JDBC driver from the Microsoft Download Center
(http://www.microsoft.com/en-us/download/details.aspx?displaylang=en&id=11774), and
unzip the contents to a temporary directory.

2). Copy the sqljdbc4.jar file to the <SiteScope root directory>\WEB-INF\lib\
subdirectory.

3). Restart the SiteScope service.

4). Use the Database Connection Tool for connection tuning:

Database Connection URL: jdbc:sqglserver://<IP
Address>:<port>;InstanceName=<name>;DatabaseName=<name>

Database Driver: com.microsoft.sqlserver.jdbc.SQLServerDriver

5). Create the desired database monitor type.

= com.mercury.jdbc.oracle.OracleDriver. A driver for Oracle databases. When using the driver
deployed with SiteScope, the database connection URL has the form of:
jdbc:mercury:oracle://<server name or IP address>:<database server
port>;sid=<sid>
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Note: The URL format may differ if you are using another JDBC driver, since the JDBC URL
depends on the driver.

m oracle.jdbc.driver.OracleDriver.SiteScope supports the following categories of JDBC driver
supplied by Oracle that are compatible with Java 7:

o JDBC thin driver for Oracle databases.

o JDBC OCI (thick) driver. For details on accessing Oracle databases using OCI driver, see
"How to Access Oracle Databases Using OCI Driver" on page 212.

m org.postgresql.Driver. The database driver for the Postgresql database.

« You must know the syntax for the database connection URL. The database connection URL
normally includes the class of driver you are using, some key name relating to the supplier of the
driver software, followed by a combination of server, host, and port identifiers.

Examples of common database connection URLs are:

= jdbc:odbc:<dsname>
where <dsname> is the data source name in the system environment or configuration.

= jdbc:mercury:sqlserver://<hostname or
FQDN>:1433;DatabaseName=master;AuthenticationMethod=type2
where <hostname or FQDN> is the name of the host where the database is running.

= jdbc:oracle:thin:@<hostname or FQDN>:<port>/<service>

where <hostname or FQDN> is the name of the host where the database is running, <port> is the

port on which the database interfaces with the driver, and <service> is the Oracle service name.

« The database you want to monitor needs to be running, have a database name defined, and have at
least one named table created in the database. In some cases, the database management software

needs to be configured to enable connections by using the middleware or database driver.

« You need a valid user name and password to access and perform a query on the database. In some

cases, the machine and user account that SiteScope is running on must be given permissions to
access the database.

« Database drivers that have timeout problems (where database queries processed with these drivers
exceed the timeout specified in the monitor's Query timeout field) can be specified in the Timeout

proxied query drivers list field (in Preferences > Infrastructure Preferences > General
Settings). These drivers are queried separately with a monitor-based timeout.

» You must know a valid SQL query string for the database instance and database tables in the

database you want to monitor. Consult your database administrator to work out required queries to
test.

Note: When Windows authentication is used to connect to the database, configure SiteScope
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using the following settings:

. Database connection URL: jdbc:mercury:sqlserver://<server name or
IP address>:1433;DatabaseName=<database name>;
AuthenticationMethod=type2.

- Database driver: com.mercury.jdbc.sqlserver.SQLServerDriver.

. Leavethe Database user name and Database password boxes empty, because the
Windows user credentials of the account from which the SiteScope service is running are used
to establish a connection to the database.

IPv6 Addressing Supported Protocols

When Prefer IP version 6 addresses is enabled in SiteScope (Preferences > Infrastructure
Preferences > Server Settings), this monitor supports IPv6 addresses in the TCP (JDBC) protocol.
Support for IPv6 might also depend on the JDBC driver being used.

For details on using IPv6, see Support for IP Version 6 in the Using SiteScope Guide.

Database Query Topology

The Database Query monitor can identify the topology of the database system being monitored. The
monitor creates the following topology in BSM's RTSM.
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For details on enabling topology reporting, see the task below.

For information about retrieving topologies and reporting them to BSM, see Reporting Discovered
Topologies to BSM in the Using SiteScope Guide.

Tasks

This section includes:
« "How to Configure the Database Query Monitoring Environment" on the next page
« "How to Access Oracle Databases Using OCI Driver" on page 212
« "How to Access Oracle Databases Without Using ODBC" on page 212
« "How to Enable SiteScope to Monitor an Informix Database" on page 213
« "How to Enable SiteScope to Monitor a MySQL Database" on page 214

« "How to Enable SiteScope to Monitor a Sybase Database" on page 215
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How to Configure the Database Query Monitoring Environment

1.

Prerequisites

There are several key requirements for using this monitor. For details, see "Setup Requirements
and User Permissions" on page 207.

Configure the database driver

= You can monitor an Oracle database using an OCI driver. For details, see "How to Access
Oracle Databases Using OCI Driver" on the next page.

= You can monitor an Oracle database using the Oracle Thin JDBC Driver. For details, see "How
to Access Oracle Databases Without Using ODBC" on the next page.

Enable SiteScope to monitor the database

m For details on enabling SiteScope to monitor an Informix database, see "How to Enable
SiteScope to Monitor an Informix Database" on page 213.

m For details on enabling SiteScope to monitor a MySQL database, see "How to Enable
SiteScope to Monitor a MySQL Database" on page 214.

= For details on enabling SiteScope to monitor a Sybase database, see "How to Enable
SiteScope to Monitor a Sybase Database" on page 215.

Troubleshoot driver or database errors

To troubleshoot possible errors using the Oracle Thin Driver, MySQL Driver, or Sybase database,
see "Tips/Troubleshooting" on page 219.

Configure the monitor properties
Configure the monitor properties as required.

For a description of each setting, see the Ul Descriptions section below.

Tip:

m The Database Connection Tool is available when configuring this monitor to test and
verify connectivity between SiteScope and an external ODBC or JDBC compatible
database (provided you are an administrator in SiteScope, or a user granted Use monitor
tools permissions). To use the tool when configuring or editing a monitor, click the Use
Tool button. For details on the tool, see Database Connection Tool in the Using SiteScope
Guide.

= You may want to monitor your most critical and most common queries frequently, every 2-
5 minutes. Database statistics that change less frequently can be monitored every 30 or
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60 minute.

= You can also modify the default number of columns, rows, and characters that are
displayed for the Database Query monitor in the SiteScope Dashboard by changing the
DB maximum columns, DB maximum rows, and DB maximum value lengthsettings
in Preferences > Infrastructure Preferences > Monitor Settings.

m  When setting the round trip time counter in Threshold Settings, counter values are in
milliseconds, whereas in the Dashboard summary they are displayed in seconds.

How to Access Oracle Databases Using OCl Driver

You can monitor an Oracle database using an OCI driver. If the port or SID are changed, you only need
to make the change in the thsnames.ora file (the SiteScope Oracle monitors remain unchanged).

1. Onthe SiteScope server, install the version of Oracle client that you are using.
2. Connect to the Oracle database using the Oracle OCI driver.

m Set ORACLE_HOME environment variable (ORACLE_HOME is the folder where the Oracle
client or database has been installed).

= Add ORACLE_HOME\lib to System PATH (on Windows platforms), orLD_LIBRARY_PATH
env variable (on UNIX platforms).

m Set CLASSPATH environment variable to use Oracle JDBC driver from ORACLE_
HOME\jdbcllib.

3. Inthe\oracle\oraX\network\admin\tnsnames.ora file, configure the service name. You can test
this using a SQL+ tool or the SiteScope Database Connection tool (see Database Connection
Tool in the Using SiteScope Guide).

4. Add a database monitor within SiteScope, and configure the following settings in the Monitor
Settings panel:

m Database connection URL: jdbc:oracle:oci8:@<service name>
m Database driver: oracle.jdbc.driver.OracleDriver

m Enter the database user credentials in the Database user name and Database password
boxes

How to Access Oracle Databases Without Using ODBC

If you want to monitor an Oracle database without using ODBC, you can use the Oracle Thin JDBC
Drivers.
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. Toset up SiteScope to use the JDBC Thin Drivers, download the Oracle Thin JDBC drivers from

the Oracle Web site (may require service/support agreement with Oracle).

Copy the downloaded driver package into the <SiteScope root directory>\WEB-INF\lib
subdirectory.

Note: Do not extract the files from the archive file.

Stop and restart the SiteScope service.

Add a Database Query monitor within SiteScope, and configure the following settings in the
Monitor Settings panel:

= Database connection URL. The format for the Oracle JDBC driver is:
jdbc:oracle:thin:@<tcp address>:<tcp port>:<database SID>
For example to connect to the ORCL database on a machine using port 1521 you would use:
jdbc:oracle:thin:@206.168.191.19:1521:0RCL
When monitoring Oracle RAC databases, the database connection URL has the form of:

jdbc:oracle:thin:@<SCAN (Single Client Access Name) listener>:<port>/<database
service name>

Note: After the word thinis a colon (:) and an at (@) symbol.

= Database driver. Enter the following string: oracle.jdbc.driver.OracleDriver.

How to Enable SiteScope to Monitor an Informix Database

Monitoring an Informix database requires the use of a JDBC driver.

1.

2.

Download the Informix JDBC driver from Informix. See the Informix Web site for details.
Uncompress the distribution file.

Open a DOS window and go to the jdbc140jc2 directory.

Unpack the driver by running the following command:

c:\SiteScope\java\bin\java -cp . setup

Copy ifxjdbc.jar to the <SiteScope root directory>\WEB-INF\lib subdirectory.

Stop and restart SiteScope.
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7. Add a Database Query monitor within SiteScope, and configure the following settings in the
Monitor Settings panel:

m Database connection URL. The format for the Informix JDBC driver is:

jdbc:informix-sqli://<database hostname>:<tcp port><database
server>.INFORMIXSERVER=<database>

m If you require a Database user name and Database password, the database connection URL
format for the Informix JDBC driver is:

jdbc:informix-sqli://<database hostname>:<tcp port><database
server>:INFORMIXSERVER=<database>;user=myuser;password=mypassword

For example, to connect to the Database Server sysmaster running on the machine called
pond.thiscompany.com and the Database called maindbase, type:

jdbc:informix-sqli://pond.thiscompany.com: 1526/sysmaster:INFORMIXSERVER=maindbase;

= Database driver. Enter the Informix JDBC driver com.informix.jdbc.IfxDriver

How to Enable SiteScope to Monitor a MySQL Database
Monitoring a MySQL database requires the use of a JDBC driver.

1. Download the MySQL JDBC driver from the MySQL web site (http://www.mysqgl.com).
2. Uncompress the distribution file.

3. Copy the .jarfile into the <SiteScope root directory>\WEB-INF\lib directory.

4. Stop and restart SiteScope.

5. Add a Database Query monitor within SiteScope, and configure the following settings in the
Monitor Settings panel:

m Database connection URL. The format for the MySQL JDBC driver is:

jdbc:mysqgl://<database hostname>[:<tcp port>]/<database>

For example to connect to the MySQL database "aBigDatabase" on a machine using the standard
MySQL port number 3306 you would use:

jdbc:mysql://206.168.191.19/aBigDatabase

If you are using a different port to connect to the database, include that port number as part of the
IP address.

m Database driver. Enter the specification for the MySQL JDBC driver:
org.gjt.mm.mysql.Driver
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How to Enable SiteScope to Monitor a Sybase Database

To use JDBC drivers with your Sybase SQL server, perform the following steps:

1.

Obtain the driver for the version of Sybase that you are using. For example, for version 5.X
databases you need jeconn2.jar. If you have Jconnect, look for a driver in the Jconnect directory.

Place the zip file in the <SiteScope root directory>\WEB-INF\lib directory. Do not extract the
zip file.

Stop and restart the SiteScope service.

Add a Database Query monitor within SiteScope, and configure the following settings in the
Monitor Settings panel:

m Database connection URL. Use the syntax of: jdbc:sybase:Tds:hostname:port

For example to connect to SQL server named bgsu97 listening on port 2408, you would enter:
jdbc:sybase:Tds:bgsu97:2408

m You can specify a database by using the syntax:

jdbc:sybase:Tds:hostname:port#/database

For example to connect to SQL server named bgsu97 listening on port 2408 and to the database
of quincy, you would enter:

jdbc:sybase:Tds:bgsu97:2408/quincy

m Database driver. Enter com. sybase. jdbc.SybDriver (for Sybase version 4.x) or
com.sybase.jdbc2.jdbc.SybDriver (for Sybase version 5.x).

m Enter the Database user name and Database password.

m Enter a query string for a database instance and table in the Sybase database you want to
monitor.

For example, Sp_help should work and return something similar to:
good, 0.06 sec, 27 rows, KIRK1l, dbo, user table

Alternately, the query string select * from spt_ijdbc_mda should return something similar to:
Monitor: good, 0.06 sec, 175 rows, CLASSFORNAME, 1, create table #tmp_class_
for_name (xtbinaryoffrow image null), sp_ijdbc_class_for_name(?), select * from
#tmp_class_for_name, 1, 7, 12000, -1
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Ul Descriptions

Database Query Monitor Settings

User interface elements are described below:

Ul Element Description

Database connection URL URL to a database connection (no spaces are allowed in the
URL). One way to create a database connection is to use ODBC
to create a named connection to a database.

Example: First use the ODBC control panel to create a
connection called test. Then, enter jdbc:odbc:test as the
connection URL.

Note for using Windows Authentication: If you want to
access the database using Windows authentication, enter
jdbc:mercury:sqlserver://<server name or

<IP address>:1433;DatabaseName=<database name>;
AuthenticationMethod=type2 as the connection URL, and
com.mercury.jdbc.sqlserver.SQLServerDriver as your
database driver. Leave the Database user name and Database
password boxes empty, because the Windows user credentials
of the account from which the SiteScope service is running are
used to establish a connection to the database.

Database driver Java class name of the JDBC database driver.

The default driver uses ODBC to make database connections.
SiteScope uses the same database driver for both primary and
backup database connections.

If a custom driver is used, the driver must also be installed in the
<SiteScope root directory>\WEB-INF\lib\ directory.

Default value: sun.jdbc.odbc.JdbcOdbcDriver

Tip: You can specify database drivers that have timeout
problems (where database queries processed with these drivers
exceed the timeout specified in the monitor's Query timeout
field) in the Timeout proxied query drivers list field (in
Preferences > Infrastructure Preferences > General
Settings). These drivers are queried separately with a monitor-
based timeout.
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Ul Element

Database user name

Database password

Query

Match content

HP SiteScope (11.30)

Description
User name used to log on to the database.

If you are using Microsoft SQL server and the default driver (Sun
Microsystem JDBC-ODBC bridge driver,
sun.jdbc.odbc.JdbcOdbcDriver), you can leave this blank and
choose Windows Authentication when you setup the ODBC
connection.

With Windows Authentication, SiteScope connects using the
login account of the SiteScope service.

Note: The specified user name must have privileges to run the
query specified for the monitor.

Password used to log on to the database.

If you are using Microsoft SQL server and the default driver (Sun
Microsystem JDBC ODBC bridge driver
(sun.jdbc.odbce.JdbcOdbcDriver), you can leave this blank and
choose Windows Authentication when you create the ODBC
connection.

With Windows Authentication, SiteScope connects using the
login account of the SiteScope service.

SQL query to test.
Example: select * from sysobjects

Text string to check for in the query result. If the text is not
contained in the result, the monitor displays no match on content.
This works for XML tags as well. The search is case sensitive.

Note:

« You can also perform a Perl regular expression match by
enclosing the string in forward slashes, with an i after the
trailing slash indicating case-insensitive matching. For
example, /href=Doc\d+\.html/ or /href=doc\d+\.html/i.

« If youwant a particular piece of text to be saved and displayed
as part of the status, use parentheses in a Perl regular
expression. For example, /Temperature: (\d+)/ would
return the temperature as it appears on the page and this could
be used when setting an Error if or Warning if threshold.

For details on regular expressions, see Regular Expressions
Overview in the Using SiteScope Guide.
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Ul Element

Open Tool

File path

Column labels

Database machine name

Database port

Database instance name

HP SiteScope (11.30)

Description

Opens the Regular Expression Tool, enabling you to test a regular
expression for content matching against a sample of the content
you want to monitor. For details, see Regular Expression Tool in
the Using SiteScope Guide.

Name of the file that contains the query you want to run. The file
should be in a simple text format.

Use this function as an alternative to the Query text box for
complex queries or queries that change and are updated by an
external application.

Field labels for all columns returned by the query, separated by a

comma (","). These column labels are used as data labels in
SiteScope reports for Database Query Monitors.

Note: The field labels should be the labels that are returned by the
Query string entered above.

Text identifier describing the database server that this monitor is
monitoring if you are reporting monitor data to an installation of
BSM.

Note: This field is used only for topology reporting.

Port number, for the target database server, as it should be
reported to BSM. You can specify the port manually. If none is
specified, the monitor attempts to detect the port from the
database connection URL. If it fails, topology is still reported, just
without IpServiceEndpoint.

Note: This field is used only for topology reporting.
Name of the database instance, as it should be reported to BSM.

For SQL servers, the monitor automatically detects and populates
this field from the database connection URL.

For Oracle, the monitor automatically detects the instance name
from the database connection URL without populating the field.

If the field is empty and auto detection fails, no topology is
reported and the default Cl type Node is displayed in the HP
Integration Settings panel.

Note: This field is used only for topology reporting.

Page 218 of 1025



Monitor Reference
Chapter 22: Database Query Monitor

Ul Element Description
Database Connection Settings

The Database Connection Settings enable you to retrieve, share, and reuse database connections
for database monitors that use any JDBC-compliant driver. When multiple database monitors use
the same database, using a connection pool instead of an open connection for each monitor
improves monitor performance and optimizes database server resource utilization.

Connections can be shared regardless of monitor type. For example, SiteScope database logger,
database tools (Database Connection, Database Information), database alerts, and database
monitors (Oracle Database, Database Counter, Database Query, DB2 JDBC, Technology Database
Integration, and so forth) can share and reuse database connections in a connection pool.

Use connection pool Enables SQL connection sharing. This means that you use a
connection pool rather than open and close a new connection for
each monitor query.

Default value: Selected

Physically close if idle The maximum number of unused SQL connections in the SQL

connection count exceeds connection pool. When this number is exceeded, unused
connections are closed rather than returned to the connection
pool.

Default value: 10

Idle connection timeout The maximum amount of time, in seconds/minutes/hours/days,
that a SQL connection remains unused after it has been returned
to the SQL connection pool. When the time is exceeded, the
connection is automatically closed.

Default value: 5 minutes

Query timeout The amount of time, in seconds/minutes/hours/days, to wait for
execution of a SQL statement. Not all SQL drivers have this
function. If your SQL driver does not support this function, this
parameter is ignored.

Default value: 1 minute

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Tips/Troubleshooting

This section describes troubleshooting and limitations for the Database Query monitor.
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General Tips

« If you require multiple columns in the monitor output, you can use the _databaseMaxColumns
property in the <SiteScope root directory>\groups\master.config file or the DB maximum
columns setting in Preferences > Infrastructure Preferences > Monitor Settings) to adjust the
maximum number of columns displayed in the SiteScope Dashboard (the default is 10 columns).
You can also change the maximum number of rows processed by DB monitors (DB maximum
rows) and the maximum length, in characters, of the data processed by DB monitors (DB
maximum value length). The default maximum number of rows is 1, and the default maximum
value length is 200 characters.

« When using the Database Connection Tool to apply properties to the monitor, you must enter the
credential data manually (if you select a credential profile the credential data is lost).

« You can set additional database options that affect all resources that connect to the database in the
JDBC Global Options in Preferences > General Preferences. For details, see JDBC Global
Options in the Using SiteScope Guide.

« When setting the round trip time counter in Threshold Settings, counter values are in
milliseconds, whereas in the Dashboard summary they are displayed in seconds.

Possible Errors Using the Oracle Thin Driver

« error, connect error, No suitable driver: check for syntax errors in Database connection URL,
such as dots instead of colons.

« error, connect error, lo exception: The Network Adapter could not establish the
connection: in Database connection URL, check
jdbc:oracle:thin:@206.168.191.19:1521:ORCL.

« error, connect error, lo exception: Invalid connection string format, a valid format is:
"host:port:sid": in Database connection URL check
jdbc:oracle:thin:@206.168.191.19:1521:ORCL.

« error, connect error, Invalid Oracle URL specified: OracleDriver.connect: in Database
connection URL, check for a colon before the "@"
jdbc:oracle:thin:@206.168.191.19:1521:ORCL.

« Refused:OR=(CODE=12505)(EMFI=4)))): in Database connection URL, the database SID is
probably incorrect (ORCL part). This error can also occur when the TCP address, or TCP port is
incorrect. If this is the case, verify the TCP port and check with the your database administrator to
verify the proper SID.

« String Index out of range: -1: in Database connection URL, check for the database server
address, port, and the database SID.

« error, driver connect error, oracle.jdbc.driver.OracleDriver: check syntax in Database driver.
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« error, driver connect error, oracle.jdbc.driver.OracleDriver: check that driver is loaded in
correct place.

« error, connect error, No suitable driver: check driver specified in Database driver.

« error, connect error, No suitable driver: check for syntax errors in Database connection URL,
such as dots instead of colons.

Possible Errors Using the MySQL Driver

If, after enabling SiteScope to monitor a MySQL database, you get an authorization error in the
Database Query monitor, you may have to grant rights for the SiteScope machine to access the
MySQL database. Consult the MySQL Database administrator for setting up privileges for the
SiteScope machine to access the MySQL server.

Possible Errors with Sybase Database Monitoring

« Verify you are using the correct driver for the version of Sybase you are monitoring. Enter
com.sybase.jdbc.SybDriver for Sybase version 4.x. and com. sybase. jdbc2.jdbc.SybDriver
for Sybase version 5.x.

« error, driver connect error, com/sybase/jdbc/SybDriver. Verify there are no spaces at the end
of the driver name. Save the changes and try the monitor again.

« If you get the error: connect error, JZ006: Caught IOException:

java.net.UnknownHostException: dbservername. Verify the name of the database serverin the
Database connection URL field is correct.
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Use this monitor to monitor availability and proper functioning of DB2 servers. You can monitor multiple
parameters or counters with a single monitor instance. This enables you to monitor server loading for
performance, availability, and capacity planning. Create a separate DB2 monitor instance for each
Database in your IBM DB2 environment. The error and warning thresholds for the monitor can be set on
up to ten DB2 server performance statistics.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the DB2 JDBC monitor.

Learn About

This section includes:
« "Supported Platforms/Versions" below
« "IPv6 Addressing Supported Protocols" below

« "DB2 JDBC Topology" below

Supported Platforms/Versions
« This monitor supports monitoring DB2 8.x, 9.x, and 10.1 servers.

« |t supports all operating systems with a supported JDBC driver and DB2 snapshot feature.

IPv6 Addressing Supported Protocols

When Prefer IP version 6 addresses is enabled in SiteScope (Preferences > Infrastructure
Preferences > Server Settings), this monitor supports the TCP (JDBC) protocol. Support for IPv6
might also depend on the JDBC driver being used.

For details on using IPv6, see Support for IP Version 6 in the Using SiteScope Guide.

DB2 JDBC Topology
The DB2 JDBC monitor can identify the topology of the DB2 system being monitored. The monitor
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creates the following topology in BSM's RTSM.
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For details on enabling topology reporting, see the task below.

For information about retrieving topologies and reporting them to BSM, see Reporting Discovered
Topologies to BSM in the Using SiteScope Guide.

Tasks

How to Configure the DB2 JDBC Monitor

1. Prerequisites

= JDBC drivers for connecting to the DB2 Database server. These can be found in your DB2
server installation directories. Copy the db2jcc.jar file to the <SiteScope root
directory>\WEB-INF\lib folder.

= This monitor uses the Snapshot mirroring functionality supported by DB2. You must enable the
Snapshot Mirror on your DB2 instance to retrieve counters. For details, refer to the relevant
IBM DB2 documentation.

Note: Since DB2 JDBC monitors are based on JDBC connections, there is no binding
with any specific operation systems.

2. Configure the monitor properties
Configure the monitor properties as required.

For a description of each setting, see the Ul Descriptions section below.

Tip: The Database Connection Tool is available when configuring this monitor to test and
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verify connectivity between SiteScope and an external ODBC or JDBC compatible database
(provided you are an administrator in SiteScope, or a user granted Use monitor tools
permissions). To use the tool when configuring or editing a monitor, click the Use Tool
button. For details on the tool, see Database Connection Tool in the Using SiteScope Guide.

3. Enable topology reporting - optional

To enable topology reporting, make sure that Report monitor and related Cl topology is
selected in HP Integration Settings (the default setting). For details on the monitor topology, see
"DB2 JDBC Topology" on page 222.

For user interface details, see BSM Integration Data and Topology Settings in the Using
SiteScope Guide.

Ul Descriptions

DB2 JDBC Monitor Settings

User interface elements are described below:
Ul Element Description
DB2 server Address or name of the server where the DB2 database is running.
Port Port on which the DB2 database accepts connections.

Default value: 50000
Database DB2 database node name that you want to monitor.
Default value: sample

Example: DB2 is the default node name created by DB2
installation.
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Ul Element

Credentials

Partition

Calculate rate

Counters

Get Counters

Description

Option for providing the user name and password to be used to
access the DB2 database server:

« Use user name and password. Select this option to manually
enter user credentials. Enter the user name and password in the
User name and Password box.

« Select predefined credentials. Select this option to have
SiteScope automatically supply a predefined user name and
password (selected by default). Select the credential profile to
use from the Credential profile drop-down list, or click Add
Credentials and create a new credential profile. For details on
how to perform this task, see How to Configure Credential
Preferences in the Using SiteScope Guide.

Partition to monitor. -1 is the current partition; -2 is all partitions.
Default value: -1

Calculates rates for counter values rather than the actual values
returned from the monitored server.

Example: If a counter counts logins and every second an average
of two users log on to the database, the counter keeps growing.
Selecting this option, the monitor displays the value 2, which means
2 user logins per second.

Server performance counters to check with this monitor. Use the
Get Counters button to select counters.

Opens the Select Counters Form, enabling you to select the
counters you want to monitor. For the list of counters that can be
configured for this monitor, see "Monitor Counters" on page 227.

Note when working in template mode: The maximum number of
counters that you can select is 100. If you import a template monitor
from an earlier version of SiteScope, or perform a copy to template
action, the number of counters is not limited.

Database Connection Settings

The Database Connection Settings enable you to retrieve, share, and reuse database connections
for database monitors that use any JDBC-compliant driver. When multiple database monitors use
the same database, using a connection pool instead of an open connection for each monitor
improves monitor performance and optimizes database server resource utilization.

Connections can be shared regardless of monitor type. For example, SiteScope database logger,
database tools (Database Connection, Database Information), database alerts, and database
monitors (Oracle database, Database Counter, Database Query, DB2 JDBC, Technology Database
Integration, and so forth) can share and reuse database connections in a connection pool.
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Ul Element

Use connection pool

Physically close if idle

connection count exceeds

Idle connection timeout

Query timeout

Description

Enables SQL connection sharing. This means that you use a
connection pool rather than open and close a new connection for
each monitor query.

Default value: Selected

Maximum number of unused SQL connections in the SQL
connection pool. When this number is exceeded, unused
connections are closed rather than returned to the connection pool.

Default value: 10

Maximum amount of time, in seconds/minutes/hours/days, that a
SQL connection remains unused after it has been returned to the
SQL connection pool. When the time is exceeded, the connection is
automatically closed.

Default value: 5 minutes

Amount of time, in seconds/minutes/hours/days, to wait for
execution of a SQL statement. Not all SQL drivers have this
function. If your SQL driver does not support this function, this
parameter is ignored.

Default value: 1 minute

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.
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Monitor Counters

Below is the list of counters that can be configured for this monitor:

acc_curs_blk
active_sorts
agents_created_empty_pool
agents_from_pool
agents_registered
agents_stolen
agents_waiting_on_token
appl_section_inserts
appl_section_lookups
appls_cur_cons
appls_in_db2
binds_precompiles
cat_cache_heap_full
cat_cache_inserts
cat_cache_lookups
cat_cache_overflows
comm_private_mem
commit_sql_stmts
con_local_dbases
ddl_sql_stmts
deadlocks
direct_read_reqs
direct_read_time
direct_reads
direct_write_reqs
direct_write_time
direct_writes
dynamic_sql_stmts
failed_sql_stmts
files_closed
hash_join_overflows
hash_join_small_overflows
idle_agents
inactive_gw_agents
int_auto_rebinds
int_commits
int_deadlock_rollbacks
int_rollbacks
int_rows_deleted
int_rows_inserted
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int_rows_inserted rows_deleted
int_rows_updated
local_cons
local_cons_in_exec
lock_escals
lock_list_in_use
lock_timeouts
lock_wait_time

lock_waits

lock_waits locks_held
locks_held

locks_waiting

log_reads

log_writes
num_assoc_agents
num_gw_conn_switches
open_loc_curs
open_loc_curs_blk
open_rem_curs
open_rem_curs_blk
piped_sorts_accepted
piped_sorts_requested
pkg_cache_inserts
pkg_cache_lookups
pkg_cache_lookups direct_reads
pkg_cache_num_overflows
pool_async_data_read_reqgs
pool_async_data_reads
pool_async_data_writes
pool_async_index_reads
pool_async_index_writes
pool_async_read_time
pool_async_write_time
pool_data_from_estore
pool_data_| reads
pool_data_p_reads
pool_data_to_estore
pool_data_writes

pool_drty_pg_steal_clns sort_overflows

pool_drty_pg_thrsh_clns

pool_index_from_estore
pool_index_|_reads
pool_index_p_reads
pool_index_to_estore
pool_index_writes
pool_Isn_gap_clns
pool_read_time
pool_write_time
post_threshold_sorts
prefetch_wait _time
rej_curs_blk
rem_cons_in
rem_cons_in_exec
rollback_sql_stmts
rows_deleted
rows_inserted
rows_read
rows_selected
rows_updated
rows_written
sec_logs_allocated
select_sql_stmts
sort_heap_allocated
sort_overflows
static_sql_stmts
total_hash_joins
total_hash_loops
total_log_used
total_sec_cons
total_sort_time
total_sorts
uid_sql_stmts
uow_lock_wait_time
uow_log_space_used
X_lock_escals
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Tips/Troubleshooting

General Tips/Limitations

« SiteScope DB2 10.1 supports the same tables and counters that are available with DB2 8 and 9
only; it does not support the additional tables and counters that were added in DB2 10.1.

« When deploying this monitor using a template, an error message is displayed if you clear the Verify
monitor properties with remote server option in the Deployment Values dialog box.

« You can set additional database options that affect all resources that connect to the database in the
JDBC Global Options in the General Preferences container. For details, see JDBC Global Options
in the Using SiteScope Guide.

o When SiteScope is connected to BSM 9.2x or earlier, the previous name for this monitor (DB2 8.x
and 9.x) is displayed in the Metrics and Indicators tab of System Availability Management
Administration.
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This monitor enables you to monitora DHCP Server by using the network. It verifies that the DHCP
server is listening for requests and that it can allocate an IP address in response to a request.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the DHCP monitor.

Learn About

DHCP Monitor Overview

If your DHCP server fails, machines relying on DHCP are unable to acquire a network configuration
when rebooting. Additionally, as DHCP address leases expire on already-configured machines, those
machines drop off the network when the DHCP server fails to renew their address lease.

Most networks have a DHCP server listening for DHCP requests. This monitor finds DHCP servers by
broadcasting a request for an IP address and waiting fora DHCP server to respond.

Each time the DHCP monitor runs, it returns a status and writes it in the monitoring log file. It also
writes the total time it takes to receive and release an IP address in the log file. Your DHCP serveris a
critical part of providing functionality to other hosts on your network, so it should be monitored about
every 10 minutes.

Tasks

How to Configure the DHCP Monitor
1. Prerequisites

This monitor requires that a third-party Java DHCP library be installed on the server where
SiteScope is running. The DHCP monitor type does not appear in the interface until this library is
installed.
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a. Download the jDHCP library (eitherin .zip or in .tar.gz format).

b. Extract the file named JDHCP.jar and copy it to the <SiteScope root directory>\WEB-
INF\lib directory.

c. Afterinstalling the JDHCP.jar file, restart the SiteScope service.
2. Configure the monitor properties
Configure the monitor properties as required.

For a description of each setting, see the Ul Descriptions section below.

Ul Descriptions

DHCP Monitor Settings

User interface elements are described below:

ul
Element Description

Requested [Pv4 address of the client to request from the DHCP server (optional).

client

address

IPv4

Timeout Amount of time, in seconds, to wait for a response from a DHCP server.

seconds

( ) Default value: 10 seconds

DHCP IPv4 address of the DHCP server for monitoring (optional).

Server

IPva The DHCP server can be located on the same or a different subnet to the SiteScope
server, according to the MAC address option selected below.

MAC MAC address of the network adapter on the SiteScope server.

address

« <MAC addresses>. Lists the available MAC addresses. When a listed MAC
address is selected, the DHCP monitor can monitor a DHCP server located on the
same subnet, or on a different subnet to the SiteScope server.

« Random address. When selected, the DHCP monitor can only monitora DHCP
server that is located on the same subnet as the SiteScope server.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.
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The Directory monitor enables you to monitor an entire directory and report on the total number of files
in the directory, the total amount of disk space used, and the time (in minutes) since any file in the
directory was modified. This information is useful if you have limited disk space, you want to monitor
the number of files written to a specific directory, or you want to know the activity level in a certain
directory.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Directory monitor.

Learn About

This section includes:
« "Directory Monitor Overview" below

« "Supported Platforms/Versions" on the next page

Directory Monitor Overview

Use the Directory monitor to monitor directories that contain log files or other files that tend to grow and
multiply unpredictably. You can instruct SiteScope to notify you if either the number of files or total disk
space used gets out of hand. You can also use this to monitor directories in which new files are added
and deleted frequently. For example, in the case of an FTP directory, you probably want to watch both
the number of files in the directory and the files contained in the directory.

You can set up thresholds for this monitor based on the time in minutes since the latest time afile in the
directory has been modified, as well as the time in minutes since the first time afile in the directory has
been modified.

Because the uses for the Directory monitor vary so greatly, there is no one interval that works best.
Keep in mind that if you are watching a directory that contains a lot of files and sub directories, this
monitor may take longer to run.

HP SiteScope (11.30) Page 231 of 1025


http://www.hp.com/go/sitescope
http://www.hp.com/go/sitescope

Monitor Reference

Chapter 25: Directory Monitor

Supported Platforms/Versions

« This monitoris supported in SiteScopes running on Windows platforms and on UNIX versions if the
remote server being monitored has been configured for SSH. For details, see SiteScope Monitoring
Using Secure Shell (SSH) in the Using SiteScope Guide.

« This monitor supports monitoring remote servers running on the following Windows operating
systems: Windows Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

« This monitor supports monitoring remote servers running on HP NonStop operating systems. For
details on enabling the HP NonStop operating system monitoring environment, see "How to
Configure the HP NonStop Resources Monitor" on page 339.

Tasks

How to Configure the Directory Monitor

1. Make sure you have the user permissions and credentials on the remote server that you want to
monitor as specified in Permissions and Credentials.

2. Configure the monitor properties as required. For a description of each setting, see the Ul
Descriptions section below.

Ul Descriptions

Directory Monitor Settings
User interface elements are described below:

Ul Element

Server

HP SiteScope (11.30)

Description

Server where the directory you want to monitor is running. Select a server from the
server list (only those remote servers that have been configured in SiteScope are
displayed). Alternatively, click the Browse Servers button to select a server from
the local domain, or Add Remote Server to add a new server.

Note: Monitoring log files using SSH on Windows platforms is supported for this
monitor only if the remote SSH server supports SSH File Transfer Protocol.

Note when working in template mode: You can use the template remote server
(if one was created) without having to enter its name, by selecting the Use already
configured template remote under current template check box.

Default value: SiteScope Server (the server on which SiteScope is installed)
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Ul Element Description
Browse Opens the HP SiteScope Discover Servers dialog box, enabling you to select the
Servers server to be monitored:

« Browse servers. Select a server from the drop-down list of servers visible in
the local domain.

« Enter server name. If the server you want to monitor does not appear in the
Servers list because it has not been identified in the network or has not been
configured in Remote Servers, enter the IP address or name of the server to
monitor.

Note: To monitor a remote Windows server, you must have domain privileges or
authenticated access to the remote server. For details on how to configure a
remote Windows server, see How to Configure SiteScope to Monitor a Remote
Microsoft Windows Server in the Using SiteScope Guide.

Add Remote  Opens the Add Remote Server dialog box, enabling you to select the type of
Server remote you want to add (Windows or UNIX), and enter the configuration details.

For details on the Microsoft Windows Remote Servers user interface, see
New/Edit Microsoft Windows Remote Server Dialog Box in the Using SiteScope
Guide.

For details on the UNIX Remote Servers user interface, see New/Edit UNIX
Remote Server Dialog Box in the Using SiteScope Guide.

HP SiteScope (11.30) Page 233 of 1025



Monitor Reference
Chapter 25: Directory Monitor

Ul Element Description

Directory path Directory that you want to monitor.

« To monitor directories on a remote Windows server through NetBIOS, the path
should contain the name of the shared folder for remote NetBIOS servers. You
can also specify an absolute path of the directory on the remote machine
without specifying the server name. For example, if you type c:\test, the
remote directory is accessed as \\Server\C$\test.

« To monitor a directory on a remote Windows SSH machine, the path must be
relative to the home directory of the user account used to log on to the remote
machine.

« To monitor a directory on remote UNIX machines, the path must be relative to
the home directory of the UNIX user account used to log on to the remote
machine. You must also select the corresponding remote UNIX serverin the
Servers box described above. For details on which UNIX user account to use
for the applicable remote server, see Configuring SiteScope to Monitor Remote
Windows Servers in the Using SiteScope Guide.

To monitor a directory that is created automatically by some application and the
directory path includes date or time information, you can use SiteScope's special
data and time substitution variables in the path of the directory. For details, see
SiteScope Date Variables in the Using SiteScope Guide.

No Subdirectories are not included in the match count.
subdirectories

File name Text or an expression to match against. Only file names which match are counted
match in the totals.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Monitor Counters

Below is the list of counters that can be configured for this monitor:

* # of files

* Total disk space used

« first time since modified - This counter shows the modification date for the latest accessed file in the
directory. If the directory contains nofiles, it shows the time that the last file was removed from the
directory, or the time that the directory was created.
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Tips/Troubleshooting

General Tips/Limitations

When configuring this monitor in template mode, the Browse Servers and Add Remote Server
buttons are not displayed, and some fields that contain drop-down lists may be displayed as text
boxes.
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Use the Disk Space monitor to track how much disk space is currently in use on your server.

Note: The Disk Space monitor was deprecated and replaced by the "Dynamic Disk Space
Monitor" on page 244. Disk Space monitors configured in previous versions still work when
upgrading to SiteScope 11.2x.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Disk Space monitor.

Learn About

This section includes:
« "Disk Space Monitor Overview" below
« "Supported Platforms/Versions" below

« "IPv6 Addressing Supported Protocols" on the next page

Disk Space Monitor Overview

Use the Disk Space monitor to monitor the amount of disk space that is currently in use on your server.
Having SiteScope verify that your disk space is within acceptable limits can save you from a failed
system and corrupted files.

The disk space monitor does not require many resources, so you can check it as often as every 15
seconds, but every 10 minutes should be sufficient. You may want to have SiteScope run a script
(using a Script Alert) that deletes all files in certain directories, such as /tmp, when disk space
becomes constrained. For details on using a Script Alert, see Working with Script Alerts in the Using
SiteScope Guide.

Note: There is also a dynamic version of this monitor that automatically adds or removes counters
and thresholds that measure the disk according to changes in the environment. For details, see
"Dynamic Disk Space Monitor" on page 244.

Supported Platforms/Versions

« This monitoris supported in SiteScopes running on Windows platforms, and on UNIX versions if
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the remote server being monitored has been configured for SSH. For details, see SiteScope
Monitoring Using Secure Shell (SSH) in the Using SiteScope Guide.

« This monitor supports monitoring remote servers running on HP NonStop operating systems. For
details on enabling the HP NonStop operating system monitoring environment, see "How to
Configure the HP NonStop Resources Monitor" on page 339.

« This monitor supports WMI (Windows Management Instrumentation) as a method for gathering
statistics. For details, see Configure the WMI Service for Remote Monitoring in the Using
SiteScope Guide.

« To monitor Microsoft Windows Server 2008 using WMI, install the Microsoft hot fix
(http://support.microsoft.com/kb/961435) on the target Windows system.

IPv6 Addressing Supported Protocols

When Prefer IP version 6 addresses is enabled in SiteScope (Preferences > Infrastructure
Preferences > Server Settings), this monitor supports the following protocols:

o NetBIOS (from SiteScope installed on Windows platforms only)
o WMI (from SiteScope installed on Windows platforms only)

o SSH (from SiteScope installed on UNIX platforms only)

Note: When specifying a literal IPv6 address as the name for the monitored remote server when
using the NetBIOS connection method, the IPv6 address must be customized by:

1. Replacing any colon (":") characters with a dash ("-") character.
2. Appending the text ".ipv6-literal.net" to the IP address.

For example, the IPv6 address: 2004 :DB8:2a:1005:230:48ff:fe73:982d
would be: 2004-DB8-2a-1005-230-48ff-fe73-982d.ipv6-1literal.net

Alternatively, you can switch to the WMI connection method, and avoid having to make changes
to the IPv6 address.

For details on using IPv6, see Support for IP Version 6 in the Using SiteScope Guide.

Tasks

How to Configure the Disk Space Monitor

1. Prerequisites
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m Make sure you have the user permissions and credentials required for this monitor as specified
in Permissions and Credentials.

= You must have domain privileges or authenticated access to the remote Windows or UNIX
server, and specify valid user credentials. The user specified in the Credentials section must
have sufficient permissions to connect to and gather information from the remote server disk
drives. On UNIX systems, the defined user must have privileges to execute a command to
retrieve available mounted disks (for example, on Linux: /bin/df -k <disk>).

2. Configure the monitor properties
Configure the monitor properties as required.

For a description of each setting, see the Ul Descriptions section below.

Tip: The Performance Counters Tool is available when configuring this monitor to check
performance counters on a specific machine in a Windows network (provided you are an
administrator in SiteScope, or a user granted Use monitor tools permissions). To use the
tool when configuring or editing a monitor, click the Use Tool button. For details on the tool,
see Performance Counters Tool in the Using SiteScope Guide.
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Ul Descriptions

Disk Space Monitor Settings

User interface elements are described below:

Ul
Element

Server

Browse
Servers

Description

Server where the disk space you want to monitor is running. Select a server from the
server list (only those remote servers that have been configured in SiteScope are
displayed). Alternatively, click the Browse Servers button to select a server from the
local domain, or Add Remote Server to add a new server.

Note:

« Remote servers that have been configured with the WMI method are also displayed
here. For details, see Configure the WMI Service for Remote Monitoring in the Using
SiteScope Guide.

« When working in template mode, you can use the template remote server (if one was
created) without having to enter its name, by selecting the Use already configured
template remote under current template check box.

Default value: SiteScope Server (the server on which SiteScope is installed)

Opens the HP SiteScope Discover Servers dialog box, enabling you to select the server
to be monitored:

« Browse servers. Select a server from the drop-down list of servers visible in the
local domain.

« Enter server name. If the server you want to monitor does not appear in the Servers
list because it has not been identified in the network or has not been configured in
Remote Servers, enter the IP address or name of the server to monitor.

Note: To monitor a remote Windows server, you must have domain privileges or
authenticated access to the remote server. For details on how to configure a remote
Windows server, see How to Configure SiteScope to Monitor a Remote Microsoft
Windows Server in the Using SiteScope Guide.
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ul

Element Description

Add Opens the Add Remote Server dialog box, enabling you to select the type of remote you
Remote  want to add (Windows or UNIX), and enter the configuration details.

Server

For details on the Microsoft Windows Remote Servers user interface, see New/Edit
Microsoft Windows Remote Server Dialog Box in the Using SiteScope Guide.

For details on the UNIX Remote Servers user interface, see New/Edit UNIX Remote
Server Dialog Box in the Using SiteScope Guide.

Disk/File Disk drive to monitor.
system

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Tips/Troubleshooting

Tips
This monitor supports setting fractional thresholds which are more useful than setting whole number
thresholds when monitoring large disks (such as 1 terabyte and larger).

Troubleshooting and Limitations

WMI Returns Incorrect Disk Space Values

Due to a limitation with WMI, the WMI connection method returns incorrect results when this monitor is
used on Windows Server 2008.

Workaround: To monitor Windows Server 2008 using WMI, install the Microsoft hot fix
(http://support.microsoft.com/kb/961435/en-us) on the target Windows system.
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This monitor enables you to monitor your Domain Name Servers (DNS) to verify that they are working
properly.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the DNS monitor.

Learn About

DNS Monitor Overview

Use the DNS monitor to monitor your Domain Name Servers (DNS) to verify that they are working
properly. If your DNS server is not working properly, you cannot get out on the network, and people
trying to reach your server are not able to find it using the server name (they can connect to it using the
IP address only).

The DNS monitor checks your DNS server by using the network; verifies that the DNS server is
accepting requests; verifies that the address for a specific domain name can be found; and returns a
status and writes it in the monitoring log file with each running.

Most companies have both a primary and a secondary DNS server. If your company employs a
firewall, these DNS servers may sit outside the firewall with another DNS server located inside the
firewall. This internal DNS server provides domain name service for internal machines. It is important
to monitor all of these servers to check that each is functioning properly.

If you have both a primary and secondary DNS server outside your firewall and an internal DNS server
inside your firewall, you should monitor your internal server and your primary DNS server every 2-5
minutes. You can monitor the secondary DNS server less frequently (about every 10-15 minutes). To
use this monitor, the TCP/IP protocol must be installed.

Tasks

How to Configure the DNS Monitor

Configure the monitor properties as required.
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For a description of each setting, see the Ul Descriptions section below.

Tip: The DNS Lookup Tool is available when configuring this monitor to look up names from a
Domain Name Server and show you the IP address for a domain name (provided you are an
administrator in SiteScope, or a user granted Use monitor tools permissions). To use the tool
when configuring or editing a monitor, click the Use Tool button. For details on the tool, see DNS
Tool in the Using SiteScope Guide.

Ul Descriptions

DNS Monitor Settings
User interface elements are described below:

Ul Element Description

IP address of  |IP address of the DNS server that you want to monitor.
DNS server to

monitor Example: 206.168.191.1

Host name to  Host name to lookup. If you only want to verify that your DNS server is operating,
resolve the host name you enter here can be any valid host name or domain name.

Example: demo.thiscompany.com

To verify that a domain name resolves to a specific IP address, enter the IP
address that corresponds to the host name you enter in the Expected IP address
box.

IP address or | IP address or addresses that are mapped to the Host name to resolve (domain
addresses name) entered above. You can use the DNS monitor to verify that a host name or
mapped to the domain name resolves to the correct IP address or addresses.

host to verify
that it resolves
correctly

Note: If you enter more than one IP address, the monitor reports a status of good,
even if only one of the IP addresses that you enter is mapped correctly to the Host
name to resolve. When using this option, the monitor only reports an error if none
of the IP addresses entered here are mapped to the given Host name to resolve.
When entering multiple IP addresses, separate them with a comma (",").

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.
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Tips/Troubleshooting

Troubleshooting and Limitations

« Ifthe SiteScope server cannot reach a DNS server that is running (no ping to host), and there are no
network connectivity issues, check the TCP/IP client configuration settings on the DNS server.
Also verify that the DNS server itself does not a connectivity issue.

« If the SiteScope server does not get a response to name resolution requests (even though it can
ping the DNS server), ask your network administrator to verify that the DNS Server service is
enabled and running on the DNS server.

« Ifthe DNS server responds to queries for name resolution but with the incorrect information, it might
be because the DNS server has incorrect or outdated information in its resource records for the
specific zone. This situation can be due to a number of issues, including the following (should be
managed by network administrator):

m |f administrators are manually creating and updating resource records, the incorrect information
might have been inserted into the zone database file by the individual updating the resource
records. To rectify this issue, you would have to manually verify the validity of each resource
record.

m |f the DNS server is configured for dynamic updates, verify that dynamic updates have indeed
occurred. If no dynamic updates have occurred, this would be the reason that the DNS server
responded to SiteScope requests with outdated information. If the issue still persists, verify that
the DNS server is configured for dynamic updates.

m  The DNS server might be incorrectly resolving names from a secondary DNS server due to zone
transfer not occurring for the specific secondary DNS server. This would result in the secondary
zone database file containing the incorrect information. To rectify this issue, manually force a zone
transfer to ensure that the secondary DNS zone database file contains updated information.
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The Dynamic Disk Space monitor tracks how much disk space is currently in use on your server.
When dynamic monitoring is configured, the counters and thresholds are automatically updated as
disks are added to or removed from the server. This enables you to configure the monitor once, and
leave it to detect disks and file systems changes.

Note:

« The Dynamic Disk Space monitor replaces the Disk Space monitor that was deprecated in
SiteScope 11.20. Disk Space monitors configured in previous versions will work when
upgrading to SiteScope 11.20.

« This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the
HP SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Dynamic Disk Space monitor.

Learn About

This section includes:
» "Dynamic Disk Space Monitor Overview" below
« "Supported Platforms/Versions" on the next page
» "Dynamic Disk Space Monitor" above
« "Monitor Run Frequency" on the next page
« "IPv6 Addressing Supported Protocols" on page 246
« "Dynamic Disk Space Monitor Topology" on page 246

Dynamic Disk Space Monitor Overview

Use the Dynamic Disk Space monitor, an advanced version of the Disk Space monitor, to monitor the
amount of disk space that is currently in use on your server. This monitor enables you to:
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« Monitor specific disks and counters on a host server using static counters. You can select one or
multiple disks to monitor.

« Monitor changes in the host server's disks that correspond to a defined counter pattern. Dynamic
monitoring enables you to configure the monitor once, and leave it to discover the addition and
removal of disks and file systems in the environment and update itself.

When configuring a dynamic monitor, you can define a counter pattern that specifies the disks and
counters you want to monitor. You can also define the required thresholds for the counter's pattern. The
monitor scans the target host periodically, and creates the counters that are aligned with the given
counter pattern.

If a new disk (or mount) is added to the machine and that disk corresponds to the counter pattern, the
counters and thresholds that measure the disk are automatically added to the monitor when the
counters are next updated from the server. Similarly, if a disk that corresponds to the counter pattern is
no longer available, counters and thresholds for that disk are removed from the monitor (unless you
choose not to delete them, in which case they are still displayed in the monitor's counter list).

For more details on the dynamic monitoring mechanism, see Dynamic Monitoring Mechanism in the
Using SiteScope Guide.

Supported Platforms/Versions

« This monitor is supported in SiteScopes running on Windows platforms and on UNIX versions if the
remote server being monitored has been configured for SSH. For details, see SiteScope Monitoring
Using Secure Shell (SSH) in the Using SiteScope Guide.

« This monitor supports monitoring remote servers running on the following Windows operating
systems: Windows Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

« This monitor supports monitoring remote servers running on HP NonStop operating systems. For
details on enabling the HP NonStop operating system monitoring environment, see "How to
Configure the HP NonStop Resources Monitor" on page 339.

« This monitor supports WMI (Windows Management Instrumentation) as a method for gathering
statistics. For details, see Configure the WMI Service for Remote Monitoring in the Using
SiteScope Guide.

Monitor Run Frequency

The Dynamic Disk Space monitor does not require many resources, S0 you can run it as often as every
15 seconds, but every 10 minutes should be sufficient. You may want to have SiteScope run a script
(using a Script Alert) that deletes all files in certain directories, such as /tmp, when disk space
becomes constrained. For details on using a Script Alert, see Working with Script Alerts in the Using
SiteScope Guide.

Note: The frequency for updating counters from the server cannot be less than the monitor run
frequency in Monitor Run Settings.
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IPv6 Addressing Supported Protocols

When Prefer IP version 6 addresses is enabled in SiteScope (Preferences > Infrastructure
Preferences > Server Settings), this monitor supports the following protocols:

« NetBIOS (from SiteScope installed on Windows platforms only)
o WMI (from SiteScope installed on Windows platforms only)

« SSH (from SiteScope installed on UNIX platforms only)

Note: When specifying a literal IPv6 address as the name for the monitored remote server when
using the NetBIOS connection method, the IPv6 address must be customized by:

1. Replacing any colon (":") characters with a dash ("-") character.
2. Appending the text ".ipv6-literal.net" to the IP address.

For example, the IPv6 address: 2004 :DB8:2a:1005:230:48ff:fe73:982d
would be: 20604-DB8-2a-1005-230-48ff-fe73-982d.ipv6-1literal.net
Alternatively, you can switch to the WMI connection method, and avoid having to make changes

to the IPv6 address.

For details on using IPv6, see Support for IP Version 6 in the Using SiteScope Guide.

Dynamic Disk Space Monitor Topology

The Dynamic Disk Space monitor can identify the topology of the server disks being monitored. The
monitor creates the following topology in BSM's RTSM.
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For details on enabling topology reporting, see the task below.

For information about retrieving topologies and reporting them to BSM, see Reporting Discovered
Topologies to BSM in the Using SiteScope Guide.

Tasks

How to Configure the Dynamic Disk Space Monitor

1. Prerequisites

m Make sure you have the user permissions and credentials required for this monitor as specified
in Permissions and Credentials.

m You must have domain privileges or authenticated access to the remote Windows or UNIX
server, and specify valid user credentials. The user specified in the Credentials section must
have sufficient permissions to connect to and gather information from the remote server disk
drives.

m  On UNIX systems, the defined user must have privileges to execute a command to retrieve
available mounted disks (for example, on Linux: /bin/df -T <disk>).
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2. Configure the monitor properties

a. Right-click the group into which you want to add the monitor instance, select New > Monitor,
and select Dynamic Disk Space. The New Dynamic Disk Space Monitor dialog box opens.
For monitor user interface details, see "Dynamic Disk Space Monitor Settings" on page 250.

b. Inthe General Settings panel, enter a name and description for the monitor.

c. Inthe Dynamic Disk Space Monitor Settings panel, select the server where the disk space
you want to monitor is running.

d. Inthe Counter Settings section, click the Get Counter button, and select the disk and
counters you want to monitor from the Select Counters Form (the form displays static
counters only). The counters are added to the Counter Preview tree.

Tip: The Performance Counters Tool is available when configuring this monitor to
check performance counters on a specific machine in a Windows network (provided you
are an administrator in SiteScope, or a user granted Use monitor tools permissions). To
use the tool when configuring or editing a monitor, click the Use Tool button. For details
on the tool, see Performance Counters Tool in the Using SiteScope Guide.

e. The default counter patterns are displayed in the Patterns & Counters table. You can add other
patterns to counters to instruct the monitor which counters to use. You can either:

o Click the Add New Counter | ““| button to add an empty line to the table, and create a
pattern format using a regular expression. By default the following counters are created:

Counter Pattern Description

[.*IMB free/ Measures the amount of free memory.

/.*IMB total/ Measures the total amount of memory.

/.*Ipercent full/ Measures the percentage of the file system that is full.
Tip:

(1). The pattern should always start and end with the forward slash (/") character.
(2). The "[" and "]" characters which appear as part of counter names should be
escaped (preceded with the backslash ("\") character).

(3). Use ".* to describe any character any number of times.

o Select a static counter, and edit the counter to create a pattern format using a regular
expression. For details on using regular expressions, see Regular Expressions Overview
in the Using SiteScope Guide.
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Example:

If you enter the pattern /. */.*platform.*/MB free/, the monitor retrieves the MB free
counters on disks that contain the word platform in their file system's name.

f. Toview the counters that match a selected pattern, click the View Matches for selected

Pattern =/ button. The matching counters are highlighted in the Counter Preview tree.

g. Set the frequency for updating counters from the server, and then click Verify & Save or Save
to save your settings. If you use only static counters, they are not affected by the frequency
for updating counters, since the dynamic framework does not run.

h. Todisplay counters that no longer exist after the update mechanism runs, select Continue
displaying counters that no longer exist after update. Any such counters are displayed as
unavailable. This can be useful if a disk fails or for keeping track of the counters that were
previously being monitored.

i. Inthe Threshold Settings tab, you can manually set logic conditions for the dynamic
counters that determine the reported status of each monitor instance. To view thresholds of all
patterns translated to actual current counters, click the Threshold Preview button.

For threshold user interface details, see Threshold Settings in the Using SiteScope Guide.

Note: When configuring threshold settings for Dynamic Disk Space monitor:

o The monitor always(default) counter configured in the Good if section of the
monitor's properties means that the state of the monitor is good, unless one of the
thresholds of any of the other counters is breached.

o The countersinError counter configured in the Error if section of the monitor's
properties means that the state of the monitor is error if one of the other counters is
unavailable.

3. Enable topology reporting - optional

To enable topology reporting, make sure that Report monitor and related Cl topology is
selected in HP Integration Settings (the default setting). For details on the monitor topology, see
"Dynamic Disk Space Monitor Topology" on page 246.

For user interface details, see "BSM Integration Data and Topology Settings" in the Using
SiteScope Guide.

4. Results

If you are using the dynamic monitoring mechanism, during each update, the monitor connects to
the server where the disk space you want to monitor is running and updates the status of each
counter that matches the pattern defined by the regular expression. It also updates the thresholds
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for the selected counters.
You can check performance of the dynamic monitoring framework in:

m The SiteScope Health group, using the Dynamic Monitoring Statistics monitor. For details, see
Dynamic Monitoring Statistics Page in the Using SiteScope Guide.

= In Server Statistics using the Dynamic Monitoring page. For details, see Dynamic Monitoring
Page in the Using SiteScope Guide.

Ul Descriptions

Dynamic Disk Space Monitor Settings

User interface elements are described below:

Ul Element Description

Server Server where the disk space you want to monitor is running. Select a server from the
server list (only those remote servers that have been configured in SiteScope are
displayed). Alternatively, click the Browse Servers button to select a server from the
local domain, or Add Remote Server to add a new server.

Note:

« Remote servers that have been configured with the WMI method are also
displayed here. For details, see Configure the WMI Service for Remote Monitoring
in the Using SiteScope Guide.

« When working in template mode, you can use the template remote server (if one
was created) without having to enter its name, by selecting the Use already

configured template remote under current template check box.

Default value: SiteScope Server (the server on which SiteScope is installed)
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Ul Element Description

Browse Opens the HP SiteScope Discover Servers dialog box, enabling you to select the
Servers server to be monitored:

« Browse servers. Select a server from the drop-down list of servers visible in the
local domain.

« Enter server name. If the server you want to monitor does not appear in the
Servers list because it has not been identified in the network or has not been
configured in Remote Servers, enter the IP address or name of the server to
monitor.

Note: To monitor a remote Windows server, you must have domain privileges or
authenticated access to the remote server. For details on how to configure a remote
Windows server, see How to Configure SiteScope to Monitor a Remote Microsoft
Windows Server in the Using SiteScope Guide.

Add Opens the Add Remote Server dialog box, enabling you to select the type of remote
Remote you want to add (Windows or UNIX), and enter the configuration details.
Server

For details on the Microsoft Windows Remote Servers user interface, see New/Edit
Microsoft Windows Remote Server Dialog Box in the Using SiteScope Guide.

For details on the UNIX Remote Servers user interface, see New/Edit UNIX Remote
Server Dialog Box in the Using SiteScope Guide.

Note: To avoid a timeout when monitoring a UNIX remote server using an SSH
connection (if the external drives mounted by NFS are unavailable for the target
remote), use the"umount -a -t nfs" command to unmount all NFS drives, or use
"umount -n <nodename>" to unmount all the drives from the particular remote node
that is unavailable. Use the "mount | grep nfs" command to get a list of NFS drives.

Counter Settings

Get Opens a tree of all current counters, enabling you to select the counters you want to
Counters monitor. The tree is opened with no nodes selected. When you make a selection in
the tree, the counters table is updated.
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Ul Element Description

Patterns & | Displays the server performance counters selected for this monitor. Use the Get
Counters Counters button to select counters.

Click the Add New Counter "I button to add an empty row at the bottom of the
counters tree, enabling you to manually add a counter.

Click the Delete Counter ® button to remove the selected counters from the list.
You can select multiple items using the CTRL or SHIFT keys.
Click the View Matches for Selected Pattern Counter =
counters that match the selected patterns.

button to display

Note: SiteScope uses Perl regular expressions for pattern matching. For example, if
you enter /cpu.*/ or cpu, any counters with cpu in their name match this pattern and
are added to the counters list.

Counter Displays all real counters in the monitor. This includes static counters and counter
Preview patterns that have been translated to real counters.

Frequency Time interval at which the counters that are requested by this monitor are retrieved
of updating = from the server, and the monitor is updated with counter pattern matches. Use the
counters drop-down list to specify increments of seconds, minutes, hours, or days.

from server
Default value: 1 hour

Note:

« The update frequency cannot be less than the monitor run frequency in Monitor
Run Settings.

« When configuring this setting in a template, the variable value can only be in time
units of seconds.

« Static counters are never deleted.

Continue When selected, counters that no longer exist after running the update mechanism to
displaying  retrieve counters from the monitored server, are not deleted and are still displayed in

counters the monitor (they are displayed as unavailable). This is useful, for example, if a disk
that no fails or for keeping track of counters that were previously being monitored.
longer exist

When cleared, the counters that no longer exist are removed from the Counter

after update . }
Preview and Threshold Settings on the next update.
Default value: Selected

Note: This option is relevant for dynamic counters only (those set using a regular
expression). Static counters that are no longer available are still displayed even when
this check box is cleared.
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Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Tips/Troubleshooting

General Notes

« When configuring this monitor in template mode, the Browse Servers and Add Remote Server
buttons are not displayed, and some fields that contain drop-down lists may be displayed as text
boxes.

« When deploying these monitors using a template, an error message is displayed if you clear the
Verify monitor properties with remote server check box in the Deployment Values dialog box.

« When SiteScope is connected to BSM 9.00 or later, the Indicator State and Severity column is
not displayed in Threshold Settings by default. This is because each counter pattern can affect
more than one measurement, and only static counters and counter patterns are displayed by
default. This column is displayed only when you click the Threshold Preview button (thresholds of
all patterns are translated to actual current counters and are displayed).

« This monitor supports setting fractional thresholds which are more useful than setting whole number
thresholds when monitoring large disks (such as 1 terabyte and larger).

« Baseline Settings are not available for dynamic monitors (these monitors configure their own
thresholds).

Troubleshooting and Limitations

This section describes troubleshooting and limitations for Dynamic Disk Space monitors.
« "Unable to retrieve disk information on a UNIX remote server" below
o "WMI Retumns Incorrect Disk Space Values" on the next page

« "Unable to get counters from Red Hat Enterprise Linux about network file systems" on the next
page

o "Maximum Number of Counters That Can be Saved" on the next page

Unable to retrieve disk information on a UNIX remote server

When monitoring a UNIX remote server using an SSH connection, unable to retrieve disk information if
the external drives mounted by NFS are unavailable for the target remote.

Workaround: Use the"umount -a -t nfs" command to unmount all NFS drives, or use "umount -n
<nodename>" to unmount all the drives from the particular remote node that is unavailable. Use the
"mount | grep nfs" command to get a list of NFS drives.
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WMI Returns Incorrect Disk Space Values

Due to a limitation with WMI, the WMI connection method returns incorrect results when this monitor is
used on Windows Server 2008.

Workaround: To monitor Windows Server 2008 using WMI, install the Microsoft hot fix
(http://support.microsoft.com/kb/961435/en-us) on the target Windows system.

Unable to get counters from Red Hat Enterprise Linux about network file
systems

By default, SiteScope is only able to display file systems under /dev. To change this, do the following:

1. Create a backup of the <SiteScope root directory>/templates.os/Linux.config and
<SiteScope root directory>/templates.os/RedHatEnterpriseLinux.config files.

2. Edit the <SiteScope root directory>/templates.os/Linux.config as follows:
m Search for "id=disks".

= Add the following to the bottom of the "id=disks" section (the lines between the #s define each
section):

noNameFilter=true
startLine=2
#

m Savethefile.
3. Repeat for the <SiteScope root directory>/templates.os/RedHatEnterpriseLinux.config file.

4. Restart SiteScope.

Maximum Number of Counters That Can be Saved

Browsable monitors are limited by the number of counters they have. The maximum number of
counters is determined by the _browsableContentMaxCounters parameter in the master.config file
(also in Preferences > Infrastructure Preferences > Monitor Settings > Maximum browsable
counters to be selected). If you create or edit a monitor so that it has more counters than this value,
only the number of counters up to this value is saved.

When a browsable monitor is deployed in a template, the number of counters that match the selected
patterns is limited by the _maxCountersForRegexMatch parameter in the master.config file. If during
deployment, the number of counters that match the patterns exceeds this value, only the number of
counters up to this value is saved.

The _maxCountersForRegexMatch parameter is also used to limit the number of counters that match
the selected counter patterns when creating and updating dynamic monitors. We recommend using the
same value for both _browsableContentMaxCounters and _maxCountersForRegexMatch
parameters in the master.config file. The default value for both of these parameters is 1000.

When upgrading from earlier versions of SiteScope, the value for both of these parameters is set to the
higher of these two parameter values in the previous version, or to 1000 (whichever is greater).
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Troubleshooting Logs

1.

Check for dynamic framework errors in:

<SiteScope root directory>\logs\dynamic_monitoring_changes.log. This log describes
monitor changes made by the dynamic framework (adding/removing counters), including the
monitor name and counter name.

<SiteScope root directory>\logs\dynamic_monitoring.log. This log describes all the tasks
being run by the dynamic framework (counters extracted from the server, counters matched to
patterns, and so on).

To check for dynamic monitoring errors, copy the following section from the
logdj.properties.debug file in the <SiteScope root
directory>\conficore\Tools\log4j\PlainJava folder to the log4j.properties file, and change
the log level to DEBUG.

L R S

# Dynamic Monitoring

HHHH R R
log4j.category.com.mercury.sitescope.entities.monitors.DynamicBrowsableBase=

DEBUG, dynamic.monitoring.appender
log4j.additivity.com.mercury.sitescope.entities.monitors.DynamicBrowsableBase=false
log4j.category.com.mercury.sitescope.entities.monitors.dynamic=DEBUG,
dynamic.monitoring.appender
log4dj.additivity.com.mercury.sitescope.entities.monitors.dynamic=false
log4j.appender.dynamic.monitoring.appender=org.apache.log4j.RollingFileAppender
log4j.appender.dynamic.monitoring.appender.File=../${log.file.path}/dynamic_monitoring.log
log4j.appender.dynamic.monitoring.appender.MaxFileSize=1000KB
log4j.appender.dynamic.monitoring.appender.MaxBackupIndex=5
log4j.appender.dynamic.monitoring.appender.layout=org.apache.log4j.PatternLayout
log4j.appender.dynamic.monitoring.appender.layout.ConversionPattern=%d [%t] (%F:%L) %-5p -
%mon

2. Check for Dynamic Disk Space monitor errors in:

<SiteScope root directory>\logs\RunMonitor.log. Contains information about specific
monitor runs and actions related to managing monitors.
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The Dynamic JMX monitor enables you to monitor performance statistics of those Java-based
applications that provide access to their statistics by using the standard JMX remoting technology
defined by JSR 160 (remote JMX). It enables you to select the same measurements that are available
on a JMX monitor, or use the dynamic monitoring mechanism that recognizes changes on the
monitored Java applications to automatically update the MBean counters and thresholds as they
change during runtime.

You can create one JMX monitor instance for each application you are monitoring, or several monitors
for the same application that analyze different counters.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Dynamic JMX monitor.

Learn About

This section includes:
o "Dynamic JMX Monitor Overview" below
« "Supported Platforms/Versions" on the next page
» "Applications Supporting JSR 160" on page 258
« "Weblogic Application Server Topology" on page 259
« "Connection Pool Settings" on page 260

« "Thread Pool Settings" on page 261

Dynamic JMX Monitor Overview

This monitor enables you to:

« Use static counters. Monitor specific counters on a JMX application using static counters. You
can monitor multiple parameters or counters with a single monitor instance. The counters available
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vary from application to application, but normally include both basic JVM performance counters, as
well as counters specific to the application.

« Use dynamic monitoring. Select the counter patterns you want to monitor using a regular
expression or a static string, and let the monitor dynamically update MBean counters that match the
pattern defined by the regular expression. Dynamic monitoring enables you to configure the monitor
on a one time basis, and leave it to update itself.

When configuring a dynamic monitor, you can define a counter pattern that specifies the MBean
counters you want to monitor. The monitor scans the target host periodically, and creates the
counters that are aligned with the given counter pattern.

If a new MBean is added to the machine and part or all of its counters correspond to the counter
pattern, the counters that match the counter pattern are automatically added to the monitor when
the counters are next updated from the server. Similarly, if an MBean that corresponds to the
counter pattern is no longer available, counters for that MBean are removed from the monitor
(unless you choose not to delete them, in which case they are still displayed in the monitor's
counter list).

You can also define the required thresholds for the counter's pattern. In this way, thresholds are
also updated automatically when the counters are updated.

For more details on the dynamic monitoring mechanism, see Dynamic Monitoring Mechanism in the
Using SiteScope Guide.

Note:

« When monitoring a WeblLogic Application Server using a t3 or t3s protocol, you need to use
WebLogic's own protocol provider package. For details, see "How to monitor a WebLogic 11g
(10.3.1-10.3.5) or 12c¢ server with an SSL connection using the t3, t3s, iiop or iiops protocol" on
page 266.

« SiteScope also provides a solution template that includes a set of predefined monitors to create

a monitoring solution for various aspects of a WebLogic Application server. For details, see
WebLogic Solution Templates in the Using SiteScope Guide.

Supported Platforms/Versions

This monitor supports monitoring on:

« Weblogic 11g (10.3.1-10.3.5), 12c

o Apache Tomcat 5.0, 5.5, 6.0, 6.0.33, 7.0.25
« Oracle Application Server 10.1.3g

o JBoss servers 4.0.3,4.2,5.0,5.1,6.0,6.1,7.0, 7.1.x
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o JBoss EAP 6.1.x-6.2.x
o Sun Glassfish Enterprise Server 2.1, 3.1
« WildFly 8.0.0
Applications Supporting JSR 160
Here are some applications that currently support JSR 160 and information about how to monitor them:

« Oracle WebLogic 11g (10.3.1-10.3.5) and 12c support JSR 160, which can be enabled on the
WebLogic application server by following instructions found on the Oracle Web site
(http://download.oracle.com/docs/cd/E14571_
01/apirefs.1111/e13952/taskhelp/channels/EnableAndConfigurel IOP.html).

Once enabled, the JMX URL for monitoring the server follows the following form:

service:jmx:iiop://<host>:<port>//jndi/weblogic.management.mbeanservers.
runtime

or

service:jmx:iiop:///jndi/iiop://<host>:<port>/weblogic.management.
mbeanservers.runtime

where <host> is the server name or IP address that is running your WebLogic application.
o Tomcat 5.x and 6.0 support JSR 160, by defining the following properties to the JVM on startup:
m Dcom.sun.management.jmxremote
m Dcom.sun.management.jmxremote.port=9999
m Dcom.sun.management.jmxremote.ssl=false
m Dcom.sun.management.jmxremote.authenticate=false

The above properties specify the port as 9999. This value can be changed to any available port.
Also, it specifies no authentication. If authentication is necessary, see the Oracle Web site for
more details (http://download.oracle.com/javase/1.5.0/docs/guide/jmx/tutorial/security.html). If
the above properties are defined when starting Tomcat 5.x on <host>, the following would be the
JMX URL for monitoring it:

service:jmx:rmi:///jndi/rmi://<host>:9999/jmxrmi
Note: SiteScope 8.x runs within Tomcat 5.x, and can be monitored as described above.

» JBoss 4.0.3 supports JSR 160, by defining the following properties to the JVM on startup:
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m -Dcom.sun.management.jmxremote

m -Dcom.sun.management.jmxremote.port=9999

m -Dcom.sun.management.jmxremote.ssl=false

m -Dcom.sun.management.jmxremote.authenticate=false
m -Djboss.platform.mbeanserver

m -Djavax.management.builder.initial=org.jboss.system.server.jmx.
MBeanServerBuilderImpl

« JBoss 6.1 supports JSR 160, by defining the following properties to the JVM on startup:
m -Dcom.sun.management.jmxremote
m -Dcom.sun.management.jmxremote.port=9999
m -Dcom.sun.management.jmxremote.authenticate=false
m -Dcom.sun.management.jmxremote.ssl=false
m -Djboss.platform.mbeanserver

m -Djavax.management.builder.initial=org.jboss.system.server.jmx.
MBeanServerBuilderImpl

m -Djava.endorsed.dirs="%JBOSS_ENDORSED_ DIRS%"
m -classpath "%JBOSS_CLASSPATH%" org.jboss.Main %*

« Other vendors that have released versions of their software that are JSR 160 compliant, include
JBoss, Oracle 10g, and IBM WebSphere.

You can find more information about JSR 160 on the Java Community Process Web site
(http://www.jcp.org/en/jsr/detail ?id=160).

WebLogic Application Server Topology

The Dynamic JMX monitor can identify the topology of WebLogic Application Servers. If Report
monitor and related Cl topology is selected in HP Integration Settings (the default setting), the
monitor creates the following topology in BSM's RTSM.
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Note: By default, the Dynamic JMX monitor reports topology data to BSM when monitoring the
WebLogic application server only. To report topology data when monitoring any other environment
(such as JBoss or Oracle), you need to type the server name and hostname into the Cl type key
attributes fields in HP Integration Settings > Topology Settings.

For information about retrieving topologies and reporting them to BSM, see Reporting Discovered
Topologies to BSM in the Using SiteScope Guide.

Connection Pool Settings

The Dynamic JMX monitor uses connection pools to reduce the load on the JMX infrastructure and
SiteScope. Connection pools provide reusable connections by the monitor itself during different monitor
runs, and by several monitors that use the same connection details.

The connection pool is a set of pools per key. A key is the combination of a JMX URL, a user, and a
password. If all JMX monitors are configured with the same JMX URL, user, and password, one
connection pool is created. For two JMX applications and two different users, four connection pools are
created.

The connection pool evicts idle connections according to the maximum number of idle connections
allowed (configurable in Dynamic JMX connection pool: maximum idle connections in pool (per
key)). Connections are evicted based on evictable idle time (configurable in Dynamic JMX
connection pool: minimum evictable idle time (milliseconds)) and running the eviction thread
(configurable in Dynamic JMX connection pool: time between eviction runs (milliseconds)).

Process for Requesting a Connection from the Pool
1. If the connection pool key does not exist yet, a new pool is created for this key.
2. If the pool exists and there is an idle connection, the connection is returned.

3. Ifthereis not an idle connection, a new connection is created until the maximum number of active
connections in the pool is reached (Dynamic JMX connection pool: maximum active
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connections in pool (per key)), or until the maximum total connections in the pool is reached
(Dynamic JMX connection pool: total number of connections for whole pool).

4. When the maximum number of active connections in the pool (per key) or maximum total
connections is reached, the monitor waits x milliseconds (Dynamic JMX connection pool:
waiting for connection timeout (milliseconds)) for a connection to be freed.

5. If one of the connections is freed in the meantime, it will be returned. Otherwise, the connection
fails.

You can tune the following connection pool properties in Preferences > Infrastructure Preferences >
Monitor Settings, as required:

« Dynamic JMX connection pool: minimum evictable idle time (milliseconds): The minimum
time that a connection must be idle before the eviction thread can evict it. Note that the actual
amount of time a connection will be idle depends on when the eviction thread runs (Dynamic JMX
connection pool: time between eviction runs (milliseconds)). The default value is 1800000
milliseconds (30 minutes).

« Dynamic JMX connection pool: time between eviction runs (milliseconds): Interval between
eviction thread runs for closing idle connections. The default value is 600000 milliseconds (10
minutes).

« Dynamic JMX connection pool: maximum active connections in pool (per key): The
maximum number of active connections that can be open in the connection pool at the same time
per key. (The connection pool is a set of pools per key. A key is the combination of a JMX URL, a
user, and a password). The default value is 10.

« Dynamic JMX connection pool: maximum idle connections in pool (per key): The maximum
number of idle connections in the connection pool (per key). (The connection pool is a set of pools
per key. A key is the combination of a JMX URL, a user, and a password). When this value is
exceeded, the number of unused connections that exceed this value are closed rather than kept in
the connection pool. The default value is 5.

o Dynamic JMX connection pool: total number of connections for whole pool: The total
number of dynamic JMX connections available for the JMX connection pool (for all the keys
together). When this number is exceeded, the number of connections that exceed this value are
closed. The default value is 500.

« Dynamic JMX connection pool: waiting for connection timeout (milliseconds): The amount
of time to wait for a connection from the JMX connection pool before timing out. The default value is
60000 milliseconds (1 minute).

Thread Pool Settings

The Dynamic JMX monitor always uses a separate thread pool to bring information (counter names and
values) from the JMX server, unlike the JMX monitor which has two modes for using thread pools:
regular mode and sandbox mode.
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You can configure JMX thread pool settings in Preferences > Infrastructure Preferences > Monitor
Settings. These settings are for each thread pool. A new thread pool is created for each additional
classpath used by the Dynamic JMX monitor. The same thread pool is used for all Dynamic JMX
monitors that do not use an additional classpath. Additional classpath is used if your MBean classes
are not part of SiteScope classpath.

« JMX thread pool core size: Number of threads to keep in the JMX pool that can be created for
JMX tasks, even if they are idle. The default value is 10.

« JMX thread pool idle time (seconds): WWhen the number of threads is greater than the core, this is
the maximum time that excess idle threads will wait for new JMX tasks before timing out. The
default value is 30 seconds.

« JMX thread pool maximum size: Maximum number of threads to allow in the pool. If the number
of threads in the pool is greater than the core but less than the maximum and the queue is full, then
new threads will be created for the JMX tasks until the maximum number of threads in pool is
reached. The default value is 200.

o JMX thread pool queue size: Maximum number of JMX tasks that can be added to the queue. If

all the core threads are busy now, the new tasks will be added to queue until the max queue size is
reached. The default value is 400.

Tasks

This section includes the following tasks:
« "How to Configure the Dynamic JMX Monitor" below

« "How to create a Dynamic JMX Monitor for JBoss 7.1, JBoss EAP 6.1.x - 6.2.x, or WildFly 8.0.0"
on page 265

« "How to monitor a WebLogic 11g (10.3.1-10.3.5) or 12¢ server with an SSL connection using the t3,
t3s, iiop oriiops protocol" on page 266

How to Configure the Dynamic JMX Monitor

1. Configure the monitor properties

a. Right-click the group into which you want to add the monitor instance, select New > Monitor,
and select Dynamic JMX. The New Dynamic JMX Monitor dialog box opens.

b. Inthe General Settings panel, enter a name and description for the monitor.

c. Inthe Dynamic JMX Monitor Settings panel, enter the required settings as described in
"Dynamic JMX Monitor Settings" on page 269.
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o ForaWebLogic 11g(10.3.1-10.3.5) or 12c server, enter the following when configuring the
monitor:

« Inthe JMX URL box, enter:

service:jmx:iiop://<host>:<port>//jndi/weblogic.management.
mbeanservers.runtime

or

service:jmx:iiop:///jndi/iiop://<host>:<port>/weblogic.
management.mbeanservers.runtime

« Inthe Additional Classpath box, enter the wifullclient.jar.

You can specify the timeout for JMX task execution (mbeans retrieval and conversion
into xml) by modifying the _overallJMXCountersRetrieval Timeout property in the
master.config file. The default value is 15 minutes. This is not an ORB timeout.

Note: For details on creating the wifullclient.jar, refer to the Oracle
documentation on Using the WebLogic JarBuilder Tool
(http://download.oracle.com/docs/cd/E12840
01/wls/docs103/client/jarbuilder.html).

o For monitoring WebLogic 11g or 12c using a t3 or t3s protocol: You need to use
WeblLogic's own protocol provider package as described in "How to monitor a WebLogic
119 (10.3.1-10.3.5) or 12c server with an SSL connection using the t3, t3s, iiop or iiops
protocol" on page 266.

o ForaWebLogic 6.x, 7.x, and 8.x server: To help you to select the counters that you
require, you can open a WebLogic monitor for versions prior to WebLogic 9.x and see the
counters that were defined there. Search for these same counters in the counter tree. You
can select additional counters that are available in the JMX monitor and were not available
in the WebLogic monitors.

d. Inthe Patterns & Counter section, click the Get Counter button, and select the counters
you want to monitor from the Select Counters Form (the form displays static counters only).
The counters are added to the Counter Preview tree.

e. Fordynamic monitoring, you can add patterns to counters to instruct the monitor which
counters to use, either by:

o Clicking the Add New Counter |_| button to add an empty line to the table, and then by
creating a pattern format using a regular expression.
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Tip:
« The pattern should always start and end with the forward slash ("/") character.

o The"["and "]" characters which appear as part of counter names should be
escaped (preceded with the backslash ("\") character)

« Use".* to describe any character any number of times.

For example, /java.lang/Memory/.*/ shows all memory counters that are exposed by
the java.lang domain.

o Selecting a static counter, and editing the counter to create a pattern format using a regular
expression. For details on using regular expressions, see Regular Expressions Overview
in the Using SiteScope Guide.

Note: For details on the maximum number of counters that can be selected from the
browsable tree and the maximum number of counters that can match the selected
counter patterns when creating and updating dynamic monitors, see Troubleshooting
and Limitations. If the maximum number of counters that can be deployed is
exceeded, an error is written to the RunMonitor.log.

Example:

If you enter the pattern /java.lang/ClassLoading/.*/, the monitor retrieves all the
ClasslLoading counters in the JMX application, such as TotalLoadedClassCount,
UnloadedClassCount, LoadedClassCount, ObjectName.

f. Toview the counters that match a selected pattern, click the View Matches for selected

urs

Pattern button. The matching counters are highlighted in the Counter Preview tree.

g. Set the frequency for updating counters from the server, and then click Verify & Save or Save
to save your settings. If you use only static counters, they are not affected by the frequency
for updating counters, since the dynamic framework does not run.

h. Todisplay counters that no longer exist after the update mechanism runs, select Continue
displaying counters that no longer exist after update. Any such counters are displayed as
unavailable. This can be useful for keeping track of the counters that were previously being
monitored.

i. Inthe Threshold Settings tab, you can manually set logic conditions for the dynamic
counters that determine the reported status of each monitor instance. To view thresholds of all
patterns translated to actual current counters, click the Threshold Preview button.

For threshold user interface details, see Threshold Settings in the Using SiteScope Guide.
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Note: When configuring threshold settings for the Dynamic JMX monitor:

o The monitor always(default) counter configured in the Good if section of the
monitor's properties means that the state of the monitor is good, unless one of the
thresholds of any of the other counters is breached.

o The countersinError counter configured in the Error if section of the monitor's
properties means that the state of the monitor is error if one of the other counters is
unavailable.

2. Enable topology reporting - optional

To enable topology reporting, make sure that Report monitor and related Cl topology is
selected in HP Integration Settings (the default setting). For details on the monitor topology, see
"WebLogic Application Server Topology" on page 259.

For user interface details, see "BSM Integration Data and Topology Settings" in the Using
SiteScope Guide.

3. Configure connection pool and thread pool settings - optional

You can tune the connection pool and thread pool properties in Preferences > Infrastructure
Preferences > Monitor Settings.

For details, see "Connection Pool Settings" on page 260 and "Thread Pool Settings" on page 261.

4. Results

If you are using the dynamic monitoring mechanism, during each update, the monitor connects to
the server where the JMX performance counters you want to monitor are running and updates the
status of each counter that matches the pattern defined by the regular expression. It also updates
the thresholds for the selected counters.

You can check performance of the dynamic monitoring framework in;

m The SiteScope Health group, using the Dynamic Monitoring Statistics monitor. For details, see
Dynamic Monitoring Statistics Page in the Using SiteScope Guide.

= In Server Statistics using the Dynamic Monitoring page. For details, see Dynamic Monitoring
Page in the Using SiteScope Guide.

How to create a Dynamic JMX Monitor for JBoss 7.1, JBoss EAP 6.1.x - 6.2.x, or WildFly
8.0.0

Configure the monitor properties as described in the Ul Descriptions section below.
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Note: To get counters from a JBoss 7.1.x, JBoss EAP 6.1.x - 6.2.x, or WildFly 8.0.0 server, you
must:

1. Add the following jars to classpath:
= jboss-common-core.jar
m jboss-client.jar

2. Select the Load additional classpath first check box.

How to monitor a WebLogic 11g(10.3.1-10.3.5) or 12c server with an SSL connection using
the t3, t3s, iiop or iiops protocol

When monitoring a WebLogic Application Server using a t3, t3s, iiop or iiops protocol, you need to use
WebLogic's own protocol provider package.

Note:

« This task is part of a higher-level task. For details, see "How to Configure the Dynamic JMX
Monitor" on page 262.

« When monitoring a WebLogic server with the Administration port enabled, the t3s protocol
must be used.

1. Enterthe URL in the following format in the JMX URL box of JMX Monitor Settings:
= For t3 protocol:

service:jmx:t3://<host>:<port>/jndi/weblogic.management.
mbeanservers.runtime

where the default port for t3 protocol is 7601
m For t3s protocol:

service:jmx:t3s://<host>:<port>/jndi/weblogic.management.
mbeanservers.runtime

where the default port for t3s protocol is 7002
= For iiop protocol:

service:jmx:iiop://<host>:<port>//jndi/weblogic.management.mbeanservers.
runtime

or
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service:jmx:iiop:///jndi/iiop://<host>:<port>/weblogic.management.
mbeanservers.runtime

m For iiops protocol:

service:jmx:iiops://host:port/jndi/weblogic.management.
mbeanservers.runtime

2. (Fort3 ort3s protocols) Copy the following jars from the WebLogic library to any folder on the
SiteScope server:

= %WEBLOGIC_HOME%\server\lib\wiclient.jar

= %WEBLOGIC_HOME%\server\lib\wljmxclient.jar

= %WEBLOGIC_HOME%!\server\lib\weblogic.jar

= %WEBLOGIC_HOME%!\server\lib\wlifullclient.jar

= %WEBLOGIC_HOME%!\server\lib\webserviceclient+ssl.jar (for t3s protocol only)

= %WEBLOGIC_HOME%!\server\lib\cryptoj.jar (for t3s protocol only, if this file is present in
WeblLogic library)

Specify the full path to the copied jars in the Additional Classpath field in the JMX Monitor

“,”

Settings separated by “”.

Note: For details on creating the wifullclient.jar, refer to the Oracle documentation on Using
the WebLogic JarBuilder Tool (http://download.oracle.com/docs/cd/E12840
01/wls/docs103/client/jarbuilder.html).

3. (Foriiop oriiops protocols) Copy the following jars from the WeblLogic library to any folder on the
SiteScope server:

= %WEBLOGIC_HOME%\server\lib\wlfullclient.jar
= %WEBLOGIC_HOME%\server\lib\wlcipher.jar (for iiops protocol only)

Specify the full path to wifullclient.jar in the Additional Classpath field in the JMX Monitor
Settings.

For details on creating the wifullclient.jar, refer to the Oracle documentation on Using the
WebLogic JarBuilder Tool (http://download.oracle.com/docs/cd/E12840
01/wls/docs103/client/jarbuilder.html).

4. (Fort3s and iiops protocols) Enable SSL on the WebLogic server and import the SSL certificate
into the SiteScope keystore. For details, see Certificate Management Overview.
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5. Configure the other monitor settings as required.

For details, see Common Monitor Settings in the Using SiteScope Guide.
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Ul Descriptions

Dynamic JMX Monitor Settings

User interface elements are described below:

Ul Element Description

JMX URL URL to gather JMX statistics. Typically the URL begins with
service:jmx:rmi:///jndi, followed by information specific to the application.

Note:

« When creating a JMX monitor for a WebLogic 11g or 12c server, enter the
following URL:

service:jmx:iiop://<host>:<port>//jndi/weblogic.management.
mbeanservers.runtime

or

service:jmx:iiop:///jndi/iiop://<host>:<port>/weblogic.
management.mbeanservers.runtime

« When creating a JMX monitor for a JBoss server, your system administrator
should configure the JBoss server, and then report which ports are enabled for
JMX access.

« When creating a JMX monitor for a JBoss 7.1 or JBoss EAP 6.1.x - 6.2.x
server, enter the following URL:

service:jmx:remoting-jmx://<host>:<port>

« When creating a JMX monitor for a WildFly 8.0.0 server, enter the following
URL:

service:jmx:http-remoting-jmx://<host>:<port>

« If you are using a t3 or t3s protocol, you need to use WebLogic's own protocol
provider package and the JMX URL is in a different format. For details, see
"How to monitor a WebLogic 11g (10.3.1-10.3.5) or 12¢ server with an SSL
connection using the t3, t3s, iiop or iiops protocol" on page 266.

« The JMX over RMI protocol is not firewall friendly.
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Ul Element

Domain filter

User name

Password

Timeout
(seconds)

Additional
classpath

Load
additional
classpath first

HP SiteScope (11.30)

Description

Domain filter to show only those counters existing within a specific domain
(optional). This filter does not have full regular expression support.

You can specify the domain name or full path to MBean. The full path can be taken
from the MBean obectName property using JConsole.

Example: Note that these MBean examples have different node properties in the
path: type-host-path in the first and type-resourcetype-name in the second.

« For MBean "Catalina/Cache/localhost/SiteScope" specify:
"Catalina:type=Cache,host=1ocalhost,path=/SiteScope"

« For MBean "Catalina/Environment/Global/simpleValue" specify:
"Catalina:type=Environment,resourcetype=Global,name=simpleValue"

User name for connection to the JMX application (if required by your JMX
application).

Password for connection to the JMX application (if required by your JMX
application).

Amount of time, in seconds, to wait for a response from the server before timing-
out. After this time period passes, the monitor logs an error and reports an error
status.

Default value: 60 seconds (using a value other than the default timeout value may
adversely affect performance)

The classpath library that is used to resolve unknown classes retrieved from the
JMX server. Use additional classpath if your MBean classes are not part of
SiteScope classpath. Multiple libraries can be entered separated by a semicolon.

The Dynamic JMX monitor always uses a separate thread pool to bring information
(counter names and values) from the JMX server, unlike the JMX monitor which
has two modes for using thread pools: regular mode and sandbox mode. For
details, see "Thread Pool Settings" on page 261.

Note: When monitoring a WebLogic Application Server 11g (10.3.1-10.3.5) or
12c, this field is mandatory, and the wlfullclient.jar must be used. For details on
creating the wifullclient.jar, refer to Using the WebLogic JarBuilder Tool
(http://download.oracle.com/docs/cd/E12840
01/wls/docs103/client/jarbuilder.html).

Loads the additional classpath libraries before loading all the existing classpath
libraries. If no additional classpath libraries are found, the other classpaths folders
are loaded.
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Ul Element

Patterns &
Counters

Get Counters

Counter
Preview

Frequency of
updating
counters from
server

HP SiteScope (11.30)

Description

Displays the server performance counters selected for this monitor. Use the Get
Counters button to select counters.

Click the Add New Counter "I button to add an empty row at the bottom of the
counters tree, enabling you to manually add a counter.

Click the Delete Counter ® button to remove the selected counters from the
list. You can select multiple items using the CTRL or SHIFT keys.
Click the View Matches for Selected Pattern Counter U
counters that match the selected patterns.

button to display

Note: SiteScope uses Perl regular expressions for pattern matching. For example,
if you enter /cpu. */ or cpu, any counters with cpu in their name match this pattem
and are added to the counters list.

Opens a tree of all current counters, enabling you to select the counters you want
to monitor. The tree is opened with no nodes selected. When you make a selection
in the tree, the counters table is updated.

Note when working in template mode: The maximum number of counters that
you can select is 100. If you import a template monitor from an earlier version of
SiteScope, or perform a copy to template action, the number of counters is not
limited.

Displays all real counters in the monitor. This includes static counters and counter
patterns that have been translated to real counters.

Time interval at which the counters that are requested by this monitor are retrieved
from the server, and the monitor is updated with counter pattern matches. Use the
drop-down list to specify increments of seconds, minutes, hours, or days.

Default value: 1 hour

Note:

« The update frequency cannot be less than the monitor run frequency in Monitor
Run Settings.

« When configuring this setting in a template, the variable value can only be in
time units of seconds.

« Static counters are never deleted.
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Ul Element Description

Continue When selected, counters that no longer exist after running the update mechanism
displaying to retrieve counters from the monitored server, are not deleted and are still
counters that  displayed in the monitor (they are displayed as unavailable). This is useful, for

no longer example, if a disk fails or for keeping track of counters that were previously being
exist after monitored.

update

When cleared, the counters that no longer exist are removed from the Counter
Preview and Threshold Settings on the next update.

Default value: Selected

Note: This option is relevant for dynamic counters only (those set using a regular
expression). Static counters that are no longer available are still displayed even
when this check box is cleared.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Tips/Troubleshooting

General Notes

« When deploying these monitors using a template, an error message is displayed if you clear the
Verify monitor properties with remote server check box in the Deployment Values dialog box.

« When SiteScope is connected to BSM 9.00 or later, the Indicator State and Severity column is
not displayed in Threshold Settings by default. This is because each counter pattern can affect
more than one measurement, and only static counters and counter patterns are displayed by
default. This column is displayed only when you click the Threshold Preview button (thresholds of
all patterns are translated to actual current counters and are displayed).

« Baseline Settings are not available for dynamic monitors (these monitors configure their own
thresholds).

Maximum Number of Counters That Can be Saved

Browsable monitors are limited by the number of counters they have. The maximum number of
counters is determined by the _browsableContentMaxCounters parameter in the master.config file
(also in Preferences > Infrastructure Preferences > Monitor Settings > Maximum browsable
counters to be selected). If you create or edit a monitor so that it has more counters than this value,
only the number of counters up to this value is saved.

When a browsable monitor is deployed in a template, the number of counters that match the selected
patterns is limited by the _maxCountersForRegexMatch parameter in the master.config file. If during
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deployment, the number of counters that match the patterns exceeds this value, only the number of
counters up to this value is saved.

The _maxCountersForRegexMatch parameter is also used to limit the number of counters that match
the selected counter patterns when creating and updating dynamic monitors. We recommend using the
same value for both _browsableContentMaxCounters and _maxCountersForRegexMatch
parameters in the master.config file. The default value for both of these parameters is 1000.

When upgrading from earlier versions of SiteScope, the value for both of these parameters is set to the
higher of these two parameter values in the previous version, or to 1000 (whichever is greater).

Troubleshooting Logs

1. Check for dynamic framework errors in:

<SiteScope root directory>\logs\dynamic_monitoring_changes.log. This log describes
monitor changes made by the dynamic framework (adding/removing counters), including the
monitor name and counter name.

<SiteScope root directory>\logs\dynamic_monitoring.log. This log describes all the tasks
being run by the dynamic framework (counters extracted from the server, counters matched to
patterns, and so on).

To check for dynamic monitoring errors, copy the following section from the
logdj.properties.debug file in the <SiteScope root
directory>\conficore\Tools\log4j\PlainJava folder to the log4j.properties file, and change
the log level to DEBUG.

HHF R

# Dynamic Monitoring

BT S s s s s s s s s s s s s s s T
log4j.category.com.mercury.sitescope.entities.monitors.DynamicBrowsableBase=

DEBUG, dynamic.monitoring.appender
log4j.additivity.com.mercury.sitescope.entities.monitors.DynamicBrowsableBase=false
log4j.category.com.mercury.sitescope.entities.monitors.dynamic=DEBUG,
dynamic.monitoring.appender
log4j.additivity.com.mercury.sitescope.entities.monitors.dynamic=false
log4dj.appender.dynamic.monitoring.appender=org.apache.log4j.RollingFileAppender
log4j.appender.dynamic.monitoring.appender.File=../${log.file.path}/dynamic_monitoring.log
log4j.appender.dynamic.monitoring.appender.MaxFileSize=1000KB
log4j.appender.dynamic.monitoring.appender.MaxBackupIndex=>5
log4j.appender.dynamic.monitoring.appender.layout=org.apache.log4j.PatternLayout
log4j.appender.dynamic.monitoring.appender.layout.ConversionPattern=%d [%t] (%F:%L) %-5p -
%mosn

2. Check for Dynamic JMX monitor errors in:

<SiteScope root directory>\logs\RunMonitor.log. Contains information about specific
monitor runs and actions related to managing monitors.

<SiteScope root directory>\logs\dynamic_monitoring.log\dynamic_jmx_monitor.log.
This log provides information about Dynamic JMX monitor errors.
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To view JMX monitor errors, copy the following sections from the log4j.properties.debug file
in the <SiteScope root directory>\conficore\Tools\log4j\PlainJava folder to the
logdj.properties file, and change the log level to DEBUG.

B I R B L Rl L R R I B R B IR | B R R R R IR | R IR R IR I BRI BRI RIS (I R USRI Bl
Dynamic JMX monitor
HHHH R R
log4j.category.com.mercury.sitescope.monitors.facades.DynamicIMXMonitor=DEBUG,
dynamicjmx.appender
log4j.additivity.com.mercury.sitescope.monitors.facades.DynamicIJMXMonitor=false
log4j.category.com.mercury.sitescope.monitors.jmx=DEBUG, dynamicjmx.appender
log4j.additivity.com.mercury.sitescope.monitors.jmx=false
log4j.category.com.mercury.sitescope.infra.classpath=DEBUG, dynamicjmx.appender
log4j.additivity.com.mercury.sitescope.infra.classpath=false

log4j.appender.
log4j.appender.
log4j.appender.
log4j.appender.
log4j.appender.
log4j.appender.
log4j.appender.
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dynamicjmx.
dynamicjmx.
dynamicjmx.
dynamicjmx.
dynamicjmx.
dynamicjmx.
dynamicjmx.

appender=org.apache.log4j.RollingFileAppender
appender.File=../${log.file.path}/dynamic_jmx_monitor.log
appender.MaxFileSize=${def.file.max.size}
appender.MaxBackupIndex=${def.files.backup.count}
appender.layout=org.apache.log4j.PatternLayout
appender.layout.ConversionPattern=%d [%t] (%F:%L) %-5p - %m%n
appender.encoding=${general.encoding}
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The e-Business Transaction monitor enables you to verify that the multiple tasks that make up an
online transaction are completed properly.

Note: This is a free monitor that does not require any particular license type or available capacity.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the e-Business Transaction monitor.

Learn About

This section includes:
o "e-Business Transaction Monitor Overview" below
« "Editing the Order of the Monitors in the Chain" on the next page

e-Business Transaction Monitor Overview

Use this monitor to verify that an end-to-end transaction and associated processes complete properly.
This includes:

« Successful navigation through a series of URLs.
« Transmission of an email confirming the sequence.
« Logging the information into a database file.

The e-Business Transaction monitor runs a sequence of other SiteScope monitors, checking that each
monitor returns a status of OK. It reports an Error status if any monitor in the sequence fails.

For example, you could use this monitor to verify that the following steps, each of whichis a stepina
single transaction, run properly:

« Place an order on a Web site (see "URL Sequence Monitor" on page 778).
o Check that the order status was updated (see "URL Sequence Monitor" on page 778).

o Check that a confirmation email was received (see "Mail Monitor" on page 403).
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» Check that the order was added to the order database (see "Database Query Monitor" on page 206).
o Check that the order was transferred to a legacy system (see "Script Monitor" on page 645).

Monitor any multi-step transaction process that causes other updates or actions in your systems.
Monitor each of the actions taken to check that updates were performed properly and that actions were
carried out successfully.

Using this example, you would first create the URL Sequence monitor, Mail monitor, Database
monitor, and applicable Script monitor needed to verify each step of the chain. Then you would create
an e-Business Transaction monitor and select each of these SiteScope monitors as a group in the order
they should be run. If any one monitor indicates a failure, the e-Business Transaction monitor reports an

efrror.
Each time the e-Business Transaction monitor runs, it returns a status based on the number and

percentage of items in the specified monitors, groups, or both, currently reporting an error, warning, or
OK status. It writes the percentages reported in the monitoring log file.

Editing the Order of the Monitors in the Chain

By default, the Add e-Business Transaction monitor page lists monitor groups and individual monitors
in alphabetical order. To have the e-Business Transaction monitor run the chain of monitors in the
proper order, they must appear in the proper order in the Selected table on the New e-Business
Transaction Monitor page. You can do this by selecting the individual monitors in the order in which

they should be run.

Tasks

How to Configure the e-Business Transaction Monitor

1. Set up monitors for the e-Business chain

Before you can add an e-Business Transaction monitor, you must define other SiteScope monitors
that report on the actions and results of the steps in the sequence chain.

a. Create a new group that contains all the individual monitors to be included in the sequence
chain (one or more URL Sequence monitor for verifying the sequence of online actions, a Mail
monitor to confirm that an email acknowledgement is sent, and a Database Query monitor to
see that information entered online is logged into a database).

b. Open the new monitor group, and add the first individual monitor type needed for the sequence
(for example, "URL Sequence Monitor" on page 778).

For task details on adding a monitor, see How to Deploy a Monitor in the Using SiteScope
Guide.
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Note: Monitors should be added in the order that they are run in the chain. For example,
select a URL Sequence monitor which triggers an email event before you select the Mail
monitor to check for the email.

c. If necessary, set up the values to be passed from one monitor to another in the chain.
d. Add the other monitors for this transaction chain in the required order of execution into the

group.

Note: The individual monitors run by the e-Business Transaction monitor should
generally not be run separately by SiteScope. Make sure that the Frequency setting for
each of these monitors is set to zero ("0").

e. Create a new group or open an existing group that contains the e-business transaction chain
monitor you are creating.

f. Click New > Monitor and select the e-Business Transaction monitor.
2. Configure the monitor properties
Configure the monitor properties as required.

For a description of each setting, see the Ul Descriptions section below.

Ul Descriptions

e-Business Transaction Monitor Settings
User interface elements are described below:

ILEJIIement Description

Main Settings

Monitor Number of seconds to wait between running each monitor.

?;I:Zn ds) This setting is useful if you need to wait for processing to occur on your systems

before running the next monitor.

Default value: 0 seconds
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Ul

Element Description

When Error handling option during the sequence:
error

« Continue to run the remainder of the monitors. This runs every monitor no
matter what the status of a given monitor is.

« Stop and do not run any of the remaining monitors. This stops running the list
of monitors immediately, if a monitor returns an error.

« Run the last monitor. This runs the last monitor in the list. It is useful if a monitor
is used for closing or logging off a session opened in a previous monitor.

Single URL monitors use the same network connection and the same set of cookies.

session o . . . . .
This is useful if you are using the e-Business Transaction monitor to group several

URL Sequence monitors and do not want to include the login steps as part of each
transaction.

Item Settings

Items Using the control key or equivalent, double-click the set of monitors that make up the
e-Business Transaction monitor to move them to the Selected column.

Note:

« Monitors are run in the order that they are listed in their group. For details, see
"Editing the Order of the Monitors in the Chain" on page 276.

« To control the order of the monitors in the chain, select monitors and not groups. If
you select groups, they are run at random and not by group order.

For the list of counters that can be configured for this monitor, see "Monitor Counters”
below.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Monitor Counters
Below is the list of counters that can be configured for this monitor;

* % items OK

* % items in error

* % items in warning
* items OK

* items checked

* items in error

* items in warning
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* name of the items in warning
* name of the items in error

Tips/Troubleshooting

General Tips/Limitations

This monitor cannot be copied to a template. It must be created directly in a template.
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This monitor enables you to monitor the content of event logs and other data from F5 Big-IP load
balancing device using SNMP. You can monitor multiple parameters or counters with a single monitor
instance. This enables you to watch server loading for performance, availability, and capacity planning.
Create a separate F5 Big-IP monitor instance for each F5 Big-IP load balancing device in your
environment. The error and warning thresholds for the monitor can be set on one or more load balancer
statistics.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the F5 Big-IP monitor.

Learn About

Supported Platforms/Versions
This monitor supports monitoring F5 Big-IP 4.0, 10.x.

IPv6 Addressing Supported Protocols

When Prefer IP version 6 addresses is enabled in SiteScope (Preferences > Infrastructure
Preferences > Server Settings), this monitor supports the SNMP protocol.

For details on using IPv6, see Support for IP Version 6 in the Using SiteScope Guide.

Tasks

How to Configure the F5 Big-IP Monitor

1. Make sure you have the user permissions and credentials on the remote server that you want to
monitor as specified in Permissions and Credentials.

2. Configure the monitor properties as required. For a description of each setting, see the Ul
Descriptions section below.
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Tip: The SNMP Browser Tool is available when configuring this monitor to verify the connection
properties of an SNMP agent and to gain more information about the MIBs which that agent
implements (provided you are an administrator in SiteScope, or a user granted Use monitor tools
permissions). To use the tool when configuring or editing a monitor, click the Use Tool button. For
details on the tool, see SNMP Browser Tool in the Using SiteScope Guide.

Ul Descriptions

F5 Big-IP Monitor Settings

User interface elements are described below:

Ul Element Description
SNMP Settings
Server Name of the server you want to monitor.

Port Port to use when requesting data from the SNMP agent.
Default value: 161

MIB file MIB file option:

« LOAD-BAL-SYSTEM-MIBS file displays only those objects that are
described within that MIB file.

« All MIBs displays all objects discovered on the given F5 Big-IP when
browsing counters. If no MIB information is available for an object, it is still
displayed, but with no textual name or description.

Default value: All MIBs
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Ul Element Description

Counter Performs a calculation on objects of type Counter, Counter32, or Counter64. The
calculation available calculations are:

mode

« Calculate delta. Calculates a simple delta of the current value from the
previous value.

« Calculate rate Calculates a rate calculation using the delta of current value
from previous value, divided by the time elapsed between measurements.

« Do not calculate. No calculation is performed.

Note: This option only applies to the aforementioned object types. An SNMP by
MIB monitor that monitors Counter objects as well as DisplayString objects only
performs this calculation on the Counter objects.

Starting OID Use when selecting counters for this monitor. When the monitor attempts to
retrieve the SNMP agent's tree, it starts with the OID value that is entered here.

Edit this box only when attempting to retrieve values from an application that does
not handle OIDs starting with 1. If the default value of 1 did not enable retrieving
any counters, then you may have to enter a different value.

Default value: 1
Note: This field is available in template mode only.
SNMP Connection Settings

Timeout Amount of time, in seconds, that SiteScope should wait for all SNMP requests
(seconds) (including retries) to complete.

Default value: 5

Number of Number of times each SNMP GET request should be retried before SiteScope
retries considers the request to have failed.

Default value: 1
Community Community string (valid only for version 1 or 2 connections).
Default value: public

SNMP version Version of SNMP to use when connecting. Supports SNMP version 1, 2, and 3.
Selecting V3 enables you to enter V3 settings in the SNMP V3 setting fields
below.

Default value: V1
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Ul Element Description

Authentication The authentication algorithm to use for version 3 connections.

algorithm Default value: MD5
Note: This field is available only if SNMP V3 is selected.
User name User name for version 3 connections.
Note: This field is available only if SNMP V3 is selected.
Password Authentication password to use for version 3 connections.
Note: This field is available only if SNMP V3 is selected.
Privacy The privacy algorithm used for authentication for SNMP version 3 (DES, 128-Bit
algorithm AES,192-Bit AES, 256-Bit AES).
Default value: DES
Note: This field is available only if SNMP V3 is selected.
Privacy Privacy password for version 3 connections. Leave blank if you do not want
password privacy.

Note: This field is available only if SNMP V3 is selected.

Context name Context Name to use for this connection. This is applicable for SNMP V3 only.

Note: This field is available only if SNMP V3 is selected.

Context Hexadecimal string representing the Context Engine ID to use for this connection.
engine ID This is applicable for SNMP V3 only.

Note: This field is available only if SNMP V3 is selected.
SNMP Counters

Counters Displays the server performance counters you want to check with this monitor.
Use the Get Counters button to select counters.
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Ul Element Description

Get Counters | Opens the Select Counters Form, enabling you to select the counters you want to
monitor. For the list of counters that can be configured for this monitor, see
"Monitor Counters" on the next page.

Note: The counters displayed are those received during the timeout period, and
may not include all the counters available on the server. Specifying a longer
timeout in the Timeout (seconds) field in the SNMP Connection Settings panel
may result in receiving more counters. The total time for receiving the counters
may be longer than the timeout specified, due to additional processing time not
part of the request/response period.

Note when working in template mode: The maximum number of counters that
you can select is 100. If you import a template monitor from an earlier version of
SiteScope, or perform a copy to template action, the number of counters is not
limited.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.
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Monitor Counters

Below is the list of counters that can be configured for this monitor:

F5 systems * memoryUsed « unitld
. siﬁ}/e . mi:rorenabled - uptime

* DItsIn *na

« bitsinHi32 « ndaddr * vaddress

« bitsout « nodePing . v!rtuaIAddress
« bitsoutHi32 « nodeTimeout * virtualServer

< concur « conmax « pktsin * vport

« contot * pktsinHi32 » watchDogArmed
* cpuTemperature * pktsout

* droppedin « pktsoutHi32 F5 DNS

» droppedout « pool » cache

- fanSpeed - poolMember » dataCenters

* gatewayFailsafe « portdeny « globals

- ifaddress - resetcounters * hosts
«ifaddressTable +snat * IbDnsServs

* interface « snatConnLimit * IbDomains

« loadbal « snatTCPIdle Timeout * IbRouters

* loadbalMode « snatUDPIdleTimeout * summary
*loadBalTrap * sslProxy

* member * ss|ProxyEntry

* memoryTotal * ssIProxyTable

Tips/Troubleshooting

General Tips/Limitations

When deploying this monitor using a template, an error message is displayed if you clear the Verify
monitor properties with remote server check box in the Deployment Values dialog box.
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The File monitor enables you to read a specified file and check the size and age of the file.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the File monitor.

Learn About

This section includes:
o "File Monitor Overview" below
» "Supported Platforms/Versions" below

« "Reading and Status" on the next page

File Monitor Overview

The File monitor is useful for watching files that can grow too large and use up disk space, such as log
files. Other files that you may want to watch are Web pages that have important content that does not
change often.

You can set up your File Monitors to monitor file size, age, or content, and set a threshold at which you

will be notified. SiteScope can alert you to unauthorized content changes so that you can correct them

immediately. You can write scripts for SiteScope to run that automatically roll log files when they reach
a certain size.

Supported Platforms/Versions

« This monitor supports monitoring UNIX remote servers that have been configured in SiteScope and
the local SiteScope machine only.

« This monitor supports monitoring remote servers running on the following Windows operating
systems: Windows Server 2003, 2003 R2, 2008, 2008 R2, 2012, 2012 R2.

« This monitor supports monitoring remote servers running on HP NonStop operating systems. For
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details on enabling the HP NonStop monitoring environment, see "How to Configure the HP
NonStop Resources Monitor" on page 339.

Reading and Status

Each time the File monitor runs, it returns a reading and a status and writes them in the monitoring log
file. It also writes the file size and age into the log file. The reading is the current value of the monitor.
Possible values are:

. OK

« content match error
« file not found

« contents changed

An error status is returned if the current value of the monitor is anything other than OK.

Tasks

How to Configure the File Monitor

1. Make sure you have the user permissions and credentials on the remote server that you want to
monitor as specified in Permissions and Credentials.

2. Configure the monitor properties as required. For a description of each setting, see the Ul
Descriptions section below.

Note: The Regular Expression Tool is available when configuring this monitor. For details on the
tool, see Regular Expression Tool in the Using SiteScope Guide.
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Ul Descriptions

File Monitor Settings

User interface elements are described below:

Ul
Element

Server

Browse
Servers

Add
Remote
Server

Description

Server where the file you want to monitor is located. Select a server from the server list
(only UNIX remote servers that have been configured in SiteScope and the local
SiteScope machine are displayed), or click Add Remote Server to add a new UNIX
server.

Note when working in template mode: You can use the template remote server (if
one was created) without having to enter its name, by selecting the Use already
configured template remote under current template check box.

Default value: SiteScope Server (the server on which SiteScope is installed)

Opens the HP SiteScope Discover Servers dialog box, enabling you to select the server
to be monitored:

« Browse servers. Select a server from the drop-down list of servers visible in the
local domain.

« Enter server name. If the server you want to monitor does not appear in the Servers
list because it has not been identified in the network or has not been configured in
Remote Servers, enter the IP address or name of the server to monitor.

Note: To monitor a remote Windows server, you must have domain privileges or
authenticated access to the remote server (if the monitor does not work for one of these
conditions, the other condition must be fulfilled, since both conditions do not always
work on some machines). For details on how to configure a remote Windows server, see
How to Configure SiteScope to Monitor a Remote Microsoft Windows Server in the
Using SiteScope Guide.

Opens the Add Remote Server dialog box, enabling you to select the type of remote you
want to add (Windows or UNIX), and enter the configuration details.

For details on the Microsoft Windows Remote Servers user interface, see New/Edit
Microsoft Windows Remote Server Dialog Box in the Using SiteScope Guide.

For details on the UNIX Remote Servers user interface, see New/Edit UNIX Remote
Server Dialog Box in the Using SiteScope Guide.
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Ul
Element Description
File Path and name to the file you want to monitor.
name
Note:

It may be necessary to provide the full path to the target file. For example,
/opt/application/logs/user.log.

You must also select the corresponding remote UNIX server in the Server box
described above. For details on which UNIX user account to use for the applicable
remote server, see How to Configure SiteScope to Monitor a Remote UNIX Server
in the Using SiteScope Guide.

For reading files on remote Windows servers, use NetBIOS to specify the server and
UNC path to the remote log file. For example,
\\remoteserver\sharedfolder\filename.log.

You can also monitor files local to the server where SiteScope is running. For
example, C:\application\applLogs\access.log.

Optionally, you can use regular expressions for special date and time variables to
match on log file names that include date and time information. For example, you can
use a syntax of s/ex$shortYear$$omonth$$eday$ . log/ to match a current date-
coded file. For details on using regular expressions and dates, see SiteScope Date
Variables in the Using SiteScope Guide.

File File content is monitored using an encoding that is different than the encoding used on

encoding server where SiteScope is running. This may be necessary if the code page which
SiteScope is using does not support the character set used in the target file. This
enables SiteScope to match and display the encoded file content correctly.

Default value: windows-1252
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Ul
Element Description
Match Text string to match in the returned page or frameset. If the text is not contained in the
content page, the monitor displays the message content match error. The searchis case
sensitive.
Note:

« HTML tags are part of a text document, so include the HTML tags if they are part of
the text you are searching for. This works for XML pages as well. For example, < B>
Hello< /B> World.

« You can also perform a regular expression match by enclosing the string in forward
slashes, with a letter i after the trailing slash indicating case-insensitive matching.
For example, /href=Doc\d+\.html/ or /href=doc\d+\.html/i.

« You can search for a pattern string across multiple lines. To do so, add the /s
maodifier to the end of the regular expression. For example, /(state).*(populate)
/s checks if the returned page contains both “state” and "populate”.

« Tosave and display a particular piece of text as part of the status, use parentheses
in a Perl regular expression. For example, /Temperature: (\d+) retumns the
temperature as it appears on the page, and this could be used when setting an Error
if or Warning if threshold.

For details on regular expressions, see Regular Expressions Overview in the Using

SiteScope Guide.
Open Opens the Regular Expression Tool, enabling you to test a regular expression for
Tool content matching against a sample of the content you want to monitor. For details, see

Regular Expression Tool in the Using SiteScope Guide.
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ul

Element Description

Check Unless this is set to "no content checking" (the default) SiteScope records a checksum
for of the document the first time the monitor runs and then does a checksum comparison

content  each subsequent time it runs. If the checksum changes, the monitor has a status of
changes  "content changed error" and goes into error. If you want to check for content changes,
use "compare to saved contents".

The options for this setting are:
« No content checking (default). SiteScope does not check for content changes.

« Compare to last contents. The new checksum is recorded as the default after the
initial error content changed error occurs, so the monitor returns to OK until the
checksum changes again.

« Compare to saved contents. The checksum is a snapshot of a given page
(retrieved either during the initial or a specific run of the monitor). If the contents
change, the monitor gets a content changed error and stays in error until the
contents return to the original contents, or the snapshot is update by resetting the
saved contents.

» Reset saved contents. Takes a new snapshot of the page and saves the resulting
checksum on the first monitor run after this option is chosen. After taking the
snapshot, the monitor reverts to compare to saved contents mode.

No error = The monitor remains in Good status even if the file is not found. The monitor status is
if file not Good regardless of how the monitor's thresholds have been configured.
found

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Monitor Counters

Below is the list of counters that can be configured for this monitor;
* content match

« file age

* size

« status
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This monitor enables you to monitor complex network environments by checking the status readings of
two SNMP, Script, Database Query, or Microsoft Windows Performance Counter monitors and
performing an arithmetic calculation on their results.

Note: This monitor requires no additional licensing beyond the licensing requirements of the
member monitors which it contains.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Formula Composite monitor.

Learn About

Formula Composite Monitor Overview

Use this monitor if you have devices or systems in your network that return values that you want to
combine in some way to produce a composite value. The following monitor types can be used to build a
Formula Composite monitor:

« Database Query monitor.

« Microsoft Windows Performance Counter monitor.
« Script monitor.

« SNMP monitor.

If you need alert logic that is more complex than SiteScope's standard alerts permit, you can use the
Formula Composite monitor to create custom alert behavior. For example, if you have two parallel
network devices that record network traffic but the values need to be combined to produce an overall
figure of network traffic. This monitor may also be used to combine the results returned by scripts run
on two different machines.

Each time the Formula Composite monitor runs, it returns a status based on the measurement results
of the two subordinate monitors and the calculation specified for the composite monitor.
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Tasks

How to Configure the Formula Composite Monitor
1. Prerequisites

= You must create at least two individual Database Query, Microsoft Windows Performance
Counter, Script, or SNMP monitor instances before you can set up a Formula Composite
monitor for those monitors. For details, see:

o "Database Query Monitor" on page 206.

o "Microsoft Windows Performance Counter Monitor" on page 537.
For Microsoft Windows Performance Counter monitors, you can use the (Custom Object)
option for the PerfMon Chart File setting and then specify a single performance Object,
Counter, and Instance (if applicable) in the Microsoft Windows Performance Counter
Monitor Settings section of the monitor setup. If a subordinate monitor is configured to return

more than one numeric measurement, only the first numeric measurement from that monitor
instance is used by the Formula Composite monitor.

o "Script Monitor" on page 645.
o "SNMP Monitor" on page 682.

= The monitors you create for use with a Formula Composite monitor should be configured to
return a single value per monitor. This is generally simple with SNMP monitors. Database
Query and Script monitors should use queries and scripts that return a single value.

2. Configure the monitor properties
Configure the monitor properties as required.

For a description of each setting, see the Ul Descriptions section below.
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Ul Descriptions

Formula Composite Monitor Settings

User interface elements are described below:

Ul
Element

Monitors

Run
monitors

Counters

Monitor
delay
(seconds)

Operation

Constant

Result
label

Description

Click the Add | ““| button, and select two SNMP monitors, two Script monitors, two
Database monitors, or two Microsoft Windows Performance Counter monitors that the
Formula Composite monitor should operate on. Click Add Selected Monitors to
display the selected monitors in the Monitors box. For details on the Add Items dialog
box, see "Add Items Dialog Box" on the next page.

To remove monitors from the list, select the monitors and the Delete X button.

The Formula Composite monitor controls the scheduling of the selected monitors, as
opposed to just checking their status readings. This is useful if you want the monitors to
run one after another or run at approximately the same time.

Note: Any monitors that are to be run this way should not also be run separately, so set
Frequency in Monitor Run Settings to 0. Those monitors then only run when scheduled
by the Formula Composite monitor.

Server performance counters to check with this monitor. The list displays the available
counters and those currently selected for this monitor.

Amount of time, in seconds, to wait between running each monitor (if Run monitors is
selected).

Default value: 0 seconds

Arithmetic operation to be performed on the results of the two monitors selected above.
You can add the results, multiply the results of the two monitors, subtract the results of
the first from the second, divide the second by the first, and so on.

An operator and a constant to operate on the result of the calculation specified in the
Operation item above.

For example, if an Operation of Add is selected above, entering the characters *8 in the
Constant box multiplies the result of the Add operation by 8. The syntax for this box
should be <operator> <number>.

Valid operators are + (addition), - (subtraction), * (multiplication), and / (division).
Numbers may be integers or decimals.

Name for the result of the formula calculation.
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Add Items Dialog Box

This dialog box enables you to select the monitors, groups, or both, that you want in the Composite

monitor.

User interface elements are described below:

Ul Element

Add Selected
Items

o SteScope

ERES

= DN

Description

Click to add the selected groups, monitors, or both, to the Formula Composite
monitor.

Represents the SiteScope root directory.

Represents a SiteScope monitor group or subgroup (with enabled monitors/with no
monitors or no enabled monitors).

If a group alert has been set up for the monitor group or subgroup, the alert s symbol
is displayed next to the group icon.

Represents a SiteScope monitor (enabled/disabled).

If an alert has been set up for the monitor, the alert a symbol is displayed next to the
monitor icon.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Tips/Troubleshooting

General Tips/Limitations

« When copying

this monitor to a template, the subordinate monitors used to build a Formula

Composite monitor are not copied. Therefore, it is recommended to create this monitor and its
subordinate monitors directly in a template.

o Use the Formula Composite monitor only for calculations that you consider to be compatible data
types. The monitor does not verify that the data returned by the subordinate monitors are

compatible.

« You can select two different types of monitors as subordinate monitors of a Formula Composite
monitor. For example, one monitor may be a Script monitor and the other may be a Database Query

monitor.

« Moving any of the monitors being used by the Formula Composite monitor causes the composite
monitor to report an error. If it is necessary to move either of the underlying monitors, recreate or edit
the Formula Composite monitor to select the monitor from its new location.
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This monitor enables you to log on to an FTP server and retrieve a specified file. A successful file
retrieval indicates that your FTP server is functioning properly. The FTP monitor also supports secure
FTP (SFTP).

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the FTP monitor.

Learn About

This section includes:
o "FTP Monitor Overview" below
o "Status" below

« "Scheduling the Monitor" on the next page

FTP Monitor Overview

If you provide FTP access to files, it is important to check that your FTP server is working properly.
Use the FTP monitor to check FTP servers to ensure the accessibility of FTP files. Each time the
monitor runs (in FTP or SFTP mode), it opens a connection to the FTP server, downloads the specified
file, and then closes the connection.

In addition to retrieving specific files, the FTP monitor can help you verify that the contents of files,
either by matching the contents for a piece of text, or by checking to see if the contents of the file ever
changes compared to a reserve copy of the file.

While you may have many files available for FTP from your site, it is not necessary to monitor every
one. We recommend that you check one small file and one large file.

Status

The reading is the current value of the monitor. Possible values are:
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. OK

« unknown host name

« unable to reach server

« unable to connect to server
« timed out reading

« content match error

« login failed

« file not found

« contents changed

« The status is logged as either good or error. An error status is returned if the current value of the
monitor is anything other than OK.

Scheduling the Monitor

A common strategy is to monitor a small file every 10 minutes or so just to verify that the serveris
functioning. Then schedule a separate monitor instance to FTP alarge file once or twice a day. You can
use this to test the ability to transfer a large file without negatively impacting your machine's
performance. You can schedule additional monitors that watch files for content and size changes to run
every 15 minutes to half hour. Choose an interval that makes you comfortable.

If you have very important files available, you may also want to monitor them occasionally to verify that
their contents and size do not change. If the file does change, you can create a SiteScope alert that
runs a script to automatically replace the changed file with a back-up file.

Tasks

How to Configure the FTP Monitor
1. Prerequisites

m Make sure you have the user permissions and credentials required for this monitor as specified
in Permissions and Credentials.

m Before you can use this monitor, make sure you know:

o Therelative paths, if any, to the files on the FTP server.
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o An applicable user name and password to access the files.
o The filenames of one or more files available for FTP transfer.
2. Configure the monitor properties
Configure the monitor properties as required.

For a description of each setting, see the Ul Descriptions section below.

Tip:

m The FTP Tool is available when configuring this monitor to access an FTP server and
view the interaction between SiteScope and the FTP server (provided you are an
administrator in SiteScope, or a user granted Use monitor tools permissions). To use the
tool when configuring or editing a monitor, click the Use Tool button. For details on the
tool, see FTP Tool in the Using SiteScope Guide.

m The FTP monitor matches text which it has downloaded to the content buffer. By default,
the content buffer size is set to 50000 bytes. You can modify this value, if necessary, from
Preferences > Infrastructure Preferences > Monitor Settings >FTP Content match
maximum size.

Ul Descriptions

FTP Monitor Settings

User interface elements are described below:
Ul Element Description
Basic FTP Settings
Protocol Select a protocol for the monitor:
« FTP. The monitor supports non-secure sockets only.

« SFTP. The monitor supports Secure FTP. It typically uses SSH version 2 (TCP
port 22) to provide secure file transfer. In this version, only password
authentication is supported.

Note: SFTP protocol does not support Passive mode and SFTP is encrypted,

rendering traditional proxies ineffective for controlling SFTP traffic (the proxy fields
are not available).
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Ul Element Description
FTP server | |P address or the name of the FTP server that you want to monitor.

Example: 206.168.191.22 or ftp.thiscompany.com
(ftp.thiscompany.com:<port number> to specify a different port)

File File name to retrieve from the FTP server.
Example: /pub/docs/mydoc.txt

You can use a regular expression to insert date and time variables. For details on
using SiteScope's special data and time substitution variables in the file path, see
SiteScope Date Variables in the Using SiteScope Guide.

Example: s/C:\\firstdir\\$shortYear$$omonth$$eday$/

User name Name used to log into the FTP server. A common user name for general FTP access
iS user name anonymous.

Password Password used to log into the FTP server. If using the anonymous login, the
password is also anonymous.

Passive SiteScope uses FTP passive mode. You use this mode to enable FTP to work
mode through firewalls. (Not available in SFTP mode.)

Advanced FTP Settings

Match Text string to check for in the returned file. If the text is not contained in the file, the

content monitor displays no match on content. The search is case sensitive. You may also
perform a regular expression match by enclosing the string in forward slashes, with an
"i" after the trailing slash indicating case-insensitive matching.

Example: "/Size \d\d/"or"/size \d\d/i"
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Ul Element Description

Check for SiteScope records a checksum of the document the first time the monitor runs and

content then does a checksum comparison each subsequent time it runs. If the checksum

changes changes, the monitor has a status of content changed error and go into error. If you
want to check for content changes, you usually want to use compare to saved
contents.

The options for this setting are:
« No content checking (default).SiteScope does not check for content changes.

« Compare to last contents. Any changed checksum is recorded as the default
after the change is detected initially. Thereafter, the monitor retumns to a status of
OK until the checksum changes again.

« Compare to saved contents. The checksum is a snapshot of a given page
(retrieved either during the initial or a specific run of the monitor). If the contents
change, the monitor gets a content changed error and stays in error until the
contents return to the original contents, or the snapshot is update by resetting the
saved contents.

« Reset saved contents. Takes a new checksum of the file and saves the resulting
checksum on the first monitor run after this option is chosen. After taking the
updated checksum, the monitor reverts to compare to saved contents mode.

Timeout Amount of time, in seconds, that the FTP monitor should wait for a file to complete
(seconds) downloading before timing out. Once this time period passes, the FTP monitor logs an
error and reports an error status.

Default value: 60 seconds

File If the file content to be monitored uses an encoding that is different than the encoding

encoding used on the server where SiteScope is running, enter the encoding to use. This may
be necessary if the code page which SiteScope is using does not support the
character sets used in the target file. This enables SiteScope to match and display
the encoded file content correctly.

Default value: windows-1252

Connection Amount of time, in seconds, that the FTP monitor should wait to connect to the FTP
timeout server before timing out. Once this time period passes, the FTP monitor logs an error
(seconds) and reports an error status.

Default value: 30 seconds
HTTP Proxy Settings
(Not available in SFTP mode)
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Ul Element Description

HTTP SiteScope runs the FTP through an HTTP proxy. Generally, if you use an HTTP proxy
proxy you have it set up in your browser. Enter that same information here. Remember to
include the port.

Example: proxy.thiscompany.com:8080

Note: The FTP monitor does not support an FTP Proxy server.

Proxy user Proxy user name if the proxy server requires a name and password to access the file.
name The proxy server must support Proxy-Authenticate for these options to function.

Proxy Proxy password if the proxy server requires a name and password to access the file.
password The proxy server must support Proxy-Authenticate for these options to function.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Monitor Counters

Below is the list of counters that can be configured for this monitor:
* GET file transfer time
* GET file transfer rate

» PUT file transfer time
* PUT file transfer rate
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The Generic Hypervisor monitor provides a solution for monitoring Virtual Machines by using the virsh
tool (a command line interface tool for managing guests and the hypervisor) to collect detailed
information on nodes and guest virtual machines running on the host. You can monitor multiple
parameters or counters with a single monitor instance. This enables you to watch key operational
factors that can seriously affect availability and degrade performance. Create a separate monitor
instance for each server you are running.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Generic Hypervisor monitor.

Learn About

This section includes:
» "Generic Hypervisor Monitor Overview" below

« "Supported Platforms/Versions" on the next page

Generic Hypervisor Monitor Overview

SiteScope simplifies the monitoring of virtual infrastructure changes in dynamic, virtualized
environments by automatically changing the SiteScope configuration according to changes in the
virtual environment. Generic Hypervisor monitors are dynamically updated over time by adding or
removing counters as virtual machines are added or removed. This enables you to configure the
monitor one time, and leave it to automatically discover changes in the environment and update itself.

During initial monitor creation, the monitor uses the connection URI configured to access the VM and
dynamically discover the object hierarchy and available performance counters. You can select from
these performance counters to determine which measurements SiteScope should retrieve for reporting
server status.

You can also define the required thresholds for the counter's pattern. In this way, thresholds are also
updated automatically when the counters are updated.

For details on the dynamic monitoring mechanism, see Dynamic Monitoring Mechanism in the Using
SiteScope Guide.
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Supported Platforms/Versions

This monitor supports monitoring remote servers running on UNIX remotes only. It has been tested on
a KVM environment.

Tasks

How to Configure the Generic Hypervisor Monitor

1. Prerequisites

m Make sure you have the user permissions and credentials required for this monitor as specified
in Permissions and Credentials.

m  The monitored VM server must be directly accessible by the SiteScope server (no proxy
involved).

m The Virsh command-line tool should be installed on the system. For details, see
https://help.ubuntu.com/community/KVM/Virsh.

2. Configure the monitor properties

a. Right-click the group into which you want to add the monitor instance, select New > Monitor,
and select Generic Hypervisor. The New Generic Hypervisor Monitor dialog box opens.

b. Inthe General Settings panel, enter a name and description for the monitor.

c. Inthe Generic Hypervisor Monitor Settings panel, select the VM server you want to monitor
(or add a new server) and specify the driver to which you want to connect in the Connection
URI box. For user interface details, see the Ul Descriptions section below.

d. Click the Get Counter button, and select the counters you want to monitor from the Select
Counters Form. The counters are added to the Preview tree in the Patterns & Counters
section.

e. For dynamic monitoring, you can add patterns to counters to instruct the monitor which
counters to use, either by:

o Clicking the Add New Counter || button to add an empty line to the table, and creating
a pattern format using a regular expression.

Tip:
(1). The pattern should always start and end with the forward slash ("/") character.
(2). The "[" and "]" characters which appear as part of counter names should be
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escaped (preceded with the backslash ("\") character).
(3). Use ".*" to describe any character any number of times.

For example, /.*/Domains Information/.*/Used Memory/ displays Used Memory
counter for all VMs.

o Selecting a static counter, and editing the counter to create a pattern format using a regular
expression. For details on using regular expressions, see Regular Expressions Overview
in the Using SiteScope Guide.

Note: For details on the maximum number of counters that can be selected from the
browsable tree and the maximum number of counters that can match the selected
counter patterns when creating and updating dynamic monitors, see "Maximum
Number of Counters That Can be Saved" on page 308. If the maximum number of
counters that can be deployed is exceeded, an error is written to the RunMonitor.log.

Example:

If you enter the pattern /. */Domains Information/.*/Used Memory/, the monitor
retrieves the Used Memory counter for all VMs.

f. Toview the counters that match a selected pattern, click the View Matches for selected

i

Pattern button. The matching counters are highlighted in the Counter Preview tree.

g. Setthe frequency for updating counters from the server, and then click Verify & Save or Save
to save your settings. If you use only static counters, they are not affected by the frequency
for updating counters, since the dynamic framework does not run.

h. Todisplay counters that no longer exist after the update mechanism runs, select Continue
displaying counters that no longer exist after update. Any such counters are displayed as
unavailable. This can be useful for keeping track of the counters that were previously being
monitored.

i. Inthe Threshold Settings tab, you can manually set logic conditions for the dynamic
counters that determine the reported status of each monitor instance. To view thresholds of all
patterns translated to actual current counters, click the Threshold Preview button.

For threshold user interface details, see Threshold Settings in the Using SiteScope Guide.

3. Results

If you are using the dynamic monitoring mechanism, during each update, the monitor connects to
the VM server and updates the status of each counter that matches the pattern defined by the
regular expression. It also updates the thresholds for the selected counters.
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You can check performance of the dynamic monitoring framework in:

m The SiteScope Health group, using the Dynamic Monitoring Statistics monitor. For details,
see Dynamic Monitoring Statistics Page in the Using SiteScope Guide.

= In Server Statistics using the Dynamic Monitoring page. For details, see Dynamic Monitoring
Page in the Using SiteScope Guide.

For additional troubleshooting suggestions, see "Tips/Troubleshooting" on page 307.

Ul Descriptions

Generic Hypervisor Monitor Settings

User interface elements are described below:

Ul Element Description

Server Name of the VM server that you want to monitor. Select a server from the server
list (only those UNIX remote servers that have been configured in SiteScope are
displayed), or click the Add Remote Server to add a new UNIX server.

Note:

« When configuring this monitor on SiteScopes running on UNIX versions, only
remote servers that have been configured with an SSH connection method are
displayed. For details, see How to Configure Remote Windows Servers for
SSH monitoring.

« When working in template mode, you can use the template remote server (if
one was created) without having to enter its name, by selecting the Use
already configured template remote under current template check box.

Add Remote Opens the Add UNIX Windows Remote Server dialog box, enabling you to enter
Server the configuration details. For user interface details, see New/Edit UNIX Remote
Server Dialog Box in the Using SiteScope Guide.

Connection URI of the driver of the VM server that you want to monitor.
URI
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Ul Element

Patterns &
Counters

Get Counters

Counter
Preview

Frequency of
updating
counters from
server

HP SiteScope (11.30)

Description
Displays the server performance counters selected for this monitor. Use the Get

Counters button to select counters.

Click the Add New Counter "I button to add an empty row at the bottom of the
counters tree, enabling you to manually add a counter.

Click the Delete Counter ® button to remove the selected counters from the
list. You can select multiple items using the CTRL or SHIFT keys.

Click the View Matches for Selected Pattern = button to display counters that
match the selected patterns.

Note: SiteScope uses Perl regular expressions for pattern matching.

Opens a tree of all current counters, enabling you to select the counters you want
to monitor. The tree is opened with no nodes selected. When you make a selection
in the tree, the counters table is updated.

Displays all real counters in the monitor. This includes static counters and counter
patterns that have been translated to real counters.

Time interval at which the counters that are requested by this monitor are retrieved
from the server, and the monitor is updated with counter pattern matches. Use the
drop-down list to specify increments of seconds, minutes, hours, or days.

Default value: 15 minutes

Note:

« The update frequency cannot be less than the monitor run frequency in Monitor
Run Settings.

« When configuring this setting in a template, the variable value can only be in
time units of seconds.

« Static counters are never deleted.
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Ul Element Description

Continue When selected, counters that no longer exist after running the update mechanism
displaying to retrieve counters from the monitored server, are not deleted and are still
counters that  displayed in the monitor (they are displayed as unavailable). This is useful, for

no longer example, if a disk fails or for keeping track of counters that were previously being
exist after monitored.

update

When cleared, the counters that no longer exist are removed from the Counter
Preview and Threshold Settings on the next update.

Default value: Not selected

Note: This option is relevant for dynamic counters only (those set using a regular
expression). Static counters that are no longer available are still displayed even
when this check box is cleared.

Note: For information on configuring setting panels that are common to all monitors, see Common
Monitor Settings in the Using SiteScope Guide.

Tips/Troubleshooting

This section includes:
o "General Notes" below
o "Maximum Number of Counters That Can be Saved" on the next page

« "Troubleshooting Logs" on the next page

General Notes

« When configuring this monitor in template mode, the Add Remote Server button is not displayed,
and some fields that contain drop-down lists may be displayed as text boxes.

« When deploying these monitors using a template, an error message is displayed if you clear the
Verify monitor properties with remote server check box in the Deployment Values dialog box.

« When SiteScope is connected to BSM 9.00 or later, the Indicator State and Severity column is
not displayed in Threshold Settings by default. This is because each counter pattern can affect
more than one measurement, and only static counters and counter patterns are displayed by
default. This column is displayed only when you click the Threshold Preview button (thresholds of
all patterns are translated to actual current counters and are displayed).

« This monitor supports setting fractional thresholds which are more useful than setting whole number
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thresholds when monitoring large disks (such as 1 terabyte and larger).

« Baseline Settings are not available for dynamic monitors (these monitors configure their own
thresholds).

Maximum Number of Counters That Can be Saved

Browsable monitors are limited by the number of counters they have. The maximum number of
counters is determined by the _browsableContentMaxCounters parameter in the master.config file
(also in Preferences > Infrastructure Preferences > Monitor Settings > Maximum browsable
counters to be selected). If you create or edit a monitor so that it has more counters than this value,
only the number of counters up to this value is saved.

When a browsable monitor is deployed in a template, the number of counters that match the selected
patterns is limited by the _maxCountersForRegexMatch parameter in the master.config file. If during
deployment, the number of counters that match the patterns exceeds this value, only the number of
counters up to this value is saved.

The _maxCountersForRegexMatch parameter is also used to limit the number of counters that match
the selected counter patterns when creating and updating dynamic monitors. We recommend using the
same value for both _browsableContentMaxCounters and _maxCountersForRegexMatch
parameters in the master.config file. The default value for both of these parameters is 1000.

When upgrading from earlier versions of SiteScope, the value for both of these parameters is set to the
higher of these two parameter values in the previous version, or to 1000 (whichever is greater).

Troubleshooting Logs
1. Check for dynamic framework errors in:

m <SiteScope root directory>\logs\dynamic_monitoring_changes.log. This log describes
monitor changes made by the dynamic framework (adding/removing counters), including the
monitor name and counter name.

m <SiteScope root directory>\logs\dynamic_monitoring.log. This log describes all the tasks
being run by the dynamic framework (counters extracted from the server, counters matched to
patterns, and so on).

To check for dynamic monitoring errors, copy the following section from the
logdj.properties.debug file in the <SiteScope root
directory>\conficore\Tools\log4j\PlainJava folder to the log4j.properties file, and change
the log level to DEBUG.

B s s s s s s s s S S s T S s s T
# Dynamic Monitoring

HHHH R R R
log4j.category.com.mercury.sitescope.entities.monitors.DynamicBrowsableBase=

DEBUG, dynamic.monitoring.appender
log4j.additivity.com.mercury.sitescope.entities.monitors.DynamicBrowsableBase=false
log4j.category.com.mercury.sitescope.entities.monitors.dynamic=DEBUG,
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dynamic.monitoring.appender

log4j
log4j
log4dj
logdj
log4j
log4j
log4dj
%m%n

.appender.
.appender.
.appender.
.appender.
.appender.
.appender.

dynamic.
dynamic.
dynamic.
dynamic.
dynamic.
dynamic.

.additivity.com.mercury.sitescope.entities.monitors.dynamic=false
monitoring.
monitoring.
monitoring.
monitoring.
monitoring.
monitoring.

appender=org.apache.log4j.RollingFileAppender
appender.File=../${log.file.path}/dynamic_monitoring.log
appender.MaxFileSize=1000KB

appender.MaxBackupIndex=5
appender.layout=org.apache.log4j.PatternLayout
appender.layout.ConversionPattern=%d [%t] (%F:%L) %-5p -

2. Check for Generic Hypervisor monitor errors in:

m <SiteScope root directory>\logs\RunMonitor.log. Contains information about specific
monitor runs and actions related to managing monitors.
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The Hadoop monitor enables you to dynamically monitor the health and performance statistics of
Hadoop Distributed File System (HDFS) and Hadoop MapReduce master nodes of the Hadoop cluster
infrastructure using the standard JMX remoting technology defined by JSR 160 (for details, see
"Applications Supporting JSR 160" on page 258).

You can select measurements on specified Hadoop cluster hosts, or use the dynamic monitoring
mechanism to automatically update counters and thresholds that changed during run-time.

You can create one monitor for each master node in your cluster, or several monitors to monitor the
same master node that analyzes different counters.

Note: This monitor requires an Operating System Instance (OSi) license with sufficient available
capacity to create it in the SiteScope interface. For license purchase inquiries (or if you require
additional capacity), contact your HP sales representative or use the “Contact Us” link in the HP
SiteScope Product page.

Tip: SiteScope also provides a solution template that includes a set of predefined monitors to
create a monitoring solution for various aspects of a Hadoop cluster. For details, see Hadoop
Cluster Monitoring Solution Templates in the Using SiteScope Guide.

Toaccess

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and select
the Hadoop monitor.

Learn About

This section includes:
« "Hadoop Monitor Overview" below
« "Supported Platforms/Versions" on the next page
« "Connection Pool Settings" on the next page
« "Thread Pool Settings" on page 313
« "Hadoop Topology" on page 313

Hadoop Monitor Overview

This monitor enables you to:
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« Monitor specific counters on a JMX application using static counters. You can monitor multiple
parameters or counters with a single monitor instance. The counters available vary from application
to application, but normally include both basic JVM performance counters, as well as counters
specific to the application.

« Select the counter patterns you want to monitor using a regular expression or a static string, and let
the monitor dynamically update MBean counters that match the pattern defined by the regular
expression. Dynamic monitoring enables you to configure the monitor on a one time basis, and
leave it to update itself.

When configuring a dynamic monitor, you can define a counter pattern that specifies the MBean
counters you want to monitor. You can also define the required thresholds for the counter's pattern.
The monitor scans the target host periodically, and creates the counters that are aligned with the
given counter pattern.

If a new MBean is added to the machine and part or all of its counters correspond to the counter
pattern, the counters that match the counter pattern are automatically added to the monitor when
the counters are next upd