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Integrating with Monitoring Solutions

This section provides information about integrating SHR with other monitoring solutions of HP
Software to simplify and enhance the experience of launching and viewing SHR reports.
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Integrating SHR with MyBSM

This chapter provides the steps to view HP Service Health Reporter (SHR) reports on the HP
Business Service Management MyBSM user interface. You can launch SHR reports in the context
of a Configuration Item (ClI) or Business View from the MyBSM user interface.

Integrating SHR with MyBSM enriches the component gallery and provides a convenient way to
view all the BSM and SHR reports in one place, without launching SHR.

Steps for Integrating SHR with MyBSM

Step 1: Creating a User in SHR and Configuring
Preferences

As a prerequisite, you should have already created a user account in BSM with permissions to
create and view pages in MyBSM. This BSM user should also be a userin SHR with authorization
to view SHR reports.

SHR uses SAP BusinessObjects for user management. To create a user in SHR, perform the
following steps:

1. Logonto SAP BusinessObjects Central Management Console (CMC) by typing the
address http://<hostname>:8080/CmcApp into the browser window.

Note: The hostname must be the name of the server on which SAP BusinessObjects is
installed.
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Figure 1.1 Log on screen of SAP BusinessObjects Central Management Console

@ HP Service Health Reporter

Log On ta the Contral Manag 1 Consol Halp

Entar your usar information and click Loeg On,
(11 you are unsuse of your account nTormation, contact your $ystiem adminisbralon )

Syrsteme | S8 G40
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SHR supports redirection of HTTP URL to HTTPS URL. Perform the following steps:
a. Stop the following Services:
o HP_PMDB_Platform_Administrator
o Business Objects Webserver
b. Locate the web.xm1 file instances in the following paths:
o Admin Ul: %PMDB_HOME%/ adminServer/webapps/BSMRApp/WEB-INF/web.xml.
o InfoViewApp: %PMDB_HOME%/BOWebServer/webapps/InfoViewApp/WEB-INF/web.xml.
o CmcApp:%PMDB_HOME%/BOWebServer/webapps/CmcApp/WEB-INF/web.xml
c. Enable the following in the web . xml instances:
<security-constraint>
<web-resource-collection>
<web-resource-name>Entire Application</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>

<user-data-constraint>
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<transport-guarantee>CONFIDENTIAL</transport-guarantee>
</user-data-constraint>
</security-constraint>
d. Start the following Services:
o HP_PMDB_Platform_Administrator
o Business Objects Webserver

e. Accessing the HTTP URL should redirect it to HTTPS.

Note: Make sure the following ports are open, in the environment:

(o}

21411 - HP PMDB Platform Administrator

(o}

21412 - SSL Connector redirect

(o}

8443 - SSL Connector defaut

(o}

8080 - Apache Tomcat

2. Select Users and Groups from the drop-down box.
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Figure 1.2 CMC Users and Groups screen
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3. Select User List and click Create New User icon as shown in figure 1.3.

Figure 1.3 Creating a new user

[&5] —entral Management Console

-
—
= D Harme
L
=1 & Adrministrator
== et Suest

4. Enterthe user details in the New User window as shown in figure 1.4 (a).
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Note: Your SAP BusinessObjects username must be the same as your
Account Name in HP BSM.

a. Check Password never expires under Enterprise Password Settings.
b. Click Create & Close.

Figure 1.4 (a) Create New User Screen

New User

Authentication Type: |En’rerprise j

Account Mame: Iadmin

Full Maime: [B=St &amin
Email: I

BSt default admin =]
Die=scription:

[

Erterprize Password Settings:

Pazsword: |----- W  Password never expires

Canfirm: I--...| [ User must chanoge password at nesxt logan

[T User cannot chanae password

Connection Type:
i Concurrert User

7 Mamed User

The newly created user appears in the User List as shown in the following figure.

Figure 1.4 (b) Admin

W Welcome: Administrator | Help | Preferences | About | Log Out
A Marage ~ Actions Searchtte - [
IR [ Jof1
n(_=,; - 1 st D Hame FullHame Type Desceription Date Modified
=) " u:—" Graup List & admin BSM Admin User BSM default admin Aug 13, 2013 712 PM
% <22 Group Hierarchy & Administrator User Adminigtrator account Aug 13, 2013 4:44 PM
A & Guest User Guest account May 26, 2013 7:23 AM
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5. Toadd the SHR user to Administrator group, perform the following steps:

a. Select the user you created and click the Add member to user group icon as shown
below.

Figure 1.5(a).

Manage - Actions -

eEEE | Bl DN . 1}
(G | Lo COREE J-] T

. | I
T E
i User List Add member ko user group ame

g ]

""" i Group List

H -

b. A pop-up window Join Group: <<username>> appears as shown in figure 1.5 (b).

Figure 1.5 (b)

Universe Designer Users May 28, 2013 7:23 AM >
<

c. Tomove Administrators from Available Groups to Destination Group(s), select
Administrators, click > button, then click OK as shown in figure 1.5 (c).
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Figure 1.5 (c)

Search title - | | £ of 1

Group List Hame Date Created
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6. To verify User and Group configuration, perform the following steps:

Double-click Admin, the user you created from the list of users.

Select Member Of and check if Administrators is listed on the right side as shown in figure
1.6.

Figure 1.6

n

Hame

Administrators

Member OF: adrmin

Fropertis

' Jdogirm Sroup Rermowe
Ul==r

flember T o=
Profile waluss —a- Acdministrators

Aoccount kManagser

Everyone

7. To ensure proper functioning of the Drill Up/Drill Down functionality in reports while accessing
them from the MyBSM console, you must set the user preferences as follows:

a.

Connect to http://<hostname>:<port>/InfoViewApp where hostname is the name of the
server on which SAP BusinessObjects is installed.

Logon as SHR user.
Click Preferences in the upper right corner as shown in figure 1.7 (a).
Figure 1.7 (a)

Help Freferences Log Cut
+ =

Wielcome: admin

Under General,enable the options as shown in the following figures:
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Figure 1.7 (b) Set User Preference-1

Preferences - Administrator

v General

InfoView Start Page:
® Home

O My InfoView

O Favorites

O Inbox

O Folder: (unspecified)
O Category: (unspecified) [ Browse Category |
© Dashboard: (unspecified) |  Browse Dashboard .|

O InfoView Page Layout (unspecified) |  Browse Page Layout .. |

Figure 1.7 (c) Set User Preference-2

Document Viewing:

@® In the InfoView portal

© In a single fullscreen browser window, one document at a time

C In multiple fullscreen browser windows, one window for each document

e. Click Web Intelligence and select the option Synchronize drill on report blocks. This
is the only change necessary to make Preferences accept all other defaults and click OK.

Figure 1.7 (d) Set User Preference-3

Drill options:
[0 Prompt when drill requires additional data
( Synchronize drill on report blocks ]
[ Hide Drill toolbar on startup
Start drill session:
© On duplicate report
® On existing report

HP Service Health Reporter (9.40) Page 13 0f 48



Integration Guide
Integrating SHR with MyBSM

Figure 1.7 (e) Set User Preference-4

Preferences - Administrator

v Web Intelligence

Select a default view format:
® Web V ] require
© Interactive
O PDF
When viewing a document:
© Use the document locale to format the data
® Use my preferred viewing locale to format the data

Step 2: Configuring BSM/SHR LW-SSO Authentication

Using Lightweight Single Sign-on (LW-SSO), you can enable a MyBSM user to access SHR
reports with the same user credentials.

Note: As SAP BusinessObjects is a third-party application, Single Sign-on (SSO) cannot be
directly achieved with BSM using LW-SSO. For MyBSM, SSO is first setup between the SHR
Admin Web App and BSM using LW-SSO as explained in Step 2. Then, SSO is setup between
the SHR Admin Web App and SAP BusinessObjects using SAP BusinessObjects Trusted
Authentication as explained in Step 3.

To configure LW-SSO, perform the following steps:
1. Copy the LW-SSO token from BSM:
a. Logontothe BSM system as Administrator.

b. Navigate to Admin > Platform > Users and Permissions tab Click Authentication
Management.
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Figure 2.1

yice Management - Platform Administration

@ »  MyBSM Applications v Admin » Help »  Site Map
= i
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Name Value
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-
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Name Value

Smart Card Authenticstion Configuration Made Disabled

Lightweight Directory Access Protocol Gonfiguration

Name Value

Remote users repository mode Disabled

c. Copy the Token Creation Key (InitString) and note it down in a text file.
d. Click Configure.

The SSO Configuration Wizard appears.
e. Click Single Sign-On.

Figure 2.2
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r B
| SSO Configuration Wizard — o — e — S—
|| Introduction Single Sign-On Cenfiguration
r= : Choose and configure a Single Sign-On Authentication Mode:
Summary i
O IdentityManagement
® Lightweight
O Disabled
Lightweight Single Sign-On Configuration
" JMX to get Token Creation Key (intString) | s8cynw76T1C7 1 W
HP Business Service Management Domain ! Parse automaticaty
* %
| Trusted Hosts/Domains | Type | |
:. hpswiabs.hp.com DNS ‘ .
jnd.np.con] | ons |
| | |
| | ‘ |
il |
| | |
[ ["] Enable SAML2 authentication schema
™ |
2

f. Under Trusted Hoists/Domains, add the SHR and BSM domain names.

Note: If SHR and BSM are hosted on the same domain, it is enough it add the domain

name once to the Trusted Hosts/Domains list.

g. Uncheck the Enable SAML2 authentication schema check-box.
h. Click Next, and then click Finish.
i. Restart the BSM services for the authentication changes to take effect.
2. To configure LW-SSO in SHR, perform the following steps:

a. Logonto SHR Administration Console by typing the address

http://<hostname>:21411/BSMRAppApp in the browser window, where hostname is the

name of the server on which SHR is installed.

b. Goto Administration > Security in the left pane.

HP Service Health Reporter (9.40)
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Figure 2.3
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c. Click Security and the LW-SSO tab opens as shown in figure below.
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Figure 2.4

Security ﬁ

| [ Lw-s30 || BO Trusted Authertication |

LW-550 Configuration

Erakled I

Damain |training.hp.u:u:|m| |

Expiratiu:un Period |E|:| |

[rmins]

Init String [sizlziDTuszs |
ind.hp.com =

Praotected Daomains

Copy the values from the Token Creation Key (InitString) field in BSM (This is the InitString
you have copied from BSM to a text file.) and paste them into the Init String field.

Check the Enabled option.
In the Domain field, enter the SHR domain.

In the Expiration Period field, enter the recommended value of 60 minutes for LW-SSO
configuration.

In the Protected Domains field, add the BSM domain name.

Note:

i. Evenif SHR and BSM are hosted in the same domain, add the domain name to
the Protected Domain field.Even if SHR and BSM are hosted in the same
domain, add the domain name to the Protected Domain field.

ii. Ensure <INSTALL_DIR>\PMDB\data\config.prp, bo.cms is set to fully
qualified name of the SHR system.

Click Save to save the configuration as shown in figure 2.3.

A confirmation message stating LW-SSO Configuration saved successfully. Please
restart the HP_PMDB_Platform_Administrator' service for these changes to
take effect appears. Restart this service as explained in Step 3.
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Step 3: Configuring SAP BusinessObjects Trusted
Authentication

To setup SSO between the SHR Admin Web App and SAP BusinessObjects, perform the following
steps:

1. Onthe SHR system, go to Administration >Security > BO Trusted Authentication.
2. Check the Enabled option.
3. Entera string of your choice in the Shared Secret field.

Figure 3.1

Security @

| | Lw-530 || BO Trusted Authertication |

BO Trusted Authentication Configuration

Enabiled ¥

Shared Secret | | gu:;;ue i=

Note: SAP BusinessObjects Trusted Authentication works based on a shared secret
mechanism between the SHR Admin Web App and SAP BusinessObjects. The string you
enter in figure 3.1 is the shared secret. This string is the same shared secret across SHR
Admin Web App and SAP BusinessObjects.

To verify if the same shared secret is also configured in SAP BusinessObjects, log on to
SAP BusinessObjects CMC.

4. Click Save to save the configuration.
5. Restart the HP_PMDB_Platform_Administrator service from the Windows services list, to

apply the changes made in "Step 2: Configuring BSM/SHR LW-SSO Authentication" on
page 14 and "Step 3: Configuring SAP BusinessObjects Trusted Authentication" above.

Note: On a Linux host, log on as a root user and run the following command:

Service HP_PMDB_Platform_Administrator stop/start
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Step 4: Generating the Report Component XML and
Loading it to MyBSM

Every MyBSM component, such as any of the eight NNM components shown in Figure 4.1, is
represented in XML files located on the BSM host. To make an SHR report appear in the

Component Gallery of MyBSM, create an XML and deploy it in the BSM host.

Generate the component XML file using the ComponentGenerator command on the SHR host and
load it to the BSM host through a combination of manual copying and using the JMX Console.

Figure 4.1
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To generate the report component XML file, perform the following steps:

1.

2.

HP Service Health Reporter (9.40)

Log on to the SHR system.
Open a command line window (for Windows) or a shell prompt (for Linux) .

Run the following commands to see the ComponentGenerator syntax:

For Windows: %PMDB_HOME%\bin\ComponentGenerator

For Linux: $PMDB_HOME/bin/ComponentGenerator
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Fig

ure 4.2 (Windows)

[t Administrator: Command Prompt

Mic

rozoft Windows [Uersion 6.1.76811

Copyright (c)> 20809 Microsoft Corporation. A1l rights reserved.

C:slUsersvAdministrator>G:s\HP-SHRNFMDB hin“ComponentGenerator
uzage: Component Generator XML

-C

{Category Mame? Category Name

-d {Document Id> Document Id

-f

{Number> Optional Parameter: lUse non zero value if your
report does not accept any parameter

~h Help
-1 <File Location> File Location

=N
|

{Component Mame> Component Hame
UserssAdministrator?

4. Run the following command to generate the XML file:

For Windows: %PMDB_HOME%\bin\ ComponentGenerator -c <categoryName> -d

<do

cumentId > -n <componentName> -1 <outputDir> -f <optional Parameter>

For Linux: $PMDB_HOME/bin/ ComponentGenerator -c <categoryName> -d <documentId

> -

n <componentName> -1 <outputDir> -f <optional Parameter>
Category Name = This is the Category to be created in Component Gallery in MyBSM

Document Id = This is the report’s unique document ID — see the "Finding the Document ID
of a Report " on page 46 section for more information.

File Location = This is the directory where the component XML file will be created

Component Name = The Component name to be created for the report in MyBSM (note the
use of quotes here)

Optional Parameter = Use non zero value if the report does not accept view or CIID as
parameter.

Note: The above command generates <Component
Category><componentName>.uim.xml file in outputDir.

Figure 4.3 (Linux)

C:xUzerssAdministrator>C:~HP-SHR\FMDE“bin“ConponentGenerator —c SHR —d Adx_pEFdD
FILtIcHMCE?KLE: -1 C-sUserssAdninistratorsDesktop —n "SM Heat Chart"

SHR

Adx_pEFdD?9Lt3cMC52KLGs

8M Heat Chart
CasUserssAdninistratorsDesktop

File Location

Component xml generated successfully. XML file location [C:slserssAdministrators
Desktopl

To load the component to MyBSM, perform the following steps:

HP Service
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1. Onthe BSM system, copy the component XML file to ¥TOPAZ_
HOME%\ conf\uimashup\import\toload\Components.

Note: If BSM is deployed in a distributed environment, the XML file resides in the
Gateway Server.

2. Load the XML (*.uim.xml)file using the JMX Console.

a. Logontothe BSM JMX Console by entering the address http://<bsm
hostname>:8080/jmx-console/ into the browser window.

b. Enter BSM credentials if prompted for a username and password.

c. Click service=UIMDatalLoader link as shown in figure 4.4 (a) and navigate to JMX MBean
View screen as per figure 4.4 (b)

Figure 4.4 (a)

/o JBoss IMX Management Console — bsm {0.0.0.0) - Windo

6__‘\-—‘); - I"_‘: http: ffbsm: S0S0 imx-console)

J <7 Favorites J rs [BF] infoviews & | web Slice Gallery -

<. dBoss IME Managerment Console - bsmn (0.0.0.0) I I

> Find: |

Foundations

ce=Geographical L ocations Data
e=lndependentProcesses.MXIinfo

service=ThreadPogoiManager
service=MNDatal cader
service—hot-deploy-jars
service=ssh-operations
service=users-remeote-repository
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Figure 4.4 (b)

(ﬁ/n JMX MBean View

MBean Name; Domain Name:  Foundations
service! UIMDataloader
MBean Java Class: com.hp.bsm.uim.dataloader. DataloaderImpl

Back to Agent iew  Refresh MBean View

d. Gotothe method named boolean loadComponentsGallery ()

Figure 4.5

hoolean loadComponentsGallery()

Load Components galleries from XML fles. Cntionally skip those that ready exist on this server,

Param |ParamType| ParamValue ParamDescription

‘customerld ‘mt i ‘Customer IC, '0" means that this aperation will e executed for all customers

‘ovemde \boolean

T ' Falss ‘If true: import ALL components from the file (overriding existing ones), If false: skip existing companents

e. Enter0as input value in the text field.
f. Click Invoke to load the *.uim.xm1l file.

If the load process is successful, the component XML is moved to the %$TOPAZ__
HOME%\ conf\uimashup\import\loaded\Components folder.

If the load process fails, the component XML is moved to the %¥TOPAZ
HOME%\ conf\uimashup\import\errors folder.
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Figure 4.6

(ﬁﬁ] JMX MBean Operation Result loadComponentsGallery ()

Back to Agent View Back to MBean View Reinvoke MBean Operation

S

3. To verify the availability of the component in MyBSM console:

a. Logontothe BSM userinterface.
b. Click MyBSM

c. Click New Page > Component Gallery.

Figure 4.7
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Application Health Application Health Application Health
Business Summary Distribution Performance
=l [EE— —— i

d. The component must be available within the category.
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Figure 4.8
+ & XK *
[ &l Categories
O BRIt &
[ biagnostics (11 &
[ End User Management (271 &
[ Genersl 1
O] mmnicEy &
O] omee &
[]  Performance han
[ =ervice
O e Health An... (1) &
SHR (17
[ siteScope () &

4. To verify the wiring, Click Wiring as shown in Figure 4.9.

Note: By default, all reports are wired on CIChange and ViewChange event. If the report
does not support any events, clear the check-box to disable the wiring.

Figure 4.9

CIChange
ViewChange

View Explorer SR CPU

Source Component Context
iew Explorer CIChange
Wiew Explorer ViewChange

Step 5: Creating MyBSM Page and Adding the Report
Component

You must create a MyBSM page and add the SHR report to it as a component.
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To create a MyBSM page, perform the following steps:
1. Onthe BSM userinterface click Create New.

Figure 5.1

Select Page || & oE &

|New Page I

2. Split the page as per the requirement.

Figure 5.2

[ Business Service Management - My BSM
-¢ - MyBEEM  Applications «  Admin + Help +»  Sibe Map

RO View X I MHew Page(l) X

3. Click Components and drag-drop the components, such as View Explorer, to trigger the
events.

4. Drag and drop the required SHR components. The SHR report can be viewed in the MyBSM
page.

5. Save the page to view it from the MyBSM user interface.

Steps for Integrating SHR with OMi 10
Enable Global ID OMI10 System

Global ID must be enabled for multiple BSM scenarios. One BSM system acts as a central
BSM and all the other BSM systems reconcile with the Global ID generated at the central
BSM system.

1. From the OMi 10 system, change the Global ID Generator settings from the Jmx Console
using the following link:

http://localhost:21212/jmx-console/

HP Service Health Reporter (9.40) Page 26 of 48



Integration Guide
Integrating SHR with MyBSM

2. Click UCMDB:service=Multiple CMDB Instances Services. The UCMDB:service=Multiple
CMDB Instances Services page appears.

3. Click setAsGloballdGenerator.

WG Search TWG{Tist Operations Index

UCMDB:service=Multiple CMDB Instances Services

Operations:

fetehAllDataFromAnotherCDE Synes all data from the specified serer
eiGloballdGeneratorScones Gets global id generatar scopes

setAsGloballdGeneratar Sets as global id generator

sethsGloballdGeneratarForScopes Sets the global id generator scopes

setAsNanGloballdGenerator Sets the glabal ID generator to an empty list

4. Type the following values:
customerlD - 1
dbTimeout - 1

5. Click Invoke.

setAsGloballdGenerator

Seis as giobal id generaior

Mame Type “alue Description
customerlD  java.lang.nteger |1 Custamer 1D
dhTimeout  java.lang.nteger |1| DB timeout in minutes. Leave empty or put-1 for default

Invoke

Omi 10 is set as Global ID Generator.

Step 1: Creating a User in SHR and Configuring
Preferences
As a prerequisite, you should have already created a user account in OMi 10 with permissions to

create and view pages in MyBSM. This OMi 10 user should also be a userin SHR with
authorization to view SHR reports.

SHR uses SAP BusinessObjects for user management. To create a userin SHR, perform the
following steps:
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1. Logonto SAP BusinessObjects Central Management Console (CMC) using the following
link:

http://<hostname>:8080/CmcApp

Note: The hostname must be the name of the server on which SAP BusinessObjects is
installed.

Figure 1.1 Log on screen of SAP BusinessObjects Central Management Console

@ HP Service Health Reporter

Log On ta the Contral Manag 1 Consol Help

Entar your usar information and click Log On,
(11 you are unsuse of your account nTormation, contact your $ystiem adminisbralorn )

System: | S A0

Ligar Mame: |sdministrator]

Password: I_
Autherticatior: [Enterprise =

2. Select Users and Groups from the drop-down box.
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Figure 1.2 CMC Users and Groups screen

[#7] Central Management Console

@ HP Service Health Reporter

CMC Home =]

Access Levels
Applications
Authentication
= CMC Horme
Calendars
Categories
Connections
Ewants
Federation
Faolders
Inboxes
Instance Manager
License Keys
Fersonal Categorie
Personal Folders
Profiles

Qaa''s

Query Results
Replication Lists
Semers
Sessions
Settings
Temporary Stoggiye
|Unive

P M

28§

A.:J
<l

1| %) ) B 6 %) A = @ [

3. Select User List and click Create New User icon as shown in figure 1.3.

Figure 1.3 Creating a new user

[E5] —=ntral Management Console

Harme

Administrataor

B[

BN

Suest

4. Enterthe user details in the New User window as shown in figure 1.4 (a).

Note: The SAP BusinessObjects username must be the same as the Account Name in
HP OMi 10.
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a. Check Password never expires under Enterprise Password Settings.

b. Click Create & Close.

Figure 1.4 (a) Create New User Screen

@ HP Service Health Reporter

Loading...

Authentication Type: Ertesprise -1

—Amm}umm

Full Nome: [Mytsm adein

[ - [

&=
& =
E= Descripon
=
& Erterpriss Password Settings:
" Pazsword  |ssssssssss ¥ Pazsword never expires
»
- Confim: |eessssssss T User must change password ot necdt logon
o T User cannot change password
-
= Connection Type
“ & Concument User
C Named Usar

The newly created user appears in the User List as shown in the following figure:

Users and Groups 7

Welcome: Administrator | Help | Preferences | About | Log Out

o

A anage » Acions « ey 2= 0
A\g“*ﬁ»flﬁié’o&%@;ﬂl{i-‘ & ([ ety b
B ﬁUgerl_igt D Name Full Name Type Description Date Modified
? ggﬁGmupUsl & admin MyBSM admin User May 21, 205 2:25PM
é'éGfOUPHWCW & Administrator User Adminitrator account May 21, 2015 223 PM
j'@‘gi\drmﬂwOm & Guest User Guest accourt Aor 28 2015 1236 P

5. Toadd the SHR user to Administrator group, perform the following steps:

a. Select the user you created and click the Add member to user group icon as shown

below.
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Figure 1.5(a).

Manage - Actions -

s el =l 5] N s o
& o | 05 ttr- el

- - —y
i |
: User List |.l:'.|:||:| member to user group ame

""" & Sroup List

e

b. A pop-up window Join Group: <username> appears as shown in figure 1.5 (b).

Figure 1.5 (b)

Join Group: admin 70X
Choose a Destination Group to Add Selected Users/Groups to
Ayailable Groups Destination Group(s)
Searthtie - P Mo Jofz » M Hame
-5 j: Hame: Date Created
& Administrators Way 28, 2013 7:23 AM
& QzaWs Group Designer hiay 28, 2013 7:23 AM
& Report Comversion Tool Users hiay 28, 2013 7:23 AM
& Translators hiay 28, 2013 7:23 AM
&4 Universe Designer Users May 28, 2013723 AM >
%
c. Tomove Administrators from Available Groups to Destination Group(s), select
Administrators, click >, then click OK as shown in figure 1.5 (c).
Figure 1.5 (c)
Saarch title - | el W4 ofl b M Hame

- B Graup List Hame Date Created Administrators

Adrinistrators ¥ 013 7:23 AM
QlaaVW's Group Designer May 28, 2013 723 AM
Report Corversion Tool Users May 28, 2013 7:23 AM
Translators May 28, 2013 7:23 AM

Universe Designer Users Way 28, 2013 723 AM

.22 Group Hierarchy

BEB E‘;E

’E

6. To verify User and Group configuration, perform the following steps:
a. Double-click Admin, the user you created from the list of users.

b. Select Member Of and check if Administrators is listed on the right side as shown in figure
1.6.
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Figure 1.6
Member OF admin
Propertie — -
e Jdoin Group Remove
U=ser
Mismiber OF __ L |mitie
Profile walues —;- Adrministrators
Account Manager Lt Everyone

7. To ensure proper functioning of the Drill Up/Drill Down functionality in reports while accessing

them from the MyBSM console, you must set the user preferences as follows:

a. Logonto SHR InfoView as SHR user from the following link:

http://<hostname>:<port>/InfoViewApp

where, hostname is the name of the server on which SAP BusinessObijects is installed.

b. Click Preferences in the upper right corner as shown in figure 1.7 (a).

Figure 1.7 (a)

Help | Preferences Log Ciut
+ x
Welcome, admin

c. Under General,enable the options as shown in the following figures:
Figure 1.7 (b) Set User Preference-1

Preferences - Administrator

v General

InfoView Start Page:
® Home

O My InfoView

O Favorites

O Inbox

O Folder: (unspecified)

O Category: (unspecified) [ Browse Category ]

O Dashboard: (unspecified) [ Browse Dashboard ]

© InfoView Page Layout: (unspecified) |__ Browse Page Layout |
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Figure 1.7 (c) Set User Preference-2

Document Viewing:

@ Inthe InfoView portal

O In a single fullscreen browser window, one document at a time

O In multiple fullscreen browser windows, one window for each document

d. Click Web Intelligence and select the option Synchronize drill on report blocks. This
is the only change necessary to make Preferences accept all other defaults and click OK.

Figure 1.7 (d) Set User Preference-3

Drill options:
[J Prompt when drill requires additional data
( Synchronize drill on report blocks ]
[ Hide Drill toolbar on startup
Start drill session:
© On duplicate report
® On existing report

Figure 1.7 (e) Set User Preference-4

Preferences - Administrator

v Web Intelligence

Select a default view format:
® Web (no downloading required
Q© Interactive (no downloading required
© PDF (Adobe AcrobatReader rec lired
When viewing a document:
O Use the document locale to format the data
® Use my preferred viewing locale to format the data

Step 2: Configuring OMi 10/SHR LW-SSO Authentication

Using Lightweight Single Sign-on (LW-SSO), you can enable a MyBSM user to access SHR
reports with the same user credentials.

Note: As SAP BusinessObijects is a third-party application, Single Sign-on (SSO) cannot be
directly achieved with OMi 10 using LW-SSO. For MyBSM , SSQO is first setup between the
SHR Admin Web App and OMi 10 using LW-SSO as explained in Step 2. Then, SSO is setup
between the SHR Admin Web App and SAP BusinessObjects using SAP BusinessObjects
Trusted Authentication as explained in Step 3.
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To configure LW-SSO, perform the following steps:
1. Copy the LW-SSO token from OMi 10:
a. Logontothe OMi 10 system as Administrator.
b. Navigate to Administration > Users > Authentication Management.
c. Copy the Token Creation Key (InitString) and note it down in a text file.
d. Click Configure. The SSO Configuration Wizard appears.

Figure 2.1

(/) Operations Manager Workspaces v Administration v Qsearch oy men ems drzdminv

Administration - Users - Authentication Management

Single Sign-On Configuration

Name Value

Single Sign-On Mode Lightweight

Token Creation Key (initString) 1T2299:0R%Y

HP Operations Manager i Damzin Parse automatically
Trusted Hosts/Domains [ind.hp.com]
Enable SAML? authentication schema false

Smart Card Authentication Configuration

Name Value
Smart Card Authentication Configuration Mode Disabled
Confiqure

Lightweight Directory Access Protacol Configuration

Name Value
Remate users repository mode Disabled
Add new configuration

e. Click Single Sign-On.

Figure 2.2
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Single Sign-On Configuration = ’
Introduction Single Sign-On Configuration
} Single Sign-On
Choose and configure a Single Sign-On Authentication Mode:
Summary
@] IdentityManagement
(® Lightweight
O Disabled
Lightweight Single Sign-On Configuration
Token Creation Key (initString) | rTz288cQRSv
HP Operaticns Manager i Domain Parse automatically
3
Trusted Hosts/D: i Type
ind.hp.com DNS
[7] Enable SAML2 authentication schema
\ 4

f. Under Trusted Hoists/Domains, add the SHR and OMi 10 domain names.

Note: If SHR and OMi 10 are hosted on the same domain, it is enough it add the
domain name once to the Trusted Hosts/Domains list.

g. Uncheck the Enable SAML2 authentication schema check-box.
h. Click Next, and then click Finish.
i. Restart the OMi 10 services for the authentication changes to take effect.
2. Toconfigure LW-SSO in SHR, perform the following steps:
a. Logonto SHR Administration Console from the following link:
http://<hostname>:21411/BSMRAppApp
where, hostname is the name of the server on which SHR is installed.

b. Goto Administration > Security in the left pane.
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Figure 2.3
[ﬁﬂ Administration Consale [-Ifﬂ Adrministration Console
4 Administration Consale = & Administration Console -3
Home | Home
I Home ’ _‘ Topology Source g
S S| § Collection Configuration -3 StusS
Servie! 5 pgministration | | [Eee
§ Systern Confipuration s
SAP B sapE
' Licensing
B Security
i Dota Processing
i sAF BOB
i aging
H Services
= W Shift Mansgement ——
. ' Deployment Manager E
| Conte . | Conte
I Collector Configuration
e =
SysPe
Core [ Core |
EHCE BHDE
| Streas  Streai
F’ J
-3
3
3 internal Monitoring s 3 internal Monitoring E3

c. Click Security and the LW-SSO tab opens as shown in figure below.

Figure 2.4

HP Service Health Reporter (9.40)

@ Administration Console Server icense (50 Nodes Enitement) wil expie on Jun 27, 2015 11:59.59PM “Tme zone : GMT Use: administrator ~ (“Logout |
# Administration Console ==
& Topology Source | Security 0
£ Collction Configuration
& Administaton il | TTVER0 || 80 Tustsd urerieton |
2 ystem Confuration LW-550 Configuration

Enked @
< Lenshy Donin hpeom
= Security {mirs)

It Sting |ma2seecRe
2 Daa Processig

ind.1p.com

3 w08 ProbledDamans
2 hgng
|
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d. Copy the values from the Token Creation Key (InitString) field in OMi 10(This is the
InitString you have copied from OMi 10 to a text file.) and paste them into the Init String
field.

e. Check the Enabled option.

f. Inthe Domain field, enter the SHR domain.

g. Inthe Expiration Period field, enter the recommended value of 60 minutes for LW-SSO
configuration.

h. Inthe Protected Domains field, add the OMi 10 domain name.

Note:
i. Evenif SHR and OMi 10 are hosted in the same domain, add the domain name to
the Protected Domain field.Even if SHR and OMi 10 are hosted in the same
domain, add the domain name to the Protected Domain field.

ii. Ensure <INSTALL DIR>\PMDB\data\config.prp, bo.cms is set tofully
qualified name of the SHR system.

i. Click Save to save the configuration as shown in figure 2.4.
A confirmation message stating LW-SSO Configuration saved successfully. Please

restart the HP_PMDB_Platform_Administrator' service for these changes to
take effect appears. Restart this service as explained in Step 3.

Step 3: Configuring SAP BusinessObjects Trusted
Authentication

To setup SSO between the SHR Admin Web App and SAP BusinessObjects, perform the following
steps:

1. Onthe SHR system, go to Administration >Security > BO Trusted Authentication.
2. Check the Enabled option.

3. Entera string of your choice in the Shared Secret field.

HP Service Health Reporter (9.40) Page 37 of 48



Integration Guide
Integrating SHR with MyBSM

Figure 3.1

Security Q

| | LW-SS0 || BO Trusted Authertication |

BO Trusted Authentication Configuration
Enakled [+

Shared Secret | | Eguifeaclﬂue iz

Note: SAP BusinessObjects Trusted Authentication works based on a shared secret
mechanism between the SHR Admin Web App and SAP BusinessObjects. The string you
enter in figure 3.1 is the shared secret. This string is the same shared secret across SHR
Admin Web App and SAP BusinessObjects.

To verify if the same shared secret is also configured in SAP BusinessObjects, log on to
SAP BusinessObjects CMC.

4. Click Save to save the configuration.

5. Restart the HP_PMDB_Platform_Administrator service from the Windows services list, to
apply the changes made in "Step 2: Configuring OMi 10/SHR LW-SSO Authentication" on
page 33 and "Step 3: Configuring SAP BusinessObjects Trusted Authentication" on the
previous page.

Note: On a Linux host, log on as a root user and run the following command:

Service HP_PMDB_Platform Administrator stop/start

Step 4: Generating the Report Component XML and
Loading it to MyBSM

Every MyBSM component, such as any of the eight NNM components shown in Figure 4.1, is
represented in XML files located on the OMi 10 host. To make an SHR report appear in the
Component Gallery of MyBSM, create an XML and deploy it in the OMi 10 host.

Generate the component XML file using the ComponentGenerator command on the SHR host and
load it to the OMi 10 host through a combination of manual copying and using the JMX Console.

HP Service Health Reporter (9.40) Page 38 of 48



Integration Guide
Integrating SHR with MyBSM

Figure 4.1

Component Gallery O x

Search

L] Al Categories

] BRIt &

[ Diagnostics (1) &

[ End User Managemert (277 &

1 ceneral £1y All Open Key Laver 2 Heighbor Layer ¥ Heighbor

¥ | @ & Incidents View View

1 omE) &
Performance Manag... (21 &
Service Health (191 &
Service Heatth &n.. (11 & . __|
SteScope (1) & MPLS VPH Inventory Owverall Hetwork Owerall Hetwork
SLM(13) & Health Health {Hode Group ...
S04 013 &
Tranzaction Manag... (7]
Mot Categorized (0) B

. 6 NNM
Path View Router Redundancy Components
M '\-’B S M Groups Inventory

L\ Calegories Component
- Name

To generate the report component XML file, perform the following steps:
1. Logontothe SHR system.
2. Open a command line window (for Windows) or a shell prompt (for Linux) .
3. Run the following commands to see the ComponentGenerator syntax:
For Windows: %PMDB_HOME%\bin\ComponentGenerator

For Linux: $PMDB_HOME/bin/ComponentGenerator

Figure 4.2 (Windows)

[t Administrator: Command Prompt

Microsoft Windows [Verzion 6.1.7681]
Copyright (c> 2009 Microsoft Corporation. All rights reserved.

C:slUzerssAdministrator>C:\HP-SHR\PMDBE~bin“ComponentGenerator

usage: Component Generator HML

-¢ {Category Name> Category Name

-d {Document Id> Document Id

-f {Numher> Optional Parameter: Use non zero value if your

report does not accept any parameter

~h Help

-1 <{File Location> File Location

-n {Component Mame> Component MName
C:sUsersvAdministratory
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4. Run the following command to generate the XML file:

For Windows: %PMDB_HOME%\bin\ ComponentGenerator -c <categoryName> -d
<documentId > -n <componentName> -1 <outputDir> -f <optional Parameter>

For Linux:$PMDB_HOME/bin/ ComponentGenerator -c <categoryName> -d <documentId
> -n <componentName> -1 <outputDir> -f <optional Parameter>

Category Name = This is the Category to be created in Component Gallery in MyBSM

Document Id = This is the report’s unique document ID — see the "Finding the Document ID

of a Report " on page 46 section for more information.

File Location = This is the directory where the component XML file will be created

Component Name = The Component name to be created for the report in MyBSM (note the

use of quotes here)

Optional Parameter = Use non zero value if the report does not accept view or CIID as

parameter.

Note: The above command generates <Component
Category><componentName>.uim.xml file in outputDir.

Figure 4.3 (Linux)

C:sUserssAdministrator»Ca\HP-SHRENPMDB“hin~ComponentGenerator —c SHR
77LtIcHMCL?KLEs -1 C-sUserssAdministrator~Desktop —n '"SM Heat Chart'

Category Mame SHR
Document Id := Adx_pEFdD??Lt3cHC5?KLGs

Component Mame := %M Heat Chart
File Location := C:sUserssAdninistratorsDesktop

—d Adx_pEFdD

Component xml generated successfully. XML file location [C:sUserssAdministrators

Dezktop]

To load the component to MyBSM, perform the following steps:

1. Onthe OMi 10 system, copy the component XML file to %$TOPAZ_
HOME%\ conf\uimashup\import\toload\Components.

Note: If BSM is deployed in a distributed environment, the XML file resides in the
Gateway Server.

2. Load the XML (*.uim.xml)file using the JMX Console.

HP Service Health Reporter (9.40)

Page 40 of 48



Integration Guide
Integrating SHR with MyBSM

a. Onthe OMi 10 system, log on to the OMi 10 JMX Console using the following link:

http://localhost:29000/mbean?objectname=Foundations % 3Aservice% 3D UIMDatal oader

b. Enter the credentials if prompted for a username and password.

c. Click service=UIMDatalLoader link as shown in figure 4.4 (a) and navigate to JMX MBean

View screen as per figure 4.4 (b)

Figure 4.4 (a)

== JBoss IMX Management Console — bsm {0.0.0.0) — Windo

6\2—‘)} - I"_‘: http: ffbsm: S0S0 imx-consols)

J <7 Favorites J rs [BF] infoviews & | web Slice Gallery -

<. dBoss IME Management Console - bsm (0.0.0.0) I I

> Find: |

Foundations

service=ThreadPoolhManager
service=MNDatal cader

service=hot-deploy-jars

service=sh-operations
service=users-remote-repository

Figure 4.4 (b)

(ﬁ/n JMX MBean View

MBean Name: Domain Name:  Foundations
service! UIMDataloader
MBean Java Class: com.hp.bsm.uim.dataloader.DataloaderImpl

Back to Agent View Refresh MBean Yiew

d. Go tothe method named boolean loadComponentsGallery ()
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Figure 4.5

boolean loadComponentsGallery

Load Components galleries from XML files, Optionally skip those that already exist on this server,

Parameters
Name | Class Value Description
custornerId |int |1 Customer ID, '0' means that this operation will be executed for all customers
override hoalean Crue © false [If true: import ALL cormponents from the file (overriding existing ones), if false: skip existing components

Invoke |

e. Enter1 as input value in the text field.
f. Click Invoke to load the *.uim.xm1l file.
Before upload the component is visible on OMi 10 system in the following location:
C:\HPBSM\conf\uimashup\import\toload\Components
After successful upload, the component is visible in the following location:

C:\HPBSM\conf\uimashup\import\loaded\Components

Figure 4.6

MX4 JMX Agent View

Server view BBean view Absut

MBean operation: invoke method on MBean Foundations:service=UIMDatal oader
Irwiocation successful
Result vahse:

trwe

3. To verify the availability of the component in MyBSM console:

a. Logon tothe OMi 10 user interface.

b. Click Workspaces > My Workspace > Component Gallery.
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Figure 4.7

Component Gallery

&

|| Aucategaries

| Event Management (0}
| General {0)
| NNMi0) &
| Performance Manag... (2) @

[1 Service Health (10) &
SHR (1]

[ SHR_1080(1)
SiteScope (0) @

| User Engagement (0}
Not Categorized (0) (]

-

Perfn-rmnn[: Graphs

c. The component must be available within the category.

Figure 4.8

Component Gallery

|[* ¢ x % ¢ & x

| All Categories

i | EventManagement (0} |
] General (0)
(]

| Performance Manag... (2} @ Heaanon
|| Service Health (10) &
e
"1 SHR_1080(1)
| SiteScope (0} 8
| User Engagement [0}
|1 Mot Categorized (0) (]

Close | Help

4. To verify the wiring, Click Wiring as shown in Figure 4.9.
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Note: By default, all reports are wired on CIChange and ViewChange event. If the report
does not support any events, clear the check-box to disable the wiring.

Figure 4.9
Edit Component =
“rErTe ST -
P http:{jiudf\fmlj‘IDBD.hpswlabs.adapps.hp.com:2141 TikAySHR ;I
JServiceReportServlet?iDoclD =Ad=_pEFdO99Lt 3cMCS9KLES ;I
Search

Description :

Display last update label

x

¥ Categorize COmponent
# Configure Wiring

Wiring Context = b4

ClChange

URL Parameters and Yalues for CIChange
WiewChange

*%ou can drag attribotes fram the attribute list or press Akt +Ctrl +1 0 insert the selected
attribute into the parameter walue,

x Attributes :
LIRL Pararmeter vabe == ack_rleared_time : =
[Path] My SHRIServiceReportSeryl = <<ack_id ==
[[n'at= ] Adk_pEFADS9LT 3ckC SAKLE == ack_update_time :
- | |<<cid ==

-

http: /S fvmO 1080 . hpswlabs. adapps.hp.com: 21471
e SHR

URL pattern :|

Ok Cancel Help

Step 5: Creating MyBSM Page and Adding the Report
Component

You must create a MyBSM page and add the SHR report to it as a component.
To create a MyBSM page, perform the following steps:

1. Onthe OMi 10 user interface click New page.

Figure 5.1

Select Page b oo D

Mew Page

2. Split the page as per the requirement.
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5.

Figure 5.2

[

| Split

Click Components and drag-drop the components, such as View Explorer, to trigger the
events.

Drag and drop the required SHR components. The SHR report can be viewed in the MyBSM
page.

Save the page to view it from the MyBSM user interface.

Best Practices

Use existing SHR Report template for creating new reports and integrate it with MyBSM to
utilize the formatting features and structure aligned with out-of-the-box (OOTB) reports.

Use the existing user name that is configured in HP Business Service Management BSM user
credentials for creating new Mashup reports in SAP BusinessObijects. If the user does not exist,
create a new user with the same name.

All SHR OOTB reports might not be qualified for integrating with MyBSM. For such reports, a
prompt parameter is mandatory and BSM cannot generate that parameter.

Tointegrate an OOTB SHR report with MyBSM, copy the report under Mashup Reports folder in
SAP BusinessObjects InfoView, rename it (to differ with OOTB Report CUID), and perform any
customizations.

On CI change event for a Business service Cl type, the Business Service Cl(s) are passed as
parameters to the SM CPU Heat Chart and SM Memory Heat Chart reports. This is only
supported for Business Service Cls in this report.

If non-Biz Svc Cls need to be handled in custom mashup reports, a prompt named cilD should
be created using the CIID attribute from the corresponding dimension (for example, cilD of
Systems, Applications, and so on)

Create Summary reports at daily/hourly level, which can be easily integrated with My BSM,
because report refresh time is considerably reduced.

Make sure the reports have Date Range prompt with default values to improve performance. For
Inventory reports, add a Business Service/View prompt to experience better report performance.
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« Add Prompts as required, but provide default values, except when the report parameters are
provided by BSM, such as Business Service/Node CIID.

« To create new Objects/Filters in Universe, add them in Supplemental section of the respective
Universe.

« When creating new reports, create a new data provider for each set of measures/class to avoid
context related issues.

« Aim to minimize the report variables in Mashup reports.

o Seethe SAP BusinessObjects Web Intelligence Guide for new features and formatting related
concerns in Mashup reports.

Finding the Document ID of a Report

1. Log on to the SAP BusinessObjects InfoView by entering the address to
http://<hostname>:8080/InfoViewApp in the browser window.

2. Click Document List and navigate to the folder that contains the report.

Figure A.1
Title * Last Run / Type Owner
¥ SM Executive Summary Web Intelligence Report Administrator |:
Web Intelligence Report| Administrator
View
¥ SMSystema Properties Web Intelligence Report Administrator
Categories -
¥ SM SystemE Modify Web Intelligence Report Administrator
Schedule
¥ SM System F New ¥ Web Intelligence Report Administrator
Add >
w  SM System C Organize  » 5ro Web Intelligence Report Administrator
¥  SM System Inventory Web Intelligence Report Administrator

-

4 mn | k

Total: 9 objects

3. Right-click the Report and select Properties. The CUID value is the Document ID of the
report.
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Figure A.2

Properties - SM Heat Chart

v General Properties
Title: [SM Heat Chart
1D, LD 1593, Adw_pEFdD99LE2cMC59K LGS
File Mame: frenputfa_0S7 /0060001593 adx_pefdd99t23cmcS9klEs wid
Description: =]

=l

Keywords: |
Created: Aug 2, 2013 821 AM
Last Modified: Aug 2, 2012 8:21 AM
Last Run O
Locale: English {United States)

HP Service Health Reporter (9.40)

Page 47 of 48



We appreciate your feedback!

If you have comments about this document, you can contact the documentation team by email. If
an email client is configured on this system, click the link above and an email window opens with
the following information in the subject line:

Feedback on Integration Guide (Service Health Reporter 9.40)
Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client,
and send your feedback to docfeedback@hp.com.
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