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OpenSSL 1.0.1j Private Patch For HP PC 12.0x Releases 

January 2015
This document provides the following information about this patch:

Overview
System Requirements



 HYPERLINK  \l "_Installation_instructions" 

Installation Instructions


HP Software Support
Legal Notices
Overview
This patch updates the OpenSSL components installed with and used by Performance Center. The patch upgrades the OpenSSL files to version 1.0.1j which includes a fix for the POODLE vulnerability.
The POODLE vulnerability is in the protocol and is not specific to the implementation. There for, any implementation of of the protocol is affected.
For more details on the vulnerability, see https://www.openssl.org/news/secadv_20141015.txt.
Performance Center does not use the SSL 3.0 protocol.
However, since any implementation of the protocol is affected, all versions of Performance Center may be affected by proxy of the OpenSSL and the Windows operating system implementations it uses.
System Requirements 
This patch applies ONLY to version 12.0x (including sub-patches) of the below packages.
Note: Installing patch 1 for Performance Center 12.00 and 12.01 will replace the OpenSSL files with an older version (1.0.1h). Make sure to redeploy your system with this patch after updating it with patch 1.
Performance Center 12.01 Patch 2 already includes the updated OpenSSL files (1.0.1j). There is no need to redeploy these hotfix after installing Patch 2.
Matching HP Software packages:

· VuGen
· Analysis
· Load Generator
· Performance Center Host

· Performance Center Server
· Monitors Over Firewall

· MI Listener
· Monitor Probe for Microsoft COM+ Server Components
Installation instructions 
·  Manually replace each of the files below with the files included in the patch (see list below).
Make sure to replace all files under each of the locations for all of the Performance Center machines in the environment.
·  Restart the machine.

Note: Some of the systems do not contain the "\launch_service\bin" and\or the "\al_agent\bin" folders. In this case, there is no need to replace the files in that location.
	Files
	Locations to replace

	· libeay32_101_x32.dll
· libeay32_mic_101_x32.dll
· ssleay32_101_x32.dll
· ssleay32_mic_101_x32.dll
· openssl_101_x32.exe
	· \bin 
· \launch_service\bin
· \al_agent \bin

	· openssl_101_x64.exe
· libeay32_101_x64.dll
· libeay32_mic_101_x64.dll
· ssleay32_101_x64.dll
· ssleay32_mic_101_x64.dll
	· \bin 


 
HP Software Support
For support, you can visit the HP Software Support Web site at: www.hp.com/managementsoftware/services.
HP Software online support provides an efficient way to access interactive technical support tools. As a valued support customer, you can benefit by using the support site to:

· Search for relevant knowledge documents
· Submit and track support cases and enhancement requests

· Download software patches

· Manage support contracts

· Retrieve HP support contacts

· Review information about available services

· Enter into discussions with other software customers

· Research and register for software training 
Most of the support areas require that you register as an HP Passport user and sign in. Many also require a support contract. To find more information about access levels, go to: www.hp.com/managementsoftware/access_level 

To register for an HP Passport ID, go to: www.managementsoftware.hp.com/passport-registration.html 

Legal Notices

© Copyright 1992 – 2015 Hewlett-Packard Development Company, L.P.

For information about third-party and/or open source license agreements, see the Licenses directory on the product installation media.

Confidential computer software. Valid license from HP required for possession, use or copying. Consistent with FAR 12.211 and 12.212, Commercial Computer Software, Computer Software Documentation, and Technical Data for Commercial Items are licensed to the U.S. Government under vendor's standard commercial license.

The only warranties for HP products and services are set forth in the express warranty statements accompanying such products and services. Nothing herein should be construed as constituting an additional warranty. HP shall not be liable for technical or editorial errors or omissions contained herein.

The information contained herein is subject to change without notice.

Intel® Core™ are trademarks of Intel Corporation in the U.S. and other countries.

Microsoft®, Windows®, Windows® XP, Windows® 7, Windows® 8, Windows Server™ 2008 are U.S registered trademarks of Microsoft Corporation.

Oracle and Java are registered trademarks of Oracle and/or its affiliates.

Red Hat® is a registered trademark of Red Hat, Inc. in the United States and other countries.

Unix® is a registered trademark of The Open Group.
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