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Interface Polling

This document describes how to force NNMi to poll an interface. This document provides a step-by-step example of the
recommended process.

Problem Statement

By default, NNMi monitors interfaces that are connected in the NNMi topology or router interfaces that host an IP address.

You might run into situations that require NNMi to monitor additional interfaces. This paper describes the steps you must
complete to do this.



Technical white paper | HP Network Node Manager i Software

Solution
The easiest way to configure NNMi to monitor an interface is for you to create a monitoring configuration policy that
monitors interfaces with a specific custom attribute. After you create this new monitoring policy, you must put the specific

custom attribute on the interface. Finally, from the NNMi console, run a configuration poll on the node to let NNMi know that
it needs to monitor the interface.

Solution Example

Refer to the node called mcrouter184 shown in Figure 1. This node currently only has three connected interfaces:
Fa0/0,Et1/0 and Se0/1.

Figure 1: Node mcrouter184
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Double-click the node and choose the Interfaces tab to see the list of interfaces as shown in Figure 2.

There are few interfaces such as Fa 0/1, Se0/0 that are not monitored and are in the NoStatus state. This is because a non-
seeded or not discovered network device, hosts the interface that connects the link from Fa0/1 or Se0/0 of mcrouter184.
Such interface cannot view the neighboring interfaces due to the missing network devices and are called Unconnected
interfaces. To monitor an unconnected interface, you must create an interface group and apply a monitoring policy that
helps you to monitor such interface.

For example, if you want to monitor interface Fa0/1 along with the interfaces that are already being monitored, you must
perform the following steps:

1. Create aninterface group.
2. Create a polling policy for the members of this interface group.

3. Assigninterface Fa0/1 as a member of this group.
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Figure 2: Interface Fa0/1
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Setting up Polling

This section describes a one-time action that you do not need to do for each additional group of managed interfaces

Creating an Interface Group

1.

v ok W

The first step is to create an interface filter based on custom attributes as shown in Figure 3.
From the NNMi console, click Configuration.

Click Object Groups

Click Interface Groups

Click the New button to create a new Interface Group.
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Figure 3: Creating an Interface Filter
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6. Click the Additional Filters tab as shown in Figure 4.
7. For this example, name this group Force Poll IF Group.

8. The Node Group of Routers chosen here is optional. It indicates interfaces to be filtered only from nodes belonging
to Routers node group.

9. Setup the logic as shown in the figure below. The logic may or may not include EXISTS operator. Figure 4 below
shows the example with EXISTS operator. The logic will look for a custom attribute name of ForcePoll and a
custom attribute value of 1. Remember these values as you will need them in a future step.

10. Click Save and Close on the Interface Group form; click Save and Close for any outer forms as well.
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Figure 4: Configuring an Additional Filter
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You can filter Interface Groups using ifType Fitters and
Additional Filters. If you use both ifType Filters and Additional
Filters, Interfaces must match at least one ifType Filter and the
Additional Filters specifications to belong fo this Interface
Group. If you select a Node Group, the Interface must belong
to a Node that is @ member of that Mode Group. See Help —
Using the Interface Group form.

To test your Interface Group definition, select File — Save,
then Actions — Interface Group Details — Show Members
(Include Child Groups).

~+ NNM iSPI Performance

Used by NNM iSP1 Performance for Metrics and NNM iSPI for
Traffic.

Add to Filter List

When using the like or not like operators, use an * (asterisk) to match zero or more characters in

a sfring and a ? (question mark) to match exactly one character in a siring

To create an inclusive |P address range, use the between operator. Valid example: ipAddress
between 10.10.1.1 AND 10.10.1.255
For more information, click here

Filter Editor
Aftribute Operator Value
customAttr/alus = - Append
Insert
Replace
Append ~
AND
OR
. customattriiame = ForcePoll NOT
EXISTS EXISTS
i customattry/alue = 1 NOT EXISTS
Delete

Filter String
(EXISTS {customAtirName = ForcePoll) AND EXISTS (customaAttrivalue = 1))

Creating a Monitoring Configuration Policy (Polling Policy)

The next step is to create a monitoring configuration policy by following these steps:

1. Click the Monitoring Configuration workspace as shown in Figure 5.



Technical white paper | HP Network Node Manager i Software

Figure 5: The Monitoring Configuration Workspace
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2. C(lick the Interface Settings tab as shown in Figure 6; then note the current ordering values.

3. Click the Newicon
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Figure 6: The Interface Settings Tab
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4. Inthe Interface Settings form shown in Figure 7, enter an Ordering value that is lower (higher priority) than the
values you noted from the previous form. Entering a lower value causes this policy to apply to all interfaces (with
this Custom Attribute setting) by having the highest priority of all the policies.

5. Select Force Poll IF Group as the Interface Group.
IMPORTANT: You MUST select the following check boxes:
o  Enable SNMP Interface Fault Polling
o  Poll Unconnected Interfaces under Extend the Scope of Polling Beyond Connected Interfaces
o PollInterfaces Hosting IP Addresses under Extend the Scope of Polling Beyond Connected Interfaces

6. Select the Enable ICMP Fault Polling check box if you want to ping any IP addresses hosted on this interface. This
check box is not selected for this example.

Note: This example does not include any IP addresses hosted on this interface.

7. Select the Poll Link Aggregation Interfaces if you want unconnected Link Aggregation or Split Link Aggregation
member interfaces in switch-to-switch and server-to-switch connections to be monitored.This check box is not
selected for this example.
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Figure 7: Interface Settings Form
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monitored interfaces. It is recommended to use them with small node or Interface Groups.
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8.  Click Save and Close on this form as shown in Figure 8; click Save and Close for any outer forms as well.
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10

Figure 8: Interface Settings tab with Force Poll IF Group
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Now there is a polling policy associated with all members of the Force Poll IF Group. This policy requires that interfaces be
polled. The only exception would be if there were a higher priority policy (which there is not one in this example) or if the
interface has been manually unmanaged using the management mode.

Assign an interface to this interface group using a Custom Attribute

The final step is to make the desired interface a member of this group (doing so results in the interface inheriting this polling
policy) by assigning a custom attribute to the interface. Although there are few different ways to get to this convenience
feature, only one will be shown in this example.

1. With the interface form open, go to Actions -> Custom Attributes -> Add... as shown in Figure 9.
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Figure 9: Adding Custom Attributes
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2. After the form comes up, you must first clear the pre-selected value NPS Annotation as shown in Figure 10. This
pre-selected value pertains to a different feature than the one being discussed in this whitepaper.

Figure 10: Clearing the Preselected Value

Custom Attribute X

A Custom Attribute Name/\Value pair wil be added to each item you selected accerding to the values you enter
here.

NHHK iSPl Performance for Metrics only. To include additional Mode or Interface information in NNM iSPI Performance
for Metrics reportz, use the Name: NPS Annctation. Then, enter the Value to appear in the reports. See the help
topic: "Annotate HP Network Node Manager iSP| Performance for Metrice Software Reports”.

Entera M

Namé|[ENIEERN ) W Clear this

Value

3. Replace NPS Annotation with ForcePoll as shown in Figure 11 and set the value to 1. Remember that this is the
custom attribute name and value that you set up previously. Then click OK.

I
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Figure 11: Creating a Custom Attribute
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here.

NHM iSPl Performance for Metrics only. To include additional Mode or Interface information in MMM iZPl Performance
for Metrics reports, use the Mame: NP3 Annotation. Then, enter the Value to appear in the reports. See the help
topic: "Annotate HP Network Node Manager iSPl Performance for Metrics Software Reports™

Enter a Mame and “Value.

Mame ForcePoll

Value | 1|

| Cancel

4.  Click OK for the next dialog box as well.

Action complete for 1 of 1 tems.

5.  Depending on the size of the environment and the polling rate, this change might take several minutes to take

effect. You can run a manual status poll to speed up the process as shown in Figure 12.
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Figure 12: Run a Status Poll to Speed Things Up

A Network Node Manager

User Name: system MNNMi Role: Administrator

File  \iew Tools | Actions Help
Maps 3
(7] Dashboards a ides  MNode Interface
= - e
# Incident Manageme ng » Status Poll_) Save and Close | = | EZ
e —— —
<. Topology Maps Cor Basics
i 3
@ itoring Custom Attributes
= - Managemeni Mode ¥ |Mame
A ST Status No Status
[i'] Inventory & Mode M d
N Ell:?jﬂ Management Inherited
= Nodes
~
= Interfaces Hosted On Node mcrouter! 84 | L.
= |P Addresses .
Physical Address 003080D531E1
£ SNMP Agenis
Layer 2 Connection
£ IP Subnets
£ VLANs - Interface State
= Chassis Administrative State ot Polled
= Cards Operational State Not Polled
State Last Modified December 8, 2014 11:59:02 AM IST
£= Ports
£ Node Sensors 7 Motes
= Physical Sensors Maotes
F= Layer 2 Connections
= Nodes (Al Attributes)
£ Interfaces (All Attributes)
Q Management Mode ¥
Q; Incident Browsing
<L e tion Module C

4 General IP Addresses Poris VLAN Ports || p
* SNMP Values

ifName Fa0r

ifalias Link to Lan 4 to switch port 1

ifDescr FastEthermnet0/1

ifindex 3

ifSpeed 100 Mbps

iType ethemetCsmacd 3’:? -

 InputiCutput Speed

Input Speed
Qutput Speed

99995645
99988645

You can see in Figure 13 that Interface Fa0/1 has been polled.

Figure 13: Polling Interface Fa0/1
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6. Using the below, convenient feature, you can easily add more interfaces to this group to force them to be polled.
Multiple selections are permitted in some tables as shown in Figure 14. Then the Custom Attribute can be added

to the

entire group.

13
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Figure 14: Using Multiple Selections
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7. If you want to see all the interfaces that you have forced to be polled, go to Inventory -> Interfaces and choose
Force Poll IF Group from the pull down menu as shown in Figure 15.

Figure 15: Listing the "Forced Polled" Interfaces
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(¥} @ @ mplspesi0 eth1/13 ethemetCsmacd 100 Mops 13 eth1/13 00C4BAD30012  Dec 8 201442958 PM  Dec 8, 2014 42943 PM
(@] [v] @  mpispes10 eth1/12 ethernetCsmacd 100 Mops 12 eth1/12 00C4BAD30011  Dec 8, 2014 4:29.58 PM Dec 8, 2014 4:29:43 PM
(@] [v] &  mplspe510 ethiid ethernetCsmacd 100 Mbps 4 ethi/id 00C4BA030003  Dec 8, 2014 4:29.58 PM Dec 8, 2014 4:29:48 PI
(¢} (¢} & mplspe510 eth1/7 ethernetCsmacd 100Mbps 7 ethi/7 00C4BAD30D006  Dec 8, 2014 4:29.58 PM Dec 8, 2014 4:25:43 P
(¥} (¥ & mplspe51D eth1/11 ethemetCsmacd 100 Mbps 11 eth1/11 00C4BAD3D010  Dec 8, 2014 4:29.58 PM Dec 8, 2014 4:25:43 P
/] [ x] & merouter1g4 Fal/ ethermnetCsmacd 100 Mbps 3 FastEthernet0/1 Link to Lar D03080D531E1 Dec 8, 2014 2.53.32 PM Dec 8, 2014 2:53:17
(v} o (] mplspe510 eth1/10 ethernetCsmacd 100 Mops 10 eth1/10 WLAN ena 00C4BAD30009  Dec 8, 2014 4:29:58 PM Dec 8, 2014 42948
(@] [v] @  mplspe510 ethi1 ethernetCsmacd 100 Mbps 1 ethi/1 managem D0C4BAD30000  Dec 8, 2014 4:29:58 PM Dec 8, 2014 4:29:43 PM
< P

8.  Finally, if you want to remove an interface from this Force Poll IF Group, there are a few ways you can do it. Oneis
to right-click on the interface; then choose Custom Attributes -> Remove... as shown in Figure 16.
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Figure 16: Removing an Interface from Forced Polling

9.

Type in ForcePoll for the Name and 1 for the value; then click OK.

Ciislom Attribute

A Custom Aftribute Name/\Value pair will be removed from each item you

selecied according o the values you enler here.

Enter a Hame and Value.
Name FercePol

Value |

1

x

10. Click OKin the next dialog box.

Action complete for 1 of 1 ltems.

Another method you can use to return the interface to its non-forced polling policy is to do the following:

> wonN

Open the interface form.

Click the Custom Attributes tab.

Select the ForcePoll attribute.

Click the Delete button as shown in Figure 17.

Interface Croups  Interfaces =
3 E| SR | ® ¢ |E Force Poll IF Group |k @ 1-130f13] & |
Status Admii Oper: Hosted On Node ifName ifType ifSpeed ifindex ifDescr ifAliasa Physical Address Status Last Modified State Last Modified
[#] & @  mpispest4 eth1/16 ethemetCsmacd 100 Mbps 16 ethif16 00C4BAOT0015  Dec 8, 2014 42749 PM  Dec 8, 2014 4:27:42
[#] & @  mpispe5i4 eth1/20 ethemetCsmacd 100 Mbps 20 eth120 00C4BAOTO0MO  Dec8 2014 42748PM  Dec 3 2014 427:42 P
[#] © O  mpispest4 Loopback1 = ethemetCsmacd 100 Mops 24 Loopback1 Dec 8, 2014 42749 PM  Dec 8, 2014 4:27:42 P
(v] ©@ © mpispe5i4 eth1M1a ethemetCsmacd 100 Mbps 19 eth1119 00C4BADTO0E  Dec8 2014 42748PM  Dec 8 2014 427:42 P
[+] @ @  mpispes10 eth1116 ethemetCsmacd 100 Mbps 16 eth1/16 00C4BAD300M5  Dec 8, 2014 42958 PM  Dec 8, 2014 4:29:48 P
(%] O O mospesn Select P ~hemetCsmacd 100 Mbps 13 ethif13 00C4BAD30012  Dec 8,2014 42958 PM  Dec 8, 2014 4:29:43
[/} o @ Sort » nemetCsmacd 100 Mops 12 ethif12 00C4BA030011  Dec 8, 2014 42058 M Dec 8, 2014 420:48
[v] Q@ @ Filter ¥ hemetCsmacd 100 Mbps 4 ethi/4 00C4BAD30003  Dec 8, 2014 42958 PM  Dec 8, 2014 4:29:48 B
[#] @ o E::%z:ﬁ;m pemetCsmacd 100 Mops 7 ethi7 00C4BA030006  Dec 8, 2014 42958 PV Dec 8, 2014 4:29:43
[#] e o Maps » hemetCsmacd 100 Mbps 11 ethi/11 00C4BAD3000  Dec 8, 2014 42053 M Dec 8, 2014 420:48

] @ 8  mcrou Graphs * hemetCsmacd 100 Mops 3 FastEthernetd/! Linkto Lar 003030D531E1  Dec 8, 2014 25332 PM  Dec 8, 2014 2253:17 PM
Q @ Q@ mpispe ;ﬁgu tion Details : pemetCsmacd 100 Mbps 10 eth1/10 VLAN ena DOC4BAD30009  Dec 8, 2014 42958 PM  Dec 8, 2014 4:28:42 PM
Q e @ mmsmﬁfm Mops 1 ethiit managem 00C4BAD30000  Dec 8, 2014 42958 PM  Dec 8, 2014 4:29:43 P

Managemen; Mode * C Remove... :D
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Figure 17: Deleting a Forced Poll

Interfaces — Interiace
@ |D |n '?jSaveandCIose |Q |E‘
~ Basics
Mame eth1/16 -
Status Normal
IManagement Mode Managed = | *
. Direct Management - -
Mode Inherited Name
ForcePoll
Hosted On Node mplspe514 =g
Physical Address 00C4BAOTO015
Layer 2 Connection
» Interface State
Administrative State Up
Cperational State Up
State Last Modified December 8, 2014 4:27:42 PM IST
~ Notes
Notes

Now the interface will return to its non-forced polling policy.
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Interface Groups | Performance ;f

B|o|» R < 1-1010 & | =)
~ Value
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Total: 1 Selec!




Technical white paper | HP Network Node Manager i Software

Conclusion

NNMi is flexible enough to assist you if you must monitor additional interfaces. You can configure NNMi to monitor additional
interfaces using a monitoring configuration policy and a specific custom attribute that you define. You then add this attribute
to the interface, so that the interface can be monitored. You can accomplish this by following the steps detailed in this

paper.

17
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Legal Notices

Warranty

The only warranties for HP products and services are set forth in the express warranty statements accompanying such
products and services. Nothing herein should be construed as constituting an additional warranty. HP shall not be liable for
technical or editorial errors or omissions contained herein.

The information contained herein is subject to change without notice.

Restricted Rights Legend

Confidential computer software. Valid license from HP required for possession, use or copying. Consistent with FAR 12.211
and 12.212, Commercial Computer Software, Computer Software Documentation, and Technical Data for Commercial Items
are licensed to the U.S. Government under vendor's standard commercial license.

Copyright Notices
© Copyright 2009-2014 Hewlett-Packard Development Company, L.P.

Trademark Notices

Adobe® is a trademark of Adobe Systems Incorporated.

Apple and Safari are trademarks of Apple Inc. registered in the US and other countries.
Microsoft® and Windows® are U.S. registered trademarks of Microsoft Corporation.
Oracle and Java are registered trademarks of Oracle and/or its affiliates.

Oracle Technology — Notice of Restricted Rights

Programs delivered subject to the DOD FAR Supplement are 'commercial computer software' and use, duplication, and
disclosure of the programs, including documentation, shall be subject to the licensing restrictions set forth in the applicable
Oracle license agreement. Otherwise, programs delivered subject to the Federal Acquisition Regulations are 'restricted
computer software' and use, duplication, and disclosure of the programs, including documentation, shall be subject to the
restrictions in FAR 52.227-19, Commercial Computer Software-Restricted Rights (June 1987). Oracle America, Inc., 500
Oracle Parkway, Redwood City, CA 94065.

For the full Oracle license text, see the license-agreements directory on the NNMi product DVD.
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Support

Visit the HP Software Support web site at:
www.hp.com/go/hpsoftwaresupport
This web site provides contact information and details about the products, services, and support that HP Software offers.
HP Software online support provides customer self-solve capabilities. It provides a fast and efficient way to access
interactive technical support tools needed to manage your business. As a valued support customer, you can benefit by using
the support web site to:
e  Search for knowledge documents of interest
e  Submit and track support cases and enhancement requests
Download software patches
Manage support contracts
Look up HP support contacts
Review information about available services
Enter into discussions with other software customers
e  Research and register for software training
Most of the support areas require that you register as an HP Passport user and sign in. Many also require a support contract.
To register for an HP Passport ID, go to:
http://h20229.www2.hp.com/passport-registration.html
To find more information about access levels, go to:
http://h20230.www2.hp.com/new_access_levels.jsp
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Sign up for updates
http://h20230.www?2.hp.com/selfsolve/manuals

© Copyright 2009-2014 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice. The only
warranties for HP products and services are set forth in the express warranty statements accompanying such products and services. Nothing herein should
be construed as constituting an additional warranty. HP shall not be liable for technical or editorial errors or omissions contained herein.



We appreciate your feedback!

If you have comments about this document, you can contact the documentation team by email. If an email client is
configured on this system, click the link above and an email window opens with the following information in the subject line:
Feedback on White Paper (Network Node Manager i Software 10.00)

Just add your feedback to the email and click send. If no email client is available, copy the information above to a new
message in a web mail client, and send your feedback to docfeedback@hp.com.
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