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Introduction

This whitepaper uses examples to document pairwise functionality and batch incident configuration lalglks iavsiNMi
10.00.

Pairwise

This section includes two examples that document pairwise functionality. The first example involves trap pairing using the
same trap yet having different varbinds to differentiate the meaning of the trap. The second elesanibes a trap

pairing with two other traps. (Prior to NNMi 9.20, a trap could only be involved in a single pairing.) This exampe includes

use of the ®time duration feature and the ®del ete whe

Pairwise Example 1 (Same Trap wildifferent Varbinds)

Initial Preparation

Set up the NNMi management server to receive the traps of interest. This example uses traps from Ascend Communicatic
This was selected because it is a MIB not shipped with NNMi, which allows this exampéetaribunst preparation steps.

The sequence of traps and varbinds shown may not represent an actual sequence. All traps are sent using NNMi comma
line scripts rather than an actual network device

Load the MIBs and the Traps

1. Load the dependent MIBs usthg nnmloadmib.ovpl command. The dependent MIBs include the following:
IF - MIB.mib
RFC1213- MIB.mib
ASCENBMIB.mib
ASCENBCHASSIS MIB.mib
ASCENBRADIUS MIB.mib
ASCENBMCASTMIB.mib
ASCENBLANMODEMIB.mib
ASCENBSESSION MIB.mib
ASCENBPOWERSUPPLY¥ MIB.mib
ASCENBMULTI- SHELF MIB.mib
ASCENBATMR MIB.mib
ASCENBPRESOURCEMIB.mib
ASCENBWATCHDOMIB.mib
ASCENBCALL- LOGGING MIB.mib
ASCENBVOIP- MIB.mib
ASCENBCALL- LOGGING MIB.mib
ASCENBADVANCEDAGENT MIB.mib
RFG 1215.mib
ASCENBMGSTATMIB.mib
ASCENDBSPARING MIB. mib
2. After loading the dependent MIBs, load the desiredASBEND TRAP.mib ) as shown.

# nnmloadmib.ovpl - load ASCEND - TRAP.mib Successfully completed operation
LoadMib.

= =4 =4 =4 4 4 A A -f oA oA A oA oa oA oA oA o e o

45 Traps were loaded

3. The output indicates that 45 traps were loaded; however, thayoammpletely ready for use. You must first
obtain the name of the MIB module using the NNMi console. Navigat€omflgriratiorworkspace and select
Loaded MIBsThen locate the module name associated with the MIB file just loaded. You cémedebawing
figurethat the module name is ASCENRAP.
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Loaded MIBs
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Load the traps using thenmincidentcfg.ovpl command along with the module name as shown in the
following:
# nnmincidentcfg.ovpl - loadTraps ASCEND - TRAP
SNMP trap(s) from mib module loaded: ASCEND - TRAP.

Number of traps: 45.

The following traps were added to incident configuration:

wanLineStateChange - .1.3.6.1.4.1.529.0.40
portConnected - .1.3.6.1.4.1.529.0.7
callLogDroppedPkt - .1.3.6.1.4.1.529.0.41
multicastHeartBeatMonitor - .1.3.6 .1.4.1.529.0.19
maxTelnetAttempts - .1.3.6.1.4.1.529.0.15
powerSupplyStateChange - .1.3.6.1.4.1.529.0.23
atmpAgentErrorRecvTrap - .1.3.6.1.4.1.529.0.29
portWaiting - .1.3.6.1.4.1.529.0.6
radiusServerChange - .1.3.6.1.4.1.529.0.18
powerSupplyOperationalStat eChange - .1.3.6.1.4.1.529.0.24
consoleStateChange - .1.3.6.1.4.1.529.0.12
dirdoListFailure - .1.3.6.1.4.1.529.0.21
portAcrPending - .1.3.6.1.4.1.529.0.10
lanModemMovedToSuspectList - .1.3.6.1.4.1.529.0.20
atmpMaxTunnelExceeded - .1.3.6.1.4.1.529.0.27
sysS lotStateChange - .1.3.6.1.4.1.529.0.22
suspectAccessResource - .1.3.6.1.4.1.529.0.34
portWaitSerial - .1.3.6.1.4.1.529.0.2
portCollectDigits - .1.3.6.1.4.1.529.0.5
sdtnPrimaryListEmptyTrap - .1.3.6.1.4.1.529.0.31
megacoLinkStatusTrap - .1.3.6.1.4.1.529.0.42
portCarrier - .1.3.6.1.4.1.529.0.8

portUseExceeded - .1.3.6.1.4.1.529.0.13
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sparinglfStatusChange -

portRinging
portLoopback

controllerSwitchoverTrap -

voipGkChange

portDteNotReady
watchdogWarningTrap -

callLogServChange
eventTableOverwrite -

portDualDelay

syste mUseExceeded -

sysConfigChangeTrap -

portinactive

cntrReduAvailTrap

atmpAgentErrorSentTrap -

sysLastRestartReasonTrap -
sparingSlotStatusChange -

slotCardResetTrap
systemClockDrifted

sdtnSecondaryListEmptyTrap -
multiShelfStateChange -

portHaveSerial

.1.3.6.1.4.1.529.0.44

.1.3.6.1.4.1.529.0.4

.1.3.6.1.4.1.529.0.9

.1.3.6.1.4.1.52
.1.3.6.1.4.1.529.0.39

- .1.3.6.1.4.1.529.0.11
.1.3.6.1.4.1.529.0.35

- .1.3.6.1.4.1.529.0.38
.1.3.6.1.4.1.529.0.16

9.0.37

.1.3.6.1.4.1.529.0.1
.1.3.6.1.4.1.529.0.14

.1.3.6.1.4.1.529.0.30
.1.3.6.1.4.1.529.0.0

- .1.3.6.1.4.1.529.0.45
.1.3.6.1.4.1.529.0.28

.1.3.6.1.4.1.529.0.26
.1.3.6.1.4.1.529.0.43

- .1.3.6.1.4.1.529.0.36
- .1.3.6.1.4.1.529.0.33

.1.3.6.1.4.1.529.0.32
.1.3.6.1.4.1.529.0.25

- .136.14 .1.529.0.3

The traps are now completely loaded into NNMi.

Configure Trap Format

In this section, you can see that the different varbind values differentiate the pairwise behavior.

1. Configure the format of the sysSlotStateChange trap (the example trap) to better see the varbind values. In the
Configuratiorworkspace, expand tHacidentgolder, selecSNMP Trap Configuratiorsid doubleclick

sysSlotStateChange
SNMP Tra@onfigurations
Network Node Manoger
- Vew Toom Lzlons
A incxest Mansgement 5 SNUP Trep Contiguratens
- Tagokgy Meps z & = | O X |6
T Monacrng ¥ | same ~  SMP Object 10 Enatied Moot
° Treutaeshong ¥ Coate
STPNewicet Jer210701 -
fnrentocy L
2 Maragament Mode ¥ STVTapcbgyCracge 1381209702
A incatest Browang T saagecticcensfescorce 1381414004 v
¢ Wvagration Modvie Cootgurstion, ¥ | . \consgtasceTrae 13614152900 v
# Contigaration 2
syslatReniaResscnTrag 1381415090 v
Bl Commaconn Costpuamn Sysiopilessase 1361419941201
Owcovery
wralictiiatelnange 12604959022 v
Mosdorrg &
> nodents SrsemCOUOrAes 13614152600 v
= roodent Contguration SyeievUeed s Cesoed 136041825014 v
(¥ S5 Treg Coaligursiions ) redatnanie 135141509039 v

T Syacg Vesasge Cosfgurad
B Varagement Event Configer
I Bemcte NNM 6 27 x Evert £
% Parwes Confgerstons
IS} Trap Forwansng Contigurat
5} Contom Cometation Contiger
St Contguraton
2 Gioda hetwoot Vansjemect

User rderface

Updated 1071708 ¢ 1253 14 PU MOT
Anaiysin
SAWS Tra Configuaton Semmary - SysSitiiateChange O

SNVP Ooect ©
Vessage Format

AJANANS 02
ays SotStateC hange

Cotaln O
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Saverty
Ty
Famdy
oot Caune
Avnor

Totwt 192

Seve Cate Faon Author e sage Forman
Ay %y

A 3y Ny 2 Netwon Nod 5T Topsogy Char

S5 v ¥ Netwon Nod TP New Rot
G x s By e vAcecticceanfin
O s B0y e

O u s By covtomer

sysContglrange”
sy avReataties
Ay 3s Iy 10 netwon s 15334 (sysieg)
w175 Ey Commone e
O n s By commonr SysenCuciineg
Gx s By commer Sysenyselxceed
@ w1725 B2y Cuvmer eI

Seletted |

talan
Contomer

Thin trap is sent 1 ol Bhe mani
Bt Insartion, or e cerrent.al
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2. Change the format to include the slot number and the current state as shown in the following figure. Notice in the
Message Format area the tbxtd(¥220)wi.ngThe xfti:r s&tSlpoar:t ,$1® $S1t
The secoted( $ayt, ®W&l Il s NNMi to print the textual rep

number. This makes the traps more readable in the NNMi consolke and Close

SNMP Trap Configuration: Message Format
S0 Trap Conlguratons SIS Trap Cen 3
F LG [ 0 D semeacuse | T X Ooete Ssur Tras Contguennen | B4

v Basica Foeface SeSrga  foce Letrga Tucoressco sewet | Dampeneg | Cedupicate Sxe azom 1 % Cotar Bacagers

e S e

&|o x B 9 e o 5|

Woertace Growp o Ordenng  Fratied

P Cegecs O 138413902
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Rost Covne

Catogery St L
Famty st i
Sevecty aesacn

* Mansage Forme

O elange St 51 Sehs Slen 1

Dencrptos
Thm Y05 8 W01 35 41 Dt MATAHTS 1) T Lt 0 Wi & 4t Cae's SLOT.STATE pratie &
CORd 28 13 MOt FASTON OF BN CamIRtAEE PRAMCAD FIT COAS A0 AT 0MT e O
o coe alefe scie slatey fuler W Pe et stie Sutrdes and

Symtax WTIGER
Deacrption A s waut 1or aach St Casd Be vELE faAgee Between | dnd B wale

Totat 2 Seiectes O Fiter OFF s retrewn OFF
De90re06n The Ourment slatet of e THT S0 Card For 000 TNT nuatens doerSatetisne & i

Aowyvin
NP Thms Contguraton Summery wysSetiiateCianie O Owtain O
™ Lrated Yoo
NP Copect © 13804085002 Severty ] pe—
w Format Srated Range
erange s e Coteptry States
Famiy e
Root Caune e
Ao R

T a0 15 S00T 30 A8 e MARAZACS I The BT OPoup Waa & S301 (s SLOT.STATE profde is created os 10
Bt INRErtion, O The CAITEnt-18ate AMMLIONS IR0 CPEr-Atte Sown, CDET-SLM0 Up, CONT-Mate damp, OF

oper atate-rone states. Reter 10 e wiofTable slotindes and ot Table wiotStatus descrptons. Variabion: 1
Slomnden SyetacTIGIR Descrpton wnigus valus for aach B0t Card. s vaes ranges tetween 1 and the
vahve SIOMNBer. 1 A0t ItINee SyntaINTEGER Deasripmon The curment stanus of the THT w3t cand For non. TNT
wyntema oper Statelione i sheys reported.

[

3. To see tle values of slot status, you can look up slotStatus in the MIB variableC@pdigaration> MIBs> MIB
Variablesind search for slotStatus. In the Analysis pane shofiguie below you can see that the enumerated
values include the following:

oper StateDown =1,
operStateUp = 2,
operStateDiag = 3,
operStateCoreDump = 4,
operStateLoading = 5,
operStatePost = 6,
operStateNone =7,

operStateOccupied = 8
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MIB Variables

[ Network Node Manager User Name: system  NNMiRole: Administrator

Fie View Tools Actions Hep

%) Dashboaras MIB Variabies

@) Incident Management A=A o © i1 6 | =|
ghalonolcay o 0D (Humeric) 4 Name¥V Syntax g oI (Text)

& Monitoring

1361415292218 shtStatus Integer is0.0rg.dod internet private. enterprises. ascend. siots. slotTabie. SlotEntry slotStatus.

1 Troubleshooting

£) mventory

&3 Management Mode
¢ incident Growsing
B performance Analysis
B quaity Assurance
B Trafmic Analysis

. Integration Module Configuration

Pk KK KKK KK KK«

# Configuration

[ Communication Configuration
+ () Discovery
+ (3 Monkoring
() meients
[ status Configuration
(= Global Network Wanagement
([ User nterface
# (3 security Updated: 8/12/14 11:3459 AN Totat 1 Selected: 1 Fiter: ON Auto refresh: OFF
(> MBs Analysis 2]
2 Loaded MBs

MIB Variable Summary : slotStatus & Detais &
HIB Variables 0D (Text) dod.internet privat d.slots.slotTabl
o (humeric) 1361415202218
. -1, -2, =3, operstateCoreDump - 4, operStateL oading = 5,
Syntax Integer Enumerated Values (8) iy o ~BlFewer .1 " ?

Description The current status of the TNT slof card For non-THT systems operStateNone is always reported.

B Notifications

2 Textual Conventions. B ASCEND-CHASSIS-MIB
F= MB Expressions
£ MBOD Types

2 ifypes

Now NNMi is configured to be able to receive the traps and easily read theNNMitensole.

Manually Sending the Traps
For this example, there is not a device sending the traps, so you must manually create and send them.

Tip:It is always best to use traps sent directly from a device in the network but manually sending therd i8ay goo
develop and test your solution.

For this example, use timmmsnmpnotify.ovpl command to format the trap that is sent. See the following format of
the command used to send the operStateUp for slot 1 (note that this command must all be on atfeeliiean the three
lines shown in the following sample).

Tip:See thennmsnmpnotify.ovpl reference page or the UNIX manpage for more information.

Make sure your source node (in this case, ciscope6524) is already discovered in NNMi to receive the trap.

nnmsnmpnotify.ovpl -v1l -aciscope6524 localhost .1.3.6.1.4.1.529.0.22
.1.3.6.1.4.1.529.2.2.1.1 integer 1
.1.3.6.1.4.1.529.2.2.1.8 integer 2

You can send status messages to ensure traps are coming in successfully by changing the second varbind value to one
represents a different state. For example, you can change the value to 8, which represents operStateOccupied.

nnmsnmpnotify.ovpl -v1l -aciscope6524 localhost .1.3.6.1.4.1.529.0.22
.1.3.6.1.4.1.529.2.2.1.1 integer 1
.1.3.6.1.4.1.529.2.2.1.8 integer 8

As indcated irthe figure belowtraps containing all of the supported value8 have been sent. To see these traps, go to
Incident Browsing> SNMP Trap$Vhen looking for these traps in the SNMP Traps table, make sure that you have selected
an appropriate tne filter to include the traps you wantdee.
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SNMP Traps
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If you open (doubtelick) one of these traps, you can see the varbinds associated with the triqe fBkewingfigure.
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Same Trap, Different Varbinds Pairwis€onfiguration

Suppose that when a status of operStateUp arrives, you want to cancel any of the other state traps for this node. The
correlation searches back in time for up to 24 hours for any incidents to cancel. For example, an operStateUp value cance
any traps that have any of the other statuses for the same source node and slot number for the past 24 hours (this is an
example scenario only). You can also require that the Source Node and the Slot Number be the same on both traps

1. Go tolncidents-> Paiwise Configurationsnd click the™ icon.



Technical white papdrNetwork Node Manager i Software

Pairwise Configurations
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2. Set the First Incident and Second Incident to be sysSlotStateChange. In this case, these are the same trap. Only the
varbind value differentiates them.
3. Set the duration time to 24 hours.

Because this is not just a simple pair of traps, it might be best to start with defining the Second Incident Payload Filter
The second incident is the trap that closes the other traps on the back end.

5. Build an AND condition using ciaName and ce\(@lustom Incident Attributes (CIAs) are varbinds in NNMi). Create the
condition where the varbind Object ID (OID) equals
.1.3.6.1.4.1.529.2.2.1.8 and the varbind value equals 2. Remember that the value of 2 represents operStateUp.
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Pairwise ConfiguratioRilter Edito
l Pairwise Configurations  Pairwise Configuration *

@ |F31 ‘ i {ﬂ Save and Close ‘@ ¥ Delete Pairwise Configuration ‘EE

~ Basics First Incident Payload Fitter { Second Incident Payload Fitter; || Matching Criteria
Name SlotChangeUpDown v
Enabled vl
, First Incident o
Confiouk o sysSlotStateChange i B 4 ‘
. Second Incident . =
Configuration sysSlotStateChange A_Iﬁ b ‘
Description Filter Editor
Varbind 1 must match and Varbind 2 equaling 2 (Up) should cancel Adtribute Operator Value
all outstanding states (1, 3, 4,5,6,7, 8) CiaName = Append
* Author Customer v & - ‘

* Duration 24.00 Hours
Append

N

4

Delete When Canceled

>
o

AND
. ciaValue = 2 NOT I
. ciaName =.1.36.1.4.1.5282218 EXISTS

NOT EXISTS
Delete

Filter String
(ciaValue = 2 AND ciaName = .1.3.6.1.4.1.529.22.1.8)

Next, define the First Incident Payload Filter. This represents any traps that are to be closed as part of this pairing. Be
careful entering values with the ® n  operator (do n
condition sbbwn infigurebelow,represents any of the traps with a varbind value of operStateDown, operStateDiag,

operStateCoreDump, operStateLoading, operStatePost, operStateNone, or operStateOccupied (1, 3, 4, 5, 6, 7 or 8).

Pairwise Configuration: First IncideaylBad Filter
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Finally, enter the Matching Criteria. NNMi automatically performs a source node match for all pairwise operations, so
we do not need to specify the source node as part of the matching criteria. We enter the OID for the slot number sinct

that must be the same for the match to be valid. ;kSave and Close finish this pairwise configuration.
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Pairwise Configuration: Matching Criteria

Purons Confgu Pormee Contgu

4 Vf"l 3 UL SevamiCuse)| XK Osete Parwne Contournton | £
- Danca e ey Criere
trme e ] -
trates
foatcrmeecd stetmeCnane 3~
;:“.;::' SysSesimeCrange 3~
=
Virbnd | muat metch and Varting 2 equaing 2 (U] shoukd cancer sl outatanding states (1345678
—— — a~ 10| 0 | % R XN
Dwration Mw nours :rnu-aaqanu- - Second acdent Critera
Oeete Whet Conceed "1'4":’.;.‘" " 1361415382210
Testing
1. Test the pairwise configuration by manually sending the traps. All of the traps are sphtiexone with a value of 2
(operStateUp).
# nnmsnmpnotify.ovpl -v1 -aciscope6524.ind.hp.com localhost

.1.3.6.1.4.1.529.0.22 .1.3.6.1.4.1.529.2.2.1.1 integer 1
.1.3.6.1.4.1.529.2.2.1.8 integer 1

# nnmsnmpnotify.ovpl -v1 -aciscope6524.ind.hp.com local host
.1.3.6.1.4.1.529.0.22 .1.3.6.1.4.1.529.2.2.1.1 integer 1
.1.3.6.1.4.1.529.2.2.1.8 integer 3

# nnmsnmpnotify.ovpl -v1l -aciscope6524.ind.hp.com localhost
.1.3.6.1.4.1.529.0.22 .1.3.6.1.4.1.529.2.2.1.1 integer 1
.1.3.6.1.4.1.529.2.2.1.8 integer 4

# nnmsnmpnotify.ovpl -v1 -aciscope6524.ind.hp.com localhost
.1.3.6.1.4.1.529.0.22 .1.3.6.1.4.1.529.2.2.1.1 integer 1
.1.3.6.1.4.1.529.2.2.1.8 integer 5

# nnmsnmpnotify.ovpl -v1l -aciscope6524.ind.hp.com localhost
.1.3.6.1.4.1.529.0.22 .1.3.6.1.4.1.529.2.2 .1.1 integer 1
.1.3.6.1.4.1.529.2.2.1.8 integer 6

# nnmsnmpnotify.ovpl -v1l -aciscope6524.ind.hp.com localhost
.1.3.6.1.4.1.529.0.22 .1.3.6.1.4.1.529.2.2.1.1 integer 1
.1.3.6.1.4.1.529.2.2.1.8 integer 7

# nnmsnmpnotify.ovpl -v1l -aciscope6524.ind.hp.com localhost
.1.3.6.1.4.1.529.0.22 .1.3.6.1.4.1.529.2.2.1.1 integer 1
.1.3.6.1.4.1.529.2.2.1.8 integer 8

2. Look in the trap table to see the traps.

SNMP Traps

SNUP Traps

28| e V| R|E

Smrcg Lifecy Last OccurrencesTi Source Node Source Object  Categ Famil Corre Message Notes
) En Q2141223259 PM  ciscopeBSad none i ¢ i:,' B sysSkiStateChange Siot 1/5tatus: operSiateOccupied
@ & | 1214122258 PM  ciscopeSas none 12 S8 5 sysSuoeStateChange Skot 1 Status: operStateNone
G O | 1214123256 P ciscopess24 none T2 #2 3  sysSotStateChange Skt 1 Status: operStatePost
@ | & | 121412325478 ciscopeBs24 none n ii_;' 2 sysShtStateChange Siot: 1 Status: operStateLoading
@ € | an214123252P0  ciscopess2é none T2 #9  3  syssoiSusteChange Siot 1 Status: operStateCoreDump

e. SM2M14 123249 PN ciscopebS24 none | 3_’,' P sysSktStateChange Siot: 1 Status: operStateDag

@ @/ @1214122247P8  ciscopesSad none P» B > sysSktStateChange Siot 1 Status: operStateDown

3.Send the ®up trap and it should cl ose Notethatyohmayoot her
see this happen immediately in the NNivisole. The pairwise thread rumgery 30 seconds (or when a certain count
is reached, if that happens sooner than 30 seconds). So you may not see the correlations for 30 seconds after sendir

10
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the trap. Note that if you are using northbound integration with NNMi, this pairwise feature will not keep the correlatec
traps from ®going north . You can prevent tNMNMm from
Deployment Referenfue more information on dampening).

SNMP Traps

IR x| &

: Sevel l.lleq Last OccurrencesTi Source Node  Source Object  Cate¢ Famil Corre Message Notes

[P ¢

SM214 123411 PM cscopeBS24 none

5 D sysSotStateChange Siot 1 Status{ operStateUp

SN214 123259 P  cscopetS24 none

Q0000000
DOV ORDODD

= sysSitStateChange Siot 1 Status: operStateOccupied

SN214 123256 PM  ciscopeBS24 none sysSiotStateChange Siot 1 Status: operStateNone

e
PY

SMN2N4 123256 PN ciscopeS24 none sysSiotStateChange Siot: 1 Status: operStatePost

SM214 123254 P ciscopebS24 none sysSiotStateChange Slot: 1 Status: operStateLoading
SN2N4123252PM  ciscopebS24 none sysSiotStateChange Siot: 1 Status: operStateCoreDump

SM214 123249 PN ciscopefS24 none

b

sysSiotStateChange Siot: 1 Status: operStateDiag

i s B s 8 i e
b

&
K] A

BN214 123247 P cscopeS24 none sysSiotStateChange Siot: 1 Status: operStateCown

4. Ifyoudoublec| i ck t he ®u p CorrelatadoChildramb, ybuaan lsee alltof the kragps that were closed
due to the pairwise correlation.

SNMP Traps: Incident: Correlated Children

| SNMPTraps  Incigent
3 | & | SaveandClose | & ¥ Delete cident |

VEES General | Correlated Parents | (iCorrelated Chidren || Custom Attributes. | Diagnostics | Registration
Message - - -
hange Siot 1 Status: )
2| E|e|® K @ h-1071 0 8 [5
Seve: Last Occurrense  Type Message Source Node Source Object
= Severty Normal
@ 81214 12:32:59 Ph Pairwise Correlation hange Siot: 1 Stat none
= Priority None
h
5 UEsEsErs Clossd & 81211412:32:58 Pl Pairwise Correlation Shot: 1 Statt none
@ 81211412:32:56 Pl Pairwise Correlation hange Siot: 1 Stalt none
Source Node ciscopeBs24 ‘—"55 h ‘ @ 812114 12:32:54 Pl Pairwise Correlation hi Siot: 1 Stah cis none
. " N N
s e @ 812/1412:32:52 ) Pairwise Correlation Shot: 1 Stat none
@ 8/12/1412:32:49 Ph Pairwise Correlation hange Slot: 1 Stat c none
Assigned To ERd @ 81214 12:32:47 Ph Pairwise Correlation hange Shot: 1 Stat ck none
~ lotes.
Notes
Updated: 8/12/14 12:35:16 P Total: 7 Selected: 0 Fiter: OFF Auto refresh: OFF

Tip You carconfigure NNMi to delete traps when they @anceled (closed). See fhowingfigure.

11
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Pairwise Configuration: Delete Wianceled

Pairwise Configurations ‘muown-"_

(@ |3 | B & 73 saveandClose | &7 3K Delete Pairwise Configuration | £
~ Basics |
| Name SlotChangeUpDown ‘
Enabled V)
. Z::'m sysSiotStateChange -| (&~
8 m:w : 'sysSiotStateChange [~ [?j_—vl
Description p

‘Varbind 1 must match and Varbind 2 equaling 2 (Up) should cancel all outstanding states (1,3,4,.56,7,8)

* Author ' Customer - [.{?__—VJ1

* Duration 2400 Hours ~ |
@When Canceled

The deleting of events from the pairwise operation is done by another thread that runsreimste®, so you might
first see the traps in the browser

SNMP Traps: Traps Present

}_W-W
S |8 |02 9| X |8

Sevey Lifec; Last OccurrencesTi Source Node  Source Object  Categ Famil Corre Message Notes
@ | @ |e121012386300  cmcopess2s ncoe P & > msusm.cmwmt

O | & 1212123836 P  oscopesS2d none 1> 30 5 sysScrstateChange Skt 1 Status: operSiateOccupied

@ | & | 21214123834 P8 cscopedS2t none 2 38 5 sysseeSisteChange Skt 1 Status: cperStateNiooe

@ | & 2121012382 P0  cscopefS26 none 17 H2 5 sysSceStateChange Sict 1 Status: operStatePost

@ | & [8121e123828P0  cmcopess2s nooe 7 38 3 sysseesiechange Skt 1 Stats: cperStateLoading

QO | & | e12n4123828P0  cscopedS2e  none 7 5 5 syssceSteChange St 1 Status. operStateCoreDump

@ | & 81214123825 cscopesS2d none 7 H9 5= syssirsueChange Sict 1 Status: cperStateDag

(¢} Q/ N4 12IB22PU cecopedS2é none 12 38 5 sysserStateChange Skt 1 Status: cperStateDewn

Then you might see them close

12
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SNMP Traps: Traps Closed

SNMPTraps
28 |S)® v | X | B
Seve) Life; Last OccurrenceTi Source Node Source Object  Categ Famil Corre Message Notes

Q 1214 123853 PN cacopeBS24 none t‘ s sysSiotStateChange Siot: 1 Status: operStateUp

SM1214 123835P0  ciscopeBS24 none sysSiotStateChange Slot: 1 Status: operStateOccupied
81214 123834 PV ciscopeBS24 none sysSiotStateChange Sict: 1 Status: operStateNone
81214 123832 PN cscopedS24 none sysSiotStateChange Siot: 1 Status: operStatePost
81214 123828 P ciscopetS24 none sysSiotStateChange Siot: 1 Status: operStateLoadng

214 123826 PM  cscopebS24 none sysSiotStateChange Siot: 1 Status: operStateCoreDump

0000000

WRORDDODRD

8/12/14 123825P0  ciscope6S24 none sysSiotStateChange Siot: 1 Status: operStateDing

= filien g 5B 7 il e il
&
i

(<)

J8N214 123822 P ciscopeBS24 none sysSiotStateChange Siot: 1 Status: operStateDown

Then you will see them get deleted.

SNMP Traps: Traps Deleted
| shup Traps
=B S| = ¢ | X |E

{Gevel Lifec: Last OccurrenceTi Source Wode  Source Object  Categ Famil Corre Message Hotes
el

Pairwise Example 2 (Three Traps)

You carconstruct sophisticated pairwise filters involving multiple traps. For example, you might have three different traps
(X, Y, and Z). You could have Z close both X and Y. To do this with different traps, you would need to create separate
pairwise configuratins for each relationship: Z closing X, and Z closing Y. Suppose that when you receive a portCarrier tra
you want to cancel both the portConnected and portWaiting traps.

SNMP Trap Configurations

SNIP Trap G |
@ B|S|®v|x|E © 9 n-wos & & =]
Name 4 SHMP Object IDY Ensbled  Root Deduplicati Rate sev cat Fa Author Message Format

Cause onEnabled Enabled  erit eg mil

y oy y

maxTenetatempts 136141529015 v a a = G s Iy cusomer maxTenetatempts i
megacoLinkStatusTrap 136.1.4.1.529.0.42 M - - - @y s T2y customer megacoLinkStatusTrap
muliShelfStateChange 136141528025 v a a a @y < f2y customer muliShelfStateChange
muticasteartBeatilonkor 136141529019 v a = - @y < T2y customer muticastHeartBeatilontor
portAciPending 1386.1.41528.0.10 v = - - Gy fivs Doy customer portAcrPending
partCarrier 13614152008 v - - - @y T Iy customer portCarrier B
portCollectDigts 13614152905 v B - - Gy fivs G2y customer portColectDigts
portConnected 13614152007 v - - - @y Frc 2y customer portConnected
portDteNotReady 136.1.41520.0.11 v - - - @ s P24 customer portDtzNotReady
portDualDelay 13614152901 v a = - @y s T2y cusomer portDuaDelay 3
portHaveSeril 13614152003 v = - - @ n s f2u customer portHaveSerial
porthactive 136.1.4152000 v - - - @y e Iy customer porthactive
portLoopback 13614152008 v B - - @y fivs G2y customer portLoopback
partRinging 13614152004 v - - - @y 2c Iy customer partRinging I
portlseExceeded 136141529013 v a a = D s Iy customer portlseExceeded
portiatserial 13614152002 v - - - Gy e Iy customer portiaitserial
portWaiting 136141520086 v - - - @ T $2y customer partiaiting
powerSupplyOperationalStateCl 1.3.6.1.4.1529.024 v = = - @y s 2y customer powerSupplyOperationalStateChange
powerSupplyStateChange 136141528023 v = - - @y fivs f2y customer powerSupplyStateChange
radiusServerChange 136141520018 v - - - @y 2z Iy customer radiusServerChange il
Upaated: 811314 0B:10:51 Al Totat &5 Selected: 0 Fiter: ON Auto refresh: OFF
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1. Edit the trap configuration to include the source ramttthe port in the format for easier reading. Do this for all 3 trap
mentioned above an example snapshot is showrfatlowingfigure.
SNMP Trap Configuration: Message Format
SNMP Trap Configurations SHKP Trap Configuration *
= | =] | vl i(save and Close | &3 3 Delete SNMP Trap Configuration | EE
¥ Basics Interface Settings
Name portConnected
her =N+
! Interface Grou
SHMP Object ID A36e14182907 ] e
Enabled |
Root Cause
* Category Status _’:"E o
*  Famity Node wh v
* Severity Mormal
* Message Format
portConnected Sourcelnde=Ssnn Port=5.136.1.2.1.22.1.1
Description
The host port associated with the indicated ifindex has connected to the far end, but end-to-end data
flow has not yet been enabled.
Wariables:
1. ifindex
Syntax TEXTUAL_CONVENTION
Description:A unigue value, greater than zero, for each interface. t is recommended that values are
assigned contiguously starting from 1. The value for each interface sub-layer must remain constant at
least from one re-initialization of the entity’s network management system to the next re- initialization
* Author Customer _’:"E e
Here is what the three trap look like when they are sent:
# nnmsnmpnotify.ovpl -v1l -aciscope6524.ind.hp.com localhost
.1.3.6.1.4.1.529.0.6 .1.3.6.1.2.1.2.2.1.1 integer 1
# nnmsnmpnotify.ovpl -v1l -aciscope6524.ind.hp.com localhost
.1.3.6.1.4.1.529.0.7 .1.3.6.1.2.1.2.2.1.1 integer 1
# nnmsnmpnotify.ovpl -v1l -ac iscope6524.ind.hp.com localhost
.1.3.6.1.4.1.529.0.8 .1.3.6.1.2.1.2.2.1.1 integer 1
SNMP Traps
SNMP Traps
2 8|89 |X |8

Sevel Lifec Last OccurrencesTi Source Node  Source Object  Cates Famil Corre Message :

Notes
(] e. 8NN14820:41 AN ciscopeBS24 none | K4 21;' > portCarmier SourceNodesciscopeS524 Porte1
@ &  e13482036AM  ciscopesS24 none T2 2 3 poriConnected SourceNodesciscopesS2s Porte
© @ V1482031 AN ciscope6S24 none P & 3

portWatng SourceNode=ciscopet524 Porte1

2. Build two pairwise correlations.
a. Select the Second Incident Configuration as portConnected and the First Incident Configuration as portCarrier. Y

do notneed to define any payload filters but you must define matching criteria. Remember that there-is a built

criterion for Source Node. In addition, you must match against the port as defined by the varbind

.1.3.6.1.2.1.2.2.1.1. You could also use $1 tlsitisually better to use explicit OIDs rather than position

numbers. Note that the duration has been set to zero. This means that NNMi searches back through the entire

incident database to find the match, but after it finds a match, it stops correldtisgesults in a single pairing.
This may not be desired but is shown as an example here.
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Pairwise Configuration: ascendPortCarrierConnectedPair

| Pairwise C Pairwise C =

@ | B | {9 [ saveandCose | & 3 Delete Parwise Configurstion |

~ Basics First Incident Payload Fiter | Second Incident Payload Fiter | Matching Criteria
* Name ascendPortCarrierConnectedPair_ -

Erzezd & Specify the Matching Criteria only if you want to use Matching Criteria in addition to the following criteria that NNMi uses automatically:
. First incident —

Configuration | AJETITE SHMP Trap Incidents: cia address of the source address for the trap

I Management Events Incidents: Name of the Source Object and Source Node
0 e | portCarrier Remote NHM 6.7.x Event Incidents: cia remotemgr (IP Address or Hostname) of the NNM management station sending the incident

< r and cia.address of the source address for the trap
Syslog Message Incidents: none
Description
See the "Matching Criteria Configuration Form (Kentify Incident Pairs)” hielp topic for more information.

* Author Customer |~ | ¥ B8 |o R B @li-11® &=
* Duration [0.00 |'seconds| - | First Incident Criteria - Second Incident Criteria

Delete When Canceled | | 1261212211 1361212211

Pairwise Configuration: ascendPortCarrierWaitingPair

| Parwise C Pairwise C: =
@ | & | {9 9 saveandciose | & 3 Delete Pairwise Configuration |

~ Basics First Incident Payload Fiter | Second Incident Payload Fiter | Matching Criteria
* Name ascendPortCarrierakingPair - ) -
Enabled & Specify the Matching Criteria only if you want to use Matching Criteria in addition to the following criteria that NNMi uses automatically:
. FirstIncident e
Configuration DOV ONn| SNMP Trap Incidents: cia address of the source address for the trap
Second ncident Management Events Incidents: Name of the Source Object and Source Node
0t portCarrier Remote HNM 6.u7.x Event Incidents: cia remotemgr (P Address or Hosiname) of the NI management station sending the incident
Dnimeston and cia.address of the source address for the trap
Syslog Message Incidents: none
Description
See the "Watching Criteria Configuration Form (identfy Incident Pairs)” help topic for more information
* Author Customer \j‘ - + B |2 |®|x R @ 1-10m16 & |
* Duration 0.00 Seconds, Incident Criteria + | Second Incident Criteria
Delets When Canceled | | 1361212211 1381212211
b. Receive the first two traps. Nothing is correlated.
SNMP Trap3rapsReceived
SNMP Traps
3|80 |2 P | X |8
e ' :
;cho‘(’ Lifec: Last OccurrencesTi Source Node Source Object  Cate¢ Famil Corre Message Notes
SOy .
@ | @ | amwes41 44 AN ciscopesss none 52 $0  3-  poriConnected SourceNodesciscopeBS24 Port=1
@ | & /| ananesa139am  ciscopessae neoe 2 3 3 pormwating SourceNodesciscopes24 Port=1

c.  When you receive the portCarrier trap, it closes the other two traps.

SNMP Traps: portCarrierTrap Received
| SNMP Traps

@B | S| o v |X| B

E Sevei Li#=c Last OccurrencerTi Source Hode Source Object  Catec Famil Corre Message Notes
-O | Q 21314 34338 AN  ciscopef524 none Ff? _'E ﬂn portCarrier SourceNode=ciscopef524 Port=1

@& |62 | 8131484144 AM  cizcopeBS24 none f #8 2~  portConnectsd SourceNode=ciscopegSz24 Port=1

@ |62 | 8131484139 AM  ciscope6524  none § #2 2-  portwaiing SourceNode=ciscope6524 Port=1

d. Because the duration is set to zero, only the first pairings are closed. If there were other traps in the Hatabase t
had potential matches, as shown below, those traps are not closed
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SNMP Traps: Other Traps with Potential Matches
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