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Warranty
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construed as constituting an additional warranty. HP shall not be liable for technical or editorial errors or omissions contained herein.

The information contained herein is subject to change without notice.

Restricted Rights Legend

Confidential computer software. Valid license from HP required for possession, use or copying. Consistent with FAR 12.211 and 12.212, Commercial Computer Software,
Computer Software Documentation, and Technical Data for Commercial ltems are licensed to the U.S. Government under vendor's standard commercial license.

Copyright Notice

© Copyright 2013-2015 Hewlett-Packard Development Company, L.P.

Trademark Notices

Adobe® is a trademark of Adobe Systems Incorporated.
Microsoft® and Windows® are U.S. registered trademarks of Microsoft Corporation.
UNIX® is aregistered trademark of The Open Group.

Documentation Updates

The title page of this document contains the following identifying information:

« Software Version number, which indicates the software version.
« Document Release Date, which changes each time the document is updated.
« Software Release Date, which indicates the release date of this version of the software.

To check for recent updates or to verify that you are using the most recent edition of a document, go to: https://softwaresupport.hp.com/group/softwaresupport/search-
result?keyword=.

This site requires an HP Passport account. If you do not have one, click the Create an account button on the HP Passport Sign in page.

Support

Visit the HP Software Support web site at: https://softwaresupport.hp.com
This web site provides contact information and details about the products, services, and support that HP Software offers.

HP Software Support provides customer self-solve capabilities. It provides a fast and efficient way to access interactive technical support tools needed to manage your
business. As a valued support customer, you can benefit by using the support web site to:

« Search for knowledge documents of interest

« Submit and track support cases and enhancement requests
« Download software patches

« Manage support contracts

« Look up HP support contacts

« Review information about available services

« Enter into discussions with other software customers

« Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also require a support contract. To register for an HP Passport ID, go to
https://softwaresupport.hp.com and click Register.

To find more information about access levels, go to: https://softwaresupport.hp.com/web/softwaresupport/access-levels

HP Software Solutions & Integrations and Best Practices

Visit HP Software Solutions Now at https://h20230.www2.hp.com/sc/solutions/index.jsp to explore how the products in the HP Software catalog work together, exchange
information, and solve business needs.

Visit the Cross Portfolio Best Practices Library at https://hpin.hp.com/group/best-practices-hpsw to access a wide variety of best practice documents and materials.
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Chapter 1: Introducing the HP Operations
Analytics - HP OneView Integration

HP Operations Analytic's integration with HP OneView provides IT professionals a summary of the
converged infrastructure devices being managed by HP OneView. With this integration, Operations
Analytics becomes the troubleshooting, analytic, and capacity planning arm of HP OneView. The
Operations Analytics - HP OneView integration provides summary information for the infrastructure
devices as well as doing analytics on the management data from HP OneView, including logs, metrics,
alerts, and inventory data.
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Chapter 2: Licensing HP OneView

Operations Analytics comes with an Implicit node pack (Instant On) license that is valid for 60 days.
You must purchase and install one of the following permanent licenses before the Instant On license
expires:

« Operations Analytics HP OneView node permanent license: The Operations Analytics HP
OneView node license enables Operations Analytics HP OneView integration collections and
features only.

« Full Operations Analytics license ( in 50 node pack) permanent license: This license enables
the full Operations Analytics collections and full features.

Note: The Operations Analytics All-in-One for HP OneView Appliance does not support the
configuration of other types of collections. Only Operations Analytics All-in-One for HP
OneView Appliance collections that are configured as explained in "About Data Collections for
the HP Operations Analytics - HP OneView Integration" on page 13 are supported.

From the Operations Analytics console, navigate to Help > About, then click the License tab to view
the type of license you have.

To install the Operations Analytics HP OneView node permanent license, do the following:
1. Copy the license.dat file issued by HP licensing service to the /tmp directory.

2. Run the following command as the opsa user to install the license:
$OPSA HOME/bin/opsa-license-manager.sh -add /tmp/license.dat

3. Run the following command as the opsa user and make sure the license you just installed is listed:
$OPSA HOME/bin/opsa-license-manager.sh -1list

To install the 50 node pack permanent license, do the following:
1. Copy the license.dat file issued by HP licensing service to the /tmp directory.

2. Run the following command as the opsa user to install the license:
$OPSA_HOME/bin/opsa-license-manager.sh -add /tmp/license.dat

3. Run the following command as the opsa user and make sure the license you just installed is listed:
$OPSA_HOME/bin/opsa-license-manager.sh -list

See the opsa-license-manager.sh reference page (or the Linux manpage) for more information.

Note: After installing a new license, from the Operations Analytics console, navigate to Help
> About, then click the License tab to view the type of license you now have.
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Chapter 3: Configuring the HP Operations
Analytics - HP OneView Integration

The information in this section explains how to configure the Operations Analytics - HP OneView
integration.

Note: The Operations Analytics Server Appliance and the HP OneView Server must each be able to
resolve each other's fully-qualified domain names for the Operations Analytics - HP OneView
integration to function correctly.

Configuring the HP Operations Analytics - HP OneView
Integration

Note: Important: You must complete the licensing work in "Configuring the HP Operations
Analytics - HP OneView Integration" above before completing the instructions in this section.

Note: Important: The Operations Analytics Server Appliance and the HP OneView Server must each
be able to resolve each others fully-qualified domain names for the Operations Analytics - HP
OneView integration to function correctly.

Do the following before enabling the integration:

1. Ping the fully-qualified domain name of the HP OneView server from the Operations Analytics
Server Appliance.

2. If the previous step is not successful, add the IP Address and fully-qualified domain name of
the HP OneView server to the hosts file on theOperations Analytics Server Appliance.

Note: When completing the following steps, if you receive a message that the HP OneView
Integration failed, click Integrate to try configuring the integration again.

To configure the Operations Analytics - HP OneView integration, log on to Operations Analytics as a
tenant administrator, then do the following:

Note: The default tenant administrator is opsatenantadmin.

HP Operations Analytics (2.20) Page 6 of 15



HP Operations Analytics - HP OneView Integration Guide
Chapter 3: Configuring the HP Operations Analytics - HP OneView Integration

« If this is the first time you have logged on as the tenant administrator, do the following ):
a. The Operations Analytics Welcome Page appears.
b. Click the Start Using Application button and the HP OneView settings dialog box opens.

c. Enter the HP OneView setting information; then click Integrate.

Note: You will be prompted for the fully-qualified domain name of the HP OneView server
(or its IP address), the user name to use for the HP OneView server, and the password for
the user name you provide.

Note: The Frequency parameter adjusts how often Operations Analytics collects metric
data from HP OneView. Adjust this parameter carefully to avoid creating system
resource issues. If you leave the field for this parameter blank, Operations Analytics a
default value of 3600 seconds (one hour). If you want to see faster results, you might set
this value to 300 seconds (5 minutes).

Note: You can watch the integration messages as the configuration progresses. For
example, you should see messages related to configuring certificates, syslog forwarding,
metrics frequency, and security credentials.

Note: It can take up to one hour for HP OneView to forward a complete set of data to
Operations Analytics.

« If you have logged on as the tenant administrator before on this Operations Analytics server, do the
following:

a. Select © (OneView Settings) from the configuration menu. This opens the OneView Settings
dialog box.

b. Enter the HP OneView setting information; then click Integrate.

All of the integration steps automatically happen after entering the HP OneView setting
information.

Note: You will be prompted for the fully-qualified domain name of the HP OneView server
(or its IP address), the user name to use for the HP OneView server, and the password for
the user name you provide.

Note: The Frequency parameter adjusts how often Operations Analytics collects metric
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HP Operations Analytics - HP OneView Integration Guide
Chapter 3: Configuring the HP Operations Analytics - HP OneView Integration

data from HP OneView. Adjust this parameter carefully to avoid creating system
resource issues. If you leave the field for this parameter blank, Operations Analytics a
default value of 3600 seconds (one hour). If you want to see faster results, you might set
this value to 300 seconds (5 minutes).

Note: You can watch the integration messages as the configuration progresses. For
example, you should see messages related to configuring certificates, syslog forwarding,
metrics frequency, and security credentials.

Note: It can take up to one hour for HP OneView to forward a complete set of data to
Operations Analytics.

If you encounter problems during setup, see "Troubleshooting the HP Operations Analytics - HP OneView
Integration” on page 9 for more information.

After you finish integrating Operations Analytics (Operations Analytics), with HP OneView you can view
summary information for the infrastructure servers and analytics using the management data from HP
OneView (log, metric, alerts, and inventory data).
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Chapter 4: Troubleshooting the HP Operations
Analytics - HP OneView Integration

Use the following information to test and troubleshoot any issues with the Operations Analytics - HP
OneView Integration.

Note: It is mandatory that the Operations Analytics All-in-One for HP OneView Appliance have a
valid fully-qualified domain name for this integration to function successfully.

Question: When enabling the Operations Analytics - HP OneView integration, how might | avoid
potential authentication problems?

Answer: The role for the HP OneView user should have infrastructure administrator privileges.

Note: Use an existing user account or create a new user account to prevent potential
authentication problems. For either approach, the user must have the infrastructure administrator

role.

1. Logonto the HP OneView console.
2. Navigate to Settings > users and groups
3. Do only one of the following from the HP OneView console:

m Choose an existing infrastructure administrator for the integration like the administrator or
opsa user shown below.
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Chapter 4: Troubleshooting the HP Operations Analytics - HP OneView Integration
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Chapter 4: Troubleshooting the HP Operations Analytics - HP OneView Integration

Question: After enabling the Operations Analytics - HP OneView integration, how do | make sure that
the syslog forwarding is functioning correctly?

Answer: To verify that the syslog forwarding is functioning correctly foriLO, do the following:
1. Logontothe HP OneView server.
2. Select Servers > Server Hardware from the HP OneView console.

3. Locate the Hardware heading, scroll to the iLO row, then click the associated IP address to log on
to the Integrated Lights-Out console.

4. Select Administration > Management.
5. Select the Remote Syslog tab.

6. Check that the IP address entry in the remote Syslog Server field matches the IP address of the
Operations Analytics server.

Question: After enabling the Operations Analytics - HP OneView integration, how do | make sure that
the metrics are functioning correctly?

Answer: You should see metrics within one hour or less. Check any of the HP OneView dashboards in
Operations Analytics and verify that the metric data is appearing.

Note: You can adjust the frequency of the metrics by adjusting the Frequency option in the HP
OneView settings.

Question: After enabling the Operations Analytics - HP OneView integration, how do | make sure that
the syslog forwarding is functioning correctly for Enclosures?

Answer: To verify that the syslog forwarding is functioning correctly for Enclosures, do the following:
1. Log on to the HP Blade System Onboard Administrator (OA)
2. Select Active Onboard Administrator.
3. Click System Log.
4. Click the Log Option tab.

5. Check that the IP address entry in the remote Syslog Server field matches the IP address of the
Operations Analytics server.

Note: If you use a hostname instead of an IP Address for these fields, and the network uses
statically assigned IP addresses, you must configure a DNS server in the EBIPA settings.
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Chapter 4: Troubleshooting the HP Operations Analytics - HP OneView Integration

Question: When setting up the integration, you see one or more integration error messages. For
example, these messages might refer to configuring certificates, syslog forwarding, metrics frequency,
or security credentials.

Answer: Follow any remedies included in the displayed error messages. If there are no displayed
remedies, do the following:

1. Log on to Operations Analytics as a tenant administrator user.
2. Select Settings > OneView Settings

3. Configure the Operations Analytics - HP OneView integration and see if this action corrects the
problem.

Note: To remedy any of the problems you might encounter, complete the above steps before
doing any further troubleshooting or opening a support call.
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Chapter 5: About Data Collections for the
HP Operations Analytics - HP OneView
Integration

The following collections begin collecting data automatically after you configure the Operations
Analytics - HP OneView integration:

HP OneView Data Collections

Collection Name Source Domain Group

HP OneView Alerts oneview rabbitmq alerts

HP OneView Inventory oneview rest inventory

HP OneView Inventory Changes oneview rabbitmq inventory-changes
HP OneView Metrics oneview rabbitmq metrics

HP OneView Syslog arcsight OneView OneViewSyslogs
HP OneView Trees oneview rest topologytree

Note: The property group uid for each preconfigured Operations Analytics for HP OneView
Appliance collection consists of a combination of the source, domain, and group parameters used
to create the collection. For example, for the Operations Analytics for HP OneView Appliance
Inventory collection, it uses a domain of rest and a group of inventory when creating the collection.
The resulting property group uid is oneview_rest_inventory.

Using the HP Operations Analytics - HP OneView
Integration

After you finish configuring the Operations Analytics - HP OneView integration, the Operations
Analytics for HP OneView Appliance data collections begin adding data to the dashboards included
with the Operations Analytics - HP OneView integration. See Operations Analytics Integration with
HP OneView in the Operations Analytics Help for more information about the benefits of this
integration.
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Chapter 6: HP Operations Analytics - HP OneView
Integration Security Hardening

« Authentication: The Operations Analytics for HP OneView Appliance Inventory and Tree
collections use the Rest API. This collection requires user names and passwords. The Operations
Analytics for HP OneView Appliance Inventory Changes, Metrics, and Alerts collections require the
certificates that are stored in keystore and truststore files. These two stores require password
authentication.

« Key Management: These keys are stored in the /opt/HP/opsa/conf/ssl/opsa_defaults
directories.

« Encryption: Operations Analytics's Inventory Changes, Metrics and Alerts collections require the
passwords for the keystore and truststore used by the HP OneView server. These passwords are
encrypted.

« User Permissions: To configure the Operations Analytics - HP OneView integration, log on to
Operations Analytics as a tenant administrator. See the Operations Analtyics Configuration Guide
for information about configuring the Operations Analytics users.

« Certificates: After you click the Integrate button, Operations Analytics sends the HP OneView
host, user name, and password to the HP OneView server. The HP OneView server returns the
certificate data in forms that Operations Analytics places in the /opt/HP/opsa/conf/ssl/opsa_
defaults directories on the Operations Analytics Server Appliance. After the Operations Analytics
for HP OneView Appliance collections are published (this happens automatically during the
integration setup), Operations Analytics moves these files to the Collector Appliance.

« Data being Collected: The Operations Analytics for HP OneView Appliance collections obtain
data from HP OneView, which includes logs, metrics, HP OneView alerts, and topology data.

Note: logs originate from the devices that HP OneView currently manages (they come from
HP OneView-managed servers and enclosures). These logs are really syslogs.
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Send Documentation Feedback

If you have comments about this document, you can contact the documentation team by email. If an
email client is configured on this system, click the link above and an email window opens with the
following information in the subject line:

Feedback on HP Operations Analytics - HP OneView Integration Guide (Operations Analytics
2.20)

Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and
send your feedback to sw-doc@hp.com.

We appreciate your feedback!

HP Operations Analytics (2.20) Page 15 of 15


mailto:sw-doc@hp.com?subject=Feedback on HP Operations Analytics - HP OneView Integration Guide (Operations Analytics 2.20)

	Chapter 1: Introducing the HP Operations Analytics - HP OneView Integration
	Chapter 2: Licensing HP OneView
	Chapter 3: Configuring the HP Operations Analytics - HP OneView Integration
	Configuring the HP Operations Analytics - HP OneView Integration

	Chapter 4: Troubleshooting the HP Operations Analytics - HP OneView Integration
	Chapter 5: About Data Collections for the HP Operations Analytics - HP OneView Integration
	Using the HP Operations Analytics - HP OneView Integration

	Chapter 6: HP Operations Analytics - HP OneView Integration Security Hardening
	Send Documentation Feedback

