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construed as constituting an additional warranty. HP shall not be liable for technical or editorial errors or omissions contained herein.

The information contained herein is subject to change without notice.

Restricted Rights Legend
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© Copyright 2014 Hewlett-Packard Development Company, L.P.

Trademark Notices

Adobe™ is a trademark of Adobe Systems Incorporated.
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UNIX® is aregistered trademark of The Open Group.

This product includes an interface of the 'zlib' general purpose compression library, which is Copyright © 1995-2002 Jean-loup Gailly and Mark Adler.

Documentation Updates

The title page of this document contains the following identifying information:

« Software Version number, which indicates the software version.
« Document Release Date, which changes each time the document is updated.
« Software Release Date, which indicates the release date of this version of the software.

To check for recent updates or to verify that you are using the most recent edition of a document, go to: http://h20230.www2.hp.com/selfsolve/manuals
This site requires that you register for an HP Passport and sign in. To register for an HP Passport ID, go to: http://h20229.www2.hp.com/passport-registration.html
Or click the New users - please register link on the HP Passport login page.

You will also receive updated or new editions if you subscribe to the appropriate product support service. Contact your HP sales representative for details.

Support

Visit the HP Software Support Online web site at: http://www.hp.com/go/hpsoftwaresupport
This web site provides contact information and details about the products, services, and support that HP Software offers.

HP Software online support provides customer self-solve capabilities. It provides a fast and efficient way to access interactive technical support tools needed to manage your
business. As a valued support customer, you can benefit by using the support web site to:

« Search for knowledge documents of interest

« Submit and track support cases and enhancement requests
« Download software patches

« Manage support contracts

« Look up HP support contacts

« Review information about available services

« Enter into discussions with other software customers

« Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also require a support contract. To register for an HP Passport ID, go to:
http://h20229.www2.hp.com/passport-registration.html
To find more information about access levels, go to:

http://h20230.www2.hp.com/new_access_levels.jsp
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HP Software Solutions Now accesses the HPSW Solution and Integration Portal Web site. This site enables you to explore HP Product Solutions to meet your business
needs, includes a full list of Integrations between HP Products, as well as a listing of ITIL Processes. The URL for this Web site is
http://h20230.www2.hp.com/sc/solutions/index.jsp

HP Operations Orchestration (10.20) Page 3 of 22



REST Wizard User Guide

Contents
IntroducCtion ... )
Purpose of the REST Wizard Integration ____ .. .. 5
AUdIBNC . il 5
Supported VersiONS ..l 5
Supported Languages . ... ... oL 6
Getting Started with the REST Wizard ... ... ... ... 7
Installing the REST Wizard ... e 7
REST WiIzard LOGS .. ..o 7
Uninstallingthe REST Wizard .. ... 7
REST Wizard System Requirements ... ... .. ... . 7
REST Wizard StepsS ..o 8
Step1. Welcome Page ... ... 8
Step 2. Destination .. il 9
Step 3. APl Definitions .. 9
Step 4. OperatioNs .. 1"
Step 5. Configuration ... 12
Step 6. SUMMaANY il 15
Importing the Generated Flows into Studio ... 16
Generated FloWS ... o L 16
INDULS . 17
OUPULS il 17
RS PONS S . . 18
DS Pt ONS L 18
REST Operation ..l 19
Troubleshooting ... 21
Troubleshooting OVervIeW . . ... ... .. 21
Unabletolocate resource ..... ... ... ..o 21

HP Operations Orchestration (10.20) Page 4 of 22



REST Wizard User Guide
Introduction

Introduction

Purpose of the REST Wizard Integration

This integration enables administrators to create HP Operations Orchestration (HP OO) flows based on
URL to Resource Listing or local API Definition files.

The REST Wizard supports the Swagger and WADL formats for RESTful web service.

Swagger is a specification and a complete framework implementation for describing, producing,
consuming, and visualizing RESTful web services. Swagger is JSON-based. The main goal of
Swagger is to enable client and documentation systems to update at the same pace as the server. The
documentation of methods, parameters, and models are tightly integrated into the server code, allowing
APIs to always stay in sync.

The Web Application Description Language (WADL) is a machine-readable XML description of HTTP-
based web applications (typically REST web services). WADL models the resources provided by a
service and the relationships between them. WADL is intended to simplify the reuse of web services
that are based on the existing HTTP architecture of the web. It is platform- and language-independent
and aims to promote reuse of applications beyond the basic use in a web browser. It was designed to
provide an alternative to the WSDL.

For more information about creating HP OO flows, see the HP OO Studio Authoring Guide.

This document explains how this integration has been implemented, and how the integration’s
operations and flows communicate between HP OO and RESTful web services.

Audience

This guide is intended for system administrators who establish and maintain the implementation of the
integration between RESTful web services and HP OO. This guide assumes that you have
administrative access to both systems.

Supported Versions
HP Operations Orchestration
Content Pack Version REST Wizard Version
Base Content Pack 10.x 10.20
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Supported Languages
This release supports the following languages:
« en-English
« fr-French
» de-German
e ja-Japanese
e €s-Spanish

« zh_CN - Simplified Chinese
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Getting Started with the REST Wizard

Installing the REST Wizard

The wizard is installed if Studio is selected from the Operations Orchestration installer. The REST
Wizard is located under <OOlnstallPath>\studio\tools.

REST Wizard Logs

The logs are located in the <OOInstallPath>\studio\tools\logs\rest-wizard.log file.

Uninstalling the REST Wizard

The wizard is uninstalled when Studio is uninstalled.

REST Wizard System Requirements

The following are the minimum software requirements for systems running REST Wizard for HP
Operations Orchestration:

« The environment must have Java SE Runtime Environment 7 (also known as JRE) installed (for
running the wizards).
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REST Wizard Steps

To start the REST wizard, run the rest-wizard.bat file. This section describes the steps that you have
to perform.

Step1. Welcome Page

When you start the REST Wizard, the Welcome page opens.

Select Swagger or WADL.

Steps Welcome to REST Wizard
1. Welcome to REST The HF Operations Orchestrations REST Wizard generates flows based on REST API definitions files.
Wizard
_— Swagger is a specification and complete framework implementation for describing, producing, consuming,
2. Destination s S <
and visualizing RESTful web services.
3. API Definitions
4 Operatihs WADL is a machine-readable XML description of HTTP-based web applications (typically REST web services).
:oR WADL models the resources provided by a service and the relationships between them.
5. Configuration
6. Summary -
REST API definition format

() waDL

Back Cancel

Click Next to open the Destination page.
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Step 2. Destination

In this step, you select the location of an existing Studio project or a folder where the new project will be
created.

Enter or select a location of a Studio project for the flows you want to create and then click Next.

@ Operations Orchestration REST Wizard - 10.20 X

Steps Destination

1. Welcome to REST Enter the location of an existing 00 Studio project, or a folder where a new project will be created:
Wizard

. Destination C:\Users\admin\.co\Workspace\New REST Project Browse...
. API Definitions
. Operations

. Configuration

o koW

. Summary

Back ” Next Cancel

Step 3. API Definitions

The API Definitions page will vary, depending on whether you selected Swagger or WADL format.

Enter the base URL to the Swagger or WADL resource listing or click Browse to select one or more
files that contain REST API Definitions in a Swagger or WADL format. When the base URL is entered,
the Next button is enabled.

If the base URL is protected by authentication, specify the Username, Password, and
Authentication type. The currently supported authentication types are Basic, Digest, and
Anonymous.
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If the HTTP request to the base URL is done through a proxy, specify the proxy settings. The currently
supported proxy authentication types are Basic, Digest, and Anonymous.

(Swagger only): If the Resolve relative references according to the RFC3986 check box is
selected, the relative paths discovered in the Swagger file found at the provided URL will be
automatically resolved, and the HTTP requests will be made at the correct resource listening paths. If
this check box is not selected, it is possible that for relative paths discovered, the resource listening
paths will be incorrect and an exception containing the message "Invalid URL to a Swagger file" will be

thrown.
@5 Qperations Orchestration REST Wizard - 10.20 @
Steps API Definitions
1. Welcome to REST URL to the Swagger Resource Listing (e.g. http://corporateWWebSite.com/api/api-docs), or select local files:
Wizard
2. Destination Browse...
3. API Definitions Resolve relative references according to RFC3986
4. Operations Authentication
5. Configuration
Username:
6. Summary
Password:
Authentication type: Anonymaous hd
Proxy
Host:
Port:
Username:
Password:
Authentication type: |Anonymous -
Back lext
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(& Operations Orchestration REST Wizard - 10.20 @
Steps AFI Definitions
1. Welcome to REST URL to the WADL Resource Listing (e.g. http://corporateWebSite.com/application.wadl), or select local files:
Wizard
2. Destination Browse...
3. API Definitions
4. Operations Authentication
5. Configuration
Username:
6. Summary
Password:
Authentication type: Anonymaous v
Proxy
Host:
Port:
Username:
Password:
Authentication type: | Anonymous hd
Back lext

Step 4. Operations

On the Operations page, all the resources discovered in the previous page are displayed: the resource
path, the HTTP method available for the resource and a brief description of the resource.

For the selected resources, the HP OO flows will be generated and will contain an operation that
performs an HTTP request based on the HTTP method available for each resource.

Enter text in the top Search field, to filter the resources table by this text.

Select one or more resources.

Note: To select multiple operations, hold down the CTRL key.

Click Next.
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(&) Operations Orchestration REST Wizard - 10.20 |
Steps Operations

1. Welcome to the REST

Wizard -

2. Destination lSear:h: Q- Type here to filter operations

3, API Definitions | Path Meth... Description

4. Operations || [service/design/{designid} PUT Update a service design

5. Configuration | /service/design/{designid} DELETE Delete a design by ID

&. Summary | fservlce;deggnf{deggnid} GET Returns a service design by ID

Returns P T Ly ———

] ,.fservlce,fdeggn.-' POST  Create a service design

: [service/design/done/{design... POST  Clone a given service design and the cloned service ohject...
| [service/design/filter POST  Query for service designs matching a filter on tag

| /service/design/{designid}/pr... FUT Update a topology service design with provider associated ...

Back || hext Cancel

Step 5. Configuration

All the values provided in this step will be used as inputs for the generated flows and operations.

« Inthe Authentication section, if the Username and Password are provided, a new system
account will be generated under the New REST Project\Configuration\System Accounts folder
and the user name and password inputs of generated flows will reference this system account.

« Forthe Proxy user name and Proxy password pair, a new system account will be generated with
the Proxy suffix, following the same rule as for the Username and Password from the
Authentication section.

« The currently supported authentication types are: Basic, Digest, and Anonymous.

m [f the selected authentication type in both the Authentication section and the Proxy section is
Anonymous, the authType input from the generated flows will be initialized with an empty
constant.

HP Operations Orchestration (10.20) Page 12 of 22



REST Wizard User Guide
REST Wizard Steps

m |f the selected authentication type in the Authentication section is Basic and the authentication
type from the Proxy section is Digest, the authType input from the generated flows will be
initialized with a basic,digest constant.

« Inthe Headers text box, you can add multiple headers in the generated flows, in the following
format: headerNamel=headerValuel\nheaderName2=headerValue2. Use the new-line character
to separate the headers.

« Ifthe Enable weak security over SSL or Enable cookie tracking check boxes are selected, the
trustAllRoots, and useCookies input from the generated HTTP operation will be set to true and
the x509HostnameVerifier input will be set to allow_all.

Otherwise, these inputs will be set to false and x509HostnameVerifier will be set to strict.

« Ifthe Suppress user prompts for optional inputs check box is selected, the non-required
operation parameters discovered from the API Definitions document will be generated as flow
inputs set to use constants with empty values. Otherwise, these flow inputs will be marked as
prompts.

« Select the Overwrite the flow if already exists check box if the new generated flow should
overwrite an existing flow from the same location specified in "Step 2. Destination" on page 9.

« Some Swagger or WADL files do not have the base URL set correctly. In this case, after the project
is imported into Studio, check the <ProjectName>/Configuration/Sytem Properties folder, to
see if the generated System Properties SP_<ProjectName>_<ResourceName>_Url value is
initialized correctly.
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@ Operations Orchestration REST Wizard - 10.20 @
Steps Configuration
1. Welcome to REST This step allows to supply commeon inputs that will be generated for all flows.
Wizard
2. Destination Authentication Proxy
3. API Definitions I Eames Host:
4. Operations
Password: Port:
5. Configuration ; ,
Authentication type: Anonymous hd Username:
6. Summary vp - Y -
Password:
Authentication type: :Anon',rmous v:
Request
Headers: Content-Type: application/json i
Character set: UTF-8

Connection timeout (seconds):
[ "] Enable weak security over SSL
Enable cookie tracking (useCookies)

Suppress user prompts for optional inputs
[ ] overwrite the flow if already exists

[ eeac | [CHex”]

Click Next for the Summary page.
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Step 6. Summary

This step contains information about the successfully generated flows number from the selected
number of resources.

For more information about the flow generation, click Open log to view the log files.

.

@) Operations Orchestration REST Wizard - 10.20 el
Steps Summary
1. Welcome to the REST  The wizard has completed.
Wizard

Mews flows were generated for 1 out of the 1 selected operations.

2 Destination For additional information go to the log file located in studioftools/logs/rest-wizard.log.
3. AFI Definitions

4, Operations Open log

5. Configuration

6. Summary

Click finish to exit the wizard.
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Importing the Generated Flows into Studio

Before importing the generated flows into Studio, import the project generated by the wizard in Studio.
See the “Managing Projects” section in the HP OO Studio Authoring Guide to see how to import a
project.

Generated Flows

The REST Wizard generates a flow with the name specified in the Destination step of the wizard. If a
project with the same name already exists, the new flow is added to it.

(@ Operations Orchestration Studio o ]
File Edit Tools SCM Window Help

Prajects O g % | @ getDesigns - low x| v @ e
=" — =

S NE B AL SHABESGSXDE XD ES-E 3
=H= New REST Project &

=} Library
=& Wizards Y
== REST Wizard
= (= api g
=& 1.0.0 getDasig
B & service B
== design @
.?m
4 Configuration

i

ul

@ © g

o

RESOLVED: ERROR: E

SUCCESS failura z
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Inputs

Each flow has the following inputs, which are common to the REST operation:

- A - . -
+929 X2 T Local Cornectin - E
=i i Hews FEST Progect of .k i
@ Libwary Mamec getlesgns
Waerds.
=P Location: Mew REST FrajectLibrary Wizm Sy REST L0 e D L]
e A Mbeinbe 12 E
= .00
= sare Asgn Categores: 5
“ﬂhh [inputs| Dutputs | Responses| Descrphon| Sariptet
3 L Configuration =« | Input Sumemary e
s i
[ dmget | memowm gt + + &
et Required Trpe From E-
= || |swae vahse | Vakse: B{SP_Naw_Rawt_Project Sarvce L)
[ ] Single Vs ¥| Frim ! E— AR
pasmeand | vaks | From Sysem Account: SA_Hew_Rast_Promt_Accoust {Password)
| mcthT et Single Vs ¥ Vaks |
oy L gk vake v | Valutt 5P _Mevs_Rew_Fraped, Proy_ et
promte l Wals v Vaka P Mores_Ra_Prejict_Peovy Port)
| prooiylisemanms Singh Vaka | From System Aocoast: SA_ N st
T [Sighs vahsm v | From Symhem Aceoust: SA_tew_Fasl_Propct Proey
Debpescininird [+ -]
3 Content Packs | Ubrery |
LILE.;
A1 B [0 LE4-SNAFSHOT]

BB References | | Probiems | |9 Search A SCM Mppehoet 'SCMWW @ HPUN Search

Outputs

On the Outputs tab, the flow's primary result is document. All HP OO flows have the FailureMessage
and TimedOut outputs.

File Edit Tools Settngs SCM Window Help

Fregects O 0 | | # getbesigns - fow x| ivm|
+ 90 @X e
[ & hewe REST Froject m.ﬂﬁ

S e REST wzard Location: Few REST PropecLbrery/ Waerd/RIST Wizerd/apd'L 0.0/ service/ desgn/ peDengn
.:ﬂm T

i
i
g
H

LT RS

i
§
;
I
[
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Responses

The success and failure responses of the flows are the same as the REST operations.

(2 Operations Orchestration Studic B=8 8OR =%
File Edit Tools Settingt SCM Window Help
Frojects [= N P getDesigns - flow X 4rm e
"'=" ? ‘ P X & Lol Conngction = ]
i Naw REST Project i‘ m H &
L& Library Nesme: | getisdsgns
S B FoST Whaord Location: [New REST Frojec/Librory/Wazarés/REST Wizard/api/1.0,0/ srvice/ design/ge<Dasigns i -
e 100 WUID: J0ehadbe-oTlk-4db4-BMb-aBaBST 300512 b
i servie | Assign Categeries: | 2
= = design B ’
_;E__'m Inputs | Dutputs | Resporses  Description| Scriptet
2 Configarabion Fois ik M
e Fisspansies Summary 1§
Add Responss | o | * 3 :
Response 'L
SuCCess. ':-
failure 4

Descriptions

The description of each generated flow contains the following items:
o The description of the flow
« The description of the flow inputs
« The description of the results

« The description of the responses
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| File Edit Took Settings SCOM Window Help

| Frojects O& 8 @ getDesigns - flow 4rE |
+rooloxa B Local Connection = g
= &= New BEST Project ] ‘ . B & E
£ i Libraey Nme: [petesiges
B Wizards j L]
Sggs'rmn Location: (Mew REST Froject/Libmary/ d5/REST d/2pi/ 100/ service design/g g
agn.u VUID: Foe6a96a-6710- 4004-B4E- 0 BBBSTFO61 2 E
= sarvice E
=
e il
# - Configuration Inputs | Dutputs | Respanses | Description | Seriptiet| 3
fepra> =
Retums & list of sl the sasting sarvice designs. E
L
¥
url - The REST AF] hase url.
username - The username used for URL authentication. %
password - The password used for URL suthentication. L

:T‘I'nlrp-uf g aftion used by this of when trying to execute the request on the target server.

promy - The prooy server used to atoess the wib ste.,
promyPort « The proody serer port,
prosyLisername « The user name used whisn connicing bo the peoy.
Wﬂ Thit prooey séervir passwond hesccisted with the <prodlisenmame ingut value,

Fbsaits:
documant - Tha ooemplate Sooumint returned by e M Client GET oparatsn,
Fodurebessage - The final arror messsge retarmid 1o the user,

Rsparfrairs:

Baceass - Tha operntion completed as stabed in th description.
" ik - Thit OpRrgtan COmpleted urduloiselly,

prg

REST Operation

This operation is used to execute a HTTP request on a target host, either local or remote.

Operation Inputs

H<

E

it i';i'ﬁ. HEH R
L
i

e |
i
it
alslslslslslslslslsls]slslslslslslo]s]s]alsle]s

Operation Results
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2 3

S0ap Nema: gelHagns

Inguts | Rasults| Disglay | Descrption| Advanced | Scriptet|
= - || Stop Results|

T
lama From Assign To Assignmant Action Filters
i L mmﬁlﬂ [OVERWRITE e Filees
FailureMessage Cutput Field OVERWRITE Mo Filbers
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Troubleshooting

Troubleshooting Overview

This section provides troubleshooting procedures and tools that you can use to solve problems you
may encounter while using this integration.

Unable to locate resource

Possible reasons are:
« Invalid URL to Swagger/WADL Resource Listing or API Definition local files.
« The connection to a Swagger/WADL Resource Listing URL must be done through a proxy.

o The URL to the resource is invalid based on the provided JSON/XML document.
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