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Purpose of the PowerShell Wizard Integration

With this integration, users can generate HP OO flows from the selected PowerShell cmdlets found in
a list of modules/snapins.

Its main advantages are:

« Automation. Avoid having to repeat the same time-consuming process of creating flows which
execute PowerShell cmdlets. Perform the following steps as an alternative to using the PowerShell
Wizard (multiply by the number of cmdlets):

= Create an empty flow

= Drag and drop the PowerShell Script operation
= Search for the cmdlet description

= Set the required input values

m Set the description of the flow. The step inherits its description from the PowerShell Script
operation, but this is not available for the flow.

« Authoring ease. The description of each flow contains the default description of the corresponding
cmdlet which it executes. Therefore, the user is not forced to open the cmdlet description in a

browser and switch between HP OO and the Internet.

« Module and cmdlet discovery. The wizard discovers the available modules and cmdlets from a

target host.
Supported Versions
HP Operations Orchestration Version PowerShell Wizard Version
HP OO 10.x with Base Content Pack 10.x
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Supported Languages
This release supports the following languages:
« en-English
« fr-French
» de-German
e ja-Japanese
e €s-Spanish

« zh_CN - Simplified Chinese
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Getting Started with the PowerShell Wizard
Integration

Downloading the PowerShell Wizard ... ... 7
Starting the PowerShell Wizard . ... ... .. i, 7
Configuring Logging Settings . . ... 8
Uninstalling the PowerShell Wizard ... .. 8
PowerShell Wizard Requirements ... . 8
PowerShell Wizard Enhancements from 9.x .. ... 9

Downloading the PowerShell Wizard

The PowerShell Wizard Installer is an executable file that can be downloaded from the HP Live
Network page.

1. From https://hpln.hp.com, click Operations Orchestration Community and log in. The
Operations Orchestration Community page contains links to announcements, discussions,
downloads, documentation, help, and support.

2. Onthe left-hand side, click Operations Orchestration Content Packs.

3. Inthe Operations Orchestration Content Packs box, click Content. The HP Passport and sign-in
page appears.

4. Enteryouruser D and Password to access to continue.

5. Click HP Operations Orchestration 10.x, and then select the items that you want to download.

Starting the PowerShell Wizard

If Studio is selected from the Operation Orchestration installer, the wizard is located under
<installation folder>\studio\tools.

Double-click the ps-wizard.bat file under<installation folder>\studio\tools.
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Configuring Logging Settings

The configure logging settings are no longer supported in the 10.x wizard.

Uninstalling the PowerShell Wizard

The wizard is uninstalled when Studio is uninstalled.

PowerShell Wizard Requirements

The minimum software requirements for systems running the PowerShell Wizard for HP Operations
Orchestration are:

« Java SE Runtime Environment (also known as JRE) 7
o .NET Framework 2 or a later version

Target Host:
o PowerShell with remoting enabled.

« Forthe products providing PowerShell cmdlets, the target host must have the modules and snapins
available. Run one of the following cmdlets to list the required modules and snapins. Otherwise, it
means that the host does not have the cmdlets provided for that product.
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Getting Started with the PowerShell Wizard Integration

4 Administrator: Windows PowerShell

PS C:\Users>ooadmin.O0ODEU> get—-module -ListfAvailahble

Name

AppLocker
BitsTransfer
PSDiagnostics
TroubleshootingPack
WebAdministration

PS C:\Users“ooadmin.O0DEU> Get—PSSnapin —Registered

Name

UMware .DeployAutomation
UMware . ImageBuilder
UMuware .Uimflutomation.Core
UMuware .UimAutomation.License

PS C:\Users>ooadmin.OODEU>

i select—object name

i select—obhject name

Figure 1: How to list the modules and snapins in the PowerShell console

PowerShell Wizard Enhancements from 9.x

« The wizard now has the version (10.x) displayed in the title.

« The wizard now appears in the task bar and can be closed, minimized or brought to the front.

HP Operations Orchestration (10.20)
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PowerShell Wizard Steps

The PowerShell Wizard contains only a few steps. The Welcome page contains a short summary of
the wizard. This section describes the steps that you have to perform.

Step 1. Selecting the Repository

In the Enter the location field, type the required project path or click Browse to locate the project
location.

The wizard generates a 10.x studio project, but not a content pack or a repository. The project has a
default location: C:\Users\[username]\.oo\Workspace\New Project.

Steps Select repository

. Welcome to the Enter the location of an existing studio project or a folder where a new project will be created:
PowerShell Wizard

. Select repository C:\Users\[username]\.oo\Workspace\New Project | | Browse...

. Connection settings

. Select modules and
snapins

. Select cmdlets
. Finish

Figure 2: PowerShell Wizard: Select repository page
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Step 2. Configuring the PowerShell Connection

Steps Connection settings

. Welcome to the
PowerShell Wizard Host: |Ioca|host

. Select repository

. Connection
settings Password: |

. Select modules and Fort: |5985
snapins

Username:|

Authentication type: IDefauIt

. Select cmdlets
Use SSL: [ ]
. Finish

Cancel

Figure 3: PowerShell Wizard: Connection settings page

Host - Type the name of the host that you want to connect to. If you leave the Host field empty, the
PowerShell Wizard uses localhost as the default.

Note: If Host is empty then the authentication type will be NegotiateWithimplicitCredential. If
the host has been defined, the wizard considers the host definition provided by the user.
Username - Enter the user name to connect to the target host..
Password - Enter the password.

Port - The port values can be in the range of 1- 65535. If you set the port value to 0, the wizard ignores it
and uses the default port values. The default port values are: 5985 (HTTP) and 5986 (HTTPS).
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Step 3. Selecting the Modules

Steps Select modules and snapins

. Welcome to the Select the modules and snapins for the cmdlets to be loaded. They will be displayed on the next page. Default
PowerShell Wizard cmdlets (e.g. Get-Process, Get-Service, Get-Host) will only be included if you select the checkbox belows.

. Select repository
Available Modules and Snapins Selected Modules and Snapins

ApplLocker BitsTransfer

- Select modules and Appxt salserverCmdletSnapini 00
Snapins BitLocker SalserverProviderSnapin100

BranchCache

CimCmdlets

. Finish DirectAccessClientComponents

Dism

DnsClient

International

iSCSI

ISE

Kds

Microsoft. PowerShell.Diagnostics

Microsoft. PowerShell.Host

Microsoft. PowerShell.Management

(Microsoft. PowerShell.5ecurity
Mirrnsnft BoerShell |1Rility

3. Connection settings

. Select emdlets

W

[] Add default PowerShell emdlets ( i.e. the ones that come with PowerShell installation)

| Back || Next |

Figure 4: PowerShell Wizard: Select modules and snapins page

The wizard detects all the available modules/snapins on the target host and displays them in a list as
shown above. You can select/deselect any module and the wizard retrieves only those cmdlets
contained in the selected modules.

Cmdlets such as Get-Process and Get-Service are not contained in the list of available modules.
These are cmdlets which are available by default in PowerShell. To retrieve the list of default cmdlets,
select the Add default PowerShell cmdlets check box .

Note: If you select the Add default PowerShell cmdlets check box, the lists are disabled.
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Step 4. Selecting Operations (Cmdlets)

Steps Select cmdlets

. Welcome to the There are 236 PowerShell cmdlets that matched your search on the given host.
PowerShell Wizard Please select the ones you would like to import.

peeiepoNiy Search cmdlets:

. Connection settings

. Select medules and
snapins Available cmdlets Selected cmdlets

Select cmdlets Add-Computer
Add-Content

6. Finish Add-History
Add-Member
Add-PSSnapin
Add-Type

(Checkpoint-Computer
Clear-Content =
Clear-EventLog

Clear-History i
Clear-Item
Clear-ltemProperty
Clear-Variable
Compare-Object
Complete-Transaction

Figure 5: PowerShell Wizard: Select cmdlets page

The selected modules are loaded to the PowerShell runspace, and the wizard retrieves the names of
the cmdlets from those modules.

You can move the cmdlets from left to right or right to left. Use the search text box if the list is very
large, and you have difficulties finding the required cmdlet. The wizard searches the list for the cmdlets
with names containing the search text. In addition, the wizard updates the list while you are typing.
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Using the PowerShell Wizard — 00 Integration

PowerShell Wizard Integration Operations and Flows

This section describes the operations and flows in the PowerShell integration.

Generated Flows

r

(& Operations Orchestration Studio

File Edit Tools SCM Window Help
Projects Oa g Welcome X | # Get Bits Transfer - Flow X

t2o/ex2 LEABS 2 XQEX D E S E
(== New Project
= Library
(== Wizards
—I-(= PowerShell Wizard
£ Get Bits Transfer)
# Get Date
® Get Random
[+ () Configuration

RESOLVED : ERROR:
success failure

Figure 6: Example of a generated flow

The PowerShell wizard generates one flow for each selected cmdlet unless the project already
contains the flow. For example, if the flow was generated in a previous run of the wizard.

The name of the flow is obtained from the name of the cmdlet by applying the following rule:
o Replace"-" with"".

For example, the name of the flow for the cmdlet GetdScsiHbaTarget is changed to Get IScsi Hba
Target.

Inputs
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Input Required Type From
host Single Value | Frompt User =
URL Single Value ¥ | Prompt User o
shellURI |l | Single Value ¥ | Prompt User e
usemame Single Value ¥ | Frompt User =
password Single Value | Frompt User =
configurationName Single Value ¥ | Frompt User 2
authType Single Value | Prampt User from List - Selection List 2
connectionTimeout . |Single Value | Prompt User =]
scriptTimeout Single Value ¥ | Frompt User =
useSSL Single Value ¥ | Frompt User from List - Selection List =
skipCACheck Single Velue | Value: 2
_shipCCheck Single Value v | Value: e
port || |single Value v |Frompt User =
keepSessionAlve Single Value ¥ | Prompt User from List - Selection List o
enableFiping Single Value | Prompt User from List - Selection List =
_runspacelD Single Valug | Prompt User <
modules Single Valug ¥ | Value: BitsTransfer e
snaping L | |Single Value | Prompt User =
script Single Value v | Frompt User o
emadlet Singhe Value | Value: Get-BiteTransfer ]
returnTable Single Value | Prompt User from List - Selection List o,
delimiter L | |Single Value v |Prompt User 2
colDelimiter Single Value ¥ | Frompt User =
rowDelimiter L1 Isingle Value | Prompt User ==
Figure 7: Inputs of a generated flow
Each flow has the following inputs:

o Common inputs. All the inputs of the PowerShell Script operation
Descriptions
Name: Get Bits Transfer ] -
UUID: f0123251-b45d-4@50-8b24-a7f62dc1dass @

Inputs | Outputs | Responses | Description | Scriptlet|

[epre>

The Get-BitsTransfer cmdlet retrieves a set of 8ITS transfer jobs. By default, the cmdlet returns the jobs that are owned by the current user. However, if you have administrative credentials, you can
specify the Allusers parameter so that the command returns jobs that are owned by all users. The returned jobs can be filtered by name or ID. The jobs are represented by Bitslob objects.

uri ¢ http://go.microsoft.com/fwlink/?Linkid=141429

Inputs:

host - The hastname or ip address of the PowerShell host. This input is mutual exclusive with URI and shellURL
Default value: localhost

URI - Specifies a Uniform Resource Identifier (URT) that defines the connection endpoint for the interactive session.
Value format: <Transpart>:/f<Computeriame: <Port:>f“ Applic
Example: http://exch2010CAS1/Powershell? ull
sheiIURI Gelsme Uniform Resnume ldem:fﬂer (URI) of Ihe mu that is launched when the connection is made. This input is mutual exclusive with host,

hitp: 9

L1

E

Y
username - The username to use when connecting to the server.
Value format: in or domain
password - The password to use when connecting to the server.
configurationiame - Specifies the session mnﬁguramn that is used for the new PSSession. i you specify only the configuration name, the following schema URI is prepended:
http://sch Use b ft. Fowershell32 to force x32 PowerShelI version on x64 machines,
authType - Specifies the ‘mechanism that is used to auth the user's cred: l—
valid values: Default, Basic, Negotiate, Credssp, Kerb dential. (case-insensitive)
Default value: Default
connactionTimesut - Datermines how long the cliant computer waits for the remate session connaction to be established. When the interval expires, the d to blish the ion fails.
Enter a positive value in milliseconds.
Default value:180000 (3 minutes).
scriptTimeout - Determines how long the client computer waits fior the PowerShell script to be executed. When the interval expires, the operation fails. Enter a positive value in millisecends. An
empty value means no time-out; the script execution continues indefinitely.
useS5L - If true, the operation uses the Secure Sockets Layer (S5L) protocol to establish a connection to the remote computer, By default, SSL is not used, WS- Wt encrypts all d
PowerShell content transmitted over the network. UseSSL is an additional protection that sends the data across an HTTPS connection instead of an HTTP connection. Default port for SSL is 5986.
Default value: false
skipCACheck - Indicates whether, when connecting over HTTPS, the dlient does not validate that the server certificate is signed by a trusted certificate authority (CA).
Default value: true
skipCNCheck - Indicates whether the certificate common name (CN) of the server and the hostname of the server are not checked for being the same.
Default value: true
port - Specifies the network port on the remote computer that is used for this connection. To connect to a remote computer, the remote computer must be listening on the port that the connection
uns. The delault ports are 5985 (the WinRM port for HTTP) and 5986 (the WinRM port for HTTPS).
live - If true, the operation will not close the PowerShell runspace (i.e. the PSSession in case of remate connections ) created during the execution and returns the runspacelD as the
result offhe operation. Actually the PowerShell runspace is saved in the 00 session and can be used in other operations using the runspacelD result of previous operation.
Default value: false
enableFiping - If true the operation enables piping the way PowerShell does. This input should be used only when keepSessionAlive input is true. First time the piped objects are null and the scope ™ |
Design | Properties |

Figure 8: Description of a generated flow

The description of each generated flow contains the following items:
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« A description of the cmdlet as found in its native documentation

« Alink where the user can find a detailed description of the cmdlet written by the provider of the
module

« The description of the common inputs copied from the PowerShell Script operation’s description.
« The description of the common results

Most of the information included in the description can be obtained from the PowerShell console as
shown below:

L4 Select Administrator: Windows PowerShell FE] E@

PS8 C:islUserswoadnin.00DEU> get—help get—datastore —full

HAME
Get-Datastore

Get-Datastore [-Server <{UIServer[]>] [-Id <{Stringll>] [[-Hamel <{Stringll>] [-Datacenter <Datacenter[]>]1 [-UMH
HHost[1>]1 [-UH <WirtualMachinel1>] [-Entity <{UI0bject[1>] [-Refreshl [{CommonParameters:>]

DESCRIPTION
Retrieves the datastores available on a vSphere server. Returns a set of datastores that correspond to the Fi

riteria defined by the cmdlet parameters. To specify a server different from the default one. use the —Server
eter.

PARAMET ERS
—Server {UlServerll:
Specify the vSphere servers on which you want to run the cmdlet. If no value is given to this paraneter,

mmand runs on the default servers. For more information about default servers, see the description of Con
IServer.

false
named

n?

1t value
t pipeline input? false
t wildcard characters? true

d <Stringll1>
Specify the Ids of the datastores you want to retrieve.
Required? false
Position? named
Default value
fAccept pipeline i x falze
Accept wildecawd e true

—Hame <Stringll>
Specify the names of the datastores you want to retrieve.

Required? false i

Figure 9: Obtaining the description from the PowerShell console

PowerShell Script Operation

The operation is used to execute a PowerShell script or cmdlet on a target host, either local or remote.

If the operation executes a single cmdlet, the parameters of the cmdlet should be passed to the
operation inputs.

Inputs
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Bl PowerShell Sc..n - Properties < 4 b B

B &

Name; _Pmrshell Script |

UUID: FOb2afd2-5733-47e4-80ba-7f 2387 ccbbdS Yersion: 72 (11f23/11 18:11 admin)
#Assign Categories:

[Tnputs | Outputs | Responses | Description | Scriptiet |

+ ~ | Inputs Summary 1k X

RAS Cperation fields

Action Class: :dutNETWehA:thurﬁ_Powa'Shd.m:tims‘Power‘ihehaseﬁ.:tim
archive: | dotNETWebActions_Powershelldl
RAs: [@ [Configuration/Remote Action Services/RAS_Operator_Path

Override RAS:  ${overrideMRAS}

Inputs
Remove Input i It

Input Required Type Template

hast [ |single Value - | Prompt User =
URT ]  |Single Yalue ~ | Prompt User

shellURI [] |5ingle value - | Prompt User ==
username [] |single Value - | Prompt User [
password [ |Single Value | Prompt User =
authType [] |single value « | Prompt User e
usessL i Single Yalue » | Prompt User =
skipCACheck, ] |single Value - | Value: o
skipCNCheck F Single Yalue - | Walue: ’&
pork ] Single Yalue | Prompt User e
keepSessionalive [] Single Walue » | Prompt Liser =
enablePiping []  |sSingle value « | Prompt User =5
runspacelD [] Single Yalue « | Prompt User e
modules ] |Single valug » | Prompt User

snapins ] Single Yalue - | Prompt User =
script f Single Value ~ | Prompt User

crndlet [ |Single value « | Prompt User =5
returnTable [ |single Walue + | Prompt User =2
delimiter []  |single value - | Prompt User =
malMakmikar =1 Cimala \alia Dearark | lear =

Figure 10: Inputs of the PowerShell Script operation

Connection Inputs

host

The hostname or IP address of the PowerShell host. This input is mutual exclusive with URI and
shellURI

Default value: localhost

URI
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Specifies a Uniform Resource Identifier (URI) that defines the connection endpoint for the interactive
session.

Value format: <Transport>://<ComputerName>:<Port>/<ApplicationName>
Example: http://exch2010CAS1/Powershell?serializationLevel=Full
shellURI

Gets the Uniform Resource Identifier (URI) of the shell that is launched when the connection is made.
This input is mutual exclusive with host.

Example: http://schemas.microsoft.com/powershell/Microsoft. Exchange
Username

The usern ame to use when connecting to the server.

Value format: username@domain or domain\username

password

The password to use when connecting to the server

authType

Specifies the mechanism that is used to authenticate the user's credentials. Valid values: Default,
Basic, Credssp, Digest, Kerberos, Negotiate, NegotiateWithimplicitCredential (case-insensitive).

Default value: Default
useSSL

If true, the operation uses the Secure Sockets Layer (SSL) protocol to establish a connection to the
remote computer. By default, SSL is not used. WS-Management encrypts all Windows PowerShell
content transmitted over the network. UseSSL is an additional protection that sends the data across an
HTTPS connection instead of an HTTP connection.

Default port for SSL: 5986.
Default value: false
skipCACheck

Indicates when connecting over HTTPS that the client does not validate that the server certificate is
signed by a trusted certificate authority (CA).

Default value: true
skipCNCheck

Indicates whether the certificate common name (CN) of the server and the hostname of the server are
not checked for being the same.

Default value: true

port
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Specifies the network port on the remote computer that is used for this connection. To connect to a
remote computer, the remote computer must be listening on the port that the connection uses. The
default ports are 5985 (the WinRM port for HTTP) and 5986 (the WinRM port for HTTPS).

Session and Piping Inputs
keepSessionAlive

If true, the operation will not close the PowerShell runspace (i.e. the PSSession in case of remote
connections ) created during the execution and returns the runspacelD as the result of the operation.
Actually the PowerShell runspace is saved in the OO session and can be used in other operations
using the runspacelD result of previous operation.

Default value: false
enablePiping

If true, the operation enables piping the way PowerShell does. This input should be used only when
keepSessionAlive input is true. First time the piped objects are null and the scope is to save the objects
resulted from the PowerShell script execution. Next time the piped objects can be referred in the script
as "$_" objects.

Default value: false

Example: First, run "Get-Service" script with enablePiping=true and keepSessionAlive=true, then run
the script "Select-Object -property name,displayname,status|where-object {$_.Name -It "C"}" with
enablePiping=true keepSessionAlive=true. Observe the use of "$_".

runspacelD

If this is not empty, the operation searches the OO session for keys which equal the runspacelD. If the
operation finds the runspace specified by the runspacelD it tries to use it and does not create another
PowerShell runspace with provided inputs. If the runspace exists but is broken or unavailable the
operation uses its authentication parameters and tries to reconnect and recreate the PowerShell
runspace.

Note: The operation uses the connection parameters of the runspace identified by runspacelD, not
the values provided as user inputs. The operation processes the connection inputs, for example,
host, username, password, authType, useSSL that is provided by the user only if the runspacelD
does not exist in the OO session.

Additional Modules and Snapins

Modules

A list of PowerShell modules that is loaded after the PowerShell connection is established. Each value
from the list specifies the name of the module to import. Enter the name of the module or the name of a
file in the module, such as a .psd1, .psm1, .dll, or ps1 file. File paths are optional. Wildcards are not
permitted. Specify only the module name whenever possible. When you specify a file name, only the
members that are implemented in that file are imported. If the module contains other files, they are not
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imported, and you might be missing important members of the module. The list of modules should be
separated by the comma"," delimiter.

Example: FailoverClusters
Snapins

A list of PowerShell snapins loaded after the PowerShell connection is established. Each value from
the list specifies the name of a registered snapin, for example, the Name, not the AssemblyName or
ModuleName.

Example: Microsoft.Exchange.Management.PowerShell. E2010

PowerShell Script and crndlet Inputs

script

The script to execute on the PowerShell host. If you want to execute a script from afile just provide the
file path.

Example:

C:\PowerShellScripts\GetHost.psl
Cmdlet

The name of the PowerShell cmdlet to invoke. If the cmdlet has additional parameters, please provide
them as inputs to the operation. If the parameter has the same name as one of the operation's inputs
just prefix it with "_". This input is intended to be used together with the PowerShell wizard so please
use the script input whenever possible.

Formatting the Result

returnTable

If true, the operation will return a table containing a row for each PSObject that the script emits. The
table's columns represent the properties of these PSObjects, in the
propertyName<delimiter>propertyValue format. If false the operation returns a string representation of
the result similar to the output from the PowerShell console.

Default value: false.

delimiter

The delimiter used to separate each property name from the property value in the output table.
Default value: ":".

colDelimiter

The delimiter used to separate columns in the output table.
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Default value: ",".
rowDelimiter
The delimiter used to separate rows in the output table.

Default value: newline.

Running a PowerShell Script on a Localhost

The only setting required to execute the PowerShell scripts on the localhost is that the ExecutionPolicy
must be RemoteSigned. Use Get-ExecutionPolicy to display the current execution policy and Set-
ExecutionPolicy to set the execution policy.

In addition, the required input is the script input.
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| 9% Local PS Script - Debug x| v @

PIHE kad &

Run Tree 2 | Transition History

5B Run [Local PS Seript]
----- (& : |step [Powershel Script] (Complete) Step Result Inspector
D Step [Resohved : su:cess] (Complete) {Result=0;returnResult=Name: AdobeaRMservice,
MName: feLookupSwe,
Name: ALG,
Mame: &ppHostSwe,
Name: ApplDSve,
Mame; &ppinfo,
Name: AppMgmt
Name: m.l:ioEnl:bmrl:BI.nIder
Name: AudioSry,
Mame: AxInstSY,
Name:BDESVC,
Mame:BFE,
Name:BITS,
Mame:Browser,
Name:bthsery,
Marme: CprtPromSawr.
€| 1 ] T

Raw Resylt IPrmeresu.tIOtl'mRmtks

w»oi

Bl

Context Inspector ES
o 4 | = el
= Step Inputs al
URI
authType
erndlet
colDelmiter
delimiter
enablePiping
Breakpoints & Response Overrides £ hast
keepSessiondlive
modules
p!smd R LB
pork
returnTable
rowDelimiter
runspacelD

script get-service| select-object name
shellURI

skipCACheck
skipCNCheck

e
useS5L
Breakpoints | Response Overrides usamame -
= e

Figure 11: Running the PowerShell script operation on localhost

If one script requires elevated rights, enter a user name and a password.
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Running PowerShell Scripts from a File

Run Tree % | Transition History ¥
F@ run [Run PS Script from File]
S Result 1 ik &
' Jotep [Powershell Script] (Complete) tep Rent Inspector
& Step [Resobved : success] (Complete) {Resuk=0;returnResult= A
hame : Default Host
WErsaon 2.0
Instanceld  : Gef8d54c-2098-4462-0a1 2-26874d04b2 84
ut + System. Managemenk ., Automation. Inkernal Host. InkernalHostUser In
terface

n

CurrentCulture : en-U3
CurrentUICulbure : en-US
PrivateDista
IsRunspacefushed :
Runspace

sreburniCnna= i nhisctst nnt=1 1sassinnld=7A72A3044-M 43-4771 -8 33-3hhé1 4p8880: srrinb=Fnllowinn is the ™
« T ¥

Ravs Result | Primary Resuk | Cther Resuls
Context Inspector 2
i !
E] Step Inputs &
URI
authType
crndlet
colDelimiter
delimiter
enablePiping
Breakpoints & Response Overrides 3 host
keepSessionalve
modules
password PR
port
returnTable false
rowDelirmiter
runspacelD
[seript & "C:\SeriptsiPs Tests\PSSeriptGetHost.ps1”
shellURT
skipCACheck
shkipCHCheck

[—]I IDisat snaping
A uses5L

Breakpoints ;Response valncles_' - username il

[ W= S ——

Figure 12: Running the PowerShell script operation from a file

To run scripts from afile, just provide the path to that file. This should work in most of the cases, when
the path to the file contains white spaces, the operation fails. To fix this provide the path to that file like
in the picture above.
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Loading PowerShell Functions from Files

! : @
Powdrshell | Resolved : L
Sqript | success 1
Error: -
Inspector o
Step Mame: PowerShell Script
Inputs | Results | Display = Description | Advanced | Scriptiet
a w |Inputs Summary > | script 41r X
Mame:  script Input: Type: :Sinde Yalue v:
Input Data Flow ‘Otherwise: Use Constant’ Configuration
Assign From Wariable: | script - Constant Value:
2 | 1 L “Ci\Scripks\PS Tests\GetParameter psl”
» Okh :  Use Constant -
- Srwee! [uERSINRAN 4 Gek-Parameter Get-Process
Assign ko Variable:  scriph -
Input Properties
|| Encrypted Required
‘alidakion Format: <not validated > -
Record Under: <run: history = -

Figure 13: Using a script to enable all functions from alocal file

In certain cases, a PowerShell script depends on functions from other file from the disk. The script from
the picture above might help to load this file and enable all functions and cmdlets from it. Get-Parameter
cmdlet is defined in the file named Get-Parameter.ps1.
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Running a PowerShell Script on a Remote Host

% ps Script - Flow % | % PS Script - Debug %

PIE bk ad &

»

Run Tree

% Run [PS Script]

> Jstep [PowerShell Script] (Complete)

& step [Resolved : success] (Complete)

Breakpoints & Response Overrides -3

Enable/Disable All

Breakpoints | Response Overrides |

| Transition History

Step Result Inspector

2

{Result=0;returnResult=Name: AeLookupSve, RequiredServices:, CanPauseAndCont

Marme: AppIDSve,RequiredServices: System. ServiceProcess, ServiceController Syster
MName: Appinfo,RequiredServices: System. ServiceProcess, ServiceController System.©
Name: AppMamt, RequiredServices:, CanPauseandContinue:False, CanShutdown: Fal:
MName: aspnet_state,RequiredServices:, CanPausefindContinue:False, CanShutdown
Name: dudicEndpointBuilder, RequiredServices: System, ServiceProcess. ServiceContn
MNarne: AudioSry, RequiredServices: System, ServiceProcess, ServiceController System
Marne:BFE, RequiredServices: System, ServiceProcess, ServiceController, CanPausean
Name:BITS, RequiredServices: System. ServiceProcess. ServiceConkraller System. Ser
Name:Browser, RequiredServices:System, ServiceProcess, ServiceController System.:
Nare: CertPropSve, RequiredServices: System. ServiceProcess, ServiceController, Can
MNarme: CertSve, RequiredServices: , CanPauseandContinue: True, CanShutdown: True,
MNarme:clr_optimization_vw2.0.50727 _32 RequiredServices: ,CanPauseAndContinue:F.

4| b

-~

Nam:ALG,quuiredﬁsr\fices:,CanPauseArdethue:Falss,CmShutduwn:FaIsse,Ca|§|
Marne: AppHostSyve, RequiredServices: , CanPauseAndContinue: True, CanShubdown: T

Mama:rlr antimization w2 N.SN7277 A4 RemiredServires:  CanPancaandCantingis:F. s

Raw Result | Primary Result | Other Resuls|

Context Inspector
20 8 (= 2]
= Step Inputs
LRI
authType
cmdlet
colDelimiter
dedirniter
enablePiping
hast exch2010CAS1
keepSessionAlive
modules
password
pork
returnT able
rowDelimiter
runspacelD
seript
shellURT
skipCACheck
skipCNCheck
snapins
usessL
username

(N W S

otk

Get-Service

oodeviooadmin

Figure 14: Running the PowerShell script operation on a remote host

m

First, execute the script providing only the required inputs: host, user name, password and the script.

Negotiate is the default authentication type if the host is provided as an IP address and Kerberos for
host names. See PowerShell Remoting and Authentication Types if the connection fails.
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Formatting the Result

The result can be formatted as a table or the same way it will be displayed in the PowerShell console.
The format is decided by the returnTable input described above. If returnTable is set to false the
operation will return the result as in the PowerShell console and like the old operation.
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Step Result Inspector

»

{Result=0;returnResult=
Status MName DisplayMName

Running AdobeARMservice Adobe Acrobat Update Service
Stopped AeLookupSwc Application Experience

Stopped ALG Application Layer Gateway Service
Running AppHostSve Application Host Helper Service
Stopped AppIDSwi Application Identity

Stopped Appinfo Application Information

Stopped AppMamt Application Management

Running AudicEndpointBu. .. Windows Audio Endpoint Builder
Running AudioSry Windows Audio

Stopped AxInstSY ActiveX Installer (AxInstSv)
Stopped BDESYWC BitLocker Drive Encryption Service
Running BFE Base Filtering Engine

Running BITS Backaground Irteligent Transfer Ser...
Rurnning Browser Computer Browser

Stopped bthsery Bluetooth Support Service

Running CertPropSve Certificate Propagation

Stopped clr_optimizatio. .. Microsoft .NET Framework NGEN v2.0....
Stopped clr_optimizatio... Microsoft .NET Framework NGEN v2.0....
Stopped clr_optimizatio... Microsoft \NET Framework NGEN v4.0....
Stopped clr_optimizatio. .. Microsoft ,NET Framewaork NGEN v4.0....
Stopped COMSysapp COM+ System Application

Running CryptSwvc Cryptographic Services

Running CscService Offline Files

Running DcomLaunch DCOM Server Process Launcher
Stopped defragsve Disk Defragmenter

Funning Dhcp DHCP Client

Running Dnscache DS Client

Stopped dot3sve Wired AutoConfig

Running DPS Diagnostic Policy Service

Stopped EapHost Extensible Authentication Protocol
Stopped EFS Encrypting File System (EFS)

Stopped ehRecyr Windows Media Center Receiver Service
Stopped ehSched Windows Media Center Scheduler Service
Running eventlog Windows Event Log

Running EventSystem COM+ Event System

Stopped Fax Fax

Stopped FdPHost Function Discovery Provider Host

< | m |

»

m

Raw Result | Primary Result | Other Results |

Figure 15: The result if returnTable=false

The result is human readable, but the problem is that it is very difficult to parse, and does not contain

properties which could not be displayed on the screen.

The result can be displayed as a table.
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PowerShell session considerations results are displayed as a table. Each PowerShell object (in this
case each service) is displayed by default on a line. Each line contains different properties of the
service (default delimiter is “,”) and the key-value pairs are delimited by “”. All these delimiters can be
changed, refer to the Inputs section for more information.

For example Get-Service retumns the following result:

Step Result Inspector -3

Marme:Appiigmt, RequiredServices: System, ServiceProcess, ServiceControler[ ], CanP auseAndContinue -False, CanShutdown:False, CanStop False, DisplayMame: Applicatio =
Mame:AudicEndpointBuilder  RequiredServices: Syshem. ServiceProcess. ServiceCantroller[ ], CanPauseAndContinue:False, CanShutdown: False . CanSkop: True, Displayhlanms
Mame:AudioSry, RequiredServices: System. ServiceProcess. Service Controller] ], CanPauseandContinue False, CanShutdown:False, CanStop: True, DisplayName: Windows £—
Mame:AxInskSY, RequiredServices: System. ServiceProcess, ServiceContraller[ ], CanPauseandContinue: False, CanShut down: False, CanStop: False, DisplayMame Activex Irl
Mame:BDESYC RequiredServices:System, ServicePracess, ServiceController[ ], CanPauseandConktinue: False, Canshubdown :False, CanStop:False, DisplayName: Bt ocker D
Mame:BFE, RequiredServices: System. ServiceProcess. ServiceController{ ], CanP auseandContinue:False, Cmsh.lldum False, CanStop: True, DisplayName:Base Filtering E=|
Mame:BITS, RequredServices: System, ServiceProcess, ServiceController[ ], CanPausefndContinue: False, CanShubdown:False, CanStop: True, Displayhlame: Background In: =
Mame:Browser, RequiredServices: System. ServiceProcess, ServiceController| ], CanPausesndContinue: Falge Canshitdown:False, CanStop: Tre, DisplayMame: Compiit er E
Mame:bthsery, RequiredServices: System, ServiceProcess, ServiceController[], CanPause AndContinue: Fdse,Cdemm False, CaniStop:False, Displayhame:Bluetooth ‘i
Mame:CertPropSve, RequiredServices: System, ServiceProcess, ServiceController ], CanPauseandContinue:False, CanShutdown: True, CanStop: True, DisplayMame: Cenﬂcii
Marme:clr_optimization_v2.0,50727 _32, RequiredServices: System, ServiceProcess, ServiceController[ ], CanPauseandContinue:False, Canshutdown:False, CanStop:False, |
Mame:clr_optimization_v2.0.50727 _64, RequiredSarvices: System. ServiceProcess, ServiceController[ ), CanPauseAndContinue:False, CrrSl'u.ldmm:Fa}ss,Cmeop:qu,l
Mame:clr_optimization_w4.0,30319_32, RequiredServices: System, ServiceProcess, ServiceController[], CanPauseAndContinue:False, CanShut down: False, CanStop:False, |
Marme:clr_opkimization_vw4.0,30319_64, RequiredServices: System, ServiceProcess, ServiceController[ ], CanP auseAndContinue:False, CanShut down:False, CanStop:False, |
Mame:COMSyshpp, RequiredServices: System. ServiceProcess. Service Controller]], CanPaussandContinue [False, CanShutdown: Falss ,CanStop: False Displayilame: COM+
Mame:CryptSve, RequiredServices: System. ServiceProcess. ServiceController[], CanPauseAndContinue: False, CanShut down: True, CanStop: True, DisplayName: Cryptograg
Mame:CscService, RequiredServices: System. ServiceProcess. Service Controller[ ], CanP auseAndContinue :False, CanShutdown: False, CanStop: True, Displayhame: Offline F
Mame:Deoml aunch, RequiredServices: System. ServiceProcess. ServiceController] ], CanP auseAndContinue : False, CanShutdown:Falss, CanStop: False DisplayMame: DCOM
Mame:defragsve,RequiredServices: System. ServiceProcess. ServiceController[ ], CanPauseAndContinue: False, Canshutdown: False, CanStop:False, DisplayMame:Disk Defr
Mame:Ohep, RequiredServices: System. ServiceProcess. ServiceCantroller[], CanPauseandCantinue False, CanShutdown: True, CanStop: True, DisplayiMame: DHCP Client,De
Mame:Dnscache, RequiredServices: System, ServiceProcess, ServiceControler[ ], CanPauseandContinue: False, Canshutdown: False, CanStop: True DisplayMame: DNS Clisnl
Mame:dot3sve,RequiredServices:System, ServiceProcess. ServiceController[ ], CanPausendConktinue:False, CanShutdown:False, CanStop: False, DisplayName: Wired Autc
Mame:0P3, RequiredServices: System, ServiceProcess, ServiceContraller[ ), CanPauseandContinue :False, CanShutdown: True CanStop: True, DisplayName:Diagnostic Policy
Mame:EapHost RequiredServices: Systam. ServiceProcess  ServiceConbroller ], CanPauseAndContinue: F alse, Canshutdown: False, CanStop: False, Displayianme: Extensible
Mame:EFS, RequiredServices: System. ServiceProcess. ServiceController| |, CanP auseAndContinue:False, CanShut down:False, CanStop: False, Displayfame: Encrypting File
Mame:ehRecyr RequiredServices: System, ServiceProcess. ServiceController(], CanPausefndContinue: False, CanShutdown:F alse, CanStop:False, Displayhane: Windows b
Mame:ehSched, RequiredSerices: Syshem. ServiceProcess, ServiceController] ], CanPauseandCantinue: False ,CanShubdown: F alse, CanStop:Falee, Displayilame: Windows ¢
Mame:eventlog RequiredServices: System. ServiceProcess. SenviceController[ ], CanPauseandContinue False, CanShutdown: True, CanStop: True, DisplayMame  Windows E»
Mame:EventSystem, RequiredServices:System, ServiceProcess, ServiceController[ ], CanPauseandContinue:False, CanShutdown: False, CanStop: True, Displayiame COM+
Marme:Fax, RequiredServices System, SericeProcess, ServiceContraller[ ], CanP auseAndContinue: False, CanShut down:False, CanStop. False, DisplayMame:Fax, Dependenl
Mame:FdPHost, RequiredServices:System, ServiceProcess, ServiceController[ ], CanPaussandConkinue:False, CanShutdown:False, CanStop:False, DisplayName:Function Di
Mame:FDResPub, RequiredServices: System. ServiceProcess. ServiceController[],CanPausefindContinue: False, CanShutdawn: False,CanStop:False, Displayhlame: Function
Mame:FortCache, RequiredServices: System. ServiceProcess. ServiceController[ ], CanP auseAndContinue:False, CanShutdown: True, Canstop: True, Displayhame ‘Windows
Mame:FontCache3.0.0.0,RequiredServices: System, ServiceProcess, ServiceConkrolber[ ], CanPausesndContinue:False, CanShutdown:False, CanStop: False, Displayhlanme
MNameigpsve, RequiredServices:System, ServiceProcess, ServiceController[], CanPausaindContinue:False, CanShutdown: False, CanStop: True, DisplayMame: Group Policy ¢
Mame:hidsery, RequiredServices: System, ServiceProcess, ServiceController ], CanPausedndContinue:False, CanShutdown: False, CanStop: False, Displaytame Human Inke
Mame:hkmsve, RequiredServices: System. ServiceProcess. ServiceController[ ), CanPauseandContinue [False, CanShutdown: False, CanStop: False, DisplayMame:Health Key
Mame:Homedrauplistener RequiredServices: System. ServiceProcess. Service Controller] ], CanP auseAndContinue :False, CanShutdown: False, CanStop: False  Displayblame
Mame:HomeGroupProvider, RequiredServices:System, ServiceProcess, ServiceControber[ ], CanPauseandContinue :False, CanShutdovn:False, CanStop:False, Displayhiame
Mame:idsve, RequiredServices: Sysbem. ServiceProcess. ServiceController ], CanPauseAndContinue: F alse, CanShubdown: False ,CanStop: False, Displayiame: Windows Care =

I [0 b

Raw Result mynmlmnm

Figure 16: Raw result of the Get-Service flow

The result contains a full list of properties without any additional PowerShell script, for example, Get-
Service|fl, Get-Service|Select-Object Status). Therefore, the status of the services appears and can
be parsed by writing two types filters on the result.
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Step Mame: PowerShel Script
Inpuks  Results | Display | Description | Advanced | Scripthst
& ¥ Step Results > serviceNames ir X

Add I Remowve .'_i‘ J} Mo Filter Selected

o RegEx: ‘Name [~ ¥
o Replace All ‘Name:" with "

Test Filter Input i
| TestAlFikers | Test Selected Fikers o g | Clear | Quick Command

(]

— 4l
Name: AdobeAlMservice, RequiredServices: Systen, ServiceProcess. ServiceController ] ,CanPauseindContinue; P *
alse,Canfhutdown: False , Canftop: Trus DisplayNane: Adobs Acrobat Update

Service DependentServices: Systen, Servicelrocess. ServiceController ] .HachineNane: . ,ServiceNans: Adchail

Hservice, ServicesDependedln: Systen. ServiceProcess. ServiceControllerl] ,ferviceHandle: SafeferviceHandle

Tesk Output

Wirmgmt -

WinkM

Wlanswe

wmiApSrw

WHPHetworkSwe

WPCESwa

WPDEws Enum

WESEVE

Wiearch

WUauserv

wadfsve

TranSve -
] 3

Figure 17: Filtering the results

Running Multiple PowerShell Cmdlets Scripts in the
Same PowerShell Session

This section explains how to run multiple PowerShell Script steps in the same PowerShell session.
When the PowerShell Script has to execute a single script on a remote server keeping the sessions
alive is not necessary. The PowerShell Script connects to the remote host, creates a new PowerShell
Runspace, for example, a new PowerShell session, runs the full script on the target and closes the
runspace and the connection.

If you want to use the PowerShell Wizard and run the generated flows in a different sequence, you need
to consider how much effort is required from the user and whether additional PowerShell Scripts need
to be created in order to general flows. However, there are situations when you want to keep the
PowerShell session alive.

For example, one uses the PowerShell Wizard, connects to a host which has PowerCLlI installed on it
and follows the wizard steps to generate HP OO flows for the PowerShell cmdlets to execute VMWare
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tasks. Suppose that after the wizard finishes, the user wants to execute one simple cmdlet like Get

VM.

To run cmdlets and keep the sessions alive:

1. Runthe OOTB Get Datacenter flow generated with the PowerShell Wizard.

Note: This cmdlet does not have any required inputs, however the flow fails to run as you
need to run the Connect VIServer cmdlet. The PowerShell Wizard generates this flow to

solve this problem.

2. Create aflow sequence as shown below.
Do not modify the generated flow.
The flow tries to execute Connect VIServer before Get VM.

In the flow below, the parameters specific to the cmdlet were added as flow inputs
appear in capital letters.

] Operatizad Orehaitration Tusn - “sdmis’  Local Rapsiftary - CLEMENS - EAWORKSPACERCLEMEN D Reperitaniei \Repoiitary

Fik Eft Tools Repostesy Window Help
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Figure 18: Adding values to specific parameters of the cmdlet
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The user runs the flow and provides inputs for the server, user name and password (Connect
VIServer). No inputs are required for the Get Datacenter. The Connect VIServer succeeds,
however, the Get Datacenter fails.

The Get Datacenter fails for the following reasons:

m Connect VIServer passes successfully and the connection to the VMWare server was
established.

m Connect VIServer created a new PowerShell runspace, for example, PowerShell session and
executed the cmdlet which established a valid connection to the server, however the runspace
is closed after the flow runs and the connection is lost.

= Get Datacenter flow creates another PowerShell runspace which is different from the one
created by Connect VIServer flow. Therefore, Get-Datacenter cmdlet fails.

3. The solution to the previous step is to keep the session alive during the execution of the two
cmdlets.

To do this:

keepSessionAlive=true for the first flow which is Connect VIServer; the runspacelD must be
added to the results of the Connect VIServer flow:
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|® Ps wizard YMW... sample - Flow | 5 PS Wizard VMW.. sample - Debug 4 b E

Success. =.r ——succRss- -‘—r—O

Resolved

Datapentar SUCCESS
Q
|
Error:
failure
n ] »
Step Name: | Connect VIServer
Inputs [[esukts]| Display | Description | Advanced | Scriptiet |
- supltesmﬂ ir X
[Cosinest ]| reoeress | & ) 8
Maire Friod Assign Ta Assignment Action Filters
runspacelD [Result Field: runspacelD  |Flow Yariable |CVERWRITE Mo Fikers =2

| Design | Properties |
Figure 19: Adding a result to the Connect VIServer flow

. The runspacelD of the Get Datacenter flow must get its value from the result of the Connect
VIServer. This happens automatically because runspacelD input assigns its value from the flow
variable.

At this point the flow completes successfully.
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Run Tree

ﬁ Run [PS ‘Wizard YMware sample]

=4 Step [Connect VIServer] (Complete)
Bl Step [PowerShell Script] (Complete)
& Step [Resolved : success] (Complete)
SR dstep [Get Datacenter] (Complete)
: Step [PowerShell Script] {(Complete)
: @ Step [Resolved : success] (Complete)
Q Step [Resolved ; success] {Complete)
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Step Result Inspector
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OOdatacenter
OOdatacenter

4 m

Datacenter-datacenter-21
Datacenter-datacenter-21
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$GetDatacenter=Get-Datacenter -Server 16.53.236.24

; TimedOut=;Result=
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Figure 20: The execution of the PSWizard VMWare sample flow
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Assigning the Result of One Cmdlet as a Parameter to

Another Cmdlet

Most of the “get” flows generated through the PowerShell Wizard should work OOTB with minimum
effort from the user. But there are some cmdlets, probably the “new” cmdlets, which require as
parameters the result of another cmdlet. For example, one would like to create a new virtual machine

using the generated flow New VM.

Even if the user follows all the steps described in the previous section, the flow can not be executed.
The PowerShell Wizard generates the flow, but the user can run OOTB flows only if their parameters
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have a built-in type (for example, strings or integers). In case of cmdlets like Get-Help the parameters
can be passed as strings (for example, the name of the cmdlet to search for help information). The New
VM flow parameters are below:

' [ Operations Orchestration Studio - ‘sdmin' @ Local Repository - CLEMENS - EAWORKSPACES\CLEMENS\Repositories\Repositary (=2 EoR ="
File Edit Tools Repositary ‘Window Help
8 B | P newvM-Flow x )
& Mourk: Tooks & -
{® Mave Datacenter _
2 Mave Folder Name: [New YM ; )
B pave Inventory ULID: 385008205624 -40ca-baf-beddefdas0ad Version: 1 (01/16/12 08:19 admin) § L
Pty
2 Move Template WW i
2 Mave Vipp Irguts | Outputs | Responses | Description | Scriptlet | Advanced g
D o - Ar x -
O Mave Viriost Inputs Summary [
New Advanced Setti r
gmmm ” Inputs Lt
O o o aon g sadivps | Remove g & s |?
2 New COOrtve =
& New Chuster Tnpek Requred Type Terplate %
D hiewr Custom Attribut ST e FREC T |8
.'gmwcmxﬁeu : | rowDelmiter | |singevale | Promptiser e &
® New Datacenter | returnTsble | |Singlevake . | PromptUser L
B New Datastore | username | [SngleVahe . [ Prompt User =
B How Deploy Rule I | [Single Ve | Prompt User
2 New Drs Rubs port | |Single Volue . | Prompk User
® New Esx Image Frofile skipChicheck | |Gingevae | Prompt Ussr
© New Floppy Drive colDeliriker | [singeVehse | Promptiser
B e Folder rurnspaoelD | [Snglevalus . | Prompt User
9 New Hard bisk hest | |Snglevahe . | PromptUser
B New [Sesi Hoa Targat Snapins. | [Snplevalus . | Prompt User
B New Natwork Adapter shellURT | |Sngevahe . | PromptUser
® New OSCustomization Nc Mapping enableFiping | |single Vahe . | Prompt User
B New OSCustonization Spec authType | Sngevahe ., | Prompt User
B New Resource Pool | shipCAChedk | Singhe Vahe | Prompt Uses
8 New Scsi Controler = [ moddes | |Srgevake | PromptUser
:éanSnm crdlat | |Single Vahe e | VahuE: Hew-vi
© New stat Inverval kespSessioncive | [Snglevas | Prompt User
;Ne\-\-mndatu script | Snglevae o | Prompt Uses
B new vipp ] -
2 New VICredentisl Store Ttem ] -
2 New VIPermission ] - :
2 New VIPY k Us
Emmrt’ Yersion | [Singlevahe o | Promptuser
2 New virtual Port Group Name | |Srglevas . | Prompt User
2 New Virtusl Siitch ResourcePool | |Srglevake | Prompt User
o [ YApp | |Singlevae . | FromptUser
0 Location | [Single Vale ., | Promet Liser
Nesw VMIGUesE Route
.:Nmmmm | Datastore |_|singleVahe | Prompt User
|8 Neww VMFHosE Nebwork Adspter | Diskie | [Sngevale | Prompt User
2 New ViHost Profile DeskPath | |snglevake | Prompt User
© New ViHOsE Route DistStoragerormat | |Srglevas . | Prompt User
Remave Advanced Setting il e | |Snglevalee o | Prompt Usar
%Rm-amm WurriCpu || Single Value - | Prompt User o
& Remove Al Action Trigger Floppy | [Sngevae | Prompt Ussr .~
B Bemceer (Tl - | Design | Properties |

s References | & Problems | '-35 Search |

Figure 21: The inputs of the New VM flow
The New VM flow has an input named VMHost. What is the type of this parameter?

The description of the generated flows contains information about the PowerShell cmdlet, but from size
reasons and other considerations we could not include the full description of the cmdlet as it is
displayed when someone executes Get-Help New-VM —full. The description of the operation contains
the original link where the user can find detailed information about the cmdlet.
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File Edit Tools Repository Window Help
| Local Repasitory - CLEMENS - E-\WORKSPACESICLEMENS\Repaskeniest... O &b

¥ New Adarm Action
¥ New Adarm Action Trigger
(% New CDDrive
% New Cluster
B New Custom Attribute
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| New Esx Image Profile
& New Floppy Drive
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|% Search l
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Inpiits:

password = The password to use when connecting to the server,

rowelmiter - The delimier usad to separate rows in the output table, Default value: newine.

returnTable - If true, the operation will return a table containing a row for sach PSObject that the
script emits. The table's columins represent the properties of these PSObjects, in the
propertyaime <deliniter >properbyWalue Format, IF False the operation returns & string representation of
the result similar bo the output from the PowerShel console.Defaulk value: true

username - The username to use when connecting to the server. Value Format: usernamed@domain or
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< Transport = f [ <Computerhlame m:jiwmimﬂa
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consideration the connection inputs (e, host, username, password, authType, usaS5L, ebc.) provided
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shelURL.Defauk vale: locahost
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Figure 22: The description of the New VM flow
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If the user opens the link in a browser he can observe the types of the cmdlet parameters. In our case,
VMHost is of the same type as the name suggests.
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Parameters
NAME TYPE
VMHost VMHost
Template Template
AdvancedOption AdvancedOption[]
AlternateGuestName String
CD SwitchParameter
Confirm SwitchParameter
Datastore StorageResource

Figure 23: The VMHost object: parameters

The problem is that VMHost is an object, not a built-in type which can be resolved as a string. Following
the link provided for the VMHost type the user can find which cmdlets return VMHost objects as it can
be observed below. In our case the type suggests that a cmdlet like Get-VMHost would return this kind

of objects.
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vSphere PowerCLI Reference

VMHost - Object
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WMHostisk, Get-EsxChi, Get-WMHo: tF’roflleReutrlrc—dJnDur Get WMHostAuthentication

Returned by

Start-VMHost, Add-YMHost, Set-YMHost, Suspend-YMHost, Step-YMHaost, W.@Mﬂnﬂ. Get-HAPnmaryyMHost
Extends

vl iner

Figure 24: The VMHost object : additional information

In the previous section, we explained how to execute in the same PowerShell session multiple HP OO
flows generated with the PowerShell wizard. At this point we can imagine the following chain of
cmdlets which need to be executed to create a new vm:

« Connect-ViServer —this must be executed before any VMWare cmdlet;
o Get-VMHost — we need the result of this cmdlet as parameter for the next cmdlet;
o New-VM —this cmdlet actually creates a new virtual machine.

New VM has other parameters beside VMHost which are not built-in, but we are going to explain how to
solve the VMHost parameter, because the process is the same for the other parameters, too.

You need to execute three cmdlets in the same PowerShell session. You have generated flows for
each of the cmdlets and executed them in the same session. The next step is to take the result of the
Get-VMHost cmdlet and pass it to the New-VM cmdlet? Select from one of the following solutions:
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Solution 1: Create a New PowerShell Script Step
- @

PowerShell Mew VM Resolved :
Script SUCCess

fail failure

ailure
Error: Error:
failure failure

Figure 25: Add a PowerShell script step to the flow

Create a new PowerShell script in addition to the generated flow that you want to run. If you keep the
session alive during the execution of the 2 PowerShell script steps, you can use the PowerShell script
variables defined in the first step to pass them in the script of the second step or as parameters for the
generated flow. In this case, you are not using the generated flows for Connect-ViServer and Get-
VMHost; however, you need to write the script.

1. Execute the following script, then save the result of the Get-VMHost cmdlet in the PowerShell
variable named $vmHost.
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Step Name: \PowerShel Script |
Inputs | Resuks | Display | Description | Advanced | Scriptlet |

A'|Imn5mn>|snrbt| v X
Name: [scriot | oot Types [SingleVae _~ |

Input Data Flow ‘Otherwise: Use Constant' Configuration

#ssign from Varisble: script hd | ant Value:

ot Connect-ViServer -Server server -User user|-Password ${password}
) Otherwise: Use Constant - $vmHost = Get-¥MHost vmHosthame
Assign to Yarisble:  script h |
Input Properties
Encrypted [T] Required
validation Format: | <not validated: -
Record Under: [mmp ']

Figure 26: Use a variable to save the result of the step

2. The next step is to assign the value of the VMHost input from the $vmHost variable.
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| #® Powershell Pa..Example - Flow x|

P
BRS& 8 20X 0N |3~
,
. ' I |
success- . :| .
i ________ E Resolved
Success s
EIIF -
Step Name: New Y ]
Inputs | Results | Display | Description | Advanced | Scriptlst
+ | Inputs Surmmary > | ¥MHost ap 5
Name: |VMHost | Input Type: |Single Value v
Input Data Flow ‘Otherwise: Use Constant' Configuration
Assign from Variable: WMHost ,| Constank Yalus:
A2, Otherwise: |Use Constant ) | [fomost
Assign to Varisble:  WMHost -
Input Properties
[ Encrypted [7] Required
validation Format: | <ot validated:» -
Record Under: | <rur history> .]
| Design | Properties |

Figure 27: Assign the variable to the VMHost input of the flow

This way we managed to pass PowerShell cmdlets results between HP OO flows generated with the
PowerShell wizard.

Note: The $var refers to PowerShell variables and ${var} refers to HP OO flow variables.
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Solution 2: Run a PowerShell Script in the Generated
Flow Context

Resolved :
SUCCeSsSS

Error:
failure

Figure 28: The NewVM Flow

The second solution is to execute the previous defined script in the context of the generated flow. The
PowerShell script operation has two inputs which build the script that is going to be executed:

« Script—a PowerShell script to execute on target host;

o Cmdlet—the PowerShell cmdlet name. If the script input is not empty, than the PowerShell script
defined by this input is going to be executed before the cmdlet. Although the script is executed in
the same PowerShell runspace with no extra settings.

The solution is shown in the following flow:
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et Snge Ve[ Ve
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Figure 29: Add a script to the input of the flow
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Solution 3: Use Generated Flows Only and Minimize

the User Effort

r

2% T,
o bl
Cornect Get%Hﬂﬂ
VISgrver ek
Emrar Error
failure failure

Figure 30: Using only generated flows

o @

-
Né?'ﬂil Regohed

SUCCEsS

Error:
failure

The result of each PowerShell cmdlet executed from a generated flow is saved in a PowerShell variable
with the same name as the cmdlet, for example, for Get-VMHost the variable is $GetVMHost.

Without writing any PowerShell script, the user can execute Get VMHost generated flow and know
that the result of this cmdlet is saved in the $GetVMHost variable. Pass the variable to the VMHost

input of the New VM flow.
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PowerShell Remoting

Overview

Enable PowerShell remoting, by running the following cmdlet: Enable-PSRemoting.

In workgroup environments, enable classic mode authentication for network logon:
1. Open Local Security Policy from the Control Panel and select Administrative Tools.
2. Navigate to Local Policies \ Security Options.

3. Double-click Network Access: Sharing and Security Model for local accounts and set it to
classic.

Modify the WSMan trusted hosts setting, by adding the IP addresses of all remote clients to the list of
trusted hosts. This can be done using one of the following commands:

o Set-item wsman:localhost\client\trustedhosts -value * (adds all computers as trusted
hosts)

o Set-item wsman:localhost\client\trustedhosts -value Computer (only adds Computerto
the trusted hosts)

o Set-item wsman:localhost\client\trustedhosts -value *.domain.com (adds all computers
in the specified domain)

e Set-item wsman:localhost\client\trustedhosts -value 10.10.10.1 (adds the remote
computer with the IP address 10.10.10.1 to the trusted hosts list).

Enabling Remoting Using GPO (Group Policy Objects)

While remoting can be enabled manually using Enable-PSRemoting, it is recommended to use GPO
management tools whenever it is possible. Use GPO to apply policies on a single host (for example,
the target PowerShell host) or a group of servers.

Group Policy Configuration for a Single Host

To enable PowerShell remoting for a single host:
1. Open the Group Policy Management console. For example, gpedit.msc.

2. GotoLocal Computer Policy > Computer Configuration > Administrative Templates >
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Windows Components.

@’Locui Group Policy
File Action View Help
|| =@ = Hml Y

& Computer Configuration
i » [ Software Settings Event Log Service Setting -
» [ Windows Settings 1 Network Projector
< ] Administrative Templates 1 Online Assistance
» [ Control Panel [ Parental Controls
> B Network [ Presentation Settings
[ Printers ! -
] Remote Desktop Services
» [ System .
+ |1 wWindows Components| -/ RSS Feeds
[ ActiveX Installer Service & search
1 Application Compatibilit [ Security Center
1 AutoPlay Policies [ shutdown Options
» [ Backup [ Smart Card
1 Biometrics 1 Sound Recorder
+ [2 BitLocker Drive Encryptic [ Tablet PC
] Credential User Interface _ < m
< T » Extended / Standard /

Figure 31: Group Policy Configuration : Windows components section

3. From the Windows Components listed in the right pane, we are interested in two of them. The first
one is Windows Remote Management (WinRM) and the second one is Windows Remote Shell.
The next step will refer to the first one, therefore browse the components and open Windows
Remote Management (WinRM).

| x1@ =IBmlT |

- s B ——
1 Windows Color System

2 Windows Customer Experience Improvemen || Select an item to view its Setting State Comment
=1 Windows Defender description. & Allow automatic configuration of listeners Mot configu.. No
I] +» [ Windows Error Reporting & Allow Basic authentication Mot configu.. No
» 5 Windows Explorer [t Allow CredSSP authentication Mot configu... No
i _:: ::Ex m‘“’;]:;mim £ Allaw unencrypted traffic Not configi. No
'l 2 Windows Mail [, Specify channel binding token hardening level Mot configu.. Mo
1 Windows Media Center [ Disallow Kerberos authentication Mot configu... Mo
=1 Windows Media Digital Rights Management i, Disaliow Negaotiate authentication Mot configu.. Mo
1 Windows Media Player [t Tum On Compatibility HTTP Listener Mot configu.. No
2 Windows Messenger [+ Tum On Compatibility HTTPS Listener Mot configu... Mo

1 Windows Mability Center
2 Windows Reliability Analysis
4 [ Windows Remote Management (WinRM) | =
1 WinRM Client
1 WinRM Service
=1 Windows Remote Shell
=1 Windows SideShow
2 Windows System Resource Manager - . m b
| ul » E:rbem!eﬁ..{ISTarlt:I.!I'eifr
9 setting(s)

Figure 32: Group Policy Configuration: WinRM Service section
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4. WinRM is the service that PowerShell uses for remote sessions. WinRM can be configured as
client or service, depending on the role the host is going to have in a PowerShell connection (for
example, request access to execute scripts on other hosts or allow other hosts to execute scripts
on the current host). At this point, you can enable different authentication types, specify the
trusted hosts, enable HTTP or HTTPS listeners, and so on.

5. There are some other default settings the user might want to change in a production environment.
These settings can be found in Windows Remote Shell as shown below:

& LBeal Group Policy Editor ] - --:—- --:-- e 15—
File Action View Help
| A | BmlT

Windows Calendar = Windows Remate Shell

Windows Color System ||
Windows Customer Experience Improvemen Salect an item to view its Setting State Comment
Windows Defender description. & Allow Remote Shell Access Not configu._ No
Windews Errer Reporting i Specify idle Timeout Mot configu. Ne

Windows Explorer # MaxConcurrentlsers Not configu._ No
Windows Installer

I Specify maximum amount of memary in MB pe..  Not configu, Mo
| Windows Logon Options - . |
& Specify maximum number of processes per Shell Mot configu._ No
Windows Mail . ; p ol ) -
Windows Media Center L Specify makimum number of remate shells per .. Mot configu Ne |
& Specify Shell Timeout Mot configu_ No

Windows Media Digital Rights Management
Windows Media Player |
Windows Messenger
Windows Mobility Center
Windows Reliability Analysis
Windows Remote Management (WinRM)
Windows Remote Shell
Windows Sideshow
Windows System Resource Manager
Windows Update
All Settings = ) I [
« » Extended | Standard _,."

7 settingls)

Figure 33: Group Policy Configuration : Windows Remote Shell section

6. You can specify the maximum number of remote shells per user (default is 2) or the maximum
amount of memory in MB for shell (the default is 150).

7. After configuring the GPO, you might need to restart the computer in order to apply the policies or
try to run the command gpupdate.

Group Policy Configuration for a Group of Servers

Sometimes the GPO policies must be applied on multiple server hosts and repeating the above steps
on every server might not be the best solution. Therefore, you can create a new GPO policy, configure
it and apply it on a list of servers.

1. Go to the domain controller or on a server where gpme.msc is available and open it.

2. Right-click the Group Policy Object item as in the following image and choose New. Enter the
name for the new GPO and select the policy to inherit from, and then go to the next step.
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@ [ Stes ot '
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Help
K [ |
l [
Figure 34: Using Group Policy Objects - step 1
3. Right-click the new GPO and select Edit.
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B R Conaws Scope | Datais | Settings | Delegation |
= 3 oodev.hp.ro Links
. Defaul Domain Policy Display links in this locstion: =
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Figure 35: Using Group Policy Objects - step 2

4. Configure the GPO same way as for single hosts.

5. Now that there is a new GPO, you can apply it to a group of servers. The following example shows
you how to link it on an existing OU from AD; however, this can be applied to other groups as well.
The GPO interface displays the existing OUs from the domain controller AD.

Tolink a GPO to an OU, go to that OU, right click it and select Link an Existing GPO.
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Figure 36: Using Group Policy Objects - step 3

The GPO settings will be applied to all servers contained in the selected OU. Although a GPO
update might be required and also a reboot for the servers before the policies are actually applied.

Note: Local policies overwrite domain policies.

Enabling Remoting for Non-Administrative Users

To establish a PSSession or run a command on a remote computer, you must have permission to use
the session configurations on the remote computer.

By default, only members of the Administrators group on a computer have permission to use the default
session configurations. Therefore, only members of the Administrators group can connect to the
computer remotely.

To allow other users to connect to the local computer, give the user Execute permissions to the default
session configurations on the local computer.

The following command opens a property sheet that lets you change the security descriptor of the
default Microsoft.PowerShell session configuration on the local computer.

Set-PSSessionConfiguration Microsoft.Powershell -ShowSecurityDescriptorUI
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n Permissions for http://schemas.microsoft.com/powers... E4

http: /#schemas. microsoft. com/powershell/Microsoft Powershell ]
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Permissions for psuser Allow Deny
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Special permissions O O
For special pemmissions or advanced settings,
click Advanced. GEYCEC

Figure 37: Adding a user to the PowerShell session configuration

Authentication Types

Basic

Client side steps:
« Allow unencrypted communication for the client, by running the following PowerShell command:
set-item wsman:\localhost\client\AllowUnencrypted -value true
« Enable Basic authentication for the client, by running the following PowerShell command:
set-item wsman:\localhost\client\auth\Basic -value true

Server side steps:
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o Turn off encryption for the WinRM service, by running the following PowerShell command:
set-item wsman:\localhost\service\AllowUnencrypted -value true
« Enable Basic authentication for the service, by running the following PowerShell command:

set-item wsman:\localhost\service\lauth\Basic -value true

« The client and server can be in different domains.

« When using Basic authentication, a local user account must be provided for authentication on
the remote host.

« Basic can be used when the destination is an IP address.
« Basic can be used when the destination is one of the following: localhost, 127.0.0.1, [::1].

o The cluster name, as well as the hostnames of the cluster nodes can be used for the
destination host.

CredSSP

Client side steps:
« Enable CredSSP authentication for the client, by running the command:
Enable-WSManCredSSP -Role Client -DelegateComputer WSMAN/*.
« Allow delegating fresh credentials by performing the following steps.
a. Open gpedit.msc.

b. Goto Computer Configuration > Administrative Templates > System > Credentials
Delegation.

c. Enable Allow Delegating Fresh Credentials and add the wsman hosts to the server list.
d. Run gpupdate /force from command line to force policy update.
Server side steps:
« Enable CredSSP authentication, by running the following PowerShell command:
Enable-WSManCredSSP -Role Server
« Create a new https listener by using the following commad:
winrm create winrm/config/Listener?Address=*+Transport=HTTPS.

Domain Controller side steps:
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« Ifthe NETWORK SERVICE doesn't have "Validated write to service principal name", do one of the
following:

= Try running the following command:

dsacls "CN=AdminSDHolder,CN=System,DC=domain,DC=com" /G "Sn-1-5-
20:WS;Validated write to service principal name"

= Open ADUC, go to Computers > DC object > Security, select Network Service and give it
Validated write to SPN.

Default

When Default authentication is used, the following situations can occur:

« Kerberos is the method of authentication used if the client is in the same domain as the destination
host, and the value specified for that host is not one of the following: localhost, 127.0.0.1, [::1].

« Negotiate is the method of authentication used if the client is not in the same domain as the
destination host, or the value specified for that host is one of the following: localhost, 127.0.0.1,

[::1].
Digest

Digest authentication is not supported for remote connections. It cannot be configured for the WinRM
server component.

Kerberos

Client side steps:
« Enable Kerberos authentication for the client, by running the following PowerShell command:
set-item wsman:\localhost\client\auth\Kerberos -value true
Server side steps:
« Enable Kerberos authentication for the service, by running the following PowerShell command:

set-item wsman:\localhost\service\lauth\Kerberos -value true

« The client and server must be in the same domain.
« Eitheralocal or a domain user account can be provided for authentication on the server host.
« Kerberos cannot be used when the destination is an IP address.

« Kerberos cannot be used when the destination is one of the following: localhost, 127.0.0.1,

[::1].
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« The cluster name cannot be used to specify the host. Only the hostnames of the cluster nodes
can be used for the destination host.

Negotiate

Client side steps:
« Enable Negotiate authentication for the client, by running the following PowerShell command:
set-item wsman:\localhost\client\auth\Negotiate -value true
Server side steps:
« Enable Negotiate authentication for the service, by running the following PowerShell command:

set-item wsman:\localhost\service\auth\Negotiate -value true

« The client and server can be in different domains.

« Either alocal or a domain user account can be provided for authentication on the server host.
Local accounts can only be provided when connecting to the localhost.

« Negotiate can be used when the destination is an IP address.
« Negotiate can be used when the destination is one of the following: localhost, 127.0.0.1, [::1].

o The cluster name, as well as the host names of the cluster nodes can be used for the
destination host.

NegotiateWithimplicitCredential

« When using NegotiateWithimplicitCredentials, no credentials should be provided. The
current logged-on user account will be used for authentication. This can either be alocal or a
domain user account.

« NegotiateWithimplicitCredential can only be used when the destination is one of the
following: localhost, 127.0.0.1, [::1].
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This section provides troubleshooting procedures that you can use to solve problems you may
encounter while using the wizard. It also includes an error message you may receive while using the
integration and offers descriptions and possible fixes for the error.

Could not connect to the host

The possible reasons are:
« The user credentials are not correct.

« The userdoes not have permission to execute PowerShell scripts on the target host. Make sure the
user has admin rights or see the section Enable Remoting for Non-Administrative Users.

« Authentication problems (most common). See "Run a PowerShell Script on a Remote Host" in
"Using the PowerShell Wizard — OO Integration" on page 14.

« The WinRM service is stopped on the target host.

« WinRM default ports (5985 and 5986) were changed. You need to provide the correct port in the
connection page of the wizard.

The wizard fails to load modules on a x64 localhost.

Some modules cannot be loaded using the wizard, but they are loaded from the PowerShell console.
By default, the wizard runs in a x32 process (depends on the HP OO jre), which ends up calling x32
PowerShell. The x32 version of PowerShell cannot load some modules (for example,
FailoverClusters); therefore, the wizard fails.

In order to fix this, do not leave the host input empty. Instead, you need to provide the “localhost”. This
way, the wizard will try to authenticate the localhost like any other remote host. Note that remoting
rules should be satisfied for localhost in this case. If user is left empty, the wizard will connect using
the NegotiateWithimplicitCredential. Otherwise, you need to provide user credentials and
authentication type as for any other remote host.
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The user has exceeded the maximum allowed number
of remote shells

The user has exceeded the maximum allowed number of remote shells. This error would probably occur
if the user stresses the wizard with too many “back and next” actions without running the wizard from
start to end. See the "Enable Remoting Using GPO (Group Policy Objects)" section in "PowerShell
Remoting" on page 44 in order to increase the allowed number of remote shells per user.

B2 rowershell Connection Error X

1-01 Could not connect to target PowerShell host,

@  Error:dotNETWebactions_PowerShell. PowershellExceptions
.SessionException: Could not connect to host. ---> System
.Management. Automation.Remoting.PSRematingTransportE
xception: Connecting to remote server failed with the Follow
ing error message : The WS-Management service cannot pr
ocess the request, This user is allowed a maximum number o
f S concurrent shells, which has been exceeded. Close exist
ing shells or raise the quota for this user. For more informati
on, see the about_Remote_Troubleshooting Help topic.

--- End of inner exception stack trace ---

at PowerShellv2.PSRunspacey2 NewRemoteSession(String
hast, PSCredential credential, AuthenticationMachanism au
thentication)

at PowerShellV2.PSRunspaceV2. CreateRunspace(String h
ost, P5Credential credential, AuthenticationMechanism auth
entication)

at PowerShelly2.PSRunspacey2, CreateNewRunspace()

at PowerShelly2,PSRunspaceV2, . ctor{PSauthenticationInf
o authInfo)

at PowerShellvz.PowerShellFactoryVz. CreateRemoteRun
space{PSAuthenticationInfo psAuth, Boolean keepSessional
ive, Boolean enablePiping)

at PowerShellCommon.PowerShellFactory. CreateRunspac
e{PSAuthenticationInfo authInfo, Boolean keepSessiondlive,
Boolean enablePiping)

at PowerShellCmdlets. Program. CreateRunspace(String ar
as)

OK Details >

Figure 38: Connection Error - number of remote shells has been exceeded.
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