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Warranty

The only warranties for HP products and services are set forth in the express warranty statements accompanying such products and services. Nothing herein should be
construed as constituting an additional warranty. HP shall not be liable for technical or editorial errors or omissions contained herein.

The information contained herein is subject to change without notice.

Restricted Rights Legend

Confidential computer software. Valid license from HP required for possession, use or copying. Consistent with FAR 12.211 and 12.212, Commercial Computer Software,
Computer Software Documentation, and Technical Data for Commercial ltems are licensed to the U.S. Government under vendor's standard commercial license.

Copyright Notice

© Copyright 1997 - 2014 Hewlett-Packard Development Company, L.P.

Trademark Notices

Adobe® is a trademark of Adobe Systems Incorporated.
Microsoft® and Windows® are U.S. registered trademarks of Microsoft Corporation.
UNIX® is aregistered trademark of The Open Group.

Documentation Updates

The title page of this document contains the following identifying information:

« Software Version number, which indicates the software version.
« Document Release Date, which changes each time the document is updated.
« Software Release Date, which indicates the release date of this version of the software.

To check for recent updates or to verify that you are using the most recent edition of a document, go to: http://h20230.www2.hp.com/selfsolve/manuals

This site requires that you register for an HP Passport and sign in. To register for an HP Passport ID, go to: http://h20229.www2.hp.com/passport-registration.html|
Or click the New users - please register link on the HP Passport login page.

You will also receive updated or new editions if you subscribe to the appropriate product support service. Contact your HP sales representative for details.

Document Changes

Publication Date Summary of Changes
9.22.0002 (2nd Edition, July 9, 2014) Added descriptions about the new SSH2 client, see "New SSH2 Client for PPM Center"
on page 16

Support

Visit the HP Software Support Online web site at: http:/www.hp.com/go/hpsoftwaresupport
This web site provides contact information and details about the products, services, and support that HP Software offers.

HP Software online support provides customer self-solve capabilities. It provides a fast and efficient way to access interactive technical support tools needed to manage your
business. As a valued support customer, you can benefit by using the support web site to:

« Search for knowledge documents of interest

« Submit and track support cases and enhancement requests
« Download software patches

« Manage support contracts

« Look up HP support contacts

« Review information about available services

« Enter into discussions with other software customers

« Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also require a support contract. To register for an HP Passport ID, go to:

http://h20229.www2.hp.com/passport-registration.html
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To find more information about access levels, go to:
http://h20230.www2.hp.com/new_access_levels.jsp

HP Software Solutions Now accesses the HPSW Solution and Integration Portal Web site. This site enables you to explore HP Product Solutions to meet your business
needs, includes a full list of Integrations between HP Products, as well as a listing of ITIL Processes. The URL for this Web site is
http://h20230.www2.hp.com/sc/solutions/index.jsp
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Chapter 1: Overview

This document is an overview of the changes made to Project and Portfolio Management Center (PPM
Center) for version 9.22.0002. It contains important information that is not included in the manuals.

You can find information about the following in this document:
"What's New in This Release" on page 6

"Installation Notes" on page 7

"Enhancements" on page 8

"Certifications" on page 21

"Fixes" on page 22

"Documentation Errata" on page 32

Protecting Your Deployment from Security
Vulnerabilities

Make sure you take the necessary precautions to protect your PPM Center deployment from general
security vulnerabilities, especially those related to Web server and related infrastructure vulnerabilities.
Patch and configure your Web server's operating system and DNS servers to prevent malicious
attacks that could put your organization and data at risk. You can take such steps as disabling unused
ports or enabling SSL in your environment. Consult your Web server vendor for the latest patches to
prevent harmful attacks such as cross-site scripting.
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Chapter 2: What's New in This Release

This section describes what is new in this release.

PPM Center version 9.22.0002 contains defect fixes since version 9.22. Defect fixes included in
patches 9.14.0001~9.14.0010 on top of version 9.14 are rolled into version 9.22.0001.

The following enhancements are included in PPM Center version 9.22.0002:

Module Enhancements

HP Demand Management  When you launch the Request Details page or the Request Look-
ahead page, the system set focus to the first editable field on the
pages automatically.

For details, see "Set Focus in the First Editable Field " on page 8 .

HP Financial Management = You can track the changes to a cost rule in the audit trail when you
perform the following actions:

» Create cost rule

« Add cost rate

« Edit cost rate

« Change cost factors

For details, see "Audit Trail for Cost Rule" on page 9

Performance Improvement | The following entities are enhanced for better system performance:
« The request search pages
« Java and builder portlets of the Requests category

For details, see "Performance Improvements" on page 10
The following server configuration parameters are introduced in PPM Center version 9.22.0002:

Default and Valid
Parameter Name Description, Usage Values

REQUEST_SEARCH_  This parameter flags whether or not to show = Default: false

RESULTS _SHOW _ total number of records for the request Valid values: a1
TOTAL_NUMBER_OF _  searchresults pages. The default value is alidvalues: true, false
RECORDS false for better system performance.
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Chapter 3: Installation Notes

This procedures includes steps that are valid for PPM Center version 9.22.0002.

Caution: PPM Center version 9.22 is required before you can apply version 9.22.0002 on top of it.

To install version 9.22.0002:
1. Back up your database.
2. Stop the PPM Server. The patch cannot be installed on an active server,

3. Copy the patch file ppm-922-patcheee2. jar to the <PPM_Home> directory. This is the directory
where the PPM Server is installed.

4. Change to the <PPM_Home>/bin directory.
5. Start the installation using the following command:
sh ./kDeploy.sh -i patcheee2
6. Follow the on-screen instructions to complete the patch installation.

7. Start the PPM Server.

Note: HP recommends that you back up your customized files including scripts before applying
9.22.0002.

Caution: If you intend to upgrade PPM Center from patches on top of version 9.14 to version 9.2x,
read the note below:

Defect fixes included in patches (up until 9.14.0004) on top of version 9.14 are rolled into version
9.20. Version 9.21 contains defect fixes included in patches 9.14.0001 through 9.14.0006. Version
9.22 contains defect fixes included in patches 9.14.0001 through 9.14.0009. Version 9.22.0001
contains defect fixes included in patches 9.14.0001 through 9.14.0010.

Therefore, if PPM Center is running at patch 9.14.0010 on top of version 9.14, do not upgrade to
version 9.22 yet, otherwise you may encounter some regression regarding the defect fixes in
9.14.0010. Instead, upgrade from patch 9.14.0010 to version 9.22 temporarily without running PPM
Center, and then upgrade immediately to version 9.22.0001.
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Chapter 4: Enhancements

Enhancements in Version 9.22.0002

The following enhancements are included in version 9.22.0002:
« "Set Focus in the First Editable Field " below
o "Audit Trail for Cost Rule" on the next page

« "Performance Improvements" on page 10

Set Focus in the First Editable Field

Starting from version 9.22.0002, when you launch the following pages in the HP Demand Management
module:

« The Request Details page
« The Request Look-ahead page
« The Create Request page

The system sets focus to the first editable text field on the pages automatically. This allows you to
work in the editable field directly.

The following field types support the focus functionality:
o TextArea
« TextField
o Drop Down List
o Auto Complete List

« Radio Buttons (Yes / No)
Note: Pressing spacebar sets the focus to the Yes option automatically.

« Date Field

o Web Address (URL)
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Audit Trail for Cost Rule

Starting from version 9.22.0002, you can track the changes to a cost rule in the audit trail when you

perform the following actions:
» Create cost rule

» Add cost rate

« Edit cost rate

« Change cost factors

Note: If you delete a cost rule, the change cannot be tracked in the cost rule audit trail. However, it

is recorded in the database.

To view the audit trail of a cost rule:

1. Logonto PPM Center.

2. From the menu bar, select Search > Administrative > Cost Rules.

3. Click Edit next to the rule you want to open.

The Edit Cost Rule page opens.

4. Click View Audit Trail in the upper-right corner of the page.

The Cost Rule Audit Trail dialog opens.

Cost Rule Audit Trail

Exportto Excel

Cost Rule Audit Trail

Date
6/10/14 10:45:08 AM CET

610114 10:44:58 AM CST

610114 10:44:58 AM CST

User

User, Admin

User, Admin

User, Admin

Event
Edited costrate
Effective Start changed to Jun 11, 2014

Added cost rate
Currency United States Dollar
Rate 10

Added costrule #2

HP Project and Portfolio Management Center (9.22.0002)

Showing 1to 3 of 3

Showing 1to 3 of 3

Page 9 of 41



Release Notes
Chapter 4: Enhancements

Performance Improvements

PPM Center version 9.22.0002 implemented pagination enhancements to help improve PPM Center
system performance.

« "Enhanced Request Search Pages" below
« "Enhanced Java and Builder Portlets of the Requests Category" on the next page

« "Using the Unchecking Showing Total Number Tool from Administration Console" on page 12

Enhanced Request Search Pages

Starting from version 9.22.0002, the Request Search Results page do not display the total number of
records by default for better system performance. When there are entries on the next page, the page
navigation buttons are enabled.

Save this search as: Save Manage Saved Searches

Request Search Results Showing1-50 | »
Req# v Request Type Description Status Assigned To Priority Created By
30361 Program Issue Mew Admin User
30360 Program Issue New Admin User
30359 Program Issue New Admin User
30358 Program lssue Mew Admin User
30357 Program Issue Mew Admin User
30356 Program Issue Mew Admin User
30355 Program Issue Mew Admin User
30354 Program Issue Mew Admin User
30353 Program Issue MNew Admin User

B W NSt g - S R g e e e T Y i cRECCI AN

The Request Search Results page for saved searches still displays the total number of records. To
clear the total number of records displayed for saved searches, you can use the newly introduced
Unchecking Showing Total Number Tool. For more information, see "Using the Unchecking Showing
Total Number Tool from Administration Console" on page 12.

However, if you prefer to show total number of records on the Request Search Results page, you can
do either of the following:

« Set the new server configuration parameter REQUEST _SEARCH_RESULTS_SHOW_TOTAL_NUMBER_OF _
RECORDS to true from the Administration Console.

« Inthe Search for Requests to View section of the Search Requests page, select the Show Total
Number of Records checkbox.
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Save this search as: Save Manage Saved Searches

Request Search Results Showing 1- 50 or@ >
Req# v Request Type Description Status Assigned To Priority Created By
30361 Program Issue New Admin User
30360 Program Issue New Admin User
30359 Program Issue New Admin User
30358 Program Issue New Admin User
30357 Program Issue New Admin User
30356 Program Issue Mew Admin User
30355 Program Issue New Admin User
30354 Program Issue New Admin User
30353 Program Issue New Admin User
30352

PRS- IS LS N SO S S VP S S A Te. o U RO

Note: This operation is effective to the current search only.

Starting from version 9.22.0002, you can also navigate among the requests on the same Request
Search Results page. When you click a request number on the Request Search Results page and go to
the Request Details page, the page navigation bar on the top right corner of the page allows you to,

« Be aware of which request you are currently viewing, and

« Navigate to a previous or next request by clicking the arrow buttons

Search Results > Search Requests > Sear-:lg[%esmts > Request#30355 ( < Result7 out of 50 from page 1 (Total: 157) » )
Program Issue 30355 Status: New
BB E
Save Copy More
Jump Te Expand All | Collapse All
|
= Summary
- Summary
. Issue Details Issue Ho.: Issue Status:
30355 Mew
- Notes
Created By: Created On:
+ Status
Admin User June 5, 2014
+ References
*Program:

*Priority: Assigned To: .
PR e W WO N et S S Y FRENPPPE e BB o gt A e din I g e

To navigate to a request that is not on the current Request Search Results page, you can go back to
the Request Search Results page by clicking the Search Results breadcrumb, navigate to another
search results page by clicking the right arrow button, and then go to the desired request.

Enhanced Java and Builder Portlets of the Requests Category

Starting from version 9.22.0002, Java and builder portlets of the Requests category do not display the
total number of records by default for better system performance. When there are entries on the next
page, the page navigation buttons are enabled.
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Notes

= Request List

Req #
v

30278
30277
30276
30275

30274

Request Type
Froject Details
Project Details
Project Details
Project Details
Project Details

Export to Excel

Description

Showing 1 to 5@

Status

In Planning
In Planning
In Planning
In Planning

In Planning

To show total number of records in a Java or builder portlet of the Requests category,

1. From the portlet, click the Edit icon.
The Edit Preferences page opens.

2. Inthe Preferences section, select the Show Total Number of Records checkbox.

3. Click Done.

The total number of records for the portlet displays.

= Request List
Eeq # | Request Type

30278 Project Details
30277 Project Details
30276 Project Details
30275 Project Details
30274 Project Details

Export to Excel

Note:

Description

Showing 110 5 of 127

« This operation is effective to the current user only.

>

M

Status

In Planning
In Planning
In Planning
In Planning
In Planning

()]

@

« To show total number in multiple Java or builder portlets of the Requests category, you need to
select the Show Total Number of Records checkbox on the Edit Preferences page for each

portlet.

Using the Unchecking Showing Total Number Tool from
Administration Console

The Unchecking Showing Total Number tool is added to the Administration Console. It allows you to
clear the total number of records displayed on the concerning pages, and thus improve PPM Center
system performance.

To use the tool,

HP Project and Portfolio Management Center (9.22.0002)
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1. Log on to PPM Center and launch the Administration Console.

2. Inthe left navigation pane of the Administration Console, expand the Administration Task
section, and then select Unchecking Showing Total Number.

3. Intheright panel, click Apply for Request Search or Java Portlets of Requests Category.

Administration Censole Actions The "Unchecking Showing Total Number” tool allows you to improve HP PPM Center system perfarmance by unchecking the

B Administration Cansole Show Total Mumber of Records checkbox, and thus clearing the total number of records displayed on the concerning pages.
Users can choose atany time later to show total number again and their choice can be saved.
= System Health
Nodes Request Search

. Unchecking the Show Total Mumber of Records checkbox in all saved searches (if
= Administration Task

selected) so that the total number is not displayed on the Request Search Results Apply
Generate fiscal periods page
Application configuration Java Portlets of Requests Category
DS Configuration Clear the Show Total Number of Records checkbox for existing Java type portlets of

Requests category (i selected on the Edit Portlet Preferences page) so that the total Apply

Uncheck Showing Total Number
2 numberis not displayed in those portists.

30QL Runner

Support Task

Caution: Be careful when clearing the Show Total Number of Records checkbox. This batch
operation is irreversible.

For information about showing total number, see "Enhanced Request Search Pages" on page 10 and
"Enhanced Java and Builder Portlets of the Requests Category" on page 11.

Enhancements in Version 9.22.0001

The following enhancements are included in version 9.22.0001:
« "New Checkbox on the Define Preference Step of the Create Portlet Definition page" below
« "Enhanced kSupport: Added Constraints Check to SuperSupport" on the next page
» "Configuring A Single Email Notification for Multiple Recipients with Different Locales" on page 15

o "New SSH2 Client for PPM Center" on page 16

New Checkbox on the Define Preference Step of the Create
Portlet Definition page

In previous version, you would find the Total data displayed in the lower-right corner of the customized
portlets if these portlets belong to one of the following four portlet types:

o BarChart

o Stacked Bar Chart
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e Clustered Bar Chart
o PieChart

In version 9.22.0001, PPM Center introduced a new checkbox for these four portlet types on the Define
Preference Step of the Create Portlet Definition page. With this checkbox available, you can decide
whether or not the Total data should be displayed.

Create Portlet Definition (Bar Chart)

1. Choose Portlet Type B 2. Enter Portlet Information 3. Set up Display Options ¢ 4. Define Preferences
5. Configure Portlet Communication B 6. Configure Access P 7. Add User Help

Preference Form Layout
Click and drag to select and move fields

Drag outside box to cancel movement

Shuw Preferences summary on this portlet (user can choose to hide it)

DRequire user to edit preferences before viewing portlet for the first time

[V]show Total

Cancel | 4 Back | Hext | Preview | Finish |

If you select this checkbox when creating portlet definition, the Total data will be displayed in the
customized portlets. If you deselect this checkbox, the Total data will not be displayed. By default, this
checkbox is not selected.

Enhanced kSupport: Added Constraints Check to
SuperSupport

The kSupport tool is enhanced by adding constraints check to the default selected DBChangeCheck
module.

When you run the kSupport tool or generate super support information from PPM Center, the
DBChangeCheck module now also compares user's database constraints against the baseline data.

The constraint comparison report can be found in the <kSupport_Zip
File>/etc/DBChangeCheck/DBChangeReport.html file. The report lists the following:

« Missing primary keys, foreign keys, and unique constraints
« Custom primary keys, foreign keys, and unique constraints

A new baseline file for constraints in the <PPM_HOME>\bin\support\baseline\data\database
directory, and the file name follows the following format: <PPM_version_number>_Constraints.xml.
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Configuring A Single Email Notification for Multiple
Recipients with Different Locales

When sending email notifications of a workflow step or request field change, PPM Center behaves as
follows:

« Forrecipients who are PPM Center users and have already logged on to PPM Center at least once,
PPM Center groups them together according to their user locales (user locale includes regional
settings and display language).

« Forrecipients who are not PPM Center users and who have PPM Center user accounts but have
never logged on to PPM Center, PPM Center groups them together.

As aresult, recipients in different groups receive different notification emails. This is because only
PPM Center users who have already logged on to PPM Center at least once have locales.

Toresolve this issue, do the following:

1. Group all PPM Center users and non-PPM Center users together by defining a default locale for all
non-PPM Center users and those PPM Center users who have never logged on to PPM Center.

To do so,

m  Addthe SERVER_LOCALE_COUNTRY_CODE server configuration parameter into the server. conf
file manually and set a value for it. The default value is null. Valid values are any two-letter
abbreviation of a country in uppercase.

For example, if you want to set the default regional settings to United States, set the SERVER _
LOCALE_COUNTRY_CODE server configuration parameter to US.

= Addthe SERVER_LOCALE_LANGUAGE_CODE server configuration parameter into the server.conf
file manually and set a value for it. The default value is null. Valid values are any two-letter
abbreviation of a language in lowercase.

For example, if you want to set the default regional settings to United States, set the SERVER _
LOCALE_COUNTRY_CODE server configuration parameter to US.

This ensures that PPM Center groups all PPM Center users and non-PPM Center users together
when sending notifications.

However, users with different locales are still able to receive email notifications in their own
languages.

If you want to send a single email notification to all recipients in the same group, instead of
sending multiple email notifications in batches, proceed to the next step.

2. Setthe USE_SERVER_LOCALE_FOR_NOTIFICATIONS server configuration parameter value to true.
This ensures that PPM Center sends a single email notification to all recipients in the same group.
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The USE_SERVER_LOCALE_FOR_NOTIFICATIONS parameter flags whether or not to check
notification recipient regional settings. Setting the parameter value to true ignores users' regional
settings, and uses the values of server configuration parameters SERVER_LOCALE_COUNTRY_CODE
and SERVER_LOCALE_LANGUAGE_CODE instead. This ensures that recipients are not split into
different groups according to their regional settings.

New SSH?2 Client for PPM Center

In version 9.22.0001, a new SSH2 client is introduced to the HP Deployment Management module of
PPM Center to support FIPS 140.2 compliant encryption algorithms. You can select the new SSH2
option from the Connection Protocol drop-down list in the Environment window of PPM Workbench.

The new SSH2 client is named SSH2 in the Environment Connection Protocol list, with the old SSH2
renamed SSH2 (Legacy). The new Secure Copy 2 is named Secure Copy 2 in the Environment
Transfer Protocol list, with the old Secure Copy 2 renamed Secure Copy 2 (Legacy).

Enviranmment : Untitlec1

- ol g |

Environment Name: |

| Description: |

Location: |

| Enabled: (2) Yes

Host | Applications | Extension Data | Ownership | User Access | UserData |

() No

Server
Name: | | Type: |UNIX (Generic) v|
Username: | | Password: | |E|
NT Domain: | | Base Path: | |
Connection Protocol: |TeIrL\\;, v| Transfer Protocol: ||.—|-p v|
Stream Encoding: v|
- SSH

Client SSH2 (Legacy)
Narmig |SSH2 Type: |UNIX (Generic) ~|
Username: Password: | |E|
NT Domain: | | Base Path: | |
Connection Protocol: |Te|net v| Transfer Protocal: ||_—|-p '|

Stream Encoding: | UTF-8

=nable Server. |~

=nable Chent:

Database —nable Latabas
Server Type: |Dracle Server v|
Host Mame: | | Connect String: | |
Username: | | Password: | |C|
Oracle SID- | | PortNumber | | b
[ check.. ] | o || save | cance: |
|Ready —

HP Project and Portfolio Management Center (9.22.0002)

Page 16 of 41



Release Notes
Chapter 4: Enhancements

Ervironment : Untitlec

Environment Mame: |

| Description: |

Location: |

Host | Applications | Extension Data | Ownership I User Access | Wser Data |

| Enabled: (3) Yes () No

Server Enable Server. |~
Name: | | Type: ’UNIX (Generic) v]
Username: | | Password: | [C]
NT Domain: | | Base Pah: | |
Connection Protocol: ’Telnet v] Transfer Protocal: |FTP i A
Stream Encoding: IUTF—B
FTP (active) =
i =nable Chent:
Client FTP (passive)
Name: | | Type: |Segure Copy
-
Username: | | Passwaor Secure Copy 2 (Legacy)
Secure Copy 2
NT Domain: | | Base Path: Y& -
Connection Protocol: ’Telnet v] Transfer Protocol: Iprp ']
Stream Encoding: ’UTF—B v]
Database =nable Uatabas
Server Type: [Clracle Server ']
Host Mame: | |ConnedSh'1'ng: | |
Username: | | Password: | ICI
Oracle SICv Port Mumhber
[ ] [ ] b
Check... Save || Cancel
|Read3r

To use the new SSH2 client, you should configure the following server configuration parameters from

the Administration Console.

Parameter Name

SSH2_JSCH_DISABLE_
STRICT_HOST KEY_
CHECKING

HP Project and Portfolio Management Center (9.22.0002)

Default and Valid

Description, Usage Values

When set to true, the client will connecttothe  Default: false
remote host even if its key is not in the list of

trusted hosts ( known_hosts file). Valid values: true,

false

Caution: This parameter should not be set
to true on a production environment.
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SSH2 JSCH_KNOWN _ When a value is defined in this parameter (valid = Default: N/A

HOSTS_FILE_PATH file path), PPM Center will use it as known_
hosts file to validate keys of trusted hosts it
connects to.

The remote servers you will connect to should
be included in the known_hosts file (using
OpenSSH format), otherwise the client cannot
connect to them (unless the SSH2_JSCH_
DISABLE_STRICT_HOST_KEY_CHECKING
parameter is set to true, in which case PPM
Center does not search for a known_hosts file).

If this parameter is left empty, PPM Center first
checks if there is a <PPM_HOME>/known_hosts
file to use. If no, PPM Center then checks
known standard locations for known_hosts file:

e .../.ssh/known_hosts and
.../etc/ssh/ssh_known_hosts under
UNIX

e %USERPROFILE%\ssh\known_hosts and
%USERPROFILE%\.ssh\known_hosts under
Windows

Note: When a Linux user connects to a
remote server using the ssh command on
the command line and then accepts the
host key when prompted, this remote
machine key will be automatically added to
the trusted hosts listin .. ./.ssh/known_
hosts.

Enabling Logging for SSH2 Library

If the SSH2 connection fails with no useful information in the PPM logs, you can route the logs of the
JSch library to a dedicated file and set its logging level to a more verbose setting by adding the

following text in your logging. conf file. You can change the red parts as you demand.

# SSH2/3Sch logging.
log4j.logger.com.kintana.core.net.ssh2.jsch=DEBUG, JSCH_LOG

# JSCH_LOG has a dedicated log file to easily pinpoint any error during SSH2

connection.
log4j.appender.JSCH_LOG=org.apache.log4j.RollingFileAppender

log4j.appender.JSCH_LOG.File=${jboss.server.home.dir}/log/ssh2_jsch_log.txt

log4j.appender.JSCH_LOG.Append=true
log4j.appender.JSCH_LOG.MaxFileSize=250KB

HP Project and Portfolio Management Center (9.22.0002)
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log4j.appender.JSCH_LOG.MaxBackupIndex=20
log4j.appender.JSCH_LOG.layout=org.apache.log4j.PatternLayout
log4j.appender.JSCH_LOG. layout.ConversionPattern=%x:%t:%c:%d{yyyy/MM/dd-
HH:mm:ss.SSS z}: %m%n

Note: Make sure that the value of the parameter com.kintana.core.logging.SYSTEM
THRESHOLD in the logging. conf file is set according to the logging level chosen for JSch logs.

Adding Support for Ciphers of Unlimited Strength

If you find that the new SSH2 client cannot use ciphers of unlimited strength such as AES-256-CTR, it
is most probably because you have not installed the Java Cryptography Unlimited Strength Jurisdiction
Policy Files on your JVM-running PPM Center.

The default Java installation is provided with limited cryptography capabilities (for example, keys over
128 bit cannot be used), as certain countries have regulations in place regarding authorized level of
cryptography that can be freely used. In order to remove this limitation, you need to:

1. Download the new policy files for Java 7 from the following address:
http://www.oracle.com/technetwork/javal/javase/downloads/jce-7-download-432124.html

2. Install the policy in the <java. home>/1ib/security directory.

Once this is done, all algorithms should become available.

Note: Make sure you are installing the files into the JVM you are running PPM Center with.

FAQ

This section lists the questions you may have regarding the new SSH2 client. Each question is
followed by an answer.

1. Q: What is the meaning of the following error when | use PPM Legacy SSH2 client:
ERROR: java.io.IOException: Unsupported encoding algorithms requested: aes256-
ctr,aes192-ctr,aes128-ctr ?

A: The PPM Legacy SSH2 client only supports Triple DES cipher as an encoding algorithm. If the
server you try to connect to does NOT support it, you will encounter this error, and all the
algorithms the server supports will be listed here.

2. Q: When trying to connect to a remote server with the new PPM SSH2 client, why do | have the
following error:
java.lang.RuntimeException: com.jcraft.jsch.JSchException: <host_name>. RSA key
fingerprint is XX:XX:iXX:XX:XX:XX:XX:XX:XX:XX:IXXIXXIXX XX XX XX ?
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A: If you encounter this error message when trying to connect to a remote host, it means that PPM
Center cannot find the remote host in the list of trusted hosts (also known as known_hosts file).
Refer to the descriptions of parameters SSH2_JSCH_DISABLE_STRICT_HOST KEY_CHECKING and
SSH2_JSCH_KNOWN_HOSTS_FILE_PATH in the parameter table to address this problem.

3. Q: I canuse aes128-ctr, but | cannot use aes256-ctr or aes192-ctr. Why?
A: You need to enable support for ciphers of unlimited strength in your Java Virtual Machine

running PPM Center. See the section "Adding Support for Ciphers of Unlimited Strength" on the
previous page for details.
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Chapter 5: Certifications
The following certifications are included in PPM Center version 9.22.0001:
« Microsoft Office Project Standard 2013 (both 32- and 64-bit)

Microsoft Office Project Professional 2013 (both 32- and 64-bit)
(single-user or connected to Microsoft Office Project Server 2013)

« Certification resigned for the HP Deployment Management Extension for Oracle E-Business Suite
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Chapter 6: Fixes

Fixes in Version 9.22.0002

Accelerators

Tracking Number

4647570085

Documentation

Tracking Number

4647720889

4646594181

Problem Description

When submitting the AOL migration request from a user node,
NullPointerException occurs and sometimes error appears in the
package log file. (QCCR1L54790, QCCR1L54323)

Problem Description

Cost Category field is not required when creating a new position.
(QCCR1L54737)

Error when retrieving actuals from PPM Center into MSP work plan via
PPM plug-in. (QCCR1L55025, QCCR1L54162)

HP Demand Management

Tracking Number

4647214704

4647385389

4647759050

Problem Description

Performance issue when opening a demand request in Internet Explorer
9in Quirks mode. (QCCR1L53893)

Adding one row to a table component using Webservice CreateRequest
standard function, the PPM duplicates the row. The table then has two
lines with same values. (QCCR1L54332, QCCR1L54327)

Financial Client Industry Name field is only partially auto-populated
when Financial Client Name field contains an ampersand, a comma
or a period. This issue happens in Internet Explorer versions lower than
11. (QCCR1L54496)
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Tracking Number

4637821742

4646723348
4648452179

4644867608

4648270530

Integrations

Tracking Number

4647313755

4648455934

Platform

Tracking Number

4646795394
4647924547
4646442321

4647940790

Problem Description

Performance issue with Request Search. (QCCR1L54859,
QCCR1L46150)

Error when clicking Continue Workflow Action . (QCCR1L54749)

Regression: For the request types Project Details and PFM-Project,
you are unable to select multiple values for the Project Manager field
because you cannot set the option Multi-Select Enabled for the field to
yes. (QCCR1L55065)

Any search of a PPM Center object which includes an ampersand, for
example "1&Q0", returns no results because the name is converted to
"I&amp;0". (QCCR1L54686, QCCR1L51370)

Notifications are not sent in HTML format after applying "Standard
HTML Message (HTML)" template, . (QCCR1L54922, QCCR1L54921)

Problem Description

When the workplan is synchronized from MSP, the resource of seq 0
(root task) cannot be assigned automatically. (QCCR1L54013)

Error when uploading an MSP project to PPM Center. The root cause is
that the Promise resource with an ID of 80 is not filtered out of the
Resource Matching code. (QCCR1L55112, QCCR1L55085)

Problem Description

OOTB Report "Import Requests" is not working after upgrading to PPM
Center 9.22 . (QCCR1L54420)

Need to identify the cause of the OutOfMemory error on a user node.
(QCCR1L54538, QCCR1L54537)

Error appears and PPM Workbench cannot open after Secure RMI is
enabled. (QCCR1L54685)

Notification Cleanup Service issue. No notification mails are sent for
some time and error appears in log files. (QCCR1L54715)
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Tracking Number

4648232528

4645919029

4647799080

4646583175

4648403503
4648359052

Problem Description

Performance issue with TMG - Time Sheet Details - Project Work
Items validation. Timesheet query consumes most of the CPU and
memory resource. (QCCR1L54869, QCCR1L54867)

REQ token and WFS token cannot resolve when used in the workflow
transition. (QCCR1L55023, QCCR1L53969)

Unable to remove rows from the database via Notification Cleanup
Service. (QCCR1L54883)

Need multicast communication in the diagram of a Cluster and basics
for the multicast configuration documented in the guides.
(QCCR1L55024, QCCR1L54081)

Error when you open a project after applying patch 0001 on PPM 9.22.
(QCCR1L55122)

HP Project Management

Tracking Number

4626504533

4637883092
4644875018

N/A

4645987868

Problem Description

Dates are missing in Excel file when you export Resource Usage page
to Excel, . (QCCR1L39859)

Unable to modify Resource List for a task in the workplan when one of
the resources is disabled. (QCCR1L45506)

No task notificaitons and no entry in the Knta_notif txn_parents
table. (QCCR1L54346)

Double-click a task without making any change in the workplan, a
window pops up to ask whether you want to save the changes.
(QCCR1L52808)

HP Portfolio Management

Tracking Number

4647411346

Problem Description

Error when adding more filters like "Selected Portfolios" and clicking
Apply in PPM Center Analyze Current Portfolio portlet.
(QCCR1L54141)
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HP Resource Management

Tracking Number

4644559742

4647820746

Problem Description

Resource value cannot be calculated correctly in Assignment Details
after you click View Resource Load Breakdown in the Analyze
Assignment Load portlet. (QCCR1L54387, QCCR1L54195)

Long resource type names are truncated in Internet Explorer.
(QCCR1L54435)

HP Time Management

Tracking Number

4647687832

4647305159

4648055388

4646599987

4647681494

4646160391

Problem Description

The value in Estimated Remaining Effort (hrs) is calculated
incorrectly in timesheets. (QCCR1L54264)

Performance problem with SQL when selecting tasks from within the
timesheets. (QCCR1L54560)

Multiple notification messages are sent for the same time sheet.
(QCCR1L54618)

Mismatch of cost calculation between Project Management and Time
Management tasks. Cost rollup messages are confusing.
(QCCR1L54781, QCCR1L54769)

Time periods prior to the "Previous Time Periods to Show" are
displayed when you run Delinquent Time Sheet Report after changing
time sheet policy. (QCCR1L54942, QCCR1L54839)

Error appears when you import the time sheets with the command
kTMDataConversion.sh. (QCCR1L55021, QCCR1L53146)
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Fixes in Version 9.22.0001

Accelerators

Tracking Number

4642033487

Admin Tools

Tracking Number

4647129048

Costing

Tracking Number

4645615303

4645863628

4646756394

Problem Description

An error appears when you try to apply PPM Center version 9.14.0002.
(QCCR1L54018, QCCR1L48685)

Problem Description

Constraints check should be added to SuperSupport. (QCCR1L53984,
QCCR1L53979)

To address this issue, the kSupport tool is enhanced by adding
constraints check to the default selected DBCChangeCheck module.
For details, see "Enhanced kSupport: Added Constraints Check to
SuperSupport" on page 14.

Problem Description

Benefit lines can be added without filling in mandatory fields on the Add
Benefits page. (QCCR1L52614)

Creating snapshots for project financial summaries slows down after
upgrading PPM Center from version 8.04 to version 9.21.
(QCCR1L53092)

Unable to edit the validation FINANCIAL BENEFIT AVOIDANCE
CATEGORY List. (QCCR1L53982, QCCR1L53980)
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Dashboard

Tracking Number

4646648884

Documentation

Tracking Number

NA

Problem Description

The Export to Excel functionality fails when Request List portlet
displays the column "Expected Start Period". (QCCR1L53759)

Problem Description

The summary of QCCR1L52233 in 9.22 Release Notes is not
consistent with the actual fixed issue. (QCCR1L53993)

HP Demand Management

Tracking Number

4646913890

4644794440
4644794440

4646530830

4639164795
4646816697

Problem Description

No summary pops up for multi-select fields to indicate the values you
have selected. (QCCR1L53566)

Errors appear when you try to modify request types. (QCCR1L53603)

No proper error message is shown when package is invoked from PPM
Workbench. (QCCR1L53604)

You can control a request type user access by a User Defined Token
and open the requests of the request type. However, you are not able to
search request type on the Search Requests page. (QCCR1L53605)

This issue is addressed by introducing the server configuration
parameter SEARCH_ALL_REQUEST_TYPE. Setting this parameter to true,
you can find all request types listed in the Request Type auto-complete
list on the Search Request page. However, you are not able to view the
requests that you have no access to.

An error appears when you migrate request types. (QCCR1L53617)

For the request types Project Details and PFM-Project, you are unable
to select multiple values for the Project Manager field because you
cannot set the option Multi-Select Enabled for the field to yes.
(QCCR1L53899, QCCR1L51645)
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Tracking Number

4646646276

4647693286

Problem Description

Information in the Request Summary Bar Chart portlet is not displayed
alphabetically. (QCCR1L53994, QCCR1L53675)

There is no Show All option for a field that uses a table component
validation. (QCCR1L54368)

HP Deployment Management

Tracking Number

4646931836

4646931836

Platform

Tracking Number

NA

4646683930
4646707564
4646739407

4646423969
NA

4645290737

Problem Description

Timeout issues with SQL Script objects. (QCCR1L54038,
QCCR1L54037)

SSH patchis causing noisy logs. (QCCR1L54057)

Problem Description

PPM server log is created in the <PPM_HOME>\server\<server name>
directory instead of the <PPM_HOME>\server\<server name>\log after
you upgrade PPM Center to version 9.20. (QCCR1L51900)

OracleApps and other JAR files need to be re-certified.
(QCCR1L53549)

The query itg_container is shown in the AWR report as an expensive
query. (QCCR1L53584)

Saved preference sets are displayed differently when you navigate to it
through different menus. (QCCR1L53883, QCCR1L53133)

Performance issue when custom reports are submitted concurrently in
large quantities. (QCCR1L53894, QCCR1L53206)

App and Service nodes fail to start up due to OutOfMemory error.
(QCCR1L53898, QCCR1L53391)

This issue is fixed by introducing the server configuration parameter
MAX_REQUEST_OF_AUDIT_EVENT_QUERY. This parameter specifies the
maximum number of audit event query results. The default value is
1000.
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Tracking Number Problem Description

4647328221 Incorrect login logo in the Customizing the Standard Interface guide.
(QCCR1L53981)

4646297015 JGroup reaper thread is not enabled by default. (QCCR1L54024,
QCCR1L54023)

4646581414 Cost Rate Rule Service and Cost Rollup Service stop running.
(QCCR1L54050)

4644315828 Performance issue when loading the Project Overview page.

(QCCR1L54238, QCCR1L53413)

HP Program Management

Tracking Number Problem Description

4645659208 The health indicator image is not shown on the View Portfolio page
when you use Apache web server. (QCCR1L53891, QCCR1L52601)

HP Project Management

Tracking Number Problem Description

4646720318 Project Details page does not always load successfully for the first
time, with an error message appearing in the lower left corner of the
page. (QCCR1L53975, QCCR1L53652)

4644915089 Project PV Update service triggers a SQL which passes thousands of
project IDs and causes DB performance issue. (QCCR1L53986,
QCCR1L52990)

NA The Project Health is not in sync with the Overall Health.
(QCCR1L54269)

HP Portfolio Management

Tracking Number Problem Description

4647490694 Th Program tab cannot be opened in portfolio when the programs
contained in the portfolio have any numeric user data. (QCCR1L54028)
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HP Resource Management

Tracking Number Problem Description

4644836201 Resource Request portlet filters out records where the values of Total
Unmet Hours are less than zero. (QCCR1L53621)

NA There are blank line in the staffing profile table when you click View
Actuals in the Staffing Profile page.(QCCR1L53996)

4647099868 The report Run PPM Organization Unit Interface does not work when
you select multiple product licenses. (QCCR1L54355, QCCR1L54352)

HP Time Management

Tracking Number Problem Description

4647730301 Error appears when you import time sheet data using PPM time sheet
data loader (kTMDataConversion.sh). (QCCR1L54345,
QCCR1L54342)

4647599184 The User Data tab is not displayed in time sheet line details when you
use German as the session language. (QCCR1L54469,
QCCR1L54131)
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Chapter 7: Known Problems and Limitations

The following problems and limitations are known to exist in PPM Center version 9.22.0001 (or later
software, as indicated). The problems are categorized by the affected product area. If a problem has an
assigned internal tracking number, that tracking number is provided (in parentheses) at the end of the
problem descriptions.

Platform

Limitation: For the drop-down list validations that are used in workflow steps, PPM Center does not
deal with tokens with the prefix REQ, REQD, or WF. (QCCR1L55023)

Workaround: None.
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Chapter 8: Documentation Errata

The following documentation items are incorrect:

HP Project Management User’s Guide

Information is needed to tell users not to filter out all task in MSP before
retrieving actuals

Location: HP Project Management User’s Guide, version 9.20

Error:If users filter out all tasks in Microsoft Project before retrieving actuals from HP Project
Management, an error message appears. This information is missing in the document.
(QCCR1L55025)

Correction: Add a note as follows to the document:

Note: Do not filter out all tasks in Microsoft Project before you retrieve actuals from HP Project
Management.

HP Resource Management User’s Guide

Unclear description about when Cost Category field in staffing profile is
required

Location: HP Resource Management User’s Guide, version 9.20

Error: When the project associated with a staffing profile is set to calculate the forecasted labor cost
from the staffing profile, the Cost Category field in the staffing profile is required. This information is not
clearly stated in the document. (QCCR1L54737)

Correction: Add the following description to the document:

When the project associated with the staffing profile is set to calculate the forecasted labor cost from
the staffing profile, the Cost Category field in the staffing profile is required.
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HP Time Management Configuration Guide

Incorrect statement about the number of reminders sent to users to submit
time sheets

Location: HP Time Management Configuration Guide, version 9.20

Error: Users receive email reminders if they are required by time sheet policy to submit time sheets for
each time period. The document states that users receive only one email reminder per day per time
sheet. However, the number of the emails is decided by the running frequency of Time Sheet
Notifications Service. (QCCR1L54618)

Correction: Replace such statement in the document with the following:

You may receive the reminder several times per day, which depends on the running frequency of Time
Sheet Notifications Service. For example, if Time Sheet Notifications Service is scheduled to run every
two hour, you would receive 12 reminders per day per time sheet until you submit the time sheet.

HP Demand Management User’s Guide

No description about the removal of the "All" option from table component
paging display
Location: HP Demand Management User’s Guide, version 9.20

Error: The "All" option was removed from the Show <n> Each Page drop-down list for table component
in version 9.20 by design. However, there is no description about the removal of the "All" option.

Correction: Add the following content to the document under the Request Detail Page, New Table
Component section in Chapter 3:

Quick Navigation through Table Rows

You can choose to show a certain number of entries in the table component.

To do so, specify an available option for the Show M Each Page field at the lower right corner.

Note: Before PPM Center version 9.20, when there are more than 5 entries in the table component,
the Show: M of N Entries field appears to the right of the table component menu icons, where M
is the number of entries currently displayed, N is the total number of entries in the table. Version
9.20 renamed the field to Show M Each Page, and also removed the All option for M by design.
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Release Notes

New features of kDeploy.sh script is not included in 9.22 Release Notes
Location: Release Notes, version 9.22

Error: The new features of the kDeploy . sh script are not included in the release notes.
(QCCR1L54883)

Correction: Add the descriptions of the new features in the release notes. For details of these features,
see "Enhanced kDeploy.sh Tool" on page 38

Incorrect problem description of QCCR1L52233

Location: Release Notes, version 9.22
Error: The description of QCCR1L52233 does not properly reflect the actual fixed issue.
Correction: Correct the problem description of QCCR1L52233 as follows:

You are able to edit the status of a staffing profile even when it is canceled.

Customizing the Standard Interface

Login images in the document not updated

Location: Customizing the Standard Interface, version 9.20, page 17
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Error: The login page has been modified in version 9.20, however, the related login images in the
document are not updated.

Correction: Update Table 2-1 in Chapter 2 of this document as follows:

Table 2-1. Corporate logo files used in the PPM Center standard interface
Size
Image File Location (in pixels)
Stored on the PPM Server File System

] o <PPM_Home>/server/<PPM_Server _ 16x 16
Name>/deploy/

itg.war/web/knta/global/images/favicon-

whiteonred.ico

o <PPM_Home>/server/<PPM_Server _ 450 x 301
Name>>/deploy/itg.war/html/MercurySplash.gif

@ Project and Portfolio Management Center . <PPM_Home>/Server/<PPM_Server_ 480 X 40
Name>>/deploy/
itg.war/images/common/CorporateBrand.png

o <PPM_Home>/server/<PPM_Server_ 64 x 64
Name>>/deploy/
itg.war/web/new/img/HP_Blue_64x64.png

W
P o <PPM_Home>/server/<PPM_Server _ 400 x 400
‘. Name>>/deploy/itg.war/web/new/img/ppm_logo.png

Installation and Administration Guide

Insufficient information about multicast communication
Location: Installation and Administration Guide, version 9.20

Error: The information about setting up multicast communication is insufficient in the guide.

Correction:
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« Add the statement as follows in the "Server Cluster/External Web Server Configuration" section:

The nodes also accept TCP/UDP connections from other nodes for cache synchronization and
cluster moniter.

« Add the information as follows in the table "PPM Center ports and protocols":

Communication

Channel Protocols Ports
App Server TCP/UDP  Customized in <PPM_HOME>/conf/integrity.conf,
nodes cache. conf, and <PPM_HOME>/conf/jboss/cluster-

services.xls. It depends on your requirement.

The MULTICAST_NIC_IP parameter was not documented

Location: /nstallation and Administration Guide, version 9.20

Error: The MULTICAST_NIC_IP server configuration parameter was introduced in PPM Center
version 9.14, but it was not added to the Installation and Administration Guide for PPM Center version
9.20. (QCCR1L54488)

Correction: Add the following description to the document:

Parameter Default and Valid
Name Description, Usage Values

MULTICAST _  Ifthe MULTICAST_NIC_IP parameter is specified in the Valid value: A host
NIC_IP server. conf file, the JGroup and MULTICAST Channel name or an IP
multicast sockets will bind to the NIC that you specified by address
using the MULTICAST_NIC_IP parameter. The value of the
MULTICAST_NIC_IP parameter can be a host name or an
IP address.

Having “Server Tools: Execute admin tools” Access Grant alone does not
provide access to the Application Exception Details Page

Location: Installation and Administration Guide, version 9.20, page 281 of the original edition, or page
261 of the third edition

Error: The note on the page says "To access the Search Exceptions page, you must have an
Administrator license and the “Server Tools: Execute admin tools” access grant”". However, this does
not provide access to the Application Exception Details page. (QCCR1L54688)

Correction: The "Sys Admin: Edit Services Schedules" access grant is also required. The document
shall be updated as follows:

Note: To access the Search Exceptions page, you must have an Administrator license and the
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following access grants:
o Server Tools: Execute admin tools

« Sys Admin: Edit Services Schedules

HP Solution Integrations Guide

Additional information needed for configuring the integration between PPM
Center and Service Manager RFCs when a Process Designer (PD) patch is
deployed on top of Service Manager instance

Location: HP Solution Integrations Guide, version 9.20, page 335

Error: Additional information needed for configuring the integration between PPM Center and Service
Manager RFCs when a Process Designer (PD) patch is deployed on top of Service Manager instance
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Correction: Add the following information to the document:

« Instep 6, add the following note:

Note: If PPM Center is integrated with Service Manager with a PD patch, you shall also import
the following unl file into Service Manager:

m HPSMPPMIntegration.unl

If you already deployed the 9.22.0001 patch, the unl file is also present in the <PPM_
Home >\ conf\smrfc directory. Otherwise go to KM00786444 to download the unl file.

« Instep 8, add the following note immediately after the first note:

Note: For Service Manager with a PD patch deployed, you only need to modify the cm.close
and change.update.save processes.

Then, add the following note in step g:

Note: For Service Manager with a PD patch, repeat step c through step f for the
change.update.save process only.

For more details about configuring the integration, see the second edition of the HP Solution
Integrations Guide (PDF on the SSO site) for PPM Center version 9.20.

Enhanced kDeploy.sh Tool

The kDeploy. sh script is enhanced in the following functionalities:
« "Deploying Hotfix" on the next page
» "Undeploying Hotfix" on the next page

» "Redeploying Hotfix" on page 40
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Deploying Hotfix

In previous versions, running the command sh ./kDeploy.sh -hotfix <hotfix_bundle_name>
deploys a hotfix without checking the information of the hotfixes that have been installed on the current
instance. This would cause the newly installed hotfix unable to work, because it might have replaced
some files in the previous hotfixes.

The enhanced kDeploy. sh tool would perform conflict check before installing a hotfix:

« If the hotfix files do not exist on the current instance, running the deployment command
successfully installs the hotfix.

« If the hotfix is checked to be conflicting with some files on the current instance, the installation
would fail.

To address the conflict issue and to continue the installation, you can contact HP Software Support
who would provide a . 1st file that contains the latest MD5 code. You can then run the following
command:

sh ./kDeploy.sh -supersede <hotfix bundle_name> <hotfix_bundle_name>.lst

If you encounter further conflict issues when running this deployment command, contact HP
Software Support for solutions.

After the hotfix is deployed successfully, the enhanced kDeploy.sh tool continues to verify whether or
not the hotfix is deployed correctly.

Undeploying Hotfix

Running the command sh ./kDeploy.sh -undeploy <hotfix bundle_name> undeploys a hotfix,
and this command would perform files dependency check before undeploying the hotfix:

« If the hotfix files are not included in any other hotfix, running the command undeploys it directly.

« If some files in the hotfix are also included in the hotfixes that are installed later than it, you should
undeploy those hotfixes first by running the above command.

Note: In undeploying a hotfix, running the undeploy command rolls back only DB changes and
file changes. It does not roll back DML (Data Modification Language) changes.
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Redeploying Hotfix

If you have successfully deployed a hotfix, and you want to redeploy it, you can run the deployment
command sh ./kDeploy.sh -hotfix <hotfix_bundle_name> again.

When running this command for redeploying purpose, it would:
1. Perform conflict check.
2. Perform files dependency check.
3. Undeploy the hotfix.

4. Deploy the hotfix again.

Limitations

The enhanced kDepoly. sh tool contains the following limitations:

« Only DDLs which are used to update a view or a package are fully supported. Other SQLs, like DML
or DDL used for altering a table can be deploy successfully but cannot be rolled back by this tool.

« Thefiles contained in the £s_home directory are not fully supported by this tool. They can be
deployed, but cannot be rolled back.

« This tool does not support a patch that is completely composed of SQLs. You cannot use this tool
to deploy, undeploy, or redeploy such patches.
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Send Documentation Feedback

If you have comments about this document, you can contact the documentation team by email. If an
email client is configured on this system, click the link above and an email window opens with the
following information in the subject line:

Feedback on Release Notes (Project and Portfolio Management Center 9.22.0002)
Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and
send your feedback to HPSW-BTO-PPM-SHIE@hp.com.

We appreciate your feedback!
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