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1 Introduction

With this integration, users can generate OO flows from the selected PowerShell cmdlets
found in a list of modules/snapins.

Purpose of the PowerShell Wizard Integration

Its main advantages are:

e Automation. Avoid having to repeat the same time-consuming process of creating flows
which execute PowerShell cmdlets. Perform the following steps as an alternative to
using the PowerShell Wizard (multiply by the number of cmdlets):

— Create an empty flow

— Drag and drop the PowerShell Script operation
— Search for the cmdlet description

— Set the required input values

— Set the description of the flow. The step inherits its description from the PowerShell
Script operation, but this is not available for the flow.

e Authoring ease. The description of each flow contains the default description of the corresponding
cmdlet which it executes. Therefore, the user is not forced to open the cmdlet description in
a browser and switch between OO and the Internet.

e Module and cmdlet discovery. The wizard discovers the available modules and cmdlets
from a target host.

Supported Versions

Table 1 Supported Versions

Operations Orchestration Version PowerShell Wizard Version

00 10.x with Base Content Pack 10.x

Supported Languages

This release supports the following languages:
e en - English
e fr- French
e de- German
e ja-dJapanese
e es- Spanish
e zh_CN - Simplified Chinese



2 Getting Started with the PowerShell Wizard

Integration

Download the PowerShell Wizard

The PowerShell Wizard Installer is an executable file that can be downloaded from the HP
Live Network page

1 From https:/hpln.hp.com, click Operations Orchestration Community and log in.

The Operations Orchestration Community page contains links to announcements,
discussions, downloads, documentation, help, and support.

2 On the left-hand side, click Operations Orchestration Content Packs.

3 In the Operations Orchestration Content Packs box, click Content. The HP
Passport and sign-in page appears.

4 Enter your user ID and Password to access to continue.

Click HP Operations Orchestration 10.x, and then select the items that you want to
download.

Install the PowerShell Wizard

The wizard is installed if Studio is selected from the Operation Orchestration installer.

Configure Logging Settings

The configure logging settings are no longer supported in thel0x wizard.

Uninstall the PowerShell Wizard

The wizard is uninstalled when Studio is uninstalled.
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PowerShell Wizard Requirements

System Requirements
The minimum software requirements for systems running the PowerShell Wizard for HP
Operations Orchestration are:
e Java SE Runtime Environment (also known as JRE) 7

e NET Framework 2 or a later version

Target Host

e PowerShell with remoting enabled.

e For the products providing PowerShell cmdlets, the target host must have the modules
and snapins available. Run one of the following cmdlets to list the required modules and
snapins. Otherwise, it means that the host does not have the cmdlets provided for that
product.

EAdministrator: Windows PowwerShell EI@

PS C:sUserssooadmin . 00DEU> get-—module —ListAvailable | select—object name

BitsTransfer
PSDiagnostics
TroubleshootingPack
llebAdninistration

PS C:sUserssooadmin.00DEV> Get—PS3napin —Registered | select—object name

Name

UMuare . DeployAutomat ion
UMuare . ImageBuilder

UMvare .UimAutomation .Core
UMuare .UimAutomation.License

PS C:sUsers“ooadmin.O00DEU>

Figure 1: How to list the modules and snapins in the PowerShell console

PowerShell Wizard Enhancements from 9.x

e The wizard now has the version (10.x) displayed in the title.
e The wizard now appears in the taskbar and can be closed, minimized or brought to the
front.
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The PowerShell Wizard Steps

The PowerShell Wizard contains only a few steps. The Welcome page contains a short
summary of the wizard. This section describes the steps that you have to perform.

Step 1. Select the Repository

2 PowerShell Wizard 10.0 %

Steps Select repository
1. Welcome to the Enter the location of an existing studio project or a folder where a new project will be created:

Powershell wizard
2. Select repository C:\Users\[username]\.co\Workspace\New Project
3. Connection settings
4. Select modules and

snapins
5. Select cmdlets
6. Finish

y

Figure 2: PowerShell Wizard: Select the project location page

e In the Enter the location: field, type in the required project path or click Browse to
locate the project location.

e The wizard generates a 10.x studio project, but not a content pack or a repository. The
project has a default location: C:\Users\[username]\.oo\Workspace\New Project.

PowerShell Wizard Guide



Step 2. Configure the PowerShell Connection

2 PowerShell Wizard &

Steps PowerShell connection

1. Welcome to the
PowerShell Wizard

Host:
2, Select it
e B Username:
3. PowerShell
connection Password:
4. Modules page Port:
5. Select cmdlets Authentication type: | Default -2
6. Finish [] usessL

Figure 3: PowerShell Wizard: Connection page

Host

Type the name of the host that you want to connect to. If you leave the Host field empty, the
PowerShell Wizard uses localhost as the default.

Note: If Host is empty then the authentication type would be
NegotiateWithImplicitCredential. If the host has been defined, the wizard considers the host
definition provided by the user.

Username

Enter the user name to connect to the target host..

Password

Enter the password.

Port

The port values can be in the range of 1-65535. If you set the port value to 0, the wizard
ignores it and uses the default port values. The default port values are: 5985 (HTTP) and
5986 (HTTPS).



12

Step 3. Select the Modules

2 PowerShell Wizard

-

Steps

1. Welcome to the
PowerShell Wizard

ra

. Select repository

3. PowerShell
connection

4. Modules page
5. Select cmdlets
6. Finish

Modules page

Select the modules and snapins for the cmdlets to be loaded. They will be displayed on the next page.
Default cmdlets (e.g. Get-Process, Get-Service, Get-Host) will only be included if you select the checkbox

below.

Available Modules and Snapins

Selected Modules and Snapins

ADRMS

Applocker
BestPractices
BitsTransfer
PSDiagnostics
ServerManagsr
TroubleshootingPack
WebAdministration

-

["] Add default PowerShell cmdlets ( i. e. the ones that come with PowerShell installation)

==

s

FailoverClusters

SalserverCmdletSnapin100
SalServerProviderSnapin 100

Cancel

Figure 4: PowerShell Wizard: Modules page

The wizard detects all the available modules/snapins on the target host and displays them in
a list as shown above. You can select/unselect any module and the wizard retrieves only

those cmdlets contained in the selected modules.

Cmdlets such as Get-Process and Get-Service are not contained in the list of available
modules. These are cmdlets which are available by default in PowerShell. To retrieve the list
of default cmdlets, select the checkbox Add default PowerShell cmdlets.

Note: If you select the Add default PowerShell emdlets checkbox, the lists are disabled.

PowerShell Wizard Guide



Step 4. Select Operations (Cmdlets)

% PowerShell Wizard

=X

Steps

1. Welcome to the
PowerShell Wizard

2. Select repository

3. PowerShell
connection

4. Modules page
5. Select cmdlets
6. Finish

Select cmdlets

There are 74 PowerShell cmdlets that matched your search on the given host. Please select the ones you

would like to import.

Search cmdlets:

All available cmdlets

Selected cmdlets

Add-ClusterDisk
Add-ClusterFileServerRole

| Add-ClusterGenericApplicationRole
Add-ClusterGenericScriptRole
Add-ClusterGenericServiceRole

| Add-ClusterGroup
Add-ClusterNode
Add-ClusterPrintserverRole
Add-ClusterResource
Add-ClusterResourceDependency
Add-ClusterResourceType

Cancel

Figure 5: PowerShell Wizard: Select cmdlets page

The selected modules are loaded to the PowerShell runspace, and the wizard retrieves the

names of the cmdlets from those modules.

You can move the cmdlets from left to right or right to left. Use the search textbox if the list
is very large, and you have difficulties finding the required cmdlet. The wizard searches the
list for the cmdlets with names containing the search text. In addition, the wizard updates

the list while you are typing.



4 Using the PowerShell Wizard — OO

Integration

PowerShell Wizard Integration Operations and Flows

This section describes the operations and flows in the PowerShell integration.

Generated Flows

-
(& Operations Orchestration Studio

File Edit Tools SCM Window Help

Projects Og 2 Welcome X | {# Get Bits Transfer - low X

* 3918 x& fHEB% #2 XBEX DE S E

== New Project
- Library

. = Wizards 2 I
=1 Powershell Wizard

. Get Bits Transfer

~® Get Date PowerShe
“® Get Random success

B0 Configuration l

RESOLVED : ERROR :
SuUccess failure

Figure 6: Example of a generated flow

The PowerShell wizard generates one flow for each selected cmdlet unless the project already
contains the flow. For example, if the flow was generated in a previous run of the wizard.

The name of the flow is obtained from the name of the cmdlet by applying the following rules:
e Replace "-" with " ".

For example, the name of the flow for the cmdlet Get-IScsiHbaTarget is going to be Get IScsi
Hba Target.
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Inputs

Input Required Type From

host Single Value ¥ | Prompt User E
URI Single Value ¥ | Prompt User

shellURT Single Value | Prompt User

username Single Value ¥ | Prompt User

password Single Value | Prompt User B
configurationName Single Value ¥ | Prompt User }Q‘
authType Single Value | Prompt User from List - Selection List B
connectionTimeout Single Value ¥ | Prompt User }Q‘
scriptTimeout Single Value | Prompt User B
useSSL Single Value ¥ | Prompt User from List - Selection List }&‘
skipCACheck Single Value ¥ | Value: B
| skipCHCheck Single Value ¥ | Value: }EA
port Single Value | Prompt User =
keepSessionAlive Single Value | Prompt User from List - Selection List }&‘
enablePiping Single Value | Prompt User from List - Selection List B
runspacelD Single Value ¥ | Prompt User }&A
modules Single Value ¥ | Value: BitsTransfer =
| snapins Single Value | Prompt User }EA
script Single Value ¥ | Prompt User B
cmdlet Single Value ¥ | Value: Get-BitsTransfer E
returnTable Single Value ¥ | Prompt User from List - Selection List

delimiter Single Value | Prompt User

colDelimiter Single Value ¥ | Prompt User

rowDelimiter Single Value | Prompt User

Figure 7: Inputs of a generated flow

Each flow has the following inputs:
¢ Common inputs. All the inputs of the PowerShell Script operation



Descriptions

Name: Get Bits Transfer
UUID: f0123251-b45d-4e50-8b24-a7f62dc1da55

Assign Categories

Inputs | Outputs | Responses | Description | Scriptlet

[<pre=

The Get-BitsTransfer cmdlet retrieves a set of BITS transfer jobs. By default, the cmdlet returns the jobs that are owned by the current user. However, if you have administrative credentials, you can
specify the AllUsers parameter so that the command returns jobs that are owned by all users. The returned jobs can be filtered by name or ID. The jobs are represented by Bitslob objects.

uri : http://go.microsoft.com/fwlink/?LinkId=141429

Inputs:
haost - The hostname or ip address of the PowerShell host. This input is mutual exclusive with URI and shellURL
Default value: localhost
URI - Specifies a Uniform Resource Identifier (URI) that defines the connection endpoint for the interactive session.
Value format: <Transport>://<Computerlame>:<Port>/<ApplicationName>
Example: http://exch2010CAS1/Powershell?serializationLevel=Full
shellURT - Gets the Uniform Resource Identifier (URT) of the shell that is launched when the connection is made. This input is mutual exclusive with host.
Example: http://schemas.microsoft.com/powershell/Microsoft.Exchange
username - The username to use when connecting to the server.
Value format: username@domain or domain\username.
password - The password to use when connecting to the server.
configurationName - Specifies the session configuration that is used for the new PSSession. If you specify only the configuration name, the following schema URL is prepended:
http://schemas.microsoft.com/powershell. Use Microsoft.PowerShell32 to force x32 PowerShell version on x84 machines.
authType - Specifies the mechanism that is used to authenticate the user's credentials.
Valid values: Default, Basic, Negotiate, Credssp, Kerberos, NegotiateWithImplicitCredential. (case-insensitive)
Default value: Default
connectionTimeout - Determines how long the dient computer waits for the remote session connection to be established. When the interval expires, the command to establish the connection fails.
Enter a positive value in milliseconds.
Default value:180000 (3 minutes).
scriptTimeout - Determines how long the client computer waits for the PowrerShell script to be executed. When the interval expires, the operation fails. Enter a positive value in milliseconds. An
empty value means no time-out; the script execution continues indefinitely.
useSSL - If true, the operation uses the Secure Sockets Layer (S5L) protocol to establish a connection to the remote computer. By default, SSL is not used. WS5-Management encrypts all Windows
PowerShell content transmitted over the network. UseSSL is an additional protection that sends the data across an HTTPS connection instead of an HTTP connection. Default port for SSL is 5986.
Default value: false
skipCACheck - Indicates whether, when connecting over HTTPS, the client does not validate that the server certificate is signed by a trusted certificate authority (CA).
Default value: true
skipCNCheck - Indicates whether the certificate common name (CN) of the server and the hostname of the server are not checked for being the same.
Default value: true
port - Specifies the network port on the remote computer that is used for this connection. To connect to a remote computer, the remote computer must be listening on the port that the connection
uses. The default ports are 5985 (the WinRM port for HTTF) and 5286 (the WinRM port for HTTPS).
keepSessionAlive - If true, the operation will not close the PowerShell runspace (i.e. the PSSession in case of remote connections ) created during the execution and returns the runspacelD as the
result of the operation. Actually the PowerShell runspace is saved in the OO session and can be used in other operations using the runspacelD result of previous operation.
Default value: false
enablePiping - If true the operation enables piping the way PowerShell does. This input should be used only when keepSessionAlive input is true. First time the piped objects are null and the scope

m

Design | Properties
Figure 8: Description of a generated flow
The description of each generated flow contains the following items:
e A description of the cmdlet as found in its native documentation

e A link where the user can find a detailed description of the cmdlet written by the
provider of the module

e The description of the common inputs copied from the PowerShell Script operation’s
description.

e The description of the common results

PowerShell Wizard Guide




Most of the information included in the description can be obtained from the PowerShell
console as shown below:

3 Select Administrator: Windows PowerShell EI @
-

PE C:\Userssooadmin.00DEU> get—help get—datastore —full

NAME
Get—Datastore

EYNOPSIS
Retrieves the datastores available on a vSphere server.

SYNTAX
Get—Datastore [-S8erver {UlServer[l>] [-Id <String[l>]1 [[-Mamel <8tringl[l>] [-Datacenter <{Datacenter[1>1 [-UMH
HHost[1>1 [-UHM <VirtualMachine[1>]1 [-Entity <UIObject[1>]1 [-Refreshl [{CommonParameters>]

DESCRIPTION
Retrieves the datastores available on a vSphere server. Returns a set of datastores that correspond to the fi
riteria defined by the cmdlet parameters. To specify a server different from the default one. use the —Server
eter.

[PARAMETERS
—Server {UIServerll>
Specify the uSphere servers on which you want to vun the cmdlet. If no value is given to this parameter.,
?gand runs on the default servers. For more information abhout default servers. see the description of Con
EPVEr.

Required? false
Position? named
Default value

ficcept pipeline input? false
Accept wildcard characters? true

{String[1>
Specify the Ids of the datastores you want to retrieve.

Required? false
Position? named
Default value

fAccept pipeline input? false
fAccept wildcard characters? true

—Mame <Stringll>
Specify the names of the datastores you want to retrieve.

Required? false kYJ

Figure 9: Obtaining the description from the PowerShell console

PowerShell Script Operation

The operation is used to execute a PowerShell script or cmdlet on a target host, either local
or remote. If the operation executes a single cmdlet, the parameters of the cmdlet should be
passed to the operation inputs.
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Inputs

| B2 PowerShell Sc...n - Properties <
Marne: Powershell Script

UUID: fObZafdz-57 33-47e4-50ba-FF2357 conads

Assign Categories:

Inputs | Cutputs | Responses | Description | Scriptlet |

= = | Inputs Summary

Yersion: 72 (11723/11 158:11 admin)

RAS Operation fields

Action Class: | dotMETwWebactions_Powershell Iactions, PowershellBaseaction

Archive: dotMETWebactions_Powershell.dll

! onfigurationfRemate Action Services, _Operator_Pal
ras: |G fConfi tion/Remote Action Services/RAS_O) kar_Path

Owerride RAS: | ${overrideMRASH

Inputs
Remave Input ¥

Input Required Tvpe Template

hiost [ Single Yalue + | Prompt User =
LRI ] |single value ~ | Prompt User =
shellURI & Single Yalue + | Prompt User :':">_'|
username ] Single Yalue + | Prompt User =
password ] |single value ~ | Prompt User =
authType & Single Yalue + | Prompt User :':">_'|
usessL ] Single Yalue + | Prompt User =
skipCACheck, ] |Single Yalue - | Walue: =
skipCMCheck & Single Yalue - | Walue: :':">_'|
port ] Single Yalue + | Prompt User ==
keepSessiondlive ] |Single Yalue ~ | Prompt User =
enablePiping [ Single Yalue ~ | Prompt User :n:‘.>_-I
runspacelD ] Single Yalue + | Prompt User ==
modules ] |Single Yalue ~ | Prompt User =
snapins [ Single Yalue ~ | Prompt User :n:‘.>_-I
scripk ] Single Yalue + | Prompt User ==
cmdlet; ] |Single Value ~ | Prompt User ==
returnTable [ Single Yalue ~ | Prompt User :n:‘.>_-I
delimiter ] Single Yalue + | Prompt User ==
colDelimiter ] |Single Value ~ | Prompt User ==
ranwDelimiter [ Single Yalue ~ | Prompt User :n:‘.>_-I

Figure 10: Inputs of the PowerShell Script operation

PowerShell Wizard Guide



Connection Inputs

host

The hostname or ip address of the PowerShell host. This input is mutual exclusive with URI
and shellURI

Default value: localhost

URI

Specifies a Uniform Resource Identifier (URI) that defines the connection endpoint for the
interactive session.

Value format: <Transport>://<ComputerName>:<Port>/<ApplicationName>
Example: htip://exch2010CAS1/Powershell?serializationLevel=Full

shellURI

Gets the Uniform Resource Identifier (URI) of the shell that is launched when the connection
is made. This input is mutual exclusive with host.

Example: http://schemas.microsoft.com/powershell/ Microsoft. Exchange

Username
The username to use when connecting to the server.

Value format: username@domain or domain\username

password

The password to use when connecting to the server

authType

Specifies the mechanism that is used to authenticate the user's credentials. Valid values:
Default, Basic, Credssp, Digest, Kerberos, Negotiate, Negotiate WithImplicitCredential.
(case-insensitive).

Default value: Default

useSSL

If true, the operation uses the Secure Sockets Layer (SSL) protocol to establish a connection
to the remote computer. By default, SSL is not used. WS-Management encrypts all Windows
PowerShell content transmitted over the network. UseSSL is an additional protection that
sends the data across an HTTPS connection instead of an HTTP connection.

Default port for SSL: 5986.

Default value: false

skipCACheck

Indicates when connecting over HTTPS that the client does not validate that the server
certificate is signed by a trusted certificate authority (CA).

Default value: true


http://exch2010cas1/Powershell?serializationLevel=Full
http://schemas.microsoft.com/powershell/Microsoft.Exchange

skipCNCheck

Indicates whether the certificate common name (CN) of the server and the hostname of the
server are not checked for being the same.

Default value: true

port

Specifies the network port on the remote computer that is used for this connection. To
connect to a remote computer, the remote computer must be listening on the port that the
connection uses. The default ports are 5985 (the WinRM port for HTTP) and 5986 (the
WinRM port for HTTPS).

Session and Piping Inputs

keepSessionAlive

If true, the operation will not close the PowerShell runspace (i.e. the PSSession in case of
remote connections ) created during the execution and returns the runspacelD as the result
of the operation. Actually the PowerShell runspace is saved in the OO session and can be
used in other operations using the runspacelD result of previous operation.

Default value: false

enablePiping

If true, the operation enables piping the way PowerShell does. This input should be used only
when keepSessionAlive input is true. First time the piped objects are null and the scope is to
save the objects resulted from the PowerShell script execution. Next time the piped objects
can be referred in the script as "$_" objects.

Default value: false

Example: First, run "Get-Service" script with enablePiping=true and keepSessionAlive=true,
then run the script "Select-Object -property name,displayname,status | where-object
{$_.Name -1t "C"}" with enablePiping=true keepSessionAlive=true. Observe the use of "$_".

runspacelD

If this is not empty, the operation searches the OO session for keys which equal the
runspacelD. If the operation finds the runspace specified by the runspacelD it tries to use it
and does not create another PowerShell runspace with provided inputs. If the runspace
exists but is broken or unavailable the operation uses its authentication parameters and
tries to reconnect and recreate the PowerShell runspace.

Note: The operation uses the connection parameters of the runspace identified by
runspacelD, not the values provided as user inputs. The operation processes the connection
inputs, for example, host, username, password, authType, useSSL that is provided by the
user only if the runspacelD does not exist in the OO session.
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Additional Modules and Snapins

Modules

A list of PowerShell modules that is loaded after the PowerShell connection is established.
Each value from the list specifies the name of the module to import. Enter the name of the
module or the name of a file in the module, such as a .psd1, .psm1, .dll, or psl1 file. File paths
are optional. Wildcards are not permitted. Specify only the module name whenever possible.
When you specify a file name, only the members that are implemented in that file are
imported. If the module contains other files, they are not imported, and you might be missing

important members of the module. The list of modules should be separated by the comma ",
delimiter.

Example: FailoverClusters

Snapins

A list of PowerShell snapins loaded after the PowerShell connection is established. Each
value from the list specifies the name of a registered snapin, for example, the Name, not the
AssemblyName or ModuleName.

Example: Microsoft.Exchange.Management.PowerShell. E2010

PowerShell Script and cmdlet Inputs

script

The script to execute on the PowerShell host. If you want to execute a script from a file just
provide the file path.

Example: C:\PowerShellScripts\GetHost.ps1

Cmdlet

The name of the PowerShell cmdlet to invoke. If the cmdlet has additional parameters,
please provide them as inputs to the operation. If the parameter has the same name as one of
the operation's inputs just prefix it with "_". This input is intended to be used together with
the PowerShell wizard so please use the script input whenever possible.

Result Formatting

returnTable

If true, the operation will return a table containing a row for each PSObject that the script
emits. The table's columns represent the properties of these PSObjects, in the
propertyName<delimiter>propertyValue format. If false the operation returns a string
representation of the result similar to the output from the PowerShell console.

Default value: false.

delimiter

The delimiter used to separate each property name from the property value in the output
table.

Default value:
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colDelimiter
The delimiter used to separate columns in the output table.

Default value:

nn
P

rowDelimiter
The delimiter used to separate rows in the output table.

Default value: newline.

Run a PowerShell Script on a Localhost

The only setting required to execute the PowerShell scripts on the localhost is that the
ExecutionPolicy must be RemoteSigned. Use Get-ExecutionPolicy to display the current
execution policy and Set-ExecutionPolicy to set the execution policy.

In addition, the required input is the script input.

% Local PS Script - Debug % 4 F B
. -
PIHE kad &
Run Tree 3 Transition History ¥
& Run [Local PS Script] — - Step Result Inspector -3
i Script] (Complete)
@ step [Resolved : success] (Complete) {Result=0;returnfesult=MName: AdobeARMservice, -
Mame: AeLookupSve, [
Marne: ALG, b

Mame : AppHostSwe,
Marme : AppIDSwve,
Mame: Appinfa,
Marne: AppMgmk,
Mame: AudicEndpointBuilder,
Mame: AudioSry,
Mame : AxInstsy,
Mame BDESYC,
Mame :BFE,
Mame:BITS,
Mame:Browser,
Mame:bthsery,
Marne: CrrtPronSuer.
4| i | b

Raw Resul | Primary Result I Other Results|

Context Inspector =

B 4| = el

= Step Inputs -
LRI
authType ‘
crdlet:

colDelimiter

delimiter

enableFiping

hast

keepSessionalive

modules

password hobakserk e

pork

returnTable

rowDelimiter

runspacell

script get-service|select-object name

shellURI

»

Breakpoints & Response Overrides

k.
skipCHCheck

Enable/Disable Al snapins
usessl
Ereakpoints | Response Crverrides UsErnarnme il
b et

Figure 11: Running the PowerShell Script operation on localhost

If one script requires elevated rights, enter a username and a password.
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Run PowerShell Scripts from a File

Breakpoints & Response Overrides

Run Tree S
s‘ Run [Run PS Script From File]
i ] te)
Step [Resolved : success] (Complete)
.

Enable/Disable All

Breakpoints | Response Overtides

Transition History

Step Result Inspector

{Resulk=0;returnResult=

CurrentCulture @ en-US
CurrentUICulbure @ en-US
PrivateData
IsRunspacePushed :
Runspace

Mame : Defaul: Host

ersion 120

Instanceld @ 6e6B8454c-2008-4462-0a1 2-268740940254

LI : System,Management . Automation. Internal Host, InternalHostUserIn
terface

m

srehUPnC nrR=1: nhiertaC NNk =1 srssinnTA=7A72A3r4-N143-477 1 -ArA3-30hA | 4RRAANA:Srvink=Fallowin is the ™
| 1 r

Raw Result | Primary Result | Other Results

Context Inspector
g & = el
= Step Inputs
URI
authType
cradlet
colDelimiter
delimiter
enablePiping
host
keepSessionalive
modules
password
pork
returnTable
rowDelimiter
runspacell

»

| »

s

False

‘ scripk

& "Cri5oripts\PS Tests\PSScriphGetHost psl”

shellURI
skipCACheck
skipCNCheck
snapins
usessL
usernane

F =N =Sy

l.m

Figure 12: Running the PowerShell Script operation from a File

To run scripts from a file, just provide the path to that file. This should work in most of the

cases, when the path to the file contains whitespaces, the operation fails. To fix this provide
the path to that file like in the picture above.
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Load PowerShell Functions from Files

-
Resolved : L
SUCCEeSS
Error: -
Inspectar n
Step Mame: PowerShell Script
Inputs | Results | Display | Description | Advanced | Scriptlet
4 ¥ Inputs Summary > scripk 4k X
Mame: |script Input Type: :Single Walue v:
Input Data Flow ‘Otherwise: Use Constant’ Configuration
Assign from Variable: | script - Constant Yalue:
E;‘. Otherwise: |Use Constant m L "CiScripks\PS Tests\GetParameter, ps1”
g L d (Get-Parameter Get-Process
Assign to Yariable: | soript -
Input Properties
[ Encrypted [ Required
Validation Format: <ok validated > -
Record Under: <run hiskory = -

Figure 13: Using a script to enable all functions from a local file

In certain cases, a PowerShell script depends on functions from other file from the disk. The
script from the picture above might help to load this file and enable all functions and cmdlets
from it. Get-Parameter cmdlet is defined in the file named Get-Parameter.ps1.
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Run a PowerShell Script on a Remote Host

& ps Script - Flow 3¢ | 53 PS Script - Debug < 4 b E
. ii L 4 1|
P> B kad D
Run Tree = Transition History ¥
F Run [PS Seript] Step Result Inspector &
@ Step [Resalved ; success] (Complete) {Result=0;returnResult=Name: AeLookupSve, RequiredServices: ,CanPauseandCont »

Marne:ALE, RequiredServices:  CanPausedndContinue:False, Canshutdown: False, Ca
Mare: AppHostave, Required3ervices: , CanPausesndContinue: True, Canshutdown: T
Marme: AppIDayve, Required3ervices: System, 3erviceProcess, ServiceConkroller Syster
Mame: Appinfo, ReguiredServices: System, ServiceProcess ServiceController Systen, =
Mame: AppMamt, Required3ervices: , CanPauseandContinue: False, Canshutdown: Fal:
Mame:aspnet_state, Required3ervices:, CanPauseandContinue: False, CanShutdawn
Mame: dudicEndpaintBuilder, Required3ervices: System, ServiceProcess, ServiceCanth
Mame: AudioSry, RequiredServices: System, ServiceProcess, ServiceCantraller Syskerm
Mame:BFE,Required3ervices:System, ServiceProcess, ServiceController, CanPausean
Mame:BITS,Required3ervices: System, ServiceProcess, ServiceContraller System,Sers
Mame:Browser, Reguired3ervices: System. ServiceProcess, ServiceContraller System.!
Mame: CertPropSwe, RequiredServices: System, ServiceProcess  ServiceController, Can
Mame: CertSve, RequiredServices:  CanPauseAndContinue: True, CanShutdawn: True,
Mame:clr_optimization_v2.0.50727_32,Required3ervices:, CanPausedndContinue:F.

Mame:rle nntimization «2.10.50727 A4 RenniredServices: . CanPanseandcnnkinge:F
4 3

|

1

Raw Result | Primaty Result I Other Results

»

Context Inspector

T

= Step Inputs -
LRI

authTvpe
crdlet =

m

colDelimiter

delimiter

enablePiping

hiost exchz2010C451
keep3essiondlive

modules

passward et
port

returnTable

rowDelimiter

runspacell

scripk Get-Service
shellURI

skipCaACheck

skipChCheck,

Enable/Disable Al SNapins
usessl

Breakpoinks | Response Overrides username oodevlooadmin il
O hem Cmmbne

Figure 14: Running the PowerShell Script operation on a remote host

»

Breakpoints & Response Overrides

First, execute the script providing only the required inputs: host, username, password and
the script.

Negotiate is the default authentication type if the host is provided as an IP address and
Kerberos for host names. Please refer to PowerShell Remoting and Authentication Types if
the connection fails.
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Format the Result

The result can be formatted as a table or the same way it will be displayed in the PowerShell
console. The format is decided by the returnTable input described above. If returnTable is
set to false the operation will return the result as in the PowerShell console and like the old
operation.

b

Step Result Inspector

{Resulk=0;returnfesulk= -
Status Mame DisplayMame

Running AdobeARMservice  Adobe Acrobat Update Service

Stopped AeLookupSve Application Experience

Stopped ALG Application Laver Gakeway Service E
Running AppHostSywc Application Hosk Helper Service
Stopped AppIDSwe Application Identity

Stopped Appinfo Application Information

Stopped Appigrk Application Managemant

Running AudicEndpointBu. .. Windows Audio Endpoint Euilder
Running AudioSey Windows Audio

Stopped AxInstSy ActiveX Installer (AxInstSy)
Stopped BDESWC EBitLocker Drive Encryption Service
Running BFE Base Filkering Engine

Running BITS Background Inteligent Transfer Ser...
Running Browser Cornpuker Browser

Stopped bthsery Bluetooth Support Service

Running CertPropSwe Certificate Propagation

Stopped clr_optimizatio. .. Microsoft \MET Framewaork MGEM «2.0....
Stopped clr_optimizatio. .. Microsoft \MET Framewaork MGEM «2.0....
Stopped clr_optimizatio. .. Microsoft \MET Framework MGEM w4.0....
Stopped clr_optimizatio. .. Microsoft \MET Framework MGEM w4.0....
Stopped COMSysApp COM+ System Application

Running CrypkSwe Crypkographic Services

Running CscService Offline Files

Running DcarmLaunch DCOM Server Process Launcher

Stopped defragsve Disk Defragrmenter

Running Dhcp DHCZP Client

Running Dnscache DMS Client

Stopped dot3sve Wired AutoConfig

Running DPS Diagnostic Palicy Service

Stopped EapHost Extensible Authentication Prokocol

Stopped EFS Encrypting File Svstem (EFS)

Stopped ehRecwr wWindows Media Center Receiver Service

Stopped ehSched Windows Media Center Scheduler Service

Running eventlog Windows Event Log

Running EventSystem COM+ Event System

Stopped Fax Fai

Stopped FdPHost Function Discovery Provider Host -
El m 3

Raw Result | Primary Result | Other Resulks

Figure 15: The result if returnTable=false

The result is human readable, but the problem is that it is very difficult to parse, and does
not contain properties which could not be displayed on the screen.

The result can be displayed as a table.

PowerShell session considerations results are displayed as a table. Each PowerShell object
(in this case each service) is displayed by default on a line. Each line contains different

properties of the service (default delimiter is “,”) and the key-value pairs are delimited by “:”.
All these delimiters can be changed, refer to the Inputs section for more information.
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For example Get-Service returns the following result:

Step Result Inspector F3

Name: AppMamt, RequiredServices: System. ServiceProcess . ServiceController[], CanPauseAndContinue;: False, CanShutdovin:False, CanStop:False, DisplayMame :Applicatio «
Mame: AudicEndpointBuilder, Requiredservices: System. ServiceProcess . ServiceController[], CanPauseAndContinue: False, Canshutdown:False, CanStop: True, Displaytanme
MName: AudioSry RequiredServices 1 System, ServiceProcess, ServiceController] ], CanPauseAndContinue: False, CansShutdown: False, CanStop: True, DisplayName: Windows £
Name: AxInstSY RequiredServices; Swstem, ServiceProcess. ServiceController[ ], CanPauseAndContinue: False, CanShutdown: False, CanStop: False, Displayhame  Ackivel I
Mame:BDESYC, RequiredServices: System. ServiceProcess. ServiceController[ ], CanPausedndContinue: False, Canshukdown: False, CanStop: False, Displayiame:BitLocker D
MName:BFE,RequiredServices:System, ServiceProcess, ServiceController ], CanPauseAndContinue: False, CanShukdown: False, CanStop: True, DisplayName: Base Filkering Er
Name:BITS, RequiredServices: System. ServiceProcess, ServiceConkroller[ ], CanPausesndContinue :False, CanShutdown: False, CanStop;: True, DisplavMame:Background Int| =
Mame:Browser, RequiredServices: System. ServiceProcess. ServiceController[], CanPauseAndContinue: False, Canshutdown:False, CanStop: True, Displayhame: Computer E
MName:bthsery,RequiredServices: System, ServiceProcess, ServiceControler ], CanPausedndContinue: False, CanShutdown: False, CanStop: False, DisplayMame: Blustooth £
Name: CertPropSve, RequiredServices: System. ServiceProcess, ServiceCantroller[ ], CanPauseAndContinue False, CanShutdown: True, CanStop: True, Displayhame: Certifics
Mame:clr_optimization_v2.0.50727 _32,Requiredservices: System. ServiceProcess. ServiceContraller ], CanPauseAndContinue: False, Canshutdown: False, CanStop: False, |
MName:clr_optimization_v2,0,50727 _&4,Required3ervices: System, ServiceProcess, ServiceContraller ], CanPauseAndContinue: False, Canshutdown: False, CanStopi False, |
MName:clr_optimization_v4.0,30319_32,RequiredServices:System, ServiceProcess, ServiceContraller[ ], CanPauseAndContinue: False, CanShutdown: False, CanStop: False, |
Mame:clr_optimization_v4.0.30319_64,Requiredservices: System, ServiceProcess, ServiceController ], CanPauseAndContinue: False, Canshutdown: False, Canstop: Falze |
Name: COMSysApp, RequiredServices: System. ServiceProcess, ServiceContraller[ ], CanPauseAndCantinue :False, CanShutdawn: False, CanStop: False, DisplayMame: COM+
Name: CrypkSve, RequiredServices; System, ServiceProcess . ServiceController[ ], CanPausesndContinue: False, Canshutdown: True, CansStop; True, DisplayMame: Cryptograp
MName: Csc3ervice, Requiredservices: Syskem, ServiceProcess, ServiceContraller[ ], CanPauseAndContinue :False, Canshukdown:False, Canstop: True, Displayhame: Offline F
Name:DeomLaunch, RequiredServices: System. ServiceProcess, ServiceContraller[], CanPauseandContinue (False, CanShutdown: False CanStop: False, Displayame: DCOM
Name: defragsve, RequiredServices: Syskem, ServiceProcess, ServiceController[], CanPauseAndContinue: False, Canshutdown;: False, Can3top: False, Displayame: Disk Defr
Mame:Dhcp, RequiredServices : System, ServiceProcess, ServiceController] ], CanPauseAndContinue: False, Canshutdown: True, CanStop: True, DisplayMamme: DHCP Client, De
Name:Dnscache, RequiredServices: System. ServicePracess, ServiceContraller[], CanPauseAndCantinue :False, CanShukdown:False, CanStop: True, DisplayMame: DMS Clienl
Name: dot3sve,RequiredServices: System, ServiceProcess, ServiceController[], CanPauseAndContinue: False, Canshubdown: False, CanStop: False, DisplayMame:Wired Autc
Mame:DPS,RequiredServices :System, ServiceProcess, ServiceController[], CanPausedndContinue: False, Canshutdown: True, CanStop: True, Displayhame: Diagnastic Policy
Name:EapHost, RequiredServices: System. ServiceProcess, ServiceController[ ], CanPauseAndContinue False, CanShutdown:False, CanStop:False, DisplayMName: Extensible
Name:EF3,RequiredServices: System, ServiceProcess, ServiceController[ ], CanPauseAndContinue: False, CanShutdown;: False, CanStop: False, DisplayMame: Encrypting File
Mame:ehRecyr, Requiredservices: System . ServiceProcess, ServiceController[], CanPauseandContinue False, Canshutdown:False, CanStop:False, Displayhame: Windows ~
Name:ehSched, RequiredServices: System. ServiceProcess. ServiceController[ ], CanPauseandContinue iFalse, Canshutdown: False, CanStop: False, DisplayName: Windows F
Name:eventlog,RequiredServices: System, ServiceProcess, ServiceController[], CanPauseAndContinue: False, Canshutdown: True, CanStop: True, DisplayName: Windows E+
Mame:EventSystem, RequiredServices: System, ServiceProcess  ServiceController[], CanPauseandContinue: False, CanShutdown: False, CanStop: True, Displayiame: COM-+
Name:Fax, RequiredServices:System, ServiceProcess, ServiceContraller] ], CanPauseAndContinue: False, CanShutdawn: False, CanStop: False, DisplayMame: Fax, Dependenl
MName: fdPHost, RequiredServices; System, ServiceProcess, ServiceController[], CanPauseAndContinue: False, Canshubdown: False, Canstop: False, DisplayMame:Function Di
Mame:FOResPub,Requiredervices: System, ServiceProcess, ServiceContraller] ], CanPause AndContinue: False, Canshutdown: False, CanStop: False, Displayhame: Function
Name:FantCache, RequiredServices: System, ServiceProcess. ServiceContraller[], CanPauseAndContinue False, CanShutdawn: True, CanStap: True, DisplayMame: Windows
Name:FonkCaches, 0.0.0,Required3ervices: System, ServiceProcess, ServiceController[], CanPauseAndContinue; False, CanShutdowin;:False, CanStop:False, Displayhame:'
Mame: gpswie, RequiredServices: System. ServiceProcess, ServiceController[ ], CanPauseAndContinue False, Canshutdown:False, Canstop: True, Displayhame icroup Policy ©
Name:hidserv, RequiredServices: System. ServiceProcess, ServiceCantraller[ ], CanPauseandContinue False, CanShutdown: False, CanStop: False, DisplayMame: Human Inte
Name: hkmsve, RequiredServices; System, ServiceProcess, ServiceController[], CanPauseAndContinue :False, Canshutdown False, CanStop: False, Displayhame: Health Key
Mame:HomeGroupListensr, RequiredServices: System. ServiceProcess, ServiceController[], CanPauseAndContinue: False, Canshukdown:False, Canstop:False, DisplayMame
Name:HomeGroupPravider, RequiredServices: System. ServiceProcess, ServiceController[ ], CanPauseandCantinue :False, CanShutdawn: False, CanStop: False, DisplayMame
Name:idsve,RequiredServices: System, ServiceProcess, ServiceController[ ], CanPauseAndContinue: False, anshutdown;: False, Canstop: False, DisplayMame: windows Carc +
< i 3

Raw Result | Primary Result | Other Results

Figure 16: Raw result of the Get-Service flow

The result contains a full list of properties without any additional PowerShell script, for
example, Get-Service | fl, Get-Service | Select-Object Status). Therefore, the status of the
services appears and can be parsed by writing two types filters on the result.

Inspectar n
Step Marne; PowerShell Script
Inputs | Results | Display | Description | Advanced | Scriptlet

4 ¥ |Step Resdlts = | serviceNames 4F X

| add ” Remove ‘ﬁ. 7. MoFiker Selected

}:.f RegEx: 'Mame:
'_;v Replace All 'Name:' with "

W™

Test Filker Inpuk

Test All Filters ” Test Selected Filkers Ijj e Clear | Cuick Cornmand

Nawe:idobehlMservice, RecuiredServices: Systen. ServiceProcess. ServiceController|] ,CanPausedndContinue:F =

alse,CanShutdown:False,CanStop: True,DisplayName: Adobe Acrobat Update
Service,DependentServices:Systen. ServiceProcess. SerwviceController[],MachinelName: _,ServiceName: AdobeiR

Mservice,ServiceslPependeddn: Systen. ServiceProcess. ServiceController[],ServiceHandle: SafeferviceHandle -

Test Output

Winmgut -
WinRM

Wlansve

wmikpSrv

WMPNetworksve

WRCSwe

WPLEus Ermam

wscswe

Wiearch

wuauserv

vudfsve

nranSwe -

4 3

Figure 17: Filtering the results
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Run Multiple PowerShell Cmdlets Scripts in the Same PowerShell Session

This section explains how to run multiple PowerShell Script steps in the same PowerShell
session. When the PowerShell Script has to execute a single script on a remote server
keeping the sessions alive is not necessary. The PowerShell Script connects to the remote
host, creates a new PowerShell Runspace, for example, a new PowerShell session, runs the
full script on the target and closes the runspace and the connection.

If you want to use the PowerShell Wizard and run the generated flows in a different
sequence, you need to consider how much effort is required from the user and whether
additional PowerShell Scripts need to be created in order to general flows. However, there
are situations when you want to keep the PowerShell session alive.

For example, one uses the PowerShell Wizard, connects to a host which has PowerCLI
installed on it and follows the wizard steps to generate OO flows for the PowerShell cmdlets
to execute VMWare tasks. Suppose that after the wizard finishes, the user wants to execute
one simple cmdlet like Get VM.

To run cmdlets and keep the sessions alive:
1  Run the OOTB Get Datacenter flow generated with the PowerShell Wizard.

Note: This cmdlet does not have any required inputs, however the flow fails to run as
you need to run the Connect VIServer cmdlet. The PowerShell Wizard generates this
flow to solve this problem.

2 Create a flow sequence as shown below.
e Do not modify the generated flow.
e The flow tries to execute Connect VIServer before Get VM.

In the flow below, the parameters specific to the cmdlet were added as flow inputs. The
names appear in capital letters.

CLEMENE - ¢ e

Inspector L2
Stap Wame: | Connect V1Server
Toputs | Fresuks | Cuplay | Description | Advarced | Soriptist

= Inputs Summary

el Irgadt # ol

= | |Dengn | Preparmias

Figure 18: Adding values to specific parameters of the cmdlet
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The user runs the flow and provides inputs for the server, user name and password
(Connect VIServer). No inputs are required for the Get Datacenter. The Connect
VIServer succeeds, however, the Get Datacenter fails.

The Get Datacenter fails for the following reasons:

e Connect VIServer passes successfully and the connection to the VMWare server was
established.

o Connect VIServer created a new PowerShell runspace, for example, PowerShell
session and executed the cmdlet which established a valid connection to the server,
however the runspace is closed after the flow runs and the connection is lost.

¢ Get Datacenter flow creates another PowerShell runspace which is different from the
one created by Connect VIServer flow. Therefore, Get-Datacenter cmdlet fails.

The solution to the previous step is to keep the session alive during the execution of the 2
cmdlets.

To do this:

keepSessionAlive=true for the first flow which is Connect VIServer; the runspacelD must
be added to the results of the Connect VIServer flow;

,’ PS Wizard YMW... sample - Flow > P5 Wizard YMW...sample - Debug 4 b B
Dy | @~
-
[* .ﬁ@ =
e
4
et Resolved :
Datagenter Success
Error Error:
failure failure
| [ »
Inspector a
Step Mame: | Connect YIServer
Inputs |{Hesults: Display | Description | Advanced | Scriptlet
« v | Step Results 1F X
add Result Remave Result 4+ ¥
Mame From Assign To Assignment Action Filters
runspacelD |Result Field: runspacelD |Flws variable |ovERWRITE | Filters ==

Design | Properties
Figure 19: Adding a result to the Connect VIServer flow

runspacelD of the Get Datacenter flow must get its value from the result of the
Connect VIServer. This happens automatically because runspacelD input assigns its
value from the flow variable.
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At this point the flow completes successfully.

Run Tree

ES

Transition History

“

@’ Run [PS Wizard WMyw'are sampla]

: Step [Connect WIServer] (Complete)

B3 Step [Powershel Script] (Complete)
O Step [Resolved : success] (Complete)

B3 ctep [Powershell Script] (Complete)
Step [Resolved @ success] (Complete)
@ Step [Resolved : success] (Complete)

Step Result Inspector *

»

{returnResult=
Marme 1d b
O0datacenter
O0datacenter

Datacenter-datacenter-21
Datacenter-datacenter-21

m

sobjectsCount=1;script=Following is the Powershell script executed on the target ho

$GetDatacenter=Get-Datacenter -Server 16.53,236,24
$GetDatacenter ;warnings=;FailureMessage=; TimedOut=;Result=

Marme 1d
O0datacenter Datacenter-datacenter-21
Codatacenter Datacenter-datacenter-21
< | i | b

Breakpoints & Response Overrides

Enable/Disable Al

Breakpoints | Response Overrides

Raw Resul: | Primary Result | Other Results

Context Inspector €3

S
: 8 =y el

= Step Inputs -
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m

1d

Location

Mame

MoRecursion

Server 16.53.236.24
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WMHosE

authType

crdlet Get-Datacenter
colDelimiter

delirniter

enableRiping

hiost exchz010CA51
keepSessionalive

modules

password ke
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returnTable false
romDelimiter
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Figure 20: The execution of the PSWizard VMWare sample flow

PowerShell Wizard Guide




Assign the Result of One Cmdlet as a Parameter to Another Cmdlet

Most of the “get” flows generated through the PowerShell Wizard should work OOTB with
minimum effort from the user. But there are some cmdlets, probably the “new” cmdlets,
which require as parameters the result of another cmdlet. For example, one would like to
create a new virtual machine using the generated flow New VM.

Even if the user follows all the steps described in the previous section, the flow can not be
executed. The PowerShell Wizard generates the flow, but the user can run OOTB flows only
if their parameters have a built-in type (e.g. strings or integers). In case of cmdlets like Get-
Help the parameters can be passed as strings (e.g. the name of the cmdlet to search for help
information). The New VM flow parameters are below:

Im Operations Orchestration Studio - 'admin’ @ Local Repaository - CLEMENS - EVWVORKSPACES\CLEMENShRepositories\Repositary E@
File Edit Tools Repository ‘Window Help
Local Repasitary - CLEMENS - E:\WORKSPACES\CLEMENS\Repositories),.. O @ & ;9 New ¥M - Flow > 4 b B |G
- Mount Tools o ) =
# Move Cluster H lél %5 b 2
,’ Move Datacenter
# Move Folder Rametev: v #
- WMove Inventory UUID: aa50052d-5524-40ca-bd2F-beddcfd3anad Yersion: 1 (01/16/12 08:19 admin) . %
et bt
- Move vapp Inputs | Qutputs | Responses | Description | Scriptlet | Advanced 2
-8 Move yM &
2 Hove YMHost « v | Inputs Summary 1 X
# Mew Advanced Setting
_’ Mew Alarm Action e §|
B pew Alarm Action Trigger Add Input H Remave Input " 4 ][ 34 ] g_
P Mew CDDrive F
,° Mew Cluster Input Required Type Template &
% New Custom Attribute T = i T - s oo —— N =
% Mew Custom Field rowDelimiter ] Single Yalue « | Prompt User ;}- “
'# Hew Datacsnter returnTable ] Single Yalue - | Prampt User ;)- T
", How Dotastore username O Single Yalue - | Prampt User ?-
:‘, Wew Deploy Rule URI ] Single Yalue | Prampt User ?>-
2 Hew Drs Rule port Single Yalue | Prompt User |
.# Mew Esx Image Profile skipCNCheck ] Single Yalue | Prompt User |
% hiew Flappy Drive colDelimiter [| |singlevaue . |Prompt User =
8 N Folder runspacell [ [SngieVaue | Prompt User ]
’0 Hew Hard Disk hast ] Single Yalue « | Prompt User 5}-
’# Mew [5csi Hba Targst snapins ] Single Yalue w | Prompt Uiser ;)-
:0 Mew etwork adapter | shellURL O Single Yalue - | Prampt User ?-
8 New OSCustomization N Mapping enablePiping O Single Yalue + | Prampt User ?-
B New OSCustamization Spec authType Single Yalue | Prompt User =
& New Resource Fool L skipCaCheck ] Single Yalue | Prompt User |
8 e s Cantroller = || [ modules | [Singlevalue [ Prompt Liser e
% Hew anapzhot cdet [ [Sngatale | Value: New-7M |
8 Now Stat Tnterval keepSessiondlive [ |Sngetae | Prompt User &
:0 Mew Templats | script ] Single Yalue w | Prompt Uiser ;)-
© hew Vapp useSsL ] Single Yalue - | Prampt User ;)-
'a Hew YICredential Store Ttem delimiter O Single Yalue + | Prampt User ?-
:‘, Hew YIPermission AdvancedOption (& Single Yalue « | Prompt User |
% New VIProperty o = e s
.° Hew VIRole Wersion ] Single Yalue | Prompt User S|
- Hew Virtual Port Group Hame [ [Sngletae | Frompt User |
-8 b Virtual Seitch ResourcePool [ |Sngletale | Prompt User &=
", Yapp (= Single Yalue « | Prompt User o)
'@ How YMGuest Route Lacation ] Single Yalue - | Prampt User ;)-
:0 How YMHost Account Datastare O Single Yalue - | Prampt User ?-
# New YMHost Network Adapter DiskME Single Yalue « | Prompt User |
 few VMHost Prafile DiskPath Single Yalue | Prompt User |
:# Hew YMHost Raute DiskStorageFormat ] Single Yalue | Prompt User |
% Remove Advanced Setting MemoryME ] |SngleValie . | Prompt User =
% Remove Aarm Action HumCpu [ [SngieVaue | Prompt User ]
," Remove Alarm Ackion Trigger Floppy Single: Value: = | Prompt Lser e -
o A¥ Bemne CNrive ~| Design | Properties
&3 References A Problems @, search

Figure 21: The inputs of the New VM flow
New VM has an input named VMHost. What is the type of this parameter?

The description of the generated flows contains information about the PowerShell cmdlet,
but from size reasons and other considerations we could not include the full description of the
cmdlet as it is displayed when someone executes Get-Help New-VM —full. The description of
the operation contains the original link where the user can find detailed information about
the cmdlet.
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|[L] Operations Orchestration Studio - 'admin' @ Local Repository - CLEMENS - ENWYORKSPACES\CLEMENSRepositories\Repository

File Edit Tools Repository Window Help

Local Repositary - CLEMENS - E:\WORKSPACES|\CLEMENS\Repositaries), .. (] o & # New ¥YM - Flow 4 F B |6
& mount Tools - j\a. — =
& Mave Cluster lTI:II r& ﬁ

& Mave Datacenter

& hew Custom Field
& hew Datacenter

- New Datastore

& new Deploy Rule

& New Drs Rule

& New Esx Image Profile
& New Floppy Drive

-8 new Folder

£ ew Hard Disk
& new I5csi Hba Target
& New Nebwork Adapter

& New OSCustomization Nic Mapping
- ® New OSCustomization Spec

# New Resource Pool
# New Scsi Contraller
& New Snapshot

& hew Stat Interval

- New Template

& new vapp

& New YICredential Store Ttem
& New YIPermission

& tew YIProperty

& hew VRole

& new Virtual Port Group

# e virkual Switch

-]

& hew yMGuest Route
& hew YMHost Accourk

& new VMHosE Metwork Adaper

# ew VMHost Profils

& few YMHost Route

& nemove Advanced Setting
& Remave Alarm Action

& Remove Alarm Action Trigger
# pemove CODFve:

m

Inputs:

password - The password to use when connecting to the server,

rowDelimiter - The delimiter used to separate rows in the output table.Default value: newline.,

returnTable - IF true, the operation will return a table containing a row for each PSObject that the
script emits. The kable's columns represent the properties of these PS0bjects, in the
propertyName<delimiter =propertyValue format, IF False the operation returns a string representation of
the result similar to the output from the PowerShell console,Default value: true

username - The username to use when connecting ko the server Value Format: username@daomain or
domainiusernane.

URI - Specifies a Uniform Resource Identifier {URI) that defines the connection endpoint: for the
interactive session.¥alue format:
«Transport=:/f <Computeriame =: <Port »f <ApplicationMame =Example:
http: [fexch2010CAS1 fPowershel ?serializationLevel=Ful

port - Specifies the network port on the remote computer that is used For this connection. To connect
to a remote computer, the remote computer must be listening on the port that the connection uses, The
default ports are 595 (the WinRM port For HTTP) and 5986 {the WinRM port for HTTPS),

skipCHCheck - Indicates whether the certificate commen name (CH) of the server and the hostname
of the server are not checked for being the same.Default value: true

colDelimiter - The delimiter used ko separate columns in the output kable.Default value: ",

runspacelD - IF nok empty, the operation will search the OO session For kews which equal the
runspacell, If the operation founds the runspace specified by the runspacelD it tries to use it and does
niok create another PowerShell runspace with pravided inputs, IF the runspace exists but is broken or
unavailable the operation uses its authentication parameters and tries to reconnect and recreate the
PaowerShell runspace. Please note that the operation will use the connection parameters of the runspace
identified by runspacell, not the values provided as user inputs, The operation will take into
consideration the connection inputs (i.e, host, username, password, authType, usesS3L, etc.) provided
by user only if the runspacelD does not exist in the OO session.

host - The hostname or ip address of the PowerShell host, This input is mutual exclusive with URT and
shellURLDefault value: localhost

snapins - & lisk of PowerShell snapins to load after the PowerShell connection is established, Each
value From the list specifies the name of 3 registered snapin (.2, the Mame, not the AssemblyMame or
ModuleMame ). Example: Microsoft, Exchange. Management . PawerShell. E2010

shellURI - Gets the Uniform Resource Identifier (URI) of the shell that is launched when the
connection is made. This input is mutual exclusive with host.Example:
http: /fschemas . microsoft, com/powershelliMicrosoft, Exchange

enablePiping - If true the operatin enables piping the way Powershell does, This input should be used
only when keepSessionalive input is true. First time the piped objects are null and the scope is to save
the objects resulted From the PowerShell script execution, Mext time the piped objects can be referedin
the script as "$_" objects. Default value: FalseExample: First, run "Get-Service" scripk with

Design | Properties

- Move Folder Baped Mev v
& move Inventory UUID: aa500a2d-5624-40ca-bd2f-beddcfd3anad Yersion: 1 (0171612 05:19 admin) # %
& Mave Resource Poal e e | o @
& Move Template e §_
& Move Yapp Inputs | Outputs | Responses | Description | Scriptlet | Advanced ]
- Mave um <pres " w
 Move VMHost Creates & new virtual machine with the provided parameters. The network adapter and the SCSI
& New Advanced Setting adapter of the new virtual machine are created of the recommended type For the O that is specified by €
& New Alarm Action the Guestld parameter, If the OSCustomizationSpec parameter is used, the virtual machine is -
& New alarm Action Trigger customized according to the spec, You must specify values For at least one of the ResourcePool, 2
% pew CDDrive WMHost, and Y¥App parameters, =2
© Now Cluster LIFT ¢ TVLEp ] W), TTWHET E , COM, SUDPOTE] Qe Ve Dper Pauer DED e %_
& New Custom Attribute T

% References A Froblems <, Search

Figure 22: The description of the New VM flow

If the user opens the link in a browser he can observe the types of the cmdlet parameters. In
our case, VMHost is of the same type as the name suggests.
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Parameters

NAME TYPE

VMHost VMHost
Template Template
AdvancedOption AdvancedOption[]

AlternateGuestName String

CcD SwitchParameter
Confirm SwitchParameter
Datastore StorageResource

Figure 23: The VMHost object: parameters

The problem is that VMHost is an object, not a built-in type which can be resolved as a
string. Following the link provided for the VMHost type the user can find which cmdlets
return VMHost objects as it can be observed below. In our case the type suggests that a

cmdlet like Get-VMHost would return this kind of objects.

vSphere PowerCLI Reference

VMHost - Object

Property of
VMHostProfileInput, HostvMKernelVirtualNic, EsxCli, VirtualMachine, VMHostFirewallDefaultPolicy, Log, VMHostPatchResult, HostService, VMHostAul
HostvirtualNic, VMHostDiagnosticPartition, VirtualSwitch, VmHostModule, VMHostNetworkInfo, HostNic, IScsiHba, VMHostProfile, VMHostPatch, Hos|
NicTeamingPolicy, ¥MHostProfileIncompliance, PciPassthroughDevice

Parameter to
Start-VMHost, Restart-VMHost, Get-VMHostHba, New-VMHostNetworkAdapter, Get-PassthroughDevice, Get-Datacenter, Get-Cluster, Remove-Dat:
VMHostNEpServer, New-VMHostProfile, Get-VMHostService, New-VM, Import-VMHostProfile, Add-VmHostNtpServer, Suspend-VMHost, Stop-VMHost
VMHostFirewallDefaultPolicy, Get-VMHostStartPolicy, Get-VMHostProfile, Get-VMHostDiagnosticPartition, Get-VMHostNetworkAdapter, Set-VMHostH
Datastore, Get-VMHostStorage, Get-VMHostNetwork, Get-WVMHostFirmware, Get-VirtualSwitch, Test-VMHostProfileCompliance, Get-VirtualPortGrou
VMHostDisk, Get-EsxCli, Get-VMHostProfileReguiredInput, Get-VMHostAuthentication

Returned by
Start-VMHost, Add-VMHost, Set-VMHost, Suspend-VMHost, Stop-VMHost, Restart-VMHost, IGet-VMHost IMove—VMHost Get-HAPrimaryVMHost
|

Extends
VIContainer

Figure 24: The VMHost object : additional information

In the previous section, we explained how to execute in the same PowerShell session multiple
0O flows generated with the PowerShell wizard. At this point we can imagine the following

chain of cmdlets which need to be executed to create a new vm:

Connect-VIServer — this must be executed before any VMWare cmdlet;

Get-VMHost — we need the result of this cmdlet as parameter for the next cmdlet;

New-VM - this cmdlet actually creates a new virtual machine.

New VM has other parameters beside VMHost which are not built-in, but we are going to
explain how to solve the VMHost parameter, because the process is the same for the other

parameters, too.
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You need to execute 3 cmdlets in the same PowerShell session. You have generated flows for
each of the cmdlets and executed them in the same session. The next step is to take the
result of the Get-VMHost cmdlet and pass it to the New-VM cmdlet? Select from one of the

following solutions:

Solution 1: Create a New PowerShell Script Step

A 4

E —

FPowershell
Script

Errar:
failure

Me \-"M

}

5 - Q

Resalved :
sUCCEsSS

Q

Error:
failure

Figure 25: Add a PowerShell script step to the flow

Create a new PowerShell script in addition to the generated flow that you want to run. If you
keep the session alive during the execution of the 2 PowerShell script steps, you can use the
PowerShell script variables defined in the first step to pass them in the script of the second
step or as parameters for the generated flow. In this case, you are not using the generated
flows for Connect-VIServer and Get-VMHost, however you need to write the script.

1 Execute the following script, then save the result of the Get-VMHost cmdlet in the
PowerShell variable named $vmHost.

Inspectar

Step Mame: |PowerShell Script

4 ¥ |Inputs Summary = | script

Inputs | Results | Display | Description | Advanced | Scriptlet

Mame: |scripk
Input Data Flow
Assign from Yariable: | scripk
\;;". Otherwise: :Use Constant

Assign ko Yariable: | soript

Input Properties

validation Format: | <not validated:=

Record Under: | <run higkowy =

Inpuk Type: :Single Walue

[ Encrypted

[ Required

-

-

-
'Otherwise: Use Constant' Configuration

Constant Yalue:

$wmHost = Get-YMHost vmHostMame

Connect-YIServer -Server server -User user|-Passw0rd ${password}

Figure 26: Use a variable to save the result of the step

2 The next step is to assign the value of the VMHost input from the $vmHost variable.
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] |5$Power5hell Pa...Example - Flow X

BE &

4 B
f rBBRX VY D @-
s
-
PowerShell Resalved :
Success =
-
Error: S
Step MName: |New M |
Inputs Results| Display| Description| Advanced | Scriptlet|
- |Inputs Summary > ¥MHost 4F X
Marme: |VMHost | Input Type: | Single Yalue -
Input Data Flow ‘Otherwise: Use Constant' Configuration
Assign fram Yariable: |'v'IVH}s!: - | Canstant value:
\-{) Otherwise: [Use Conskank v] fvmHost
Assign to Yariable: |'v'MHcst - |
Input Properties
Encrypted Required
Yalidation Format: [ <ot validated= - ]
Record Under: [ <run history = - ]
Design Properties|

Figure 27: Assign the variable to the VMHost input of the flow

This way we managed to pass PowerShell cmdlets results between OO flows generated

with the PowerShell wizard.

Note: The $var refers to PowerShell variables and ${var} refers to OO flow variables
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Resolved :
SUCCESS

Error:
failure

Figure 28: The NewVM Flow

Solution 2: Run a PowerShell Script in the Generated Flow Context

The second solution is to execute the previous defined script in the context of the generated
flow. The PowerShell script operation has two inputs which build the script that is going to

be executed:

Script — a PowerShell script to execute on target host;

Cmdlet — the PowerShell cmdlet name. If the script input is not empty, than the PowerShell
script defined by this input is going to be executed before the cmdlet. Although the script is
executed in the same PowerShell runspace with no extra settings.

The solution is shown in the following flow:

,? Powershel Pa.. Example - Flow > | _‘,? *p5 parameter...ample 2 - Flow x |

HE & 8 rE2ERX Y % Q-

4 kB

—

Resolved :
success

Error:
failure

Inspector

Step Name: [flew vr
Inputs | Results | Display | Description | Advanced | Scriptet |

« = | Inputs Summary > script

Add Input Remove Input 4+ E 3

-4

Assign To Input Required Type Fram
hast ] |single value | Prompt User | -
snapins 0 Single Yalue ~ | Prompt User |
shellURI [ Single Yalue ~ | Prompt User =
enablePiping ] Single Yalue - | Prompt User |
authType Single Yalue - | Prompt User ]| —
skipCAcheck. 0 Single Yalue ~ | Prompt User |
modules O Single Yalue ~ | Prompt User =
crndlet ] |Single value - | Walue: Mew-ym =
lkeepSessionalive Single Yalue - | Prompt User =|E
\Lscr\pt Single Yalue | ¥alue: Connect-VIServer -Server server -User user -F... | 2
usessl O Single Yalue ~ | Prompt User =
delimiter ] |Single value o | Prompt User =|
AdvancedOption Single Yalue - | Prompt User =
|¥MHask Single Yalue ~ | Walus! fvmHost | =
Yersion O Single Yalue ~ | Prompt User =
Harne ] |Single value o | Prompt User =
ResourcePool Single Yalue - | Prompt User =
Yipp ] Single Yalue ~ | Prompt User =
Location O Single Yalue ~ | Prompt User =
Diatastore ] |Single value o | Prompt User =
DiskMB Single Yalue - | Prompt User || -
Deesign | Properties |

Figure 29: Add a script to the input of the flow
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Solution 3: Use Generated Flows Only and Minimize the User Effort

” r 4
- R - XE, - 2 @
“%j =0 =

Cofnect Get%Hnst NQ?VM Resolved :
VISgrver success
Error: Errar

Error:
failure failure

failure

Figure 30: Using only generated flows

The result of each PowerShell cmdlet executed from a generated flow is saved in a

PowerShell variable with the same name as the cmdlet, for example, for Get-VMHost the
variable is $GetVMHost.

Without writing any PowerShell script, the user can execute Get VMHost generated flow and

know that the result of this cmdlet is saved in the $GetVMHost variable. Pass the variable to
the VMHost input of the New VM flow.
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PowerShell Remoting

Overview

Enable PowerShell remoting, by running the following cmdlet: Enable-PSRemoting.

In workgroup environments, enable classic mode authentication for network logons. This can
be performed by opening the "Local Security Policy" from Control Panel and selecting
"Administrative Tools". Navigate to "Local Policies" — "Security Options", double-click
"Network Access: Sharing and Security Model for local accounts" and set it to classic.

Modify the WSMan trusted hosts setting, by adding the IP addresses of all remote clients to
the list of trusted hosts. This can be done using one of the following commands:

Set-item wsman:localhost \client \ trustedhosts -value * (adds all computers as trusted hosts)

Set-item wsman:localhost \ client \ trustedhosts -value Computer (only adds Computer to the
trusted hosts)

Set-item wsman:localhost\client \ trustedhosts -value *.domain.com (adds all computers in the
specified domain)

Set-item wsman:localhost\client \ trustedhosts -value 10.10.10.1 (adds the remote computer
with the IP address 10.10.10.1 to the trusted hosts list).

Enable Remoting Using GPO (Group Policy Obijects)

While remoting can be enabled manually using Enable-PSRemoting, it is recommended to
use GPO management tools whenever it is possible. Use GPO to apply policies on a single
host (i.e. the target PowerShell host) or a group of servers.
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Group Policy Configuration for a Single Host

To enable PowerShell remoting for a single host execute the following steps:

1
2

Open Group Policy Management console, for example, gpedit.msc.

Go to Local Computer Policy — Computer Configuration — Administrative Templates —
Windows Components.

T
| File Action View Help
=2 HEl T
- & Computer Configuration
1 [ Software Settings Event Log Service Setting -

[ & [ Windows Settings [ Network Projector l
i 4 [ Administrative Templates = Online Assistance f
: B ‘_—j Control Panel [ Parental Controls I

v ':_‘ Nt_atwork [ Presentation Settings
r 'l:l Printers [l Remote Desktop Services

[ System .

- lfl Windows Components 'l:‘ RSS Feeds

[ ActiveX Installer Service ‘:1' Search |
[ Application Compatibilif 2 security Center
Ll [ AutcPlay Policies [ shutdown Options
1 » [ Backup [ Smart Card
I [l Biometrics 1 Sound Recorder ||
I i 2 BitLocker Drive Encryptic 1 Tablet PC )
[l [ Credential User Interface o Pl II' b I
“ I > Extended 4 Standard /

Figure 31: Group Policy Configuration : Windows components section

From the Windows Components listed in the right pane, we are interested in two of
them. The first one is Windows Remote Management (WinRM) and the second one is
Windows Remote Shell. The next step will refer to the first one, therefore browse the
components and open Windows Remote Management (WinRM).

' Local Group Policy

f File Action View Help
ww 2@ = Bm T
3 Windows Calendar el

21 Windows Color System | H

=1 Windows Customer Experience Improvemen || Select an item to view its Setting State Comment

2 Windows Defender description, [ Allow automatic configuration of listeners Not configu_ Mo

f & Windows Error Reporting ] Allow Basic authentication Mot configu_ No

ll » & Windows Explorer 2 Allow Cred5SP authentication Naot configu.. No

f W?ndclmlnsldlier . 2] Allow unencrypted traffic Not configu_. No

3 Windows Logon Options & Specify channel binding token hardening level  Not configu_ No

2 Windows Mail o2 Dicall
“ Windows Media Center 2 Disallow Kerberos authentication Mot configu_ No

2 Windows Media Digital Rights Management | Disallow Negotiate authentication Not configu.. No
= Windows Media Player £ Turm On Compatibility HTTP Listener Not configu.. No
I Windows Messenger (i Turn On Compatibility HTTPS Listener Not configu.. No
= Windows Mobility Center
1 Windows Reliability Analysis
4 1 Windows Remote Management (WinRM) |
1 WinRM Client
| WinRM Service
=~ Windows Remate Shell
I Windows SideShow
b 1 Windows System Resource Manager = . il 3
|« i v\ A Standard [

o

Figure 32: Group Policy Configuration : WinRM Service section
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WinRM is the service which PowerShell uses for remote sessions. WinRM can be
configured as client or service, depending on the role the host is going to have in a
PowerShell connection (i.e. request access to execute scripts on other hosts or allow other
hosts to execute scripts on the current host). At this point the user can enable different
authentication types, specify the trusted hosts, enable HTTP or HTTPS listeners, etc.

There are some other default settings the user might want to change in a production
environment. These settings can be found in Windows Remote Shell as shown below:

[ Local Group Policy Editor ’ - L el i e (S]

n i b — - =gy 22000 0 0& W= =

| File Action View Help

€= 2@ = BmT _
Windows Calendar = . Windows Remote Shell ||

Windows Color System

Windows Customer Experience Improvemen || Selact an item ta view its Setting State Comment

Windows Defender idcscfiotion. 1 Allow Remate Shell Access Mot configu_ No

Windows Error Reporting | *| Specify idle Timeout Mot configu_ No

Windows Explorer

1 ManConcurrentllsers Mot canfigu_ No I
‘Windows Installer
f ‘Windows Legan Options
Windows Mail
Windows Media Center
‘Windows Media Digital Rights Management &) Specify Shell Timeout Not configu No
Windows Media Player |
Windows Messenger
Windows Mobility Center |
Wincows Relability Analysis
Windows Remote Management (WinRM)
Windows Remate Shell
‘Windows SideShow
i Windows System Resource Manager
! Windows Update |
! All Settings -l 4 T »

i} Specify maximum amount of memory in MB pe.. Mot configu_ No
1 Specify maximum number of processes per Shell Mot configu_ Mo
1| Specily maamum number of remote shells per .. Mot configu.. No |

|

7 i r |\ Extended {Standard |

|7 setting{s)

= =

Figure 33: Group Policy Configuration : Windows Remote Shell section

You can specify the maximum number of remote shells per user (default is 2) or the
maximum amount of memory in MB for shell (default is 150).

After configuring the GPO, you might need to restart the computer in order to apply the
policies or try to run the command gpupdate.
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Group Policy Configuration for a Group of Servers

Sometimes the GPO policies must be applied on multiple server hosts and repeating the
above steps on every server might not be the best solution. Therefore, the user can create a
new GPO policy, configure it and apply it on a list of servers.

1
2

Go to the domain controller or on a server where gpmc.msc is available and open it.

Right click the Group Policy Object item as in the following picture and choose New. Fill
in the name for the new GPO and select the policy to inherit from, then go to the next

step.

E_ Group Policy Management

‘3 File Action Wiew ‘Window Help

IS[=]E3

IETET

T G

_'5'5 Group Policy Management
= _ﬁ Farest: oodev.hp.ra
£l (&5 Domains
B F3 oodev.hp.ro

'=[ Default
=[ Default
=[ Powers
= WM Filters
5] Starter GRC
i@ Sites
:;i".-'.f Group Policy Modeli
4 Group Policy Result

[ Default Domain Policy
| Damain Contrallers
Micrasoft Exchange Security Groups
i | PowershellZervers
= Powershell Remating

MNew

Back Up All...

Manage Backups...

Cpen Migration Table Editor

Wigw
Mew Window From Here

Refresh

Help

Group Policy Objects in codev.hp.ro

Corterts | Delegation I

Name =

:EJ Default Domain Contrallers Policy
(= Default Domain Policy
= PowerShell Remoting

KN —

Figure 34: Using Group Policy Objects - step 1
3 Right-click the new GPO and select Edit.
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& Group Po anageme iy =] B3
34 File  Action  View ‘Window Help | = &1
e A cal o RE=N =P RN 7 B
(5 Group Policy Management PowerShell Remoting
=] _ﬁ Forest: oodev.hp.ro Scone | - | - | - I
= 3?3 Domains pe | Detals | Settings | Delegation
B 53 oodev.hp.ro Links
[ Default Domain Policy Di TR
LI} izplay links in this location: dev b -
2 | Domain Contrallers IDD evhp. 1o J
| Microsoft Exchange Security Groups The fallowing sites, domains, and 0Lz are linked to this GPO:
B Po:NerSheIIISarvers . Location = | Enfurcedl Link Enabled | P.
== Powershel Remoting =
. (&1 PawerShellServers Mo Yes ot
[=I [ 5 Group Policy Objects
_.,’ Diefaulk Domain Controllers Policy
=/ Default Domain Policy il | ﬂ
? |
-y WMIF Ei'g Islt ; R Security Filtering
]| Starte ats The zettings in this GPO can only apply to the following groups. users, and computer:
[;33 Sites ) Back Up... e
§EF Group Palicy b pectore from Backup... 82 Authenticated Users
) Group Policy F Import Setkings. ..
Save Report... Fl | | _,I
Wiew 4 Add... Remove | Froperties |
Mew Window From Here ,
Copy WM Filtering
Delete Thiz GPO iz linked to the following "I filker:
Rename <nane> =l Mpen |
Refrash
Help | |

Figure 35: Using Group Policy Objects - step 2
Configure the GPO same way as for single hosts.

Now that there is a new GPO, you can apply it to a group of servers. The following
example shows you how to link it on an existing OU from AD, however this can be
applied to other groups either. The GPO interface displays the existing OU’s from the
domain controller AD. To link a GPO to an OU, go to that, right click it and select Link
an Existing GPO.
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2k File  Action  View ‘Window Help | = |
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Figure 36: Using Group Policy Objects - step 3

The GPO settings will be applied to all servers contained in the selected OU. Although a
GPO update might be required and also a reboot for the servers before the policies are
actually applied.

Note: Local policies overwrite domain policies.
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Enable Remoting for Non-Administrative Users

To establish a PSSession or run a command on a remote computer, the user must have
permission to use the session configurations on the remote computer.

By default, only members of the Administrators group on a computer have permission to use
the default session configurations. Therefore, only members of the Administrators group can
connect to the computer remotely.

To allow other users to connect to the local computer, give the user Execute permissions to
the default session configurations on the local computer.

The following command opens a property sheet that lets you change the security descriptor of
the default Microsoft.PowerShell session configuration on the local computer.

Set-PSSessionConfiguration Microsoft.Powershell -ShowSecurityDescriptorUI

. Permissions for http://schemas.microsoft.com/powers...

hitp: /#echemas. microzoft, comdpowershell Microzoft, Powershell |

Grouy

52, Admlnlstlatnls [EXCHZ201 DS1 o dminigtrators)

Agd... | Bemove |
Permizzions for psuser Al Deny
Full Contraljall O perations] a
Fiead(Get Enumerate, Subscribe) a a
‘wiribe[Put, D elete, Creats] a a
Executellmvake) a a
Special permizsions O O

Far special permizzions or advanced settings, Advanced |
click Advanced. —
Leam about access control and permissions

0K I Cancel | Lpply |

Figure 37: Adding a user to the PowerShell session configuration
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Authentication Types

Basic

Client side steps

Allow unencrypted communication for the client, by running the following
PowerShell command: set-item wsman:\localhost\client\AllowUnencrypted -value
true

Enable Basic authentication for the client, by running the following PowerShell
command: set-item wsman:\localhost\client\auth\Basic -value true

Server side steps

Notes

Turn off encryption for the WinRM service, by running the following PowerShell
command: set-item wsman:\localhost\service\AllowUnencrypted -value true

Enable Basic authentication for the service, by running the following PowerShell
command: set-item wsman:\localhost\service\auth\Basic -value true

The client and server can be in different domains.

When using Basic authentication, a local user account must be provided for
authentication on the remote host.

Basic can be used when the destination is an IP address.

Basic can be used when the destination is one of the following: localhost, 127.0.0.1,
[::1].

The cluster name, as well as the hostnames of the cluster nodes can be used for the
destination host.
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CredSSP

Client side steps

e Enable CredSSP authentication for the client, by running the command: Enable-
WSManCredSSP -Role Client -DelegateComputer WSMAN/*.

e Allow delegating fresh credentials by performing the following steps. Open
gpedit.msc and go to Computer Configuration — Administrative Templates —
System — Credentials Delegation. Enable "Allow Delegating Fresh Credentials" and
add the wsman hosts to the server list. Run gpupdate /force from command line to
force policy update.

Server side steps

e Enable CredSSP authentication, by running the following PowerShell command:
Enable-WSManCredSSP -Role Server

e Create a new https listener by using the following commad: winrm create
winrm/config/Listener?Address=*+Transport=HTTPS.

Domain Controller side steps

e Ifthe NETWORK SERVICE doesn't have "Validated write to service principal
name", either try running the following command: dsacls
"CN=AdminSDHolder, CN=System,DC=domain,DC=com" /G "Sn-1-5-
20:WS;Validated write to service principal name" or open ADUC, go to Computers —
DC object — Security, select Network Service and give it "Validated write to SPN".

Default

When Default authentication is used, the following situations can occur:

o Kerberos is the method of authentication used if the client is in the same domain as
the destination host, and the value specified for that host is not one of the following:
localhost, 127.0.0.1, [::1].

e Negotiate is the method of authentication used if the client is not in the same domain
as the destination host, or the value specified for that host is one of the following:
localhost, 127.0.0.1, [::1].

Digest

e Digest authentication is not supported for remote connections. It cannot be
configured for the WinRM server component.
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Kerberos

Client side steps

Enable Kerberos authentication for the client, by running the following PowerShell
command: set-item wsman:\localhost\client\auth\Kerberos -value true

Server side steps

Notes:

Negotiate

Enable Kerberos authentication for the service, by running the following PowerShell
command: set-item wsman:\localhost\service\auth\Kerberos -value true

The client and server must be in the same domain.

Either a local or a domain user account can be provided for authentication on the
server host.

Kerberos cannot be used when the destination is an IP address.

Kerberos cannot be used when the destination is one of the following: localhost,
127.0.0.1, [::1].

The cluster name cannot be used to specify the host. Only the hostnames of the
cluster nodes can be used for the destination host.

Client side steps

Enable Negotiate authentication for the client, by running the following PowerShell
command: set-item wsman:\localhost\client\auth\Negotiate -value true

Server side steps

Notes

Enable Negotiate authentication for the service, by running the following PowerShell
command: set-item wsman:\localhost\service\auth\Negotiate -value true

The client and server can be in different domains.

Either a local or a domain user account can be provided for authentication on the
server host. Local accounts can only be provided when connecting to the localhost.

Negotiate can be used when the destination is an IP address.

Negotiate can be used when the destination is one of the following: localhost,
127.0.0.1, [::1].

The cluster name, as well as the hostnames of the cluster nodes can be used for the
destination host.

PowerShell Wizard Guide



Negotiate WithImplicitCredential

Notes

e  When using NegotiateWithImplicitCredentials, no credentials should be provided.
The current logged-on user account will be used for authentication. This can either be
a local or a domain user account.

e NegotiateWithImplicitCredential can only be used when the destination is one of the
following: localhost, 127.0.0.1, [::1].
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6 Troubleshooting

This section provides troubleshooting procedures that you can use to solve problems you may
encounter while using the wizard. It also includes an error message you may receive while
using the integration and offers descriptions and possible fixes for the error.

Could not connect to the host

The possible reasons are:
e The user credentials are not correct.

e The user does not have permission to execute PowerShell scripts on the target host.
Make sure the user has admin rights or refer to the section Enable Remoting for Non-
Administrative Users.

e Authentication problems (most common). Refer to Running a PowerShell Script on a
Remote Host.

e The WinRM service is stopped on the target host.

e  WinRM default ports (5985 and 5986) were changed. You need to provide the correct
port in the connection page of the wizard.

The wizard fails to load modules on a x64 localhost.

Some modules cannot be loaded using the wizard, but they are loaded from the PowerShell
console. By default, the wizard runs in a x32 process (depends on the OO jre) which ends up
calling x32 PowerShell. The x32 version of PowerShell cannot load some modules (e.g.
FailoverClusters) therefore the wizard fails. In order to fix this, do not leave the host input
empty. Instead, you need to provide the “localhost”. This way, the wizard will try to
authenticate the localhost like any other remote host. Note that remoting rules should be
satisfied for localhost in this case. If user is left empty, the wizard will connect using the
NegotiateWithImplicitCredential. Otherwise, you need to provide user credentials and
authentication type as for any other remote host.
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The user has exceeded the maximum allowed number of remote shells

The user has exceeded the maximum allowed number of remote shells. This error would
probably occur if the user stresses the wizard with too many “back and next” actions without
running the wizard from start to end. Refer to Group Policy Configuration sections in order
to increase the allowed number of remote shells per user.

E.Puwerﬁh:ell Connection Error

Could not connect ba target PowerShell host,
Errar:dothETWebActions_PowerShell. PowerShellExceptions
SessionException: Could nok connect ko hosk, ---= Syskem
Management, Autornation. Remating, PSRermoting TransportE
xception: Connecting ko remote server Failed with the Follow
ing error message : The W3-Management service cannok pr
ocess the request, This user is allowed a maximun number o
F 5 concurrent shells, which has been exceeded. Close exist
ing shells or raise the quoka for this user. For mare infarmati
on, see the about_Remote_Troubleshooking Help topic,

--- End of inner exception stack trace ---

at PoveerShellvz PSRunspacelz  MewRemoteSession]String
hiosk, PaCredential credential, Authenticationtechanism au
thentication)

at Poveershellvz PSRunspaceyz . CreateRunspacestring b
ost, PSCredential credential, AuthenticationMechanism auth
entication

at PoveerShellvz PSRunspaceyz. CreateMewRunspacel

at Poveershellvz PSRunspaceyz.  cbor{PSAuthenticationInf
o authInfo)

at PoveerShellvz, PowershellFactory2, CreateRemoteRun
space(PSAuthenticationInfo psAuth, Boolean keepSessional
ive, Boolean enablePiping)

at PawerShellConmaon. PowerShellFackary . CreateRunspac
e(PSAuthenticationInfo authInfo, Boolean keepSessiondlive,
Boolean enablePiping)

at PowerShellCmdlets, Pragram, CreateRunspaceString ar
gs)

oK I Details = |

Figure 38: Connection Error - number of remote shells has been exceeded
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