HP RUM 9.24
for Mobile Apps

The importance of measuring application end user
experience is significant when it comes to mobile
usage. Mobile users are much less tolerant to
application errors, slow response times, or poor
usability. RUM answers this need by providing
performance and availability status and crash reports
for your mobile application.

Motivation: Monitor What Matters

Importance of Network Performance, Availability and

Application Crashes

Applications are often required to exchange information with back-end servers. For
example, getting the status of a user’s bank account, receiving updates from friends,
or posting a new picture to a blog. In all cases, the response time of such network
communication has a direct effect on the overall user experience and satisfaction
with the application. Various parameters can affect these response times, from the
network load of the mobile carrier to hardware problems on back-end servers.

Availability is also an important characteristic of a network, since even a 30 minute
outage can have a significant impact on revenue and productivity of your business.

Application crashes impact the confidence of users in the application and reduces
overall satisfaction from the vendor.

Identifying slow response times and the cause of the lack of availability and
application crashes are the first step in improving users’ satisfaction and increasing
brand loyalty.

Measuring on Device

Measuring a mobile application’s latency accurately requires measuring the latency
on the device itself in the same way a user experiences it.

Eliminate the blind spots by getting visibility to the performance of third party
services such as CDN and ads, which cannot be monitored otherwise as well as to the
characteristics of the user device.

In order to determine the exact impact performance and availability problems have
on users, RUM collects various user statistics such as device type, operating system,
mobile carrier, installed application version, and crash data. See the New “Mabile
Health” report section below.
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Improve user experience for mobile app
One of the most important factors
affecting user experience of mobile
applications is the responsiveness of
back-end servers. The Network for Mobile
Apps solution enables you to measure this
time from the device, breaking it down to
mobile network and server performance
components.

See how different devices perform
Mobile applications are installed on
various devices, each one running on
certain operating systems, equipped with
different hardware resources, and
connected via one of many network
carriers. Application performance and
availability may vary on each device and
RUM can help you identify where
performance or availability needs to be
improved.
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On top of the above, application crashes are captured along with the mobile user
statistics allowing a mobile developer the ability to pinpoint problematic code on a
specific device, operating system, etc.

Introduction

Simple Instrumentation Process

RUM Mobile monitors native applications on an end user’s device. The application is usually installed from the Apple/Google Stores and
comes with embedded RUM Mobile capabilities, being pre-instrumented prior to publishing in the store. For Android applications, we
developed a simple utility that embeds instrumentation in the application in a very intuitive way. The main advantage is that no code
changes are required and the development process is not affected. With iOS applications, a special library needs to be added to the
project, but no code change is required.

Native and Hybrid Support

Mobile applications that are developed using both Native (i0S/Android) and HTML/JavaScript technologies (Hybrid) can also be monitored
by RUM. Moreover, the same instrument-once process is used for all types of applications and you do not need to perform a different
process for Hybrid applications.

Deployment

Mobile devices running an instrumented application report relevant information to a RUM Client Monitor Probe. This requires a network
configuration that enables Mobile users to connect to a predefined RUM Client Monitor Probe URL for data reporting. The RUM Engine also
connects to the Client Monitor Probe to pull data; no connections are opened from the Probe to the Engine. You can also locate the Client
Monitor Probe outside an organization (for example, on a cloud hosted machine). The following diagram shows both deployment options:
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No Impact on the Application

The instrumentation added by RUM to an application does not change the way the application functions and performs; it only measures
the duration of certain operations and HTTP errors and crashes. The data is sent to the RUM Client Monitor Probe in chunks by a
background process, so user experience is not affected. Moreover, there are fuses on the amount of memory used by the RUM
background process, as well as network usage for the data channel between the mobile device and the Client Monitor Probe. These
parameters can be configured during instrumentation.
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Security

Monitoring the user experience from a mobile device requires sending data to the RUM Client Monitor Probe. Only the URLs that the
application has accessed are reported, no personal information is collected. The data from the mobile device is sent over an HTTPS
(secured) channel. By default, the RUM Engine communicates with the RUM Client Monitor Probe over HTTPS connections with bi-
directional authentication using server and client certificates.

Mobile Health Report

The RUM Mobile data is available in all RUM reports in BSM. For a quick and intuitive overview of the status of a mobile app, a new Mobile
Health report slices the information by different dimensions: user’s location, operating system, application version, device type, mobile
network carrier and mobile crashes.

Mobile Health Report - Performance

The Mobile Health Performance overview displays locations with the slowest response time.

The geo map provides an indication of the mobile application users along with a volume and status indication.
Ared icon indicates users experiencing performance problems.

Atooltip on a selected location shows the overall number of sessions along with the average response time.
The table on the right displays the 10 worst locations according to performance.

Performance 99% Availability 98% Finance Center App | User Sessions: 5449 | Crashes: 104 | Past day 5/30/14-5/31/14
Worst Locations Response Time (pages) ~ Number of Sessions
E3 82%Kansas, Wichita 5.45 sec 135 "
(] B3 83% Morocco 5.26 sec 9
9 B3 83% Tegucigalpa 5.50 seC 83
% w 99 9
) 9 ep £33 83% Mumbal 5.27 sec 98
v 9 B mumbail 98 sessions £3 96% Galmaarden 3.80 sec n7
& Performance 83% | 5.27 sec response time
100% Erding 3.26sec 53 v
9 @ (D The 10 worstiocations re dispiayed
7 ¢ v
. more than S%oftotal 1% to 5% of total Lessthan 1% of total

| sessons sessions sessions

The lower pane of the Maobile Health report shows requests, domains and session breakdown.

The Requests and Domains — HTTP Requests table lists the 10 slowest requests. This list reveals a specific request that suffers from high
response time. You can drill down from here to display the Action Summary report.

Requests and Domains | Mumbai B
HTTP Requests Domains
HTTP Requests o Avg. Response Time Total
29% ads.tokens 10.09 sec 96 hits j?—;fi
82% getPages 5.91 sec 384 hits
87% getComments 5.54 sec 576 hits
94% getUsersBlogs 4.84 sec 192 hits
94% Home Page 4.88 sec 192 hits
95% getOptions 4.88 sec 192 hits
97% getRecentPosts 4.88 sec 384 hits
97% getPostFormats 4.85 sec 384 hits
97% deletePost 4.81 sec 192 hits
[3100% ads.getads 2.92 sec 96 hits

(i) Theworst results for the sort criteria are displayed (up to 10)
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The Action Summary report displays the root cause of the long response time.
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The Requests and Domains — Domains table lists the domains used from a specific location. This list can reveal if a third-party component
is impacting the overall response time. The table also displays the total number of requests for this specific domain which can provide a

hint about the magnitude of the effect of the slow domain.

Requests and Domains | Mumbai

B

HTTP Requests Domains I_
Domains Avg. Response Time Total
65% advertisingprovidor.com 6.51 sec 192 hits
92% www.financecenter.org 5.18 sec 2496 hits

The Sessions Breakdown — Carriers graph provides a view of the distribution of all sessions coming from a specific location. This reveals a
list of the slowest cellular carriers along with the volume of sessions from each carrier. You can also slice by application versions,

operating systems, and devices.

Sessions Breakdown | Mumbai

App Versions Garriers Operating Systems. Devices

Avg Response Time (sec)

Number of sessions

6.0 60
5.0 50
4.0 40
587 sec
10 Total sessions
30 Click to view Session Analyzer report 20
2.0 20
1.0 10
0.0 o

CellGo WIFI Tingot Neptun wirel...

[ AvgResponse Time(sec)  mem NUMber of sessions.
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Sessions Breakdown —App Versions graph

Sessions Breakdown | Mumbai B
App Versions Carriers Operating Systems Devices
#Avg Response Time (sec) Number of sessions
7.0 — — — 1
6.0
5.0
4.0
3.0
2.0
1.0
0.0 0
2274 2271 251
[ Avg Response Time (seq)  mm Number of sessions (@) The 5 slowest results for each category are displayed

Sessions Breakdown — Operating Systems graph

Sessions Breakdown | Mumbai B
App Versions Carriers Operating Systems
Avg Response Time (sec) Number of sessions.
7.0 — — — 1
6.0
5.0
4.0
3.0
2.0
1.0
0.0 0
Android 2.0.1 Android 2.2.3 Android 4.0.3
[ Avg Response Time (sec) = Number of sessions. (i) The 5 slowest results for each category are displayed

Sessions Breakdown — Devices graph

Sessions Breakdown |Mumbai B
App Versions Carriers (Operating Systems Devices
Avg Response Time (sec) Number of sessions
6.0 3
5.0
4.0 z
3.0
2.0 1
1.0
0.0 0
LG L31I-E430 LG Nexus-E960
[ AvgResponse Time (sec)  wem Number of sessions () The 5 slowest results for each category are displayed
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The Session Analyzer report displays a list of sessions from a specific location and a specific carrier.
This list reveals all sessions with an indication of the number of total actions and number of slow actions.
You can drill down on each of the sessions to view additional details.

RUM Sessien Analyzer
&l| 5| m)
‘ Start Time = Tier End User Subgroup Client User Hame. Location Active. Duration Latency (ms) Error Events Informational Slow Actions Actions Has Data for VuGen
Seripts.
513412014 12:28 AM Mobie Appication Others [0.0.0.0-255.255, 112.79.5.52 robina Mumbai Mo 00:00:09 [ [ [ [ 28 No
51302014 8:33 P Mobie Appication Others [0.0.0.0-255255, 11279552 robina Mumbai Mo 00:00:09 0 0 0 1 2 No
51302014 6:33 PM Mobie Appication Others [0.0.0.0-255.255 11279553 Joio Mumbai Mo 00:00:08 0 0 [ 6 28 No
513012014 3:48 PM Mobie: Appication Others [0.0.0.0-255.255. 11279.550 maryh Mumbai Mo 000010 0 0 0 2 28 No
513012014 1:08 PM Mobie Appication Others [0.0.0.0-255.255, 112.79.5.50 dennise Mumbai Mo 00:00:13 [ [ [ 5 28 No
51302014 12:25 A Mobie Appication Others [0.0.0.0-255.255, 112.79.5.52 oo Mumbai No 00:00:16 0 0 0 3 28 No
51302014 10:18 AM Nobie Appication Others [0.0.0.0-255.255. 112.79.5.50 robina Mumbai No 00:00:11 0 0 0 7 2 No
51302014 9.03 AM Mobie Appication Others [0.0.0.0-255.255, 112.79.5.52 randym Mumbai No 00:00:08 0 0 0 0 28 No
51302014 8:33 AM Mobie Appication Others [0.0.0.0-255.255, 11279553 robina Mumbai Mo 00:00:08 0 0 0 2 28 No
51302014 5:58 AM Mobie Appication Others [0.0.0.0-255.255, 112.79.550 cassich Mumbai Mo 00:00:14 [ [ [ 1 28 No
0/10 o o o 27 230

The Session Details report displays the user name and all mobile attributes (App version, connection type, device, OS and carrier).
The bottom pane displays a list of requests that the device sent to the backend server with an indication of slow requests along with the
total time, server time, and network time breakdown.
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i 53002014 1017 ANL10:19 AM (GNT-07 Time (US & Canada)
B> Refresh 81~ A~ & B
Properties
Start time: 513012014 10:18 AM
Application: Finance Center App Client hostname:  NA
End user Others [0.0.0.0- User name: robina
subgroup: 255.255.255.255] Server 1p: a
Location: Humal Total ation hite: 28
Total Traffic (KE): 307 Application Version: 10.9
Duration
freisui 000011 Connection Type:  Cellular
Device: L6 Nexus-£360

Operating Androd
system: Mobile Carri celgo
Latency(ms): 000 0s Version: Android 3.0
Client 1P: 11279550
General Events

@ No data w as found.
Actions
a2 5 RS G
Action Start Time Application Events Total Time (sec) | Server Time (sec) | Network Time (secy | Client Time (sec) | Think Time (sec) | Total Traffic (K8)
Hame Page SA2014 101610 A | Finenos Certerdpp 8137 1381 4778 0.000 0.000 18
sellisersBlogs 502014 10:18:41 AW |Fnance Centeragp | 5012 0845 s167 0.000 0000 08
getOptions 5002014 101811 &M |Fnencecenterapp 5230 0584 4738 0.000 0000 o7
geiCommerts 530201410161 AW | Finenos Certerdpp 6281 1430] 5461 0.000 0.000 12
getPostFormats S02014 101611 AN | Finence Certerape 5665 0.000 0000 s
gefReceniosts 5002014 101510 &M |Fnsncecenterapp 4308 0.000 0000 14
sefPages 502014 101510 &M | Finence Centerdpp 438 0.000 0.000 12
deletePost 02014 101611 AN | Finence Certerape 4869 0.000 0000 10
geiCommerts 502014 101811 A1 |Fremcecenteramp | 5258 0.000 0000 08
geffeceniPosts 502014 104611 AW | Finence Centerdpp 4300 0.000 0.000 08
getPostFormats 502014 10:6:11 AN | Finsnce Cernterdpp 4517 0.000 0000 1
sePages 5302014 101811 A1 |Fremcecenteramp | 7405 0.000 0000 12
getComments 502014 101811 &M |Fnencecenterapp 7075 0.000 0000 14
Home Page SA02014 104641 AN | Finenos Certerdpp 5663 0.000 0000 18
gellisersBlogs 502014 101812 A1 |Fremcecenteramp | 6481 0.000 0000 18
getOptions 50002014 101811 A |Fnsncecenterapp 5865 0.000 0000 s
getCommerts SA2014 101612 A | Finenos Certerdpp | 6.055 0000 0000 12
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Mobile Health Report - Availability

The Mobile Health Availability report overview displays locations with the worst availability.

The geo map provides an indication of the mobile application users along with a volume and status indication.
Aredicon indicates users experiencing availability problems.

Atooltip on a selected location shows the overall number of sessions along with the total availability from the location.
The table on the right displays the 10 worst locations according to availability.

Performance 99% Availability 98% Finance Center App | User Sessions: 5449 | Crashes: 104 | Past day 5/30/14-5/31/14
Worst Locations Number of Sessions
E3 86% Golestan 99 ~
j 9 B3 86% Guadalajara 105
Q8 rortom, sitngs | 222 sessions "
< E3 87% Montana, Bilings 222
‘Avalabilty 87%
valabity . %9 9
J ) 9 v B 90% Gairo 152
9 9 v 98% Bujumbura 31
& 98% Erding 53 v
12 % @ The 10 worst bcationsare dispiayed
9 9 9
. more than S%of total () 1%toS%of total Lessthan 1% of fotal
| sessons sessions sessions

The lower pane of the Mobile Health report shows requests, domains and session breakdown.
The Requests and Domains — HTTP Requests table lists the slowest requests. This list reveals a specific request that suffers from errors.

Requests and Domains | Montana, Billings B
HTTP Requests Domains
HTTP Requests > Pages with errors Total
0% ads.tokens 218 218 hits i
97% getComments 17 604 hits
9100% getusersBlogs 0 221 hits
[9100% getPages 0 442 hits
[7100% deletePost 0 221 hits
[3100% getRecentPosts 0 442 hits
[9100% getPostFormats 0 442 it
[9100% getOptions 0 221 hits
[9100% Home Page 0 221 hits
[9100% ads.getads 0 218 hits

(@) The worstresults for the sort criteria are displayed (upto 10)
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The RUM Action Summary displays a request that is not available along with the number of error events. You can drilldown from this
report to an action’s raw data to view more information.

ti 114 02:48:13 AM-05/31/2014 02:45:13 AM (GMT-07:00) Mountain
T, 3 Brm & & &

Highights ‘Avaiabilty and Events | Performance |

O e 5 = W I S

0 T ] = Total Action Hits ) S S siopped Actonfits |
ads okens Wobic Applcation 215 | 215 [ 0
p— P——— ES 000 21 B o
W Critical W OK Miner N Mo data Dovntime | Unknovm «

Action Raw Data 05/30/2014 02:50:20 AM-05/31/2014 02:50:20 AM (GMT-07:00) Mountain Tie (US & Canada)

% BanBr A @

¥,
5 I R ] I [ y o PR

Action = Start Time. Application server Running Software. Client Events ‘ Total Time | Server Time ‘ Network Client Time. ‘ Total Tratfic | Snapshot
(sec) (sec) Time (sec) (sec) (KE)
ads tokens 51302014 03:09:16 AM. Finance Cenfer App ingprovidor com i 651007916 - Request not found 3402 1327 2185 0.000 10 "o
ads tokens 5/30/2014 03:09:17 AM Finance Center App tisir jidor. com tsir i (ady 65.100.79.17 j}ﬁﬂm:ﬂmﬂhurd 4693 1435 3263 0.000 05 No
ads tokens S/30/201403:17:18 AM Finance Center App i L t L 65.100.79.18 2 Request not found 4836 0337 4499 0.000 04 No
ads tokens 513002014 03:49:17 AW Finance Center App ingprovidor.com . . (ach 651007913 4 Request not found 1852 0s7 1305 0.000 12 "o
ads tokens 5/30/2014 04:05:16 AM Finance Center App ir sidor. com ti i (adv 65.100.79.17 :}Rﬂquﬂa‘mﬂhurﬂ 4749 1498 3251 0.000 04 No
ads tokens 513002014 04:29:15 AM. Finance Center App ingprovidor.com . i (ach 651007913 3 Request not found 5602 1889 3708 0.000 14 "o
ads tokens 513002014 0429:15 AN Finance Center App ingprovidor.com . i (ad 651007913 4 Request not found 2672 0504 2168 0.000 15 "o
ads tokens 5/30/2014 04:29:16 AM Finance Center App ir sidor. com bi i (adv 65.100.79.16 :}Rﬂquﬂa‘mﬂhurﬂ 5152 1097 4055 0.000 09 No
ads tokens 51302014 04:29:16 AN Finance Center App ingprovidor.com . i (ach 651007916 3 Request not found 4130 1481 2088 0.000 16 o
ads tokens 5/30/2014 04:29:17 AM Finance Center App tisir jidor. com tsir i (ady 65.100.79.20 j}ﬁﬂm:ﬂmﬂhurd 5015 1012 4003 0.000 12 No
ads tokens 5/30/2014 04:53:18 AM Finance Center App i L t L 65.100.79.16 2 Request not found 1529 0.999 0530 0.000 13 No
ads tokens 513002014 04:53:18 AM Finance Center App ingprovidor.com . . (ach 651007915 4 Request not found 2139 0850 1339 0.000 13 "o
ads tokens 5/30/2014 05:09:18 AM Finance Center App ir sidor. com ti i (adv 65.100.79.19 :}Rﬂquﬂa‘mﬂhurﬂ 2466 1841 0625 0.000 15 No
ads tokens S/30/201405:17:15 AM Finance Center App i L t L 65.100.79.19 % Request not found 4267 2125 2142 0.000 12 No
ads tokens 513002014 0525:16 AM Finance Center App ingprovidor.com . . (ac 651007915 3 Request not found 3388 1566 1822 0.000 15 ™
ads tokens 5/30/2014 05:25:16 AM Finance Center App ir sidor. com bi i (adv 65.100.79.15 :}Rﬂquﬂa‘mﬂhurﬂ 4518 1012 3506 0.000 16 No
ads tokens 51302014 05:41:16 AN Finance Center App ingprovidor.com . i (ach 651007916 3 Request not found 3331 0st0 2421 0.000 07 o
ads tokens 5/30/2014 05:41:16 AM Finance Center App tisir jidor. com tsir i (ady 65.100.79.16 j}ﬁﬂm:ﬂmﬂhurd 6366 1918 4448 0.000 12 No
ads tokens 5/30/2014 06:13:16 AM Finance Center App i L t L 65.100.79.17 2 Request not found 3.950 2381 1.569 0.000 12 No
ads tokens 513002014 06:13:17 AW Finance Center App ingprovidor.com . . (ach 651007917 4 Request not found s707 2455 3202 0.000 0s "o
ads tokens 5/30/2014 06:37:15 AM Finance Center App tisir jidor. com tsir i (ady 65.100.79.19 j}ﬁﬂm:ﬂmﬂhurd 5038 1386 3652 0.000 11 No
ads tokens 5/30/201407:01:17 AM Finance Center App ir /i ti L 65.100.79.20 % Request not found 2380 1499 0881 0.000 12 No
W Crtcal @ ok Dovntime

The Requests and Domains — Domains table lists the domains used from a specific location. This list can reveal if a third- party component
is impacting the overall availability.

The table also displays the total number of requests for this specific domain which can provide a hint about the magnitude of the effect of
the overall availability from this location.

Requests and Domains | Montana, Billings E
HTTP Requests Domains

Domains Pages with errors Total

B3 50% advertisingprovidor.com 218 436 hits

99% www.financecenter.int 17 2814 nits
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The Sessions Breakdown graph shows only sessions with availability problems.
A tooltip reveals the number of sessions with errors compared to the overall number of sessions with a specific application version.

Sessions Breakdown | Montana, Billings

App Versions

Sessions with errors

Carriers

Operating Systems.

Devices

50
40
30
45 Sessions with errors
58 Total sessions
20 Click to view Session Analyzer report
10
0

[ sessions witherrars

2.0

27

(@ The Sworst results for each category are diplayed

The Session Analyzer displays a list of sessions from a specific location and a specific carrier.
This list reveals all sessions with an indication of the number of total actions and number of slow actions.

RUM Session Analyzer
g/ m
‘ Start Time = Tier End User Subgroup Client User Name Location Active Duration Latency (ms) Error Events Informational Slow Actions Actions Has Data for
(hn:mm:ss) Events VuGen Scripts

53172014 1:57 AM Mobile Application Ofhers [0.0.0.0-255 255, 65.100.79.19 cassieh Billngs No 00:00:03 (] 2 0 0 17 No
53172014 1:41 AM Mobile Application Others [0.0.0.0-255255, 651007918 dennisc Billngs No 00:0001 0 1 0 [ 15 No
5312074 1:17 AM Mobile Application Others [0.0.0.0-255.255, 65.10079.17 randym Billngs. No 00:00:02 0 2 0 0 7 | No
53172014 1237 AM Mobile Application Others [0.0.0.0-255.255, 651007917 dennisc Billings No 00:00:05 0 1 0 L] 15 No
53172014 1221 AM Mobile Application Others [0.0.0.0-255.255, 65.100.79.19 dennisc Billngs. No 00:00.03 0 1 0 0 14| No
53172014 1213 AM Mobilc Application Others [0.0.0.0-255 255, 65.100.79.20 robina No 00:00:05 [ 2 [ L] 16 No
5302014 1157 PM Mobile Application Others [0.0.0.0-255.255, 651007915 cassieh ngs No 00:00:03 0 1 0 L] 15| No
53020714 11:49 PM Mobile Application Others [0.0.0.0-255.255, 65.100.79.17 randym Billngs. No 00:00:04 [} 1 0 0 15 No
53072014 1133 PM Mobile Application Others [0.0.0.0-255.255, 65.10079.17 cassieh No 00:00:04 0 1 0 0 15| No
5302014 1133 PM Mobile Application Others [0.0.0.0-255255, 651007917 cassien No 00:00:04 0 2 0 0 15| No
5302014 9:49 PM Mobile Application Others [0.0.0.0-255.255, 65.10079.18 cassien Billngs. No 00:00:01 0 1 0 0 15 | No
5302014 9:33 PM Mobile Application Others [0.0.0.0-255255. 65.100.79.20 maryh Billings No 00:00:06 0 2 0 ] 17| No
/302014 9:25 PM Mobile Application Others [0.0.0.0-255.255, 65.100.79.19 cassien Billngs. No 00:00.03 0 1 0 0 14| No
/302014 8:53 PM Mobilc Application Others [0.0.0.0-255255, 65.10079.15 cassieh Billngs No 00:00:03 [ 1 [ L] 15 No
5302014 7:57 PM Mobile Application Others [0.0.0.0-255.255, 651007917 randym ngs No 00:00:05 0 1 0 L] 14| No
/302014 7:09 PM Mobile Application Others [0.0.0.0-255.255, 65.100.79.17 dennisc Billngs. No 00:00.02 [} 2 0 0 16 No
5302014 7:09 PM Mobile Application Others [0.0.0.0-255.255, 65.10079.15 cassieh Billings No 00:00:02 0 2 0 0 15| No
53072014 6:45 PM Mobile Application Others [0.0.0.0-255255, 651007915 maryh illings No 00:00:02 0 1 0 L] 15 No
5302014 6:29 PM Mobile Application Others [0.0.0.0-255.255, 65.10079.16 dennisc Billngs. No 00:00:03 0 1 0 0 14| No
53072014 5:57 PM Mobile Application Others [0.0.0.0-255.255, 651007915 randym Billings No 00:00:02 0 1 0 0 15 No
/302014 5:49 PM Mobile Application Others [0.0.0.0-255.255, 65.100.79.17 randym Billngs. No 00:00:04 0 1 0 0 15 | No
5302014 5:01 PM Mobile Application Others [0.0.0.0-255 255, 65.100.79.20 randym Billngs. No 00:00:04 0 2 [ ] 7 No
5302014 4:53 PM Mobile Application Others [0.0.0.0-255.255, 65.10079.16 cassieh illings No 00:00:05 0 2 0 0 17 | No
S/302014 4:37 PM Mobile Application Others [0.0.0.0-255.255, 65.100.79.13 jolo Billngs. No 00:00.03 [} 1 0 ] 15 No
5302014 4:05 PM Mobilc Application Others [0.0.0.0-255.255, 65.10079.19 joio Billngs No 00:0001 0 1 0 L] 14| No
5302014 3:09 PM Mobile Application Others [0.0.0.0-255255, 651007919 robina Billings No 00:00:03 0 1 0 L] 15 No
S5/302014 2:37 PM Mobile Application Others [0.0.0.0-255.255, 65.100.79.15 randym Billngs. No 00:00:02 0 1 0 0 15 | No
5302014 2:37 PM Mobile Application Others [0.0.0.0-255.255, 651007915 maryh Billings No 00:00:05 0 1 0 0 15 No
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The Session Details report displays the user name and all mobile attributes (App version, connection type, device, OS and carrier).
The bottom pane displays a list of requests that the device sent to the backend server with an indication of the requests with Request not

found availability problem.

The Session Summary report gives you the ability to slice and dice your sessions according to different attributes (Carrier, connection type,
Application version, device, operating system, and user name)

[ Wambecof sessions | Number of Subgroups ¥ | Ermor Events Events Pertormance Events | Total Actions [ navaitabie Actions | Latency (ms) Totai Traffic (KB)
m = ) Ll - B Lo ) SLEOSE
" s 1 [} 18 m 1 00 183977
% s 2 0 s 194 z 000 1y
7 s ] 0 n 94 o 000 15,1623
3 2 ] 0 ] 2 0 000 87
3 1 1 o ] @ 1 000 224
1 1 o z 4 o oo 14
2 1 L] 0 1 12 L] 000 01
Angroid 44 4 1 1 0 2z z 1 o0 s
Android 431 1 1 ] 0 0 3 ] L] 15
Androd 40 4 1 1 o 0 o 3 ) 000 15
129 50 o w9 %012 ) 0.00 120,720.4
I e I n
[ Value [ Number of Sessions | Error Events, = | Info Events. Performance Events | Total Actions. . Unavailable Actions . Latency (ms} .
HTG.One £ 1 T 3 17 000
Samaung SCHASS 7 3 [ 2 « s 000
Samsung SAMSUNG.SOH.33T s s 0 7 137 s 000
Samsung SCHA1S T 4 0 0 1 s 000
LGE Hexus § 5 3 L] 3 55 3 0.00
Samzung GT-49500 £ 3 [ [ £ 3 000
Motoroia XT1032 1 3 0 [ » 3 000
Samaung SM-HE0IWE £l 2 (] [l 0 z 000
HTCES00LV 1 1 0 0 s 1 000 1
Motorola XT1050 a 1 0 o » 1 00 st
Samsung SM.GIOTWS 1 1 o 0 x 1 000 4157
ETE 2 1 (] [} o 1 000 4565
TG One_13 3 i 0 0 " ' 000 213
A Nexus 7 1 1 [l 0 10 1 000 2591
Samaung SM-T520 2 i 0 0 L] 1 000 4739
Motarcla XT1055 2 0 0 2 n ] 000 49
HTCONE 1 0 0 3 z ] 000 32
Samaung SPHLTZ0 2 0 0 o " ] 000 1
Matorcla XTI07 1 0 o ® ) o 000 M
Matorola DROID RAZR HD 2 (] [] 0 1" ] 000 1381
Samzung SAMSUNG-SMNIODA 1 0 [} [} 3 ] 000 '
Samawung SM-GIONT 4 0 0 2 % ] 000 67
Samaung SGHI3ITM 5 0 0 4 7 ] 000 3773
LGE Hawus & 1 0 0 o " ] 000 229
HTCEs25LVW 2 0 0 2 % ] 000 1595
Samsung GTI9505G 1 ] 0 2 1 ] 00 w2
Samaung SMLGI00V 1 0 o 0 s ] 000 1412
Samaung GT9505 1 0 0 ' s o 000 2188,
7 53 o 40 1,020 53 .00 67,605
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‘Session Details 5/31/2014 1:56 AM-1:55 AM (GMT-07-00) Mountain Time (US & Canada)
B> Refresh H1v &~ B K

Properties
Start time: 513112014 1:57 AW
Application: Finance Center App Client hostname: WA
End user Others User nam¢ cassien
‘subgroup: [0.0.0.0-255 255 255 255

Server 1p: A
Location: Billings
Total Traffis o Total action hits: 17
(KB): Application Version: 20
Duraton 000003 Connection Type:  Cellular

" Device: Samsung GT-19152
;Tt:::"n Android Mobile Carrier: AlTel
Latency (ms):  0.00 0 Version: Android 22.3
Clientp: 65.100.79.19
General Events
@ N data was found

Actions.
8 8 W
Action Start Time | appiication | Events Total Time (sec) | Server Time (sec) | Wetwork Time (sec) | Client Time (sec) | Think Time (sec) | Total Traffic (KB)
Hane Page S04 015717 Al | Finarcs CerterApp | 4005 0677 2178 0000 0.000 07
setsersBiass S04 015716 40 | Fivence Certer s | e 105 2051 oom 00 10
getOptions /3172014 01:57:16 AM |Finence GerterApn | 42 1283 3234 o0 0.000 08
oetCommerts S04 015715 400 |Fivence Certer s | sos e asse nom 000 14
getPostFormats: 172014 015717 AM |Finence GerterApn | 385 LET 3084 o0 0.000 10
oetRecentposts S04 0115715 400 | Fince Corter s | oo 120 a0 nom 000 10
getPages S/372014 015716 AM | Finence Gerter Apn | 2846 1078 250 o0 0.000 12
detepost SN 01STAT A | Fnencecerteramn | azsa 0535 272 nom 000 07
geiCamments SIFN2014 115716 AM | Finanes Certer 80| 4754 0884 3870 0000 0.000 10
getRecertposts 2014015716 40 | Fnencecerteragn | a10] oa1 4o nom 000 0
getPostFormats S3172014 01:57.16 AM | Financs Certer &0 | 447 1048 3388 0000 0000 14
getpages S04 0157T A | Frsncecerteragn | o385 nsss a780 oom 000 1
geiComments SEN2014 015717 AM | Financs Certer &0 | a317| o7 3599 0000 0000 0s
ade gt S04 01577 A | Frsncecerteragn | . i 072 oom 000 o
ads tokens SI317201 4 01:57:1 55 AM | Finanes Gerter | ¥ Requsst nct found aaet| 2425 0835 0000 0.000 08
ads getads 3172014 01:57:16 AM | Finerce CerterApp | - 3453 0000 0.000 13
ads tokens LD SI3172014 01:57:1 5 AM | Finance Genter A ¥ Request not found a.62a 2388 | 2483 0000 0.000 13
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Mobile Health Report - Application Crashes

In the Mobile Health report, you can see the number of crashes that occurred during a defined time frame.

Performance 99%

Availability 98%

- 9
wg

Finance Center App | User Sessions: 5449

Past day 5/30/14-5/31/14

Worst Locations Response Time (pages) ~ Number of Sessions
B 82%Kansas, Wichita 5.45 sec 135 ~
9 B 83%Morocco 5.26 sec 94
B 83% Teguigalpa 5.54 sec 83
@ Y
v v W B3 83% Mumbai 5.27 sec 98
? \l 96% Galmaarden 3.80 sec 17
@ 9 100% Erding 3.26 sec 53 v
% () The 10 worst iocations are displayed
\/ 9
) morethan ¥ oftotal () 1%toS%of total , Less than1%af total
sassions " sessions sessions

In the Event Log, you can view a list of mobile crashes in a defined time frame. For each crash the exception name, message, and the
beginning of the stack trace including the line number in the code is displayed. From each line you can drill to Session Details report
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Time = Event Hame Tier | Server | EndUser Group | Event Details
Javalang NulPointerExcepion: “divide by 210" al oN0appS.Crashime. i actiies LoginActiviy. onCreate(LognACtivi javai 51}
513012014203 AW App_Crashes  Otvers al androd.app Activity performCreale(Actvity java:5104)
at android.app.
javalang NulPointerException: “divide by Ze10" al onoapps.crashme. ul activies LoginActivty onCreate(LognActivity java 81}
5302014203 AM | Appic: App_Grashes  Otvers al androi.app Activity performGreale(Actvity java:5104)
at android.app.
Javalang NulPointerExGeption: “Givide by 210" al onN0apps.Grashme ui activies.LoginAcEivty. onCreate(LognACHviY java 61}
AM | Appic App_Crashes | Others al android.app Activily.performGreale(Actvi javais104)
naro. ¢ £
i i by zero” al i activities.LoginActivity. inAciivty javai$1)
AM | Appic App_Crashes  Others at androk.app. Actiity performCreate(Actvity java:5104)
at android
i “divide by zero" at java: 138)
5302018303 AM | Appic: App_Crashes  Others at anciok Draw able java:196)
at android graphics.dray able. NnePatchOra
Javalang NulPointerException: “divide by 210" al onoapps.crashme. ul activies. LoginActivity. onCreate(LognActiviy javai§1)
513072014303 AM App_Crashes  Otvers al android.app Actiity.performCreale(Actvity java5104)
at android.app.
Javalang NulPointerException: “divide by 210" al onoapps.Crashme.ui activies LoginActivty onCreate(LognACtivi java 51}
5302014303 AM | Appic: App_Grashes | Others al androd.app Activity performGreale(Actvity java:5104)
at android.app.
Javalang NulPointerExcsption: “divide by Z10" al onoapps.crashme ul activies LoginActivty onCreate(LognACHvi java 61}
AM | Appic App_Grashes  Others al android.app Activity performGreale(Actvity java:5104)
i i by zero” al i activilies. LoginActivity. inActivty javai1)
5302014333 AM | Appic: App_Crashes  Others at andiroi.app.Activity. performCreate(Actvity java:5104)
at android
i jde by zero" at fvles LoginActivity. vy javar8)
5302018333 AM | Appic: App_Crashes  Others at ancirok.app. Actiity performGreate(Actvty [ava:5104)
at android.app.
Javalang NulPointerExcepion: “divide by 210" al oN0appS.crashime. i activies LoginActiviy. onCreate(LognACtivi Javai§1)
513072014 403 AM App_Crashes | Otvers al androd.app Actiity. performCreale(Actvity java5104)
at android.app.
¥ javatos)
Am Crashes  Others Li0Ea)
LS 14 more:
Javalang ArithmeticExcept
i “divide by zera” at : Javai136)
5302014 5:03AM | Applc: App_Crashes | Others at android graphi; Dran 196)
at androd graphics draw able NinePatchDra
i “divide by zero" at i java: 138)
S14EIIAM | Appic: App_Crashes  Others at androk 196)
at andirok.graphics.drau able NnePatzhDra
i “divide by zero" at at s, NnePatch 138)
5300018533 A Ann_Crashes | Others at androi . I e 191
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In the Session Details report, you can view a user session that experienced a crash. This report includes the user name and all mobile
attributes (application version, connection type, device, operating system, and carrier).

Below this information, you can see the crash details including the exception name, message, and the beginning of the stack trace
including the line of the code where the exception was thrown.

This information is followed by a list of requests that the device sent to the backend server before the crash occurred.

Properties
Start ime: 502014 £33 AM

Application: France Cenler App. Clienthostname:  NA
End user Others [0.0.0.0- User name: demrisc:
SUbGROU; R Server IP: NA
Locaton; LRENOWN ‘Total action hits: 13

Jotan) (KB): 128 ‘Application Version: 251

Duration

Duation  ouoees Connection Type:  Celur
) Device: .-

vt i Android o

system: Mobile Carrier: -

Latency (ms): 0.0 0 Version: Android 3.2

Client 1925511

Event Name =

c 2 BI E A

Action Start Time

a ion Events | Totat Time sec) [ server Time (sec) | Wetwork Time (sec) | Client Time (sec) | Think Time (sec) | Total Traffic (k)
Home Page SAO1A 043524 A [T B— 2602 o000 0000
ST i SERTIEIEA] [ — ] M 255 Oy 00D
setoptiens S0 D24 A Frnee Ceter [T E— ane Do Lo
EZEEIID L L) [ — E— ] ST £z O Q09
setPodtormts S [ — ) A 2o Oy O
ERTEGED S BB o — ] =] O Q09
setPages SR e — ) AT EELS Oy O
EERD S B e — ] R 9225 O Q09
seComnerts om0 2 e — S S € Oy Oy
SRS SERL I T — Y R S QD QU9
setpostrormets S [ — ] A7 2e Oy Oy
seages S0 D25 A Frnee Ceter [T E— asw oo w0
setCommerts TP R [ — ] R0 & Lo O
I i I I i

July 2014 12




HP RUM for Mobile Apps

How to Configure RUM Monitoring for Your Mobile App

Install

Install BSM, RUM Engine, or RUM Client Monitor Probe. We recommend you allocate different hardware for each probe and a separate
hardware for the RUM Engine. Refer to the Deployment paragraph above when choosing the location for the Client Monitor Probe.
Consider both “In house” and “Cloud” options.

Note: Do not install both the Client Monitor Probe and the Sniffer Probe on the same server. You can install one of the probe types on the
same server as the RUM Engine if limited capacity is required (for POC purposes, for example). However, you should expect lower capacity
on all modules that are installed on the same server. If you do encounter capacity issues, do not install the probes on the same server as
the RUM Engine.

Create Applications in BSM

Create a new RUM application in BSM End User Management (EUM) Administration, using the new “Mobile Application” template. As part
of an application creation, a unique Application Key is generated, which is used when instrumenting the mobile applications. Do not forget
to assign a RUM Engine and RUM Client Monitor Probe for the new application in the BSM EUM Administration.

Instrument Mobile Applications - Android
In order to instrument Android applications, open the Mobile Application Instrumentation tool, from the Tools menu in the RUM Engine

web console. Provide the APK (compiled Android application) you want to instrument.
Mobile Application ion for Android

Use this tool to instrument Android applications.
For i0S instrumentation instructions refer to the Real User Moniter Installation and Upgrade Guide:

* APK file Browss..

@ Instrument for Production (use this option to enable you to upload the instrumented application to the Play Store)

* Application: ‘ yaronApp v ‘
. RUM Client Monitor Probe ‘ |

(Example: hitps://Host:8080/hpmaobilemon/data)
Application Signing (leave blank if you want to sign the application later)

Keystore file: Browse._

Keystore password: ‘ ‘

Key alias: ‘ ‘

Key password ‘ ‘

[] Add "Access Network State" permission fo the application (required for RUM to determine the user connection type: WiFi or Mobile)

Enable content extraction from mobile application (configured in BSM Admin as extracted parameters, username detection or allowed POST parameters)

(O Instrument for Testing (use this option to test monitoring functionality without uploading the application to the Play Store)
Application:
i Client Monitor Probe

)  Instrument for Offline Testing and Data Collection (In this mede the instrumented application will not report data to the RUM Client Monitor probe)

dto

Store monitored data locally  Monitored data will be s:

file in the application folder on the mobile device. This data
ncludes POST content E

which can assist you in defining Extracted Parameters in BSM

The URL you specify in the “RUM Client Monitor Probe URL" field is the URL that will be accessed by the users’ mobile devices. It may be
different from the internal host name/URL that is used for communication with the RUM Engine. It is recommended to use the “https://”
connection scheme.

Select the application that you previously defined in BSM. The Application Key is fetched automatically and embedded in the instrumented
application.

If you select Instrument for Testing, the instrumented application is signed with a temporary certificate that can be used for testing
purposes.

Note: RUM Maobile uses a third-party tool called ACRA for Crash Reports for Android. This third-party tool is embedded as part of the

July 2014 13



HP RUM for Mobile Apps

instrumentation process. However, if the application already uses a crash reporting module that uses ACRA, a warning message will
appear during instrumentation and crash reporting for android will be disabled.

Instrument Mobile Applications -i0S

For iOS application instrumentation, you need to add the RUM Monitoring library to your project, along with couple of dependency
frameworks. You also need to add a PLIST file to your project, which will configure the URL of the Probe, Application Key, and other
optional parameters. Refer to the RUM Installation and Upgrade guide for complete information.

Test

As with any change to your application, it is recommended that you verify the user experience of the application after the instrumentation
process. You can see how the data is reflected in BSM reports and enhance the configuration if needed.

Extract Additional Content

By default, RUM will only report the URLs of HTTP requests made by the application. In some cases you may want to extract additional
information from the HTTP headers or POST content in order to identify the requests and understand the user flow in the application. You
can define content extraction in the Extracted Parameters section, and add rules to extract the Username.

The configuration is dynamically pushed to all monitored devices, so you can continue making changes to the configuration of the
extracted parameters after shipping the application to the Play/App Store. For security and privacy considerations, while instrumenting
the app, you can instruct the application to ignore such dynamic configuration.

In order to define the Extracted Parameters, you should be familiar with the internal format of the POST content that your application
sends to the server, as well as with special HTTP headers. In order to get this information, you can use the special instrumentation mode,
which stores content of all requests in a local file instead of sending data to the Client Monitor Probe. For Android, you select “Instrument
for Offline Testing” mode and check “Store monitored data locally”. For iOS you add a special flag to the PLIST file in your project. You
install the instrumented application on a testing device, perform the usual business process within the application, and collect the
resulting textual file (Android\data\<app package name>\files\hp-app-network-data.txt) for content analysis. Note that in this mode
whole content is saved, including sensitive data if such was sent by the application to the server. Do not distribute the application
instrumented in this mode to your users.

Distribute

The last step is uploading the instrumented version of the application to the Store. For Android, you use the “Instrument for Production”
mode, providing the certificate to sign the APK file (alternatively, you can sign it later). With iOS applications, you need to build the project
in production configuration.

Mobile Resources Utilization

As mentioned above, RUM monitored data is collected and reported by a background process, without affecting the user experience.
There are a number of types of mabile device resources used by the RUM data collection of which you should be aware.

Network bandwidth. The volume of the network used by RUM to transfer the collected data to the Client Monitor Probe depends on the
type of monitored application. For a typical mobile application, RUM monitoring adds up to 7% overhead to the total network usage. For
applications that make a relatively low number of network requests, the overhead is up to 15KB for a 10-minute session. You can
configure the maximal network bandwidth that RUM is allowed to consume during the instrumentation process.

Battery. The main parameter that affects battery usage by RUM monitoring is the frequency of HTTP communication to the RUM Client
Monitor Probe. When the application is not generating any network activity, RUM has no data to report to the Client Monitor Probe. In
order to reduce the number of HTTP requests made by RUM monitoring, we delay the information on the device, and send it to the Client
Monitor Probe in larger chunks. By default, the maximal delay is 2 minutes. In case a large amount of data is accumulated, it is delivered
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earlier, but the minimal interval between two subsequent reports is 30 seconds. Both minimal and maximal time intervals can be
changed during the instrumentation.

Performance. There is no visible performance degradation in an instrumented application (or in an application with RUM embedded)
relative to the original application.

Memory. Memory usage is less than 100k.

End-to-End Monitoring

Monitoring the application on device is important for validating end user experience and isolation problems. In order to gain visibility to
the health of the backend of the application, we recommend combining mobile client monitoring with monitoring application backend
components.

Application Tiers

Combined with the RUM Network/Sniffer functionality, you can define Web and Backend tiers for your mobile application, as you do for
any application monitored by RUM. Additional application tiers can be configured in the Application Tiers tab of the application in End User
Management Administration.

With Web Tiers, you can follow the same HTTP request through multiple components:

Action Tier = Total Action Hits Availability (%) Total Time (sec) server Time (sec) Requests per Action
Hit
Confirm Payment 1-RUM Browser 3,188 100.00 452 0.09 2200
Confirm Payment 2-Reverse Proxy 3,154 100.00 483 366 3499
Confirm Payment 3-Load Balancer 3,520 100.00 469 459 1.00
Confirm Payment 4-Ajax Application Servers 1,740 1oc00 [ 1.00
11,580 100.00 5.20 3.64 16.00 |

Backend Tiers can provide visibility to additional application components:

Running Softwares

¥ 2 &M m %y [ & [@ Groupby: [RunningSoftware | v

Name Host IP Address Availability (%) R Time Total Actions Hits
(sec) |

[&-__] Ajax Application Server (mydvm0639) mydvm0639 16.59.56.85 1DO,DOL 0,09| 7,668

Ajax Application Server (vmammnd3s) vmammd3s 16.55.244.192 W@QL (]32| 77,093

mysql_database (vmamrnd38.deviab.ad) vmamrnd38.deviab.ad 16.59.63.17 l 100.00 ﬂ.lﬁi 2,810,671

Web Server (labm3rum05.deviab.ad) labm3rum05.deviab.ad 16.59.57.43 99.93 023| 153,892

@ Web Server (LABM3RUMOS.devlab.ad) LABM3RUMOG. deviab.ad 16.59.56.209 99.92 0.42| 153,783

Integration with HP Diagnostics
To enable quick isolation and pinpointing of the cause of a performance problem, you can drill down from a request monitored by RUM
into Diagnostics to understand the application server behavior at the time, or view a full call profile to identify a problematic method.

Privacy and Security
The information collected on the mobile device is transferred to the RUM Client Monitor Probe over a secure HTTPS channel.

By default, RUM only collects URLs of HTTP requests and general device information, such as the OS version, device model, and mobile
carrier.

The Extracted Parameters that are manually configured for the application may potentially include a user’s sensitive information, so be
extra careful when defining these parameters. In BSM, only a Secure User has permissions to modify sensitive configurations including
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Extracted Parameters and Username extraction. In addition, as part of the instrumentation process, you can instruct the application to
ignore any extracted parameters that are defined in BSM, and not to do any POST content extraction.

The location of the users is determined by the Client Monitor Probe based on the visible IP address of the reporting device. GPS or other
location services available on a device are not used by RUM.
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