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Documentation Updates

This guide's title page contains the following identifying information:;

»  Software Version number, which indicates the software version.

e Document Release Date, which changes each time the document is updated.

»  Software Release Date, which indicates the release date of this version of the software.

To check for recent updates, or to verify that you are using the most recent edition of a document, visit the following URL :
http://h20230.www2.hp.com/selfsolve/manuals

You will also receive updated or new editions if you subscribe to the appropriate product support service. Contact your HP
sales representative for details.
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Support

You can open a support case for HP Fortify Security products viaemail, online, or by telephone. These options are designed to
provide easier access and improved customer satisfaction.

Email (Preferred Method)

Send an email to fortifytechsupport@hp.com describing your issue. Please include the product name so we can help you faster.

Online (Fortify Support Portal)

Access your account at the Fortify Support Portal at https://support.fortify.com.

If you do not have an account, you forgot your user name or password, or you need any assistance regarding your account,
please contact us at fortifytechsupport@hp.com or (650) 735-2215.

Telephone

Call our automated processing service at (650) 735-2215. Please clearly provide your name, telephone number, the name of
the product, and a brief description of the issue.

v



Contents
T Welcome to Weblnspect Tools. ........ ..o 15
ADBOUt WEDINSPECE TOOIS . . . . oot e e e e 15
2 Audit Inputs Editor . ... oo 17
About the Audit INpUtS EdItor TOOI . . . . ..o 17
ENgiNE INPULS . . . .o e 17
CheCK INPULS. . . oo e e 18
e S S Y/ = 1 o 18
4721: Admin Section Must Require AUthentication .. ........ ... i e 19
4722; Logins Sent Over Unencrypted CONNECHION. . . .. ..ottt e e e e et neas 19
A723: LOginS SENt OVEr QUETY . . . . oot et ettt et e e e e e e e e e e e e 19
4724: Password Field Masked . ... ... oo 19
4726:; Secure Section Only Accessible ViaSSL ... ..o i 19
A728: Parsistent COOKIES . . . ..ottt e e e e e e 19
4729: User supplied datawithout POST .. .. ... o e e 20
A731: SCript Directory CheCK. . ..o e 20
4732: Script File EXtenSiON DISCIOSUNE . . . . oo oo et e e e e e e e e 20
5151: Arbitrary Remote FileInclude. . . ... ... 20
5546: Privacy Policy NOt Present. . .. ..ot e e e 22
5649: CroSs-SIte SCIPIING . . -« o et ettt e e e e e e e 22
5650: Cross-Site Scripting (User INteraCtion) . ... ..ottt e e 22
10044 HTML Tag INjeCtion. . ... oottt et e e e e e e et e ettt e et 22
10167: Password in Query or CooKieData . . ... ...t e 23
10183: Allowed Top-Level DOMaiN. . . . ...ttt e e e e e e e e e 23
10274: ProXy CONNECT ACCESS . . . ottt et et e ettt e e e e et e e e ettt e 23
10275: ProXY GET ACCESS . . . ottt ettt e et e e e e e e e e e 24
10280: Price-Related FOrm Fields . . . . ..o 24
10287: Local FilelnClude. . . . ... oo 24
10551: Possible Username or Password DisClOSUre. . . . .. ..ot e 25
10940: Persistent Cross-Site SCripting (XSS) . . .. v vttt 26
10962: Blind SQL Injection (confirmed) . .. ...t 26
10963: Cross-Site REQUESE FOrgEIY . . . o . ot ittt e e e e e e e et et e e e 26
10965: User Datain QUErY Or COOKIE . . . . ..ottt et e et e e e e e e e e e e e 27
11200: SESSION FIXBLON . . . oottt e et e e e e e e e e 27
11269: Persistent Cross-Site SCriptiNg . . . .« oottt et et e e e e e e 28
11270: Persistent Cross-Site Scripting (User Interaction) .. ..o i 28
11277: Mobile Attack Surface ENUMEration . . . ... ...t e 28
11287: SeSSiON TOKEN DiSCOVENY . . . . ottt e et e e e e e e e e e e e e e e e 29
11293: Missing Cross-Frame Scripting ProteCtion. . . . . ... oot 29
11307: Reliance on X-Content-Type-OptioNS . . . . ..ot ittt e ettt et et 29



vi

11327: Loca File Inclusion (TOMCAL) ... ...voit it e e ettt et ettt 29

11331: Ruby XML YAML Remote Code EXECULION . . . .. ..ottt e e e 30

11349: Fortify Agent Probe ENgiNe . . ... oot e e 30

11351: Mobile Sensitive Information Disclosure Over HTTP. . ... ... e 30

11352: Information Leakage viaBREACH Vulnerability . . ... i 30
Compliance Manager (Weblnspect Only) ... 31
About the Compliance Manager TOOl . .. ... it e e e et et 31
HOW TV OTKS . . oo e e e e e e e e e e e e 31
Creating aCompliance Template. . . . . ..ot e e e e e e e 31
USBOE N O ES . . . ottt e e e 34
Testing for ComMPlIanCe . . .. ... i e e e e 34
Cookie Cruncher . ... ..o 37
About the Cookie CrunCher ToOl . . .. ... i e e e e e e e e e e 37
BaCKgrOUNG . . .o e 37
UsiNg the Cookie CrUNCNEr . . ... o e e e et e et e ettt e e e 37
SUBCOOKIES . . . . oo 38
Co0KiE CrUNCNEr TaS . o oottt e e e e e e 39
C00KIES Tah . . ..o 39
Charatter SEtS Tal . .. o e 39

Char Freg Tah . . . oot e 39
RaANOMNESS Tab. . . . . oo e e e 40
Predictability Tal . .. ..o 40

DISk PIOt Tah . . oot 411
CooKie CruNCher SEttiNgS. . . . oo e e e 41
GENErAl . ..o e e e 41
AULNENEICAEION . . oo 42

P OXY . o et e e 43
Encoders / Decoders . . ......oo o 45
About the Encoders/Decoders TOOI . . .. ..ottt e e e 45
ENCOOING @ NG . . .ottt 45
DECOOING A NG . . ottt 46
Manipulating ENcoded SINGS. . . . ..o oot et e e e 46
o o [ o 57/ == 46
= D= 47
HP Support Tool (Weblnspect Only) ...... ... 49
ADBOUL the HP SUPPOIT TOOI . . . . oottt e et e e e e e e e e 49
SCIUBDING DA, . . . o .ottt e e e e e 50
SUPPOI SN . .« . oottt e e e 51

P XY . o e e e 51

S IS o 51
AVANCEA . . oo e 52

HTTP BAHOr ..o e 53
About the HTTP Editor TOOI . . . ..o e e e e e e e et e 53
REGUESE VBT . . . . ottt ettt e e e e e e 53



RESDONSE VIO . . ot e e e e e 54

HTTP EAITOr MENUS. . . . oo e e e e e e e e e e e e e e e e e e e e e 54
e M BNU . o 54

Bt M ONU . ... 54

VB M BNU . . . e e e 54

HE D M BNU . .o e 55
REgUESE ACH I ONS . . . oot e e 55
PUT FIeUpIoad. . . . ... e e e e e e e e 55
Change Content-Length . ... ... o e e 55

URL Encode/Decode Param ValUES. . . . . . ..ot e 55
Unicode Encode/Decode REQUESE . . . . . . oot e e e e e e 56

Create MU Part POSE . . . . oo e 56
Remove MUItiPart POSE. . . . ... e 56
RESPONSE ACHIONS. . . .ottt e e e e e 56
CNUNKEd . . o 56
CONEENt COTINGS. .« vttt et e e e 57
Editing and Sending REQUESES . . . . . oottt 57
SEarChiNg fOr TOXt . ..o e e 57

HT TP EdITOr SEtliNgS. . . . ot ot ottt e e e e e e e et e e e e e 57
Ot ONS . . ottt 58
AULNENEICAIION . . oo 60

P OXY . o ot e 60

8 Log Viewer (Weblnspect Only) ....... .. .. 61
About the Log Viewer TOOI . . . ... o e e e e e e e e 61
RN =Y g o o 61

9 Policy Manager (Weblnspect Only)....... ..o 63
About the Policy Manager TOOL . . ... .. . i e e e e 63
VB S . ottt e 63
ANArd VIO, o 63
SN N VB . o 64
Creating Or Editing @aPOliCy . . . . ..ot 65
Creating aCUStOm CheCK. . . ..ot e e e e 66
Disabling a Custom CheCK . . . . ..o e e e e e 72
Deleting @ Custom CheCK. . . .. oo e e e e e e e e 72
Editing @ Custom ChetK. . .. ..ot e 72
SearChing for AtlaCK AQENtS . . ..o e e e 72
POLICY MaNager ICONS. . . . .ottt e e e e e e e e e e e e e e 73

10 Regular Expression Editor ..... ... 75
About the Regular EXpression Editor TOO . . ... ..ot ettt 75
Testing aRegular EXPressiON. . . ..o e e 75
REGUIAr EXPrESSIONS. . . . oottt ettt e e e e e e e e e 77
Regular EXPression EXIENSIONS . . . ..ottt et et et e et ettt et e e e e e 78
EXAMIPIES . . o 78

Vil



11 Report Designer (Weblnspect Only) ... ... o 81

About the Report Designer TOOI . ... ...t e e e 81
USEr INterfaCe. . o oo 81
TO0Iar .« .. 82

T ENUS .« o 82
DS NN TaAS . . . ot e 84
L0610 84
DS N SUIM AR . . . oottt e e 85
REPOI EX Pl Or e . . e e 85
PrOPErtiES Grid . . o o 86
CrEatiNg @ REDOIT . . . .ottt e e 87
REPOrt SCript BEAItOr . . . oo 88
P AMEtEr DS ONET . . . . ittt ettt e e e e e e 88
00N . o 89
G S . .ottt e 89
PropertieS Grid Pane. . . . .. oo 90
CoNtrolS TOOIDOX . . . oot ettt e et e e 90
REPOIt ParameterS Pane . . . . ... 90
REPOI SIYIES EAItOr . . . . oot e 90
REPOI ST UCIUNE . . . ottt e e e e e e e e e e e e e e e 91
REPOI SIIUCLUNE . . . . o e e e e e e et e e e e e e e e e e 91
REDOI HEBOE . . . . . 91
REPOI OO S . . ..ottt e e 91
Page Header . . . . 91
Page FOO e . . . .o 92

LT 0T o] 1= (= o = 92
DAl ... 92
REDOI S tiNgS. . . . oottt et e e e 92
OIS . . .t 92
O Ty P, o e ittt e e 92
Gt DA, . . ..ottt e 103
Gt EffECtS. . . ..ot 107
Chart CoNtrol ITaMS . . .. oo e e e e e e e e e e e 110
Chart AXesand Walls. . .. ... e 112
Chart-SPeCifiC PrOopE i ES . . . ..ot e 115
Chart WIzard. . . . ..o e e 116
Walk-Through: Creating @aREDOI . . . .. oo e e e e e 116
Populatethe Detail SECtioN. . ... ... i e 119

12 Server Analyzer. ... ..o 123
About the Server Analyzer TOOI . . ... o 123
ANElY ZINg @ S VY . . oot 123
SarVEr ANAlYZEr SEHINGS . . . oot e e 123
Authentication Method. . . . .. ... o 124
Authentication Credentials. . . ... ... ot 124

P OXY oot e e e e e 124
Direct Connection (proxy disabled) . . . .. ..o 124

vilf



AULO deteCt ProXY SEttiNGS . . . oottt e e e e e 124

Use Internet EXplorer proxXy SEtliNgS . . . . oottt e et e e e e e e 124

USE FIrefOX ProXY SBtiNGS . . o oottt et et e et e e e e e e e e e 124
Configureaproxy using aPAC file . . ... 124

EXPliCitly CONfIQUIE PrOXY . . . o ottt e e e e e e e e e e e e e 124

HT T PS PrOXY SEiNgS . . . o v ottt ettt e e et et ettt e e e e et ettt e 125

EXPOrtiNg RESUIS. . . . .o e e e e 125

13 Server Profiler (Weblnspect Only) ... ... ..o 127
About the Server Profiler TOOL. . . . ... e 127
Launching the Server Profiler asaTool. . . ... o e e e e e e 128
Invoking the Server Profiler when StartingaScan . ........c i e e 128

T4 SmartUpdate . . ... o 129
About the SmartUpdate TOO . . . . . ... 129
WebINSpect Smart Update . ... ..o e e e 129
Checking for Updates AutomatiCally . . . ... ...t e 129
Weblnspect Enterprise Smart Update. . . . .. ..o e e e 130

15 SQL INECtOr. .o 131
About the SQL INjeCtor TOO . . ... .o e e e e e e 131
UsiNg the SQL INjECIOr . ... ot e e e e e e e 131

SOQL INJECLOr TabS . . . . oottt e e e e e e e e e 133

SOL N ECHOr SEtINGS. .« v v vttt ettt e e e e 134

Ot ONS Tah. . . ..ot e 134
AUthentiCation Tab . . . ... o 135

PrOXY T . o .ot e 136

16 SWFScan (Weblnspect Only). ... e 137
AbOUL the SWESCaN TOOL. . . . .o e e e e e 137
Vulnerability DELECLION . . . . ..o 137
ActionScript 3 VulnerabilitiesDetected by SWFSCaN. . ... ..o e 137
ActionScript 1 and 2 Vulnerabilities Detected by SWFSCan. ... ... e 139

AnalyzZing Flash Files. . ..o 142
Analyze aFlash fileusing SWFScan asastandalonetool . .. ... s 142

Analyze aFlash file using SWFScan as an integrated component of Weblnspect ........................ 142
EXaMINING RESUITS . . . . oo e e e 143
SearChing SOUrCE GO0 . . . ..ottt e e e e e e e 143
SIS AN SN .« . . oottt e e e e e 144

17 Web Brute ..o 147
AboUt the WD Brute TO0! . . . . .o e e e e e 147
Mounting aBrute FOrCe AtaCK . . .. ..ot e 147
Creating and Importing ListS . . .. ..o e e 149
EXPOrting DiCtiONaITES . . . . oottt et e et e e e e e 150

WD BrULE SEttiNgS. . . o oot e e e e e 150

Ot 0N . . ot e 150

AU BNt CatiON . . . oo 151

Pl OXY . o ot e e 151

x



T8 Wb DISCOVEIY . . . ..ttt 153

About the WED DISCOVENY TOO! . . ..ottt e e e e e e et et e e e 153
DiSCOVEITING SIS . . ottt ettt e e e e e e 154
WED DiSCOVENY SElINGS . . . o o ottt ettt e e e e e e e e e e e e e e 154

SElECE PrOtOCOIS . . . oottt 155
0o o 1 1o TR P 155
CONNECHIVITY .« . oottt et e e e e e e e e e 155
19 Web Form Editor. . ... o 157

About the We FOrm Editor TOOL. . . . . ..o ot e e e e e 157
Manually Creating aWebh Form List . .. ... o e 157
Recording WeD FOrm ValUES . . . . .. o e e e e e e e e e 159
Importing aWeb FOrm File . . . ..o e 161
Scanning withaWeb Form File. . . ... o 161
Web FOrm Editor SEttiNGS . . . .. oottt e e e 162

NNl . ..o 162

e £0)74 162

WED FOIM LOGIC. . . v ottt et e et e e e e e e e e e e e e e e e e 163

20 Web Fuzzer. ... .o 165

About the WeD FUZZer TOOI . . . . ..o 165
UsiNgthe WD FUZZEr . . ... e e e e 165
IS . ot e 166

Creating aFilter ... o e 167
USINg AR ter ... e e 167
Deleting AR ter . ... 167
Editing @i ter .. .o 167
Using the Session Editor . . .. ... e 168
Creating @QUENY SHING . . oottt e et e e e e e e 168
SESSION EAItOr TaliS . . . . oot 168
MEthOd Tab. . . oo e 168
Path Al . .. 169
QUENY Al . . . 169
VIS 0N Ta. . ..ot e 169
HeEadersS Tal . . ..o 169
CO0KIES Tal . . oottt 169
POSt Dala TaD . . . ..ottt 170
WED FUZZEr SEtINGS. . . . .ottt e e e e e e e e e 171
G Al . oo 171
PrOXY . . o 171

21 Unified Web Macro Recorder ....... ... oo 173

About the Unified Web Macro Recorder TOOI . . . .. ..ot e e e et 173
o 1 1Y/ = S 174
WOTKFIOW MaCIOS. . . o e e e e e e e e e e e e e e e e e e e e e 174
UPGrade IMPaCES . . ..ottt et e e e e 175

Opening Macros Recorded with the Traffic-Mode Web MacroRecorder. . .......... ..., 176
Opening Macros Recorded with the Event-Based |E Compatible Web MacroRecorder . .................. 176



Accessing the Web Macro ReCOrder . .. .. .. . i et e e et e e e e e 177

(oo T 1Y/ = o= 177
WOTKEIOW IMBCTOS. . . o o ottt e e e e e e e e e e e e e e e e e e e 178
Recording or EQItiNg @aMBaCI0 . . . . ..o ottt 178
Recording aMacro for a Site with Multiple, Variable Login QUestions. . .. ...t n 185
Logout Condition EQITOr . . . .. ..o e 187
Internet EXplorer Browser TEChNOIOQY . . . . oot i et e e e e e e e et e e et 188
Using |IE Technology to Record Web Traffic. . ... ... i e 189
BrOWSEr SEttiNGS . . . .ottt et e e 193
PrOXY SEtiNgS Ta . . ..ot e 193
Network Authentication Tab . . ... ... e e e 194
ParameterS EditOr. . . .. oo 194
Using Name and Password Parameters . . ... ... oot e e et e e e 194
USINg @URL Parameter . . . . ..ottt e e e e e e e e e e e 196
ENRaNCiNg MaCrOS . . . oottt e e 197
MOdifY SIS . . . e e 197
NGB t LOOPS. . . ottt ettt e e e 197
Insert If blocksor If-elseblocks and exit StEPS . . . ..o oot e 197
NSt COMMIENES . . . . ottt e e e e e e e 198
INSErt CalCn ErTOr SIS . . . o ottt ettt e e e e e e e e e e e e 198
Verify that an ObjECt XISt . . ... ottt e e 198
NSEIT GENEN I C SIS, . o o ottt e e e e e 198
(= 010 {0 1 0T 1Y/ =" 1= 198
View Replay ErrorSin BrOWSEr . . ..ottt it e e e e e 198
RUNthe Macro Step Dy . . . . oo 199
NSt BreakPOiNtS . . o vttt ettt e e e e e e e e 199
MoOdify SCriPt LEVEIS . . .o 199
NSErt Wit S, . . . ottt e 200
Disable/Enable Steps DUriNg ReEplay . . . . ..ot 200
Make aStep Optional . . . ... .o e e 201
Pl B D . . oot 201
Play FromaStepto ENd Of MaCro. . ... ..ot e e e e 201
Resolving Object 1dentification ISSUES . . . .. ..ot e e e e 201
Highlight @an ObjeCt. . . .. oo 201
Improve Object Identificalion . ... ... . 202
Consider AErNative SIEPS. . . . ..ot e 202
Modify the Object Identification Method . ... ... ... e 203
Modify the MaCro timMiNg . .. ... e e 204
Relate objectsto Other ObJeCtS . . . . .. . o 204
REDIECE AN 0D T . . . .o 205
Inserting and Modifying LOOPS . . . ..o it e e e e 205
B0 I o = 205
CBIEEK” S OIMIENIES. . . o oottt et e e e e e 205
CONLINUE" SAEEMENES . . . .ottt et e et e e e e e e e e e e e 205
TO0IDOX .. et e 205
GENEral SN S. . ..ottt e e 206
SNAPSNOL GENEIELION . . . . ottt e et e e e e e e e e e e e e 206

X/



LOg L aVEl . . 207
(oo [0 10 | 0T (= o o) o 208
BN Y Pt 0N . 208
22 Event-Based IE Compatible Web Macro Recorder .................. 209
About the Event-Based | E Compatible Web Macro Recorder (Hidden) Tool . .. ... 209
[0 T 1Y/ = o= 209
Recording @aLogin IMIACIO . . . ... oottt e e e e e e e e e e e e 210
Specifying aLogout Condition . . . ... ..o e 210
Specifying a Confirmation Element. . . ... .. i e 211
Troubleshooting AaMaCIO . . . . ... oo e e e 211
EdifiNg @MatrO . . ottt 212
Example: Adding Elementsfor frameLogin . ... i e 213
Create an event for theuser name element. . . . ... .. 213

Add avaluetotheuser Name el ement . .. .. ... o e 213

Create an event for thepassword element . . ... ... .. i e 213

Add avaluetothe password element. . ... ... o 213
Submit the user NAaMe and PasSVOIT . . ...ttt e e e e 214
Dynamic Challenge-Response AUthentiCation . ... ... .. ..t e e e 214
LOgOUL Bl EMENtS . . ..ot e 216
Using aRegular Expression for Logout DELeCtion . .. ... ...t e 217
Confirmation Elements (HintS) . ... ...ttt e ettt 218
UNSUPPOrtEd Bl ementS. . . . ..o e e 218
Event-Based |E Compatible Web Macro Recorder Settings . .. ... oottt 219
APl G0N SEHINGS. . . ..ottt e 219
GENENEl . .. 219
TroublEShOOtiNg . . . ..ot 220

AULO- DO ON . . . oot e 220

PrOXY . . o 220

= ot o IS 1] o 221
GENENEl . . 221

LB DIalOgS. . v vttt ettt e 221

23 Wb ProXy . . ... 223
AboUt the WED ProxXy TOO0L. . .. oot e e e e e e e e 223
USING WD PrOXY . . .o e e e 223
WD PrOXY TabS . . . .ot 226
WD PrOXY SEttiNgS . . oottt e e e e e e 227
WeD Proxy InteraCtive MOde . . .. ... o i e e 233
24 Web Service Test Designer . ... 235
About the Web Service Test Designer TOOI . . . ... ottt e e e 235
WS SECUNTY SEiNgS .+« o v v ottt ettt et e e e e ettt e e e e e 238
VB SN IO . . oottt e 239

WCF Service (CUStOMBINGING) . . . . o v vttt et e e e e e e e e e e 240

WCF Service (FEAration) . ... ..ottt et e et ettt et e e e 241

WCF Service (WSHPBINAING) . . .. .. oo et e e e e 241

XIf



Advanced SeCUNtY SEttiNgS . . ..ot e 242

Manually Adding SErVICES. . . . . oottt e 244
Global ValUES EQITOr . . ...t e e e e 245
Importing and EXPOrting OperationsS . . . . ..ottt e 246
USING AULOVAIUES. . . . .ottt e et et e et e e e e e e e e e e e e e e e e e 246
TESNG YOUr DESIgN . . o ottt et et ettt e e e e e 247
Web Service Test Designer Settings. . . .. oot it e e e e 249

N O PrOXY . . . e 249

NEtWOrk AULhENtiCaLION . . . .o . e e e e e e e e 250

XIlf



Xy



1 Welcome to Weblnspect Tools

About Weblnspect Tools

Weblnspect Toolsisarobust set of diagnostic and penetration testing tools and configuration utilities
packaged with Webl nspect and Weblnspect Enterprise.

The tools provided in Weblnspect Enterprise are a subset of the tools provided in Weblnspect. The chapters
in this guide that describe tools that are provided in Webl nspect but not in Webl nspect Enterprise have titles
that end with “ (Weblnspect Only).”

Weblnspect includes an HP Support tool, described in Chapter 6, HP Support Tool (Weblnspect Only), that
provides a quick and simple method for uploading files that may help HP Support personnel analyze and
resolve any problems you may encounter while using Webl nspect.

Note: When using tools that incorporate a proxy you may encounter servers that do not ask for aclient
certificate even though a client certificate is required. To accommodate this situation you must edit the
SPI.Net.Proxy.Config file

15
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2 Audit Inputs Editor

About the Audit Inputs Editor Tool

Thistool allowsyou to create or edit inputs to the audit engines and to a distinct set of checks.
There are two ways to access the Audit Inputs Editor:

»  From the Policy Manager (using the Policy Manager’s Tools menu). Use this method to create or
modify an inputs file (<filename>.inputs). You can then specify this file when modifying scan settings.

To modify an inputs file, click the Open icon on the Audit Inputs Editor’s toolbar or select
File — Open.

»  From the Default or Current Settings (by clicking the Audit Inputs Editor button on the Attack
Exclusions settings). Using this method, you can modify the Default settings file directly, but you
cannot create a separate inputs file.

If you access the Audit Inputs Editor from Default or Current Settings, the check inputs you create or modify
become part of the settings file.

However, if you accessed the Audit Inputs Editor from the Policy Manager, you must import into
Weblnspect the saved file containing your check input modifications. To do so:

1 On the Weblnspect menu bar, click Edit — Default Settings.
2 Under Audit Settings, select Attack Exclusions.

3 Click Import Audit Inputs.

4  Select thefile you created and click Open.

When accessed through the Current Settings or the Default Settings window, Attack Exclusions panel, the
Audit Inputs Editor does not contain a menu bar or toolbar.

Engine Inputs

To create or modify inputs to audit engines.
1 Click the Engine Inputs tab.
2  Click the drop-down arrow.

a Toapply your modificationsto all audit engines, select <Default>. The Default parameters are
extracted from the Webl nspect default Audit Settings - Attack Exclusions.

b To modify inputs for a specific audit engine, select one from the list.
Select an engine input.
4 If you selected one of the following:
»  Excluded Query Parameters
*  Excluded Post Parameters

17
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*  Excluded Cookies

*  Excluded Headers

* Root Directories

a Toaddanitemtothelist, click Add.

b Toedit anitem, select an item and click Edit.

c¢ Todeleteanitem, select theitem and click Remove.

d If you selected a specific engine (rather than Defaults), select one of the following options:

— Merge with defaults - The parameters you specified are added to the Defaultslist, which apply
to al engines.

— Replace defaults - The engine will use the parameters you specified instead of those in the
Defaultslist.

) Note: If you specify a Root Directory, then the engine will attack the object in the directory you
specify, rather than the actual root. For example, if an engine normally attacks filename.txt in
the default root directory rootdir (/rootdir/filename.txt), then if you specify aroot directory of /
foobar/, the engine will attack /foobar/filename.txt.

If you selected one of the following:

e Header Audit Rules

e Cookie Audit Rules

a Unselect the Use value from defaults check box.

b Select an option from the drop-down list.

Click OK (if you launched the Audit Inputs Editor from Weblnspect’s Default or Current Settings) or
click the File menu and select Save or Save As (if you launched the Audit Inputs Editor from the Policy
Manager).

Check Inputs

Certain checks require inputs that accommodate the specific design of the target website. Webl nspect
conducts these checks using default values, which you may need to change.

To create or modify inputs for specific checks.

1

2
3
4

Click the Check Inputs tab.
Select acheck (seelist below).
Enter the requested input values.

Click OK (if you launched the Audit Inputs Editor from Default or Current Settings) or click
File — Save (or Save As, if you launched the Audit Inputs Editor from the Policy Manager).

4719: 1IS Mapping

Microsoft 1S extension handlers historically have been the source of many vulnerabilities. This check
probes for each known 11S extension, and flags a vulnerability for each extension/handler that isfound to be
enabled. However, in certain cases, an extension handler may be legitimately enabled and used by the target
website.

Required Input: One or more extensions that identify the handlers that are legitimately enabled and which
should be excluded. Valid input is printer, idc, idg, ida, htr, htw, stm, shtm, and shtml.
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4721: Admin Section Must Require Authentication

Any area of the website or web application that contains sensitive information or access to privileged
functionality (such as remote site administration) requires authentication before allowing access. This check
attempts to access a sensitive directory that should require authentication. The default check input is/admin.

Required Input: The directory (relative to the root) containing administrative or sensitive data.

4722: logins Sent Over Unencrypted Connection

Any area of aweb application that possibly contains sensitive information or accessto privileged
functionality (such as remote site administration functionality) should utilize SSL or another form of
encryption to prevent login information from being sniffed or otherwise intercepted or stolen.

Required Input: Login forms. The name of file containing login form.

4723: Logins Sent Over Query

Information in query stringsis directly visible to the end user via the browser interface, which can cause
security issues. Recommendations include performing server-side input validation to ensure data received
from the client matches expectations.

Required Input: Login forms. The name of file containing login form.

4724: Password Field Masked

Basic web application security measures include “masking” all passwords entered by a user when logging
on to aweb application. Normally, each character in a password entered by a user isinstead represented with
an asterisk. Recommendations include requiring all password fields in your web application be masked to
prevent other users from seeing this information.

Required Input: The name attribute of input controls containing a password.

4726: Secure Section Only Accessible Via SSL

Any area of the website or web application that contains sensitive information or access to privileged
functionality (such as remote site administration) requires that the pages under the secure section of the site
areonly accessible via SSL.

Required Input: The name of the secure directory, relative to the root. The default is/secure.

47728: Persistent Cookies

Persistent cookies are stored on the browser’s hard drive. This can cause security and privacy issues
depending on the information stored in the cookie and how it is accessed. This check calculates how many
seconds until areceived cookieis set to expire. If the expiration date/time is less than the specified number
of seconds (default: 600), the check considers the cookie's life span to be excessive, increasing the chances
of session ID recovery and session hijacking.

Required Input: The lifetime allowed for cookies (in seconds).
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4729: User supplied data without POST

An area of the web application that possibly contains sensitive information or access to privileged
functionality (such as remote site administration functionality) uses query strings to pass information
between pages. Information in query stringsis directly visible to the end user via the browser interface,
which can cause security issues. The input value for this check is a space-separated list of regular
expressions that are used to identify sensitive URL parameter names when used in GET queries. Generally,
information such as passwords, social security numbers, etc., should not be sent as parametersto GET
gueries, since the GET query (and thus the sensitive information) can persist in web server and proxy logs
and the web browser’s history. You will need to adjust the regular expressions accordingly to specify the
parameter names your application typically uses to denote sensitive information.

Required Input: Sensitive parameter (aregular expression). An exampleis:
p|P]ass(word)? [ulU]ser_A[N[nJame)? [s|S][s|S][nIN]

4731: Script Directory Check

A directory containing an object referenced in a post request or query string should not have a name that
could easily be guessed by an attacker. The primary danger from an attacker discovering this directory
would arise from the information he could gather from its contents, such as what language was used to code
the web application. This check is used to determine if adynamic form action pointsto afile/URL that isin
adirectory whose nameisincluded in thelist.

Required Input: Names of directories containing scripts.

4732: Script File Extension Disclosure

Any area of the website or web application that contains sensitive information or accessto privileged
functionality (such as remote site administration) requires the file extension of all scriptsto be checked as it
may lead to information disclosure related to the technology used by the application. The use of certain
CGl-related file extensions can indicate certain types of technology in use, which resultsin amild
information disclosure. The default list of check input valuesis generally applicable, but some sites may
legitimately use a certain technology (such as Perl) and this check may incorrectly elicit fal se-positive issues
in flagging all Perl extensions (.p!). In such cases, you should remove the legitimate extensions from the list.

Required Input: File extensions of scripts used in the web application (such as cgi, pl, and py).

5151: Arbitrary Remote File Include

This check attempts to discover if the web application can fetch and incorporate data from arbitrary URLs
supplied by an attacker.

Thisisthe most complex check to configure, because its extreme flexibility enables it to work in many
environments and topologies. Basically, the check injects URL values into application parameters,
attempting to force the application to make an HTTP request to the supplied URL. This activity looks for
“remotefileinclusion” vulnerabilities caused by the application attempting to remotely retrieve the specified
filelURL and include the response into the application’s processing. In certain extreme circumstances found
in PHP environments, the application will remotely retrieve the file and execute any PHP script contained
therein, making the activity capable of arbitrary code/script execution.

Check 5151 can operate in two modes: static and server (controlled by the “Audit Mode” parameter).
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Static Mode

You specify the target external URL asthe Static Mode Target URL, and a corresponding regular expression
signature asthe Static Mode Signature. If you want to use external targets, then you should use static mode.
By default, the check uses static mode and the test URL of “http://15.216.12.12/serverinclude.ntml?” which
isaspecia page hosted on an HP web server |ocated on the public Internet at |P address 15.216.12.12. The
signature contains a specific value that is returned by the indicated test URL. If you do not want to use the
HP web server (particularly if the target server cannot access the Internet), then you should adjust the test
URL (and corresponding signature) to a URL hosted by a server. When configuring static mode:

»  Specify afull, absolute URL (i.e., it should begin with “http://").
e For best results, use non-SSL URL s (although SSL URL s are allowed).

* Include aquestion mark (?) at the end of your URL to ensure the URL is not affected if the application
appends additional datato the end of the URL.

Server Mode

In this mode, Webl nspect runsits own web server and attempts to get the target/scanned server to connect to
the Webl nspect scanning system. The added benefit of Server modeisthat it can detect “blind” remote file
inclusion vulnerabilities, resulting in potentially fewer false negatives. To use Server mode, the check
conceptually needs three pieces of information:

Server Mode Target |P -- The | P address the server/target should use to access the host (particularly if the
scanning system’s network P is different than what the server would need to access, due to afirewall or a
multi-homed scanning system). The default value is empty/blank, meaning that it uses the same |P address
ultimately used or determined by the Server Mode Server IP.

e Server Mode Server Port -- The port number to run the listening web server on. Using a specific port
may be necessary due to network/access restrictions. The default value is 8181. If you leave this value
blank, then the Remote File Include engine will dynamically choose a port between 25000 and 25100.

*  Server Mode Server IP -- Thelocal 1P address of the scanning system to bind the web server on, if the
system is multi-homed and/or you do not want to bind the web server listening on thefirst local IP
address. The default valueis“0.0.0.0”, which instructs Webl nspect to use the first available | P address
on the system.

Although the default values fit most configurations, certain circumstances require specific modification.

* If your system has multiple | P addresses (due to multiple network adapters), then you may need to
specify the explicit IP address to bind to (i.e., the one that is most appropriate for receiving requests
from the system you are scanning). You can determine the list of your system’s | P addresses by running
“biconvex” from a Windows command prompt.

» If you are running multiple scans from the same scanning system using server mode, then you should
leave the Server Mode Server Port value blank, causing Weblnspect to dynamically pick the port. This
is because two scans cannot run two separate web servers listening on the same port. One specific port
can only be used by one scan at atime.

* If your system is behind afirewall and you are using port-forwarding to receive the incoming HTTP
requests, or you are on a network that uses NAT, then the | P address used by the server to access your
system will be different from the IP address actually assigned to your system. In this case, you will need
to specify the | P address the target server should use for the Server Mode Target IP.

Required Inputs: Static mode target URL, Audit mode (static or server), Server mode server |P, Server mode
Server port, Server mode target | P, static mode signature (aregular expression)
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5546: Privacy Policy Not Present

This check is associated with Weblnspect’s compliance policies. Many legidative initiatives require
organizations to place a publicly accessible document within their web application that defines their
information privacy policy. If Weblnspect does not find the specified file, it creates avulnerability in the
Best Practices category.

Required Inputs: The relative directory and file name of the privacy policy.

5649: Cross-Site Scripting

Abnormal String List for XSS Engine

This check input defines the list of potentially malicious characters that are often used in Cross-Site
Scripting attack strings. The Weblnspect Cross-Site Scripting engine will use these characters to test any
potential encoding being applied to these characters. The test results will help guide the Cross-Site Scripting
engine in forming the attack strings most likely to lead to a successful injection.

Do Partial Encoding of XSS Attack String

Insecurely designed anti-X SS, blacklist filters can sometimes be bypassed by applying certain encoding
transformationsto the attack string. The type and degree of encoding can affect the success of an attack. This
check input, when set to true, extends the XSS engine behavior to send partially encoded attacks (for
exampl e, %3cscript%3eal ert(1)%3c%2f script%3e) in addition to fully encoded attacks
(%63e%63c%73%643%72%49%70%54%3e%661%6c%65%7 2%74%28%31%629%3c%02f %7 3%43%72%49%
70%54%3€).

5650: Cross-Site Scripting (User Interaction)

Abnormal String List for XSS Engine

This check input defines the list of potentially malicious characters that are often used in Cross-Site
Scripting attack strings. The Weblnspect Cross-Site Scripting engine will use these charactersto test any
potential encoding being applied to these characters. The test results will help guide the Cross-Site Scripting
engine in forming the attack strings most likely to lead to a successful injection.

Do Partial Encoding of XSS Attack String

Insecurely designed anti-X SS, blacklist filters can sometimes be bypassed by applying certain encoding
transformations to the attack string. The type and degree of encoding can affect the success of an attack. This
check input, when set to true, extends the XSS engine behavior to send partially encoded attacks (for
exampl e, %3cscript%3eal ert(1)%3c%o2f script%3e) in addition to fully encoded attacks
(9%636e%63c%73%643%72%49%70%54%3e%061%6C%665%7 2%74%28%31%629%3c%2f %7 3%43%72%49%
70%54%3€).

10044: HTML Tag Injection

Abnormal String List for XSS Engine

This check input defines the list of potentially malicious characters that are frequently used in Cross-Site
Scripting attack strings. The Weblnspect Cross-Site Scripting engine will use thislist to detect any potential
encoding transformations being applied to these characters by the target application. The test results will
help guide the Cross-Site Scripting engine to form the attack strings most likely to discover an injection
flaw.
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10167: Password in Query or Cookie Data

Transmitting password information in a query string or cookie value makes it easy for an attacker to see and
tamper with login values. Recommendations include ensuring that login information is sent with a POST
request over an encrypted connection and that sensitive account information is stored on the server.

Required Inputs;
e Password Field Names - List of Query or Cookie parameter names containing a password.

e Possible Username List - List of Query or Cookie parameter names containing a username.

10183: Allowed Top-Level Domain

Certain organizations (especially branches of the U.S. federal government) must use arestricted set of DNS
top-level domain names (TLDs), such as.gov, .mil, or .fed. This check ensures that al allowed hosts
encountered during the scan use one of the specified TLDs. Most public corporations arbitrarily use any
TLD they desire (.com, .net, .org, etc.); those corporations should either disable this check (preferable) or
change the default values to include .com, .net, and .org (and/or any other appropriate TLDS).

Required Inputs: All allowed top-level domains.

10274: Proxy CONNECT Access

Some proxy servers accept the CONNECT method to make an HT TP connection to another server. Usually,
this method should be restricted to internal use only. If it is not restricted, your server can be used by an
attacker on the Internet to disguise himself as your own server. Thus, any attack will appear to come from
your server. Thistype of vulnerability is usually caused by not properly configuring the proxy server.
Attackers can masquerade as your proxy server when conducting other attacks. Attackers may be able to
accessinternal machinesthrough the CONNECT proxy. This attack can also be used to enumerate your local
network.

This check attempts to treat the target server as a proxy server for SSL requests. The check issues a
CONNECT request to the target server, which essentially asks the server to make a connection to another
external site. You can control which external site is used viathe input values for this check. By default, the
value “https://www.google.com/” is used, causing the server to make an external request to the host
www.google.com on port 443. You may wish to modify this value to point to a more appropriate internal
host. If so:

Use a server that has SSL enabled on the standard SSL port 443, if possible. Some proxies refuse
connections to ports other than 443 due to explicit configuration.

Use the https:// URL format.

If you need to specify aport other than 443, use the normal URL format to specify a port after the host name
(e.g., https://example.com:8443/).

Only the host name and port humber are used; the remainder of the URL isignored.
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10275: Proxy GET Access

This check isvirtually identical to check 10274, except it issues a proxy-qualified GET request to the target
server instead of a CONNECT request. There are many servers that are willing to take a proxy-qualified
GET request and treat it asanormal GET request (ignoring the proxy-specific aspects of the request), soitis
necessary for the check to evaluate the response content to ensure the response is truly from the external
server and not a normal response from the target. That is why check 10275 has two check inputs: one for
specifying the external target host, and one for specifying aregular expression to match against the response
content. By default the check attempts to access “ http://www.google.com/” and looksfor the phrase “ Google
Search” in theresponse. You will need to adjust the check input valuesif you need to use a different external
host or an internal host. You can change the external target simply by adjusting the target check input value,
and then specifying a unique value from the target page as the check input regex value.

e The URL target must begin with http:// or https://. For best results, use http://.

* If you need to specify a specific port other than 80/443, use the normal URL format to specify a port
after the host name (such as http://example.com:8080).

* Unlike check 10274, the target URL you specify for 10275 is used in its entirety; if you specify a
specific page/URL, then that specific page/URL will be requested.

*  Try to select aunique value/phrase from the target URL to use as the response regex value, one that is
not likely to appear elsewhere on the target scanned site; using the value in the <title> tags usually is
sufficient (you can also include the “<title>" tagsin the regex value itself).

*  Remember to properly escape any regex-specific metacharacters (periods, parentheses, etc.).

*  The check does not follow redirects (HTTP 302 responses), so you will need to specify an explicit final
URL destination.

Required Inputs: Proxy GET target and Proxy GET target response (regular expression).

10280: Price-Related Form Fields

Forms containing price-related field names could harbor price manipulation vulnerabilities that would allow
the attacker to change the price of the product.

Required Inputs: Names of price-related fields.

10287: Local File Include

Mode

The Mode parameter relates to the platform assumptions made by the engine. The default Mode value, Auto,
causes the engine to look for both “c:\windows\win.ini”, “c:\boot.ini” (Windows) and “/etc/passwd” (Unix)
files and to use both Windows and Unix parent directory references accordingly. If the engine gets a visual
response that explicitly indicates the underlying platform (Windows vs. Unix), it will automatically switch
to using only the values for the appropriate target platform for the remainder of the auditing for that
application parameter value. If you already know what the underlying platform is before you scan (that is,
Windows vs. Unix), you can change the mode to Windows or Unix, which can save scan time since it
reduces the number of values that need to be sent. At thistime the engine does not support platforms that do
not use a Windows (“\") or Unix (“/”) path separator.
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User-Specitied File

If you want to use a specific target file, specify it here. There are occasions when the default file name values
(“c:\windows\win.ini”, “c:\boot.ini” and “/etc/passwd”) may not work in your environment. For example,
your web application can be hosted on a Windows drive other than ‘C:’, or your web application could be
operating out of a Unix chroot environment. In both cases, parent directory references will not be able to
locate the specified target files even if avulnerability does exist. For this situation you should either use an
existing filethat isin theroot directory of the same drive/chroot of the web application, or explicitly create a
text filein the root directory of the drive/chroot used by your web application and place a unique value
inside the text file. Then you inform the LFI engine to look for your specific file by setting the UserOnly
mode option, and specifying the absolute path to your target file in the User Specified File check input. You
will also need to specify a corresponding User Specified File Regex check input value; the regex value
should uniquely identify/match the contents of your specified file while not matching any content typically
found on the scanned website. You can also select the UserAndAuto mode, which would let you specify a
file and still use the default “ c:\windows\win.ini” and “/etc/passwd” values.

User-Specified File Regex

If you use a specific target file, enter aregular expression that matches the contents of that target file.
Audit Disposition

The Audit Disposition parameter default value Adaptive treats web application parametersin one of two
ways: parameters with existing values that resembl e file names receive significant (aggressive) scrutiny,
while all other parameters receive basic scrutiny. The premise isthat if the parameter has a value that
resembles a filename, then there is a higher likelihood that the value is used in afile system operation;
because of that higher likelihood, it makes sense for the engine to try more variations (particularly minor
variations) to ensure that is not the case. However, trying additional minor variations can extend scan time,
because it results in more attacks to be sent. That iswhy the Adaptive disposition tries to determine when it
seems appropriate to spend the extra effort in auditing a particular parameter. However, if you desire the
utmost level of scrutiny for all parameters, change the Audit Disposition value to Aggressive.

Suspicious Parameters

All the QUERY and POST parameters whose names match the patterns specified in this check input will be
considered to have a higher likelihood of being vulnerable to Local File Inclusion (LFI) attacks and hence
will be subjected to exhaustive testing.

Score on Error Message

By default when aLocal FileInclusion (LFI) attack resultsin an HT TP error status code, the LFI engine will
not report the finding. Occasionally, however, an error message could be masking areal vulnerability. To
ensure that such potential scenarios are reported, set this check input value to true.

10551: Possible Username or Password Disclosure

Exposing login information on publicly accessible sections of aweb Application could allow an attacker to
access sensitive applications and information on a site, or to perform functions according to the privilege
level of the login information. Gaining information critical to the success of escalated attacks would also be
alikely impact of exploitation. Recommendations include purging the information from publicly accessible
content, if possible, or otherwise ensuring proper access controls are in place.

Required Inputs;
»  Password field names - Names of client-side script variables containing a password.

*  Possible Username List - Names of client-side script variables containing a username.
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10940: Persistent Cross-Site Scripting (XSS)

Abnormal String List for XSS Engine

This check input defines the list of potentially malicious characters that are often used in Cross-Site
Scripting attack strings. The Weblnspect Cross-Site Scripting engine will use these characters to test any
potential encoding being applied to these characters. The test results will help guide the Cross-Site Scripting
engine in forming the attack strings most likely to lead to a successful injection.

10962: Blind SQL Injection (confirmed)

One of the several techniques used by the SQL Injection engineisto force the application to execute atime
intensive query. By analyzing the time taken by the application to return aresponse, the engine can detect if
the Webl nspect-supplied query was successfully injected.

Databases To Exclude

Weblnspect is capable of detecting SQL injection vulnerabilities in applications using DB2, Microsoft SQL
Server, MySQL, Oracle, PostgreSQL , and Informix. If the database server used by the application is known,
tests against the remaining database servers can be disabled using this check input to reduce the scan time.

SQL Query Time

To conduct time-based SQL injection tests, a noticeable difference between the application’s response time
against normal requests and that against attack requests should exist. If the normal responsetimeisknown to
be high or fluctuate considerably, this check input can be used to increase the delay that the SQL injection
engine introduces viathe SQL attack queries by selecting the Heavy Query option. Thiswill ensure that
even for slow responding applications that are vulnerable to SQL injection, the forced delay will result in an
even slower response.

10963: Cross-Site Request Forgery

Cross-Site Request Forgery (CSRF) is an attack that forces an end user to execute unwanted actions on a
web application in which he/she is currently authenticated. With alittle help of social engineering (like
sending alink via E-mail/chat), an attacker may force the users of aweb application to execute actions of the
attacker’s choosing. A successful CSRF exploit can compromise end user data and operation in case of
normal user. If the targeted end user is the administrator account, this can compromise the entire web
application.

Criteria for identifying Cross-Site Request Forgery (CSRF)
e Thischeck isonly run against POST requests.

»  The page must be either alogin page or a page in restricted session (i.e., an authenticated session).

Note: To avoid testing every POST request made during authenticated sessions, the check is run against
aURL onetime. This means that forms with multiple parameters will be tested one time only and not
multiple times like a cross-site scripting or parameter injection check.

*  The pageisnot are-authentication page. Thisisto avoid cases where a user is asked to either change a
password or provide a password when already in an authenticated session. A re-authentication pageis
not CSRF vulnerable.

»  The page does not contain CAPTCHA. A CAPTACHA pageis not vulnerable to CSRF.
» Thepageisnot an error page or an invalid page from the server.

Check inputs are used as heuristics to help the CSRF agent refine detected results. There are a number of
criteriaused for CSRF detection that help to avoid false positives.
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Required Inputs

Password field names - Thisfield is used to help identify login pages. The matches are string matches.

Possible Username List - Thisfield isused to help identify login pages. The matches here are string
matches.

Optional Inputs

CSRF Request Black List - Thisfield isused to identify pagesthat are NOT to be flagged as vulnerable
to CSRF. Matching values are identified for the name values in POST parameters.

CSRF Response Black List - Thisfield isused to identify error pages or invalid pages. The default value
hereisacombination of two regular expressions and also a string value (CAPTCHA). Matching values
are identified on the response body.

CSRF Response White List - Thisfield is used to elevate the risk associated with this vulnerability for
specific pages. By default, CSRF findings are a Medium severity. A match for valuesin thisfield will
result in the finding being rated as a High severity. Matching values are identified in the response body.

10965: User Data in Query or Cookie

Transmitting password information in aquery string or cookie value makesit easy for an attacker to see and
tamper with login values. Recommendations include ensuring that login information is sent with a POST

request over an encrypted connection and that sensitive account information is stored on the server.
Required Inputs:
e Password Field Names - List of Query or Cookie parameter names containing a password.

Possible Username List - List of Query or Cookie parameter names containing a username.

11201: Session Fixation

Audit Inputs Edifor

Password field names

List of Query or Cookie parameter names containing a password.

Possible Username List

List of Query or Cookie parameter names containing a username.

WellKnownSessionTokens

List of application parameters that have a high likelihood of containing authentication session-related
information (for example, PHPSESSID).
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11269: Persistent Cross-Site Scripting

Abnormal String List for XSS Engine

This check input defines the list of potentially malicious characters that are often used in Cross-Site
Scripting attack strings. The Weblnspect Cross-Site Scripting engine will use these charactersto test any
potential encoding being applied to these characters. The test results will help guide the Cross-Site Scripting
engine in forming the attack strings most likely to lead to a successful injection.

Do Partial Encoding of XSS Attack String

Insecurely designed anti-X SS, blacklist filters can sometimes be bypassed by applying certain encoding
transformations to the attack string. The type and degree of encoding can affect the success of an attack. This
check input, when set to true, extends the XSS engine behavior to send partially encoded attacks (for
exampl e, %3cscript%3eal ert(1)%3c%o2f script%3e) in addition to fully encoded attacks
(9%636e%63c%73%643%72%49%70%54%3e%061%6C%665%7 2%674%28%31%629%3c%2f % 73%43%72%49%
70%54%3€).

11270: Persistent Cross-Site Scripting (User Interaction)

Abnormal String List for XSS Engine

This check input defines the list of potentially malicious characters that are often used in Cross-Site
Scripting attack strings. The Weblnspect Cross-Site Scripting engine will use these characters to test any
potential encoding being applied to these characters. Thetest results will help guide the Cross-Site Scripting
engine in forming the attack strings most likely to lead to a successful injection.

Do Partial Encoding of XSS Attack String

Insecurely designed anti-XSS, blacklist filters can sometimes be bypassed by applying certain encoding
transformationsto the attack string. The type and degree of encoding can affect the success of an attack. This
check input, when set to true, extends the X SS engine behavior to send partially encoded attacks (for
example, %3cscript%3eal ert(1)%3c%2f script%3e) in addition to fully encoded attacks
(%63e%03c%73%43%72%49%70%54%3e%661%6c%065%72%74%628%31%29%3c%02f % 73%43%72%49%
70%54%3¢€).

11277: Mobile Attack Surface Enumeration

Mobile User Agents

Each individual user agent string specified in this check input, when included in an HTTP request, will
indicate to an application that the HTTP requests are originating from a mobile device. This behavior will
allow Webl nspect to discover additional attack surface that is exposed by an application only whenitis
accessed over amobile device.
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11287: Session Token Discovery

WellKnownSessionTokens

List of application parameters that have a high likelihood of containing authentication session-related
information (for example, PHPSESSID).

SessionTokenIncludelist

List of application parameters and cookie parameters with a high likelihood of containing authentication
session-related token values.

SessionTokenExcludelist

List of application parameters and cookie parameters that should not be treated as session-related values.

CrawlingLevelsToSearchForStateful Cookies

This check input allows you to achieve an acceptable balance between audit coverage and the scan
performance by controlling the crawl depth and in turn the number of discovered URLsto test. A higher
number will increase the attack surface to be tested and hence will result in longer scans.

11293: Missing Cross-Frame Scripting Protection

Password Field Names

List of Query or Cookie parameter names containing a password.

Possible Username List

List of Query or Cookie parameter names containing a username.

11307: Reliance on X-Content-Type-Options

Low Privilege Content Sniffing Triggers

This check input lists values indicative of response content that is considered to be highly susceptible to
insecure treatment by web applications as well as web browsers. HTTP responses with the Content-Type
header values matching one of more of the listed strings could be exploited by attackers to potentially bypass
file upload filters and serve malicious content to the users.

11327: Local File Inclusion (Tomcat)

Suspicious Parameters

All the QUERY and POST parameters whose names match the patterns specified in this check input will be
considered to have a higher likelihood of being vulnerable to Local File Inclusion (LFI) attacks and hence
will be subjected to exhaustive testing.
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11331: Ruby XML YAML Remote Code Execution

Aggressive Audit

To perform an exhaustive audit of the application, set thisinput to 1. When set to avalue of 1, the input will
force the engine to audit every single URL path crawled on atarget host and port. By default, the engineis
set to audit once per host and port configuration.

11349: Fortify Agent Probe Engine

Fortify Agent Suggestion Compatible Categories

This check input defines all the categories supported by the Weblnspect Agent’s active mode.

11351: Mobile Sensitive Information Disclosure Over HTTP

Sensitive information in mobile requests
Request content that successfully matches against these patterns will be assumed to contain highly sensitive
material and will result in afinding if the request is being transmitted over an insecure channel.

11352: Information Leakage via BREACH Vulnerability

The BREACH attack exploits the peculiar behavior of an application configured to transmit information
over SSL/TLS connections while using the Gzip compression algorithm to reduce the size of the transmitted
content. Through the analysis of this behavior, an attacker can extract sensitive information from the
application’s response content.

Classified Information Indicators

This check input lists the keywords and patterns to be matched against form input names and JavaScript
code snippets to identify presence of classified information within response text that needs to be protected
against theft while in transit.
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3 Compliance Manager (Weblnspect Only)

About the Compliance Manager Tool

Weblnspect employs an extensive arsenal of attack agents designed to detect security flaws in web-based
applications. It probes your system with thousands of HTTP requests and eval uates each individual
response. This session-based scan reports each vulnerability, pinpoints its location in the application, and
recommends corrective actions you should take. It is, basically, a quantitative analysis of your system.

Weblnspect can aso perform a qualitative analysis by grading how well your application complies with
certain government-mandated regulations or corporate-defined guidelines. For example, the Health
Insurance Portability and Accountability Act (HIPAA) requires healthcare providers using web-based
applications to provide “ procedures for creating, changing, and safeguarding passwords.” With Webl nspect,
you can assess your application and then generate a Compliance Report that measures how well your
application satisfies this HIPPA rule.

How It Works

You create a compliance template that associates requirements with one or more attack agents or
vulnerahilities. For example, you might include the statement (or question) “The application will not use any
"hidden’ fields.” The attack agent that tests for compliance to this requirement is Hidden Form Value, ID
#4727 (which is one of the agents in the General Text Searching group).

Compliance templates are completely flexible. You can enable or disable individual requirements. You can
also modify requirements by adding or removing attack agents or threat classes. For maximum flexibility,
you can even create your own agents and associate them with a user-defined requirement.

Weblnspect includes sample compliance templates that you can edit to fit your company’s specific
requirements.

Creating a Compliance Template

To create a compliance template.
1 On the Weblnspect menu bar, click Tools — Compliance Manager.

The Compliance Manager window opens, displaying the outline of a new template.

& Compliance Manager,

File  Help

D Mew [ 7Open . |

=l Compliance Description
New Compliance Template

< Click here ko add a new cakegory, .. =
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Click the phrase “New Compliance Template.”
The Compliance Manager creates an editing areain the lower half of the window.

In the editing area, replace the phrase “New Compliance Template” with a description of the template
you are creating (“HIPAA” in this example).

a Compliance Manager

File  Help
] Mew [ 5 Open HSava |

=] Compliance Description
HIPAA

<(lick here to add & new category... =

Compliance Description =

Description:  |Hipaa|

Mew Compliance Template

Click the phrase “<Click here to add a new category...>.”

In the editing area, enter the name and description of the new category. In this example, the nameis
“Password Protection” and the description is“Maintain security during entry and transmission of
passwords.”

a Compliance Manager

File  Help
] Mew [ Open H Save |
[=] Compliance Description
HIPAA
Password Protection

=(lick here ko add a new category...>

Compliance Category |

Marme: |Passw0rd Protection |

IMaintain security during entry and transmission of passwords.|

Drescription:

MNew Compliance Template

Click the plus sign [ to expand the node labeled Password Protection.
Click the phrase “<Click here to add a new question...>.”
Click the phase “New Question.”

The editing area displays tabs allowing you to create a question related to the category “ Password
Protection.”
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In the Question area, type a question related to the category. This example asks the question, “Is each

character of entered password displayed as an asterisk?’

@ — = |
a Compliance Manaper |'._||'E|E|
File  Help

] New | = Open HSave |

[=l Compliance Description
HIPAA

=l Password Protection

Is each character of entered password idsplayed as an asterisk?

=Click here to add a new question...=
<lick here to add a new category... =

Edit Question T Threat Classes ]’ Vulnerabilities I Custom Checks &Agents ]

Cakegory: | Password Protection w |

Question: |15 each character of entered password idsplayed as an asterisk?|

Cormment:

[] Include Broken Links [ Include External Links

Mews Compliance Template

10 You can associate this question with threat classes, vulnerabilities defined by HP, or a custom check or
agent that you previoudly created. For this example, click the Vulnerabilities tab and then click Add By

ll

ID.

You can aso select avulnerability and click EI to includeit in the Selected Vulnerabilities section

for this question.

On the Add Check By ID window, enter 4724 and click OK. [4724 is the ID number of the “Password

Field Not Masked” check.] Note: You can add multiple IDs (one per line).

The check you specified appearsin the Selected Vulnerabilities area

& Compliance Manager

File  Help
[ Mew [ Open o Save |

[=] Compliance Description
HIPAA

[=l Password Protection

Is ech character of entered password displayed as an asterisk?

<(lick here to add a new guestion... =
<Click here to add a new cateqary... >

Edit Question ]’ ThreatC\assy/ Vulnerabilities ]’ Custom Checks & Agents ]

CheckID' Mam| Pass If Detected | Exclude
el m | m

FTGatePro Information D
.j Hassan Shopping Cart sh B
€ iFlanet Administration Art

€9 Divine Cankent Server Cr

Password Field Masked (¢
() Hidden Form value (4727 «
4 | ¥

Mew Compliance Template

Compliance Manager (Weblnspect Only)
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12 The Selected Vulnerabilities area contains two check boxes:

* Pass If Detected—Select this option if the check is designed to confirm an attribute that
contributes to application security. You might use thisif, for example, you develop a custom check
that checks for the existence of afile (such as Privacy Policy.html) that is part of your compliance
program.

*  Exclude—Select thisoption if you add a group of checks, but want to exclude specific ones.
In this example, do not select either check box.

13 Continue adding threat classes, vulnerabilities, or custom checks until you have included all that
sufficiently test your application for the compliance question.

14 Create additional questions and categories using the above procedures until the compliance templateis
complete.

15 Click Save.

Usage Notes

To rearrange categories or items, select an item and click Move Up or Move Down.

To insert categories or items, you can aternatively right-click a category/question and select Insert from the
shortcut menu. Theitem will be inserted above the selected item.

You can add an HTML link to any description or question, as depicted in the following illustration.

Mame: ?Password Protection

IMaintain security during entry and transmission of passwords.

vy pekools. comfouides/password)|

Description:

Testing for Compliance

To test your website for compliance:
1 Create acompliance template.
2  Scanyour website.

w

On the Webl nspect Start page, click Generate a Report.

The Generate a Report window appears.

If the scan datais stored in a different database, click Change DB and then select a database.
Select a scan (designated by name, URL, or IP address).

Click Next.

Select Compliance.

0 N O 0 A~

If you want to produceindividual reports on separate tabs (rather than combining all reports on onetab),
select Open Each Report in a Separate Tab.

9  Select either Adobe PDF or HTML as the report format.
Adobe Reader 7 or newer is required to read reportsin portable data format (pdf).
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10 Specify acompliance template. You can select a default template from the list, click the browse button

L] to browse for templates you have created, or open the Compliance Manager and create a custom
template.

11 Click Finished.

12 After Weblnspect generates the report and displays it on atab, you can save areport by clicking the
Save Report icon on the toolbar.
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4 Cookie Cruncher

About the Cookie Cruncher Tool

The Cookie Cruncher analyzes cookies to determine the rel ative ease with which an attacker could predict or
determine the value of a session ID generated by a server and delivered to a client via a cookie.

Background

The web's Hypertext Transfer Protocol (HTTP) is stateless, meaning that each communication is discrete
and unrelated to those that precede or follow. Because there is no continuity inherent in the protocol,
application designers introduced the concept of “session.” A session isdefined as al activity by a user with
aunique | P address on awebsite during a specified period of time. When a user logs into an application, a
session is created on the server to maintain the state for other requests originating from the same user.

Each session has a unique identifier (session ID). This text string is transmitted between the client and the
server, and may be stored in cookies, URLS, or hidden fields of web pages. One problem with session IDs,
however, is that many websites generate them using algorithms based on easily predictable variables, such
astime or |P address. This predictability makes the websites vulnerable to session hijacking.

Session hijacking involves an attacker using session I Ds to seize control of alegitimate user’s session while
that session is still in progress. The attacker can then gain complete access to the user’s data, and can
perform al operations that are normally available to the legitimate owner of the session.

Using the Cookie Cruncher

To use the Cookie Cruncher:

1 Inthe URL box, enter the URL of the site you want to test.
If you are using the Cookie Cruncher to examine asite you have scanned with Webl nspect, follow these
steps:

a Inthe Weblnspect navigation pane, click the cookiesicon . All HTTP responses
containing a“ Set-Cookie:” header are listed in the information pane.

b Double-click one of the listed responses.
¢ Click Request.
d Copy thereguest and paste it into the Cookie Cruncher’s Request area.

2 Inthe Sample box, enter the number of requests the Cookie Cruncher should send to the server
(expecting a cookie to be returned). A higher number of samplesincreases processing time, but
produces more reliable result; a minimum of 100 is suggested.

3 Click Sample.

As cookies are collected, the Cookie Cruncher organizes them into atree hierarchy displayed in the
vertical pane on the left side of the window.
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4  Click acookieinthetree hierarchy to analyzeit. If subcookies are found, the Cookie Cruncher modifies
the tree hierarchy; click the plus sign E to expand the level. Repesat as necessary.

5 Toview the analysis, select a cookie or subcookie and click the various tabs.

6 To savethe sampled cookies for future analysis, click File — Save.

Cookie Cruncher cannot open and display a saved cookie file (.sck) if it contains fewer than
four cookies.

St Cooke Crunk: §s
Salookam Thunk: 1
Delrriad Sagrmen |
Diederbad Sagrent 2
Dledmesd Segmen ]
Diadrritad Sagrant &
Dilrmited Sagrmen 5
Diederiad Sagrmen &
Delmied Sogmen
Dedmied Saprmenl

B Help
LAL: | hiip: Haswes gongleme com =] Gamche [100 Sampie I
Flespanst
GET /HITPALD
F0EE MWW JOOGRIER G0
LkierAegent: Monllald () [eomgatbie: MSIE 5 01 Wirsdewr: HT 50
Cornscton Ccce
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Cookins | Character Sets | Chr Fosq | Mandommess | Predictabily | Disk Plot | $esinga |
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Stk Drunk. L= I0=3EcLB4LIIETAS EOD: TH= 1114700 766 : 5=l T0qi4ETIcOIRgzH

iF=ffaT4Ebl PR R LIS TR=1114708
B335 FabE0TEI ThiEe: TH=11 14708
10=0a? 2 80-3013Thchl: TH=1114700
IE=IatEplFEaTAI N0 TR=11 14708
Ib=ifa20b b4 R IZH0: TH=111
Ib=Saccci ¥l ffE4d fhh - TH=,
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1107 Takklal (RS TH=111
M4 eledlal??: TH=1114700°
B-= Al SETe 00 Leaad 34: Ti= 1104700
IE=TI4TEART fRadiadd; TH=11 14704
ID=adeBa5IL 0S4 cHf - TH= 1114700
529 FRAbE A pEd I TE: TH= 1104700
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Subcookies

Subcookies are either portions of cookie values that are common to many cookies, or interpreted values.

When the same string of characters appears in multiple cookies, you can choose that as a subcookie. The
recurring expression will be eliminated from the cookies that contain it, and those cookies will be
re-analyzed. The portion that is removed (the recurring expression) is called a“ subcookie crumb.”

In the following sample, “086-" would be detected as a recurring expression:

086-1123
086-1127
087-6281
086-1132
088-0518
087-6282

Analysis of those cookies containing the recurring expression (1123, 1127, 1132) would revea the (most
likely) incrementing cookie values that were interleaved with values from some other source.

If the detected character set of a sample consists of just 10 characters (Q-Z), these characters could possibly
represent the digits 0-9. Choosing the re-encode option would run the cookies through an appropriate
decoder algorithm (base-10, base-16, base-64, etc.) and re-analyze the cookies.

The “Delimited Segment” option(s) allow you to select the delimited portions of cookies. For example, the
following subcookies contain four delimited segments.
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SELF:1093617188:1093617188:1093617188
SELF:1093617191:1093617191:1093617191

SELF:1093617192:1093617192:1003617192
I B B

—
L |— Segment 4
Segment 3
Segment 2

Segment 1

To analyze the second segment of all subcookies, you would click the Select Subcookie list and select
Delimited Segment 2.

Cookie Cruncher Tabs

Use the Cookie Cruncher tabs to analyze the sampled cookies. The tabs are:

Cookies
Character Sets
Char Freq
Randomness
Predictability
Disk Plot

Cookies Tab

Thistab lists al cookies received from the server. You can view them either in plain or grid format by
clicking the appropriate button.

Character Sets Tab

Thistab displays the character set used to format the cookie:
A = aphabetic character (letters A-Z)

N = numeric character (numbers 0-9)
H = hexadecimal character (O-F)
T=TextA-Z,az

| = Illegal (anything else)
D = delimiter

Char Freq Tab

Cookie Cruncher

Thistab displays a graph showing the number of times each ASCII character appeared in the total sample of
cookies. A pale blue dot indicates an ASCII character whose number of appearances equals the number of
cookies. A highlighted character indicates that it may be adelimiter (which isusually a character such asa
comma, colon, or semicolon, but could also be something unusual such as“Z”).
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Randomness Tab

Thistab attempts to differentiate between random and non-random portions of cookies, based on the sample
obtained.

Use the Grid view to illustrate the analysis of each column. The color key is:

Red = No randomness (or very little)
Orange = Somewhat random
White = Random

The top row of the grid indicates the numeric position of each character.

The second row displays, for each character position, a number representing the relative randomness of the
character. Thisis actually the average number of bits that change per column from one cookie to the next.

Use the Graph view to illustrate the randomness level in a graphic format. The dashed green line represents
the optimum (best practice) level of randomness. The red line represents the randomness of the cookiesin
the sample. In awell designed cookie, the red line should follow the green line. When the graph view is
selected, you can save the graph (in BMP, GIF, PNG, or JPG format) using the Save Graph command in the
File menu.

Predictability Tab

The Cookie Cruncher analysis produces a correlation value ranging from 0 to 1 and displaysit at the top of
the graph. A low value indicates that cookie generation is more random; a higher value indicates greater
predictability.

The value of each cookieis plotted (on the Y axis) against the time the cookie was received (on the X axis).
A scattered distribution indicates randomness, whereas a pattern approaching a line indicates predictability.

If the correlation is .9 or greater, the graph displays the header “Incrementing Cookie Values’ or
“Decremented Cookie Values’ and draws a“best fit” line.

Only decimal or hexadecimal values can be plotted.
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Disk Plot Tab

This graph plots a cooki€e's value against the sine and cosine functions. When random data s plotted, the
points are evenly distributed around the plotting area. Only decimal or hexadecimal values can be plotted.

Disk Point Plot

Cookie Cruncher Settings

To modify the Cookie Cruncher settings:
1 Click Edit — Settings.

2  Select either the General, Authentication, or Proxy category and enter the settings described in the
following sections.

3 Click OK.

General

Thread Count

Specify the maximum number of threads that can be created. The Cookie Cruncher can be configured to
send up to 75 concurrent HT TP requests before waiting for an HTTP response to the first request. The
default setting is 10. Increasing the thread count will increase the speed of the process, but might also
exhaust your system resources as well as those of the server you are scanning. While most servers can
handle alarge number of requests, serversin devel opment environments sometimes have licensing
limitations that allow only five or fewer users to be connected at a single time. In such cases, you should
reduce the thread count to be less than 5.
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Socket Timeout

Specify the maximum number of open sockets permitted. A higher number of open socketsresultsin afaster
process. However, a setting that exceeds a server’s threshold may result in false positives.

If the Cookie Cruncher runs on Windows X P with Service Pack 2 (SP2), the number of open sockets should
be set to 10.

Custom Delimiters

The Cookie Cruncher interprets certain characters (such as/.-1,:;=) as delimiters. In some cases, you may
want to substitute your own list. For example, a cookie having a value of “ABC123456-C:Program”
contains two default delimiters — a dash (-) and a colon (:) — and would therefore be split into three parts.
However, if you specify only the dash as a delimiter, the cookie would be split into just two parts.

The user-specified list, if present, will cause an extra subcookie type to appear in the tree, in addition to the
regularly parsed subcookie types. The subcookie item may not appear when the number of cookies having
the delimiter(s) isless than 10 percent of the total cookie sample.

To create alist of custom delimiters, select the Parse with Custom Delimiters check box and then enter one
or more delimitersin the Characters box.

Authentication

Authentication Method

If authentication is required, select atype from the Authentication list:

Authentication Description

Automatic Allow the Cookie Cruncher to determine the correct authentication type. Note
that automatic detection slows the scanning process. If you know and specify
one of the other authentication methods, scanning performance is noticeably

improved.

HTTP Basic A widely used, industry-standard method for collecting user name and
password information. The web browser displaysawindow for auser to enter
apreviously assigned user name and password. |f the web server verifies that
the user name and password correspond to avalid user account, a connection
is established.

The advantage of Basic authentication isthat it is part of the HTTP
specification and is supported by most browsers. The disadvantage is that
web browsers using Basic authentication transmit passwordsin an
unencrypted form. By monitoring communications on your network, an
attacker can easily intercept and decode these passwords using publicly
available tools. Therefore, Basic authentication is not recommended unless
you are confident that the connection between the user and your web server is
secure.

NT LAN Manager NTLM is an authentication process used by all members of the Windows NT
(NTLM) family of products. It uses a challenge/response process to prove the client’s
identity without requiring that either a password or a hashed password be sent
across the network.

Use NTLM authentication for servers running 11S.
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Authentication Credentials
Typeauser ID inthe User name box and the user’s password in the Password box. To guard against
mistyping, repeat the password in the Confirm Password box.

Proxy

Use these settings to access the Cookie Cruncher through a proxy server.

Direct Connection (proxy disabled)

Select thisoption if you are not using a proxy server.

Auto detect proxy settings

Use the Web Proxy Autodiscovery (WPAD) protocol to locate a proxy autoconfig file and configure the
browser’s web proxy settings.

Use Infernet Explorer proxy settings

Import your proxy server information from Internet Explorer.

Use Firefox proxy settings

Import your proxy server information from Firefox.

Configure a proxy using a PAC file

Load proxy settings from the Proxy Automatic Configuration (PAC) filein the location you specify in the
URL box.

Explicitly configure proxy

Configure a proxy by entering the requested information.

1 Inthe Server box, type the URL or IP address of your proxy server, followed (in the Port box) by the
port number (for example, 8080).

2  Select aprotocol for handling TCP traffic through a proxy server: SOCK $4, SOCK S5, or standard.

3 If authentication is required, select atype from the Authentication list. For information on the
authentication types available to you, see Authentication Types on page 44.

4 If your proxy server requires authentication, enter the qualifying user name and password.

5 If you do not need to use a proxy server to access certain IP addresses (such asinterna testing sites),
enter the addresses or URL s in the Bypass Proxy For box. Use commas to separate entries.
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Authentication Types

The following table lists the avail able authentication types:

Authentication | Description

HTTP Basic A widely used, industry-standard method for collecting user name and password
information. The Web browser displays awindow for a user to enter a previously
assigned user name and password. If the Web server verifies that the user name and
password correspond to avalid user account, a connection is established.

The advantage of Basic authenticationisthat it is part of the HTTP specification andis
supported by most browsers. The disadvantage is that Web browsers using Basic
authentication transmit passwords in an unencrypted form. By monitoring
communications on your network, an attacker can easily intercept and decode these
passwords using publicly available tools. Therefore, Basic authentication is not
recommended unless you are confident that the connection between the user and your
Web server is secure.

NT LAN NTLM isan authentication process used by all members of the Windows NT family of
Manager products. It uses a challenge/response process to prove the client’s identity without
(NTLM) requiring that either a password or a hashed password be sent across the network.

Use NTLM authentication for serversrunning |1S.

Kerberos Kerberos uses the Needham-Schroeder protocol asits basis. It uses atrusted third
party, termed a Key Distribution Center (KDC), which consists of two logically
separate parts: an Authentication Server (AS) and a Ticket Granting Server (TGS).
The client authenticates itself to AS, then demonstrates to the TGS that it is authorized
to receive aticket for a service (and receivesit). The client then demonstratesto a
Service Server that it has been approved to receive the service.

Digest The Windows Server 2003 operating system implements the Digest Authentication
protocol as a security support provider (SSP), adynamic-link library (DLL) that is
supplied with the operating system. Using digest authentication, your password is
never sent across the network in the clear, but is always transmitted as an MD5 digest
of the user’s password. In this way, the password cannot be determined by sniffing
network traffic.

Automatic Allow the Web Form Editor to determine the correct authentication type. Note that
automatic detection slows the scanning process. If you know and specify one of the
other authentication methods, scanning performance is noticeably improved.

Negotiate If both the server and client are using Windows 2000 or later, K erberos authentication
isused. Otherwise, NTLM authentication is used. This method is aso known as
Integrated Windows authentication.

HTTPS Proxy Settings

For proxy servers accepting HTTPS connections, select Specify Alternative Proxy for HTTPS and provide
the requested information.
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5 Encoders / Decoders

About the Encoders/Decoders Tool

Thistool allows you to encode and decode values using Base64, hexadecimal, MD5, and other schemes.
You can aso encode a string into a Unicode string and use special charactersin URL construction. During
the analysis of your scan results, when you encounter a string that you suspect isin an encoded or encrypted
format, you can simply copy the string, paste it into the Encoders/Decoders tool, and then click Decode.

£* Encoders/Decoders
Ble Edit Help
= |L—;))Encode (€)Decode. | Encoding: ROT 13 =

Text Encoding Character Set

1234587830 Select By
(O Character Set Name (® Display Name

L";’=a'esten1 European {(Windows]) v1
‘Westem European {(Windows)

Character Set "Windows-1252"
Code Page 1252

Hex Display

|31 3233034010 36 3F-380 39 30

| [ Prefied {Bez5)

Length: 10

Encoding a String

To encode a string:

1 Type (or paste) a string into the Text area, or load the contents of afile by selecting File — Open.
2  Select an encoding character set using either the Character Set Name or the Display Name.

3 Select acipher type from the Encoding list. For more information, see Encoding Types on page 46.
4

If necessary, type akey in the Key box. When avalid key is entered, the Encode and Decode buttons
become enabled.

5 Click Encode.

The Text area displays the encoded string; the Hex Display area displays the hexadecimal value of each
character in the encoded string (formatted in the character set that you select).
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Decoding a String

To decode a string:

1
2
3
4

5

Type (or paste) a string in the text area, or load the contents of afile by selecting File — Open.
Select an encoding character set using either the Character Set Name or the Display Name.
Select a cipher type from the Encoding list.

If necessary, type akey in the Key box.

Click Decode.

You can also use Webl nspect’s encoding and decoding capabilitiesin the HTTP Editor. Right-click while
editing a session to access encoding and decoding options.

Manipulating Encoded Strings

The encoded form of a string may contain characters that are non-printable. This often occurs when using a
hash-based encoding scheme or any encoding scheme that requires akey. Since non-printable characters
cannot be copied to the Windows clipboard, you cannot simply copy from or paste into the Encoder/
Decoder. However, there are three methods you can use to work around this limitation:

Save the encoded string to afile and, when you want to decode it, select File — Open to load it into the
Encoder tool. Then decode it using the original method and (if applicable) key.

Also, after encoding the string using the chosen encoding method and key, you can encode the resulting
string using the base 64 method; then copy the string to the clipboard, paste the clipboard contents,
decode using base 64, and decode again using the original method and (if applicable) key.

Encoding Types

The Encoder/Decoder allows you to select the encoding types described bel ow.

3DES isamode of the DES encryption algorithm that encrypts data three times (the string is encrypted,
then the encryption is encrypted, and the resulting cipher text is encrypted a third time). The key must
be 128 or 192 bits (16 or 24 characters).

Base64 encodes and decodes triplets of 8-bit octets as groups of four characters, each representing 6 bits
of the source 24 bits. Only characters present in all variants of ASCII and EBCDIC are used, avoiding
incompatibilitiesin other forms of encoding.

Blowfish is an encryption algorithm that can be used as a replacement for the DES algorithm.

DES (Data Encryption Standard) is awidely-used method of data encryption that can use more than 72
quadrillion different private (and secret) encryption keys. Both the sender and the user must use the
same private key.

HEX is hexadecimal.
MD5 produces a 128-bit “fingerprint” or “message digest” of whatever data you enter.

RC2 isavariable key-size block cipher designed by Ronald Rivest. It has ablock size of 64 bitsand is
about two to three times faster than DES in software.

RC4 isastream cipher designed by Ronald Rivest. It is a variable key-size stream cipher with
byte-oriented operations. Used for file encryption in products such as RSA SecurPC and also used for
secure communications, as in the encryption of traffic to and from secure websites using the SSL
protocol.
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Prefixed

ROT13 isasimple Caesar cipher used for obscuring text by replacing each |etter with the letter thirteen
places down the a phabet.

SHA1 is Secure Hash Algorithm, a one-way hash function developed by NIST and defined in standard
FIPS 180. SHA-1 isarevision published in 1994; it is also described in ANSI standard X9.30 (part 2).

SHA 256 uses 256-bit encryption.

SHA 384 uses 384-bit encryption.

SHAS512 uses 512-bit encryption.

ToL ower changes upper-case letters to lower-case.

ToUpper changes lower-case letters to upper-case.

TwoFish is an encryption algorithm based on an earlier Blowfish.

Unicode provides a unique number for every character, regardless of the platform, program, or
language.

URL creates values that can be used for URL-encoding non-standard letters and characters for display
in browsers and plug-ins that support them.

XHTML encapsulates the entered data with text tags: <text>data</text>

XOR performs an Exclusive OR operation. You must provide akey. If the length of the key string is
only one character, that character is ORed against each character in the encode/decode string.

C and languages with asimilar syntax (such as C++, C#, Java and JavaScript) prefix hexadecima numerals
with “Ox” (for example, 0x5A3). The leading zero alows the parser to recognize a number, and the “x”
stands for hexadecimal.

Encoders /' Decodlers
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6 HP Support Tool (Weblnspect Only)

About the HP Support Tool

The HP Support tool provides a quick and simple method for uploading files that may help HP support
personnel to analyze and resolve any problems you encounter while using Application Security Center
products. All communication uses Secure Sockets Layer (SSL) or FTP Secure (FTPS) protocol.

To launch the Support tool, click Start — All Programs — HP — WeblInspect — HP Support Tool.

When first opened, the Support Tool displays information about ASC products and related system
components. If datais not displayed, click Refresh.

% HP Support Tool g@@‘

File Edt Tools Wew Help

@Send toHP () Refresh

Systern Status:
Product Informatian:
Procuct Wersion Location License Key
AmpConsole 9.2.805.0 C:\Program FilesiHP\HP WebInspect Enterprise 1.0 ... |989999999-00990-0999-0530-009053099000
weblInspect 9.20.106.0 C:\Program FilesiHP|HP WebInspect!, 3637c0b7-d70d-46d2-8d6b-903215332591
Micrasoft \WET Framewark. RootsUpdate (3.0.6920.0) MiA W

SecureBase and Server Information:
SecureBase Schema and Engine Version SecureBase Server Status License Server Status

18, 4.07.00 Connected Connected

Systern Infor mation:
Operation System Service Pack Processor Mermnary

wWindows %P Professional (¥86) (build 5.1.2... | Service Pack 2 , Cores: 1 2.00GE

SQL Information:

SOL Instance Version Size Size Available Status
S0L Express 2005 Express (5P2) Running
SGL Server S0L Server 2005 Service Pack 3 2888125 MB 440 KB Connected

User Information:
Uger Marne Adrmin Rights Reqistry Access ROP

SPIYdavid.thackery fes fes Yes

Updated

Before sending data to HP, you may want to perform the following functions, which are available from the

Tools menu.

* Refresh Weblnspect scans - Deletesthe scans.xml file and regeneratesit, thereby refreshing the list of

Weblnspect scans that are displayed on the Manage Scans page. Thisisintended for use if scans are not
displaying properly. Use this function only if directed by HP Support personnel.

Restore WeblInspect SecureBase - Replaces the current SecureBase with the factory default version.
You can replace the Main SecureBase, the Scheduler SecureBase, or both. Use this function only if
directed by HP Support personnel.

Check Services - Displays alist of services associated with Application Security Center (ASC)
products, allowing you to start, stop, or restart the services you select.
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To send data to HP:
1 Click Send to HP.
The Send to HP dialog appears.
2  Select one or moreinstalled products.
3 Choose which product-related items you want to send to HP Support.

4 If you select Include an additional directory, click Browse and identify the directory. The contents of
that directory (and all subdirectories) will be uploaded to HP Support.

5 If you include scans, select the appropriate scan export options.
* Include scan logs: Include log files associated with the selected scans.
e Only export scan logs (local scans only): Do not include scan data.

e Scrub scan data: Usea"“scrubbing” feature that excludes sensitive datafrom the exported scan. To
select specific scrubbing functions, click the Configure hyperlink to the right of the check box; see
Scrubbing Data for instructions.

6  Click Next.
7  Enter the case number you obtained from HP support personnel (required).

8 To enter or modify customer information, click the Customer Contact Information hyperlink. First
name, last name, and e-mail address are required.

9  Select an option from the Communication Settings group:
e Send to HP Support viaFTP
*  Send to HP Support via Secure Channel
e Sendthefilesto aloca directory

10 Click Send.

Scrubbing Data

The Scrub Data Settings contain, by default, three non-editable regular expression functions that will
substitute an X for each digit in a string formatted as a Social Security humber, credit card number, or IP
address.

@

Scrub Data Settings

Scrub Data
Type Replace Match Add
] 550 Pt e vy M A

[ Credit Card 3o0ad000eebdodd N
(] 1P Address 300 3 200 e M

0Ok l [ LCancel
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To include these search-and-replace functions:
1 Select Scrub Scan Data in the Scan Export Options section.
2 Click Configure.
3 Onthe Scrub Data Settings window, select one or more of the functionsin the Type column.
4 To create a Scrub Data function:
a Click Add.
b Onthe Add Scrub Entry window, select either Regex or Literal from the Type list.

c IntheMatch box, enter the string (or aregular expression representing a string) that you want to
locate. If using aregular expression, you can click the browse button to open the Regular
Expression Editor, with which you can create and test your regular expression.

d IntheReplace box, enter the string that will replace the target specified by the Match string.
e Click OK.

Support Settings

Proxy

If you are not using a proxy server, select Direct Connection (proxy disabled).
If you are required to use a proxy server, select one of the following.

e Auto detect proxy settings: Use the Web Proxy Autodiscovery (WPAD) protocol to locate a proxy
autoconfig file and configure the browser’s web proxy settings.

e Use Internet Explorer proxy settings: Import your proxy server information from Internet Explorer.

e Use Firefox proxy settings: Import your proxy server information from Firefox.

) Electing to use browser proxy settings does not guarantee that you will access the Internet
through a proxy server. If the Firefox browser connection settings are configured for “No
proxy,” or if the Internet Explorer setting “Use a proxy server for your LAN” is not selected,
then a proxy will not be used. To access browser proxy settings:

Internet Explorer: Tools — Internet Options — Connections — LAN Settings

Firefox: Tools — Options — Advanced — Network — Settings

e Configure a proxy using a PAC file: Load proxy settings from the Proxy Automatic Configuration
(PAC) filein the location you specify in the URL box.

*  Explicitly configure proxy: Configure a proxy by entering the requested information.

SQL Server

To override SQL Server settings defined in Weblnspect’s application settings, select Define local SQL
Server settings and supply the requested information. This feature is used most often to collect datafrom a
different computer (that is, a machine other than the one on which this Support Channel softwareis
running).

Server name

Enter or select the name of the server that will store Weblnspect data.
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Log on to the server

Specify the type of authentication used for the selected server:

e Use Windows Authentication—Log on by submitting the user’s Windows account name and
password.

e Use SQL Server Authentication—Use SQL Server authentication, which relies on the internal user list
maintained by the SQL Server computer. Enter the user name and password.

Connect to a database

After supplying a server name, enter or select a specific database.

Advanced

Support Channel URL

If you areinstructed to change the default Support Channel URL, do it here.

Communication Settings

Select one of the available protocols for sending files to the HP servers:

* FTPS—FTP Secureis an extension to the commonly used File Transfer Protocol (FTP) that adds
support for the Transport Layer Security (TLS) and the Secure Sockets Layer (SSL) cryptographic
protocols.

e HTTPS—Hypertext Transfer Protocol Secure is acombination of the Hypertext Transfer Protocol with
the SSL/TLS protocol to provide encryption and secure identification of the server.

Log Level

Specify how different functions and events that occur within the Support Tool should be logged. The choices
are (from most verbose to least verbose) Debug, Info, Warn, and Error.
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7 HTTP Editor

About the HTTP Editor Tool

Use the HTTP Editor to create or edit requests, send them to a server, and view the response either in raw
HTML or asrendered in abrowser. The HTTP Editor is a manual hacking tool that requires aworking
knowledge of HTML, HTTR, and request methods.

To set proxy and authorization parameters, if necessary, select Edit — Settings.

{5} Hrtp [ e M= E
Fe 3t Yew peo
1 & bl | T send as s ) Show Hstary

Location: Rt o ] - Sand

Raw ':'E.I"l_'l_'l‘ih |
[Beiwst  recuest mcton) = doply | 9
=L / MITP/1.1

.0 [compatibler MSIE 5,017 Windows BD 5.00

HTTF/1.1 200 OK 3

ptw: Fri, 17 Teb 3008 18:58:13 GNT

Request Viewer

The Request Viewer pane contains the HTTP request message, which you can view in three different
formats using the following tabs:

e Raw—Depictsthe line-by-line textual format of the request message.
e Details—Displays the header names and field values in a table format.
e Hex—Displays the hexadecimal and ASCII representation of the message.

e XML—Displaysany XML content in the message body (Note: This tab appears only if the request
contains XML -formatted data).
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Response Viewer

The Response Viewer pane contains the HT TP response message, which you can also view in three different
formats using the following tabs:

Raw—Depicts the line-by-line textual format of the response message.
Browser—Displays the response message as rendered in a browser.
Hex—Displays the hexadecimal and ASCI| representation of the response message.

XML—Displays any XML content in the message body (Note: Thistab appears only if the response
contains XML -formatted data).

HTTP Editor Menus

File Menu

The File menu contains the following commands:

New Request—Deletes all information from previous sessions and resets the Location URL.

Open Request—Allowsyou to load afile containing an HTTP request saved during a previous session.
Save Request—Allows you to save an HTTP request.

Save Request As—Allows you to save an HTTP request.

URL Synchronization—When selected, any characters you type into the Address combo box are added
to the Request-URI of the HTTP request line.

Send As Is—If you select this option, the HTTP Editor will not modify the request, regardless of any
other settings you may select. This allows you to send a purposely malformed message. Authentication
and proxy settings are disabled when using this option.

Note: You may manually edit the request to go through a proxy, but most standard HTTP proxy servers
cannot process non-compliant HTTP requests.

Exit—Closes the HTTP Editor.

Edit Menu

The Edit menu contains the following commands:

Cut—Deletes selected text and savesit to the clipboard.

Copy—Saves the selected text to the clipboard.

Paste—Inserts text from the clipboard

Find—Displays awindow that allows you to search for text that you specify.

Settings—Allows you to configure request, authentication, and proxy parameters for the HTTP Editor.

View Menu

The View menu contains the following commands:

54

Show History—Displays a pane listing all HTTP requests sent.
Word Wrap—Causes all text to fit within the defined margins.
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Help Menu

The Help menu contains the following commands:

e HTTP Editor Help—Opens the Help file with the Contents tab active.
e Index—Opensthe Help file with the Index tab active.

e Search—Opensthe Help file with the Search tab active.

e About HTTP Editor—Displays information about the HTTP Editor.

Request Actions

HTIP Edlitor

The following options are available from the Request Action list in the Request Viewer pane.

PUT File Upload

The PUT method requests that the enclosed entity be stored under the supplied Request-URI.
To write afileto aserver:
1 Select PUT File Upload from the drop-down list on the Request Viewer pane.

2 Inthetext box that appearsto the right of thelist, type the full path to afile
- Or -
Click the Open Folder icon and select the file you want to upload.

3 Click Apply. Thiswill also recal culate the content length.

Change Content-Length

In normal mode, if you edit the message body of the request, the HTTP Editor recal culates the content length
and substitutes the appropriate value in the Content-length header. However, when using the Send As s
option, the HTTP Editor does not modify the content length. You can force this recal cul ation before sending
the request by selecting Change Content-Length and clicking Apply.

URL Encode/Decode Param Values

The specification for URLs (RFC 1738, Dec. ' 94) limits the use of charactersin URLsto a subset of the
US-ASCII character set. HTML, on the other hand, allows the entire range of the | SO-8859-1 (ISO-L atin)
character set to be used in documents, and HTML4 expands the allowabl e range to include the complete
Unicode character set as well. To circumvent this limitation, you can encode non-standard |etters and
characters for display in browsers and plug-ins that support them.

URL encoding of a character consists of a“%" symboal, followed by the two-digit hexadecimal
representation of the 1SO-Latin code point for the character. For example:

e Theasterisk symbol ( * ) = 42 decimal in the ISO-Latin set
e 42 decimal = 2A hexadecimal
* URL code for asterisk = %2A

You can use URL encoding to bypass an intruder detection system (IDS) that inspects request messages for
certain keywords using only the 1SO-Latin character set. For example, the IDS may search for “login” (in
| SO-L atin), but not “%4C%4F%47%49%4E" (the URL-encoded equivalent).

To substitute URL code for parameters throughout the entire message, select URL Encode Param Values
and click Apply.

To translate URL -encoded parameters to | SO-L atin, select URL Decode Param Values and click Apply.
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Unicode Encode/Decode Request

The Unicode Worldwide Character Standard includes letters, digits, diacritics, punctuation marks, and
technical symbolsfor al the world’s principal written languages, using a uniform encoding scheme.
Incorporating Unicode into client-server applications and websites offers significant cost savings over the
use of legacy character sets. Unicode enables a single software product or a single website to be targeted
across multiple platforms, languages and countries without re-engineering. It allows data to be transported
through many different systems without corruption.

To trandate the entire request message into Unicode, select Unicode Encode Request and click Apply.

To trandate the entire request message from Unicode into 1SO-L atin, select Unicode Decode Request and
click Apply.

Create MultiPart Post

The POST method is used to request that the origin server accept the entity enclosed in the request as a new
subordinate of the resource identified by the Request-URI in the Request-Line. You can attempt to upload
data by manipulating a POST request message.

To insert datafrom afile;
1  Select Create MultiPart Post from the Action list on the Request pane.

2 Inthetext box to the right of the Action list, type the full path to afile
- Or -
Click the Open Folder icon and select the file you want to insert.

3 Click Apply.

Remove MultiPart Post

Toremove afilethat is part of amultipart request, select Remove MultiPart Post from the Action list onthe
Request pane.

Response Actions

The areaimmediately below the tabs on the Response Viewer pane contains three controls:
* aChunked button
* aContent Coding drop-down list

» abutton that launches the Find In Response window, allowing you to search the response for the text
string you specify.

Chunked

If aserver starts sending a response before knowing itstotal length, it might break the complete response
into smaller chunks and send them in series. Such aresponse contains the “ Transfer-Encoding: chunked”
header. A chunked message body contains a series of chunks, followed by aline with “0” (zero), followed
by optional footers and a blank line. Each chunk consists of two parts:

* Alinewith the size of the chunk data, in hex, possibly followed by a semicolon and extra parameters
you can ignore (none are currently standard), and ending with CRLF.

* Thedataitself, followed by CRLF.
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Content Codings

If the HTTP response contains compressed data, you can decompress the data using one of the options from
thelist.

GZIP—A compression utility written for the GNU project.

Deflate—The “zlib” format defined in RFC 1950 [31] in combination with the “deflate” compression

mechanism described in RFC 1951 [29].

Editing and Sending Requests

To edit and send a request.

1

Modify the request message in the Request Viewer pane.

To change certain features of the request, select an item from the Action list and click Apply.
Click Send to send the HTTP request message.

The Response Viewer pane displays the HTTP response message when it is received.

To view the response as rendered in a browser, click the Browser tab.

You can prepare your next HTTP request using the HTML or JavaScript controls rendered on the
Browser tab. To use this feature, you must select the Interactive Navigation option (click
Edit — Settings).

To save arequest, select File — Save Requests.

Searching for Text

To search for text in the request or response

1
2

Click in either the Request Viewer or Response Viewer pane.

Using either the Find in Reguest or Find in Response window, type or select a string or regular
expression.

If using aregular expression as the search string, select the Regex check box.

Click Find.

HTTP Editor Settings

HTIP Edlitor

To modify the HTTP Editor settings:

1

2  Select either the Options, Authentication, or Proxy category and enter the settings described in the

3

Click Edit — Settings.

following sections.
Click OK.
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Options

Send As Is

If you select this option, the HTTP Editor will not modify the request, regardless of any other settings you
may select. This allows you to send a purposely malformed message. Authentication and proxy settings are
disabled when using this option.

Note: You may manually edit the request to go through a proxy, but most standard HTTP proxy servers
cannot process non-compliant HTTP requests.

Manipulate Request

If you select this option, the HTTP Editor will modify requests to accommodate the following parameters:

e Apply State — If your application uses cookies, URL rewriting, or post data techniques to maintain
state within a session, the HTTP Editor will attempt to identify the method and modify the response
accordingly.

e Apply Proxy — If you select this option, the HTTP Editor will modify the request according to the
proxy settings you specify.

e Apply Filter — This option appears only when you invoke the HTTP Editor while using Webl nspect
and a scan tab hasfocus (that is, after opening or while conducting ascan). If this option is selected, the
HTTP Editor applies the Filters settings from Webl nspect’s Current Scan Settings to add
search-and-replace rules for HTTP requests and responses. Note that changing the Current Scan
Settings before invoking the HTTP Editor has no effect; the HTTP Editor will use the settings that were
in effect when the scan began.

e Apply Header — This option appears only when you invoke the HTTP Editor while using Webl nspect
and a scan tab hasfocus (that is, after opening or while conducting ascan). If this option is selected, the
HTTP Editor applies the Cookies/Headers settings from Weblnspect’s Current Scan Settingsfor HTTP
requests. Note that changing the Current Scan Settings before invoking the HTTP Editor has no effect;
the HTTP Editor will use the settings that were in effect when the scan began.

Enable Active Content

Select this option to allow execution of JavaScript and other dynamic content in all browser windows.

Navigation
In the Navigation group, select either None, Interactive, or Browser Mode.

You can view the server’s response as rendered in a browser by selecting the Browser tab in the Response
Viewer (the lower pane). If the Interactive featureis enabled, you can prepare your next HTTP request using
the HTML or JavaScript controls rendered in the browser.
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HTIP Edlitor

For example, using the logon page at nubankbasi c.ga.spidynamics.com (shown below), you could enter a
user name (“admin”) and password (“admin”), and then click Go.
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The HTTP Editor formats the request (which uses the POST method to the loginl.asp resource) and displays
it in the Request Viewer, asillustrated below. You could then edit the logon message (if required) or simply
send it to the server by clicking Send.
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If you select the Browser Mode option, then Interactive mode is enabled, but the HTTP Editor will send the
request immediately, without first placing it in the Request Viewer and allowing you to edit it.

Advanced HTTP Parsing

Most web pages contain information that tells the browser what character set to use. Thisisaccomplished by
using the Content-Type response header (or aMETA tag with an HTTP-EQUIV attribute) in the HEAD
section of the HTML document. For pages that do not announce their character set, you can specify which
character set the HTTP Editor should use.
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Authentication

If authentication is required, select atype from the Authentication list. See Authentication Types on
page 44 for a description of the available authentication types.

After selecting an authentication method, enter a user name and password. To avoid typographic errors,
re-enter the password in the Confirm Password box.

Proxy

Use these settings to access the HTTP Editor through a proxy server.

Direct Connection (proxy disabled)

Select thisoption if you are not using a proxy server.

Auto detect proxy settings

Use the Web Proxy Autodiscovery (WPAD) protocol to locate a proxy autoconfig file and configure the
browser’s web proxy settings.

Use Internet Explorer proxy settings

Import your proxy server information from Internet Explorer.

Use Firefox proxy seftings

Import your proxy server information from Firefox.

Configure a proxy using a PAC file

Load proxy settings from the Proxy Automatic Configuration (PAC) file in the location you specify in the
URL box.

Explicitly configure proxy
Configure a proxy by entering the requested information.

1 Inthe Server box, type the URL or IP address of your proxy server, followed (in the Port box) by the
port number (for example, 8080).

2  Select aprotocol for handling TCP traffic through a proxy server: SOCK S4, SOCK S5, or standard.

3 If authentication is required, select atype from the Authentication list. See Authentication Types on
page 44 for a description of the available authentication types.

4 If your proxy server requires authentication, enter the qualifying user name and password.

If you do not need to use a proxy server to access certain | P addresses (such as internal testing sites),
enter the addresses or URL s in the Bypass Proxy For box. Use commas to separate entries.

HTTPS Proxy Settings

For proxy servers accepting HTTPS connections, select Specify Alternative Proxy for HTTPS and provide
the requested information.
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8 Log Viewer (Weblnspect Only)

About the Log Viewer Tool

Usethe Log Viewer to inspect the various logs maintained by Webl nspect. Thisfeatureisused mainly by the
HP Product Support group to investigate reported incidents.

Viewing Logs

Toview alog:

1

Click Tools — Log Viewer.

If you open the Log Viewer when atab containing a scan has the focus, the program assumes you want
to view logs for that scan. Go to step 4.

Click Open Scan.

On the Open Scan window, select the scan whose logs you want to view and click Open. To open scans
in adifferent database, click Change Database.

Select alog from the Log Type list. The available types depend on the logging level that was selected
for the scan (in Weblnspect’s Application settings). They include:

To locate text within the log, click Find on the toolbar or select Edit — Find.

To view logs that are not related to a specific scan, click WeblInspect Logs (on the toolbar).

6]



62

Chapter 8



9 Policy Manager (Weblnspect Only)

About the Policy Manager Tool

A policy isacollection of audit engines and attack agents that Webl nspect uses when auditing or crawling
your Web application. Each component has a specific task, such astesting for susceptibility to cross-site
scripting, building the site tree, probing for known server vulnerabilities, etc. These components are
organized into the following groups:

e Audit Engines e Web Frameworks/Languages
e Genera Application Testing e Web Servers

e Genera Text Searching e Web Site Discovery

e Third-Party Web Applications e Custom Checks

All these components (except for the Audit Engines) are known collectively as attack groups. Each attack
group contains subgroups of individual modules (called attack agents) that check your website for
vulnerabilities.

Weblnspect contains several prepackaged policies designed to accommodate the majority of users. All
policies contain all possible audit engines and agents, but each policy has a different subset of these
components enabled. You edit apolicy by enabling or disabling audit engines and/or individual attack agents
(or groups of agents). You create a policy by editing an existing policy and saving it with a new name.

Views

The Policy Manager has two different views, selectable from the View menu or by clicking icons on the
toolbar. They are:

e  Standard
e Search
Standard View

Thisview displays, by default, alist of checks categorized by threat class (according to classifications
established by the Web Application Security Consortium). Alternatively, a drop-down list allows you to
display all attack agents by severity, or alist of audit engines and attack groups.
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You enable or disable a component by selecting or clearing its associated check box.
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Thisfeature is used most often to identify checks that you want to disable. For example, if you are scanning
an application that does not contain PHP scripting, you could search summary fields for “PHP.” When the
Policy Manager lists the attack agentsthat match your search criteria, you could disable an agent by clearing
its associated check box. Then, you can either save the modified policy (making the policy changes
permanent) or simply apply the modified policy to the current scan.

Creating or Editing a Policy

Weblnspect contains anumber of prepackaged policies designed to accommodate the majority of users. You
cannot permanently change these policies. However, you may open any of them as atemplate, modify their
contents to create a custom policy, and save the customized policy under anew name. A custom policy may
be edited and saved without changing its name.

To edit apolicy:

1

On thetoolbar, click Policy Manager
- Or -
select Tools — Policy Manager.

The Policy Manager opens and loads, by default, the Standard policy.

To edit apolicy that you previously created (i.e., a custom policy), select File — Open and select the
policy.

To create apolicy based on a prepackaged policy, select File — New (or click the New Policy icon) and
select the policy on which the new one will be modeled.

Disable (or enable) an attack group by clearing (or selecting) its associated check box. To disable or
enable an individual agent within a group, first expand the group and then edit its check box.

To rename an attack group:

a Right-click the attack group.

b Choose Rename from the shortcut menu.
To add an attack group:

a Right-click any existing attack group and choose New Attack Group from the shortcut menu. A
highlighted entry named New Attack Group appears.

b  Right-click the new group and choose Rename.
¢ Populate the group by dragging and dropping attack agents onto it.
You may also create a custom check. See Creating a Custom Check on page 66 for more information.

If you select the Auto Update check box, Weblnspect determines if any updated or new attack agents
downloaded from the HP database should be enabled or disabled, based on the analysis of its sibling
agents. For example, if you disable attack agents targeting Microsoft’s Internet Information Server
(I1S), and you select Auto Update, then Weblnspect will not enable any 11S-related attack agent that it
downloads to your system. Conversely, any new or updated attack agents that are related to agents that
are enabled in your policy will also be enabled.

Select File — Save As. Type aname for your custom policy in the File name box and then click Save
to save the new policy in Weblnspect’s *.policy format. You cannot save a policy using the name of a
default Weblnspect policy (Assault, Blank, Standard, etc.).
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Creating a Custom Check

Although Webl nspect rigorously inspects your entire website for real and potential security vulnerabilities,
you may require a custom check to detect vulnerabilities that are unique to your application.

To create a custom check:

1 On the Weblnspect toolbar, click Policy Manager
- Or -
click Tools — Policy Manager.

The Policy Manager opens and loads, by default, the Standard policy.
2 Toedit apolicy that you previously created, select File — Open and select the palicy.

3 Tocreateapolicy based on one of the prepackaged policies, select File — New (or click the New Policy
icon) and select the policy on which the new one will be modeled.

4 Make sure the Standard view is selected, with attack groups listed in the left pane.
5 Right-click on Custom Checks and select New Custom Check from the shortcut menu.

6 When the Custom Check Wizard appears, select an attack type.

Wizard 21

Attack Type o -~
Select & type of attack to create. Q

" Directory Enumeration [~ Description
Simple Attacks are attacks that are sent
" File Bxtension Addition once for every server scanned.
" Filz Extension Replacament
" Keyword Search
" Parameter Injection
& Simple Attack
" Site Search

< Back I Mext > I Cancel |

The attack types are listed below. See step 8 on page 69 and step 9 on page 70 for entering attack and
signature information.

e Directory enumeration

Thistype of check searches for adirectory of the name you specify.

Attack Type: Directory Enumeration

Attack: /directory_name/ [where directory _name is the name of the directory
you want to find]

Signature: [STATUSCODE]3\d\d OR [STATUSCODE]2\d\d OR
[STATUSCODE]40[13]

* Fileextension addition
Thistype of check searches for files with afile extension that you specify.

During the crawl, whenever Weblnspect encounters afile of any name and any extension (for
example, global.asa), it sendsan HT TP request for afile of the same name plus the found extension
plus an extension that you specify. For example, if you specify afile extension of .backup, then
when Weblnspect discovers afile named global .asa, it will subsequently search for afile named
global .asa.backup.
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A server would normally deny any request for the global.asafile, but if a programmer has left a
backup file on the server and the file has a different extension (such as global.asa.backup), then the
server might return the file (which contains the full source of the global.asafile).

To create a custom check that searches for files with a specific added extension, enter the following

in the Custom Check Wizard:

Attack Type: File Extension Addition

Attack: .ext [where ext is the file extension of files you want to locate]. You
must include the leading dot or period (.)

Signature: [STATUSCODE]200 AND ( [HEADERS] Content-Type:\stext/plain

OR [HEADERS] Content-Type:\sappli cation/octet-stream)

* Fileextension replacement
Thistype of check searches for files with afile extension that you specify.

For example, Webl nspect contains a standard check that searches for files having an extension of
“old.” During the crawl, whenever it encounters afile of any name and any extension (for example,
startup.asp), it sends an HTTP request for afile of the same name but with an extension of “old”
(for example, startup.old).

To create a custom check that searches for files with a specific extension, enter the following in the
Custom Check Wizard:

Attack Type: File Extension Replacement

Attack: ext [where ext isthe file extension of files you want to locate]. Do NOT include
aleading dot or period (.)
Signature: [STATUSCODE]200 AND ( [HEADERS] Content-Type:\stext/plain OR

[HEADERS] Coontent-Type:\sapplication/octet-stream)

 Keyword search

Thistype of check determinesif a specified word or phrase (defined by aregular expression) exists
anywhere in the HTTP response.

The following example searches the HTTP response for a nine-digit number formatted as a social
security number (\d = any digit).

Attack Type: Keyword Search

Attack: N/A

Signature: [BODY ]\d\d\d-\d\d-\d\d\d\d

e Parameter injection
Thistype of attack replaces an argument value with an attack string.
Example:
http://www.sampl esite.com/webapp.asp?ValidParameter=ValidA rgument
will be changed to
http://www.sampl esite.com/webapp.asp?ValidParameter=Attack Argument
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There are severd variations.

Command Execution

A command execution check combines strings composed of special characters with operating
system-level commands. It is an attempt to make the web application execute the command
using the provided string (if the application fails to check for and prohibit the input).

The following example tests for parameter injection by providing spurious input to a program
named support_page.cgi; if the HTTP response contains data that matches the regular
expression, then the application is vulnerable to command execution.

Attack Type: Parameter Injection

Attack: /support_page.cgi“ile_name=|id|
Signature: [BODY]uid= AND [BODY]gid=
SQL Injection

SQL injection isthe act of passing SQL code into an application. These attack strings are
composed of fragments of SQL syntax that will be executed on the database server if the web
application uses the string when forming a SQL statement without first filtering out certain
characters.

Attack Type: Parameter Injection
Attack: ' [an apostrophe]
Signature: [[STATUSCODE]5\d\d

Cross-Site Scripting

Thisissue occurs when dynamically generated web pages display input that is not properly
validated. This allows an attacker to embed malicious JavaScript into the generated page,
enabling him to execute the script on the machine of any user who views the malicious page.
Any site that allows users to post text messages can be vulnerable to an attack such as this.

The following example tests for cross-site scripting in the Fusion News application:

Attack Type: Parameter Injection
Attack: /fullnews.php? d=<script>alert(document.cookie)</script>
Signature: [ALL]Powered\sby\sFusion\sNews And

[ALL]<script>al ert\(document\.cookie\)</script>

Directory Traversal

Directory traversal entails sending malformed URL strings to access non-public portions of the
web server’s content. An attacker will try to access different files on a server by using relative
hyperlinks. For example, by adding triplets of two periods and aforward slash (../) to the target
URL and by varying the number of directoriesto traverse, an attacker might find and gain
access to a system password file such as www.server.com/../../../../password.

The following example searches for the boot.ini file:

Attack Type: Parameter Injection
Attack: l.d.d.d.0.0.0.0.1.].1. /boot.ini
Signature: [ALL]\[boot\sloader\]
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— Abnormal Input

Abnormal input attack strings are composed of characters that can cause unhandled exceptions
(errorsthe program is not coded to handle) in web applications where unexpected input is not
prohibited. Unhandled exceptions often cause serversto display error messages that disclose
sensitive information about the application’s internal mechanics. Source code may even be

disclosed.

The following example sends an extraordinarily long string in an attempt to create a buffer
overflow.

Attack Type: Parameter Injection

Attack: AAAAA..AAAAA [1000 repetitions of the letter “A”]

Signature; [STATUSCODE]5\d\d

e Simple attack
Thistype of attack is sent once for every server scanned.

The following example attempts to obtain a UNIX password file by appending the attack string to
the target URL or IP address:

Attack Type: Simple Attack
Attack: /etc/passwd
Signature: [ALL]root: AND [ALL]:0:0

e Sitesearch

Thistype of attack is designed to find files commonly left on aweb server. For example,
Webl nspect check ID #279 searches for afile named log.htm.

The following example searches for afile named xanadu.html by appending the attack string to the
target URL or IP address:

Attack Type: Site Search
Attack: xanadu.html
Signature: [STATUSCODE]2\d\d OR [STATUSCODE]40[1]

To create a custom check that searches for afile named confidential .txt, enter the following in the
Custom Check Wizard:

Attack Type: Site Search
Attack: confidential.txt
Signature: [STATUSCODE]2\d\d AND ([HEADERS]Content-Type:\stext/plain OR
[HEADERS] Content-Type:\sapplication/octet-stream)
7  Click Next.

8 Inthe Attack box, enter the data you want to use for the attack. In the following example of directory
enumeration, the check will search for adirectory named “Dave’ by appending the attack string
(/Dave/) to the target URL or | P address.
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9

10

Wizard 21

Signature -
Input the attack data to send. Q

— Attack - Ex. fadmin/

[Dave/

— Signature

Search for: |200 in |Response jl j
Response

Response Body Insert |
Status Line

Headers

Status Description
< Back I Mext > I Cancel |

You must specify a signature, which is simply aregular expression (i.e., aspecial text string for
describing a search pattern). When Webl nspect searches the HT TP response and finds the text described
by the signature, Webl nspect flags the session as a vulnerability. You can use the Search for box and
drop-down liststo help you create the regular expression, or you can typethe regular expression directly
into the text box at the bottom of the window.

To use the Search for box:

a Enter the text you want to locate.

Enter only text; do not enter aregular expression.

b Inthisexample (searching for a directory named “Dave"), the server would return a status code of
200 if the directory exists, so enter “200” in the Search for box. Readlistically, however, you might
also accept any status code in the 200 or 300 series, or a status code of 401 or 403.

¢ Click the drop-down arrow to specify the section of the HTTP response that should be searched.

d (optional) To create a complex search, click the second drop-down and select a Boolean operator
(AND, OR, or NOT).

e Click Insert.

f  (optional) For complex searches, repeat step a through step d as needed. You can also edit or
replace the regular expression that appearsin the bottom text box.

Click Next.
Wizard 21
Report information e
Fill out the report information and set the vulnerability severity. Q

Summary | Implication I Execution I Fix I Reference Info

Type a description of the custom check here.....|

Check Type: |Vulnerability j Severily:lLow j

< Back I Finish I Cancel |
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11 Onthe Report Information panel, click each tab and enter the text that will appear in the vulnerability

description.

12 Select an entry from the Check Type list.

13 Select aseverity level from the Severity list.

14 Click Finish.

15 Change the default name “New Custom Check” to reflect the purpose of the check.

16 Click @ to expand the Audit Engines folder.

I.%ﬂac:k Groups j

DQ Quick -
E-(m]igs Audit Engines

h Adaptive Agents

Comment Checks

17 Ensure that the appropriate audit engine is enabled (with a check mark) for the type of check you
created, according to the following table:

Correlation of Attack Typeto Audit Engine

This Attack Type...

Usesthis Audit Engine...

Simple Attack

Fixed Checks

Parameter Injection

Post Data Injection

Site Search Site Search
File Extension Replacement File Extension
File Extension Addition File Extension

Directory Enumeration

Directory Enumeration

Keyword Search

Keyword Search

18 Click File — Save.

19 Enter aname for the new policy and click Save.

Webl nspect adds all custom checksto every policy, but does not enable them. To enable the custom check in
other polices, see Creating or Editing a Policy on page 65.
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Disabling a Custom Check

To disable a custom check:
1 Select acustom check.

2 Clear its associated check box.

Deleting a Custom Check

To delete a custom check:
1 Right-click a custom check.

2  Select Delete from the short-cut menu.

Editing a Custom Check

To edit a custom check:

1 Openapolicy.

2  Select acustom check.

3 Using theright pane of the Policy Editor, modify the custom check properties.

lﬂ'\:ﬁ.—rmnnqrr Hﬁlﬂi
Be [t Vew Isok Hep

Jd- &F -_:Sear:'t Vi

ﬂ Attack Types |.'-'e:-‘7- Erumeraten

Laf|sl

Chedk Type: |-_ nerablity
Severity:  [.x |
Attack: [raaree
i Sigaature: [:i L] [STATLIECODE] ¥id'd OF [STATUSCO0E] '\d\d Of [STATSCODE 01 ]
& ooy read "Dl has besn fourd . Ths & sordoant becsss. . |

4  Click the Saveicon.

Searching for Attack Agents

Use the Search view on the Policy Manager to locate specific vulnerability checks (attack agents). You can
then elect to include or exclude individual agents.

To search for attack agents:

1 Onthetoolbar, click Policy Manager
- Or -
click Tools — Policy Manager.

2 If you do not have a policy selected, choose a policy from the Open Policy window and click OK.
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3 Click View — Search.
4 Fromthe Criteria list, select the property that you want to search.

The description of every attack agent contains “report fields” such as summary, implication, execution,
fix, and reference information. The Search feature allows you to locate attack agents that contain the
text you specify in aselected report field. In addition, you can search for avulnerability 1D,
vulnerability name, engine type, or the date when last updated.

5  Choose an operator from the drop-down list (is, is greater than, isless than, contains).
6 Inthetext box, type the text or number you want to find.
7  Click Search.

The Policy Manager listsin the Checks areaal attack agents that match your search criteria. An active
agent will have a check mark next to its name. Select (or clear) acheck box to activate (or deactivate) an
agent.

8 Click Save to save the revised palicy.

Policy Manager Icons

The following tableillustrates and describes icons that are used in the Policy Manager tree view.

Policy Manager |cons

Icon Definition

Q The policy.

I Attack Group Folder: Contains vulnerability assessments.
EQI Audit Methodology: A set of checks that compose an audit methodology. For example, Site
Search is part of the Audit methodol ogy.
Y A critical vulnerability wherein an attacker might have the ability to execute commands on the
- server or retrieve and modify private information.
=Y A high vulnerahility. Generally, the ability to view source code, files out of the Web root, and
' sensitive error messages.
= A medium vulnerability. Indicates non-HTML errors or issues that could be sensitive.
= A low vulnerability. Indicates interesting issues, or issues that could potentially become higher
ones.
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10 Regular Expression Editor

About the Regular Expression Editor Tool

A regular expression is a pattern that describes a set of strings. Regular expressions are constructed similarly
to mathematical expressions by using various operators to combine smaller expressions. Only advanced
users with aworking knowledge of regular expressions should use this feature.

Testing a Regular Expression

Use the Regular Expression Editor to verify regular expressions.
To use the Regular Expression Editor:
1 Click Tools — Regular Expression Editor.

The Regular Expression Editor window opens.

® Regular Expression Editor

File  Edit Help

Exression N (1Y

ar{alery
[] Beplace with
[ tch cace —
2
Search Text Matches
Dr. Gray has grey hair and a grevhound. =1 Gray
Bug
[+ arey

[#- arey

iEs | >

[ | Wwhord Wiap

Execution Time: <1 ms; 3 matche(s)

2 IntheExpression box, type or paste aregular expression that you believe will find the text for which
you are searching.

For assistance, click EI torevea alist of objects. These include metacharacters and regular
expressions that define a URL and an |P address. Click an object to insert it.
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Note: You can also use special Regular Expression Extensions to restrict your search to certain areas of
an HTTP message.

B Ay single characker
Zero of moare #
CIne ar more +
or |
Word boundary b
IPv4 address {o.r
LRL Lk

The Regular Expression Editor examines the syntax of the entered expression and displays 2 (if
valid) or @ (if invalid).
In the Search Text box, type (or paste) the text through which you want to search.

Alternatively, you can load an HTTP request or response message that you previously saved using the
HTTP Editor. To do so:

a Click File — Open Request.
The Request file is actually a session containing data for both the HTTP request and response.
b Using the standard file-sel ection window, choose the file containing the saved session.
¢  Select either Request or Response.
d Click OK.
To find only those occurrences matching the case of the expression, select the Match Case check box.
If you want to substitute the string identified by the regular expression with a different string:
a Select the Replace With check box.
b Typeor select astring using the drop-down combo box.

Click Test to search the target text for strings that match the regular expression. Matches will be
highlighted in red.

If you selected the Replace option, click Replace to substitute all found strings with the replacement
string.
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Regular Expressions

Specia characters and sequences are used in writing patterns for regular expressions. The following table
describes some of these characters and includes short examples showing how the characters are used.

Characters Used in Regular Expressions

Character

Description

\

Marks the next character as special. /n/ matches the character “n”. The sequence
An/ matches alinefeed or newline character.

Matches the beginning of input or line. Also used with character classes asa
negation character. For example, to exclude everything in the content directory
except /content/en and /content/ca, use:

Icontent/(["ec].*|e["n].* [c[*a].*|{3,})[/][./]*

Also see\S\D \W.

Matches the end of input or line.

Matches the preceding character zero or more times. /zo*/ matches either “z” or
“zo00.

Matches the preceding character one or more times. /zo+/ matches “zoo” but not

Z.

Matches the preceding character zero or onetime. /ave? matchesthe “ve” in
“never.

Matches any single character except a newline character.

[xyz]

A character set. Matches any one of the enclosed characters. /[abc]/ matches the
“a’ in“plain.”

\b

Matches a word boundary, such as a space. /ea*r\b/ matchesthe “er” in “never
early.”

\B

Matches a nonword boundary. /ea* r\B/ matches the “ear” in “never early.”

\d

Matches a digit character. Equivalent to [0-9].

\D

Matches a nondigit character. Equivalent to [*0-9].

\f

Matches aform-feed character.

\n

Matches a linefeed character.

\r

Matches a carriage return character.

\s

Matches any white space including space, tab, form-feed, and so on. Equivalent
to [ \An\r\t\v]

\S

Matches any nonwhite space character. Equivalent to [ \f\n\r\t\v]

\w

Matches any word character including underscore. Equivalent to [A-Za-z0-9 ].

\W

Matches any nonword character. Equivaent to [*A-Za-z0-9 ].

Regular Expression Edifor
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Regular Expression Extensions

Hewlett-Packard engineers have developed and implemented extensions to the normal regular expression
syntax. When building aregular expression, you can use the following tags and operators:

Regular Expression Tags

« [BODY]

« [STATUSCODE]

« [STATUSDESCRIPTION]
«  [STATUSLINE]

« [HEADERY
¢ [ALL]
- [COOKIES]
- [SETCOOKIES]
« [METHOD]
« [REQUESTLINE]
« [VERSION]
« [POSTDATA]
« [URI]
« [TEXT]
Regular Expression Operators
* AND
« OR
*  NOT
< [l
()
Examples

To detect aresponse in which (a) the status line contains a status code of “200” and (b) the phrase “logged
out” appears anywhere in the message body, use the following regular expression:

[STATUSCODE]200 AND [BODY ]logged\sout

To detect aresponse indicating that the requested resource resides temporarily under a different URI
(redirection) and having a reference to the path “/Login.asp” anywhere in the response, use the following:

[STATUSCODE]302 AND [ALL]Login.asp

To detect aresponse containing either (a) a status code of “200” and the phrase “logged out” or “session
expired” anywhere in the body, or (b) a status code of “302" and a reference to the path “/Login.asp”
anywhere in the response, use the following regular expression:

([STATUSCODE]200 AND [BODY]logged\sout OR [BODY ]session\sexpired ) OR
([STATUSCODE]302 AND [ALL]Login.asp)

Note that you must include a space (ASCII 32) before and after an “open” or “close” parenthesis;
otherwise, the parenthesis will be erroneously considered as part of the regular expression.
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To detect aredirection response where “login.aspx” appears anywhere in the redirection Location header,
use the following regular expression:

[STATUSCODE]302 AND [HEADERS]L ocation:\slogin.aspx

To detect aresponse containing a specific string (such as “ Please Authenticate”) in the Reason-Phrase
portion of the status line, use the following regular expression:

[STATUSDESCRIPTION]Please\sAuthenticate
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11 Report Designer (Weblnspect Only)

About the Report Designer Tool

The Report Designer is an HP integration of the ActiveReports® 3.0 report designer developed by Grape
City - Data Dynamics. It provides the ability to create and modify reports.

For complete information on using ActiveReports, refer to the ActiveReports User Guide and Class Library.

User Interface

The Report Designer contains six main components, as depicted in the following illustration:
e Toolbar

e Designer Tabs

*  Toolbox

» Design Surface

*  Report Explorer

*  Properties Grid

M Beport Desigesr - Foeculive Sumemary
e [dR Dsts gt
1G5 H I v R W] e—Toolbar

| Desion | Prevew | 5cips | s Dessignier Tabs

T ) T T T =[] Rapest
# m RegtHasder]
il = Dolsd
= PFepartf ooter]
#[re  Raport Explorer
- & Paeaerenor:
p
: a2l
B Appestarce
BackCoke m
Tli B Behaor
Design Surface — =
Carhirk Fahe
il T
=] Deiad B Data
Mo aem Belue
Tag
: B Desin
N (L] opaitiieado i
B Lagpout
Hesgid 243
Froperties Grid
et T
% - ¥ Irachptwe; e rorme i ooade onedd B enhly B obeect
L mesigrer |
Curird Spbsciion: FlapsatHiaac]
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Toolbar

The Report Designer toolbar isillustrated below.

|J..3:j AL

00 S T J ﬁ,n '*’)l

Report Designer Toolbar

Icon Function Description
New Opens the Create Report Definition window, allowing
you to select the queries to be included in the report.
. Open Opens the Open a Report window, alowing you to
= select areport or subreport for editing.
Save Saves the open report.
Zoom In Increases the magnification of the design surface at 50
percent increments.
Zoom Out Decreases the magnification of the design surface at

50 percent increments.

Magnification Percentage

Allows you to select a magnification setting for the
design surface.

Actual Size Returns the magnification of the design surface to 100
percent.

Set Data Source Allows you to specify the scan that will provide the
data

Set Custom Data Source Allows you to specify a custom data source.

Parameter Designer

Opens the Parameter Designer tool.

Menus

The Report Designer contains the following menus:

Chapter 117



Report Designer Menus

Menu Command Description
File New Opens the Create Report Definition window, alowing you to
select a definition for anew report.

Open Opensthe Open a Report dialog, allowing you to select areport
for editing.

Save Saves the open report.

Save As Saves the open report to afile you specify.

Export Saves the report in aformat you specify.

Enable Console Output If enabled, Weblnspect presents a pane (at the bottom of the
window) that displays the status of each report page being
generated. If aproblem is encountered, this pane displays an
exception message and stack trace. Thispaneis also visible on
the Preview tab of the Report Designer.

Exit Terminates the Report Designer.

Edit Parameter Designer Opens the Parameter Designer tool.

Modify/Create Report Opens the Modify Report Definition dialog, allowing you to
change the report definition.

Delete Deletes the selected object.

Cut Deletes the selected object and savesit to the clipboard.

Copy Copies the selected object to the clipboard.

Paste I nserts the contents of the clipboard.

Undo Reverses the last operation performed.

Redo Reverses the last Undo operation.

Data Set Scan and Report Inputs | Allows you to select a scan and specify report parameters.

Set Custom Data Source | Opens the Report Data Source dialog, allowing you to connect
to various sources.

Edit Global Styles Opens the Report Styles Editor. Use thisto create or modify a
stylesheet.

Edit Report Styles Opens the Report Styles Editor. Use this to create or modify
styles for the report on which you are currently working

Edit Report Settings Opens the Report Settings dialog, alowing you to modify
many facets of your report.

Script Import Allows you to select a script from the script library to import

into the designer.

Report Designer (Webinspect Only)
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Report Designer Menus (cont’d)

Menu Command Description
Compile Compiles the script.
Find Opens the Script tab and presents the Find/Replace dialog,
allowing you to search for the text you specify.
Script Editor Opens the Script Editor.
Designer Tabs

The Report Designer contains the following three tabs.

Design Tab

By default, when you create or open areport, the Design tab is selected. Use this areato perform al
design-time and run-time functions associated with your report, such as creating a layout, binding to data
sources, creating event-handling methods, and more.

Script Tab

Selecting the Script tab opens the script editor, which gives you the ability to add scripting to your report.
The Script editor allows you to create event-handling methods. In the Report Eventstab on theright, thereis
acombo box where you can select any report section to attach an event-handling method.

Preview Tab

The Preview tab alows you to view what your report looks like at run time with actual scan data. This
makes it easy to quickly see the run-time impact of changes you make in the designer or the code-behind.
Use the Preview toolbar to navigate the report and add annotations.

Toolbox

The toolbox displays a variety of controls. To add a control, drag it from the toolbox and drop it on the
design surface (canvas), where you can modify its size, position, alignment, and properties.

»  Barcode — Inserts an ActiveReports Barcode control; can be bound to a database field.
e ChartControl — Inserts a chart in any of avariety of styles.

*  Checkbox — Inserts a check box; can be bound to a database field.

* Label — Inserts anew static label control; can be bound to a database field.

e Line— Insertsaline control.

»  PageBreak — Inserts a page break within a selection.

*  Picture— Inserts an image loaded from afile; can be bound to a database field.

*  Reportinfo — Displays report information in a number of format strings such as { PageNumber} of
{ PageCount} : can be bound to a database field.

*  Textbox — Inserts atextbox; can be bound to a database field
»  Shape — Inserts arectangle, circle or square shape.
*  Subreport — Inserts a Subreport control to link to another report.

* RichTextBox — Inserts an ActiveReports RichTextBox control; can be bound to a database field.
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»  BookmarkControl — Inserts a hyperlink in the table of contents; clicking the hyperlink navigatesto the
bookmark.

Note: Bookmark text can formatted as follows:
{=MainReportName} \<static-text>\{ =<field-name>}

where

MainReportName is optional (and doesn’t need to appear first)
\ indicates the beginning of a hierarchical level

<static-text> is any text you assign to the bookmark
<field-name> is the name of abound or calculated field

*  DynamiclmageControl — Allows you to associate an image selector control with an image (using the
Parameter Designer), so the user can select an image arun time. Can be bound to a database field.

»  LinkedSubreportControl — Creates alink to the subreport you select. Use the AssociatedFields
property to pass values to the subreport.

*  EmbeddedReportControl — Allows you to design a subreport “on the fly” (rather than using a
LinkedSubreportControl) using the DataTableField property.

*  PageNumberControl — Allows you to place a page number in the report (usually in the page footer).

Design Surface

The default design surface contains the following base components:

e PageHeader section--This section can be used to print column headers, page numbers, page titles, or any
information that needs to be printed once at the top of each page. Bound controlsin the PageHeader or
PageFooter are not supported. The data in such controls may not be in synch with the data displayed in
other sections on the page.

e Detail section--This section is the body of the report that prints once for each record in the data source.
A report’s layout may contain only one Detail section.

e PageFooter section--This section can be used to print page totals, page numbers or any other
information that needs to be printed once at the bottom of each page.

e Designer/Script/Preview tabs--The Designer and Script tabs can be clicked to toggle between design
and script views, while the Preview tab alows for afully functional design-time preview of how a
report will look and behave at run time.

Report Explorer

The Report Explorer serves as the information focal point for your report. From it, you can gain a quick
overview of the elements that compose the report, remove individual controls, add parameters and
calculated fields, bind data fields to text box controls, and modify properties and report behavior viathe
Properties grid.
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Creating a Report

1 Open or create areport definition.
To create areport definition:
a Click File — New (or click the New icon on the toolbar).
b  Create areport definition.
¢ Enter aname and (optionally) a brief description for the report.
d Select areport context: either Scan or Session.

When a scan is open, users can generate a session report by right-clicking a session and selecting
Generate Session Report from the context menu.

e If youwant the report name to be included in the list of Weblnspect reports, select Exposed in
Product.

Typicaly, you do not select this option if you are creating a subreport.
f  If you are creating a header/footer template, select Header/Footer Template.

g Select one or more views from the View Name list. To seethe view parameters and fields, click the
view name.

h  Click OK.

To open areport definition:

a Click File — Open (or click the Open icon on the toolbar).
b  Select areport or subreport.

c Click OK.

2 Design your report. For complete information on using ActiveReports, refer to the ActiveReports User
Guide and Class Library.

To modify the script associated with this report, click the Script tab.
To modify or create parameters associated with this report, click Edit —Parameter Designer.

To modify the styles associated with this report, click Data — Edit Report Styles.

(o NG, N N

To preview your work:

a Click the Preview tab.

b  Onthe Generate a Report dialog, select a scan and click Next.
c If thereport includes parameters, select parameters.

d Click Finish.
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Report Script Editor

Use the Report Script Editor to create or modify scripts maintained in a script library. You can then import
these scriptsinto reports.

All scripts must be written using the C# language.

The Report Script Editor menu bar contains the following menus:

Report Script Editor Menus

Menu Command Description
File Save Savethe script to alibrary.
Refresh Redisplay the script.
Exit Terminate the Script Editor.
Edit Find Open a Find/Replace dialog, allowing you to search for
and optionally replace text in the script.
Script Import Incorporate a script library into the script you are
developing.
Compile Compile the script.
Help Help Open the Help file.

Parameter Designer

Reports have three types of inputs that can be used for filtering data or supplying custom content to reports.

They are:

e Data View parameters (query parameter s)—Data View parameters are used to pass values to the
underlying Data View of the report for filtering data. Parameter names begin with @.

» Report Parameter s—Report parameters are used to pass val ues entered by the user to the report. These
values are then used by the report to alter report behavior or format.

*  Replacements—Replacements are tokens that exist in the data view. Replacement inputs are used to
pass values to these tokens. Replacements are used to change the sort order of adataview or to provide

additional criteriato the dataview.

Users have the opportunity to provide values for these inputs when generating a report. Before a user can be
prompted to enter inputs, however, report designers must specify which inputs will be displayed to the user
and how they will be presented. Thisis accomplished by using the Parameter Designer.
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To open the Parameter Designer, from an open report in the Report Designer, click the Parameter Designer

icon on the toolbar or choose Parameter Designer from the Edit menu.
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The Parameter Designer hasfive areas.

Toolbar

The toolbar provides easy accessto al of the functions of the designer:

Save and Close—Saves the current design to the report and closes the parameter designer window.
Save—Saves the current design to the report.

Preview—Opens awindow showing what the designed inputs will look like at run time.

Cut, Copy, Paste, Delete—Manipulate controls on the canvas.

Alignment—Align one or more selected controls on the canvas.

Group/Ungroup—A designer can group two or more selected controls on the canvas. When controls
are grouped together, they can be moved together on the canvas.

Forward—Bring the selected control forward one layer.
Backward—Send the selected control backward one layer.
To Front—Bring the selected control to the top most layer.
To Back—Send the selected control to the bottom most layer.

Canvas

The canvasisthe design area, which constitutes avisual representation of the parameters that are presented
at run-time. Controls can be added, modified, and deleted from the canvas.
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Properties Grid Pane

This area displays the properties of object(s) selected in the design canvas or the Parameters pane,
whichever has the focus.

Controls Toolbox

The Controls toolbox lists the types of controls that may be added to the report. They include, in addition to
the standard self-explanatory controls, the following special controls:

e Server Selection—A drop-down list of available serversin the selected scan.
e Compliance Selection—A list of compliance templates; suitable for compliance reports only.
e Sort Control—Allows you to select how you want the report data to be sorted.

To add a control, drag it from the toolbox and drop it on the canvas.

Report Parameters Pane

This pane displays a hierarchical representation of al parameters available to the current report and its
subreports. Icons indicate the parameter type.

Query
Report
Replacement

Report Styles Editor

When creating or modifying areport, the Report Designer uses the stylesheet that is specified as the default.
If you want to create or modify styles for the report on which you are currently working, select Edit Report
Styles from the Data menu. New styleswill be added to the report; modified styles will override the default
definition for this report.

Conversdly, if you want to create or modify a stylesheet, select Edit Global Styles from the Data menu. You
can then edit or create stylesheets, and specify the stylesheet that will be initially assigned to all reports as
the default.
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A Report Styles Editor, |Z|E|

File
A=A
Styleshest Detail
=@ Moden Style Mame |Header1
i.a Header 2 Fort P ’
=5 T ont Properties
] Header 1|
{4 Cods Font Family | Tahoma v Size 10 v
0 Nomal
é Header 3 Fareqraund Calar B Background Calor - B
{4 Nomnal Bold
Faont Style
Bald Test Alignment
m Lef vl
[] Strike-Through Wertical Alignment
[ Undedine |T|:||:| vl
Prewiew
Example Text

Report Structure

Report Structure

A report section contains agroup of controls that are processed and printed at the same time as asingle unit.
ActiveReports defines the following section types.

Report Header

A report can have one report header section that prints at the beginning of the report. This section generally
isused to print areport title, asummary table, a chart or any information that needs only to appear once at
the report’s start.

Report Footer

A report can have one report footer section that prints at the end of the report. This section is used to print a
summary of the report, grand totals, or any information that needs to print once at the report’s end.

Page Header

A report can have one page header section that prints at the top of each page. Unless the page contains a
report header section, the page header will be the first section that prints on the page. The page header
section is used to print column headers, page numbers, a page title, or any information that needs to appear
at the top of each page in the report.
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Page Footer

A report can have one page footer section that prints at the bottom of each page. It is used to print page
totals, page numbers, or any other information that needs to appear at the bottom of each page.

Group Header/Footer
A report can consist of single or multiple nested groups, with each group having its own header and footer

sections. The header section isinserted and printed immediately before the detail section. The footer section
isinserted and printed immediately after the detail section.

Detail
A report has one detail section. The detail section is, in some cases, the body of the report and one instance

of the section is created for each record in the report.

Report Seftings

You can modify facets of your report, such as the page setup, printer settings, styles, and global settings of
your report at design time. To make changes, access the Report Settings dialog by selecting Data > Edit
Report Settings.

Report Settings g|
Top mardgin 1.00 % Prewiew
e Eottom margin ; 1.00 % =
Left margin : 1.00 % —
Right marair : 1.00 % —
1 & Gutter : 0.00 —
= =
[ Mirrar marginz
e
| _,.-:I
\D> /
ak ] ’ Cancel
Charts
Chart Types

Chart types include Common Charts, 3D Charts, and XY Charts. See the online Help for more extensive
illustrations of chart types.
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Common Charts

¢ AreaCharts

Use an area chart to compare trends over a period of time or in specific categories.

Number of Y values/data points: 1
Number of Series: 1 or more
Marker Support: Series or Data Point
Custom Properties: None

e Bar2D Charts

Use a bar chart to compare values of items across categories.
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Number of Y values/data point; 1

Number of Series: 1 or more

Marker Support: Series or Data Point

Custom Properties: Gap gets or sets the space between the bars of each X axis value
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» Bezier Charts

Use aBezier or spline chart to compare trends over a period of time or in certain categories. It isaline
chart that plots curves through the data pointsin a series.
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Number of Y values/data point: 1
Number of Series: 1 or more
Marker Support: Series or Data Point
Custom Properties. None

*  Doughnut/Pie Charts

A doughnut chart shows how the percentage of each dataitem contributesto the total.

Doughnut Chart

Legend
B F==pherrics

Pie Chart

Ring Chart

Legend
Bl Elusberries

O

Number of Y values/data point: 1
Number of Series: 1
Marker Support: Series or Data Point
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Custom Properties: ExplodeFactor gets or sets the amount of separation between data point values.
HoleSize gets or setsthe inner radius of the chart. Outsidel abels gets or sets a value indicating whether
the data point labels appear outside the chart. StartAngle gets or sets the horizontal start angle for the
series.

¢ Gantt Charts

The Gantt chart is a project management tool used to chart the progress of individual project tasks. The
chart compares project task completion to the task schedule.

Number of Y values/data point; 2

Number of Series: 1 or more

Marker Support: Series or Data Point

Custom Properties. Gap gets or sets the space between the bars of each X axis value.
* Horizontal Bar Charts

Use a horizontal bar chart to compare values of items across categories with the axes reversed.
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Number of Y values/data point: 1
Number of Series: 1 or more

Marker Support: Series or Data Point

Custom Properties: Gap gets or sets the space between the bars of each X axisvalue.

LineCharts

Use aline chart to compare trends over aperiod of time or in certain categories.

Number of Y values/data point: 1
Number of Series: 1 or more

Marker Support: Series or Data Point
Custom Properties. None

Scatter Charts

Use a scatter chart to compare val ues across certain categories.

- F January  February  March April May June
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Number of Y values/data point: 1
Number of Series: 1 or more
Marker Support: Series or Data Point
Custom Properties: None

e SackedAreaCharts

A stacked area chart is an area chart with two or more data series stacked one on top of the other. Use

this chart to show how each value contributes to a total.

Jan Feb Mar Apr hlay Jun July Aug  Sept

Number of Y values/data point: 1
Number of Series: 1 or more
Marker Support: Series or Data Point
Custom Properties: None

e SackedBar Charts

A stacked bar chart is abar chart with two or more data series stacked one on top of the other. Use this

chart to show how each value contributes to atotal.
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Number of Y values/data point: 1

Number of Series: 1 or more

Marker Support: Series or Data Point

Custom Properties: Gap gets or sets the space between the bars of each X axisvalue
StackedArealO0Pct Charts

A stacked area 100 percent chart is an area chart with two or more data series stacked one on top of the
other to sum up to 100 percent. Use this chart to show how each value contributes to atotal with the
relative size of each series representing its contribution to the total.

Feb Mar Apr o lay Jun July Aug  Sept

Number of Y values/data point: 1
Number of Series: 1 or more
Marker Support: Series or Data Point

Custom Properties: None
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SackedBar100Pct Charts

A StackedBar100Pct chart is a bar chart with two or more data series stacked one on top of the other to
sum up to 100 percent. Use this chart to show how each value contributesto atotal with therelative size
of each series representing its contribution to the total .
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Number of Y values/data point; 1

Number of Series: 1 or more

Marker Support: Series or Data Point

Custom Properties. Gap gets or sets the space between the bars of each X axisvalue

3D Charts

Thistopic illustrates some of the three dimensional chart types that you can create with the Chart
control.

Note: To see achart in three dimensions, open the ChartArea Collection dialog, and in the Projection
section, change the ProjectionType from Identical to Orthogonal.
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e Area3D Charts

Use a 3D area chart to compare trends in two or more data series over a period of time or in specific
categories, alowing the data to be viewed side by side.

Number of Y values/data point: 1
Number of Series: 1 or more
Marker Support: Series or Data Point

Custom Properties: LineBackdrop gets or sets the backdrop information for the 3D line. Thickness gets
or sets the thickness of the 3D line. Width gets or sets the width of the 3D line.

e Bar3D Charts

Use a 3D bar chart to compare values of items across categories, allowing the data to be viewed
conveniently in a 3D format.

Number of Y values/data point: 1

Number of Series: 1 or more
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Marker Support: Series or Data Point

Custom Properties. BarTopPercent gets or sets the percentage of the top of the bar that is shown for
Cone or Custom BarTypes. BarType gets or sets the type of bars that is displayed. Gap gets or setsthe
space between the bars of each X axisvalue. RotationAngle gets or sets the starting horizontal angle for
custom 3D bar shapes. Can only be used with the Custom BarType. VertexNumber gets or setsthe
number of vertices for the data point, used to create custom 3D bar shapes. Can only be used with the
CustomBarType. Bars must contain 3 or more vertices.

e Doughtnut3D Pie Charts

A 3D doughnut chart shows how the percentage of each dataitem contributes to atotal percentage,
alowing the datato be viewed in a 3D format.

B Fears

Bl ctraeheries
B Ciucberries
[ ] Bananas

A 3D doughnut chart shows how the percentage of each dataitem contributes to atotal percentage,
allowing the data to be viewed in a 3D format.

Number of Y values/data point; 1
Number of Series: 1
Marker Support: Series or Data Point

Custom Properties. ExplodeFactor gets or sets the amount of separation between data point values. The
value must be less than or equal to 1. To explode one section of the doughnut chart, set ExplodeFactor
on the data point instead of on the series. HoleSize gets or sets the inner radius of the chart. If set to 0,
the chart will ook like a pie chart. The value must be less than or equal to 1. Outsidel abels gets or sets
avalue indicating whether the data point |abels appear outside of the graph. StartAngle gets or setsthe
horizontal start angle for the series data points.

XY Charts

Some of the XY chart types you can create with the Chart control are described below.
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Bubble Charts

The Bubble chartisan XY chart in which bubbles represent data points. Thefirst Y valueis used to plot
the bubble along the Y axis, and the second Y valueis used to set the size of the bubble. The bubble
shape can be changed using the series Shape property.

Number of Y values/data point: 2
Number of Series: 1 or more
Marker Support: Series or Data Point. Marker labels use the second Y value as the default value.

Custom Properties: MaxSizeFactor gets or sets the maximum size of the bubble radius. Values must be
less than or equal to 1. Default is .25. MaxValue gets or sets the bubble size that is used asthe
maximum. MinValue gets or sets the bubble size that is used as the minimum. Shape gets or setsthe
shape of the bubbles. Uses or returns avalid MarkerStyle enumeration value.

LineXY Charts

A line XY chart plots points on the X and Y axes as one series and uses aline to connect points to each
other.

5 [

4

=y

Chapter 117



Number of Y values/data point: 1
Number of Series: 1 or more
Marker Support: Series or Data Point
Custom Properties. None

* PlotXY Charts

A plot XY chart shows the rel ationships between numeric values in two or more series sets of XY
values.
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Number of Y values/data point: 1
Number of Series: 1 or more
Marker Support: Series or Data Point

Custom Properties. None

Chart Data

Data-Bound Charts

The Chart control provides several waysto bind your charts to data at design time.
e Adding Datawith the Wizard

To open the Chart Wizard, right-click the chart and select Wizard. In the Chart Wizard, once you have
added a series, you can create a data adapter to contain the data for your chart, if needed. When a data
sourceis available, the Value X and Y values can be set for the seriesin the chart wizard from the
expressions and/or data columns retrieved from the data source.

e Adding Datawith the Chart Designer

Once adata source is set up, you can easily bind data to a series using the Chart Designer. To open the
Chart Designer, click the Customize verb below the Properties window. Choose the Series section on
the left, and on the General tab, after a series has been added to the chart, set the ValueY property by
selecting the name of the data expression you wish to assign to the series.
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Adding Data through the Chart Data Source Dialog

To set the data source for the chart through the Chart Data Source dialog, click the DataSource
property.
After the DataSource for the chart is set, add a series to the chart. To do this, open the Series Collection

Editor dialog by clicking the browse button L] which appears when you click next to the Series
property in the Properties window, then click the Add button. To bind the series to an expression or
dataset column returned by your data source, set the ValueMembersY or ValueMembersX property of
the series by selecting it from the drop-down list.

Unbound Charts

The Chart control makesit easy to set the data source for a chart control, series, or data points collection
at run time.

Below isalist of objectsthat can be used as data sources.

— dataset

— dataset Column

— DataTable

— SglCommand/OleDbCommand

— SglDataAdapter/OleDbDataA dapter

— Array

Below are some examples of binding to different data sources at run time.
dataset

The Chart control’s DataSource property can be set to a dataset at run time. The following code
demonstrates setting up a dataset, setting the DataSource property to the dataset, creating a series, and
setting the ValueM embersY property to the dataset expression at run time.

/I C#

/I create the series

DataDynamics.ActiveReports.Chart.Series s = hew DataDynamics.ActiveReports.Chart.Series();

string m_cnnString = "Provider=Microsoft.Jet. OLEDB.4.0;Data Source=C:/Northwind.mdb;Persist
Security Info=False”;

System.Data.OleDb.OleDbConnection m_cnn = new
System.Data.OleDb.OleDbConnection(m_cnnString);

System.Data.OleDb.OleDbDataAdapter oDBAdapter;

/I create the dataset

System.Data.DataSet oDS;

oDBAdapter = new System.Data.OleDb.OleDbDataAdapter("SELECT ShipCountry, SUM(Freight) AS
Exprl FROM Orders GROUP BY ShipCountry”, m_cnnString);

oDS = new System.Data.DataSet();

oDBAdapter.Fill(oDS, "Exprl");

/I set the DataSource and ValueMembersY properties

this.ChartControl 1.DataSource = oDS;
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s.ValueMembersY = "Exprl";
this.ChartControl 1.Series. Add(s);
dataset Column

In the Chart control, the ValueMembersX and ValueMembersY properties of a series can be set to a
dataset column. The following code demonstrates creating a series, setting up a dataset, setting the
DataSource property to the dataset, and setting the ValueMembersY and ValueMembersX propertiesto
dataset columns at run time.

/I C#

/I create the series

DataDynamics.ActiveReports.Chart.Series s = new DataDynamics.ActiveReports.Chart.Series();

string m_cnnString = "Provider=Microsoft.Jet. OLEDB.4.0;Data Source=C:/Northwind.mdb;Persist
Security Info=False”;

System.Data.OleDb.OleDbConnection m_cnn = new
System.Data.OleDb.OleDbConnection(m_cnnString);

System.Data.OleDb.OleDbDataAdapter oDBAdapter;
/I create the dataset
System.Data.DataSet oDS;

oDBAdapter = new System.Data.OleDb.OleDbDataAdapter("SELECT * from Orders WHERE
OrderDate

< #08/17/1994#", m_cnnString);
oDS = new System.Data.DataSet();
oDBAdapter.Fill(oDS, "Orders");
/I set the DataSource, ValueMembersY, and ValueMembersX properties
this.ChartControl 1.DataSource = oDS;
this.ChartControl 1.Series. Add(s);
this.ChartControl 1.Series[0].ValueMembersY = oDS.Tableq " Orders'].Columng[7].ColumnName;
this.ChartControl 1.Series[ 0] .ValueMemberX = oDS.Tableq " Orders'].Columng[8].ColumnName;
Data Command

A chart’s data source can be set to a SglCommand or OleDbCommand. The following code
demonstrates creating a series, creating an OleDbCommand, setting the DataSource property to the data
command, and setting the ValueMembersY property for the series at run time.

/I C#

/I create the series

DataDynamics.ActiveReports.Chart.Series s = hew DataDynamics.ActiveReports.Chart.Series();

string m_cnnString = "Provider=Microsoft.Jet. OLEDB.4.0;Data Source=C:/Northwind.mdb;Persist
Security Info=False”;

System.Data.Oledb.OleDbConnection m_cnn = new
System.Data.Oledb.OleDbConnection(m_cnnString);

string query = "SELECT ShipCountry, SUM(Freight) AS Exprl FROM Orders GROUP BY
ShipCountry";
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/I create the OleDbCommand and open the connection

System.Data.Oledb.OleDbCommand command = new System.Data.Oledb.OleDbCommand(query,
m_cnn);

command.Connection.Open();

/I set the DataSource and ValueM embersY properties
this.ChartControl 1.DataSource = command;
this.ChartControl 1.Series. Add(s);
this.ChartControl1.Serieq[ 0].ValueMembersY = "Exprl";

/I close the connection
m_cnn.Close();

Array

The Chart control allows the data source for the data points collection to be set to an array. The
following code demonstrates creating a series, creating an array, and using the DataBindY method to set
the data source for the data points collection at run time.

/I C#

/I create the series

DataDynamics.ActiveReports.Chart.Series s = hew DataDynamics.ActiveReports.Chart.Series();
/I create the array

double[] a={1,4,2,6,33,4,7};

/I set the data source for the data points collection

this.ChartControl 1.Series. Add(s);

this.ChartControl 1.Serieq[ 0] .Points.DataBindY (a);

Calculated and Sequence Series Charts

The Chart control allows you to bind aformulato the ValueMembersY property of a seriesto create a
calculated or sequence series for your chart.

Calculated Series

You can easily create a calculated series based on the values of one or more series by setting the
VaueMembersY property of aseriesto aformula. To reference a seriesin the formula, use the name of
the series. The following code demonstrates creating two series, one bound to adata array and the other
bound to aformula based on the Y values of the first series.

/I C#

DataDynamics.ActiveReports.Chart.Series s = new DataDynamics.ActiveReports.Chart.Series();
DataDynamics.ActiveReports.Chart.Series ¢S = new DataDynamics.ActiveReports.Chart.Series();
double[] a={ 1,4,2,6,3,3,4,7};

this.ChartControl 1. Series. AddRange(hew DataDynamics.SharpGraph.Windows.Serieq[] {s, cS});
this.ChartControl 1.Serieq[ 0] .Name = " Seriesl";

this.ChartControl 1.Serieq[ 0] .Points.DataBindY (a);

this.ChartControl 1.Serieq[1].ValueMembersY ="Seriesl.Y[0]+10";
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Sequence Series

Set a sequence series by specifying the minimum value, maximum value, and step for the series. The
following code shows how to set the ValueMembersY property at run time to create a sequence series.

/I C#

DataDynamics.ActiveReports.Chart.Series s = new DataDynamics.ActiveReports.Chart.Series();
this.ChartControl 1.Series. Add(s);

this.ChartControl 1.Series[0].ValueMembersY = "sequence(12,48,4)";

Chart Effects

Colors

In the Chart control, colors can be used in different ways to enhance the chart’s appearance, distinguish
different series, point out or draw attention to data information such as averages, and more.

Color Palettes

The Chart control includes several pre-defined color palettes that can be used to automatically set the colors
for datavaluesin a series. The pre-defined palettes are as follows:

e Cascade (default): A cascade of eight cool colors ranging from deep teal down through pale orchid.
o Confetti: A sprinkling of bright and pastel colors.

* lceberg: A range of the soft blues and greys found in an iceberg.

»  Springtime: The colors of spring, in deep green, two vivid colors and five pastels.

* None: All datais drawn using the same tea color.

These enumerated values are accessed through the Series class with code like the following.

I C#

this.ChartControl 1.Series[ 0] .ColorPal ette = DataDynamics.ActiveReports.Chart.

ColorPalette.lceburg;

Gradients

Gradients can be used in object backdrops to enhance the visual appearance of various chart items.
Gradients can be used in the following chart sections:

e Chart backdrop

e Chart area backdrops

e Wall backdrops

e Title backdrops

»  Legend backdrops

* Legend item backdrops (for custom legend items)
*  WallRange backdrops

e Seriesbackdrops

e Datapoint backdrops

e Marker backdrops

*  Marker label backdrops

* Annotation TextBar backdrops
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3D Effects

Using the projection and viewpoint settings, you have the ability to display your 3D chart at or from any
angle needed to provide the desired view or call attention to a specific chart section.

Projection

Determine the projection for a 3D chart using three factors: the ZDepth ratio, the projection type, and the
projection DX and DY values.

e ZDepthratio The Z depth ratio isthe level of depth the Z axis hasin the chart. Values range from O (for
a 2D chart) to 1.0.

*  ProjectionType The type of projection used for the chart. In order to show charts three dimensionaly,
the ProjectionType in the ChartArea Collection editor must be set to Orthogonal. To access this dialog

box, click the browse button L] next to the ChartAreas (Callection) property in the Properties
window.

e ProjectionDX The origin position of the Z axisin relation to the X axis. This property isvalid only
when the ProjectionType is Orthogonal.

e ProjectionDY The origin position of the Z axisin relation to the Y axis. This property isvalid only
when the ProjectionType is Orthogonal.

e HorizontalRotation The Horizontal Rotation property allows you to set the degree (-90° to 90°) of
horizontal rotation from which the chart is seen.

e VerticaRotation The Vertical Rotation property allows you to set the degree (-90° to 90°) of vertical
rotation from which the chart is seen.

Lighting

The Chart control provides the ability to completely customize lighting options for 3D charts.
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Directional Light Ratio
Using the DirectionalLightRatio property, you can control the directional or ambient intensity ratio.
Light Type

By setting the Type property to one of the enumerated LightType values, you can control the type of lighting
used in the chart. The settings are as follows:

*  Ambient An ambient light source is used. It is equal to DirectionalLightRatio = 0.

* InfiniteDirectional An infinite directional light source (like the sun) is used.

»  FiniteDirectional A point light sourceis used.

Light Source

You can also set the Source property to a Point3d object, which controls the location of the light source.

Alpha Blending

The Backdrop class in the Chart control has an Alpha property which employs GDI+, and is used to set the
transparency level of each object’s backdrop. GDI+ uses 32 bits overall and 8 bits per alpha, red, green, and
blue channel s respectively to indicate the transparency and color of an object. Like a color channél’s levels
of color, the alpha channel represents 256 levels of transparency.

The default value of the Alpha property is 255, which represents afully opague color. For afully transparent
color, set thisvalue to 0. To blend the color of the object’s backdrop with the background color, use a setting
between 0 and 255.

In the Chart control, you can use the Color.FromArgb method to set the alphaand color levelsfor a
particular chart element. The following example shows how you can use the method to set the alphaand
color values for the chart backdrop.

/I C#
this.ChartControl 1.Backdrop = new DataDynamics.ActiveReports.Chart.
Backdropltem(Color.FromArgh(100, 0, 11, 220));

Changing the alphalevel of achart element reveal s other items that are beneath the object. Because you can
set the alphalevel for any chart element that supports color, you can create custom effects for any chart. For
exampl e, you can use alpha blending to combine background images with a semi-transparent chart backdrop
to create a watermark look.
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Chart Control ltems

Annotations

The Chart control offers abuilt-in annotation tool to alow you to include floating text bars or imagesin your
charts or call attention to specific items or valuesin your charts using the line and text bar controlsincluded
in the Annotation Collection Editor.
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The following properties are important when setting up annotations for your chart:
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e Start Point: setsthe starting point (X and Y axis values) for an annotation line.
e End Point: setsthe end point (X and Y axis values) for an annotation line.
e Anchor Placement: sets the position of the anchor point for the text bar on the chart surface.

e Anchor Point: setsthe point (X and Y axis values) where the text bar will be anchored based on the
anchor placement selected.
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Titles and Footers

The Chart control allows you to add custom titlesto your charts. The Titles collection is accessible from the
SharpGraph object. With the ability to add as many titles as needed, dock them to any side of a chart area,
change all of the font properties, add borders and shadows, make the background look the way you want it,
and change the location of the text, you can easily make your titles ook the way you want them to look.

| Chart Footer

Legends

The Chart control automatically creates alegend item for each series added to a chart at design time and sets
the Legend property for each series by default. However, the legend's Visible property must be set to True
for the legend to show with the chart. Thetext for each default legend entry istaken from the Name property
on the series. Each Seriesto be shown in the Legend must have a Name. If the Name property is not set, the
Series does not show up in the Legend.

Markers

Markers are used to show specific data series valuesin a chart.
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Constant Lines and Stripes

The Chart control supports constant lines and stripes through the use of the WallRanges collection. It alows
you to display horizontal or vertical lines or stripesin achart to highlight certain areas. For example, you
could draw a stripe in a chart to draw attention to ahigh level in the data or draw aline to show the average
value of the data presented.

Important properties

*  Endvaue--Setsthe end value on the primary axis for the wall range.

*  StartValue --Sets the start value on the primary axis for the wall range.
*  PrimaryAxis--Sets the axis on which the wall range should appear.

Chart Axes and Walls

Standard Axes

The Chart control provides the means to change axis settings at design time or run time. Chart axes make it
possible to view and understand the data plotted in a graph.

Axis Types

Most 2D charts contain a numerical axis (AxisY) and a categorical axis (AxisX). 3D charts include another
numerical axis (AxisZ). These axes are accessible at run time from the ChartArea object and allow you to
control the settings for each, including scaling, labels, and various formatting properties. For any of the
scaling or labeling properties you set to show up at run time, you will need to set the Visible property of the
axisto True.

Changing Axis Settings

AXis settings can be changed at design time by clicking on a Chart control and using the Properties window
or at run time in code from the chart’s ChartArea object.
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Scaling

For normal linear scaling on a numeric axis, you will need to set the Max and Min properties for the axis,
which correspond to the numerical valuesin the chart’s data series. You will also need to set the Step
property of the MagjorTick to show the major numerical unit values. The Step property controls where labels
and/or tick marks are shown on the numerical axis.

/I C#

this.ChartControl1.ChartAreas[ 0] . Axeq"AxisY"].Max = 100;
this.ChartControl1.ChartAreas[ 0] . Axeq["AxisY"].Min = 0;
this.ChartControl1.ChartAreas[ 0] . Axeg["AxisY"].MgjorTick.Step = 10;

The Chart control also supports logarithmic scaling which alows you to show the vertical spacing between
two points that corresponds to the percentage of change between those numbers. You can set your numeric
axis to scale logarithmically by setting the IsLogarithmic property on the axisto True and setting the Max
and Min properties of the axis.

Labeling

To show labels on an axis, you will need to specify the value for the L abel sGap property, set your
L abelsFont properties, and set LabelsVisible to True. These properties can be set in the AxisBase Collection

editor, which is accessed at design time by clicking the browse button L] next to the ChartAress
(Collection) property, then the Axes (Collection) property of the ChartArea.

NOTE: Labels render first, and then the chart fillsin the remaining area, so be sure to make the chart large
enough if you use angled labels.

You can specify strings to be used for the labels instead of numerical values on an axis by using the Labels
collection property at design time or assigning a string array to the Labels property at run time. You can also
specify whether you want your axis labels to appear on the outside or inside of the axis line using the
Labelsinside property. By default, labels appear outside the axis line.

Secondary Axes

By default, a Chart object includes secondary X and Y axes (AxisX2 and AxisY 2). At design time or run
time, you can specify a secondary axisto plot data against by setting all of the appropriate properties for
AxisX2 or AxisY 2, including the Visible property.

If you want to use two axes to show the same data as it appears on two different scales, you can set the
primary axis to show the actual data value scale, for example, and set the secondary axis to show a
logarithmic scale.

Custom Axes

The Chart control supportsthe creation of additional custom axes through the use of the chart’s CustomAxes
collection. Once a custom axis has been added to the collection, in addition to setting the normal axis
properties, you will need to set the following properties:

e Parent—The Parent property allows you to choose the primary or secondary axis on which your custom
axisresides.

*  PlacementLength—The PlacementL ength property allows you to set the length of the custom axisin
proportion to the Min and Max property values you have aready set for the parent axis.

*  PlacementL ocation—The PlacementL ocation property allows you to set the starting location value for
the custom axis to appear in relation to the parent axis.

Report Designer (Weblnspect Only) 113



e

Custom Axis

(1]
an
=11

20

100
95
a0
g3
80
i<}
70
G3
g0
93
a0
43
40
33
30
23
20
13
10

January

March

Gridlines and Tick Marks

Gridlines and tick marks are generally used to help increase the readability of a chart.
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Chart-Specific Properties

Each chart type in the Chart control contains specific properties that apply to it. Set the chart type and
chart-specific properties in the Series Collection Editor dialog box accessed through the Series property in
the property grid and in the DataPoint Collection dialog box accessed through the Points property in the
Series dialog box.

e 2
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Chart Wizard

The chart control features an easy-to-use wizard. The chart wizard automatically runs when you first add a
chart control to areport. If you prefer not to have the wizard run automatically, uncheck the Auto Run
Wizard check box at the bottom of the wizard. You can also access the wizard through the Wizard verb that
appears below the Properties window when the chart is selected on the report.
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Walk-Through: Creating a Report

Task 1:

In this exercise, you will build areport similar to the vulnerability (classic) report, but not as intricate.

Build the master report

1
2

O 00 N o0 0 AW

10

ll

Click File — New.

On the Create Report Definition window, enter the following:

Name: My vulnerability report

Description: Sample report

In the Context list, select Scan.

Select Exposed in Product.

In the View Name list, select Basic - Server Information.

Click OK.

Right-click the PageHeader caption and select Delete.

Right-click the Detail caption and select Insert — Report Header/Footer.
In the toolbox, drag LinkedSubReportControl into the ReportHeader section.

On the Choose a Report dialog, expand the Vulnerability (classic) group, select ScanHeader, and click
OK.

Position the element and extend it to the right margin.
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12 Click the ReportHeader caption.

13 Inthe Properties grid, set CanShrink = True.
14 Click the Detail caption.

15 Inthe Properties grid, set CanShrink = True.

Task 2:  Add a Link to a Subreport

1 Inthetoolbox, drag a LinkedSubReportControl into the Detail section.

2 Onthe Choose a Report dialog, expand the VVulnerability (classic) group, select ServerHeader, and
click OK.

Position the element and extend it to the right margin.

With the ServerHeader selected, in the Properties grid under Associated Fields, click @ServerID and
select ServerD.

Click the Preview tab.

N

When prompted to design parameters, select No.
Select a scan and click Next.

When prompted to select areport, click Finish.

VO 0 N o0 o

Click File — Save.

Task 3:  Create a Subreport

1 Click File — New.

2  Onthe Create Report Definition window, enter or select the following:

a For the Name, enter “My vulnerability by server.”

b For the Description, enter “ Sample report.”

From the Context list, select Scan.

Clear the Exposed in Product check mark.

In the View Name list, select Basic - Vulnerability by Session.

Click OK.

Delete the PageHeader caption (right-click the caption and select Delete).
In the Properties grid, set CanShrink = True.

VO 00 N o0 o0 AW

Right-click the Detail caption and select Insert — Group Header/Footer.
10 In the Properties grid:

a Set CanShrink = True.

b Change the name to GroupServer.

¢ For the DataField, select Server.
11 Drag a BookmarkControl to the GroupServer area.
12 Inthe Properties grid, select BookmarkText and enter the following:
{=MainReportName} \{ =Server}
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Task 4:

Task 5:

Add a chart to the report

1

N o0 0 AW

0]

10

1
12

Click Edit — Modify/Create Report.

Select Aggregate - Severity Summary by Server and click OK. This query will be used to generate a
chart.

Drag a ChartControl onto the design area.

On the Chart Wizard, click the 2D tab and select Bar.
Click Finish.

Resize the chart and arrange it to your liking.

With the chart selected, go to the Properties grid, click AssociatedQuery, and select the query you just
added: Aggregate - Severity Summary by Server.

Right-click the chart and select Wizard.

Select Series from thelist in the left-hand pane.

Assign a series to each severity category: critical, high, medium, low, informational, and best practice.
a Select Series1, and in the Series Properties area and enter “Critical” for the Name.

b Inthe DataBinding area, select the Y axis and select Critical from the drop-down list.

¢ Repeat this process for each series; click Add New Item where necessary.

Click Finish.

With the chart selected, go to the Properties grid and click @ServerID under AssociatedFields and
select VulnerabilityCount.

Add a section for the Check ID, Check Severity, and Check Name, and Summary

1

2
3
4

Right-click the Detail caption and select Insert — Group Header/Footer.
Collapse the footer.

Click the GroupHeader.

In the Properties grid:

a Changethe nameto “groupCheck.”

b Set CanShrink = True

¢ For the DataField, select “checkid.”

Drag a TextBox to the groupCheck section.

In the Properties grid:

a For Name, enter txtSeverity

b For DataField, select “checkseverity.”

Drag another TextBox into the groupCheck section and place it to the right of the first TextBox.
In the Properties grid:

a Changethe name to “txtCheckName.”

b Set CanShrink = True

¢ For the DataField, select “checkname.”

d  For ClassName, select Normal Bold.

Drag aLabel into the area
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10

1
12

13
14

In the Properties grid:
a Changethe name to IblSummary.

b  For Text, enter Summary.

Drag a RichTextBox onto the canvas; place it below the summary label and extend it to the right.

In the Properties grid:

a Changethe name to txtSummary.

b For the DataFidd, select ReportSection_Summary.

Drag a BookmarkControl and place it anywhere on the groupCheck canvas
On the Properties grid:

a For BookMarkText, enter { =MainReportName} \Checks\{ =Checkid} .

b  For the Name, enter BookmarkChecks.

Task 6:  Add an area for the HTTP Request

1
2
3

Right-click on the Detail caption and select Insert — Group Header/Footer.
Collapse the group footer.

On the Properties grid:

a Set CanShrink =True.

b For the Name, enter groupRequest.

Drag a RichTextBox to the groupRequest canvas. Size it and extend it to the right margin.
On the Properties grid:

a Set CanShrink =True.

b For the Name, enter txtRequest.

c¢ For the DataField, select RequestText.

d  For TruncateVulnerability, select True.

e For HighlightVulnerability, select True

Task 72 Add an area for the HTTP Response

1
2

Drag a RichTextBox to the groupRequest canvas. Size it and extend it to the right margin.
On the Properties grid:

a Set CanShrink =True.

b For the Name, enter txtResponse.

c¢ For the DataField, select ResponseText.

d  For TruncateVulnerability, select True.

e For HighlightVulnerability, select True

Populate the Detail section

1
2

Drag the bound field “fullURL” to the Detail section.

Click the Parameter Designer icon on the toolbar.
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3 Inthe Parameter Designer Canvas area, delete all parameters (click in the area, press Ctrl + a, and then
press Delete).

4  Click Save and Close.

Task 8:  Add/Modify the script
1 Click the Script tab on the Report Designer.

2  Change the method name “myEventHandler” to “onGroupCheckFormat.”
3 Deleteall the script and replace with the following:

using System;

using DataDynamics.ActiveReports;

using HP.AppSec.Reporting.ReportScript;

namespace Script.Events

{

public class MyEventClass
{
/*
* You can declare fields, events and methods just like in c#...
* in fact this is C#!
*/
/*
* Script event handlers, MUST have this method signature
*/
public void OnGroupCheckFormat (ScriptReportObject report, EventArgs

{

ea)
int nSeverity = (int)report.Fields["checkseverity"];
TextBox txtSeverity =

report.CurrentSection.Controls ["txtSeverity"] as TextBox;
if (nSeverity <= 10)

{ txtSeverity.Text = "Informational";

else 1f( 10 < nSeverity && nSeverity <= 25)
txtSeverity.Text = "Low";

else 1if( 25 < nSeverity && nSeverity <= 50)
txtSeverity.Text = "Medium";

else 1if( 50 < nSeverity && nSeverity <= 75)
txtSeverity.Text = "High";

else 1if( 75 < nSeverity && nSeverity <= 100)

txtSeverity.Text = "Critical";
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4  After entering the script, click the Report Events tab (in the lower right) and select groupCheck from

5
6

the drop-down list.
For the Section Format Event, select Script.Events.MyEventClass.onGroupCheckFormat.
Save the report.

Task 9:  Add a pre-query to the master report

1
2

w

N O 0~

10

Open MyVulnerability report (listed under Custom Reports on the Open a Report dial og).
Click Edit — Modify/Create Report.

From the View Name list, select PreQuery - Vulnerability.

A pre-query improves performance by first determining if any datais available for the report.
Drag a LinkedSubReportControl onto the Detail area.

From the Choose a Report dialog, select My vulnerability by server and click OK.
Position the control and extend it to the right margin.

On the Properties grid:

a Under AssociatedFields, click @serverID and select serverID.

b For PreQueryFile, select PreQuery - Vulnerability.

Click Save.

Click the Preview tab.

Note and correct any improperly positioned controls, then save your work.
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12 Server Analyzer

About the Server Analyzer Tool

The Server Analyzer interrogates a server to determine the server’s operating system, banners, cookies, and
other information.

Analyzing a Server

To analyze a server:
1 Inthe Target Host box, enter the URL or IP address of the target server.

2 If host authentication is required, or if you are accessing the host through a proxy server, select
Edit — Settings and provide the requested information. See Server Analyzer Settings for detailed
information.

3 Click the Run Analysis icon.

#% Server Analyzer

File Edit Help

Target Host: [http:/fzero. webappsecurity.com/ | [ Run Analysis |&Export
ltem Details
= &y http:/izero webappsscurity.cor 5
Ay Non-fatal Error The underlying web server of the target/device has been
€ Site Analysis Summarny identified as the following:
Q:J Site Analysis Informaticn 18 5.0
] Dynamic Form Infarmatior
F All the underlying web server fingerprints that partially
l# Application Technology matched this target/device:
\,L'o Cockies

13:15 50
7115 4.0
IS 7.0 N

@ Server Bannars .
« JIS60

f‘j Server Authentication
@ Files Not Found (404)

1: Sun/iPlanet/Netscape
1: Apache 1.3 x v

< | [
Status: Analysis completed

Server Analyzer Settings

To modify the Server Analyzer settings:
1 Click Edit — Settings.

2 Select either the Host Authentication or Proxy category and enter the settings described in the
following sections.

3 Click OK.
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Authentication Method

If authentication is required, select atype from the Authentication list. See Authentication Types on
page 44 for a description of the available authentication types.

Authentication Credentials

Typeauser ID inthe User name box and the user’s password in the Password box. To guard against
mistyping, repeat the password in the Confirm Password box.

To use these credentials whenever the Server Analyzer encounters a password input control, select Submit
these credentials to forms with password input fields.

Proxy

Use these settings to access the Server Analyzer through a proxy server.

Direct Connection (proxy disabled)

Select this option if you are not using a proxy server.

Auto detect proxy settings

Use the Web Proxy Autodiscovery (WPAD) protocol to locate a proxy autoconfig file and configure the
browser’s web proxy settings.

Use Internet Explorer proxy settings

Import your proxy server information from Internet Explorer.

Use Firefox proxy settings

Import your proxy server information from Firefox.

Configure a proxy using a PAC file

Load proxy settings from the Proxy Automatic Configuration (PAC) file in the location you specify in the
URL box.

Explicitly configure proxy

Configure a proxy by entering the requested information.

1 Inthe Server box, type the URL or IP address of your proxy server, followed (in the Port box) by the
port number (for example, 8080).

2  Select aprotocol for handling TCP traffic through a proxy server: SOCK S4, SOCK S5, or standard.

3 If authentication is required, select atype from the Authentication list. See Authentication Types on
page 44 for a description of the available authentication types.

4 If your proxy server requires authentication, enter the qualifying user name and password.

5 If you do not need to use a proxy server to access certain | P addresses (such as internal testing sites),
enter the addresses or URLs in the Bypass Proxy For box. Use commas to separate entries.
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HTTPS Proxy Settings

For proxy servers accepting HTTPS connections, select Specify Alternative Proxy for HTTPS and provide
the requested information.

Exporting Results

To export the results of the analysisto an HTML file:
1 Click File — Export.
2  Onthe Export File window, select or enter alocation and file name.

Click Save.
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13 Server Profiler (Weblnspect Only)

About the Server Profiler Tool

Usethe Server Profiler to conduct a preliminary examination of awebsite to determineif certain Webl nspect
settings should be modified. If changes appear to be required, the Server Profiler returns alist of
suggestions, which you may accept or reject.

For example, the Server Profiler may detect that authorization is required to enter the site, but you have not
specified avalid user name and password. Rather than proceed with a scan that would return significantly
diminished results, you could follow the Server Profiler’s prompt to configure the required information
before continuing.

Similarly, your settings may specify that Weblnspect should not conduct “file-not-found” detection. This
processis useful for websites that do not return a status “ 404 Not Found” when a client requests a resource
that does not exist (they may instead return a status “200 OK,” but the response contains a message that the
file cannot be found). If the Server Profiler determines that such a scheme has been implemented in the
target site, it would suggest that you modify the Weblnspect setting to accommodate this feature.

" Profile your site @E]‘

File Help

Ej Server Profiler

Analyzes your web application and offers suggestions for changes to scan settings, Optimizing scan setiings can improve scan performance and accuracy.

URL: |httD:.f,f'sqIi,qa.spidyﬂamics.com.f » Sample Size 150%

Settings

~
Add Allowed Hosts 10of 2

It is possible that some URLs on the site have host names that refer to sub-applications or related applications. You should o

.
F review the list and choose the appropriate hosts to add to the zllowed hosts setting. This will ensure that you scan the entire
application.

Profiler Discovered Allowed Hosts

=gli.qa.spidynamics.com:i 81
sqgli.ga.spidynamics.com: 8888
sgli.ga.spidynamics.com: 3000
www.php.net:80
www.zend.com:80

Add ...
Change Authentication Configuraticn 20f2
q Some servers require suthentication from the client. Weblnspect supports Basic, NTLM, Digest and Kerberos as well as aute- 2
. neactiation. Havina the correct authentication setup assures the best oossible scan results. it
Save Settinas] [ Close

You can use either of two methods to invoke the Server Profiler:
e Launch the Server Profiler as a standalone tool.

* Invokethe Server Profiler automatically when starting a scan.
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Launching the Server Profiler as a Tool

To launch the Server Profiler tool:

1
2
3

On the Webl nspect menu bar, click Tools — Server Profiler.
In the URL box, enter or select aURL or |P address.

(Optional) If necessary, modify the Sample Size. Large websites may require more than the default
number of sessions to sufficiently analyze the requirements.

Click Analyze.

The Server Profiler returns alist of suggestions (or a statement that no modifications are necessary).
To reject a suggestion, clear its associated check box.

For suggestions that require user input, provide the requested information.

(Optional) To save the modified settingsto afile:

a Click Save Settings.

b  Using astandard file-selection window, save the settingsto afile in your Settings directory.

Invoking the Server Profiler when Starting a Scan

To launch the Server Profiler when beginning a scan:

1

Start a scan using one of the following methods:

e Onthe Weblnspect Start page, click Start a Basic Scan.

e Click File - New — Basic Scan.

e Click the drop-down arrow on the New icon (on the toolbar) and select Basic Scan.

*  Onthe Weblnspect Start page, click Manage Schedule, click Add, and then select Web Site Scan.

On step 4 of the Scan Wizard (Detailed Scan Configuration), click Profile (unless Run Profiler
Automatically is selected).

The Profiler returns alist of suggestions (or a statement that no modifications are necessary).
To reject a suggestion, clear its associated check box.

For suggestions that require user input, provide the requested information.

Click Next.
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14 SmartUpdate

About the SmartUpdate Tool

Use the SmartUpdate tool to download the latest adaptive agents and programs, as well as vulnerability and
policy information. Smart Update also ensures that you are using the latest version of Weblnspect or
Weblnspect Enterprise, and it prompts you if a newer version of the product is available for download. New
vulnerability checks downloaded via Smart Update are not added automatically to any custom policies you
may have created

A Caution: For Weblnspect Enterprise installations, if Smart Update changes or replaces certain Weblnspect
Enterprise-related files used by Webl nspect, the sensor service may stop and the sensor will display a status
of “off line.” You must launch the Webl nspect application and restart the service. To do so, choose
Configure from the AMP menu, and then click the Start button on the Sensor Service tab of the AMP
Configuration window.

Weblnspect Smart Update

To manually initiate a Smart Update in Webl nspect:

1 Do any of the following:
e Fromthetoolbar, click SmartUpdate.Select SmartUpdate from the Tools menu
e Select Start SmartUpdate from the Weblnspect Start Page.

2  If updates are available, the Smart Update window displays up to three separate collapsible panes for
downloading the following:

e New and updated checks

e Weblnspect software

e Smart Update software

Select the check box associated with one or more of the download options.
3 Toinstal the updates, click Download.

If you download checks without also downloading available new versions of Weblnspect, HP will continue
to offer updates to your installed knowledgebase for only 10 days. Beyond that period, updates will not be
available to you until you download the new Webl nspect software.

Checking for Updates Automatically

You can force Webl nspect to check for new vulnerabilities or program components every time you open the
application. Thisisthe simplest method of ensuring that your SecureBase vul nerabilities database remains
accurate and includes the latest information. To enable this option, select Application Settings from the
Edit menu and choose Smart Update.
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Weblnspect Enterprise Smart Update

Each time you log in to the Weblnspect Enterprise Administrative Console, it contacts the server and
downloads any available console binary updates.

You can obtain updates to the SecureBase, as well as binary updates for Webl nspect Enterprise-connected
products such as Weblnspect, through either amanual or scheduled process.

To manually initiate a Smart Update in Webl nspect Enterprise, do either of the following in the
Administrative Console:

e Click SmartUpdate.

e Select SmartUpdate from the Tools menu.
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15 SQL Injector

About the SQL Injector Tool

SQL injection is atechnique for exploiting web applications that use client-supplied datain SQL queries
without first removing potentially harmful characters. The SQL Injector supports MS-SQL, Oracle,
Postgress, MySQL, and DB2 as database types and al so supports multiple language systems including

Japanese.

Thistool tests for SQL injection vulnerahilities by creating and submitting HTTP requests that may be
processed by your SQL server. If your web application allows database records to be updated or created
using data supplied by the user, the SQL Injector may create spurious records. To avoid this possibility, do
not test against your production database. Instead, use a copy of the database, or use atest account that does
not have access to the production data, or exclude from audit any pages that may update or delete data from
the database. If these alternatives are not feasible, back up your production database before testing at atime
when the site has little or no customer traffic.

Using the SQL Injector

To test for susceptibility to SQL injection:

1 If using aproxy server or if the target site requires authentication, click the Settings tab and enter the
appropriate information. See SQL Injector Settings on page 134 for additional information.

2  Select File — New
- Or -
click the New Request icon.

3 IntheLocation box, type or paste the URL that you suspect is susceptible to SQL injection. See
exampl es below.

*  GET method (query parameters are embedded in the URL):
http://172.16.61.10/Myweb/M SSQL /Wel come.asp? ogin=aaa& password=bbb

e POST method (query parameters are included in message body):
http://172.16.61.10:80/Myweb/M SSQL /Welcome.asp

Because the SQL Injector defaults to the GET method, you must also edit POST requests on the
Raw tab (visible if you select View — Show Request). The edited request would be similar to the
following:

POST /Myweb/M SSQL/POST/2.asp HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 5.01; Windows NT 5.0)
Host: 172.16.61.10

Content-Length: 22

Content-Type: application/x-www-form-urlencoded

login=ggqqé& password=aaa
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) If Weblnspect has detected a SQL injection vulnerability, you can right-click the vulnerable
session in Webl nspect’s navigation pane (or right-click the vulnerable URL on the

Vulnerabilities tab of the summary pane) and select Tools — SQL Injector from the shortcut
menu.

Click Send.

If SQL injectionissuccessful, “ SQL Injection Confirmed” appears on the Status tab and the beginnings
of adata hierarchy tree appear on the Site Tree tab in the lower left pane.

#*sQL Injector: SQLInjection_11.sdf
File  Edt View AMP  Help

P \Mew [ 0pen | Save 3¢ SOLInjector Settings || = Hide Request 3 Clear Request

i Location:  http:f/sqli.qa.spidynamics com:80/mssqlGETGET _inurl phpid=1 - & Send
i 7] Get Tables | | A Pump Data - |

Raw Details | Hex

(Select a request action) - Apply | 38
CET ,’mssql/GET/’GET_lnurl,php? HTITP/1.1 ~

Beferer: http://sqli.gs.spidynamics. com:80/mssql/mssgl index.php

lzer-hgent: Mozilla/d4.0 {compatible; MSIE 7.0; Windows NT §.1; SV1; .NET CLE 1.1.4322)
pocepr: 4

Pragma: no-cache

Host: sgli.gqa. spidynamics. con

PMemo: 40: Auditor. SendisynoronousBequest:Attack (CID: (null):AS:4¢,EID: 3722823 f- £3dE-4902-90bd?
-7c0el5901cla, ST-Auditherack, AT: QueryParauManipulacion, APD:id,I: {0,0) R:False, SM:Z, SID:7
D19FE6ES7A45C2 T65E3E067E1ARESE3E, PEID: C1EBAAGCDF4ESS 7CFEZEBDE4F354ZE0EZ)

|fudit-Memo: SessionType=3; SID=D1SF86ES7A45C2765EZE0E7ELARESEIE; PEID?
=ClEBARGCDFAE6S7CFEZEDE4FI542E0EZ; AttackType=2; AttackSemquence=4; AttackParawDesc=id; 7
AttackParanTndex=0; AttackParamdublndex=0; CheckId=0; Encine=#ul Tniection: Retry=False: Mode=z; %

" Site Tree |DataExtraction 5° 4 B Status Details Data Log

= [Z]@ sall.ga.spidynamics. comimssaql) -{-' Status SQL Injection Confirmed. I
[l J sQLServeremployee) -

Database Detection

Query Paramehers: [ Jolaft
Data Extraction
Extracting Tables: 1 O oefo
Extracting Colurnns: 1 O oofo
Extracting Rows: { 3 oofo
< >
Ready. . [ ]

To extract al the datafrom all tables, click Pump Data.
Alternatively, you can selectively investigate tables and columns using the following procedure:
a Select Get Tables.
The SQL Injector returns the names of all tables in the targeted database.
b Choose tables by selecting or clearing their associated check box.
¢ Click Get Columns.
The SQL Injector returns the names of al columnsin the selected tables.
d  Choose acolumn by selecting or clearing its associated check box.
e Click Get Data.
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Select a column and click the Data tab to column values.

" Site Tree |Data Extraction Settil 4

= [#]@ sqli.ga.spidynamics.commssql/GE
=] |J SoLServer{employes)

= [#][ sysdiagrams
[#=] version
[#1[=] principal_id
[#=] name
[#][=] diagrarn_id
[IE] definition

= [#][E emploves
3
FEd

|~
o |

Status Details

id

SQL Injector Tabs

Request Pane

Data

|

Log

Data for Table...[employee_employee]

”~

€]

The Request pane contains three tabs:

To toggle the display of the Request pane, click Show Request/Hide Request.
To delete the request, replacing it with the default http://localhost:80/, click Clear Request.

Raw - Displaysthetext of the HTTP request.

Details - Displays the request segmented by method, request URI, and protocol. Also lists the request
header fields and their associated values.

Hex - Displays a hexadecimal representation of the HTTP request.

Database Pane

The lower left pane contains two tabs:

Site Tree - Displays the URL, databases, tables, and columns.

Data Extraction Settings - Displaysthe maximum number of tables, columns, and rowsto return when
extracting data. These values are extracted from the settings, but can be modified here or in the settings

dialog.

Information Pane

The lower right pane contains four tabs:

SQ Injector

Status - Displays progress bars for detection and extraction functions.

Details - Displays database information and injectable parameter details.

Data - Displays data extracted from the selected tables and columns.
Log - Displays a synopsis of pertinent functions and the time at which they occurred.
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SQL Injector Settings

To modify the SQL Injector settings:
1 Click Edit — Settings.

2 Select either the Options, Authentication, or Proxy category and enter the settings described in the
following sections.

3 Click OK.

Options Tab

Timeout in Seconds

Specify the number of seconds that the SQL Injector will wait for a response before terminating the session.

Apply State

If your application uses cookies, URL rewriting, or post data techniques to maintain state within a session,
the SQL Injector will attempt to identify the method and modify the response accordingly.

Apply Proxy

If you select this option, the SQL Injector will modify the request according to the proxy settings you
specify.

Logging

Select the events you want to log:

*  Requests

e Responses

e FErrors

»  Debug Messages

Log filesare stored in xml format in My Documents\SPI dynamics\Tool S\SQL I njector\logs.

The beginning of each file nameisformatted asYYYY_MM_DD<current-process-id>. The remainder of
the name is formatted as follows:

_sgli_debug.log: Contains debugging messages for that session.
_errors.log: Contains errors and exceptions that occurred for that session.

_RequestsResponses.log: Contains al the requests and responses sent and received by the SQL Injector.

Data Extraction

Specify the maximum number of tables, columns, and rows that should be returned when extracting data
through a URL that is vulnerable to SQL injection. These values are also displayed in the Database pane on
the Data Extraction Settings tab. You can change these values using either this tab or the Settings dialog.

Also specify the maximum number of concurrent threads that should be used for data extraction.
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SQ Injector

Inferential/Time-Based Extraction

The SQL Injector can use two different techniques for extracting data when a SQL injection vulnerability is
discovered. All attempts are conducted using the inferential technique, which examines the content of the
HTTP responses. If this method fails, you can force the tool to use a second technique called time-based
extraction. Instead of extracting table data, this method attempts to retrieve the name of the database by
sending 4-5 long-running database queries for each character in the database name. Since this can be arather
time-consuming exercise, you can specify the number of characters required to confirm the existence of the
SQL injection vulnerahility.

Use a macro

Select this option to use a workflow macro; then click |;| to select, edit, or create amacro.

Database File Path

This read-only text box displaysthe path to the database created by the SQL Injector tool to store attack data
and replicate portions of the attacked database.

Authentication Tab

Authentication Method

If the site does not require authentication, select None. Otherwise, select atype from the Authentication
list:

Authentication Description

Automatic Allow the SQL Injector to determine the correct authentication type. Note
that automatic detection slows the scanning process. If you know and specify
one of the other authentication methods, scanning performance is noticeably
improved.

HTTP Basic A widely used, industry-standard method for collecting user name and

password information. The web browser displaysawindow for auser to enter
aprevioudly assigned user name and password. If the web server verifies that
the user name and password correspond to avalid user account, a connection

is established.
NT LAN Manager NTLM is an authentication process used by all members of the Windows NT
(NTLM) family of products. It uses a challenge/response process to prove the client’s
identity without requiring that either a password or a hashed password be sent
across the network.

Use NTLM authentication for serversrunning I1S.

Authentication Credentials

Typeauser ID inthe User name box and the user’s password in the Password box. To guard against
mistyping, repeat the password in the Confirm Password box.
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Proxy Tab

Use these settings to access the SQL Injector through a proxy server.

Direct Connection (proxy disabled)

Select thisoption if you are not using a proxy server.

Auto detect proxy settings

Use the Web Proxy Autodiscovery (WPAD) protocol to locate a proxy autoconfig file and configure the
browser’s web proxy settings.

Use Internet Explorer proxy settings

Import your proxy server information from Internet Explorer.

Use Firefox proxy seftings

Import your proxy server information from Firefox.

Configure a proxy using a PAC file

Load proxy settings from the Proxy Automatic Configuration (PAC) file in the location you specify in the
URL box.

Explicitly configure proxy
Configure a proxy by entering the requested information.

1 Inthe Server box, type the URL or IP address of your proxy server, followed (in the Port box) by the
port number (for example, 8080).

2  Select aprotocol for handling TCP traffic through a proxy server: SOCK S4, SOCK S5, or standard.

3 If authentication is required, select atype from the Authentication list. See Authentication Types on
page 44 for a description of the available authentication types.

4 If your proxy server requires authentication, enter the qualifying user name and password.

5 If you do not need to use a proxy server to access certain | P addresses (such as internal testing sites),
enter the addresses or URLs in the Bypass Proxy For box. Use commas to separate entries.

HTTPS Proxy Settings

For proxy servers accepting HTTPS connections, select Specify Alternative Proxy for HTTPS and provide
the requested information.
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16 SWFScan (Weblnspect Only)

About the SWFScan Tool

The HP Web Security Research Group developed SWFScan to help organizations secure applications
developed using the Adobe Flash platform. Thisinnovative tool identifies many of the vulnerabilities that
affect Flash applications and provides definitive insight on how to remove or avoid them.

SWFScan uniquely supports all versions of Adobe Flash and ActionScript, including ActionScript 2 and 3
(Flash versions 9 and 10).

When you point SWFScan at a Flash file on the Internet or intranet, or load a Flash file from your local
computer, SWFScan decompilesthe SWF bytecode, generates ActionScript source code, and performs static
analysis. You can then generate reports that include:

» ldentification of the source code that caused the vulnerability
* Implications of each specific vulnerability
* “Best practice” guidelinesto help with remediation

SWFScan also provides additional key information (such as networking calls, external domain requests,
etc.) that may be useful for manual inspection of your Flash applications.

Vulnerability Detection

HP SWFScan tests for the following Flash security vulnerabilities. Checks for additional vulnerabilitieswill
be added to SecureBase (through Smart Update) as they are devel oped.

ActionScript 3 Vulnerabilities Detected by SWFScan

HP SWFScan finds the following vulnerabilities in applications built on Flash 9 and above.

Insecure Programming Practice

e Insecure Security.allowlnsecureDomain() usage
e Insecure Security.allowDomain() usage
e Insecure Local Connection.allowDomain() usage
e Insecure Flash Storage Object usage
e Shared Flash Storage Object usage
e Possible Malicious Activity (LoadBytes)
*  Interesting Package/Class/Function Names
— Potential User Account Information

— Possible Commerce Information
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Possible Cryptographic Data

Potential Personal Information

Possible Application Information
Potentially Interesting Name Encountered

Insecure Application Deployment

e Complete Flash Application Source Available

e Debugging Information (trace function)

»  Debugging Information (Source file disclosure)
»  Remote Flash Debugging Enabled

Adobe Best Practices Violation

e Minimum Stage Size For Security Dialogs

e Utilize AllowScript Privileges

o Utilize AllowNetworking Privileges

o Utilize AllowFullscreen Privileges

Information Disclosure

»  Possible Social Security Number
e Possible Credit Card Number Disclosure

e Internal IP Disclosure
*  Path Disclosure (win32)

e Path Disclosure (unix)

e PGP Public Key Block Detected
* PGP Private Key Block Detected
e MDS5 Hash Detected

e SHA-0/SHA-1 Hash Detected

*  SQL Query Detected

«  LDAP Query Detected

e XPath Query Detected

o Data Connection String

Generic

MSSQL ODBC Trusted Connection

MSSQL OleDb Trusted Connection

MSSQL vialP Address

MSSQL .NET DataProvider Standard Connection or Sybase .NET DataProvider
MSSQL .NET DataProvider Trusted Connection

MSSQL .NET DataProvider vialP Address
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Access and Oracle ODBC -- Standard Security for MS Access and ODBC Oracle Driver
Access ODBC Workgroup - System Database

Access OleDb with MS Jet Workgroup - System Database

Access OleDb with MS Jet With Password

Oracle ODBC New Microsoft Driver

Oracle ODBC Old Microsoft Driver

Oracle OleDb Microsoft Driver and Oracle Driver - possible trusted connection
Oracle OleDb Oracle Driver - Trusted Connection

Oracle .NET DataProvider from Microsoft and Oracle - Standard Connection
Oracle .NET DataProvider from Microsoft and Oracle - Trusted Connection
IBM DB2 ODBC without DSN and OleDb IBM Driver

IBM DB2 OleDb Microsoft Driver

IBM DB2 .NET DataProvider from IBM

MySQL ODBC MyODBC Driver - local database

MySQL ODBC MyODBC Driver - remote database

MySQL .NET DataProvider from Corel.ab

Sybase ODBC Sybase System 12 (12.5) ODBC Driver

Sybase ODBC Sybase System 11 ODBC Driver or Intersolv 3.10 ODBC Driver
Sybase ODBC SQL Anywhere

Sybase OleDb Sybase Adaptive Server Enterprise (ASE)

Informix ODBC DSN INFORMIX 3.30 ODBC Driver

Informix ODBC without DSN INFORMIX 3.30 ODBC Driver

Informix OleDb IBM Informix OleDb Provider

ActionScript 1 and 2 Vulnerabilities Detected by SWFScan

HP SWFScan finds the following vulnerahilities in applications built on Flash 8 and below.

Possible Cross-Site Scripting

*  ldentifying undefined global variables

* ldentifying injection points for cross-site scripting vectors

getURL

XML.load

loadM ovie/loadMovieNum
html Text

ExternalInterface
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Dangerous functions accepting user supplied data

loadVariables/L oadVars
System.Security.loadPolicyFiles

Insecure Programming Practice

Insecure Security.allowlnsecureDomain() usage
Insecure Security.allowDomain() usage
Insecure Local Connection.allowDomain() usage
Insecure Flash Storage Object usage

Shared Flash Storage Object usage

Possible Malicious Activity (LoadBytes)
Interesting Package/Class/Function Names

— Potential User Account Information

— Possible Commerce Information

— Possible Cryptographic Data

— Potential Personal Information

— Possible Application Information

— Potentially Interesting Name Encountered

Insecure Application Deployment

Debugging Information (trace function)
Debugging Information (Source file disclosure)
Remote Flash Debugging Enabled

Information Disclosure

Possible Social Security Number
Possible Credit Card Number Disclosure
Internal IP Disclosure

Path Disclosure (win32)

Path Disclosure (unix)

PGP Public Key Block Detected
PGP Private Key Block Detected
MD5 Hash Detected
SHA-0/SHA-1 Hash Detected
SQL Query Detected

LDAP Query Detected

XPath Query Detected
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»  Data Connection String

Generic

MSSQL ODBC Trusted Connection

MSSQL OleDb Trusted Connection

MSSQL vialP Address

MSSQL .NET DataProvider Standard Connection or Sybase .NET DataProvider
MSSQL .NET DataProvider Trusted Connection

MSSQL .NET DataProvider vialP Address

Access and Oracle ODBC -- Standard Security for MS Access and ODBC Oracle Driver

Access ODBC Workgroup - System Database

Access OleDb with MS Jet Workgroup - System Database

Access OleDb with MS Jet With Password

Oracle ODBC New Microsoft Driver

Oracle ODBC Old Microsoft Driver

Oracle OleDb Microsoft Driver and Oracle Driver - possible trusted connection
Oracle OleDb Oracle Driver - Trusted Connection

Oracle .NET DataProvider from Microsoft and Oracle - Standard Connection
Oracle .NET DataProvider from Microsoft and Oracle - Trusted Connection
IBM DB2 ODBC without DSN and OleDb IBM Driver

IBM DB2 OleDb Microsoft Driver

IBM DB2 .NET DataProvider from IBM

MySQL ODBC MyODBC Driver - local database

MySQL ODBC MyODBC Driver - remote database

MySQL .NET DataProvider from Corelab

Sybase ODBC Sybase System 12 (12.5) ODBC Driver

Sybase ODBC Sybase System 11 ODBC Driver or Intersolv 3.10 ODBC Driver
Sybase ODBC SQL Anywhere

Sybase OleDb Sybase Adaptive Server Enterprise (ASE)

Informix ODBC DSN INFORMIX 3.30 ODBC Driver

Informix ODBC without DSN INFORMIX 3.30 ODBC Driver

Informix OleDb IBM Informix OleDb Provider

SWFScan (Weblinspect Only)
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Analyzing Flash Files

You can use SWFScan as a standalone tool or as an integrated component of Webl nspect.

Analyze a Flash file using SWFScan as a standalone tool

1 Launch SWFScan:
Click Start — All Programs — HP — HP Security Toolkit — SwfScan.
2  Specify the Flash file (.swf) you want to analyze.

e InthePath or URL combo box, enter or select the full path to a Flash file and click on the
SWFScan toolbar.

- Or -
e Click File — Open, select aFlash file from alocal storage device, and click Open.
SWFScan loads and decompiles the selected file.

3 Click on the SWFScan toolbar.

Analyze a Flash file using SWFScan as an integrated component of Weblnspect

1 Do one of the following while or after conducting a scan:

* Locate aFlash file (.swf) in the navigation pane, then right-click the file name and select
Tools — SWFScan from the shortcut menu.

= [P]E hitps fw thack. com

=[] |

[#]1% (Evert)1: .orload

D 300crne_airpart2CED, swl
[#] [ 300cme_avalonzCED. swf
D 300cric_hourlyrate, swf
300mm. swf
7] emailer.php
Form. hkm
D qallery . hkra
[#] [ index.htm

S lonn 1%

]

» Locate aFlash vulnerability on the Vulnerabilities tab, then right-click an associated URL and
select Tools — SWFScan from the shortcut menu.

Risk. Count Drscription ~
il 1 = Flahivars Crods-Sie Seripling | Fsguest Forgery
hikckpe f e 3000, com, sl 300mem, pef
H i * Unerscryphed Logn Form
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btkpaf ey S00cme . com. suflogo_1 _J.swf ™

) vulnerabiities | @ information | [ BestPractices | |4] Scanlog | ) Server il 4

The SWFScan tool launches and loads the decompiled source code.
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2 Click on the SWFScan toolbar.

) Webl nspect analyzes Flash filesif thisfunction is enabled in the Default settings (located in Scan Settings
— Content Analyzers). However, SWFScan offers more functionality and control by allowing you to
configure independent settings, export source code and discovered URLSs, and generate individual reports
for each file. You can also search the source code (or specific portions of it).

Examining Results

SWFScan displays alist of detected vulnerabilities in the lower right pane.

Click aniteminthelist to display information about the vulnerability and to locate (in the left pane) the
module in which the vulnerability was detected.
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Searching Source Code

You can search for specific text strings or text strings that match the regular expression you specify.
1 Inthe Search For box, enter atext string or regular expression.

2  Tofind only those occurrences matching the case of the text string or regular expression, select the
Match Case check box.

To identify the string as aregular expression, select RegEx.
4 Choose the specific area that you want to search.

For ActionScript 2 files:

e All Source Code—The decompiled source code.

e Specific Movie Clip—Select aclip from thelist.
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e Specific Frame—Select aclip and aframe.

»  Specific Class—Select aclass from the list.

e Specific Method—Select a class and a method.

For ActionScript 3 files:

*  All Source Code—The decompiled source code.

»  Specific Package—Select a package from thelist.

»  Specific Class—Select a package and class.

»  Specific Method—Select a package, class, and method.
Click Search.

The results appear on the Search Results tab, with matches highlighted.

SWFScan Settings

Use the following procedure to configure SWFScan settings.

1 Click on the SWFScan toolbar.

Click any of the four tabs presented, which are described below.

AS?2 Exclusions

You can exclude ActionScript 2 packages (namespaces) from analysis by selecting the Enabled check
box associated with a particular package.

Clear the check box if you want to include the package in your analysis.
To add an exclusion to the list:
a Click Add.

b Onthe Add Exclusion Rule window, enter a name for the rule and aregular expression that
describes the package.

¢ Click OK.

You can aso edit or remove any rules that you add, but you cannot modify the default rule (the Flash
Standard Library).

AS3 Exclusions

You can exclude ActionScript 3 packages (namespaces and classes) from analysis by selecting the
Enabled check box associated with a particular package or class.

Clear the check box if you want to include the package or classin your analysis.
To add packages and classes to the exclusion list:
a Click Add.

b Onthe Add Exclusion Rule window, enter a name for the rule and a regular expression that
describes the package or class.

¢ Click OK.

You can also edit or remove any rules that you add, but you cannot modify the default rules.
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Proxy

Select from the following options.

Checks

Direct Connection (proxy disabled)—Select this option if you are not using a proxy server.

Auto detect proxy settings—If you select this option, SWFScan uses the Web Proxy
Autodiscovery Protocol (WPAD) to locate a proxy autoconfig file and configure the browser's web
proxy settings.

Use Internet Explorer proxy settings—Select this option to import your proxy server information
from Internet Explorer.

Use Firefox proxy settings—Select this option to import your proxy server information from
Firefox.

Configure a proxy using a PAC file—Select this option to load proxy settings from a Proxy
Automatic Configuration (PAC) file. Then specify the file location in the URL box.

Explicitly configure proxy—Select this option to configure a proxy manually, and then enter the
requested information.

Specify Alternative Proxy for HTTPS—For proxy servers accepting HTTPS connections, select
the Specify Alternative Proxy for HTTPS check box and provide the requested information.

Thistab lists all attacks that check for specific vulnerabilitiesin the decompiled code. You can enable or
disable a check by selecting or clearing its associated check box.

3 When complete, click OK.

Changed settings are persisted, but cannot be applied retroactively. To analyze a Flash file after changing

settings, you must click [@andze ]
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17 Web Brute

About the Web Brute Tool

Thistool will determineif your users are employing user names and passwords that an unauthorized intruder
might be able to guess easily. For example, if one of your customersis accessing your website by using a
username of “customer” and a password of “password,” you might want to warn that user about his
susceptibility and suggest that he change his password and/or username.

Web Brute will attempt a“bruteforce” attack of alogin form or authentication page, using two prepared lists
of user names and passwords.

0 Thisisan intrusive attack and can break into a secure area. Brute force attacks are intended for testing
purposes only, and should not be used against unsuspecting websites.

Mounting a Brute Force Attack

To use a brute force authentication attack:

1
2
3

On the Webl nspect menu bar, click Tools — Web Brute.
In the Enter URL box, type the URL of the site you want attack and click Next.

Select the authentication type used by the target site. See Authentication Types on page 44 for a
description of the available authentication types.

If necessary, use the Domain box to specify the domain that should be used for authentication. Web
Brute will prefix this string to each user name that it submits. Do not include a backslash.

Click Next.
If you selected Web Form in step 3, aweb browser opens. If necessary, navigate to the login page.

On Web Brute's Form Field Setup panel, select (check) the fields you want to brute force. If you
already know the value that should be entered for afield, remove the check mark, double-click the cell
in the Value column for that field, and enter the value.
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8

10

@

~ Web Brute

Fil=  Edit Wiew AMP Help

=N F {

Form field setup.

Check the fields wou wish ko brute and select a dictionary,

Mame Type Yalue |Length | Smart Cred. |Form Dictionary | Join
http://mysql-winZk3: BﬂfPugnuseflugln asp
password  password Mo fromLogin

S S B O S 1 - —

[ Cancel ][ < Back ][ Mexk = Brute

Browset's Proxy Address: 127.0.0.1:2937 :]

For fields you have selected (checked), click |;| in the Dictionary column to select alist of namesor
passwords to be submitted.

The Select Data Dictionary window appears, listing al currently defined dictionaries. You can limit the
display of dictionary names by selecting an entry in the Dictionary Type list.

@

Select Data Dictionary (=] |&|
i PE
Dictionary Type: |.C\II ' |
10 Marne Description Tvpe
i HP \WebBruke Defaulk Password Lisk HP webBruke Default Pass,,,  Passwords
z HP ‘WebBrute Defaulk User Mames list  HP WebBrute Default User ... User Mames
5 Thack's bluehost passwaords passwords IJser Mames

Prefix: |:| Min Char Length: I:I
Suffix: I:I Max Char Length: I:I

[ Ok ][ Cancel ]

These dictionaries are in a database that is not directly accessible. To create your own dictionary or
merge alist into an existing dictionary, see Creating and Importing Lists on page 149.

Select alist.

(Optional) Enter the following:

»  Prefix—A string that will be added to the beginning of each entry in thelist.
e Suffix—A string that will be added to the end of each entry in thelist.

*  Min Char Length—The minimum number of characters allowed for each entry; entriesthat are
shorter will not be submitted.

e Max Char Length—The maximum number of characters allowed for each entry; entriesthat are
longer will not be submitted.
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11 Click OK.
12 Repeat step 7 through step 11 for each authentication field to be submitted.
13 If you want to “join” two or morelists, click the Join column associated with each list.

If alist of user namesisjoined with alist of passwords, then Web Brute will submit user names with
passwordsin the order in which they appear in thelists. That is, the first namein the user name list will
be submitted with the first password in the password list, the second name will be submitted with the
second password, etc.

If the two lists are not joined, then Web Brute submits each user name with all passwords. This feature
is used most often for web form authentication where the user must re-enter the password. In this case,
Web Brute would use two lists, but the password list would be specified for both the “ password” and
“confirm password” fields. You would then join these fields, forcing the same password to be submitted
for each field.

14 To modify the parameters that Web Brute uses during an authentication attack, select Edit — Settings.
See Web Brute Settings on page 150 for more information.

15 Click Next.
16 Toseealist of failed name/password attempts (in addition to successful attempts), select Show Failed.
17 Click Brute.

Web Brute attacks the site and displays the results. If you double-click aresult (either successful or
failed), Web Brute opens the HTTP Editor, allowing you to inspect both the HTTP request and
response.

Creating and Importing Lists

To use your own list of passwords or user names, you must first create alist and then import it into Web
Brute as a“dictionary,” using the following procedure:

1 Create atext file where each entry is delimited by a carriage return and line feed.
2 Click File — Import/Export Dictionary.

3 On the Import/Export Dictionary window, select Import.

' Import/Export Dictionary g@@

3 Import/Export Dictionary

Choose Import or Export, Dictionary Type, and File path.

|

@ Import

O Export

Dictionary Type: | User Names A4

File Path:

4 Fromthe Dictionary Type list, select either User Names, Passwords, or E-mails.

5 Click Browse and select the file containing the list you want to import.
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Click Next.

On the Import Dictionary window, specify a name for the dictionary and enter a description.
Click Next.

Click Finish.

Exporting Dictionaries

Use the following procedure to create atext file from a Web Brute dictionary:

1

w

O 00 N O 0 b~

Click File — Import/Export Dictionary.
On the Import/Export Dictionary window, select Export.

In the File Path box, enter the path and name of the text file in which the dictionary contents will be
saved, or click Browse and use the Save As window to specify the name and path.

Click Next.

On the Export Dictionary window, select a dictionary type from thelist.
Select adictionary.

Click Next.

Click Finish.

Click Done.

Web Brute Settings

To modify the Web Brute settings:

1

Click Edit — Settings.

2  Select either the Options, Authentication, or Proxy tab and enter the settings described in the
following sections.
3 Click OK.
Options

Timeout in seconds

Enter the number of seconds that Web Brute will wait for aresponse. If aresponseis not received during this
period, Web Brute will resend the request, up to the number of times specified in the Retry Count setting.

Retry Count

Enter the number of times that Web Brute will resend a request that has not been acknowl edged.

Apply State

If you select this option, Web Brute will attempt to maintain state during the procedure.

Apply Proxy

If you select this option, Web Brute will use the settings on the Proxy tab to connect to the target site (if the
Direct Connection option is not selected).
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Web Brufe

Logging
Select the types of messages that should be logged.

Max Concurrent Threads

Enter or select the number of requests that Web Brute may send before requiring a response to the first
request.

Advanced HTTP Parsing

Most web pages contain information that tells the browser what character set to use. Thisis accomplished by
using the Content-Type response header (or a META tag with an HTTP-EQUIV attribute) in the HEAD
section of the HTML document. For pages that do not announce their character set, you can specify which
character set the Web Brute should use.

Authentication

If required, select an authentication method and provide credentials. The methods are:
*  None—Select this option if the site does not require authentication.
e Automatic Authentication—This allows Web Brute to determine the correct authentication type.

e HTTP Basic Authentication—Thisisawidely used, industry-standard method for collecting user name
and password information. Normally, a web browser displays awindow for a user to enter a previously
assigned user name and password, also known as credentials. The web browser then attempts to
establish a connection to a server using the user’s credentials.

*  NTLM Authentication—NTLM (NT LanMan) is an authentication process that is used by all members
of the Windows NT family of products. Like its predecessor LanMan, NTLM uses a challenge/response
process to prove the client’s identity without requiring that either a password or a hashed password be
sent across the network.

After selecting an authentication method, enter a user name and password. To avoid typographic errors,
re-enter the password in the Confirm Password box.

Proxy

Use these settings to access the Web Brute through a proxy server.

Direct Connection (proxy disabled)

Select thisoption if you are not using a proxy server.

Auto detect proxy settings

Use the Web Proxy Autodiscovery (WPAD) protocol to locate a proxy autoconfig file and configure the
browser’s Web proxy settings.

Use Internet Explorer proxy settings

Import your proxy server information from Internet Explorer.

Use Firefox proxy settings

Import your proxy server information from Firefox.
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Configure a proxy using a PAC file

Load proxy settings from the Proxy Automatic Configuration (PAC) filein the location you specify in the
URL box.

Explicitly configure proxy

Select this option to access the Internet through a proxy server and then enter the requested information.

1

In the Server box, type the URL or IP address of your proxy server, followed (in the Port box) by the
port number (for example, 8080).

Select aprotocol for handling TCP traffic through a proxy server: SOCK $4, SOCK S5. or standard.

If authentication is required, select atype from the Authentication list; see Authentication Types on
page 44 for a description of the available authentication types.

If your proxy server requires authentication, enter the qualifying user name and password.

If you do not need ko use a proxy server to access certain | P addresses (such as internal testing sites),
enter the addresses or URL s in the Bypass Proxy For box Use commas to separate entries.

Specify Alternative Proxy for HTTPS

For proxy servers accepting HTTPS connections, select Specify Alternative Proxy for HTTP and provide
the requested information.
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18 Web Discovery

About the Web Discovery Tool

Use Web Discovery to find all open hostsin your enterprise environment.

Web Discovery sends packetsto all the open ports (in arange of |P addresses and ports that you specify),
searches the server’s response for specific information, and then displays the results. There are two
predefined packets included with Web Discovery: Web Server and SSL Web Server. They both contain the
following HTTP request:

GET /HTTP/1.0

Web Discovery searches the HTTP response for the string “HTTP”; if it finds the string, it displaysthe IP
address, port number, and the text “WebServer,” followed by the results of aregular expression search
designed to reveal the server’s name and version number.

You can save the list of discovered serversin atext file.

| Web Discovery [:“EE‘

P Start | Pause @ Stop @ Settings
Search Addresses
IPV4/IPY6 Addresses (or ranges) Ports (or ranges)
[172.16.10.0-172.15.10.29] | [80:443
Example: 192.168.0.1-152.168.0.12:172.16.10.20; 2001:0db8::1428:57ab Example: 80-100:443
Total IP addresses specified: 30 Total ports specified; 2

Discoverad End Points

Selection IP Address Port |dentification
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Discovering Sites

To discover sites using Web Discovery:

1 InthelIPV4/IPV6 Addresses (or ranges) box, type one or more IP addresses (or arange of IP
addresses).

e Useasemicolon to separate multiple addresses.
Example: 172.16.10.3;172.16.10.44;188.23.102.5

e Useadash or hyphen to separate the starting and ending IP addresses in arange.
Example: 10.2.1.70-10.2.1.90.

Note: 1PV 6 addresses must be enclosed in brackets. For example:

e http://[::1]
Weblnspect scans “local host.”

« http://[feB80::20c: 29ff:fe32:bael]/subfol der/
Weblnspect scans the host at the specified address starting in the “ subfolder” directory.

* http://[fe80::20c: 29ff:fe32:bael]:8080/subfol der/
Weblnspect scans a server running on port 8080 starting in “subfol der.”

2 InthePorts (or ranges) box, type the ports you want to scan.

e Useasemicolon to separate multiple ports.
Example: 80;8080;443

e Useadash or hyphen to separate the starting and ending portsin arange.
Example: 80-8080.

3 Tomodify Web Discovery settings, click Settings. See Web Discovery Settings on page 154 for more
information.

4 Click Start toinitiate the discovery process.
Results display in the Discovered EndPoints area.
5 Click anentry inthe IP Address column to view that sitein a browser.

6 Click an entry in the Identification column to open the Settings Properties window and view the raw
request and response.

To savethelist of discovered servers:
1 Click File — Export.

If you export the datato a . csv file, the IP addresses become default SSC project names. You can edit
those projects and their associated datain Microsoft Excel. In Weblnspect Enterprise, you can then
import the projectsinto SSC. For more information, see the Weblnspect Enterprise User Guide or the
Webl nspect Enterprise online Help.

2 Usethe standard file-selection window to name and save thefile.

Web Discovery Settings

To modify the Web Discovery settings:

1 Click Edit — Settings.

2  Enter the settings described in the following sections.
3  Click OK.
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Select Protocols

Choose the packet type you want to send by selecting or clearing the check box next to the protocol name.

Logging

Select the elements you want to log:

e Log Open Ports—Logs all available ports found open on the host; saves only web server information
inlog file.

e Log Services—Logs al servicesidentified during the discovery.

e Log Web Servers—Logsweb serversidentified.

Enter thefilelocation in the Log To box, or click the browse button [] and use the standard file-selection
window to specify the file in which the log entries should be recorded.

Connectivity

Web Discovery

Set the following timeouts (in milliseconds):

e Connection—The period of time that Web Discovery will wait before stopping a port scan when no
information has been returned from an | P address.

e Send—When sending a message to the remote IP endpoint, the transmission is divided into smaller
packets. If the P endpoint does not acknowledge receipt of a sent packet within the specified period of
time, the socket is closed and the discovery for that endpoint reports no services.

e Receive—When sending a message to the remote | P endpoint, the transmission is divided into smaller
packets. If the Web Discovery tool does not receive the sent packet within the specified period of time,
the socket is closed and the discovery for that endpoint reports no services.

Adjust the number of open sockets using the Sockets box. A higher number of open sockets resultsin a
faster scan. However, a setting that exceeds a server’s threshold may result in false positives

If you are using Windows X P with Service Pack 2 (SP2), your Open Sockets setting is set to 10. If you
increase this setting, you will increase the likelihood that the scanner will fail to detect servers. This occurs
because Microsoft has limited the number of open sockets to 10.
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19 Web Form Editor

About the Web Form Editor Tool

Most web applications contain forms composed of input controls (text boxes, buttons, drop-down lists, etc.).
Users generally “complete” aform by modifying its controls (such as entering text or checking boxes)
before submitting the form to an agent for processing. Usually, this processing will lead the user to another
page or section of the application. For example, after completing alogin form, the user will proceed to the
application’s beginning page.

Some sites (such as Webl nspect’s example banking application zero.webappsecurity.com) contain many
different forms for completing a variety of transactions. If Weblnspect is to navigate through all possible
links in the application, it must be able to submit appropriate data for each form.

With the Web Form Editor, you can create or modify afile containing the names of all input controls and the
associated values that need to be submitted during a scan of your website. These entries are categorized by
URL, so even if different controls on different pages have the same name, the Web Form Editor can
discriminate between them. Alternatively, you can designate aform entry as*“global,” meaning that its value
will be submitted for any input control having the same name attribute, regardless of the URL at which it
occurs.

During a scan, if Weblnspect encounters an input control whose name attribute is not matched in the file you
create, it will submit a default value (12345).

) If you are using a proxy server, the WebForm Editor will not use the default settings from Webl nspect. You
must first configure Internet Explorer to use the desired proxy.

There are two waysto create alist of form values:
e Createthelist manually.
*  Record the values as you navigate through the application.

Manually Creating a Web Form List

Use the following procedure to create a Web Form list manually.

1 Click Tools — Web Form Editor.
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The Web Form Editor window appears.

@

S Untitled - Web Form Editor

File  Edit Wew Help
P 7Y 5 o | Launch Browser |
Mame Type Walue Length  Smart Cred. | Match Tepe | Allow Hidden Submission . Form - #
User Defined  4011460031307842 0 Mone Exact False
name Uszer Defined  Jazon 1] Mone Exact Falze
access Usger Defined 19118021 8 Mone Containz Falze
access Uszer Defined 3344 4 Mone Containz Falze
access Uszer Defined 532623 B MHone Cantaing Falze
address Uszer Defined 1707 Interdimensional Street 1] Mone Cantainz Falze
age User Defined 1974 1] Mone Containz False
areacode  User Defined 770 o Mone Containzs Falze
birth_year  User Defined 1968 i) Mone Containz Falze
cardnum  User Defined  40114B80031307842 16 Mone Containz Falze
city Uszer Defined  Atlanta 1] Maone Cantainz Falze
company  User Defined  ‘widget+E xpress i) Maone Cantainz Falze
credit Uszer Defined  4011460031307842 o Mone Containz Falze
day User Defined 26 ] Mone Containg False
email Uszer Defined  John.Doe@zomewhere. com 1] Mone Cantainz Falze
employer  User Defined  ‘widget+E xpress i} Maone Cantainz Falze
exp Uszer Defined  12/2007 7 MHone Cantainz Falze
exp Uszer Defined 12407 5 Mone Containg False
_ expiration  User Defined  12/07 2] Mone Containz Falze »
Using Proxy Address: 127,0.0.1:4571

The Web Form Editor loads a prepackaged default file.

a Toload adifferent file, select File — Open.

b  Tocreate anew file, select File — New.

Do one of the following:

To add aweb form value, right-click anywhere in the Web Form Editor’swork areaand select Add
Global Form Input from the shortcut (pop-up) menu.

To modify avalue, right-click an entry and select Modify from the shortcut (pop-up) menu.

The Add User-Defined Input or the Modify Input window appears.

n the Name box, type (or modify) the name attribute of the input element.
n the Length box, enter either:
the value that must be specified by the size attribute, or

zero, for input elements that do not specify a size attribute.

For example, to submit data for the following HTML fragment...

<INPUT TY PE="password” NAME="access|ID” MAXLENGTH="6">
..you must create an entry consisting of access|D (Name) and specify asize of “6” (Length).

n the Value box, type the data that should be associated with the input element (for example, a

password).

Usethe Match list to specify how the scanner should determineif this entry qualifiesto be submitted for
aparticular input control. The options are:

Exact—The name attribute of the input control must match exactly the name assigned to this entry.

Starts with—The name attribute of the input control must begin with the name assigned to this
entry.

Contains—The name attribute of the input control must contain the name assigned to this entry.
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Programmers sometimes use input controls with type= “hidden” to store information between client/
server exchanges that would otherwise be lost due to the stateless nature of HTTP. Although the Web
Form Editor will collect and display the attributes for hidden controls, the scanner will not submit
values for hidden controls unless you select Allow Hidden Submission.

Click Add (or Modify).

If necessary, you can assign additional attributes by right-clicking an entry and using the shortcut
(pop-up) menu.

e To submit the form value for any input control having the same name attribute, regardless of the
URL at which it occurs, choose Make Global.

»  Toremove an entry, choose Unselect. This clears the check mark and removes the entry from
processing, but does not delete it from the file.

* To activate an entry, choose Select. This creates a check mark and includes the entry for
processing.

*  Todelete an entry, choose Delete.

* Todesignate an entry as a smart credential, select either Smart Credential Username or Smart
Credential Password.

When recording web form values, you will often encounter alog-on form requiring you to enter a
user name and password. You can safely use your own user name and password, provided that you
designate those entries as“ Smart Credentials’ before saving thefile. Your actual password and user
name are not saved.

When scanning the page containing the input control associated with this entry, the scanner will
substitute the password specified in the product’s Authentication options. This would be a known
user name and password that does not require security. Alternatively, if no user name or password
is specified, the scanner will submit the string “ FormFill Text.”

e If you select Mark As Interactive Input, the scanner will pause the scan and display a window
prompting the user to enter avalue for this entry (if the scan options include the settings Prompt
For Web Form Values During Scan and Only Prompt Tagged Inputs).

It is not necessary to tag passwords with Mark As Interactive Input.

Recording Web Form Values

Web Form Ediitor

The Web Form Editor serves as a proxy that handles HTTP traffic between a browser and atarget website.
By default, it usesthelocal 1P address 127.0.0.1 and any available port. However, you can specify adifferent
IP address and port by clicking Edit — Settings.

Use the following procedure to capture names and values of input controls on awebsite.

1
2

N o0 0 AW

To create alist of form values, select File — New (or click the New icon on the toolbar).

To add form values to an existing list, select File — Open (or click the Open icon on the toolbar) and
choose afile using the standard file-selection dial og.

Click Launch Browser.

Using the browser’s Address bar, enter or select a URL and navigate to a page containing a form.
Complete the form and submit it (usually by clicking a button such asLog In, Submit, Go, €etc.).
Navigate to additional pages and submit forms until you have traversed all the links you wish to follow.

The Web Form Editor displaysalist of name and value attributes for all input controls found in all
forms on the pages you visited.

159



For example, the first two entries in the following illustration were derived from the following HTML
fragment...

<form name="loginForm" action="/servlet/Login" method="POST">
<input type="password" size="16" name="PASSWORD">

<input type="text" size="16" name="USERNAME" value="">
<input type="SUBMIT" value="Submit"></form>

...and the user entered his name and password.

B — =
S Untitled* - Web Form Editor =)
File  Edit View Help
=" | |
Name Type Value Length | Smart Cred. | Match Type | Allow Hidden Submission | Farm

http://mail .alltel net:80/servlet/Login

PASSWORD password ‘Whackadoo 0 MNone Exact False laginFom
LUSERMAME text dthackery@altel.net 0 None Exact False loginForm
jsCapable hidden 1 0 None Exact True laginFom
LOCALE hidden en_lUS_base 0 Mone Exact True loginForm
VARIANT hidden consumer 0 None Exact True laginFom

http://search windstream.net:80/_1_2B3GTRCO3FVKSDC__ wind main/search/redir htm

Elm — 0 MNone Exact False idxSearch
g Add Global Form Input 0 Mome Exact True idxSearch
r Make Global P24FSEEESF40F1220 O Mone Exact True idxSearch
r Modify 0 None Exact True id«Search
r 0 None Exact True idxSearch

Unselect

Select

Smart Credential Username
Smart Credential Password

Mark As Interactive Input

x Delete

Browser's Proxy Address: 127.0.0.1:1147

8 If necessary, you can modify items by right-clicking an entry and using the shortcut (pop-up) menu.

»  To submit the form value for any input control having the same name attribute, regardless of the
URL at which it occurs, choose Make Global.

e Toedit an entry, select Modify.

e Toaddan entry, select Add Global Form Input. A Global entry is one not associated with a specific
URL.

e Toremove an entry, choose Unselect. This removes the entry from processing, but does not delete
it from thefile.

» Todelete an entry, choose Delete.

» Todesignate an entry as a smart credential, select either Smart Credential Username or Smart
Credential Password.

»  Toforcethe scanner to pause and display awindow prompting the user to enter avalue for this
entry, select Mark As Interactive Input.

When a scanner encounters an HTTP or JavaScript form, it will pause the scan and display a
window that allows you to enter values for input controls within the form, provided that the
scanner’s option to Prompt For Web Form Values is selected. However, if the scanner’s option to
Only Prompt Tagged Inputs is also selected, Weblnspect will not pause for user input unless a
specific input control has been designated Mark As Interactive Input (except for passwords, which
always cause the scanner to pause for input).

9 Click File — Save (or Save As).
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Importing a Web Form File

You can import afile that was designed and created for earlier versions of Weblnspect, QA Inspect, or
Devinspect and convert it to afile that can be used by the current Web Form Editor.

1 Click File — Import.

The Convert Web Form Values window appears.

2 Click the browse button [ next to Select File To Import.

3 Using astandard file-selection window, locate the XML file created by an earlier version of the Web
Form Editor.

4 Click the browse button L] next to Select Target File.
Using a standard file-sel ection window, specify a file name and location for the converted file.

6 Click OK.

Scanning with a Web Form File

Web Form Ediitor

When scanning a site, you specify which Web Form file you want to use by selecting Auto-fill web forms
during crawl (step 4 of aBasic Scan) and then selecting afile.

You can aso designate a specific file as the default by using the following procedure:
1 Onthe Weblnspect menu bar, click Edit — Default Settings.
The Default Settings window opens.
2 Inthe Scan Settings section, select Method.
3 Inthe Scan Behavior group, select Auto-fill Web Forms During Crawl.
4  To select apreviously recorded file;

a Click the browse button |Z|.

b Using the standard file-selection window, select a file containing the web form value you want to
use and click Open.

c (Optional) Edit the contents by right-clicking an entry and selecting an option from the context
menu.

5 Torecord web form values:

a Click Create New Web Form Values.

b Click the Web Form Editor’s File menu and select New.

¢ Click Launch Browser.

d  SeeRecording Web Form Values on page 159 for further instructions.
6 To edit web form valuesfor the selected file:

a Click Edit Current Web Form Values.

b See Recording Web Form Values on page 159 for further instructions.
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Web Form Editor Settings

To modify the Web Form Editor settings:

1 Click Edit — Settings.

2 Select either the General or Proxy category and enter the settings described in the following sections.
3 Click OK.

General

Proxy Listener

The Web Form Editor serves as a proxy that handles HTTP traffic between a browser and atarget website.
By default, it usesthelocal |P address 127.0.0.1 and any available port. However, you can specify adifferent
I P address and port by selecting Edit — Settings.

To avoid the possibility of specifying aport that is already in use, select Automatically Assign Port.

Advanced HTTP Parsing

Most web pages contain information that tells the browser what character set to use. Thisisaccomplished by
using the Content-Type response header (or aMETA tag with an HTTP-EQUIV attribute) in the HEAD
section of the HTML document. For pages that do not announce their character set, you can specify which
character set the Web Form Editor should use by selecting an entry from the Assumed ‘charset’ Encoding
list.

Proxy

Use these settings to access the Web Form Editor through a proxy server.

Direct Connection (proxy disabled)

Select thisoption if you are not using a proxy server.

Auto detect proxy settings

Use the Web Proxy Autodiscovery (WPAD) protocol to locate a proxy autoconfig file and configure the
browser’s web proxy settings.

Use Internet Explorer proxy settings

Import your proxy server information from Internet Explorer.

Use Firefox proxy seftings

Import your proxy server information from Firefox.

Configure a proxy using a PAC file

Load proxy settings from the Proxy Automatic Configuration (PAC) file in the location you specify in the
URL box.
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Explicitly configure proxy

Configure a proxy by entering the requested information.

1 Inthe Server box, type the URL or IP address of your proxy server, followed (in the Port box) by the

port number (for example, 8080).

2  Select aprotocol for handling TCP traffic through a proxy server: SOCK $4, SOCK S5, or standard.

3 If authentication is required, select atype from the Authentication list. See Authentication Types on
page 44 for a description of the available authentication types.

4 If your proxy server requires authentication, enter the qualifying user name and password.

5 If you do not need to use a proxy server to access certain | P addresses (such as internal testing sites),
enter the addresses or URL s in the Bypass Proxy For box. Use commas to separate entries.

HTTPS Proxy Settings

For proxy servers accepting HTTPS connections, select Specify Alternative Proxy for HTTPS and provide

the requested information.

Web Form Logic

When crawling aweb application and submitting web form values, Weblnspect analyzes the entries in the
web form valuesfile to determine if a value should be submitted. The logic for determining a match is
represented in the following table, ordered from “most preferred” to “least preferred.”

Rulesfor Matching Web Form Values

Page-specific Exact Match.

The specific web page, web form name, and value length

form values Name exact match. detected on the crawled web page exactly match asingle
record in the webformvalues.xml selected for the scan.
Length exact match.
Partial Match. The specific web page and web form name detected on

Name-only match.

Length allows wildcard.

the crawled web page match a single record in the
webformvalues.xml selected for the scan. The field
|length associated with that form value allows for
submission to any field input length (wildcard field
length match).

Global form Exact Match.
values Name exact match.
Length exact match.

The web form name and value length detected on the
crawled web page match a single record in the Global
web form values section of the webformvalues.xml
selected for the scan.

Partial Match 1.
Name exact match.

Length allows wildcard.

The web form name detected on the crawled web page
exactly matches aform name found in the global values
section of the webformvalues.xml selected for the scan.
The field length associated with that form value allows
for submission to any field input length (wildcard field
length match).

Web Form Ediitor
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Rulesfor Matching Web Form Values (cont’d)

Partial Match 2.

Field name starts with
Name value.

Length exact match.

A web form value in the file partially matches the field
name found. All charactersin the web form value match
the beginning of the web page field name and the field
length detected on the crawled web page match the
record in the Global web form values section of the
webformvalues.xml selected for the scan.

Partial Match 3.

Field name starts with
Name value.

Length allows wildcard.

A web form value in the file partially matches the field
name found. All charactersin the web form value match
the beginning of the web page field name and the field
length for the record allows for submission to any field
length (wildcard field length match).

Partial Match 4.

Name valueincluded in
field name.

Length exact match.

A web form value in the file partially matches the field
name found. All charactersin the web form value match
aportion of the web page field name and the field length
for the record allows for submission to any field length
(wildcard field length match).

Partial Match 5.

Name value included in
field name.

Length allows wildcard.

A web form value in the file partially matches the field
name found. All characters in the web form value match
aportion of the web page field name and the field length
for the record allows for submission to any field length
(wildcard field length match).

No match Field name has no exact or | No web form value match was found. Submit the
partial matches to web specified default value (Default).
form values.

No default value | The web form valuesfile No web form value match was made and the default

has no default value
specified.

vaueisnot in the web form values file. Submit “not
found.”
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20 Web Fuzzer

About the Web Fuzzer Tool

“Fuzzing” is an automated software testing technique that generates and submits random or sequential data
to various areas of an application in an attempt to uncover security vulnerabilities. For example, when
searching for buffer overflows, atester can simply generate data of various sizes and send it to one of the
application entry points to observe how the application handlesiit.

The Web Fuzzer lets you run several automated tests for common classes of web application security
vulnerabilities such as SQL injection, format strings, cross-site scripting, path traversal, odd characters, and
buffer overflows, aswell as protocol implementation problems.

Using the Web Fuzzer

To use the Web Fuzzer:
1 Click Edit — Server.

2  Enter the fully qualified domain name or I P address of awebsite, along with other server configuration
information, and click OK.

3 Click Edit — Settings.
4 Configure the settings and click OK. For more information, see Web Fuzzer Settings on page 171.
5 To create asession, click Session and select either Create or Raw Create.

a If you select Create, Web Fuzzer displays atabbed property sheet that identifies each section of an
HTTP request and allows you to replace an HT TP element with generated data or with text that you
enter. This structured approach is recommended for novice users. For detailed information, see
Using the Session Editor on page 168.

b If you select Raw Create, Web Fuzzer displays a standard GET request formatted as regular text.
You can edit the request. You can aso place the cursor anywhere in the request, right-click to
invoke a shortcut menu, and then insert agenerator that will fuzz the selected HTTP element. If you
highlight any portion of the request, the highlighted portion will be replaced by the generator.

Fuzzer Generators

Generator Function

Number Inserts a whole number, within the range you specify, in each request; you
specify the starting and ending number, the increment, and the number of
times to loop through the series.

ASCII Inserts one ASCII character, within the range you specify, in each request;
you specify the starting and ending character, and the number of timesto
loop through the series.
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Fuzzer Generators (cont’ d)

Generator Function

Character Generates the character you specify and inserts multiple numbers of the
character into each request; you specify the minimum and maximum
number of characters, and an increment.

Decimal Number | Inserts afractional number, within the range you specify, in each request;
you specify the starting and ending number, the increment, and the number
of timesto loop through the series.

Guid Inserts arandom Globally Unique Identifier (a 128-bit number) in each
reguest; you specify the number of requests.

WordList Reader | Insertsastring from atext file you specify; the number of requestsis
determined by the number of paragraphsin thefile; all charactersin the
paragraph are inserted.

SQL Injection Inserts a string from atext file you specify; the number of requestsis
determined by the number of paragraphsin thefile; all charactersin the
paragraph are inserted. The default file (sglinjections.txt) contains the
following two entries: * or 1=1" or like'%

Text Inserts the text you specify in asingle request.
Cross-Site Inserts a string from atext file you specify; the number of requestsis
Scripting determined by the number of paragraphsin thefile; all charactersin the

paragraph are inserted. The default file (xssinjections.txt) contains the
following entry: <script>alert(’test’)</script>

Method Inserts amethod (GET, POST, PUT, etc.); you specify the protocol version
(0.9, 1.0, 1.1, or al).

6  After creating the request, click OK.
7 You can usefilters so that only those server responses meeting criteria you specify will be displayed.
8 OntheWeb Fuzzer Request window, click Start.
The Sessions arealists each session (request and response) generated by the toal.
9 Toexaminetheresults, click an entry in the Sessions list.
e TheHTTP request for the selected session appears in the Request area.
e The server’sresponse appears on both the Browser View and Raw Response tabs.

10 To edit the request that you constructed, select a session in the Sessions group, then click the Session
menu and choose either Edit or Raw Edit.

Filters

A filter consists of a name, description, and rule. Therule is aregular expression that defines the text you
want to locate in aparticular section of the server’s response. For example, if you want to display only those
responses that contain the word “error” in the response body and where the response also specifies a status
code between 500 and 599, then use the following rule;

[STATUSCODE]5\d\d AND [BODY]\serron\s
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Use the following notation to specify a response section:
« [HEADERY]

«  [STATUSLINE]

« [STATUSCODE]

* [STATUSDESCRIPTION]

« [ALL]
« [SETCOOKIES]
- [BODY]

You access the Filters window by selecting Filters — Edit.

In addition to enabling aspecific rule, you must also enable the use of rulesin general by selecting Filters —
Enable.

Creating a Filter

To create afilter:
1 Click Add.
Thetool creates arule named Default Rule.
2 Modify the Name, Description, and Rule.
3 Click Apply to save the definition.

Using a Filter

To use afilter in asession:
1 Select afilter from the Filters list.
2 Select the Enable check box.

Deleting a Filter

To delete afilter:
1 Select afilter from the Filters list.
2 Click Delete.

Editing a Filter

To edit afilter:

1 Select afilter from the Filters list.

2 Modify the Name, Description, or Rule.
3 Click Apply to save the modifications.
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Using the Session Editor

Use this tabbed property sheet to change specific sections of an HTTP request. You can replacean HTTP
element with text that you type or paste into atext box, or you can insert agenerator that will create multiple
requests containing generated data.

To use the Session Editor:

1 Click atab.

2 You can either:
e Edit the data appearing in text boxes, or
e Select the Use Generator check box and click Generator to insert a generator.
To change other areas, click a different tab.

4 After configuring the areas you want to change, click OK.

5  When you return to the Web Fuzzer window, click Start.

Creating a Query String

To create aquery string:
1 Click Add.

The text “name=value” appearsin thelist, representing the query string you are creating.
2  Click the Name tab.

You can edit the parameter named “name” or you can substitute a generator for it (select the Use
Generator check box and click Generator).

3 Click the Separator tab.

You can edit the character that separates the name from the value (usually an equals sign) or you can
substitute a generator for it (select the Use Generator check box and click Generator).

4  Click the value tab.

You can edit the value in the equation or you can substitute a generator for it (select the Use Generator
check box and click Generator).

5 Click the Format tab.

You can edit the order in which the equation elements appear, or you can introduce characters between
them.

6 Inthe Name Value Separator group, you can edit the character that separates parameters (usually an
ampersand) or you can substitute a generator for it (select the Use Generator check box and click
Generator).

7  To add another parameter, click Add and repeat step 2 through step 6.

Session Editor Tabs

Method Tab

The GET method is specified by default. You can replace it with any text, or you can insert the Method
generator.
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Path Tab

You can fuzz three elements related to the path: the name of the file, the file extension, and the character that
designates a directory level (usually the forward slash /). You can replace these elements with any text, or
you can insert generators.

Query Tab

Some HTTP requests include a query string, with each parameter formatted as parameter=value and
separated by an ampersand ( & ). Theresourceis separated from the query by a delimiter character (usually
aquestion mark, although other characters can be used depending on the application). For example:

http://www.website.com/category.cfm?model _|D=0& category 1D=12.

Version Tab

Theversion indicatesto the server which HTTP version to use for interpreting the request. Valid versions are
0.9, 1.0 and 1.1. The version information is formatted as “HTTP/version,” which is a name-value pair
separated by aforward slash (/). You can fuzz al three sections: Protocol, Separator, and Version. You can
also fuzz the format by rearranging the order or introducing extraneous characters.

Headers Tab

Headers contain basic information issued by the client to help the server or application handle the request.
Common headers are Host and User-Agent. Each header is defined by using the “name: value” syntax. This
name-value structure also can be separated into four fuzzing opportunities.

Creating Headers

To create headers:
1 Click Add.
Thetext “name:value” appearsin thelist, representing the header you are creating.

2  Click the Name tab. You can edit the parameter named “name” or you can substitute a generator for it
(select the Use Generator check box and click Generator).

3 Click the Separator tab. You can edit the character that separates the name from the value (usualy a
colon) or you can substitute a generator for it.

4 Click the value tab. You can edit the “value’ text or you can substitute a generator for it.

5 Click the Format tab. You can edit the order in which the header elements appear, or you can introduce
characters between them.

6 Inthe Name Value Separator group, you can edit the character that separates headers or you can
substitute a generator for it.

7  To add another header, click Add and repeat step 2 through step 6.

Cookies Tab

Cookies are special headers that contain parameters used by the application to manage users and states. The
format of a cookie definition is:

Cookie: name=value;name=vaue

Each parameter is a name-value pair that can be independently fuzzed.
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Creating Cookies

To create cookies:

1 Inthe Cookies group, click Add.
“Cookie:” appearsin thelist, representing the cookie you are creating.

2  Click Cookie: (in the Cookies list) and then click Add (in the Cookie group).
The text “name=value” appears.

3 Inthe Cookie group, click the Cookie Name tab. You can edit the name or you can substitute a
generator for it.

4 Click the Separator tab. You can edit the character that separates the name from the value (usualy an
equals sign) or you can substitute a generator for it.

5 Click the value tab. You can edit the “value” text or you can substitute a generator for it.

6  Click the Format tab. You can edit the order in which the header elements appear, or you can introduce
characters between them.

7 Inthe Name Value Separator group, you can edit the character that separates headers or you can
substitute a generator for it.

8 To add another cookie, repeat step 1 through step 7.

Post Data Tab

While a query can be appended to the Request-URI, post datais added to the end of the request. The format
issimilar to the URI query and is mostly used with the POST method. When post data are used, the request
must contain a Content-L ength header that indicates the size of the post data. You can fuzz not only the post
data, but also the Content-L ength value to test how the server or application handles the differences.

When fuzzing the HT TP request message, you affect two main layers of the application environment: server
protocol implementation and web application.

Creating POST Data

To create post data:
1 Click Add.
The text “name=value”’ appearsin thelist, representing the post data you are creating.
2  Click the Name tab. You can edit the parameter named “name” or you can substitute a generator for it.

3 Click the Separator tab. You can edit the character that separates the name from the value (usually a
colon) or you can substitute a generator for it.

4 Click the Value tab. You can edit the “value” text or you can substitute a generator for it.

5 Click the Format tab. You can edit the order in which the header elements appear, or you can introduce
characters between them.

6 Inthe Name Value Separator group, you can edit the character that separates headers or you can
substitute a generator for it.

7  To add another post data element, click Add and repeat step 2 through step 6.

Chapfer 20



Web Fuzzer Settings

Web Fuzzer

To modify the Web Fuzzer settings:

1 Click Edit — Settings.

2 Select either the General or Proxy category and enter the settings described in the following sections.
3 Click OK.

General

Enable Filters

Select this option to enable filter support.

Auto scroll view

Select this option to enable automatic scrolling in the Sessions List view. Thiswill force the view to scroll
down to the latest session automatically.

Show ToolTips

Select this option to enable the display of tool tips when you hover your mouse pointer over certain controls.

Sockets

Enter the maximum number of sockets and the sockets send timeout (in seconds).

Protocol Compliance

Select Enforce Content-Length to automatically adjust the Content-Length value in the request when
needed. If this feature is enabled, you cannot fuzz the content-length header.

Select Enforce Host header to include the Host header in all requests. If thisfeature is enabled, you cannot
fuzz the host header.

Proxy

Use these settings to access the Web Fuzzer through a proxy server.

Direct Connection (proxy disabled)

Select this option if you are not using a proxy server.

Auto detect proxy settings

Use the Web Proxy Autodiscovery (WPAD) protocol to locate a proxy autoconfig file and configure the
browser’s Web proxy settings.

Use Internet Explorer proxy settings

Import your proxy server information from Internet Explorer.

Use Firefox proxy seftings

Import your proxy server information from Firefox.
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Configure a proxy using a PAC file

Load proxy settings from the Proxy Automatic Configuration (PAC) filein the location you specify in the
URL box.

Explicitly configure proxy

Configure a proxy by entering the requested information.

1

In the Server box, type the URL or IP address of your proxy server, followed (in the Port box) by the
port number (for example, 8080).

Select aprotocol for handling TCP traffic through a proxy server: SOCK $4, SOCK S5, or standard.

If authentication is required, select atype from the Authentication list. See Authentication Types on
page 44 for a description of the available authentication types.

If your proxy server requires authentication, enter the qualifying user name and password.

If you do not need to use a proxy server to access certain | P addresses (such as internal testing sites),
enter the addresses or URL s in the Bypass Proxy For box. Use commas to separate entries.

HTTPS Proxy Settings

For proxy servers accepting HTTPS connections, select Specify Alternative Proxy for HTTPS and provide
the requested information.
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21 Unified Web Macro Recorder

About the Unified Web Macro Recorder Tool

>»

When you open the Login Macro Recorder or the Workflow Macro Recorder from the Tools menu or when
you configure a scan in Webl nspect or Weblnspect Enterprise, you launch the Unified Web Macro Recorder.

In this chapter, the term “scanner” is often used instead of “Webl nspect and Weblnspect Enterprise” where
the information applies to both products.

A login macro is arecording of the events that occur when you access and log in to awebsite. You can
subsequently instruct the HP scanner to begin a scan using this recording. A workflow macro isarecording
of login steps (as needed) and specific URLs on a site.

Webl nspect and Webl nspect Enterprise include one “ Unified” Web Macro Recorder tool. By default, it uses
event-based functionality and Firefox browser technology to record new macros.

The separate Event-Based | E Compatible Web Macro Recorder that was provided in some earlier versionsis
no longer directly accessible in Weblnspect or Weblnspect Enterprise menus. In effect, it is hidden.
However, the Unified Web Macro Recorder alows you to indirectly open, play back, and edit existing
event-based macros that were created in earlier versions of Weblnspect or Weblnspect Enterprise (or
Assessment Management Platform—AMP), and create new macros, using the earlier Event-Based |E
Compatible Web Macro Recorder. For information about how you can access and use macros recorded with
the Event-Based |E Compatible Web Macro Recorder of earlier versions of Weblnspect and Webl nspect
Enterprise (or AMP), see Chapter 22, Event-Based |E Compatible Web Macro Recorder.

HP strongly recommends that you use the Unified Web Macro Recorder to record all new login macros and
workflow macros.

Guided Scan is the preferred method for scanning a site using Webl nspect or Webl nspect Enterprise.
Weblnspect also continues to provide the legacy scan now known as Basic Scan, and Weblnspect Enterprise
continues to provide the legacy Web Site Scan.

The Web Macro Recorder can be launched in several ways—while configuring a Guided Scan, aBasic Scan
in Weblnspect, a Web Site Scan in Weblnspect Enterprise, or outside of any scan in what is known as
“stand-alone” mode. For more information, see Accessing the Web Macro Recorder on page 177.

Macros that were recorded in a Guided Scan, aBasic Scan in Weblnspect, or aWeb Site Scan in Webl nspect
Enterprise can be used in any of those scans.

By default, the Web Macro Recorder uses underlying Firefox browser technology to record and play macros.
It can also use Internet Explorer browser technology (also referred to here as | E technology) to record and
display web traffic data.

Notes:
»  The Web Macro Recorder does not support the recording of Flash or Silverlight applications.

e The TruClient technology used in the Web Macro Recorder is an adaptation of the Ajax TruClient
technology originally developed for use with HP LoadRunner and HP Performance Center. It does not
incorporate or support all the capabilities of the fully-featured version in those products.
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*  When you play a macro, the HP scanner does not send any cookie headers that may have been
incorporated in the recorded macro.

» If aURL isinamacro, the request is always sent when the macro is played, regardless of any exclusion
rulesin scan settings.

*  When launching the Web Macro Recorder, you may receive the following error message:
“Exc in ev handl: TypeError: this.oRoot.enable is not afunction.”

This can occur if the McAfee SiteAdvisor isinstalled. Simply acknowledge the message and continue.

Login Macros

A login macro is arecording of the activity that is required to access and log in to awebsite or web
application, typically by entering a user name and password and clicking abutton such asLog In or Log On.
When you configure a scan, you usually specify a previously recorded login macro or record a new one at
the time for the scan to use.

To prevent the scanner from terminating prematurely if it getslogged out of your application, alogin macro
should also specify at least one logout condition that definitively indicates that alogout has occurred. During
a scan, the scanner can get logged out for a variety of reasons, including:

*  Normal logout driven by the target site
* Anerror condition in the target site such as a timeout
e Anerror inthe macro itself, such as an invalid parameter

Specifying alogout condition as part of the login macro makes it unnecessary for usersto manually log back
in, perhaps repeatedly, when unexpected logouts occur during a scan. When scanning a site, the scanner
analyzes every target site response to determine the state. If the scanner determines at any timethat it is
logged out, it runs the login macro to log back in, and then it resumes crawling or auditing the site at the
point where the logout occurred.

Asthefinal step in recording alogin macro, the Unified Web Macro Recorder uses sophisticated analysisto
try to automatically detect alogout condition and specify it in the login macro. In most cases you do not
have to identify alogout condition manually. However, you can add or edit logout conditions as described in
this chapter.

Additionally, for Guided Scan login macros, to prevent potential timing issues in macro playback, you can
specify that a particular object must appear in the initial Web page that appears immediately after login.

You can specify multiple logout conditions, and if any of them are met, Weblnspect or Weblnspect
Enterprise plays the login macro to log the scanner back in and resume the scan where it left off.

Workflow Macros

A workflow macro is arecording of the login steps (as needed) and the specific URLs to which you
manually navigate on a site. When you configure a Guided Scan, a Basic Scan in Weblnspect, or a Web Site
Scan in Weblnspect Enterprise, you specify a previously recorded workflow macro or record a new one at
the time for the scan to use. Weblnspect or Weblnspect Enterprise audits only the URL s that are recorded in
the workflow macro and does not take any hyperlinks encountered during the audit. Thistype of macrois
used most often to focus on a particular subsection of an application. In terms of the macro recording
process, the essential differences from login macros are that:

*  Workflow macros include only the specific URLs to which a user navigated while recording them, and
upon replay workflow macros access only those URLs.
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Workflow macros do not require logout conditions, so the macro recorder user interface excludes logout
condition functionality when recording workflow macros.

) If your website requires authentication, do not record login steps in a workflow macro. Instead, record a
separate login macro to log in to your website.

Upgrade Impacts

Webl nspect and Weblnspect Enterprise versions 10.00 and later include only one directly accessible
“Unified” Web Macro Recorder tool. It enhances the functionality of the three web macro recorders that
were available in earlier versions, and its enhancements make login macro recording more automatic, more
complete, and more successful.

Guided Scan is the preferred method for scanning a site using Weblnspect or Webl nspect Enterprise.
Webl nspect also continues to provide the legacy Basic Scan, and Webl nspect Enterprise continues to
provide the legacy Web Site Scan.

If you have upgraded from an earlier version of Weblnspect or Weblnspect Enterprise, review the following
aspects of the Unified Web Macro Recorder, as compared to the web macro recorders of versions 9.30 and
earlier:

»  The Unified Web Macro Recorder includes and enhances the TruClient Web Macro Recorder
functionality of earlier versions, and by default it uses this enhanced functionality to record a new
macro. The automatic detection of logout conditions was significantly improved from earlier versions.
As aresult, usually you should not need to manually identify alogout condition as part of recording a
login macro.

Macros that were recorded using the TruClient Web Macro Recorder in any earlier version can be used
in a Guided Scan, aBasic Scan in Weblnspect, or a Web Site Scan in Weblnspect Enterprise version
10.00 or later.

*  When using Internet Explorer browser technology (also referred to here as | E technology), the Unified
Web Macro Recorder can open macros that were created in the Traffic-Mode Web Macro Recorder of
earlier versions of Weblnspect or Weblnspect Enterprise (or AMP). For more information, see Opening
Macros Recorded with the Traffic-Mode Web Macro Recorder on page 176.

Also, if the Web Macro Recorder cannot successfully record a new macro using the default Firefox
browser technology, it automatically switches to | E technology to record the macro. | E technology can
also be manually selected. For more information, see Internet Explorer Browser Technology on

page 188.

*  The Unified Web Macro Recorder does not support opening existing macros that were created in the
Event-Based |E Compatible Web Macro Recorder tool of earlier versions of Weblnspect or Webl nspect
Enterprise (or AMP). However, in version 10.00 and later you can indirectly access the Event-Based |E
Compatible Web Macro Recorder tool to open and edit existing event-based macros and even to create
new ones. For more information, see About the Unified Web Macro Recorder Tool on page 173 and
Opening Macros Recorded with the Event-Based | E Compatible Web Macro Recorder on page 176. For
recording new event-based macros, HP strongly recommends using the default Firefox technology of
the Unified Web Macro Recorder.

*  Login and workflow macros created in any of the web macro recordersin any version of Weblnspect or
Webl nspect Enterprise have the file extension . webmacro. When you open any macro recorded using
any of the types of web macro recorder, Webl nspect or Weblnspect Enterprise usesinformation in the
macro to determine the appropriate type of macro recorder and functionality to use, within the
limitations stated above.
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Opening Macros Recorded with the TrafficcMode Web Macro Recorder

Note that al of the information in this section applies to both workflow macros and login macros that were
recorded using the formerly separate Traffic-Mode Web Macro Recorder tool used in earlier versions of
Webl nspect or Weblnspect Enterprise (or AMP).

The Traffic-Mode Web Macro Recorder tool is not provided in Weblnspect or Weblnspect Enterprise
versions 10.00 or later. However, the Unified Web Macro Recorder, when using its built-in | E technol ogy,
allows you to open, play back, and edit existing traffic-mode macros created in earlier versions, and create
new ones. When recording new macros, the Unified Web Macro Recorder first uses event-based
functionality based on Firefox technology by default. If that fails for some reason, the Web Macro Recorder
automatically switches to using its | E technology as an aternative recording method. This displays web
traffic datain the Web Macro Recorder interface.

The Rendering engine button in the toolbar at the top of the Web Macro Recorder allows you to see and
specify whether the underlying technology used by the Web Macro Recorder is based on Firefox (the
recommended option) or Internet Explorer.

When a macro was created using the Traffic-Mode Web Macro Recorder of earlier Weblnspect and
Webl nspect Enterprise versions and you open it in any of the following ways, it opens using | E technology:

*  When configuring a Guided Scan

*  When configuring a Basic Scan in Webl nspect

*  When configuring a Web Site Scan in Weblnspect Enterprise

* Inthe stand-alone Web Macro Recorder (see Accessing the Web Macro Recorder on page 177)
e From Windows Explorer

In al cases you can edit the macro after you open it when the Web Macro Recorder is using |E technology,
and you can use the macro in a Guided Scan, a Basic Scan in Webl nspect, or aWeb Site Scan in Webl nspect
Enterprise.

Opening Macros Recorded with the Event-Based |E Compatible Web Macro Recorder

The Event-Based | E Compatible Web Macro Recorder tool is not directly accessible as a separate tool in
Weblnspect or Weblnspect Enterprise version 10.00 or later. However, these versions include a copy of the
tool so that you can open existing login macros that were created using the tool in earlier versions. The
capabilities that are available for such an existing login macro depend on how it is accessed, as follows:

e When configuring a Guided Scan, you can select the login macro and use it in the scan, but you cannot
open or edit it.

e When configuring a Basic Scan in Weblnspect or a Web Site Scan in Weblnspect Enterprise, you can
select and optionally edit the login macro in the Event-Based |E Compatible Web Macro Recorder, and
useit in the scan.

e Inthe stand-alone Unified Web Macro Recorder (see Accessing the Web Macro Recorder on page 177),
when you try to open the login macro, the macro recorder opens adialog box that asksif you would like
to “switch to event mode.”

— If you answer Yes, the macro opens in the Event-Based | E Compatible Web Macro Recorder and
you can edit it.

— If you answer No, the dialog box closes and the macro does not open.

e You can select and edit the login macro in the Event-Based |E Compatible Web Macro Recorder if you
do any of the following:

— Open the login macro by double-clicking it from Windows Explorer.
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— In Weblnspect default scan settings for site authentication, click Edit — Default Scan Settings,
click Authentication, and in the Site Authentication section select Use a login macro for forms
authentication.In the Weblnspect Enterprise Scan Wizard, click Advanced Settings, click
Method under SCAN SETTINGS, and select Use a login macro for forms authentication (for
existing macros only).

Once the Event-Based |E Compatible Web Macro Recorder is open, you can create new login macros with
it. However, HP strongly recommends that you create new macros using the Unified Web Macro Recorder,
which uses Firefox technology by default and |E technology as necessary.

For more information about the Event-Based |E Compatible Web Macro Recorder tool, see About the
Unified Web Macro Recorder Tool on page 173.

Accessing the Web Macro Recorder

The Web Macro Recorder can be launched in several ways—while configuring a Guided Scan, aBasic Scan
in Weblnspect, a Web Site Scan in Weblnspect Enterprise, or outside of a scan in what is known as
“stand-alone” mode. For login macros and workflow macros, the following sections describe how you can
record a new macro or select (and optionally edit) an existing macro that was recorded in Webl nspect or
Weblnspect Enterprise version 10.00 or |ater.

Login Macros

You can record anew login macro or select (and optionally edit) an existing login macro that was recorded
in Weblnspect or Weblnspect Enterprise version 10.00 or later in the following ways:

e When configuring a Guided Scan, specify that the target site requires alogin macro, and click Create to
record anew login macro or select (and optionally edit) an existing login macro.

e When configuring a Basic Scan in Weblnspect or a Web Site Scan in Weblnspect Enterprise, in step 2
select Site Authentication and record anew login macro or select (and optionally edit) an existing
login macro.

e InWeblnspect default scan settings (Edit — Default Scan Settings), click Authentication, select Use
alogin macro for forms authentication, and record a new login macro or select (and optionally edit)
an existing login macro.

*  On the Weblnspect toolbar, click Tools — Login Macro Recorder to run the Web Macro Recorder in
stand-alone mode, and record a new login macro or open (and optionally edit) an existing login macro.

* Inthe Weblnspect Enterprise Scan Wizard, click Advanced Settings, click Method under SCAN
SETTINGS, and select Use a login macro for forms authentication (for existing macros only).

*  In Weblnspect Enterprise, on the Administrative Console toolbar, click
Tools — Login Macro Recorder to open the Web Macro Recorder in stand-alone mode, and record a
new |login macro or open (and optionally edit) an existing login macro.

e Click Start — All Programs — HP — HP Security Toolkit — Login Macro Recorder to runtheLogin
Macro Recorder in stand-alone mode, and record a new login macro or open (and optionally edit) an
existing login macro.

*  From Windows Explorer, navigate to a particular recorded login macro and double-click it to openitin
the Web Macro Recorder in stand-alone mode, and record a new login macro or open (and optionally
edit) an existing login macro.

Unified Web Macro Recorder 177



178

Workflow Macros

You can record a new workflow macro or select (and optionally edit) an existing workflow macro that was
recorded in Weblnspect or Weblnspect Enterprise version 10.00 or later in the following ways:

e When configuring a Guided Scan, specify that the Scan Type is Workflows and later, in the
Workflows — 1. Manage Workflows step, record a new workflow macro or import (and optionally
edit) an existing workflow macro.

e When configuring a Basic Scan in Weblnspect, in step 1 select Workflow-Driven Scan and click
Record or Manage to record a new workflow macro or select (and optionally edit) an existing
workflow macro.

e When configuring a Web Site Scan in Weblnspect Enterprise, in step 1 select Workflow-Driven Scan
and click Import or Manage to select an existing workflow macro.

e InWeblnspect Enterprise, on the Administrative Console toolbar, click
Tools — Workflow Macro Recorder to open the Web Macro Recorder in stand-alone mode, and record
anew workflow macro or open (and optionally edit) an existing workflow macro.

e Using the HP Security Toolkit, click
Start — All Programs — HP — HP Security Toolkit — Workflow Macro Recorder to run the
Workflow Macro Recorder in stand-alone mode, and record a new workflow macro or open (and
optionally edit) an existing workflow macro.

Recording or Editing a Macro

This section describes the tasks involved in interactively recording or editing login macros and workflow
macros, using the Web Macro Recorder in stand-alone mode (that is, launched from the Tools menu), or asit
isinvoked when recording or editing a macro during configuration of a Guided Scan, aBasic Scan in
Weblnspect, or a Web Site Scan in Weblnspect Enterprise.

For information about accessing the Web Macro Recorder under avariety of circumstances, see Accessing
the Web Macro Recorder on page 177.

HP strongly recommendsinitially using the default Firefox technology of the Web Macro Recorder to record
amacro. However, if Firefox has not worked for you to successfully record a macro, you can try using |E
technol ogy, which displays web traffic datain the Web Macro Recorder interface as you record and play the
macro. To record a macro using | E technology, go to Using |E Technology to Record Web Traffic on

page 189 and return to this procedure when instructed to do so.

In the Web Macro Recorder, step-by-step guidance is provided near the top of the screenin ayellow
instruction bar. Above that, when you begin the specific process to record or edit amacro for Guided Scan, a
Basic Scan in Webl nspect, a Web Site Scan in Weblnspect Enterprise, or stand-alone Web Macro Recorder
operation, atoolbar with the following buttons in the Record/Edit Login Macro group appears, except as
noted:

*  New. Starts creating a new macro.
* Import (Guided Scan only). Allows you to select an existing macro to play and edit.

*  Open (Basic Scan for Weblnspect, Web Site Scan for Weblnspect Enterprise, and stand-alone Web
Macro Recorder only). Allows you to select an existing macro to play and edit.

e Export (Guided Scan only). Saves the current macro under the same name or a new name.

*  Save (Basic Scan for Weblnspect, Web Site Scan for Webl nspect Enterprise, and stand-alone Web
Macro Recorder only). Saves the current macro under the same name or a new name.
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e Parameters Editor. See Parameters Editor on page 194. (This option is not available for a macro that
uses | E technol ogy in the Web Macro Recorder or for amacro that was recorded using the Traffic-Mode
Web Macro Recorder tool from earlier versions of Weblnspect, Weblnspect Enterprise, or AMP)

* Logout Conditions. See Logout Condition Editor on page 187. (This option appears only for login
macros, not workflow macros.)

*  Browser Settings (Basic Scan for Weblnspect, Web Site Scan for Weblnspect Enterprise, and
stand-alone Web Macro Recorder only). See Browser Settings on page 193.

* Rendering engine: Firefox or Rendering engine: IE. See Internet Explorer Browser Technology on
page 188.

At times while you record or play back a macro in Guided Scan, at the bottom of the Guided Scan screen
you can click the Recorded Locations button to expand (or later contract) the list of locations the macro has
accessed. The list has the following columns:

*  Run. Stepsthat are selected (checked) are played when you click Play All. All steps are stored in
the macro when you save it, but only the selected steps are run whenever the macro is played.

e Excluded. Select Url, Directory, or Page to add that type of exclusion rule. The exclusion rule will
apply to any requests made by a scan that uses this scan configuration. This column also displays,
read only, the causes of any existing exclusions for requests—Custom, Disallowed Hogt, or, if
Restrict to folder was selected at the start of configuring the scan, Outside Root.

*  Method. The method of the request, for example, GET or POST.
e Status. The status code of the response to the request, for example, 302 or 200.
* URL. The URL of the request.

Task 1:  Record or edit the macro

) If your website requires authentication, do not record login steps in a workflow macro. Instead, record a
separate login macro to log in to your website.

1 Select one of the following procedures, based on the activity you want to perform, and follow the
on-screen guidance:

e UsetheWeb Macro Recorder in stand-alone modeto record a login macro.

If you want to use the Web Macro Recorder in stand-alone mode (not in conjunction with running a
scan) in order to record or edit alogin macro, on the Weblnspect or Webl nspect Enterprise toolbar
click Tools — Login Macro Recorder. Then proceed to step 2 on page 181 (before Task 2).

 UsetheWeb Macro Recorder in stand-alone modeto record a wor kflow macro.

If you want to use the Web Macro Recorder in stand-alone mode (not in conjunction with running a
scan) in order to record or edit aworkflow macro, on the Weblnspect or Weblnspect Enterprise
toolbar click Tools — Workflow Macro Recorder and proceed to step 2 on page 181 (before

Task 2).

e Usealogin macroin a Guided Scan.

) In Weblnspect Enterprise, the first time a user launches Guided Scan (or creates areport) from Webl nspect
Enterprise or Software Security Center, the Webl nspect Enterprise Thin Client application, including an
installation wizard and its own Help system, is automatically downloaded and installed on the user's
computer. Then the interface for the selected function opens (and its Help becomes available). Y ou can aso
refer to the Weblnspect Enterprise User Guide.
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If you are completing the Application Authentication — 1. Select Login Macro step of a Guided
Scan, select the Use a login macro for this site option, and click Create to record anew login

macro, or click the . .. | (browse) button to navigate to, select, and optionally edit an existing
login macro to use in the scan. To clear apreviously selected macro from the text box, click the X at
the right end in the text box. (You cannot edit a macro recorded using the Event-Based |E
Compatible Web Macro Recorder tool from earlier versions of Weblnspect or Webl nspect
Enterprise. For more information, see Opening Macros Recorded with the Event-Based |E
Compatible Web Macro Recorder on page 176.)

If aparticular login macro uses parameters, atable of those parametersis displayed when that login
macro is selected. Edit the values of the parameters as needed.

Proceed asfollows:
— If you are recording or editing alogin macro, proceed to step 2 on page 181 (before Task 2).

— If you need to select an existing login macro, not record or edit a macro, after selecting a
macro, click the Next button in the Guided Scan pane and continue configuring the scan.

Use wor kflow macrosin a Guided Scan.

In Weblnspect Enterprise, the first time a user launches Guided Scan (or creates areport) from Webl nspect
Enterprise or Software Security Center, the Weblnspect Enterprise Thin Client application, including an
installation wizard and its own Help system, is automatically downloaded and installed on the user's
computer. Then the interface for the selected function opens (and its Help becomes available). Y ou can aso
refer to the WWeblnspect Enterprise User Guide.

If you are completing the Start Parameters — 2. Choose Scan Type step of a Guided Scan, select
the Workflows option in the Scan Type section. Later in the Guided Scan, in the

Workflows — 1. Manage Workflows step, workflow macro information is displayed in the right
pane.

Click Record to record a new workflow macro or click Import to add an existing workflow macro
tothelist. When amacro inthelist is selected, click Edit to edit it, Delete to removeit from thelist,
or Export to save it with aname and location you specify. (You cannot edit a macro recorded using
the Event-Based |E Compatible Web Macro Recorder tool from earlier versions of Weblnspect or
Weblnspect Enterprise. For moreinformation, see Opening Macros Recorded with the Event-Based
|E Compatible Web Macro Recorder on page 176.)

When the first workflow macro is added to the list, its name (or default name) appearsin the
Workflows table and an Allowed Hosts table is added to the pane. Adding another workflow macro
can add more allowed hosts. Any host that is enabled is available to all the listed workflow macros,
not just the workflow macro for which it was added. The Guided Scan will play all the listed
workflow macros and make requests to all the listed allowed hosts, whether or not their check
boxes are selected. If acheck box for an allowed host is selected, the scanner will crawl or audit the
responses from that host. If acheck box is not selected, the scanner will not crawl or audit the
responses from that host.

In addition, if a particular workflow macro uses parameters, atable of those parametersis displayed
when that workflow macro is selected in the list. Edit the values of the parameters as needed.

Proceed as follows:

— If you are recording or editing aworkflow macro, proceed to step 2 on page 181 (before
Task 2).

— If you need to select one or more existing workflow macros, not record or edit any macros,
after adding the macros to the Workflows table, click the Next button in the Guided Scan pane
and continue configuring the scan.
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 Usealogin macroin aBasic Scan in Weblnspect or a Web Site Scan in Webl nspect
Enterprise.

If you are completing Step 2 of aBasic Scan in Weblnspect or a Web Site Scan in Weblnspect
Enterprise and you select the Site Authentication option to use alogin macro, click Record to

record anew login macro or click the ™ (browse) button to navigate to, select, and optionally
edit an existing login macro to use in the scan.

If aparticular login macro uses parameters, atable of those parametersis displayed when that login
macro is selected. Edit the values of the parameters as needed.

Proceed asfollows:
— If you are recording or editing alogin macro, proceed to step 2 on page 181 (before Task 2).

— If you need to select an existing login macro, not record or edit amacro, after selecting amacro
complete Step 2 of the Basic Scan in Weblnspect or Web Site Scan in Webl nspect Enterprise
and continue configuring the scan.

* Useworkflow macrosin aBasic Scan in Weblnspect or a Web Site Scan in Webl nspect
Enterprise.

Note: Parameters are not supported for workflow macros created or used in aBasic Scan in
Weblnspect or a Web Site Scan in Weblnspect Enterprise. If you need to use parameters for your
workflow macro, use Guided Scan.

If you are completing Step 1 of aBasic Scan in Weblnspect or a Web Site Scan in Weblnspect
Enterprise and you select the Workflow-Driven Scan option to use aworkflow macro, click
Record to record a new workflow macro or click Manage to navigate to, select, and optionally edit
an existing workflow macro to use in the scan.

If you click Manage, or after you record and save a new workflow macro, the Select
Workflow-Driven Scan Macros dialog box appears. It displays workflow macro information for a
list of workflow macros you select. Click Import to add an existing workflow macro to thelist.
(You can aso click Record here to record a new workflow macro.) When amacro inthelistis
selected, click Edit to edit it, Remove to removeit from the list, or Export to save it with aname
and location you specify.

When the first workflow macro is added, its name (or default name) appearsin the Macrostablein
the dialog box and a specific entry is added to the Allowed Hosts list. Adding another workflow
macro can add more allowed hosts. Any host that is enabled is available to al the listed workflow
macros, not just the workflow macro for which it was added. The scanner will play all the listed
workflow macros and make requests to all the listed allowed hosts, whether or not their check
boxes are selected. If acheck box for an allowed host is selected, the scanner will crawl or audit the
responses from that host. If a check box is not selected, the scanner will not crawl or audit the
responses from that host.

Proceed asfollows:
— If you are recording or editing aworkflow macro, proceed to step 2 (before Task 2).

— If you need to select one or more existing workflow macros, not record or edit any macros,
after adding the macros to the Macros table complete Step 1 of the Basic Scan in Webl nspect
or the Web Site Scan in Weblnspect Enterprise and continue configuring the scan.

2  Follow the guidance in the yellow instruction bar to record or edit the macro. All of your actionswill be
recorded and displayed in the macro steps pane on the right. You can stop recording at any time.

Theinstructions differ somewhat between login macros and workflow macros. For example, in
workflow macros, you choose where to navigate through the target site, and the URL s are recorded as
you navigate, so that you can later replay them by running the macro. Also, workflow macros do not
include any logout conditions.
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If the website requires users to answer avariable set of questionsin order to complete the login process,
go to Recording aMacro for a Site with Multiple, Variable Login Questions on page 185 at the
appropriate time to create the macro steps required for this case, and then return to Task 2 on page 182.

When you are instructed to play the macro, go to Task 2 on page 182.

Note: In a Guided Scan, if you record or edit aworkflow macro for asite that already has alogin macro
that you specify (in Application Authentication — 1. Select Login Macro), for your convenience the
login macro automatically plays before you begin recording the workflow macro to ensure that the site
is accessible and to obtain and record state information from the site that the workflow macro uses
whenever it is played.

Task 2:  Play the macro

Play the macro, correcting any errors that occur during the process:

1

When you are instructed to do so, click the Play button in the instruction bar.

The macro steps are highlighted as playback progresses. If the macro detects no errors (while using
Firefox technology), “ Replay succeeded” is displayed at the bottom of the right pane.

If the macro had errors, see Debugging Macros on page 198.

Answer the question “Did the macro play correctly?’ In other words, indicate whether the login macro
successfully logged in to the target site or the workflow macro accessed all the recorded URLSs.
Successful replay of the macro in step 1 does not guarantee that the macro did what you intended.

If you click Yes toindicate that the macro played correctly, do the following:

*  If you arerecording aworkflow macro, go to Task 5 on page 184. Workflows macros do not include
logout conditions, so you are skipping tasks associated with logout conditions.

* If you are recording alogin macro but not in a Guided Scan, the macro recorder attempts to
automatically detect alogout condition. If it succeeds, the macro is complete and you can proceed
to Task 4 on page 184. If the macro recorder does not detect alogout condition, proceed to Task 3
on page 183.

» If you are recording alogin macro in a Guided Scan, the instruction bar in the macro recorder
recommends that you select an object on the displayed Web page to specifically indicate successful
login. Doing so adds a Wait step to the macro to wait for appearance of the object you will select.
Without such a step in the macro, the macro operates on the assumption that the login fully
succeeded when “ document loading” of the initial website page (seen after login from the login
page) completes. However, some websites transfer many updates to and from the browser (using
AJAX technology, for example) before and/or after the browser renderstheinitial page. This can
lead to timing problemsin macro playback if the macro proceeds as though theinitial page has
been fully rendered when it has not and then the macro prematurely runs subsequent steps. To
prevent these problems, it is best practice to click Yes and provide a consistent, positive indication
of accessto theinitial page.

— If you click No and do not specify an object that specifically indicates login succeeded, the
macro recorder attemptsto automatically detect alogout condition. If it succeeds, the macrois
complete and you can proceed to Task 4 on page 184. If the macro recorder does not detect a
logout condition, proceed to Task 3 on page 183.

— If you click Yes to specify an object that specifically indicates login succeeded, the macro
recorder asks you to select that object. A Log Out button or “Welcome” text on theinitial
website page are common examples of objects that indicate successful access to that page.
After you select the object, the macro recorder asks you to click Play to verify the macro again,
now including the added Wait step. When the macro recorder asks you again if the macro
succeeded, successful playback now means that the initial page actually displayed the object
you specified.
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If you click Yes to indicate that the macro with the login object played correctly, the
macro recorder attempts to automatically detect alogout condition. If it succeeds, the macrois
complete and you can proceed to Task 4 on page 184. If the macro recorder does not detect a
logout condition, proceed to Task 3 on page 183.

If you click No to indicate that the macro with the login object did not play correctly,
continue to the following paragraphs.

If you click No to indicate that the macro did not play correctly, do the following:
« If thisisthefirst timeyou click No, the macro recorder automatically:

— Adjuststhe Script Level dlider to level 3 to display and play back all of the macro steps. For
more information, see Maodify Script Levels on page 199.

— Playsthe macro again.
— Asksyou again whether the macro succeeded.
Return to the beginning of this step (step 2 on page 182).

» If thisisthe second time you click No, the macro recorder automatically switchesto | E technology
(asif you started recording the macro by selecting the | E option for the Rendering engine button).
A new pane for locations appears at the bottom of the Web Macro Recorder interface, rather than a
pane for macro steps on the right. You can adjust the height of the locations pane relative to the top
(target site) pane. In aGuided Scan you can also expand and collapse the | ocations pane by clicking
Recorded Locations below the pane. Go to Using |E Technology to Record Web Traffic on
page 189.

Task 3:  Identify a “logout” condition if automatic detection by the macro recorder fails

Note: For workflow macros, skip to Task 5 on page 184. Workflow macros do not have logout conditions.

At this point the target site is at a protected page, that is, a page that can be accessed only when a user is
logged in.

To automatically resume a scan that gets logged out, alogin macro needs to include at least one condition
that represents getting logged out. Then when Weblnspect or Weblnspect Enterprise recognizes any of the
logout conditions, it will automatically restart the macro to log back in and resume the scan where it |eft off.

After the macro plays back successfully, the Web Macro Recorder uses sophisticated analysisto try to
automatically detect alogout condition. At that time, it displays “ Detecting Logout Condition...” in the
instruction bar. If the Web Macro Recorder succeeds in detecting alogout condition, the login macro is
complete, as stated in the instruction bar, and you can proceed to Task 4 on page 184.

You can view the automatically detected logout condition and add other logout conditions by clicking
Logout Conditions in the toolbar to open the Logout Condition Editor.

If the automatically detected logout condition isidentified as the “ Auto Redirect” type in the Logout
Condition Editor, the Web Macro Recorder generated the displayed regular expression (regex), including the
‘Location’ header of aredirect (302), to represent the logout condition for the redirect when login state was
lost.

If navigation parameters are specified in the scan settings, they are used as applicable at scan time to revise
and uniquely identify the URL in the ‘Location’ header in the regex for the redirect. For information about
navigation parameters, see the Weblnspect User Guide or the Weblnspect Enterprise User Guide for
information about HTTP parsing in default scan settings.

If you later determine that the Auto Redirect regex does not work as well as necessary to automatically log

back in to the site being scanned, you cannot edit the regex in place, but you can copy it, manualy create a
new Regex condition that you revise from the copy, and optionally delete the Auto Redirect regex. For more
information, see Logout Condition Editor on page 187.
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Task 4:

Task 5:

Task 6:

If the automatically detected logout condition isidentified asthe “ Automatic” type in the Logout Condition
Editor, the Web Macro Recorder detected a non-302 response, such as a 200.

If you later determine that the Automatic logout condition does not work as well as necessary to
automatically log back in to the site being scanned, you can replace it by manually specifying aregular
expression (Regex), an object (interface element), or aURL as alogout condition. For more information, see
Logout Condition Editor on page 187.

If the Web Macro Recorder failsto detect alogout condition when you record a login macro, it presents an
error message and offers to open the Logout Condition Editor, which is the same as clicking Logout
Conditions inthetoolbar. In the Logout Condition Editor, you can manually specify, in recommended order,
aregular expression (Regex), an object (interface element), or aURL as alogout condition.

To specify alogout condition if the Web Macro Recorder could not detect one:

1 Inthemacro, navigate in the target site to a page that users consistently see when they get logged out.

2 Usethe Logout Condition Editor to specify alogout condition that is unique to this page. See Logout
Condition Editor on page 187.

(Optional) Modify the logout conditions

If you have been recording alogin macro, this task is optional. It does not apply to workflow macros.

To examine or modify the logout condition, click Logout Conditions in the toolbar. You can specify as
many different logout conditions as you need, and if any of them is met during a scan, Weblnspect or
Weblnspect Enterprise invokes the login macro to log back in. For more information, see Logout Condition
Editor on page 187.

(Optional) Parameterize the macro

Thistask is optional. To parameterize the login credentials or the URL, click Parameters Editor in the
toolbar. For more information, see Parameters Editor on page 194.

(Optional) Save the macro

To save the macro for future use, click Export in the toolbar for a Guided Scan, or click Save (and then
Save or Save As) in the toolbar for a Basic Scan in Weblnspect or a Web Site Scan in Webl nspect
Enterprise. This completes the macro recording procedure.

If you are configuring a Guided Scan, a Basic Scan in Weblnspect, or a Web Site Scan in Webl nspect
Enterprise, close the Web Macro Recorder to return to the configuration process.
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Recording a Macro for a Site with Multiple, Variable Login
Questions

Challenge-response authentication is afamily of protocolsin which the server presents a question (the
challenge) and the client must provide a valid answer (the response). In the simplest example, the challenge
asks for a password and the valid response is the correct password.

Many websites now present multiple challenges to the user. Typically, when a user first registers with a
website, the site presents alist of questions to which the user provides answers that will be used for
subsequent authentication. For example:

*  What isyour favorite color?

*  What was the name of your first pet?

*  Inwhat town or city were you born?

*  What was the make of your first automobile?

When the user later attempts to log in, the website presents two or more of these challenges.

Some sites also create groups of challenges, and present different questions from the groups on each new
login attempt, as demonstrated in the following example.

When registering for the following example website, the user is asked to provide answers to nine questions,
which are arranged into three groups of three questions each, as follows.

Group 1

Q: What isyour quest? A: happiness
Q: What isyour name? A: Smith

Q: What isyour favorite color? A: blue

Group 2

Q: What isthe name of your favorite pet? A: Rusty
Q: What is your mother's maiden name? A: Jones
Q: Inwhat state were you born? A: Delaware

Group 3

Q: What isthe capital of Mongolia? A: Ulaanbaatar

Q: What isthe name of aseabird? A: Albatross

Q: What isyour paternal grandmother's first name? A: Esther

Thelogin page might look like this (using the first question from each group):

What 1s your quest?
“What 13 the name of your favonte pet?
‘What 1= the capital of IMongolia?

When recording a macro for a challenge/response type of login, you must know all possible
guestion-and-answer combinations, even if only a subset of those combinations might be presented during
any one login. You enter these combinations manually, as specia steps while recording a macro.
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At the point where the target site asks the challenge questions, usually after logging in with username and
password credentials, use the following procedure to manually create the required steps for this hypothetical
set of nine questions:;

1

10
1

If you are recording a macro, click Stop on the instruction bar to stop the automatic macro recording
process.

Click the Toolbox vertical tab on the left side of the macro steps pane. Click (expand) Composite
Steps.

¥ Functions

’a

¥ Flow Control

b Miscellaneous

Xoq|ool

~ Composite Steps

& Answer Security Questions

Click and drag the Answer Security Questions element to the right pane to create the next macro step.

Click thefirst “Click to choose an object” button in the new step and then, in the target site pane, click
the object representing the first question (usualy alabel).

Click the second “Click to choose an object” button in the new step and then, in the target site pane,
click the object representing the answer (usually atext box).

Place your mouse in the upper right corner of the step and click to open the Step Editor.

Click (expand) the Security Questions section. Click E to open the Security Questions Editor.

In the Security Questions pane of the Security Questions Editor, click to add a new question.

A new guestion appears with the default name “ Questionl.” Its properties include the text box labelled
Question (also shown with a default value of “Question1”) and the text box labelled Answer, with a
default value of “ Answerl.”

In the Question text box, type over the default text with the actual question exactly asit appears on the
login page, including capitalization and punctuation. Be sure to enclose the text in quotation marks as
shown below. The question in the left pane is simultaneously updated.

Seviatity Qseithias Eiiay =
Saurty Guaaton Propartaa
3

i o et g T -

o Cpwisony  "VHEL LB VoSN (UEST

s Anreer | "lorwecl®

In the Answer text box, type the correct response in quotes.
Click OK.

The Question and Answer are added to atable in the Security Questions section in the macro step. (If
you later need to edit a question or answer, reopen the Security Questions Editor.)
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13

14

15

16

17

18

19

Repeat step 7 through step 11 to add the information for the second question that might appear in the
same location on the web page (in this example, “What is the name of your favorite pet?’).

Repeat step 7 through step 11 to add the information for the third question that might appear in the same
location on the web page (in this example, “What is the capital of Mongolia?’).

This completes the macro step for this particular location on the web page.

Refresh the web page until the second set of questions appears. Click in the target site pane and press F5
(or right-click and click Reload).

Repeat step 2 through step 13 to add another macro step for the second set of three questions and
answers at the second location on the web page.

Refresh the web page until the third set of questions appears. Click in the target site pane and press F5
(or right-click and click Reload).

Repeat step 2 through step 13 to add another macro step for the third set of three questions and answers
at the third location on the web page.

After creating macro steps for al possible question-and-answer combinations, if you need to record
further macro steps:

a Select the last step you created.

b Click the drop-down arrow on the Record button in the macro steps pane and select Record after
selected step.

¢ Add any further steps to the macro as needed.
d Click Stop on theinstruction bar.

To play back the macro, return to Task 2 on page 182 or, if you are using | E technology, return to Task 2
on page 191.

On playback, if the macro cannot find a particular question object or answer object on the page, you can
expand Security Question Object or Security Answer Object in the Step Editor for the security
guestion and use the Highlight and Replace buttonsto try to correct the failure. See Highlight an object
on page 201 and Replace an object on page 205.

Logout Condition Editor

The Logout Condition Editor allows you to create or edit logout conditions for login macros. For
introductory information, see Login Macros on page 174. You can specify as many different logout
conditions as you need, and if any of them is met, Weblnspect or Weblnspect Enterprise invokes the login
macro to log back in and resume a scan where it left off. The final set of all logout conditions should cover
all the cases of becoming logged out during a scan of the target site.

When the Web Macro Recorder successfully detects alogout condition automatically, it categorizes the
logout condition as one of the following types:

Auto Redirect. Thistype of logout condition is created when the Web Macro Recorder detects that the
target site responds with a 302 redirect. It takes the form of aregular expression (regex).

Automatic. Thistype of logout condition is created when the Web Macro Recorder detects that the
target site responds with anything other than a 302 redirect, for example, with a 200.
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To add a new logout condition:

1 Click the Logout Conditions button in the toolbar.

2 Click in the left pane (or click the drop-down arrow to the right of and select Manual).

3 Intheright pane specify the name of the new condition. (Notice that the name in the left column is
simultaneously updated with your changes.)

4 Select which type of logout condition you want to use and compl ete the information required for that
type. In order of recommended priority, the options are:

e Regex. With thisoption, you will construct aregular expression (regex). A regular expression isa
pattern that describes a set of strings. Regular expressions are constructed much like mathematical
expressions by using various operators to combine smaller expressions. Only users with aworking
knowledge of regular expressions should use this feature.

The regex must reflect the difference between a) the response to alogged-in user’s request to access
aprotected page, and b) the response to the same request from the user, while not logged in, to
access the same protected page. The general steps to construct the regex are as follows:

— Start the Web Proxy tool to record web traffic. See Chapter 23, Web Proxy.
— Logintothetarget site legitimately and copy the URL of a protected page.
— Log out and use the copied URL to try to access the protected page without logging in.

— Compare the responses and identify a unique aspect of the response to the attempt to accessthe
protected page without logging in.

— Open the Regular Expression Editor. From the Webl nspect or Webl nspect Enterprise menu,
select Tools — Regular Expression Editor. See Chapter 10, Regular Expression Editor.

— Construct aregex that reflects the unique aspect of the response to the attempt to access the
protected page without logging in.

— Copy theregex into the Regex field of the Logout Condition Editor.

*  Object. After you select this option, click Click to choose an object, navigate to a page where the
user islogged out and can log back in, and move your mouse over objects on the page until you
find one that does not appear on any other page and that indicates that the user islogged out. As
you mouse over objects, each oneis highlighted in green until you select one or press Esc to stop
the selection process. Once you select an object, if you click Highlight the Logout Condition Editor
is hidden temporarily and the selected object is highlighted by arapidly flashing red outline.

*  URL. When you select this option, the currently displayed web page is automatically used as the
default value. You can specify a static URL to which the target site redirects users when it logs
them out. Do not specify the target site’s general login page.

In the Logout Condition Editor, if you click the drop-down arrow to the right of , and if the Automatic
option isavailable and you select it, the Logout Condition Editor closes and the Web Macro Recorder
attempts to automatically detect alogout condition.

To delete alogout condition, select it in the left pane and click thered X.

Internet Explorer Browser Technology

By default, the Unified Web Macro Recorder triesto create amacro using Firefox technology. However, if it
cannot successfully create the macro, it automatically tries again using its Internet Explorer browser
technology (also referred to here as | E technol ogy), which displayslocations and web traffic datain the Web
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Macro Recorder interface. For more information, see the procedure for recording a macro (Recording or
Editing a Macro on page 178).

In the Unified Web Macro Recorder, you can also manualy initiate the use of |E technology as you begin
recording a new macro, in case the default Firefox technology of the Web Macro Recorder has not worked.
HP strongly recommends that you start by trying the default Firefox technology.

The consequences of selecting | E technology (Rendering engine: IE) depend upon the circumstances.
*  When recording a macro, selecting |E technology:

— Switches the macro recorder from the use of custom Firefox technology to Internet Explorer
browser control.

— Records the macro in traffic mode.

* InaGuided Scan, at the Start Parameters — Verify Web Site step or at the
Optimization Tasks — Enhance coverage of your web site step, selecting | E technology implies that
using Firefox technology would not work for any aspect of the site, soit:

— Switches the macro recorder from the use of custom Firefox technology to Internet Explorer
browser control.

— Changesthe default script execution engine from the one introduced in Webl nspect and Webi nspect
Enterprise 10.00 to an engine from earlier versions that is compatible with Internet Explorer.

— UsesInternet Explorer as the default browser for subsequent steps in the scan such as recording a
macro or discovering locationsin Active Learning.

Asyou record a macro against atarget site using | E technol ogy, the Web Macro Recorder displays requested
locations (as described in detail in subsequent sections). When you play a macro, the Web Macro Recorder
aso displays HTTP web traffic for both the requests and their associated responses, but the recorded macro
includes only the requests.

For information about compatibility between |E technology in the Unified Web Macro Recorder tool of
Webl nspect and Weblnspect Enterprise 10.00 and later, and macros that were recorded in earlier Webl nspect
or Weblnspect Enterprise (or AMP) versions using the Traffic-Mode Web Macro Recorder, see Opening
Macros Recorded with the Traffic-Mode Web Macro Recorder on page 176.

Using IE Technology to Record Web Traftic

HP strongly recommendsinitially using the default Firefox technology of the Web Macro Recorder to record
amacro. However, the Web Macro Recorder can invoke |E technology automatically if Firefox technology
fails or, if you have not been able to successfully record a macro with the Firefox technology, you can
manually invoke | E technology. Using | E technol ogy, the bottom pane of the Web Macro Recorder interface
displays requested locations. The actions you take to record and test the macro, guided by the yellow
instruction bar at the top of the screen, are essentially the same as for recording a macro using Firefox
technology, but the user interface is different, as described in this section.

Proceed as follows, depending on how you are accessing | E technology:
*  Proceed to Task 1 on page 190 to record the macro if one of the following applies:

— You need to initiate the use of | E technology when you are just starting to use the stand-alone Web
Macro Recorder or just starting to configure a Guided Scan, a Basic Scan in Webl nspect, or a Web
Site Scan in Weblnspect Enterprise.

— You need to edit atraffic-mode macro that was recorded in an earlier version of Weblnspect,
Weblnspect Enterprise, or AMP.

» Goto Task 2 on page 191 if playback failed twice using Firefox technology and the macro recorder
automatically invoked | E technology.
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Task 1:  Record the macro using IE technology

1

Select Rendering engine: IE in the Record/Edit Login Macro section of the Web Macro Recorder
toolbar, the Guided Scan toolbar, the Basic Scan toolbar in Webl nspect, or the Web Site Scan toolbar in
Weblnspect Enterprise, as applicable.

A new pane for locations appears at the bottom of the Web Macro Recorder interface, rather than a pane
for macro steps on the right. You can adjust the height of the locations pane relative to the top (target
site) pane. In aGuided Scan you can also expand and collapse the locations pane by clicking Recorded
Locations below the pane.

The buttons, check box, and columnsin the locations pane are described in step 2.
Follow the guidance in the yellow instruction bar to record the macro.

Theinstructions differ somewhat between login macros and workflow macros. For example, in
workflow macros, you choose where to navigate through the target site, and the URL s are recorded as
you navigate, so that you can later replay them by running the macro. Also, workflow macros do not
include any logout conditions.

Note: |1E technology does not support websites that require usersto answer avariable set of questionsin
order tolog in.

The following descriptions are provided for information and to assist with debugging. When the
on-screen instructions tell you to play the macro, you can proceed to Task 2 on page 191.

From the first time you navigate to a URL, atable of request data is added to the locations pane. The
locations pane has a button bar with the following buttons and check box, which become available as
described:

e Record button.

*  Play Highlighted button. Available after you highlight a single request (row) by clicking it. Plays
the highlighted request if the associated check box in the Run column is selected. Other check
boxesin the Run column do not matter.

Thefirst time you select arequest, the locations pane splitsinto left and right panes. The left pane
continues to display the table of request datafor each location. In the right pane, the default Details
tab is split, with HTTP request data above the associated response data.

*  Play All button. Available after you click Stop in the instruction bar to stop recording thelogin
steps. Plays only the requests that are selected (checked) in the Run column.

Note: All steps are stored in the macro when you save it, but only the selected steps are run
whenever the macrois played.

*  Stop button. Available during playback after you have clicked the Play All button. Aborts playback
upon completion of the current request.

* Logout button. (Does not appear for workflow macros.) Available after you click Stop in the
instruction bar to stop recording the login steps. Logs you out of the site so that you can determine
how the site responds to a subsequent request you play when logged out.

» Delete Highlighted button. Available immediately. Deletes the single request (row) you
highlighted by clicking it.

» Delete All button. Available after you click Stop in the instruction bar to stop recording thelogin
steps. Deletes all the requests, regardless of whether they are selected in the Run column.

*  Prompt for login (CAPTCHA) check box. (Does not appear for workflow macros.) Available
immediately. CAPTCHA is a challenge-and-response test designed to ensure that alogin response
is provided by a person, not generated by a computer. If your target site uses CAPTCHA, select this
check box. The macro still detects alogout condition, but Webl nspect or Webinspect Enterprise
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users will need to log in manually at the beginning of a scan and whenever alogout occurs.
Selecting this option disables selection of any of the listed requests and closes the right pane that
displays HTTP traffic.

Below the button bar, the locations pane lists locations and has the following columns:

*  Run. Steps that are selected (checked) are played when you click Play All. All steps are stored in
the macro when you save it, but only the selected steps are run whenever the macro is played.

e Excluded. Select Url, Directory, or Page to add that type of exclusion rule. The exclusion rule will
apply to any requests made by a scan that uses this scan configuration. This column also displays,
read only, the causes of any existing exclusions for requests—Custom, Disallowed Hogt, or, if
Restrict to folder was selected at the start of configuring the scan, Outside Root.

*  Method. The method of the request, for example, GET or POST.

e Status. The status code of the response to the request, for example, 302 or 200.URL. The URL of
the request.

The bottom right pane includes the following tabs:

*  Details tab. For the selected (highlighted) request in the left pane, shows request data in the top
right pane and associated response data in the bottom right pane.

e  State tab. A collection of all the items that represent state or could represent state, that have been
seen across al the locations that the macro has accessed. You can select them in any combination to
characterize them as representing a state and you can manually add various types of items. Web
applications can require that certain parameters be marked as “ stateful.”

e Parameters tab. (Does not appear for workflow macros.) For login macros, alows you to
designate form input fields as being user name or password input so that the macro using |E
technology can have user name and password parameters that can be specified at scan time, like
macros that use Firefox technology.

Task 2:  Play the macro using IE technology

Using | E technol ogy, a pane for locations appears at the bottom of the Web Macro Recorder interface, rather
than a pane for macro steps on the right. You can adjust the height of the locations pane relative to the top
(target site) pane. In Guided Scan you can also expand and collapse the |ocations pane by clicking Recorded
Locations at the bottom of the pane.

1 If the macro has not already been played automatically, click the Play button in the instruction bar.

The following descriptions are provided for information and to assist with debugging. You can proceed
to step 2 on page 192.

The locations pane has a button bar. Below it, the left pane displays a table of data for each location. In
the right pane, the default Details tab is split, with HTTP request data above the associated response
data for the request selected in the I eft pane.

The button bar has the following buttons and check box:
e Record button.

e Play Highlighted button. Plays the single request (row) you highlighted by clicking it. Plays the
highlighted request if the associated check box in the Run column is selected. Other check boxesin
the Run column do not matter.

e Play All button. Plays only the requests that are selected (checked) in the Run column.

Note: All steps are stored in the macro when you save it, but only the selected steps are run
whenever the macro is played.

*  Stop button. Available during playback after you have clicked the Play All button. Aborts playback
upon completion of the current request.
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Logout button. (Does not appear for workflow macros.) Logs you out of the site so that you can
determine how the site responds to a subsequent request you play when logged out.

Delete Highlighted button. Deletes the single request (row) you highlighted by clicking it.

Delete All button. Deletes al the requests, regardless of whether they are selected in the Run
column.

Prompt for login (CAPTCHA) check box. (Does not appear for workflow macros.) CAPTCHA isa
challenge-and-response test designed to ensure that alogin response is provided by a person, not
generated by a computer. If your target site uses CAPTCHA, select this check box. The macro still
detects alogout condition, but Weblnspect or Weblnspect Enterprise users will need to login
manually at the beginning of a scan and whenever alogout occurs. Selecting this option disables
selection of any of the listed requests and closes the right pane that displays HTTP traffic.

The left pane lists locations and has the following columns:

Run. Steps that are selected (checked) are played when you click Play All. All steps are stored in
the macro when you save it but only the selected steps are run whenever the macro is played.

Excluded. Select Url, Directory, or Page to add that type of exclusion rule. The exclusion rule will
apply to any requests made by a scan that uses this scan configuration. This column also displays,
read only, the causes of any existing exclusions for requests—Custom, Disallowed Hogt, or, if
Restrict to folder was selected at the start of configuring the scan, Outside Root.

Status. The status code of the response to the request, for example, 302 or 200.

Protected. (Does not appear for workflow macros.) For login macros, a set of options with one
selection allowed. The default isthe request to the page that the Web Macro Recorder hasidentified
asthe most likely to be the protected page. Thisis also the page from which the Web Macro
Recorder attempts to automatically determine alogout condition.

URL. The URL of the request.

The bottom right pane includes the following tabs:

Details tab. For the selected (highlighted) request in the left pane, shows request datain the top
right pane and associated response data in the bottom right pane.

State tab. A collection of all theitemsthat represent state or could represent state, that have been
seen across al the locations that the macro has accessed. You can select them in any combination to
characterize them as representing a state and you can manually add various types of items. Web
applications can require that certain parameters be marked as “ stateful.”

Parameters tab. (Does not appear for workflow macros.) For login macros, alows you to
designate form input fields as being user name or password input so that the macro using |E
technology can have user name and password parameters that can be specified at scan time, like
macros that use Firefox technology.

If the macro itself detects an inconsistency between an expected status code for a response as
determined during macro recording and the actual status code during macro playback, the macro
highlights the difference between expected and actual status in the bottom left pane. Investigate and
address this condition.

2 Answer the question “Did the macro play correctly?’ In other words, indicate whether the login macro
successfully logged in to the target site or the workflow macro accessed all the recorded URLSs.
Successful replay of the macro in step 1 does not guarantee that the macro did what you intended.

If you click Yes:

192

If you are recording alogin macro, the macro recorder attempts to automatically detect alogout
condition. Return to Task 3 on page 183 and from that task on, perform the same procedures asyou
would for the Web Macro Recorder using its default Firefox technology.

Chapter 21



* If you are recording aworkflow macro, return to Task 5 on page 184 and from that task on, perform
the same procedures as you would for the Web Macro Recorder using its default Firefox
technology. Workflow macros do not include logout conditions, so you are skipping tasks
associated with logout conditions.

If you click No, the instructions advise you to create a new macro or use the Help. For example, see
Debugging Macros on page 198 and Resolving Object | dentification I1ssues on page 201.

Browser Settings

When using the Web Macro Recorder in stand-alone mode (click Tools — Web Macro Recorder or

Tools — Login Macro Recorder in Weblnspect in the Weblnspect Enterprise Administrative Console),
click the Browser Settings button in the toolbar to display the Proxy Settings and Network
Authentication tabs, described in the following sections. For Guided Scans, Basic Scansin Weblnspect, and
Web Site Scans in Weblnspect Enterprise, proxy settings and network authentication are configured as part
of the scan.

Browser settings are not saved in macros.

Proxy Settings Tab

Select one of the following options:

Direct Connection (proxy disabled). Select thisoption if you are not using a proxy server.

Auto detect proxy settings. Select this option to use the Web Proxy Autodiscovery (WPAD) protocol
to locate a proxy autoconfig file and configure the browser's web proxy settings.

Use Internet Explorer proxy settings. Select this option to import the proxy server information from
Internet Explorer.

Use Firefox proxy settings. Select this option to import the proxy server information from Firefox.

Configure proxy settings using a PAC file. Select this option to load proxy settings from a Proxy
Automatic Configuration (PAC) filein the location you specify in the URL box.

Explicitly configure proxy settings. Select this option to configure a proxy by entering the requested
information.

— Server: Enter the URL or IP address of your proxy server.
— Port: Enter the port number (for example, 8080).

— Type: Select aprotocol for handling TCP traffic through a proxy server—Standard, SOCK 4, or
SOCK Sb.

— Authentication: Select an authentication method. For a description of authentication methods, see
Authentication Types on page 44.

— User Name: Specify auser name.
— Password: Specify apassword.

— Bypass proxy for: If you do not need to use a proxy server to access certain | P addresses (such as
internal testing sites), select this option and enter the addresses or URL sin the box. Use commasto
separate entries.
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Network Authentication Tab

If network authentication is required:

1

2

3

Click Network Authentication.

Select one of the methods. For a description of authentication methods, see Authentication Types on
page 44.

Specify aUser Name and Password for network authentication.

Select or clear the Client Certificate check box. If selected, complete the Certificate Store fields and select a
certificate.

Parameters Editor

When recording a macro, you can use the Parameters Editor for two different purposes:

Creating parameters for the user name and password to allow testers to use their own authentication
credentials when starting a scan. For procedures, see Using Name and Password Parameters on
page 194.

Creating a parameter for the URL to allow testers to designate an alternate URL when the macro runs.
For example, suppose you record a macro for www.testsite.com. At alater point in time, you rename the
site to www.testsite2.com. If you parameterize the URL when you record the macro, you do not need to
record a new macro. You simply enter a new host name as the Start URL when you run a scan. For
procedures, see Using a URL Parameter on page 196.

When the macro is played during a Guided Scan, a Basic Scan in Webl nspect, or aWeb Site Scanin
Weblnspect Enterprise, it asks the user to specify values for the parameters.

Using Name and Password Parameters

Task 1:  Create Parameters

1

After recording and testing your macro, click Parameters Editor in the toolbar.

The Parameters Editor opens.

Click to add a parameter.
In the Name text box, enter aname for the parameter (for example: Username).

In the Value text box, enter the default text (for example: Enter user name) that you want testersto see
asthe value for the parameter as they configure a scan. However, while you are devel oping the macro,
for macro playback to succeed you will probably need to enter your own valid user name and change it
to the default text after you verify the macro near the end of this procedure.

Click to add a second parameter.

In the Name text box, enter a name for the parameter (for example: Password).

In the Value text box, enter the default text (for example: Enter password here) that you want testersto
see as the value for the parameter as they configure a scan. However, while you are developing the
macro, for macro playback to succeed you will probably need to enter your own valid password and
change it to the default text after you verify the macro near the end of this procedure.

Select Encrypted if the Value should be encrypted before transmission to the web server.
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Click Close to close the Parameters Editor.

Task 2:  Assign Parameters to Steps

1

2
3
4

O 0 N O

1
12

13

Select the macro step that contains the user name.
Place your mouse in the upper right corner of the step and click to open the Step Editor.
Click (expand) Arguments.

Highlight the entire contents of the Value text box, right-click the highlighted text, and select Replace
with a Parameter.

Onthe Enter Parameter Name dial og, select the parameter (Username in this example) from the Select
Parameter list and click OK.

The Value takes on the format of a parameter.

Select the macro step that contains the password.

Place your mouse in the upper right corner of the step and click to open the Step Editor.
Click (expand) Arguments.

Highlight the entire contents of the Value text box, right-click the highlighted text, and select Replace
with a Parameter.

Onthe Enter Parameter Name dialog, select the parameter (Password in thisexample) from the Select
Parameter list and click OK.

The Value takes on the format of a parameter.
Play the macro to verify that it logsin correctly.

If necessary, reopen the Parameters Editor and change the text in the Value text boxesto the default text
that you want testersto see, as described in step 4 and step 7 under Task 1 on page 194.

Save the macro. (For Guided Scan, click Export. For aBasic Scan in Weblnspect or aWeb Site Scanin
Weblnspect Enterprise, click Save.)

When you start a Guided Scan, a Basic Scan in Webl nspect, or a Web Site Scan in Weblnspect Enterprise
and select this macro, the parameters appear in the Macro Parameters table for a Guided Scan as shown
below, or in the table bel ow the name of the selected macro in step 2 of aBasic Scan or a\Web Site Scan. The
tester simply replaces the parameters with avalid user name and password.

! G e - Lol - Applacation Authentication - Sbect Login Macrs
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Using a URL Parameter

Task 1:  Create Parameter

1 After recording and testing your macro, click Parameters Editor in the toolbar.

The Parameters Editor opens.

2 Click to add a parameter.
3 Inthe Name text box, enter a name for the parameter (for example: StartURL).

4 IntheValue text box, enter the default text, Host Name, or URL (for example: www.Placeholder.com)
that you want testers to see as the value for the parameter as they configure a scan. However, while you
are developing the macro, for macro playback to succeed or for security reasons you might need to use
adifferent, temporary default text, Host Name, or URL and change it to the default after you verify the
macro near the end of this procedure.

5 Click Close to close the Parameters Editor.

Task 2:  Assign Parameters to Steps

1 Select the macro step that contains the URL (“Navigate to...”).

2 Place your mouse in the upper right corner of the step and click to open the Step Editor.
3 Click Arguments.
4

Highlight the entire contents of the Location text box, right-click the highlighted text, and select
Replace with a Parameter.

5 OntheEnter Parameter Name dial og, select the parameter (StartURL in this exampl€) from the Select
Parameter list and click OK.

The Location takes on the format of a parameter.
6  Play the macro to verify that it logs in correctly.

7 If necessary, reopen the Parameters Editor and change the text in the Value text box to the default text,
Host Name, or URL that you want testers to see, as described in step 4 under Task 1 on page 196.

8 Savethe macro. (For Guided Scan, click Export. For aBasic Scan in Weblnspect or aWeb Site Scanin
Weblnspect Enterprise, click Save.)

When you start a Guided Scan, a Basic Scan in Weblnspect, or a Web Site Scan in Webl nspect Enterprise
and select this macro, the parameters appear in the Macro Parameters table for a Guided Scan as shown
below, or in the table bel ow the name of the selected macro in step 2 of aBasic Scan or a\Web Site Scan. The
tester either leaves the parameter unchanged (to access the original URL) or enters the URL of the target
site.
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Enhancing Macros
There are anumber of optional enhancements that can be added to macros.

Modity Steps

Modify step arguments and objects by selecting the desired step and expanding the options. This expandsthe
step and allows you to modify the objects and properties. For adetailed list of the step structure, see Tool box
on page 205.

Insert loops

A loop repeats a selected portion of the macro until certain criteria are met or for a specified number of
times. To insert aloop, click the Toolbox vertical tab on the |eft side of the macro steps pane, click (expand)
Flow Control, and click and drag the For loop element to the desired location among the macro steps. For
more information, see Inserting and Modifying L oops on page 205.

Insert If blocks or If-else blocks and exit steps

To conditionalize a portion of the macro, you can insert If or If-else blocks. To insert an If block, click the
Toolbox vertical tab on the left side of the macro steps pane, click (expand) Flow Control, and click and
drag the If block element to the desired location among the macro steps. To add an else condition, click the
Add else link next to the If step title. For more details, open the online Help and find the topic titled Step
Arguments.

Exit steps cause a macro to exit the iteration or the entire macro. These can be used with If statementsto exit
amacro or iteration when a specified condition occurs. To insert an exit step, click Toolbox, click (expand)
Flow Control, and click and drag the Exit element to the desired |ocation among the macro steps.
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Insert comments

To insert comments into your macro, click the Toolbox vertical tab on the left side of the macro steps pane,
click (expand) Miscellaneous, and click and drag the Comment element to the desired location among the
macro steps.

Insert Catch Error Steps

“Catch error” steps are group steps that run their contentsiif the previous step contains an error. (To group
steps, use Ctrl + click to select multiple steps, right-click any of them, and click Group Steps.) Additionally,
the error is“caught” and is not returned. You can define catch error stepsto catch any error, or a specific
type of error. If there are two catch error stepsin arow, they both apply to the same step. To insert a catch
error step, click the Toolbox vertical tab on the left side of the macro steps pane, click (expand) Flow
Control, and click and drag the Catch Error element to the desired location among the macro steps.

Verify that an object exists

To verify that astring or object existsin the application, insert a verify step:

1 Click the Toolbox vertical tab on the left side of the macro steps pane, click (expand) Functions, and
click and drag the Verify element to the desired location among the macro steps.

2  Click the object in the verify step.

3 Select the object you want to verify.

Insert generic steps

You can insert ablank step and manually configureit. To insert ageneric step, click the Toolbox vertical tab
on the left side of the macro steps pane, click (expand) Functions, and click and drag the Generic Object
Action element or the Generic Browser Action element to the desired location among the macro steps.
Expand the step, and enter the desired step properties. Generic Object Actions perform an unspecified action
on an object. Generic Browser Actions perform an unspecified action on the browser such as go back,
reload, switch tabs, etc.

Debugging Macros

This section describes the basic stepsinvolved in interactively debugging a macro.

View Replay Errors in Browser

If any stepsfailed during replay, they are marked with an error icon |:| Hover the mouse pointer over these
icons to view descriptions of the errors.
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Run the Macro Step by Step

The step-by-step replay alows you to view the sequence more slowly and in a controlled manner. To run the
macro step by step, select the down arrow next to the Replay button in the right (macro steps) pane and
select Replay step by step. Repeat this procedure after each step to continue the step-by-step replay.

Insert Breakpoints

Breakpoints instruct the macro to stop running during areplay when in interactive mode. They can be used

to help debug your macro. To insert a breakpoint, select the desired step and click Toggle breakpoints
in the macro steps toolbar (or right-click on the step and click Toggle Breakpoint in the popup menu).

Modify Script Levels

Asyou record amacro, it assigns alevel from 1 to 3 to each step. For example, alevel 1 step isessentia to
the macro. A click step that occursin an area of the application that has no effect is assigned to level 2.
Mouse-over steps are generally considered unnecessary for the macro and are assigned to level 3.

Macro steps are displayed and played with the granularity specified aslevel 1, 2, or 3 in the Script Level
dider in the macro stepstoolbar at the top of the Home tab. The highest granularity islevel 3—setting the
dider to level 3 displays and plays back all the steps at levels 1, 2, and 3. Using higher granularity might be

required for successful playback, but it can cause the macro to take longer to run. By default, the Script
Level issetto 1.

To modify amacro's replay level, drag the Script Level slider in the macro steps toolbar to the desired level.
The following illustration shows a macro for which step 2 is hidden at Script Level 1.

Action M [ Home || Edit || window |

Iil-v S El D=- ._‘1-__"'.
8~ B (€] - . |G

= MNavigate to
"http://zero.webappsecurity.com/”

-
[

¢ 2| = Type "admin” in
Username:Password: minimumMinimum...
textbox

4 " E Type sesssss in
Username:adminPassword: minimumMinimum...
passwordbox

5[ 2 Click on | Access Accounts | button
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When the Script Level is changed to 2 as shown below (or if the Script Level were changed to 3), then
macro step 2, which represents clicking in atext box and is assigned to Script Level 2, isaso displayed and
will run if the macro is replayed.

Action M [ Home || Edit || window |
A e =] [l
@~ B i =2 3 o
v 1' = Navigate to [

"http://zero.webappsecurity.com/”

. = Click on
Username:Password: minimumMinimum...
textbox

8]

2| 2 Type "admin” in
Username:Password: minimumMinimum...
textbox

4 ' 2 Type seessss in
Username:adminPassword: minimumMinimunm...
passwordbox

5[ 2 Click on | Access Accounts | button

In certain cases, you may want to manually change the level of a particular step, not the entire macro. For
example, you may want to display and play a particular mouse-over step. To change the level of a step:

1 Place your mousein the upper right corner of the step and click to open the Step Editor for the step.
2 Movethe dlider at the top of that step (to the right of the step number) to the desired level.

If the step is part of a group step, both the group step and the individual step must be modified. (To
group steps, use Ctrl + click to select multiple steps, right-click any of them, and click Group Steps.)

Insert Wait Steps

Wait steps cause the macro to pause for a specified amount of time before continuing with the next step.
Wait for Object steps cause the macro to wait for a specified object to load before continuing with the next
step. Wait steps begin after the End Event of the previous step is reached. This means that the previous step
may continue to run after the wait step has been reached.

To insert await step, click the Toolbox vertical tab on the left side of the macro steps pane, click (expand)
Functions, and click and drag the Wait element or the Wait for Object element to the desired location
among the macro steps. Wait steps wait for a specified amount of time. Wait for Object steps wait until the
specified object appears in the application. In Wait for Object steps, select the Click to choose an object
button to select the target object in the application.

Disable/Enable Steps During Replay

To disable or re-enable amacro step during replay, place your mouse in the upper right corner of the step and

click to open the Step Editor, and click the B icon in the toolbar for the step. Alternatively, to disable or
re-enable one or more steps, use Ctrl + click to select them, right-click one of the steps, and click Disable
Steps or Enable Steps on the popup menu.
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Disabled steps remain in the macro and can be re-enabled in the future, but are not played.

Make a Step Optional

Some steps can be made optional. An optional step is skipped during replay if its object is not found. To
make a step optional, place your mouse in the upper right corner of the step and click to open the Step Editor,

andclick the “* iconin thetoolbar for the step. To make a step non-optional again, click theicon again.

Play a Step

To play one step, place your mouse in the upper right corner of the step and click to open the Step Editor, and

click the = icon in the toolbar for the step.

Play From a Step to End of Macro

To start playback at one particular step and continue until the end of the macro, select the starting step,
right-click on the step, and click Play From This Step on the popup menu.

Resolving Object Identification Issues

In dynamic websites, objects that have been recorded can often move or change content. Object
identification presents one of the biggest challenges with recording and replaying Web 2.0 applications. This
can cause a macro to lose the ability to locate the object.

The Web Macro Recorder includes sophisticated mechanisms to overcome this challenge, including the
Highlight, Improve Object Identification, Replace, and Related Object options within steps that have
objects. Using these options requires that you select an object in the application. For cases where various
actions are required in the application to make the object visible, such as mouse over and mouse click, use
the Ctrl+Alt+F4 option to suspend the object-selection mode until you bring the object into view and press
Ctrl+Alt+F4 again to select the object.

When identifying objects for applications that were recorded in windows, use the Windows tab to make sure
that the correct window is selected.

After you perform any of the changes, first replay the single failed step in question and then replay the entire
macro again. Thiswill help verify whether the change has solved the issue you encountered.

The following sections describe ways to resolve object identification issues.

Highlight an object
Regardless of which method of object identification is used, place your mouse in the upper right corner of

the step and click to open the Step Editor. Click (expand) Object and click the Highlight button to
check at any time whether an object isvisiblein the application. If the object isfound, it is temporarily
surrounded by a flashing red outline. If the object is not found, an error message is displayed. The error
could be an issue of pacing and timing, or that the correct page to find the object is not displayed.
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Improve Obiject Identification

If the Highlight option fails, click the . icon (with tooltip “Improve object identification”) next to the
selected ID Method for the object. Thiswill et the Web Macro Recorder relearn the properties of the object
and compare them to the properties learned during recording. Based on the differences, the necessary
adjustments can be made. Depending on how dynamic the application is, you may need to use the Improve
Object Identification function more than once.

Once you have done this, try replaying the step again to check whether the problem has been solved.

Consider Alternative Steps

Alternative steps allow you to view multiple ways to perform the same action in a step, whereit is possible.
You can modify the step for the best or most consistent macro performance, or for debugging purposes.

For example, you may be clicking on an option in adrop down list in which the text changes based on some
value. If you try to click based on the text, the step may fail. If you use an alternative step that selectsthe
item in the list based on the ordinal value of the option within thelist, the click will succeed regardless of the
text.

Stepsthat have alternative options are label ed with an alternative step icon on theleft. Click theiconto
view the alternative options for that step. (If the Step Editor is open, a button labelled Alternative steps,
with the same icon, appears in the step’s toolbar and performs the same function.)

The following screens show an example of alternative steps. After performing a Google search on “ hewlett”
and selecting “hewlett foundation” as the fifth automatically generated item in the Google search box
autocomplete, the step that has alternatives (expanded in the Step Editor) is shown below.

[]_ o 3 [ By & «?Alternative steps #

£¥ Select "hewlett foundation” from | Google Search
autocomplete

» Step
» Arguments

¥ Object
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Clicking the icon displays the alternative steps shown below.

44 Back
Alternative Steps - Select active step:

2 Select "hewlett foundation” from &>
Google Search | autocomplete

27 Select option #5 from | Google Search &>
autocomplete

27 Click on | hewlett foundation &=
27 Click on | hewlett foundation | decorator &>

The icon to theright of each alternative has the tooltip “Highlight the object in the AUT,” where AUT
means application under test. This performs the same highlighting function as described in Highlight an
object on page 201, with the convenience of being able to highlight each alternative one at atime within the
macro step.

Each aternative also has a Play icon so that you can confirm that using an alternative takes the appropriate
action for the macro step.

Macro replay succeeded for each alternative.

Click the desired alternative to make it active, and click Back to return to normal display of the macro step
using the alternative you selected. Replay the macro to test it.

Modify the Obiject Identification Method

You can modify the way the Web Macro Recorder identifies the object by modifying the object
identification method (ID method) in the Object section of the Step Editor. The following options are
available:

e Automatic. The default and recommended object identification method. The Automatic method allows
the Web Macro Recorder to useitsinternal advanced agorithmsto locate the object. If this method does

not successfully find the object during replay, click the icon (with tooltip “Improve object
identification”) and replay the macro again.

e XPath. If Automatic identification fails, even after using Improve Object Identification or Related
Objects (see Relate objects to other objects on page 204), try using the X Path identification method.
This method identifies the object based on an X Path expression that defines the object in the DOM tree.
For example, if you need to select the first search result, regardless of the term being searched for, using
XPath identification may help.

Click the drop-down arrow next to the XPath edit box to select a suggested X Path for the object. You
can click the popup Edit button at the right end of the XPath edit box to open the XPath Editor and edit
the suggested X Path.

For the XPath ID method, the tooltip for the icon changes to “ Regenerate expression.” When you
click theicon, you can select an object in the interface and thereby create its associated X Path.
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e JavaScript. JavaScript code that returns an object. For example:
document.getElementByld(* SearchButton”) returns an element that hasa DOM [D attribute of
“SearchButton.”

Using the JavaScript identification method, you can write JavaScript code that references the returned
document and you can use CSS selectors and other standard functions.

For example, the page returned by the server contains multiple links with the same “title” attribute
(search results) and we want the script to randomly click on one of the available links.

Object identification for this case, using the JavaScript identification method, may look similar to the
following:

var my_results = document.querySelectorAll(‘g[title="SearchResult"]");

random(my_results);

Moditfy the macro timing

Sometimes objects may not be found because of timing and synchronization issues. For example, the macro
may be looking for an object that was in the application, but the macro replayed too quickly and already
progressed to another page. If you suspect that the object is not being found because of atiming or
synchronization issue, you can insert Wait steps. For more information, see Insert Wait Steps on page 200.

Relate objects to other objects

If the preceding options do not solve the issue, try using the Related Objects option.

If an object becomes difficult to identify on its own, you can label the object based on a different, more
stable object. For example, you can select an object that is not dynamic and “relate it” to the target object.
Relations are defined visually, relating objects according to their distance in pixels from other objects.
Relations are defined per 1D method, per object. If more than one relation is defined for an 1D method of a
given object, both relations must locate the same object for the step to pass. To use this function, place your
mouse in the upper right corner of the step and click to open the Step Editor, click (expand) Object, click

(expand) Related Objects, and click . Follow the directions to create arelation. Verify that it has
worked by highlighting both the object and its related object.

Tips:

» Usethisfeature only if other identification methods have failed, as it may be more resource intensive.
e Usethe minimum search areato improve performance.

* Related Objects are sensitive to window sizing. Resizing may alter object positions and relationships.
This should be taken into account.

»  Eachidentification method (Automatic, XPath, and JavaScript) hasits own set of related objects. These
related objects are not shared among identification methods.

» If severa relations exist, they al need to be found in order for the identification to succeed.
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Replace an object

If you selected the wrong object during recording or an object has permanently changed, you can replace it
with a different object without replacing the step. This effectively resets the step, deleting changes made to
the original step such as relations. Place your mouse in the upper right corner of the step and click to open

the Step Editor, click (expand) Object, and click Replace . Select the new object and replay the macro.

Using this option tells the macro recorder that the object currently referenced in the step isincorrect. The
macro recorder will remove any current knowledge of the object and learn the object you select. Therefore,
you should only use the Replace option if the object you used during recording was the wrong one.

Inserting and Moditying Loops

L oops repeat selected portions of the macro until certain criteriaare met or for a specified number of
iterations. You can insert loops and loop madifiers from the Flow Control section of the Toolbox.

“For” Loops

“For” loops perform the steps surrounded by the loop until the end condition is met or the code reaches a
break statement. L oop arguments use JavaScript syntax. To insert a For loop, click the Toolbox vertical tab
on the | eft side of the macro steps pane, click (expand) Flow Control, and click and drag the For loop
element to the desired location among the macro steps.

“Break” statements

Break statements indicate that the current loop should end immediately. For example, if aBreak statement is
encountered in the second of five iterationsin a For loop, the loop will end immediately without completing
the remaining iterations. To insert a Break statement, click the Toolbox vertical tab on the left side of the
macro steps pane, click (expand) Flow Control, and click and drag the Break element to the desired location
among the macro steps.

“Continue” statements

Continue statements indicate that the current loop iteration should end immediately. The loop conditionis
then checked to determine if the entire loop should end as well. For example, if a Continue statement is
encountered in the second of five iterationsin a For loop, the second iteration will end immediately and the
third iteration will begin. To insert a Continue statement, click the Toolbox vertical tab on the left side of the
macro steps pane, click (expand) Flow Control, and click and drag the Continue element to the desired
location among the macro steps.

Toolbox

Thetoolbox, avertical tab on theleft side of the macro steps pane, enables you to add steps to macros. When
you click Toolbox and click (expand) one of the headings such as Functions, you can click and drag a
particular element such as Verify to add it to the macro steps.
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You can click and drag Toolbox to move the toolbox up or down. To close the toolbox, click Toolbox again.

User interface elements are described in the following table.
Toolbox User Interface Elements

Ul Element Description

Functions Verify. Verify that an object existsin the application.
Wait. Wait for a specified number of seconds before continuing with the next step.
Wait for Object. Wait for an object to load before continuing with the next step.

Generic Object Action or Generic Browser Action. Blank steps that can be inserted
and manually configured. See Insert generic steps on page 198.

Flow Control For Loop. A logical structure that repeats the steps contained in the loop a specified
number of times.

If Block. A logical structure that runsthe steps contained in the block if the condition is

met.

e Add else. Click the Add else link to add an else section to your If block. If the
condition is not met, the steps included in the else section run.

* Remove else. Removesthe else section from the If block. Note: If the else section
contains steps and you click Remove else, the steps are deleted. Copy and paste
them into the main body of your macro to save them.

Break. Causes the loop to end immediately without completing the current or

remaining iterations.

Continue. Causes the current loop iteration to end immediately. The macro continues

with the next iteration.

Catch Error. Catches an error in the step immediately preceding and runs the contents
of the catch error step. For more information, see Insert Catch Error Steps on page 198.

Exit. Exitsthe iteration or the entire macro depending on the specified setting.

Miscellaneous Evaluate JavaScript. Runs the JavaScript code contained in the step.

Evaluate JS on Object. Runs the JavaScript code contained in the step after the
specified object isloaded in the application.

Comment. A blank step that allows you to write comments in your macro.

Composite Steps | Answer Security Questions. Allows you to select the interface object (usualy a
label) that asks a security question and the interface object (usually atext box) where
the user provides the answer. Then you specify the text of the question and the answer.

General Settings

Click General Settings in the toolbar of the macro steps pane to open the General Settings dialog.

Snapshot Generation

A snapshot is an image of the browser taken at the times specified by the following options:
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* Recording snapshots generation. Select Never (the default) or Always. During macro recording, any
snapshots that are taken are saved in the same folder as the macro.

*  Replay snapshots generation. Select Never, On Error (the default), or Always. During a scan, any
snapshots that are taken are saved in the log directory.

Replay Options

Specify the following options:

*  Maximum time for object-not-found (seconds). Specify the maximum time (in seconds) that the
macro recorder will wait for the target object of areplay step to appear.

* Inter-step interval (milliseconds). Specify the minimum interval (in milliseconds) between steps.

* End-of-network identification timeout (milliseconds). Specify the timeout (in milliseconds). The
end-of-network timeout for a step is recognized when the specified time has elapsed with no network
activity.

* Clean image cache per user. If you select this option, the image cache will be cleared during replay.
Log Level

Select one of the following options:
* Standard logging. Log only warnings and high-level informational messages.
» Extended logging. Log low-level messages, warnings, and high-level informational messages.
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Logout Detection

In the XPath depth option, specify the depth used for XPath in logout detection by element. The depth
determines the number of xpath locators (parents) from the element up to its ancestors.

An element can be located (found) in a page using a path to its location. For example, in the following
HTML, to locate <div class="painter" id="painterld">, the search can use the following: find body, then find
div with id painterld, or the search can use find body-> then find second div.

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN"

"http://lwww.w3.org/TR/html4/strict.dtd">
<html lang="en">
<head>
<title>colors</title>
<meta http-equiv="content-type" content="text/html; charset=utf-8" />

</head>
<body>
<div class="container">
<div class="box">
<div class="caret" id="red">
<span></span>
</div>
</div>
<div class="number" id="redNumber">0</div>
<div class="box">
<div class="caret" id="green">
<span></span>
</div>
</div>
<div class="number" id="greenNumber">0</div>
<div class="box">
<div class="caret" id="blue">
<span></span>
</div>
</div>
<div class="number" id="blueNumber">0</div>
</div>
<div class="painter" id="painterld">Color</div>
<script type="text/javascript" language="javascript">initialize();</script>
</body>

</html>

So, when searching through larger html files with more complex structures, the process can use either arigid
full xpath, or aloose short xpath. The default valueis 3.

Encryption

If you select the Encrypt Macro option, the entire macro file is encrypted when saved. Otherwise, thefileis
saved in plain text, which exposes user names and passwords. This option is selected (ON) by default.
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22 Event-Based IE Compatible Web Macro
Recorder

About the Event-Based IE Compatible Web Macro Recorder
(Hidden) Tool

In this chapter, the term “scanner” is often used instead of “Webl nspect and Weblnspect Enterprise” where
the information applies to both products.

A macro isarecording of the events that occur when you access and log in to awebsite. You can
subsequently instruct the HP scanner to begin a scan using this recording.

Weblnspect and Webl nspect Enterprise include one “ Unified” Web Macro Recorder tool. By default, it uses
event-based functionality and Firefox browser technology to record new macros. The separate Event-Based
|E Compatible Web Macro Recorder that was provided in some earlier versionsis no longer directly
accessible in Weblnspect or Webl nspect Enterprise menus. In effect, it is hidden. However, as described in
this chapter, the Unified Web Macro Recorder allows you to indirectly open, play back, and edit existing
event-based macros that were created in earlier versions of Weblnspect or Weblnspect Enterprise (or
Assessment Management Platform—AMP), and create new macros, using the earlier Event-Based |E
Compeatible Web Macro Recorder. For information about the Unified Web Macro Recorder, see Chapter 21,
Unified Web Macro Recorder. For information about how you can access and use macros recorded with the
Event-Based |E Compatible Web Macro Recorder of earlier versions of Weblnspect and Webl nspect
Enterprise (or AMP), see Opening Macros Recorded with the Event-Based |E Compatible Web Macro
Recorder on page 176.

) HP strongly recommends that you use the Unified Web Macro Recorder to record all hew login macros and
workflow macros.

Login Macros

A login macro is arecording of the activity that is required to access and log in to awebsite or web
application, typically by entering a user name and password and clicking a button such asLog In or Log On.
When you configure a scan, you usually specify apreviously recorded login macro or record a new one at
the time for the scan to use.

To prevent the scanner from terminating prematurely if it gets logged out of your application, alogin macro
should also specify at least one logout condition that definitively indicates that alogout has occurred. During
a scan, the scanner can get logged out for a variety of reasons, including:

»  Normal logout driven by the target site
* Anerror condition in the target site such as a timeout
e Anerror inthe macro itself, such as an invalid parameter

Specifying alogout condition as part of the login macro makes it unnecessary for usersto manually log back
in, perhaps repeatedly, when unexpected logouts occur during a scan. When scanning a site, the scanner
analyzes every target site response to determine the state. If the scanner determines at any timethat it is
logged out, it runs the login macro to log back in, and then it resumes crawling or auditing the site at the
point where the logout occurred.
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For the procedure to record alogin macro, see Recording a Login Macro on page 210.
1 Workflow Macros
Workflow macros cannot be recorded using this Event-Based | E Compatible Web Macro Recorder tool.

If you open an existing login macro in thistool (see Opening Macros Recorded with the Event-Based |1E
Compatible Web Macro Recorder on page 176, except for Guided Scan) and select

File - New — Workflow Macro, the Unified Web Macro Recorder opens, replacing the Event-Based IE
Compatible Web Macro Recorder. You can then record aworkflow macro using the Unified Web Macro

Recorder (see Chapter 21, Unified Web Macro Recorder). Of course, it issimpler to just use the Unified

Web Macro Recorder in the first place.

Recording a Login Macro

To record a new login macro in the Event-Based |E Compatible Web Macro Recorder (from Webl nspect
9.30 or earlier, Weblnspect Enterprise 9.30 or earlier, or AMP versions):

1 Open and edit an existing login macro that was created in the Event-Based |E Compatible Web Macro
Recorder. See Opening Macros Recorded with the Event-Based | E Compatible Web Macro Recorder on
page 176.

2  Select File — New — Login Macro.

3 Click Record.

4 Inthe Address box, enter the URL of the target website and click |E| (or press Enter).

The Web Macro Recorder renders the resource like a browser and records each event on the Events tab
in the dockable pane positioned (by default) at the bottom of the window.

5  If necessary, navigate to the login screen.

6  Enter avalid user name and password, and submit the credentials (usually by clicking a button such as
Log On, Go, Submit, etc.).

7  Click Stop (to theright of the Address bar) or Stop Recording (on the Status bar).
8  When prompted to play your macro, click OK.

The macro plays by sequentially executing each enabled event listed on the Eventstab. A message
prompts you to either confirm the success of the macro and specify alogout condition or (assuming that
the macro was not successful) troubleshoot the macro.

9 Do one of the following:
»  To specify alogout condition, select Yes and click Finished. Go to Specifying a L ogout Condition.
»  Totroubleshoot, select No and click Next. Go to Troubleshooting a Macro on page 211.

Specifying a Logout Condition
1 Navigateto a page where you are logged out (usually by clicking a button such as Log Out, Log Off, or
Exit).
2 Do one of thefollowing:

o If the browser aways displays this page when you log out, click This page displays when | have
logged out (on the Selection Mode bar that appears directly under the Web Macro Recorder
toolbar).
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« If the browser displays a page that contains an element or control that appears only when you are
logged out, click Select Logout Indication (on the Selection Mode bar) and then click the element
or control. For example, if a Login button appears when you have logged out, click Select Logout
Indication and then click the Login button. Your selection appears on the Logout Conditions tab.

* If you want the scanner to search each page for a condition that matches a regular expression that
you create, click Add Logout Regex. See Regular Expression Editor on page 75 for details.

3 Select File — Save (or Save As).

Note: You can specify alogout condition at any time by clicking Actions — Add Logout Condition.

Specitying a Confirmation Element

After recording the macro, you may optionally identify a“confirmation element” that indicates that you
have logged in successfully. Thisis particularly useful for those sites that, following a successful login,
display a specific element or control on every page. Some sites, for example, aways present a“Log Out”
button after the user haslogged in. Identifying this confirmation element increases the probability that the
scanner will be able to recognize the “logged in” condition.

Once you identify a confirmation element, if the scanner does not detect that element on the page, it assumes
the macro has failed and will attempt to replay the macro up to three times. If the confirmation hint is not
detected during one of these playbacks, the scanner produces an error and stops trying to use the macro.

1 Navigate to a page that appears after you log in.
2 Click Actions — Add Confirmation Element.
3 Do oneof thefollowing:
» |f this page always appears after you log in, select This page displays when | have logged in.

» Click Select Confirmation Element and then click an element on the page that appears only when
you are logged in.

Troubleshooting a Macro

When troubleshooting your recorded macro, you have the following choices:

* Replay Macro. Try this solution first. The Web Macro Recorder normally plays the macro at the fastest
possible speed, which may compromise performance. Use the dlider to select either Fast (which is half
the speed at which the macro was recorded) or Original (which mimics the speed at which the macro
was originally recorded).

e Switch to Unified Macro Recorder. This closes the Event-Based |E Compatible Web Macro Recorder
and opens the Unified Web Macro Recorder. See Chapter 21, Unified Web Macro Recorder.

e Adjust macro hints. Allows you to add or change confirmation elements and/or logout conditions.

* Re-record Macro. This choice deletes all data and returns you to the beginning point, where you can try
again to create a successful macro.
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Editing a macro

After recording a macro, you can modify its contents by excluding certain events.

For example, if you entered the wrong validation credentials while attempting to log in, and then entered the
correct credentials, you can remove the erroneous login events simply by clearing the check box (in the
Include column of the Events tab) next to the event you want to exclude.

P’ Events | Logout Elements & Confirmation Elements
| Include Type Info
o ZatValue Set the value of the [uid] element to [dthackery@windstream.nat]
o ZalectElement Selaect the [password] elemant
o SatValus Set the value of the [passward] slement to [5555%]
of SalectElement Select the [Submit] element

Usually, the best practice is to re-record the macro instead of editing it. However, for an extremely lengthy
or complex macro, you can first attempt to modify it. Excluded events are not actually removed until you
save the macro, so be sure to test the modified macro (by playing it) before you save it.

You might also need to add events for those situations where events are not recorded (such aslogin elements

located in an iframe).

The Web Macro Recorder events are defined in the following table.

Event Definition
WaitForPagel oad Wait for the browser to complete the processing of pages.
NavigateTo Navigate to the specified URL.

WaitForElement

Wait for element to be rendered on current page. Thisis used most often to
render cascading menus.

WaitNumberOf Seconds Pause for a specific number of seconds.

Click Simulate a mouse click on an element.

MouseUp Simulate any mouse button being released over an element.

MouseDown Simulate any mouse button being pressed while the pointer is over an
element.

SetValue Simulate entering a value associated with an element.

JavaScript Execute JavaScript.

Blur L ose focus on the element.

SelectElement

Select the specified element.
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Example: Adding Elements for lframe Login

The most frequently encountered failure to record alogin macro occurs when the login elements are
contained within an iframe. During recording, you might enter a user name and password, and then click the
Sign In button, but nothing occurs when you play the macro.

You can edit the recorded events or you can begin by recording a new macro. If you edit the recording:
1 Click Stop (on the Status bar).
2 Desdlect (remove the checks marks next to) those events that occur after the page isloaded.

Create an event for the user name element

1 Right-click the WaitForPagel oad event and select Insert new event here from the shortcut menu.
On the Event Properties dialog, click the drop-down arrow on the Type list and select Click.
Click Locate an Element (at the bottom of the dialog).

A ow0wN

Move the mouse pointer to and click on the user name element (which may be labeled “name,” “user,”
“email address” or other such identifier).

5 When the Event Properties dialog displays information about the element, click OK.
Note that the event is added after (following) the event on which you clicked.

Add a value to the user name element

1 Right-click the event that you just added and select Insert new event here from the shortcut menu.
On the Event Properties dialog, select SetValue from the Type list.
Click Locate an Element (at the bottom of the dial og).

Click the user name element.

g A W N

On the Event Properties dialog, enter a user name in the Value box and click OK.

Create an event for the password element

p—

Right-click the event that you just added and select Insert new event here from the shortcut menu.
On the Event Properties dialog, select Click from the Type list.
Click Locate an Element (at the bottom of the dialog).

Click the password element.

o A W N

When the Event Properties dialog displays information about the element, click OK.

Add a value to the password element

p—

Right-click the event that you just added and select Insert new event here from the shortcut menu.
On the Event Properties dialog, select Setvalue from the Type list.
Click Locate an Element (at the bottom of the dialog).

Click the password element.

g A W N

On the Event Properties dialog, enter a password in the Value box and click OK.
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Submit the user name and password

1 Right-click the event that you just added and select Insert new event here from the shortcut menu.
On the Event Properties dialog, select Click from the Type list.

Click Locate an Element (at the bottom of the dialog).

Click the submit element (which may be labeled “ Submit,” “Sign In,” or other such identifier).

o A W N

On the Event Properties dialog, click OK.

Dynamic Challenge-Response Authentication

Challenge-response authentication is afamily of protocolsin which the server presents a question (the
challenge) and the client must provide a valid answer (the response). In the simplest example, the challenge
asks for a password and the valid response is the correct password.

Many websites now present multiple challenges to the user. Typically, when a user first registers with a
website, the site presents a list of questions to which the user provides answers that will be used for
subsequent authentication. For example:

e What isyour favorite color?

e What was the name of your first pet?

e Inwhat town or city were your born?

e What was the make of your first automobile?

When the user later attemptsto log in, the website presents two or more of these challenges.

Some sites also create groups of challenges, and present questions from different groups on each subsequent
login attempt, as demonstrated in the following example.

When registering for the following example website, the user is asked to provide answers to nine questions,
which are arranged into three groups of three questions each, as follows.

Group 1

“What is your name?’, “ Smith”
“What is your favorite color?’, “blue”
“What is the name of your first grade teacher?’, “Williams”

Group 2

“What is your mother's maiden name?’, “Larrimore”
“Inwhat state were you born?’, “Delaware”
“What is the name of your favorite pet?’, “ Rusty”

Group 3

“Why?', “ Albatross’
“What is your paternal grandmother's first name?”, “Esther”
“What isthe capital of the state you livein?’, “ Atlanta’
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In this example, the application randomly selects anumber between 1 and 3 (inclusive) and then displaysthe
corresponding ordinal question (first, second, or third) from each group.

1

2
3
4

Start the Web Macro Recorder, click Record, and enter the URL of the login page.

IE Web Macro Recorder,

File Edit Wiew Help

«—|=>C http://gaiis7.ga.spidynamics.com/DynamicChallengsBasic/ . O stop J Play T Actions -

“What 15 your name?

“What 1z your mother's maiden name?

Why'?

Elapsed record time: 00:08:43 Total playback time: --  Previous playback time: --

EhEvents gLogout Conditions |=@Confirmation Elements bt 10 1

1

Include Type Info URL |
o NavigateTo Navigate to http://gaiis7.ga.spidynamics.com/DynamicChallengeBasic/ http://qaiis?.ga.spidynamics.com/DynamicChallengeBasic/ le
o ‘WaitForPageload Wait for the new page to load http://gaiis7 ga.spidynamics.com/DynamicChallengeSasic/ 0.

1 b

. Mavigate and login to your site... Stop Recording Done

The source code for the pertinent area of the formiis:

<label for="Q1"> What is your name?</L abel><input id="Q1" name="Q1" /> <br>

<label for="Q2"> What is your mother's maiden name?</L abel ><input id="Q2" name="Q2" /> <br>
<label for="Q3"> Why?</Label><input id="Q3" name ="Q3" /> <br>

<input type="submit" value="Login" />

Thisillustrates that the label for each question is Q1, Q2, and Q3; similarly, the ID and name for each
text box into which the user enters the response is Q1, Q2, and Q3.

On the login page, enter avalue for each input element and click Login.
Assuming that you logged in correctly, click Stop.
When prompted to play your macro, click Cancel.

To modify the macro so that it accommodates a random presentation of authentication questions:

1
2
3

Navigate to the login page.

Click the Events tab.

Right-click the first SetValue element and choose Select security question for this element.

a Click Select Security Question (just below the toolbar).

b Click on the label for the first security question (in this example, “What is your name?’).
The Question-Answer Groups dialog appears.

c¢ Inthisexample, we know that the first question is a member of the Q1 group. So click the Add
button, enter “Q1” in the Group Name box, and click OK.

Note: If your program does not divide questions and answersinto groups, but presents the same set
of questions at each login attempt, ignore the Group Name controls.
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d Click Click here to add new question/answer pair.
e Enter thefirst question and answer pair. In this example:
Question: What is your name?
Answer: Smith
f  Repeat step d and step e, entering the second and third question/answer pairsin Group 1.
g Click OK.
Note that a Sec. Questions column is added to the Events tab.

h  Click the drop-down arrow for this element in the Sec. Questions column on the Events tab and
select QL.

4  Right-click the second SetValue element and choose Select security question for this element.
a Click Select Security Question (just below the toolbar).

b Click onthelabel for the second security question (in this example, “What is your mother's maiden
name?’).

¢ Click the drop-down arrow for this element in the Sec. Questions column on the Events tab and
select Manage.

d  Onthe Question-Answer Groups dialog, click Add, enter agroup name of “Q2” and click OK.

e Add the three security question/answer pairs for the Q2 group, following the procedure in step 3.
5 Right-click the third SetValue element and choose Select security question for this element.

a Click Select Security Question (just below the toolbar).

b Click onthelabel for the third security question (in this example, “Why?").

¢ Click the drop-down arrow for this element in the Sec. Questions column on the Events tab and
select Manage.

d  Onthe Question-Answer Groups dialog, click Add, enter agroup name of “Q3” and click OK.
e Add the three security question/answer pairs for the Q3 group, following the procedure in step 3.
6 Click Play to test the macro.

When troubleshooting the macro, it is usually helpful to right-click an entry on the Events tab and select
Playback macro to this event.

Logout Elements

When the Playback Successful ? dialog appears, the first of three messages at the bottom of the dialog
pertains to logout conditions. These are elements, pages, or regular expressions that indicate to the Web
Macro Recorder (and the scanner) that the user is no longer logged in to the site or application.

If the message is“Logout hints have been specified for this macro,” the Web Macro Recorder has
recognized the logout condition you specified.

However, if the message is“ Unable to auto-detect logout hints (please add manually),” then one of the
following occurred:

e Youdid not instruct the Web Macro Recorder to automatically detect logout elements (see Event-Based
|E Compatible Web Macro Recorder Settings on page 219).

TheWeb Macro Recorder was unable to auto-detect elements.
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*  You did not manually specify alogout condition.
To correct this error, click Edit — Settings — Auto-Detection and do one of the following:

*  Select Auto-detect logout conditions and choose one or more of the standard logout elements (or
create a custom logout element).

»  Clear Auto-detect logout conditions, click OK to save the settings, and then:

a Click [T Actiens -] and select Add Logout Condition.

b  Usethe Forward and Back buttons to navigate to a page that contains alogout element.
c¢ Do one of the following:
—  Click RhearrtE gl and then click the page element that appears only when you arein
a“logged out” condition.

— If the entire page appears only after the user has logged out, click

. This page displays when I have logged out

— If you want the scanner to search each page for alogout condition that matches aregular

expression that you create, click .

To delete alogout condition from the macro, click the Logout Conditions tab (in the Web Macro Recorder's
lower pane), right-click a condition, and select Delete.

Using a Regular Expression for Logout Detection

If you want the scanner (and the Event-Based | E Compatible Web Macro Recorder) to use aregular
expression to detect alogged out condition:

1 Select Add Logout Regex.
The Regular Expression Editor opens.

2 Enter aregular expression that identifies a unique text or phrase that occurs in the server'sHTTP
response when a user logs off or when a user who is not logged on requests access to a protected URL.

For example, if your server returns a message such as “Have a nice day” when a user logs off your
application, then enter “Have\salsnice\sday” as the regular expression (“\s” isused in regular
expressions to denote a space).

The scanner can also detect that it has logged off if the server sends a specific message in response to
the scanner's attempt to access a password-protected URL. For example, the server may respond with a
status code of “302 Object moved.” In this case,

“[STATUSCODE]302 AND [ALL] http://login.myco.com/config/mail ?’
might be atypical regular expression. See Chapter 10, Regular Expression Editor for more information.
3 Click OK.
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Confirmation Elements (Hints)

When the Playback Successful ? dialog appears, the second of three messages at the bottom of the dialog
pertains to confirmation elements. These are elements or pages that indicate to the Web Macro Recorder
(and the scanner) that the user islogged in to the site or application.

If the message is “ Confirmation hints have been specified for this macro,” the Web Macro Recorder has

recognized the element that you specified as indicating that the user islogged in.

However, if the message is“ Unable to auto-detect confirmation hints (please add manually),” then one of
the following occurred:

You did not instruct the Web Macro Recorder to automatically detect confirmation elements (see
Event-Based |E Compatible Web Macro Recorder Settings on page 219).

You instructed the Web Macro Recorder to automatically detect confirmation elements, but the Web
Macro Recorder could not recognize the element you specified (or you failed to specify an element).

You did not manually specify a confirmation element.

To correct this error, click Edit — Settings — Auto-Detection and do one of the following:

Select Auto-detect confirmation hints and choose one or more of the standard elements (or create a
custom element).

Clear Auto-detect confirmation hints, click OK to save the settings, and then:

b Usethe Forward and Back buttons to navigate to a page that contains a confirmation
element.

c¢ Do one of thefollowing:

Click Mt and then click the page element that appears only when you are
ina“logged in” condition.

— If the entire page appears only after the user haslogged in, click

.111is page displays when I have logged in

Unsupported Elements

While recording your macro, the Event-Based |E Compatible Web Macro Recorder displays awarning if
you click an unsupported element. These non-HTML elements include objects created using the following
technologies:

Applets
ActiveX
Silverlight
Flash

Cross-Domain Iframes
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If these objects are not required components of your macro, there is no problem. The Event-Based |E
Compatible Web Macro Recorder simply ignores the object and continues to record events as you generate
them by navigating through the site.

However, if an unsupported element contains an essential component (such as alogin form), the macro will
not succeed.

You might avoid thisissue by switching to the Unified Web Macro Recorder (see Chapter 21, Unified Web
Macro Recorder).

Event-Based IE Compatible Web Macro Recorder Settings

To modify the Event-Based |E Compatible Web Macro Recorder settings:

1 Click Edit — Settings.

2  Select either the Application or Macro category (described below) and enter the settings.
3 Click OK.

Application Settings

General

Show startup window

The startup window appears when the Event-Based | E Compatible Web Macro Recorder is launched. It
displays a shortcut menu that allows you to begin creating or editing alogin macro.

5w

Create a Login Macro
( Create a macra bo login to your application. Evantually,
thuri will i S0emiE mord bixt hing ¢ g detuils abayt

logan macras.

Open Existing Macro

Open a macra for editing and testing.

+ Show on Startug

Compress macro files

Applies a compression agorithm to reduce the size of the saved macro.
Encrypt macro file

Applies an encryption algorithm to the saved macro to provide security.
Network Authentication Credentials

If network authentication is required, provide a user name and password that will allow access to the
network.
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Troubleshooting

Highlight failed events

If you select this option, the program displays failed events with a background color.
* Red highlight: The macro event caused the macro to fail.

e Orange highlight: The event failed, but playback continued.

Ignore events after final page load

In most cases, the events that occur after loading the final page in the macro are not significant and do not
affect the playback of the macro.

Auto-Detection

During the recording process, you can manually specify alogout element and a confirmation element (an
object that appears on the page to indicate that you have logged in successfully). If auto-detection is enabled
and the program automatically detects alogout element during the recording process, the wizard that
appears once playback is complete will reflect this and you will not be prompted to select alogout element.

To instruct the Web Macro Recorder to automatically detect elements, select Auto-detect logout
conditions and/or Autodetect confirmation hints.

To identify which of the standard elements will trigger automatic detection, select or clear the associated
check box next to the element in the Standard list.

To create a custom element:
1 Click Add.
2 IntheValue box, enter atext string that appears somewhere within the page.
3 Click OK.
The element appears in the Custom list.

4 Inthe Type column, click the down arrow and select the element type: Confirmation or Logout.

Proxy

If you need to use a proxy server to access the target website:
1 Select Use Proxy.
2  Enter the IP address or host name of the server.

3 Enter the server's port number.
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Macro Settings

General

Smart Credentials

If you start a scan using a macro that includes Smart Credentials, then when you scan the page containing
the input elements associated with these entries, Webl nspect or Webl nspect Enterprise will substitute the
user name and password specified here. This allows you to create the macro using your own user name and
password, yet when other persons run the scan using this macro, they can substitute their own user names
and passwords.

To enable this feature, you must first record a macro and then associate one SetValue event in the Events
grid as a user name and another SetValue event as a password.

Replacement URL

If you select Enable URL Replacement, the host name entered as the Start URL in the Scan Wizard will be
dynamically inserted into each URL for this macro. For example, suppose you record a macro for
www.testsite.com. At alater point in time, www.testsite.com is renamed to www.testsite2.com. Instead of
recording an entirely new macro, you could reuse the original one and enable URL replacement.

IE Dialogs

Microsoft Internet Explorer may sometimes display dialogs that are not related to the actual content of the
web page. For example, the browser's security feature may present amodal dialog with the following
message: “Do you want to view only the webpage content that was delivered securely?” If this occurs during
playback of a macro, the scanner will halt until the user presses Yes or No. You can avoid thisinterruption
by selecting Use IE Dialog Suppression.

Severa conditions are defined by default. You may, however, define a condition that meets your specific
requirements. To do so:

1 Click Add.
2  Enter the requested information.
» Dialog Caption: Enter the text that appears on the title bar of the dialog box.
* Dialog Text: Enter the text that appears as the message content.
e Button: Enter the text that appears on the button that the macro should automatically “press.”

The utility that performs this check is case-sensitive, so be sure to enter the text string exactly asit
appears.

Click OK.
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23 Web Proxy

About the Web Proxy Tool

Web Proxy is a stand-alone, self-contained proxy server that you can configure and run on your desktop.
With it, you can monitor traffic from Weblnspect, a browser, or any other tool that submits HTTP requests
and receives responses from a server. It isatool for debugging and penetration scanning; you can see every
request and server response while browsing a site.

You can aso create a Workflow macro or aLogin macro that you can use with Weblnspect.

Before using Web Proxy with your browser, you must configure your browser’s proxy settings. If using
Internet Explorer:

1 Click Tools — Internet Options.
2  Click the Connections tab.
3 Click LAN Settings.

4 OntheLAN Settings window, select Use a Proxy Server for your LAN and enter the address and port of
the proxy server you want to use. By default, Web Proxy uses your local host settings (127.0.0.1:8080)

You should also configure Microsoft Internet Explorer to use HTTP 1.1 through proxy connections. On
Internet Explorer:

1 Click Tools — Internet Options.
2  Click the Advanced tab.
3 Inthe“HTTPL.1 settings’ section, select Use HTTP 1.1 through proxy connections.

Using Web Proxy

To use Web Proxy with a browser:
1 Click Tools — Web Proxy.
The Web Proxy window opens.
) If you want to create a Workflow macro from a set of Burp proxy files, you can click File — Open, change
the filetypein the drop-down list from Proxy Session File (*.Psf) to Burp proxy (*.*), and then navigate to
and open the Burp proxy files. See Creating a Web Macro on page 225.
2 Click [E| or select Proxy — Start.
“Listening on <server:port number>" displaysin the Web Proxy status bar.

3 Click Launch Browser .
This starts aweb browser and configures it to communicate through Web Proxy.

4 Manualy navigate the site for which you want to view requests/responses.
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If Web Proxy receives arequest for a certificate from aweb server, it displays adialog asking you to
locate the certificate. The program then caches your selection on a*“ per server” basis. Therefore, if you
subsequently want to use a different certificate for a particular server, you must clear the cache by
stopping and then restarting Web Proxy.

When you have browsed to all necessary pages, return to Web Proxy and click | (or click
Proxy — Stop).

Each session (arequest and matching response) you recorded is listed in the top pane. To view the
actual HTTP message, select an entry. The message appears in the bottom frame. By default, the View
tab is selected.

r@ Untitled - Web Proxy Q@@

File Edit View Proxy Help

S S E FES
Host Time Request St... |
rysql-winzk3: 80 ©56:4,.,  HEAD J HTTR{1.0

. GET[HTTR1L

. GET[HTTRI0.

. OPTIONS fHTTRi1.0
4., GET[HTTP{L.O
BADMETHOD [ HTTR/1.0
GET {SPIfingerprint404chk HTTR1.0
POST  HTTR{1.0
GET {..f HTTP{1.0

rysal-winzkai 60
mysql-winzk3: 50
mysql-winzk3: 50
mysql-winzkd: 80
mysal-winzka: 50
mysgl-winzk3: 80

RNEREERE

&l

mysgl-winzk3:80

mysql-wink3:80

mysql-winzk3: 50 . GET fpugnossf HTTR{1.1
rysql-winzk3: 50 9:56:5...  GET fAL704707001) HTTRf1.1 b

view | SPIt | nfo | Brawssr

 Request: WebhProxy —* Server -

GET

HTTFI1.0

Host: mysql-winzis
User-Agent: Mozilaj4.0 {compatible; MSIE 7.0; Windows NT 6.0}
Bccept: * [

: Response: WehProny <- Server - URL Decode

HTTP/1.1 404 Mot Found ~
(Content-Length: 1635

(Content-Type: text/html

Server: Microsoft-I115/6.0

MicrosoftOfficeWebServer: 5.0_Pub

X-Powered-By: ASPMET

Date: Mon, 14 Jun 2010 13:56:53 GMT

(Connection: close

<IDOCTYPE HTML PUBLIC "-{WW3C/DTD HTML #,01/JEN" "hetpsi e w3, arg/TRIRtml4, strict dtd" >
<HTML > <HEAD > <TITLE >The page cannot be found</TITLE >

<METH HTTP-EQUIV="Cantent-Type’ Content="textjhtm; tharsst=yindows-1352"> 2
et e e

Search | view | For v | [IRegex Found: 0
Listening on 127.0.0.111222... Shawing 12068 of 12068

8 To change the format in which the message is displayed, select one of the tabs (View, Split, Info, or

Browser).

When using the View or Split tabs, you can enable or disable URL decoding of requests and responses
by selecting the URL Decode button. Since most Weblnspect attack traffic is URL encoded, thisfeature
makes it easier to analyze HTTP messages. To illustrate, compare the following URL encoded and
decoded versions of the same GET request:

e GET/
notes.asp?notel d=1%20uni on%20%20sel ect%200%2¢1%2c2%20f rom%20i nformation_schema.ta
bles%200rder%20by%6204%20desc%20limit%201 HTTP/1.1

e GET /notes.asp?noteid=1 union select 0,1,2 from information_schema.tables order by 4 desc limit
1HTTP/11

The Chunked and Compressed buttons are enabled if aresponseis either chunked-encoded or
compressed. This allows you to view the original response received by Web Proxy as well asthe
de-chunked or decompressed response.
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Web Proxy

9  Toresend arequest (with or without editing), select it from the list of displayed sessions and click the
HTTP Editor icon (or right-click the request and select HTTP Editor from the context menu).

10 To clear sessions from the list, select one or more sessions and press the Delete key (or click

Edit — Clear Selected). To clear al sessions, click A (or click Edit — Clear All).

Note: When you clear a session from the Web Proxy list, you also remove it from the captured data. For
example, if you have 100 sessions in the list and clear 98 of them, and then save the sessionsto afile,
only the two remaining sessions will be included. When clearing sessions, ignore the check boxes.

Use the File menu to save selected requests to a proxy session file (.psf) and later load them for analysis
(using the File — Open command). You can also save a sequence of requests as a Web Macro that you can
use when conducting a Webl nspect scan. All File menu commands apply to “check-marked” requests.

Click the top of any column to sort the requests by that selection. For example, to sort the requests by the
time they were made, click the top border of the Time column.

You must stop Web Proxy when you want to change Web Proxy settings.

Creating a Web Macro

You can use either the Web Macro Recorder or Web Proxy to create a Workflow macro or a Login macro.

A Workflow macro is used most often to focus on a particular subsection of an application. It specifiesURLS
that an HP scanner will use to navigate to the area. It may also include login information, but does not
contain logic that will prevent the scanner from logging out of your application.

A Login macro is used for Web form authentication, allowing the scanner to log in to an application. You
can also incorporate logic that will prevent the scanner from inadvertently logging out of your application.

If you want to create a Workflow macro from a set of Burp proxy files, you can click File — Open in the
menu bar of the Web Proxy tool, change the file type in the drop-down list from Proxy Session File (*.Psf)
to Burp proxy (*.*), and then navigate to and open the Burp proxy files.

To create a macro using sessions captured by Web Proxy:
1 Select the sessions you want to include in the macro by placing a check mark in the left column.
2 Click File — Create Web Macro.

3 (Optional) On the Create WWeb Macro window, select Enable Check For Logout and then enter a
regular expression that identifies a unique text or phrase that occurs in the server’s HTTP response
when a user logs out or when a user who is not logged in requests access to a protected URL.

Background: During a normal scan, the scanner begins crawling your site at the home page. If it
encountersalink to another resource (usually through an <A HREF> HTML tag), it will navigate to that
URL and continueits scan. If it follows alink to alogout page (or if the server automatically “logs out”
aclient after a certain number of minutes), the scanner will not be able to visit additional resources
where the client is required to be logged in. When this inadvertent logout occurs, the scanner must be
abletolog in again without user intervention. This process hinges on the scanner’s ability to recognize
when it isno longer logged in.

In some applications, if the user logs out (by clicking a button or some other control), the server
responds with a unique message, such as“Have anice day.” If you specify this phrase asthe server’s
logout condition, the scanner searches every response message for this phrase. Whenever it detects the
phrase, the scanner attempts to log in again by sending an HTTP request containing the username and
password.
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The scanner can also detect that it has logged out if the server sends a specific message in response to
the scanner’s attempt to access a password-protected URL. For example, the server may respond with a
status code of “302 Object moved.” If the scanner knows specifically what to ook for in this response,
the program will recognize that it has been logged out and can re-establish alogged-in state.

Using the background example (above), if your server returns a message such as “Have a nice day”
when auser logs out of your application, then enter “Have\sa\snice\sday” asthe regular expression (“\s’
isused in regular expressions to designate a space). Asamore likely example, the server returns a 302

status code and references anew URL. In this case,
“[STATUSCODE]302 AND [ALL]http://login.myco.com/config/mail ?’

might be atypical regex phrase.

4  Enter anamein the Save macro as box.

5 Click OK.

Web Proxy Tabs

Each HTTP session (asingle request and the associated response) islisted in the top pane of Web Proxy.
When you select a session, Web Proxy displays information about the session in the lower pane. The
information displayed depends on which tab you select.

Web Proxy Tabs

Tab

Description

View

Use the View tab to select which HT TP messages you want to inspect.
Options available from the drop-down list immediately below the tab are;
* Session: view the complete session (both request and response)

e Request from browser to Web Proxy: view only the request made by the browser to
Web Proxy

* Request to server from Web Proxy: view only the Web Proxy request to the server
* Response from server to Web Proxy: view only the server response to Web Proxy

* Response to browser from Web Proxy: view only the Web Proxy response to the
browser

Split

Click the Split tab to create two information areas for a single session. For example, you
could show the HT TP request message created by the browser (in one area) and the HTTP
response generated by the server (in the second area).

You can cut, paste, and copy the raw request, and right-click to see a shortcut menu of

encoding options. However, you cannot save an edited request from the Web Proxy tool.
Usethe HTTP Editor to save an edited request.

Info

Use the Info tab to view detailed information about the requests. Information includes the
number of forms found, header information, and the properties of the page.

Browser

Click the Browser tab to view the response as formatted in a browser.
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Web Proxy Settings

>»

Task 1:

Web Proxy

To access this feature, click Edit — Settings.

You cannot change settings while Web Proxy is running. Click Proxy — Stop, change settings, and then
restart Web Proxy.

Configure General Settings

1
2

Select the General tab.

In the Proxy Listener Configuration group, enter an IP address and port number. By default, Web
Proxy uses address 127.0.0.1 and port 8080, but you can change this if necessary.

Both Web Proxy and your web browser must use the same IP address and port. If using Internet
Explorer, click Tools — Internet Options; click the Connections tab and click LAN Settings; on the
LAN Settings window, select Use a Proxy Server for your LAN and enter the address and port of the
proxy server you want to use.

To configure Web Proxy on your host to be used by another host, you will need to change the value of
the Local IP Address. The default address of 127.0.0.1 is not available to outside hosts. If you change
this value to your workstation’'s current | P address, remote stations can use your workstation as a proxy.

Use the Do Not Record option to create aregular expression filter that prevents files of specific types

from being handled by Web Proxy. The most common types are already excluded as defaults, but other
types (MPEG, PDF, etc.) can also be excluded. The purpose isto alow you to focus on HTTP request/

response lines and headers by removing clutter from the message.

When using the interactive mode, you can force Web Proxy to pause when it:

* Receives arequest from the client.

» Receives aresponse from the server.

e Findstext that satisfies the search rules you create (using the Flag tab).

If you select any of these options, Web Proxy will continue only when you click the Allow button.

In the Logging group, select the type of items you want to record in the log file and specify the
directory in which the log file should be maintained. If you elect to record requests and/or responses,
you can also choose to convert and log the data using Base 64 encoding. This can be useful when
responses contain binary data (such asimages or Flash files) that you want to examine.

* Raw Reqguest refers to the HTTP message sent from the client to Web Proxy.

*  Modified Request refers to the HT TP message sent from Web Proxy to the server.
*  Raw Response refers to the HTTP message sent from the server to Web Proxy.

* Modified Response refers to the HT TP message sent from Web Proxy to the client.

Most web pages contain information that tells the browser what language encoding to use. Thisis
accomplished by using aMETA tag with an HTTP-EQUIV attribute in the HEAD section of the HTML
document, as in the following example:

<meta http-equiv="Content-Type” content="text/ntml; charset=windows-1252">

For pages that do not announce their character set, choose an option from the Assumed ‘charset’
Encoding list to select the language (and implied character set) that Web Proxy should use.
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Task 2:

Configure Proxy Servers Settings

1

Click the Proxy Servers tab.

Use this area to add one or more proxy servers through which Web Proxy will route all its requests.
Distributing the attack across multiple servers makes detection and counter-measures more difficult,
thus mimicking how a hacker might attempt to avoid an intrusion detection system.

If you use multiple proxy servers, Web Proxy will “round-robin” the requests (i.e., Web Proxy will
seguence through thelist of proxy servers, sending the first request to the first server, the second request
to the second server, and so on).

In the Proxy Address box, type the IP address of the server through which you want to route Web
Proxy requests.

Specify the port number in the Proxy Port box.
Select the type of proxy (standard, SOCK $4, or SOCK S5) from the Proxy Type list.

If this proxy server requires authentication, select an authentication type and enter your authentication
credentialsin the Username and Password boxes. See Authentication Types on page 44 for a
description of the available authentication types.

Click Add to add the server and display its |P address in the Available Proxy Servers list.

You can also import afile containing alist of proxy servers by clicking Import. The file containing
proxy information must be formatted as follows:

»  Each line contains one record followed by aline feed and carriage return.
» Eachfieldin therecord is separated by a semicolon.
»  Thefields appear in the following order: address;port;proxytype;user name;password.

*  The user name and the password are optional. However, if authorization is not used, you must
include two semicolons as placehol ders.

Examples:

» 128.121.4.5;8080; Standard;magician;abracadabra
e 127.153.0.3;80;s0cks4;;

e 128.121.6.9;443;s0cks5;myname;mypassword

If you do not need to use a proxy server to access certain URLs (such as internal testing sites), you can
specify one or more hostsin the Bypass Proxy List area.

a Click Add inthe Bypass Proxy List group.
The Bypass Proxy window appears.
b Enter the host portion of the HTTP URL that should be bypassed.
Do not include the protocol (such as http://).
For example, to bypass a proxy server for this URL
http://zero.webappsecurity.com/Page.html
enter this string
zero.webappsecurity.com
or this string

ZEero.*

Chapfer 23



Task 3:

Task 4:

Web Proxy

You can aso enter an | P address. Note that Web Proxy will not resolve host namesto |P addresses.
That is, if you specify an |P address and the HTTP request actually contains that numeric IP
address, then Web Proxy will bypass a proxy server for that host. However, if the HTTP request
contains a host name that resolves to the | P address that you specify, Web Proxy will still send the
request to a proxy server.

c¢ Click OK.

Configure Search-and-Replace Settings

1 Click the Search and Replace tab.

Use thistab to create rules for locating and replacing text or valuesin HTTP messages. This feature
provides a highly flexible tool for automating your simulated attacks. Some suggested uses include:

»  Masking sensitive data, such as user names and passwords
»  Appending a cookie to each request

*  Modifying the Accept request-header field to add or delete media types that are acceptable for the
response

* Replacing avariable in the Request-URI with a cross-site scripting attack

Click Add to create a default entry in the table.

Click the Search Field column of the entry.

Click the drop-down arrow and select the message area you want to search.

In the Search For column, type the data (or aregular expression representing the data) you want to find.

In the Replace With column, type the data you want to substitute for the found data.

N OO0 0 AN

Repeat this procedure to create additional search rules.

Search-and-replace rules are executed on request messages sent from Web Proxy to the Server and on
response messages sent from Web Proxy to the Browser. You can observe the atered messages by choosing
the Info tab, or by selecting either the View or Split tab and then choosing one of the following from the
drop-down list immediately below the tab:

e Request: WebProxy -> Server
*  Response: Browser <- WebProxy
*  Session

The request/response rules are applied sequentialy, in the order in which they appear. For example, if arule
changesHTTPSto SSL, and if a subsequent rule then changes SSL to SECURE, the result will be that
HTTPS is changed to SECURE.

Configure Flag Settings

1 Click the Flag tab.

This feature alows you to find and highlight keywords in requests or responses.

Click Add to create a default entry in the table.

Click the Search Field column of the entry.

Click the drop-down arrow and select the message area you want to search.

In the Search column, type the data (or aregular expression representing the data) you want to find.

Click the Flag column of the entry.

N o060 00 A ON

Click the drop-down arrow and select a color with which to highlight the data, if found.
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Task 5:

Configure Evasion Settings

Evasions are techniques that Web Proxy uses to circumvent intrusion detection systems, monitors, sniffers,
firewalls, log parsers, or any device that attemptsto shield systems from attack by filtering HTTP requests.
Typically, these filters examine portions of the request, searching for “signatures’ that indicate malicious
threats or potential breeches of system security. If they detect these signatures, they reject the request.

To evade detection, Web Proxy modifies the HTTP request to obscure the signature for which thefilter is
searching, while retaining integrity sufficient for the message to be processed by the server. Of course, the
techniques used by Web Proxy are not always successful. As devel opers become aware of methods that
compromise their product’s effectiveness, they incorporate procedures to combat them.

Thisfeature isintended for use as a penetration testing tool. Do not use it or enable it when conducting
vulnerability scans with Weblnspect.

Use the following procedure to enable evasions:
1 Select the Evasions tab.
2 Select Enable Evasions.

Choose one or more evasion techniques, as described below.

Method Matching

Web Proxy replaces the GET method with HEAD. Thisis an attempt to defeat afilter that searches for a
signature that begins with GET.

For example, the browser sends the following message to Web Proxy:
GET http://www.microsoft.com/ HTTP/1.1
Web Proxy sends the following message to the server:

HEAD http://www.microsoft.com/ HTTP/1.1

URL Encoding

Web Proxy converts charactersin the URL to a“%” followed by two hexadecimal digits corresponding to
the character valuesin the 1SO-8859-1 character set.

For example, the browser sends the foll owing message to Web Proxy:
GET http://zero.webappsecurity.com/cgi-bin/filename.cgi HTTP/1.1
Web Proxy sends the following message to the server:

GET %2£%63%67%69%2d%62%69%6e%2£%66%69%6C%65%
6e%61%6d%65%2e%63%67%69 HTTP/1.1

Host: zero.webappsecurity.com

If the deviceislooking for “cgi-bin” asthe signature, it does not match the string
“%063%67%69%20%62%:69%6€” and so the request is not rejected.
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Web Proxy

Double Slashes

Web proxy converts each forward slash (/) into a double forward slash (//).
For example, the browser sends the following message to Web Proxy:
GET http://www.microsoft.com/en/us/secrets.aspx HITP/1.1
Web Proxy sends the following message to the server:
GET //en//us//secrets.aspx HTTP/1.1
Host: www.microsoft.com
If the deviceislooking for “/secrets.aspx” as the signature, it does not match the string “//secrets.aspx” and

so the request is not rejected.

Reverse Traversal

This technique attempts to disguise arequest for a certain resource by interjecting references to relative
directories, which equates to the original request.

For example, the browser sends the following message to Web Proxy:
GET http://www.TargetSite.com/cgi-bin/some.cgi HTTP/1.1
Web Proxy sends the following message to the server:
GET /d/../cgi-bin/d/../some.cgi HTTP/1.1 [which equatesto GET/cgi-bin/some.cgi]

Host: www.TargetSite.com

Self-Reference Directories

Web Proxy uses the notation for parent directory (../) and current directory (./) to obfuscate the request.
For example, the browser sends the following message to Web Proxy:

GET http://www.TargetSite.com/cgi-bin/phf HTTP/1.1
Web Proxy sends the following message to the server:

GET /./cgi-bin/./phf HTTP/1.1 [which equates to GET /cgi-bin/phf]

Host: www.TargetSite.com

Parameter Hiding

A reguest can contain parameters that are used to build dynamic page content. These parameters are
typically used when search requests or selections are made and take this form:

/anypage .php?attack=paramhiding&evasion=blackhat&success. ..

Thistechnique is effective against a device that does not examine that portion of the request following the
question mark (?). However, the parameter indicator can be used to potentially mask further relevant data.

For example, the browser sends the following message to Web Proxy:
GET /index.htm%3fparam=/../cgi -bin/test.cgi
Web Proxy sends the following message to the server:

GET /index.htm?param=/../cgi -bin/test.cgi
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HTTP Misformatting

An HTTP request has a clearly defined structure:
M ethod<space>URI<space>HTTP/Version<CRL F><CRL F>

However, some web servers will accept arequest that contains atab character instead of a space, asin the
following:

Method<tab>URI<tab>HTTP/Version<kCRLF><CRLF>
Any filter that incorporates the space (between the three components) as part of the signature for which it
searches will fail to reject the request.

Long URLs

Thistechnique is directed toward devices that do not examine the entire request string, but concentrate only
on a subset of a programmable length (such as the first 50 characters). Web Proxy inserts alarge number of
random characters at the beginning of the request so that the operative portion of the request is pushed
beyond the area normally examined by the filter.

For example, the browser sends the following message to Web Proxy:
GET http://zero.webappsecurity.com/ HTTP/1.1
Web Proxy sends the following message to the server:
GET /YPVIFAHD [hundreds of characters]NIWCIBXZPXMP/../ HTTP/1.1

Host: zero.webappsecurity.com

DOS/Win Directory Syntax

A Windows-based filter that attempts to detect a specific signature (such as /cgi-bin/some.cgi) might be
fooled if abackward dlash is substituted for a forward slash (such as/cgi-bin\some.cgi). Windows-based
web servers convert aforward slash to a backward slash when interpreting directory structures, so the
notation is valid. However, HTTP rules require the first character of a URI to be aforward slash.

NULL Method Processing

This technique injects a URL -encoded NULL character immediately after the METHOD (such as
GET%00). It isdesigned for a device that attempts to apply string operations on the request, and those string
libraries use the NULL character to denote the end of a string. If this ploy is successful, detection of the
NULL character prevents the device from examining the remainder of the message.

Case Sensitivity
Thistechnique is designed to evade afilter that searches for a case-specific string.
For example, the browser sends the following message to Web Proxy:
GET http://zero.webappsecurity.com/cgi-bin/some.cgi HTTP/1.1
Web Proxy sends the following message to the server:

GET /CGI-BIN/SOME.CGI HTTP/1.1

Host: zero.webappsecurity.com
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Web Proxy Interactive Mode

Use Interactive mode to view each browser request and each server response as the messages arrive at Web
Proxy. The message will not continue toward its destination until you click Allow. This permitsyou to
modify the message before it is delivered.

You can also prevent the message from being sent to the server by clicking Deny.

Using the Proxy tab on the Web Proxy Settings window, you can force Web Proxy to pause after each
request, after each response, or after locating specific text in either the request or response.

| Interactive Mode

=[Ol x|

Response To Client:  Saved Data Joriginal

H

HTTRf1.1 200 OF

Date: Wed, 05 Jan 2005 20:02:57 GMT
[Server: Apache

(Content-Type: text/html

ia: 1.1 5P1

Prozy-Connection: Keep-Alive
Content-Lergth: 11184

-

<IDOCTYPE HTML PUBLIC "=f/W3C/{DTD HTML 4.01 Transitional{JEN"

“hitkp: | fese. w3, orgf TRIhbmidfloose dtd" =

<hkml><1-- InstanceBeqin template="Templates main_sub.dwt” codeOutsidet
<head>

<meta http-equiv="Content-Type" content="text{html; charset=iso-6859-1">
<1-- InskanceBegnEditable name="dockitle" -->

<title>SPI Cynamics Inc. - Web Application Security Across the Lifecycle <ftitle
<I-- InstanceEndEditable -->

<scripk bype="hext/javascript” language="JavaScript” src=",.[.. [assets/nav)st
<scripk bype="text] davaScript” language="lavaScript" src="..]../assetsscrfpr
<link href=", |../assets[css{spistyle css™ type="textfcss” rel="stylesheet">
<l-- InstanceBegnEditable name="head" --><!-- InstanceEndEditable --=
<link href="_ . .[assets|css/breaderumbs.css” rel="stylesheet” type="textjcss

<scripk src=",.]. Jassets/scrfbreadorumbs, 5™ <script =
<fhead>

<div id="page">
<div id="left-bdr™> </div>
<div id="right-bdr" > </div>
<div id="body-bdr™>
<div id="header">

KT
Save Data Il T Serd I

<body onLoad="MM_preloadImages{’../../assets/navimn_support_ovr.gif',"../

To turn on interactive mode:
1 Click Proxy — Stop.

2 Click Proxy — Interactive
_Or-

click |_'| on the toolbar.

3  Click Proxy — Start.

When Web Proxy isin Interactive mode, a check mark appears next to the Interactive command on the
Proxy menu and the Interactive icon is backlit. Clicking the icon or selecting the command will toggle the

I nteractive mode on or off.

Web Proxy
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24 Web Service Test Designer

About the Web Service Test Designer Tool

Web services are programs that communicate with other applications (rather than with users) and answer
requests for information. Most web services use Simple Object Access Protocol (SOAP) to send XML data
between the web service and the client web application that initiated the information request. Unlike HTML,
which only describes how web pages are displayed, XML provides a framework to describe and contain
structured data. The client web application can readily understand the returned data and display that
information to the end user.

A client web application that accesses aweb service receives a Web Services Definition Language (WSDL)
document so that it can understand how to communicate with the service. The WSDL document describes
the programmed procedures included in the web service, the parameters those procedures expect, and the
type of return information the client web application will receive.

Use the Web Service Test Designer to create a Web Service Test Design file (filename.wsd) containing the
values that Webl nspect should submit when conducting a web service scan.

Although the following procedure invokes the Web Service Test Designer from the Webl nspect Tools menu,
you can also open the designer from the HP Security Toolkit or through the Weblnspect Scan Wizard by
selecting Start a Web Service Scan from the Webl nspect Start page and, when prompted, electing to launch
the designer.

) When the Web Service Test Designer is launched from the Webl nspect Scan Wizard, if the WSDL has not
yet been configured, the designer will automatically import the WSDL, assign “auto values’ to each
parameter, and invoke all operations. This does not occur when you launch the tool from the Weblnspect
Tools menu or from the HP Security Toolkit.

1 Select Tools — Web Service Test Designer.

2 Onthe startup dialog, select one of the following:
*  New Web Service Test - Design a new web service test.
e Open Web Service Test - Edit adesign that you previously created.
The following procedure assumes that you are creating a design.

3 Do one of the following:

* Inthelmport WSDL box, type or select the URL of the WSDL site and click Import WSDL .
Example: http://www.webservicex.net/stockquote.asmxAWVSDL.

e Click Browse for WSDL E and select aWSDL file that you previously saved locally.

If authentication isrequired, or if SOAP requests need to be made through a proxy server, see Web
Service Test Designer Settings on page 249 for more information.

Also note that “ Other Services’ appears by default. Thisfeature is used to add services manually when
aserviceis not associated with aWSDL. See Manually Adding Services on page 244 for more
information. Remove the check mark next to thisitem.

235



236

The WSDL endpoint (typically represented by asimple http URL string) appears in the left pane,
followed by the service name and a hierarchical listing of the operations defined for that service. The
right pane (by default) contains the WSDL URL and, when available, the namespace, binding
namespace, and the port location.

B8 Web Service Test Designer
File Edit View Help

DY & ||| P || @ | ® ImportwsbL: | hetp://www.webservicex.net/stockquote.asmx?WSDL 1= (i =
Web Services v B |wsd
WSDL Overview

WSDL URL:http: v websendcex. net/stockquote.asmxWSDL

= @ StockQuote

StockQuoteSoap
GetQuate
= StockQuoteSoap12
2 [ GetQuots
& [¥] Other Services

: chemas . xmlsoap.org/wsdl/soap/"
/mime/textMatchin

ddddddd

s:s0apl2="Nttp://schemas. xnlsoap.ore/w
schemas . xmlsoap.or
e . webservice]

il

<s:element name="GetQuote">

<s:complexType>

<s:isequence>
<s:element minOccurs="@" max0ccurs="1" name="symbol™ ]
ing” />

</s:complexType>
</s:element>
<s:element name="GetQuoteResponse™>
<s:complexType>
<s:isequence>
< > <sielement minOccurs="@" maxOccurs="1" name="GetQuoteResult” -

02

Test Results B x
Z]Run alll| b Run Selected | [ Stop| | 7 Clear]

Result Web Service Port Url Service Port Operation Error Message

Output Test Results|

The aboveillustration shows asimple WSDL that returns the current stock price and other related
information when the user submits a corporate symbol used by the New York Stock Exchange.

Select aservice transport in the left pane to display the port information in the right pane. A port defines
an individual endpoint by specifying an address for a binding. Note that if the description of the WSDL
includes both SOAP version 1.1 and version 1.2, and if the operationsin both descriptions are the same,
the versions are assumed to be identical and the servicesin version 1.1 only are configured. If you wish
to attack both versions, then you must select the check box for each version 1.2 operation.

Note: The Port Overview panel for SOAP version 1.2 contains an additional option to include SOAP
action in the HTTP header.

Port URL: http://www.webservicex.net/stockguote.asmx

[ ]Include SOAF Action in HTTP Header

Even though the SOAP specification states that the SOAP Action is optional for SOAP version 1.2,
some architecturesrequire it and some cannot accept it. You can choose to include or exclude the SOAP
action for a SOAP 1.2 binding, depending on your specific environment. This check box appears for
SOAP 1.2 ports only and defaultsto true.

RPC-encoded services require manual configuration. The Schema Fields tab is populated using a
default SOAP schema. You can obtain the desired SOAP message from a developer or aproxy capture,
and then paste the message into the XML tab (or import the saved message from afile). You can then
click Send to test the operation.
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Weh Service Test Designer

File Edit View Help

0| (|| P || @ || @ | import wsDL: | hetps//www.webservicex.net/stockquote asmxPWSDL

Port: StockQuoteSoap -
3 Port Overview
Port Name: StockQuoteSoap
Port Soap Version: Soapll
Port URL: [ http:/fwww. webservicex. net/stockquote.asmx
= . [¥] StockQuoteSoap12
7 [ GetQuote O ws security
&) [ other Services
Service Details:|Web Service =l
WS-Securiy | WS Addressing |
E-RE X -
& | Type | Mame
9] I | B
Test Results -
[Zlrun Al b Run Selected| | 4 Stop | Clear
Result Web Service Port Url Service Port Operation Ermor Message
Qutput| Test Results]

5 If security isrequired:
a Select WS Security.

b  Select an option from the Service Details list.

¢  Provide the required information. For help with security settings, see WS Security Settings on

page 238.

6  Click an operation to display schemafor the request (in the top half of the right pane) and the response
(in the lower half).

B8 Web Service Test Designen
File Edit View Help

D& || » || @ || & | 1mport wspL: | Petps/ /. webservicex.net/stockauote.ssmx?WSDL

Request - Operation: GetQuote

mn | gw ] © sena| | 4 1mport|| § Export | & Auto value
[ ex.net/stockauo V] || Saap Action: | http://www.webserviceX. NET/GetQuote
= & [ steckquote
a8 m@“mmﬂ Schema Yalue
[ GetQuots]
F FEnvel
B . |/ StockQuotesoap12 & Envelope
] Getuate [} Header v
& [] Other services LBy (array) +
(=) Body
2} GetQuote
L ) .~ - Far Tl
Schema Fields XML
Response - Operation: GetQuote =
Schema Value
|=hEnvelops
5} Header
B 2ny (array) +
(=Body
2} GetQuoteResponse
*Ji cetuoteresit
<) 0 | & Schema Fields | XML
Test Results 7 x
[Z]Run All | p Run Selected | [ Stop | Clear
Result Web Service Port Url Service Port Operation Error Message
Output Test Results]

Web Service Test Designer
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7  Enter avalue for each parameter in the operation. In this example, the user entered HPQ (the NY SE
symbol for Hewlett Packard).

If you click Auto Value, the designer assigns a value to the operation. Thisvalueis either:

»  Obtained from the GlobalValuesDefault.xpr file, if the file contains an entry that matches the name
of the parameter; see Global Values Editor on page 245 for more information.

»  Created by the designer, based on the data type. In this example, the designer would populate the
parameter “symbol” with the value “ symbol 1.”

See Using Autoval ues on page 246 for more information.

8 Click send .

Results appear in the lower portion. You can aternate between the Schemaand XML views by clicking

the appropriate tabs.
& Web Service Test Designer E@E
File Edit View Help

& || P | @] & | import wspL: | Dttp://www.webservicax.natistockquote. asmk?WSDL 17 =
Weh Senvices ~ 1 Request - Operation: GetQuote

&2 send | 4 1mport | # Export] & Auto value

i [4] http:/ fwwiv webservicex.netfstockquote.asmx?V| || Soap Action:
= ockQuote

StackQuateScap [schema [ value

. 14| GetQuote [=}Envelope
StackQuoteSoapl2 v

: [7] GetQuote § Header

& [ other services P B e *
() Body
- GetQuote
L | ) L

Schema Fields | XML

Response - Operation: GetQuote

Schema Walug

[=hEnvelope
el

i ey (amay) +
[=HBody
[£HGetQuateResponse
L.|(T) GetQuoteResult <StockQuotes > <Stock=> <Symbol>HPQ</Symbol=> <l
< 2 Schema Fields | XML
Test Results > 1x
~1Run All | Run Selected | 1 Stop = Clear
Rasult ‘Web Service Port Url Service Port Operation Error Message

(@ valid hittp:/fwviw.webservicaxnet/stockquote.asmx StockQuote  StockQuoteSo  GetQuote

‘Output| Test Results

9  When you have assigned and tested values for each operation (although only one operation is depicted
in this example):

a Click File — Save.

b Using the standard file-selection dialog, select aname and location for the Web Service Design file
(.wsd).

If the WSDL contains multiple operations, datais saved for each operation regardless of whether or not the
operation is checked. A check mark simply indicates that the operation will be used for auditing.

WS Security Settings

You can configure security settings for all operations in aweb service port, using avariety of services:
*  Web Service
e Windows Communication Foundation (WCF) Service (CustomBinding)
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e WCF Service (Federation)
e WCF Service (WSHttpBinding)
Select an appropriate service from the Service Details list and then provide the requested information.

Web Service

When Security credentials, known as tokens, are placed in the SOAP request, the web server can verify that
the credentials are authentic before allowing the web service to execute the application. To further secure
web services, it is common to use digital signatures or encryption for the SOAP messages. Digitally signing
a SOAP message verifies that the message has not been atered during transmission. Encrypting a SOAP
message hel ps secure aweb service by making it difficult for anyone other than the intended recipient to
read the contents of the message.

WS-Security Tab

To add a security token, click , Select atoken type, and provide the requested information.

UserName. Thistoken specifies auser name and password. You can elect to include a nonce, specify how to
send the password to the server for authentication (Text, None, or Hash) and indicate whether to include a
timestamp.

X509 Certificate. Thistoken isbased on an X.509 certificate. You can purchase a certificate from a
certificate authority, such as VeriSign, Inc., or set up your own certificate service to issue a certificate. Most
Windows servers support the public key infrastructure (PK1), which enables you to create certificates. You
can then have it signed by a certificate authority or use an unsigned certificate. Select a certificate and
specify the reference type (BinaryCertificateToken or Reference).

Kerberos /Kerberos2. (For Windows 2003 or XP SP1 and later). The Kerberos protocol is used to mutually
authenticate users and services on an open and unsecured network. Using shared secret keys, it encryptsand
signs user credentials. A third party, known as a Kerberos Key Distribution Center (KDC), authenticates the
credentials. After authentication, the user may request a service ticket to access one or more services on the
network. The ticket includes the encrypted, authenticated identity of the user. The tickets are obtained using
the current user’s credentials. The primary difference between the Kerberos and Kerberos2 tokens is that
Kerberos2 uses the Security Support Provider Interface (SSPI), so it does not require elevated privileges to
impersonate the client's identity. In addition, the Kerberos2 security token can be used to secure SOAP
messages sent to aweb service running in aweb farm. Specify the host and domain.

SAML Token. Security Assertion Markup Language (SAML) isan XML standard for exchanging
security-related information, called assertions, between business partners over the Internet. The assertions
can include attribute statements, authentication, decision statements, and authorization decision statements.
Click Load from file to browseto a SAML certificate. Click Certificate to import a certificate. Finally, select
acertificate reference type: X509 Data or RSA.

To add a message signature, click and provide the requested information.
Signing token. Thetoken to use for signing, usually an X.509 type. Select from thelist of all added tokens.

Canonicalization algorithm. A URL for the algorithm to use for canonicalization. A drop-down list
provides common algorithms. If you are unsure which value to use, keep the default.

Transform algorithm. A URL for the Transform algorithm to apply to the message signature. A drop-down
list provides common agorithms. If you are unsure which value to use, keep the default.

Inclusive namespaces list. A list of comma-separated prefixes to be treated as inclusive (optional).

What to sign. The SOAP elementsto sign: SOAP Body, Timestamp, and WS-Addressing.
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XPath (optional). An XPath that specifies which partsin the message to sign. If left blank, the elements
selected in the Signature options field are signed. For example, //*[local-name(.)='"Body'].

Token (optional). The target token you want to sign. Select from the drop-down list of all added tokens.
With most services, thisfield should be left empty.

To add message encryption, click and provide the requested information.

Encrypting token. The token to use for encryption (usually an X.509 type). You can select from alist of all
previously created tokens.

Encrypting type. Indicates whether to encrypt the whole destination Element or only its Content.
Key algorithm. The algorithm to use for the encryption of the session key: RSA15 or RSAOAEP.

Session algorithm. The agorithm to use for the encryption of the SOAP message. You can select fromalist
of common values.

XPath (optional). An XPath that indicates the parts of the message to encrypt. If left blank, only the SOAP
body is encrypted.

Token (optional). The name of the encrypted token. A drop-down box provides alist of all added tokens.
With most services, thisfield should be left empty.

Use the Up and Down arrows |:| to position the security elementsin order of their priority.

WS Addressing

Usethe WS-Addressing tab to indicate whether WS-Addressing is used by the service, and if so, itsversion
number.

WCEF Service (CustomBinding)

WCF Service (CustomBinding) enables the highest degree of customization. Since it is based on WCF
customBinding standard, it allows you to test most WCF services, along with services on other platforms
such as Java-based services that use the WS - <spec_name> specifications.

Transport. Select HTTPR, HTTPS, or AutoSecuredHTTP. Named Pipes and TCP transport are not supported.
Encoding. Select Text, MTOM, or WCF Binary.

Security. Select an authentication mode and bootstrap policy from the appropriate list.

Net Security. The type of stream security: None, Windows stream security, or SSL stream security.

Reliable Messaging. Select Enabled to use reliable messaging and then select aformat: either Ordered or
Not Ordered.

Identities. Provide identity information for the bindings and certificate:
* Username and Password

*  Server Certificate/Client certificate. A certificate that provides identity information for the server or
client. Use the Browse button to open the Select Certificate Dialog Box.

*  Expected DNS, SPN, and UPN. The expected identity of the server in terms of its DNS, SPN, or UPN.
This can be localhost, an | P address, or a server name.

Client Windows Identity. Provide identity information for the client windows:

e Current User. Theidentity of the user logged onto the machine.

e Custom User. Specify the Username, Password, and Domain.

Click Advanced to open the Advanced Settings dialog. See Advanced Security Settings on page 242.
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WCF Service (Federation)

When using WCF Service (Federation), the client authenticates against the Security Token Service (STS) to
obtain atoken. The client uses the token to authenticate against the application server.

Server

* Transport. Thetransport type: HTTPor HTTPS.

*  Encoding. The server’s encoding policy: Text or MTOM.
Security

e Authentication mode. A drop-down list of possible modes of authentication, such as
AnonymousForCertificate, Mutual Certificate, and so forth.

*  Bootstrap Policy. A drop-down list of possible bootstrap policies for Secure Conversation
authentication, such as SspiNegotiated, UserNameOverTransport, and so forth.

Identities. The identity information for the bindings and certificate:

»  Server certificate. A certificate that providesidentity information for the server. Use the Browse button
to open the Select Certificate Dialog Box.

* Expected DNS. The expected identity of the server in terms of its DNS. This can be localhost, an IP
address, or a server name.

STS (Security Token Service) Details

e Endpoint address. The endpoint address of the STS. This can be localhost, an I P address, or a server
name.

e Binding. The scenario which references the binding that contacts the STS.
Click Advanced to open the Advanced Settings dialog. See Advanced Security Settings on page 242.

WCF Service (WSHttpBinding)

Using WCF Service (WSHttpBinding), you can choose from several types of authentication: None,
Windows, Certificate, or Username (message protection).

None

Negotiate server credentials. Negotiates the web service's certificate with the server. You can aso provide
the server's DNS information.

Specify service certificate. The location of the service's certificate. If you select this option, the Negotiate
service credentials option is not relevant.

Expected server DNS. The expected identity of the server in terms of its DNS. This can be localhost, an IP
address, or a server name. It can aso be the common name by which the certificate was issued.

Windows

Expected server identity. The service principal name (SPN) or user principal name (UPN). SPN ensures
that the SPN and the specific Windows account associated with the SPN identify the service. UPN ensures
that the serviceis running under a specific Windows user account; the user account can be either the current
logged-on user or the service running under a particular user account.

Client Windows identity. The identity information for the client windows:
*  Current User. Use the credentials of the user logged onto the machine.

e Custom User. Provide the user credentials (Username, Password, and Domain) and optionally select an
impersonation level (which determines the operations a server can perform in the client's context).
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I mper sonation L evel Description

None No level selected.
Anonymous The server cannot impersonate or identify the client.
Identification The server can get the identity and privileges of the client, but

cannot impersonate the client.

Impersonation The server can impersonate the client's security context on the local
system.

Delegation The server can impersonate the client's security context on remote
systems.

Enable secure session. Allows a secure session using Windows type authentication.

Certificate

Client certificate. The location of the client certificate. The Browse button opens the Select Certificate
Diaog Box.

Negotiate server credentials. Negotiates the web service's certificate with the server. You can also provide
the server’s DNS information.

Specify service certificate. The location of the service's certificate. If you select this option, the Negotiate
server credentials option is disabled.

Expected server DNS. The expected identity of the server in terms of its DNS. This can be localhost, an IP
address, or a server name. It can also be the common name by which the certificate was issued.

Enable secure session. Allows a secure session using Certificate type authentication.

Username (Message Protection)

Username, Password. The authentication credentials of the client.

Negotiate server credentials. Negotiates the web service's certificate with the server. You can aso provide
the server’s DNS information.

Specify service certificate. The location of the service's certificate. If you select this option, the Negotiate
server credentials option is disabled.

Expected server DNS. The expected identity of the server in terms of its DNS. This can be localhost, an IP
address, or a server name. It can aso be the common name by which the certificate was issued.

Enable secure session. Allows a secure session using Username type authentication.

Advanced Security Settings

This dialog box alows you to customize the security settings for your test on the following tabs.

Encoding Tab

Encoding. The encoding type to use for the messages: Text, MTOM, or WCF Binary.

WS-Addressing version. The version of WS-Addressing for the selected encoding: None, WSA 1.0, or
WSA 04/08.
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Advanced Standards Tab

Reliable messaging. Enables reliable messaging for services that implement the WS-ReliableMessaging
specification. The encoding type to use for the messages: Text, MTOM, or WCF Binary.

Reliable messaging ordered. Indicates whether the reliable session should be ordered.

Reliable messaging version. The version to apply to the messages. WSReliableM essagingFebruary2005
or WSReliableMessaging11.

Specify via address. Sends a message to an intermediate service that submitsit to the actual server. This
may also apply when you send the message to a debugging proxy. This corresponds to the WCF clientVia
behavior. Thisis useful to separate the physical address to which the message is actually sent, from the
logical address for which the message is intended.

Via address. Thelogical address to which to send the message. It may be the physical of the final server or
any name. It appears in the SOAP message as follows:

<wsaAction>http://myL ogical Address<wsa:Action>

Thelogical addressis retrieved from the user interface. By defaullt, it is the address specified in the WSDL.
You can override this address using thisfield.

Drop down section Security Tab

Enable secure session. Establish a security context using the WS-SecureConversation standard.
Negotiate service credentials. Allow WCF proprietary negotiations to negotiate the service's security.

Default algorithm suite. The algorithm to use for symmetric/asymmetric encryption. The list of algorithms
is populated from the SecurityAlgorithmSuite configuration in WCF.

Protection level. Indicates whether the SOAP Body should be encrypted/signed. The possible values are:
None, Sign, and Encrypt And Sign (default)

Message protection order. The order for signing and encrypting. Choose from: Sign Before Encrypt, Sign
Before Encrypt And Encrypt Signature, Encrypt Before Sign.

Message security version. The WS-Security security version. You can also indicate whether to require
derived keys for the message.

Security header layout. The layout for the message header: Strict, Lax, Lax Timestamp First, or Lax
Timestamp Last.

Key entropy mode. The entropy mode for the security key. The possible values are: Client Entropy,
Security Entropy, and Combined Entropy.

Require security context cancellation. Indicates whether to require the cancellation of the security
context. If you disable this option, stateful security tokenswill be used in the WS-SecureConversation
session, if they are enabled.

Include timestamp. Includes atimestamp in the header.
Allow serialized signing token on reply. Enables the reply to send a serialized signing token.
Require signature confirmation. Instructs the server to send a signature confirmation in the response.

) Note: The next four options apply only when using an X.509 certificate.

X509 Inclusion Mode. Specifies when to include the X.509 certificate: Alwaysto Recipient. Never, Once,
Always To Initiator.

X509 Reference Style. Specify how to reference the certificate: Internal or External.
X509 require derived keys. Indicates whether X.509 certificates should require derived keys.
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X509 key identifier clause type. Thetype of clause used to identify the X.509 key: Any, Thumbprint, | ssuer
Seria, Subject Key Identifier, Raw Data Key Identifier.

HTTP & Proxy Tab

Thistab lets you set the HTTP and Proxy information for your test.

Transfer mode. The transfer method for requests/responses. The possible values are Buffered, Streamed,
Streamed Request, and Streamed Response.

Max response size (KB). The maximum size of the response before being concatenated.
Allow cookies. Indicates whether to enable or disable cookies.
Keep-Alive enabled. Indicates whether to enable or disable keep-alive connections.

Authentication scheme. The HTTP authentication method: None, Digest, Negotiate, NTLM, Integrated
Windows Authentication, Basic, or Anonymous.

Realm. The realm of the authentication scheme in the form of aURL.

Require client certificate. Indicates whether to require a certificate for SSL transport.

Use default web proxy. Indicates whether to use machine's default proxy settings.

Bypass proxy on local. Indicates whether to ignore the proxy when the service is on the local machine.
Proxy address. The URL of the proxy server.

Proxy authentication scheme. HTTP authentication method on Proxy: Digest, Negotiate, NTLM, Basic, or
Anonymous.

Manually Adding Services

You may encounter aweb service that does not have aWSDL associated with it.

For example, the Weblnspect Recommendations module monitors scans to detect omissions, abnormalities,
or anomalies that interfere with or diminish the thoroughness of a scan. If it detects SOAP requests during a
Web Site scan, it suggests that you conduct a Web Service scan of that site and creates a Web Service Test
Design file (filename.wsd) for that purpose. A WSDL file probably will not be available.

You may create a service manually, as shown in the following example.

1 Right-click the default “ Other Services” service and select Add Service.
New Service 1 appears in the Web Services treein the left pane.

2 If authentication is required, select WS Security and provide the required credentials.

3 Right-click New Service 1, select Add Port. and then choose either SOAP 1.1 or SOAP 1.2.
New Port 1 appears in the Web Services tree.

4 InthePort URL box, enter the correct URL to the service.
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5 Right-click New Port 1 and select Add Operation.

B8 Web Service Test Designer
File Edit View Help
N || || » || @ || & | 1mport wspL: l http://Other Services | 'J% 6 =
Web Services = I | Request - Operation: New Operation 1 >
X B € Send | # Import|| § Export|| & Auto Value
5 iy [ Other Services Soap Action:| http://tempuri.org/New Operation 1
= @ & New Service 1
- New Port 1 [schema
#% B New Operation
Schema Fields | SchemaXxsD || XML
Response - Operation: New Operation 1 -
Schema
Schema Figlds | XML
Output Test Results

Note: To change service, port, or operation names, double-click the name.

6 You canimport afile containing a SOAP envelope (possibly obtained using the Web Proxy tool) or you
can copy and paste a SOAP envelope that you obtained from a devel oper onto the XML tab.

If importing from a proxy capture, the SOAP action will bein the HTTP header
(Soapaction=<action_name>).

7 If necessary, modify the values using either the Schema Fields tab or the XML tab.
To test the service, click either Send or Run All.

Global Values Editor

You can create alibrary of name/value parameters for operations that you frequently encounter. After

importing aWSDL file, if you click Set Auto Valu%, the Web Service Test Designer searches the
Global Valuesfile for the names of parameters contained in the WSDL operations. If it finds a matching
name, it inserts the associated value from the file into the parameter valuefield.

To add a global value:
1 Click Edit — Global Values Editor.

The Global Values Editor opens and displays the contents of the default xml parameter registry (xpr)
file named Global ValuesDefault.xpr.

2  Click Add.
This creates an entry with the default name of [Name] and a default value of [Valug].
Click anywhere on the entry and substitute an actual name and value for the defaullt.
4  Repeat step 2 and step 3 to create additional entries.
Do one of the following:
» Click OK to save and close thefile.

e Click Save As to create and close the file using a different file name and/or location.
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Importing and Exporting Operations

You can build alibrary of operations and their assigned values, allowing you to quickly modify other web
service designs or exchange these components with other devel opers/testers. Each moduleis saved as an
XML file, such asthe following request used in the preceding example:

<Envelope xmlns="http://www.w3.0rg/2003/05/soap-envel ope">
<Header />
<Body>
<GetQuote xmlns="http://www.webserviceX .NET/">
<symbol>HPQ</symbol >
</GetQuote>
</Body>

</Envelope>

To save or import an operation:

1

2

3

Select an operation in the |eft pane.
Click Import Request m to load the operation.

Click Export Request El to save the operation.

Using Autovalues

Use the Autoval ues feature as an alternative to manually entering specific values for each parameter. The
Web Service Test Designer analyzes each parameter and inserts a value that is likely to fulfill the service
requirement. This can save considerable time when dealing with large web services.

After selecting aWSDL file:

1
2

Place a check mark next to each operation you want to autofill.
Click Set Auto Values.

The following message appears. “Would you like the default values to be replaced with the defined
global values?’

If you click Yes, any values you may have entered manually will be erased. Also, if any parameter name
in any operation matches a parameter name in the Global Valuesfile, the associated value in the file will
be substituted for the value that would normally be generated for the operation.

If you click No, the function terminates.

Click Yes.

Click Run All Tests.

The Web Service Test Designer submits the service request, with values inserted for each operation.
Click the Test Results tab (at the bottom of the window).

If an operation returned an error, double-click the operation to open it in the Request pane and manually
provide avalue.
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Testing Your Design

You can, at any time, test the configuration of any or all operations.

After importing the WSDL, click Run All Tests.

Run All Tests

Web Service Test Designer,

File Edit Wiew Help
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To open the specia Test Results pane, click Test Results on the Status bar.

@
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Output Test Results

The Test Results pane displays the following information:

e Result — Thetest outcome. Possible values are:

Valid: The operation succeeded without a server error or SOAP fault.

Not Run: The operation was not submitted because it was not selected (no check mark) or the Stop
button was pressed before the operation was submitted.

Pending: The Run button has been pressed but the operation has not yet been submitted.

Failed: The request was unsuccessful, the server returned an error message, or a SOAP fault was
received.

e WSDL —The WSDL associated with the item

*  Service— The service associated with the item

e Port — The port associated with the item

e Operation — The operation the item represents

e Err

or Message — Explanation for failure

The Test Results toolbar contains the following buttons:

e Run All — The designer submits the service request for each checked operation.

*  Run Selected — The designer submits the service request for operations selected in the Test Results
pane.
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*  Stop — cancels the sending of service request.

e Clear —Removes dl items from the Test Results pane.

If you double-click an item in the Test Results pane, the designer highlights the related operation in the

Schema Fields pane, where you can enter values for each parameter.
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Web Service Test Designer Settings

The Web Services Designer has two categories of settings:
*  Network Proxy
*  Network Authentication

To access settings, click Edit — Settings.

Network Proxy

1 Select aprofile from the Proxy Profilelist:

e Direct: Do not use a proxy server.

*  Auto Detect: Usethe Web Proxy Autodiscovery Protocol (WPAD) to locate aproxy autoconfig file

and use this to configure the browser's web proxy settings.

e Use Internet Explorer: Import your proxy server information from Internet Explorer.

e Use PAC File: Load proxy settings from aProxy Automatic Configuration (PAC) file. Then specify

the file location in the URL box.

e Use Explicit Proxy Settings: Access the Internet through a proxy server using information you

provide in the Explicitly Configure Proxy section.

* Use Mozilla Firefox: Import proxy server information from Firefox.
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Note: Electing to use browser proxy settings does not guarantee that you will access the Internet
through a proxy server. If the Firefox browser connection settings are configured for “No proxy,” or if
the Internet Explorer setting “ Use a proxy server for your LAN” is not selected, then a proxy will not be
used.

2 If you selected Use PAC File, enter the location of the PAC file in the URL box.
3 If you selected Use Explicit Proxy Settings, provide the following information:

a Inthe Server box, type the URL or IP address of your proxy server, followed (in the Port box) by
the port number (for example, 8080).

b From the Type list, select a protocol for handling TCP traffic through a proxy server: SOCK 4,
SOCKSS5, or standard.

c If authentication is required, select atype from the Authentication list:
d If your proxy server requires authentication, enter the qualifying user name and password.

e If youdo not need to use aproxy server to access certain | P addresses (such as internal testing
sites), enter the addresses or URLs in the Bypass Proxy For box. Use commas to separate entries.

4  Click Save.

Network Authentication

If server authentication is not required, select None from the Method list. Otherwise, select an
authentication method and enter your network credentials.
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