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This article describes the most important Citrix environment and VuGen/LoadRunner configuration
requirements and settings, which if checked prior to Citrix script development, will reduce LoadRunner Citrix
script development time.

This paper has specific sections addressing the configuration requirements for LR11 and as well has some
information specific to all LR versions (LR11 and LR 9.52). See the appropriate sections herein:

Basic things to check prior to Citrix script development (all LR versions)
Basic things to check prior to Citrix script development (LR11 with newer Citrix features)

As of the date of this document, the latest LR patch is Patch 3. HP support requires your VuGen is patched to

this (or the latest patch) in order to obtain the most current Citrix protocol bug fixes and enhancements.

The LR11-specific sections in this document assume the LoadRunner user has applied Patch 3 for LR11. This
patch is considered mandatory.

Some TERMS and DEFINITIONS

Citrix “NFuse” is a legacy Citrix term for the Citrix Web Interface (WI) which is the web interface to Citrix
published applications and desktops. The term “NFuse” may be used interchangeably with the Citrix Web
Interface in this and other documents to refer to the same thing.

Citrix “Client” is a term to describe the Citrix ICA client-side software. LR requires the “thick” Citrix client
which utilizes the Citrix ICA/ICO APIs our Citrix protocol depends on. This is sometimes called the “Program
Neighborhood Client”. Versions 11.2 of the Citrix client installer (and above) use a single wrapper around
multiple client-side components, so only the single client installer packager is needed. Earlier versions of the
client have separate installers, for the “thin” clients (“web client” and the “java client”), and yet another, for
the “thick” ICA client. LR cannot work with the “thin” clients, as they do not support the full ICA API
functionality. For versions 11.1 and below of the Citrix client, ensure only the full/thick Citrix client is used —
for 11.2 and above it does not matter as the correct ICA client is installed automatically.

Citrix Client software is named to match the server-side software of the same release — which is currently Citrix
XenApp Server (XA). Generally Citrix provides only the most recent Citrix Client available as a free download
from Citrix; for previous versions, please check with your Citrix support team.

Citrix “Server” is the server-side Citrix application sharing/server software, which is an enhancement upon
(and requires) Microsoft Terminal Server. Major product releases of the Citrix software have been named the
Citrix Presentation Server (CPS) (Citrix 3.X and 4.X), and Citrix XenApp Server (Citrix 4.5, 5.X and 6.X).
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Some TERMS and DEFINITIONS - Continued

The term “Desktop” in Citrix terminology may be confusing. It should be noted that Citrix has a product
named “Citrix XenDesktop”. This is a Citrix virtualization solution, and is not compatible with the current LR
Citrix Protocol implementation, however, it may be considered for a future version of LR. Citrix Server
“Desktops” or Windows Applications can be “published” in Citrix, and made available to remote Citrix client
machines. It is more common to load test Citrix published applications than it is to load test published
Desktops. Additionally, load testing published Desktops is not as robust as testing Applications due to the
background desktop activity frequently encountered, however, both are supported by LR.

The Citrix Desktop Toolbar is a Citrix add-on component, used in the newer XenApp and XenDesktop
integrations — it interfaces the Citrix W1 with Citrix XenDesktop — this toolbar can cause problems when
recording multiprotocol Citrix ICA+Web scripts and can be disabled (see more information below).

The LoadRunner Citrix Agent refers to an optional but recommended HP LoadRunner software component
designed to run on all Citrix server(s) in the Citrix enterprise hosting the applications/desktops under test by
LoadRunner, and is designed to provide an additional level of object-oriented information to LoadRunner
about the Citrix published application or desktop, so as to improve functionality and robustness, and as well it
adds inbuilt synchronization allowing the state of the Citrix AUT to be more in-step with the LR script. The use
of the LR Citrix Agent enables the script to recognize and synchronize with specific controls in the AUT and to
get text (to get the value of text) and to provide text synchronization.

“Seamless” Citrix application/desktop presentation refers to a method where (by default) Citrix server-side
applications/desktops are presented to the client “seamlessly” —to appear indistinguishable from an
application or remote desktop presented locally on the client, like any other local application. LR does not
support recording in “seamless” mode (see this document below for more information).

A “Citrix Session” is based on a RDP session which includes the ICA protocol, and is similar to Microsoft
Remote Desktop sessions, in that they can be configured to either terminate, or to be kept “alive” on the
server if the session should happen to be disconnected (by a network failure or intentionally). A Session
consumes a Citrix connection license and requires Microsoft Terminal Server licensing is in place. In so far as
load testing is concerned, HP does not recommend keeping Citrix sessions alive on the server (see below for
more information on this).
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Some TERMS and DEFINITIONS - Continued

A Citrix “ICA file” is a text file which fully specifies how to connect to and launch a specific published Citrix
application or desktop. In modern Citrix implementations, where applications are accessed by the Citrix Web
Interface, an ICA specification is dynamically downloaded from the Citrix service to the Citrix client and then is
usually automatically deleted when the Citrix session is ended.

A Single-protocol Citrix ICA script refers to the most basic Citrix script type LR supports, whereby with the help
of the Citrix ICA client, the application server is directly accessed, and applications/desktops identified and
launched, either by “browsing” for them, or a specific Citrix Application or Desktop is accessed through the
use of the “ICA file” described earlier. Citrix has designed the newer versions of Citrix to be fully Web-
enabled, which is to use the Web Interface instead of the ICA method; however, there are many ICA
applications in use globally, so it is not anticipated that support for the ICA protocol will be ended anytime
soon —rather, the use of the ICA APIs may be hidden under the Web interface.

A Multi-protocol Citrix ICA+Web script refers to a Citrix script that is based on accessing the application from
the Citrix Web Interface. This is the most common type of LR Citrix script; however there are a few more
things to check to avoid recording problems (see below for more information).

The LR Citrix Registry Patch (known hereafter as the “registry patch”) is a Windows registry patch file that is
required in v10 and above of the Citrix Client -- in order that the LR Citrix ICA protocol properly communicate
with the Citrix server; it enables Citrix “Virtual Channels” for communication. This patch is not bundled with
LR 9.5X, but is bundled and is automatically installed with LR 11 starting with LR11 Patch 1; however, in some
cases, the registry patch may not be auto-installed (due to some environments where OS/system security
policies are in effect preventing registry edits) — therefore it is recommended to manually install it prior to
recording (installation is performed by double clicking the registry file).
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Basic things to check prior to Citrix script development (all LR versions)

Ensure you have a well defined business process you will record in advance and have run through this outside
of VuGen recording. As well, ensure you understand the salient characteristics of the AUT, including failure
modes, average, minimum and maximum response time under all conditions.

Make friends with your Citrix administrators if possible as you will likely need to ask for their assistance,
especially for installing and upgrading the LR Citrix Agent and for other Citrix load testing issues.

Try to load test Citrix applications which are restricted (contained) to a few Citrix servers in a Citrix
development/test “farm” rather than to load test in a live Citrix production environment. The LR Citrix
protocols can work with any supported Citrix implementation; however it’s always helpful to reduce the size
of the test environment.

Confirm basic Citrix and LR compatibility. It will save time to in advance confirm the Citrix components in
your environment are fully supported by the version of LR/VuGen you are using.

LR 11 Patch 3 currently supports:

Citrix Server on Microsoft Windows, up to XenApp version 6, Citrix ICA Client, versions 9.1 and up to 12.1 is
supported. LR11 Patch 3 and above will more easily adapt to Citrix XenApp client changes above 12.1 due to
LR improvements in LR11 Patch 2 and above.

LR 9.52 (9.5 + SP1, SP2) currently supports:

Citrix Server on Microsoft Windows, up to XenApp 5 with LR 9.5 (and Web Interface 5.1) and up to XenApp
11.0 full client (termed XenApp Plug-in for hosted applications) -- however for load testing XenApp server and
client technology, upgrading to LR/VuGen 11 Patch 3 is strongly advised.

IMPORTANT NOTE ON COMPATIBILITY — See the Product Availability Matrix (Product Support Matrix)
available in Software Support Online for the most current list of compatible components:
http://support.openview.hp.com/sc/support_matrices.jsp

When should the LR Citrix Agent be used? The most useful application for the LR Citrix Agent is the text
getting (reading) function since it cannot be done without the agent. Installing and using the LR Citrix Agent
requires that the Citrix server(s) the agent is being installed/used on has Microsoft DEP fully disabled.
Additional benefits of the LR Citrix Agent include “object oriented” access to the AUT, and text
synchronization, although the latter can be done by legacy LR Citrix API calls (for example the function
ctrx_sync_on_bitmap).
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Basic things to check prior to Citrix script development (all LR versions) - Continued

Will you be using the LR Citrix Agent to do text trapping/syncing? There is a limitation as of LR11 Patch 3, in
that text trapping/syncing does not work for 64-bit based applications published in Citrix server running on
Windows 2008 server (by default “R2” version of W2K8 server is 64-bit) — however, this should not be a
problem for 32-bit Citrix published applications running on 64 bit W2K8 (in 32-bit emulation mode) or for 32-
bit native applications on 32-bit W2K8 Citrix server. Note that many applications are not 64-bit native
Windows applications so this may not be a problem (check with your Citrix administrators to be sure).

If something proves difficult recording Citrix app as it is launch from the Citrix Web Interface, can you fall back
to using a single protocol ICA script to loadtest the Citrix ICA part, avoiding the web part, either for a solution
or at least for a workaround? It is a good idea to think about this contingency at least until you have
characterized your Citrix testing environment.

Do not leave disconnected Citrix sessions on the Citrix server — terminate them after a short timeout interval
instead. Ask your Citrix administrators to confirm that the Citrix ICA sessions are configured to not remain
alive on the Citrix servers if they are disconnected, rather, that they configure the sessions such that they are
“terminated” (exited) when the session disconnects, either intentionally or by network failure, etc. It is wise
to set the timeout for disconnected sessions short, such that they are terminated after a minimum amount of
time rather than kept alive for minutes. Following the above will help insure your Citrix loadtest starts with a
new Citrix session each time, and that you are not re-connecting to a disconnected session, where the state of
the application is in whatever previous state it was when it was disconnected (as it is nearly impossible to
synchronize back to a disconnected session — it will most likely fail).

A simple test for disconnected sessions is to launch a Citrix app outside of VuGen, let’s say Word. Open a
document, do something init. Click “X” on the session container window, to close the session (without saving
the document and exiting normally). Now, launch the same application again — are you reconnected to the
same application in the same state as you disconnected from before? This should be avoided.
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Basic things to check prior to Citrix script development (all LR versions) - Continued

Multiple sessions per user/client -- ensure if you are going to run more than one Citrix VUser on a generator
(which is usually the case) that your Citrix administrators have not restricted the Citrix server to restrict each
user to have only one Citrix session available. A simple test for this is to launch the application outside of
VuGen a second and third time, to confirm it is possible.

For Web Interface launched scripts, confirm Microsoft DEP is fully disabled on the VuGen machine prior to
recording. Thisis accomplished a variety of ways depending on the OS version, but in summary, for Windows
XP/2003 server, you must have “NoExecute=AlwaysOff” in C:\boot.ini (you can use the System applet —
Advanced — Startup and Shutdown, “Edit” function to change this file. Then reboot.

For Vista, Windows 7 and W2K8, you can run the following from the cmd shell:
bcdedit.exe/set nx AlwaysOff (REBOOT NOW)

If at all possible, disable Anti-Malware and security software, as it may think LR’s Web recording engine is
compromising IE or the system security and block our recording of the web part of the script. At a minimum,
see if an exception rule can be added to ignore vugen.exe, runcitrixclient.exe (LR processes), and wfica32.exe
(Citrix’s client process) or better yet, a rule to ignore blocking LR\* files altogether.
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Basic things to check prior to Citrix script development (all LR versions) - Continued

Confirm the Citrix application can launch outside of VuGen recording (and prior to recording) -- and that it
appears in non-Seamless mode.

Prior to the recording, and after logging into the Citrix Web Interface (for a Citrix + Web multi script), configure
the Session settings to “no preference” per the screen shot below. This setting should persist across Citrix
sessions for the same user.

on Settings '-| B &8 -

Vessages Preferences «

Display Settings
 Session Settings
Account Settings

Connection Preferences

gs to personalize the appearance of your  Window size:

Nooreterence I

[ save ][ cancel

To confirm seamless is disabled, when you then launch the Citrix application, it should not appear without a
Citrix “container” window — that is it should appear within a Citrix ICA window, not like a local application
would appear on your desktop. If your Citrix AUT cannot launch in non-seamless mode, due to company
security policies, LR cannot be used to loadtest this application.

NOTE: For a single-protocol ICA script or for multi-protocol Citrix ICA + Web scripts, setting the Window size to

“no preference” is mandatory.

7 © Copyright 1993 - 2011 Hewlett-Packard Development Company, L.P.



LoadRunner Citrix Scripts -- How to Avoid Citrix Issues @

Basic things to check prior to Citrix script development (all LR versions) - Continued
Confirm the LR Citrix Registry Patch is installed just prior to recording

After either the Citrix Client is installed or upgraded (Citrix Clients 10.X and above), or after LR/VuGen is
installed or a LR/VuGen patch is added, re-install the LR Citrix Registry patch by double clicking on it.

LR 9.5 -- Citrix Registry Patch LR_00671 is available by a patch:
http://support.openview.hp.com/selfsolve/document/KM104660

LR 11 — The Citrix Registry Patch specific to LR11, is in the product folder, in LR\dat\Enable_Citrix_APl.reg.

NOTE: it is suggested in a new or dynamic environment where product patches and Citrix clients are being
upgraded/installed, to (re)install the Citrix registry patch right before initially recording; to be sure it’s installed
as this is a very common reason for Citrix script recording issues.

NOTE: also note that the Citrix Registry patch must be applied on the generators which will run the Citrix
VUsers as well!

When recording against XenApp 5 (9.52 LR) or XenApp 5 or 6 (LR 11 Patch 3), prior to recording, in the
recording options, enable “explicit URLs only” option in an HTML level script, to help the correlation rules:

PP —

Recording Options

Generdl Geresal Raconding

Scipl

Prolocol: HTTF / HTML Lavel

Reconding
Citre ::B % HTML-based sorpt HTHL Audbvanced
Advanced HTML

Sespt hpe o =

@ ™ A scnpt descrbing wser gotions fe.g. web_ink, web_subwmt_foim) —

n S0
B &[5 script contaring gyphcl URLS orly (.5, web,_uel, web,_ubre_datal
R ET 5 |

MenH THL--;emf-ded elerments 5.9 JavsSenpt, VBSenpt, Actee, Applsis]

% (% Recond within the cument scipt sep
" Recod in separate steps and uze concument groups
" Do rol record

& ponpt containing capiclt IAL s only
Aeconds o ink:, mages and URLs &5 web_wl stalements. o in the case
of foems, a2 web_submit_dsta

Note: LR11 Patch 3 is the recommended version to use for XenApp technology, however as previously
mentioned, LR 9.52 should work for up to XenApp 5.0. The above helps with the SessionToken correlation rule
we provide with LR11. If you are using LR 9.52 with XenApp 5, see the following KB for a manual correlation:

http://support.openview.hp.com/selfsolve/document/KM891396
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Basic things to check prior to Citrix script development (all LR versions) - Continued
ICA Client File Security

The dialog below may be presented in certain conditions and should be acknowledged after setting the
checkboxes below in order that it does not re-appear during a loadtest:

ICA Client File Security X

A server apphcation is iping to access pour
local chent files.

What access should be sflowed?

" NoAccess
" Read Access
(« Full Access

Do you want to be asked agan?

" Always atk me once per connection
" Never ask me again for this application
¢ Neyer ask me again for any application

ok | el |

The above modal dialog can lead to VUsers being blocked prior to the Citrix application launch. You can check
if this is a problem by looking into LG console session running on the Load Generator machine where the
VUser runs (see HP KB http://support.openview.hp.com/selfsolve/document/KM817459 which describes how
to enable the display of the Citrix Session in a LR or Performance Center loadtest

This also can be worked around with custom WebICA.ini (see http://support.citrix.com/article/CTX568194)

Application doesn’t launch during recording in a multi-protocol Web+Citrix ICA script whereas it does with a
single-protocol ICA script and it launches outside of VuGen recording.

This may be caused by a third party security software or some other local issue blocking the Web portion of
the recording. See the HP KB http://support.openview.hp.com/selfsolve/document/KM816317
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Basic things to check prior to Citrix script development (LR11 with newer Citrix features)

IPv6 is not supported and must be disabled:

= Local Ares Comnection Properties
Mietwadiing
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=] PR Chert fox Microsolt Matworks
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W2 ket Pighcnl Vi ssan 4 [TCRAPwd]

Ipstal

Dhecc nphicn

Tusbwandhi g

& ksl PROO00 MT Heteork Connsetion

[ Lonhgee. ..
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]

A symptom of IPv6 being enabled may be the following recording log message:

204:1700
204:1700

fNetWDrk Anal?zer
[Het An. Varning

204:1700
204:1700

[Het An. Varning
[Het An. Error

{ 1] Addre=ss lookup for VHLERND171 = 16 59
{ 1] Request Connection: Remote Server @ [
[Het An. Warning ( 204:1700)] Request Connection: Remote Server @ 0
{ 1] Request Connection: Remote Server @ 0
{ 1] Request Connection: Remote Server @ [

oo o

24

il
il
il
il

P =

4

(80
80
80
80

(Service=?) Failed attempt #1. Unable to connect to remote ssrver: rc

-1, le

(Service=7) Failed attempt #2. Unable to connect to remote server: rc = -1 ., le
(Service=7) Failed attempt #3. Unable to connect to remote server: rc = -1, le

(Service=7)

NOT PROXIED! (EEASON: Unable to connect to remote server: rc = -1 .

If you still see errors after disabling IPv6, try disabling the “IP Helper” Windows Service.
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Basic things to check prior to Citrix script development (LR11 with newer Citrix features) (continued)

For recording Citrix Web Interface based apps (multi protocol Citrix +Web) and using IE8, the IE SmartScreen
Filter must be disabled prior to recording:

(e

Intemet Options R =)
| Genesal | Seaxity | Privacy | Content | Connections | Programs | Advanced

Setargs

s

Enable DOM Storage -
Enabie Integrated Windows Authentcaton™
Enable memory protection to help mitigate online attadcs ™
Enable natve XMULHTTP support
Use SSL 2.0
| Use SSL 3.0
V| Use TLS 1.0

| UseTLS L1

Use LS 1.2

7| Warn about certificate address mismatch®

| Warn if changing between secure and not secure mode =
V| Warn if POST submittsl is redrected to & rone that doss

-

S <SS

<

‘ ™ L
"Ta\:es effect after you restart internet Explorer
i Restore advanced settings |
Reset Internet Explorer sethngs
Resets Internet Explorer’s settings to ther defaut [ Reget. il
condiion, )

You should only use this if your browser 2 n an unusable state,

(o J[ coe |[ a0y |
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Basic things to check prior to Citrix script development (LR11 with newer Citrix features) (continued)

Enable the XenApp correlation rules for multi-protocol Citrix Web Interface-based applications prior to
recording, to capture and correlate the dynamic variable SessionToken which comes with the Citrix Web
Interface bundled with XenApp. Note that with LR11 Patch 2 you will have two Citrix XenApp correlation
rules; these should both be enabled for XenApp:

D?ITTF" Properties: Comelation

v Enable comelstion during reconding

[] 4. ArbaBuyer “ | Apphication : Citiix_Xen&pp - Enabled
: pp o i PP -
[] 4. AnbaBuyer_Common Enabled Flules:

I:‘ .'*1 .ﬁribdﬂuy!r_Ul gegginh-'[okm
[] 4. Bluebartini SessionT oken
Broadvision Dizabled Rules:

A,

A

Y11 Sessior_Token
T SessionToken
A, |nterStage

A, NetDynamics

A, Dracle

A, Oracledpps >

A [11] L3

m

EO

aooa

V Add comments to script New Eppﬂjcatinn| Mes

Import ... | Ex

Hint
Mowve the mouse over any item to see its description.

NOTE on Citrix Web Interface-based scripts and correlation: Correlation issues will not be detected until
replay. Even though the LR11 provided XenApp correlation rule should work in most cases, you may need to
manually correlate the web portion of some Citrix multi-protocol scripts, especially if the Citrix Web Interface
is customized. Correlation is a general subject and is not specific to the Citrix protocol — the topic is covered in

LR/VuGen documentation and in the HP software support knowledgebase.
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Basic things to check prior to Citrix script development (LR11 with newer Citrix features) (continued)

Ensure the Citrix XenDesktop toolbar is disabled prior to recording a Citrix XenApp Web Interface based
published Citrix desktop, where the toolbar is enabled:

Most Narnec VAL TINoe
Mar Ot ar e Mot hon
Maref actoror: YMware, e
Modat Yidtwar e Vitual Plstform
Sockel Mumber; YMwae S 1M B M & 474N I be 12 30 X
CPR 286 G el Xeoniity X85 0
Memory: 27988 MO
W Addroen: 16.55.94.4

Citrix Desktop Viewer

U

Crash & Burn LAB

i) Program Seighborheod Agent ~ Cannot Contact the Citrix Server x
Faded o contact Be Clrtx sarver. Plosse sraure Bhat you are convected o the
retworh and try agan. I the probim porsisls, please cortact your help desh.

S| )@ % TR
cirapx

Note that this applies only to Citrix published Desktops, not to published Applications.

How this can be proved -- if you launch your Citrix published desktop outside of VuGen and see the above in
your Citrix application, ask your Citrix administrators to disable the toolbar (there are a couple ways to do it.
For at least one method see: http://support.citrix.com/article/CTX122544
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Basic things to check prior to Citrix script development (LR11 with newer Citrix features) (continued)

IE “Advanced Security” must be disabled prior to recording a Citrix Web Interface (NFuse) script.

only to Windows Server OS, and is disabled differently depending on the OS version:

Windows 2003 Server

Wndcrﬂ[un'lcnmh Wirard

» Windows Components
- You can dd or ramove components of Windows.

To.add or remove 3 component, chok the checkbex. A shaded box maans that ory
?. ﬂhmﬂ beinstaled. To see what's ncluded in 8 comporent, cick

aNE

¥ o s Memank HFT Fonmsrds 7 11 wnnue =l
Diescspbion: Limits bow uaers browse bamet and intaret Wit sbes
Total deskc space moued: HEME
Soaza avaisble o0 g 194348 G|
« [k I Dt 3 I Cancel [ == |

It applies

Windows 2008 Server

Iriserost Explorer Erbanced Securty Configurstion (I E50) raduces e
exposre of your server o potential attaces from Web-bused content.

Inberatt Explorer Enfunoed Secunty Configuration i enabled by
def st For Bdminestrisbors and Lsers groups.

thiss server, perform ko
ezt server eokes and feabares.

|

i Wirekowes Fin
-1 ':'-'""'il-l""
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Basic things to check prior to Citrix script development (LR11 with newer Citrix features) (continued)

For single-protocol ICA scripts using the Citrix client version 11.2, TCP/IP+HTTP mode should first be
configured — TCP/IP alone does not work with 11.2 (note that this may not be a problem for higher XenApp

clients):
TCP/IP + HTTP works
e Ciac Logr: r— Cibwe Login
ms""‘" & Defre e o Sopt ¥ [efre conrecton Paametss
i ¥
Cortrs e Logon ik Confiusion Lgon Infomation
B o e S o CECTE
Code iaraeghon, Code Gammmion
Loghh Pt S Legh I
. e -
Clrt M (ol M
> - V4
T Redwok Proiocot  [TERA2 = E Metwosk Protacok | TLPAP « HTTP -
Serve ekl A Serm =i A
_I Dmerr
Published dophcaton. | _j e Putished ippication [ = e
L J?fﬁ*bmb\ﬂ. ] ’Lxﬁl&hmml—r
ried_pupipoet -
B - B[ e :
Publizhed iigoic sfion Fo i b S0 At
T rusiis o e pbibsbed e i B2 e by s e oty Thes rame o e pubiiched applcation as sscognized by e Dl peres
Use Dty [ Cance Heb Ussbolnts || ox Cavcd Heb

Note: See the Citrix KB which describes that this has changed: http://support.citrix.com/article/CTX122858
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Basic things to check prior to Citrix script development (LR11 with newer Citrix features) (continued)

There is a limitation of the Citrix Client version 11.2 requiring that the LR agent run as a process on LR Load
Generators — it cannot run Citrix scripts as a service. Citrix client versions other than 11.2 do not have this
limitation.

NOTE: See the LoadRunner documentation on how to configure the LR agent to run as a process rather than as
a service.
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A Request to the Reader

Please take a moment to add a comment to the HP Software Support Online about the applicability of this and
other knowledge documents, to indicate if it is useful, or if you believe it is incorrect a d needs updating.

Thank you!

Hewlett Packard Company
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