Technical white paper

Integration with HP Operations
Manager i

HP Operations Analytics 2.10

Table of Contents

PUID O ettt e et n e et r s a et et en et et e r s e et et s ar s e et e s e ananasaenannaraneas 2
PrOIBGUISITES ..ottt ettt a e st s e s et b st b st s st s s s st s st s st s s s 3
CrOSS=LAUNCR FLOW ..ottt sttt 3
Use Case 1: Analyze what happened on the host that is related to the event.........cocoveeeeceeecceeeenne, 4
Use Case 2: Search for information related to the Cl type of the event ... 6

Use Case 3: Show a custom dashboard

FAQS oottt bbbttt bbbttt

Appendix A: How to setup cross-launch t00lS iN OMi.........cceceeece e 9
Appendix B: How to setup @ MyBSM PAgE iN OMi ...t 12
Appendix C: Cross-Launch parameters refEIrENCE ... oottt 14

Click here to get the latest version of this document



http://h20230.www2.hp.com/selfsolve/manuals

Technical white paper | Integration with HP Operations Manager i

Purpose

This paper describes how HP Operations Analytics can be integrated with HP
Operations Manager i.

Benefits of HP Operations Analytics

Operations Analytics is a unigue platform for both simple and complex IT operational problem-solving. Use
Operations Analytics to access, combine, and compare the metric, topology, event, and log file data that your
Operations Analytics administrator configures to be collected from diverse sources in your IT environment.

Because this data is collected from multiple domains, Operations Analytics enables you to identify answers to
problems that are not easily solved using other methods.

Operations Analytics processes this data according to your search query. These results assist you with the
following kinds of tasks:

« |dentifying and analyzing the pattern of problems in your IT environment.

« |dentifying the cause of resource or application usage problems.

- Troubleshooting server and network performance problems.

- |dentifying configuration or inventory changes

HP Operations Manager i
HP Operations Management (OMi) enables you to monitor and manage the events that occur in your IT
environment, and helps you restore disrupted services and minimize service disruptions.

The Service and Operations Bridge directs reported IT-environment events to the central event console, the
Event Browser. There they are automatically correlated, relating the events to the IT services that depend on
the IT infrastructure, linking infrastructure management with application and business service management.

Key benefits are:

- |dentify root causes quickly in today’s dynamic environments

« View business services and the underlying IT infrastructure upon which they rely

« Bring events, metrics, and topology in from disparate element managers, such as Nagios and Microsoft SCOM
- Automated, topology-based monitoring configuration of agentless and agent-based monitoring

« Self-Service Setup - Thresholds, intervals, and other configuration parameters can be changed by non-
operations staff

Goal

When you follow the instructions provided in this paper, you will be able to analyze OMi events in Operations
Analytics:

Vertica

Logs
Metrics
Events

Topology

Event Store

Event 1
Event 2
Event 3

\Operations Manager M \Operations Analytics/
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Prerequisites

Before you can perform the procedures in this paper, your environment must meet the following minimum
requirements:
« It must contain a server running Operations Analytics 2.10.
— Data collectors must be configured.
« |t must contain a server running Operations Manageri 9.1 or above.
« It must have Single Sign-On configured with a matching key in both products.

Cross-Launch Flow

Information from the selected event in OMi can be used to display an analytics dashboard of Operations
Analytics. Cross-Launch parameters permit specifying which time windows should be analyzed.

Compose search Specify time

* Hostrelated to event * Going back from now

« Cl type related to event » Before event until now

« Custom search for dashboard » Before and after event happened

AN

. 4

OMi Event

AN
—0

||
OpsA Dashboard

The following three sections show typical cross-launch use cases.

Note: For additional information, see Appendix A: How to setup cross-launch tools in OMi
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Use Case 1:

Analyze what happened on the host that is related to the event

The DNS name of the host that is related to the OMi event can be used to search for metrics, log files, events,
and topology in Operations Analytics.

OMi URL Launch Tool

Select an event; then start the tool. The Operation Analytics search result will be displayed in a popup window.

[ Business Service Management - Operations Management
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03,2013 11:50:03 ©)
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Example URL launches

Host - Last hour

Host - Last 12
hours

Host - 8 hours
before and after

Host - 2 days
before until now

http://<opsa_server>:8080/opsa/#/dashboard&search=with
key "${event.node.dnsName}"sstart=1h

http://<opsa server>:8080/opsa/#/dashboard&search=with
key "${event.node.dnsName}"&start=12h

http://<opsa_server>:8080/opsa/#/dashboard&search=with
key "${event.node.dnsName}"&start=
${event.timeCreated.seconds}send=~8h~

http://<opsa_server>:8080/opsa/#/dashboard&search=with
key "${event.node.dnsName}"&start=
${event.timeCreated.seconds}send=~2d

Note: For additional information, see Appendix A: How to setup cross-launch tools in OMi
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OMi MyBSM page

eri

Select an event. The Operations Analytics mashup component will automatically display the Operations

Analytics search res

ult.

ess Service Management - Operations Management

er: administrator [0SO

& O v, MyBSM _Appications v Admin ~

Help ~  Sie Map

SP@Y 986
Golialh nc > | Dashboard x | Operations | Operatons Anabyics. X [seectpie -] BBEED 8¢
© Event Browser Lo s x
0 AT T 45| & [T mNern [+ [F <NoFiter FE8D AC 2

sev | Pro [c[n| 1| a|ulD]|state] imeReceived v | Te Related C1 category [
WS C1, |07/29/2013 12:33:38 PM | Performance anomaly detected on host mullai. VMWare Europe ‘SiteScope. =
RS CL (0712972013 12:35:36 PM | NA: Averape VLAN provisioning time crossed 5 minutes. VMWare Europe aPM =l
ol s C1, [03212013 22226 P | Round rp time back to norma. e e NI

9|3 CL |03:21720132:2224 PM | Billing web app back to normal operation. lamazen.com Billing ArcSight

a|v Tl |012172013 11:06:04 AM | Average Datacenter temperature above 16 dsgrees for 1 hour Datacsnter Asia

| s CL, |01/2172013 11:06:01 AM | Were scaling like the big ones. Simulated 10.000 coneurrent users. Apache USA BPM

H| v Cl, |0121/2013 11:05:58 AM | User okenobi logged in three times with wrong password (Apache) Apache USA MS SCOM -
4 - i 3
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MyBSM component examples

Last day http://<opsa server>:8080/opsa/ /dashboard/&search=withkey%20%

Last week http://<opsa server>:8080/opsa/

22<< event.node.dnsName
>>%22s&start=1d

/dashboard/&search=withkey%20%

22<< event.node.dnsName
>>%22&start=1w

Note: For additional information, see Appendix B: How to setup a MyBSM page in OMi
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Use Case 2: Search for information related to the Cl type of the event

Events in OMi are related to Configuration Items. Each Configuration Item (Cl) has a type. If a tool has been set
up for a Cl type theniit is only visible for events that are related to this type or any sub-type.

This functionality can be used to search Operations Analytics for tags that are related to the Cl type of the
selected event.

Example URL launches

All Oracle - Last http://<opsa server>:8080/opsa/#/dashboard&search=orac
hour legstart=1h

Host Oracle - Last http://<opsa_server>:8080/opsa/#/dashboardssearch=orac
12 hours le withkey "${event.node.dnsName}"s&start=12h

Note: Create these tools for the Cl type Oracle in the OMi tool manager
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Use Case 3:
Show a custom dashboard

You can specify any Operations Analytics search string in OMi tools. That way a set of default dashboards or tag
searches can be made available to the OMi operators.

Example URL launches

Performance http://<opsa server>:8080/opsa/#/dashboard&search=0AEn
Overview —last 1Th vironmentOverview&start=1h

RTSM Overview - http://<opsa server>:8080/opsa/#/dashboard&search=RTSM
last week Overviewsstart=1w

Disk — 1 day before http://<opsa server>:8080/opsa/#/dashboard&search=disk
and after event &start=${event.timeCreated.seconds}send=~1d~

Memory - 2 days http://<opsa server>:8080/opsa/#/dashboard&search=memo
before event until ry&start=${event.timeCreated. seconds}s&end=~2d

now

Note: Create the tools for the Cl type Configuration Item if you want to make them always visible.
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FAQs

What if a log on page appears when the tool is started?

Single Sign-on is not set up properly. See the Single Sign-on configuration instructions in the Operations
Analytics Installation and Configuration Guide.

Make sure that the initString matches the initString configuredin OMi: Admin > Platform > Users
and Permissions > Authentication Management
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Appendix A: How to setup cross-launch tools in OMi

You can set up tools that open a new browser window and navigate to a URL in OMi's Administration area.
Select Admin > Operations Management > Tools, or click the Tools link on the Site Map’s Administration page:

MyBSH__ Applications v

Admin v Help v S Map,

Appications

[Ramaran |

L2

o3

ik

"

4
=

Service Health
View Builder

G Indicators

Custom Image

CI Status Alerts

E E

Assignments - Health Indiestor Assignments | KFI Assignments | Fropagation Rules

Repositories - <Fls| Indicstors | Business Rules | Context Menus

Service Level Management
Agreements Manager

SLA Data Corrections

SLA Alerts
Assignments - Heslth Indicatar Assignmants | KPI Assignmens | Propagation Rules

Services Manager

Repositories - Service and I Giferings | Galendars | Outege Gategories | KPIs | Indicators | Business Rules

Operations Management
Setup - Cannesied Servers | Carifizeie Requests | Canient Pacs | Meniicred Nedes

Event Automation - Event Fousrding | Netifications | User Group Astignments | Time-Based Event Autemation |

Automatic Run Bock Exscution | Event Processing Customizstions | Indizater Mappings | Downtime Behavior

Event Conelation | Event Conrslation | Event Storm Detection |

Event Supprezsion
Operations Console - Run Book Mappings | Custom Actions |
Mappings

Parformance Graph Mappings | View

Monitoring - Ingicaters | Msnsgement Templates & Aspects | Folicy Templates | Assignments & Parsmeters |
Deployment Jobs

End User Management

Monitoring

SeriptRepository
Rlerts

Settings

Diagnostics

Transaction Management

Administration

Change the default page...
System Availability Management
Summary

Matrics and Indicators

RTSM Administration

Modeling - IT Universe Manager | Medsling Studic | Impact Analysis Mansger | €I Type Ma

e | Ervicnment
Data Flow Management - Recondilistion Priority | Integretion Studio | Discovery Control Panel | Data Flow Frobe
Setup | Adapter Management | Data Flew Prebe Status

Administration - Packsge Msnsger | Scheguler | State Mensger | Ol life cycle.

Platform

Setup and Maintenance - Doanicads | License Mansgement | Dsts Faritioning snd Furging | Manage Frofile
Databases | Infrastructure Settings | Audit Log | Senver Deployment | System Heslth

Report Scheduling

Locations

Content Packs

Users and Permissions - User Mansgement | Authenticstion Mansgement

Recipients - Recipient Management | End User Mansgement Alerts Notification Templates
Downtime Management

Event Management - Connested Senver: | Fenvarding Rules | Netifications

Integrations

EWS Intagrations Admin

Operations Orchestration

Application Lifecycle Management Infagration

E51 Connector

Personal Settings
User Account
Recipient

Menu Customization

After the Tool manager loads, select the Cl type for which you want to create the tool:

erations Management Adminisiration

WyBSW _ Applications =  Admin v Help v St Map

[Somrsions corsae>oos

seup Evert Aomation ||~ Event Corrolaon | operstens Console []| Wonloring
CiTypes Nods - Tools Detals
Lo A 53 2| IR[ZAS > ES =) 2

% Ping node from NNMi server

» Filter % Ping node from NNMi server (htips)
1% Show Layer 2 Neighbors to related NNMi node
Cl Types 1 Show Layer 2 Neighbors to reated NNMi nod (htps)
T Show Layer 3 Neighbors to related NNMi node
= () Configurationitem 7> Show Layer 3 Neighbors to related NNM node (hitps)
© Busine: ent T Show NNMI console
[ cooecion T Show NNMI console (https)
& Dynamic Node Fact % Show NNMi server status

B [@ InfrastructureElement

163

B

Show NNMIi server status (hitps)

Show node information in NNMI

1% Show node information in NNMi (hitps)
17 Show related NNMI incident

T, Show related NNMi incident (https)
Show related NNMI node

Show related NNMI nod (htips)
Tracerouts to nod from NNMI server
Traceroute to node from NNMi server (hitps)
Analytics - Application

Analytics - 1

Analytics - Host

Application Resource

isisigiet

- BBN Continuous Integration Build and Test I
- BBN Source Control Commit Log
- Continuous Integration Build and Test

&

Dev
Dev
Dev
Dev - Source Control Commit Log
Dev - Submit Defect

Logger - Analytics dashboard

- Errors (2h)

- Events: all (12h)

- Events: G (12h)

- Events: node (12h)

Ops Analytics - Apache Problems
Ops Analytics - Dashboard
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Click New Item and specify the name of the tool:

¢ o -, MyBSW Applcations v Admin v Help v Sitchap

e e

Setup Event Automation Event Correlation

Operations Console g Wontoring

Analytics - Host (12h) - Create New Tool

» General General
T
pi- + Display Name: [ Analytics - Host (12h)
« Name: [Analytics_Host_12h
Deseription
Category: Default category
Other category
(+) Required field

Select the URL Type:

Management - Operatio
@ - MyBSM  Applications v  Admin v Help v  Site Map

(e e

Setup. Event Automation Event Correlation

Monitoring

Anlytics - Host (12h) - Create New Tool

¥ General Type

» Type.
URL

[~ ) Fr=rm R

10
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Specify the Tool URL as described in the previous Use Cases. Replace <opsa_server> with the name of your
Operations Analytics server:

rvice Management rations Management Admi

BSM_ Applications v Admin v Help ~ St Map

[Somraions corsae > oo

s Eventautoratin || _EventCoraaton || Gparstans Conae | Wenarng

Analytics - Host (12h) - Create New Tool

+ General URL
¥ Type
» URL

+ URL: [ http:/imy.opsa-server.com}080/opsa/#/dashboard8search=withkey "${eve

Insert runtime parameters at cursor

[T |

Insert a custom parametr by entering ${paramatemame] into the ext sl

Note: Tools containing event aftribute parameters can only be friggered on
events.

() Required field

) b iy
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Appendix B: How to setup a MyBSM page in OMi

The following steps outline how to create a MyBSM component.

Click Components:

Golath Inc x | Dashboard x | Operations x | Operations Analytics X sEmo ;C.‘e
B Lo @ x
O ADE A | a [T NeFite [=[ox] [ NoFiter- ] @ 8| Fi || | (Searcn Everts Cvicr) EYN}

sev [ Pro [ c[ N[ 1[a[u] D] state | Time Recsived Titie Related CI category

V| e Cl, |08/06/2013 10:18:17 AM | 2 Performance anomaly detected on host mullai. VMWare Europe SiteScope =

Q| e [l |09i0872013 10:18:15 AM | NAZ: Average VLAN provisioning time crossed 5 minutes. VMWare Europe BPM il

V| e Cl, |07/292013 12:33:38 PM | Performance anomaly detected on host mullai. VMWare Europe SiteScope

oo [l |071282013 12:35:36 M | NA: Average VLAN provisioning time crosssd 5 minutss. \Mawars Europe BPM

o= [l |0w21720132:22:26 P | Round tip tme back to normal ‘amazon.com - hpcloud.com NN

o s Cl, |03i21/2013 2:22:24 PM | Billing web app back to normal operation. amazon.com Billing Arcsight

alv CL |01212013 11:08:04 AM | Averags Datacenter temperature abeve 16 degrass for 1 hour Datacenter Asia =

o s L, |o12172013 11:06:01 AM Simulated 10. Apache USA BPM

a | v CL |01/21/2013 11:05:59 AM | User okenobi logged in three times with wrong password (Apache) Apache USA. MS SCOM

anis =

h| v Cl, |01/21/2013 11:05:56 AM | MySQL biind injection attack T2344B detected MySQL USA TippingPoint

| e Cl, |01/21/2013 11:05:50 AM | Respanse time of Goliath CRM web appis slow. Apache Europe BPM

Al v CL |01/2172013 11:05:49 AM writing to Goliz MySQL Europe Operations Manager

e|e [l |ovzn01 1rosas am detected  mambo net. hvars Europe Stescops

Specify the Name of your component and the base URL. For example, if your Operations Analytics server is

Categories

BFI(S) &

Disgnostics (1) &

End User Management (0) &

General (1) Actions Alerts.

NN 8) &

All Open Key
Incidents

oueE) a

Service Heatth (19} &
Service Health An... (0) &
SiteScope (1) &

SLM(13) & Business Impact Business Process

SOA(13) &

Business Process
Instance Violations

Transaction Manag... (7)
Not Categorized (8) B4

o o o o o o o o o o

Business Process Business Process
Overtime Report ‘Summary Report

calledmy.opsa.server.localthentheURLishttp://my.opsa.server.local:8080/opsa/

ment =C

& MBSM hoplcains - Adin ey -

In the Wiring Context box, click Add Context. Select EventChange; then click OK:

en

[ | Mew Component ax
er a URL and define parameters for every context you wantto use,fo create he URL pattern

O Ente URL and defir imeters fo text it te 1o ate the URL patte

Fo] eme Operations Anahiics ]

0| e i imy opsa.server ocat808Uopsal

o s

O | oescroton ‘ ‘

o

ol T \

O | | wiring Context | uRL

O ||« ‘

] Select Contexts [Ek)

o Context

] CiChange

O ||| |evanicnangs

=] | ViewChange

12



Technical white paper | Integration with HP Operations Manager i

Click New Parameter:

O & o FET fmEine feue fhe SOt

New Component oix.

Enter a URL and define parameters for every context you wantfo use, to create the URL pattern

™
[
o] tame Operafions Analytics
0| e hitpdlmy.opsa.server local8080/0psal H
[m]
O oern |
[m]
0 | [Eicategenze component |
O || wiring Context URL tChange
g = X URL Paramsters: Attributes :
E
o i << category > E
o -|<< ciRef=>
O i Tio fems to display. | << context =>
o : << event.anntationCount >>
. << event.appication >>

* You can drag attributes from the atiribute st or press Alt+ Cirl + 1o insert the selected
attribute nto the parameter value.

=

URL pattorn | NP /M. 0ps3 Serveriocal 5030I0psal

lew Component O,

=TT [

Enter  URL and define parameters for every context you want1o use, to create the URL pattern

ams [Operations Anpbfes ]
‘nnul/mynpss serverlocal8080/opsal ‘@ J

URL

m: | ]

#*

10

[m]

(m]

[m]

(m]

[m]

[ |>_categorize component I
[u] 5
(m]

[m]

(]

[m]

(m]

(m)

URL
+ X URL Parameters: Attributes :
o
\http(s):// domain / path ? query_string # fragment
URL Part £~ Path
B ¢ Query String tionCount >>
(@ Fragment tation >> L
Name New Parameter ert the solectod

Specify the value for the URL Parameter as described in previous Use Cases. Replace <opsa_server> with the
name of your Operations Analytics server:

& N AEec O
Golaih e | Dashboard x | Operations x | Operations Anabiics % . Selct Fage | SEED 2Ee
*_Component Gallery =
o ! [ |Mew Component = -’1
= Bl ofh | 2 | @y [T <No Fiter> [ o] [7 <NoFite £ | e Rt ans setne pranetrs o very content you want o us, o ceste e R pate
sev | Pris [ c|[ N[ 1] A u]D|stats] ime Receivea v [ Tne o s [Coerations Azais I J
CL £18:
V| e AR oo e i iy apsa server beat808010psal ~1!
o e CL [0910872013 10:18:15 AM | NAZ: Average VLAN provisic URL .
V| e CL, |o7i20/2013 12:33:38 PM | Performance anomaly detectq o
AR [l 071292013 12:3336 PM | NA: Average: VLAN provision | ) | Deserition ‘ . ‘
L o3 el | D |
G| s CL |03:2172013 2:2224 PM  |Billing web app back to norm: o
alv CL [ow212013 11:08:04 AM | Averags Dat poral | O URL
o= Cl, |01/2172013 11:06:01 AM | We're scaling like the big one| o + X URL Parameters: Attributes :
alv CL, (012172013 11:05:59 AM | User okenobi logged in tree | | T -
B ] ki, ey
. o URL Parameter Value . —
alflv [, |012172013 11:05:56 AM | MySOL biind injection atiack B 5 < polcyType = i
| e |= Tl |ow212013 11:0550 Am | Response tme of Golatn CR| | | << event node dnshiame >
<
A |V % Cl, |0121/2013 11:05:49 AM | Performanc slow when writi o B << eventnode.d >
Q| o | [, |0121/2013 11:05:48 AM | Performance anomaly detect << eventobject >> -
o= 0, M mal * You can drag aftributes from the atrbute list or press All+ Ctrl 1o nsert the selectsd
o= Ll |01/10/20134:28:51 PM | Event storm for ‘mambod. mai attrbute into the parameter value.
Qe 3 | CI, [01/10:20134:1351PM  |KVM USA provisioning subsy || URL pattemn rverlocal 3030 r 7|
— %20%22<< eventnode dnshiame >>%228start=10 —
V| e 1 CL 011102013 4:13:51 PM | MySQL Asia will reach capac|
oo o, wysaL
V| e 1 | T 0110201341344 PM [ MySQL USAwillreach
9| = =% M i Simul
alv CL |011072013 4:1340 PM | User okenobi logged in e times with wrong paseword (Apache) [peche Usi

After you have saved your component you can add it to any page that contains an event browser.

13
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Appendix C: Cross-Launch parameters reference

Supported time Parameters

S T e e

hours h 1h, 2h, 3h,
days d 1d, 24, 34,
weeks w 1w, 2w, 3w,
months m lm, 2m, 3m,

Using start and end to specify the time window

yesterday

some time ago

Before now

From event
until now

start=1378376880076

start=1378376880076
end=~1h

Before event
until now

Before and
after event

start=1378376880076
end=~12h~

14
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To learn more about HP Operations Analytics visit the following:
http://www.hp.com/go/opsanalytics
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