HP Business Service Management

For the Windows and Linux operating systems

Software Version: 9.24

BSM What's New

Document Release Date: May 2014

Software Release Date: April 2014




BSM What's New

Legal Notices
Warranty

The only warranties for HP products and services are set forth in the express warranty statements accompanying such products and services. Nothing herein should be
construed as constituting an additional warranty. HP shall not be liable for technical or editorial errors or omissions contained herein.

The information contained herein is subject to change without notice.

Restricted Rights Legend

Confidential computer software. Valid license from HP required for possession, use or copying. Consistent with FAR 12.211 and 12.212, Commercial Computer
Software, Computer Software Documentation, and Technical Data for Commercial ltems are licensed to the U.S. Government under vendor's standard commercial
license.

Copyright Notice

© Copyright 2005 - 2014 Hewlett-Packard Development Company, L.P.

Trademark Notices

Adobe® and Acrobat® are trademarks of Adobe Systems Incorporated.

AMD and the AMD Arrow symbol are trademarks of Advanced Micro Devices, Inc.

Google™ and Google Maps™ are trademarks of Google Inc.

Intel®, Itanium®, Pentium®, and Intel® Xeon® are trademarks of Intel Corporation in the U.S. and other countries.

iPod is a trademark of Apple Computer, Inc.

Java is aregistered trademark of Oracle and/or its affiliates.

Microsoft®, Windows®, Windows NT®, Windows® XP, and Windows Vista® are U.S. registered trademarks of Microsoft Corporation.
Oracle is aregistered trademark of Oracle Corporation and/or its affiliates.

UNIX® is a registered trademark of The Open Group.

Acknowledgements

This product includes software developed by the Apache Software Foundation (www.apache.org).
This product includes software developed by the JDOM Project (www.jdom.org).
This product includes software developed by the MX4J project (mx4j.sourceforge.net).

Documentation Updates

The title page of this document contains the following identifying information:

® Software Version number, which indicates the software version.
® Document Release Date, which changes each time the document is updated.
® Software Release Date, which indicates the release date of this version of the software.

To check for recent updates or to verify that you are using the most recent edition of a document, go to: http://h20230.www2.hp.com/selfsolve/manuals
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Support

Visit the HP Software Support Online web site at: http://www.hp.com/go/hpsoftwaresupport
This web site provides contact information and details about the products, services, and support that HP Software offers.

HP Software online support provides customer self-solve capabilities. It provides a fast and efficient way to access interactive technical support tools needed to manage
your business. As a valued support customer, you can benefit by using the support web site to:

®  Search for knowledge documents of interest

Submit and track support cases and enhancement requests
Download software patches

Manage support contracts

Look up HP support contacts

Review information about available services

Enter into discussions with other software customers
Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also require a support contract. To register for an HP Passport ID, go to:
http://h20229.www2.hp.com/passport-registration.html

To find more information about access levels, go to:
http://h20230.www2.hp.com/new_access_levels.jsp

HP Software Solutions Now accesses the HPSW Solution and Integration Portal Web site. This site enables you to explore HP Product Solutions to meet your
business needs, includes a full list of Integrations between HP Products, as well as a listing of ITIL Processes. The URL for this Web site is
http://h20230.www2.hp.com/sc/solutions/index.jsp
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What's New in BSM 9.24

This file provides information about new features and enhancements to HP Business Service
Management (BSM) 9.24, BSM 9.23, BSM 9.22, BSM 9.21, and BSM 9.20.

MyBSM, Service Health Dashboards

+ InMyBSM added ability to filter Watch List by status

BSM Platform Enhancements and Shared Services

e Support matrix changes
= Added support for Red Hat Linux 6.4/6.5 (64 bit)
= Added support for Windows Server 2012 and Windows Server 2012 R2 (Standard Edition)
= Java Runtime Environment support on client side: Version 7 update 51

« Mixed authentication mode — Enables users to be authenticated in the external LDAP and
internally in BSM. This mode is relevant only when LDAP integration is defined and enabled. If a
user logs in when this mode is enabled, BSM attempts to locate and authenticate the userin
LDAP. If BSM does not locate the userin LDAP, BSM attempts to locate and authenticate the
user in the internal BSM users database. This functionality enables you to create temporary
BSM users and integration users in BSM and not in the external LDAP.

o Basic Authentication in Generic Reporting Engine API and in Publish Report option — Added the
option to use Basic Authentication in Generic Reporting Engine API and while using Publish
Report option

o Override memory allocation for a process — Added the ability to update process memory

allocation directly in a configuration file without the risk that next deployment change/restart will
reset this change
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Application Performance Management
HP Real User Monitor 9.24

¢ RUM Mobile Solution Enhancements

= Mobile Crash analysis data — Show crashes along with device, carrier, OS, and application
version. Enables mobile developers to quickly analyze crashes.

= Application Availability broken down by device, carrier, OS, and application version; helps to
quickly identify regressions due to version releases and poorly supported platforms; displays
errors on HTTP requests and domains; helps to identify problematic third parties and actions

o Enrichment of RUM single event alert with action name, description, user name and client IP
data

Support for Microsoft Windows Server 2012 R2 (64 bit) Standard Edition

Support for Java 6 Update 45 and Java 7 Update 51

Support for additional IE versions (9/10/11)in VDI (RUM HTTP) solution

HP Business Process Monitor 9.24

o Added support for coexistence of BPM and VuGen on same machine — Vugen can now be
installed on BPM machine to enable smoother script recording, maintenance, and
troubleshooting

o Adoption of latest ALM technology
» LoadRunner 12 record/replay mechanism, which includes:
o support for IE 11, Chrome 30, TruClient for Firefox 22
o support for latest versions of LDAP, Citrix and Flex SDKs, .NET 4.5
o SAP protocol enhancements

For complete details on what's new in LoadRunner /VuGen12, see the LoadRunner /VuGen
documentation.

= Support for UFT (QTP) 12
e TruClient to Web HTTP/HTML protocol script converter

e Support matrix changes
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» Added support for Red Hat Linux 6.4 and Oracle Linux (OEL) 6.4

= Added support for Windows Server 2012

HP TransactionVision 9.24
o Added support for Oracle Linux (OEL) 6
o Added support for Windows Server 2012 and Windows Server 2012 R2

o Java Runtime Environment support on client side: Version 7 update 51

HP Business Process Insight 9.24
o Added support for Windows Server 2012 and Windows Server 2012 R2

o Java Runtime Environment support on client side: Version 7 update 51

HP Diagnostics 9.23 IP1

o Platform Support Changes
= Added support for Microsoft Windows Server 2012 R2 64-bit
= Added support for Oracle Linux (OEL) 6.x
o Documentation Changes
The following new PDF guides are available on the HP Software Product Manuals web site:
= Diagnostics System Requirements Guide
= RUM-Diagnostics Integration Guide
 RUM-Diagnostics Integration — Improvements to the RUM-Diagnostics integration. For details,

refer to the RUM-Diagnostics Integration Guide available on the HP Software Product Manuals
web site

Service Health Analyzer

¢ SHA and Operations Analytics 2.x integration — Added ability to drill from SHA anomaly to
Operations Analytics .

¢ Ul improvements
= Improve usability of the SHA statistic report — Enable day-by-day compression

= Seasonality indication — Add indication that metric has seasonality
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o Better provision of false alarms — Reduces false positives by ignoring baseline violations where
the violation direction and degree is less likely to indicate a problem (for example, ignore if metric
exceeds its average value by 1% or 100 milliseconds)

« Enhance analytic event to present the metric value and baseline within the event, allowing the
operator to get a better understanding of the anomaly without the need to drill into the SHA Ul

Service and Operations Bridge

Operations Manager i

o Event Browser enhancements
= Tools arranged by Tool Categories in the Launch Tool menu

= Impacted business applications and services displayed in Event Browser

Documentation and Online Help

The following new guides and best practice documents are available from the HP Software Product
Manuals web site:

+ Dynamic Partitioning Tool Best Practices — This document describes how to use the BSM
Partition Manager's Dynamic Partitioning Tool to maintain an optimal partitioning policy in your
BSM profile databases.

o BSM 9.23 APM Advanced Certified Deployment Performance Test Results — This guide
describes performance tests that were conducted in HP performance labs and best practices for
the BSM 9.23 APM Advanced Certified Deployment.

o Getting Started with BPM - Best Practices — This document provides BPM users with an
understanding of how to deploy BPM quickly and correctly, and how to realize value in a short
time.

« Business Process Template For BPM Scripting Requests —This Excel file can be used by
Business Process Monitor administrators to help application owners who require monitoring
services to define script requirements. This document is referenced from the BPM Getting
Started Guide - Best Practices.

¢ Real User Monitor Hardening Guide — This document describes hardening of the RUM
Sniffer Probe, RUM Client Monitor Probe, and RUM Engine.

¢ Real User Monitor Deployment Planning Guide — This document provides the information
necessary for designing and planning the deployment of the RUM solution.
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What's New in BSM 9.23
MyBSM, Service Health Dashboards

o Service Health Top View enhancements for smooth top down isolation — dynamic nodes layout,
smoother movement, hover to display, and improved transition animations
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o MyBSM read-only pages for easy cross-IT collaboration — Administrators now have an option to
disable view selection and filters, effectively "locking" the display of MyBSM pages. This option
is supported in all pages which include built-in view selectors, such as Service Health
components and the Event Browser.
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Hame Laststatus | Status Acknowledge | System
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Administrators can enable this option via User Management and customize it per MyBSM page.
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o Service Health Hierarchy enhancements — To improve the isolation flow, the column Last
status change has been added to show the last status change for each Cl, sowhen
investigating issues the engineer can sort the view per the measurement timeline.
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o Support 2,000 SLAs with limited capacity — SLM was certified to support the special use case of
2,000 small SLAs (on average 30 Cls across four tracking periods). Improved user interface for
displaying large number of SLAs.
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BSM Platform Enhancements and Shared Services

Platform Enhancements

o Platform resilience to improve administrative tasks and reduce Total Cost of Ownership

= Groovy rule sandbox — To prevent invalid, slow or stuck Groovy rules (Rules API) from
blocking the whole calculation cycle

= Group of processes - To prevent corruption of the model, the online engine (MARBLE)
processes were grouped together, using a new feature introduced to the process supervisor
(Nanny). The new mechanism causes failure of one MARBLE process to trigger a complete
restart of all of MARBLE.

= WDE, the online engine (MARBLE), the Downtime Service, and other parts of the product are
now better suited to handle extreme situations such as:

o WDE - Garbage Sample (ignored), Very Big Sample (ignored)
o MARBLE - Groovy Rules which are failing MARBLE calculation cycle

o Downtime — Huge amount of downtime configured automatically (cache optimization)

= New PDF export engine
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¢ BSM on Linux without root user
= Support for running BSM on Linux without root user permissions

= At the post-install phase, the user is able to choose the non-root user BSM will use

Linux User —
. Enter Linux wuser name under which HF Business Service Management will be running.
® Introduction This step will change BSMfiles swnarship 1o the given user.
® Linux User "
'f:.' root
& Registration (®) Dther user (Please make sure this user already exists)
® Configuration Username |IESt \

® Summary

e Support matrix changes
= Added support for Microsoft SQL Server 2012 Enterprise Edition
» Added support for Microsoft Internet Explorer (IE) 10.0 (deprecated support for IE 7)
= Mozilla Firefox support: version 24.0 ESR
= Java Runtime Environment support on client side: Version 7 update 45 and later

o SNMP v3 - Secure SNMP channel with credentials
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» Alerts - support for SNMP v3

Edit SNMP Trap

Specify target IP addresses to send an SNMP trap when alert trigger criteria are met
@ General

) Gustom

Cestination host IP:

Trap type @ SNMP w1 () SNMP v2
(@) Use default settings

Use custom settings

Username

Authentication protocol

Authentication
passphrase

Privacy protocol

Privacy passphrase

I e T

o Dynamic refresh of license configuration

= New ability for BSM plug-in to add new licensed feature at runtime

= Enables licensed plug-ins to be installed without requiring restart of BSM

RTSM

e BSM 9.23 supports UCMDB Discovery Content Pack (CP) 11.09, which contains class model
and Discovery fixes and enhancements (for details, see the CP 11.09 Release Notes)
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System Health 9.23

¢ System Health — OMi integration

= Each monitor status change will send event to OMi

= pridbonL -
=)
@ Event Browser
Cl o K & | o | & [TT <o Fiter [ Last, Upclatioc
v A DB A & [ < > Jos]| 72012 11:05 AW
| sev  Time Received v | Title or1712013 11:05 Al
\ £ 9MTNIN105:07 AW System Health monior. "DASHANARNRepasinries” is in WARNNG state
©  9MTNINN05:07 AW System Health monitor: “vmcpedev09_Prfdb/DB Statistics” is in ERROR state
A 9MTNIN105:07 AW System Health monfor. "VER VETICAIS Core™ 5 In WARNING state
& 9MTM3 11:05:07 AM System Health monitor: “OPR/OPR Backend Error” is in WARNING state
a 91713 11:05:07 AM System Health monitor: "OPR/OPR Webapp® is in WARNING state
@  9MBH307:26:29 P ‘Autom&ﬁc archiving of closed events has completed successfully. Number of archivi Several =
Q 91213 11:52:53 AM Auto Upload of content finished. Property Neme | Value
Port 1033
username s
Name ymepedevos_prics

= New settings page in System Health wizard

OMi Integration

CHMi Integration

~General Data

a setup [v Enable OMi Integration

~OMi Server Data

[~ Secure Environment

OMi Server Mame vmcpedev0d
~ OMi User Data

Username Iadmin

Password I’““
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o System Health — LogGrabber Enhancement

= Just one click is required to collect LogGrabber from Gateway and Data Processing servers

Select the servers from which you want to collect logs:

BEMGWI2ILNISAN

=
—& a‘%’ 4 bsmdp923lnxsan
bsmdp923Inxsan

2!

Sitegcopes

[+]

¥ LABM3AMDBO4 de...

Security Enhancements

o Security fixes
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Application Performance Management
HP Real User Monitor 9.23

« RUM Mobile Solution
= Support for mobile monitoring of iOS, Android, and hybrid applications

= Simplified administration for configuring and editing mobile applications in BSM, for
monitoring by RUMRUM Mobile Health Report’

= RUM Mobile Health Report — New report that supplies an overview of mobile application end
user experience

o Application performance, availability, and volume broken by device, carrier, OS and

application version; helps to quickly identify regressions due to version release and poorly
supported platforms

o Map view detailing the user experience in different geographies
o Poorly performing HTTP requests and domains; helps to identify problematic third parties

and actions; ability to drill down to further investigate problems using other RUM reports or
drill to HP Diagnostics

% %0 D Run B

WordPress_Hanan

User Sessions
359

All Locations 1 | All Locations B

HTTP Requests Domains App Versions Carriers Operating Systems Devices

HTTP Requests < Avg.Response Time Total Hits

£ 0% blogger.deleteComments 12.70sec 286Nits
50% metaWeblog.approveComment 6.83 sec s72its

o Windows Communication Foundation (WCF) protocol support
¢ Improved classification algorithm for web-HTTP based applications

o Usability improvements including new icons and guided links to the reports from the alerts
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HP Business Process Monitor 9.23

HP Business Service Management (9.24)

For complete details on new features in BPM 9.23, see the BPM Release Notes.

BPM on Linux

Based on LR 11.52 replay mechanism, including support for IE 10 and Chrome emulations
during scripts replay

Support for UFT (QTP) 11.52

Fast performance and availability validation via new BPM invocation from the Service Health
application

& Health Indicator - Google Chrome

=E)

vmammd?22.devlab.ad/topaz/jsps/dash/mainPopupDialog.jsplstrutsiction=/dash/displayHls.do&helpTopic=hi_component_uifthelpContext=bam&titleKey=display [

HTTP Response No. -27127 (BusinessTransaction) =

Health Indicators Contributing to KPIs

sl

KPI Health Indicator Value Last status
change
@ Application Performance @ Synthetic User Transaction Performance > | na TN 24 AN

Reset Health Indicator

& Application Availability €) Synthetic User Transaction Availability

Show Centributing Events

BPM Triage Raw Data for Transaction Report

BPM Performance Over Time for Transaction Report
BPM Transaction Invocation

Drrill to Diagnostics 3

BPM Monitoring Solutions for CRM and E-Mail Cloud service providers
TruClient FireFox snapshot on error

Enhanced support for running BPM on VMWare ESX 5

Support for RHEL Linux 6.3 (32 and 64 bit versions)

BPM Self-monitoring report

5  Business Service Management - End User Manageme i

iew User: administrator [FESGBETY)

- MyBSW__Applications ~ _ Admin v _Help v _Stelap

[Ges > 5o Selfwontoreg Crew)

]
Status Reports. AnabsisReports [ Utiites. | Alerts Production Analysis Business Process Recognition Mobike Reports o
BPU Self Honkoring Cew) 102172013 10:00:00 AMATI21/2013 10:00:00 AW (GHT+12:00) Jerusal
o % Drn B A @ N @
BPN Sef Hontoring
2 AG N E wEE
Business Transastion Flows ScriptError Samples | Downtime Samples | Successful Samples | Expected Samples | Analysis
& Hawai (Location) + 0 0 2780 13317 78% of expected samples are mssing
L5 word press (appication) 0 o 2760 13317
L@ wordpress (6T 0 0 2760 13317
L clearm™ (Transaction) 0 o 20 4,439 78% of expected samples are missing
L performance (Transaction) 0 o 20 4,439 79% of expected samples are missing
L unavaiableTX (Transacton) 0 0 20 4,439 79% of expected samples are missing
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o BPM reports past X hours, default time period per report
o Usability improvements including new icons and guided links to the reports from the alerts

o Updated BPM Protocol Support Matrix (for details see the Business Process Monitor
Deployment Guide)

SiteScope 11.23

BSM 9.23 integrates with SiteScope 11.23. For complete details on new features in SiteScope
11.23, see the SiteScope 11.23 Release Notes.

o BSM Integration

= Added support for reconciliation prioritization when several data collectors are reporting
topology to BSM

= BSM HI window displays multiple values for SiteScope Hls

= Added the generic Running Software Cl type to the list of Cl types reporting data to BSM's
RTSM. This CI type can reconcile with any of its descendant Cl types such as Database,
Application Server, Web Server and so forth.

= Added a new “SiteScope Monitors without Monitored Cls” view to RTSM which enables
users to obtain all the SiteScope monitors that are not reporting topology (Monitored CI)

o Predictive Analytics

» Added Predictive Analytics which helps protect businesses from the impact of IT issues by
predicting potential problems in critical business applications and informing users of issues
before business flows are affected. It identifies the impact of system infrastructure monitors
on the business application, and provides root cause analysis to help expedite the problem
resolution process.

o New Monitors and Solution Templates

= Added the Big Data monitors category. Monitors in this category dynamically monitor Big
Data platforms to gain real time visibility into the internal and external threat landscape. This
category includes the Hadoop and HP Vertica JDBC monitors and solution templates

= Added the Dynamic JMX monitor that uses the dynamic monitoring mechanism to recognize
changes on the monitored Java applications and automatically update the MBean counters
and thresholds as they change during runtime

= Added the VMware Host for Performance Troubleshooting Solution Template which deploys

a set of monitors for pinpointing specific performance problems on the VMware host, and
reporting the problematic ESX and/or VMs
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o Monitor Enhancements

Added support foriLO versions 3 and 4 to the HP iLO monitor

Added support for F5 Big-IP 10.x.to the F5 Big-IP monitor

Added support for JBoss 7.1.x to the JMX monitors

Added support for Microsoft SQL Server 2012 to the Microsoft SQL Server monitor

Added support for SAP Java Web Application Server 7.3 to the SAP Java Web Application
Server monitor

Added support for WebSphere 8.5x servers to the WebSphere Application Server monitor

Added support for WebSphere MQ Servers 7.1, and 7.5 (formerly known as MQSeries) to the
WebSphere MQ Status monitor and solution template

Added support for Siebel 8.2 to the Siebel monitors and solution templates

Added support to the UNIX Resources monitor for monitoring UNIX remote servers running
on Red Hat ES/AS Linux 5.9, 6.2 - 6.4, Oracle Enterprise Linux 6.4, AIX 7.1, Solaris 11

Added support for monitoring VMware VCenter 5.0 and 5.1 servers configured to use SSO
authentication to all VMware monitors and solution templates

Added support for DB2 10.1 to the DB2 monitor, and renamed the monitor DB2 JDBC (it was
previously named DB2 8.x and 9.x)

o SiteScope API Enhancements

Added a new DA API method (getMonitorTypesWithMetricNames) that scans all the
monitors in this SiteScope instance for which the user has view permissions, and returns a
list of their types together with the metric names per monitor type

o Supported Environments

Added support for installing SiteScope on Red Hat ES/AS Linux 6.4 and Microsoft Windows
Server 2012 Enterprise Edition

Note: The HP Operations agent is not available when installing SiteScope 11.23 on a Red
Hat ES/AS Linux 6.4 or Microsoft Windows Server 2012 environment because the agent
version bundled with SiteScope does not support these platforms. As a result, the HP
Operations Manager Event and Metrics Integration is not supported in SiteScopes running on
Red Hat ES/AS Linux 6.4 or Windows Server 2012.

Added support for JRE7 update 45
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= Added support for Mozilla Firefox 24.0 ESR

= Added support for Microsoft Internet Explorer (IE) 10.0

HP TransactionVision 9.23
o Added support for Mozilla Firefox 24.0 ESR
o Added support for Microsoft Internet Explorer (IE) 10.0

o Added support for Microsoft SQL Server 2012 Enterprise Edition

HP Business Process Insight 9.23
¢ Added support for Mozilla Firefox 24.0 ESR
o Added support for Microsoft Internet Explorer (IE) 10.0

o Added support for Microsoft SQL Server 2012 Enterprise Edition

HP Diagnostics 9.23

BSM 9.23 integrates with Diagnostics 9.23. For complete details on new features in Diagnostics
9.23, see the Diagnostics 9.23 Release Notes.

o Java Agent on Tomcat and JBoss Application Servers

« Java Agent Monitoring Profiles — Diagnostics is a versatile and flexible product, which can be
used in different environments, ranging from development desktops to systems deployed in
production. However, customization of all settings to match the expected scalability or overhead
level vs. the amount of collected data can be a tedious task, especially for novice users.
Monitoring Profiles help solve this issue by offering a predefined set of settings that control the
instrumentation points, metrics collection, and other properties for the probe.

o Added ability to use call stack sampling based data collection to provide a low overhead data
collection alternative to custom instrumentation that does not require an application restart

o .NET Thread Diagnostics provide a view into .NET Applications and can be an effective tool in
diagnosing performance and logic (lock contentions, etc.) related problems.The Thread
Diagnostics can be tumed on or off on demand to diagnose issues as they occur.This feature is
intended to provide the metrics to feed features like "Thread State Analyzer," "Thread Dumps,"
and "Thread Monitoring," which are currently available in the Java Agent.

o .NET SharePoint Features — Automatic discovery and recognition of SharePoint Probes and
assigned Application Server as “Microsoft SharePoint Server’ Consolidated into SharePoint
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Views
= Summary: High level dashboard view of SharePoint Hosts and Probes
= SharePoint Probes: List of all SharePoint Probes and related metrics

= SharePoint SQL: List of sorted (by latency) SQL calls executed within SharePoint
environment

o .NET Parameter Capture — Configure and aggregate HTTP requests on specified query
parameters. Also provides ability to capture the query string for Server Requests and display in
the property “Original Query”. Useful where the latency of Server Requests may depend on the
query parameters.

o .NET Automatic URI Collapsing — Primary purpose is to protect the Diagnostics Server from
being flooded with a large number of unique Server Requests. Uses mathematical rules to
collapse branches of frequently used URI paths common in REST environments which have
resource (ids) at the end of the paths.

= Replaces frequently used URI branches with *
= On by default. Limits defined by simple numbers separated by ‘/’ representing path limits

= URI paths are retained over application restarts by persistence of applied rules and observed
URI instances

= “Original URI” property available on “collapsed” Server Request call profile views

o Added support for Microsoft Windows Server 2012 Enterprise Edition (HP Operations Manager
Event and Metrics Integration is not supported in Diagnostics running on Windows Server 2012)

o Added support for Mozilla Firefox 24.0 ESR

o Added support for Microsoft Internet Explorer (IE) 10.0

System Availability Management

o Added support for reconciliation prioritization when several data collectors are reporting topology
toBSM

o BSM HI window displays multiple values for SiteScope HI
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Service Health Analyzer

¢ Improve SHA time to value

= View SHA initial result after 12 hours

= Thereis a new tab that allows users to explore their SHA data (baseline, trends, correlation,
etc.) even if there are no anomalies in the system

o More control over SHA analytics
= Users can now define an SHA alert on a single metric breach

= Users can now control when to ignore metrics

= The system now gives users full control over abnormal metric definition by modifying a
Groovy script that among other things allows them to:

o Set a different threshold for special days and\or holidays

o Define the minimal deviation of the metric from its standard behavior; only deviation above
this minimal setting will be consider as abnormal

o Set the anomaly criticality based on specific Cls or metrics that the user considers as
critical in their IT organization
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e Trend analysis

= SHA identifies existing trends in metrics and indicates to the user if such exists and what is
the daily expected growth (or decrease) of the metric

o Ul improvements

= SHA automatically presents correlation between response time and its related system
metrics

= Presenting metric static threshold

= Each metric is presented with a different baseline color
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= Drag and drop in SHA Admin CI Selection tab

= Allow the user to view anomalies that were already resolved or anomalies that still exist, all in

a single tab
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Service and Operations Bridge

Operations Manager i

Monitoring Automation

o Simplification of workflows

¥ Configuration ltem All Farameters
v Required Parameters Ediit parameter values.,
b All Parameters ; \ﬂ
Configure Options Hame Value
lMeszage Group :
CPU Utilization Lesvel (%) 95,87 75 =
CPU Wilization Level In User Mode (%) =
Kl D R EER BTl
= Concept of search added to find existing content (Policies, Parameter Values, etc.)
= Improved tuning workflow, direct editing of parameters
= Automatic IP address look-up in Node Editor
= Access assignments in context of MT/Aspect/Policy Templates
o External Web Services Interface
= Web Services Interface to take Cls under monitoring
= Plugin MA into service workflow / orchestration tools
HP Business Service Management (9.24) Page 24 of 61
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Service &
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Monitoring - Create service offerings
(Service Designer) = Setcustom defaults
- Spedfy auto deployment

¢ Node inventory synchronization

= Policies can be imported and synchronized from the agent

v

Tune .

Consume

==

il

Rob Configuration in “SME” speak
SME + Instantiate & tune monitoring
(DB or JEE, ..) «  Overwrite default settings

«  Technical monitoring details are

hidden

| Wonitaring = Assignments & Tuning

Setup Ewent Automation

Ewent Correlation Cperations Console ‘ Monitaring

| [Browse views | Search |
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=)

[om ¢ Collections

|v| (1] | As=igned tem

=-T] oM CI Callections
=t @ Modes
HF Defined Groups

mambaod

User Engagement

o Experts Board

E @ omy2-clh (Management Server)

‘ Version | Assigned By Enabled
v CPU Performance 10 Autotssignment v
v il OMandOMiasManagers 141 Synchronize v
v [l OwSweDiscErrorLog 11.0 Synchronize v
v Tl OwSwcDiscServerLog 11.0 Synchronize v
v TEl Servicelog_Mairt_Job 1.0 Synchronize v
v | Tl Update_Hierarchicallodes 10 Synchronize v
v il vP_SM-Server_EventLogEntries 110 Synchronize v
v T WP _SM-Server_SyncAgertServices 11.0 Synchronize v
v Tl VP _SMAeMI-Restart 11.0 Synchronize v
v TEL WP _SM_OWOWServices 11.0 Synchronize v
v TEl opcmsg 11.0 Synchronize v

= Ability to identify experts in the different areas of the product

= Add a competitive nature to the achievement

= Expert board participation respects privacy

o Participation is optional

o Users can select their own avatar and picture

o Providing contact information is optional
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» Expert/ Overview per Category
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= Detail view per category to contact an expert

o Optionally includes the email of the expert

o Highlighting yourself to understand rank compared to other experts

m Elena

Experts for Administration - Correlation

1. OmiGod
carsten@company.com
2 @ John Doe

3. Bikey
‘.
a. F‘] You
I8 |ben@company.com
5. MrBalloon

gerd@company.com

6. [ & uUndercover
Hpdl

133332 Pts
113330 Pts
63331 Pts
60028 Pts
56665 Pts
53332Pts

53332Pts

Other Enhancements

o Event browser enhancements

= MyBSM Locked pages applicable to Event Browser

= Read only detachable Event Browser to plug in the Event Browser in custom dashboards
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= Event browser stays focused on selected events while new event arrives

= Show event age in the browser

< Event Browser

= Event browser now supports the following date/time formats:

o en-—English

o en_GB - English\GB

o en_IN - English\India

o en_US-English\US

o en_CA -English\Canada

o zh CN - Chinese\China

o zh_HK - Chinese\Hongkong

o zh_ SG - Chinese\Singapur
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de —German
es —Spanish
fr—French
ja—Japanese
ko — Korean

ru — Russian

o Event processing enhancements

= Event information automatically enriched with event ID from closing events

= Ability to close events for a given node or Cl using opr-close-events CLI

= Ability to record a playback of historic events into the browser for forensic research

= History lines for duplicate events are no longer created per default but can be configured via a
new Infrastructure setting Generate History Line for Duplicate Event Suppression

= Provide the following new functions in the Event API

o

getAssignedGroupName(),
getAssignedUserLogin(),
isReceivedOnCiDowntime(),
getEtiDisplayName(),
getEtiStateDisplayName(),

getEtiStateName()

o Miscellaneous

= Hide context menu based on user permissions

= "Close and reset HI" resets Hls of open symptom events as well
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BSM Connectors

o New connectors since last update
» Oracle Enterprise Manager
= Zenoss
o Updated Connectors
= Nagios
= Microsoft SCOM

Note: New BSM Connectors for integrations with third-party management platforms are made
available on the HP Live Network site. Visit the HP Live Network site at
www.hp.com/go/livenetwork to get the latest information about, and to download, new and updated
integrations, and to participate in discussions with other customers.

BSM Management Packs

¢ Available Management Packs with 9.22
= Oracle Database
= Vertica Database

= Apache Hadoop

Documentation and Online Help

The following Best Practices guides are new or have been updated for BSM 9.23. All are available
from the HP Software Product Manuals web site.

« APM Virtualization Benchmarks — This guide describes performance tests that have been
conducted in HP performance labs for BSM 9.22 APM Basic and APM Advanced Certified
Deployment models.

« BPM Monitoring Solutions Best Practices — This document contains case studies which
provide explanations to customers of how to monitor their own paid-for-service cloud
applications. The case studies show how to establish end user monitoring on cloud applications
using TruClient for Internet Explorer protocol. These case studies provide the basic instructions
required to facilitate the process of building end user monitoring solutions.

o BSM Service Health Administration Best Practices — Service Health was designed to be

adjusted and customized by the end user to meet an organization's specific needs. The wide
variety of customization and tuning options can be overwhelming to the inexperienced user. The
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purpose of this guide is to explain some of the options and adjustments available to the end user.
This document is also available from the BSM Help.

o BSM High Availability Fine Tuning — This document describes how to fine-tune BSM high
availability settings if you need to shorten the duration of the failover process. For a detailed
overview of high availability, refer to the guidelines described in the BSM Installation Guide. This
document is also available from the BSM Help.

o Deploying BSM on Virtual Platforms — This guide provides guidelines and recommendations
for deploying BSM and its data collectors on virtual platforms.

o End-to-End Service Monitoring and Event Management Best Practices — This guide
provides guidelines and recommendations for planning and implementing end-to-end service
monitoring and executing an event management process follow-up to improve IT availability and
performance. This document also provides an overview of each product and the product's
integrations.

o Getting Started with RUM Best Practices — This guide provides RUM users with an
understanding of how to deploy RUM quickly and correctly, and how to realize value in a short
time. The target audience for this guide is customers who are new implementers of RUM, or HP
partners who already have Business Service Management (BSM) knowledge, but are new to
RUM. This document is also available from the BSM Help.

o RTSM Best Practices — This is a comprehensive look at guidelines and recommendations
about various RTSM related topics such as BSM-CMS sync, reconciliation, hierarchical and
MOM deployments, global CI's ID management, and many more. This document is also
available from the BSM Help.

« RUM for Citrix Best Practices — Learn how to configure BSM to maximize the benefit from the
data retrieved by RUM regarding Citrix applications. This document is also available from the
BSM Help.

+ Recording Mobile Apps for BPM Best Practices — Get best practices for using VuGen to
record mobile native applications for BPM, including general best practices, as well as
explanations for how to employ a number of emulators in script creation. The document also
provides a brief description of how to record scripts using the MobileTrue client protocol. This
document is also available from the BSM Help.
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What's New in BSM 9.22
MyBSM, Service Health Dashboards

¢ Service Health Isolation improvements:

= Clsin Top View now display Health Indicators, if present, enabling quick and easy drill to
relevant HI data

l Top View

Systems_|nfrastructure IVHQ I 0| 2 w Q-

E] ShowKPIs
v [ showHis

Q)amr tocaton____[8)

CIART Location (W] g o e

[(x)eFMa1354N_to_BSMI.. (1)

) /€ Health Indicator - Windows Internet Explorer if =1o| x|
sanity loct (Location) ~

Show His Health Indicators Contributing to KPIs

82| )

KPI Heaith Indicator | Value Last status

| | |_change |

@ Volume @ number of Open Sessions - NA 712013 11.01 AM
@ Real User Sessions Performance. v NA 3712013 11:01 AM

1 Y 128 LocHl m ] @ Application Performance
Ll Caimninicici 5 @ Real User Transaction Performance - NA 712013 10:56 AM

© Real User Transaction Availabiity v NA A7/2013 10-56 AM

@ Application Availability @ Real User Connections Availabiity v NA AT12013 10:56 AM
@ Real User Sessions Avallabllity - NA ¥7/2013 1101 AM

@ Network Performance © Latency - NA AITI2013 10:56 AM

Health Indicators Not Contributing to KPIs

= R

]

= Improved Hls window and added Last Status change indicating when a problem
started/ended
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= Added Recent option to the ClI context menu that shows the last chosen actions - allows
quick access to frequently used items

e

y‘i'] Online Ban Recent ¥ | Configuration ltem Status Alerts -
. p | RUM Tier Summary for Application Report
— £ Peap_aPP Reports : _
Operations »| Properties
— ) Rumsanity§ Show v His - _ .
Invoke k
&) RUM_Jpet | goTq b Q = €

Caonfigure... 3

il

- g_] SANITY_APR

Q B -

Launch Toal...

= Additional and enhanced drills from Hls; drill directly from HI with problematic status to the
most relevant report or tool for the problem at hand

£ hetpe/bsm22 Incgw.devisb.ad topazsps/dash/mainPopupDislog jspititieBundle= dashbosrdthelpContext= baméstrutsAction="%

el

Sign in to Store (BusinessTransaction) -

Health Indicators Contributing to KPIs

52|

| HP1 | Vlealth lnadicator Walue Last atatus

| clianmie
Reset Health Indicator

Q Application Performance @ =mihetic User Trans action

i i thetic User Trans actio — —
© Application Availability o ol BB RIE T & BPM Triage Raw Data for Trans action Repon

BPM Performance Owver Time for Transaction Repor

q BPM Emror Log for Transaction Report

Dirill to Diagnostics ¥

Done & Intemet | Protected Mode: Off £« WLU5L
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o New MyBSM Page called SiteScope Multi-View — helps troubleshoot multiple SiteScope
servers from within BSM (for more details, see "SiteScope Multi-View" on page 37 and "System
Availability Management" on page 40)

x| _sswv x Select Page B3 Nl - e

=]
) Monitors. ~ ) (_AllMonitors -~ Aistatuses - [ Apply Light | Dark
vmamrnd217

foduction and Labs > Production

© Production
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2 > ] o] &

= HAScS L e s L

Poe
vmammd165
©

©CRM ©APM
@ System © System

P —
acesisdevos, @ Avallabity © Appication

SO |
v

SceSoroe Profizs ;| OHR
acesisdevo.

| @ Avaiaity

o J @ Appiication
@ Application

© Appicatio
P
mydvm1639.c

e
Comsan

. .. %

(et oot 192013 114501 |

e Watch List — automatic card resizing; improved look and feel

¢ Improvements to MyBSM report components

BSM Platform Enhancements and Shared Services

Platform Enhancements

¢ Report improvements:
= Group By and Legend state remain persistent from login to login

= Improved legend look and feel enhances screen real estate usage and user experience

W Crical W oK Uinee W Mo dats Dovvasrilime: B Unineamn

o Linux silent installation, which enables installing BSM on Linux operating systems without the
need for X-Server/X-Windows display

o BSM has been certified to support additional concurrent users. BSM can support up to 150
concurrent users when using one BSM Gateway Server and one Data Processing server. BSM
can support up to 400 concurrent users when using three BSM Gateway Servers and one Data
Processing server.

¢ 508 compliance — CI Indicators administration page now supports keyboard navigation
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o Support Microsoft SQL Server 2008 R2 Enterprise Edition Service Pack 2

o Support Firefox 17.0 ESR for client viewing

RTSM

e BSM 9.22 supports UCMDB Discovery Content Pack (CP) 11.05, which contains class model
and Discovery fixes and enhancements (for details, see the CP 11.05 Release Notes)

System Health 9.22

New Capacity Meter —includes nine capacity measurements of BSM (BSM users, Service

Health users, Cls, Hls, KPIls, RTSM CI and Relationships, SLAs, WDE EPS, OMi EPS) that
show actual configuration data and load on BSM servers. The Capacity Meter helps ensure that
BSM capacity is compliant with BSM Capacity Calculator definitions, aids in managing BSM
more efficiently, and facilitates timely troubleshooting of problems being caused by over-

utilization of the system.

Logged In Users Service Health Users WDE EFS Ondime Engine CIs Count Ombne Engine His Count
LA LL tALL L ‘l'.ll. & 1,1'u .
$ i - & &
iy : - ] 2 - By [hamr 4 Ty s - y C [
= 0 = 2 0 8 . 2. 42 = 2.5 =
Onbine Engine KPS Counnt  RTSM C1 And Relationships 5LAs Count OMIEPS
" 1 ' '
& & a‘n‘f“ &
£ _60 B £-.9614 B g > B § 0 E
o CLIP integration monitoring — all CLIP solution components (UCMDB, Operations
Orchestration, Service Manager, Events REST API) are now monitored by System Health to
ensure operational efficiency
o Improved log monitoring
o Monitoring of BPMs separately
o Content, quality and stability improvements
Security Enhancements
o Security fixes
o Smart Card Authentication support — BSM supports user authentication using smart cards.
Smart cards store certificates verifying users’ identity and allow access to secure environments.
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Smart cards replace the standard model of each user manually entering a user name and
password.

HP Business Service Management (9.24) Page 35 of 61



BSM What's New
What's New in BSM 9.22

Application Performance Management

End User Management

o General improvements to legend and personalization in EUM reports

o Improvements to user flow and experience for quicker root cause analysis when isolating
application problems using BSM Service Health tools. Each BPM and RUM HI now has a set of
drilldowns tailored exactly to the specific HI (as described in "MyBSM, Service Health
Dashboards" on page 31 above).

o Look and feel improvements in Triage, Application Health and Application Summary reports

HP Real User Monitor 9.22

o User Flow Analytics report — highlights application flows and application usage as experienced
by real users; provides visibility into real user sessions including page click flow; enables
configuring RUM transactions or creating VuGen scripts based on a session

RUK User Flow Analytics (*new) 03/27/2013 11:54:31 AM-04/03/2013 11:54:31 AM (GMT+02:00)
¥ %> %5 7[R B A B K
Common User Flows
CIR=IEE
Sessions Flow Pages
801 i i
=01 Login . Home . logout . Login
399 i i i
e Login > Home > Enter System Payment > paymentCustomFields > > Login
196 ) ) : )
=248 Login = Home = Enter Message List = .n’du.n’admlnﬂ.n’gs::rchl.‘ess = = Login

Pages

o RUM Mobile Client Monitor for Android Apps — monitors user mobile experience on native
Android applications from the actual user device. Enables troubleshooting application
performance problems across devices, network, and backend.

« Enhanced RUM engine performance, now supporting up to 2000 pages per second

e Third-party upgrades: Java 1.7.17, MySQL 5.5.29, and JBoss 6.1.0
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HP Business Process Monitor 9.22
For complete details on new features in BPM 9.22, see the BPM Release Notes.
o Support of LoadRunner 11.51, including:
= Browser compatibility

o Ajax TruClient IE protocol, a new protocol that brings TruClient capabilities to Internet
Explorer 9

o Ajax TruClient Firefox protocol enhanced — uses Firefox 8.0 for better performance, HTML
5 support, and TruClient engine performance and heuristics improvements

= Protocol compatibility

o Citrix Support — added Citrix XenApp 6.5, Citrix XenDesktop and Citrix Access Gateway
support; added a set of new functions for logging off a Citrix server and retrieving the Citrix
server name in order to allow better scripting and isolation

o Oracle NCA —added support for Oracle forms 11

o Added Web (HTTP/HTML) & Flex Protocol Asynchronous support for advanced web
applications such as chat messaging, stock tickers, news updates, and others

o Enhancements in the BPM Performance Over Time report — adjust the presentation to the
screen resolution

o Security fixes and enhancements

e Smart card authentication support in BPM Console

¢ Flexibility in determining transaction status upon script failure or timeout
o Prerequisites are automatically installed in a silent installation

o Update of Java version used in BPM Administration Console to Java 7

SiteScope 11.22

BSM 9.22 integrates with SiteScope 11.22. For complete details on new features in SiteScope
11.22, see the SiteScope 11.22 release notes.

SiteScope Multi-View
o Displays the status of all SiteScope objects in a single view, enabling you to more easily

understand the overall impact of problems in your IT infrastructure, without having to navigate
between different views
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o Multi-View is HTML-based; it is supported in additional browsers, including Chrome and Safari,
and it runs in web browsers without having to install Java

o Multi-View is supported on iPad tablets
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Monitor Enhancements

o Added ability to create a dedicated log with specified log level for each monitor instance, and to
view that log form the Logging Settings panel

o Added the Multi-Log monitor which enables checking for specific entries added to log files in a
given directory, by looking for entries containing a text phrase or a regular expression

Custom Monitor Enhancements

« Added ability to perform offline debugging of a custom monitor script using a remote debugging
environment. This makes the script development process easier, since it enables you to
complete the code and see the debugged data inside the script during the data processing stage.

Preference Enhancements

o Added a quick search to General Preferences and Infrastructure Preferences which enables
searching for a specific string in preference setting labels

Security Enhancements
o SiteScope supports user authentication using smart cards

¢ Added the SiteScope Hardening Tool which enables you to perform SSL configuration tasks that
previously required manual configuration

API Enhancements

o Added Data Acquisition APIs that enable getting historical data for monitor runs matching
specified query parameters

o Added support for creating remote server on Windows and UNIX environments

HP TransactionVision 9.22

o |Pv6 support
e JRE 1.7u17

o WebSphere MQ 7.5 for WMQ Agent support
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System Availability Management

o Multi-View is supported in MyBSM when SiteScope is connected to a BSM server, enabling you
to see multiple SiteScope Multi-Views simultaneously in the same view. The predefined
MyBSM Multi-View page also displays the status of all SiteScope servers connected to the
BSM system. This enables you to access and troubleshoot SiteScope without having to drill
down to the SiteScope instance. Note that when you initially open the SiteScope Multi-View
page, the Watch List is empty. You must select SiteScope Profile Cls and save your selection
in order to populate the Watch List.

) SiteScope Multi-View Useradmin  Logout  Help

Monitors | | AllMonitors © | AlStatuses | Apply 23 (Tight] Dark

SiteScope > Yehudlabs > Production

L,

© Avaiabilty

v |® @
-
@ w

o Added ability to drill down from Service Health Hls (context menu) to the SiteScope Cross-
Performance Report

o Added ability to drill down from any CI monitored by SiteScope to the SiteScope Cross-
Performance Report

o Added ability to export EMS technology integration monitors from SiteScope and import them to
BSM Connector as policies

o Added ability to use the profile database in BSM as the data source for graphing metrics to
Performance Graphing in Operations Management. The profile database option is a more robust
and scalable data source than the HP Operations agent which is installed on the SiteScope
server, and does not require configuration of the HP Operations Integration. The profile database
is available when SiteScope is connected to a BSM 9.22 server and metrics reporting to BSM is
enabled.
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Service Health Analyzer

¢ Improved anomaly detection algorithm —as SHA analyzes more metrics its detection becomes
more accurate, resulting in fewer false alarms

o Improved accessibility to SHA investigation Ul:

= When there are no significant anomalies,display less significant anomalies (which are
normally hidden)

= When there are no anomalies, enable access to the investigation Ul and see all tracked
application metrics and baselines

= Direct drill down from SHA events in OMi to the investigation Ul
o Improved usability:
= Easier metric correlation — you no longer need to capture the correlation timeframe before you
correlate metrics. Just drag the metrics you want to the correlation pane, and a default
correlation period is automatically selected.

= Diagnostics metric units show up in SHA Ul

= Improved graph legend
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Service and Operations Bridge

Operations Manager i

e Userinterface enhancements:

= Extended options for event coloring in Event Browser

|7 Event Browser
P8 B | iy [T <o Fiter [7]] [ <No Fiter» FEIQ8 M G| 8o

Sev Prio [C| N |1 A U State | Time Received v | Title Related CI User

Q O, |02/28/2013 10:51:58 AM | Automatic archiving of closed events has completad success|

a e | [l |02/28/20139:32.01AM | Storage quota exceeded on logical volume /data-0 Idata-0

W A |t Cl, |o2/28/20139:32:00AM | extending tablespace TS-ESS-0b failed TS-ESS-0b

A | a | [, |02/28720139:31:50 AM | 'Employes Self Service' web application is slow Employse Self Service

Q| e [, |0228/20139:31:56 AM | No problem on DB instance EmpSelfService s

ol e 4 |0228/20139:31:54 AM | No problem on jo0b Jb0b administrator

Q| ¢ Ll |oz28/2013 :31:50AM | No problem on Storage Server 0 |

(¥] & [l |02:2872013 9:31:46 AM | No problem on jb0a jb0a Alics

& C), |02128720138:31:43AM | Minor problem on Storage Server 0 Peter Application Specialists | System
k7 Ll |02/28/2013 :31:41AM | Major probiem on jb0b joob Peter Appiication Specialists | System
(] [}, |02/28720138:31:36 AM | No problem on Storage Server s Application Specialists | System
(¥) Cl, |02:28720139:31:35AM | No problem on jb0b Jb0b. System
Q O |oz28/20139:31:34 AM | No problem on jb0a jboa System

= Easy event content copying from the Event Browser to clipboard for consumption in email,

and so forth

= Support for custom icons in Event Dashboard headline

Example: Operations Manager Overview

@

Unassigned High Priority

1 Criical
1 Major

Unassigned Events.

Unresolved > 1 hour

1 Critical
2 Major
5 Nomal

1 Critical

1 Minor
1 Waming

Unresclved = 3 hours

1 Critical
3 Major
1 Minor
1 Waring
5 Nomal

@ MS Active Directory

JEE

Overall

MS Exchange

Oracle DB

Business related

@ MS SQL Server

Infrastructure 1

Event History

&l ms Lyne

{;;ﬁ OM internal

o Event automation enhancements:
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= Easy and secure access to RTSM within custom scripts (EPI, custom actions, forwarding)

= Synchronization of OMUY/L layout groups
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BSM Connector

e Smart card authentication — BSM Connector supports user authentication using smart cards. If
configured, users cannot log in without a valid smart card.

o Migration of SiteScope Technology Integration Monitors to BSM Connector — you can migrate
existing technology integration monitors from SiteScope 11.22 and higher to BSM Connector.
The export downloads a technology integration monitor from SiteScope and converts it to the
BSM Connector policy format for import to BSM Connector. Such imported policies can be
maintained and further customized in BSM Connector.

« Enhanced local topology synchronization —the new topology policy type "XML File" enables you
to run discovery scripts on remote servers to create an XML input file for topology
synchronization.

¢ Enhanced documentation:
= Jython-based topology scripts —the BSM Connector documentation now includes a section
on developing Jython-based topology scripts, including detailed descriptions of the available

library scripts and the supported Java classes and methods.

= Metrics integration — the BSM Connector documentation now includes a tips and tricks
section with information on what to do and what to avoid when collecting metrics.

o Support for Firefox 17.0 ESR
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What's New in BSM 9.21

BSM Platform Enhancements and Shared Services

Platform Enhancements

o Upgrade of Apache Web Server to ensure compliance with the latest industry release and
security standards

o Certification for Windows Server 2008 R2 Datacenter Edition

o Certification for BSM on Oracle Enterprise Linux (OEL) 5.5

o Additional improvements in the security area

« Downtime integration with Service Manager to improve centralized downtime configuration

¢ Improved BSM Health reporting in System Health

Performance Graphing

e Supports BSM Connector data source
o Support SiteScope-profile database data source — provides an option to choose the data source

for SiteScope used by Performance Graphing (it is recommended to use SiteScope-profile
database data source)

MyBSM, Service Health Dashboards

o Use of latest innovative Ul Mash-up (v. 3) technology improves operations efficiency with better
design and usability

o Improved report table personalization for MyBSM and Service Health

o InTop View, you can now modify the node size to improve visibility when viewing in portlet or
using a small screen

Service Health Analyzer

o Anomaly detection improvements:
= Directional baselines — reduces false positives by ignoring baseline violations where the

violation direction is less likely to indicate a problem. For example, an unusually short
response time might not indicate a problem.
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= Baseline sensitivity per domain — reduces false positives by allowing different sensitivity
settings for different domains instead of a generic sensitivity setting for all domains

= Better detection of anomaly closure — algorithm improvement leading to less open anomalies
to be investigated

= Anomaly severity control - users can now define which metrics should be considered as
business critical. If those metrics breach their baseline, the severity for the detected anomaly
would be set to Critical.

= Better support for shared Cls —added a setting which allows users to define the desired
anomaly scope in the case of shared infrastructure Cls. For example, if the same database
server supports multiple business applications and abnormal metrics are detected in those
applications, SHA can ignore the shared database relationship and create smaller and more
focused anomalies per application vs. one big anomaly for all applications.

= Extended similarity analysis —a larger set of past anomalies will be considered for similarity
analysis (vs. the last 500 anomalies which exists today). For large scale environments, this
results in a better chance of anomaly similarity matching.

o Investigation user interface - Improved Cl filtering, allowing quick isolation of abnormal metrics
and better Ul performance

Application Performance Management

End User Management

¢ Usability and performance improvements in Performance Status over Time report (BPM)

o Usability and performance improvements in Metrics over Time Report (BPM and RUM),
including adding one-click action to get common metrics

o Added ability to import data from Application Lifecycle Management's Performance Center into
BSM that includes BPM scripts and SiteScope configuration templates. Sharing such
information between development and operations enables you to use scripts and SiteScope
configurations that have already been tested and fine tuned.

HP Real User Monitor 9.21

o RUM Browser — expanding its traditional network packet capture methodology, RUM now offers
a new and enhanced web client monitoring. By automatically injecting JS tags, RUM is able to
measure client times directly from real users' browsers, adding an outside-in monitoring
approach.

= This solution is ideal for HTTP-based web applications that are heavily dependent on client
processing.

= RUM Browser can be deployed alongside the network probes or as a standalone client
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offering (front-end HTTP monitoring only) where no network instrumentation is needed.

= RUM Browser currently supports most of the traditional capabilities including EUM
application reports.

» Data reported includes session, transaction, page, and page component data.

= The following functionality is currently not supported by RUM Browser: snapshots, script
generation, text pattern events

o Data Export —a robust mechanism that provides access to RUM raw data stored on the
embedded RUM MySQL database. Data export is configured via an XML file on the RUM
engine, and enables you to specify what type of data to extract. Session, transaction, page, and
event data can be extracted and saved in CSV file format. This capability enables importing
RUM data into external data sources that support importing .CSV files, such as Bl tools,
databases, or data warehouses. Data export enables extracting RUM data without having to
invoke queries to the MySQL database, which can negatively affect database performance.

o Citrix —quality and correctness improvements

o RUM Server Collector — optional deployment for RUM. A lightweight agent that can be installed
on the monitored server and serve as a virtual tap. The collector sends the monitored traffic to
the RUM probe, while avoiding any network configuration: The RUM probe configures a traffic
filter in the server collector which then opens a channel to retrieve all the traffic that it listens to.
Processing done on the monitored server is minimal, and it does not have significant impact on
CPU or memory usage. This replaces the need to use port spanning or network taps.

o RHEL6 Support — The RUM probe has been certified to be installed on RedHat Linux 6.

HP Diagnostics 9.21

BSM 9.21 integrates with Diagnostics 9.21. For details on new features in Diagnostics 9.21, see
the Diagnostics 9.21 release notes.

SiteScope 11.21

BSM 9.21 integrates with SiteScope 11.21. For details on new features in SiteScope 11.21, see the
SiteScope 11.21 release notes.
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Service and Operations Bridge

Operations Manager i
Mobility

o New OMi mini-app

The OMi mini-app enables users to continually view the most up-to-date status of their
monitored environment. Operators can drill into the event details to understand the business
priority, take actions, open tickets, and forward events to application support specialists for
further handling.

The OMi mini-app is available on HP LiveNetwork.

Simplification
¢ New event dashboard designer

Event dashboards display status information using different types of widgets (for example,
stack and pie widgets). Each widget references an event filter, a view, or both, and only displays
the status of those events that match the criteria of the filter and that are related to the
configuration items included in the referenced view. The new event dashboard designer provides
a graphical user interface to design dashboards with reusable widgets. It is no longer required to
edit .xml files, speeding the time and reducing the effort to create custom dashboards.

o New custom event count-based KPI

Custom event count-based KPI provides a much simpler approach for getting additional event-
driven KPls. A new KPI can be created within Service Health and then fed by ensuring that the
sub-category field of incoming events is set correspondingly. For example, you can add a new
Security KPI and then color this KPI based on the most critical status of all active events having
their sub-category attribute set to Security.

RTSM

e BSM 9.21 supports UCMDB Content Pack 11.0.
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What's New in BSM 9.20
BSM Platform and Shared Services

Installation and Upgrade Improvements

o Reassembly is no longer required when downloading the BSM 9.20 files in electronic package
format. However, because these files are greater than 2GB, they cannot be downloaded using
Internet Explorer 6.

o Upgrade now available from BAC 8.07 and BSM 9.01 to BSM 9.20 with staging (using Staging
Data Replicator and Data Transfer Tool)

o Upgrade available from BSM 9.12 via staging or directly to BSM 9.20

Security Enhancements

Significant improvements in the security area.

Middleware Updates

The following middleware components were updated to more recent versions for improved security
and supportability: Java, Sonic Bus, Apache web server, Tomcat.

Platform Enhancements

o System Health Improvements

= Added ability to manage BPM monitors per instance instead of aggregative monitors

= Added ability to set different alerts on different BPM instances

= Added JMX encryption to enable connecting System Health in secure BSM environments
o User permissions enhancement

= You can now customize the default page and available menu items at a group level. This
means that you can restrict access to features or set default pages for all users in a group,
including all members of sub-groups that are part of a parent group. If you restrict access to a
feature or report for a group, all members of that group will not have access to the feature and
you will not be able to override the setting for individual users.

HP Business Service Management (9.24) Page 49 of 61



BSM What's New
What's New in BSM 9.20

Performance Graphing

o Support for Diagnostic Data source

o Performance grapher available on all domains

o Does not require an OMi Event Foundation License

o Performance Improvements

MyBSM and Service Health Dashboards

o Added Watch List, which provides a high level health overview of critical Cls from different
views (without having to create a view that contains those Cls). This is useful for dashboards or
NOCs displaying health overview on big screens

o Updated Top View

Provides cleaner overview of Cl status

Default displays Cl status only, but KPIs can be shown as well
Double-click or click on center button to center on CI (new behavior)
Single-click no longer moves tree

On click, show Business Impact and KPls

Find CI from toolbar

Path to root

Problematic subtree

Based on open source component

o Local Impact View (LIV) delete KPI - provides ability to delete KPI/HI in specific LIV with no
impact on the standard view or other LIVs

Service Health Analyzer

« New Anomaly highlights page

« New application tab allows viewing all open anomalies

o Lower total cost of ownership, as no longer need Analytics Server (unless required to extract
PA/OM data)
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o Improve anomaly isolation, for example ability to identify the Cl with the most abnormal metric
as possible cause

o Increase out-of-the-box (OOTB) content, including OOTB support for virtualization metrics from
SiteScope or PA/OM

Application Performance Management

End User Management

o Automated baselines have been added to the EUM Metric Over Time report (metric: Transaction
Response Time (with baseline) and are available for thresholds for generating alerts. The user
can select which applications should have calculated baselines. The baseline values are
adjusted according to seasonality (e.g., day of week, time of day) to give alerts based on what is
normal for the application based on historical data.

o Enhanced ALM integration provides the ability to export RUM data from product monitoring (e.qg.,
number of user sessions for the peak hour) into ALM to improve pre-production testing. This also
provides the ability to export SiteScope measurements, templates, and application topology
from CMDB to ALM for pre-production testing.

o Improved EUM Reports:
= “Group By” in custom reports
= Show only locations monitoring the application in the locations filter

= Five minute granularity in BPM Performance over Time and Metrics over Time reports

HP Business Process Monitor 9.13 (new features since
BPM 9.02)
e Supports scripts recorded in LoadRunner 11 patch 3

o Ability to automatically update BPM configurations in EUM when the BPM agent IP address
changes

« Mobile protocols - new protocols enabling monitoring of mobile applications. Traffic based
analysis is used for native applications and Ajax TruClient technology is used for browser-based
mobile applications.

o Support for component breakdown in Ajax TruClient scripts
e Tomcat version upgraded to version 7.11 to enhance security

o Enhanced sensitive data encryption for scripts with AES 256 bits key algorithm
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o Enhanced reports for synthetic monitoring of mobile applications:

= Overview application mobile device user experience in comparison to non-mobile device
using Application Summary report

= Overview application performance and availability distribution by device in Application Health
report

= View application performance and availability over time for different devices in BPM
Performance Over Time report

= Analyze transaction behavior according to the end-user device in Performance Analysis
reports

= View distribution of errors reported by BPM according to emulated device in BPM Error
Summary

= Filter all BPM reports according to mobile device
= Graph different synthetic monitoring metrics per device

o Alerts by mobile device type - alerts can now be generated based on performance and
availability problems by device using the existing, advanced BSM alerting mechanism

o Service Health by mobile device type - view real time synthetic performance and availability of
application and its transactions for each of the different devices in BSM Service Health

« BPM monitoring of your mobile applications using real mobile devices - BSM software and
Perfecto Mobile services provide technology for you to monitor the end user experience of your
mobile applications. The solution allows you to create scripts that are executed on a mobile
device (available from Perfecto Mobile) using your existing BPM points of presence. The
solution combines BPM with HP QuickTest Professional automated testing software and
Perfecto Mobile MobileCloud for QTP, a cloud-based, mobile testing solution that lets you
execute scripts on any of Perfecto Mobile’s hundreds of REAL devices located and connected
to LIVE networks around the world. Devices are available via a subscription model from
Perfecto Mobile.

HP Real User Monitor 9.20

o Protocol support and predefined application templates
= SAP GUI protocol support that enables monitoring application and network performance of
SAP GUI clients. RUM supports auto transaction detection based on SAP TCODEs, trace
anindividual user’'s session, detect and filter by username.

= AMF (Flex) protocol support that enables monitoring Flex-based applications.

= MQ protocol support that enables monitoring traffic used in message based communication
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layers. Data that can be extracted provides descriptive information, such as channel and
qgueue names, type of the message (PUT/GET) and more.

= GRE protocol support enables span port also over GRE tunnel (for Cisco Nexus virtual
switches) to simplify traffic monitoring in virtualized environments.

= Application template for monitoring Quality Center application — out of the box template
provides instant value in monitoring HP Quality Center by using predefined key session
properties.

o Web tier breakdown

= Simplified multi-tier configuration — redundant web tier configuration for web tiers of the same
application was removed.

= Break front-end web based tiers accurately and more granularly to speed isolation —i.e., tier 1
load-balancer, tier 2 reverse-proxy, tier 3 web-server, tier 4 web-application.

o Automatic threshold baseline for page download time an page server time thresholds.
o Support monitoring of IPv6 based traffic.

o Integration with HP Universal Discovery (UD)—- RUM can serve as a credential-less, passive
discovery probe that results in just-in-time discovery.

o Enhanced RUM views in Service Health bring the true value of RTSM by automatically
connecting underlying application infrastructure to RUM Business Applications/Transactions
Cls.

e Search for Session id in Content is now available through EUM Admin.

o Performance and quality improvements.

HP TransactionVision 9.20

o New Simplified OS Instance Licensing Model

« Significant performance and stability improvements, and simplified install in the z/OS Agent
o Processing Server and Agent platform support updates

¢ Improved Stability: over 70 maintenance updates

o New Transaction Management Ul localization support for German, Japanese, Korean, Russian,
and Spanish

o Upgrade support for 8.0x, 9.0x, and 9.1x t0 9.20
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HP Diagnostics 9.20

BSM 9.20 integrates with the recently released Diagnostics 9.20. For details on new features in
Diagnostics 9.20, see the Diagnostics 9.20 release notes.

SiteScope 11.20

BSM 9.20 integrates with the recently released SiteScope 11.20. For details on new features in
SiteScope 11.20, see the SiteScope 11.20 release notes.

Service and Operations Bridge
BSM Connector

BSM Connector combines the technology used by HP BSM Integration Adapter with that of

HP SiteScope Technology Integration Monitors to create a unified solution for integration of third-
party managers, applications, and enterprise management systems. BSM Connector 9.20 provides
the following capabilities:

o Discover topology from the product BSM Connector connects to (based on log files, database
tables, Web services, or custom data sources using topology scripts); discovered topology
populates RTSM

o Get events (from log files, database tables, Web services, XML files, SNMP traps, Open
Message Interface messages, or scheduled tasks)

o Get metrics (from log files, database tables, or Web services); metrics are stored in the BSM
Profile Database

o Define policies using Web-based Ul
e Synchronize events
 Manage BSM Connector from BSM

o Backward compatibility with previous integrations based on BSM Integration Adapter
(SiteScope Technology Integration Monitors remain available for existing integrations; for new
integrations, BSM Connector should be used)

o Supports BSM's open integration strategy, providing out-of-the-box connectors to HP and third-
party products. This enables expanding connectivity of BSM and related products (Operations
Manager i, Service Health Analyzer). Customers can access connectors via HP Live Network
(HPLN); NNMi Connector, BSM Connector for Nagios, BSM Connector for Microsoft SCOM,
and BSM Connector for IBM Tivoli are already available. HP certified partners will also be able to
build their own connectors and post them on HPLN. See the HP Live Network site
https://hpln.hp.com/group/bsm-integrations.
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Operations Manager i

Simplification
o New event dashboards

Event Dashboards provide an at-a-glance overview of the events from the environment you are
monitoring. Event Dashboards enable you to quickly assess the health of the environment and
to identify areas that require your attention.

For example, operators might use Event Dashboards in the following ways:

= Toget an overview of their monitored environment

= As an Operations Center Dashboard that is displayed on large screens

= As a starting point for daily management operations

= Toquickly apply event filters to the event browser

= Tokeep an eye on the monitored environment while working on an event

Event Dashboards display status information using different types of widgets (for example,
stack and pie widgets). Each widget references an event filter, a view, or both, and only displays

the status of those events that match the criteria of the filter and that are related to the
configuration items included in the referenced view.

In BSM, Event Dashboards are available as MyBSM components and can be added to MyBSM
pages as required.

e Shared event filters

In the Event Browser, shared filters are available for all users to apply. Users with permissions
to create shared filters can modify or delete a shared filter. This allows administrators to prepare
event filters that are used by multiple users.

o View-based authorization in event browser
Administrators can now configure views such that operators can only see events that belong to
views for which the operator has permissions. This helps in separating operator groups and
assures that operators only see those events they are responsible for.

o Simplified setup/upgrade

The certificate setup on the Gateway and Data Processing servers is now totally automated and
no longer requires the manual execution of commands. Granting certificates from BSM
Connector or SiteScope systems can now be done from within the BSM console using the new
Certificate Requests Admin Ul and also supports automatic granting of certificates.
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o Reduced memory footprint
o Color event background in accordance with the event's severity

Applies a colored background that represents the severity of the event to the event in the Event
Browser. Event background coloring includes "Color all events" and "Color only events assigned
to current user"

Automation

o Stream-based event correlation

Stream-based event correlation (SBEC) uses rules and filters to identify commonly occurring
events or combinations of events, and helps simplifying the handling of such events by
automatically identifying events that can be withheld, removed, or need a new event to be
generated and displayed to the operators.

The following types of SBEC rules can be configured:

= Repetition rules: frequent repetitions of the same event may indicate a problem that requires
attention

= Combination rules: a combination of different events occurring together or in a particular order
indicates an issue, and requires special treatment

= Missing recurrence rules: a regularly recurring event is missing, for example, a backup event
does not arrive when expected

o Advanced TBEC rules: correlation rule weighting and potential cause events

Correlation rule weighting can now be used in TBEC rules to override existing cause-symptom
relationships. Potential cause events are now shown on the Potential Cause tab inside the
Related Events tab.

For example, two events are received:
= an application failure event
= adatabase problem event for the database used by the impacted application

The database failure is marked as cause for the application failure. Subsequently, an application
server down event for the application server that our application is running on is received. The
new event is a more appropriate cause with a higher weighting and therefore replaces the
database problem event as cause.

The database problem event is now shown as possible cause event in the Potential Causes
sub-tab located in the Related Events tab. Additional information, such as the rule weight factor,
and the time when the event was received, are also displayed.
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Operators can inspect all possible causes for a symptom event, better understand the matching
correlation rules, and, if they have the appropriate permissions, manually change the cause of
that event to any one of the available alternatives when investigating a problem.

Automatic event storm detection

Operations Manager i can be configured to look for event storms from managed systems and
discard all subsequent events until the event storm condition for a particular system is over.

Exception rules can be defined so that important events, for example security-related events,
from a system under event storm condition are still displayed.

Automatic event archiving

Closed events are now automatically archived and deleted from the event database after a
configurable time. Archives are automatically zipped and can be stored on disk or on HP Cloud
Object Storage.

Automatic user group assignments based on view filters

Automatic user group assignments can now assign events based on event and view filters. This
allows administrators to assign events belonging to view A to another operator group then
events belonging to a view B.

Dynamic Environments

Automatic creation of node Cls based on incoming events:

In highly dynamic (virtual/cloud-based service) environments, new nodes are generated and
decommissioned repeatedly and often. Discovery processes are sometimes too slow to detect
them and create the required related CI. To ensure that it is possible to manage events received
from dynamically generated nodes, Operations Manager i can create these node Cls automatically
when events arrive. Node Cls can be automatically created if the node information inside the event
matches a whitelist of IP ranges, node name patterns, or both.

Integrations/Content

BSM Connector for Tivoli (TEC, ITM, Netcool)

Content Packs for Microsoft IS, SAP

New content pack for SAP

New TBEC rules for Oracle and Microsoft SQL Server Content Pack

Updated TBEC rules for Microsoft Exchange Server and Infrastructure Content Packs
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RTSM

e BSM 9.20 supports UCMDB Content Pack 10.01, which was released with RTSM 9.05.
o Improvements in Discovery Usability

= UCMDB now enables you to add a description for an IP address range on a Data Flow Probe
to more easily differentiate between ranges.

= You can now add a new or cloned resource directly into an existing discovery package.

= You can now choose whether or not to "touch" or update the last access time of Cls after
running discovery. By disabling touch, you can ensure that the information is added to the Cls
but that their Last Access Time remains unchanged. This prevents the touch from affecting
the aging mechanism for those Cls.

= The global filtering feature, which filters results sent by the probe to the UCMDB, now
includes the option for recursive filtering, enabling you to not only filter out a Cl so that it is not
included in the filter results, but also any of the selected Cl's contained Cls or relationships.

o HP Service Manager and Other Integration Enhancements

The following enhancements were developed to significantly improve integration with HP
Service Manager version 9.30 using the SM Content Pack UCMDB_Enhancement version 9.31.
The UCMDB adapter for this integration is packaged in CP 10 Update 1 which is also bundled
with UCMDB 9.05. These enhancements can apply to other integrations if those adapters
implement the appropriate code and are configured to use these enhancements.

= The UCMDB push engine capacity was improved from 1 to 6 million Cls and their
relationships per TQL. (This improved capacity is dependent on the specific adapter's own
capacity limitations.)

= When pushing data to SM, more complex TQLs (TQLs that hold multiple levels) can be used,
where previously only TQLs of two levels were supported.

= Improved performance for pushing virtual relationships (compound and virtual-join).
= Better visibility of warnings and error messages related to both population and push flows.
= Added the ability to repush Cls that returned errors and warnings.

= A new Java APl was added to more easily identify Global IDs for UCMDB IDs and vice
versa. This is particularly useful when integrating with other HP Software products.

¢ Improved Cl Management

= You can now include Cls from external data sources (federated Cls) in a view, by defining the
base query to run over integration points for federated data sources. The federated Cls appear
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in the view with an arrow icon indicating that they are from a federated source. This option is
also available when getting related Cls and running a Cl Conditional search.

= Inthe Cl Type Manager, data model information for selected Cl types and relationships can
now be exported to Microsoft Excel (previously only the PDF format was available). You can
also select which data model information to include in the report.

= UCMDB now supports more flexible identification rules for Cl instances. You can now
change or remove the key attributes of an existing CIT and switch the identification method, if
the key attribute values for all instances of that CIT are unique.

= You can now click a Cancel button if an operation involving a request to the server, such as
searching for Cls or calculating a TQL, is taking a long time to complete. Canceling the
operation restores the user interface, enabling you to continue working.

¢ Modeling Studio Precision Improvements

= When Cls are dynamically added to Pattern Based Models, the models are calculated at the
time they are saved and the TQL query runs at specific intervals to update the model. You can
now set the starting date and time, and repeat intervals for the pattern-based model updates.
You can also use a cron expression to set the updates to run. The repeat interval must be
evenly divisible in a 24-hour period to ensure that the updates are performed at the same
hours each day. The settings you select also apply to all pattern-based models created
subsequently.

= You can now export and import Pattern-based models using Package Manager. When you
export a pattern-based model, the underlying TQL query of the model, as well as an
enrichment used to update the model content, are added to the package (the Cls themselves
are not added). When you view the package resource, or deploy or undeploy the package,
only those resources are displayed. The model name does not appear.

= When querying the CMDB API, the new Element Layout tab in the Query Node Properties
dialog box, enables you to specify the attributes to include in the query results for each query
node or relationship in a TQL query. When you make a selection of the attributes to include in
the query results for a particular Cl type, the selection also applies to all of its descendant Cl
types. You can manually exclude specific attributes for descendant Cl types.

= When building a perspective-based view, you can open the perspectives directly from the
View Editor to preview them. The perspectives are opened in a new tab in Modeling Studio.

Documentation and Online Help

¢ Planning and deployment guides are now available only from the HP SSO Product Manuals Site,
to ensure that the most accurate and up-to-date versions of these documents are accessible to
customers. The Get_Documentation.htm file, which is available from the BSM installation
DVD root, from the BSM Online Help system, and from the BSM Help menu, provides deep
links into all the documents needed to plan and install or upgrade BSM.
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What's New in BSM 9.20

e The BSM Online Help system now uses a new Webhelp engine that improves performance,
enables more robust search capabilities (including boolean and string searching), provides quick
toggling of the navigation pane, and enhances navigation with options for going to the previous or
next topic or for going forward or backward in the browsing history.

« Rearchitecture of the Help assets to provide user/role/need-based access to the key documents
used by administrators and users at the different stages of BSM lifecycle (from planning, to
installation/upgrade, to platform setup, modeling and monitoring setup, application setup, day-to-
day usage, and advanced configuration).

¢ Cleaner Home page design with links to getting started documents, integration and best

practices documents, quick links to main online Help areas, and links to key HP Software
support and community sites.
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We appreciate your feedback!

We appreciate your feedback!

If you have comments about this document, you can contact the documentation team by email. If
an email client is configured on this system, click the link above and an email window opens with
the following information in the subject line:

Feedback on BSM What's New (Business Service Management 9.24)
Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client,
and send your feedback to SW-Doc@hp.com.
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