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Introducing SiteScope

HP SiteScope is an agentless monitoring solution designed to help you ensure the availability and
performance of distributed IT infrastructure and applications. SiteScope continually monitors IT
components through a web-based architecture that does not require installing data collection agents
on your production systems. For details, see "SiteScope Overview" on page 23.

Tip: You can view a guided and narrated overview of the SiteScope application in the HP
Video Gallery: http://h20621.www2.hp.com/video-gallery/us/en/sss/20308EBD-0975-4C42-
9671-DF922B64E6D2/r/video/.

In addition to the full edition, SiteScope is also available in the following editions:
o SiteScope Freemium

This edition enables you to use SiteScope with partial functionality for an unlimited period of time
for free. For details, see "SiteScope Freemium Overview" on page 29.

o SiteScope Failover
This edition enables you to implement failover capability for infrastructure monitoring. It
automatically switches the functions of a primary system to a standby server if the primary

system fails oris temporarily taken out of service. For details, see "SiteScope Failover
Overview" on page 30.
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Chapter 1: SiteScope Overview

SiteScope monitors collect key performance measurements and report topology on a wide range of
back-end infrastructure components. The monitors are individually configured to automatically test
performance and availability of systems and services in the network environment.

SiteScope monitoring includes alerting and reporting capabilities, along with a dashboard for a real-
time picture of the monitored environments. SiteScope can be configured to send alerts whenever it
detects a problem in the IT infrastructure. In addition, SiteScope can create reports for monitors or
monitor groups that display information about how the servers and applications you are monitoring
have performed over time. For details, see "SiteScope Monitoring Model" below.

To help you deploy monitors with similar monitoring configuration criteria across the enterprise, you
can define templates, or use preconfigured SiteScope solution templates. The use of templates
enables you to develop and maintain a standardized set of monitor types and configurations in a
single structure that can be repeatedly deployed and easily updated using global change and
replace capabilities, without having to update each object individually.

SiteScope also includes alert template types that you can use to communicate and record event
information in a variety of media. You can customize alert templates to meet the needs of your
organization.

For a list of features in SiteScope, see "Key Features of SiteScope" on the next page.

Tip: You can view a guided and narrated overview of the SiteScope application in the HP
Video Gallery: http://h20621.www2.hp.com/video-gallery/us/en/sss/20308EBD-0975-4C42-
9671-DF922B64E6D2/r/video/.

SiteScope Monitoring Model

SiteScope's Web-enabled architecture enables the creation and ongoing administration of a
centralized, scalable monitoring environment. It consists of the following key components:

« Browser-based interface. Manages end user status information requests, configuration change
requests, and access control.

« Scheduler. Coordinates the running of monitors, alert creation, and report generation. For
details, see "Schedule Preferences" on page 708.

o Groups. A group is a container for monitoring assets. Groups may contain subgroups and are
used to organize monitors. Groups are created prior to monitors. For details, see "Create Groups
in SiteScope" on page 262.

¢ Monitors. A monitor collects performance and availability information about the system being
monitored. It checks the status of server components, key application processes, log files, or
network devices, to name a few. It also collects data based on selected metrics and displays a
status of good, warning, or error with respect to the configured thresholds. For details, see
"Create Monitors in SiteScope" on page 269.
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o Alerts. An alert is an action triggered by a change in the status of a monitored asset. Alerts
notify required users when negative events or failures occur. An alert can be sent to a variety of
media including email, pager, Short Message Service (SMS) messages, or an SNMP trap. For
details, see "Configure SiteScope Alerts" on page 1140.

« Reports. A report is a historical representation of monitored data for trending and analysis
purposes. SiteScope offers a variety of reports from quick monitor reports to detailed
management reports. Reports enable you to track trends and operational performance and to
troubleshoot problems. For details, see "Reports" on page 1210.

o Analytics. Using Analytics, SiteScope can anticipate potential problems on business monitors
and alert users of issues in critical applications before they occur. Analytics uses a run-time
analytics engine that can predict IT problems by analyzing abnormal system behavior, and
alerting IT managers of business flow degradation before an issue impacts their business. For
details, see "Configure Predictive Analytics" on page 1261.

Key Features of SiteScope

SiteScope has the following features:

Agentless, Enterprise-Ready Architecture

« Enterprise-ready architecture. SiteScope provides simultaneous monitoring of a large number
of systems, and support for secure connections.

« Agentless monitoring. SiteScope monitors without the deployment of agent software on the
servers to be monitored. This function makes deployment and maintenance of SiteScope
relatively simple compared to other performance monitoring solutions.

« Simple installation and deployment. SiteScope is installed on a single server running as a
service or a process. This results in quick installation and easy monitoring configuration.

Web-Based User Interface

o Intuitive administration. SiteScope reduces the time spent managing a monitoring
environment by providing a user friendly browser-based interface for viewing and administering
of the monitoring platform. For details, see "Navigate SiteScope" on page 36.

« Multi-View. Enables you to see the status of everything that is being monitored in your IT
infrastructure in a single view. You can group objects in various different ways to fit the
perspective of different personas. For example, you can use it to display SiteScope groups and
monitors in a hierarchical tree map as a set of nested rectangles, without losing the relationship
between the data; you can display monitors grouped by target remote server; or you can display
monitors grouped by custom search/filter tags. Multi-View is ideal for displaying enterprise-wide
monitoring status in a network operations setting. For details, see "SiteScope Multi-View" on
page 1031.
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Standardized Monitor Deployments and Updates Using Templates

« User-defined templates. SiteScope supports the ability to create and publish reusable
templates, enabling you to set up and deploy multiple IT elements with similar monitoring
configuration criteria. Using the Publish Template Changes wizard, you can rapidly update your
monitoring environment across the entire enterprise, without the need for extensive manual
updates. For details, see "SiteScope Templates" on page 771.

« Solution Templates. SiteScope offers solution templates that feature built-in domain expertise
in the form of specialized monitors, default metrics and thresholds, proactive tests, and best
practices for a given application or component being monitored. For details, see "Deploy
Solution Templates" on page 882.

+ Automated deployment with XML. SiteScope enables you to bypass the user interface and
deploy templates using an XML file. This saves your IT organization time and money by enabling
the introduction of a large number of monitors in a single operation. For details, see "Automatic
Template Deployment Using an XML File" on page 862.

Infrastructure Performance and Availability Monitoring

o Out-of-the-box monitors. SiteScope provides more than 100 out-of-the-box monitors covering
aspects such as utilization, response time, usage, and resource availability. For details, see
"Monitors and Groups" on page 261.

« Customizable monitors. SiteScope provides custom monitors that enable you to extend your
SiteScope environment by creating new monitor types and customizing existing monitors. By
using custom monitors, HP customers and partners have the ability to develop solutions for
environments not supported by existing SiteScope monitors. Custom monitors can also be
shared with other users by publishing them to the HP SiteScope community on the HP Live
Network. For details, see "Create Custom Monitors" on page 333.

o Elastic configuration. Elastic configuration is a way to automatically adjust the SiteScope
monitoring configuration based on changes that are happening in your IT environment.
SiteScope provides various dynamic monitors that automatically update themselves over time
by adding and removing counters and thresholds as virtual machines move from one host
system to another. In addition, baselining is supported, where thresholds are dynamically
changed based on historical monitoring data. Dynamic monitors include VMware Host Monitors,
VMware Datastore Monitor, Generic Hypervisor Monitor, Hadoop Monitor, HP Vertica JDBC
Monitor, KVM Monitor, Dynamic Disk Space Monitor and Dynamic JMX Monitor.

« Baseline management. SiteScope can be used to create baselines and schedule specific
thresholds based on a time period or date. The baseline calculated for your configuration can be
tested against actual performance conditions to view the errors and warnings that would have
been reduced by the calculated baseline. Graphs can be used to compare your calculated
baseline with current threshold settings to determine potential performance improvements. For
details, see "Set Monitor Thresholds Using a Baseline" on page 340.

« Customization capabilities. SiteScope permits the display of customizations of groups and
monitors by using custom data fields and HTML-sensitive description tags. In addition,
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SiteScope permits the customization of alert text and report configurations by using templates
and user-defined variables. For details, see "Properties Available in Alerts, Templates, and
Events" on page 1199.

« Self-monitoring. SiteScope monitors key aspects of its own operability and identifies monitor
configuration problems and critical server load. It also monitors its own integration and data
events when configured to report to Business Service Management. For details, see "SiteScope
Server Health" on page 1052.

Alerts, Notifications, Predictive Analytics, and Reports

« Proactive alerting. Provides alerting capabilities, based on customizable thresholds, so that
you can fix problems before end users experience them. Alerts are sent to IT administrators
based on configured thresholds and defined schedules. There are several types of alert actions,
such as sending email messages, Simple Network Management Protocol (SNMP) traps, or
executing a script. For details, see "Configure SiteScope Alerts" on page 1140.

o Server-based reporting. SiteScope can collect multiple pre-selected metrics from a specific
server and combine them into a single graph—giving you quick access to key performance
monitoring data for any server in your environment. One of the key benefits of server-based
reporting is the ability to drill down into reports to troubleshoot server related issues. For details,
see "Reports" on page 1210.

o Predictive Analytics. Predictive Analytics helps protect businesses from the impact of IT
issues by predicting potential problems in critical applications and informing you of issues that
can affect the business flow. SiteScope uses baseline and correlation calculations to analyze
system problems and provide details to assist with root cause analysis so that you can
anticipate issues before business flows are impacted. For details, see "Configure Predictive
Analytics" on page 1261.

Integrate SiteScope With a Wide Variety of HP Software and Third Party
Products

SiteScope can be integrated with a variety of HP software and third party products, including:

« HP Business Service Management. SiteScope can be used as a data collector for HP
Business Service Management (BSM). BSM receives data about end-users, business
processes, and systems and uses the data in reports and analysis. SiteScope monitor data can
be sent to BSM for all monitors, or for selected monitors only. For details, see "Connecting to a
BSM Server" on page 225.

o HP Operations Manager and Operations Management: combining agentless and agent-
based monitoring. SiteScope can be used in conjunction with HP Operations Manager
(HPOM) or Operations Management (OMi), such that a single console acts as a central
repository for all discovered events.SiteScope collects events and then logs it to an agent data
store using the HP Operations agent which resides on the SiteScope server. This information is
then forwarded to HPOM/Operations Management. For details, see Integrating SiteScope with
HP Operations Manager Products in the SiteScope Help.
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« HP Performance Manager and Performance Graphing: view both agentless and agent-
based data when monitoring performance. Using the HP Operations agent that resides on
the SiteScope server or a profile database in BSM (for reporting to Performance Graphing only),
you have visibility of SiteScope metrics in HP Performance Manager as well as the graphing
component of Operations Management. For details, see Integrating SiteScope with HP
Operations Manager Products in the SiteScope Help.

o Other HP software products. Data integration enables SiteScope reports to be displayed and
the SiteScope user interface to be hosted—all within HP Performance Center. You can also
view SiteScope system level performance and availability information within HP Diagnostics.
Other integrations include the ability to send SiteScope events and metrics to Network Node
Manager (NNMi) and the automatic creation of monitors in SiteScope through its integration with
HP Operations Orchestration. SiteScope also integrates with HP Application Lifecycle
Management (ALM) to share monitoring data and templates from the production environment to
enable load testing engineers to plan performance tests and application deployment. Lastly,
SiteScope serves as the monitoring foundation for HP LoadRunner and Performance Center
software, to better identify bottlenecks during the load testing phase. For details, see
"Integrations” on page 209.

o Amazon CloudWatch. SiteScope can be used to report SiteScope monitor measurement data
to an Amazon CloudWatch service. This integration enables customers who use SiteScope for
monitoring their AWS-hosted applications to report any SiteScope metrics to Amazon
CloudWatch service. SiteScope metrics data can be used for AWS AutoScaling, reporting, and
alerting. For details, see "Amazon CloudWatch Integration Preferences" on page 657.

For an overview of SiteScope integrations, see "Integrations Overview" on page 210. For a diagram
illustrating the various SiteScope integrations, see "Integrating with Other Applications" on page
213.

Monitor IT Health From Anywhere

+ Mobile access. Using HP SiteScope’s mobile access capabilities, you can access SiteScope
from a mobile device using SiteScope’s free downloadable apps (supported on iPhone, iPad,
iPod touch, and Android phones or tablets). With this capability, you can search HP SiteScope
servers to view individual monitors and group statistics, perform actions on search results to
mitigate issues, respond to email alerts when a problem is detected in the IT infrastructure, add
selected monitors and groups to a favorites list, and generate ad hoc reports for monitors,
groups, or alerts for specific time periods. For details, see "SiteScope Maobile Apps" on page
189.

Failover Capability for Monitoring Mission-Critical Applications in High
Availability Environments

« Failover capabilities. SiteScope offers failover support to give you added redundancy and
automatic failover protection if a SiteScope server experiences availability issues. When the
primary HP SiteScope server becomes unavailable, a secondary server takes over, providing
uninterrupted monitoring. This capability does not require additional hardware and takes
advantage of mirroring operations that enables rollback capabilities in the event of interruption.
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For details, see "SiteScope Failover Overview" on page 30.
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Chapter 2: SiteScope Freemium Overview

The SiteScope Freemium edition enables you to try SiteScope for an unlimited period of time for
free. It provides 250 SiteScope points, and enables you to use SiteScope with a restricted set of
features for as long as you want.

SiteScope Freemium uses a Freemium license. You can download and install SiteScope Freemium
from the HP SiteScope Product page (http://www.hp.com/go/sitescope).

For more information about the features available in SiteScope Freemium, licensing, and the
SiteScope Freemium installation flow, see the SiteScope Deployment Guide (<SiteScope root
directory>\sisdocs\doc_lib\Get_Documentation.htm).

You can upgrade SiteScope Freemium to a full SiteScope license at any time to expand the
monitoring capacity of your initial deployment and to enjoy all the features offered by SiteScope.
This provides an efficient and flexible way to scale SiteScope to your environment. For more
information on licensing the full version of HP SiteScope, contact your HP Software Sales
Representative or visit http://www.hp.com/go/sitescope.
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Chapter 3: SiteScope Failover Overview

The SiteScope Failover solution enables you to implement failover capability for infrastructure
monitoring by provisioning for backups, redundancy, and failover mechanisms. It automatically
switches the functions of a primary system to a standby server if the primary system fails or is
temporarily taken out of service.

The SiteScope Failover (automated mirroring) solution was reinstated as a replacement for the
SiteScope Failover Manager (shared drive architecture) solution which was introduced in SiteScope
11.00. SiteScope Failover is a more robust solution which is easy to install and configure, and it
does not require additional hardware (you do not need a network drive to store SiteScope
configuration data). For details on installing and using SiteScope Failover, see the HP SiteScope
Failover Guide (<SiteScope root directory>\sisdocs\doc_lib\Get_Documentation.htm).

While SiteScope Failover Manager is supported for this release, we might stop supporting it in the
future. If you are using the SiteScope Failover Manager solution, we recommend that you evaluate
amove to the SiteScope Failover solution. For details on the SiteScope Failover Manager solution,
see the HP SiteScope Failover Guide (<SiteScope root directory>\sisdocs\doc_lib\Get__
Documentation.htm).

Note:

o Avalid SiteScope Failover license file is required to use SiteScope Failover. If you do not
have a valid license file, you can submit a request to renew or upgrade your license using
the HP Licensing for Software Portal
(https://h30580.www3.hp.com/poeticWeb/portalintegration/hppWelcome.htm).

o If you want to configure HP Operations Manager Integration for SiteScope with High
Availability option, the SiteScope Failover solution is recommended.
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Part 1: Getting Started

This section explains how to access SiteScope ("Log into SiteScope" on page 32) and how to
navigate the SiteScope user interface ("Navigate SiteScope" on page 36). It also provides a
recommended flow for setting up and administering your monitoring solution ("Set Up and
Administer SiteScope" on page 73).

To help you get started with SiteScope, see the suggested workflows:

o "Create a Basic Monitoring Structure" on page 77. Use this workflow for creating a simple
monitoring structure in SiteScope.

o "Create a Monitoring Structure Using a Template" on page 79. Use this workflow for creating
standardized templates for mass (enterprise) deployments.
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You can access SiteScope from any computer with a network connection (intranet or Internet) to
the SiteScope server using a supported Web browser or from the Start menu on Windows
platforms. Alternatively, you can use a silent login URL which enables you to go directly to the
specified SiteScope server without showing the SiteScope login page (for details, see "Silent
Login" below).

For details on browser requirements, as well as minimum requirements to successfully view
SiteScope, see the System Requirements section in the SiteScope Deployment Guide
(<SiteScope root directory>\sisdocs\doc_lib\Get _Documentation.htm).

Learn About
Silent Login

You can access SiteScope using a silent login URL. This enables you to skip the login page and
directly open the user account for the given user name and password using the silent login address.

In addition, you can use silent login in conjunction with a page option view that you saved in your
browser's list of Favorites to open SiteScope directly to a particular group or view. For details on
configuring a favorite page option view, see Page Options in "Common Toolbar" on page 38.

To start SiteScope using silent login, you must encrypt the user login name and password using the
SiteScope Encryption Tool, and enter the encrypted information in the silent login URL. For task
details, see "How to access SiteScope using silent login" on the next page.

Tasks

How to access SiteScope from a browser or from the Start menu

o Toaccess SiteScope from a browser, enter the SiteScope address in a Web browser. The
default address is: http://<server name>:8080/SiteScope.

o Toaccess SiteScope from the Start menu (Windows platforms only), click Start > Programs >
HP SiteScope > Open HP SiteScope.

The first time SiteScope is deployed, there is a delay for initialization of the interface elements.
When you connect to a SiteScope, the SiteScope opens to the Dashboard view.

Tip:

e Torestrict access to this account and its privileges, you should edit the Administrator
account profile to include a user login name and login password. SiteScope then displays a
login dialogue before SiteScope can be accessed. If no user name and password are
defined for the Administrator user, SiteScope skips the login page and automatically logs in.
For details on editing the Administrator account profile, see "User Management
Preferences" on page 726.
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o Itis also recommended to change the Integration Viewer account profile to include a user
login name and login password.

How to access SiteScope using silent login

This task describes how to create a silent login URL, and how to access the specified SiteScope
server directly without showing the SiteScope login page.

1. Create a user profile

In the Preferences context, click the User Management Preferences menu and create a user
account.

For user interface details, see "User Management Preferences Page" on page 730.

Note:
= The Administrator account is the default account that is active when the product is
installed. To create other accounts, you must first edit the Administrator account profile

to include a user login name and password.

= Silent login is not supported for users that contain any of the following special
characters in the password: ‘ (apostrophe), “ (double quote), or/ (backslash).

Example:

A user profile with the displayed name Regular User was added with login name Regular
and password Regular.
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Main Settings
Displayed user name: | Regular User
Login name: | Regular |
Pazsword: | bR |

Corfirm password: HERRERE |

|
LDAP service provider: | |
|

LDAP zecurity principal:

Azsign user role: I:IEI

[ Login dizabled

Allowed :
owed groups Site Scope

Permizsions

2. Configure user permissions - optional

Configure the user action permissions in the Permissions section of the New/Edit User dialog
box. By default, a new user has full permissions except for the permission to modify or delete
other user preferences.

For user interface details, see "Permissions" on page 738.

3. Encrypt the user profile
Encrypt the user login name and password.
a. Inacommand prompt, run the following command for the login name:

<SiteScope root directory>\tools\AutoDeployment\
encrypt_password.bat <login name>

For example:
C:\SiteScope\tools\AutoDeployment\encrypt password.bat Regular

The encrypted value for Regularis (sisp)uqlzrGliIms=.

b. Encode any non-standard URL characters according to the list in
http://www.blooberry.com/indexdot/html/topics/urlencoding.htm. Note that URL encoding
of a character consists of a % symbol, followed by the two-digit representation for the
character.
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In this example, = is a reserved character, and should be replaced by %3D. Thus, the
encoded value for Regularis (sisp)uqlzrGl1Ims%3D.

c. Save the encrypted value so that you can add it to the silent login URL.

d. Repeat the encryption process for the login password (if different from the login name).

4. Enter the SiteScope silent login URL in a browser
Create a SiteScope silent login URL for the user profile, and enter the URL in a Web browser.
The URL should be in the format:

http://<server_name>:8080/SiteScope?sis_silent_login_type=encrypted&login=
<encrypted_login_name>&password=<encrypted_password>

where <encrypted_login_name> and <encrypted_password> are replaced by the encrypted
login name and password.

5. Results

SiteScope skips the login page and directly opens the user account for the given user name
and password.

Note: If values entered for the login name and password parameters do not exist, are not
found, or if authentication fails, then the SiteScope login page is displayed.
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When you connect to a SiteScope, the SiteScope opens to the Dashboard view as shown below. If
you enter a user name to log on to SiteScope, it appears on the upper-right side of the window.

B SiteScope
Common toolbar — ragectens = hep =

Context toolbar ——+ = K Oy BT - - _ SReScope CPU Monkor ="C...| Cashboard || Properties || Anabfics | Merz | Peports |
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i 2 o | e
= Windows monderaforiak | | e e R

-] browsnbie montors ¢ Mame | 5ta..| Type | Torget | Sum.. |Upde... Desc..| U | @ | &
g Cpu menier o kb

—l Log Fibe meriter on it - L;SEE“N i
Context tree BB Memory on abmi == - CPUmemk. &4 CPU  shes. 0% 1007200
5 Log Fle mortw e | | B 30 Counters...
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Context buttons —- F i

Learn About

This section contains:

+ "Key Navigation Elements" below

« "Navigating and Performing Actions in the Context Tree" on the next page
o "SiteScope Keyboard Shortcuts" on the next page

Key Navigation Elements

The SiteScope window contains the following key elements:

« SiteScope common toolbar. Provides access to page options, documentation, and additional
resources. This toolbar is located on the upper part of the window. For more details, see
"Common Toolbar" on page 38.

« SiteScope context toolbar. Contains buttons for frequently-used commands in the selected
SiteScope context. For more details, see "Context Toolbar Buttons" on page 39.

« SiteScope context tree. Enables you to create and manage SiteScope objects in a tree
structure. For details, see "Monitor Tree" on page 43, "Remote Server Tree" on page 55, and
"Template Tree" on page 56.

« SiteScope context buttons. Provide access to the SiteScope Monitors, Remote Servers,

Templates, Preferences, Server Statistics, and Diagnostic Tools. For more details, see
"Context Buttons" on page 43.
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Note: The SiteScope Classic interface that was available in earlier SiteScope versions
using the URL http://<sitescope_host>:8888 is no longer available for managing
SiteScope. For more information, see SiteScope Classic Interface in the SiteScope
Deployment Guide (<SiteScope root directory>\sisdocs\doc_lib\Get Documentation.htm).

Navigating and Performing Actions in the Context Tree

There are several ways to navigate the context tree, perform actions, and edit object properties.

You can perform actions using the context toolbar, or you can select any object within the context
tree itself, and right-click the object to access a menu of options for that object. For example, if you
right-click the SiteScope node in the monitor tree, you select from a menu listing only those actions
that can performed on the SiteScope node. You can also perform actions on multiple groups and
monitors. For details, see "Perform Actions on Multiple Groups and Monitors" on page 101.

For details of the context tree objects and context menu options available for each object in the tree,
see "Monitor Tree" on page 43, "Remote Server Tree" on page 55, "Template Tree" on page 56,
"Preferences Menu" on page 64, "Server Statistics Menu" on page 66, and "Tools Menu" on page
67.

SiteScope Keyboard Shortcuts
You can perform the following commands in the monitor tree, template tree, and remote server tree
by pressing the corresponding shortcut keys:

Shortcut
Key Description

CTRL+A | Opens the New Alert dialog box, enabling you to create a new alert. For user
interface details, see "New/Edit Alert Dialog Box" on page 1162.

CTRL+C Copies the selected item and puts it on the Clipboard.
CTRL+D Deletes the selected item.

CTRL+F Opens the New Filter dialog box, enabling you to create a new filter. For user
interface details, see "New/Edit Filter Dialog Box" on page 96.

CTRL+G | Opens the New Group dialog box, enabling you to create a new group. For user
interface details, see "New SiteScope Group Dialog Box" on page 265.

CTRL+J Opens the Select Template/Group dialog box, enabling you to select the template
that you want to deploy or the group to which you want to deploy a template. For
details on the Select Template user interface, see "Select Template Dialog Box" on
page 331. For details on the Select Group user interface, see "Select Group Dialog
Box" on page 843.

CTRL+M  Opens the New Monitor dialog box, enabling you to add a new monitor. For user
interface details, see "New Monitor Dialog Box" on page 280.
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Shortcut
Key Description

CTrRL+R | Clears the filter configured in the Filter dialog box. For user interface details, see
"New/Edit Filter Dialog Box" on page 96.

CTRL+V Pastes the contents of the Clipboard to the selected location.
CTRL+X | Cuts the selected item and puts it on the Clipboard.
DELETE Deletes the selection.

F5 Refreshes the tree.

Ul Descriptions

Common Toolbar
The SiteScope common toolbar, located at the top of the SiteScope window, is accessible from all
contexts, and contains the following buttons:

Ul Element Description

z Enables you to select the following page options:

« Add to Favorites. Enables you to add the current SiteScope view to your
list of Favorites in your browser.

o Save Layout to User Preferences. Enables you to save the current view
as the default layout for the specific SiteScope user.

[Help | Enables you to access SiteScope Help, context-sensitive help for specific
windows, and other additional online resources.

You can also see descriptions of user interface elements in most pages or

dialog boxes. To enable this feature, click the Quick Help & button in the
specific page or dialog box, and rest the mouse pointer on the element box to
display a Tool Tip description. To make this feature unavailable, click the
Quick Help button again.

| “Logout | Logs you out of your SiteScope session.

You can customize your view of the monitor tree to list only those SiteScope elements with which
you are working. You can also assign search/filter tags to your groups, monitors, reports, and alerts
to further refine your selection. For details on this topic, see "Filter SiteScope Objects" on page 95.

SiteScope enables you to change monitor configurations across multiple monitors, groups, or
multiple SiteScopes using Global Replace. For details on the Global Replace user interface, see
"Global Search and Replace" on page 106.
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Context Toolbar Buttons

The context toolbar enables you to perform common functions in the different SiteScope views.

To access Select the Monitors, Remote Servers, or Templates context. The context
toolbar is displayed above the upper left pane.

Important Some toolbar buttons are not available in all SiteScope views
information
See also o "Monitor Tree" on page 43

o "Remote Server Tree" on page 55

e "Template Tree" on page 56

User interface elements are described below:

ul
Element Description

| | New. Adds SiteScope objects (groups, monitor, alerts, remote servers, and
T templates) to the relevant tree. The objects that you can add depend on the context.

|i| Edit. Enables you to select one of the following editing options:
o Copy. Makes a copy of the selected object.
o Paste. Copies or moves an object to the selected location in the tree.
o Cut. Moves the selected object to another location in the tree.

o Delete. Deletes the selected object from the tree.
5 Delete. Deletes the selected remote server from the tree.
Note: Available in the remote server tree toolbar only.
|E| Test. Tests the connection to the server.
o Note: Available in the remote server tree toolbar only.

|E| DetailedTest. Runs a test that displays the result of running commands on the
= remote server. This enables checking the permissions for the defined user.

Note: Available in the remote server tree toolbar for UNIX servers only.
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ul
Element Description

|¥| Filter. Filters the monitor tree to display only those SiteScope objects that meet the
o criteria that you define.

Select afilter option:

o New Filter. Opens the New Filter dialog box which enables you to create afilter.
For user interface details, see "New/Edit Filter Dialog Box" on page 96.

o Clear Filter. Clears the filter settings.

o <List of existing filters>. Displays a list of existing filters. The following options
are available:

= Apply. Applies the filter to the left tree pane.

= Edit. Opens the Edit Filter dialog box which enables you to edit the filter. For user
interface details, see "New/Edit Filter Dialog Box" on page 96.

= Delete. Deletes the filter from the filter list.

Note: Available in the monitor tree toolbar only.

|@| Manage Monitors and Groups. Enables you to perform an action (copy, move,

S delete, run monitors, enable/disable monitors, enable/disable associated alerts) on
multiple groups and monitors in the monitor tree. You can also filter the list of objects
in the monitor tree. For details on the Manage Monitors and Groups dialog box, see
"Perform Actions on Multiple Groups and Monitors" on page 101.

Note: Available in the monitor tree toolbar only.
|T| Collapse All. Collapses all branches in the tree.

Note: Available in the monitor and template tree toolbar only.
| = | Expand All. Expands all branches in the tree.

Note: Available in the monitor and template tree toolbar only.

|§| Refresh. Refreshes the data in the tree.
Show all. Displays hidden toolbar buttons.
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ul
Element Description

Quick Search. Enables you to search configuration objects (groups, monitors,
remote servers, templates, or counters) for a specific property name or value in the
monitor, template, remote server, or counters tree (in the monitor properties for some
browsable counter monitors).

Click the left end of the box to open the drop-down menu of filter options:

« Select Case sensitive to search for the filter string exactly as entered. Select
Case insensitive to ignore the case of the filter string.

o Select Use wild cards to use the wildcard symbol * in the filter string. Enables
you to use asterisk (*) characters in your search string in order to type only part of
the item.

o Select Match from start to search for the filter string at the beginning of a property
name or value. Select Match exactly to search for the exact filter string. Select
Match anywhere to search for the filter string anywhere in the properties.

o Select Match leaf node only to search for the filter string in leaf nodes (monitors
and empty groups only) in the tree. Clear to search all nodes.

o Select Hide nodes without children to hide groups that have no leaf nodes that
match the filter string (empty groups).

o Select Keep the children if any of their ancestors match to display all child
nodes of groups that match the filter string, even though the child does not match
the search string.

o Select Use auto filter to search automatically after a letter is entered in the
search text field. You can configure a delay before the auto filter runs in
Preferences > Infrastructure Preferences > General Settings > Quick search
auto filter delay (milliseconds). The default delay is 800 milliseconds (0.8
seconds). If Use auto filter is not selected, you must press the Enter key every
time you want to run the search.

Tip: In aloaded environment, it is recommended to increase the delay time in
Quick search auto filter delay time, or to disable the Use auto filter option.

Note:

o Quick search is only available in the following tree toolbars: monitor, template,
remote server, and counters tree (in monitor properties) .

o If afilteris applied to a tree, the search is restricted to the records currently
displayed.

HP SiteScope (11.23) Page 41 of 1293



Using SiteScope
Chapter 5: Navigate SiteScope

ul
Element Description

Show/Hide Pane. (Between left and right panes) Shows or hides the tree, and

4
‘ k expands or contracts the right pane.
&2 (Below context menus) Click to configure the context button display. The following

options are available:

 Show More Buttons. Click to show the next highest ranking SiteScope context
button in the left pane. This button is available only if not all the context buttons
are displayed.

« Show Fewer Buttons. Click to hide the lowest ranking SiteScope context button
from the left pane. This button is available only if at least one context button is
displayed.

o Option. Choose the order in which the SiteScope context buttons are displayed.
Use the Move Up and Move Down buttons to rearrange the order. To hide a
button from the left pane, clear the check box for the context. By default, all the
context buttons are selected (displayed in the left pane).

o Add or Remove Buttons. Shows the show/hide status of the context buttons.

By default, all the context buttons are selected (displayed in the left pane). To hide
a button, clear the check mark for the context.

Context Trees and Menu Options

"Monitor Tree" on the next page

o "Remote Server Tree" on page 55

o "Template Tree" on page 56

o "Preferences Menu" on page 64

e "Server Statistics Menu" on page 66

e "Tools Menu" on page 67

Tabs

o Dashboard Tab (see "SiteScope Dashboard" on page 1006)

o Properties Tab (see "Common Monitor Settings" on page 298)
o "Analytics Tab" on page 1278

o "Alerts Tab" on page 70
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o "Reports Tab" on page 71

Context Buttons

SiteScope has the following contexts that are available from the left pane:

ul
Element Description

Bprmere Enables you to create and manage SiteScope groups and monitors in a hierarchy
represented by a monitor tree. For user interface details, see "Monitor Tree" below.

srmecsn= - Enables you to set up the connection properties so that SiteScope can monitor
systems and services running in remote Windows and UNIX environments. For user
interface details, see "Remote Server Tree" on page 55.

EifTerpires Enables you to use templates to deploy a standardized pattern of monitoring to
multiple elements in your infrastructure. You can use preconfigured SiteScope
solution template or create and manage your own templates. For user interface
details, see "Template Tree" on page 56.

E rrerces Enables you to configure specific properties and settings related to most of the
administrative tasks within SiteScope. For user interface details, see "Preferences
Menu" on page 64.

Benesmse - Enables you to view key SiteScope server performance metrics. For user interface
details, see "Server Statistics Menu" on page 66.

i Displays diagnostic tools that can help you troubleshoot problems in SiteScope and
facilitate monitor configuration. For details on the available tools, see "SiteScope
Tools" on page 123.

Monitor Tree

The monitor tree represents the organization of systems and services in your network environment.
The tree includes containers and objects within your infrastructure. The shortcut menu options
include descriptions of the context menu options available for each object in the monitor tree.

To access | Select the Monitors context. The monitor tree appears in the left pane.

Important e The root node of the tree is the SiteScope container. Only one SiteScope node
information exists in the monitor tree. You add all other elements to the tree under the
SiteScope node.

e You can search for objects in the monitor tree by selecting a node and typing
the characters you want to search in the popup search box. Click the Esc key
to close the search box.

See also "Monitors and Groups" on page 261
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Monitor Tree Objects

User interface elements are described below:

ul
Element Description

ik Represents an individual SiteScope server.
Parent: Enterprise node or container.
Add to tree by: Importing or adding an empty SiteScope profile.

E3 E3 Represents a SiteScope monitor group or subgroup (with enabled monitors/with no
monitors or no enabled monitors).

If an alert has been set up for the monitor group or subgroup, the alert m symbol
appears next to the group icon.

If a Management report has been set up for the monitor group or subgroup, the report =
symbol appears next to the group icon.

Parent: SiteScope or SiteScope group.
Add to tree by: Creating, orimporting with a SiteScope that has groups defined.
Ba ] Represents a SiteScope monitor (enabled/disabled).

If an alert has been set up for the monitor, the alert m symbol appears next to the
monitor icon.

If a Management report has been set up for the monitor, the report = symbol appears
next to the monitor icon.

Parent: SiteScope group or subgroup, template, or solution template.
Add to tree by: Creating, or importing with a SiteScope that has monitors configured.

Represents the collection of available health monitors that are deployed to check
proper functioning of SiteScope monitors.

Parent: SiteScope.

Add to tree by: Automatically added with SiteScope object.
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SiteScope Shortcut Menu Options

User interface elements are described below:

Menu Item (A-Z) Description

Baselining Enables you to create a baseline for monitoring variations
in response times and performance in the infrastructure for
all monitors under SiteScope.

o Calculate. Enables you to select monitors, and specify
the relevant time and schedule to be used for
calculating the baseline. It also enables you to select
and fine-tune the baseline adherence level and define
boundaries.

o Review & Activate. Displays a summary of calculated
monitors and baseline data. It also enables you to save
the current monitor configuration, view and retry failed
operations, view baseline measurement graphs, and
apply the baseline configuration.

¢ Remove. Enables you to remove the baseline
threshold or recalculate the baseline after a baseline
has been calculated.

o Status Report. Displays information about the
baseline status for all monitors under SiteScope.

For details on this topic, see "Set Monitor Thresholds
Using a Baseline" on page 340.

Deploy Template Opens the Select Template dialog box that enables you to
select a template to deploy to the group. For user interface
details, see "Select Template Dialog Box" on page 331.

Deploy Template Using CSV Opens the Select Template dialog box which enables you
to select a template to deploy to the group using a CSV
file. For user interface details, see "Select Template
Dialog Box" on page 331.

Expand All Opens all the subtrees under SiteScope.

Global Search and Replace Opens the Global Search and Replace Wizard, which
enables you to run a global search and replace for monitor,
alert, group, preferences, alert action, and report
properties. For details on this topic, see "Global Search
and Replace" on page 106.

HP SiteScope (11.23) Page 45 of 1293



Using SiteScope
Chapter 5: Navigate SiteScope

Menu Item (A-Z)

Monitor Deployment Wizard

New > Alert

New > Group

Paste

Paste from other SiteScope

Reports >
Management/Quick/Monitor/Alert

Reports > Server-Centric

Reports > BSM Configuration
Changes

HP SiteScope (11.23)

Description

This menu item is available only to those users accessing
SiteScope from System Availability Management (SAM)
Administration in BSM. Opens the Monitor Deployment
Wizard. For details on this topic, see "Monitor Deployment
Wizard" in the BSM Application Administration Guide in
the BSM Help.

Opens the New Alert window which enables you to define
a new alert for SiteScope. For details on this topic, see
"Configure SiteScope Alerts" on page 1140.

Opens the New Group window which enables you to
define a new SiteScope group. For user interface details,
see "New SiteScope Group Dialog Box" on page 265.

Pastes the selected SiteScope object (that was previously
copied or cut) to the SiteScope node.

This menu item is available only through SAM
Administration when there is more than one SiteScope
connected to BSM. Pastes the selected SiteScope object
(that was previously copied or cut) from another SiteScope
to the SiteScope node.

Enables you to select the type of SiteScope report you
want to define. For details on these reports, see "Create
SiteScope Reports" on page 1211.

Note: The Monitor and Alert legacy reports also appear in
this menu if showlegacyReports is set to true in
Preferences > Infrastructure Preferences > Custom
Settings.

Enables you to generate a Server-Centric report for any
remote server being monitored by a Microsoft Windows
Resources or UNIX Resources monitor, provided the
monitor has the Enable Server-Centric Report check
box selected. For details, see "Create Server-Centric
Reports" on page 1251.

This menu item is available only through SAM
Administration when the SiteScope is connected to BSM.
Displays a log of configuration changes made to BSM. For
details, see "Create SiteScope Reports" on page 1211.
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Menu Item (A-Z) Description

Tools Available when configuring or editing specific monitors
(provided you are an administrator in SiteScope, or a user
granted Use monitor tools permissions). If a tool is
available, click to open and run the tool with the monitor's
existing data as its input. The test results appear in the
Results pane. For details on the available tools, see
"SiteScope Tools" on page 123.
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Group Shortcut Menu Options

User interface elements are described below:

Menu Item (A-Z) Description

Baselining Enables you to create a baseline for monitoring variations
in response times and performance in the infrastructure for
all monitors in the group.

o Calculate. Enables you to select monitors from the
group and specify the relevant time and schedule to be
used for calculating the baseline. It also enables you to
select and fine-tune the baseline adherence level and
define boundaries.

o Review & Activate. Displays a summary of calculated
monitors and baseline data for the group. It also
enables you to save the current monitor configuration,
view and retry failed operations, view baseline
measurement graphs, and apply the baseline
configuration.

o Remove. Enables you to remove the baseline
threshold or recalculate the baseline after a baseline
has been calculated.

o Status Report. Displays information about the
baseline status for all monitors in the group.

For details on this topic, see "Set Monitor Thresholds
Using a Baseline" on page 340.

Copy Copies the group and its contents (monitors, alerts, and
reports) to a monitor group or template.

Note: When copying a group that contains monitors with
baseline thresholds, the baseline thresholds are replaced
with static thresholds (which are the current percentile

values), and the monitors are no longer in baseline mode.

HP SiteScope (11.23) Page 48 of 1293



Using SiteScope
Chapter 5: Navigate SiteScope

Menu Item (A-Z) Description

Copy to other SiteScope This menu item is available only through SAM
Administration when there is more than one SiteScope
connected to BSM. Copies the group and its contents
(monitors, alerts, and reports) from another SiteScope to a
monitor group or template in the SiteScope node.

Note: When copying several monitors which have
dependencies between them to other SiteScopes, copy
them together with the group container in case it is
required to keep the dependency between them.

Copy to Template Copies the group and its contents (monitors, alerts, and
reports) to a template group. For details on this topic, see
"How to Create a Template by Copying Existing
Configurations" on page 790.

Cut Moves the group and its contents (monitors, alerts, and
reports) or a monitor and its contents (alerts and reports) to
a monitor group.

Note: When moving a group that contains monitors with
baseline thresholds, the baseline thresholds are replaced
with static thresholds (which are the current percentile
values), and the monitors are no longer in baseline mode.

Delete Deletes the group.

Note: You cannot delete a group if it has dependent alerts
or reports at the container level. To delete a group with
dependencies, you must remove the group from Alert
Targets and Report Targets for each dependency, and
then delete the group. You can delete groups that have
dependencies at the child level.

Deploy Template Opens the Select Template dialog box that enables you to
select a template to deploy to the group. For user interface
details, see "Select Template Dialog Box" on page 331.

Deploy Template Using CSV Opens the Select Template dialog box which enables you
to select a template to deploy to the group using a CSV
file. For user interface details, see "Select Template
Dialog Box" on page 331.
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Menu Item (A-Z)

Enable/Disable Monitor

Expand All

Global Search and Replace

Monitor Deployment Wizard

New > Alert

New > Group

New > Monitor

Paste

Paste from other SiteScope

HP SiteScope (11.23)

Description

Opens the Enable/Disable Monitors in Group dialog box
which enables you to enable or disable monitors in the
group, regardless of the setting in the monitor properties. If
you select Disable, the monitors are disabled until you
return to this dialog box and select Enable. For details on
the Enable/Disable Monitor user interface, see
"Enable/Disable Monitors in Group Dialog Box" on page
1029.

Opens all the subtrees under the group.

Opens the Global Search and Replace Wizard, which
enables you to run a global search and replace for monitor,
alert, group, preferences, alert action, and report
properties. For details on this topic, see "Global Search
and Replace" on page 106.

This menu item is available only to those users accessing
SiteScope from SAM Administration in BSM. Opens the
Monitor Deployment Wizard. For details on this topic, see
"Monitor Deployment Wizard" in the BSM Application
Administration Guide in the BSM Help.

Opens the New Alert window which enables you to define
a new alert for the group. For details on this topic, see
"Configure SiteScope Alerts" on page 1140.

Opens the New Group window which enables you to
define a new SiteScope group. For user interface details,
see "New SiteScope Group Dialog Box" on page 265.

Opens the New Monitor window which enables you to
define a new SiteScope monitor. For user interface details,
see "New Monitor Dialog Box" on page 280.

Pastes the selected group and its contents (monitors,
alerts, and reports) or a monitor and its contents (alerts
and reports) to the specified monitor group.

This menu item is available only through SAM
Administration when there is more than one SiteScope
connected to BSM. Pastes the selected group and its
contents (monitors, alerts, and reports) or a monitor and its
contents (alerts and reports) from another SiteScope to the
specified monitor group.
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Menu Item (A-Z) Description

Reports > Enables you to select the type of SiteScope report you
Management/Quick/Monitor/Alert want to define. For details on this topic, see "Create
SiteScope Reports" on page 1211.

Note: The Monitor and Alert legacy reports also appear in
this menu if showlegacyReports is set to true in
Preferences > Infrastructure Preferences > Custom
Settings.

Reports > Server-Centric Enables you to generate a Server-Centric report for any
remote server being monitored by a Microsoft Windows
Resources or UNIX Resources monitor within the
specified monitor group, provided the monitor has the
Enable Server-Centric Report check box selected. For
details, see "Create Server-Centric Reports" on page
1251.

Run Monitors Runs any monitors configured in the group, and opens an
information window with the results.
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Monitor Shortcut Menu Options

User interface elements are described below:

Menu Item (A-Z) Description

Baselining Enables you to create a baseline for monitoring variations
in response times and performance in the infrastructure for
the specific monitor.

o Calculate. Enables you to select the monitor and
specify the relevant time and schedule to be used for
calculating the baseline. It also enables you to select
and fine-tune the baseline adherence level and define
boundaries.

+ Review & Activate. Displays a summary of the
calculated monitor's baseline data. It also enables you
to save the current monitor configuration, view and
retry failed operations, view baseline measurement
graphs, and apply the baseline configuration.

¢ Remove. Enables you to remove the baseline
threshold or recalculate the baseline after a baseline
has been calculated.

o Status Report. Displays information about the
monitor's baseline status.

For details on this topic, see "Set Monitor Thresholds
Using a Baseline" on page 340.

Copy Copies the monitor and its contents (alerts and reports) to
a monitor group or template.

Note: When copying a monitor with baseline thresholds,
the baseline thresholds are replaced with static thresholds
(which are the current percentile values), and the monitor
is no longer in baseline mode.

Copy to other SiteScope This menu item is available only through SAM
Administration when there is more than one SiteScope
connected to BSM. Copies the monitor and its contents
(alerts and reports) from another SiteScope to a monitor
group or template.

Note: When copying several monitors which have
dependencies between them to other SiteScopes, copy
them together with the group containerin case it is
required to keep the dependency between them.
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Menu Item (A-Z) Description

Copy to Template Copies the monitor and its contents (alerts and reports) to
a template group. For details on this topic, see "How to
Create a Template by Copying Existing Configurations" on
page 790.

Cut Moves the monitor and its contents (alerts and reports) to
a monitor group.

Note: When moving a monitor with baseline thresholds,
the baseline thresholds are replaced with static thresholds
(which are the current percentile values), and the monitor
is no longer in baseline mode.

Delete Deletes the monitor.

Note: You cannot delete a monitor if it has dependent
alerts or reports at the container level. To delete a monitor
with dependencies, you must remove the monitor from
Alert Targets and Report Targets for each dependency,
and then delete the monitor. You can delete monitors that
have dependencies at the child level.

Enable/Disable Monitor Opens the Enable/Disable Monitors in Group dialog box
which enables you to enable or disable the monitor,
regardless of the setting in the monitor properties. If you
select Disable, the monitor is disabled until you return to
this dialog box and select Enable. For details on the
Enable/Disable Monitor user interface, see
"Enable/Disable Monitors in Group Dialog Box" on page
1029.

Global Search and Replace Opens the Global Search and Replace Wizard, which
enables you to run a global search and replace for monitor,
alert, group, preferences, alert action, and report
properties. For details on this topic, see "Global Search
and Replace" on page 106.

New > Alert Opens the New Alert window which enables you to define
a new alert for the monitor. For details on this topic, see
"Configure SiteScope Alerts" on page 1140.

Paste Pastes the selected monitor context object to the
specified monitor.

Paste from other SiteScope This menu item is available only through SAM
Administration when there is more than one SiteScope
connected to BSM. Pastes the selected monitor context
object from another SiteScope to the specified monitor.
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Menu Item (A-Z) Description

Predictive Analytics « New Predictive Analytics. Enables you to configure
analytics for the selected monitor. This menu item is
available only if:

= Analytics is enabled in Infrastructure Preferences
> Analytics Settings > Analytics enabled (this is
the default setting).

= The monitor is not of an excluded type that is listed
in Infrastructure Preferences > Analytics
Settings > Excluded monitor types.

o Delete Predictive Analytics. Enables you to remove
predictive analytics from the selected monitor. This
menu item is available only if analytics have been
configured for the selected monitor.

For details on this topic, see "Configure Predictive
Analytics" on page 1261.

Reports > Enables you to select the type of SiteScope report you
Management/Quick/Monitor/Alert want to define. For details on this topic, see "Create
SiteScope Reports" on page 1211.

Note: The Monitor and Alert legacy reports also appear in
this menu if showlegacyReports is set to true in
Preferences > Infrastructure Preferences > Custom
Settings.

Reports > Server-Centric Enables you to generate a Server-Centric report for any
remote server being monitored by a Microsoft Windows
Resources or UNIX Resources, provided the monitor has
the Enable Server-Centric Report check box selected.
For details, see "Create Server-Centric Reports" on page
1251.

Run Monitor Runs the monitor and opens an information window with
the results.
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SiteScope Health Shortcut Menu Options

User interface elements are described below:

Menu Item
(A-Z)

Disable
Logging

Enable
Logging

Expand All

New > Alert

New > Group

New > Monitor

Paste

Recreate
missing health
monitors

Reports

Run Monitors

Description

Disables logging SiteScope server health data to the daily log file. For details
on SiteScope server health, see "SiteScope Server Health" on page 1052.

Enables logging SiteScope server health data to the daily log file. For details
on SiteScope server health, see "SiteScope Server Health" on page 1052.

Opens all the subtrees under SiteScope Health.

Opens the New Alert window which enables you to define a new alert for
Health. For details on this topic, see "Configure SiteScope Alerts" on page
1140.

Opens the New Group window which enables you to define a new SiteScope
group. For user interface details, see "New SiteScope Group Dialog Box" on
page 265.

Opens the New Monitor window which enables you to define a new SiteScope
monitor. For user interface details, see "New Monitor Dialog Box" on page
280.

Pastes monitors and monitor groups into the Health container.

Enables you to restore health monitors that have been deleted from the
Health container.

Enables you to select the type of SiteScope report you want to define. For
details on this topic, see "Create SiteScope Reports" on page 1211.

Runs the health monitors and opens an information window with the results.

Remote Server Tree

The remote server tree represents the remote servers configured in your network environment. The
shortcut menu options include descriptions of the context menu options available for each object in
the remote server tree.

To Select the Remote Servers context. The remote server tree appears in the left
access pane.
See also | "Remote Servers Properties Page" on page 554
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Remote Server Tree Objects

User interface elements are described below:

Ul Element Description

= Represents the Windows/UNIX remote server container in the remote server
view.
tigh Represents a Windows/UNIX remote server.

Parent: Windows/UNIX Remote Server container.
Add by: Creating in the Windows/UNIX Remote Server container or template
tree.

Remote Servers Shortcut Menu Options

User interface elements are described below:

Menu ltem (A-Z) Description

New Microsoft Opens the New Server window which enables you to define a
Windows/UNIX Remote new Microsoft Windows or UNIX server.

Server

Remote Server Shortcut Menu Options

User interface elements are described below:

Menu
Item
(A-Z) Description

Copy to  Copies the remote server to a template group. For details on this topic, see "How to
Template | Create a Template by Copying Existing Configurations" on page 790.

Delete Deletes the remote server

Detailed = Enables you to test the running commands on the remote host and check the

Test permissions for the defined user. Available for UNIX servers only.
Test Enables you to test the connection to the remote server.
Template Tree

The template tree represents user-defined templates, SiteScope solution template sets, template
examples, and Monitor Deployment Wizard templates that are available for deployment to monitor
groups. The shortcut menu options include descriptions of the context menu options available for
each object in the template tree.

To access  Select the Templates context. The template tree appears in the left pane.
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See also e "SiteScope Templates" on page 771
¢ "Deploy Solution Templates" on page 882
e "SiteScope Templates Page" on page 796

e "Templates Tree - Alerts Tab" on page 798

Template Tree Objects

User interface elements are described below:

ul
Element Description

ik Represents an individual SiteScope server.
Parent: Enterprise node or container.
Add to tree by: Importing or adding an empty SiteScope profile.

e 55 Represents a solution template container (available/unavailable). Only licensed
solution templates that have the available icon are configurable solution templates.

Parent: SiteScope.

O Represents a template container. A template container is used to organize
configuration deployment templates.

Parent: SiteScope.

Add to template tree by: Creating, orimporting with a SiteScope that has
template containers defined.

[ Represents a template configuration for deploying SiteScope objects.
Parent: Template container.
Add to template tree by: Creating.

E3 E3 Represents a SiteScope template group or subgroup (with enabled monitors/with
no monitors or no enabled monitors).

If an alert has been set up for the template group or subgroup, the alert m symbol
appears next to the group icon.

If a Management report has been set up for the template group or subgroup, the
report = symbol appears next to the group icon.

Parent: Template.

Add to tree by: Creating, or importing with a SiteScope that has template groups
defined.
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Ba ] Represents a SiteScope template monitor (enabled/disabled).

If an alert has been set up for the template monitor, the alert m symbol appears next
to the monitor icon.

If a Management report has been set up for the template monitor, the report &
symbol appears next to the monitor icon.

Parent: Template group or subgroup, template, or solution template.

Add to tree by: Creating, orimporting with a SiteScope that has template monitors
configured.

i Represents a Windows/UNIX remote server.
Parent: Template.
Add by: Creating in the remote server tree or template tree.

E3)| Represents a variable used as placeholder to prompt for input when deploying a
template.

Parent: Template.

Add to template tree by: Creating.

SiteScope Root - Shortcut Menu Options

User interface elements are described below:

Menu
Item (A-Z) Description

Expand Opens all the subtrees under SiteScope.

All

Import Opens the Content Import dialog box which enables you to import a template file, or
a content package that can include one or more templates and their dependencies
(for example, templates.os files, .jar files, and .conf files). For details, see "Content
Import Dialog Box" on page 834.

New > Opens the New Template Container window which enables you to define a new

Template template container.

Container

Paste Pastes a template container under the SiteScope root.
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Solution Template Container - Shortcut Menu Options

User interface elements are described below:

Menu Item (A-Z) Description

Expand All

Expands the solution templates container to display all the solution
templates within the container.

Solution Template - Shortcut Menu Options

User interface elements are described below:

Menu
Item
(A-Z)

Copy

Deploy
Template

Deploy
Template
Using
Ccsv

Expand
All

Generate
XML

Description

Copies a solution template. You can paste the solution template to a template
container in the template tree.

Opens the Select Group dialog box which enables you to select the group to which
to deploy the solution template. For user interface details, see "Select Group Dialog
Box" on page 843.

Opens the Select Group dialog box which enables you to select the group to which
to deploy the template using a CSV file. For user interface details, see "Select
Group Dialog Box" on page 843.

Expands the solution templates container to display all the solution templates within
the container.

Opens the Generate Auto Deployment XML window which enables you to create an
XML file to use for automatically deploying the solution template. For details, see
"Automatic Template Deployment Using an XML File" on page 862.

Template Container - Shortcut Menu Options

User interface elements are described below:

Menu
Item (A-Z)

Copy

Cut

Delete

Description

Copies the template container and its contents. You can paste the template
container under the SiteScope root or a selected template container in the template
tree.

Moves the template container and its contents. You can paste the template
container under the SiteScope root or a selected template container in the template
tree.

Deletes the template container.
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Menu
Item (A-Z)

Deploy
Template

Expand
All

Export >
Template

Export >
Content
Package

Generate
XML

Import

New >
Template

New >
Template
Container

Paste

Description

Opens the Select Group dialog box which enables you to select the group to which
to deploy one or multiple templates. For user interface details, see "Select Group
Dialog Box" on page 843.

Expands the templates container to display all the template objects within the
container.

Opens the Export Template window which enables you to export a template file. For
details, see "Export Template Dialog Box" on page 828.

Opens the Export Content Package Wizard which enables you to export one or
more templates and their dependencies to a content package file. Content
packages are required for sharing Custom monitors, or monitors with extension files
like scripts or alert files, with other SiteScope users. For details, see "Export
Content Package Wizard" on page 829.

Opens the Generate Auto Deployment XML window which enables you to create an
XML file to use for automatically deploying the templates in the container.

Opens the Content Import dialog box which enables you to import a template file, or
a content package that can include one or more templates and their dependencies
(for example, templates.os files, .jar files, and .conf files). For details, see "Content
Import Dialog Box" on page 834.

Opens the New Container window which enables you to define a new template.

Opens the New Template Container window which enables you to define a new
template container.

Pastes a template or template container into the template container.

Template - Shortcut Menu Options

User interface elements are described below:

Menu
Item
(A-Z)

Copy

Cut

Delete

Description

Copies the template and its contents. You can paste the template to a template
container in the template tree.

Moves the template and its contents. You can paste the template to a template
container in the template tree.

Deletes the template.
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Menu
Item
(A-Z)

Deploy
Template

Deploy
Template
Using
Ccsv

Expand
All

Export >
Template

Export >
Content
Package

Export to
oM

Description

Opens the Select Group dialog box which enables you to select the group to which to
deploy the template. For user interface details, see "Select Group Dialog Box" on
page 843.

Opens the Select Group dialog box which enables you to select the group to which to
deploy the template using a CSV file. For user interface details, see "Select Group
Dialog Box" on page 843.

Opens all the subtrees under the template.

Opens the Export Template window which enables you to export a template file. For
details, see "Export Template Dialog Box" on page 828.

Opens the Export Content Package Wizard which enables you to export one or more
templates and their dependencies to a content package file. Content packages are
required for sharing Custom monitors, or monitors with extension files like scripts or
alert files, with other SiteScope users. For details, see "Export Content Package
Wizard" on page 829.

Exports the template to Operations Manager (HPOM). This enables SiteScope
templates and monitors to be configured through the HPOM policy assignment and
deployment. For more details, see the section on Centralized Template
Management from HPOM in Integrating SiteScope with HP Operations Manager
Products in the SiteScope Help. You can check the HP Software Integrations site to
see if a more updated version of this guide is available (for Windows:
http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=39; for UNIX:
http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=628).

Note: This menu option is available only if:

o HPOM and SiteScope are installed on the same machine, and SiteScope is
connected to a supported version of HPOM. For the HPOM versions supported in
this SiteScope release, refer to the HP SiteScope Support Matrices section in the
SiteScope Deployment Guide (<SiteScope root directory>\sisdocs\doc_lib\Get_
Documentation.htm).

o The HP Operations agent is installed on the SiteScope server. It can be installed
either during SiteScope installation or by using the SiteScope Configuration Tool.
For details, see SiteScope Deployment Guide.

o HP Operations Manager integration is configured in SiteScope and the Enable
exporting templates to HP Operations Manager check box is selected in HP
Operations Manager Integration Main Settings.
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Menu

Item

(A-2) Description

New > Opens the New Group window, which enables you to define a new template group.

Group For user interface details, see "New SiteScope Group Dialog Box" on page 265.
Note: This menu item is available only if the template does not already contain a
template group.

New > Opens the New UNIX Remote Server window, which enables you to define a new

UNIX remote UNIX template.

Server . . . : . -
Note: This menu item is available only if the template does not already contain a
remote server.

New > Opens the New Variable window, which enables you to define a new template

Variable  variable.

New > Opens the New Microsoft Windows Remote Server window, which enables you to
Microsoft define a new remote Windows template.
Windows

Server Note: This menu item is available only if the template does not already contain a

remote server.
Paste Pastes a template group, monitor, or alert to a template.

Publish  Opens the Publish Template Changes wizard, which enables you to check deployed
Changes groups for template compliancy and to update SiteScope objects deployed by
templates whenever the template is updated.

Template Variable - Shortcut Menu Options

User interface elements are described below:

Menu Item

(A-2) Description

Copy Copies the template variable. You can paste the template variable to a template
in the template tree.

Cut Moves the template variable. You can paste the template variable to a template
in the template tree.

Delete Deletes the template variable.
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Template Remote - Shortcut Menu Options

User interface elements are described below:

Menu
Item
(A-Z)

Copy

Cut

Delete

Description

Copies the template remote server. You can paste the template remote server to a
template in the template tree.

Note: You can add only one template remote server to a template. This does not
apply to templates created in older versions of SiteScope.

Moves the template remote server. You can paste the template remote serverto a
template in the template tree.

Note: You can add only one template remote server to a template. This does not
apply to templates created in older versions of SiteScope.

Deletes the template remote.

Template Group - Shortcut Menu Options

User interface elements are described below:

Menu
Item
(A-Z)

Copy

Cut

Delete

Expand
All

New >
Alert

New >
Group

New >
Monitor

Paste

Description

Copies the template group and its contents (monitors, alerts, and subgroups). You can
paste the template group to a template in the template tree.

Moves the template group and its contents (monitors, alerts, and subgroups). You can
paste the template group to a template in the template tree.

Deletes the template group.

Opens all the subtrees under the template group.

Opens the New Alert window which enables you to define a new alert for the template
group. For details on this topic, see "Configure SiteScope Alerts" on page 1140.

Opens the New Group window which enables you to define a new template subgroup.
For user interface details, see "New SiteScope Group Dialog Box" on page 265.

Opens the New Monitor window which enables you to define a new SiteScope monitor
for the template group. For user interface details, see "New Monitor Dialog Box" on
page 280.

Pastes the selected template group and its contents (monitors, alerts, and subgroups)
to a template.
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Template Monitor - Shortcut Menu Options

User interface elements are described below:

Menu
Item
(A-Z) Description

Copy  Copies the template monitor and its contents (alerts). You can paste the template
monitor to a template group in the template tree.

Cut Moves the template monitor and its contents (alerts). You can paste the template
monitor to a template group in the template tree.

Delete Deletes the template monitor.

New > Opens the New Template Alert window which enables you to define a new alert for the
Alert template monitor. For details on this topic, see "Configure SiteScope Alerts" on page
1140.

Paste Pastes the selected template monitor and its contents (alerts) to a template group.

Preferences Menu

The Preferences menu represents the preference types that enable you to configure specific
properties and settings related to most of the administrative tasks available within SiteScope.

To access | Select the Preferences context. The Preferences menu options are displayed in
the left pane.

Important Only an administrator, or a user granted Edit <preference type> permissions,
information can create or make changes to SiteScope Preferences. For details on user
permissions, see "User Management Preferences" on page 726.
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<Preference o
types>

HP SiteScope (11.23)

Certificate Management. Use to add and remove server certificates and
reload the keystore, without having to restart SiteScope after each certificate
change operation. For details, see "Certificate Management" on page 557.

Common Event Mappings. Use to create event mapping instances between
SiteScope runtime data and the event attribute values that are sent to the
HPOM/BSM server. For details, see "Common Event Mappings" on page 562.

Credential Preferences. Use to create and manage credentials for SiteScope
resources. For details, see "Credential Preferences" on page 572.

Email Preferences. Use to define email server settings and profiles for
SiteScope emails alert and status reports. For details, see "Email
Preferences" on page 580.

General Preferences. Use to perform post-configuration tasks, such as enter
standard and optional SiteScope license keys, control display functions, and
set security options. For details, see "General Preferences" on page 586.

High Availability Preferences. Use to configure behavior for SiteScope
Failover, a separate installation of SiteScope that is designed to automatically
assume the functions of a SiteScope system if the system fails or is
temporarily taken out of service. For details, see "High Availability
Preferences" on page 604.

HTTP Preferences. Use to define settings that are used by SiteScope when
sending event data to management consoles using the Generic Events
integration. For details, see "HTTP Preferences" on page 596.

Infrastructure Preferences. Use to define the values of global settings in
SiteScope. For details, see "Infrastructure Preferences" on page 615.

Integration Preferences. Use to configure SiteScope as a data collector for
BSM. For details, see "Integration Preferences" on page 657.

Log Preferences. Use to controls the accumulation and storage of monitor
data logs. For details, see "Log Preferences" on page 697.

Pager Preferences. Use to configure settings and additional pager profiles
that SiteScope uses for sending Pager alerts. For details, see "Pager
Preferences" on page 703.

Schedule Preferences. Use for customizing the operation of SiteScope
monitors and alerts to run only at specific times or during specific time periods.
For details, see "Schedule Preferences" on page 708.

Search/Filter Tags. Use to manage the Search/Filter tags defined in
SiteScope. You can assign tags to one or more items in the context trees and
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preference profiles, and then use the tags as an object for a filter. For details,
see "Search/Filter Tags" on page 714.

o SNMP Preferences. Use to define settings that are used by SiteScope
SNMP Trap alerts when sending data to management consoles. For details,
see "SNMP Preferences" on page 717.

« User Management Preferences. Use to define and manage user login
profiles that control how others access SiteScope. For details, see "User
Management Preferences" on page 726.

Server Statistics Menu

The Server Statistics menu enables you to view an overview of several key SiteScope server
performance statistics. This includes the load on the SiteScope server, alist of currently running
monitors and the most recently run monitors, perfex pool summary and statistics, WMI statistics,
SSH connections, Telnet connections, and dynamic monitoring statistics. It also displays the
SiteScope log files.

To access | Select the Server Statistics context. The Server Statistics menu options appear
in the left pane.

Important Only an administrator, or a user granted View server statistics permissions, can
information = view the monitor performance data pages. For details on user permissions, see
"User Management Preferences" on page 726.

Relevant "How to Analyze SiteScope Server Statistics" on page 1082
tasks
See also "SiteScope Server Statistics" on page 1078
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User interface elements are described below:

ul
Element Description

<Menu The following are the available monitor performance data options in SiteScope:
options>
« Dynamic Monitoring Statistics. Displays statistics when using the dynamic
monitoring mechanism to automatically update dynamic monitoring counters and
thresholds. For details of the user interface, see "Dynamic Monitoring Page" on
page 1090.

o General. Displays SiteScope server statistics, including the load on the
SiteScope server (number of running monitors, waiting monitors, monitor runs per
minute), and a list of running monitors by type. For details, see "General Page" on
page 1092.

o Log Files. Displays the list of log files in SiteScope that are useful for
understanding SiteScope performance issues, for troubleshooting monitor and
alert problems, and for reviewing SiteScope management actions. For details of
the user interface, see "Log Files Page" on page 1093.

e Perfex Processes Pool. Displays the process manager summary, and pool
statistics and status tables for each pool. For details, see "Perfex Process Pool
Page" on page 1099.

« Running Monitors. Displays a list of which SiteScope monitors are running, and
which monitors have run recently, at what time, and what was the returned status.
For details, see "Running Monitors Page" on page 1101.

¢ SSH Connections. Displays Secure Shell (SSH) statistics and a summary of
SSH connections when using SSH to connect to remote UNIX or Windows
servers. For details, see "SSH Connections Page" on page 1102.

o Telnet Connections. Displays telnet statistics when using telnet to connect to
remote UNIX or Windows servers. For details of the user interface, see "Telnet
Connections Page" on page 1104.

o« WAMI Statistics. Displays the process manager summary for Windows
Management Instrumentation (WMI) statistics. For details, see "WMI Statistics
Page" on page 1105.

Tools Menu

The Tools menu displays a list of diagnostic tools that can help you troubleshoot problems in
SiteScope and facilitate monitor configuration.

To access Select the Tools context. The Tools menu options are displayed in the left
pane.
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Important o Toview or use the tools in the Tools context in the left pane, you must be

information an administrator in SiteScope, or a user granted Use tools permissions.
For details on user permissions, see "User Management Preferences" on
page 726.

« Some tools are also available when configuring or editing specific monitors
(provided you are an administrator in SiteScope, or a user granted Use
monitor tools permissions). If a tool is available when configuring or
editing a monitor (see "Testing Monitor Configuration Using Diagnostic
Tools" on page 1008), you can access the tool by:

= Clicking the Use Tool |H_T| button in the new monitor dialog box when
configuring a new monitor, or in the monitor Properties tab when
configuring an existing monitor.

» Clicking the Tools button in the SiteScope Dashboard toolbar when
running the test tool for an existing monitor. This opens and runs the tool
with the monitor's existing data as its input, and displays test results in the
Results pane.

o Toavoid character set problems when the SiteScope client uses a
multibyte locale different from the SiteScope server, set the value in the
<SiteScope root directory>\groups\master.config file for the _
httpCharset setting to UTF-8. By default, the _httpCharset value is
empty, which means that the default server locale is used.

See also "SiteScope Tools" on page 123
The following tools are included (unlabeled elements are shown in angle brackets):

Ul Element Description

Application Tools

Microsoft Tests Microsoft Windows Media Player streaming. For more information, see
Windows "Microsoft Windows Media Player Tool" on page 146.

Media Player

Tool

News Server Checks whether a News Server is operational. For more information, see
Tool "News Server Tool" on page 148.

Real Media Tests Real Media Player streaming. For more information, see "Real Media
Player Tool Player Tool" on page 153.

Common Utility Tools

Regular Tests a regular expression for content matching against a sample of the
Expression content you want to monitor. For more information, see "Regular Expression
Tool Tool" on page 154.
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XSL Tests custom XSL transformation of XML data to be monitored with the

Transformation Browsable XML Monitor. For more information, see "XSL Transformation

Tool Tool" on page 176.

Log Analysis Analyze patterns in a log file and provides a list of all reoccurring pattemns.

Tool Each pattern can be transferred into a regular expression that can be used in
the Log File monitor. For more information, see "Log Analysis Tool" on page
141.

SiteScope Log Retrieves and displays the SiteScope log and configuration files. For more
Grabber Tool information, see "SiteScope Log Grabber Tool" on page 157.

Database Tools

Database Checks connectivity and configuration of JDBC or ODBC database
Connection connections. For more information, see "Database Connection Tool" on page
Tool 127.

Database Retrieves and displays database server metadata such as product and driver
Information version, SQL compatibility level information, and supported SQL functions.
Tool For more information, see "Database Information Tool" on page 130.

LDAP Tests an LDAP server by requesting a user authentication. For more
Authentication | information, see "Link Check Tool" on page 138.

Status Tool

Mail Tools

Mail Round Tests a mail server by sending and retrieving a test message. For more

Trip Tool information, see "Mail Round Trip Tool" on page 144.

Network Tools

DNS Tool Tests a DNS server to verify that it can resolve a domain name. For more

information, see "DNS Tool" on page 131.

Network Status Displays the server's network interface status and active connections. For
Tool more information, see "Network Status Tool" on page 147.

Note: This tool is not supported on SiteScopes installed on UNIX platforms.

Ping Tool Performs a round-trip Ping test across the network. For more information, see
"Ping Tool" on page 151.

Trace Route Performs a traceroute from your server to another location. For more
Tool information, see "Trace Route Tool" on page 166.

Operating System Tools
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Event Log Tool Displays portions of the Windows Event Log locally or on a remote server. For
more information, see "Event Log Tool" on page 132.

Note: This tool is not supported on SiteScopes installed on UNIX platforms.

Performance Checks connectivity to and values in Windows Performance Counter
Counters Tool  registries. For more information, see "Performance Counters Tool" on page
149.

Note: This tool is not supported on SiteScopes installed on UNIX platforms.

Processes Shows a list of currently running processes either locally or on a remote
Tool server. For more information, see "Processes Tool" on page 152.

Services Tool Shows a list of currently running Windows Services. For more information,
see "Services Tool" on page 156.

Note: This tool is not supported on SiteScopes installed on UNIX platforms.

SNMP Tools

SNMP Browser Browses an SNMP MIB and displays available OIDs. For more information,
Tool see "SNMP Browser Tool" on page 159.

SNMP Tool Performs a SNMP get command to a specified SNMP host to retrieve a list of

OIDs. For more information, see "SNMP Tool" on page 161.

SNMP Trap Displays the log of SNMP Traps received by SiteScope from SNMP-enabled

Tool devices. For more information, see "SNMP Trap Tool" on page 165.
Web Tools
FTP Tool Checks the availability of an FTP server and whether a file can be retrieved.

For more information, see "FTP Tool" on page 134.

Link Check Checks the availability of all internal and external links on a Web page to

Tool ensure that they can be reached. For more information, see "Link Check Tool"
on page 138.

URL Tool Requests a URL from a server and prints the returned data. For more

information, see "URL Tool" on page 167.

Web Service Tests the availability of SOAP enabled Web Services. For more information,
Tool see "Web Service Tool" on page 170.

Alerts Tab

The Alerts tab displays information about the alerts associated with the selected monitor or group.
Use this tab to add, edit, or delete alert definitions.

The Alerts tab shortcut menu options include descriptions of the context menu options available for
alerts.
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To access Select the Monitors or Templates context, and then click the Alerts tab in the
right pane.
See also "Configure SiteScope Alerts" on page 1140

User interface elements are described below:

Menu Item
(A-Z) Description
Copy Copies the alert to the selected location in the monitor tree.
Note: Available for alerts in the Alerts on Monitor/Group table only.
Copy to This menu item is available only through SAM Administration when there is more
other than one SiteScope connected to BSM. Copies the alert from another SiteScope
SiteScope  tothe selected location in the monitor tree.
Delete Deletes the alert.
Disable Disables the alert.
Alert
Edit Alert Opens an editing window for the alert, which enables you to edit its settings.
Enable Enables the alert.
Alert
New Alert Opens the New Alert dialog box, which enables you to create a new alert
definition. For details on how to perform this task, see "Configure SiteScope
Alerts" on page 1140.
Note: Available for alerts in the Alerts on Monitor/Group table only.
Paste Pastes the selected alert.
Note: Available for alerts in the Alerts on Monitor/Group table only.
Show All Displays all descendent alerts of the selected node.
Descendant
Alerts
Show Child Displays only those alerts that are direct children of the selected node.
Alerts
Test Opens the Test Alert dialog box which enables you to test the alert.

Reports Tab

The Reports tab displays information about the reports defined in SiteScope. Use this page to add,
edit, or delete report definitions.

The Reports tab shortcut menu options include descriptions of the options available for
Management reports in the monitor tree.
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To access Select the Monitors or Templates context, and then click the Reports tab in
the right pane.
See also "Create SiteScope Reports" on page 1211

User interface elements are described below:

Menu Item (A-Z) Description
Clear Selection | Clears the selection.

Copy Report Copies the report to the selected location in the monitor tree.

Note: Available for reports in the Reports on Monitor/Group table only.

Create New Enables you to select the type of SiteScope report you want to create. For
Report details on this topic, see "SiteScope Report Types" on page 1211.
Note:

o Available for reports in the Reports on Monitor/Group table only.

¢ Only Management reports are added to the Reports tab.

Delete Report Deletes the report.

Edit Report Opens an editing window for the report, which enables you to edit its settings.
Generate Generates the report.

Report

Paste Report Pastes the selected report.

Note: Available for reports in the Reports on Monitor/Group table only.

Select All Selects all the listed reports.

Show All Displays all descendent reports of the selected node.

Descendant

Reports

Show Child Displays only those reports that are direct children of the selected node.
Reports
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This task describes a suggested working order for preparing to use SiteScope.

Note: If you are using SiteScope Failover to provide backup infrastructure monitoring
availability, for a suggested working order, see the HP SiteScope Failover Guide ((<SiteScope
root directory>\sisdocs\doc_lib\Get Documentation.htm).

1. Log on to SiteScope

Enter the SiteScope address in a Web browser. The default address is:
http://localhost:8080/SiteScope.

2. Enter your SiteScope license
If you did not enter your SiteScope license information during installation, enter it in
Preferences > General Preferences > Licenses.

For user interface details, see "Licenses" on page 589.

3. Create a SiteScope user account - optional

The Administrator account is the default account that is active when the product is installed. It
has full privileges to manage SiteScope and is the account that all users who access the
product use unless you restrict the account. Therefore, it is recommended to create and
configure other user accounts based on the requirements of the organization. For task details,
see "How to Create a SiteScope User Profile" on page 729.

Note:

» If no user name and password are defined for the administrator user, SiteScope skips
the login page and automatically logs in.

= You can restrict access to the SiteScope user interface for a given IP address or host
name. For details, see "Restrict Access to SiteScope" on page 75.

4. Configure SiteScope preferences (as required)
Configure specific properties and settings related to administrative tasks within SiteScope.
a. Configure the SiteScope Email Preferences server. Configure an administrators email

address and specify a mail server that SiteScope can use to forward email messages and
alerts to users. For user interface details, see "Email Preferences Page" on page 580.

b. Adjust Log Preferences. Set the number of days of monitor data that are retained on the

SiteScope server. By default, SiteScope deletes logs older than 40 days. If you plan to
have monitor data exported to an external database, prepare the database, the necessary
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drivers, and configure the Log Preferences as applicable. For user interface details, see
"Log Preferences" on page 697.

c. Configure credentials for SiteScope objects. Use Credential Preferences to store and
mange credentials for SiteScope objects that require user authentication. For task details,
see "Credential Preferences" on page 572.

d. Inaddition, you can configure any of the other SiteScope preferences as required. For
details, see "Preferences Menu" on page 64.

5. Configure SiteScope to integrate with other applications - optional

SiteScope can be used as a data collector for various other applications, including:

= BSM. Enables logging of SiteScope monitor data and topology reporting to BSM. For task
details, see "How to Configure SiteScope to Communicate with BSM" on page 236.

= Operations Manager (HPOM). Enables sending SiteScope events and reporting metrics
data to HPOM and BSM products. For task details on enabling SiteScope to send events to
HPOM or OMi, and enabling SiteScope to report metrics using the HP Operations agent,
see Integrating SiteScope with HP Operations Manager Products in the SiteScope Help.
You can check the HP Software Integrations site to see if a more updated version of this
guide is available (for Windows:
http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=39; for UNIX:
http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=628).

= Network Node Manager i (NNMi). Enables sending SiteScope events and reporting metrics
data to NNMi. For task details, see Integrating SiteScope with HP NNMi in the SiteScope
Help. You can check the HP Software Integrations site to see if a more updated version of
this guide is available
(http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=483).

= HP Diagnostics. Enables you to see a more complete view of the application servers that
are monitored by Diagnostics. For user interface details, see Integrating SiteScope with HP
Diagnostics in the SiteScope Help. You can check the HP Software Integrations site to see
if a more updated version of this guide is available
(http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=665).

= Generic data integration. Enables forwarding SiteScope metrics to an application for which a
direct integration does not exist. For user interface details, see "Generic Data Integration
Preferences" on page 681.

= Generic event integration. Enables forwarding events to a third-party application or
management console for which a direct integration does not exist. For user interface details,
see "Generic Event Integration Preferences" on page 686.

6. Configure connection profiles for remote servers

Specify the connection method for the remote servers you want to monitor in accordance with
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9.

your security requirements.

For details on enabling SiteScope to monitor data on remote Windows servers, see "Configure
SiteScope to Monitor Remote Windows Servers" on page 490.

For details on enabling SiteScope to monitor data on remote UNIX servers, see "Configure
SiteScope to Monitor Remote UNIX Servers" on page 510.

Install middleware drivers (if required)

Install middleware drivers for connectivity with remote databases and applications for those
monitors that require drivers.

For details, see the help for the specific monitor.

Enable JMX server password protection - optional

To prevent unauthorized entry to the JMX server embedded in SiteScope, enable password
protection by setting the following system property when you start the JVM:

-Dcom. sun.management. jmxremote.authenticate=true

= On Windows platforms, add or replace this argument in the Windows registry setting
HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Services\SiteScope\serviceParam.

By default, the -Dcom. sun.management . jmxremote.authenticate parameteris set to
falsein serviceParam.

= On UNIX platforms, add this argument to the <SiteScope root directory>/bin/start-
monitor script.

For details on configuring the JVM, see the Java Oracle documentation,
http://download.oracle.com/javase/1.5.0/docs/guide/management/agent.html.

For details on the JMX Console, see "Use the JMX Console" on the next page.

Start using SiteScope

You are now ready to use SiteScope.

= For details on creating a basic monitoring structure in SiteScope, see "Create a Basic
Monitoring Structure" on page 77.

» For details on using templates for standardizing the monitoring of the different elements in
your enterprise, see "How to Create a Monitoring Structure Using a Template" on page 782.

Restrict Access to SiteScope

This task describes how to restrict access to the SiteScope user interface for a given IP address or
host name.
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1. Open the server.xml file that is located in the <SiteScope root directory>\Tomcat\conf
directory.

2. Locate the RemoteAddress and RemoteHost values, and configure them to allow or deny IP
addresses or host names as required. For details on configuring these values, see the
explanations and examples in the server.xml file. By default, any host is allowed access.

3. Tolog the IP addresses and host names from which requests are sent to SiteScope through
the user interface (and the access status of these hosts), uncomment the Fast Common
Access Log value.

4. Torestrict access to SiteScope's reports on port 8888, set the following properties in the
<SiteScope root directory>\groups\master.config file:

= _checkAddressAndLogin. Set the value to =true.

= _authorizedIP. Provide a comma-separated list of all IP addresses that are allowed to
access the reports. By default, any host is allowed access to the SiteScope reports.

Use the JMX Console

SiteScope includes the Java monitoring and management instrumentation (JConsole) tool. This
tool uses Java Management Extension (JMX) technology to provide information on performance
and resource consumption of applications running on the Java platform.

You can use JConsole to perform remote management operations, view performance of processes,
and troubleshoot problematic areas of SiteScope. This tool may help in debugging difficult issues
related to memory consumption, threading, and other issues in the production environment.

How to access the JConsole tool
1. Toaccess the JConsole tool, run <SiteScope root directory>\java\bin\jconsole.exe on
Windows platforms (and <SiteScope root directory>/javal/bin/jconsole binary file on UNIX
platforms).

2. Depending on which SiteScope you want to monitor, select Local, or Remote with port 28006
(the default JMX port).

Tips/Troubleshooting JConsole

o Because access to the JMX server is not password protected (JConsole password
authentication is disabled by default in SiteScope), we recommend that you enable JMX
password authentication to prevent unauthorized entry. For details, see "Enable JMX server
password protection - optional" on the previous page.

 We recommend not changing any other JConsole settings.
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This task describes the working order for creating a basic monitoring structure in SiteScope by
adding monitors individually into the groups you created.

Tip: Alternatively, you can use SiteScope templates, solution templates, the Publish Template
Changes wizard, or automatic template deployment for standardizing the monitoring of the
different IT elements in your enterprise. These methods are more efficient than the basic
monitoring method for mass deployments. For details on the template workflow, see "How to
Create a Monitoring Structure Using a Template" on page 782.

1. Create groups and subgroups

Create groups according to the monitor hierarchy which you want to implement. This enables
you to make deployment of monitors and associated alerts manageable and effective for your
environment and organization. For example, you can create groups of locations, server types,
network resources, and so forth.

For task details, see "How to Manage a Group" on page 263.

2. Create monitor instances

Select the monitor instances you want to add to the group.

For task details, see "How to Create and Deploy a Monitor" on page 277.

3. Set monitor dependencies - optional

Build dependencies between groups and key monitors to help control redundant alerting.

For concept details, see "Monitoring Group Dependencies" on page 272.

4. Set monitor thresholds - optional
Set thresholds for one or multiple monitors using a baseline, or manually set logic conditions
that determine the reported status of each monitor instance.

» Fortask details on how to set monitor thresholds using a baseline, see "How to Set Monitor
Thresholds Using a Baseline" on page 341.

= Foruserinterface details for setting monitor thresholds manually, see "Threshold Settings"
on page 305.

5. Configure analytics - optional

Configure analytics which enables SiteScope to anticipate potential problems on business
monitors and alert users of issues in critical applications before they occur. Analytics is also
able to provide details to assist with root cause analysis to help expedite problem resolution.
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For details. see "Configure Predictive Analytics" on page 1261.

6. Set up monitor and group alerts - optional

Create alerts to send notification of an event or change of status in some element or system in
your infrastructure.

For task details, see "Configure SiteScope Alerts" on page 1140.

7. Set up monitor and group reports - optional

Create reports to display information about how the servers and applications you are
monitoring have performed over time.

For task details, see "Create SiteScope Reports" on page 1211.

8. Results

SiteScope adds the monitors, alerts, and reports to the specified container in the monitor tree.
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a Template

This task describes the steps for creating and publishing reusable templates, enabling you to
deploy multiple IT elements with similar monitoring configuration criteria. It also includes steps for
publishing changes across the entire enterprise to all SiteScope objects deployed by templates,
without the need for extensive manual updates.

Flowchart of this task:

Create a Template

. Create Template Container
. Create Template

. Create Template Variables
. Create a Template Server

. Create a Template Group

h B LR —

v

Add Template Monitors

1. Create Templale Monitor Instances
. Set Template Monitor Dependencias
3. Set Template Monitor Thresholds

[3s]

v

Set Up Template Monitor and
Group Alerts

v

Deploy the Template

v

SiteScope adds the template group,

maonitors, and alerts to the maonitor tree

v

Set Up Monitor and
Group Reports

v

FPublish Changes to Deployed
Template Objects

v

SiteScope updates the relevant objects

deployed by the template
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Tip: We recommend that you create template objects in the order listed. You can skip the
steps for any template objects that you do not require. To help you get started with templates,
use the example templates provided for monitoring in Windows and UNIX environments. For
details, see "Template Examples" on page 776.

1. Prerequisites
= Tobe able to add, edit, and delete templates, you must have the View templates and Add,
edit or delete templates permissions.

= Todeploy atemplate, regardless of its content, you must have edit permissions on the
deployment target group. You do not need edit permissions on the template objects
(monitors, remotes, and alerts). For details on user permissions, see "Permissions" on page
738.

2. Create a template container

Create a template container to enable you to manage your monitoring solution.

For user interface details, see "New Template Container Dialog Box" on page 799.

3. Create a template

Add a template to the template container. This is the container for your monitoring solution, in
which you create groups, monitors, remote server, variables, and alerts for the monitoring
solution. You can create multiple templates in a template container.

For user interface details, see "New Template Dialog Box" on page 801.

Note: You can also copy an existing group and monitor hierarchy from a SiteScope to the
template and edit the elements for use as a template. For task details, see "How to Create
a Template by Copying Existing Configurations" on page 790.

4. Create template variables

You can create template variables in the template that enable you to specify a different name

for an object every time that you deploy the template. Variables should be the first objects you
create in a template, because they are referred to when you create groups, monitors, servers,
and alerts.

a. Create the template variable in the template. For more information on the user interface,
see "New Variable Dialog Box" on page 802.

b. Reference the variable in one or more configuration objects in the template. For more
information on this topic, see "Referencing Template Variables" on page 781.
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Note:

o If aremote serveris specified with a variable name with no additional characters
prefixed or suffixed to it (for example, %%hostname%%), and the same variable is
specified for any field in a monitor, after deployment the value appears as Remote-
## on UNIX and \\<variable_value> on Windows, instead of just the variable value
that was specified on deployment. To avoid this, where a variable name is used for
a remote server, additional characters should be prefixed or suffixed to the name.

o User-defined and pre-defined system variables are available in all the text fields
and text table cells when configuring templates. To display the list of available
variables, type either %% or $$ in the field, and select the relevant variable. The
variable is then displayed in the field.

5. Create a template remote server

In the template, you can define a remote Windows or UNIX server where the monitored objects
are located. A template monitor may run on servers that are defined by template servers at the
time of template deployment or on servers defined manually in Remote Servers. Template
servers are added to the remote server tree under Microsoft Windows Remote Servers or
UNIX Remote Servers when the template is deployed.

For user interface details, see "New Template Remote Server Dialog Box" on page 804.

Note: You can add only one remote server to a template.

Example: A Windows template remote server has been created with the name %%host%%
remote windows.
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General Settings

Mame: % Y%host%%% remote wincows |

Description:

Main Seftings

Server: * | F%Yhost%% |
Credentials:

(®) Use user name and password

User name | Yo Fousertde |

Password | EEREREEE LIS |

) Select predefined credentials

[T Trace

Method: * [ HetBIOS |

Remaote machine encoding: | Cp1252 |

6. Create a template group

In the template, create a template group to make the deployment of monitors and associated
alerts manageable and effective for your organization.

For user interface details, see "New Template Group Dialog Box" on page 806.

Note:

= By default, monitors must be created in a template group. You can override this setting
in Preferences > Infrastructure Preferences > Template Settings by selecting
Allow creation of template monitors directly under a template entity.

= You can also define a template subgroup so that its content is not a part of the template,
and is ignored, when publishing changes to deployed groups. This enables deploying
templates inside different deployed groups. For details, see "Ignore group when
publishing changes" on page 807 in General Settings.

= A template can have only one template group directly under it (the parent group).

7. Create template monitor instances

a. Select the monitor instances you want to add to the template group. For user interface
details, see "New Template Monitor Dialog Box" on page 811.
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b. Enter values for the monitor properties.

o If you are using template variables, enter the variable syntax for all fields whose values
are to be replaced with a variable. This includes use of the $$SERVER_LIST$$ system
variable. For concept details, see "Syntax for System Variables" on page 780.

o To enter a variable, type either %% or $$. The list of available variables of that type is
displayed automatically. Click the relevant variable to select it (using the keyboard to
navigate through the list of available variables is not supported). The variable is then
displayed in the field.

CPL Manitor Settings []

Server: %% | [ use already configured template remote under current template
% Yefregquency % %

% ¥ohost % %

Y Yepassword % %
Monitor Run Settings % YaLzEr % ¥ &

Example: Using a variable when configuring a monitor. In this example, the template
monitor (a SiteScope CPU monitor) is configured to run on the template remote
server, %%host%% remote windows.

Template montor CPUManitor - "Cpu monitor on %%host%6%" [ Froperties Alerts
General Settings |
CPU Monitor Settings [#]
Server: FeYehost¥%% remote windows | [Juse already configured template remote under current template
Note:

o A template monitor can run on servers that are defined by template servers at the
time of template deployment or on servers defined manually in the Remote
Servers container of the remote server tree. Whichever is the case, the value in
the Server box must match the host name of an actual server at the time that the
template is deployed after values have been substituted for the template
variables. If the server name does not match the host name of a real server, the
monitor fails. To automatically retrieve the template remote server name (if one
was created), select the Use already configured template remote under
current template check box in the Monitor Settings field. For user interface
details, see "New Template Monitor Dialog Box" on page 811.

o Do not use "\\" in the monitor Server field, and in the remote server Name and
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Server fields.

o You can add monitor instances directly to the template entity if you select Allow
creation of template monitors directly under a template entity in
Preferences > Infrastructure Preferences > Template Settings.

c. Formonitors with browsable counters, select counters to monitor measurements specific
to the target system.

o Click the Get Counters button, and select a server or enter the connection information
for a server that is running the service or application that you want to monitor.

o Click the Get Counters button again to retrieve the available counters. The counter
selection dialog box is updated.

o Select the measurements or counters that you want to monitor. If the specific counters
on the target system vary from one deployment to another, you can use a regular
expression to match a pattern that represents the type or category of counter you want
to monitor. For task details, see "How to Modify Counter Selection Strings to Use
Regular Expressions" on page 794.

d. Configure other monitor settings in the Properties tab, such as:

o Manually set thresholds for monitors by setting logic conditions that determine the
reported status of each monitor instance. For user interface details, see "Threshold
Settings" on page 305.

Note: After deploying a template, you can also set thresholds for one or multiple
monitors using a baseline. For task details, see "How to Set Monitor Thresholds
Using a Baseline" on page 341.

o Manually configure calculated metrics to calculate the relation between two or more
metrics for one or more monitors. For user interface details, see "Calculated Metrics
Settings" on page 378.

o Build dependencies between groups and key monitors to help control redundant alerting.
For concept details, see "Monitoring Group Dependencies" on page 272.

o Forthe complete list of common user settings, see "Common Monitor Settings" on page
298.

Note: If you copy, move, or delete a template containing custom monitors, this affects
the content package folder (created in the <SiteScope root
directory>\packages\workspace directory) as follows:
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o Copy. Makes a copy of the content package folder in the <SiteScope root
directory>\packages\workspace folder.

o Cut. No change.

o Delete. If you delete the custom monitor template, the content package folder is
removed from the <SiteScope root directory>\packages\workspace folder of the
SiteScope file system.

8. Set up monitor and group alerts
Create alerts to send notification of an event or change of status in some element or system in
your infrastructure.

For task details, see "Configure SiteScope Alerts" on page 1140.

9. Deploy the template

After creating a SiteScope monitoring template, you can deploy templates to a group.

= You can deploy a single template, or multiple templates simultaneously to a group from the
user interface. For task details, see "How to Deploy Templates Using the User Interface" on
page 837.

= You can perform mass deployments of a single template using a CSV file external to the
SiteScope user interface. A CSV file is better suited for performing mass deployments,
since it is easier to enter and update all the template variable values in one CSV file. For
details, see "Deploy a Template Using a CSV File" on page 836.

= You can deploy a template using an XML file external to the SiteScope user interface. For
details, see "Automatic Template Deployment Using an XML File" on page 862.

Note: If you deploy a template containing a custom monitor, the template and the
deployed monitor both point to the same monitor. If a deployed monitor is copied, the
content package will be copied to the <SiteScope root directory>\packages\workspace
folder of the SiteScope file system.

10. Results

SiteScope adds the groups, monitors, and alerts to the specified group in the monitor tree.

For troubleshooting and limitations when configuring user-defined templates, see
Troubleshooting SiteScope Templates.

Example: The template example, Windows basic template, was deployed to a group
container named Lab Test. It contains a CPU monitor and Memory monitor, and was
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deployed to monitor resource usage on a server named doors.

=-ip SteScope
—HES Lab Test
IJ:'I—E ‘Windows monitors for doors
Cpu monitor on doors
Memory on doors

Health

11. Set up monitor and group reports in the monitor view - optional
Create reports to display information about how the servers and applications you are
monitoring have performed over time.

For task details, see "Create SiteScope Reports" on page 1211.

12. Publish changes to the monitoring solution - optional

You can make changes to deployed templates, for example, by adding or removing monitors or
modifying monitor properties. You do this by editing the template and using the Publish
Template Changes Wizard to publish the changes to all the relevant objects deployed by the
template.

For task details, see "How to Publish Template Updates to Related Group Deployments" on
page 850.

13. Share the template with other SiteScope users - optional

You can share templates by sending them to individual SiteScope users, or by publishing them
tothe HP Live Network. The HP Live network is an online community providing a central
location for HP customers to share information and learn about add-on content, extensions and
related activities across the HP Software portfolio.

For task details, see "Share Content on the HP Live Network" on page 878.
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Part 2: General and Administration

This section includes using the SiteScope search and filter, performing mass operations on
SiteScope objects , copying/moving SiteScope objects to different locations , Global Search and

Replace, SiteScope diagnostic tools, using regular expressions, SiteScope mobile apps, and using
SiteScope configuration and data acquisition APls
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You can assign search/filter tags to any object in the context tree, and use those tags to search or
filter the display. For example, you can define a tag for all monitors running on a specific operating
system. Keyword tags are used to search and filter SiteScope objects (groups, monitors, remote
servers, templates, and preference profiles). Alternatively, you can use the quick search to search
for SiteScope objects.

To access

o Search using tags. Select a SiteScope object (group, monitor, template, or preference profile),
and open the Search/Filter Tags panel in the monitor properties tab or Search/Filter Tags
preference page. Click the Add Tag button. You can edit existing tags in the Preferences
context (Preferences > Search/Filter Tags).

« Quick search. In the monitor, template, remote server, or counters tree (in the monitor
properties for some browsable counter monitors), enter the characters you want to search in the

popup search box or in the Quick Search I:I box.

Learn About

Search and Filter Overview

You create custom search/filter tags for use in filtering the display of the left tree pane for SiteScope
objects (groups, monitors, templates, target servers, alerts, and preference profiles). You define the
tags and their values, and assign these to the different elements in your enterprise.

For example, you define a tag called Priority with the possible values of Critical, High,
Medium, and Low. You assign these tag values to different elements in the infrastructure. Monitors
of Web servers and databases that support 24x7 customer access could be assigned a category
value of Priority: Critical. While adding a new filter setting, you select Tags in the Filter
Options section, enter Priority:Critical as the value of the object, and click Save. This filter
displays only those elements to which you assigned this tag and value.

Tags can also be used in alert templates using the <tag> attribute. Using the <tag:[tagName]>
property, you can include values in the filter tag as parameters in alerts. This provides similar
functionality to the custom properties mechanism that was removed in SiteScope 10.00.

For example, you have a tag named AppServer with value Apache assigned to a monitor, and you
include <tag:AppServer> in the alert template configured for that monitor. If an alert is triggered,
the new property is replaced with Apache in the alert text. For details on alert template properties,
see "Properties Available in Alerts, Templates, and Events" on page 1199.

If no tags have been created for the SiteScope, this section appears but is empty. If tags have been
created, they are listed here and you can select them as required.

Using the SiteScope filter, you can then select which objects in the trees you want to view, based
on filter criteria. You can define multiple filters with different conditions that can be applied for
varying configuration tasks.

For task details, see "Search SiteScope Objects" above.

HP SiteScope (11.23) Page 88 of 1293



Using SiteScope
Chapter 9: Search SiteScope Objects

Quick Search Overview

There is a quick search that enables you to search configuration objects (groups, monitors, remote
servers, templates, counters) for a specific property name or value. Quick search is available in the
monitor, template, remote server, and counters tree (in the monitor properties for some browsable
counter monitors). Enter a string in the Quick search box to filter the property names and values.
The tree expands all nodes containing the given string text.

The quick search provides options that enabile filtering the search by case sensitivity, wildcards,
match options, and node/child options. It also includes an automatic filter that if selected, enables
the search to be performed automatically after typing the search word, without having to press the
Enter key every time you want to run the search.

For task details, see "How to use the quick search" on the next page.

Tasks

This sectionincludes:
« "How to search for objects using Search/Filter Tags" below

o "How to use the quick search" on the next page

How to search for objects using Search/Filter Tags

This task describes the steps involved in defining a Search/Filter tag and assigning it to one or more
elements in the context tree, and then using those tags to search or filter the display.

1. Create a searchffilter tag.

Use the Search/Filter Tags panel of the SiteScope object to add search/filter tags. For user
interface details, see "Search/Filter Tags Panel" on page 91.

2. Assign search/filter tags to SiteScope tree elements.
Before you can use a tag as part of a view filter, you must assign it to one or more elements in
the context tree or to preference profiles. You can assign tags to any item in the tree, including

any container, monitor, group, or alert.

You assign tags while adding, importing, or editing context tree objects or preference profiles.
Tags are included as properties for every type of object in the context tree.

For details on the objects in the monitor tree, see "Monitor Tree" on page 43.
For details on the objects in the template tree, see "Template Tree" on page 56.
3. Define atag for afilter setting.

After you have assigned the tag to one or more items in the context tree or preference profiles,
you can use the tag as an object for afilter.

For details on filtering in the user interface, see "Filter SiteScope Objects" on page 95.
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Example: Create a tag indicating the type of operating system on which the monitors are
running. The tag Operating Systems would have values such as Windows 2008,
Windows XP, Solaris, Linux, and so forth.

Enter a narme and description for the tag, and add tag values. The tag will be added to the list of tags
in SearchiFilter Tags Preferences.

Tag name: * | Platform |

Tag description:
£’ . -
Values: * X 3
| Value Hame Value Description
[Windows 2008 |
Windows XP
Lirux
Solaris
AlX

To assign the tag to a monitor tree element, such as a group, open the Search/Filter
Settings for the group, and select Windows 2008 as the value under the Operating
Systems tag.

SearchiFiter Tags

Apply tags to SteScope objects to enable fitering and searching using your own keywords. w

You can manage existing tags from the Preferences context (Preferences = Seach/Fitter Tags).

EI—EE Platform

B8 Windows XP
|| UEE Al

|| 088 Solaris

|| HEE Linux

188 Windows 2008

Using this new tag, you could define afilter setting for the monitor tree to display only
those monitors running on Windows machines.

How to use the quick search

In the monitor, template, remote server,or counters tree (in the monitor properties for some
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browsable counter monitors), click the left end of the Quick Search I:I box to open the drop-
down menu of filter options, and enter your search string. For details on the quick search options,
see "Quick Search" on the next page.

Related Tasks: "Filter SiteScope Objects" on page 95

Ul Descriptions

Search/Filter Tags Panel
User interface elements are described below (unlabeled elements are shown in angle brackets):

ul

Element Description

<Tag Displays the tag names and tag values if tags have been created. Select the tags or
name tag values that you want to assign to the object. If no tags have been created for the
and SiteScope, this section appears but is empty.

values>

Add Opens the New Tag dialog box, enabling you to add new keyword tags. For user
Tag interface details, see "New/Edit Tag Dialog Box" on page 93.
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Quick Search

User interface elements are described below (unlabeled elements are shown in angle brackets):

ul
Element Description

Quick Search. Enables you to search configuration objects (groups, monitors,
remote servers, templates, or counters) for a specific property name or value in the
monitor, template, remote server, or counters tree (in the monitor properties for some
browsable counter monitors).

Click the left end of the box to open the drop-down menu of filter options:

o Select Case sensitive to search for the filter string exactly as entered. Select
Case insensitive to ignore the case of the filter string.

o Select Use wild cards to use the wildcard symbol * in the filter string. Enables
you to use asterisk (*) characters in your search string in order to type only part of
the item.

o Select Match from start to search for the filter string at the beginning of a property
name or value. Select Match exactly to search for the exact filter string. Select
Match anywhere to search for the filter string anywhere in the properties.

o Select Match leaf node only to search for the filter string in leaf nodes (monitors
and empty groups only) in the tree. Clear to search all nodes.

o Select Hide nodes without children to hide groups that have no leaf nodes that
match the filter string (empty groups).

o Select Keep the children if any of their ancestors match to display all child
nodes of groups that match the filter string, even though the child does not match
the search string.

o Select Use auto filter to search automatically after a letter is entered in the
search text field. You can configure a delay before the auto filter runs in
Preferences > Infrastructure Preferences > General Settings > Quick search
auto filter delay (milliseconds). The default delay is 800 milliseconds (0.8
seconds). If Use auto filter is not selected, you must press the Enter key every
time you want to run the search.

Tip: In aloaded environment, it is recommended to increase the delay time in
Quick search auto filter delay time, or to disable the Use auto filter option.

Note:

¢ Quick search is only available in the following tree toolbars: monitor, template,
remote server, and counters tree (in monitor properties) .

o If afilteris applied to a tree, the search is restricted to the records currently
displayed.
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New/Edit Tag Dialog Box

This dialog box enables you to add a new search/filter tag.

To access  Select a SiteScope object (group, monitor, template, or preference profile), and
open the Search/Filter Tags panel in the Properties tab or preference profile
page. Click the Add Tag button.

Important e You can edit existing tags in the Preferences context (Preferences >
information Search/Filter Tags). For details on this topic, see "Search/Filter Tags" on
page 714.

¢ Only a SiteScope administrator user, or a user granted the appropriate tags
permissions can view, add or edit tags. For details on user permissions, see
"Permissions" on page 738.

¢ You cannot delete a Search/Filter tag or tag value if it is referenced by a
SiteScope object. You must remove the tag or tag value from all SiteScope
objects before you can delete it.

e Tags can also be used in alert templates using the <tag> attribute. For details,
see "Properties Available in Alerts, Templates, and Events" on page 1199.

Relevant "Search SiteScope Objects" on page 88
tasks

User interface elements are described below:

Ul Element Description

| | New. Adds a tag value. A new row is added at the bottom of the list of tag values.

5% Delete. Deletes the selected value from the tag.

|T| Move up tag value. Moves the selected tag value up the list of tag values. This
enables you to sort the tag values order, instead of ordering alphabetically.

|T| Move down tag value. Moves the selected tag value down the list of tag values.
B This enables you to sort the tag values order, instead of ordering alphabetically.

Tag name  The name of the search/filter tag.

Maximum length: 255 characters

Tag Description of the search/filter tag.
description
Values Values included in the tag.
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Ul Element Description

Value Name for the value to be included in the tag. Each tag must include at least one
Name value. Each value appears as a child object of the tag name when defining or
editing tag settings for all objects in the monitor tree.

Value Description for each value. This description appears only when editing the tag.
Description
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The SiteScope filter enables you to filter the monitor tree to display only those SiteScope objects
that meet the criteria that you define.

To access

1. Inthe Monitor tree context toolbar (above the left pane), click the arrow next to the Filter

|M button.

2. Select New Filter, or select an existing filter and click Edit.

Note: The filter options are also available from the Manage Monitors and Groups dialog box.
For details, see "Perform Actions on Multiple Groups and Monitors" on page 101.

Learn About

Global Filter Overview

When administrating monitor deployment, extensive trees displaying every object added to them
could prove difficult to manage. SiteScope enables you to select which objects in the trees you

want to view, based on filter criteria. You can define multiple filters with different conditions that can
be applied for varying configuration tasks.

For example, you can create afilter to display only SiteScope monitors that are monitoring CPU
utilization and Disk Space. The result of this filter displays a tree with all CPU and Disk Space
monitor types directly under the enterprise node.

You can also create custom search/filter tags for use in filtering the display of the left tree pane for
SiteScope objects. You define the tags and their values, assign these to the different elements in
your enterprises, and then use those tags to search or filter the display. For details on assigning
search/filter tags, see "Search SiteScope Objects" on page 88.

Note: To create afilter based on specific common properties, use Global Search and Replace.
For details, see "Global Search and Replace" on page 106.

Tasks

How to filter SiteScope objects

Use the Filter to search for specific object types and property values in SiteScope. You can select
predefined filters, create new filters, or edit values in existing filters.

If you have any filters defined, they appear in the drop-down filter list above the monitor tree. You
select the filter from the list and the tree displays only those objects defined in your filter selection.

After applying a filter, the filter icon appears as ?.

HP SiteScope (11.23) Page 95 of 1293



Using SiteScope

Chapter 10: Filter SiteScope Objects

For user interface details, see "New/Edit Filter Dialog Box" below.

Note: Before you can use a search/filter tag as part of a view filter, you must create the tag and
assign it to one or more elements in the context tree or to preference profiles. You can assign
tags to any item in the tree, including any container, monitor, group, or alert. For details on
creating search/filter tags, see "Search SiteScope Objects" on page 88.

Ul Descriptions
New/Edit Filter Dialog Box

The Filter button is located in the context toolbar of the Monitor Tree.

User interface elements are described below:

Ul Element

General Settings

Description

(This panel does not appear when accessing the filter from the Manage Monitors and Groups

dialog box)

Filter name

Filter
description

Public filter

Filter Options

Regular
expression

HP SiteScope (11.23)

Filter name. This name appears in the list of available filters when you click
the Filter arrow.

Description for the filter. This description appears only when editing the filter.
Note: This field is optional.

Describes the permissions of the filter. If the filter is public, all users can see,
use, and edit the filter, but only the public filter owner can change this filterto a
private filter.

If the filter is not public, only the current user can see and use it.

Enables using standard regular expressions to filter the monitor tree.

When selected, you cannot select monitor names, monitor types, or tag
values from the filter lists. The filter uses the POSIX regular expression format
when the check box is cleared.

Default value: Selected
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Ul Element

Monitor name

Monitor type

HP SiteScope (11.23)

Description

To filter the objects appearing in the tree by the monitor name, type a monitor
name.

o The monitor name is the string entered in the Name box in the General
Settings panel during monitor configuration.

¢ You can enter a regular expression to widen the filter. This is done by using
wild card ("*") and or expressions to filter SiteScope objects appearing in
the tree by the monitor name.

The monitor tree displays only those monitors, within their groups, matching
the string entered and only those groups containing these monitors.

Example: The expression /URL Monitor.* \.gov/ matches all monitor
names containing the string URL Monitor with addresses containing the
domain . gov.

Note: This field is case sensitive.

To filter the objects appearing in the tree by the monitor type, enter the monitor

type, or click the Browse WSSl button and select the monitor types by
which you want to filter in the Monitors list.

For example, you can define afilter that includes all CPU monitors, regardless
of their properties. In this view, the monitor tree lists all the CPU monitors
defined in the SiteScope.

For details on the Filter Monitor Types user interface, see "Filter Monitor
Types Dialog Box" on the next page.

Note:
o When entering multiple monitors, separate them with a comma (",").
o When entering a monitor type, you can enter a regular expression.

Example: SAP* or CPU*
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Ul Element

Target server

Tags

Enable/Disable
Monitor

Enable/Disable
Associated
Alerts

HP BSM
Logging

Description

Tofilter the objects appearing in the tree by the target server, type a server

name or click the Browse Sl button and select the remote servers by
which you want to filter from the Targets list.

o Thetarget is the string entered in the Server box in the Monitor Settings
panel during monitor configuration.

e You can enter a regular expression to widen the filter.

The tree displays only those monitors, within their groups, whose target server
matches the string entered and only those groups containing these monitors.

For details on the Filter Target Server user interface, see "Filter Target
Servers Dialog Box" on the next page.

Note: When entering multiple targets, separate them with a comma (",").

Enables you to define a filter that includes all SiteScope objects that have a
specific tag value. For example, if there is a platform tag with values
Windows, Linux, AlIX, and Solaris, you can filter for all objects that have the
AlX tag value assigned to them.

Enter tag values, or click the Browse Sl button and select the tag
values by which you want to filter in the Tags list. For details on the Filter Tags
user interface, see "Filter Tags Dialog Box" on page 100.

Note:
o When entering multiple tag values, separate them with a comma (",").

e You can use the wild card character ("*") and the and or or expressions to
filter tag values.

Enables you to define a filter that includes only enabled or disabled SiteScope
monitors.

Default value: None
Status (enabled/disabled) of associated alerts by which you want to filter.

Default value: None

Enables you to define a filter that includes monitors based on their settings for
reporting data to BSM.

For details on the logging options, see "HP Integration Settings" on page 311.

Filter Monitor Types Dialog Box

This dialog box enables you to select the monitor type by which you can filter SiteScope objects.

HP SiteScope (11.23)
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To =

access In the context toolbar, click the arrow next to the Filter | A | button, and select New
Filter, or select an existing filter and click Edit. In the New/Edit Filter dialog box, click
the Browse Wil button next to Monitor Type.

See "Filter SiteScope Objects" on page 95

also

User interface elements are described below:

Ul
Element

Available
Monitor
Types

Selected
Monitor
Types

Description

Displays the available monitor types.

Select the monitor types you want to include in the filter and click the Move to
Selected Monitor Types button. The selected monitor types are moved to the
Selected Monitor Types list.

Displays the monitor types currently selected for this filter.

To remove monitor types from this list, select the monitor types and click the Move
to Available Monitor Types button. The measurements are moved to the
Available Monitor Types list.

Filter Target Servers Dialog Box

This dialog box enables you to filter SiteScope objects by the selected server targets configured in

SiteScope.

To
access

In the context toolbar, click the arrow next to the Filter |
Filter, or select an existing filter and click Edit. In the New/Edit Filter dialog box, click

w '| button, and select New

the Browse Wil button next to Target Server.

See "Filter SiteScope Objects" on page 95

also

User interface elements are described below:

Ul
Element

Available
Target
Servers

Description
Displays the remote servers available in SiteScope.

Select the remote servers you want to include in the filter and click the Move to
Selected Target Servers button. The selected remote servers are moved to the
Selected Target Servers list.
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ul
Element Description

Selected  Displays the remote servers currently selected for this filter.
Target

Servers To remove remote servers from this list, select the remote servers and click the

Move to Available Target Servers button. The measurements are moved to the
Available Target Servers list.

Filter Tags Dialog Box

This dialog box enables you to select the tag values by which you can filter SiteScope objects.

To

access In the context toolbar, click the arrow next to the Filter | Tj '| button, and select New

Filter, or select an existing filter and click Edit. In the New/Edit Filter dialog box, click

the Browse Sl button next to Tags.

See "Filter SiteScope Objects" on page 95
also

User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Element Description

<Tag name  Displays the tag names and tag values if tags have been created. Select the
and check box next to the tags that you want to include in the filter, and click Save.

values> . . .
For concept details, see "Search SiteScope Objects" on page 88.

Tree Filter  Select an operator to define tag tree filter conditions:
o and. Displays all objects that have all the tags selected.
o or. Displays all objects that have at least one of the tags selected.

Note: You can select only one type of operator (mixed conditions cannot be
used).
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You can perform mass operations on SiteScope objects using the Manage Groups and Monitors
feature. Using the Manage Monitors and Groups dialog box, you can select one or more groups,
monitors, or both from an expandable hierarchical view of the organization, and select the action
you want to perform (copy, move, delete, run monitors, enable/disable monitors, enable/disable
associated alerts).

You can also use the filter options to create a filtered list of groups and monitors based on a filter
criterion, or select an existing filter previously defined in the monitor tree filter.

To access

Select the Monitors context. In the monitor tree toolbar, click the Manage Monitors and Groups
|@| button.

Ul Descriptions

Manage Monitors and Groups Dialog Box

Important o The toolbar actions are available according to the user permissions and
information the objects selected.

o The Health container cannot be deleted.

Relevant tasks ¢ "How to Manage a Group" on page 263
¢ "How to Create and Deploy a Monitor" on page 277

o "Search SiteScope Objects" on page 88
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User interface elements are described below:

Ul Element

s

-
| U eustom *|

5

HP SiteScope (11.23)

Description

Filter. Enables you to filter the monitor tree to display only those SiteScope
objects that meet the criteria that you define. After applying a filter, the name of
the filter is displayed in the button (custom, if the filter was created in the
Manage Monitors and Groups dialog box; otherwise, the name of the filter
defined in the monitor tree filter).

Click the Filter button arrow and select a filter option:

« New Filter. Opens the New Filter dialog box which enables you to create a
filter. For user interface details, see "New/Edit Filter Dialog Box" on page 96.

o Clear Filter. Clears the filter settings.

o <List of existing filters>. Displays a list of existing filters previously
defined in the monitor tree filter.

Select All. Selects all listed SiteScope objects.
Clear Selection. Clears the selection.

Cut. Moves the selected objects to the destination group.

Note:
« Any alerts defined for a specific monitor are transferred with the monitor.

« Moving a monitor restarts its history and any reports generated for the
monitor are started from the time that the monitor was moved. The history
data is still in the log files, but it is inaccessible from the reports for the
monitor after it has been moved. Moving groups has no effect on history.

« Moving a monitor may break group-to-monitor dependencies. If you have one
or more groups dependent on the status of the monitor you are moving,
update that dependency after moving the monitor.

Copy. Makes a copy of the selected objects for pasting to the destination
group.

Paste. Pastes the selected objects to the destination group. If you make a copy
of a SiteScope object and it has the same name as an existing object in the
container, SiteScope automatically adds a suffix (number) to the end of the
object's name.

Example: If you create a copy of monitorMail Flow and paste it in the same
monitor group, SiteScope automatically renames it Mail Flow(1).
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Ul Element Description

5 Delete. Deletes the selected objects from the monitor tree.

O
i

Run Monitors. Runs the monitor or any monitors configured in the group. This
opens an information window with the results.

(7

Enable/Disable Monitor. Opens the Enable/Disable Monitor dialog box which
enables you to enable or disable the monitor or all the monitors in the group,
regardless of the setting in the monitor properties. If you select Disable, the
monitors are disabled until you return to this dialog box and select Enable. For
user interface details, see "Enable/Disable Monitors in Group Dialog Box" on
page 1029.

Enable/Disable Associated Alerts. Open the Enable/Disable Associated
Alerts dialog box which enables you to enable or disable all alerts associated
with the monitor or all monitors in the group. For more details, see
"Enable/Disable Associated Alerts" on page 325.

i

<SiteScope Actions are applied to all monitors and groups that are selected using the check
objects> box selections in the tree. The display of the tree is saved across visits to the
dialog box and the actions associated with it.

o Toselect an object, select the check box to the left of the object name. Any
combination of groups or monitors can be selected. A [5] icon displayed to
the left of a group indicates that not all monitors and subgroups contained
within that group have been selected.

o To select a destination for copying or moving an object, click the object
name (not the check box).

Default value: The top level groups are shown, but no objects are selected.
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You can copy SiteScope objects to different locations within a context tree. In addition, you can
copy SiteScope objects to templates. You can also move monitors and groups, together with their
contents, to different groups in the monitor tree.

To enable you to differentiate between objects, object names must be unique within the parent
container. For instance, when you copy or move SiteScope objects, you cannot create two
monitors within the same group with exactly the same name. If you make a copy of a SiteScope
object and it has the same name as an existing object in the container, SiteScope automatically
adds a suffix (number) to the end of the object's name. For example, if you create a copy of monitor
Mail Flow and paste it in the same monitor group, SiteScope automatically renames it Mail Flow

(1).

You can copy or move the following SiteScope objects:

SiteScope
Object Action and Description

Group Copy/Paste. Copy a monitor group, including its subgroups, monitors, alerts, and
reports, to the same or a different monitor group.
Cut/Paste. Move a monitor group, including its subgroups, monitors, alerts, and
reports, to a different monitor group.

Copy to Template. Copy a monitor group, including its monitors, alerts, and
reports, to a template.

Note:
¢ You cannot move or copy a monitor group to its subgroup.

o If youmove a group that is targeted by an alert or report without also moving the
alert or report, the group is removed from the alert or report target.

¢ Baseline thresholds are not copied or moved with a monitor whose thresholds
were set using the baseline.
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SiteScope
Object Action and Description

Monitor Copy/Paste. Copy a monitor, including its alerts and reports, to the same or a
different monitor group.
Cut/Paste. Move a monitor, including its alerts and reports, to a different monitor

group.
Copy to Template. Copy a monitor, including its alerts and reports, to a template.
Note:

o If you move a monitor that is targeted by an alert or report without also moving
the alert or report, the monitor is removed from the alert or report target.

o After copying a monitor, you normally need to change the system or application
that the monitor is targeting, otherwise the copied monitor duplicates the
monitoring actions of the original monitor instance.

¢ Baseline thresholds are not copied or moved with a monitor whose thresholds
were set using the baseline.

Remote Copy to Template. Copy a remote server profile to a template.
Server

Template = Copy/Paste. Copy a template container and paste it to another template container
Container  orto the SiteScope root.

Template Copy/Paste. Copy a template including its groups, monitors, alerts, and report, to a
template container.

Template = Copy/Paste. Copy a template group including its subgroups, monitors, alerts, and
Group reports to a template (provided the template does not already contain a template
group) or to a template group.

Template = Copy/Paste. Copy a template monitor including its alerts and reports to a template
Monitor group.

Alert Copy/Paste. Copy an alert definition (from the Alerts tab) to the same or a different
location (group or monitor) in the monitor tree or template tree.

Report Copy/Paste. Copy a report definition (from the Reports tab) to the same or a
different location (group or monitor) in the monitor tree or template tree.

Note: You can also move or copy multiple monitors and groups to a target group by clicking the

Manage Monitors and Groups @ button in the monitor tree toolbar. For details, see
"Perform Actions on Multiple Groups and Monitors" on page 101.

For details on copying or moving SiteScope objects, expand the context menu option for the
relevant SiteScope view in "Context Trees and Menu Options" on page 42.
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The Global Search and Replace Wizard enables you to make changes to monitor, alert, alert action,
group, preferences, and report properties. You can select an object based on object type, and
globally replace any of the selected object's properties across a SiteScope or across multiple
SiteScopes when working in SAM Administration.

For example, when upgrading BSM, use the Global Search and Replace Wizard to configure all the
SiteScopes reporting data to BSM to the upgraded version.

To access

« InSiteScope, right-click SiteScope root or the group or monitor in the monitor tree to which you
want to perform the global replace. To replace Preferences objects, right-click the SiteScope
root. To replace alert objects, right-click the SiteScope root, or the relevant group or monitor
object. Select Global Search and Replace from the context menu.

¢ InBSM, select Admin > System Availability Management. Below the SiteScope Summary
table in the right pane, click the Global Search and Replace button.

Learn About
Filter Affected Objects

Use the Filter Affected Options option to further refine your selected object for the search operation.
You can select specific properties and select or enter values pertaining to your object. This enables
you to limit the selected objects but not the value to replace.

When performing the replace operation, only the value to replace is replaced and only on those
objects that match the properties selected in the Filter Affected Options page. For example, select
all monitors with frequency set to 5 minutes and replace the monitor dependency setting for all of
those monitors, or select only those monitors monitoring a specific server and replace the threshold
settings for only those monitor instances matching the value of the server entered in the filter.

Replace or Find and Replace

Use the replace method to search for a field value and replace it with a new value. For example,
change the default monitor run frequency setting for the selected monitors by selecting the
Frequency check box in the Monitor Run Settings panel, and updating the frequency value from
10 to 15 minutes.

Use the find and replace method to search for specific settings and property values and replace
only those objects with the entered setting or value. You can search a string, value, or regular
expression pattern and replace only that string. Replacements are made only if the filter criteria
match. For example, search for all monitors whose name value includes a server name that is no
longer in use. Replace the string representing the old server with a new string representing the
updated server.
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Threshold Settings

Tip: We recommend using the Publish Changes feature to replace thresholds, since incorrect
threshold names can sometimes appear when changing Threshold Settings with GSAR. See
"Publish Changes to User-Defined Templates" on page 849.

When replacing threshold settings for monitors, by default you replace only those settings that
share all of the following:

¢ Have the same condition (Error if, Warning if, or Good if).
¢ Are configured for the same schedule.

o Use the same operator type (< <=, > >=, ==, |I=, contains, !contains).

Note: < (less than) and <= (less than and equal to) are considered the same operator type,
as are > (greater than) and >= (greater than and equal to).

You also have the option to override all the existing threshold settings that have the same condition
(Error if, Warning if, or Good if) regardless of the operator used and the schedule configured. The
option is called Override Category and appears in the Choose Changes page of the wizard under
the Threshold Settings panel if you selected Monitor in the Select Type page of the wizard.

For example, you want to change the Error if threshold settings for all CPU monitors to greater
than 85%. In the wizard, you select Monitor in the Select Type page, CPU in the Select Subtype
page, and expand the Threshold Settings panel in the Choose Changes page.

If you select the Override Category option when selecting greater than 85% as the New Error if
status condition, all the existing Error if settings for all CPU monitors are overwritten and changed
to greater than 85% when you complete the wizard.

If you leave the option cleared, the greater than 85% Error if setting you select in the wizard
replaces only those Error if settings that use the > (greater than) and >= (greater than and equal to)
operators and were configured for the same schedule for all CPU monitors.

For details on setting thresholds, see "Setting Status Thresholds" on page 274.

Tasks

How to Perform a Global Search and Replace

This task describes how to perform a global search and replace for objects, using the Global Search
and Replace Wizard.

1. Begin running the Global Search and Replace Wizard

Right-click SiteScope root or the group or monitor in the monitor tree to which you want to
perform the global replace. To replace Preferences objects, right-click SiteScope root. To
replace alert objects, right-click SiteScope root, or the relevant group or monitor object. Select
Global Search and Replace from the context menu.
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For user interface details, see the Ul Descriptions section below.
2. Select SiteScope (in SAM only)

Note: This step is only applicable when you access the Global Search and Replace
wizard from SAM.

In the Select SiteScope page, select one or more SiteScopes on which to run the search and
replace.

3. Select object type

In the Select Type and Select Subtype page, select the object and, if relevant, the subtype on
which you want to make a replacement.

For user interface details, see "Select Type Page" on page 113 and "Select Subtype Page" on
page 114.
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Example: To change the threshold boundaries for all CPU monitors, select Monitor as

the object type.

Select SiteScope
F Select Type
Select Subtype
Replace Mode
Choose Changes
Affected Objects
Review Summary

Summary

Select Type

Select the object type on which to perform the replace.

(® Monitor
) Group

() Preferences

Select CPU as the specific monitor type.

Select SiteScope
Select Type

F Select Subtype
Replace Mode
Choose Changes
Affected Objects
Review Summary

Summary

Select Subtype

Select the types on which to perform the replace.

CPU
[ pma

4. Search and replace objects

In the Replace Mode page, select the type of replacement. Select Replace to globally replace
the object or select Find and Replace to replace specific instances of the object. Optionally,
you can open the Advanced Filter dialog box to filter by the object properties. Here you select
on which objects to perform the replace operation. In the Choose Changes page, you select
what properties or values to replace.

For user interface details, see "Replace Mode Page" on page 114 and "Choose Changes

Page" on page 115.
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Example: Reducing the Frequency of a Monitor Run on a Specific Server.

To reduce the frequency of how often a monitor runs on a specific server in your company,
filter your selection in the Monitor Settings panel in the Choose Changes page to include
only those monitors monitoring the specified server.

Select SiteScope . Choose Changes

Select Type Enter the changes that you wart to perform. Every marked property will be replaced by the entered value.
Select Subtype
Replace Mode | General Settings

} Choose Changes
Affected Objects Wonitor Settings

Review Summary

Summary [ server: SiteScope Server |V| M W

In the Monitor Run Settings panel, enter a new frequency of once a day, to monitor the
specified server.

Select SiteScope Choose Changes

Select Type Erter the changes that you want to perform. Every marked property will be replaced by the entered value.
Select Subtype
Replace Mode

General Settings

|
} Choose Changes

| Monitor Settings

|

Affected Objects

Review Summary

Summary Monitor Fun Settings

Frequency: [10 | [ Mirnutes ]
[] Errorfrequency: [ | [ seconds[+|
O [ erify error

] Monitor schedule: [ every day, all day =]

O Show run resutts on update
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Example: Setting Up Alert Action to Send Alert Messages to Specified Email Addresses.

If one of the email addresses you configured to receive alerts has changed, you can
update the email address that has changed. In the Select Type page, select Alert Action
as the object type, and in the Replace Mode page select Find and Replace.

Select SiteScope Replace Mode
Select Type Select "Peplace” to replace a field with a new value, or "Find and Peplace" to searchfor a string with a field and replace it with & new value.
Select Subtype

} Replace Mode
Choose Changes
Affected Objects

Review Summary

O Replace
(®) Find And Replace

Summary

In the Choose Changes page, enter the old email address in the Find field and the new
email address in the and replace with field.

Select sitescope . Choose Changes

Select Type Erter the changes that you want to perform. Every marked property will be replaced by the entered value.
Select Subtype
Replace Mode

Find: @fahoo.coﬂ and replace with: @hotmail.com

} Choose Changes I GENerE|Seings

Affected Objects

| Menitor Run Settings

Review Summary

Summary

5. Check affected objects

In the Affected Objects page, view the affected objects and, if necessary, clear or select
objects for the replacement operation. Optionally, you can open the Filter Affected Objects
dialog box to filter by the object properties. Here you select on which objects to perform the
replace operation.

For user interface details, see "Affected Objects Page" on page 119.
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Example: Reducing the Frequency of a Monitor Run on a Specific Server.

You want to reduce the frequency of how often a monitor runs on a specific serverin your
company.

If you had selected Replace in the Replace Mode page, in the Choose Changes page, you
then enter a new frequency of once a day, to monitor the specified server.

Select SiteScope Choose Changes

Select Type Enter the changes that you want to perform. Every marked property will be replaced by the entered value.
Select Subtype
Replace Mode General Settings

} Choose Changes
Affected Objects Maniasettigas

Review Summary

Summary Maonitor Bun Settings

Frequency: |1| | | Days |V|
] Error frequency: | | | seconds|*|
O [] verify error

[] Monitor schedule: | every day, all day [=|

O Show run results on update

The affected objects are displayed in the Affected Objects page.

Select Type Affected Objects
Select Subtype Refine your selection of objects on which to perform the replace by selecting or clearing the chjects listed.
Replace Mode .E
SiteScope
Ch Chi
005a angeEs = E Wincows menitors for vramrndl 37 devlakb ad
b Affected Objects B8 cpu monitor on vmamrnd 37 deviab.ad
Review Summary = E Unix monitors for vmamrndse devlab ad
@ Cpu moniter on vmamrmdse deviab ad

Summary . .

@ CPU Lkilization on SteScope Server

%% ()
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You can filter your selection in the Filter Affected Objects page to include only those
monitors monitoring the specified server.

Filter Affected Objects

General Settings [+]

Monitor Settings []
Server: SiteScope Server |v| | Browse Servers” |l - Add Remote

4 1] [

6. Review replaced objects

In the Review Summary page, review the results of the replacement operation and click
Finish to complete the wizard. You can view a summary of the changes in the Summary page
to see which changes were implemented successfully and in which errors occurred.

For user interface details, see "Review Summary Page" on page 120 and "Summary Page" on
page 121.

Ul Descriptions
Select SiteScope Page

This wizard page enables you to select the SiteScope on which to make replacements.

Note: This page appears only when you are working in System Availability Management
Administration.

User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Element Description

<SiteScope  Select one or more SiteScopes on which to run the search and replace.

machines> . . . :
Note: Only SiteScopes running version 9.0 and later and whose connection

status permits configuration changes from SAM are listed.

Select Type Page
This wizard page enables you to select the object type on which you want to make replacements.
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User interface elements are described below:

Ul Element Description

<object type> You can select only one object type for each replace operation. Only

, those types of objects available for the node you selected are listed.
(Alert, Alert Action,

Group, Monitor, When performing Global Search and Replace from SAM Administration,
Preference, Report) group, monitor, alert, alert action, and preferences appear only if they
exist on at least one SiteScope selected in the previous page.

Select Subtype Page

This wizard page enables you to select the properties of the object type on which you want to make
replacements.

User interface elements are described below:

Ul Element Description

<Object type ' Displays properties of the object type. For example, if you selected Monitor as
properties>  the object type, it lists all monitor types for the selected SiteScopes.

Note: This page is not available if you selected the object type Group, Alert, or
Reportin the "Select Type Page" on the previous page of the wizard.

Replace Mode Page

This wizard page enables you to select the type of replacement: global replacement or replacement
based on filter criteria.

User interface elements are described below:

ul
Element Description

Replace Globally replaces all matching objects with the new string or value.
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ul
Element Description

Find Searches the target objects for properties that match a string or regular expression
and and replaces only the matching pattern with the replacement value.

Replace . . o :
This method of replacement includes a search for specific settings and property

values and replaces only those objects with the entered setting or value. You can
select only a partial value and replace only that string.

Note:

o If you select this option, only settings whose values can contain a string are
available in the settings area of the Choose Changes page and can be selected
for the find and replace action.

¢ Use this setting to determine the selection and the value to replace. It differs from
the Advanced Filter option, which is a way to limit the selected objects but not the
value to replace.

Example: Search for all monitors whose name value includes a server name that is
no longer in use. Replace the string representing the old server with a new string
representing the updated server.

Choose Changes Page

This wizard page enables you to select what to replace for the global replace. The wizard displays
only the settings and properties that may be changed for the object type selected in the previous
pages. The filter criteria is built from your selections in the Type, Subtype, and Advanced Filter
pages.
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Important o
information

The subtype's properties may appear differently from how they appear when
editing a monitor, alert, preference, and so forth in SiteScope.

Examples: Mail Preferences is a text box in Global Search and Replace
utility rather than a drop-down list, and the Depends on property does not
appear in the Global Search and Replace utility.

The Server property is available only when monitors from the following group
are selected: CPU, Disk Space, Memory, Microsoft Windows Performance
Counter, Web Server, and Service monitor. For other monitors, you can only
change the server attribute by selecting that specific monitor subtype in the
Select Subtype page. For example, if a CPU monitor is selected with a Web
Server monitor, the server property is available. If a monitor not from this group
is also selected, the server property is not available.

Note for users of SiteScope within SAM Administration: If the
SiteScopes selected for the replace operation are not all the same version, the
subtypes of the SiteScopes may have different properties.

Using GSAR to replace values in URL Sequence monitors that do not all
contain the same number of steps (x), might result in monitors with less than x
steps containing irrelevant values.

User interface elements are described below (unlabeled elements are shown in angle brackets):

ul

Element Description

Find If you chose the Find and Replace option in the Replace Mode page, the text
Replace | boxes Find and Replace With are added to the top of this page.

With
e In

the Find box, enter the search string, value, or regular expression pattern for

the setting or property you want to replace.

e In

the Replace With box, enter the string or value to which you want all matching

patterns to be changed.

Note: If you select Frequency in the Monitor Run Settings, the values you enter in
the Find and Replace With text boxes must be in seconds. For example, you want
to find monitors with a frequency of 10 minutes and change the frequency to 20
minutes. In the Find text box, enter 600 and in the Replace With text box enter

1200.

If no objects are found that meet the filter criteria, an error message appears.

Rese
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ul
Element Description

<Settings This area includes the settings for the object you selected. For details about these
area> settings, refer to the selected object's settings page.

o If you selected Find and Replace in the Replace Mode page, you select only the
setting in the settings area. Enter the old and new values to replace in the
Find/Replace with boxes.

o If you selected Replace in the Replace Mode page, you select the setting and
the new value in the settings area.

For details about some of the areas:

Threshold Settings Area

o The Threshold Settings area appears only if you select Monitor in the Select
Type page, and one monitor in the Select Subtype page. It is not displayed if you
select more than one monitor in the Select Subtype page, and one of the monitors
does not include threshold definitions.

o The Override Category option is displayed only if you selected Monitor in the
Select Type page:

= When this option is selected, you can override the threshold settings of the
same threshold condition (Error if, Warning if, or Good if) for the selected
monitor instances with the settings you enter here for the replace operation.

= When this option is cleared, the settings you enter here replace only those
settings with the same operator type (< <=, > >=, |=, ==, contains,
doesNotContain)) and the same configured schedule for the monitor
instances. Any other settings for the same condition but with a different
operator type or a different schedule remain. For details on this option and an
example, see "Threshold Settings" on page 107.

Filter Settings Area

If you selected Alert in the Select Type page, the Monitor type match field in the
Filter Settings is not displayed and its values cannot be replaced in the wizard.
Server Settings Area

The Server Settings area appears only if you select Monitor in the Select Type
page, and one monitor in the Select Subtype page. It is not displayed if you select
more than one monitor in the Select Subtype page, and these monitors do not belong
to the same family, as listed in the table below:
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ul
Element Description

Family of Monitors Monitors

SAP monitors e SAP CCMS
e SAP CCMS Alerts
e SAP Java Web Application Server
e SAP Performance

o SAP Work Processes

SNMP monitors o Cisco
o F5Big-IP
¢ Network Bandwidth

e SNMP by MIB

URL monitors ¢« URL
o URLList
¢ URL Content

e URL Sequence

Media Player monitors ¢ Microsoft Windows Media Player

e Real Media Player
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ul
Element Description

Family of Monitors Monitors
Windows Counters monitors o ASP
e Citrix

e ColdFusion

e Microsoft Hyper-V

o Microsoft IS Server

o Microsoft SQL Server

¢ Microsoft Windows Media

¢ Real Monitor

Server monitors o CPU
e Disk Space
e Memory
¢ Microsoft Windows Performance Counter
e Service
e UNIX Resources

o Web Server

Affected Objects Page

This wizard page enables you to view the objects that you selected to change. The page displays
the selected objects in tree format. You can clear or select objects in the Affected Objects tree for
the replacement operation.

User interface elements are described below (unlabeled elements are shown in angle brackets):

ul
Element Description

|¥| Filter. Optionally, click to open the dialog box if you want to further refine your
o selections. For user interface details, see "Filter Affected Objects Dialog Box" on
the next page.
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ul
Element Description

<Affected The Affected Objects tree includes all objects that are matched against the filter
Objects criteria selected in the previous pages of the wizard.

tree>
Select or clear objects as required for the replace operation.

Note:

« When using Global Search and Replace from SAM Administration, a tree is
displayed for each SiteScope selected.

o The objects displayed depend on whether the user has change permissions on
those objects.

= In SAM Administration, the permissions are set in BSM's Permissions
Management (Admin > Platform > Users and Permissions).

= In SiteScope standalone, the permissions are set in Preferences > User
Management Preferences.

o If you selected Find and Replace in the Replace Mode page, replacements are
made only if the filter criteria are matched. If you selected Replace,
replacements are made in all selected objects.

Filter Affected Objects Dialog Box

This dialog box enables you to select objects based on their specific settings and not only based on
object type. For example, you can select all alerts that have a defined category of critical and
replace any setting for those alerts. You can also select all groups with a dependency settoa
specific monitor or group and replace any setting for those groups.

To access, click the Filter | button in the "Affected Objects Page" on the previous page.

Note: Using this option only refines your selection for the replace and does not determine what
to replace.

User interface elements are described below (unlabeled elements are shown in angle brackets):

ul
Element Description

<Settings The setting areas pertinent to the object you selected appear. For details about
areas> these settings, refer to the selected object's settings page. Select the properties and
enter the values by which to filter the selected objects.

Review Summary Page

This wizard page enables you to preview the objects on which the replacement operation is
performed. When working with multiple SiteScopes in SAM Administration, a table appears for
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each SiteScope and the name of the SiteScope appears above the table.

Important o The number of objects that are affected by the global replacement is displayed

information

above the table.

o Each table column can be sorted in ascending or descending order by right-

clicking the column title. An up or down arrow indicates the sort order.

¢ Once you click Apply in this page, you cannot undo the replacement

operation.

User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Element

[=l=]

Full Name

<property>

Previous Value

New Value

Verify monitor
properties with
remote server

Summary Page

Description

Change the sort order in the columns by clicking the up and down arrow
in the column title.

Default: The Full Name column is in alphabetical order, from top to
bottom.

Displays a tree of the server name, group, monitor name, and the
monitor's properties whose value is being replaced.

The box name that you marked in the Choose Changes page that
changes as a result of the replace operation.

The current value that changes as a result of the replace operation.

Note: If the value being replaced is a check box that was cleared and is
now being selected, you may not see the previous value (cleared) for the
check box.

The new value that you entered in the Choose Changes page.

Verifies the correctness of the monitor configuration properties against
the remote servers on which the changes are being made.

Default value: Selected

Note: When this option is selected, it takes more time to make changes
due to the remote connections.

The Summary page reports the changes that were implemented successfully and those in which
errors occurred. The page displays the changes in table format. When working with multiple
SiteScopes in SAM Administration, a table is displayed for each SiteScope and the name of the
SiteScope appears at the top of the table.

HP SiteScope (11.23)

Page 121 of 1293



Using SiteScope
Chapter 13: Global Search and Replace

Important o Thereis no way to undo changes made by the replace operation.

information
o The number of objects affected by the global replacement is given above the

table.

o Each table column can be sorted in ascending or descending order by right-
clicking the column title. An up or down arrow indicates the sort order.

User interface elements are described below (unlabeled elements are shown in angle brackets):

ul

Element Description

[=][=] Change the sort order in the columns by clicking the up and down arrow in the
column title.
Default: The Full Name column is in alphabetical order, from top to bottom.

@ Click to open a report of the results in a PDF file.
Note: This option is available only to users accessing Global Search and Replace
from SAM Administration.

£ Click to open a report of the results in a CSV format file.

Note: This option is available only to users accessing Global Search and Replace
from SAM Administration.

r'ﬁ' Print. Click to print the table. This icon appears for each table in the summary.

Full Name Displays a tree of the server name, group, monitor name, and the monitor's
properties whose value is being replaced.

<property> The box name that you marked in the Choose Changes page that changes as a
result of the replace operation.

Previous The value that was replaced in the global replace operation.
Value

New Value The new value that resulted from the global replace operation.

Apply Closes the wizard.
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SiteScope provides a number of diagnostic tools that are useful to test the monitoring environment.
You can use these tools before configuring a monitor to uncover issues and facilitate monitor
configuration, and after configuring a monitor to troubleshoot and diagnose problems.

To access

o Select the Tools context. The Tools menu options are displayed in the left pane (provided you
are an administrator in SiteScope, or a user granted Use tools permissions).

« Some tools are also available when configuring or editing specific monitors (provided you are an
administrator in SiteScope, or a user granted Use monitor tools permissions). If a tool is
available when configuring or editing a monitor (see "Testing Monitor Configuration Using
Diagnostic Tools" on page 1008), you can access the tool by:

= Clicking the Use Tool |H_-| button in the new monitor dialog box when configuring a new
monitor, or in the monitor Properties tab when configuring an existing monitor.

» Clicking the Tools button in the SiteScope Dashboard toolbar when running the test tool for
an existing monitor. This opens and runs the tool with the monitor's existing data as its input,
and displays test results in the Results pane.

Learn About

SiteScope Tools Overview

Use these tools to make a variety of requests and queries of systems you are monitoring and to
view detailed results of the action. Requests may include testing network connectivity or verifying
login authentication for accessing an external database or service.

Some tools are available when configuring specific monitor types to help you configure the monitor
settings. You enter data into the tool fields, and SiteScope tests the data. After SiteScope tests the
data, you can apply the tested data directly to the monitor configuration form. For example, before
configuring a DNS monitor, you can use the DNS Tool to translate a domain name to an IP address.
After the name has been translated, SiteScope can apply the data to the new monitor.

For the list of SiteScope tools that are available and tool descriptions, see "Tools Menu" on page
67.
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Tasks

How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor

This task describes the steps involved in using a SiteScope tool to assist you to configure or
troubleshoot a monitor.

1.

Prerequisites

= Toview and use the tools in the Tools context in the left pane, you must be a SiteScope
administrator user, or a user granted Use tools permissions.

= Touse the tools that are available when configuring specific monitors, you must be a
SiteScope administrator user, or a user granted Use monitor tools permissions.

Add and configure a monitor

Select New > Monitor, and add a new monitor from the New Monitor dialog box. If a tool is
available to help you configure the monitor, click the Use Tool button at the bottom of the new
monitor dialog box.

Configure and run the test

Enter the required information in the tool dialog box, and run the tool. Any server-side validation
errors are displayed in the result pane.

Apply the tested data to the monitor fields

After the configuration data has been successfully tested, click the Apply to New Monitor
button (or Apply to Monitor button when editing an existing monitor) to have SiteScope apply
the data to the monitor configuration.

Use a tool to edit or test monitor properties - optional

You can also use SiteScope tools, where available, to edit or test configuration properties for
existing monitors.

= To edit monitor configuration properties, click the Use Tool button in the monitor Properties
tab, and complete the two previous steps.

= Toopen and run the tool with the monitor's existing data as its input, click the Tools i)
button in the SiteScope Dashboard toolbar. The test results appear in the Results pane. To
save the results to afile, click the Save to File button.

How to Use the Log Analysis Tool — Use-Case Scenario

This task describes the steps involved in using the Log Analysis Tool when you want to configure a
Log File monitor.

The administrator wants to create a Log File monitor for the most common problems or situations
that are described in the log to be monitored. Once he selects the situation and creates the
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corresponding Log File monitor, the monitor runs as soon as a line corresponding to the selected
situation is added to the log.

1.

Prerequisites

= Toview and use the tool in the Tools context in the left pane, the administrator must be a
SiteScope administrator user, or a user granted Use tools permissions.

= Touse the tools that are available when configuring specific monitors, the administrator
must be a SiteScope administrator user, or a user granted Use monitor tools permissions.

Copy the log to analyze

The administrator copies the log he wants to analyze to the local SiteScope machine.
Run the Log Analysis Tool on that log

a. The administrator selects Tools > Common Utility Tools > Log Analysis Tool.
In the Log Analysis Tool dialog box, the administrator enters:

o File location. The location of the log copied to the local SiteScope server. To analyze

several files at the same time, copy the files to the designated folder and create a regular
expression that matches the file names of the log files to be analyzed.

Message position. The number of blocks (separated by blanks) that are to the left of
the message to analyze for patterns.

For example, in the log structure that follows, the part of the log entry you are interested
in is the message that starts after the 7th blank space (the space inside the date format
is not included as it is part of the date format).

2010-11-02 11:49:02,738 [SiteScope Main Thread] (SiteScopeHeartbeatMana
ger.java:53) INFO - The Heartbeat Scheduler was started.

2010-11-02 11:49:02,786 [SiteScope Main Thread] (ServiceController.java
:82) INFO - Registering service: Host DNS Resolution Service

Location of the date in the pattern. The order of the block of text where the date is
located. In the example above, the date is part of the first block of text.

Date format. In the example above, the date format follows the default. The default
includes blanks.

o The administrator clicks Run Tool.

The Results box, in the Log Analysis Tool dialog box, displays the Regular Expression
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patterns found in the log and the number of instances of the pattern.

Resuts

4~ Create Mew Log File Maonitor

WMessage Pattern Number Of Occurrences
2

Starting SteScope...* 1
preferences inttialize * 53
Starting SiteScope... 123* 4
preferences intialize * sdof 2
The Heartbeat Scheduler was started. 1
Registering service: Host DNS Pesolution Service 1
Registering service: Monitor History Evert Sink Service 1
Registering service: Alert Action Execution Counter Registry Service 1
Registering service: Alert Open Status Pegistry Service 1
1
1
1
1
1

Starting Site Scope... 789

Initializing configuration layer.
Configuration layer inttialize successfully.
Initializing preferences.

c. The administrator selects the relevant pattern and clicks the Create New Log File
Monitor button. In the Select group dialog box that opens, the administrator can select an
existing group or create a new group by clicking the New Group button.

The New Log File Monitor dialog box opens, with the selected regular expression
displayed in the Content match box.

d. Inthat dialog box, the administrator enters the rest of the information needed to run the Log
File monitor, including the path to the "real" log you want to analyze.

e. The administrator clicks Save to save the new Log File monitor.
4. Results

The Log File monitor watches for specific entries added to the monitored log file that contain
the selected regular expression. Depending on the monitor configuration, the administrator or
the user can be notified of these conditions that you may have otherwise been unaware of until
something more serious happened.

The new Log File monitor tool the administrator created is listed in the selected group in the
monitor tree.

For details on the user interface, see "Log Analysis Tool" on page 141.

For details on the Log File monitor, see Log File Monitor in the SiteScope Monitor Reference
Guide.
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Tips/Troubleshooting

Notes and Limitations

To avoid character set problems when the SiteScope client uses a multibyte locale different from
the SiteScope server, set the value in the <SiteScope root directory>\groups\master.config file
for the _httpCharset setting to UTF-8. By default, the _httpCharset value is empty, which means
that the default serverlocale is used.

Database Connection Tool

This tool enables you to test and verify connectivity between SiteScope and an external ODBC or
JDBC compatible database. This diagnostic tool checks to see if:

The supplied database driver can be found and loaded.

A connection can be made to the database.

An optional SQL query can be run and the results displayed.

The database connection and resources can be closed.

This tool can be useful in verifying connection parameter values needed to set up database
monitors, database alerts, and database logging.

To access o Select Tools context > Database Tools > Database Connection Tool (you
must have Use tools permissions)

¢ Also available when configuring or viewing the Database Counter monitor,
Database Query monitor, DB2 JDBC monitor, or Technology Database
Integration monitor (provided you are an administrator in SiteScope, or a user
granted Use monitor tools permissions):

= Click the Use Tool button in the new monitor dialog box when configuring a
new monitor, or in the monitor Properties tab when configuring an existing
monitor.

= Torunthe test tool for an existing monitor, click the Tools I button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the
monitor's existing data as its input, and displays the test results in the
Results pane.
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Important o If exceptions or errors occur during the test, the information is printed along
information with suggested actions to help with troubleshooting.

e When using the Database Connection Tool to apply properties to the Database
Query monitor or Technology Database Integration monitor, you must enter the
credential data manually (if you select a credential profile the credential data is

lost).
Relevant "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on
tasks page 124
See also e "SiteScope Tools" on page 123

e "Tools Menu" on page 67

User interface elements are described below:

Ul Element Description

Database Database connection URL used when setting up the monitor. When using the
connection = Oracle thin driver, the database connection URL has the form of:
URL jdbc:oracle:thin:@<server name or IP address>:<port>:

<database sid>.

Example: To connect to the ORCL database on a machine using port 1521, enter
jdbc:oracle:thin:@206.168.191.19:1521:0RCL. The colon (:) symbol must be
included as shown. For other examples of common database connection URLSs,
see the "Setup Requirements and User Permissions" section for the relevant
database monitor.

Note: If you want to access the database using Windows authentication, enter
jdbc:mercury:sqlserver://<server name or

IP address>:1433;DatabaseName=<database name>;
AuthenticationMethod=type2 as the connection URL, and
com.mercury.jdbc.sglserver.SQLServerDriver as your database driver.
Leave the User Name and Password boxes empty so that the credentials of the
currently logged on Windows user (the account from which SiteScope service is
running) are used to establish a connection to the database.

Database JDBC or ODBC driver that SiteScope should use. The .jar file or library containing

driver the .class file must be installed in the <SiteScope root directory>\WEB-INF\lib
directory. To use a database other than jdbc: odbc :orders, you must install the
driver files into the proper directory before SiteScope can use them.

Default value: sun.jdbc.odbc.JdbcOdbcDriver

Example: For examples of common database driver strings, see the "Setup
Requirements and User Permissions" section for the relevant database monitor.
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Ul Element Description

Credentials Option for authorizing credentials if the database specified requires a name and
password for access:

o Use user name and password. Select this option to manually enter user
credentials. Enter the user name and password to access the database in the
User name and Password box.

o Select predefined credentials. Select this option to have SiteScope
automatically supply a predefined user name and password for the database
(default option). Select the credential profile to use from the Credential profile
drop-down list, or click Add Credentials and create a new credential profile.
For details on how to perform this task, see "How to Configure Credential
Preferences" on page 574.

Query (Optional) SQL query to run on the database. If you do not supply a SQL query
string, the driver is loaded and the connection to the database is tested but no
query is run.

Result set = Maximum number of columns to display in the query result set if you entered a
maximum  SQL Query.

columns
Default value: 10

Result set = Maximum number of rows to display in the query result set if you entered a SQL
maximum | Query.

rows
Default value: 10
Run Tool Runs the connection test. Connection results are displayed in the Results pane.
Save to Saves the results to afile.
File
Example

The following is an example of the data returned from a successful database connection with a SQL
query (limited to one row).

group frame setting line
serverName ID framelndex ID Name settingLine Chunk chunkValue
10.0.0.157 master. | 1 _ _ 1 1 200
config config = database
Max
Summary
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Database Information Tool

This tool enables you to view database server metadata such as product and driver version, SQL
compatibility level information, and supported SQL functions.

To access

Important
information

See also

Select Tools context > Database Tools > Database Information Tool (you
must have Use tools permissions)

Different database drivers and user names can significantly change what
information is displayed.

o "SiteScope Tools" on page 123

e "Tools Menu" on page 67

User interface elements are described below:

Ul Element

Database
connection
URL

Database
driver

Description

Database connection URL used when setting up the monitor. When using the
Oracle thin driver, the database connection URL has the form of:
jdbc:oracle:thin:@<server name or IP address>:<port>:

<database sid>.

Example: To connect to the ORCL database on a machine using port 1521, enter
jdbc:oracle:thin:@206.168.191.19:1521:0RCL. The colon (:) and the (@)
symbols must be included as shown. For other examples of common database
connection URLSs, see the "Setup Requirements and User Permissions" section
for the relevant database monitor.

JDBC or ODBC driver that SiteScope should use. The .jar file or library containing
the .class file must be installed in the <SiteScope root directory>\WEB-INF\lib
directory. To use a database other than jdbc:odbc:orders, you must install the
driver files into the proper directory before SiteScope can use them.

Default value: sun.jdbc.odbc.JdbcOdbcDriver

Example: For examples of common database driver strings, see the "Setup
Requirements and User Permissions" section for the relevant database monitor.
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Ul Element Description

Credentials Option for authorizing credentials if the database specified requires a name and
password for access:

o Use user name and password. Select this option to manually enter user
credentials. Enter the user name and password to access the database in the
User name and Password box.

o Select predefined credentials. Select this option to have SiteScope
automatically supply a predefined user name and password for the database
(default option). Select the credential profile to use from the Credential profile
drop-down list, or click Add Credentials and create a new credential profile.
For details on how to perform this task, see "How to Configure Credential
Preferences" on page 574.

Run Tool Runs the tool and displays database information. Test results are displayed in the
Results pane.

Save to Saves the results to afile.
File

DNS Tool

This tool enables you to look up names from a Domain Name Server and show you the IP address
for a domain name. It also shows you information about the name servers for a domain.

You can use this utility to verify that your DNS server is returning the correct addresses for your
own servers. You can also use it to verify that it can look up the addresses for external domains.

To e Select Tools context > Network Tools > DNS Tool (you must have Use tools
access permissions)

¢ Also available when configuring or viewing the DNS monitor (provided you are an
administrator in SiteScope, or a user granted Use monitor tools permissions):

= Click the Use Tool button in the new monitor dialog box when configuring a new
monitor, or in the monitor Properties tab when configuring an existing monitor.

&
L]

= Torun the test tool for an existing monitor, click the Tools button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the monitor's
existing data as its input, and displays the test results in the Results pane.

Relevant | "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on page
tasks 124

See also ¢ "SiteScope Tools" on page 123

e "Tools Menu" on page 67
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User interface elements are described below:

ul

Element Description

DNS IP address or host name of a DNS server. If left empty, the local DNS server is used.
server

Host Domain name that you want translated into an IP address.

name to

resolve

Run Runs the test. The tool sends the request to the DNS server entered in the DNS
Tool server box and displays the IP address for the host name entered in the Host name

to resolve box. The results of the test are displayed in the Results pane.

Save to = Saves theresults to afile.
File

Event Log Tool

This tool enables you to view portions of the Windows event log locally or on a remote server.

To access e Select Tools context > Operating System Tools > Event Log Tool (you
must have Use tools permissions)

¢ Also available when configuring or viewing the Microsoft Windows Event Log
monitor (provided you are an administrator in SiteScope, or a user granted Use
monitor tools permissions):

» Click the Use Tool button in the new monitor dialog box when configuring a
new monitor, or in the monitor Properties tab when configuring an existing
monitor.

= To run the test tool for an existing monitor, click the Tools |L| button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the
monitor's existing data as its input, and displays the test results in the
Results pane.

Important « Different database drivers and user names can significantly change what
information information is displayed.

¢ This tool is not supported on SiteScopes installed on UNIX platforms.

Relevant "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on
tasks page 124
See also e "SiteScope Tools" on page 123

e "Tools Menu" on page 67
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User interface elements are described below:

Ul
Element

Server

Browse
Servers

Add
Remote
Server

Log
name

Number
of events
displayed

Description

The server on which you want to monitor event logs. Select a server from the server
list (only those remote servers that have been configured in SiteScope are
displayed). Alternatively, click the Browse Servers button to select a server from
the local domain, or Add Remote Server to add a new server.

Default value: SiteScope Server (the server on which SiteScope is installed)

Select the server to be monitored:

« Browse servers. Select a server from the drop-down list of servers visible in the
local domain.

o Enter server name. If the server you want to monitor does not appear in the
Servers list because it has not been identified in the network or has not been
configured in Remote Servers, enter the IP address or name of the server to
monitor. A double slash ("\\") is automatically prefixed to any machine name
supplied in the Enter server name box.

Note: You must have domain privileges or authenticated access to the Windows
remote server. For details on how to configure a remote Windows server, see
"Configure SiteScope to Monitor Remote Windows Servers" on page 490.

Add and configure the remote server. For user interface details, see "New/Edit
Microsoft Windows Remote Server Dialog Box" on page 495.

Select the type of log file you want to view:

o Application

¢ Directory Service

e DNS

o File Replication Service

e Security

e System

Default value: System

Number of entries to list for this event log. The most recent entries in the log are
displayed first.

Default value: 10
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ul
Element Description

Run Tool Runs the test and refreshes the log entry listing. Log entries are displayed in the
Results pane.

Save to Saves the results to afile.
File

FTP Tool

This tool enables you to access an FTP server and view the interaction between SiteScope (acting
as an FTP client) and the FTP server. For example, if you receive an alert from SiteScope indicating
that your FTP server is not working properly, the first step is to use this tool to help track down the

problem.
To e Select Tools context > Web Tools > FTP Tool (you must have Use tools
access permissions)

¢ Also available when configuring or viewing the FTP monitor (provided you are an
administrator in SiteScope, or a user granted Use monitor tools permissions):

» Click the Use Tool button in the new monitor dialog box when configuring a
new monitor, or in the monitor Properties tab when configuring an existing
monitor.

= Torun the test tool for an existing monitor, click the Tools |H_-| button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the monitor's
existing data as its input, and displays the test results in the Results pane.

Relevant | "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on page
tasks 124

See also e« "SiteScope Tools" on page 123

e "Tools Menu" on page 67

User interface elements are described below:

ul
Element Description

Basic FTP Settings

FTP IP address or the name of the FTP server that you want to test.

server .
Example: 206.168.191.22 or ftp.thiscompany.com
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ul
Element Description

File File name to retrieve.
Example: /pub/docs/mydoc.txt

User Name used to log on to the FTP server.
name

Password Password used to log on to the FTP server.

File If the file content to be monitored uses an encoding that is different than the

encoding encoding used on the server where SiteScope is running, enter the encoding to use.
This may be necessary if the code page which SiteScope is using does not support
the character sets used in the target file. This enables SiteScope to match and
display the encoded file content correctly.

Default value: windows-1252

Passive SiteScope uses a passive FTP connection. This is commonly required to access
mode FTP servers through a firewall.

HTTP Proxy Settings

HTTP Proxy name or IP address if you want to use a proxy server for the FTP test.
proxy

Proxy Name used to log into the proxy server.
user
name

Proxy Password used to log into the proxy server.
password

Run Tool Runs the test. Check The results of the test are displayed in the Results pane.

Save to Saves the results to afile.
File

Example

The following is a sample output from the FTP tool. In this case, the FTP server enabled us to
log on without a problem, indicating that the server is running and accepting requests. The
failure is caused when the server was unable to locate the file that was requested: file.txt.
Correcting this particular problem may be as easy as replacing the missing file or verifying the
file location.

Received: 220 public Microsoft FTP Service (Version 2.90).

Sent: USER anonymous

Received: 331 Anonymous access allowed, send identity (e-mail name) as passw
ord.

Sent: PASS anonymous
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Received: 230 Anonymous user logged in.

Sent: PASV

Received: 227 Entering Passive Mode (206,168,191,1,5,183).
Connecting to server 206.168.191.1 port 1463

Sent: RETR file.txt
Received: 550 file.txt: The system cannot find the file specified.
Sent: QUIT

Received: 221

LDAP Authentication Status Tool

This tool enables you to verify that a Lightweight Directory Access Protocol (LDAP) server can
authenticate a user by performing a simple authentication.

To access o Select Tools context > Database Tools > LDAP Authentication Status Tool
(you must have Use tools permissions)

¢ Also available when configuring or viewing the LDAP monitor or Active
Directory Replication monitor (provided you are an administrator in SiteScope,
or a user granted Use monitor tools permissions):

= Click the Use Tool button in the new monitor dialog box when configuring a
new monitor, or in the monitor Properties tab when configuring an existing
monitor.

= Torunthe test tool for an existing monitor, click the Tools |£| button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the monitor's
existing data as its input, and displays the test results in the Results pane.

Relevant "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on
tasks page 124

See also e "SiteScope Tools" on page 123

e "Tools Menu" on page 67
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User interface elements are described below:

Ul
Element

Security
principal

Security
credential

LDAP
service
provider

Object
query

LDAP
filter

Run Tool

Save to
File

Description

The constant that holds the name of the environment property for specifying the
identity of the principal that authenticates the caller to the service. The format of the
principal depends on the authentication scheme. If this property is unspecified, the
behavior is determined by the service provider. This should be in the format:
uid=testuser,ou=TEST, o=mydomain.com.

Note: SiteScope does not support users that contain one or more of the following
character inside the users name: equal ("="), semicolon (*;"), inverted commas (""").

The constant that holds the name of the environment property for specifying the
credentials of the principal for authenticating the caller to the service. The value of
the property depends on the authentication scheme. For example, it could be a
hashed password, clear-text password, key, certificate, and so on. If this property is
unspecified, the behavior is determined by the service provider.

The constant that holds the name of the environment property for specifying
configuration information for the service provider to use. The value of the property
should contain a URL string. This property may be specified in the environment, an
applet parameter, a system property, or a resource file. If it is not specified in any of
these sources, the default configuration is determined by the service provider.

Example: 1dap://<somehost>:389

An object query to look at a LDAP object other than the default user dn object. You
must enter a valid object query in this text box if you are using a LDAP filter. For
details about the search filter, see the description below.

Example: Enter the mail object to check for an email address associated with the
dn object entered above.

Searches LDAP using the filter criteria. The LDAP filter syntax is a logical
expression in prefix notation meaning that logical operator appears before its
arguments.

Example: The item sn=Freddie means that the sn attribute must exist with the
attribute value equal to Freddie.

Multiple items can be included in the filter string by enclosing them in parentheses,
such as (sn=Freddie) and combined using logical operators such as the & (the
conjunction operator) to create logical expressions.

Example: The filter syntax (& (sn=Freddie) (mail=*))requests LDAP entries
that have both a sn attribute of Freddie and a mail attribute.

Runs the test. LDAP Authentication test results are displayed in the Results pane.

Saves the results to afile.
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Link Check Tool

This tool enables you to verify all the internal and external links on a Web page to ensure that they
can be reached. It checks the URL specific parameters, such as Web page availability, size,
content type, and average time for retrieving a page.

Each time you run the tool, results are displayed in the Results pane. You can export the results to
an Excel of PDF file.

To access o Select Tools context > Web Tools > Link Check Tool (you must have Use
tools permissions)

o Also available when configuring or viewing the Link Check monitor (provided
you are an administrator in SiteScope, or a user granted Use monitor tools
permissions):

» Click the Use Tool button in the new monitor dialog box when configuring a
new monitor, or in the monitor Properties tab when configuring an existing
monitor.

= Torun the test tool for an existing monitor, click the Tools button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the
monitor's existing data as its input, and displays the test results in the
Results pane.

Important Depending on data type, the data in the table can be sorted in ascending or
information = descending order, orit can be filtered by time, size, type, internal/external data, or

count.
Relevant "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on
tasks page 124
See also e "SiteScope Tools" on page 123

e "Tools Menu" on page 67

Link Check Tool Panel

User interface elements are described below:

Ul Element Description

Main Settings
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Ul Element
URL

Pause
(milliseconds)

Timeout
(seconds)

Maximum
links

Use monitor
run result
data

Description

URL that is the starting point for checking links. The link tool retrieves the page
for this URL and reads the URLSs for any links on the page. It continues until it
has checked all of the links on the site. It checks links to other servers, but it
does not check all the links of those other servers.

Example: http://demo.thiscompany.com

Delay, in milliseconds, between each link check. Larger numbers lengthen the
total time to check links but decrease the load on the server.

Default value: 15 milliseconds

Amount of time, in seconds, that the tool should wait for a page to begin
downloading before timing-out. Once this time period passes, the URL monitor
logs an error and reports an error status.

Default value: 5 seconds

Maximum number of links this tool checks. When the maximum number of
links is reached the monitor stops and reports the results of those links that
were checked. Increase this number if you have a large site and want to check
every link on the site.

Default value: 100
If selected, the tool displays link check result data from the last monitor run.

Note: This check box is available if the tool is run from the Dashboard only (it is
not available if run from the Tools panel).

Default value: Selected

Authorization Settings

Authorization
user name

Authorization
password

Proxy Settings

HTTP proxy

Proxy server
user name

HP SiteScope (11.23)

User name to access the URL if required.

Password to access the URL if required.

Domain name and port of an HTTP Proxy Server if a proxy server is used to
access the URL.

Proxy server user name if the proxy server requires a name to access the URL.
Technical note: your proxy server must support Proxy-Authenticate for these
options to function.
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Ul Element Description

Proxy server  Proxy server password if the proxy server requires a name to access the URL.

password _ .
Note: Your proxy server must support Proxy-Authenticate for these options to
function.

Run Tool Runs the test and displays the results in the Results pane. Each link in the

URL is displayed on a separate line with the followed information. For details,
see "Results Panel" below.

Results Panel

User interface elements are described below:

ul
Element Description

ﬂj" 0 Export to Excel/PDF. Enables you to save link check results by exporting them to
an Excel or PDF file.

lin |=|loo |.|oo ||v| W0

Edit the filter. Enables filtering the data displayed in the table.

Operator. Click the down-arrow to select the operator (= Equals, != Not the same
as, < Less than, <= Less than or equal to, > Greater than, >= Greater than or equal
to, In - contains the value entered).

Apply current filter. Click the green check to apply the filter.

Clear current filter. Click the trash can to clear the filter.

¥ Change visible columns. Enables you to select the columns you want to display
in the table.
The Status and Time columns are always displayed.

Status The status of the link in the URL:
e ok
e @ error

If error status displayed, an error description is included.
For example, bad request, unauthorized, unable to connect, timed out
reading.

Size (K The size of the Web page available from the link.
bytes)

Time Response time for the link in the URL.
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ul
Element Description

Est. time Estimated time in seconds.
(seconds)

Content | The content type of the link in the URL.

Type

URL The URL of the link. Click the hyperlink to open the link page.

Source The source page of the link. Click the hyperlink to open the source page.
Page

External Indicates whether the link is external (yes) or internal (no) .

Count The number of links to get to the URL page.

Log Analysis Tool

This tool enables you to scan a log file to indicate recurring patterns in the file. Once the tool has
listed the patterns, you can have the tool create a SiteScope Log File monitor to monitor that pattern
inthe log.

To access  Select Tools context > Common Utility Tools > Log Analysis Tool (you must
have Use tools permissions)

Important If the structure of the log you want to analyze is not consistent, you cannot use
information this tool.

o After you have created the Log File monitor for a pattern discovered by the Log
Analysis Tool, the new monitor is listed in the monitor tree.

o Totell the Log Analysis Tool where the text you want to analyze is located in
the log file, you can provide a regular expression or the number of blocks of text
before the text you want to analyze.

Limitation: The size of the log file you want to analyze should not be more than
10 MB.

Relevant e "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on
tasks page 124

e "How to Use the Log Analysis Tool —Use-Case Scenario" on page 124

See also e "SiteScope Tools" on page 123

e "Tools Menu" on page 67
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User interface elements are described below:

Ul Element

Description

Log Analysis Tool Area

Folder
location on
SiteScope
Server

File name

Use regular
expression

Regular
expression

Number of
blocks
before
message

Order of
block where
date is
located

Date format

HP SiteScope (11.23)

Enter the path of the folder, on the SiteScope server, where the log files to be
analyzed are located.

Enter the name of the log file to be analyzed. To analyze several files at the same
time, copy the files to the designated folder and create a regular expression that
matches the file names of the log files to be analyzed.

Example: enter /error/ toanalyze the error123.log and error345.log at the
same time.

You can provide a regular expression or the number of blocks of text before the
text you want to analyze.

Select this option to use a regular expression to find the text you want to analyze
in the log file.

Enter the regular expression you want the tool to use to find the text you want to
analyze. The regular expression must be entered between slashes (/).

This field is enabled only when you select the Use regular expression option.

Example: For examples of regular expressions, see "Examples of Regular
Expressions" on the next page.

Log files include lots of information. The Log Analysis Tool is looking for patterns
in the message (for example, the message after INFO or ERROR).

This field is not enabled when you select the Use regular expression option.

To indicate to the tool where the message to analyze starts, you must specify
the number of blocks of text (strings) separated by blank spaces that appear in
each line of the log, before the start of the message you want to analyze. Ignore
the blanks in the date if the date format includes blanks (see Date format below).

Note: Logs that do not have a consistent structure cannot be analyzed by this
tool.

Enter the order of the block of text where the date is located counting from the
left. The number of the first block is 1.

This field is disabled when you select the Use regular expression option.

Select the date format used in the log.

Default format:yyyy-mm-dd HH:mm:ss,SSS
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Ul Element Description

Tool Amount of time, in seconds, to wait for the Log Analysis tool to run before timing
timeout (in out.
seconds
) Default value: 30 seconds

Run Tool Runs the test. A list of all recurring message patterns is displayed in the Results

box.
Results Area
Create New  Select a pattern and click the button to open the Select group dialog box where
Log File you can select a existing group or create a new group by clicking the New Group
Monitor button. The New Log File Monitor dialog box opens, with the selected regular

expression displayed in the Content match box.

Message Displays a list of patterns found in the log.

Pattern L ;
The list is ordered according to the number of occurrences of the patterns.

Number of  Displays the number of instances of each pattern.

Occurrences e ,
The list is ordered according to the number of occurrences of the patterns.

Examples of Regular Expressions

Use the following regular expression:
\d*Ad*\d*\s\d*.* \d*\s\[\w.“\]\s\(\w.*\)\s\w.*\s\-\s

where d indicates a digit, w indicates aword, s indicates a space, and * indicates any character, for
a log with the following structure:

2010-11-02 11:49:02,738 [SiteScope Main Thread] (SiteScopeHeartbeatManager.j
ava:53) INFO - The Heartbeat Scheduler was started.

2010-11-02 11:49:02,786 [SiteScope Main Thread] (ServiceController.java:82)
INFO - Registering service: Host DNS Resolution Service

2010-11-02 11:49:02,951 [SiteScope Main Thread] (ServiceController.java:82)
INFO - Registering service: Monitor History Event Sink Service

2010-11-02 11:49:03,035 [SiteScope Main Thread] (ServiceController.java:82)
INFO - Registering service: Alert Action Execution Counter Registry Service
2010-11-02 11:49:03,035 [SiteScope Main Thread] (ServiceController.java:82)
ERROR - Connection Error while trying to connect

2010-11-02 11:49:03,037 [SiteScope Main Thread] (ServiceController.java:82)

INFO - Registering service: Alert Open Status Registry Service
2010-11-02 11:49:03,277 [SiteScope Main Thread] (SiteScopeSupport.java:655)
INFO

Use the following regular expression:

\d*\s\w*\s\w*\s\**\d*\**\s\-\s
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where d indicates a digit, w indicates aword, s indicates a space, and * indicates any character, for
alog with the following structure:

123 Error starts **x**12%x** - The Heartbeat Scheduler was started.

123 Error starts *****23**** _ Registering service: Host DNS Resolution Serv
ice

123 Error starts *****34%*** _ Registering service: Monitor History Event Si
nk Service

123 Error starts *****4Gx*** _ Registering service: Alert Action Execution C
ounter Registry Service

123 Error starts *****45**** _ Registering service: Alert Action Execution C
ounter Registry Service

Mail Round Trip Tool

This tool enables you to check a Mail Server by using the network to verify that the mail server is
accepting requests and that a message can be sent and retrieved. It does this by sending a
standard mail message using SMTP and then retrieving that same message by using a POP user
account. Each message that SiteScope sends includes a unique key which it checks for to ensure
that it does not retrieve the wrong message and return a false OK reading.

To e Select Tools context > Mail Tools > Mail Round Trip Tool (you must have
access Use tools permissions)

¢ Also available when configuring or viewing the Mail monitor (provided you are an
administrator in SiteScope, or a user granted Use monitor tools permissions):

= Click the Use Tool button in the new monitor dialog box when configuring a new
monitor, or in the monitor Properties tab when configuring an existing monitor.

= Torun the test tool for an existing monitor, click the Tools | il button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the monitor's
existing data as its input, and displays the test results in the Results pane.

Relevant | "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on page
tasks 124

See also ¢ "SiteScope Tools" on page 123

e "Tools Menu" on page 67

User interface elements are described below:

Ul Element Description

Basic Mail Settings
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Ul Element

Action

Sending
email server
(SMTP)

Send to
address

Receiving
protocol

Receiving
email server

Receiving
email server
user name

Receiving
email server
password

HP SiteScope (11.23)

Description

Select the action to take:

¢ Send and receive. Enables you to send a test message to an SMTP server
and then receive it back from the POP3 or IMAP4 server to check that the
mail server is up and running. (Default option)

¢ Receive only. Checks the incoming POP3 or IMAP4 mail servers fora
message that was sent previously. This check is done by matching the
content of the previously-sent message.

e Send only. Checks that the receiving mail server has accepted the
message.

Host name of the SMTP mail server to which the test mail message should be
sent.

Example: mail.thiscompany.com

Mail address to which the test message should be sent.

Protocol used by the receiving mail server. Use the POP3 option to check the
POP3 mail server for a sent message. Use the IMAP4 option to check the
IMAP mail server for a sent message.

Default value: POP3

Host name of the POP mail server that should receive the test message. This
can be the same mail server to which the test message was sent.

Example: mail.thiscompany.com

POP user account name. A test email message is sent to this account and the
logs in to the account to verify that the message was received. No other mail in
the account is touched. You can use your own personal mail account or another
existing account for this purpose.

Note: If you use an email reader that automatically retrieves and deletes
messages from the server, there is a chance that the Mail Round Trip Tool
never sees the mail message and reports an error.

Password, if necessary, for the test mail account.
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Ul Element Description

Receive only  String of text to match against the contents of the incoming message. If the

content match  text is not contained in the incoming message, the Mail Round Trip reports an
error. This is for the receiving only option (for example, Subject:MySubject).
The search is case sensitive.

HTML tags are part of a text document, so include the HTML tags if they are
part of the text you are searching for (for example, "< B> Hello< /B> World").
This works for XML pages as well.

You can perform a regular expression match by enclosing the string in forward
slashes, with an i after the trailing slash indicating case-insensitive matching.
An example might be "/href=Doc\d+\.html/" or"/href=doc\d+\.html/i".

If you want a particular piece of text to be saved and displayed as part of the
status, use parentheses in a regular expression (for example, /Temperature:
(\d+)/ ). This returns the temperature as it appears on the page.

Advanced Mail Settings

Timeout Number of seconds to wait for a mail message to be received before timing-out.
(seconds)

Default value: 300 seconds
POP check After SiteScope sends the test message, it immediately logs into the mail
delay account to verify that the message has been received. If the message has not
(seconds) been received, SiteScope automatically waits 10 seconds before it checks

again. You can adjust this wait time by indicating an alternate number of
seconds to wait in this box.

Default value: 10 seconds

NTLM NTLM version (version 1 or 2) if NTLM authentication is used by the email
authentication  server.

Default value: none

SMTP SSL Enables sending emails securely via SSL SMTP servers.

Note: SMTP SSL uses port 465 only of the SMTP mail server (the port cannot
be changed).

Default value: Not selected
Show details  Displays details of the round trip test.

Run Tool Runs the test. Check mail server test results are displayed in the Results
pane.

Save to File Saves the results to afile.

Microsoft Windows Media Player Tool

This tool enables you to test Microsoft Windows Media Player streaming.
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To e Select Tools context > Application Tools > Microsoft Windows Media Player
access Tool (you must have Use tools permissions)

¢ Also available when configuring or viewing the Microsoft Windows Media Player
monitor (provided you are an administrator in SiteScope, or a user granted Use
monitor tools permissions):

= Click the Use Tool button in the new monitor dialog box when configuring a new
monitor, or in the monitor Properties tab when configuring an existing monitor.

= Torun the test tool for an existing monitor, click the Tools U1 button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the monitor's

existing data as its input, and displays the test results in the Results pane.

Relevant | "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on page
tasks 124

See also e« "SiteScope Tools" on page 123

e "Tools Menu" on page 67

User interface elements are described below:

Ul Element Description

URL URL of the media file or streaming source you want to test. This should be the
URL of the mediafile.

Example: mms://<servername>/sample.as fora unicast stream or
http://<servername>/stationid.nsc for a multicast stream using a
Windows Media Server multicast station program.

Note: This monitor does not support the .asx or .mov formats.

Duration Playback duration that the tool should use for the media file or source. The
(milliseconds) duration value does not need to match the duration of the media contained in
the file.

If the media content of the file or source you are testing is less than the duration
value selected for the test, the monitor plays the entire media content and
reports the results, including the time required to play the media content.

Run Tool Runs the test. Check mail server test results are displayed in the Results
pane.

Save to File Saves the results to afile.

Network Status Tool

This tool reports the current network interface statistics and lists the active network connections.
This information can be useful to determine the health of you network interface. You can also use
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this tool to track down problems, where network connections are being left open, or runaway
conditions, where an increasing number of connections are being opened without being closed.

To access Select Tools context > Network Tools > Network Status Tool (you must
have Use tools permissions)

Important This tool is not supported on SiteScopes installed on UNIX platforms.
information

Relevant tasks | "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor"
on page 124

See also e "SiteScope Tools" on page 123

e "Tools Menu" on page 67

User interface elements are described below:

ul

Element Description

Run Runs the Network Status Tool and reports the network information. The data
Tool appears in the Results pane.

Save to Saves the results to afile.
File

News Server Tool

This tool enables you to access a News server and view the NNTP interaction between SiteScope
(acting as a news client) and the News server.

To o Select Tools context > Application Tools > News Server Tool (you must have
access Use tools permissions)

¢ Also available when configuring or viewing the News monitor (provided you are an
administrator in SiteScope, or a user granted Use monitor tools permissions):

= Click the Use Tool button in the new monitor dialog box when configuring a new
monitor, or in the monitor Properties tab when configuring an existing monitor.

By
ol

= Torunthe test tool for an existing monitor, click the Tools button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the monitor's
existing data as its input, and displays the test results in the Results pane.

Relevant | "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on page
tasks 124

See also « "SiteScope Tools" on page 123

e "Tools Menu" on page 67
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User interface elements are described below:

Ul Element Description

News Name of the News server in the format

server news.sitescope.comornews.sitescope.com:7777.

News (Optional) News group names. Separate multiple news group names by commas
groups ",")-

User name User name if the News server specified above requires a name and password for
access.

Password Password if the News server specified above requires a name and password for
access.

Run Tool Runs the test. The results of the test are displayed in the Results pane.

Save to File Saves the results to afile.

Performance Counters Tool

This tool enables you to check performance counters on a specific machine in a Windows network.
It provides an interface to the perfex.exe executable supplied as part of SiteScope.

To access o Select Tools context > Operating System Tools > Performance Counters
Tool (you must have Use tools permissions)

¢ Also available when configuring or viewing the CPU monitor, Dynamic Disk
Space monitor, Memory monitor, or Microsoft Windows Performance Counter
monitor (provided you are an administrator in SiteScope, or a user granted Use
monitor tools permissions):

» Click the Use Tool button in the new monitor dialog box when configuring a
new monitor, or in the monitor Properties tab when configuring an existing
monitor.

= Torun the test tool for an existing monitor, click the Tools |H_-| button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the monitor's
existing data as its input, and displays the test results in the Results pane.

Important  This tool is not supported on SiteScopes installed on UNIX platforms.

information

Relevant "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on
tasks page 124

See also e "SiteScope Tools" on page 123

e "Tools Menu" on page 67
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User interface elements are described below:

Ul Element Description
Performance Counters Tool Area

Server The server where the Windows performance counter objects you want to monitor
are running. Select a server from the server list (only those remote servers that
have been configured in SiteScope are displayed). Alternatively, click the Browse
Servers button to select a server from the local domain, or Add Microsoft
Windows Remote Server to add a new server.

Default value: SiteScope Server (the server on which SiteScope is installed)
Admin User Account/ Password

Enter the administrative user name and password for the machine you want to
query. This is only necessary if you running SiteScope under an account that does
not have administrative privileges to access performance counters for the domain
or workgroup to which you are trying to connect.

If the test indicates you are required to supply a password, it means that the
remote machine requires authorization to access the performance counter
registry.

Tip: If you see the message "(NO COUNTERS OBJECTS AVAILABLE using
this username and password)" in the drop down list for Counter objects and you
have not supplied a user name and password, follow one of the suggestions below
to ensure that you have access to the remote machine's registry that you are
setting up:

o Setup a SiteScope Windows remote connection to the remote machine that
has local administrator privileges.

¢ Runthe SiteScope service as a user that has access to your remote

machines.
Browse Opens the Select Server dialog box, enabling you to select the server to be
Servers monitored:

o Browse servers. Select a server from the drop-down list of servers visible in
the local domain.

o Enter server name. If the server you want to monitor does not appear in the
Servers list because it has not been identified in the network or has not been
configured in Remote Servers, enter the IP address or name of the server to
monitor. A double slash ("\\") is automatically prefixed to any machine name
supplied in the Enter server name box.

Note: You must have domain privileges or authenticated access to the Windows
remote server. For details on how to configure a remote Windows server, see
"Configure SiteScope to Monitor Remote Windows Servers" on page 490.
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Ul Element Description

Add Opens the Add Remote Server dialog box, enabling you to select the type of
Remote remote you want to add (Windows or UNIX), and enter the configuration details.
Server

For details on the Microsoft Windows Remote Servers user interface, see
"New/Edit Microsoft Windows Remote Server Dialog Box" on page 495.

For details on the UNIX Remote Servers user interface, see "New/Edit UNIX
Remote Server Dialog Box" on page 512.

Counters Select a counter object to display the individual performance counters and
corresponding values for the selected counter object.

Run Tool Runs the tool and displays the individual Windows performance counters and
corresponding values for the selected counter object. This information appears in
the Results pane.

Save to Saves the results to afile.
File

Results

Counter Performance counter name.
Name

Counter Value for the performance counter object.
Value

Counter Description of the performance counter.
Description

PERF Type Description of the counter type.

Ping Tool
This tool displays the round trip time along a path. It sends a packet to another location and back to

the sender. When there is a problem with the network, ping can tell you if another location can be
reached. The Ping tool does a ping from the current server to another location.
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To e Select Tools context > Network Tools > Ping Tool (you must have Use tools
access permissions)

¢ Also available when configuring or viewing the Ping monitor or Port monitor
(provided you are an administrator in SiteScope, or a user granted Use monitor
tools permissions):

= Click the Use Tool button in the new monitor dialog box when configuring a new
monitor, or in the monitor Properties tab when configuring an existing monitor.

= Torun the test tool for an existing monitor, click the Tools |£| button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the monitor's
existing data as its input, and displays the test results in the Results pane.

Relevant | "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on page
tasks 124

See also e« "SiteScope Tools" on page 123

e "Tools Menu" on page 67

User interface elements are described below:

Ul Element Description
Host name to Domain name or IP address of the host you want to ping.
resolve

Example: demo.thiscompany.comor206.168.112.53

Run Tool Pings the domain name or IP address. The results of the test are displayed
in the Results pane.

Save to File Saves the results to afile.

Processes Tool

This tool displays processes running on the server where SiteScope is installed. This can be useful
to confirm that critical processes are available.

To access = Select Tools context > Operating System Tools > Processes Tool (you must
have Use tools permissions)

Relevant  "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on
tasks page 124

See also e "SiteScope Tools" on page 123

e "Tools Menu" on page 67
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User interface elements are described below:

ul
Element Description

Server | The server where the processes you want to monitor are running. Select a server from
the server list (only those remote servers that have been configured in SiteScope are
displayed). Alternatively, click the Browse Servers button to select a server from the
local domain, or Add Remote Server to add a new server.

Default value: SiteScope Server (the server on which SiteScope is installed)

Browse Opens the Select Server dialog box, enabling you to select the server to be monitored:

Servers
o Browse servers. Select a server from the drop-down list of servers visible in the

local domain.

o Enter server name. If the server you want to monitor does not appear in the
Servers list because it has not been identified in the network or has not been
configured in Remote Servers, enter the IP address or name of the server to
monitor. A double slash ("\\") is automatically prefixed to any machine name
supplied in the Enter server name box.

Note: You must have domain privileges or authenticated access to the Windows
remote server. For details on how to configure a remote Windows server, see
"Configure SiteScope to Monitor Remote Windows Servers" on page 490.

Add Opens the Add Remote Server dialog box, enabling you to select the type of remote
Remote youwant to add (Windows or UNIX), and enter the configuration details.

Server
For details on the Microsoft Windows Remote Servers user interface, see "New/Edit
Microsoft Windows Remote Server Dialog Box" on page 495.

For details on the UNIX Remote Servers user interface, see "New/Edit UNIX Remote
Server Dialog Box" on page 512.

Run Runs the test. The results of the test are displayed in the Results pane.
Tool

Save to  Saves the results to afile.
File

Real Media Player Tool

This tool enables you to test Real Media Player streaming.
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To e Select Tools context > Application Tools > Real Media Player Tool (you must
access have Use tools permissions)

¢ Also available when configuring or viewing the Real Media Player monitor
(provided you are an administrator in SiteScope, or a user granted Use monitor
tools permissions):

= Click the Use Tool button in the new monitor dialog box when configuring a new
monitor, or in the monitor Properties tab when configuring an existing monitor.

= Torun the test tool for an existing monitor, click the Tools U1 button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the monitor's

existing data as its input, and displays the test results in the Results pane.

Relevant | "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on page
tasks 124

See also e« "SiteScope Tools" on page 123

e "Tools Menu" on page 67

User interface elements are described below:

Ul Element Description

URL URL of the media file or streaming source you want to test. This should be the
URL of the mediafile.

Note:
e You can test video streams only (not audio) with this tool.

o This tool does not support metadata files such as the .smi format.

Duration Playback duration that the tool should use for the media file or source. The
(milliseconds) = duration value does not need to match the duration of the media contained in
the file.

If the media content of the file or source you are testing is less than the duration
value selected for the test, the monitor plays the entire media content and
reports the results, including the time required to play the media content.

Run Tool Runs the test. The results of the test are displayed in the Results pane.

Save to File Saves the results to afile.

Regular Expression Tool

This tool enables you to perform a regular expression match.
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To Select Tools context > Common Utility Tools > Regular Expression Tool (you
access must have Use tools permissions)

Relevant  "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on page
tasks 124

See also ¢ "SiteScope Tools" on page 123

e "Tools Menu" on page 67

User interface elements are described below:

ul
Element Description

Text Copy and paste a portion of text containing the string or values on which you want
to perform a regular expression match into this box.

For efficiency in developing regular expressions, include all of the content that
would precede the target data or pattern that you want to match. For example,
when developing a regular expression for content matching on a Web page, use
the "URL Tool" on page 167 to retrieve the entire HTTP content including the
HTTP header.

Regular Enter a regular expression between the slashes //, to match some part of the text
expression | you entered.

Note: For content with multiple lines with carriage returns and line feeds, consider
adding the s search modifier to the end of the expression to have the content
treated as a single line of text.

Example: /value:\W[\d]{2,6}/s

Run Tool Runs the test. The results of the match test are displayed in the Results pane. If
there is a problem with your regular expression, an error message appears.

Save to Saves the results to afile.
File

Parsed Parentheses and Matches Table

This section includes a table that displays any matches requested as retained values or back
references by pairs of parentheses inside the regular expression. If your expression does not
include parentheses, this table is empty. The columns of the parsed parentheses table are:

Ul Element Description

Parentheses Displays any patterns in the regular expression delimited by parentheses as
counted counted from the left-hand side of the expression.
from left
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Ul Element Description

Matching Displays the text that matched the parenthesis marked patterns listed in the
text column to the left.

Whole This is the text area below the table. It echoes the entire content entered in the
Match Your Text that will be matched box. The content that matched the pattern in
Between your regular expression is highlighted within this content, normally using a blue
Slashes font. This is useful for showing possible problems with wildcard expressions like

the .* pattern that match too much content. It can also uncover problems of
duplicate patterns within the content that require you to add other unique patterns
to your expression to match the desired portion of the content.

Services Tool

This tool displays services running on the server where SiteScope is installed. This can be useful to
confirm that critical services are available. If Remote UNIX machines have been defined, they are
listed in a drop-down menu.

To access o Select Tools context > Operating System Tools > Services Tool (you must
have Use tools permissions)

¢ Also available when configuring or viewing the Service monitor (provided you
are an administrator in SiteScope, or a user granted Use monitor tools
permissions):

= Click the Use Tool button in the new monitor dialog box when configuring a
new monitor, or in the monitor Properties tab when configuring an existing
monitor.

= Torun the test tool for an existing monitor, click the Tools |H_T| button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the monitor's
existing data as its input, and displays the test results in the Results pane.

Important  This tool is not supported on SiteScopes installed on UNIX platforms.

information

Relevant "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on
tasks page 124

See also e "SiteScope Tools" on page 123

e "Tools Menu" on page 67
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User interface elements are described below:

ul
Element Description

Server | The server where the services you want to monitor are running. Select a server from
the server list (only those remote servers that have been configured in SiteScope
appear). Alternatively, click the Browse Servers button to select a server from the
local domain, or Add Remote Server to add a new server.

Default value:SiteScope Server (the server on which SiteScope is installed)

Browse Opens the Select Server dialog box, enabling you to select the server to be monitored:

Servers
o Browse servers. Select a server from the drop-down list of servers visible in the

local domain.

o Enter server name. If the server you want to monitor does not appear in the
Servers list because it has not been identified in the network or has not been
configured in Remote Servers, enter the IP address or name of the server to
monitor. A double slash ("\\") is automatically prefixed to any machine name
supplied in the Enter server name box.

Note: You must have domain privileges or authenticated access to the Windows
remote server. For details on how to configure a remote Windows server, see
"Configure SiteScope to Monitor Remote Windows Servers" on page 490.

Add Opens the Add Remote Server dialog box, enabling you to select the type of remote
Remote youwant to add (Windows or UNIX), and enter the configuration details.

Server
For details on the Microsoft Windows Remote Servers user interface, see "New/Edit

Microsoft Windows Remote Server Dialog Box" on page 495.

For details on the UNIX Remote Servers user interface, see "New/Edit UNIX Remote
Server Dialog Box" on page 512.

Run Runs the test. The results of the test are displayed in the Results pane.
Tool

Save to  Saves the results to afile.
File
SiteScope Log Grabber Tool

This tool enables you to collect the SiteScope log and configuration files. In addition, it can be used
to gather the following data:

e Thread dump of SiteScope

¢ Results of system commands (such as "netstat", "dir", and so on)

HP SiteScope (11.23) Page 157 of 1293



Using SiteScope
Chapter 14: SiteScope Tools

o Information about JVM
o Windows event log entries

You can use the default configuration file (default.loggrabber.conf.xml) or create your own
configuration files, for example, to create a scheduled backup of the SiteScope configuration.

Note: You can use the SiteScope Log Grabber tool manually by running the LogGrabber.bat
script (LogGrabber.sh for UNIX) from the <SiteScope root
directory>\tools\LogGrabberSiteScope folder. In this mode, the configuration file should be
used as a parameter: LogGrabber.bat full.loggrabber.conf.xml.

You can use this tool from either the Script alert (for example, to collect data for troubleshooting if
CPU utilization is greater than 90%, or if a critical error is found in the log), or from the Script monitor
(to collect regular data using the scheduler). The name of the configuration file should be transferred
in the script as a parameter.

To access | Select Tools context > Common Utility Tools > SiteScopeLog Grabber Tool
(you must have Use tools permissions)

Important Since the SiteScope configuration can contain valuable data such as encoded

information passwords, make sure that the Download SiteScope Log Grabber run results
permission (in Preferences > User Management Preferences > Permissions
> Other) is not granted to untrusted users. For details on user permissions, see
"Permissions" on page 738.

Relevant "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on
tasks page 124
See also e "SiteScope Tools" on page 123

e "Tools Menu" on page 67

User interface elements are described below:

Ul Element Description
SiteScope Log Grabber Tool Area

Configuration = Select the configuration file to use.

File Default value: default.loggrabber.conf.xml

Folders Select the folders and/or files to be checked for runtime changes.
Run Tool Runs the tool. The results are displayed in the Results box.
Results
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Ul Element Description
Download file Enables downloading a file containing the last run results.

Note: You must have Download Log Grabber run results permissions to
download the run results file.

File Lists all the result files (in .zip format). Click to open a file and download the
results for a selected file.

Size The size of the results file.
Last Modified Date and time that the results file was last modified.

& 0 Export to Excel/PDF. Enables you to save collected log file results by
exporting them to an Excel or PDF file.

SNMP Browser Tool

This tool provides details of an SNMP agent's MIB. It can be used to verify the connection
properties of an SNMP agent and to gain more information about the SNMP agent's counters.

To access e Select Tools context > SNMP Tools > SNMP Browser Tool (you must have
Use tools permissions)

o Also available when configuring or viewing the Cisco Works monitor, F5 Big-IP
monitor, or SNMP by MIB monitor (provided you are an administrator in
SiteScope, or a user granted Use monitor tools permissions):

= Click the Use Tool button in the new monitor dialog box when configuring a
new monitor, or in the monitor Properties tab when configuring an existing
monitor.

= Torun the test tool for an existing monitor, click the Tools |H_-| button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the monitor's
existing data as its input, and displays the test results in the Results pane.

Important o This tool operates by traversing all of the OIDs on a given agent and then using
information the MIB information in the <SiteScope root directory>\templates.mib
directory to display the OID, counter names, type, and values in a table.

o If MIBs are not listed in the MIB file drop-down box after adding MIB files to the
templates.mib directory when creating an SNMP by MIB monitor, see the
Troubleshooting MIB Compilation steps in SNMP by MIB Monitor in the
SiteScope Monitor Reference Guide.

Relevant "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on
tasks page 124
See also e "SiteScope Tools" on page 123

e "Tools Menu" on page 67
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User interface elements are described below:

Ul Element Description
SNMP Settings

Server Host name or IP address of the device on which the SNMP agent is running
that you want to monitor.

Port Port on which the SNMP agent is listening.
Default value: 161

MIB file MIB that you want to view. If you select All MIBs, then all data obtained during
the MIB traversal appears. If you select a specific MIB, then only the OIDs
within that MIB appear. This list of MIBs can be updated or extended by
placing new MIB files in the <SiteScope root directory>\templates.mib
directory.

Default value: All MIBs

Starting OID Use this option when selecting counters for this monitor. When the monitor
attempts to retrieve the SNMP agent's tree, it starts with the OID value that is
entered here. The default value is 1, which is commonly used and applicable to
most applications. Edit this box only when attempting to retrieve values from
an application that does not handle OIDs starting with 1. If the default value of
1 did not enable retrieving any counters, then you may have to enter a different
value.

SNMP Connection Settings

Timeout Total time, in seconds, that SiteScope should wait for all SNMP requests
(seconds) (including retries) to complete.

Default value: 5 seconds

Number of Number of times each SNMP GET request should be retried before SiteScope
retries considers the request to have failed.

Default value: 1

Community Community string to use when connecting to the SNMP agent for version 1 or
2 connections.

Default value: public

SNMP version @ Version of SNMP which the tool should use when connecting to the agent.
SiteScope supports SNMP version 1, version 2, and version 3. Selecting V3
enables you to enter version 3 settings in the fields below.

Default value: V1
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Ul Element Description

Authentication Authentication algorithm to use for a version 3 connection.

algorithm Default value: MD5
Note: This field is available only if SNMP V3 is selected.
User name User name for a version 3 connection.
Note: This field is available only if SNMP V3 is selected.
Password Password to use for authentication in a version 3 connection.
Note: This field is available only if SNMP V3 is selected.
Privacy The privacy algorithm used for authentication for SNMP version 3 (DES, 128-
algorithm Bit AES,192-Bit AES, 256-Bit AES). Leave blank if you do not want privacy.
Default value: DES
Note: This field is available only if SNMP V3 is selected.
Privacy Password to use for DES privacy encryption in a version 3 connection. Leave
password blank if you do not want privacy.

Note: This field is available only if SNMP V3 is selected.

Context name Context Name to use for this connection. This is applicable for SNMP V3 only.

Note: This field is available only if SNMP V3 is selected.

Context Hexidecimal string representing the Context Engine ID to use for this
engine ID connection. This is applicable for SNMP V3 only.

Note: This field is available only if SNMP V3 is selected.
Run Tool Runs the test. The results of the test appear in the Results pane.

Save to File Saves the results to afile.

SNMP Tool

This tool lets you query a SNMP Management Information Base (MIB) and retrieve a set of OIDs.
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To o Select Tools context > SNMP Tools > SNMP Tool (you must have Use tools
access permissions)

¢ Also available when configuring or viewing the SNMP monitor (provided you are
an administrator in SiteScope, or a user granted Use monitor tools
permissions):

= Click the Use Tool button in the new monitor dialog box when configuring a new
monitor, or in the monitor Properties tab when configuring an existing monitor.

= Torun the test tool for an existing monitor, click the Tools |£| button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the monitor's
existing data as its input, and displays the test results in the Results pane.

Relevant | "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on page
tasks 124

See also e« "SiteScope Tools" on page 123

e "Tools Menu" on page 67

User interface elements are described below:

Ul Element Description
Host name IP address of the server that hosts the SNMP MIB you want to query.
Port Port to use when requesting data from the SNMP agent.

Default value: 161
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Ul Element

Object ID

HP SiteScope (11.23)

Description

Select the Object ID setting:

o Commonly used values. Select the Object ID mnemonic from the drop-
down list. (This is the default option with system.sysDescr set as the
default value.)

Enter the index of the SNMP object. Values for an OID come as either
scalar orindexed (array or table) values.

s Forascalar OID, the index value must be set to 0.

= Foranindexed or table value, you must provide the index (a positive
integer) to the element that contains the value you want. The index value
for Commonly used values is set to ifSpecific.ifInOctets.

Default value: 0

o Other values. Enter the Object Identifier (OID) for the SNMP value you
want to retrieve. The OID specifies which value should be retrieved from
the device.

Example:1.3.6.1.2.1.4.3

Tip: To troubleshooting basic connectivity to the device and to confirm that the
SNMP agent is active, select the system.sysDescr object from the drop-down
list if other objects cannot be found.

Note: SiteScope supports SNMP versions 1.0, 2.0, and 3.0.

If you receive the error message error - noSuchName, it means SiteScope was
able to contact the device but the OID given is not known by the device. You
must provide an OID that is valid to the device to obtain a value.

If you have a MIB file for the device you want to monitor, you can copy the
*.mib (or *.my) file into the <SiteScope root directory>\templates.mib
subdirectory and use the MIB Help utility to compile the MIB and browse the
OIDs for the device. To use the MIB Helper tool, select Tools > MIB Browser
and enter the connection details. After copying a new MIB file to SiteScope,
you must restart SiteScope. Select the MIB file to browse using the drop-down
list. Click the browse button to show the OIDs from the selected MIB file. A
tree that represents the chosen MIB on the specified server appears. You can
browse that tree to find the OID that you want to monitor.

It is not necessary to browse a MIB file with the SiteScope MIB Helper to
monitor a device. The MIB Helper is provided simply as atool to help you
discover OIDs available on a device, but it is not the only tool available. You
can find other alternative tools on the Web (for example, MG-SOFT or
iReasoning).
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Ul Element

Number of
records to get

Description

Number of OID records to retrieve.

Default value: 1

SNMP Connection Settings

Timeout
(seconds)

Number of

retries

Community

SNMP version

Authentication
algorithm

User name

Password

HP SiteScope (11.23)

Amount of time, in seconds, that SiteScope should wait for an SNMP request.

Default value: 5 seconds

Number of SNMP request retries before SiteScope considers the monitor to
have failed.

Default value: 1
Community string for the SNMP device.

The Community string provides a level of security fora SNMP device. Most
devices use public as a community string. However, the device you are going
to monitor may require a different Community string to access it.

If you try to monitor an SNMP agent through specific community, you must
make sure that the SNMP agent is familiar with that community. For example,
if you try to monitor a Windows 2003 server through public community, you
must make sure that the SNMP agent has this community configured.
Otherwise, the monitor cannot connect to the agent.

Default value: public

Note: The field is valid only for version 1 or 2 connections.

SNMP version used by the SNMP host you want to monitor. SiteScope
supports SNMP version 1, version 2, and version 3.

Default value: V1

Authentication algorithm used for SNMP V3. You can select MD5, SHA, or
None.

Note: This field is available only if SNMP V3 is selected.

User name to be used for authentication if you are using SNMP version 3.
Note: This field is available only if SNMP V3 is selected.

Password to be used for authentication if you are using SNMP version 3.

Note: This field is available only if SNMP V3 is selected.
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Ul Element Description
Privacy The privacy algorithm used for authentication for SNMP version 3 (DES, 128-
algorithm Bit AES,192-Bit AES, 256-Bit AES).

Default value: DES
Note: This field is available only if SNMP V3 is selected.

Privacy The privacy password used for authentication for SNMP version 3. Leave
Password blank if you do not want privacy.

Note: This field is available only if SNMP V3 is selected.
Context Name The context name of SNMP version 3.

Note: This field is available only if SNMP V3 is selected.

Context The context engine ID of SNMP version 3.
Engine ID e s . : .
Note: This field is available only if SNMP V3 is selected.
Run Tool Runs the test. The results of the test are displayed in the Results pane.
Results
Save to File Saves the results to afile.

SNMP Trap Tool

This tool enables you to view SNMP Traps received by SiteScope's SNMP listener. The tool is only
enabled if you have already created one or more SNMP Trap monitors. Creating an SNMP Trap
Monitor enables the SiteScope SNMP Trap Log.

To access ¢ Select Tools context > SNMP Tools > SNMP Trap Tool (you must have
Use tools permissions).

¢ Also available when configuring or viewing the SNMP Trap monitor or
Technology SNMP Trap Integration monitor (provided you are an administrator
in SiteScope, or a user granted Use monitor tools permissions).

» Click the Use Tool button in the new monitor dialog box when configuring a
new monitor, or in the monitor Properties tab when configuring an existing
monitor.

= Torun the test tool for an existing monitor, click the Tools 1T/ button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the monitor's
existing data as its input, and displays the test results in the Results pane.

Important The message Receiving SNMP Traps is not active appears at the top of the
information | tool page if the SNMP Trap Log is not currently active.
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Relevant "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on
tasks page 124
See also e "SiteScope Tools" on page 123

e "Tools Menu" on page 67

User interface elements are described below:

ul
Element Description

Content = Optional text string or regular expression to be used to match entries in the SNMP
match Trap Log. Content matching can be done for data from any of the columns of the log
such as OID, Community, Agent, and so on.

The SNMP traps in the SiteScope SNMP Trap Log appear in the SNMP Trap Log
table. The number of traps matching the search criteria appears in the SNMP Trap
Log table title displayed in the lower part of the page.

Traps to  Number of SNMP Traps to list. The number of traps is calculated, based on average

show trap length. If the trap text is longer or shorter than average, the number of traps
shown can be different from the selected value. The most recent SNMP Traps
received by SiteScope appear first.

Default value: 10

Run Runs the test. The results of the test are displayed in the Results pane.
Tool

Save to  Saves the results to afile.
File

Trace Route Tool

This tool shows you the network path between two locations and how long it takes to get to each
hop in the path. When there is a problem with the network, traceroute can often be used to narrow
down where the problem is occurring. This tool performs a traceroute from your server to another
location.

You can use this utility to verify connectivity of a host and to determine how the host is connected
to the Intemet. You can also determine the path taken from your server to the specified host. This

helps you to determine where packet loss may be occurring when you attempt to connect to hosts
elsewhere on the Internet.

To access | Select Tools context > Network Tools > Trace Route Tool (you must have Use
tools permissions)
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Important  You can use this tool to perform a traceroute on Windows platforms only. For

information UNIX, you must stop the SiteScope process, add the path of the traceroute utility
(for example /usr/sbin/traceroute)to the Traceroute command box in
Infrastructure Preferences, and then restart SiteScope.

Relevant "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on
tasks page 124
See also e "SiteScope Tools" on page 123

e "Tools Menu" on page 67

User interface elements are described below:

Ul Element Description
Host name to resolve Domain name or IP address of the other location to resolve.
Example: demo.thiscompany.comor 206.168.112.53
Run Tool Runs the test. The results of the test are displayed in the Results pane.

Save to File Saves the results to afile.

URL Tool

This tool enables you to retrieve an item from a Web server. The URL specifies the server to
contact and the item to return. Because SiteScope displays the content of the requested URL, this
tool also functions to check URL Content. You can use this utility to verify that a given URL can be
accessed from a Web server. You can also use it to see how long it takes for the page to be

returned.
To e Select Tools context > Web Tools > URL Tool (you must have Use tools
access permissions)

¢ Also available when configuring or viewing the URL monitor, URL Content
monitor, or Oracle 9i Application Server monitor (provided you are an administrator
in SiteScope, or a user granted Use monitor tools permissions):

= Click the Use Tool button in the new monitor dialog box when configuring a new
monitor, or in the monitor Properties tab when configuring an existing monitor.

= Torun the test tool for an existing monitor, click the Tools UL button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the monitor's
existing data as its input, and displays the test results in the Results pane.

Relevant | "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on page
tasks 124
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See also ¢ "SiteScope Tools" on page 123

e "Tools Menu" on page 67

User interface elements are described below:

Ul Element Description
Main Settings
URL URL that you want to test.
Example: http://demo.company.com

Match String of text to check for in the retumned page or frame set. If the text is not

content contained in the page, the content match fails. The search is case sensitive.
HTML tags are part of a text document, so you must include the HTML tags if
they are part of the text you are searching for (for example, "< B> Hello< /B>

World").
Match String of text to check for in the returned page or frame set. If the text is
content for contained in the page, the test indicates an error condition. The search is case
error sensitive.

HTTP Settings

URL content = URL content encoding is the encoding in which the content is written. The
encoding encoding can be found in any of the following:

e HTTP headers: Content-Type: text/html; charset=UTF-8

¢ HTML metatag <meta http-equiv="Content-Type"
content="text/html; charset=US-ASCII">

e XML: <?xml version="1.0" encoding="1S0O-8859-1"7?>

Select the encoding type from the drop down list.
Examples: UTF-8, UTF-16, US-ASCII, ISO-8859-1

Default value: Encoding from server response

Retrieve SiteScope lists the images such as graphics, logos, and so on linked to the
images URL being requested.

Retrieve SiteScope displays the HTML code of a frame linked to the URL being
frames requested.

Authentication Settings
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Ul Element

Credentials

Pre-emptive
authorization

Client side
certificate

HP SiteScope (11.23)

Description

Option for authorizing credentials if the URL specified requires a name and
password for access:

¢ Use user name and password. Select this option to manually enter user
credentials. Enter the user name and password to access the URL in the
User name and Password box.

o Select predefined credentials. Select this option to have SiteScope
automatically supply a predefined user name and password for the URL
(default option). Select the credential profile to use from the Credential
profile drop-down list, or click Add Credentials and create a new credential
profile. For details on how to perform this task, see "Credential Preferences”
on page 572.

Option for sending authorization credentials if SiteScope requests the target
URL:

« Use global preference. Select to have SiteScope use the setting specified
in the Pre-emptive authorization section of the General Preferences page.

o Authenticate first request. Select to send the user name and password on
the first request SiteScope makes for the target URL.

Note: If the URL does not require a user name and password, this option may
cause the URL to fail.

o Authenticate if requested. Select to send the user name and password on
the second request if the server requests a user name and password.

Note: If the URL does not require a user name and password, this option may
be used.

All options use the User name and Password entered for this monitor instance.
If these are not specified for the individual monitor, the Default authentication
user name and Default authentication password specified in the Main
section of the General Preferences page are used, if they have been specified.

Note: Pre-emptive authorization does not control if the user name and
password should be sent, or which user name and password should be sent.

The certificate file, if you need to use a client side certificate to access the
target URL. Normally, this is a . pfx (. p12) type certificate, which usually
requires a password. You enter the password for the certificate in the Client
side certificate password box.

Note: Client side certificate files must be copied into the <SiteScope root
directory>\templates.certificates directory.
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Ul Element

Client side
certificate
password

Authorization
NTLM
domain

Accept
untrusted
certificates
for HTTPS

Accept
invalid
certificates
for HTTPS

NTLM V2

Prefer SSL to
TLS

Proxy Settings

HTTP proxy

Proxy server
user name

Proxy server
password

Proxy NTLM
V2

Run Tool

Save to File

Description

Password if you are using a client side certificate and that certificate requires a
password.

Domain for Windows NT LAN Manager (NTLM) authorization if required to
access the URL.

If you are accessing a target URL using Secure HTTP (HTTPS) and SiteScope
does not have the required server certificates, you can either select this option
orimport the related certificates. For details on importing server certificates,
see SSL Connectivity in "URL Monitor" in the SiteScope Monitor Reference
Guide.

Select this option if you are accessing a target URL using Secure HTTP
(HTTPS) and SiteScope has invalid server certificates. This may happen, for
example, if the current date is not in the date ranges specified in the certificate
chain.

Select if the URL you are accessing requires authentication using NTLM
version 2.

Select if the URL you are accessing cannot handle authentication using TLS.
This enables encrypted handshake messages to be sent using SSL.

Address or domain name and port of an HTTP Proxy Server used to access the
URL.

Name used to log on to the proxy server.

Password used to log on to the proxy server.

Proxy uses NTLM (Windows NT LAN Manager) version 2 to authenticate user
logon.

Runs the test. The results of the test are displayed in the Results pane. The
results include statistics on the URL retrieval as well as a text representation of
the URL content.

Saves the results to afile.

Web Service Tool

This tool enables you to check Simple Object Access Protocol (SOAP) enabled Web services for
availability, stability, or to see what an actual SOAP response looks like. It is also useful for

diagnosing a Web
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service request failure, or for picking out match strings for use with a specific
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Web Service Monitor. The Web Service Test sends a SOAP request to the server and checks the
HTTP response codes to verify that the service is responding. The actual SOAP response appears,
but no further verification occurs on this returned message.

SOAP is away for a program running under one operating system to communicate with another
program running under the same or different operating system (such as a Windows 2003 program
talking to a Linux-based program). SOAP uses the Hypertext Transfer Protocol (HTTP) and
Extensible Markup Language (XML) for information exchange with services in a distributed
environment.

To access o Select Tools context > Web Tools > Web Service Tool (you must have Use
tools permissions)

o Also available when configuring or viewing the Web Service monitor (provided
you are an administrator in SiteScope, or a user granted Use monitor tools
permissions):

= Click the Use Tool button in the new monitor dialog box when configuring a
new monitor, or in the monitor Properties tab when configuring an existing
monitor.

= Torun the test tool for an existing monitor, click the Tools |H_T| button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the monitor's
existing data as its input, and displays the test results in the Results pane.

Important o The following specification features are currently supported: WSDL 1.2, SOAP
information 1.1, Simple and Complex Types based on XML Schema 2001, SOAP binding
with the HTTP(s) protocol only. SOAP with Attachments is not supported.

e SOAP and WSDL technologies are evolving. As aresult, some WSDL
documents may not parse accurately and some SOAP requests may not
interact with all Web service providers.

Relevant "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on
tasks page 124
See also e "SiteScope Tools" on page 123

e "Tools Menu" on page 67

User interface elements are described below:

Ul Element Description

WSDL Settings
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Ul Element

WSDL
location

Get Data

Service name

Port name

Method name

Method name

space

Schema
name space

SOAP action

HP SiteScope (11.23)

Description

Select the WSDL location:

o File. Select the WSDL file to be used. This list reflects the files found by
searching on <SiteScope root directory>\templates.wsdl/*.wsdl. Your
WSDL files must have an extension of .wsdl.

o URL. Enterthe URL of the Web service to be tested.

Retrieves and analyzes the specified WSDL file for method arguments. The
Result page displays the measurements available.

Name of the service to be invoked. During initial setup, this is extracted from
the WSDL file.

Name of the port to be invoked. During initial setup, this is extracted from the
WSDL file.

Name of the method to be invoked. During initial setup, this is extracted from
the WSDL file.

The XML name space for the method in the SOAP request. During initial setup
this value is extracted from the WSDL file.

The XML name space for the schema in the SOAP request. During initial setup,
this value is extracted from the WSDL file.

The SOAP action URL in the header of the SOAP request to the Web Service.
During initial setup, this is extracted from the WSDL file.
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Ul Element Description

Name of Arguments to the method specified above and their types. Specify simple type

arguments parameters in the format
parm-name(parm-type) = value, where the <param-name> and <param-
type> must match the service method specifications of its WSDL file exactly.
The <value> must agree with the <param-type>, otherwise the request fails.
Strings with embedded spaces should be enclosed in double quotes (" "). Each
parameter must be on a separate line by adding a carriage return at the end of
each value.

Example: stockSymbol (string) = MERQ
numShares (int) = 10

A complex type parameter must be represented as one long string (line breaks
are for readability purposes only):

stocksymbol[ COMPLEX] =

<stocksymbol xmlns:xsd="http://www.w3.org/2001/XMLSchema"
xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:fwl@O="urn:ws-stock"

xsi:type="fwl00:getQuote">

<ticker xsi:type="xsd:string">MERQ

</ticker>

</stocksymbol>

Note: SiteScope does not perform any validation on your input parameter lists,
so make sure that the complex type values are valid and well-formed XML
strings. Do not add any carriage returns within a complex type parameter—only
at the end.

If the Web service method does not take any parameters, the text box should
be left empty.

Use user- Use the XML in the User SOAP XML box. This enables you to use XML that

defined has been manually defined.

SOAP XML

User SOAP Displays the SOAP XML for the selected Web service extracted from the

XML WSDL file. You can make changes to the default XML, and use the manually
defined XML in this box by selecting the Use User-Defined SOAP XML check
box.

Main Settings

Request's The request schema. Currently SiteScope only supports SOAP.

schema
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Ul Element Description

Timeout Total time, in seconds, that SiteScope should wait for the Web service request
(seconds) to complete.

Default value: 30 seconds

Use .NET Select if the Web service is based on Microsoft .NET.

SOAP

Content Text to check for in the returned page or frameset. If the text is not contained in
match the page, the tool displays the message no match on content.

HTML tags are part of a text document, so include the HTML tags if they are
part of the text you are searching for. This works for XML pages as well.

Example: "< B> Hello< /B> World"

You may also perform a regular expression match by enclosing the string in
forward slashes, with an i after the trailing slash to indicate that the search is
not case sensitive.

Example: /href=Doc\d+\.html/ or /href=doc\d+\.html/i

If you want a particular piece of text to be saved and displayed as part of the
status, use parentheses in a Perl regular expression.

Example: /Temperature: (\d+)
Note: The search is case sensitive.
HTTP Settings

Web service | Displays the URL of the Web service server to be checked.
server URL

HTTP user HTTP user agent for the SOAP request.
agent

HTTP content Content type of the HTTP request.
type

Proxy Settings

HTTP proxy  (Optional) A proxy server can be used to access the URL. Enter the domain
name and port of an HTTP Proxy Server.

Proxy server = User name if the proxy server requires a name and password to access the
user name URL.

Note: Your proxy server must support Proxy-Authentication for these options to
function.
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Ul Element

Proxy server
password

Login Settings

NTLM
domain

Authorization
user name

Authorization
password
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Description

Password if the proxy server requires a name and password to access the
URL.

Note: Your proxy server must support Proxy-Authentication for these options to
function.

NTLM domain if the Web service requires NTLM / Challenge Response
authentication as part of your credentials (as well as a user name and password
below).

User name if the Web service requires a user name and password for access
(Basic, Digest, or NTLM authentication), enter the user name.

Alternately, you can leave this entry blank and enter the user name in the
Default authentication user name box on the General Preferences page. You
use this alternate method to define common authentication credentials.

Password if the Web service requires a user name and password for access
(Basic, Digest or NTLM authentication), type the password.

Alternately, you can leave this entry blank and enter the password in the
Default authentication password box on the General Preferences page. You
use this alternate method to define common authentication credentials.
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Ul Element

Run Tool

Save to File

Description

Runs the test. The results of the test are displayed in the Results pane.

The possible status values returned by the test are:

OK

unknown host name
unable to reach server
unable to connect to server
timed out reading

content match error
document moved
unauthorized

forbidden

not found

proxy authentication required
server error

not implemented

server busy

Saves the results to afile.

XSL Transformation Tool

This tool enables you to test a user-defined XSL file that can be used to transform an XML file or

output. This might be a file from a Web application that contains performance metrics data. The use
of an XSL transformation may be necessary to process XML data into an acceptable format for use
by the browsable XML Monitor.
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To e Select Tools context > Common Utility Tools > XSL Transformation Tool
access (you must have Use tools permissions)

¢ Also available when configuring or viewing the XML Metrics monitor (provided you
are an administrator in SiteScope, or a user granted Use monitor tools
permissions):

= Click the Use Tool button in the new monitor dialog box when configuring a new
monitor, or in the monitor Properties tab when configuring an existing monitor.

= Torun the test tool for an existing monitor, click the Tools |H_T| button in the
SiteScope Dashboard toolbar. This opens and runs the tool with the monitor's
existing data as its input, and displays the test results in the Results pane.

Relevant | "How to Use SiteScope Tools for Configuring or Troubleshooting a Monitor" on page
tasks 124

See also e« "SiteScope Tools" on page 123

e "Tools Menu" on page 67

User interface elements are described below:

Ul Element Description

Main Settings

XML URL URL of the XML file that is the input for the transformation.

XSL file Path to the XSL file you want to test. This path must be relative to

SiteScope root folder.

Example: <SiteScope root
directory>\templates.applications\XmIApp1.xsl

Authentication Settings

Authorization user User name needed to access the content if access to the target XML

name file requires authentication.

Authorization Password needed to access the content if access to the target XML

password file requires authentication.

Proxy server Proxy server address if you are using a proxy server to access the
target XML content.

Proxy server user User name and password required to use the proxy if you are using a

name/password proxy to access the target XML content.

Run Tool Runs the test. The results of the test appear in the Results pane.

Save to File Saves the results to afile.
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SiteScope public APIs enable you to run various scenarios automatically without using the
SiteScope user interface. For example, you can:

o Import, export and deploy templates.
o Enable, disable or delete monitors, groups or alerts.
o Acquire data from SiteScope.

The SiteScope APl is SOAP-based and can be invoked by any known Web Services framework
such as Axis or WSIF, or by any SOAP client application. This provides a powerful set of tools for
managing and automating large environments and implementing complex business logics.

Learn About

SiteScope Public APIs Overview

SiteScope Public APIs can be divided in to two core categories: Configuration APl and Data
Acquisition API.

« Configuration APl is responsible for template management, deployment and monitors running. It
also provides powerful management tools for downtime and decommission.

o The Data Acquisition APl enables you to retrieve historical monitor run data and VMware
reconciliation topology data.

API Examples

The SiteScope APl examples are available from the
<SiteScope installation directory>\examples\integrations\api directory.

API examples include the following content:

o libfolder - All jars required to start using SiteScope API and build you own client application
¢ bin folder - The scripts (*.bin, *.sh) execute provided examples

o src folder - Code examples show how to use SiteScope APls

o doc folder - Java documentation (in JavaDoc format) of all available public SiteScope APIs
methods and data structures.

For details on the APIs included with SiteScope, see the HP SiteScope API Reference located
in the javadoc.zip file. To open the guide, double-click the index.html file.

SiteScope Configuration APIs

SiteScope configuration APls provide services for working with SiteScope templates, groups,
monitors, alerts, remote servers, server health, search/filter tags, and configuration.
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The following configuration actions are supported using the SiteScope API:

SiteScope
Object Action
Templates o Template management (create/delete template, create/delete template
container, import/export template, import templates and override them if they
already exist in the given path, get snapshot of all templates)
o Template deployment (monitor, group, alert, remote server creation), deploy a
single template that gets back details of the deployment
o Publish template changes (groups, monitors, alerts, remote server); update
templates deployed without a root (updates only a single monitor with new
variables)
Groups Enable/disable groups, delete groups, search groups by specific criteria
Monitors Enable/disable, delete monitors, run monitors, search monitors by specific
criteria
Alerts Enable/disable alerts
Remote Create remote server (on Windows and UNIX), delete remote server preferences
Servers
Status Get SiteScope server status (active monitoring, booting) statistics
Tags Create tags, add tag values, edit tag description, edit tag values (name,

description), delete tags

Configuration e Get SiteScope configuration

o Import an SSH key file to a remote SiteScope machine

For task details, see "How to Use SiteScope Configuration API Calls" on the next page.

For a user-case scenario, see "How to Use SiteScope API Calls - Use-Case Scenario" on page
181.

SiteScope Data Acquisition APls

The following data acquisition actions are supported using the SiteScope API:

SiteScope Object Action

getData Retrieves historical metrics data for monitor runs matching
the specified query parameters.
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SiteScope Object Action

getDataWithTopology Retrieves historical metrics data for monitor runs matching
the specified query parameters and VMware reconciliation
topology collected by VMware monitors currently running
on SiteScope.

e Supports given time interval, credentials, and filter
(monitor type(s), name, etc...)

e Returns XML similar to the XML sent with generic data
integration that contains the (historical) metrics data

getMonitorTypesWithMetricNames = Scans all the monitors in this SiteScope instance for which
the user has view permissions, and returns a list of their
types together with the metric names per monitor type. The
list of metric names is merged from all the monitors of each
type (repeated occurrences are removed). Where
enabledMonitorsOnly is true, it scans enabled monitors
only. Where enabledMonitorsOnly is false, it scans all
monitors (enabled/disabled) in the SiteScope instance.

The data for these APls is taken from the SiteScope daily log.

Note: The data acquisition APl is intended for querying limited amount of historical data (up to
20 MB). For consumption of near real-time SiteScope data, use Generic Data Integration. For
details, see "Generic Data Integration Preferences" on page 681.

For task details, see "How to Use the Data Acquisition API" on page 182.

Tasks

How to Use SiteScope Configuration APl Calls

This task describes how to use API calls which enable you to run various scenarios automatically
without using the SiteScope user interface.

Tip: For a use-case scenario on using API calls, see "How to Use SiteScope API Calls - Use-
Case Scenario" on the next page.

1. Create your own Java project.

2. Add all SiteScope client jars into the project (these jars are located in
<SiteScope installation directory>\examples\integrations\api\lib).

3. Connect to SiteScope using the SiteScopeCommandLineUtil.java file located in

<SiteScope installation directory>\examples\integrations\api\src. In the
createConnection method section, enter the required login information:
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// SiteScope connection properties creation

SiteScopeConnectionPropertiesForExternal props = new SiteScopeCo
nnectionPropertiesForExternal (hostName, port, login, password, isUseSSL);
// SiteScope API Connector creation

SiteScopeExternalAPIConnector siteScopeExternalAPIConnector = new
SiteScopeExternalAPIConnector();
// Get the API instance using connection properties

IAPIConfiguration apiConfiguration = siteScopeExternalAPIConnecto
r.getAPIConfiguration(props);

4. Run the required API methods. For example:
apiConfiguration.getConfigurationSnapshotEx(login, password);

How to Use SiteScope API Calls - Use-Case Scenario

SiteScope APIs enable you to run various scenarios automatically without using the SiteScope
user interface. For example, you can create and deploy templates, enable and disable monitors,
groups, and alerts, and delete monitors, groups, and remote servers.

1. Initial set up
Install SiteScope.

Create a template container using the createTemplateContainer AP| method (done only
once).

2. Create or import a template

Create a template in the SiteScope user interface, or import it using the importTemplate API
method.

3. Deploy a template and run monitors

Deploy the template for a remote server using the
deploySingleTemplateWithConnectToServer APl method.

Use the getConfigurationSnapshotEx API method to get all deployed monitors, groups, and
alerts.

Use the runExistingMonitorEx API method to run deployed monitors.
4. Downtime

Use the disableAlertEx, disableMonitorEx, or disableGroupFullPathEx APl method to
disable an alert, monitor, or group for a downtime period.

5. Decommission
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Use the deleteGroupEXx, deleteMonitorEx, or deleteRemote API method to delete a group,
monitor, or remote server.

How to Use the Data Acquisition API

1.

When running in SiteScope standalone mode (when SiteScope is not connected to a BSM
server), select the Enable topology collection in standalone deployment check box in
Preferences > Infrastructure Preferences > General Settings. This enables SiteScope to
collect topology in the background, and not when request is made. You must restart SiteScope
for this change to take effect.

Optionally, you can modify the following data acquisition settings (you must restart SiteScope
for these changes to take effect):

= Topology resolving frequency (minutes). Amount of time, in minutes, to wait between
checking the topology of the server being monitored. This applies to non-dynamic monitors
only; for dynamic monitors, frequency can be configured per instance in the user interface. If
this time is exceeded during a monitor run, when running in SiteScope standalone mode the
topology is saved in SiteScope; when SiteScope is integrated with BSM the topology is
created again in BSM's RTSM. The default value is 60 minutes.

= Data acquisition API single request size (MB). The maximum memory size, in
megabytes, allocated for fetching data from the daily log in a single data acquisition API
request. Loading too much data from the daily log to process a request might have a
negative performance impact on SiteScope, because the memory allocated for the data is
out of SiteScope’s available memory pool. The default value is 20 MB.

= Data acquisition API total request size (MB). The maximum memory size, in
megabytes, allocated for fetching data from the daily log in all simultaneous data acquisition
API requests. Loading too much data from the daily log to process requests might have a
negative performance impact on SiteScope, because the memory allocated for the data is
out of SiteScope’s available memory pool. The default value is 100 MB.

= Toinclude deleted monitors in data acquisition API results, select the Include deleted
monitors in data acquisition API results option in Preferences > Infrastructure
Preferences > General Settings.

When specifying monitor types for which to get data in the data acquisition API, you must use
the "topaz name" of the monitor.

The following lists the monitor topaz name to use when specifying a monitor type query:

Monitor Display Name Monitor Topaz Name

Active Directory Replication Active Directory Replication
(created from the Active Directory Solution
template only)
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Monitor Display Name
Amazon Web Services
Apache Server

BAC Integration Configuration
BAC Integration Statistics
BroadVision Application Server
CheckPoint

Cisco Works

Citrix

ColdFusion Server

COM+ Server

Composite

Connection Statistics Monitor
CPU

Custom

Custom Database

Custom Log File

Custom WMI

Database Counter

Database Query

DB2 JDBC

DHCP

Directory

DNS

Dynamic Disk Space
Dynamic Monitoring Statistics

eBusiness Transaction
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Monitor Topaz Name
AmazonCloudWatch

Apache

BAC Integration Configuration
BAC Integration Statistics
BroadVision

CheckPoint

Cisco Works

Citrix MetaFrame Presentation Server

MS ColdFusion Server
COM+

Composite

Connection Statistics Monitor
CPU

Custom Monitor

Custom Database Monitor
Custom Log Monitor

Custom WMI Monitor
DatabaseCounter

SQL Query

DB28x

DHCP

Directory

DNS

Dynamic Disk Space
Dynamic Monitoring Statistics

Ebus Chain Monitor
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Monitor Display Name
F5Big-IP

File

Formula Composite
FTP

Generic Hypervisor
HAProxy

Health of SiteScope Server
HPiLO

HP NonStop Event Log
HP NonStop Resources
HP Service Manager
IPMI

JMX

KVM

LDAP

License Usage Monitor
Link Check

Log Event Checker

Log File

Mail

MAPI

Memcached Statistics Monitor
Memory

Microsoft A/V Archiving Server

Microsoft A/V Conferencing Server

HP SiteScope (11.23)

Monitor Topaz Name
F5

File

Bandwidth

FTP Monitor

Generic Hypervisor
HAProxy Monitor
Health Server Load Monitor
HPiLO

NonStop Event Log
NonStop Resources
HP Incidents

IPMI

JMX Monitor

KVM

LDAP Monitor
License Usage

Link Monitor

Log Event Health Monitor
Log Monitor

E-mail Monitor
mapimon

Memcached Stats
Memory

Microsoft Lync Server 2010 Archiving
monitor

Microsoft Lync Server 2010 A/V
Conferencing monitor
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Monitor Display Name

Microsoft ASP Server

Microsoft Director Server

Microsoft Edge Server

Microsoft Exchange 5.5 Message Traffic

Microsoft Exchange 2000/2003/2007
Message Traffic

Microsoft Exchange 2003 Mailbox
Microsoft Exchange 2003 Public Folder
Microsoft Exchange

Microsoft Front End Server

Microsoft Hyper-V
Microsoft IIS Server

Microsoft Mediation Server

Microsoft Monitoring and CDR Server

Microsoft Registrar Server

Microsoft SQL Server

Microsoft Windows Dial-up

Microsoft Windows Event Log

Microsoft Windows Media Player
Microsoft Windows Media Server
Microsoft Windows Performance Counter
Microsoft Windows Performance Counter
Microsoft Windows Resources

Microsoft Windows Services State

HP SiteScope (11.23)

Monitor Topaz Name

MS Active Server Pages

Microsoft Lync Server 2010 Director monitor
Microsoft Lync Server 2010 Edge monitor
Exchange 5.5 Message Traffic

Exchange 2000/2003 Message Traffic,
Microsoft Exchange 2007 Message Traffic

Exchange 2003 Mailbox
Exchange 2003 Public Folder
Microsoft Exchange 2007

Microsoft Lync Server 2010 Front End
monitor

HyperVMonitor
MS IS Server

Microsoft Lync Server 2010 Mediation
monitor

Microsoft Lync Server 2010 Monitoring and
CDR monitor

Microsoft Lync Server 2010 Registrar
monitor

MS SQL Server

NT Dialup

Microsoft Windows Event Log
WindowsMedia

MS Winodws Media Server
Browsable NT Counters
Windows Performance
Windows Resources

Windows Services State
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Monitor Display Name
Monitor Load Checker

Multi Log

NetScout Event

Network Bandwidth

News

Oracle 10g Application Server
Oracle Database

Oracle 9i Application Server
Ping

Port

Radius

Real Media Player

Real Media Server

SAP CCMS

SAP CCMS Alert

SAP Java Web Application Server

SAP Performance

SAP Work Processes
Script

Service

Siebel Application Server
Siebel Log

Siebel Web Server
SNMP

SNMP by MIB

SNMP Trap

HP SiteScope (11.23)

Monitor Topaz Name
Monitor Load Monitor
Multi Log

NetScout Event

Network Bandwidth Monitor
NNTP

Oracle10gAS

Oracle

Oracle9iAS HTTP Server
Ping

Port

Radius
RealMediaPlayerMonitor
Real Media Server
CCMS SAP

SAP CCMS Alerts

SAP Java Web Application Server

SAP Performance

SAP Work Processes
Script

Service

Siebel Application Server
Siebel Log

Siebel Web Server
SNMP

SNMP by MIB Monitor

SNMP Trap
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Monitor Display Name

Solaris Zones

SSL Certificates State in Health
SunONE Web Server

Sybase

Syslog

Technology Database Integration

Technology Log Integration
Tuxedo

UDDI Server

UNIX Resources

URL

URL Content

URL List

URL Sequence
VMware Datastore
VMware Host CPU
VMware Host Memory
VMware Host Network
VMware Host State
VMware Host Storage
VMware Performance
Web Script

Web Server

Web Service

Web Service

WebLogic Application Server

HP SiteScope (11.23)

Monitor Topaz Name

Solaris Zones

SSL Certificates Status
SunONE

Sybase

Syslog Monitor

EMS Database

EMS Log Monitor

Tuxedo

UDDI Server

Unix Resources

URL Monitor

URL Content

URL List

URL Sequence Monitor
VMware Datastore Monitor
VMware Host CPU Monitor
VMware Host Memory Monitor
VMware Host Network Monitor
VMware Host State Monitor
VMware Host Storage Monitor
VMware

Web Script

Web Server

Technology Web Service
Web Service

BEA WebLogic 6.0
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Monitor Display Name Monitor Topaz Name
WebSphere Application Server WebSphere
WebSphere MQ Status MQStatusMonitor
WebSphere Performance Servlet WebSphereServlet
XML Metrics XML Metrics

Tips/Troubleshooting
SiteScope API Calls - Notes and Limitations

o Most API methods require a SiteScope user and password as part of the method invocation.
Before using these methods, change the Access controlled property in Preferences >
Infrastructure Preferences > Custom Settings to true. The user and password can be in plain
text or encrypted. To encrypt a string, use <SiteScope
installation>\tools\AutoDeployment\encrypt_password.bat.

o All API methods that do not have a user name and password will be deprecated in future
versions of SiteScope. All analogous API methods with user and password authentication have
been renamed and now have an Ex suffix (for example, enableGroupEx) to avoid the same
method names being used with different parameters.

e The access level of the SiteScope user affects the behavior of the methods. For example, when
calling getConfigurationSnapshot and getFullConfigurationSnapshot, the returned maps
contain only those entities that the user is privileged to access.

o Touse applications created with previous versions of this API, set _accessControlled=false
and use the deprecated APls. These deprecated methods will not be supported in a future
version and you will have to port your application to use the secure versions of the API methods.

o Attempting to use the deprecated forms of the methods when _accessControlled=true orto
use the secure methods when _accessControlled=false results in an exception.

o The .batfiles (.sh files for UNIX) are examples only and not intended as production scripts. You
can change the scripts to fit your requirements.

o Special characters are not supported in the parameter values.

o Thedisable alerts APl is not supported when the Disable alerts temporarily permission is not
selected in Preferences > User Management Preferences > Permissions > Alerts.

o Some API operations can be disabled on the server. This supports a read-only mode, such that
the configuration cannot be changed remotely using the API.
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SiteScope provides free downloadable apps that enable you to keep track of your monitored IT
infrastructure while you are away from your computer. SiteScope mobile apps connect your
company's people and information by giving your team access to SiteScope through the use of
smartphone devices.

Tip: You can view a guided and narrated demonstration for using the SiteScope iPhone
application on the HP Videos channel on YouTube:
http://www.youtube.com/watch?v=cLawpglkOss&feature=plcp.

Learn About

SiteScope Features Supported on Mobile Apps
SiteScope mobile apps enable your SiteScope staff to have 24 X 7 mobile access while out of the
office so that they can:

o Receive email notifications about problems related to your organization's monitored applications
and take corrective action (rerun the monitors, view monitor report, acknowledge alerts,
enable/disable associated alerts, view acknowledgment logs).

« Review group and monitor states to verify availability issues ahead of time, so that you can
solve them before they affect your business.

o Use the search to gain access to monitor statistics, and perform actions on the search results to
mitigate issues (view monitor details, enable/disable monitors, run monitors, set alert actions).

o Create ad hoc reports for monitors, groups, and alerts that display how the servers and
applications have performed over time.

o Add selected monitors and groups to a favorites list.

o Use Multi-View (supported on iPad only) to view the performance status of everything being
monitored in your IT infrastructure in a single view without losing the hierarchical relationship
between the data.

For more details on using SiteScope on a mobile device, refer to the help supplied with the
SiteScope mobile app. For additional information on how to use the features that are available on
the SiteScope mobile app, see the relevant topic in the SiteScope Help.

Supported Devices

SiteScope mobile apps are supported on the following devices:

o iPhone, iPad, or iPod touch. The SiteScope iPhone mobile app is available from the iPhone
App Store (http://itunes.apple.com/us/app/hp-sitescope/id410294629?mt=8#). For a movie
demonstration of the SiteScope iPhone app, see
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http://www.youtube.com/watch?v=MuLAmMO322nl.

« Android phone or tablet. The SiteScope Android mobile app is available from Android Market
(https://market.android.com/details ?id=com.hp.sitescope.mobile.android&feature=search_
result&rdid=com.hp.sitescope.mobile.android&rdot=1&pli=1

Note: Multi-View is supported on iPad only.

SiteScope mobile apps are supported for the following SiteScope versions:

o SiteScope 10.13 (with patch SIS_108 for Linux, SIS_109 for Solaris, or SIS_110 for Windows)
and later.

o SiteScope 11.01 (with patch SIS_00114 for Linux, SIS_00115for Solaris or SIS_00116for
Windows) and later.

o SiteScope 11.10 and later.

Tasks

How to Configure Alerts to be Sent to a Mobile Device

Use the MobileAppMail template in the <SiteScope root directory>\ templates.mail folder, as
this template contains a link that can be used to open the app from your email.

How to Include HTML Content in Mail Templates Sent to a Mobile Device

In the <SiteScope root directory>\groups\master.config file, set the value for the _
defaultMailAlertContentType property to =text/html.

How to Use SiteScope in Secure Mode on a Mobile Device

Change the Access controlled property in Preferences > Infrastructure Preferences > Custom
Settings to true. Otherwise, the SiteScope user name and password are ignored.

Tips/Troubleshooting
Notes and Limitations

o Make sure the mobile device is set to the correct local time.

« Monitors that are disabled temporarily (regardless of whether they were disabled in the
SiteScope user interface or from a mobile device) appear in the monitor details summary
according to server time.

o When deleting a SiteScope user account from your mobile device, any monitors or groups that
are saved to favorites under that account are also removed.

« When changing SiteScope user account settings (for example, changing a profile's protocol from
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http to https, or changing the SiteScope port), all monitors related to that profile disappear from
the favorites list.

« If you encounter insufficient memory resource messages when generating a report, free up
memory on the mobile device (for example, by closing running apps). You can increase or
decrease the memory required by SiteScope reports by moving the Minimum memory for
reports (MB) slider in the iPhone or Android Settings under HP SiteScope.

o If you are unable to connect the mobile app to SiteScope using a 3G signal but you can connect

using a wireless network (WiFi), try changing the SiteScope port to 80, as the service provider
might be blocking some ports (such as the default SiteScope port, 8080).
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SiteScope makes use of regular expressions to match text content. Several SiteScope monitors
enable for content matching on the text returned from a monitor's request or action. This chapter
includes information on using regular expressions to match text content in SiteScope monitors.

Regular expressions is a name given to a text parsing tool that was developed for use with scripting
languages such as Awk and Perl, as well as several programming environments, such as Emacs,
Visual C++, and Java. Regular expressions themselves are not a programming language. They do,
however, make use of many special combinations of characters and symbols that often make them
more difficult to interpret than some programming languages. The many different combinations of
these special characters, known as metacharacters, make regular expressions a very powerful and
flexible tool for parsing and isolating specific text within a larger body of text.

Including a regular expression in the Match content text box of a monitor instructs SiteScope to
parse the text returned to the monitor when it is run and look for content that satisfies the pattern
defined by the regular expression. This document presents an overview of the syntax and

metacharacters used in regular expressions for use in matching content for SiteScope monitors.

Define a Regular Expression

The element of a match content expression in SiteScope is the forward slash (/) character. Entries
in the Match content text box of a SiteScope monitor must start and end with a forward slash to be
recognized as regular expressions. For example, entering the expression /website/ into the Match
content box of a monitor instructs SiteScope to search the text content received by the monitor for
the literal text string: website. If a match is not found, the monitor reports an error status. When a
match is found, the monitor reports a good status, as long as all other monitor status threshold
conditions are also met. If you enter text or other characters into the Match content box without
delimiting the entry with forward slashes, the entry is either ignored or reported as a content match
error by SiteScope.

Adding parentheses () within the forward slashes surrounding the regular expression is another
very useful function for regular expressions in SiteScope. The parentheses are used to create a
"back reference." As a back reference, SiteScope retains what was matched between the
parentheses and displays the text in the Status field of the monitor detail page. This is very useful
for troubleshooting match content. This is also a way to pass a matched value from one monitor to
another, or from one step of a URL Sequence Monitor to the next step of the same transaction.
Parentheses are also used to limit alternations, as discussed below.

Generally, it is best to use an iterative approach when building regular expressions for content
matching within SiteScope. The following are some general steps and guidelines for developing
regular expressions for content matches:

o Create aregular expression using literal characters to match a single sample of the data you
want to monitor. For example, /value: 1022.5/.

o lteratively replace literal characters with character classes and metacharacters to generalize the
literal into a pattern. For example, the literal in the example above could be changed to:
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/value:\s\d\d\d\d\.\d/ to match any four digits, a decimal point, and one more digit.

o Consider that the pattern of the data you want to match may vary. Adjust your pattern to match
expected or possible variations in the target data. Continuing with the example used above, the
expression /value:\s\d\d\d\d\.\d/ might become /value:\s[\d]{1, 8}\.[\d]{1,2}/.
This pattern enables variation in the number of digits to the left of the decimal point and the
number of digits to the right of the decimal point. It expects that there is a decimal point. See the
following sections for more information about the character classes used here.

o Consider that the literal string or pattern you want to match may appear more than once in the
content. ldentify unique content that precedes the content you want to match, and add regular
expression patterns to make sure that the expression matches that unique content before it tries
to match the content you are trying to monitor. In the example used here, the pattern may match
the first of several entries that have a similar /value: numbers/ pattern. Adding a literal to the
pattern, that matches some static content that delimits the particular data, can be used to be
sure the match is made for the target data. For example, if the data you want to match is
preceded by the text Open Queries, this literal can be added to the pattern, along with a pattern
for any intervening content: /Open Queries[\s\W]{1,5} value:\s[\d]{1, 8}\.[\d]{1,2}/.

Match String Literals

Finding and matching an exact or literal string is the simplest form of pattern matching with regular
expressions. In matching literals, regular expressions behave much as they do in search/replace in
word processing applications. The example above matched the text Web site. The regular
expression /Buy Now/ succeeds if the text returned to the monitor contains the characters Buy
Now, including the space, in that order.

Note that regular expressions are, by default, case sensitive and literal. This means that the
content must match the expression in case and order, including non-alphanumeric characters. For
example, a regular expression of /Website/, without any modifiers, succeeds only if the content
contains the string Website exactly but fails even if the content on the page is website, WEBSITE,
orWeb site. (Inthe last case the match fails because there is space between the two words but
not in the regular expression.)

There are cases where you may want to literally match certain non-alphanumeric characters which
are special "reserved" metacharacters used in regular expressions. Some of these metacharacters
may conflict with important literals that you are trying to match with your regular expression. For
example, the period or dot symbol (.), the asterisk (*), the dollar sign ($), and back slash (\) have
special meanings within regular expressions. Because one of these characters may be a key part of
a particular text pattern you are looking for, you must "escape” these characters in your regular
expression so that the regular expression processing treats them as literal characters rather than
interpreting them as special metacharacters. To force any character to be interpreted as a literal
rather than a metacharacter, add a back slash in front of that character.

Example - Matching a Literal String

For example, if you wanted to find the string 4.99 on a Web page you might create a regular
expression of /4.99/. While this matches the string 4.99, it would also match strings like 4599
and 4Q99 because of the special meaning of the period character. To have the regular expression
interpret the period as a literal, escape the period with a forward slash as follows: /4\.99/. You can
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add the back slash escape character in front of any character to force the regular expression
processing to interpret the character following the back slash as a literal. In general, use this syntax
whenever you want to match any punctuation mark or other non-alphanumeric character.

Using Alternation

Alternation enables you to construct either/or matches where you know that one of two or more
strings should appear in the content. The alternation character is the vertical pipe symbol ("|").

The vertical pipe is used to separate the alternate strings in the expression. For example, the
regular expression /(e-mail|e-mail|contact us)/ succeeds if the content contains any one of
the three strings separated by the vertical pipes. The parentheses are used here to delimit
alternations. In this example, there are no patterns outside of the alternation that must be matched.
In contrast, a regular expression might be written as /(e-mail|e-mail|contact) us/. Inthis
case, the match succeeds only when any of the three alternates enclosed in the parentheses is
followed immediately by a single white space and the word us. This is more restrictive than the
previous example, but also shows how the parentheses limit the alternation to the three words
contained inside them. The match fails even if one or more of the alternates are found but the word
"us" is not the next word.

Match Patterns with Metacharacters

Often you may not know the exact text you need to match, or the text pattern may vary from one
session or from one day to another. Regular expressions have a number of special metacharacters
used to define patterns and match whole categories of characters. While matching literal
alphanumeric characters seems trivial, part of the power of regular expressions is the ability to
match non-alphanumeric characters as well. Because of this, it is important to keep in mind that
your regular expressions need to account for the presence of non-alphanumeric characters in the
content you are searching. This means that characters such as periods, commas, hyphens,
quotation marks, and even white spaces, must be considered when constructing regular
expressions.

This section contains the following topics:

o "Metacharacters Used in Regular Expressions" below

¢ "Defining Character Classes" on the next page

¢ "Using Quantifiers" on page 196

Metacharacters Used in Regular Expressions

Metacharacter Description

\s Matches generic white space (that is, the Spacebar key). This metacharacter is
particularly useful when combined with a quantifier to match varying numbers of
white space positions that may occur between words that you are looking to
match.
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Metacharacter Description

\S Matches characters that are not white space. Note that the \S is capitalized as
opposed to the small \s which is used to match white space.

This is the period or dot character. Generally, it matches all characters.
Because SiteScope considers the dot as a form of character class on its own,
do not include it inside the square brackets of a character class.

\n Matches the linefeed or newline character.
\r Matches the carriage return character.
\w Matches non-white space word characters, the same as what is matched by

character class [A-Za-z0-9 ]. Itis important to note that the \w metacharacter
matches the underscore character but not other punctuation marks such as
hyphens, commas, periods, and so forth.

\W Matches characters other than those matched by \w (lowercase). This is
particularly useful for matching punctuation marks and non-alphabetic
characters, such as ~!@#$%"&*()+={[}]:; and including the linefeed character,
carriage return, and white space. It does not match the underscore character,
which is considered a word constituent matched by \w.

\d Matches digits only. This is equivalent to the [0-9] character class.

\D Matches non-numeric characters (what \d does not match) plus other
characters. Similar to \W but also matches on alphabetic characters. In
SiteScope, this generally matches everything, including multiple lines, until it
encounters a digit.

\b Requires that the match have a word boundary (usually a white space) at the
position indicated by the \b.

\B Requires that the match not have a word boundary at the position indicated.

Defining Character Classes

An important and very useful regular expression construct is the character class. Character classes
provide a set of characters that may be found in a particular position within a regular expression.
Character classes may be used to define a range of characters to match a single position or, with
the addition of a quantifier, may be used to universally match multiple characters and even
complete lines of text.

You form character classes by enclosing any combination of characters and metacharacters in
square brackets: [ ]. Character classes create an "any-or-all-of-these" group of characters that may
be matched. Unlike literals and metacharacters outside character classes, the physical sequence
of characters and metacharacters within a character class has no effect on the search or match
sequence. For example, the class [ABC0123abc] matches the same content as [0123abcABC].

The hyphen is used to further streamline character classes to indicate a range of letters or numbers.
For example, the class [0-9] includes all digits from zero to nine inclusive. The class [a-z] includes
all lowercase letters from a to z. You can also create more restrictive classes with the hyphen, such
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as [e-tE-T], to match upper or lowercase letters from E to T, or [0-5] to match digits from zero to five
only.

You can use the caret character (*) within a character class as a negation or to exclude certain
characters from a content match.

Example Character Classes

Example Description

[a-zA-Z] | This matches any alphabetic character, both upper case and lowercase, from the
letter a to the letter z. To match more than one character, append a quantifier after the
character class as described below.

[0-9] This matches any digit from 0 to 9. To match more than one digit, append a quantifier
after the character class as described below.

[0-9A-Za- | This matches any alphanumeric character, excluding the underscore.
z]

[\W\s] This matches any alphanumeric character, any white space, or both.

Using Quantifiers

Another set of metacharacters used in regular expressions provides character counting options.
This adds a great deal of power and flexibility in content matching. Quantifiers are appended after
the metacharacters and character classes described above to specify against which positions the
preceding match character or metacharacter should be matched. For example, in the regular
expression / (contact |about)\s+us/, the metacharacter \s matches on a white space. The plus
sign quantifier following the \'s means that there must be at least one white space between the
words contact (or about) and us.

The following table describes the quantifiers available for use in regular expressions. The Quantifier
applies to the single characterimmediately preceding it. When used with character classes, the
quantifier is placed outside the closing square bracket of the character class. For example: [a-z]+
or [0-9]*.

Quantifier Description

? The question mark means the preceding character or character class may appear
once, but is optional and not required to appear in the position indicated.

* The asterisk requires that any number of the preceding character or character class
appear in the designated position. This includes zero or more matches.

Note: Care must be used in combining this quantifier with the dot (.) metacharacter
or a character class including the \W metacharacter, as these are likely to "grab"
more content than anticipated and cause the regular expression engine to use up all
of the available CPU time on the SiteScope server.
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Quantifier Description

+ The plus sign requires that the preceding character or character class appear at
least once.

{min,max} Using curly braces creates a quantifier range. The range enumerator digits are
separated by commas. This construct requires that the preceding character or
character class appear at least as many times as specified by the min enumerator
up to but no more than the value of the max enumerator. The match succeeds as
long as there are at least as many matches as specified by the min enumerator.
However, the matching continues up to the number of times specified by the max
enumerator or until no more matches are found.

Match content in SiteScope is run against the entire HTTP response, including the HTTP header,
which is not normally viewable by using the browser. The HTTP header usually contains several
lines of text including words coupled with sequences of numbers. This may cause failure of some
otherwise simple content matching on short sets of numbers and letters. To avoid this, identify a
unique sequence of characters near the text you are trying to match and include them as literals,
where applicable, in the regular expression.

Search Mode Modifiers

Regular expressions used in SiteScope may include optional modifiers outside of the slashes used
to delimit the expression. Modifiers after the ending slash affect the way the matching is performed.
For example, regular expression of /website/i with the i search modifier added makes the match
content search insensitive to upper and lowercase letters. This would match either website,
Website, WEBSite, or even WEBSITE.

With the exception of the i modifier, some metacharacters and character classes can override
search mode modifiers. In particular, the dot (.) and the \W metacharacters can override themand s
modifiers, matching content across multiple lines despite the modifier.

More than one modifier can be added by concatenating them together after the closing slash of the
regular expression. For example: /matchpattern/ic combines both the i and ¢ modifiers.

Regular Expression Match Mode Modifiers

Mode
Modifier Description

fi Ignore case mode. This makes the search insensitive to upper case and lowercase
letters. This is a useful option especially when searching for matches in the text
content of Web pages.

/c The matched pattern may NOT appear anywhere in content that is being searched.
This is a "complement" match, retuming an error if the pattern IS found, and
succeeding if the pattern is NOT found.
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Mode
Modifier Description

/m Match across multiple lines WITHOUT ignoring intervening carriage returns and
linefeeds. With this modifier you may still need to account for possible linefeeds and
carriage returns with a character class such as [\W\W]* or [\s\S\n\r]*. The .* does not
match carriage returns or linefeed characters with this modifier.

Is Consider the content as being on a single line, ignoring intervening carriage returns
and linefeed characters. With this modifier, both the \Ww\W]* character class and the
.* pattern match across linefeeds and carriage returns.

Retain Content Match Values

Some monitors, like the URL Monitor and URL Sequence Monitor, have a content match value that
is logged and can be used to set error status thresholds. Another purpose of the parentheses /
(match pattern)/ used in regular expression syntax is to determine which text is retained for the
Content Match Value. You use this function to use content match values directly as thresholds for
determining the error threshold of a URL monitor or URL Sequence monitor.

For example, if the content match expression was:

/Copyright (\d*)/

and the content returned to the monitor by the URL request included the string:
. Copyright 2007 by HP

then the match is made and the retained content match value would be:

2007

Under the error-if option at the bottom of the monitor set up page, you could then change the error-if
condition from the default of status != 200 to content match, then specify the relational operator as
I=, and then specify the value 2008. This sets the error threshold for this monitor so that whenever
the year in the string Copyright is other than 2008, the monitor reports an error. This mechanism
could be used to watch for unauthorized content changes on Web pages.

Checking a Web page for links to other URLs can be an important part of constructing URL
Sequence Monitors. The following regular expression can be used to match the URL text of a link
on a Web page:

/a href="?([:\/\w\s\d\.]*)"?/1i

This expression matches the href="protocol://path/URLname.htm" for many URLs. The question
mark modifiers enable the quotation marks around the HREF= attribute to be optional. The i
modifier enables the match pattern to be case-insensitive.

Retained or remembered values from content matches can be referenced and used as input for
subsequent steps in a URL Sequence Monitor. See the Match content section of the URL
Sequence Monitor for the syntax used for Retaining and Passing Values Between Sequence Steps.
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SiteScope Date Variables

SiteScope uses specially defined variables to create expressions that match the current date or
time. These variables can be used in content match fields to find date-coded content. The General
Date Variables are useful for matching portions of date formats. The Language/Country Specific
Date Variables enable you to automatically extend the language used for month names and
weekday names to specific countries, based on ISO codes.

This section contains the following topics:

e "General Date Variables" below

¢ "Language/Country Specific Date Variables" on the next page

o "Special Substitution for Monitor URL or File Path" on page 201

General Date Variables

The following table lists the general variables:

Variable

$hour$

$minute$
$month$

$day$

$year$
$shortYear$
$SweekdayName$
$fullWeekdayName$
$0hour$
$0minute$
$0day$
$0month$
$monthName$
$fullMonthName$
$ticks$

Range of Values

0-23

0-59

1-12

1-31

1000 - 9999

00-99

Sun - Sat

Sunday - Saturday

00-23

00-59

01 - 31 (two-digit day format)
01 - 12 (two-digit month format)
Jan - Dec (three-letter month format in English)
January - December

milliseconds since midnight, January 1, 1970

For example, if the content match search expression was defined as:
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/Updated on $@month$\/$0day$\/$shortYears/
and the content returned by the request includes the string:
Updated on ©6/01/98

then the expression would match when the monitor is run on June 1, 1998. The match fails if the
content returned does not contain a string matching the current system date or if the date format is
different than the format specified.

If you want the time to be before or after the current time, you can add a $offsetMinutes=mmmm$
to the expression, and this offsets the current time by mmmm minutes (negative numbers are
permitted for going backwards in time) before doing the substitutions.

For example, if the current day is June 1, 2007, and the search expression is:
/$offsetMinutes=1440%Updated on $0Omonth$\/$0day$\/$shortYears$/
the content string that would match would be:

Updated on 06/02/07
Note: The date is one day ahead of the system date.

Language/Country Specific Date Variables

The following table lists the SiteScope special variables for use with international day and month
name matching. The characters LL and CC are placeholders for two-letter ISO 639 language code
characters and two-letter ISO 3166 country code characters (see the notes below the table for more
details).

Variable Range of Values

$weekdayName_LL_ | Abbreviated weekday names for the language (LL) and country (CC)
CC$ specified (see notes below).

$fullWeekdayName_ = Full weekday names for the language (LL) and country (CC) specified.
LL_CC$

$monthName LL Abbreviated month names for the language (LL) and country (CC)
CC$ specified.

$fullMonthName_LL | Full month names for the language (LL) and country (CC) specified.
CC$

CC - an uppercase 2-character ISO-3166 country code. Examples are: DE for Germany, FR for
France, CN for China, JP for Japan, BR for Brazil. You can find a full list of these codes at a
number of Internet sites, such as:
http://www.iso.org/iso/country_codes/iso_3166_code_lists/country_names_and_code_
elements.htm.

LL - a lowercase 2-character ISO-639 language code. Examples are: de for German, fr for French,
zh for Chinese, ja for Japanese, pt for Portuguese. You can find a full list of these codes at a
number of Internet sites, such as:
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http://www.ics.uci.edu/publietf/http/related/is0639.txt or
http://www.dsv.su.se/~jpalme/ietf/language-codes.html.

For example, if the content match expression was defined as:
/$fullWeekdayName fr FR$/i

and the content returned by the request includes the string:

mercredi

then this expression would match when the monitor was run on Wednesday.

If you are not concerned with the country-specific language variations, it is possible to use any of
the above variables without including the country code. For example:

/$fullWeekdayName fr$/

could be used to match the same content as /$fullWeekdayName_fr_FR$/.

Special Substitution for Monitor URL or File Path

SiteScope Date Variables are useful for matching content as part of a regular expression. The date
variables can also be used as a special substitution to dynamically create URLSs or file paths for
specific monitors. This is useful for monitoring date-coded files and directories where the URL or
file path is updated automatically based on system date information. SiteScope is an example of an
application that creates date-coded log files. The log file names include some form of the year,
month, and day as part of the file name, such as File2001 05 01.log, where the year, month,
and date are included.

Based on this example, a new file is created each day. Monitoring the creation, size, or content of
the current days file would normally require the file path or URL of the monitor to be manually
changed each day. Using the SiteScope date variables and special substitution, SiteScope can
automatically update the file path to the current day's log file. By knowing the pattern used in
naming the files, you can construct a special substitution string similar to a regular expression that
substitutes portions of the system date properties into the file path or URL.

For example if the absolute file path to the current day's log file in a file monitor is:
D:/Production/Webapps/Logs/File2001_05 01.log

the log file for the following day would be:
D:/Production/Webapps/Logs/File2001_05 02.log

You can construct a special substitution expression to automatically update the file path used by
the monitor, with the following syntax:

s/D:\/Production\/Webapps\/Logs\/File$year$ $@month$ $o0day$.log/

The substitution requires that the expression start with a lower-case s and that the expression is
enclosed by forward slashes /. . ./. Forward slashes that are part of the file path must be escaped
by adding the back slash (\) character as shown. The SiteScope date variables are separated by the
underscore character literals. SiteScope checks the system time properties each time the monitor
runs and substitutes with applicable values into the file path or URL before accessing the file.

SiteScope monitor types that support the special substitution are:
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e e-Business Transaction monitor
o File monitor

e Log File monitor

e URL monitor

o URL Sequence Monitor

o Web server monitor

While the special substitution syntax is similar in syntax to the substitution syntax used in regular
expressions, they are not the same. While all of the SiteScope date variables can be used in match
content regular expressions, the special substitution discussed here can not be used as part of a
match content expression.

Examples for Log File Monitoring

SiteScope's Log File Monitor and File Monitor check for entries in files created by other
applications. These files may be data files created by a third-party application or they may be logs
created by a custom system specially designed for your environment. Where the logs or files are
written with a known, predictable format, SiteScope can be configured to regularly check the files
for new entries and match on specific content strings. The following are several examples of log file
entries and simple regular expression patterns that can be used to check the entries. You can use
these examples or modify them to work with a specific case.

Note: All regular expressions must be entered on a single line in SiteScope. Some of the
examples below may break across more than one line to fit on this page.

This section contains the following topics:

¢ "Searching Paths for Log Files" below

o "Matching Comma-Separated Values" on the next page

o "Matching Space Separated Values" on page 204

¢ "Matching and Retaining the Numbers in a Line of Text and Numbers" on page 204
o "Matching Integers and Floating-point Numbers (Positive or Negative)" on page 205

o "Matching Date and Time-Coded Log Entries" on page 205

Searching Paths for Log Files

UNIX and Windows operating systems treat the case ("N" and "n") of file names in incompatible
ways. Windows operating systems are case insenstive which means that when afile is being
searched, its case is ignored. UNIX operating systems are case sensitive which means that the
case of a name is significant at all times. To avoid log file errors when using regular expressions to
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search for path names on UNIX operating systems, use markers to change the character case in
the path expression.

Marker Description

SL Enables changing characters between the $L marker and the $E marker to lowercase.
$U Enables changing characters between the $U marker and the $E marker to upper case.
$SE The end marker used for changing character case.

Example:

If you define the following path expression:
s/\/tmp\/logs\/arcv.log.$weekdayName$/

forthe /tmp/logs/arcv.log.tue log file on a Linux machine, you get a log file error because
SiteScope tries to find tmp/logs/arcv.log. Tue, and Linux is case sensitive.

To resolve this problem, define the path expression as follows:
s/\/tmp\/logs\/arcv.log.$L$weekdayName$$E/

The monitor converts the characters between $L and $E to lowercase,
/tmp/logs/arcv.log.tue.

Conversely, use $U and $E to enable SiteScope to change the characters between the markers
to upper case. For example, if you define the path expression:

s/\/tmp\/logs\/arcv.log.$L$weekdayName$$E/
the monitor converts the path to /tmp/logs/arcv.log. TUE.

You can use $L and $U multiple times in a path expression, and you can use them both in the
same expression.

For example:
s/\/tmp\/logs-$L$weekdayName$$E\/arcv.log. $USweekdayName$$E/
converts the path to /tmp/logs-tue/arcv.log.TUE

s/\/tmp.$L$monthName$$E\/logs - $L$weekdayName$$E\/arcv. log. $USweekdayName$$E/

converts the pathto /tmp.mar/logs-tue/arcv.log.TUE

Matching Comma-Separated Values

The following is an example of log file entries that are comma-separated strings of digits and letters:

new,open, changed,12,alerts
new,open, changed,13,alerts
new,open, changed,13,alerts
new,open, changed,14,alerts
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A regular expression to match on log file entries that are comma-separated strings of digits and
letters.

/(D\w\d]+, [\w\d]+, [\w\d]+, [\w\d]+, [\w\d]+) [\n\r]?/

Note: If the file entries include punctuation marks such as an underscore or a colon, add that
character explicitly to the [ \w\d] class pattern. For example, to include a colon character,
change each of the [\w\d] patterns to [\w\d: ].

Matching Space Separated Values

The following is an example of log file entries that are a sequence of strings and digits separated by
spaces:

requests 12 succeeded 12 failed
requests 12 succeeded 12 failed
requests 11 succeeded 11 failed
requests 12 succeeded 12 failed
requests 10 succeeded 10 failed

The following is a regular expression to match on log file entries that are a sequence of strings and
digits separated by spaces.

/(\wW\d]+\s+[\w\d ]+\s+[ \w\d]+\s+[\w\d ]+\s+[\w\d ]+) [\n\r]?/

Note: The use of the + character forces the match to include the number of sequences per line
included in the match pattern: in this example, five word or number sequences per line of the
log file. If the sequences include punctuation marks such as an underscore or colon, add that
character explicitly to the [ \w\d] class pattern. For example, to include a colon character,
change each of the [\w\d] patterns to [\w\d: ].

Matching and Retaining the Numbers in a Line of Text and Numbers

The following is an example of log file entries that are comma separated strings that combine digits
and letters:

request handle number 12.56, series 17.5, sequence reported 97.45, 15.95 and
19.51

request handle number 15.96, series 27.5, sequence reported 107.45, 25.95 and
19.52

request handle number 11.06, series 36.5, system codes 9.45, 35.95 and 19.53
log reference number 12.30, series 17.5, channel reset values 100.45, 45.95
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and 19.54

The following is a regular expression to match on log file entries that are comma-separated strings
that combine digits and letters and retain the decimal numeric data:

/[ \w\s]+(\d+\.\d+) [, \w\sJ+(\d+\.\d+) [, \w\s ]+ (\d+\.\d+) [, \w\s ]+
(\d+\.\d+) [, \w\s]+(\d+\.\d+)[\n\r]?/.

Note: If the file entries include punctuation marks such as an underscore or colon, add that
character explicitly to the [, \w\s] class pattern. For example, to include a colon character that
appears embedded in the text sequences, change each of the [, \w\s] patterns to [, : \w\s].

Matching Integers and Floating-point Numbers (Positive or Negative)

The following is an example of log file entries that are a sequence of integers and floating point
numbers that may be negative or positive:

12.1987 -71 -199.1 145 -1.00716
13.2987 -72 -199.2 245 -1.00726
14.3987 -73 -199.3 345 -1.00736
15.4987 -74 -199.4 445 -1.00746

The following is a regular expression to match on log file entries that are a sequence of 5 integers
and floating point numbers that may be negative or positive. The numbers in each entry must be
separated by one or more spaces.

/(-2\d+\.2\d{0, }) [\s]+(-2\d+\.2\d{@, }) [\s]+(-?\d+\.?\d{0, }) [\s ]+
(-2\d+\.2\d{0, }) [\s]+(-?\d+\.?\d{0, }) [\n\r]?/

Matching Date and Time-Coded Log Entries

Many log files include some form of date and time data with each entry. The following is an example
of log file entries that include date and time information together with string data separated by
commas:

20/04/2003 14:29:22,ERROR, request failed
20/04/2003 14:31:09,INFO,system check complete
20/04/2003 14:35:46,INFO,new record created

The following is a regular expression to match on log file entries that are date- and time-coded
followed by comma-separated strings of letters and digits. This example uses the SiteScope date
variables to match only on entries that were created on the same day, month, and year as indicated
by the system clock of the server where SiteScope is running.

/$0day$\/$emonth$\/$year$\s+\d+:\d+:\d+, [ \w\d ]+, [ \w\d]+/
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The following example uses the SiteScope date variables to match on a more restricted set of
entries that were created on the same day, month, year, and within the same hour as indicated by
the system clock of the server on which SiteScope is running.

/$0day$\/$0month$\/$year$\s+$0hours: \d+:\d+, [\w\d]+, [\w\d]+)/

Problems Working with Regular Expressions

This section contains problems encountered when working with regular expressions.

This section contains the following topics:

¢ "Usingthe .* construct presents a very large number of possible matches on any page of
content" below

o "Text matching is done against code lines of the script (instead of against the browser's output
from the script) for URLs containing client side-scripts, such as JavaScript" below

¢ "Regular expression match succeeds as soon as the minimum match requested is satisfied" on
the next page

o "Forgetting to account for non-alphanumeric content" on the next page
o "Use of excessive metacharacters can be problematic” on the next page

o "Example Regular Expression Syntax" on the next page

Using the .* construct presents a very large number of possible matches
on any page of content

The use of the .* construct is known to cause the regular expression-matching engine used by
SiteScope to take over all available CPU cycles on the SiteScope server. If this occurs, SiteScope
is unable to function and must be restarted each time the monitor with the offending regular
expression is run, until the expression has been corrected.

Note: Regular expression matching is run against the entire text content returned to the
SiteScope monitor request. This includes HTTP headers that are normally not viewable in the
browser window (for example, not visible using the View > Source option). This also means
that you must account for other information that may not be displayed in the browser view. This
includes text in META tags used by Internet search engines as well as client side-scripts.

Text matching is done against code lines of the script (instead of against
the browser's output from the script) for URLs containing client side-
scripts, such as JavaScript

This means that if the script dynamically writes or replaces text on the Web page with values
calculated by the script, it may not be possible to match this content with regular expressions. If the

script is only changing text, you may be able to match the corresponding text strings that appear in
the script code. A further pitfall would be that you are trying to check that a certain condition was
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met in the browser but the matching text string appears in the script content regardless of any user
action.

Regular expression match succeeds as soon as the minimum match
requested is satisfied

After a match is made, no further matching is performed. Therefore, regular expressions are not well
suited to count the number of occurrences of a repeating text pattern. For example, if you want to
check a Web page with a catalog list of items and each item has a link next to it saying Buy Now!
and you want to make sure that at least five items are listed, a regular expression of /Buy Now!/
would succeed in matching only the first Buy Now!. Likewise, if your regular expression searches
the word catalog on the main browser screen, the match may succeed if the word appears as a
META tag in the HTML header section or if it appears as a hyperlink in a site navigation menu that
appears in the content before the occurrence you intend to match.

Forgetting to account for non-alphanumeric content

Regular expressions need to be written to account for all of the characters that are and may be
present. This includes white space, linefeed, and carriage returns. This is not normally a problem
when matching a single-word literal. It can be a challenge when you need to create a match of
several words separated by unknown amounts of white space and other non-alphanumeric
characters and possibly span more than one line. The [ \s\n\r ]+ character class can be useful
between words used in the expression. Always check the format of the content you are trying to
match to look for patterns and special characters, such as periods, commas, and hyphens, that
may cause a seemingly simple match to fail.

Use of excessive metacharacters can be problematic

In some cases, overly generous quantifiers combined with the . or \W metacharacters can grab
content that you were intending to match with a literal string elsewhere in your regular expression
resulting in a match failure. For example, the following might be used to match the URL content of
the hyperlink anchor reference: /a href="([\W\w\s]*)"/. When the monitor performs the check
for this regular expression, however, the match grabs the first occurrence of the pattern /a href="...
and continues matching multiple lines of text up to the last quotation mark found on the page.
Without some other unique ending delimiter, the [ \W\w\s ]* class and quantifier combination is too
excessive. A more successful syntax that narrows the class of expected characters would be: /a
href="?([:\/\w\s\d\.]*)"?/

Example Regular Expression Syntax

The following are some examples of syntax for use in regular expressions:

Example
Expression Description

/CUSTID\s?=\s? This example matches an ID string that is made of 20 or more digits and

([A-Z0-9] upper-case letters with no spaces or other non-alphanumeric characters. The

{20,48})/ \s? construct permits a white space on either side of the equals sign. Using
the parentheses around the character class instructs SiteScope to retain this
value (up to the maximum of 48 characters) as a content match value and the
matched value is displayed in the monitor detail status column.
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Example

Expression Description

/a href="? This example matches the URL string in an HTML hyperlink. The "?

([:\/\w\s\d\.] construct makes a quotation mark on either end of the URL string optional.

¥ "2 /1 Using the parentheses instructs SiteScope to retain this value as a content
match value and the value is displayed in the monitor status. The i modifier
tells the search to treat upper- and lower-case letters equally.

/U] This example matches text sequences that are contained between quotation

marks. Note the use of the negation caret (*) to define a character class of all
characters other than the quotation mark.

As with programming and scripting languages, there is almost always more than one way to
construct a regular expression to accomplish a particular match. There is not one right way to build
regular expressions. You should plan to test and modify regular expressions as necessary until you
get the results you need.
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SiteScope can be integrated with a wide variety of HP software and third party products, including
HP Business Service Management (BSM), HP Operations Manager (HPOM), HP Network Node
Manager i (NNMi), HP LoadRunner, HP Performance Center, HP Operations Orchestration (OO),
HP Application Lifestyle Management (ALM), HP Diagnostics, HP Continuous Delivery
Automation (CDA), and Amazon CloudWatch.

For more details on SiteScope integrations, see "Integrations Overview" on page 210.

For a diagram illustrating the various integrations available, what each integration gives you, and
how the integration works, see "Integrating with Other Applications" on page 213.

For the versions of HP software that are supported in this release, refer to the SiteScope Support
Matrices section in the SiteScope Deployment Guide (<SiteScope root directory>\sisdocs\doc
lib\Get_Documentation.htm).
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SiteScope can be integrated with the following applications:

HP Business Service Management

SiteScope can be used as a data collector for HP Business Service Management (BSM). BSM
receives data about end-users, business processes, and systems and uses the data in reports and
analysis. You can configure SiteScope monitor data to be sent to BSM for all monitors, or for
selected monitors only. For details, see "Connecting to a BSM Server" on page 225.

HP Operations Manager

SiteScope can work together with HP Operations Manager products to provide a combination of
agentless and agent-based infrastructure management.

« Event Integration. SiteScope uses the HP Operations agent to forward event data to
Operations Manager (HPOM) or to Operations Management in BSM, enabling a more
comprehensive and detailed overview of the health of your IT operation.

¢ Metrics Integration.

= Toreport metrics for use in Performance Manager (a reporting component of HPOM),
SiteScope uses the HP Operations agent to act as data storage for metrics collected data by
SiteScope.

= Toreport metrics for use in Performance Graphing in BSM's Operations Management,
SiteScope uses either the profile database in BSM (the recommended option) or the HP
Operations agent.

For details, see Integrating SiteScope with HP Operations Manager Products in the SiteScope
Help. You can check the HP Software Integrations site to see if a more updated version of this
guide is available:

(for Windows: http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=39;

for UNIX: http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=628).

Tip: For best practices and troubleshooting for using and configuring the integration of
SiteScope with BSM and HPOM products, see Integration with BSM and HPOM Best
Practices Overview.

HP Network Node Manager i (NNMi)

SiteScope can be used as a data collector for HP Network Node Manager i (NNMi), which is an
event console used for network monitoring. SiteScope monitors the application side of the system
that NNMi is monitoring, and uses SNMP Traps to forward event data from SiteScope monitors to
NNMi. SiteScope can also report metrics data to NNMi. For details, see Integrating SiteScope with
NNMi in the SiteScope Help. You can check the HP Software Integrations site to see if a more
updated version of this guide is available
(http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=483).
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HP LoadRunner/HP Performance Center

SiteScope can be used with an HP LoadRunner or HP Performance Center installation to enable
users to define and use SiteScope monitors on a LoadRunner or Performance Center application.
SiteScope provides additional monitoring that complements the native LoadRunner and
Performance Center monitors. To integrate SiteScope with LoadRunner or Performance Center, the
HP SiteScope for Load Testing setup type must be installed. For details, see "Integrating with HP
Load Testing Products" on page 257.

HP Operations Orchestration (OO)

The HP Operations Orchestration (OO) SiteScope integration enables OO administrators to
connect specific events or alerts in SiteScope to the execution of OO flows. The administrator
builds OO flows using SiteScope operations (which use SiteScope API calls) in OO Studio. For
example, an OO administrator can create flows that automatically create monitors in SiteScope
when a new server is added, or delete monitors when the server is decommissioned. For details,
see the HP Operations Orchestration SiteScope Integration Guide in the OO documentation set.

HP Application Lifestyle Management (ALM)

SiteScope integrates with HP Application Lifecycle Management (ALM) to share monitoring data
and templates from the production environment to enable load testing engineers to plan
performance tests and application deployment. For details, see the "Application Lifecycle
Management Integration" page in the BSM Application Administration Guide in the BSM Help.

HP Diagnostics

HP Diagnostics monitors application servers using SiteScope. SiteScope forwards data about
these application servers to Diagnostics, providing an insight into the infrastructure components
onto which the application servers are deployed. Diagnostics presents the data in its reports and
graphs. For details, see Integrating SiteScope with HP Diagnostics in the SiteScope Help. You can
check the HP Software Integrations site to see if a more updated version of this guide is available
(http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=665).

Amazon CloudWatch

SiteScope can be used to report SiteScope monitor measurement data to an Amazon CloudWatch
service. This integration enables customers who use SiteScope for monitoring their AWS-hosted
applications to report any SiteScope metrics to Amazon CloudWatch service. SiteScope metrics
data can be used for AWS AutoScaling, reporting, and alerting. For details, see "Amazon
CloudWatch Integration Preferences" on page 657.

Generic Data integrations

SiteScope can be used to forward metrics to other applications that can receive XML files. These
files contain information about the status of SiteScope groups, monitors, and measurements. For
details, see "Generic Data Integration Preferences" on page 681.

Generic Event integrations

SiteScope can be used to forward events to a third-party application or management console. The
event that is sent contains information regarding the monitor and its measurement, including the
status change that triggered the event. For details, see "Generic Event Integration Preferences" on
page 686.

HP SiteScope (11.23) Page 211 of 1293


http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=665

Using SiteScope
Chapter 18: Integrations Overview

For a diagram illustrating the various integrations available,what each integration gives you, and
how the integration works, see "Integrating with Other Applications" on page 213.
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You can integrate SiteScope with the various different applications as listed in the following
sections:

¢ "Integrating with BSM and Operations Manager Products" below

¢ "Integrating with Other HP Products" on page 220

Integrating with BSM and Operations Manager Products
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Integration

M
SiteScope
events ->
BSM events
and health
indicators.

What the
Integration Gives
You

If you have an
Event Management
Foundation license,
the events
corresponding to
SiteScope metrics
status changes and
alerts are displayed
in the Event
Browser in
Operations
Management.

If the SiteScope
events have
corresponding
eventtype
indicators (ETIs),
the health
indicators affect the
status of the
relevant Cls in BSM
applications such
as Service Health
and Service Level
Management
(regardless of
whether you have
an Event
Management
Foundation
license).

HP SiteScope (11.23)

How the Integration
Works

If SiteScope is
configured as a data
collector for BSM's
Operations
Management,
SiteScope sends

data about SiteScope

metrics status

changes and alerts to

Operations
Management using
the HP Operations
agent technology.

Where to Get the Details

Integration with BSM and HPOM
Best Practices Guide in the
SiteScope Help

Integrating SiteScope with HP
Operations Manager Products in the
SiteScope Help (End-to-end flow)

Note: You can check the

HP Software Integrations site to see
if a more updated version of this
guide is available (for Windows:
http://support.openview.hp.com/sc/
solutions/integrations.jsp?intid=39;
for UNIX: http://support.openview.
hp.com/sc/solutions/integrations.jsp?
intid=628)

For information on the Operations
Management (OMi) licensing
structure, see Licensing in the BSM
User Guide in the BSM Help
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What the

Integration Gives
Integration You
(2) Events generated
SiteScope from SiteScope
events -> metrics status
HPOM changes and alerts
events. are displayed in

HPOM.

HP SiteScope (11.23)

How the Integration
Works

If SiteScope is .
configured to report
events to HPOM,
SiteScope sends

data about SiteScope | o
metrics status

changes and alerts to
HPOM using the HP
Operations agent
technology.

Where to Get the Details

Integration with BSM and HPOM
Best Practices Guide in the
SiteScope Help

Integrating SiteScope with HP
Operations Manager Products in the
SiteScope Help (End-to-end flow)

Note: You can check the

HP Software Integrations site to see
if a more updated version of this
guide is available (for Windows:
http://support.openview.hp.com/sc/
solutions/integrations.jsp?intid=39;
for UNIX: http://support.openview.
hp.com/sc/solutions/integrations.jsp?
intid=628)

For information on the Operations
Management (OMi) licensing
structure, see Licensing in the BSM
User Guide in the BSM Help
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Integration

(3)
SiteScope
events ->
BSM events
and health
indicators
using HPOM.

What the
Integration Gives
You

If you have an
Event Management
Foundation license,
events generated
from SiteScope
metrics status
changes and alerts
are sentto
Operations
Management using
HPOM.

If the SiteScope
events have
corresponding
event type
indicators (ETIs),
the health
indicators affect the
status of the
relevant Cls in BSM
applications such
as Service Health
and Service Level
Management
(regardless of
whether you have
an Event
Management
Foundation
license).

HP SiteScope (11.23)

How the Integration

Works

If SiteScope is
configured to report
events to HPOM,
SiteScope sends

data about SiteScope

metrics status

changes and alerts to

HPOM using the HP
Operations agent
technology.

Where to Get the Details

Integration with BSM and HPOM
Best Practices Guide in the
SiteScope Help

Integrating SiteScope with HP
Operations Manager Products in the
SiteScope Help (End-to-end flow)

Note: You can check the

HP Software Integrations site to see
if a more updated version of this
guide is available (for Windows:
http://support.openview.hp.com/sc/
solutions/integrations.jsp?intid=39;
for UNIX: http://support.openview.
hp.com/sc/solutions/integrations.jsp?
intid=628)

For information on the Operations
Management (OMi) licensing
structure, see Licensing in the BSM
User Guide in the BSM Help
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What the
Integration Gives
Integration You
4) If the SiteScope
SiteScope metrics have health
metrics -> indicators assigned
BSM metrics to them, these
and health health indicators
indicators. affect the status of

the relevant Cls in
BSM applications
such as Service
Health, Service
Level Management,
and Service Health
Analyzer.

If the SiteScope
metrics have health
indicators assigned
to them, these
health indicators
affect the status of
the relevant Cls in
BSM applications
such as Service
Health and Service
Level Management.
SiteScope metrics
are also used in
Service Health
Analyzer.

HP SiteScope (11.23)

How the Integration
Works

SiteScope sends
metrics to BSM over
HTTP/HTTPS.

Where to Get the Details

e Integration with BSM and HPOM
Best Practices Guide in the
SiteScope Help

e "How to Configure SiteScope to

Communicate with BSM" on page
236
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Integration

(5)
SiteScope
metrics ->
Performance
Graphing
(BSM).

What the
Integration Gives
You

SiteScope collects
metrics data, and
logs itto the data
source. The data
source depends on
which integrations
are enabled.

e Ifonly the BSM
integration is
enabled, data is
logged to the
Profile
database.

e [fboth BSM and
HP Operations
Manager metrics
integration are
enabled,
SiteScope logs
the data to the
HP Operations
agent data store
installed on the
SiteScope host.

When a user draws
or designs a graph
in Performance
Graphing in
Operations
Management,
Performance
Graphing collects
metrics data from
the data source for
the selected Cl,
which is monitored
by SiteScope, and
draws the graph.

HP SiteScope (11.23)

How the Integration
Works

Data source used:

Profile database:
SiteScope reports
metrics data to the
profile database
in BSM. To use
this data source,
SiteScope must
be connected to a
BSM server and
reporting monitor
metrics to BSM
should be
enabled.

HP Operations
agent: SiteScope
uses the HP
Operations agent

to make its metrics

data available to
Performance
Graphing. To
enable SiteScope
to report metrics,
the agent must be
installed on the
SiteScope server,
and metrics
reporting must be
enabled for each
monitor instance

you want to report.

Where to Get the Details

Integration with BSM and HPOM
Best Practices Guide in the
SiteScope Help

Integrating SiteScope with HP
Operations Manager Products in the
SiteScope Help (End-to-end flow)

Note: You can check the

HP Software Integrations site to see
if a more updated version of this
guide is available (for Windows:
http://support.openview.hp.com/sc/
solutions/integrations.jsp?intid=39;
for UNIX: http://support.openview.
hp.com/sc/solutions/integrations.jsp?
intid=628)
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What the

Integration Gives
Integration You
(6) SiteScope collects
SiteScope metrics data, and
metrics -> logsitto the
Performance Operations agent
Manager data store, which is
graphs installed on the
(HPOM). SiteScope host.

When a userin
Performance
Manager draws or
designs a graph,
Performance
Manager collects
metrics data from
the Operations
agent data store for
the selected node
in Performance
Manager that is
monitored by
SiteScope, and
draws the graph.

HP SiteScope (11.23)

How the Integration
Works

SiteScope uses the
HP Operations agent
to make its metrics
data available to
Operations Manager
(Performance
Manager). To enable
SiteScope to report
metrics, the HP
Operations agent
must be installed on

the SiteScope server.

Where to Get the Details

e Integration with BSM and HPOM
Best Practices Guide in the
SiteScope Help

e Integrating SiteScope with HP
Operations Manager Products in the
SiteScope Help (End-to-end flow)

Note: You can check the

HP Software Integrations site to see
if a more updated version of this
guide is available (for Windows:
http://support.openview.hp.com/sc/
solutions/integrations.jsp?intid=39;
for UNIX: http://support.openview.
hp.com/sc/solutions/integrations.jsp?
intid=628)
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Integrating with Other HP Products

) . HF Network Node HP Operations
alEEb )25 L Manager | (NNMi) Orchestration (OO)
A
Events (8)
Metrics (9)
Metrics (7) Run Actions (10}
Metrics {12)
Metrics (11)
Configuration
Events (13
BSM : (13)
Y Y Y
Application Lifecycle
Management (ALM) { Continuous Delivery Performance Center /
Performance Application Automation (CDA) LoadRunner
Lifecycle (PAL)
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Integration

(7) SiteScope
metrics -> HP
Diagnostics
data.

(8) SiteScope
events ->
NNMi.

What the
Integration
Gives You

SiteScope
forwards metrics
to HP
Diagnostics,
displaying a
more complete
view of the
performance of
the application
server thatis
monitored by
Diagnostics. The
metrics can
provide insight
into the
infrastructure
components
onto which the
application
servers are
deployed.

The SiteScope-
NNMi event
integration
enables
SiteScope to
forward events
from SiteScope
monitors (events
generated from
alerts), and
displays the
eventdata in the
NNMi incident
console.
(SiteScope
11.10 and NNMi
9.10 or later are
required)

HP SiteScope (11.23)

How the Integration
Works

SiteScope forwards
metrics to HP
Diagnostics using
Diagnostics Integration
Preferences.

SiteScope sends SNMP
traps to NNMi. The
SNMP traps are
converted to NNMi
incidents. From the
resulting incidents, an
NNMi console user can
launch SiteScope in the
context of that monitor
(using the URL in the
SNMP trap sent to the
NNMi server).

Where to Get the Details

Integrating SiteScope with
HP Diagnostics in the SiteScope Help
(End-to-end flow)

Note: You can check the HP Software
Integrations site to see if a more
updated version of this guide is
available
(http://support.openview.hp.com/sc/
solutions/integrations.jsp?intid=665)

e Integrating SiteScope with HP NNMi
in the SiteScope Help (End-to-end
flow)

Note: You can check the

HP Software Integrations site to see
if a more updated version of this
guide is available
(http://support.openview.hp.com/sc/
solutions/integrations.jsp?intid=483)

e You can view a guided and narrated
demonstration for the SiteScope-
NNMi integration on the HP Videos
channel on YouTube:
http://www.youtube.com/
watch?v=jwnzpjK0c1A&feature=plcp
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What the
Integration

Integration Gives You

(9) SiteScope
metrics ->
NNMi.

The SiteScope-
NNMi metrics
integration
enables
SiteScope to
forward metrics
data from
SiteScope
monitors
(metrics status
changes and
alerts) to NNM.i.
(SiteScope
11.10 and NNMi
9.10 or later are
required)

(10) Run
SiteScope-
related
actions in
Operations
Orchestration
(00).

The HP
Operations
Orchestration
(O0) SiteScope
integration
enables
administrators to
build OO flows
that are
integrated with
HP SiteScope.

HP SiteScope (11.23)

How the Integration
Works

The HP NNMi-HP
SiteScope System
Metrics integration
populates the NNM iSPI
Performance for Metrics
Network Performance
Server (NPS) with
system metrics data
collected by SiteScope
monitors using the
Generic Data
Integration.

The administrator builds
OO0 flows using
SiteScope operations
(which use SiteScope
API calls) in OO Studio.
For example, you can
create flows that
automatically create
monitors in SiteScope
when a new server is
added, or delete
monitors when the
server is
decommissioned.

Where to Get the Details

Integrating SiteScope with HP NNMi
in the SiteScope Help (End-to-end
flow)

Note: You can check the

HP Software Integrations site to see
if a more updated version of this
guide is available
(http://support.openview.hp.com/sc/
solutions/integrations.jsp?intid=483)

You can view a guided and narrated
demonstration for the SiteScope-
NNMi integration on the HP Videos
channel on YouTube:
http://www.youtube.com/
watch?v=jwnzpjKO0c1A&feature=plcp

HP Operations Orchestration -
SiteScope Integration Guide in the OO
documentation
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What the
Integration

Integration Gives You

(11)
SiteScope
metrics and
configuration
-> ALM/PAL.

SiteScope
integrates with
Application
Lifecycle
Management
(ALM)
/Performance
Application
Lifecycle (PAL)
to share
monitoring data
and templates
from the
production
environment to
enable load
testing
engineers to
plan
performance
tests and
application
deployment.

(12)
SiteScope
metrics ->
LoadRunner
/Performance
Center.

Performance

by SiteScope
can be utilized
by load testing
analysis
products and
solutions, for
example, by HP
LoadRunner
and HP
Performance
Center.

HP SiteScope (11.23)

metrics collected

How the Integration
Works

You can export
SiteScope related data
(metrics, templates, and
topology) from BSM to
ALM and vice versa.
Exporting data to ALM
enables you to plan
scripts and load tests
that resemble your
production environment,
and importing data from
ALM enables you to use
scripts and SiteScope
configurations that have
already been tested.
You perform this from
the Application Lifecycle
Management Integration
page in BSM.

To integrate SiteScope
with LoadRunner or
Performance Center, the
HP SiteScope for Load
Testing setup must be
installed. The
integration should be
configured in the
respective load testing
product.

Where to Get the Details

"Integrating with HP Application
Lifecycle Management" on page 259

Application Lifecycle Management
Integration Page in the BSM
Application Administration Guide in
the BSM Help

"Integrating with HP Load Testing
Products" on page 257

HP LoadRunner Controller User's
Guide / HP Performance Center
Administrator Guide (available from
the HP Software Product Manuals
site)

http://h20230.www2.
hp.com/selfsolve/manuals)
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What the

Integration How the Integration
Integration Gives You Works Where to Get the Details
(13) HP Continuous  SiteScope forwards e "How to Configure SiteScope
SiteScope Delivery events to CDA using an Generic Event Integration" on page
events -> Automation out-of-the-box template 687
CDA (CDA) integrates | thatis specially
(Continuous | with SiteScope  configured for CDA. The e HP Continuous Delivery Automation
Delivery to deploy template is available documentation
Automation). = SiteScope from Preferences >

monitors and Common Event

receive events Mappings.

from them.

Monitoring

status based on

the events

received is

available in the

CDA user

interface.
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SiteScope can be used as a data collector for Business Service Management (BSM). BSM uses
data about end-users, business processes, and systems. When configured as a data collector for
BSM, the metrics and topology data collected by SiteScope monitors can be passed on to BSM for
analysis and for use in reports. Monitor data can be sent for all monitors or for selected monitors
only.

The following diagram illustrates the use of SiteScope as a data collector for BSM:

SiteScope Monitored system

HF Business Service
Management

Monitor
Data

Note: The BSM integration should not be confused with the integration using the HP
Operations agent, which is required for displaying metrics data in Performance Graphing (in
BSM's Operation Management) or in Performance Manager (a reporting component of HPOM).
For details on collecting metrics using the HP Operations agent, see Integrating SiteScope
with HP Operations Manager Products in the SiteScope Help. You can check the HP Software
Integrations site to see if a more updated version of this guide is available (for Windows:
http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=39; for UNIX:
http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=628).

BSM includes a System Availability Management (SAM) Administration page, that enables you to
manage SiteScope monitor configurations for one or more SiteScope servers through a central
console. After activating the BSM integration, SiteScope data flows to BSM regardless of whether
you manage SiteScopes through SAM Administration or the SiteScope standalone user interface.

For the BSM versions supported in this release, refer to the SiteScope Support Matrices sectionin
the SiteScope Deployment Guide (<SiteScope root directory>\sisdocs\doc_lib\Get_
Documentation.htm).
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Tip: For best practices and troubleshooting for reporting metrics data to BSM and HPOM, see
Integration with BSM and HPOM Best Practices Overview.

Troubleshooting/Limitations

This section includes:
¢ "Reporting Data to BSM" below

¢ "Disabling the Data Reduction Mechanism to Troubleshoot Data Flow Problems" on the next
page

o "SiteScope Reports the IP Address Instead of the Hostname Configured in the Monitor" on the
next page

o "Additional Troubleshooting" on the next page
Reporting Data to BSM

o SiteScope reports numeric metric values only to BSM. It does not report metrics containing
string values.

o Due to the complexity of some monitoring deployments and network communications,
SiteScope may be temporarily unable to communicate with the BSM server. SiteScope Health
monitoring includes several monitors for watching connectivity and data transfers to the BSM
server.

If SiteScope is unable to connect to the BSM Server, SiteScope continues to record and store
monitor data files locally. After the number of data files exceeds a specified threshold,
SiteScope saves the data files in a cache folder with the syntax <SiteScope root
directory>\cache\persistent\topaz\data<index>.old. It also saves the heartbeat samples to
bus_<index>.old and configuration samples to config_<index>.old. You can configure the
number of data.old folders to keep by modifying the _topazMaxOldDirs property in the
<SiteScope root directory>\groups\master.config file.

Note: By default, the threshold number of data files is set to 1,000 files. You can change
this setting by modifying the _topazMaxPersistenceDirSize property in the master.config
file.

After the connection between SiteScope and the Agent Server is restored, you must
manually copy the files from these folders to the <SiteScope
root directory>\cache\persistent\topaz\data folder.

We recommend that you only copy these files when the data folder is empty to avoid

overloading the system with large amounts of data to upload. WWhen the number of data.old
folders exceeds a specified threshold, by default 10 folders, the oldest folders are deleted.
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Disabling the Data Reduction Mechanism to Troubleshoot Data Flow
Problems

By default, SiteScope uses a data reduction mechanism which reduces the sample load from
SiteScope to BSM by up to 80%. This is done by sending special samples only when there is some
change in the data reading rather than repeating the same sample each monitor run.

Note: The SiteScope Heartbeat sample (ss_heartbeat) indicates that SiteScope is functioning
properly and that its integration with BSM is healthy. The sample is only sent if SiteScope is in
data reduction mode (in which case the sample is sent every minute).

It is possible to disable this mechanism for troubleshooting data flow problems by setting the
property _topazEnforceUseDataReduction= to false in the <SiteScope root
directory>\groups\master.config file. However, it is not recommended to change this default
setting.

SiteScope Reports the IP Address Instead of the Hosthame Configured in
the Monitor

When reverse DNS lookup is either not configured or is faulty for the monitored remote server,
SiteScope reports the IP address of the host to BSM instead of the hostname configured in the
monitor

Workaround: You can force the monitor to send the hostname instead of the IP address to BSM by
setting the _disableHostDNSResolution property to “=true” in the <SiteScope root
directory>\groups\master.config file.

Additional Troubleshooting

For additional troubleshooting issues related to SiteScope-BSM metrics integration, Cl topology
reporting, and Cl downtime,see Troubleshooting SiteScope Integration Issues in the Integration
with BSM and HPOM Best Practices Guide.

Configure the Connection

To enable the connection between SiteScope and BSM, the SiteScope must be configured as a
data collector for BSM. This involves adding a SiteScope to the SAM Administration page in the
BSM. For details on this task, see "How to Configure SiteScope to Communicate with BSM" on
page 236.

For information about troubleshooting reporting data to BSM, see "Troubleshooting/Limitations" on
the previous page.

Using a Secure Connection for SiteScope-BSM Communication

You can use a secure connection to transmit data from SiteScope to the BSM server. If you have
installed a certificate signed by a root Certificate Authority on the BSM server, no additional setup is
required on the SiteScope server.

If you are using a self-signed certificate on the BSM server and want to use that certificate for
secure communication with SiteScope, you must perform the steps as described in "Configure
SiteScope to connect to a BSM server that requires a client certificate or a secure connection
(recommended for enterprise security)" on page 238.
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Changing the Gateway Server to Which SiteScope Sends Data

You can change the Gateway Server to which a SiteScope reports its data. Generally, this is only
applicable if you are working with a BSM deployment with components installed on more than one
server (in the case of a distributed deployment where the BSM Gateway Server s installed on a
different machine from the Data Processing Server).

For details on making this change, see "Change the Gateway Server to which SiteScope sends
data - optional" on page 238.

Integrate SiteScope Data with BSM's Configuration
Items

When a monitor instance is added to a SiteScope reporting data to BSM, that monitor creates a
corresponding configuration item (Cl) in Run-time Service Model (RTSM). For details on
understanding configuration items, see the introduction section in the RTSM Administration Guide
in the BSM Help.

The SiteScope monitors that populate RTSM include both actual monitors and the groups in which
they are created.

o Actual monitors instances are represented in RTSM as monitor Cls. Monitor Cls receive data
from the corresponding SiteScope monitor instance and use the data, along with health
indicators (HIs) and event type indicators (ETIs) that are assigned to SiteScope monitor metrics,
to calculate key performance indicator status. These indicators provide a more detailed view of
the health of a Cl. For details on understanding indicators, see "Health Indicators and KPIs -
Overview" in the BSM User Guide in the BSM Help.

o SiteScope groups are represented as group Cls in RTSM and receive KPI status from the
monitor Cls created by the monitors they are running.

Monitor Types and Topology Reporting

SiteScope reports different levels of topology data to RTSM depending on the type of monitor and
the options selected for the monitor. SiteScope forwards the topology to create or update a Cl under
the following conditions:

o When the Cl is created in SiteScope for the first time as a result of the monitor retrieving data,
regardless of whether the Cl exists in RTSM.

o If there were any changes to any of the Cl's properties.

This prevents overloading RTSM with Cl updates coming from the monitor.

When working with specific monitors, you do not select a topology and the topology is
preconfigured with the necessary data for the integration.

The types of monitors are as follows:
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« Technology Integration Monitors. These monitors report data based on the topology settings
script you select and edit for the monitor. The data they report is tightly integrated with BSM.
You can create a custom topology or use a predefined script to forward the relevant data. For
details on these monitors and how to work with their topology settings, see "Topology Settings
for Technology Integration Monitors" on page 400.

o Monitors of Supported Environments. For these supported environments, SiteScope acts
like a discovery probe when the monitor is created or its configuration is changed. When
topology reporting is enabled, SiteScope automatically discovers the application's topologies
and populates RTSM with the relevant Cls and monitor Cls. For details and a list of supported
environments, see "Report Discovered Topologies to BSM" on page 233.

You can create a custom topology for monitors of a supported environment (except for monitors
where the Cl type is per metric as described in "Monitors Reporting Cl Per Metric" on page 255).
For details on creating a topology, see "How to Configure Topology Reporting" on page 242.

+ Monitors Not Reporting Topology Data By Default. SiteScope includes monitors that do not
report hosts or servers and, therefore, it is not possible to know the Cl type that is being
monitored in advance. To include topology data for these monitors when reporting to BSM, you
must select the Cl type, define Cl type key attributes, and map metrics related to the monitor
type to specific indicators. SiteScope then creates a Cl for the monitor in RTSM and forwards
monitor Cl data to BSM. For the list of monitors that do not have a default topology defined, see
"Monitors Not Reporting Topology Data By Default" on page 254. For details on how to create a
topology for these monitors, see "How to Configure Topology Reporting" on page 242.

Creating Relationships Between Monitors and Cls

You can also create relationships between SiteScope monitor Cls and existing Cls in RTSM. This
relationship enables the monitor to pass HI status information to the Cl to which it is attached, even
if that Cl was not created from a topology forwarded by SiteScope.

You can create these relationships in SiteScope orin SAM Administration. For details, see task
step "Create relationships between SiteScope monitors and existing Cls in RTSM - optional” on
page 239.

Aging of Cls in RTSM

In RTSM, Cls that have had no activity over a period of time are removed from the database. The
Cls created from SiteScope data are also subject to this aging policy. To prevent the aging policy
from acting on Cls that SiteScope has sent to BSM, SiteScope synchronizes the data it sends to
BSM. The synchronization refreshes the data for those Cls and creates activity on the Cls.

For details on setting the time interval for topology synchronization, see Topology Settings in the
BSM Application Administration Guide in the BSM Help. For details on the aging mechanism, see
Working with Cls in the Modeling Guide in the BSM Help.

Note:

e Synthetic monitors and groups created by the EMS integration monitors that use
Measurement field mapping are subject to the aging process regardless of the
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synchronization.

o Toprevent Cls for EMS integration monitors being removed from RTSM when aging is
enabled, EMS topology is resent during a hard synchronization of SiteScope. In addition,
you can enable topology resending as part of an anti-aging process by adding the property _
reportEmsClsAsPartOfAntiAging=true to the
<SiteScope root directory>\groups\master.config file.

e If you delete a Cl from RTSM you must perform a resynchronization or a hard
synchronization of SiteScope (in Integration Preferences), or you must wait for a restart of
SiteScope so the Cl is restored to RTSM. This is due to the Cl cache in SiteScope that
prevents SiteScope from sending an unchanged CI twice. For details, see the section on
BSM Integration Preferences.

Managing Indicator Assignments in System Availability Management

Note: This section is relevant only to those users connecting SiteScope with BSM 9.00 or
later.

SiteScope metrics that are mapped to indicators, are stored and managed in the Indicator
Assignments repository in SAM Administration. The repository provides the following benefits:

o Centralized management of metric mappings in BSM, which makes it easier to manage large
numbers of SiteScope and monitors. The Indicator Assignments repository is available for
editing in the Metrics and Indicators tab in SAM Administration.

o Metrics are mapped from different SiteScope monitors to indicators, per monitor type. You can
create, edit, and delete indicator assignments for specific monitor types.

o If new indicator assignments are added or existing assignments are modified in the Indicator
Assignments repository, these changes can be published to all SiteScopes that are connected
to BSM. This ensures that new monitor instances created in SiteScope have indicators
according to the latest centralized assignments. You can restore the default assignments
included in your current version of SiteScope by clicking the Reset to Default button in HP
Integration Settings > Indicator Settings section of the monitor properties.

Note: Where indicator assignments have been modified on a local SiteScope server
(mappings for monitor metrics were changed):

= These assignments are not overridden by the centralized assignments when SiteScope
downloads the updated mappings.

= [f an assignment is deleted from the Indicator Assignments repository, the local
assignment is not automatically deleted and SiteScope keeps sending the old indicator
value to BSM. In this case, a different indicator assignment should be selected for the
monitor metric.
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= If anindicator is deleted from the Indicator repository, a different indicator assignment
should be selected for monitor metrics that used the mapping.

o The central repository ensures compatibility with earlier versions of SiteScope by mapping
metrics from earlier SiteScopes to indicators.

« When a hard synchronization is performed on SiteScope, all the indicator mappings are
downloaded from BSM.

For details on editing the centralized Indicator Assignments in SAM Administration, see "Indicator
Assignment Settings" in the BSM Application Administration Guide in the BSM Help.

Assigning SiteScope Metrics to Indicators

Note: This section is relevant only to those users connecting SiteScope with BSM 9.00 or
later.

When configuring monitor instances, you can also map a metric to an indicator. SiteScope monitor
metrics are mapped to indicators on a monitor type basis as follows:

o Monitors of supported environments and monitors that have a defined topology have indicators
assigned to metrics by default. For details of these monitors, see "Monitor Types and Topology
Reporting" on page 228. For the list of default indicator assignments, see Indicator Mapping
Alignment in the BSM User Guide in the BSM Help.

o For SiteScope monitors that do not have a defined topology, there are no default indicator
mappings, since these monitors can be linked to different Cl types, and a single mapping cannot
be set. For these monitors, you can map metrics to the appropriate indicators for the Cl type
linked to the monitor. For a list of monitors that do not have a defined topology, see "Monitors
Not Reporting Topology Data By Default" on page 254.

You can change the default metrics mappings in SiteScope. If indicator mappings are modified
locally in SiteScope, these mappings are not overridden by the centralized repository mappings
when SiteScope downloads the latest mappings from BSM. This enables you to:

e Override indicators for a monitor instance or some metrics of a monitor.

« Configure non-default indicators in templates. Note that the Cl type for custom topology and
metric mappings is not configurable through variables in templates (they should be predefined in
atemplate).

o Configure indicators for alerts. Since the Cl type of a triggered alert is not always known when
configuring an alert for groups or for monitors reporting a Cl per metric (see "Monitors Reporting
Cl Per Metric" on page 255), you can manually enter the indicator and indicator state for an alert.
For details, see "HP Operations Manager Integration Settings" on page 1165.

For task details on mapping SiteScope metrics to indicators, see "Map Indicators to metrics" on
page 243.
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For user interface details, see "Indicator Settings" on page 317.

When are Health Indicators Created?

o Events in SiteScope are based on SiteScope monitor metric status changes and alerts being
triggered. Events are created after the first event arrives to the Cl. For more details, see
Integrating SiteScope with HP Operations Manager Products. You can check the HP Software
Integrations site to see if a more updated version of this guide is available (for Windows:
http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=39; for UNIX:
http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=628).

o Metrics are created when the monitor topology is reported to RTSM. For more details, see
"Report Discovered Topologies to BSM" on the next page.

Discovery Scripts and the Package Manager

Note: This section applies to users integrating with Business Availability Center/BSM 8.00 or
later. When integrating topology data with earlier versions of BSM, SiteScope uses legacy
scripts which are stored on the SiteScope server.

The scripts that enable SiteScope to act as a discovery probe are stored on the BSM server in the
SiteScope package. When SiteScope is configured to discover an application's topology,
SiteScope downloads the appropriate script from the BSM server. It then uses the script to perform
the discovery while monitoring the application.

The SiteScope package includes scripts and other SiteScope-related RTSM resources, such as
views and enrichments. You can access this package in BSMin Admin > RTSM Administration
> Administration > Package Manager. The package is a factory package, meaning that the out-
of-the-box configurations for the package enable it to perform the discoveries in SiteScope. For
details on working with packages, see Package Administration in the Modeling Guide in the BSM
Help.

Note: Advanced users may want to modify the topology scripts within the package. Be warned
that the SiteScope package uses scripts from other packages which may be shared by
SiteScope and Data Flow Management. Any changes made to the scripts in the package can
also affect Data Flow Management.

Any changes made to the topology script that influence the way a topology is reported to BSM
can affect all the applications that use those topologies, including BSM applications and
Operations Management.

Topology Script Properties File

If you are working in a secure BSM installation that has a certificate, you may have to insert the
following line into the <SiteScope root directory>\discovery\discovery_ agent.properties file:
appilog.agent.Probe.BasicAuth.Realm=authRealm.

Where authRealmis a variable for Basic Authentication Realm. If you want to find out what realm a
given URL belongs to, you can open the URL with a Web browser and see the first line in the popup
box.
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Note: When you modify the discovery_agent.properties, you must restart SiteScope to
enable your changes to take effect.

Topology Reporting Limitation

The number of characters in SiteScope group and monitor descriptions that can be reported to BSM
is limited to 600 characters. If a group or monitor description contain more than this number,
SiteScope truncates the description to the first 600 characters.

Report Discovered Topologies to BSM

SiteScope can act as a discovery probe and discover the hierarchy of the monitored entities of
selected environments. These hierarchies are represented by topologies that SiteScope reports to
BSM. The Cls within the topologies correspond to the hosts, servers, and applications that
SiteScope monitors, and are created in BSM's RTSM. Monitor and measurement Cls are also
created and SiteScope reports their status to BSM. The relationships between the Cls are defined
by the topology reported by SiteScope.

You enable this feature by selecting the Report monitor and related Cl topology option under
the HP Integration Settings panel when creating or configuring a monitor instance. If this option is
cleared, the Cls that were created in RTSM are not automatically deleted. If there is no activity on
the Cl, they are eventually removed from the database through aging or they must be manually
deleted.

For details on the Topology Settings user interface, see Topology Settings in the BSM Application
Administration Guide in the BSM Help.

For troubleshooting problems involving topology reporting, see Business Service Management

Topology Issues in the Integration with BSM and HPOM Best Practices Guide.

Supported Environments

This direct connection between SiteScope and BSM is available for selected environments only
and with specific versions of BSM. SiteScope reports specific topologies for the following monitors
(documentation for these monitors is available from the SiteScope Monitor Reference Guide in the
SiteScope Help):
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Environment/
Monitor Type Monitors

Monitors This includes all monitors that report the status of a host or server (other than
Reporting Technology Integration monitors and the supported environments listed below)
Node that can forward topology data to BSM using a predefined Cl type such as
Topology Node, Computer, or some other child Cl type derivative. When topology

reporting is enabled, SiteScope forwards the topology along with monitor Cl
data to BSM. For details on this option, see "HP Integration Settings" on page
311.

Note: This does not include monitors that do not monitor the status of a host or
server, since it is not possible to know the Cl type that is being monitored in
advance. For the list of monitors without host data, see "Monitors Not
Reporting Topology Data By Default" on page 254.

Database (Available when integrating with Business Availability Center version 8.00 or
Environments | later.)

o Database Counter Monitor

o Database Query Monitor

o DB2 JDBC Monitor

o Microsoft SQL Server Monitor

o Oracle Database Monitor

Big Data o Hadoop Monitor
Environments
e HP Vertica JDBC Monitor

ERP/CRM
Application
Environments

SAP CCMS Monitor

SAP Work Processes Monitor

o Siebel Application Server Monitor

¢ Siebel Web Server Monitor
Server (Available when integrating with BSM 9.0 or later.)
Environments N .

Dynamic Disk Space Monitor

SOA Web Service Monitor
Environments
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Environment/
Monitor Type Monitors

Virtualization (Available when integrating with Business Availability Center/BSM 8.02 or
Environments | later.)

Solaris Zones Monitor

¢ VMware Datastore Monitor
o VMware Host Monitors

¢ VMware Performance Monitor

Web server e Microsoft IIS Server Monitor
Environments
e WebLogic Application Server Monitor, using the JMX Monitor

o WebSphere Application Server Monitor

Cl Downtime

Note: This section is relevant only to those users connecting SiteScope with BSM 9.00 or
later.

Downtimes are defined and managed in BSM using the Downtime Management page in Platform
Administration. For details about configuring downtime, refer to Downtime Management in the BSM
Platform Administration Guide in the BSM Help.

SiteScope is affected by downtime if a SiteScope monitor or measurement Cl is directly linked to a
Cl that BSM detects is in downtime. SiteScope is also affected by downtime if a Business
Application Cl, Business Service Cl, Infrastructure Service Cl, or a Cl Collection linked to a
SiteScope Group Cl is in downtime.

Monitors affected by a Cl that is currently in downtime do not go into downtime immediately. The
time that it takes for the monitors to go into downtime is affected by two configuration parameters:

o The interval between SiteScope queries to BSM for downtime requests (the default downtime
retrieval frequency value is 15 minutes). This can be modified in SiteScope in Preferences >
Infrastructure Preferences > General Settings > BSM downtime retrieval frequency
(minutes).

o The interval between updating the SiteScope downtime cache in BSM (the default value is 5
minutes). This can be modified in BSM in Admin > Platform > Setup and Maintenance >
Infrastructure Settings. Select Applications > End User/System Availability Management.
In the Downtime table, locate SiteScope Downtime Cache Update Interval. Change the
value to the required cache update interval.

The action that is taken in SiteScope during the downtime depends on the downtime configuration
in BSM. Downtime can be enforced on the following:
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o Alerts. No alerts are sent for any of the Cls associated with the downtime.
o Reports. Reports are not updated and display the downtime for the CI.

o KPIs. KPIs attached to the Cl are not updated and display the downtime for the Cl in Service
Health.

« Monitoring. SiteScope monitoring stops for any of the Cls associated with the downtime.

A monitor that is in downtime is indicated in the SiteScope Dashboard Summary column by
"disabled by <Downtime Name> from BSM". Details of downtimes that are associated with the
monitor and are currently taking place are displayed in the Monitor Downtime table in the
Enable/Disable Monitor panel. For details, see "Enable/Disable Monitor" on page 323.

If the monitor is affected by a Cl that is currently in downtime and the downtime applies to
associated alerts of the monitor, downtime details are displayed in the Associated Alerts
Downtime table in the Enable/Disable Associated Alerts panel. For details, see "Enable/Disable
Associated Alerts" on page 325.

Notes and Limitations

o When SiteScope queries BSM for downtime requests, it gets the downtimes for the downtime
period (up to a maximum of 24 hours). A record is written to <SiteScope root
directory>\logs\audit.log which includes new downtimes, changes to existing downtimes, and
deleted downtimes.

« When SiteScopeis connected to BSM 9.00 or later, the downtime mechanism is enabled by
default. To change the default setting, clear the Enable downtime mechanism check box in
SiteScope's Preferences > Infrastructure Preferences > General Settings.

o Downtime is not supported for SAP, Siebel, or SOA topologies (regardless of whether the
Application Management for Siebel/SAP license is installed).

o For monitors that report the Cl per metric, when a Cl connected to a metric is in downtime, this
sends the monitor to which the metric belongs into downtime. This is applicable to the VMware
Performance Monitor and Solaris Zones Monitor.

o Downtime information is not available in System Availability Management reports.

o When SiteScope is connected to BSM 9.10, downtime on the SiteScope profile is upgraded to
downtime on the hosts and software elements that are monitored by the SiteScope profile

monitors and measurements.

o For additional troubleshooting relating to Cl downtime, see Business Service Management Cl
Downtime Issues in the Integration with BSM and HPOM Best Practices Guide.

How to Configure SiteScope to Communicate with
BSM

This task describes how to configure SiteScope to be used as a data collector for BSM.
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1.

Prerequisites

= Tointegrate SiteScope with BSM, you must be a SiteScope administrator user. For details
on user permissions, see "User Management Preferences" on page 726.

= Prepare a plan that maps out the specific IT infrastructure resources whose data you want
to collect. Include information about the business processes that are affected by the
specified infrastructure components. For example, business processes being monitored by
Business Process Monitor, that are running on an application server against which you plan
to run SiteScope monitors.

= If smart card authentication is configured in BSM and you want to integrate SiteScope with
BSM, you must configure SiteScope smart card authentication to authenticate the BSM
client certificate. For details, see Smart Card Authentication in the SiteScope Deployment
Guide (<SiteScope root directory>\sisdocs\doc_lib\Get_Documentation.htm).

Note: When connecting SiteScope with BSM 9.x, the HPOprinf, HPOprMss,
HPOprOra, and HPOprJEE content packs are required (they are installed by default, so
you generally do not need to do anything). If you do not have these content packs, you
need to import them as described in "How to Create and Manage Content Packs" in the
BSM Platform Administration Guide in the BSM Help.

2. Download and install SiteScope

In BSM, navigate to Admin > Platform > Setup and Maintenance, and click Downloads.
Download and save the SiteScope installation files (for Windows or Solaris) to a local or
network drive.

Install SiteScope on machines designated to run the SiteScope data collector. You can run
multiple SiteScopes from multiple platforms. For more information, see the Installing
SiteScope section in the SiteScope Deployment Guide (<SiteScope root
directory>\sisdocs\doc_lib\Get_Documentation.htm).

Connect the installed SiteScope with BSM

In BSM, navigate to Admin > System Availability Management, and add the SiteScope to
SAM Administration. For user interface details, see "New SiteScope Page" in the BSM
Application Administration Guide in the BSM Help.

= To change logging options, edit a specific monitor and select the relevant option in the HP
Integration Settings panel of the monitor properties page. For details, see "HP Integration
Settings" on page 311. You can use the Global Search and Replace wizard to update the
logging options on those monitors created before the integration was established. For details
on the wizard, see "Global Search and Replace Wizard" in the BSM Application
Administration Guide in the BSM Help.

= Monitors created in SiteScope before registration to BSM have their logging option set to
Disable reporting to BSM. After you configure SiteScope as a data collector reporting to
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BSM, the default for new monitors created in SiteScope is to log their monitoring data to
BSM.

Note:

o If you are working with a SiteScope that is not accessible to BSM (for example in
HP Software-as-a-Service), the procedure for the connection includes creating an
empty profile in SAM Administration and creating an Integration Preference for BSM
in SiteScope. For task details, see "How to Configure SiteScope-BSM Integration
Preferences for Inaccessible Profiles" on page 664.

o When working under high load, suspend all monitors before connecting to BSM for
the first time.

4. Configure SiteScope to connect to a BSM server that requires a client
certificate or a secure connection (recommended for enterprise
security)

If the BSM server requires a secure connection, you must perform the appropriate step below:

s ForaBSM server that requires a secure connection, see "How to Connect SiteScope to a
BSM Server That Requires a Secure Connection" on page 241.

s ForaBSM server that requires a client certificate, see Configuring SiteScope to Connect to
a BSM Server That Requires a Client Certificate in the SiteScope Deployment Guide
(<SiteScope root directory>\sisdocs\doc_lib\Get_Documentation.htm).

5. Change the Gateway Server to which SiteScope sends data - optional

You can change the Gateway Server to which a SiteScope reports its data. Generally, this is
only applicable if you are working with a BSM deployment with components installed on more
than one server.

= In SiteScope's BSM Integration Preferences, enter the required Gateway Server name or IP
address inthe Business Service Management machine name/IP address box. For user
interface details, see "BSM Integration Preferences" on page 662.

= In SAM Administration, update the SiteScope settings with the Gateway Server name in
Distributed Settings. For user interface details, see "New/Edit SiteScope Page" in the
BSM Application Administration Guide in the BSM Help.

Note: This can only be used for changing the Gateway Server for a SiteScope that is
already registered with a given BSM installation. It cannot be used to add a new
SiteScope, or to connect a SiteScope to a different BSM system.

6. Create a monitoring structure in SiteScope
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a. Create groups and subgroups to organize the monitors to be deployed, and then create
monitors in these groups. When configuring monitors, verify that BSM data logging and
topology settings are set as required.

For details on creating a monitoring structure, see "Create a Basic Monitoring Structure" on
page 77.

b. Configure SiteScope to send metrics, events, and topology data to BSM.

In addition, SiteScope can also store metrics data to the HP Operations agent data store
which is installed on the SiteScope host, or in the profile database in BSM (when graphing
metrics data for use in Performance Graphing in Operations Management).

Tip: The profile database in BSM is the recommended option, since it is a more robust
and scalable data source, and does not require configuration of the HP Operations
Integration.

o Metrics and Topology (using the classic SiteScope-BSM Integration). For details, see
"HP Integration Settings" on page 311.

o Events and Metrics (using the HP Operations agent/Profile DB in BSM). For details,
see Integrating SiteScope with HP Operations Manager Products in the SiteScope
Help. You can check the HP Software Integrations site to see if a more updated version
of this guide is available(for Windows:
http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=39;
for UNIX: http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=628).

7. Create relationships between SiteScope monitors and existing Cls in
RTSM - optional

You can create relationships to enable a monitor to pass HI status information to the ClI to
which it is attached (even if that Cl was not created from a topology forwarded by SiteScope):

= In SiteScope, you can customize the relationship between SiteScope monitor Cls and
existing Cls in HP Integration Settings by manually selecting the CI type option when
editing a monitor instance. The Cl type is defined by default for monitors of supported
environments and monitors that have a defined topology. For task details, see "Select the
Cl type" on page 242.

= In SAM Administration, by using the Monitor Deployment Wizard which uses the existing
ClI property data in RTSM to deploy SiteScope monitors, groups, and remote servers. This
creates in RTSM a monitored by relationship between the monitored Cl and the created
monitor. For concept details, see "Monitor Deployment Wizard" in the BSM Application
Administration Guide in the BSM Help.

Once defined, the SiteScope and its groups and monitors are added as Cls to RTSM and are
automatically attached to the relevant monitor views, from where they can be added to other
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views. When editing a monitor in SAM Administration, you can associate the monitor with
existing Cls using HP Integration Settings. For example, you can attach the CPU monitor to
an existing logical Cl representing a machine whose CPU is being monitored.

The data from the SiteScope is available in Service Health and Service Level Management.

8. Map SiteScope metrics to indicators - optional

In SiteScope, you can add mappings for monitors that do not have default indicator metric
mappings, or modify settings for existing mappings (monitors of supported environments and
monitors that have indicators mapped to metrics by default).

For task details, see "Map Indicators to metrics" on page 243.

9. Assign permissions in BSM

In BSM, navigate to Admin > Platform > Users and Permission, and click User
Management.

For each defined user, assign permissions to view SiteScope groups and their subgroups in
SAM reports and custom reports. For details, see the User Management Operations section in
the BSM Application Administration Guide in the BSM Help.

For details on how permissions are applied, see "Accessing SiteScope and Building
Permissions Model" in the BSM Application Administration Guide in the BSM Help.

10. Modify the connection settings - optional

After you have created the connection, you can modify the settings either in SiteScope orin
BSM, depending on the setting that you are modifying.

= InBSM, select Admin > System Availability Management. In the list of SiteScopes,
right-click the relevant SiteScope and select Edit SiteScope from the context menu. For
user interface details, see "New/Edit SiteScope Page" in the BSM Application
Administration Guide in the BSM Help.

= In SiteScope, open the Preferences context and select Integration Preferences. Edit the
BSM Integration Preference. For user interface details, see "BSM Integration Preferences”
on page 662.

Tip:

o To secure the connection to BSM (since the BSM user name and password are not
used for authentication), it is recommended to configure either Basic Authentication
in SiteScope or use two-way SSL. If BSM is configured to use Basic Authentication,
the same user name and password entered in the Authentication user name and
Authentication password fields in SiteScope are used for reporting both data and
topology to BSM. If BSM is not configured to use Basic Authentication, the
credentials sent are ignored.
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o To enable data to be compressed before being sent from the SiteScope server to
BSM, set _topazCompressDatalnGzip=true in the <SiteScope root
directory>\groups\master.config file. When enabled, SiteScope monitor (ss_
monitor_t) and SiteScope metric (ss_t) samples are compressed in gzip before
being sent to BSM (where it is decompressed). Data compression can be used only
when SiteScope is reporting to BAC/BSM 8.05 or later.

How to Configure SiteScope to Send Bulk Data to the
Run-Time Service Model

SiteScope results can be sent to BSM’s Run-time Service Model (RTSM) either zipped or
unzipped. The request includes a parameter that indicates to RTSM whether the results being sent
are in zipped or unzipped format.

To send SiteScope results in a zipped format:

1. Open the following file: <SiteScope root directory>\discovery\discovery_
agent.properties.

2. Locate the line beginning appilog.agent.probe.send.results.zipped. If the line does not
exist, add it to the file.

3. Change the value to =true.

4. Restart SiteScope. SiteScope results are zipped before being sent to RTSM.

How to Connect SiteScope to a BSM Server That
Requires a Secure Connection

This task describes the steps involved in enabling secure communication between SiteScope and
BSM when the BSM server requires a secure connection.

1. Prepare SiteScope to use a secure connection. For details, see the section on configuring
SiteScope to use a secure connection in the SiteScope Deployment Guide (<SiteScope root
directory>\sisdocs\doc_lib\Get_Documentation.htm).

2. Import the CA or BSM server certificate into SiteScope using Certificate Management in the
SiteScope user interface. For task details, see "How to Import Server Certificates Using
Certificate Management" on page 557.

Note: The machine name in the certificate must be a fully qualified domain name that is
exactly the same name (including case sensitive) as the one used in the New SiteScope
page in System Availability Management Administration.
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3. InBSM, select Admin > System Availability Management Administration, and click the
New SiteScope button to add the SiteScope instance. In the New SiteScope page, make sure
the following settings are configured:

= Distributed Settings: Check that the Gateway Server name/IP address contains the
correct server name and port (default 443).

» Profile Settings: Select the BSM Front End Use HTTPS check box (in versions of BSM
earlier than 9.20, select the Web Server Use SSL check box).

How to Configure Topology Reporting

Note: Only advanced users with a thorough knowledge of Cls and indicators should attempt to
edit the indicator mappings or to add mappings to metrics.

This task describes how to configure topology settings for monitors. It also describes how to select
or modify the Cl type and map metrics to indicators.

1. Prerequisites

= |[f BSM requires a client certificate, you must configure the topology discovery agent in
SiteScope to report topology to the BSM server. For details, see Configuring the Topology
Discovery Agent in SiteScope When BSM Server Requires a Client Certificate in the
SiteScope Deployment Guide (<SiteScope root directory>\sisdocs\doc_lib\Get_
Documentation.htm).

» For SiteScope to forward the host topology along with monitor Cl data to BSM, the Report
monitor and related Cl topology option must be selected under the HP Integration
Settings panel in the monitor properties. By default, this option is selected for monitors of
supported environments and monitors that have a Cl type defined by default. For user
interface details, see "BSM Integration Data and Topology Settings" on page 313.

2. Select the Cl type

For monitors that report a topology by default (the default Cl type associated with the monitor is
displayed in parenthesis in the Cl type list), you can use the default selection, or override the
selection by modifying the ClI type and entering key attributes.

For monitors that do not report a topology by default, select the Cl type for the monitor in the
BSM Integration Data and Topology Settings section, and enter values for the Cl type key
attributes. For the list of monitors that do not report a topology by default, see "Monitors Not
Reporting Topology Data By Default" on page 254.

Note: For monitors where the Cl type is per metric (for the list of monitors, see "Monitors
Reporting Cl Per Metric" on page 255), the Cl type cannot be modified and Cl key
attributes are not displayed.
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Tip: It is recommended to perform a resynchronization of SiteScope if BSM is restarted
within 10 minutes after making changes to a monitor's topology settings. To do so, select
Preferences > Integration Preferences > BSM Integration > BSM Preferences
Available Operations, and click Re-Synchronize.

For user interface details, see "BSM Integration Data and Topology Settings" on page 313.

3. Map Indicators to metrics

When a Cl type is selected, the table in the Indicator Settings section is filtered to show
indicator settings for the selected CI type. Monitors of supported environments and monitors
that have a defined topology have indicators mapped to metrics by default. You can add new
metric mappings or edit settings for existing mappings.

For monitors that do not have default indicator metric mappings, you can map metrics to the
appropriate indicators for the Cl type linked to the monitor. For the list of default indicator
assignments, see Indicator Mapping Alignment in the BSM Application Administration Guide in
the BSM Help.

For concept details, see "Assigning SiteScope Metrics to Indicators" on page 231.

For user interface details, see "Indicator Settings" on page 317.

4. Select a preference for influencing BSM Service Health when events
and metrics are reported to BSM - optional

Since SiteScope events and metrics can affect BSM's Service Health, select the preference
for influencing Service Health when both data types are reported. Select the preference in the
BSM Service Health Preferences section of HP Integration Settings. For user interface
details, see "BSM Service Health Preferences" on page 321.

This preference is relevant only when:
= Both BSM and Operations Manager integrations are active.

= The Operations Manager event integration is connected to the BSM server—not the HPOM
server.

= The following settings are selected in the monitor's HP Integration Settings:

o Inthe BSM Integration Data and Topology Settings section: Enable reporting monitor
status and metrics or Enable reporting monitor status and metrics with thresholds.

o |nthe HP Operations Manager Integration Settings section: Send events.

Note:
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o The preference can also be set globally for each newly-created monitor in
Integration Preferences > HP Operations Manager Integration > HP
Operations Manager Integration Main Settings. For user interface details, see
"HP Operations Manager Integration Main Settings" on page 674.

o For more information on choosing which preference to use, see Integrating
SiteScope with Business Service Management Applications.

5. Results

After configuring the topology settings click Save. SiteScope creates a Cl for the monitor in
RTSM and forwards monitor Cl data to BSM.

How to Configure Topology Reporting for a Custom
Monitor

This task describes how to configure topology settings, select or modify the Cl type, and map
metrics to indicators for a custom monitor type.

1. Prerequisites

If BSM requires a client certificate, you must configure the topology discovery agent in
SiteScope to report topology to the BSM server. For details, see Configuring the Topology
Discovery Agent in SiteScope When BSM Server Requires a Client Certificate in the
SiteScope Deployment Guide (<SiteScope root directory>\sisdocs\doc_lib\Get_
Documentation.htm).

2. Select the Cl type

Inthe BSM Integration Data and Topology Settings section of HP Integration Settings,
configure the topology reporting settings that define how SiteScope reports Cls to BSM.

You can report the following types of Cl topology data:

= User-defined CI type topology. In the Cl type list, select a Cl type and define the key
attribute values for the selected Cl type. For details on key attribute values, see "<Cl type
key attributes>" on page 317.

= Custom topology script. Select the Custom topology setting option, and create the
topology script which defines how to report Cls to BSM. Only select this option if you are
familiar with the Jython language, because you must create the topology script in Jython
yourself. For task details, see "How to Configure Custom Topology for a Custom Monitor"
on page 247.

= |f you do not want to report topology for the monitor, you can choose to report the monitor Cl
only. In the ClI type list, select Default(None). This is the default setting.
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Note: If you do not want to report topology for a custom monitor, but you want to map
its metrics to Cls with a custom CI hint and map metrics to indicators in the user
interface, you must perform the following:

i. Select the Custom topology setting option.

ii. Inthe Data Processing Script box, enter the following (empty) script:

from java.lang import *

from java.util import *

from appilog.common.system.types.vectors import ObjectStateHolderVector
from appilog.common.system.types import ObjectStateHolder

def DiscoveryMain(Framework):
OSHVResult = ObjectStateHolderVector()
return OSHVResult

For user interface details, see "BSM Integration Data and Topology Settings" on page 313.
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3. Map Indicators to metrics

Map indicators to metrics for the selected Cl type.

= When a Cl type is selected, the table in the Indicator Settings section is filtered to show
indicator settings for the selected Cl type. You can add new metric mappings or edit
settings for existing mappings.

= When Custom topology setting is selected, configure the indicator mappings using the
HIs you used in your HI assignment (see "Define an HI Assignment" on the next page).

Unlike for regular monitors, the Cl Type can be edited in Indicator Settings when creating a

custom topology script for a custom monitor. When adding an indicator setting, select the Cl
type from the Cl Type list, and SiteScope displays the appropriate indicators for the Cl type.

Note: Do not define more than one indicator mapping with different CI types that match
the same metric.

= When Cl type Default(None) is selected, indicator mappings are not available.
For concept details, see "Assigning SiteScope Metrics to Indicators" on page 231.

For user interface details, see "Indicator Settings" on page 317.

4. Select a preference for influencing BSM Service Health when events
and metrics are reported to BSM - optional

Since SiteScope events and metrics can affect BSM's Service Health, select the preference
for influencing Service Health when both data types are reported. Select the preference in the
BSM Service Health Preferences section of HP Integration Settings. For user interface
details, see "BSM Service Health Preferences" on page 321.

This preference is relevant only when:
= Both BSM and Operations Manager integrations are active.

= The Operations Manager event integration is connected to the BSM server—not the HPOM
server.

= The following settings are selected in the monitor's HP Integration Settings:

o Inthe BSM Integration Data and Topology Settings section: Enable reporting monitor
status and metrics or Enable reporting monitor status and metrics with thresholds.

o Inthe HP Operations Manager Integration Settings section: Send events.
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Note:

o The preference can also be set globally for each newly-created monitor in
Integration Preferences > HP Operations Manager Integration > HP
Operations Manager Integration Main Settings. For user interface details, see
"HP Operations Manager Integration Main Settings" on page 674.

o For more information on choosing the preference to use, see Integrating SiteScope

with BSM in the Integration with BSM and HPOM Best Practices Guide.

5. Results

After configuring the topology settings click Save. SiteScope creates the topology according to
your definition, and forwards monitor data to BSM.

How to Configure Custom Topology for a Custom
Monitor

This task describes the steps involved in creating a custom monitor with a custom topology script.

1. Change the Cl Resolver TQL (only if SiteScope is connected to a
version of BSM earlier than 9.20)

a. InBSM, select Admin > Platform > Infrastructure Settings.
o Select Applications.
o Select End User/System Availability Management.

o Inthe End User/System Availability Management - SiteScope Cl Resolver
Settings, check if the value of the TQL Queries parameter is Cls Monitored by
SiteScope. If it is, change it to OMiAutoView.

b. Restart BSM to apply the change.

Note: This TQL does not support models with a large number of Cls (it may cause
performance problems in such models).

2. Define an HI Assignment

You need to define an HI assignment that will assign the HI to a Cl. The assignment also
defines which data samples will be captured by this HI and which business rule will be used to
calculate the status of the HI according to the data samples.

For more information on HI assignments in Service Health, see "Health Indicator Assignments
Page" in the BSM Application Administration Guide in the BSM Help. For more information on
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HI assignments in SLM, see "Health Indicator Assignments Page" in the BSM Application
Administration Guide in the BSM Help.

To define an HI assignment:

a.

InBSM, select Admin > Service Health / Service Level Management > Assignments
> Health Indicator Assignments.

From the CI type hierarchy in the left pane, select the Cl type which you are going to report
from your topology script. The assigned indicators for the Cl type are displayed in the
Indicators pane. When you select an indicator, its details are displayed in the right pane.

Create a new HI assignment. For details on how to create the assignment, see "How to
Define a KPI or HI Assignment" in the BSM Application Administration Guide in the BSM
Help.

o Inthe Monitored By property in the Condition area, enter a value that enables you to

distinguish between the Cls reported by this monitor and Cls of the same type which are
reported by other monitors. The condition of the assignment should correspond with the
Cls you report in the topology script (see "Create the custom topology script" on page
252).

Tip: It is recommended that the CI has the value "SiteScope" in the Monitored By
property, and that it has a unique value to enable you to differentiate between this
Cl and Cls of the same type reported by other monitors. For this purpose, we
recommend using the Note property of the ClI.

When you create the topology script for the monitor, enter the monitored_by attribute
with this value on the CI you report. For more details on topology scripts, see "Create
the custom topology script" on page 252.

Choose the business rule to use for the HI calculation. We recommend using the
SiteScope Worst Status Rule. You can also use the SiteScope Consecutive Worst
Status Rule or SiteScope Best Status Rule.

o Inthe selector, enter the following:

© eti_id = (Binary) <<Health Indicator Type ID>>
© ci_id = (Binary) <<CI ID>>
© sampleType = (String) ss_t

The custom monitor sends metrics samples (ss_t) that contain the same eti_id as the HI
used in the assignment, and the same CI ID as the Cl's.

HP SiteScope (11.23) Page 248 of 1293



Using SiteScope
Chapter 20: Connecting to a BSM Server

Example: Indicator assignment for Cl Type Computer (in Service Health)

Edit Health Indicator Assignment for Cl Type: Computer
Define a Health Indicator Assignment. When a condition is filed, Health Indicators are assigned to any Cthat mests the condition
Assignment Settings |
1] 89e213de-7c5e-454a-hB74-5d99 =7 BaBat
* Name: my custom log monitor
Description:
Condition e
# Monitored by: [ stescope [=]
T W o+ X
Property Name | Operator Value
Note Ecuals my custom log monitor
Health Indicator Corfigurations Iz
* 2| R e By
Health Indicator | Rule
CPU Load SiteScope Worst Status Rule
Host Disk Utilization SiteScope Worst Status Fule
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Example: Indicator configuration and selector settings (in Service Health)

Define & Health Indicator Configuration

Heatth Indicator [#] Cl| Type Properties
General Properties
* Health Indicator h Binary
Calculated 1D
# Business Rule: LSReScope ‘Worst Status Pule |v
i e A Boolean
* Priority o[ =] Allow CI Update
Change Is New
Enable Aging
Business Rule Parameters [=] Host Iz Complete
Host is Desktop
Host Is Route
generateEvents False = R e
Mo data timeout: a0 seconds Is Candidate For Deletion
Operation Is New
Toottip show all measurements: | false (String) Store KPI History For Gver Time Reports
Test Is New
*You can drag properties from C| Type Properties list or press Cirl + i while edting a fisld to set the value to the selected property. Track Configuration Changes
Date
P (2] Actual Delete Time

I =T By

Field Name | Operator Type Value
E- anp
eti_id = Binary <<Health Indicator Type |D>>
ci_id = Binary ==Cl ID=>
sample Type = String ss_t

Expression Summary

[eti_id = =<Health Indicator Type I0>2]
AND

[ci_id = <<Cl D>>]
AND

[sampleType = 33 1]

*You can drag properties from Cl Type Properties list or press Cirl + i while edting a field's value to set the value to the selected property.

Candiciate For Deletion Time
Create Time

Host Boot Time

Last Access Time
LastModified Time

Integer

Actual Deletion Period
Deletion Candidate Period
Memaory Size

Swap Memory Size

List of Strings

Context Menu

Manitored By

NodeRole

TenantsUzes

Long

Acknowledgement update timestamp
String

BiosAssetTag

Bios SerialMumber

3. Define the custom monitor

In SiteScope, create the custom monitor and add the required data for the monitor settings in
the Main Settings, Advanced Settings, and Timeout Settings sections. You can choose from
the following custom monitors: Custom Monitor, Custom Database Monitor, Custom Log File

Monitor, Custom WMI Monitor.

For details on configuring these monitors, see the SiteScope Monitor Reference Guide.
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Example: Settings for a Custom Log File monitor

Log File Monitor Settings

Main Settings

Server:
# Log file path:
# Run alerts:
# Check from beginning:

Content match:

Advanced Settings

Log file encoding:
Rulez file path:

Match value labels:

Timeout Settings

Status after timeout:

Timeout (seconds):

BBl Browse Servers W Add Remote Server |
| c:\dlisks bt |

| For each log entry matched |"|

LAways |¥

| I(a-z)=00-0),* (az))'=* (081" [a-z]'=" 108 el culeil

| windows-1252 ||

A, vall ,disk2,\u'al2,disk3,vaIS,disk4,val4,disk5,val5|

] Muttidine match
[ server-side processing
Return matching raw data from server-side

["] Mo error if file not found

[ Enable timeout
After timeout, resume reading from end of file

Warning

The complete strings used in the example are:

Content match: /([a-z])=([0-9]+),"([a-z])"="([0-9]+)","([a-z])*=*([0-9]+)","([a-z])"=*([0-9]+)

*([a-z])=*([0-9]+)"

Match value labels: disk1,val1,disk2,val2,disk3,val3,disk4,val4,disk5,val5

4. Create the data processing script

In the Data Processing Script section of the Custom Monitor Settings panel, enter the script for
processing the collected data.
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In the script, supply the Cl resolution hint for the different metrics by using setCIHint method.
For an explanation on the format to use for the hint, see "Cl Resolution Hint Formats" on page
398.

Note: An example data processing script is available in a text file attached to this PDF. To
view the attachment, select View > Navigation Panels > Attachments, and select
Custom_Monitor_Data_Processing_Script.txt.

When working in template mode with a template containing a custom monitor with the
example data processing script, you also need to define a variable SERVER_NAME.
When deploying the template, you need to enter a value for the server name.

5. Create the custom topology script

In the HP Integration Settings panel, create the topology script that defines how to report Cls to
BSM.

a. Inthe BSM Integration Data and Topology Settings section, select the Custom topology
script option and develop a custom topology script that reports the Cls defined in the HI
assignment.

Forthe monitored_by attribute of the Cl, you must enter SiteScope. This is the same
value you used in the HI assignment in "Define an HI Assignment" on page 247.

Note: An example custom topology script is available in a text file attached to this
PDF. To view the attachment, select View > Navigation Panels > Attachments,
and select Custom_Monitor_Topology_Script.txt.

In the example, you need to replace <IP Address>, <name>, and <Server DNS name>
with the relevant values.

Tip: It is recommended to perform a resynchronization of SiteScope if BSM is
restarted within 10 minutes after making changes to a monitor's topology settings. To
do so, select Preferences > Integration Preferences > BSM Integration > BSM
Preferences Available Operations, and click Re-Synchronize.

b. Inthe Indicator Settings section, configure the HI mappings using the Hls you used in the
HI assignment in "Define an HI Assignment" on page 247.

Note: Do not define more than one indicator mapping with different Cl types that
match the same metric. For details on defining indicator mappings in SiteScope, see
"Map Indicators to metrics" on page 243. Alternatively, you can define the mappings in
BSM in Admin > System Availability Management > Metrics and Indicators and
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click Publish Changes. The mappings are then downloaded to SiteScope and
displayed in the user interface. For details on defining mappings in BSM, see How to
Create and Manage Indicator Assignments in the BSM Application Administration
Guide in the BSM Help.

Example: Indicator Mappings for Computer Cl Type

Indicator Settings

Metric Pattern Cl Type Indicator
Na-z]Y Computer Host Disk Ltilization
123 Computer CPU Load
H Configurationtem Legacy System

*Mete: Indicator settings were modified by a user

6. View Results

After you have configured the HI assignments in BSM and the monitor settings including the
topology script in SiteScope, you can run the monitor. After the monitor run has finished,you
can view the results in BSM's Service Health.

We recommend creating a view that shows the reported Cls for this monitor. After you save
the monitor and the monitor has run, you can see the results in BSM's Service Health in the
view that you created.

Example: View Created for Cls Reported for this Monitor (in Service Health)

(6] - MyBSM  Applications » Admin v Help v  Site Map
[
e B I B
360° View Xl Top View x| Topology Mep 3¢ | Customimage x| Geographic Map [Soectpare  [-] & a s
Hierarchy | o % o

[ my custom log monitor | v | [ ‘ 3.
Hame Status Business Acknowledge |E System

Impact System
Performance

B my custom log monitor

& vmamma147 %] [P ) -] Q

Example: Indicator Status Results on the Monitored Machine (in Service Health)
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HP Business Service Management g

vmamrnd147 (Windows) ~

Health Indicators Contributing to KPls

22| I
KP1 ! Health Indicator | State | Value
o CPU Load v iy Busy 0.0
System, Permisnce Host Disk Utilization +

%} Critical nia

| Status:

Business Rule:
Held status since:
| Measurement:

Critical

SiteScope Worst Status Rule
15:27 8112

c-70.0

Monitors Not Reporting Topology Data By Default

Following is a list of monitors that do not monitor the status of a host or server.

Note: For these monitors to report Cl information to BSM, you must select the Cl type, enter
the required Cl key attributes, and select an indicator relevant for the Cl type linked to the
monitor. For task details, see "How to Configure Topology Reporting" on page 242.

Composite Monitor

Custom Log/Database/WMI Monitors
Directory Monitor

Dynamic JMX Monitor

e-Business Transaction Monitor

File Monitor

Formula Composite Monitor

HP NonStop Event Log Monitor

JMX Monitor (when not monitoring WebLogic)
Link Check Monitor

Log File Monitor

Microsoft Windows Dial-up Monitor
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o Multi Log Monitor

e Script Monitor

o SNMP Trap Monitor

o Syslog Monitor

e URL Monitor

¢ URL Content Monitor

e URL List Monitor

o URL Sequence Monitor

o XML Metrics Monitor

Monitors Reporting Cl Per Metric

Following is a list of monitors that report CI per metric.

Because these monitors have multiple Cls, you cannot modify the CI for these monitors and you
can modify the indicator mappings for these monitor types from BSM only (in the SAM Admin >
Metrics and Indicators tab).

¢ SAP CCMS Monitor

o SAP Work Processes Monitor

o Siebel Application Server Monitor

o Siebel Web Server Monitor

e Solaris Zones Monitor

¢ VMware Host CPU Monitor

o VMware Host Memory Monitor

¢ VMware Host Network Monitor

¢ VMware Host State Monitor

o VMware Host Storage Monitor

¢ VMware Performance Monitor

Note: You can define a custom topology Node for the monitor and specify a host name for it. If
there is a remote server in any SiteScope connected to this BSM, this Cl is automatically
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changed to Unix or Windows CI type, depending on the environment of the remote server.
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Performance metrics collected by SiteScope can be utilized by load testing analysis products and
solutions, for example, by HP LoadRunner and HP Performance Center. When running a load
testing scenario, it is sometimes necessary to correlate the behavior of the application under test
with various software and hardware performance metrics available from the system where the
application is running.

Learn About

This section includes:
« "Differences Between SiteScope and SiteScope for Load Testing" below

e "Supported Versions" on the next page

Differences Between SiteScope and SiteScope for Load Testing

When using LoadRunner or Performance Center, you can choose a performance data collection
option through a native solution available in the products or through SiteScope. In a variety of
cases, SiteScope provides more monitoring options and deeper performance coverage of systems
and applications.

SiteScope for Load Testing is an installation option of SiteScope which is optimized for load testing
scenarios and provided for LoadRunner and Performance Center users. This installation type is not
meant to monitor production environments. As a result, some options which are available in a
regular SiteScope installation are not available in SiteScope for Load Testing.

The main differences between regular SiteScope and SiteScope for Load Testing are:

SiteScope for Load

Description Testing SiteScope
Minimum run frequency for SiteScope 1 second*® 15 seconds
monitors

Default run frequency (available whena @ 5 seconds™ 10 minutes

new monitor is created)

SiteScope Reports Not available Available
Analytics Not available Available
Integration with BSM Not supported Supported

*The Minimum run frequency for SiteScope for Load Testing monitors and the default run
frequency apply only for API executions.
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Note: The integration between SiteScope and LoadRunner or Performance Center should be
configured in the respective load testing product and not in SiteScope. For more information,
see "How to Set Up the Monitoring Environment - Workflow", "Configuring Monitors User
Interface", and "SiteScope Resource Monitoring" in the HP LoadRunner Controller User Guide,
and "Adding Hosts" in the HP Performance Center Administrator Guide.

Supported Versions

For the list of supported LoadRunner and Performance Center versions supported in this release,
refer to the SiteScope Support Matrices section in the SiteScope Deployment Guide (<SiteScope
root directory>\sisdocs\doc_lib\Get Documentation.htm).

Tips/Troubleshooting

o To enable SiteScope to integrate with LoadRunner, user authentication must be disabled in
SiteScope. For details, see "User Management Preferences" on page 726.

o Integration between SiteScope for Load Testing and BSM is not supported.
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You can export SiteScope related data from BSM to Application Lifecycle Management (ALM) and
vice versa. Exporting data to ALM enables you to plan scripts and load tests that resemble your
production environment, and importing data from ALM enables you to use scripts and SiteScope
configurations that have already been tested.

To access
InBSM, select Admin > Integrations > Application Lifecycle Management Integration.

Learn About

This section also includes:
o "Export Data from BSM (SiteScope) to ALM" below

o "Import Data from ALM to BSM (SiteScope)" below

Export Data from BSM (SiteScope) to ALM

You can export SiteScope configuration data for a single application. The exported data includes
information about the SiteScope metrics, templates, and topology data. Sharing such information
between operations and development assists you in planning your scripts and load tests in ALM, so
that they better resemble your production environment.

Import Data from ALM to BSM (SiteScope)

You can import data from ALM that includes SiteScope configuration templates. Sharing such
information between development and operations enables you to use SiteScope configurations that
have already been tested and fine tuned. Imported SiteScope configuration templates are stored in
the SiteScope template tree for each SiteScope registered to BSM. A default directory called
AutoSyncContainer is created in the SiteScope root folder, and for each application for which a
template is imported, a sub-directory is created with the application name.

Tasks

How to export data from BSM to ALM

For details, see the Application Lifecycle Management Integration page in the BSM Application
Administration Guide in the BSM Help.

How to import data from ALM to BSM (SiteScope)

1. Prerequisites

= The SiteScope Administrator user must be configured with a user name and password (it
cannot be left blank).
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= The passphrase string for all HP software applications integrated using LW-SSO must be
identical. Make sure that LW SSO Init String in SiteScope Preferences > General
Preferences > LW SSO Settings matches the stringin BSM.

2. InPerformance Center, design and create a performance test. For details, refer to the task on
how to design a performance test in the HP ALM Performance Center Guide.

3. Import the .zip file from ALM that includes the SiteScope configurations

a. InBSM, select Admin > Integrations > Application Lifecycle Management
Integration > Import from ALM.

b. Inthe Select File box, enter the path to the .zip file you want to import, or click Browse to
open a dialog box in which you can browse to the required .zip file.

For details on creating the .zip file for importing, refer to the ALM documentation.
c. Click Upload Content to upload the content of the selected .zip file. The upload status is
displayed.
Note:

= [f you previously imported data from ALM, the data is deleted and replaced with the
latest .zip file. To avoid losing changes made to previously imported templates, rename
the templates to avoid these changes being lost.

= |f you have already deployed monitors from synchronized templates and then import
another .zip package that does not contain the necessary templates, these monitors
will be unlinked from the templates that should be deleted.

For more details, see the Application Lifecycle Management Integration page in the BSM Help.
4. Edit and publish changes to templates in SiteScope - optional

Imported SiteScope configuration templates are copied to the following location within each
SiteScope registered to BSM:

Templates > SiteScope root folder > AutoSyncContainer > < application name>

You can make changes to the templates, and manually deploy the templates. For details on
deploying templates, see "Deploy Templates" on page 836.

Tip: Itis recommended to rename any imported templates that you modify in order to
avoid these changes being overwritten the next time data is imported from ALM.

You can also publish changes to templates using the Publish Template Changes Wizard. For
details, see "Publish Changes to User-Defined Templates" on page 849.
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Group containers help you organize the monitor instances that you create. Monitor instances that
you create must be added within a SiteScope monitor group container. For details, see "Create
Groups in SiteScope" on page 262.

SiteScope monitors are tools for automatically connecting to and querying different kinds of
systems and applications used in enterprise business systems. The different monitor types provide
the generic capabilities for performing actions specific to different systems. You create one or more
instances of a monitor type to instruct SiteScope how to monitor specific elements in your IT
infrastructure. For details, see "Create Monitors in SiteScope" on page 269.

You can create custom monitors to broaden the capabilities of regular SiteScope monitors by
developing your own solutions for environments that are not supported by predefined SiteScope
monitors. For details, see "Create Custom Monitors" on page 333.

You can create baselines and schedule specific thresholds based on a time period or date.
Baselines enable you to understand how your applications typically perform and determine whether
a performance problem is an isolated incident or a sign of a significant downward performance
trend. For details, see "Set Monitor Thresholds Using a Baseline" on page 340.

You can also configure thresholds based on calculated metrics—a metric produced by performing
an arithmetic function or logical operation on existing SiteScope metrics. For details, see "Create
Calculated Metrics" on page 374.

SiteScope provides various dynamic monitors that automatically update themselves over time by
adding and removing counters as changes occur in your IT environment. For details, see "Dynamic
Monitoring Mechanism" on page 387.

SiteScope also includes the capability to monitor XML documents. For details, see "Monitor XML
Documents" on page 390.

Tip:

o For details on monitor settings for a specific SiteScope monitor, including supported
versions and platforms, and a list of counters or metrics that can be configured for the
monitor, see the monitor type in the SiteScope Monitor Reference Guide.

e You can also use the SiteScope API| when working with monitors. For details, see
"SiteScope Public APIs" on page 178.
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You create group containers to make the deployment of monitors and associated alerts manageable
and effective for your environment and organization. It is also useful to group monitors that should
generate similar alerts.

To access

Select the Monitors context. In the monitor tree, right-click the SiteScope container or an existing
monitor group, and select New > Group.

Learn About

This section includes:

o "SiteScope Groups Overview" below

e "Copying or Moving Existing Groups" below

o "Creating Group Alerts and Reports" on the next page

SiteScope Groups Overview

You create groups that reflect your environment, and for organizing your monitors in SiteScope. A
group is a collection of one or more monitors. It might contain several of one type of monitor, such
as URL monitors, or several different monitors that track a specific part of your Web environment,
such as a Web server, URL, and network parameters related to a specific transaction.

Each SiteScope monitor instance that you create must belong to a SiteScope group, either a top
level group or a subgroup nested within other group containers.

For example, if you intend to monitor a large number of processes running on your system, you may
want all of them to be in a single group named Processes. If you are monitoring processes on
several machines using remote monitors, you could create a primary group called Processes with
several subgroups named after each of the remote machines that you are monitoring.

When you add a new monitor you either add it to an existing group, or you must first create a group
forit. You can add groups individually to SiteScope, or you can deploy groups along with multiple
monitors by using templates. For details on templates, see "SiteScope Templates" on page 771.

You can perform mass operations on group objects using the Manage Groups and Monitors feature.
This enables you to perform move, copy, delete, run monitors in group, enable/disable monitors,
and enable/disable associated alert actions on multiple SiteScope objects. For details, see
"Perform Actions on Multiple Groups and Monitors" on page 101.

Note: You can also use the SiteScope API when working with groups. For details, see
"SiteScope Public APIs" on page 178.

Copying or Moving Existing Groups

In addition to creating groups, you can copy or move existing groups to a new location within the
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SiteScope tree. Copying or moving a group duplicates the configuration settings for the group and
all monitors within the group. After copying or moving a group, you normally need to edit the group
and the configuration properties for each individual monitor within the group to direct the monitors to
a unique system or application. Otherwise, the monitors in the group duplicate the monitoring
actions of the original group.

Tip: Instead of copying groups which can lead to redundant monitoring, use templates to more
efficiently replicate common group and monitor configuration patterns. For more information
about working with templates, see "SiteScope Templates" on page 771.

Note:

e To avoid group identity problems within SiteScope, object names must be unique within the
parent group. If you copy or move a group to another group in which there is group with
exactly the same name, SiteScope automatically adds a suffix (number) to the end of the
copied/moved group's name.

¢ You cannot move or copy a monitor group to its subgroup.

Creating Group Alerts and Reports

After creating a group, you can create alerts and reports for the group. By default, group alerts and
reports are associated with all monitors within the group.

You create an alert by adding an alert definition to a group container. This means that when any one
monitor in the group reports the status category defined for the alert (for example, error or
warning), the group alert is triggered. You can configure a group alert to exclude one or more of the
monitors in the group by using the Alert targets selection tree. For details on this topic, see
"Configure SiteScope Alerts" on page 1140.

You create a group report by adding a report definition to a group container. You can configure a
group report to exclude one or more of the monitors in the group by using the Monitors and groups
to report on selection tree. For details on this topic, see "Reports" on page 1210.

If you delete a group, SiteScope removes the applicable monitor actions and disables any alert
actions associated with the group.

Tasks

How to Manage a Group

This task describes the steps involved in managing a group.

1. Create SiteScope groups and subgroups

Create groups according to the monitor hierarchy which you want to implement. For example,
you can create groups of locations, server types, network resources, and so forth.

= Create a new group. Right-click the SiteScope or group container in which to create the
group, and select New > Group. For user interface details, see the Ul Descriptions section
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below.
= Create a group by copying or moving an existing group.

o Right-click the group you want to copy, and click Copy. Right-click the location in the
monitor tree where you want to copy the group container, and click Paste.

o Right-click the group you want to move, and click Cut. Right-click the location in the
monitor tree where you want to move the group container, and click Paste.
o To copy or move multiple monitors and groups to a target group, click the Manage

Monitors and Groups |@| button in the monitor tree toolbar. Select the objects for
copying or moving and click Copy/Cut. Select the destination group and click Paste. For
details, see "Perform Actions on Multiple Groups and Monitors" on page 101.

2. Add URL links to group descriptions - optional

You can add additional information to describe a group, and include HTML tags for hyperlinks
to enable you to access URLs from the SiteScope Dashboard.

a. Toadd ahyperlink, open the Properties tab for the selected group.

b. Expand the General Settings panel and enter the URL in the Group description field. For
example, <a href="http://www.hp.com">My Link</a>.

c. Click the Dashboard tab. A URL is displayed in the Description field for the selected
group. To open the URL, click the group's Description field, and then click the link.

Tip: To automatically adjust the row height to make all cell contents visible in the
Dashboard, select the Wrap text option in Dashboard Settings. For details, see
"Dashboard Settings Dialog Box" on page 1014.

3. Create monitor instances

Select the monitor instances you want to add to the group.

For task details, see "How to Create and Deploy a Monitor" on page 277.

4. Set group dependencies - optional

You can set group dependencies to make the running of monitors in this group dependent on
the status of another monitor.

For concept details, see "Monitoring Group Dependencies" on page 272.

Example: The monitors in the group being configured run normally as long as the monitor
selected in the Depends on box reports the condition selected in the Depends condition
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box. In this example, the group being configured is enabled only when the Service monitor
reports a status of Good.

Dependencies [#]

Depends on oz

Depends condition n

5. Set up group alerts - optional

Create alerts to send notification of an event or change of status in some element or system in
your infrastructure.

To create an alert for the group, right-click the group and select New > Alert. For each alert
scheme, you can create one or more alert actions. In the New Alert dialog box, click New Alert

Action to start the Alert Action wizard.

For task details, see "How to Configure an Alert" on page 1144.

6. Set up group reports - optional

Create reports to display information about how the servers and applications you are
monitoring have performed over time.

To create a report for the group, right-click the group and click Reports. Select a report type
and configure the report settings.

For task details, see "Create SiteScope Reports" on page 1211.

7. Results

The monitor group, including its monitors, alerts, and reports, is added to the monitor tree.

Ul Descriptions

New SiteScope Group Dialog Box

The New SiteScope Group dialog box enables you to define a new group for SiteScope, or a
subgroup for an existing monitor group.
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Important ¢ Only a SiteScope administrator user, or a user granted the appropriate
information permissions can edit, refresh, or disable groups. For details on user
permissions, see "Permissions" on page 738.

e You cannot delete a monitor group if it has dependent alerts or reports at the
container level. To delete a monitor group with dependencies, you must
remove the monitor group from Alert Targets and Report Targets for each
dependency, and then delete the monitor group. You can delete monitor groups
that have dependencies at the child level.

e You can also use the SiteScope AP| when working with groups. For details,
see "SiteScope Public APIs" on page 178.
The following elements are found throughout the New SiteScope Group dialog box:
General Settings
Ul Element Description

Group Name that describes the content of the group, or the purpose of the monitors
name added to the group. For example, <host_name> or <business_unitresource_
name> or <resource_type>.

Note:

e The group name cannot be sitescope or contain any of the following
characters: " ; & |[<>/\+=

e The group name is case sensitive. This means that you can have more than

one group with the same name provided they each have a different case
structure.
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Ul Element Description

Group Description of the group. This can include the most common HTML tags for text

description | styling, such as <BR>, <HR>, and <B>, and hyperlinks. The description is
displayed only when viewing or editing the group's properties in the SiteScope
Dashboard. For details on adding a hyperlink, see "Add URL links to group
descriptions - optional" on page 264.

Note: This field does not support JavaScript/iframes/frames or other advanced
features. HTML code entered in this box is checked for validity and security, and
corrective action is taken to fix the code (for example, code is truncated if it spans
more than one line). If malicious HTML code or JavaScript is detected, the entire
field is rejected. The following is prohibited HTML content:

e Tags: script, object, param, frame, iframe.

o Any tag that contains an attribute starting with on is declined. For example,
onhover.

o Any attribute with javascript as its value.

Source Displays the path of the source template if the group was created from a template.

template If you are using deployed templates created in older versions of SiteScope,
enables you to manually associate the root groups with the source template by
entering the path of the source template.

Clear Removes the source template associated with the root group.

Dependencies

ul
Element Description

Depends @ The monitor on which you want to make the running of this monitor group dependent.
on

Click the Depends on button to open the Select Depends On Monitor dialog
box, and select the monitor on which you want to create a dependency. For user
interface details, see "Select Depends On Monitor Dialog Box" on page 330.

For concept details, see "Monitoring Group Dependencies" on page 272.

Default: No dependency is set for a monitor group.
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ul
Element Description

Depends The Depends condition that the Depends on monitor should have for the current

condition monitor group to run normally. If the selected condition is not satisfied then the
monitor selected in the Depends on box is automatically disabled. The conditions
are:

¢ Good
e Error
e Available

Search/Filter Tags

User interface elements are described below (unlabeled elements are shown in angle brackets):

ul

Element Description

<Tag Keyword tags are used to search and filter SiteScope objects (groups, monitors,
name remote servers, templates, and preference profiles). If no tags have been created for
and the SiteScope, this section appears but is empty. If tags have been created, they are

values> | listed here and you can select them as required.
For concept details, see "Search SiteScope Objects" on page 88.

Add Opens the New Tag dialog box, enabling you to add new keyword tags. For user
Tag interface details, see "New/Edit Tag Dialog Box" on page 93.
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SiteScope collects data samples from components in your infrastructure using out-of-the-box
monitors and custom monitors. These are tools that connect to and query different kinds of
systems and applications. You configure monitors to collect the data from remote servers you want
to monitor.

To access

Select the Monitors context. In the monitor tree, right-click a group and select New > Monitor.

Learn About

This section includes:

e "Monitor Types" below

o "Monitoring Remote Servers" on page 271

o "Monitoring Group Dependencies" on page 272

e "Setting Status Thresholds" on page 274

Monitor Types

SiteScope monitors are grouped according to classes that indicates their availability and category
that reflect their function. When you select to add a new monitor to a SiteScope agent, the list of
available monitor types for that agent are displayed both alphabetically and divided by category in
the product interface. The availability of the monitor category is dependent on the class of monitor.

Note: User permissions and credentials are needed to access each monitor. For details on the
required permissions and credentials, and the corresponding protocol used by each monitor,
see Monitor Permissions and Credentials in the SiteScope Monitor Reference Guide.

This section describes the monitor classes and the category listing formats. To see the list of
monitors contained in each monitor category, see "Monitor Categories List" on page 283.

Standard Monitors

Standard monitor categories represent the monitor categories available with a general SiteScope
license. These monitor categories include many of the general purpose monitor categories.

o Application Monitors. Monitors in this category monitor third-party applications. These
monitors enable SiteScope to access and retrieve data from the monitored applications.

« Big Data. Monitors in this category monitor Big Data platforms to gain real-time visibility and
insight into the health and performance of the big data infrastructure.

« Database Monitors. Monitors in this category monitor different types of database applications.
There are monitors that access data from specific database applications and generic monitors
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that can be configured to monitor any database application.

o Generic Monitors. Monitors in this category monitor different types of environment. These
monitors can monitor networks, applications, and databases depending on how they are
configured.

« Media Monitors. Monitors in this category monitor applications that play media files and stream
data.

¢ Network Monitors. Monitors in this category monitor network health and availability.
« Server Monitors. Monitors in this category monitor server health and availability.

¢ Virtualization and Cloud Monitors. Monitors in this category monitor virtualized environments
and cloud infrastructures.

o Web Transaction Monitors. Monitors in this category monitor web-based applications.

Customizable Monitors

Custom monitors broaden the capabilities of regular SiteScope monitors for tracking the availability
and performance of your infrastructure systems and applications. Using custom monitors, you can
develop your own solutions for environments that are not supported by predefined SiteScope
monitors.

You can create your own monitor that collects data, and define a script that processes the collected
data and creates metrics. Each time the custom monitor runs, it updates the metrics and returns a
status for the metrics defined in the script.

Custom monitors can be published to the HP Live Network for sharing with other SiteScope users.
For more details on using Custom monitors, see "Create Custom Monitors" on page 333.

Integration Monitors

Integration monitors are used to capture and forward data from third-party domain managers or
applications (typically Enterprise Management Systems (EMS)) into BSM.

These monitor types require additional licensing and may only be available as part of another HP
product. For more information about Integration Monitor capabilities, see "Integration Monitors
Overview" on page 394.

Solution Template Monitors

Solution template monitor types are a special class of monitors that enable new monitoring
capabilities for specific applications and environments. As part of a solution template, these
monitor types are deployed automatically together with other, standard monitor types to provide a
monitoring solution that incorporates best practice configurations. These monitor types are
controlled by option licensing and can only be added by deploying the applicable solution template.
After they have been deployed, you can edit or delete them using the same steps as with other
monitor types. For more information, see "Deploy Solution Templates" on page 882.

SiteScope provides the following solution templates that include standard SiteScope monitor types
and solution-specific monitors:
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Active Directory (with and without Global Catalog)
AIX Host

Hadoop

HP Quality Center

HP Service Manager

HP Vertica

JBoss Application Server

Linux Host (OS )

Microsoft Exchange

Microsoft IS Server

Microsoft Lync Server

Microsoft SharePoint

Microsoft SQL Server

Microsoft Windows Host

NET

Oracle Database

SAP Application Server

Siebel Application/Gateway/Web Server (for UNIX and Windows)
VMware Capacity Management

VMware Host CPU/Memory/Network/State/Storage
VMware Host For Performance Troubleshooting
WebLogic Application Server

WebSphere Application Server

Monitoring Remote Servers

The requirements for monitoring services and applications that are running on remote servers vary
according to the application and network policies in your environment. Some SiteScope monitors
use Internet protocols to test Web systems and applications. Other SiteScope monitors use
network file system services and commands to monitor information on remote servers.
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For information about how SiteScope monitors connect to remote systems, see "How to Configure
SiteScope to Monitor a Remote Microsoft Windows Server" on page 490 and "Configure SiteScope
to Monitor Remote UNIX Servers" on page 510.

Monitoring Group Dependencies

To prevent redundant alerting from multiple monitors that are monitoring different aspects of a single
system, select one monitor to check the basic availability of the system and then create other
monitors that perform more detailed tests of that system. This creates a dependency relationship
that enables you to make the running of a monitor group dependent on the status of a selected
monitor.

When creating dependencies in templates, you can enter the full path or a relative pathto a
dependent monitor in the Dependencies panel. You can also have SiteScope ignore dependency
changes when publishing template changes.

For information about configuring dependency settings, see "Depends On" below and "Depends
Condition" on the next page.

Depends On

You can use this option to make the running of a monitor dependent on the status of another
monitor. This can be used to prevent redundant alerting from multiple monitors that are monitoring
different aspects of a single system. You can create a simple system monitor to check the basic
availability or heartbeat of a system, and then create other monitors that perform more detailed
tests of that system. The figure below shows an example dependency relationship where three
system monitors have been made dependent on a Service Monitor instance.

Service Manitor

CPU Monitor Disk Space Manitor Memory Monitor

You can make the detailed test monitors dependent on the status of the heartbeat monitor by
selecting that monitor. This means the dependent monitors run as long as the dependency condition
is satisfied. If the heartbeat monitor detects that the target system has become unavailable, the
dependency relationship automatically disables the other monitors. This has the effect of disabling
any alerts that would have been generated by those monitors. The figure below shows the example
monitors are disabled because the monitor on which they depend is reporting an error condition.
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Service Manitor

CPU Monitor Disk Space Manitor Memory Manitor

By default, no dependency is set for a monitor instance. To make the running of the monitor
dependent on the status of another monitor, expand the node in the SiteScope tree containing the
monitor to which to you want to create dependence, and select the check box next to the required
monitor. To remove dependence on a monitor, clear the required check box.

Depends Condition

If you choose to make a monitor dependent on the status of another monitor (by using the Depends
on setting), you use this option to select the status category or condition that the Depends on
monitor should have for the current monitor to run normally.

The status categories include:
¢ Good

o Error

¢ Auvailable

¢ Unavailable

The monitor being configured is run normally as long as the monitor selected in the Depends on
box reports the condition selected in this box. If you have selected Unavailable and the Depends
on monitor reports this status, the current monitors are not disabled.

For example, by selecting Good, this monitor is only enabled as long as the monitor selected in the
Depends on box reports a status of Good. The current monitor is automatically disabled if the
monitor selected in the Depends on box reports a category or condition other than the condition
selected for this setting. See the examples for "Depends On" on the previous page.

Dependencies When Configuring Template Monitors and Groups

When deploying monitors and groups using a template, monitor and group dependencies are also
published. This enables the template to automatically write the groups and monitors into their proper
place in the tree and automatically create any number of dependencies, without you having to do
this manually.
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If a change is required to a template monitor dependency, you can update the template once and
publish the changes to all deployed groups without having to update each monitor individually. For
details, see "Publish Changes to User-Defined Templates" on page 849.

Alternatively, if you do not want dependency settings for selected monitors and groups in the
source template to overwrite dependency settings in deployed template objects, select the Ignore
dependencies when publishing changes check box in the Dependencies panel. When template
changes are published to the deployed objects, dependency settings for the selected template
monitors and groups are ignored and the existing dependency settings in the deployed objects are
preserved.

When configuring a template, you can create monitor and group dependencies to existing monitors
that are not part of the current template. This avoids having to recreate the tree structure within the
template. You do this in the Depends on box of the monitor or group template, by entering the full or
relative path to the monitor in the monitor tree.

For example, you can enter:
o Full path:

<group name>\<group name>\<monitor name>
o Relative path:

..\..\<group name>\<monitor name>

Setting Status Thresholds

You can use threshold settings to set logic conditions that determine the reported status of each
monitor instance. The status is based on the results or metrics returned by the monitor action on the
target system as compared to the thresholds set for the monitor.

You can set status threshold criteria for each monitor instance to determine an Error, Warning,
and Good status. Each status threshold consists of a metrics parameter, a logic comparison
operation, and a metrics value that you may specify. The parameter and the value depend on the
monitor type. For example, the metrics parameter fora CPU monitoris CPU utilization (%).

You can set up one or more status threshold criteria for each status condition. Most monitor types
include one default setting for each of the three status conditions. Default thresholds of the monitor
appear when you first configure the monitor. When the monitor is not available, it is assigned a
status that is based on the user definition in the If Unavailable drop-down list. A monitor can have a
state of Unavailable as well as a status of Good, Warning, or Error. Alerts are triggered
according to availability, status, or both availability and status.

For dynamic monitors (such as Disk Space or VMware Host), you can display thresholds for all
regular expression patterns that are translated to actual current counters. Patterns enable the
monitor to automatically configure itself with counters on the relevant dynamic environment
components. For more details, see Dynamic Monitoring Mechanism in the SiteScope Monitor
Reference Guide.

Tip: Instead of setting logic conditions manually in the threshold settings for each monitor
instance, you can have SiteScope calculate thresholds for one or more monitor instances
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using a baseline. This is useful to indicate data volatility, where current monitor readings
significantly deviate from monitor previous runs. For details, see "Set Monitor Thresholds
Using a Baseline" on page 340.

This section includes:
e "Scheduling" below
o "Impact of Threshold Status" below
o "Setting Multiple Thresholds" below

o "Indicator Mappings when Reporting Topology to BSM" on the next page

Scheduling

You can select a schedule to determine the status of the monitor instance if you want to define
when to check the monitor run result against the threshold. This is useful if you want to restrict
checking the monitor run results against the threshold to certain days or hours only. For example,
you may want the monitor status to be based on results gathered during business hours only. At
times outside the threshold schedule period, the monitor is assigned the predefined status in the
Default status box. By default, monitor run results are checked against the threshold on an every
day, all day schedule.

Impact of Threshold Status

A change of status can have the following impact:

o It signals an event and acts as a trigger for alerts associated with the monitor or the group to
which the monitor belongs. For example, if the monitor detects that the system has become
unavailable, the status change from Good to Error is used to trigger an alert on error.

o It can affect the state of a dependency between monitors. For example, a monitor that detects a
change that results in an Error status may be a trigger to disable one or more other monitors that
are dependent on the system. For information about dependency settings, see "Monitoring
Group Dependencies" on page 272.

o It can affect the status of the monitor in the SiteScope Dashboard. When viewing SiteScope
data in the Current Status tab of Dashboard, you can drill down in the monitor tree to view
monitor and measurement status and availability. The status is displayed by color and a status
icon in the SiteScope Dashboard. For information on measurement status and availability in the
Dashboard user interface, see "SiteScope Dashboard - Current Status View" on page 1020.

Setting Multiple Thresholds

The individual threshold criteria results are combined as logical OR relationships when more than
one threshold condition is defined for any of the three settings. When one or more of the conditions
(for example when two conditions for Error if setting) are met for a status setting the monitor status
is set to the corresponding status condition. If status conditions are met for more than one status
condition setting the status of the monitor is set to the highest valued status condition.
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For example, if one condition selected as Error if and another condition selected as Warning if are
both met, the status would be reported as an Error, with Error being the highest value, Warning
the next highest, and Good the lowest value.

Indicator Mappings when Reporting Topology to BSM

When SiteScope is reporting data to BSM, indicators provide a more detailed view of the health of a
configuration item (Cl). For details on understanding indicators, see "Health Indicators, KPls, and
KPI Domains" in the BSM User Guide in the BSM Help.

When configuring thresholds for a monitor metric, monitors that have a defined topology and a
default mapping have an indicator state and severity value assigned to the metric status by default.

o Every indicator can have several states. For example, when measuring CPU Load, the indicator
state might be Bottlenecked or Busy, whereas when measuring Memory Load, the indicator
state might be Paging or Starving for Memory.

o Indicator severity is the severity corresponding to the indicator state. The available indicator
severity levels are Critical, Major, Minor, Warning, Normal, and Unknown.

Indicator states are assigned to the metric status according to the closest available severity that
exists in the states for the indicator associated with the metric. The selected severity is shown in
the SiteScope threshold.

Example:

e When measuring percent used on a Memory monitor, the metric is mapped to Major
severity in the Error threshold, since Critical severity is not available for the Memory
Load indicator.

e When measuring round trip time on a Ping monitor, the closest severity level in the
Warning threshold is Major, since the Minor severity level does not exist for this indicator
state.

The Good threshold is always mapped to the Normal severity level.

The association between the indicator state and severity cannot be changed on the local SiteScope
server.

If you select a different indicator mapping in the HP Integration Settings panel for the monitor, the
indicator state and severity values are updated in the Threshold Settings.

Note: If the Indicator State and Severity box is empty, the metric is not colored in Service
Health, except for always (default) which is automatically assigned.

The default indicator assignments (mappings) are stored in the Indicator Assignment Settings in
SAM Administration. For details, see "Indicator Assignment Settings" in the BSM User Guide in the
BSM Help.

When there is a change to an assignment in the Indicator Assignment Settings, SiteScope detects
the change and downloads the updated assignments. If indicator assignments have been changed
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on alocal SiteScope server, these assignments are not overridden by the Indicator Assignment
Settings. This includes indicator states where the state selected in the user interface is the same
as the default value.

Note:

o If overlapping thresholds have been set (for example, Error if cpu utilization > 80%
and Error if cpu utilization > 90%), the indicator state and severity value that is
mapped to the closest threshold value is sent. In this example, if the actual metric value is
95%, then the indicator value that is mappedto Error if cpu utilization > 90%is sent.
This is applicable only to thresholds where the values are numeric.

o Indicator state and severity are not displayed in SiteScope reports.

"Reference Information: Monitors" on page 283

Tasks

How to Create and Deploy a Monitor

This task describes the steps involved in deploying a monitor.

1. Prerequisites
= Check if there are setup requirements and user permissions that need to be obtained for the
monitor before configuring the monitor. For details, see the help for the specific monitor in
the SiteScope Monitor Reference Guide.

= Monitors must be created in a group in the monitor tree. For task details, see "Create
SiteScope groups and subgroups" on page 263.

Note: To enable SiteScope to monitor data on remote servers, you must configure remote
servers. For details on configuring a Windows remote server, see "Configure SiteScope to
Monitor Remote Windows Servers" on page 490. For details on configuring a UNIX remote
server, see "Configure SiteScope to Monitor Remote UNIX Servers" on page 510.

2. Create monitor instances

a. To create a new monitor instance, right-click the group into which you want to add the
monitor instance, and select New > Monitor. For user interface details, see "New Monitor
Dialog Box" on page 280.

Note: Alternatively, you can create a new monitor instance by copying or moving
existing monitor instances to the group in the monitor view. For details, see "Copy and
Move SiteScope Objects" on page 104.

b. Select the monitor you want to add from the New Monitor dialog box, and configure the
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settings for the specific monitor. For a description of the monitor settings, see the help for
the specific monitor in the SiteScope Monitor Reference Guide.

c. You can configure other properties that affect the monitor. For example:

o Inthe Monitor Run Settings panel, you can set how often SiteScope attempts to run
the action defined for the monitor instance. You can also set the range schedule if you
want the monitor to run on certain days or on a fixed schedule. For user interface details,
see "Monitor Run Settings" on page 302.

o Inthe Dependencies panel, you can set monitor dependencies to make the running of
this monitor dependent on the status of another monitor. For user interface details, see
"Dependencies" on page 304.

Example:

The monitor being configured is run normally as long as the monitor selected in the
Depends on box reports the condition selected in the Depends condition box. In
this example, the monitor being configured is enabled only when the Service monitor
reports a status of Good.

Dependencies [#]

Depends on e

Depends condition u

o Inthe Calculated Metrics panel, you can manually configure calculated metrics to
calculate the relation between two or more metrics for one or more monitors. For user
interface details, see "Calculated Metrics Settings" on page 378.

o Inthe Threshold Settings panel, you can manually set logic conditions that determine
the reported status of each monitor instance. For user interface details, see "Threshold
Settings" on page 305.

Alternatively, you can set thresholds for one or multiple monitors using a baseline. For
task details, see "How to Set Monitor Thresholds Using a Baseline" on page 341.

Example:

The following shows the default threshold settings for a disk space monitor:
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| Add Default Thresholds | “Remove Default Thresholds |
Error if
|P.S
Condition Operator Value Schedule Indicator State and Severity
percent full{default) nfa' every day, all day Critical{Critical)
percent full{default) 98 every day, all day Critical{Critical)
‘Warning if
(%
Condition Operator Value Schedule Indicator State and Severity
percent full{default) 95 every day, all day Much Higher Than Mormal {Minor)
Good if
][
Condition Operator Value Schedule Indicator State and Severity
always (default) Populated Automatically

Disk space of less than 95 percent full results in a good status; disk space greater
than 95 percent full but lower than 98 percent full results in a warning status; disk
space greater than 98 percent full or "n/a" results in an error status.

o Inthe Logging Settings panel, you can create a dedicated log file for the selected
monitor instance and view that file from this panel. You can also enable debugging for
perfex process. For user interface details, see "Logging Settings" on page 328.

o For details of the other common monitor properties, see "Common Monitor Settings" on

page 298.

3. Set up monitor alerts - optional

Create alerts to send notification of an event or change of status in some element or system in

your infrastructure.

To create an alert for the monitor, right-click the monitor and select New > Alert. For each alert
scheme, you can create one or more alert actions. In the New Alert dialog box, click New Alert

Action to start the Alert Action wizard.

For task details, see "Configure SiteScope Alerts" on page 1140.

Note:

= You can disable alerts associated with specific groups and monitors in the SiteScope
tree from the Enable/Disable Associated Alerts panel in the monitor Properties tab,

or by clicking the Enable/Disable Associated Alerts|'£| icon in the Dashboard and
selecting the required disable option. Note that this disables only the triggers that come
from that specific monitor. If an alert is assigned to more the one monitor, the alerts on
the other monitors are unaffected and keep working. When an associated alert is
disabled from the Properties tab, the alert itself is still enabled in the Alerts tab.
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= You can filter the SiteScope tree to show all groups and monitors with associated alerts

enabled or disabled by clicking the FiIteJE' button in the tree toolbar, and selecting
Enabled orDisabled from the Enable/Disable Associated Alerts list in the Filter
Options section. The results of this filter appear in the monitor tree.

4. Set up monitor reports - optional

Create reports to display information about how the servers and applications you are
monitoring have performed over time.

To create a report for the monitor, right-click the monitor and click Reports. Select a report type
and configure the report settings.

For task details, see "Create SiteScope Reports" on page 1211.

5. Configure analytics - optional

Configure analytics which enables SiteScope to anticipate potential problems on business
monitors and alert users of issues in critical applications before they occur. Analytics is also
able to provide details to assist with root cause analysis to help expedite problem resolution.

For details. see "Configure Predictive Analytics" on page 1261.

6. Results

The monitor is added to the monitor group in the monitor tree with the configuration settings that
you specified displayed in the Properties tab.

Ul Descriptions

New Monitor Dialog Box

The New Monitor dialog box enables you to define a new monitor in a monitor group.
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User interface elements are described below:

Ul Element Description

Quick Enter a monitor name in the Quick Search box. You can select the following
Search settings to help you with your search:

o All. Search for matches in all columns.

e Monitor. Search for matches in the Monitor column only.

e Category. Search for matches in the Category column only.

o Case sensitive. Search for matches that are case sensitive.

o Case insensitive. Search for matches that are not case sensitive.

e Use wild cards. Enables you to use wild card characters in your search. For
example, use an asterisk wildcard (*) to represent a string of characters, or a
question mark wild card (?) to represent one character only.

e Match from start. Search for monitors/monitor categories that match the
search text from the start.

o Match exactly. Search for monitors/monitor categories that exactly match the
search text.

o Match anywhere. Search for monitors/monitor categories that contain the
search text somewhere in the name.

Recently Displays the five most recently selected monitors. Click a link to create a new
Used monitor for the selected monitor type.

Monitors , . .
Note: The displayed monitors may change as more selections are made.

Monitor Displays the list of SiteScope monitors. Select a monitor from the list by clicking
the monitor link. A grayed-out link indicates that the monitor is not available.

You can change the order of the listed monitors, by clicking the column header. An
arrow is displayed to indicate the sort order (ascending or descending).

You can also select a monitor by clicking the arrow to the right of the Monitor
heading, and selecting a monitor from the list, or you can choose (Custom...),
which enables you to customize the monitor filter using various conditions.
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Ul Element Description
Category Displays the list of monitor categories.

You can change the order of the listed categories, by clicking the column header.
An arrow is displayed to indicate the sort order (ascending or descending).

To select a monitor by category, click the arrow to the right of the Category
heading, and select a category from the list detailed below.

o (All) - This is the default setting.

e (Custom...)- Enables you to customize the category filter using various
conditions.

o Application

o Customizable

o Database

e Generic

o Integration

e Media

o Network

e Server

¢ Virtualization and Cloud
o Web Transaction

For the monitors in each category, see "Monitor Categories List" on the next page.

Availability Displays the monitor availability status (Available/Not Available).

You can change the availability status order, by clicking the column header. An
arrow is displayed to indicate the sort order (ascending or descending), or by
clicking the arrow to the right of the Availability heading, and selecting a status.

"SiteScope Monitors User Interface" on page 297

Tips/Troubleshooting
General Notes and Limitations

« Monitors can be created only in a SiteScope group.
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o Only a SiteScope administrator user, or a user granted the appropriate permissions can create,
edit, refresh, disable, or acknowledge monitors. For details on user permissions, see
"Permissions" on page 738.

¢ You cannot delete a monitor if it has dependent alerts or reports at the container level. To delete
a monitor with dependencies, you must remove the monitor from Alert Targets and Report
Targets for each dependency, and then delete the monitor. You can delete monitors that have
dependencies at the child level.

e The Monitor description field supports HTML tags (HTML version 3.2) including the most
common tags for text styling, such as <BR>, <HR>, and <B>, and hyperlinks. It does not
support JavaScript/iframes/frames or other advanced features.

¢ You can also use the SiteScope API when working with monitors. For details, see "SiteScope
Public APIs" on page 178.

Reference Information: Monitors
You can find additional reference information on SiteScope monitor in the following sections:
o "Monitor Categories List" below
o "Monitors Supported in SiteScopes Installed on Windows Environments Only" on page 289
o "Monitors Supporting Windows Management Instrumentation (WMI)" on page 290

e "Server Monitors that Support Monitoring Amazon EC2 Instances From SiteScopes Not
Installed on EC2" on page 290

o "Ports Used for SiteScope Monitoring" on page 291

o "List of Deprecated SiteScope Monitors" on page 296

Monitor Categories List

This section displays the SiteScope monitors in each monitor category. For information about the
usage and configuring each monitor type, see the monitor type in the SiteScope Monitor Reference
Guide.

o "Application Monitors" on the next page

o "BigData" on page 285

o "Customizable Monitors" on page 286

o "Database Monitors" on page 286

o "Generic Monitors" on page 286
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"Integration Monitors" on page 287

"Media Monitors" on page 287

"Network Monitors" on page 287

"Server Monitors" on page 288

"Virtualization and Cloud Monitors" on page 288

"Web Transaction Monitors" on page 289

Application Monitors

Active Directory Replication Monitor
Apache Server Monitor

BroadVision Application Server Monitor
Check Point Monitor

Cisco Works Monitor

Citrix Monitor

ColdFusion Server Monitor

COM+ Server Monitor

F5 Big-IP Monitor

HAProxy Monitor

Mail Monitor

MAPI Monitor

Memcached Statistics Monitor
Microsoft ASP Server Monitor
Microsoft Exchange Monitor

Microsoft Exchange 2003 Mailbox Monitor

Microsoft Exchange 5.5 Message Traffic Monitor

Microsoft Exchange 2000/2003/2007 Message Traffic Monitor

HP SiteScope (11.23)

Page 284 of 1293



Using SiteScope
Chapter 24: Create Monitors in SiteScope

Microsoft Exchange 2003 Public Folder Monitor

Microsoft [IS Server Monitor

News Monitor

Oracle 9i Application Server Monitor
Oracle 10g Application Server Monitor
Radius Monitor

SAP CCMS Monitor

SAP CCMS Alerts Monitor

SAP Java Web Application Server Monitor
SAP Performance Monitor

SAP Work Processes Monitor

Siebel Application Server Monitor
Siebel Log File Monitor

Siebel Web Server Monitor

SunONE Web Server Monitor

Tuxedo Monitor

UDDI Monitor

WebLogic Application Server Monitor
Web Server Monitor

WebSphere Application Server Monitor
WebSphere MQ Status Monitor

WebSphere Performance Servlet Monitor

Big Data

Hadoop Monitor

HP Vertica JDBC Monitor
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Customizable Monitors

Custom Monitor
Custom Database Monitor
Custom Log File Monitor

Custom WMI Monitor

Database Monitors

Database Counter Monitor
Database Query Monitor

DB2 JDBC Monitor

LDAP Monitor

Microsoft SQL Server Monitor
Oracle Database Monitor

Sybase Monitor

Generic Monitors

Composite Monitor
Directory Monitor
Dynamic JMX Monitor
File Monitor

Formula Composite Monitor
JMX Monitor

Log File Monitor

Multi Log Monitor
Script Monitor

Syslog Monitor

Web Service Monitor

XML Metrics Monitor
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Integration Monitors

¢ HP OM Event Monitor

HP Service Manager Monitor

¢ NetScout Event Monitor

¢ Technology Database Integration Monitor

e Technology Log File Integration Monitor

e Technology SNMP Trap Integration Monitor

e Technology Web Service Integration Monitor

Media Monitors

o Microsoft Lync Server 2010 Monitors (Microsoft A/V Conferencing Server, Microsoft Archiving
Server, Microsoft Director Server, Microsoft Edge Server, Microsoft Front End Server, Microsoft
Mediation Server, Microsoft Monitoring and CDR Server, and Microsoft Registrar Server)

o Microsoft Windows Media Player Monitor

¢ Microsoft Windows Media Server Monitor

o Real Media Player Monitor

¢ Real Media Server Monitor

Network Monitors

DNS Monitor

FTP Monitor

o Microsoft Windows Dial-up Monitor
¢ Network Bandwidth Monitor

¢ Ping Monitor

o Port Monitor

¢ SNMP Monitor

e SNMP Trap Monitor

« SNMP by MIB Monitor
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Server Monitors

Browsable Windows Performance Monitor
CPU Monitor

Disk Space Monitor (Deprecated)

DHCP Monitor

Dynamic Disk Space Monitor

HP iLO (Integrated Lights-Out) Monitor

HP NonStop Event Log Monitor

HP NonStop Resources Monitor

IPMI Monitor

Memory Monitor

Microsoft Windows Event Log Monitor
Microsoft Windows Performance Counter Monitor
Microsoft Windows Resources Monitor
Microsoft Windows Services State Monitor
Service Monitor

UNIX Resources Monitor

Virtualization and Cloud Monitors

Amazon Web Services Monitor
Generic Hypervisor Monitor
KVM Monitor

Microsoft Hyper-V Monitor
Solaris Zones Monitor

VMware Datastore Monitor

VMware Host Monitors (VMware Host CPU, VMware Host Memory, VMware Host Network,

VMware Host State, and VMware Host Storage)
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o VMware Performance Monitor

Web Transaction Monitors

e e-Business Transaction Monitor

Link Check Monitor
URL Monitor

URL Content Monitor
URL List Monitor

URL Sequence Monitor

Web Script Monitor

Monitors Supported in SiteScopes Installed on Windows
Environments Only

The following is a list of the monitors supported in SiteScopes that are running on Windows
versions only. Where relevant, the monitors can monitor remote servers running on any
platform/operating system.

MAPI Monitor

Microsoft Exchange 2003 Mailbox Monitor
Microsoft Exchange 2003 Public Folder Monitor
Microsoft Exchange 2003 Public Folder Monitor
Microsoft Exchange Monitor

Microsoft Exchange 5.5 Message Traffic Monitor
Microsoft Windows Dial-up Monitor

Microsoft Windows Media Player Monitor

Real Media Player Monitor

Sybase Monitor

Tuxedo Monitor

Web Script Monitor
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Monitors Supporting Windows Management

Instrumentation (WMI)

For the list of the monitors that support the Windows Management Instrumentation (WMI) method
for collecting data, see "Configure the WMI Service for Remote Windows Monitoring" on page 507.

Server Monitors that Support Monitoring Amazon EC2
Instances From SiteScopes Not Installed on EC2

Supported protocols for monitoring Amazon EC2 instances using SiteScope deployed in a private

customer network:
Protocol Windows
NetBIOS Supported
WMI Not supported
SSH Supported
Telnet Not supported

UNIX

Not supported

Not supported

Supported

Supported

Required
configuration in
Amazon
security group

Enable 443, 445
tcp ports

N/A

Enable 22 tcp
port

Enable telnet
port

Required
configuration in
(0]

Enable incoming
requests in
Windows
Firewall

N/A

Configure
standard sshd

The following is a list of the SiteScope server monitors that support monitoring Amazon EC2

instances from outside EC2:

o Citrix Monitor

¢ ColdFusion Server Monitor

¢ CPU Monitor

¢ Directory Monitor

o Disk Space Monitor (Deprecated)
¢ Dynamic Disk Space Monitor

¢ File Monitor

e HP Vertica JDBC Monitor

HP SiteScope (11.23)
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e Log File Monitor

o Memory Monitor

¢ Microsoft ASP Server Monitor

o Microsoft Hyper-V Monitor

¢ Microsoft IS Server Monitor

¢ Microsoft SQL Server Monitor

o Microsoft Windows Event Log Monitor

¢ Microsoft Windows Media Server Monitor

¢ Microsoft Windows Performance Counter Monitor
¢ Microsoft Windows Services State Monitor
¢ Real Media Server Monitor

e Script Monitor

¢ Service Monitor

o Siebel Log File Monitor

o Syslog Monitor

o Web Server Monitor

Ports Used for SiteScope Monitoring

The following table lists the network ports that are generally used for SiteScope monitoring. In many
cases, alternate ports may be configured depending on the security requirements of your
environment.

Note: All monitors that support perfex—SiteScope's internal application that connects to
Windows APls—may use port 135, in addition to other ports.

Monitor Type Ports Used

Apache Server Monitor Port which Apache Server Admin pages
located. Configurable by using server
configuration file.
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Monitor Type

BroadVision Application Server Monitor

Check Point Monitor

Cisco Works Monitor

Citrix Monitor

ColdFusion Server Monitor

CPU Monitor

Database Query Monitor

DB2 JDBC Monitor
DHCP Monitor

Directory Monitor

HP SiteScope (11.23)

Ports Used

Uses the Object Request Broker (ORB) port
number for the BroadVision server you are
trying to monitor.

SNMP monitor. Default is port 161. This is
configurable.

Cisco Works resources are usually available by
using port 161 or 162 (SNMP), depending on
the configuration of the server.

Ports 137, 138, and 139 (NetBIOS).
Ports 137, 138, and 139 (NetBIOS).

Forlocal CPU, no ports required.

For CPUs on remote servers (Windows-based
systems): ports 137, 138, and 139 (NetBIOS).

For CPUs on remote servers (Solaris/Linux-
based systems): ports 22 (SSH), 23 (telnet), or
513 (rlogin).

This is configurable and depends on ODBC or
JDBC driver and DB configuration.

Default is port 50000. This is configurable.
Default is port 68.

For local directory, no ports required.

For directories on remote servers (Windows-
based systems): ports 137, 138, and 139
(NetBIOS).

For directories on remote servers
(Solaris/Linux-based systems): ports 22 (SSH),
23 (telnet), or 513 (rlogin).
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Monitor Type

Disk Space Monitor (Deprecated)

Dynamic Disk Space Monitor

DNS Monitor
F5 Big-IP Monitor

File Monitor

FTP Monitor

Generic Hypervisor Monitor
HAProxy Monitor

HP Vertica JDBC Monitor
KVM Monitor

LDAP Monitor

Link Check Monitor

Log File Monitor

Mail Monitor

MAPI Monitor

HP SiteScope (11.23)

Ports Used
Forlocal disk space, no ports required.

For disk space on remote servers (Windows-
based systems): ports 137, 138, and 139
(NetBIOS).

For disk space on remote servers
(Solaris/Linux-based systems): ports 22 (SSH),
23 (telnet), or 513 (rlogin).

Note that diskperf -y must be enabled, and
the monitored client requires a reboot.

Default is port 53.
Uses SNMP. This is configurable.

Local disk. No ports required.

For files on remote servers (Windows-based
systems): ports 137, 138, and 139 (NetBIOS).

For files on remote servers (Solaris/Linux-
based systems): ports 22 (SSH), 23 (telnet), or
513 (rlogin).

Default is port 21. This is configurable.

Ports 22 (SSH), 23 (telnet), or 513 (rlogin).
The default is port 80. This is configurable.
The default is port 5433. This is configurable.
Ports 22 (SSH), 23 (telnet), or 513 (rlogin).
The default is port 389. This is configurable.
The default is port 80. This is configurable.

Ports 137, 138, and 139 (NetBIOS) for
Windows based systems.

Ports 22 (SSH), 23 (telnet), or 513 (rlogin) for
Solaris/Linux based systems.

Port 110 for POP3, port 25 for SMTP, port 143
for IMAP.

MAPI uses the Name Service Provider
Interface (NSPI) on a dynamically assigned
port higher than 1024 to perform client-directory
lookup.
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Monitor Type

Memory Monitor

Memcached Statistics Monitor

Microsoft Lync Server 2010 Monitors
(Microsoft A/V Conferencing Server, Microsoft
Archiving Server, Microsoft Director Server,
Microsoft Edge Server, Microsoft Front End
Server, Microsoft Mediation Server, Microsoft
Monitoring and CDR Server, and Microsoft
Registrar Server)

Microsoft Hyper-V Monitor

Microsoft [IS Server Monitor

Microsoft SQL Server Monitor

Microsoft Windows Event Log Monitor
Microsoft Windows Media Player Monitor
Microsoft Windows Media Server Monitor

Microsoft Windows Performance Counter
Monitor

Microsoft Windows Resources Monitor

Multi Log Monitor

Network Bandwidth Monitor

News Monitor

Oracle Database Monitor

Oracle 9i Application Server Monitor

Oracle 10g Application Server Monitor

HP SiteScope (11.23)

Ports Used

Ports 137, 138, and 139 (NetBIOS) for
Windows based systems, ports 22 (SSH), 23
(telnet), or 513 (rlogin) for Solaris/Linux based
systems.

Default is port 11211. This is configurable.

Windows Performance Counters over ports
137, 138, and 139 (NetBIOS).

Windows Performance Counters over ports
137, 138, and 139 (NetBIOS).

Windows Performance Counters over ports
137, 138, and 139 (NetBIOS).

Ports 137, 138, and 139 (NetBIOS).
Ports 137, 138, and 139 (NetBIOS).
Same port as media content to be monitored.
Ports 137, 138, and 139 (NetBIOS).
Ports 137, 138, and 139 (NetBIOS).

Ports 137, 138, and 139 (NetBIOS).

Ports 137, 138, and 139 (NetBIOS) for
Windows based systems.

Ports 22 (SSH), 23 (telnet), or 513 (rlogin) for
Solaris/Linux based systems.

No ports required; monitors only the local
machine.

Default is port 144. This is configurable.

This is configurable. Depends on target DB.
Default is port 1521.

This is configurable. Port which Webcaching
admin page located.
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Monitor Type
Ping Monitor
Port Monitor

Radius Monitor

Real Media Player Monitor

Real Media Server Monitor

SAP CCMS Monitor

Script Monitor

Service Monitor

SNMP Monitor

SNMP Trap Monitor

SunONE Web Server Monitor

Sybase Monitor

HP SiteScope (11.23)

Ports Used
Default is port 7.
Monitors any port.

Currently supports Password Authentication
Procedure (PAP) authentication but not the
Challenge Handshake Authentication Protocol
(CHAP) or Microsoft Challenge Handshake
Authentication Protocol (MS-CHAP). The
RADIUS servers must be configured to accept
PAP requests.

Default is port 1645. In recent changes to the
RADIUS spec, this may be changed to 1812.
The monitor is configurable.

Uses Real Media client on SiteScope box.
Uses the port from which the media content is
streamed (based on the URL).

Ports 137, 138, and 139 (NetBIOS).

Uses SAP Client software (SAP Front End) to
run certain SAP transactions. Therefore, same
ports as SAP.

Ports 137, 138, and 139 (NetBIOS) for
Windows based systems.

Ports 22 (SSH), 23 (telnet), or 513 (rlogin) for
Solaris/Linux based systems.

Ports 137, 138, and 139 (NetBIOS) for
Windows based systems.

Ports 22 (SSH), 23 (telnet), or 513 (rlogin) for
Solaris/Linux based systems.

Default is port 161. This is configurable.

Uses port 162 for receiving traps. This is
configurable.

URL to the stats-xml file on the target SunONE
server. The port is configurable.

Monitor requires Sybase Central client on the
machine where SiteScope is running to connect
to the Adaptive Server Enterprise Monitor
Server. Port number the same as Sybase
client.
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Monitor Type

Syslog Monitor

Tuxedo Monitor

URL Monitor

Web Server Monitor

Web Service Monitor

WebLogic Application Server Monitor

WebSphere Application Server Monitor

WebSphere Performance Servlet Monitor

Ports Used

Ports 22 (SSH), 23 (telnet), or 513 (rlogin) for
Solaris/Linux based systems.

The default port for the TUXEDO workstation
listener is port 65535. This is configurable.

Generally port number 80. This is configurable.

Ports 137, 138, and 139 (NetBIOS) for
Windows based systems.

Ports 22 (SSH), 23 (telnet), or 513 (rlogin) for
Solaris/Linux based systems.

This is configurable.

Oracle WebLogic Application Server monitor
uses the Java JMX interface. Port is
configurable.

Same port as the IBM WebSphere
Administrator's Console.

WebSphere Performance Servlet. Port is
configurable.

List of Deprecated SiteScope Monitors

In recent versions of SiteScope, a number of monitors were deprecated and are no longer
supported. The following table lists the deprecated monitors and, where available, the respective

monitors that can replace them:

Deprecated Monitor

Active Directory Performance
Asset

Astra Load Test

DB2

Disk Space

Dynamo

IPlanet Application Server

IPlanet Server

HP SiteScope (11.23)

Recommended Alternative Monitor
N/A

N/A

Web Script Monitor

DB2 JDBC Monitor

Dynamic Disk Space Monitor

N/A

SunONE Web Server Monitor

SunONE Web Server Monitor
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Deprecated Monitor Recommended Alternative Monitor
IPlanet Web Server SunONE Web Server Monitor
Network Network Bandwidth Monitor

Quick Test Pro Web Script Monitor

RTSP Real Media Player Monitor

SAP SAP Performance Monitor

SAP Portal SAP CCMS Monitor

SilverStream Server N/A

WebLogic 5.x Application Server N/A

SiteScope Monitors User Interface

This section includes:
o "New Monitor Dialog Box" on page 280
e "Common Monitor Settings" on the next page
= "General Settings" on page 300
= "Monitor Run Settings" on page 302
= "Dependencies" on page 304
= "Calculated Metrics Settings" on page 378
» "Threshold Settings" on page 305
= "HP Integration Settings" on page 311
= "Event Mapping Settings" on page 322
= "Enable/Disable Monitor" on page 323
= "Enable/Disable Associated Alerts" on page 325
m "Search/Filter Tags" on page 326
= "Baseline Settings" on page 327
= "Logging Settings" on page 328

o "Select Depends On Monitor Dialog Box" on page 330

HP SiteScope (11.23)
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o "Select Template Dialog Box" on page 331

o "Copy to Template Tree Dialog Box" on page 331

Common Monitor Settings
The common monitor settings enable you to configure settings for a new monitor.

To Select the Monitors context.

access
o For new monitors: In the monitor tree, right-click a group, select New > Monitor,

and select a monitor from the New Monitor dialog box. In the right pane, click the
Properties tab.

o For existing monitors: In the monitor tree, expand the group folder that contains
the monitor, and select the monitor. In the right pane, click the Properties tab.

Relevant | "How to Create and Deploy a Monitor" on page 277
tasks

See also  "Monitor Tree" on page 43

User interface elements are described below (unlabeled elements are shown in angle brackets):
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ul
Element Description

Properties The following setting panel in the monitor Properties tab are common to all
Tab monitors. For details on the settings for a specific SiteScope monitor, see the user
interface page for the monitor type.

o "General Settings" on the next page

e <Monitor Name> Monitor Settings. For a description of monitor settings and
details on how to configure each monitor, see the specific monitor in the
SiteScope Monitor Reference Guide.

¢ "Monitor Run Settings" on page 302

e "Dependencies" on page 304

¢ "Calculated Metrics Settings" on page 378

e "Threshold Settings" on page 305

e "HP Integration Settings" on page 311 (displayed when SiteScope is integrated
with BSM, or with Operations Manager (HPOM) and event or metrics integration
is enabled)

e "Event Mapping Settings" on page 322 (displayed when SiteScope is integrated
with HPOM and event integration is enabled, or when a Generic Event
Integration is configured in Integration Preferences)

¢ "Enable/Disable Monitor" on page 323

o "Enable/Disable Associated Alerts" on page 325
e "Search/Filter Tags" on page 326

e "Baseline Settings" on page 327

e "Logging Settings" on page 328

Note: The Link Monitor to Cl settings panel was removed in SiteScope 11.00 and
the functionality was replaced by the report custom topology feature in the HP
Integration Settings panel.
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Ul
Element

Verify &
Save

Save

Description

Verifies the correctness of the monitor configuration locally and on the remote
server to be monitored, before saving the settings. If SiteScope fails to connect to
the remote server, orif there is an invalid property in the configuration settings,
verification fails and an error message is displayed.

Tip: Performance is not as fast if you use Verify & Save instead of Save, because
SiteScope needs to establish a connection to the remote server to verify the
settings. For bulk operations such as Publish Template Changes and Global
Search and Replace, we recommend using the Save option only

Performs a local verification of the configuration settings, and saves the settings
(without verifying the correctness of the monitor configuration on the remote
server).

Tip: Performance is faster if you use Save instead of Verify & Save, because
SiteScope does not need to establish a connection to the remote server to verify
the settings. For bulk operations such as Publish Template Changes and Global
Search and Replace, we recommend using the Save option only.

Note: When saving a customizable monitor type, Save has the same affect as
Verify & Save. SiteScope verifies the correctness of the monitor configuration both
locally and on the remote server to be monitored, before saving the settings.

General Settings

The General Settings panel enables you to create a name and description for the monitor instance.

To access

Important
information

Relevant
tasks

HP SiteScope (11

Select the Monitors context. In the monitor tree, expand the group folder that
contains the monitor, and select the monitor. In the right pane, click the
Properties tab, and select General Settings.

e HTML code entered in the monitor description fields is checked for validity and
security, and corrective action is taken to fix the code (for example, code is
truncated if it spans more than one line). If malicious HTML code or JavaScript
is detected, the entire field is rejected.

o To automatically adjust the row height to make all cell contents visible in the
Dashboard, select the Wrap text option in Dashboard Settings. For details,
see "Dashboard Settings Dialog Box" on page 1014.

e Forbuttons common to all panes, see "Common Monitor Settings" on page
298.

"How to Create and Deploy a Monitor" on page 277
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User interface elements are described below:

Ul Element Description

Name Name that describes the element or system being monitored. Use a useful
naming convention for all monitors to make creating view filters and category
assignments more effective.

Example: <hostname:resource_type> or <business_unit resource_
name monitored_element>

Default value: SiteScope creates a default name based on the host, system,
and/or URL being monitored or the default name defined for the monitor type.

Monitor Additional information to describe a monitor. This can include the most common

description HTML tags for text styling, such as <BR>, <HR>, and <B>. The description is
displayed only when viewing or editing the monitor's properties in the SiteScope
Dashboard.

You can also include HTML tags to enable you to access URLs from the
SiteScope Dashboard. To add a hyperlink, enter the URL (UNC path is supported
for Windows remotes). For example, <a href="http://www.hp.com">My
Link</a>. The URL is displayed in the Description field for the selected monitor
in the SiteScope Dashboard.

Note: This field does not support JavaScript/iframes/frames or other advanced
features. HTML code entered in this box is checked for validity and security, and
corrective action is taken to fix the code (for example, code is truncated if it spans
more than one line). If malicious HTML code or JavaScript is detected, the entire
field is rejected. The following is prohibited HTML content:

e Tags: script, object, param, frame, iframe.

¢ Any tag that contains an attribute starting with on is declined. For example,
onhover.

o Any attribute with javascript as its value.

HP SiteScope (11.23) Page 301 of 1293



Using SiteScope
Chapter 24: Create Monitors in SiteScope

Ul Element Description

Report Optional description for this monitor to make it easier to understand what the
Description monitor does. This description is displayed on each bar chart and graph in
Management Reports.

Example: Network traffic or main server response time.

Note: HTML code entered in this box is checked for validity and security, and
corrective action is taken to fix the code (for example, code is truncated if it spans
more than one line). If malicious HTML code or JavaScript is detected, the entire
field is rejected. The following is prohibited HTML content:

e Tags: script, object, param, frame, iframe.

¢ Any tag that contains an attribute starting with on is declined. For example,
onhover.

o Any attribute with javascript as its value.

Monitor Run Settings

The Monitor Run Settings panel enables you to configure settings for the monitor run.

To access | Select the Monitors context. In the monitor tree, expand the group folder that
contains the monitor, and select the monitor. In the right pane, click the
Properties tab, and select Monitor Run Settings.

Important For buttons common to all panes, see "Common Monitor Settings" on page 298.

information

Relevant "How to Create and Deploy a Monitor" on page 277
tasks

See also "Schedule Preferences" on page 708

User interface elements are described below:

ul
Element Description

Frequency How often SiteScope attempts to run the action defined for the monitor instance.
Each monitor run updates the status of the monitor. Use the drop-down list to
specify increments of seconds, minutes, hours, or days.

Default value: 10 minutes
Minimum value: 15 seconds

Note: When configuring this setting in a template, the variable value can only be in
time units of seconds.
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Ul

Element Description

Error Monitoring interval for monitors that have reported an error condition.
frequency

Example: You may want to run the monitor every 10 minutes normally, but as often
as every 2 minutes if an error has been detected. When the monitor's status is no
longer in error, the monitor reverts to the run interval specified in the Frequency
setting.

Note:

¢ Increasing the monitor run frequency affects the number of alerts generated by
the monitor.

o When configuring this setting in a template, the variable value can only be in
time units of seconds.

Verify Automatically runs the monitor again if it detects an error. It runs the monitor

error immediately after the regular run returned an error to make sure that the first error
was not a false alert. If the error is returned again, it is reported as a result of the
monitor run, and the next run takes place according to the monitor schedule.

To change monitor scheduling while the monitor is in error status, see the Error
frequency setting. This is a preferred and recommended setting over Verify error,
especially for large SiteScope environments.

The status returned by the Verify error run of the monitor replaces the status of the
originally scheduled run that detected an error. The data from the verify run may be
different than the initial error status, causing the loss of important performance
data.

Tip: We recommend using this option in small monitoring environments only.
Significant monitoring delays may result if multiple monitors are rescheduled to
verify errors at the same time.

Monitor Range schedule if you want the monitor to run only on certain days or on a fixed

schedule | schedule. The range schedules created in Schedule Preferences appear in the
drop-down list. For more information about creating monitor schedules, see
"Schedule Preferences" on page 708.

Default value: every day, all day

Note: If you select a threshold schedule in the Threshold Settings, at least one
threshold schedule must coincide with the monitor run schedule (at least one
minute of the monitor run schedule must be covered by one of the threshold
schedules).

Show run = Whenever a change is made to a monitor's configuration settings, the monitor is
results on  run. Displays the results of that monitor run in a popup dialog box.

update
P Note: The updated run results are always displayed in the applicable Dashboard

views for the monitor.
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Dependencies

The Dependencies panel enables you to create a dependency relationship that enables you to make
the running of this monitor dependent on the status of another monitor.

To access

Important
information

Relevant
tasks

See also

Select the Monitors context. In the monitor tree, expand the group folder that
contains the monitor, and select the monitor. In the right pane, click the
Properties tab, and select Dependencies.

For buttons common to all panes, see "Common Monitor Settings" on page 298.

"How to Create and Deploy a Monitor" on page 277

"Monitoring Group Dependencies" on page 272

User interface elements are described below:

Ul Element

Depends on

HP SiteScope (11.23)

Description

Click Depends on to open the Select Depends On Monitor dialog box, and
select the monitor on which you want to make the running of this monitor
dependent. For details on the Select Depends On Monitor dialog box, see
"Select Depends On Monitor Dialog Box" on page 330.

Use this option to prevent redundant alerting from multiple monitors that are
monitoring different aspects of a single system.

Example: Create a system monitor to check the basic availability of a system
and then create other monitors that perform more detailed tests of that system.
Set the detailed test monitors to be dependent on the status of the monitor
checking basic availability.

If the system monitor detects that the target system has become unavailable,
the dependency relationship automatically disables the other monitors. This
also disables any alerts that would have been generated by the dependent
monitors.

Default value: No dependency is set for a monitor instance.

Note when working in template mode: This field is cleared and is not
available when Ignore dependencies when publishing changes is selected.
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Ul Element Description
Depends If you make this monitor dependent on the status of another monitor (by using
condition the Depends on setting), use this option to select the status condition of the
Depends on monitor for the current monitor to run normally.
The status categories include:
e Good
e Error
o Available
¢ Unavailable
The monitor being configured is run normally as long as the monitor selected in
the Depends on box reports the condition selected in this box.
Example: Select Good and this monitor is enabled only when the monitor
selected in the Depends on box reports a status of Good. The current monitor
is automatically disabled if the monitor selected in the Depends on box reports
a category or condition other than Good. You can also enable dependent
monitors specifically for when a monitor detects an error.
Default value: Good
Ignore When template changes are published to the deployed objects, dependency
dependencies settings for the selected template group are ignored and the existing
when dependency settings in the deployed objects are preserved. For details, see
publishing "Dependencies When Configuring Template Monitors and Groups" on page
changes 273.
(available in Default value: N | q
Template efault value: Not selecte
mode only) Note: When selected, the Depends on field is cleared and is not available.
Threshold Settings

The Threshold Settings panel enables you to set conditions that determine the reported status of
each monitor instance. The status result is based on the results or metrics returned by the monitor
action on the target system during a specified period of time.

Status threshold criteria for each monitor instance can be set for the Error if, Warning if, and
Good if status conditions. You can also set monitor thresholds using a baseline to provide a
comparison for establishing acceptable or expected threshold ranges. For details, see "Setting
Status Thresholds" on page 274.

To access | Select the Monitors context. In the monitor tree, expand the group folder that
contains the monitor, and select the monitor. In the right pane, click the
Properties tab, and select Threshold Settings.

HP SiteScope (11.23)
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Important o
information

Relevant
tasks

You can apply multiple status threshold criteria for each status condition per
monitor instance. A single monitor instance may have one or more criteria used
to determine Error status, one or more conditions to determine Warning
status, and one or more conditions to indicate Good status. Most monitor
types include one default setting for each of the three status conditions.

When setting a baseline threshold, you can only change certain threshold
conditions during the baseline calculation and after the baseline is activated.
For details on the threshold changes that are allowed, see "Changing
Threshold Settings" on page 311.

When working with Global Search and Replace, if you select to replace
threshold settings, the Override Category option appears. When selected, all
the threshold settings for the selected monitor instances are overridden with
the settings you entered for the replace operation. If this option is cleared and
you selected to replace threshold settings, the settings you entered are added
to the existing threshold settings for the monitor instances.

For buttons common to all panes, see "Common Monitor Settings" on page
298.

"How to Create and Deploy a Monitor" on page 277
"How to Set Monitor Thresholds Using a Baseline" on page 341
"How to Create a Calculated Metrics Expression" on page 376

"How to Set Combined Threshold Calculated Metrics" on page 377

See also "Set Monitor Thresholds Using a Baseline" on page 340

User interface elements are described below:

Ul Element Description

| | New. Creates additional thresholds that determine the Error/Warning/Good
— status. For each threshold, select the metric and operator, and enter a value for
the metric.

By default, two thresholds are displayed for the Error status when you first
configure the monitor, and one threshold for the Warning and Good status.

5 Delete. Deletes the selected threshold.

HP SiteScope (11.23)
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Ul Element Description

If Status assignment for when the monitor is not available from the following
unavailable options:

Set monitor status according to thresholds. The monitor gets a new status
according to the thresholds.

Set monitor status to Good. The monitor's status is set to Good when it is
unavailable without thresholds being checked.

Set monitor status to Warning. The monitor's status is set to Warning when
it is unavailable without thresholds being checked.

Set monitor status to Error. The monitor's status is set to Error when it is
unavailable without thresholds being checked.

Note: A monitor instance can have a status of Unavailable as well as a status of
Good, Warning, orError. Alerts are triggered according to availability, status,
or both availability and status, depending on how the alert is configured. For
details, see "Configure SiteScope Alerts" on page 1140.

Default Monitor status (Good, Warning, or Error) if the threshold criteria for the monitor
status instance are not met.

Default value: Good

On internal Monitor status assignment if a configuration or intemnal error occurs:

error
.

HP SiteScope (11.23)

Set monitor status according to Thresholds. The monitor's status is set
according to its current thresholds if a configuration or internal error occurs
(default setting). It is unreliable to rely on the threshold since there is no way of
knowing at what point the error occurred (and whether the threshold is based on
old data, updated data, or both). For example, a monitor may remain in its
current status even though the monitor did not run; change status if thresholds
were defined that were not applicable; or trigger false alerts as if a remote was
not available, when in fact, the remote was not contacted.

Set monitor status to Error. The monitor's status is set to Error if a
configuration or internal error occurs without thresholds being checked.

Set monitor status to Warning. The monitor's status is set to Warning if a
configuration or internal error occurs without thresholds being checked.

Set monitor status to Good. The monitor's status is set to Good if a
configuration or internal error occurs without thresholds being checked.

Treat monitor as unavailable. The monitor is treated as being Unavailable
if a configuration or internal error occurs without thresholds being checked.
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Ul Element Description

Add Adds default threshold settings to the monitor instance, for the applicable status

Default categories. Default thresholds are indicated by the (default) label. Default

Thresholds thresholds are editable only after selecting a condition from the Condition field
(the default condition can be selected). After any criteria of the default threshold is
changed, the (default) label is removed.

Remove Deletes the default threshold settings (those indicated by the (default) label) from
Default the monitor instance. Default settings that were added and were subsequently
Thresholds modified, are not removed.

Threshold = Opens the Threshold Preview dialog box that displays a preview of thresholds for

Preview static counters and for regular expression patterns translated to actual current
counters. Patterns enable the monitor to automatically configure itself with
counters and thresholds on the relevant dynamic environment components
(currently available for VMware Host monitors).

The table also displays an Indicator State and Severity value for each current
counter translated from a pattern (this value is not available for patterns in
Threshold Settings).

For more details on dynamic monitors, see Dynamic Monitoring Mechanism in the
SiteScope Monitor Reference Guide.

Example: The pattern /. */VirtualMachine/.*/cpu/usage.average\[\]/
displays the average CPU usage threshold condition for each VM currently being
monitored.

Error if Conditions for the monitor instance to report an Error status.

Condition = Metrics parameter for determining the status of this monitor instance. The list of
metrics is dynamically updated based on the type of monitor you are configuring.

Default value: Default metrics exist for many monitor types and differ according
to monitor type. For many default metrics, there are corresponding defaults for the
operator and value boxes that are not editable.
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Ul Element Description

Operator Metrics operator for determining the status of this monitor instance. The following
operators are available:

e >= Greater than or equal to

e > Greater than

e ==Equals

e !=Not the same as

e <=less thanorequal to

e <Llessthan

o contains Contains the value entered

¢ !contains Does not contain the value entered

Note: To indicate data volatility (where current monitor readings significantly
deviate from previous runs), set status thresholds using a baseline. For details,
see "Set Monitor Thresholds Using a Baseline" on page 340.

Value Value applicable to the metrics parameter.

Note:

¢ |f amonitor has an activated baseline, its metrics values are non-editable and

the Percentiles Table = button is displayed. You can change baseline
threshold values by clicking the button and changing the current percentile
value from the Percentiles Table. For user interface details, see "Percentile
Range Mapping Table" on page 357.

¢ You cannot change the metrics value, operator or schedule for a baseline
threshold condition.

Schedule Range schedule to determine the status of this monitor instance if you want to
define when to check the monitor run result against the threshold. This is useful,
for example, if you want to check the monitor run result against the threshold only
on certain days or during peak hours. The range schedules created in Schedule
Preferences appear in the drop-down list. For more information about creating
monitor schedules, see "Schedule Preferences" on page 708.

Default value: every day, all day

Note: When selecting threshold schedules, at least one threshold schedule must
coincide with the Monitor schedule in the Monitor Run Settings (at least one
minute of the monitor run schedule must be covered by one of the threshold
schedules).
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Ul Element Description

Indicator
State and
Severity

Warning if

Good if

State of the indicator (for example, Bottlenecked), and the severity
corresponding to the indicator state (for example, Critical).

Every indicator can have several states. For example, when measuring CPU
Load, the indicator state might be Bottlenecked or Busy, whereas when
measuring Memory Load, the indicator state might be Paging or Starving for
Memory.

Indicator state and severity level are mapped to metric status according to the
closest available severity that exists in the states for the indicator associated with
the metric. The indicator state and severity values are updated when a different
indicator mapping is selected in the HP Integration Settings panel.

For more information on indicator mappings, see "Indicator Mappings when
Reporting Topology to BSM" on page 276.

Note:

o SiteScope must be connected to BSM 9.00 or later for the Indicator State and
Severity column to be displayed.

o Indicator state and severity values are not displayed in SiteScope reports.

o Ifthe Indicator State and Severity box is empty, the metric is not colored in
Service Health, except for always (default) which is automatically assigned.

o Todisplay the Indicator State and Severity value for each current counter for
a dynamic monitor (these are the actual counters translated from a regular
expression pattern), click the Threshold Preview button. The indicator state
and severity value is displayed for each actual counter in the Threshold
Preview dialog box.

e The association between the indicator state and severity cannot be changed on
the local SiteScope server.

e When there are several indicator states of the same severity associated with a
given metric and threshold, the default state is taken (as it is configured in
BSM's Service Health Cl Indicator Repository). If no default state is defined,
an arbitrary state is chosen. For example, if the Host Disk Utilization
indicator is mapped to the MB free metric and the indicator has two Critical
severity states Higher than normal and Lower than normal (and neitheris
defined as default), either one of these states can be used as the indicator
state assigned to this threshold.

Conditions for the monitor instance to report a Warning status. For each threshold,
select the measurement and operator, and enter a value for the metric.

Conditions for the monitor instance to report a Good status. For each threshold,
select the measurement and operator, and enter a value for the metric.
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Changing Threshold Settings

You can make changes to threshold conditions according to the baseline status of the monitor

instance.
Monitor Add/Delete
Baseline Threshold
Status Change Threshold Condition Condition
Not You can change any condition of any threshold. Allowed
baselined
In You can only change the measurement value for static Not allowed
calculating/  thresholds.
activating .
process Forexample, Error if CPU >= 70 every day, all day,

you can only change the value 70 to another value.

Baselined ¢ You can change any condition for static thresholds. Allowed for static

thresholds only

¢ You can change the percentile value only for baseline

thresholds.

HP Integration Settings

The HP Integration Settings panel enables you to control what data a monitor forwards to the
applications integrated with SiteScope.

To access  Select the Monitors context. In the monitor tree, expand the group folder that
contains the monitor, and select the monitor. In the right pane, click the
Properties tab, and select HP Integration Settings.

Important o
information

HP SiteScope (11.23)

The HP Integration Settings panel is displayed only when SiteScope is
integrated with BSM, or when SiteScope is integrated with Operations
Manager (HPOM) and event or metrics integration is enabled. It is not
displayed for EMS Integration monitors.

The custom topology is available only if SiteScope is connected to BSM
version 9.00 or later.

The indicator settings are available only if SiteScope is connected to BSM
version 9.00 or later or to HPOM.

The HP Operations Manager integration settings are available only if an HPOM
integration has been configured and SiteScope is connected to HPOM. For
details on configuring the HPOM Integration, see "HP Operations Manager
Integration Preferences" on page 673.

For buttons common to all panes, see "Common Monitor Settings" on page
298.
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Relevant ¢ "How to Create and Deploy a Monitor" on page 277

tasks
¢ "How to Configure SiteScope to Communicate with BSM" on page 236

See also "Integration Preferences" on page 657
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BSM Integration Data and Topology Settings

This section enables you to select BSM logging options and topology reporting settings for the
monitor instance.

Important e The BSM logging options are available only if BSM integration is enabled.
information
o After upgrading to BSM 9.2x, monitors configured to report status changes no
longer affect BSM's Service Health (except for System Monitors view). This
occurs because status change event samples are sent per monitor which does
not correlate with the measurement-to-indicator mappings. If you were using
status change event samples in Service Health, do the following:

= Switch to metrics reporting if you do not have an SLM for these events.

» |f both Service Health and SLM are being used for status change event
samples, we recommend upgrading to SiteScope 11.x and switching to event
reporting in addition to reporting status change samples.

e The Enable reporting changes in status option was removed due to the
introduction of event management in BSM. This option can be enabled for
backward compatibility by changing the property Allow sending monitor
status only to BSM 9.x to =true in Preferences > Infrastructure
Preferences > Custom Settings.

e BSM logging selection should be based on how much data is relevant to report
to BSM for this monitor and how much space the BSM database has for this
data.

o Fortroubleshooting problems involving topology reporting, see BSM Topology
Issues in the Integration with BSM and HPOM Best Practices Guide in the
SiteScope Help.

Relevant ¢ "How to Create and Deploy a Monitor" on page 277

tasks
¢ "How to Configure SiteScope to Communicate with BSM" on page 236

¢ "How to Configure Topology Reporting" on page 242

See also "Integration Preferences" on page 657

"Troubleshooting/Limitations" on page 226 (for BSM integration data reporting
issues)
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User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Element Description

BSM Logging Options

Disable Prevents the status information or metrics for this monitor being transferred to

reporting BSM or temporarily disables reporting this monitor to BSM.

metrics to

BSM

Enable Sends all monitor data to BSM for each time that the monitor runs. This option

reporting enables the largest data transfer load.

monitor

status and Default value: Selected

metrics

Enable Sends only monitor category (error, warning, good), status string, and other

reporting basic data for each time that the monitor runs. No information on specific

monitor performance counters is included.

status (no , L - :

metrics) Note: This opthn is supported only for backward compatibility with legacy SLM,
and not for Service Health.

Enable Sends monitor data to BSM for only those metrics counters that have configured

reporting thresholds (for example, Error If,Warning If, Good if). The datais sent for

monitor each time that the monitor is run.

status and

metrics with

thresholds

Topology Settings
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Ul Element Description

Report SiteScope reports monitor and related Cl topology data to BSM's RTSM (Run-
monitor and time Service Model). The data that SiteScope forwards depends on the monitor
related CI type. This option enables SiteScope to:

topology
o Discovertopologies and forward specific Cl data for the monitors that monitor

applications from among a group of supported environments. For details and a
list of these supported environments, see "Report Discovered Topologies to
BSM" on page 233.

e Report Computer Cl data for those monitors that monitor hosts (SiteScope
sends Computer Cl type for each monitored host). If this option is selected,
the monitor creates a topology that includes the host as a Cl in BSM's RTSM.

o Report Cl data based on the user-defined Cl type and key attribute values.

If this option is cleared, the monitor and related CI topology data is not reported to
BSM, and the Indicator Settings section is unavailable.

For details on how SiteScope reports data to RTSM, see "Integrate SiteScope
Data with BSM's Configuration Items" on page 228.

Note: If SiteScope is connected to BSM (and you have an Event Management
Foundation license), and sending events is enabled, hosts are reported to BSM
through Operations Management.

Default value:

e Selected for monitors of supported environments and monitors that have a Cl
type defined by default.

¢ Cleared for monitors that do not have a topology defined by default. For a list
of these monitors, see "Monitors Not Reporting Topology Data By Default" on
page 254.
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Ul Element

Cl type

HP SiteScope (11.23)

Description

The monitor's topology that is used for reporting data to BSM's RTSM. You can
link between this monitor instance and any existing, logical configuration item
type (CIT)in BSM's RTSM. This link or relationship enables the monitor to pass
KPI status to the Cl to whichiit is linked.

The ClI type indicates the following:

Default (<ClI type>). The default Cl type for the monitor (for most monitors,
the default Cl type is Computer). For a list of monitors where the default CI
type is not Computer, see "Report Discovered Topologies to BSM" on page
233.

Cl types include BusinessApplication, BusinessService, DB2,
InfrastructureService, JBoss AS, Node, Oracle, Oracle iAS, SQL Server,
Sybase, Unix, WebLogic AS, WebSphere AS, and Windows.

Added support for the generic Running Software Cl type when SiteScope 11.23
is integrated with BSM 9.23 or later. This Cl type can reconcile with any of its
descendant Cl types such as Database, Application Server, Web Server and
so forth (for the full list of descendant Cl types, see the RTSM documentation).

Default (Multiple). The monitor has multiple Cls (this is where the Cl type is
per metric). The Cl type for these monitors is fixed and cannot be modified.
For a list of these monitors, see "Monitors Reporting Cl Per Metric" on page
255.

None. The monitor instance is not linked to a Cl type. For alist of these
monitors, see "Monitors Not Reporting Topology Data By Default" on page
254. You can select a Cl type from an RTSM view to link to this monitor
instance. For details on selecting and working with views, see "Working with
the CI Selector" in the Modeling Guide in the BSM Help.

Note:

e This setting is active only when Report monitor and related Cl topology is

selected.

o AfteraCl typeis selected, the Indicator Settings table is filtered to show

mappings that exist for the selected Cl type only.
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Ul Element Description

<Cl type key ' ClI type key attributes are displayed according to the ClI type selected for the
attributes> monitor instance. Enter the key attribute values for the selected Cl type:

e Server. Container Cl for the selected ClI. This attribute is required for DB2,
JBoss AS, Oracle, Oracle iAS, SQL Server, Sybase, WeblLogic AS,
WebSphere AS, and Windows CI types.

o« Name. Name of the CI (for BusinessApplication, BusinessService,
Computer, DB2, InfrastructureService, JBoss AS, Oracle, Oracle iAS, SQL
Server, Sybase, WeblLogic AS, and WebSphere AS ClI types).

o Organization Type. |dentifier used to differentiate levels within an
organization. This attribute is required for BusinessApplication,
BusinessService, and InfrastructureService Cl types.

¢ Organization Name. Name of the organization. This attribute is required for
BusinessApplication, BusinessService, and InfrastructureService Cl types.

Note:

o This setting is active only when Report monitor and related Cl topology is
selected.

¢ Cl key attributes are not available for monitors where the Cl type is per
metric. For alist of these monitors, see "Monitors Reporting Cl Per Metric" on
page 255.

o When upgrading to SiteScope 11.23 or later, SiteScope is unable to update
custom topology for a monitor that had BusinessElement Cls if there was an
error in the Organization Type field, such as a spelling mistake or the wrong
parameter was defined. There will be an empty value in this field.
Workaround: After performing the upgrading, select the required
Organization type from the drop down list.

Indicator Settings

This section displays the metrics for the SiteScope monitor type and the health indicators (HIs) and
event type indicators (ETls) to which the metric is assigned. Indicators provide a more detailed
view of the health of a configuration item (CI) when the monitor's topology is reported to BSM's
RTSM. The Indicator Settings table is filtered to show mappings for the monitor instances that exist
for the selected CI type only.
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Important o Indicator Settings are available only if Operations Manager event integration or
information BSM integration is enabled, and:

= The Report monitor and related Cl topology setting is selected in BSM
Integration Data and Topology Settings section.

= The monitor has default metric-to-indicator mappings. For a list of monitors
that do not have default indicator mappings, see "Monitors Not Reporting
Topology Data By Default" on page 254.

¢ Indicator mappings for monitors that report Cl type per metric (where Cl type is
displayed as Default (Multiple)) cannot be added/deleted from the Indicator
Settings panel. Mappings for these monitor types can only be added/deleted
from BSM (SAM Admin > Metrics and Indicators tab). For a list of these
monitors, see "Monitors Reporting Cl Per Metric" on page 255.

e Theindicator assignments table in SiteScope might contain assignments that
do not exist in the Indicator Assignments repository in BSM. This is because
mappings that are incorrectly defined in BSM are not validated when they are
downloaded to SiteScope (whereas they are validated, and therefore, not
displayed in BSM).

¢ Only advanced users with a thorough knowledge of Cls and indicators should
attempt to edit any of the indicator mappings or to add mappings to metrics.

o If any of the settings in the indicator mapping table are modified by a user, a
note to indicate this is displayed below the table.

Relevant ¢ "How to Create and Deploy a Monitor" on page 277
tasks
e "How to Configure Topology Reporting" on page 242
See also "Integrate SiteScope Data with BSM's Configuration Items" on page 228

User interface elements are described below:
|_| New. Enables you to add a metric-to-indicator mapping to a monitor instance based
T on the monitor type.

Note: This button is not available for monitors that have multiple Cl types (see
"Monitors Reporting Cl Per Metric" on page 255). Indicator mappings for these
monitors can only be added from BSM (SAM Admin > Metrics and Indicators tab).

5% Delete. Deletes the selected metric-to-indicator mapping.

Note: This button is not available for monitors that have multiple Cl types (see
"Monitors Reporting Cl Per Metric" on page 255). Indicator mappings for these
monitors can only be removed from BSM (SAM Admin > Metrics and Indicators
tab).

HP SiteScope (11.23) Page 318 of 1293



Using SiteScope

Chapter 24: Create Monitors in SiteScope

Metric
Pattern

Cl Type

Indicator

Reset to Default. Resets the metric-to-indicator mapping for the monitor type to the
default mappings included in your current version of SiteScope. Indicators mappings
are stored in a central repository in System Availability Management (SAM) in BSM.
SiteScope checks every 5 minutes to see if the mappings in SAM have changed, and
if they have, downloads the latest mappings.

If indicator mappings on a local SiteScope server have been modified, these
mappings are not overridden by the centralized mappings when the topology is next
reported to BSM.

For details on modifying the centralized mappings, see "Indicator Assignments
Overview" in in the BSM Application Administration Guide in the BSM Help.

Move Down. Enables you to change the sort order of the indicator mappings by
moving the selected indicator mapping down the list. If the mapping order is changed
locally, the local mapping order is not overridden when mapping changes are
downloaded from the Indicator repository in SAM Administration.

Move Up. Enables you to change the sort order of the indicator mappings by moving
the selected indicator mapping up the list. If the mapping order is changed locally, the
local mapping order is not overridden when mapping changes are downloaded from
the Indicator repository in SAM Administration.

Displays the metrics name, or a regular expression pattern based on the metric
name, mapped to the indicator of this monitor instance. You can modify an existing
mapping or create a new one. Where there is more than one Cl type for the same
regular expression, they are displayed in different rows. For details on using regular
expressions, see "Regular Expressions" on page 192.

Note: The list of available metrics is dynamically updated based on the type of
monitor you are configuring. Default metrics exist for many monitor types and differ
from one type to another.

Displays the Cl type selected for the monitor instance (the Indicator Settings table is
filtered to show mappings that exist for the selected Cl type only).

Note: This field is not editable.

Displays the indicator mapping for the metric. In the drop-down list, health indicators
are displayed above the divider line, and event type indicators below the line.

HP Operations Manager Integration Settings

This section enables you to configure SiteScope to send events and report metrics to the
HP Operations agent. The agent is required for sending events to HPOM and BSM's Operations

Management

, and for reporting metrics to Performance Manager (a reporting component of HPOM)

and Performance Graphing (in Operations Management). It also enables you to select the event

preference m

HP SiteScope (1

apping that is used for sending events for the monitor instance.
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Important = These settings are available only if the HP Operations agent is installed and
information connected to an HPOM server, and event/metrics integration is enabled in the
Operations Manager Integration dialog box.

Relevant e "How to Create and Deploy a Monitor" on page 277
tasks
e "How to Configure Common Event Mappings for HPOM or BSM" on page 563

o For details on how to enable SiteScope to send events to HPOM or Operations
Management, or how to enable SiteScope to report metrics using the HP
Operations agent, see Integrating SiteScope with HP Operations Manager
Products in the SiteScope Help. You can check the HP Software Integrations
site to see if a more updated version of this guide is available:

For Windows:
http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=39
For UNIX:
http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=628

See also o "Integration Preferences" on page 657

e "Common Event Mappings" on page 562

User interface elements are described below:

Report Enables SiteScope to report metrics for the monitor instance to the HP Operations
metrics to  agent, from which HPOM and Operations Management (in BSM) can collect the
HP data.

Operations . . , o o .
agent Note: Monitor metrics are sent to the agent only if metrics integration is enabled in

the Operations Manager Integration dialog box. For user interface details, see "HP
Operations Manager Integration Preferences" on page 673.

Default value: Selected if metrics integration is enabled (otherwise this setting is
not available).

Send Enables sending events to HPOM or Operations Management (in BSM) when

events there is a change of a counter/metric status (Good/Warning/Error/Unavailable)
for the monitor instance. Status change is only applicable on counters or metrics
that are configured in the monitor's Threshold Setting.

Note: This setting is available only if the HP Operations agent is installed and

connected to an HPOM or BSM server, and event integration is enabled in the
Operations Manager Integration dialog box. For user interface details, see "HP
Operations Manager Integration Preferences" on page 673.

Default value: Selected if event integration is enabled (otherwise this setting is
not available).
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Manually = When creating a new monitor in a SiteScope connected to BSM, it is possible that

send first  the first event is triggered before the topology is reported to BSM, and the event is

event lost from the Service Health perspective (it is still shown in the Operations
Management Event Browser). Select this option to avoid waiting for the next event
to be sent. The event is resent during the next monitor run, regardless of the
monitor's metrics reaching their status change conditions.

Default value: Not selected

Note:
o This option is automatically disabled after the monitor run.

o You can configure this setting globally using Global Search and Replace.

BSM Service Health Preferences

This section enables you to configure the preference for influencing BSM's Service Health when
both SiteScope events and metrics are reported to BSM.

Important | This setting is available only when:
information
o Both BSM and Operations Manager integrations are active, and are connected
to the same BSM server (the BSM server is used instead of the HPOM server).
o The following settings are selected in the monitor's HP Integration Settings:

= In BSM Integration Data and Topology Settings: Enable reporting monitor
status and metrics or Enable reporting monitor status and metrics with
thresholds, and

» In HP Operations Manager Integration Settings: Send events.
Note:

o Ifonly Send events is selected, the BSM Service Health affected by
preference is set to Events.

¢ If only Report monitor and related Cl topology is selected, the BSM
Service Health affected by preference is set to Metrics.

o If both are selected, Metrics is the default preference.
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Relevant
tasks

e "How to Create and Deploy a Monitor" on page 277
e "How to Configure Topology Reporting" on page 242

e "How to Enable SiteScope to Send Events to HPOM or Operations
Management" in Integrating SiteScope with HP Operations Manager Products
in the SiteScope Help. You can check the HP Software Integrations site to see
if a more updated version of this guide is available
For Windows:
http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=39
For UNIX:
http://support.openview.hp.com/sc/solutions/integrations.jsp?intid=62

User interface elements are described below:

BSM
Service
Health
affected

by

Select the preference (events or metrics) for influencing BSM's Service Health when
both SiteScope events and metrics are reported to Service Health (since indicators for
SiteScope events and metrics both affect Cls).

o Metrics. If selected, each SiteScope metric affects Cls in BSM (status change
events reported by SiteScope do not have any influence on Cls in Service Health).

o Events. If selected, only status change events affect Cls in BSM's Service Health
(SAM reports for the monitored Cls are still based on metrics).

For more information on choosing the preference to use, see Integrating SiteScope
with BSM in Integration with BSM and HPOM Best Practices in the SiteScope Help.

Default value: Metrics

Note: You can also configure a global default preference (events or metrics) for all new
monitors created when configuring the Operations Manager integration. For details,
see Prefer events over metrics in BSM Service Health (global preference) in "HP
Operations Manager Integration Preferences" on page 673.

Event Mapping Settings

The Event Mapping Settings panel is used for selecting a template for mapping SiteScope runtime
data to the attribute values that are used for sending events for the monitor instance.

To access  Select the Monitors context. In the monitor tree, expand the group folder that

contains the monitor, and select the monitor. In the right pane, click the
Properties tab, and select Event Mapping Settings.
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Important o
information

[ ]
Relevant .
tasks

[ ]
See also .

The Event Mapping Settings panel is available only if the HP Operations agent
is installed and connected to an HPOM or BSM server, and event integration is
enabled in the HP Operations Manager Integration dialog box, or when a
Generic Event Integration is configured in Integration Preferences. For user
interface details, see "HP Operations Manager Integration Preferences" on
page 673.

For buttons common to all panes, see "Common Monitor Settings" on page
298.

"How to Create and Deploy a Monitor" on page 277

"How to Configure SiteScope Generic Event Integration" on page 687

"Generic Event Integration Preferences" on page 686

"HTTP Preferences" on page 596

User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul

Element Description

Event Select the desired event mapping template, or use the default mapping. Click New or

mapping Edit to open the Common Event Mappings dialog box and configure a new event
preference or modify an existing one. For user interface details, see "New/Edit Event
Mappings Dialog Box" on page 565.

Note: When editing an event mapping from here, it changes the event pattern for all
monitors using this template. We recommend creating a new event mapping if you
want a specific monitor to report different attributes.

Enable/Disable Monitor

The Enable/Disable Monitor panel enables you to set the status (enabled/disabled) for the selected

monitor.

To access | Select the Monitors context. In the monitor tree, expand the group folder that
contains the monitor, and select the monitor. In the right pane, click the
Properties tab, and select Enable/Disable Monitor.
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Important e HTML code entered in the monitor description fields is checked for validity and

information security, and corrective action is taken to fix the code (for example, code is
truncated if it spans more than one line). If malicious HTML code or JavaScript
is detected, the entire field is rejected.

e The Monitor Downtime table is displayed only when SiteScope is connected to
BSM if the selected monitor is affected by a Cl currently in downtime. For
details, see "Cl Downtime" on page 235.

¢ When publishing changes to a template that contains a custom monitor, the
monitor is temporarily disabled before changes are published, and is restored
to the enabled state after changes have been made.

o Forbuttons common to all panes, see "Common Monitor Settings" on page

298.
Relevant "How to Create and Deploy a Monitor" on page 277
tasks
See also "Enable/Disable Monitors in Group Dialog Box" on page 1029

User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Element Description
Enable monitor = Enables the monitor if the monitor was previously disabled.
Default value: Selected

Disable monitor Disables the monitor. When a monitor has been disabled, SiteScope
continues to schedule the monitor to run based on the Frequency setting for
the monitor but the monitor action is not run. SiteScope records a monitor
data log entry for the monitor when it was scheduled to be run but reports the
monitor status as disabled in the place of metrics data.

Disable monitor Time period that the monitor should remain disabled. Select Seconds,
for the next Minutes, Hours, or Days to define the disable time period as applicable.
<time period>

Disable monitor Temporarily disables the monitor for a time period in the future. The time
on a one time period can span more than one day.

schedule from . . : . .
Enter or select the start time and end time for the disable period using the

<time> to

<time> format: hh:mm:ss mm/dd/yyyy.

Disable Optional descriptive text that appears as part of the monitor status in the
description monitor group display. The disable status text also includes a string

indicating which disable option is in force for the monitor, for example
Disabled manually indicates that the monitor was disabled using the
Disable monitor option.
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Ul Element Description

Monitor Downtime Table

(This table is displayed only when SiteScope is connected to BSM if the selected monitor is
affected by a Cl currently in downtime. For details, see "C| Downtime" on page 235.)

Downtime The name of the downtime as configured in the BSM Downtime wizard.
Name

Downtime A description of the downtime if entered in the BSM Downtime wizard.
Description

Current Date and time that the current downtime occurrence is scheduled to end.
Occurrence End
Date

Enable/Disable Associated Alerts

The Enable/Disable Associated Alerts panel enables you to set the status (enabled/disabled) for
associated alerts.

To access | Select the Monitors context. In the monitor tree, expand the group folder that
contains the monitor, and select the monitor. In the right pane, click the
Properties tab, and select Enable/Disable Associated Alerts.

Important e HTML code entered in the monitor description fields is checked for validity and

information security, and corrective action is taken to fix the code (for example, code is
truncated if it spans more than one line). If malicious HTML code or JavaScript
is detected, the entire field is rejected.

e The Associated Alerts Downtime table is displayed only when SiteScope is
connected to BSM if the monitor is affected by a Cl that is currently in
downtime, and the downtime applies to associated alerts of the monitor. For
details, see "C| Downtime" on page 235.

o Forbuttons common to all panes, see "Common Monitor Settings" on page

298.
Relevant e "How to Create and Deploy a Monitor" on page 277
tasks
¢ "How to Configure an Alert" on page 1144
See also "Configure SiteScope Alerts" on page 1140

User interface elements are described below (unlabeled elements are shown in angle brackets):
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Ul Element

Enable all associated alerts

Disable all associated
alerts indefinitely

Disable all associated
alerts for the next <time
period>

Disable all associated
alerts on a one time
schedule from <time> to
<time>

Disable description

Description

Enable the alerts if the alerts associated with this monitor were
previously disabled.

Default value: Selected

Prevents SiteScope from executing the alert action even if the
alert condition is met until this radio button is cleared and the
alert definition is updated.

Note: Use of this option may result in loss of expected alert
capability if the alert is disabled to accommodate a temporary
condition. It is important to review this status at a later time, and
to manually enable the alert definition as necessary.

Default value: Not selected

Time period that the associated alerts should remain disabled.
Select Seconds, Minutes, Hours, or Days to define the disable
time period as applicable.

Default value: Not selected

Temporarily disables the associated alerts for a time period in
the future. The time period can span more than one day.

Enter the start time and end time for the disable period using the
format: hh:mm:ss mm/dd/yyyy.

Default value: Not selected

Optional descriptive text.

Associated Alerts Downtime Table

(This table is displayed only when SiteScope is connected to BSM if the monitor is affected by a
Cl that is currently in downtime, and the downtime applies to associated alerts of the monitor. For
details, see "Cl Downtime" on page 235.)

Downtime Name
Downtime Description

Current Occurrence End
Date

Search/Filter Tags

The name of the downtime as configured in the BSM Downtime
wizard.

A description of the downtime if entered in the BSM Downtime
wizard.

Date and time that the current downtime occurrence is
scheduled to end.

The Search/Filter Tags panel enables you to add a new search/filter tag, and assign the tag to
objects in the context tree and preference profiles. Keyword tags are used to search and filter
SiteScope objects (groups, monitors, remote servers, templates, and preference profiles). If no
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tags have been created for the SiteScope, this section appears but is empty. If tags have been
created, they are listed here and you can select them as required.

To access  Select the Monitors context. In the monitor tree, expand the group folder that
contains the monitor, and select the monitor. In the right pane, click the
Properties tab, and select Search/Filter Tags.

Important e You can edit existing tags in the Preferences context (Preferences >

information Search/Filter Tags). For details on this topic, see "Search/Filter Tags" on
page 714.
o Forbuttons common to all panes, see "Common Monitor Settings" on page
298.
Relevant e "How to Create and Deploy a Monitor" on page 277
tasks
e "Search SiteScope Objects" on page 88
See also "Search SiteScope Objects" on page 88

User interface elements are described below (unlabeled elements are shown in angle brackets):

ul

Element Description

<Tag Displays the tag names and tag values if tags have been created. Select the tags or
nhame tag values that you want to assign to the object. If no tags have been created for the
and SiteScope, this section appears but is empty.

values>

Add Opens the New Tag dialog box, enabling you to add new keyword tags. For user
Tag interface details, see "New/Edit Tag Dialog Box" on page 93.

Baseline Settings

The Baseline Settings panel displays the baseline status for the selected monitor.

To access  Select the Monitors context. In the monitor tree, expand the group folder that
contains the monitor, and select the monitor. In the right pane, click the
Properties tab, and select Baseline Settings.

Important o Baseline Settings are not available for monitors that use the dynamic
information monitoring mechanism to update thresholds settings.

o Forbuttons common to all panes, see "Common Monitor Settings" on page

298.
Relevant e "How to Create and Deploy a Monitor" on page 277
tasks
e "How to Set Monitor Thresholds Using a Baseline" on page 341
See also "Set Monitor Thresholds Using a Baseline" on page 340

HP SiteScope (11.23) Page 327 of 1293



Using SiteScope
Chapter 24: Create Monitors in SiteScope

User interface elements are described below:

ul
Element Description

Baseline | The monitor's baseline status. The following statuses are available:

status
¢ Monitor not selected for baselining. The monitor has not been selected for

baselining.
o Calculating baseline.SiteScope is in the process of calculating the baseline.
¢ Calculation failed.SiteScope was unable to calculate a baseline.

¢ Calculated, not activated. A baseline was calculated for the monitor, but it has
not yet been activated.

o Activating baseline.SiteScope is in the process of activating the baseline.
o Activation failed.SiteScope was unable to activate the baseline.
o Baseline activated. The baseline has been activated for the monitor.

The Baseline mode check box is selected if the baseline status is anything other
than Monitor not selected for baselining.

For details on using the baseline threshold, see "Set Monitor Thresholds Using a
Baseline" on page 340.

Remove Removes the baseline threshold. The baseline thresholds are removed and the static

Baseline  threshold value is used to create a threshold. You must remove the baseline before
you can calculate the baseline after a baseline has been calculated (even if the
calculation failed).

For details on this topic, see "Set Monitor Thresholds Using a Baseline" on page 340.

Logging Settings

The Logging Settings panel enables you to create a dedicated log file with a specified log level for
each monitor instance and view that log file.

To Select the Monitors context. In the monitor tree, expand the group folder that
access contains the monitor, and select the monitor. In the right pane, click the Properties
tab, and select Logging Settings.

Relevant | "How to Create and Deploy a Monitor" on page 277
tasks

See also "Log Files Page" on page 1093

"Log Preferences" on page 697
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User interface elements are described below:

ul

Element Description

Enable Enables sending log data to a dedicated log file for that monitor instance in the
separate <SiteScope root directory>\logs\monitor_runs folder. This folder contains one
log for file per monitor instance. The format of log file names is determined according to
this the monitor path in the SiteScope tree, as follows: SiteScope <monitorGroup>_
monitor <monitorName>.log. After each monitor run, this log file appears on the Log File

page. For details, see "Log Files Page" on page 1093.

When this is disabled, log data for the selected monitor is not sent to the dedicated
monitor log file. However, log data is still sent to general log files (for example,
error.log or RunMonitor.log), together with log data from all other monitors.

Note:

o Toenable a separate log for this monitor (and for all other monitors where
monitor instance logging is enabled), the Disable separate logging for
monitors check box must be cleared in Preferences > Log Preferences (the
setting is cleared by default). If the separate logging for monitors option is
disabled in Log Preferences, a warning is displayed in the Logging Settings
panel when you enable logging for a monitor instance, and you must first clear
the Disable separate logging for monitors check box in Log Preferences.

e The <SiteScope root directory>\logs\monitor_runs folder contains log data
from the last run of the monitor instance. Historical monitor instance log data is
stored in general log files.

Log level Select DEBUG, INFO, WARN, ERROR, or FATAL. Your selection determines
which log messages for this monitor instance are sent both to the dedicated log file
for the selected monitor instance and to the general log files. For more details about
log levels, see "Log Levels" below.

You can select alog level only if Enable separate log for this monitor is
enabled. If Enable separate log for this monitor is disabled, the log level for all
monitors is determined by the log4j.properties file.

Enable Enables debugging for perfex process. For details about perfex process, see
debugging "Perfex Process Pool Page" on page 1099.
for perfex

You can enable debugging for perfex process only if Enable separate log for this

process SR
monitor is enabled.

View Log  Click to view the log. The log appears only if there is data for the selected log level.

Log Levels

Log levels operate hierarchically, meaning that some log levels also produce results for other log
levels, as follows:
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Log level writes messages for the

following log levels: DEBUG INFO WARN ERROR FATAL
DEBUG X X X X X
INFO X X X X
WARN X X X
ERROR X X
FATAL X

Select Depends On Monitor Dialog Box

This dialog box enables you to make the running of this monitor or monitor group dependent on the
status of another monitor.

To Select the Monitors context. In the monitor tree, select a monitor, and click the
access . . . E
Properties tab. Expand the Dependencies tab, and click Depends on |'==|. Select

the monitor on which to you want to create a dependency.

Relevant  "How to Create and Deploy a Monitor" on page 277
tasks

See also | « "Monitoring Group Dependencies" on page 272

e "Monitor Tree" on page 43

User interface elements are described below:

ul
Element Description

i Represents an individual SiteScope server.

E3 E3 Represents a SiteScope monitor group or subgroup (with enabled monitors/with no
monitors or no enabled monitors).

If a group alert has been set up for the monitor group or subgroup, the alert m symbol
appears next to the group icon.

Ba ] Represents a SiteScope monitor (enabled/disabled).

If an alert has been set up for the monitor, the alert m symbol appears next to the
monitor icon.

Represents the collection of available health monitors that are deployed to check
proper functioning of SiteScope monitors.

Parent: SiteScope.
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Select Template Dialog Box
This dialog box enables you to select the templates you want to deploy to the monitor group.

To access  Select the Monitors context. In the monitor tree, right-click the group into which
you want to deploy a template, and select Deploy Template or Deploy Template
Using CSV.

Important o Templates that do not contain any child objects (subgroups, monitors,
information variables, or a remote server) are not displayed in the template tree.

o Solution templates are not displayed in the Select Template dialog box and can
be deployed from the Template context only. For details, see "How to Deploy a
SiteScope Solution Template" on page 887.

Relevant "How to Create a Monitoring Structure Using a Template" on page 782
tasks
See also e "Publish Changes to User-Defined Templates" on page 849

¢ "Deploy Solution Templates" on page 882
e "Monitor Tree" on page 43

e "Template Tree" on page 56

User interface elements are described below:

ul

Element Description

ik Represents the SiteScope root group.

ul Represents a template container. A template container is used to organize

configuration deployment templates. Expand to display the templates.

] Represents a template configuration for deploying SiteScope objects. Select the
templates that you want to deploy. You can select multiple templates using the CTRL
or SHIFT keys.

Copy to Template Tree Dialog Box

This dialog box enables you to copy a SiteScope object (group, monitor, or remote server) and its
contents (monitors, alerts, and reports) to a template or template group.

To access  Inthe monitor or remote server tree, right-click the object you want to copy to a

template, and select Copy to Template. In the Copy to Template Tree dialog
box, select the destination to which to copy the template object.
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Important e You can copy a group and its contents to a template provided the template
information does not already contain a group.

o When copying a server monitor to a template, SiteScope replaces the server
name with the $$SERVER_LIST$$ variable.

Tip: We recommend creating a remote server in the template after copying the
monitor to the template, and replacing the $$SERVER_LIST$$ variable with this
remote server.

e The Web Script Monitor is not supported in template mode.

Relevant "How to Create a Monitoring Structure Using a Template" on page 782
tasks
See also e "Monitor Tree" on page 43

e "Template Tree" on page 56

User interface elements are described below:

ul

Element Description

ik Represents an individual SiteScope server.

ul Represents a template container. A template container is used to organize

configuration deployment templates.
Template containers can hold templates only.
[ Represents a template configuration for deploying SiteScope objects.

You can copy a template group (provided the template does not already contain a
group), or a remote server to a template group.

B3 E3 Represents a SiteScope monitor group or subgroup (with enabled monitors/with no
monitors or no enabled monitors).

You can copy a template group or monitor to a template group.

If a group alert has been set up for the monitor group or subgroup, the alert m symbol
appears next to the group icon.
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Custom monitors broaden the capabilities of regular SiteScope monitors for tracking the availability
and performance of your infrastructure systems and applications. Using custom monitors, you can
develop your own solutions for environments that are not supported by predefined SiteScope
monitors. This provides you with greater flexibility that is not available in existing monitors.

Tip: You can view guided and narrated demonstrations for using the WMI Custom monitor on
the HP Videos channel on YouTube:

e Custom WMI Monitor Creation Process and Packaging -
http://www.youtube.com/watch?v=bB6NITGdd88

e Custom WMI Monitor Data Processing Script -
http://www.youtube.com/watch?v=Glw3JVnunWE

To access

Select the Monitors context. In the monitor tree, right-click a group, select New > Monitor, and
select one of the custom monitors (see "List of Custom Monitors" on page 335).

Learn About

Custom Monitor Overview

You can use the Custom monitors to:
o Collect data that is not available in existing monitors

You can create your own customized monitor that collects data and processes the results of the
collected data to create new metrics.

o Process the collected data
The collected data is processed using a script you defined in the monitor. Each time the monitor
runs, the script extracts and processes the results of the collected data, and updates and returns
a status for the metrics defined in the script.
For example, you can define metrics based on data collected from a database, and perform

mathematical operations on it. When creating a script, you can use Java code developed by
yourself or by a third-party to process the data.

Tip:
= Sample scripts for all the custom monitors are available from the sample content

package located in the <SiteScope installation directory>\examples\
monitors\custom folder. CustomMonitorSamplePackage.zip contains examples for
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SiteScope 11.20, and CustomMonitorsExamples_11_21.zip contains updated
examples including a Custom Database monitor with a dynamic query, a manifest file
created using the Export Content Package Wizard, and template mail and template mail
subject files, To use these scripts, you need to import the custom monitor content
package and then deploy the custom monitor template. For details, see "How to import
and use a customizable monitor" for the specific custom monitor in the SiteScope
Monitor Reference Guide.

» Fordetails on the methods and classes that are available in the script, see the HP
SiteScope Custom Monitor API Reference (available from <SiteScope installation
directory>\examples\monitors\custom\doc\javadoc.zip).

o Debug custom monitors remotely on a local machine

You can perform offline debugging of a custom monitor script using a remote debugging server.
This makes the script development process easier, since it enables you to complete the code
and see the debugged data inside the script during the data processing stage. For details, see
"Debug Custom Monitors on a Local Machine" on page 338.

o Collect data dynamically (for query-based custom monitors)

You can include dynamically-defined queries in the data processing script. These queries are
executed while the script is running, in contrast to predefined queries, which are executed before
the script is run.

Dynamically-executed queries provide the added benefit of enabling you to create queries based
on values that are not in the monitored entity data store (for example, timestamp), create queries
based on previous query results or calculations, and include variables in queries. For details, see
"Data Processing Script with Dynamic Queries" on page 337.

o Customize how results are displayed

You can determine how results are displayed. For example, whether result data is displayed in
megabytes or kilobytes.

After developing the monitor, you can:
o Define thresholds for new metrics

Since some metrics are only defined during a script run, you cannot define thresholds for them in
advance. Once the script has run for the first time and the metrics have been defined, you can
then define thresholds for them. This provides more advanced data processing options than
regular monitors.

Note that metrics can change between script runs, for example, where variables are used in

metric names. Thresholds using a metric that does not exist after the monitor run are removed
automatically.
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« Share the monitor with other SiteScope users

After developing the monitor, you can export the monitor to a template, add external jars and/or
classes if the monitor depends on them, and create a content package. For details on creating
content packages, see "SiteScope Content Packages" on page 815.

The content package can then be sent to specific users, or shared with other SiteScope users
by publishing it to the HP Live Network (https://hpin.hp.com/group/sitescope) community. For
details, see "Share Content on the HP Live Network" on page 878.

By sharing knowledge with other SiteScope users, you can benefit from extended SiteScope
monitor coverage and the development of new monitors outside the SiteScope release cycle.

This section also includes:

¢ "List of Custom Monitors" below

o "Topology Reporting" on the next page

o "Indicator Settings" on the next page

o "Data Processing Script" on the next page

o "Data Processing Script with Dynamic Queries" on page 337
¢ "Debug Custom Monitors on a Local Machine" on page 338

o "Tips/Troubleshooting" on page 338

List of Custom Monitors

Monitor
Name Description

Custom | You can create your own monitor by developing a script that collects data using
Monitor custom Java or JavaScript code, and then processes the data and creates metrics.

Custom | You can create your own database monitor by developing queries (static or
Database dynamically-defined) that collect data, and a script that processes the collected data
Monitor and creates metrics.

Custom | You can create your own Log File monitor that scans for matches in the form of text
Log File phrases or regular expressions, and a script that processes the collected data and
Monitor creates metrics.

Custom | You can create your own WMI monitor by developing WMI Query Language (WQL)
WMI queries (static or dynamically-defined) that collect data, and a script that processes
Monitor the collected data and creates metrics.

For details on custom monitors, see the specific monitor in the SiteScope Monitor Reference.
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Topology Reporting

You can enable SiteScope to report monitor and related Cl topology data to BSM's RTSM by
selecting Report monitor and related Cl topology in the HP Integration Settings panel for the
custom monitor, and configuring the topology reporting settings in the BSM Integration Data and
Topology Settings section. This defines how SiteScope reports Cls to BSM.

You can report the following types of Cl topology data:

o User-defined Cl type topology. You select a Cl type and define the key attribute values for the
selected Cl type. For details on key attribute values, see "<ClI type key attributes>" on page
317.

« Custom topology script. You create the topology script which defines how to report Cls to BSM.
Only select this option if you are familiar with the Jython language, because you must create the
topology script in Jython yourself. For task details, see "How to Configure Custom Topology for
a Custom Monitor" on page 247.

o If you do not want to report topology for the monitor, you can choose to report the monitor Cl
only.

For more details on configuring topology reporting settings, see "How to Configure Topology
Reporting for a Custom Monitor" on page 244.

Indicator Settings

The table in the Indicator Settings section of HP Integration Settings displays indicator settings for
the selected Cl type. Indicators provide a more detailed view of the health of a Cl when the
monitor's topology is reported to BSM's RTSM. You can add new metric mappings or edit settings
for existing mappings. For task details, see "How to Configure Topology Reporting" on page 242.

Data Processing Script

In the script you develop, you can use Java code developed by yourself or by a third-party. You can
store Java objects in the monitor storage.

For details on the methods and classes that are available in the script, see the HP SiteScope
Custom Monitor API Reference (available from <SiteScope installation
directory>\examples\monitors\custom\doc\javadoc.zip).

For details on the monitor configuration properties, including how to access them, and the monitor
storage and metrics names, see "How to Access the Monitor Configuration Parameters Exposed in
the Script" for the specific custom monitor (in the SiteScope Monitor Reference Guide).

Note: When working in template mode, you can use template variables in a data processing
script.
Sample Scripts

SiteScope provides a sample data processing script in the Data Processing Script box for each
custom monitor. You need to uncomment the script in order to use it.

Sample scripts for all the custom monitors are available from
CustomMonitorSamplePackage.zip and CustomMonitorsExamples_11_21.zip in the
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<SiteScope installation directory>\examples\monitors\custom\ folder. To use these scripts,
you need to import the custom monitor content package and then deploy the custom monitor
template. For details, see "How to Develop a Custom Monitor" for the specific custom monitor (in
the SiteScope Monitor Reference Guide).

Script Log File

SiteScope provides a custom monitor log which you can use for script debugging purposes. The log
file (custom_monitor.log) is located in <SiteScope root directory>\logs\custom_monitors.
This log can be used for info, warning, error, and debug messages from running the script.

Data Processing Script with Dynamic Queries

Note: This section is applicable to the Custom Database and Custom WWMI monitors only.

When creating query-based custom monitors, you can include dynamically-defined queries in the
data processing script. Dynamic queries are executed while the script is running, in contrast to
predefined queries which are executed before the script is run. Dynamically-defined queries have
the same syntax and structure as the queries predefined in the queries table.

Using dynamically-defined queries provides the following benefits:

e You can create queries based on values that are not in the monitored entity data store. For
example, timestamp.

¢ You can create queries based on previous query results.
e You caninclude variables in queries.

Flow of a monitor run with dynamic queries

When a custom monitor with dynamic queries is run, the following sequential flow takes place:

1. The predefined queries in the queries table are executed by the monitor, and the data retumed
is passed to the script engine.

2. The script engine starts to execute the script.

3. Ifaquery is encountered in the script, the script engine hands it over to the monitor to execute,
and stops the script execution.

4. The monitor executes the query on the monitored entity, and returns the data to the script
engine.

5. The script engine resumes the script execution.

Sample Script with Dynamic Queries

For a sample data processing script containing dynamic queries, see the sample content package,
CustomMonitorsExamples_11_21.zip in the <SiteScope installation
directory>\examples\monitors\custom folder. To use these example scripts, you need to import
the custom monitor content package and then deploy the custom monitor template. For details, see
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"How to Develop a Custom Monitor" for the specific custom monitor (in the SiteScope Monitor
Reference Guide).

Debug Custom Monitors on a Local Machine

You can perform offline debugging of a custom monitor script using a remote debugging server. This
makes the script development process easier, since it enables you to complete the code and see
the debugged data inside the script during the data processing stage. Offline debugging provides full
simulation of the remote system code execution without the need for an open connection to the
debugged system. As a result, there is minimal impact on the remote machine CPU and memory
resources.

To perform offline debugging, you must install and configure the Custom Monitor Debugger Eclipse
project on a local machine. The debugger project is available from <SiteScope root
directory>\examples\monitors\custom\CustomMonitorDebuggingEclipseProject or from the
HP Live Network.

For task details, see "How to Debug a Custom Monitor Offline" for the specific custom monitor in
the SiteScope Monitor Reference Guide.

Tasks

See the Tasks section for the relevant custom monitor in the SiteScope Monitor Reference.

Tips/Troubleshooting
General Tips/Limitations

o If auser-defined orimported Java package has the same name as an existing SiteScope or
standard Java package, SiteScope ignores the user-defined/imported Java package.

o When setting custom monitor metrics with a string (non-numeric) value, the maximum and
average values in the Measurement Summary table of the Management Report are shown as
'n/a’. This also occurs if you change the metric value type, for example, if you set the metric with
a numeric value, and later change it to a string value or vice versa.

« When deploying a custom monitor using a template, clearing the Verify monitor properties
with remote server check box in the Deployment Values dialog box has no effect, because the
monitor configuration properties in the template must be checked against the remote server on
which the template is being deployed.

« When publishing changes to a template that contains a custom monitor, we recommend using
the Disable custom monitors while publishing changes option (selected by default) in
Preferences > Infrastructure Preferences > Custom Monitor Settings. The monitoris

temporarily disabled before changes are published and is restored to the enabled state after
changes have been made.

o Setting status thresholds using a baseline is not supported on user-defined metrics.

¢ You can use third-party .jar files without removing the JVM security from the registry by adding
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the _scriptSandboxRuntimePermissions property to the <SiteScope root
directory>;\groups\ master.config file, and specifying the permitted jar files. For example, to
use signed libraries jopcagtbase. jar and jopcagtmsg.jar, configure the parameter as
follows: _scriptSandboxRuntimePermissions=1oadLibrary.jopcagtbase,
loadLibrary.jopcagtmsg.

For the types of runtime permissions that can be used, see Runtime Permission class in the
Java AP| documentation
(http://docs.oracle.com/javase/7/docs/api/java/lang/RuntimePermission.html).

Custom Monitor Troubleshooting

o Errors in the monitor (including errors in the script) are written to the SiteScope logs in the same
way as for any other monitor. Check the error.log and RunMonitor.log files.

o Error messages from the script are displayed in the custom_monitor.log file located in
<SiteScope root directory>\logs\custom_monitors. This log can be used for info, warning,
error, and debug messages from running the script.

To change the log level to DEBUG mode, in <SiteScope root
directory>\conficore\Tools\log4j\PlainJava\log4j.properties, change ${loglevel} to
DEBUG in the following paragraph:

# Custom monitors category
log4j.category.CustomMonitor=${loglevel},custom.monitor.appender
log4j.additivity. CustomMonitor=false change

o For query-based custom monitors: If running a dynamic query from within a data processing
script fails, an exception is thrown.
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Baselines enable you to understand how your applications typically perform and determine whether
a performance problem is an isolated incident or a sign of a significant downward performance
trend. Baseline data is gathered from monitor performance metrics over a period of time and is used
to provide a comparison for establishing acceptable or expected threshold ranges. When the
monitor's performance exceeds that range by some value (or does not reach that range, for
example, in the case of Free Disk Space), the monitor can signal an error or warning. The
acceptable threshold range of a monitor is determined by how far the current performance is from
the baseline.

Learn About

Calculating the Baseline

To enable SiteScope to begin calculating baselines, you select the groups, monitors, or both, to be
used for collecting baseline data. You can also select the schedule ranges used for collecting
baseline threshold data. This enables you to restrict to certain days or hours of the week the periods
during which SiteScope collects data for the baseline calculation. For example, you may want the
monitor status to be based on results gathered during peak business hours only.

You can also select the adherence level used for determining the extent to which values for the
baseline calculation affect the threshold values and set threshold boundaries for all monitor
measurements. For details, see "Baseline Adherence Level" on page 350 and "Good and Error
Boundaries" on page 350.

The baseline engine calculates the baseline for each schedule using measurements collected from
the monitors during the data collection period. SiteScope uses a percentile algorithm in the baseline
calculation, in which a percentile value is used to determine the value of the baseline. For details on
how baseline thresholds are calculated, see "Baseline Threshold Values" on page 351.

Activating the Baseline

After the baseline is calculated, you can review a summary of calculated monitors and analyze the
baseline data in the Activate Baseline dialog box. The dialog box lists all the monitor instances for
which a baseline was calculated, the date of the baseline calculation, and the reduction in the
number of error and warning statuses that would have been generated for a monitor if the baseline
thresholds were applied. If SiteScope is unable to calculate a baseline for a monitor, it lists a reason
for calculation failure.

You can also view a graph that displays the current thresholds, the baseline thresholds, and historic
data of all baseline-related monitor measurements over a 24-hour time period for each monitor
measurement. The graph includes an annotation tool that enables you to annotate a snapshot of the
graph you are viewing, to highlight important areas. You can save, print, or email an annotation
graph. For user interface details, see "Annotation Tool" on page 363.

After reviewing the baseline data, you can activate baseline threshold configuration. This applies
the baseline values to the thresholds for the selected monitors. You can also activate the baseline

HP SiteScope (11.23) Page 340 of 1293



Using SiteScope
Chapter 26: Set Monitor Thresholds Using a Baseline

for monitors that failed for the reason Insufficient data by using the limited measurement samples
that were collected.

Before activating the baseline threshold, consider the option to save the current monitor
configuration, because you cannot undo threshold configuration changes after the baseline has
been activated.

When the baseline is activated, the baseline thresholds are displayed in the Threshold Settings
panel for each monitor. The baseline value is recalculated each day according to the history
samples collected for the measurement and the current day's readings, and the baseline threshold
values are recalculated and updated accordingly.

At any time, you can create a baseline summary report showing the baseline status and baseline
status description for each monitor in the selected context.

Tasks

How to Set Monitor Thresholds Using a Baseline

This task describes the steps involved in setting monitor thresholds using a baseline.

1. Configure baseline setting preferences - optional

You can view and define the values of global SiteScope baseline settings in Infrastructure
Preferences. This includes calculation and activation priority settings, the number of days of
historical data to include in baseline calculations, and the offset for calculating the error
boundary.

For user interface details, see "Baseline Settings" on page 645.

2. Calculate the baseline

Define thresholds on the monitor measurements for which the baseline should be calculated.

a. Select the monitor instances you want to baseline. For user interface details, see "Select
Monitors for Baseline Calculation" on page 354.

b. Select one or more schedule ranges to be used for collecting baseline data, or accept the
default schedule (every day, all day). For user interface details, see "Schedule" on page
355.

c. Select the global baseline adherence level that is used for determining the extent to which
values for the baseline calculation affect the threshold values for all monitor
measurements. For user interface details, see "Adherence Level" on page 355.

d. Additionally, you can click the Fine-Tune Adherence Levels/Set Boundary button to:
o Individually fine-tune the baseline adherence level for any monitor measurement.
o Define a good boundary for each monitor measurement. A measurement within this

boundary is not in error status, even though it should report an error according to existing
baseline percentiles.
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For user interface details, see "Fine-Tune Adherence Levels/Set Boundary Dialog Box" on
page 356.
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e. Click Calculate to perform the baseline threshold calculation.

Example: Calculate Baseline dialog box (only monitors that the user is eligible to see

according to their user permissions are displayed)

Calculate Baseline

Select monitors for baseline calculation

EHYIES Lab monitors

CPU
E& memory
ER service

Schedules

| Schedule Range Name

O every day, 09:00-18:00
O weekdays, all day

O every day, 18:00-09:00
["] weekdays, 05:00-18:00

Adherence Level

(O Low adherence
®) Medium adherence

(@] High adherence

Example: Fine-Tune Adherence Levels/Set Boundary dialog box
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Fine-Tune Adherence Levels/Set Boundary [ %]
Manitars With Static Counters -
Reset | G, T3
M rttia 11 - i | Warning Percentiles \ Error Percentiles ]
it —— — | Low | Medium \ Low Medium High | . L
CPU : utilizationPercentage 110 2h a0 120 98 95
CPU : utilizationPercertage1 110 a3 an 120 a8 a5
CPU : utilization Percertags2 110 a3 an 120 a8 a5
Web Server : lastHits Per Minute 110 93 a0 120 a8 95 =
Web Server : lastBytesPer Minute 110 a3 a0 120 a8 95
-
EBrowsahle Monitars -
Monitor N M ot N | Warning Percentiles ‘ Error Percentiles Good
onitor Name - Measureme ame | Loww Medium Low Medium High | oo ¥
Al browsable monitor's measurements 110 93 a0 120 28 95

3. Review the baseline settings

Review the summary of calculated monitors and baseline data in the Activate Baseline dialog
box. Only the monitors that the user is eligible to see according to their user permissions are

displayed.

For user interface details, see "Activate Baseline Dialog Box" on page 370.

Example: Activate Baseline dialog box (only monitors that the user is eligible to see
according to their user permissions are displayed)
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Aclivate Baseline [ x|
Successfully Calculated Monitors []
iew Graph %
Monitor Name Ci ion Date Error Status Reduction |Warning Status Reducti...
Site ScopeldocsiLab monitors\CPU 10/29/2008 1 ]
Site ScopeldocsiLab monitors\Memory 10/29/2008 2 0

Failed Monitors

Ty

| Monitor Name

™ Reason For Failure

¥  Can Be Activated

Site Scopeldocs\Lab monitors\Service

Mo measurements to baselineg

Mo

4. View the baseline monitor measurements graphs

You can view a graphical display of each monitor's baselined measurements to analyze the
baseline data for a selected day. You can also use the annotation tool to create a snapshot of
the graph you are viewing and highlight important areas.

For user interface details, see "Baseline Monitor Measurement Graphs Dialog Box" on page

360.

Note: The data displayed in the graphs is an aggregate of the measurement data and as
such, the time periods may not accurately reflect the time the data was collected.

Example: Baseline Monitor Measurements Graph
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Baseline Monitor Measurement Graphs
T, [ Pun

Meazurement name: utilization Date : 11/23/10 12:00 AN
0

) . Measurement values

[w] — Baseline Error Threshold
—, Baseline Warning Threshold
[l Current Error Threshold

70 ] — Current Warning Threshold

50

B —— T i T DRI e ST

000 1:00 200 00 400 S5:00 EO00 T:00 00 S00 10:00 11:00 1200 1300 1400 15:00 1600 17:00 18:00 1600 20:00 21:00 22:00 23:00

0:00 1:00 200 %00 400 5:00 600 T:00 B:00 600 10:00 11:00 1200 1300 14:00 15:00 16:00 17:00 16:00 1600 20:00 Z1:00 22:00 23:00
Hours

5. Activate the baseline settings

Select the monitors for which you want to set thresholds using a baseline, and click Activate.
You can select all monitors with a successfully calculated baseline, and those that failed with
the reason Insufficient data (indicated by Yes in the Can Be Activated column). The monitor
thresholds are configured according to the baseline calculation, and are set to change status
when the thresholds settings are exceeded.

For user interface details, see "Activate Baseline Dialog Box" on page 370.

Note: If you want to revert to the current monitor threshold configuration, select the option
to save the current monitor configuration before activating the baseline configuration.

6. View baseline properties in the Baseline Status Report

You can create an ad hoc report showing information about each monitor in the selected
context, including each monitor's baseline status and baseline status description. For user
interface details, see "Baseline Status Report" on page 368.

You can also track the baseline status for a monitor in the monitor's Baseline Settings. For user
interface details, see "Baseline Settings" on page 327.
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Example: Baseline Status Report

rSLmmary
Total of 10 monitors.
2 monitors have an activated baseline.
The calculation failed for 1 menitor.
T monitors are not baselined.

rDetails
Maonitor Mame ¥ Monitor Type ¥ Baseline Status ¥  Baseline Status Details A
SiteScope\iutoSanity \Basic\Disabl... CPU Monitor not selected for baselining
SiteScopelAutoSanity'\Basic\CPU L. CPU Baseline activated
SiteScopel\AutoSanity'\Basic\Memo...  Memory Calculation failed Mo measurements to baseline
SiteScope\utoSanity'\Basic\FTP o...  Port Monitor net selected for baselining
SiteScopel\utoSanity'\BasiclJRL L...  URL List Monitor net selected for baselining
SiteScopel\utoSanity'\Basic'Disk 5...  Disk Space Monitor net selected for baselining
SiteScopel\utoSanity'\Basic'\Direct...  Directory Baseline activated
SiteScope\AutoSanity'\BasiciLink ... Link Check Monitor net selected for baselining
SiteScopel\utoSanity'\Basic\Servi...  Service Monitor net selected for baselining
SiteScope\AutoSanity'ddd: ddd CPU Monitor net selected for baselining

7. View and modify baseline thresholds

In the Threshold Settings, you can view the baseline thresholds and manually fine-tune the
thresholds by changing the percentile value from which the threshold value is derived.

For user interface details, see "Threshold Settings" on page 305.

Example: Monitor's baseline threshold settings
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Threshold Settings
if unavailable: | Set monitor status according to Thresholds|7|
Default status: ﬂ
Oninternal error: | Set monitor status according to Thresholds|7|
Error if
3|P.8
Condition Operator Value Schedule
percent used = 42.81 Qro every day, all day
percent used == 'nia' every day, all day
percent used = a0 every day, all day
Warning if
|
Condition | Operator Value Schedule
| percent used | = 40.77 =, every day, all day
Good if
|
Condition | Operator | Value | Schedule
always (default)

In the example, the Error if percent used threshold value is >= 42.81 and the Warning if
percent used threshold value is >= 40.77 (both these values are non-editable). To change
the threshold values, you must change the percentile value from which the threshold
values are derived. To help you understand what the new threshold value is after you
change the percentile value, click the Percentiles Table = button to open the percentile
table that shows the threshold value that is mapped to each percentile range.

Note: The Error if percent used (default)> 90 threshold is the error boundary. This is the
value of a measurement considered to be in error status, even though according to existing
baseline percentiles it should not report an error. For example, if the baseline threshold
were updated to Error if percent used (%)>= 96, all measurements greater than 90 are in
error status, even if the calculated baseline error threshold of 96 is not exceeded. For
details on this topic, see "Good and Error Boundaries" on page 350.

Tips/Troubleshooting
Notes and Limitations
¢ Only an administrator in SiteScope, or a user granted Add, edit or delete monitors or Edit or
delete monitors only permissions, can use the baseline feature to set monitor thresholds, and

only for the monitors that are in the users allowed groups list. Any user can view the Baseline
Status Report regardless of edit permissions.
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¢ You cannot add or delete thresholds or measurements, or copy or move monitors during the
baseline calculation process (up until the point that the monitor baseline is activated).

o If you add, edit, or delete threshold measurements from browsable monitors after the baseline is
activated for a monitor, the monitor needs to be recalculated and reactivated as a baseline
monitor.

o Baseline thresholds are not copied or moved along with the other group or monitor objects when
copying or moving a group or monitor with an activated baseline.

o If SiteScope is restarted before the remove baseline process is complete, the process is not
continued after the restart, and you must run the remove baseline process again.

o |f SiteScope is restarted before the baseline calculation or activation process is complete, it
automatically continues the process after the restart. Monitors with any other baseline status
(Calculated, not activated; Activation failed; Calculation failed; Baseline activated) are not
affected by the restart.

o Before the baseline is calculated, the monitors should be enabled and permitted to run for a
period long enough for SiteScope to accumulate sufficient data to calculate the baseline. This
period depends on the Minimum number of days required for baselining and Minimum
number of samples required for baselining settings in Preferences > Infrastructure
Preferences > Baseline Settings. For details, see "Baseline Settings" on page 645. The
baseline can still be calculated and activated even if the monitor has insufficient data, although
the calculation may not be accurate.

o After you define a set of counters for a browsable monitor and the monitor runs with these
counters for some time, if you later change the counters (for example, remove existing counters
and/or add new counters), and then you attempt to calculate baseline, the calculation results
may be incorrect. This can occur because old data, possibly for counters that no longer exist,
interferes with the new data. The calculation may also be incorrect for counters that have not
changed since the monitor was created. To avoid this problem, do not make any changes to a
monitor's browsable counters during the minimum number of days period required for calculating
the baseline.

¢ You can change threshold related properties using Global Search and Replace, regardless of
whether the threshold was created using a baseline or manually. However, you cannot activate
a baseline threshold for a monitor using Global Search and Replace.

« During the baseline calculation and after the baseline is activated, only certain baseline
threshold changes are supported. The same restrictions apply when you change threshold
related properties using Global Search and Replace. For details on the threshold changes that
are allowed, see "Changing Threshold Settings" on page 311.

« Memory consumption increases for each monitor threshold set using a baseline. To reduce

memory consumption, you can set the Interval for saving accumulated baseline data to
disk settings in the Baseline Settings. For details, see "Baseline Settings" on page 645.
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Additional Information: Understanding Baseline
Calculations

This section includes:

¢ "Baseline Adherence Level" below

¢ "Good and Error Boundaries" below

o "Baseline Threshold Values" on the next page

o "How SiteScope Calculates Thresholds" on page 352

o "How SiteScope Calculates the Error Boundary" on page 352

Baseline Adherence Level

You can select the baseline adherence level used for determining the threshold value. This is the
extent to which values for the baseline calculation affect the threshold values for all monitor
measurements. You can select High adherence, Medium adherence, or Low adherence. The
higher the adherence level, the closer the threshold range is to the monitor measurement baseline
values. Conversely, the lower the adherence level, the further the threshold range is from the
monitor measurement baseline values.

In addition to selecting the adherence level, you can also fine-tune the adherence level for individual
monitor measurements by configuring adherence percentiles separately for each monitor
measurement. Adherence levels are based on adherence percentiles—a measurement value that
determines when a measurement is in error or warning. For browsable monitor measurements, you
can configure only one set of adherence percentiles that is used by all browsable monitors.

To manually fine-tune the adherence level, you need to understand how the threshold values are
created. For details on this topic, see "Baseline Threshold Values" on the next page.

Good and Error Boundaries

Configuring good and error boundaries is useful to avoid setting off errors and warnings
unnecessarily when using baseline thresholds. You can manually set a good boundary for each
monitor measurement and the browsable monitor counters. SiteScope automatically configures the
error boundary for each monitor measurement.

Note: To set good boundaries, it is important to understand how baseline threshold values are
created. For details on this topic, see "Baseline Threshold Values" on the next page.

Good Boundary

This is the value of a measurement that is not considered to be in error status, even though
according to existing baseline percentiles it should report an error. For example, consider a low load
system where CPU utilization measurements are constantly below 3%. Based on these
measurements, SiteScope might calculate a baseline threshold with a 5% error threshold. Because
this is not an accurate measure of CPU load error, you may want to define 70% CPU utilization as
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the good boundary to avoid generating false errors. Provided CPU utilization remains below this
limit (even though it is above the baseline error threshold), the monitor is not in error status.

You manually set the Good Boundary in the Fine Tune Adherence Levels /Set Boundary dialog box.
For user interface details, see "Fine-Tune Adherence Levels/Set Boundary Dialog Box" on page
356.

Error Boundary

This is the value of a measurement that is considered to be in error status, even though according to
existing baseline percentiles it should not report an error. This can occur when a measurement
value grows slowly over a period of time, for example, due to a slow memory leak. Because the
baseline threshold is recalculated and updated every day as the measurement average increases,
the measurement value does not cross the new threshold.

To overcome this problem, SiteScope automatically sets the error boundary for each monitor
measurement. It does this by setting a limit that triggers errors when monitor measurements
exceed a specified value, regardless of the baseline. For example, if SiteScope sets an error
boundary of 80% CPU utilization, values over 80% CPU utilization are in error status even if the
calculated baseline error threshold is not exceeded.

For information on how the error boundary is calculated, see "Baseline Threshold Values" below.

Baseline Threshold Values

To help you fine-tune the percentile value used in the baseline calculation at each adherence level
and to set the "Good and Error Boundaries" on the previous page, it is important to understand:

o The types of threshold values.
o How they are applied to metrics.
o How metrics are used to calculate baseline thresholds and boundaries.

Baseline thresholds are added or updated dynamically to the monitor configuration for each
measurement the monitor had before the baseline was calculated. Baseline thresholds are added
for each schedule selected for collecting baseline data.

In general, there are two types of thresholds: baseline thresholds and static thresholds. Baseline
thresholds have a percentile value that is used to determine when a measurement is in error or
warning status, while static thresholds have an actual fixed value. Baseline threshold metrics have
a condition of either >= or <= depending on the direction of the measurement.

Baseline thresholds are changed, added, or deleted on metrics provided the following two
conditions are met:

e The measurement can be used in the baseline calculation. To be used in the baseline
calculation, a measurement must be numeric and it must have a direction. An example of a
measurement that cannot be used in the baseline calculation is a URL 404 error code (it is
numeric, but it has no direction).

e The measurement has a static threshold defined for any schedule and any status category
(Good, Warning, Error) prior to the baseline calculation.
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Metrics that do not adhere to these conditions are not affected (in terms of the thresholds defined on
them), and a baseline is not calculated for these metrics.

How SiteScope Calculates Thresholds

When SiteScope calculates the baseline, it creates a percentile value for each baselinable
threshold measurement for each schedule. SiteScope makes an adjustment for extreme metrics by
discarding, by default, 2% of the most extreme samples (considered "noise" metrics), and
calculates the percentiles on the remaining metrics. For example, if most monitor run results on a
server show CPU utilization of no more than 20% and one peak value of 50%, the peak value is not
used to determine the baseline. You can change the percentage of discarded measurement
samples in the Baseline Settings.

The baseline engine uses a sliding-window approach to calculate thresholds. This means that
newer data samples have more influence on the baseline calculation than older samples, and that
after a period of time (by default 30 days), the historic data becomes obsolete. You can set the
number of days to include in the calculation in the Baseline Settings.

For information about configuring Baseline Settings, see "Infrastructure Preferences" on page 615.

How SiteScope Calculates the Error Boundary

SiteScope uses the percentile value to create an error boundary for each measurement. This is the
value of a measurement that is considered to be in error status, even though according to existing
baseline percentiles it should not report an error. For details, see "Good and Error Boundaries" on
page 350.

SiteScope calculates the error boundary in one of the following ways:

o If the measurement has a static error threshold for the specific schedule, the percentile value of
the baseline threshold is calculated into an actual value and this value is then compared to the
value of the static threshold as follows:

= [f the static error threshold value is more extreme than the baseline threshold value, the static
error threshold value is used as the error threshold boundary for that measurement.

Example:

If the static error threshold is 100% CPU utilization and the computed baseline threshold is
67% CPU utilization, the static error threshold value (160% CPU utilization) is used as the
error boundary.

= [f the baseline threshold value is more extreme than the static error threshold value, then the
offset value is used. The offset is a percentage value that SiteScope adds to the baseline
threshold value (or subtracts from, depending on the direction of the measurement), and the
resulting value is used as the error boundary for that measurement. You can determine the
offset value in the Baseline Settings panel of Infrastructure Preferences.

Example:
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If the static error threshold for a schedule is 68% CPU utilization and the computed baseline
threshold value is 65% CPU utilization, the error boundary is calculated as:
65% CPU utilization * 130% (using the default offset value of 0.3) = 84.5% CPU utilization.

o If there is no error threshold value for the measurement with the specific schedule prior to
calculating the baseline (the measurement has a warning or good threshold value but no error
threshold value), and the Automatically create an error boundary if no error thresholds are
defined option is selected in the Baseline Settings, the percentile value of the baseline threshold
is calculated into an actual value and the offset value is added to/subtracted from the baseline
threshold value (depending on the direction of the measurement). The resulting value is used as
the error boundary for the measurement.

Note: An error boundary is not created if:

= There is no error threshold value for the measurement with the specific schedule prior to
calculating the baseline (for example, the measurement has a warning or good threshold
value but no error threshold value), and

= The Automatically create an error boundary if no error thresholds are defined option
is not selected.

For details on defining the offset value and automating error boundary creation, see "Infrastructure
Preferences" on page 615.

Baseline Thresholds User Interface

This section includes:

o "Calculate Baseline Dialog Box" on the next page

o "Fine-Tune Adherence Levels/Set Boundary Dialog Box" on page 356
o "Percentile Range Mapping Table" on page 357

o "Backup Configuration Dialog Box" on page 359

o "Baseline Monitor Measurement Graphs Dialog Box" on page 360

o "Annotation Tool" on page 363

« "Remove Baseline Dialog Box" on page 367

o "Baseline Status Report" on page 368

o "Activate Baseline Dialog Box" on page 370
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Calculate Baseline Dialog Box

This dialog box enables you to select the groups, monitors, or both, to include in the baseline
calculation, select the time range schedule for collecting baseline data, select and fine-tune the
adherence level to determine the extent that monitor measurement sample values have on the
threshold values, and calculate the baseline threshold.

To access | Select the Monitors context. In the monitor tree, right-click the SiteScope
container, a group, or a monitor, and select Baselining > Calculate.

Important ¢ Only an administrator in SiteScope, or a user granted Add, edit or delete

information monitors or Edit or delete monitors only permissions can use the baseline
feature to set monitor thresholds, and only for the monitors that are in the users
allowed groups list. Monitors in groups for which the user does not have
permissions are not displayed in the dialog box. For details on user
permissions, see "User Management Preferences" on page 726.

e The amount of time required to calculate the baseline thresholds depends on
the speed of the SiteScope server and the number of monitors selected for
baselining. If SiteScope needs to restart before the calculation process is
complete, SiteScope automatically continues the process after the restart.

o Enable the monitors run for a period that is long enough for SiteScope to
accumulate sufficient data to calculate the baseline. This period depends on
the Minimum number of days required for baselining and Minimum
number of samples required for baselining settings in Infrastructure
Preferences. For details, see "Infrastructure Preferences" on page 615. The
baseline can still be calculated and activated even if the monitor has
insufficient data, although the calculation is unlikely to be accurate.

Relevant "How to Set Monitor Thresholds Using a Baseline" on page 341
tasks
See also "Set Monitor Thresholds Using a Baseline" on page 340

Select Monitors for Baseline Calculation

User interface elements are described below (unlabeled elements are shown in angle brackets):
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Ul Element Description

<List of Groups, monitors, or both, to include in calculating the baseline threshold.
available The list includes the currently selected container and all of the child
groups and/or containers that are in the users allowed groups list.

monitors>

Default value: The current container and all child elements are selected.

Note: You cannot select a monitor instance if:

¢ lIts baseline has already been activated. In such cases, the selection
check box is not displayed.

e There is another monitor in SiteScope with the same name (the file path,
group name, and monitor name are identical). In such cases, Duplicate
name appears next to the monitor name.

Schedule

User interface elements are described below:

ul
Element Description

Schedule Schedule ranges used for collecting baseline threshold data. This enables you to

Range restrict to certain days or hours of the week the periods during which monitor data is

Name collected for the baseline calculation. The baseline thresholds that are created are
only effective for the same schedule range period. The range schedules displayed
are created in Schedule Preferences. For more information about creating range
schedules, see "Schedule Preferences" on page 708.

Note: You can select multiple ranges using the CTRL or SHIFT keys.

Default value: If no schedule range is selected, baseline threshold data is collected
all day, every day.

Adherence Level

User interface elements are described below:

Description Enables you to select the adherence level that determines the extent to which
monitor measurement sample values used in calculating the baseline affect the
threshold values. The adherence level is based on a percentile value that is
applied to all monitor measurements to determine when a measurement is in error
or warning. You can also fine-tune the adherence level for individual monitor
measurements, and set the Good Boundary.

To access: In the monitor tree, right-click the SiteScope container, a group, or a
monitor, and select Baselining > Calculate. Expand the Adherence Level
panel.
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Relevant "How to Set Monitor Thresholds Using a Baseline" on page 341
tasks
See also "Additional Information: Understanding Baseline Calculations" on page 350

User interface elements are described below:

ul
Element Description
Low The further the values used to update the thresholds are from the values calculated

adherence | by the baseline. Select this option if you are more tolerant to extreme measurement
values having an effect on the baseline.

Medium The values used to update the thresholds are at a mid-range from the values
adherence calculated by the baseline (default setting).

High The closer the values used to update the thresholds are to the values calculated by
adherence | the baseline. Select this option if you are less tolerant to extreme measurement
values having an effect on the baseline.

Fine-Tune Opens the Fine-Tune Adherence Levels/Set Boundary dialog box, enabling you to
Adherence | fine-tune the baseline adherence level and define a good boundary for any
Levels/Set measurement of any monitor type within the selected context. For user interface
Boundary  details, see "Fine-Tune Adherence Levels/Set Boundary Dialog Box" below.

Fine-Tune Adherence Levels/Set Boundary Dialog Box

This dialog box displays the percentile value used in the baseline calculation at each adherence
level and the good boundary (if configured), for each monitor measurement in the selected context.
This enables you to fine-tune the baseline adherence level and set good boundaries for any
measurement of any monitor type.

To access | Select the Monitors context. In the monitor tree, right-click the SiteScope
container, a group, or a monitor, and select Baselining > Calculate. Expand the
Adherence Level panel, and click the Fine-Tune Adherence Levels/Set
Boundary button.

Important = You can set adherence level percentile values to over 100%. This enables you to

information ' raise the threshold level above the level that would have been set, based on the
sample measurements collected. For example, if measurements collected for
CPU Utilization are between 10%-60%, and you only want to get errors above 80%
CPU Utilization, set the Error Percentiles Low value to a percentile that raises
the error threshold level to the desired level. In this instance, set the percentile to
134% (60% CPU Utilization * 134% = 80.4% CPU Utilization).

Relevant "How to Set Monitor Thresholds Using a Baseline" on page 341
tasks
See also "Set Monitor Thresholds Using a Baseline" on page 340
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User interface elements are described below:

Ul Element

| Reset |
(el
£

Monitor
Name:
Measurement
Name

Warning
Percentiles

Error
Percentiles

Good
Boundary

All browsable
monitor
measurements

Description

Reset. Restores the default error and warning threshold adherence level
values for the monitor measurement and to remove the Good Boundary.

Select All. Selects all listed monitor measurements.
Clear Selection. Clears the selection.

For each monitor in the selected context, displays the measurements that are
used in the baseline calculation. It also displays one measurement that
represents the measurements for all browsable monitors (at the bottom of the
list).

Displays the Low, Medium, and High adherence level percentile value that is
used to calculate the warning baseline threshold. For more details on this
topic, see "Baseline Adherence Level" on page 350.

Default value: Low 110; Medium 93; High 90

Displays the Low, Medium, and High adherence level percentile value that is
used to calculate the error baseline threshold. For more details on this topic,
see "Baseline Adherence Level" on page 350.

Default value: Low 120; Medium 98; High 95

Displays the actual value for the Good Boundary for each monitor
measurement type. This is the value of a measurement that is not considered
to be in error status, even though according to existing baseline percentiles it
should report an error. For more details on this topic, see "Good and Error
Boundaries" on page 350.

Default value: No value

Displays the Low, Medium, and High adherence level percentile value that is
used to calculate the warning and error baseline threshold for all browsable
monitor measurements.

Default Warning values: Low 110; Medium 93; High 90
Default Error values: Low 120; Medium 98; High 95

Percentile Range Mapping Table

This table displays the actual value that is mapped to each percentile range. SiteScope uses the
percentile value to define the baseline error and warning thresholds. Use this table to view the
actual value that corresponds to the percentile value, and to manually change the percentile value.
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To access | Select the Monitors context. In the monitor tree, select a monitor with an
activated baseline (you can check whether a monitor has an activated baseline by
right-clicking a group or monitor, and select Baselining > Status Report).
Expand the monitor's Threshold Settings, and click the Percentiles Table
button.

Important This table is available for monitors with an activated baseline only.

information

Relevant "How to Set Monitor Thresholds Using a Baseline" on page 341
tasks

See also ¢ "Set Monitor Thresholds Using a Baseline" on page 340

e "Threshold Settings" on page 305

User interface elements are described below:

Ul Element Description

Percentiles Percentile range that correlates to the actual value used for defining the baseline

Range error and warning thresholds. You can set the number of percentile ranges
displayed in the table from the SiteScope Preferences (Preferences >
Infrastructure Preferences > Baseline Settings).

Note: The left-hand value is exclusive and the right-hand value is inclusive. This
means that for a percentile range of 33-100, all values above 33 (but not 33 itself)
up to 100 are included in the range. The value 33 falls into the previous range and
100.01 falls into the next range.

Actual The actual value that is mapped to the percentile range.
Value
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Ul Element Description

Current Percentile value that correlates to the actual value that is used to define the
Percentile baseline thresholds.

Note:

¢ You can set the current percentile to a value over 100%. This enables you to
raise the threshold level above the level that would have been set, based on the
sample measurements collected. For example, if measurements collected for
CPU Utilization are between 10%-60%, and you only want to get errors above
80% CPU Utilization, set the percentile value to a percentile that raises the error
threshold level to the desired level. In this instance, set the percentile to 134%
(60% CPU Utilization x 1.34 = 80.4% CPU Utilization).

o SiteScope calculates the percentile range as follows:

= Forranges below 100%, percentiles represent the amount of samples in
each range. So the 80th percentile is the range that 80 percent of the CPU
Utilization values are smaller than or equal to.

= Ranges above 100%: The 110th percentile is calculated as the 100th
percentile x 1.1 (66.42 x 1.10 = 73.06); the 120th percentile is calculated as
the 100 percentile x 1.2 (66.42 x 1.2 =79.7), and so forth.

EPertenli!e Range Mapping Table - utilizationPercentage

Percentiles Mappings

Percentile Range _ Actual Value
85. 67 52.04

87 -89 54,64

£9. 82 57.37

B2 - 87 60.24

87 . 92 6325

92100

100-110 7306

110-120 797

Current Percentile

Enter new percentile value a0ls

i} - | Help

Backup Configuration Dialog Box

This dialog box enables you to save the current monitor threshold configuration before activating the
baseline threshold. You use the Configuration Tool to restore the configuration settings. For details
on the Configuration Tool, see the SiteScope Deployment Guide (<SiteScope root
directory>\sisdocs\doc_lib\Get_Documentation.htm).
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To access | Select the Monitors context. In the monitor tree, right-click the SiteScope node, a
group, or a monitor and select Baselining > Review & Activate. Click the
Backup Configuration button.

Important Create a backup configuration before activating the baseline configuration, since
information = you cannot undo threshold configuration changes after the baseline has been

activated.
Relevant "How to Set Monitor Thresholds Using a Baseline" on page 341
tasks
See also "Set Monitor Thresholds Using a Baseline" on page 340

User interface elements are described below:

ul

Element Description

Enter Target directory where the backup configuration file is saved or use the default
target SiteScope installation directory.

directory

Default value: C:\SiteScope

Enter the | Name for the configuration backup file. By default, the file is named using the
backup format: SiteScope <MM DD_YYYY> <HH_MM_SS>. SiteScope saves a backup file in
file name  zip format to the specified location.

Example: SiteScope 11 _05 2008 08 24 06

Baseline Monitor Measurement Graphs Dialog Box

This dialog box displays a graph per measurement, for all the measurements of the monitor. The
default date selected for displaying the graph is the day with the maximum error reduction. Each
graph shows the current warning and error thresholds, the baseline warning and error thresholds,
and historic data of all baseline-related monitor measurements over a 24-hour time period (from
00:00-23:59).

HP SiteScope (11.23) Page 360 of 1293



Using SiteScope
Chapter 26: Set Monitor Thresholds Using a Baseline

Baszeline Monitor Measurement Graphs
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Hours

To access Select the Monitors context. In the monitor tree, right-click the SiteScope node, a
group or a monitor container, and select Baselining > Review & Activate. In the
Successfully Calculated Monitors panel, select a monitor with calculated
baseline data, and click the View Graph button.

Important | The data displayed in the monitor measurement graphs is an aggregate of the
information = measurement data and as such, the time periods may not accurately reflect the
time the data was collected.

Relevant "How to Set Monitor Thresholds Using a Baseline" on page 341
tasks
See also "Set Monitor Thresholds Using a Baseline" on page 340

Graph Settings

User interface elements are described below:

ul
Element Description

@ Annotation Tool. Creates a snapshot of the graph you are viewing and highlight
important areas of the graph by drawing shapes, lines, and adding text to the
snapshot. For user interface details, see "Annotation Tool" on page 363.
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ul
Element Description

AN Collapse Report Filter. Click to collapse or expand the report filter.

Tooltip: When the collapsible report filter closes, the icon's tooltip displays details
about the selections you made in the filter.

Run. After you have specified the report setup, click to run the report for the date
displayed in the date link.

Historic Opens the calendar, enabling you to select the date for which you want to create

date monitor measurement graphs. The calendar contains the following buttons:
<date
link> ¢ Revert. Returns to the previously selected report date.

Current. Selects today's date in the calendar.

OK. Updates the date link for the selected date and closes the calendar.

¢ Cancel. Closes the calendar without making any changes.

Graph Content

User interface elements are described below (unlabeled elements are shown in angle brackets):
Ul Element Description
<Legend> Describes the color coding used in the graph.

Measurement = Name of the measurement appears above the graph.
name

Date Time and date on which the graph was generated.

<Data points> Displays for each 2 hour period of time on the Time axis, the value for the
selected monitor measurement.

Tooltip: The measurement value.

<Measurement Displays the monitor measurement type.

Type> <y-

axis>

Hours <x- Time division units for the date specified when generating the report (from 0-24
axis> hours).

Baseline Error Displays the baseline threshold line that determines Error status.
Threshold Measurements beyond this line exceed the error baseline status threshold for
the monitor. This is displayed on the graph as a solid red line.
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Ul Element Description

Baseline Displays the baseline threshold line that determines Warning status.
Warning Measurements beyond this line exceed the warning baseline status threshold
Threshold for the monitor. This is displayed on the graph as a solid orange line.

Current Error | Displays the threshold line that determines Error status. Measurements
Threshold beyond this line exceed the error status threshold for the monitor. This is
displayed on the graph as a dashed black line.

Current Displays the threshold line that determines Warning status. Measurements
Warning beyond this line exceed the warning status threshold for the monitor. This is
Threshold displayed on the graph as a dashed blue line.

Annotation Tool

This tool enables you to annotate a snapshot of the report you are viewing, to highlight important
areas. The Annotation Tool is available when viewing Baseline Monitor Measurements Graphs. The
Annotation Options enable you to customize your snapshot.

The Annotation Menu Bar contains elements that enable you to:
o Change the appearance of the snapshot.
e Save, print, or email an annotation report.

« Customize the appearance of text annotated onto your snapshot. These elements are enabled

only when the Text Tool button is selected.

To access Click the Annotate button on the right side of the page.

Important | To use the Annotation Tool, the Sun JRE plug-in 1.6.0_x (latest version
information recommended) must be installed on your machine. If the plug-in is not installed
on your machine, you are prompted to install it.

See also "Set Monitor Thresholds Using a Baseline" on page 340

Annotation Options

User interface elements are described below:

Ul Element
(A-2) Description
Iy Pan Tool. Click to navigate the snapshot.

] Select Tool. Click to select a specific area of the snapshot.
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Ul Element
(A-2) Description
|E| Shape Tool. Click to add a shape to the snapshot. Clicking the shape tool

button enables the following shape buttons:

o |E| Rectangle. Click to mark an area of the snapshot with a rectangle.

o |E| Filled Rectangle. Click to mark an area of the snapshot with afilled
rectangle.

|"‘“_| Oval. Click to mark an area of the snapshot with an oval.

|&

Filled Oval. Click to mark an area of the snapshot with a filled oval.

o |E| Rounded Rectangle. Click to mark an area of the snapshot with a round
rectangle.

o |E| Filled Rounded Rectangle. Click to mark an area of the snapshot with
a filled round rectangle.

Customization. After selecting this button, you can customize your line
appearance through the following parts of the interface:

e Line Type. Choose the type of line you want to add. Options include:
= Solid Line
= Jagged Line

o Line Width. Select the width of the line, in pixels, in the annotation.
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Ul Element
(A-2) Description
|T| Line Tool. Click to enable the line tool, which marks the selected area of the
o snapshot with a line.
Customization. After selecting this button, you can customize your line
appearance through the following parts of the interface:
¢ Line Style. Choose the style of line you want to add. Options include:
= Regularline
= Line with endpoints
= Line with arrows
e Line Type. Choose the type of line you want to add. Options include:
= Solid Line
= Jagged Line
o Line Width. Select the width of the line, in pixels, in the annotation.
|I| Text Tool. Click to add text to the snapshot.

Example: Add the syntax This is the problematic transactionabovea
line marking an area of the report.

Border and  Select the relevant square to choose the color of the border and fill of your
Fill Colors annotations. The available squares are:

o Upper Square. Click to choose the color of lines, as generated by the line
tool and displayed in unfilled shapes.

e Lower Square. Click to choose the color to fill shapes.

Clicking either of the squares generates a dialog box with the following tabs
where you choose the color:

e Swatches
e HSB

e RGB
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Ul Element
(A-2) Description
Opacity Slide the opacity bar to choose the darkness level of the selected shape line, text

line, or shape color in the annotation.

Note:

¢ A higher opacity percentage means that the selection appears darker. A lower
opacity percentage means that the selection appears lighter.

o This field is enabled when either the shape tool, line tool, or text tool button is
selected.

Annotation Menu Bar

User interface elements are described below (unlabeled elements are shown in angle brackets):

ul
Element
(A-2) Description

|| Save. Saves the snapshot on your local machine.

Note:

e The snapshot is saved in .png format.

« You cannot select the New Folder £l icon when saving in the My Documents
directory or any of its subdirectories.

| Select All. Selects all of the annotations added to your snapshot.
E Clear Selected. Clears all annotations.

|_ 1 | Undo. Rolls back the most recent action performed on the snapshot.

|E| Redo. Cancels the roll back of the most recent action performed on the snapshot.
& Zoom In. Brings the snapshot view closer.

|E| Zoom Out. Sets the snapshot view further away.

|g| Restore original size. Restores the snapshot to its original size.

|E| Print. Prints the snapshot.

E| Send E-mail. Click to send the snapshot via email.
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ul
Element
(A-2) Description

it Save to repository. Uploads the snapshot to Report Manager. For details on Report
Manager, see "Report Manager Overview" in the BSM User Guide in the BSM Help.

Note: This option is not available when accessing the Annotation Tool from

SiteScope.
? Help. Displays online documentation help for the page you are currently viewing.
B Bold. Bolds the text.

Note: This field is enabled only when selecting the Text Tool L button.

I Italic. Italicizes the text.

Note: This field is enabled only when selecting the Text Tool L button.

I Underline. Underlines the text.

Note: This field is enabled only when selecting the Text Tool L button.

=] Anti-aliasing. Adjusts the pixel reading of text or annotation lines so that they appear
smoother.

Note: This field is only enabled when selecting the Text Tool L/ button.

<Font Select the font for the text in the report.
Family>
Note: This field is only enabled when selecting the Text Tool L/ button.

<Font Select the size of the font in the report.
Size>
Note: This field is only enabled when selecting the Text Tool L/ button.

Remove Baseline Dialog Box

This dialog box enables you to select the groups, monitors, or both from which to remove the
baseline. You must remove a monitor's existing baseline calculation before you can recalculate the
monitor's threshold baseline.

To access  Select the Monitors context. In the monitor tree, right-click the SiteScope node, a
group, or a monitor and select Baselining > Remove.
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Important | Only an administrator in SiteScope, or a user granted Add, edit or delete

information monitors or Edit monitors only permissions can remove a baseline, and only for
the monitors that are in the users allowed groups list. Monitors in groups for which
the user does not have permissions are not displayed in the dialog box. For details
on user permissions, see "User Management Preferences" on page 726.

Relevant "How to Set Monitor Thresholds Using a Baseline" on page 341
tasks
See also "Set Monitor Thresholds Using a Baseline" on page 340

User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Element Description

<List of Groups, monitors, or both, from which you want to remove baseline threshold
groups calculation. The list includes all groups and/or monitors in the currently selected
and/or container, and all child containers in the users allowed groups list.

monitors>

Default value: The current container and all child elements are selected.

Baseline Status Report

This report displays information about the baseline status for all monitors in the selected context.

rEUmmary
Total of 10 monitors.
2 monitors have an activated baseline.
The calculation failed for 1 monitor.
T monitors are not baselined.

rDetails
Monitar Name *  Monitor Type ~ Baseline Status ¥ Baseline Status Details =
SiteScope\dutoSanity'Basic'Disabl...  CPU Maoniter not selected for baselining
SiteScope\AutoSanity'\Basic\CPU L. CPU Baseline activated
SiteScope\iutoSanity'BasiciMemo...  Memory Calculation failed Mo measuremerts to baseline
SiteScopeldutoSanity'\Basic'FTP o...  Port Maonitor not selected for baselining
SiteScope\AutoSanity'BasicURL L...  URL List Moniter not selected for baselining
SiteScope\futoSanity'\Basic\Disk 5...  Disk Space Monitor not selected for baselining
SiteScope\AutoSanity'\Basic'Direct...  Directory Baseline activated
SiteScope\dutoSanity'\Basic'link C...  Link Check Maoniter not selected for baselining
SiteScope\futoSanity'Basic\Servi...  Service Monitor not selected for baselining
SiteScopelAutoSanityddcd ddd CPU Maonitor not selected for baselining

To access | Select the Monitors context. In the monitor tree, right-click the SiteScope node, a
group, or a monitor and select Baselining > Status Report.
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Important e This is an ad hoc report that is not saved to the SiteScope configuration data
information for later use.

¢ You can sort monitor types in ascending or descending order by clicking the
column header. An arrow is displayed showing the sort order direction.

¢ You canfilter the display for Monitor Type and Baseline Status by clicking the
down arrow = and selecting a monitor type or baseline status by which to
filter. To clear the filter, select (All).

Relevant "How to Set Monitor Thresholds Using a Baseline" on page 341
tasks
See also "Set Monitor Thresholds Using a Baseline" on page 340

User interface elements are described below:

ul
Element Description

Monitor = Name and path of the SiteScope monitor depending on the context.

Name
Note: Only monitors in groups or subgroups that a user has permissions to access

are displayed in the report.

Monitor | The type of SiteScope monitor.
Type

Baseline = The monitor's baseline status. The following statuses are available:
Status

¢ Monitor not selected for baselining. The monitor has not been selected for
baselining.
o Calculating baseline. SiteScope is in the process of calculating the baseline.

o Calculation failed.SiteScope was unable to calculate a baseline.

¢ Calculated, not activated. A baseline was calculated for the monitor, but it has
not yet been activated.

o Activating baseline.SiteScope is in the process of activating the baseline.
o Activation failed.SiteScope was unable to activate the baseline.

o Baseline activated. The baseline has been activated for the monitor.
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ul
Element Description

Baseline Displays additional details for monitors with the following status:
Status
Details o Calculating baseline. Displays the baseline calculation stage for the monitor.

o Calculation failed. Displays the reason that the baseline calculation failed
(Insufficient data, No measurements to baseline). Monitors that failed due to
insufficient data are selected by default for automatic baseline calculation after
the monitors have run for a period that is sufficient for SiteScope to accumulate
data for the baseline period. For details, see "Activate Baseline Dialog Box"
below.

Refresh | Click during the calculation process to update the data in the status report.

Activate Baseline Dialog Box

This dialog box displays a summary of the calculated monitor's baseline data, and enables you to
save the current monitor configuration, view baseline measurement graphs, view failed operations,
and activate baseline threshold configuration. For monitors that SiteScope is unable to calculate a
baseline, it includes the reason for the failure.

To access | Select the Monitors context. In the monitor tree, right-click the SiteScope node, a
group, or a monitor and select Baselining > Review & Activate.

Important Only an administrator in SiteScope, or a user granted Add, edit or delete

information monitors or Edit or delete monitors permissions can use the baseline
feature to set monitor thresholds, and only for the monitors that are in the users
allowed groups list. Monitors in groups for which the user does not have
permissions are not displayed in the dialog box. For details on user
permissions, see "User Management Preferences" on page 726.

o Torevert to the current monitor configuration, you must create a backup
configuration before activating the baseline configuration.

e The amount of time required to activate the baseline threshold depends on the
speed of the SiteScope server and the number of monitors selected for
baselining. If SiteScope needs to restart before the activation process is
complete, SiteScope automatically continues the process after the restart.

Relevant "How to Set Monitor Thresholds Using a Baseline" on page 341
tasks
See also "Set Monitor Thresholds Using a Baseline" on page 340
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User interface elements are described below:

Ul Element Description

Successfully Calculated Monitors

| & view graph View Graph. Displays a graphical representation of baseline data for all the
measurements of the monitor. For details, see "Baseline Monitor
Measurement Graphs Dialog Box" on page 360.

|%| Select All. Selects all listed monitors.
|E| Clear Selection. Clears the selection.

Monitor Name Name of the SiteScope monitor selected for baselining.

Calculation Date on which the baseline was calculated.

Date

Error Status Reduction in the number of error statuses for a monitor if the baseline

Reduction threshold were applied. A negative number indicates an increase in the
number of error statuses for a monitor if the proposed baseline thresholds
were applied.

Example: Suppose you manually configure the threshold status for CPU
Utilizationto Error if >= 65% and there are 5 error statuses for the CPU
monitor (of which 3 errors are for data samples between 65%-70%, and 2
errors for above 70%). If you have SiteScope calculate the threshold using a
baseline and the threshold is set to Error if >= 70%, Error Status
Reduction would be 3.

Note: The Error Status Reduction value is based on collected data on the
calculation date.

Tip: If more than three days have elapsed since the calculation date, we
recommend that you recalculate the baseline.
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Ul Element

Warning Status
Reduction

Failed Monitors

Ty
e

Monitor Name

Reason for
Failure

HP SiteScope (11.23)

Description

Reduction in the number of warning statuses for a monitor if the baseline
threshold were applied. A negative number indicates an increase in the
number of warning statuses for a monitor if the proposed baseline thresholds
were applied.

Example: Suppose you manually configure the threshold status for CPU
Utilization toWarning if >= 55% and there are 3 waming statuses for the
CPU monitor (of which 2 warnings are for data samples between 55%-60%,
and 1 warnings for above 60%). If you have SiteScope calculate the
threshold using a baseline and the threshold is set to Warning if >= 60%,
Warning Status Reduction would be 2.

Note: The Warning Status Reduction value is based on collected data on the
calculation date.

Tip: If more than three days have elapsed since the calculation date, we
recommend that you recalculate the baseline.

Select All. Selects all listed failed monitors.
Clear Selection. Clears the selection.

Name of the monitor for which SiteScope was unable to calculate a baseline.

Reason that SiteScope was unable to calculate a baseline value for the
monitor. They include:

« Insufficient data. The monitor has not run for a sufficient period of time to
collect data to produce a meaningful baseline threshold. This period
depends on the Minimum number of days required for baselining and
Minimum number of samples required for baselining settings in
Infrastructure Preferences. For details on configuring the Baseline
Settings, see "Baseline Settings" on page 645.

o No measurements to baseline. The monitor has no measurements that
can be used in the baseline calculation. You cannot select the monitor for
baseline activation.

« No samples for the requested schedule. No data samples were
collected for the range schedule specified. You cannot select the monitor
for baseline activation.

o Unknown. The reason for baseline calculation failure is unknown. You
cannot select the monitor for baseline activation.
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Ul Element Description
Can Be Indicates whether a baseline can be activated even if the monitor baseline
Activated calculation failed.

Displays No if the baseline calculation failed for any reason other than
Insufficient data.

Displays Yes if the baseline calculation failed with the reason Insufficient
data. SiteScope uses the limited measurement samples that were collected
to calculate the baseline.
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A calculated metric is a metric produced by performing an arithmetic function or logical operation on
existing SiteScope metrics. The calculated metric then appears in the Thresholds Settings panel,
enabling you to configure thresholds based on that metric.

For example, you can create a calculated metric to calculate the average of two or more existing
metrics for a monitor instance, and then configure a threshold that triggers an alert if that average
exceeds a certain number.

To access

Select the Monitors context. In the monitor tree, expand the group folder that contains the monitor,
and select the monitor. In the right pane, click the Properties tab, and select the Calculated Metrics
Settings panel.

Learn About

This section includes:
e "Calculated Metrics Overview" below
o "Examples of Calculated Metrics" on the next page

o "Calculated Metrics for Dynamic Monitors" on the next page

Calculated Metrics Overview

Use calculated metrics to:
¢ Analyze metrics that are constantly changing, making it difficult to define status thresholds.
« Define new arithmetic or logic metrics based on SiteScope regular metrics.

o Enable you to run operations on monitor metrics using out-of-the-box operators, such as sum,
average, minimum, maximum, frequency, and previous.

o Enhance the business impact of certain SiteScope metrics.

To create a new calculated metric, you create an expression that consists of metrics, operators,
and values. You can check the validity of the expression at any time while creating the expression.
To enable you to distinguish between the metrics, operators, and values within an expression, they
are separately color-coded.

You can also create calculated metrics when you create a template monitor instance. For details on
creating template monitors, see "How to Create a Monitoring Structure Using a Template" on page
782.

SiteScope calculates the results for calculated metrics, and the results appear in the SiteScope
Dashboard and in the monitor's status summary.
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Examples of Calculated Metrics

Example 1:

You want to calculate the percentage of the page reads/sec to pages/sec for the Microsoft
Windows Performance Counter monitor. Create a calculated metric on the Microsoft Windows
Performance Counter monitor using the following expression:

(<<Memory: Page Reads/sec>> / <<Memory: Pages/sec>>)*100

Example 2:

You want to calculate the maximum CPU usage on a CPU Monitor. Create a calculated metric
on the CPU Monitor using the following expression:

#max(<<CPU Utilization # 1>>, <<CPU Utilization # 2>>, <<CPU Utilization # 3
>>, <<CPU Utilization # 4>>)

Example 3:

You want to check the maximum utilization of vCenter environments. Create the following
calculated metric expression:

#max(<</labm3esx01/HostSystem/cpu/coreUtilization.average*/>>)

Calculated Metrics for Dynamic Monitors

Dynamic monitors automatically update metrics and thresholds according to a metrics pattern that
specifies the metrics you want to monitor. When creating a calculated metric expression, you can
use only those regular expressions that are part of the dynamic monitors’ configured patterns.

For example, the Dynamic Disk Space monitor tracks how much disk space is currently in use on
your server. When dynamic monitoring is configured, the metrics and thresholds are automatically
updated as disks are added to or removed from the server. This enables you to configure the
monitor once, and leave it to detect disks and file system changes.

You can configure calculated metrics for dynamic monitors based on a common function, such as
average or sum.

Example:

To calculate the total free space for all disks, create a calculated metric expression that is the
sum of all metrics created from /.*/MB free/ as follows:

SUM(<</.*/MB free/>>)

Note: You can use only one regular expression per calculated metric that is not part of a
function (that is, a calculated metric that returns only one result).
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For more details on dynamic monitors, see Dynamic Monitoring Mechanism in the SiteScope
Monitor Reference Guide.

Tasks
How to Create a Calculated Metrics Expression

1. Prerequisites

= Only a SiteScope administrator, or a SiteScope user granted Add, edit or delete monitors
or Edit or delete monitors permissions, can use the calculated metrics feature, and only
for the monitors that are in the user's allowed groups list. If a user does not have
permissions to a group of monitors, those monitors do not appear in the Calculated Metrics
Settings panel. For details on user permissions, see "User Management Preferences" on
page 726.

= To configure calculated metrics to perform some arithmetic functions, there must be at least
one previous value of the selected metric. For example, you cannot calculate a previous
function without at least one previous run of the monitor.

2. Create a calculated metric expression

a. Select the monitor for which you want to create a calculated metric expression, and open
the Calculated Metrics Settings panel in the monitor properties. For user inerface details,
see "Calculated Metrics Settings" on page 378.

b. Configure the calculated metric expression to include metrics, operators, and values.

To insert a metric or operator in the Expression field, double-click the metric or operator, or
drag and drop it into the Expression field. You can also manually enter it in the Expression
field. The selected metric or operator appears in the Expression field in purple.

o Metrics. The list of metrics is dynamically updated based on the type of monitor that
you are configuring. For example, for a Disk Space monitor, the available metrics are
<<percent full>>and<<MB free>>.

o Operators. Defines the relation between the metric and the value. Operators contain
functions. For details about operators, see "Operators" on page 379.

o Values. A number or numerical expression applicable to the metrics parameter. For
relational or Boolean operations, enter 1 or 0. For SiteScope functions, enter values in
the inside parentheses of the operator. For example, to calculate the average of the
numbers 7, 9, and 11, enter those numbers inside the operator parentheses as follows:
#Average(7, 9, 11).

Note:
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o Calculated metric expressions involving the following features cannot be
calculated:

o A number divided by 0.

o A non-numerical string divided by a number. For example, the expression
<<Overlicensed status>>/100 fora License Usage Monitor cannot be
calculated because <<Overlicensed status>> is non-numerical.

For such calculated metrics, n/a appears in the Summary column of the
Dashboard for the relevant calculated metric.

For more details about available operations when creating calculated metric
expressions, see "Available Data Processing Operations" on page 410.

o You can include nested functions in expressions. For example, #average (#max
(<<access permitted>>.length,<<directory exists>>.length),2).

o For monitors, the Summary column in the Dashboard displays the most recent
measurement results reported by the monitor. This may include more than one
measurement, depending on the monitor type. For monitor groups, the summary
displays the number of monitors within the group and the number of monitors, if
any, that are reporting an error status.

o Owing to alimitation of the JavaScript engine, calculated metric expressions
cannot include values greater than 252, For more details, see http://ecma-
international.org/ecma-262/5.1/.

3. Check the validity of the expression - optional

To enable you to distinguish between the metrics, operators, and values within an expression,
they are separately color-coded. If any character is missing from a metric or operator, the
metric or operator remains black.

To check the validity of the expression at any time while creating the expression, click
Validate.

How to Set Combined Threshold Calculated Metrics

You can create calculated metrics which include logical expressions that can be used in thresholds.

To do this, configure two calculated metrics in the Expression field in the New/Edit Calculated
Metrics dialog box, and insert an operator between those two calculated metrics.

Example:

(utilization cpu#11==3)&(utilization cpu#l2==5)
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Ul Descriptions

Calculated Metrics Settings
Ul Element Description

| | New. Enables you to creates a new calculated metric in the New/Edit Calculated
T Metrics dialog box. For details, see "New/Edit Calculated Metric Dialog Box"

below.
5% Delete. Deletes the selected calculated metric.
|}| Edit. Enables you to edit the selected calculated metric.

For details, see "New/Edit Calculated Metric Dialog Box" below.
Name Name that describes the calculated metric.

Expression Defines the calculated metric. Expressions include metrics, operators, and
values. For details, see "New/Edit Calculated Metric Dialog Box" below.

Description Optional description of the calculated metric to make it easier to understand what
the calculated metric does.

New/Edit Calculated Metric Dialog Box

This dialog box enables you to create a new calculated metric or edit an existing calculated metric.

Ul Element Description
Calculated Metric Panel

Name Name that describes the calculated metric. The name should be unique, to
distinguish it from the names of other calculated metrics.

If you do not enter a name, the default name is Calculated Metric, followed by
the number of the calculated metric. For example, if there already exists one
calculated metric for a monitor and you create an additional calculated metric for
that monitor, the default name of the additional calculated metric is Calculated
Metric 2.

Description = Optional description of the calculated metric to make it easier to understand what
the calculated metric does.

Expression Calculated metric expressions include metrics, operators, and values.

Validate Checks the validity of the syntax of the expression in the Expression field. If the

expression is valid, the ok test “*' icon appears. If the expression is invalid, an
Error dialog box opens indicating that the expression could not be calculated.

Clear Deletes the expression in the Expression field.
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Ul Element

Metrics

Operators

Description

Metrics to insert in the Expression field. The list of metrics is dynamically
updated based on the type of monitor that you are configuring. For example, for a
Disk Space monitor, the available metrics are <<percent full>>and

<<MB free>>.

To insert a metric in the Expression field, double-click the metric, or drag and
drop the metric into the Expression field. You can also manually enter the metric
in the Expression field. The selected metric appears in the Expression field in
purple. If any character is missing from a metric, the metric remains black; if you
click Validate, it appears highlighted.

Operators define the relation between the metric and the value. Operators contain
functions. For more details about operators, see "Operators" below.

To insert an operator in the Expression field, double-click the operator, or drag
and drop the operator into the Expression field. You can also manually enter the
operator in the Expression field. The selected operator appears in the
Expression field in blue. If any character is missing from an operator, the operator
remains black; if you click Validate, it appears highlighted.

Integration Panel

Monitored
Entity

Operators

Displays the name of the monitored entity for the current calculated metric. If
SiteScope is connected to Business Service Management (BSM), the Integration
Panel displays the Cl that is reported to BSM. For more details about monitored
entities, see "Monitored Entity" on page 381.

Note: If you have selected a Cl in the Cl Type field in the HP Integrations
Settings panel, this Cl Type appears as the monitored entity in the Calculated
Metric Integration Panel. For more information about the HP Integrations Settings
panel, see "HP Integration Settings" on page 311.

Operators include:

o Arithmetic operators. +, -, *, /, (,).

o Boolean operators.

and
or

not

Logical Binary
& &&
I l

Note: You can use the operator | followed by zero (that is, |0) at the end of an expression to
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determine whether the expression is true or false. For example, if the metric
<<utilization cpu #1>> is greater than the metric <<utilization cpu #2>>, the
expression (<<utilization cpu #1>> > <<utilization cpu #2>>)|0 returns the
result 1, indicating that the expression is true. If the expression is false, it returns the result
0.

o Relational operators. <, >, ==, 1=, <= >=,

« JavaScript String Object Methods:

length .charAt() .concat() .indexOf() .lastIndexOf()
.match() .replace() .search() .split() .slice()
.substr() .substring() toLowerCase() .toUpperCase() .valueOf()

« SiteScope functions:

= #Average() - Calculates the average (mean) value among a series of numbers or value of
numerical expressions, separated by commas. For example, #Average(value 1, value 2,
value 3) calculates the average of value 1, value 2, and value 3.

This function works only if Java version 7 is installed on each client side user station.

= #Frequency() - Returns the value of the monitor running frequency in seconds. For example,
if the running frequency of a monitor is set at one minute, #frequency () returns the result
60.0.

= #longToDate() - Converts a time stamp in numerical format to a regular readable format. The
function receives a number (Long) and converts it to a date string according to the date format
in the second parameter: #longToDate(Long, Date Format). The returned timestamp is the
number of milliseconds since January 1, 1970 00:00:00.000 GMT. If GMT on the SiteScope
server machine is set to +6 for example, then the “start date” will be 1st January 1970
06:00:00.000

= #Max() - Returns the maximum value among a series of numbers or value of numerical
expressions, separated by commas. For example, #Max(value 1, value 2, value 3)
calculates the maximum value of value 1, value 2, and value 3.

This function works only if Java version 7 is installed on each client side user station.

= #maxMetric() - Returns the name of the metric which has the maximum value. It works only if
the expression includes regular expressions.

For example, if the value of the metric <<Zone/12sun23-z1/mem/%memory>> is greater than
the value of the metric <<Zone/12sun23-z2/mem/%memory>>, then #maxMetric
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(<<Zone/12sun23-z1/mem/%memory>>,<<Zone/12sun23-z2/mem/%memory>>) returns
<<Zone/12sun23-z1/mem/%memory>> (but not its value).

This function works only for dynamic monitors.

= #Min() - Returns the minimum value among a series of numbers or value of numerical
expressions, separated by commas. For example, #Min(value 1, value 2, value 3)
calculates the minimum value of value 1, value 2, and value 3.

This function works only if you have installed Java version 7.

= #minMetric() - Returns the name of the metric which has the minimum value. It works only if
the expression includes regular expressions.

For example, if the value of the metric <<Zone/12sun23-z1/mem/%memory>> is less than the
value of the metric <<Zone/12sun23-z2/mem/%memory>>, then #minMetric
(<<Zone/12sun23-z1/mem/%memory>>,<<Zone/12sun23-z2/mem/%memory>>) returns
<<Zone/12sun23-z1/mem/%memory>> (but not its value).

This function works only for dynamic monitors.

n #Previous() - Returns the value of a metric from the previous monitor run. For example, if the
MB free value of a memory monitor on its last run was 7828 MB and its current run is 7821
MB, #previous(<<MB free>>) returns the result 7828.0.

= #Sum() - Returns the sum of a series of numbers or value of numerical expressions,
separated by commas. For example, #Sum(value 1, value 2, value 3) calculates the
sum of value 1, value 2, and value 3.

This function works only if Java version 7 is installed on each client side user station.

» #valueOf() - Returns the value of the metric. The metric name should be inserted inside
parentheses, without angle brackets.

For example, you enter the expression #valueOf (#maxMetric(/(.)/cpu*1/) +
"cpuClick™). If the value of the regular expression (/(.)/cpu*1) is VM1/cpuBlal, then the
returned value is VM1.

This function works only for dynamic monitors.

Monitored Entity

Most SiteScope monitors report one monitored Cl to BSM. This Cl automatically appears as the
monitored entity in the Monitored Entity field. For monitors that report separate CI for each metric,
the calculated metric is connected to Cls according to the following table:

Note: After you have created a calculated metric with a particular monitored entity, you cannot
later select another monitored entity for that calculated metric. In that case, you need to delete
the calculated metric and create a new one with the desired monitored entity.
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Monitor Name
Dynamic Disk Space Monitor

SAP CCMS Monitor

SAP Work Processes Monitor

Siebel Web Server Monitor

Siebel Application Server Monitor

HP SiteScope (11.23)

Cl Type
Always a computer.

SAP System

Note: If a SAP CCMS monitor is not
connected to BSM, or you do not have the
license required to enable this monitor type,
NODE appears in the Monitored Entity field.

SAP ABAP Application Server

Note: If a SAP Work Processes monitor is not
connected to BSM, or you do not have the
license required to enable this monitor type,
NODE appears in the Monitored Entity field.

Siebel Web Server Extension

Note: If a Siebel Web Server Extension
monitor is not connected to BSM, or you do
not have the license required to enable this
monitor type, NODE appears in the Monitored
Entity field.

Siebel Application Server

Note: If a Siebel Application Server monitor is
not connected to BSM, or you do not have the
license required to enable this monitor type,
NODE appears in the Monitored Entity field.
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Monitor Name Cl Type
Solaris Zones Monitor In regular mode:

You must select a monitored entity by clicking

the Monitored Entities = button and
selecting a monitored entity from the
monitored entity tree.

In template mode:

If the calculated metric includes a free regular
expression, the "Monitored Entity is set by
regular expression" message appears in the
Monitored Entity field. This means that the
monitored entity is calculated automatically
during the template deployment. However,

VMware Performance Monitor you may still select a monitored entity by

clicking the Monitored Entities D button
and selecting a monitored entity from the
monitored entity tree.

If the calculated metric does not include a free
regular expression, you must select a
monitored entity from the monitored entity
tree.

For information about free regular
expressions, see "Free regular expressions"
on page 385.
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Monitor Name

VMware Host CPU Monitor

VMware Host Memory Monitor

VMware Host Network Monitor

VMware Host State Monitor

VMware Host Storage Monitor

VMware Datastore Monitor

HP SiteScope (11.23)

Cl Type

If the calculated metric includes a free regular
expression, the "Monitored Entity is set by
regular expression" message appears in the
Monitored Entity field. This means that the
monitored entity is calculated automatically
for each calculated metric that results from the
calculated metric. However, you may still
select a monitored entity by clicking the

Monitored Entities |:Z button and selecting
a monitored entity from the monitored entity
tree.

If the calculated metric does not include a free
regular expression, you must select a
monitored entity from the monitored entity
tree.

For information about free regular
expressions, see "Free regular expressions"
on the next page.
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Free regular expressions

A free regular expression is a regular expression that is not inside a function. For more details about
regular expressions, see "Regular Expressions" on page 192.

For example, the following is a free regular expression:
/.*VirtualMachine/.*/cpu/usagemhz.average[]/

This is calculated into four different calculated metrics, as follows:

labm3esx@1l/VirtualMachine/sisqavm@l/cpu/usagemhz.
labm3esx@1l/VirtualMachine/sisqavm@2/cpu/usagemhz.
labm3esx@1l/VirtualMachine/sisqavm@3/cpu/usagemhz.
labm3esx@1l/VirtualMachine/sisqavm@4/cpu/usagemhz.

average[]
average[]
average[]
average[]

Each of these calculated metrics has its own monitored entity according to the virtual machine

name, as follows:

sisqavmol
sisqavm@2
sisgqavme3
sisqavmo4

Tips/Troubleshooting

Troubleshooting/Limitations

o The Calculated Metrics Settings panel does not appear for custom monitors. You can create

calculated metrics in custom monitors only inside their data processing script.

o You can create calculated metrics when you create a template monitor instance. For details on
creating template monitors, see "How to Create a Monitoring Structure Using a Template" on

page 782.

o You can limit the number of calculated metrics per monitor that can be displayed in the
Dashboard (default is 100). In the case of dynamic monitors, the number of calculated metrics
per monitor is calculated after SiteScope has evaluated all dynamic monitors regular
expressions. You can change the maximum number of calculated metrics per monitor in
Preferences > Infrastructure Preferences > Calculated Metrics Settings. For details, see

"Calculated Metrics Settings" on page 639.

Note: If you reduce the maximum number of calculated metrics to less than the number of
calculated metrics already configured for that monitor, the number of calculated metrics that
appear in the Dashboard and in the calculated metrics table for that monitor is the new
maximum number of calculated metrics and an error is written to RunMonitor.log.

o The JMX monitor currently supports both calculated metrics and arithmetic counters. However,
it is planned that arithmetic counters will be removed from the JMX monitor in the future and
upgraded to calculated metrics. For details, see Arithmetic Counters in the SiteScope Monitor

HP SiteScope (11.23)
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Reference Guide.

o When you run a CPU Monitor on a server that has no metrics, the calculated metric result that
appears in the SiteScope Dashboard is n/a. If you then select a server that has metrics and run
the monitor again, the calculated metric result remains n/a. To obtain a calculated metric result
for the monitor that has metrics, you need to create a new calculated metric for that monitor.
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Elastic or dynamic configuration is a way to automatically adjust the SiteScope monitoring
configuration based on changes that are happening in your IT environment. SiteScope provides
various dynamic monitors that automatically update themselves over time by adding and removing
counters as changes occur in the system (for example, as disks/MBeans are added to or removed
from the server, as datastores and virtual disks are added or removed from the VMware
Datacenters, or as virtual machines move from one host system to another). In addition, you can
select counter patterns to be used as threshold conditions. In this way, thresholds are also updated
automatically when the counters are updated.

Learn About

This section includes:
o "List of Dynamic Monitors" below
¢ "Dynamic Monitoring Mechanism" below

o "Calculated Metrics for Dynamic Monitors" on page 389

List of Dynamic Monitors

The following dynamic monitors are available in SiteScope:

¢ Dynamic Disk Space Monitor o HP Vertica JDBC Monitor
¢ Dynamic JMX Monitor ¢ KVM Monitor

¢ Generic Hypervisor Monitor o VMware Datastore Monitor
« Hadoop Monitor o VMware Host Monitors

For task details, Ul description, and tips/troubleshooting, see the specific dynamic monitor in the
SiteScope Monitor Reference guide.

Dynamic Monitoring Mechanism

The dynamic monitoring mechanism works as follows:
¢ Define Counter Patterns

To enable the monitor to dynamically update counters, you define the counter patterns you want
to monitor using regular expressions. SiteScope uses Perl regular expressions for pattern
matching. For example, if you enter /cpu. */ or cpu, any counters with cpu in their name match
this pattern and are added to the counters list.
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Examples:

Dynamic Disk Space monitor: If you enter the pattern /. */.*platform.*/MB free/, the
monitor retrieves the MB free counters on disks that contain the word platform in their file
system's name.

Dynamic JMX, Hadoop monitor: If you enter the pattern
/java.lang/ClassLoading/.*/, the monitor retrieves all the ClassLoading counters in
the JMX application, such as TotallLoadedClassCount, UnloadedClassCount,
LoadedClassCount, ObjectName.

KVM/Generic Hypervisor monitor: If you enter the pattern /. */Domains
Information/.*/Used Memory/, the monitor retrieves the Used Memory counter for all
VMs.

VMware Datastore monitor: If you enter the pattern /.*/.*/accessible/, the monitor
retrieves the accessible counter for all datastores.

VMware Host monitor: If you enter the pattern
/.*/VirtualMachine/.*/cpu/usage.average\[\]/, the monitor retrieves the
usage.average|[ ] counter for all VMs.

o Set Update Frequency

You set the frequency of the dynamic update mechanism at the monitor level. This is the
frequency that SiteScope uses to update the counters retrieved from the server. This enables
running the update mechanism at a frequency that is appropriate for the monitor type. The
update frequency should not be less than the monitor run frequency in Monitor Run Settings. For
example, if the monitor runs every 10 minutes, the dynamic update frequency should be at least
10 minutes.

o Use Counter Patterns as Threshold Conditions

You can also select counter patterns to be used as threshold conditions. In this way, thresholds
are also updated automatically when the counters are updated. For example, in the Dynamic
JMX example above, you could set an error threshold based on the
/java.lang/ClassLoading/.*/ counter pattern.

The thresholds list always contains the counter patterns that were defined in the counters
pattern table (not the final counters that were found). The values in this list are updated
according to changes you make in the counter patterns table.

o Update Mechanism

During each update, the monitor connects to the server and automatically updates the status of
each counter that matches the pattern defined by the regular expression as follows:
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= It adds counters that match the patterns defined by the regular expression, and updates the
status of each counter.

= If the Continue displaying counters that no longer exist after update option is cleared, it
removes counters that no longer exist (avoids errors unnecessarily being logged). If this
option is selected (the default setting), counters are only added; not deleted.

= If you also defined a threshold using a counter pattern, then thresholds are added or removed
according to the counters available on server that match the pattern.

In this way, the monitor automatically configures itself with counters on the relevant dynamic
environment components.

If there are no counters that match the monitor patterns and no static counters, then the changes
are not saved since the monitor must have counters.

Note: When you define static counters (with no regular expression), these counters are
never removed from the monitor, even if they are no longer available on the server.

Calculated Metrics for Dynamic Monitors

A calculated metric is a metric produced by performing an arithmetic function or logical operation on
existing SiteScope metrics. The calculated metric then appears in the Thresholds Settings panel,
enabling you to configure thresholds based on that metric. For example, you can create a calculated
metric to calculate the average of two or more existing metrics for a monitor instance, and then
configure a threshold that triggers an alert if that average exceeds a certain number. For more
details on calculated metrics, see "Create Calculated Metrics" on page 374.

When creating a calculated metric expression for dynamic monitors, you can use both static
metrics (for which you can use calculated metrics normally, without using patterns), and you can
use regular expressions that are part of the dynamic monitor's configured patterns.

For example, the Dynamic Disk Space monitor tracks how much disk space is currently in use on
your server. When dynamic monitoring is configured, the metrics and thresholds are automatically
updated as disks are added to or removed from the server. This enables you to configure the
monitor once, and leave it to detect disks and file system changes.

You can configure calculated metrics for dynamic monitors based on a common function, such as
average or sum.
Example:

To calculate the total free space for all disks, create a calculated metric expression that is the
sum of all metrics created from /.*/MB free/ as follows:

SUM(<</.*/MB free/>>)

Note: You can use only one regular expression per calculated metric that is not part of a
function (that is, a calculated metric that returns only one result).
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SiteScope's content matching capabilities is an important function in monitoring networked
information systems and content. For SiteScope monitors that provide content matching, the basic
content matching is available through the use of Perl regular expressions.

SiteScope also includes the capability of matching document content by traversing XML
documents. For example, you can include an XML match content string using the URL Monitor and
Web Services Monitor to match an XML element name, an attribute of an XML element, or the
content of an element. You can use this to check for content in XML based Web pages, SOAP or
XML-RPC documents, and even WML pages served to WAP-enabled devices.

Learn About

Content Matching for XML Documents

The syntax of XML match content strings reflects the hierarchal structure of the XML document.
Match content strings that start with "xml" are recognized as element names within an XML
document. The element names are added, separated by periods, in the order of their relationship to
the root element. For example, in the document weather.xml the root element is <weather>. This
element includes child elements named <area>, <skies>, <wind>, <forecast>, and so forth. To
access the content of these XML elements or their attributes, you would use a syntax like
xml.weather.area.

To check that specific content or value is present, add an equals sign after the element name
whose content you are testing and then add the value of the content. If there are multiple instances
of an element name in the document, you can check a particular instance of that element by adding
the number indicating the order of the element in the document in square brackets (see the example
in the table below). You can also test for multiple elements or values by separating individual search
strings with commas. The table below gives several examples of the syntax used to match content

in XML documents.

Example Match Content Description

xml.weather.temperature Succeeds if any <weather> node in the document
contains one or more <temperature> elements. The
content of the <temperature> elements is returned by
the monitor. If no <temperature> element is found
within the <weather> node, an error is returned.

xml.weather.temperature=20 Succeeds if any <weather> node in the document

contains one or more <temperature> elements
where the content of the <temperature> element
equals 20. The content of the <temperature> element
is not returned by the monitor if the match is found.
An error is returned if no <temperature> element is
found within the <weather> node or if no
<temperature> element contains the value 20.
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Example Match Content Description
xml.weather.forecast. Succeeds if any <weather> node in the document
[confidence] contains a <forecast> element that has an attribute

called confidence. The value of the confidence
attribute is returned by the monitor if the match is
found. An error is returned if no <forecast> element is
found within the <weather> node or if no confidence
attribute is found.

xml.weather.forecast[3]. Succeeds if any <weather> node in the document

[confidence]=50 contains three or more <forecast> elements where
the third <forecast> element has a confidence
attribute with a value of 50. An error is returned if the
<weather> node has fewer than three <forecast>
elements or if the value of the confidence attribute is
not equal to 50.

xml.weather.temperature=20, Succeeds if any <weather> node in the document

xml.weather.skies=rain contains one or more <temperature> elements
where the content of the <temperature> element
equals 20 and if any <weather> node contains one
or more <skies> elements where the content of the
<skies> element equals rain. Returns an error if
either of the matches fails.

xml.wml.card.p.table.tr.td.anchor=Home Checks the content of <anchor> elements in the

Page designated path of a WML document. Succeeds if
any <card> node containing table cells with one or
more <anchor> elements where the content of any of
the <anchor> elements equals "Home Page."

XML Content Match Values in Monitor Configurations

Monitors like the URL Monitor have a content match value that is logged to the SiteScope monitor
data log and can also be used to set error and warning status thresholds for the monitor. The values
of the XML names are saved as the content match values for the monitor.

For example, if the match content expression was xml.weather.temperature and the document
was the contents of the file weather.xml, then the content match value would be 46.

You can then set the error, warning, and good status thresholds in the Advanced Options section for
the monitor to compare your specific thresholds to the value returned by the content match.

For example, if you are monitoring temperature values and want to be alerted when the temperature
value drops below 72 degrees, you could set the monitor status thresholds as follows:

Error if content match < 72
Warning if content match = 72
Good if content match > 72
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With this configuration, the monitor checks the content of the temperature element and then
compares it to the error and warning thresholds. In the example above, the status of the monitor
would be error because the temperature value is 46, which is less than 72.
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Integration monitors are used to capture and forward data from third-party domain managers or
applications (typically Enterprise Management Systems (EMS)) into BSM.

These monitor types require additional licensing and may only be available as part of another HP
product. For more information about Integration Monitor capabilities, see "Integration Monitors
Overview" on page 394.
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Integration monitors are run by the SiteScope data collector and are used to capture and forward
data from third-party domain managers or applications (typically Enterprise Management Systems
(EMS)) into BSM.

There are two levels of configuration for collecting the data and forwarding that data to BSM:

+ Required: The m