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Chapter 1: Introduction to Configuration Manager

This chapter includes:

HP Universal CMDB Configuration Manager Overview .................................cco......
Configuration Modeling and Analysis ... ...
Offline Analysis ...
POlCIES ...
Data Control - Actual and Authorized States ......... ... ... ... ...
Historical Companison . il
Topology Mode and Inventory Mode ... ...
System Operation Automation ... ...
User Management ... o
Configuration Manager in a Multi-Tenant UCMDB Environment ... ...........
Licensed Content ... ... . .
Home Page ... o
UCMD B BrOWS T .

USE CaS S oo

HP Universal CMDB Configuration Manager Overview

Configuration Management is the ITIL V3 process responsible for the organization's single source
of information for the IT which supports the business (the CMS - Configuration Management
System). It ensures that there is a complete and accurate picture of the IT infrastructure and
software, thus improving the quality of most ITIL processes and better facilitating business
decision-making. In addition, Configuration Management ensures the health of the organizational
IT, in order to minimize disruptions to the business.

HP Universal CMDB Configuration Manager (Configuration Manager) provides the tools to help the
system manager better control the CMS data. It focuses primarily on analyzing and controlling the
data in the CMS, as the ITIL v3 directs. Configuration Manager provides an environment for

controlling the CMS infrastructure, which encompasses many data sources and serves a variety of
products and applications.

Configuration control ensures that there are adequate control mechanisms over Cls while
maintaining a record of changes to Cls, versions, location and custodianship/ownership. Control of
the physical or electronic assets and components of the infrastructure ensures that the
configuration data is aligned and up to date with the physical world.
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Configuration Modeling and Analysis

One of the basic areas of functionality in Configuration Manager is the ability to measure your IT
environment against set standards. The underlying theory is that Cls serving the same purpose
should have a similar configuration, to reduce maintenance costs and improve predictability. The
Configuration Analysis module enables you to compare selected composite Cls to a configuration
model which captures a standard in the organization. This can help you measure how similar they
are.

The analysis consists of a comparison between the selected Cls and a custom configuration model
which you construct to meet your organization's needs. The criteria for determining the degree of
similarity between the Cls and the model include both the topology of the composite Cls as well as
selected attributes of the Cls. The analysis is an iterative process that consists of two steps -
model definition and comparison analysis. You determine a model, compare it against a given set of
Cls, and drill down into the details of the comparison to locate configuration discrepancies or refine
the model and rerun the comparison.

One use-case of this analysis is the ability to compare the configuration of different Cls in different
environments. For example, comparing an application in the production environment to the same
application in the staging environment could help to provide an explanation for production incidents
originating under a tested configuration.

For details on the configuration analysis process, see "Baseline Analysis" on page 110.

Offline Analysis

Configuration Manager performs an asynchronous offline analysis process that updates the
information appearing in managed views. Periodically, UCMDB is polled for updated Cls. The next
time a view is opened in Configuration Manager, the updated information is displayed. According to
the refresh rate that you specify, this analysis can occur either:

o daily at a time that you specify.

e each time a change is detected on one of the Cls, according to the Offline Analysis repeat
interval.

For details about the refresh rate and how to specify the offline analysis settings, see "Settings
Page" on page 212.

Policies

Policies are rules that define standards for an organization. These standards can be applied to the
managed environments (views) to continuously monitor their compliance with those standards.
When you apply a policy to a view, Configuration Manager checks whether the Cls in the view
satisfy the policy or not. You can apply several policies to a view simultaneously.

You can also bring in policy data from external applications by federation. This data can then be
consumed by Configuration Manager in the same way as policies that you create directly within
Configuration Manager. The Cl types that can be federated are Node, RunningSoftware and
IpAddress.
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The policy status level of a view is based on the sum of all the policies applied to the view. The
view's policy status level is the percentage of Cls in the view that satisfy the relevant policies.

One type of configuration policy you can apply is the baseline policy, which extends the
Configuration Analysis functionality by saving a configuration model to serve as the baseline
definition of a policy. Instead of comparing an individual Cl to a baseline, you can compare all the
Cls of that type in the view to the baseline by applying the policy to the view. In this way, you can
ensure that Cls of the same type comply with the defined baseline, and that new Cls added to your
system are also constructed in accordance with the baseline. For details on baselining, see
"Baselining" on page 181.

Another type of configuration policy is the topology policy, which is based on the Topology Query
Language (TQL) used in UCMDB. A topology policy defines the desired topological configuration
(the set of Cls and relationships between Cls).

An additional type of policy is the similarity policy, in which you select Cls and attributes that
enforce similarity between either all Cls of a certain type in a view, or groups of Cls in a view (where
each group is connected to a defined CIT).

An example of a use-case for defining a policy is the ability to ensure that any business-critical
application is highly available and that the supporting servers do not physically reside in the same
place in order to improve its resiliency in case of disaster.

For details on defining and managing policies, see "Policies" on page 179.

Out-of-the-Box Policies

Note: You will not be able to access this content unless you purchase an advanced license. To
obtain the appropriate license, contact your HP sales representative or HP Software business
partner.

Configuration Manager comes with a group of out-of-the-box policies, based on TQL queries
created in UCMDB. There are three types of these policies:

o Data quality policies — These policies ensure that no data is missingin UCMDB.

= Every server must have a location — This policy is activated only if there is at least one
Windows or UNIX machine connected to a Location ClI.

= Every server must have an owner — This policy is activated only if there is at least one
Windows or UNIX machine connected to a person with an Ownership relation type.

= Every MSSAQL or Oracle database server must have a version.

o Unutilized Resources policies - These policies ensure that no redundant processors or memory
are installed on Windows 7, 2003, or 2008 machines. For example, a policy might check that
Windows 32-bit systems with PAE disabled do not have more than 4 GB of memory installed.

o Clusterresiliency policies — These policies ensure that all clusters are resilient. For example, a

policy might check for geo-redundancy (that there is no geographical single point of failure on the
servers).
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Policies are provided for different types of cluster resiliency scenarios:

= Geographical single point of failure — In a virtual environment, the policies ensure that the
clusters' virtual machine hosts (for example, ESX servers) are located in at least two different
locations. In a non-virtual environment, the policies ensure that all of the clusters' nodes are
located in at least two different locations. To benefit from these policies, the location of the
servers should be modeled in UCMDB and you must activate the Apertura VISTA integration,
which discovers power distribution units.

= Power distribution unit single point of failure — In a virtual environment, the policies ensure
that the clusters' virtual machine hosts (for example, ESX servers) are connected to at least

two different power distribution units. In a non-virtual environment, the policies ensure that the
clusters’ nodes are connected to at least two different power distribution units.

= Virtual machine host single point of failure — In a virtual environment, the policies ensures that
the clusters’ virtual machines are hosted on more than one server (for example, in more than
one ESX server).

= Network single point of failure — In a virtual environment, the policies ensure that the virtual
machines are connected to more than one virtual switch.

= Application server similarity — The policies ensure that all the application servers in the
clusters are identical.

= Cluster node similarity — The policies ensure that all the nodes in the clusters (virtual or non-
virtual machines) are identical.

These policies are located in UCMDB in the following location: Modeling Studio > Resources
tab (select Queries as the resource type > Configuration Manager > Configuration
Manager - Do not modify folder.

Note: To discover data for these policies, you must perform Universal Discovery (UD),
including running all of the following activities:

= Software - Basic
= Software - JavaEE
= Software - Cluster

In addition, you must run discovery to obtain data for the virtualization infrastructure, the
network infrastructure, and the Layer2 topology.

For details about these activities and about performing discovery, see HP UCMDB
Discovery and Integrations Content Guide - Discovery Activities.
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Data Control - Actual and Authorized States

Configuration Manager enables you to control the data in your configuration management system
by managing different states of the views.

The actual state is the service topology and configuration as it is currently being reported by the
data sources of the configuration management system (for example, the Discovery module).

The authorized state is a controlled state of the service which indicates the correct configuration of
the service according to its configuration manager.

Different products, processes and people are interested in different information regarding the Cl,
according to their needs. For example, when responding to an application error, there is a need to
see the actual state of the servers running this application. This involves identifying the servers and
the software installed on them. In addition, when signing a Service Level Agreement, it is important
to define the authorized configuration of the servers. The actual configuration is not necessarily the
same as the authorized one (perhaps an unauthorized change has occurred), and the configuration
will not necessarily be the same a month from now (perhaps additional changes will be made by
then). The authorized state provides a protected environment for the consumption of the portfolio
with data that is less current but more stable and reliable.

Configuration Manager displays changes in the actual state of the service and enables you to
authorize them. When you authorize changes in the actual state of a view, the state becomes the
new authorized state of the view.

You can review the changes to composite Cls manually, and choose to authorize them on an
individual basis. Alternatively, you can set conditions for automatic state transition for the entire
view. All the changes in the view can then be authorized when the automatic state transition is
executed, if all the conditions are satisfied.

For details on managing the different states, see "Review/Authorize" on page 126. For details on
automatic state transition, see "Views" on page 168.

Historical Comparison

A configuration manager often needs to view configuration data from the past or a history of
changes in order to understand the root cause of a problem and avoid repeating mistakes.
Configuration Manager enables you to look into the past of either the actual or the authorized state
using the Changes History and Authorization History modules.

A snapshot is a configuration of a view recorded at a specific date and time. Comparing snapshots
enables you to scan for a specific change that occurred in the past using an advanced user
interface that highlights the changes between snapshots taken at different times as well as
changes from the current configuration.

Configuration Manager automatically takes snapshots of the actual state of a view whenever a
change occurs. It also takes a snapshot of the view at each authorization. The snapshots are
recorded in the CMS and remain as a fixed historical record. You can then compare two snapshots
of the same view in the same state to track changes in the environment over time. The Changes
History module displays snapshots of the actual state of a view and the Authorization History
module displays snapshots of the authorized state of a view.
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An example of a scenario where snapshot comparison could be helpful might be a company's portal
whose performance has been degraded over the past week. In response to customer complaints,
the administrator would investigate it by comparing the current state of the environment with its
snapshot from a week ago. He can then examine all the changes to determine which change may
have caused the performance degradation.

For details on snapshot comparison, see "Changes History" on page 147 and "Authorization
History" on page 158

Topology Mode and Inventory Mode

Configuration management can be conducted from a topology perspective or from an inventory
perspective. A service owner may prefer to view the complete service topology from the highest
level business service Cl down to the hardware Cls, while a manager focusing on a specific Cl
type, such as the database administrator, may want to see alist consisting of many Cls of the
same type.

To address this issue, Configuration Manager offers two different modes for viewing each managed
environment:

o Inventory mode. A filterable list of Cls
o Topology mode. A topological graph

Inventory mode enables you to filter large lists of composite Cls and to focus on subsets of
interesting Cls, such as Cls that have changed or Cls that are in breach of a policy. Topology mode
provides a broader graphical presentation of the service topology.

System Operation Automation

Configuration Manager provides the ability to use predefined flows from HP Operations
Orchestration to automate standard system operations. You create an automation by importing a
flow from HP Operations Orchestration.

You can run a controlled or non-controlled automation. The controlled automation functionality is
also referred to as automatic risk visualization. A controlled automation provides an awareness of
the possible risk involved in automation executions implemented from within Configuration
Manager.

Automation policies enable you to determine when there is a high risk in running an automation. All
automation policies are managed from the Automation Policy Management module. They enable
you to define restrictions based on the automation execution information and the impact on the Cl
on which the automation was run.

For information on how to run a controlled or non-controlled automation, see "Run a Controlled or
Non-Controlled Automation" on page 76.

For information on how to define an automation policy, see "Define an Automation Policy" on page
232.
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User Management

User, group, and role management functions are performed within the HP Universal CMDB
application. For details about setup and configuration, see the following sections in the HP
Universal CMDB Administration Guide:

e "Users and Groups"

o "Roles Manager"

Configuration Manager in a Multi-Tenant UCMDB
Environment

While Configuration Manager itself does not support multi-tenancy, it can connect to a multi-tenant
UCMDB environment.

To ensure that end users view UCMDB resources and Cls in a tenant-safe fashion, Configuration
Manager should be set up in one of the following ways:

Configuration Manager for UCMDB Administration Only (Recommended)

In a multi-tenant UCMDB environment, Configuration Manager can function as the UCMDB
administration tool. In this case, only administrators - who have permission to see all tenant-related
information - can define configuration policies and/or track changes, while end-users with
permissions associated with a specific tenant can view the resources to which that tenant is
assigned, through the UCMDB Browser.

This is achieved as follows:

« Policies are defined in Configuration Manager, and can be consumed by end-users in a tenant-
safe way through the UCMDB Browser.

A view defined in UCMDB to display data for all tenants can be managed in Configuration
Manager and policies can be applied on top of the view. While administrators accessing the
Configuration Manager Ul can view the policy status for all Cls in this view, end-users
accessing the UCMDB Browser can consume only the policy status of those Cls that they are
authorized to see.

« In Configuration Manager, policies can be applied to tenant-specific Cls by specifying the tenant
in the Owner Tenant attribute in the policy's filter. This ensures that the policy is applied only to
Cls whose owner tenant is the specified tenant.

Note: You need to add the Managed qualifier to the Owner Tenant attribute in the Cl Type
Manager to make this attribute visible in the Configuration Manager attribute filter.

Configuration Manager for End-User Functionality

In a multi-tenant UCMDB environment, when all end users have direct access to the Configuration
Manager Ul, views managed in Configuration Manager must contain tenant-specific data, and
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access to these views must be configured to be limited to the tenants associated with the users'
permissions for these views.

While this option enables all end-users to access Configuration Manager, it requires configuration
and maintenance of each individual view, per the relevant tenant.

Licensed Content

Some features of Configuration Manager require a License to Use (LTU), which is purchased
separately. You will not be able to access these features unless you purchase an Advanced
Configuration Manager LTU. To obtain the appropriate license, contact your HP sales
representative or HP Software business partner.

The functionality and content that are included in the Advanced Configuration Manager LTU are:
o Segmentation Analysis. For details, see "Segmentation Analysis" on page 119.

o Similarity Policies. For details, see "Policies" on page 179.

o Topology Policies. For details, see "Policies" on page 179.

o Pre-defined out-of-the-box policies. For details, see "Out-of-the-Box Policies" on page 14

o Pre-defined out-of-the-box views. For details, see "Out-of-the-Box Views" on page 169.

Note: Out-of-the-box policies and views are installed by default during installation, but cannot
be accessed unless you have purchased and activated an advanced license.

The following features require the Automation Risk Visualizer LTU and are no longer included by
default during deployment. These features are available only to users who have previously
purchased a license for HP Universal CMDB Configuration Manager version 9.20 or 9.30:

¢ Automation Management
o Automation Policies

For information about these modules, see the HP Universal CMDB Configuration Manager User
Guide for the relevant version.

Enabling Advanced Content

You can enable advanced content in two ways:

o Toinstall the advanced content during deployment, you must be connected to a UCMDB server
on which an advanced license has already been installed. During Configuration Manager

deployment, you can then select the check box on the Advanced Content page of the installation
wizard.

o If you purchased the relevant license after deploying Configuration Manager, perform the
following procedure to activate the content:
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a. Launch your Web browser and enter the following address: http://<server_name>:<port_
number>/cnc/jmx-console, where <server_name> is the name of the machine on which
Configuration Manager is installed.

b. Enterthe JMX console authentication credentials.
c. Under Configuration Manager, click ImportExport service.

d. Locate the activateAutomanageResource operation and click Invoke.

Deleting Advanced Content

If you want to delete advanced content that was previously installed, do the following:

1. Launch your Web browser and enter the following address: http://<server_name>:<port_
number>/cnc/jmx-console, where <server_name> is the name of the machine on which
Configuration Manager is installed.

2. Enterthe JMX console authentication credentials.

3. Under Configuration Manager, click Licensed content service.

4. Locate the deactivateAutomanagedResources operation and click Invoke.

Home Page

The Home page is your entry into Configuration Manager and provides a simple navigation interface
to its major features and functionality.

Note: A key icon appears next to those features that require a license to use. Ask your system
administrator to purchase the necessary license.

The Home page contains the following areas:
o Manage your configuration
= Inthe Quick Start section, you can:
o manage an existing UCMDB view. For details, see "Views" on page 168.

o create and manage an inventory view. For details, see "Inventory View Wizard" on page
54.

o create new policies or manage existing policies. For details, see "Policies" on page 179.
o view policy results. For details, see "Policy Summary Page" on page 70

o schedule operational reports to be automatically sent to you by email. For details, see
"Schedule a Report" on page 203.
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= Inthe Standardize the IT Environment section, you can:

o create a baseline policy that uses a selected Cl as a gold master. For details, see "Define
a Baseline or Topology Policy" on page 182.

o create a policy that specifies the topology and attributes to be used as the basis for your
configuration. For details, see "Define a Baseline or Topology Policy" on page 182.

o create a policy to standardize the configuration of your data. For details, see "Similarity
Policy Wizard" on page 59.

o create a policy to track clusters and other patterns across applications. For details, see
"Define a Baseline or Topology Policy" on page 182.

= Inthe Analysis section, you can:

o compare Cls with a configuration model. For details, see "Define a Configuration Model for
Comparison" on page 111.

o find groups of Cls that have similar configurations. For details, see "Select Cls that
Contain Groups of Similar Cls" on page 120.

= Inthe Business Continuity section, you can:

o select a policy to help provide continuity in your business environment. For details, see
"Policies" on page 179.

o create a policy based on an existing view. For details, see "Define a Baseline or Topology
Policy" on page 182.

o create a new topology view in UCMDB. For details, see the HP Universal CMDB
Modeling Guide.

= Inthe Data Quality section, you can:

o Specify the requirements for high quality data. For details, see "Data Quality Policy
Wizard" on page 56.

= Inthe Control Changes section, you can:

o review and authorize changes to Cls. For details, see "Authorize Changes to Cls" on page
129,

o review changes history. For details, see "Compare Snapshots" on page 148.

o review authorization history. For details, see "Compare Snapshots" on page 159.
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o Data summary
= Favorite Views Compliance

This section displays a list of your favorite views and a graphic representation of the policy
status (satisfied, in-breach, or no data) for each of the views. Clicking on Favorite Views
Compliance opens the View Summary module, and clicking on a view opens that view in the
Explore Views module.

You can also click |_*%/to access the Show User Preferences window, where you can
change preferences for your favorite views.

Note: Up to 40 views (those that have the highest percentages of in-breach policies) are
displayed in the Favorite Views Compliance list.

= Policy Summary

This section provides a summary of the policies defined in Configuration Manager and a
graphic representation of the policy status (satisfied, in-breach, or no data) for each of the
policies. Clicking on Policy Summary opens the Policy Summary module, and clickingon a
policy opens that policy in the Policies module.

= KPI Summary

This section provides a dashboard view of the key metrics being monitored by Configuration
Manager. Clicking on KPlI Summary opens the KPl Summary module, and clicking on a view
opens that view in the Explore Views module.

o Inaddition, links at the top of the Home page provide direct access to each of the main
functional modules of Configuration Manager.

UCMDB Browser

The UCMDB Browser provides a simple and intuitive search for Cls in UCMDB and displays
important data in the context of the selected CI. It is an ideal tool for providing quick access to
specific Cl information.

For a Cl that is found as aresult of a search query, relevant data is presented and gathered into
information widgets (for example, the Policies widget). Data is presented by default in a Preview
mode, with the option to view more comprehensive data in an Expanded mode.

The Browser has a lightweight Ul that ensures simple access to UCMDB information. No user
administration is required (this is handled by the UCMDB Ul), and no upgrades are needed when
updating to a newer version. The Browser has backward compatibility and works with different
versions of the UCMDB server by using only the UCMDB SDK.

Policy information from Configuration Manager is displayed using the Policies widget in the
UCMDB Browser. This widget is provided out of the box, and during installation the required
federation configuration from Configuration Manager is created.
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The Policies widget shows policy status (satisfied or in breach) for the selected Cl that is federated
to UCMDB from Configuration Manager. Additional federation adapters for policy information have
been configured in UCMDB are also displayed.

Accessing the UCMDB Browser

You can navigate to the UCMDB Browser in several ways:
e Toopenthe UCMDB Browser directly in a new window, enter:
http://<server name>.<domain name>:<port>/ucmdb-browser

where <server name>.<domain name> represents the fully qualified domain name (FQDN) of
the Configuration Manager server and <port> represents the port selected during installation.

e Toopen the embedded UCMDB browser with no Cl selected, click Explore > UCMDB
Browser.

o Toopenthe UCMDB Browser in the context of a selected Cl, do one of the following:

= Enteraterm in the Search field at the top of the Configuration Manager screen and click |

= Inthe Review/Authorize or Explore Views modules, select a Cl and click &=,

Note: If you experience difficulties loading the embedded UCMDB Browser when using
Internet Explorer 9, perform the following steps:

= Disable compatibility mode for the UCMDB and Configuration Manager URLs (Tools >
Compatibility View Settings).

= Disable the Chrome frame add-on (Tools > Manage Add-ons).

Navigating from the UCMDB Browser to Configuration Manager

Three options are provided for navigating back to Configuration Manager from the UCMDB
Browser:

Ul Elements Description
Click to navigate back to the originating module in Configuration
<:::| Manager.
Click to navigate to the Review/Authorize module in the context of the
E;rl selected Cl.

Note: This functionality is available only for composite Cls.
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Ul Elements Description
Click to navigate to the Explore Views module in the context of the
% selected Cl.

Note: This functionality is available only for composite Cls.

Note: If you select a Cl in the UCMDB Browser that does not appear in any view and you
attempt to navigate the Review/Authorize Changes or Explore Views modules, you will be
asked if you want to create a view for the selected ClI. If you choose to do so, you will be
redirected to the selected module when the wizard is completed.For details, see "Inventory
View Wizard" on page 54.

Getting Help

When you are in the embedded UCMDB Browser, you can access the complete UCMDB Browser
online help by clicking Help > Help on this page.

Upgrading the UCMDB Browser

You can upgrade to the latest version of the UCMDB Browser independently of Configuration
Manager.

1. Download the latest version of the UCMDB Browser from HPLN to a temporary directory:
https://hpin.hp.com/node/9462/contentfiles#node_9554.

Note: You may be asked to supply your HP Passport user name and password.

2. Navigate to the following folder: <CM_installation_folder>/servers/server-0/webapps.

3. Delete the uemdb-browser.war file.

4. Verify that the ucmdb-browser folder has been deleted as well. If the folder still appears after
approximately 30 seconds, stop the Configuration Manager service and delete the folder

manually.

5. Copy the new ucmdb-browser.war file into the <Configuration Manager installation
folder>/servers/server-0/webapps folder.

Note: If the server is running, use a cut-and-paste operation to put the new WAR file in
place, rather than copy-and-paste. Using cut-and-paste copies the file instantly and
causes the server to deploy the full application (instead of possibly deploying an
incomplete WAR file).

6. If you stopped the Configuration Manager service and deleted the ucmdb-browser folder
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manually (as described in step 4), restart the Configuration Manager service.

7. Verify that the ucmdb-browser folder has been recreated.

Use Cases

The following are some examples of how Configuration Manager can be used:
« View your servers

As a system administrator, you can view your servers and their details (attributes, CPUs, file
systems, and IP addresses), as well as the high-level relationships between them.

¢ Investigate your hardware

As a system administrator, you can quickly see the different types of CPUs used in your
physical servers.

« Establish a configuration baseline for a lab

As a lab administrator, you can analyze the configuration of your servers and establish a
baseline that best represents the current configuration of (most of) your servers.

o Model and view an application service tree

As an application owner, you can model and view your application service tree from the
business layer through your application and software layers down to your infrastructure layers.

« Investigate and isolate configuration changes that may have caused problems in your
application.

As an application owner, you may have an application that suffers from degraded performance
that started some time ago. You can isolate configuration changes that happened in your
application service tree during that time period that may have caused the problem.

o Track changes that occur in your application service tree

As an application owner, you can track and acknowledge changes that occur in your application
service tree.

« Automatically acknowledge changes (reduce manual tracking)

As an application owner, you can track and acknowledge changes that happen in your
application service tree, but you want an option to manually track only interesting changes while
automatically acknowledging changes that do not violate predefined conditions.

« Create a compliance stack for your application service tree

As an application owner, you can create policies that cover your applications' configuration
compliance.
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Best Practices for Working with Configuration Manager

The following approach is recommended as a best practice for adopting the authorized state for
applications that require high quality configuration data:

o Begin by determining the data you need to consume. Define views accordingly and add these
views to be managed in Configuration Manager.

o Set automatic state transition conditions for those views to authorize all changes in the view.
This essentially copies the configuration of the actual state to the authorized state.

« Configure your applications to consume data from the authorized state of the views, rather than
the actual state.

o Gradually begin controlling the data in these views by applying policies, changing the automatic

state transition rules, and manually authorizing changes. In this way, you can adopt the
configuration authorization process while maintaining the ability to consume your data.
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Content Management Overview

To work with managed views in Configuration Manager, you first need to prepare the content
coming from UCMDB. The managed views contain IT elements organized such that you can
analyze and control the CMS data using Configuration Manager.

One of the methods of restructuring the content in preparation for Configuration Manager is ClI
composition. Cl composition is a process whereby a specific Cl type is selected as the leading
Cl, and all the Cls which are part of that C| are grouped under it as component Cls. For example,
CPUs are part of a host, so the composite Cl of a host encompasses the CPUs as well.

Using composite Cls to display the content:

e is amore intuitive way of presenting the data. You would usually refer to a CPU only in the
context of its host.

« helps to simplify the topology, since the topology is only mapped on the level of the composite
Cls. Because composite Cls can be composed of many component Cls, the topology map is
much simpler.

o enables you to manage a group of related Cls from the leading CI. All changes in the component
Cls are captured as a change to the leading CI. You can drill down from there to see details of
the component Cls.

The composite Cls that form the content of the managed views are defined by folding rules that
detail which Cl types are treated as components of composite Cls. You set the folding rules for
your composite Cls in the Cl Type Manager in HP Universal CMDB. For details, see "Set Folding
Rules for Composite Cls" in the HP Universal CMDB Modeling Guide.

Another method of organizing the data is by setting the layer and classification definitions for the
composite ClITs. Layers are categories used for grouping composite CITs functionally. Examples
of layers include Business, Software, and Infrastructure. Classifications are categories for
grouping the composite CITs into finer divisions.

A further step in preparing the UCMDB content for Configuration Manager involves defining
managed and comparable attributes for the CITs. Managed attributes are the CIT attributes which
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you want to manage in Configuration Manager. They are the attributes that are copied to the
authorized state when a change is authorized as well as tracked for their history. You can use them
in defining policies. Comparable attributes are those managed attributes which are used for Cl
Baseline comparisons in Configuration Manager.

The values for layers and classifications, as well as the managed attributes and comparable
attributes, are defined in the CI type definition in UCMDB.

Requests for Change
Configuration Manager imports from UCMDB requests for change (RFCs) that were opened in
Service Manager. Every RFC is associated with at least one Cl. The RFCs for a Cl are displayed in

the Related RFCs tab of the Comparison Details pane in the Review/Authorize, Changes History,
and Authorization History modules.

You can filter the RFCs retrieved based on the RFC properties, the Cl types, and the number of
days since the RFC was scheduled to be completed using the settings in Administration >

Settings > Application Management > RFC under Fetched RFCs Criteria. You can also select
the RFC properties to be displayed using the settings under RFC Display.

Note: The filter by the scheduled RFC completion date is relevant for the Review/Authorize
module. In the Changes History and Authorization History modules, only RFCs scheduled for
completion within the range of the selected snapshots are displayed.

It is a best practice to check the Related RFCs tab for a Cl indicated as in breach of a policy, as
part of the investigation of the causes of the breach.

Configuration Manager Content Workflow

This task describes the workflow for managing Configuration Manager content.

This task includes the following steps:

o "Prerequisites" below

o "Define the Cl Composition" on the next page

o "Define Layers and Classifications" on the next page
o "Define Managed Attributes" on the next page

o "Define Comparable Attributes" on the next page

o "Define Comparison Matching Rules" on page 30

1. Prerequisites

Start by examining a view in UCMDB. Consider the purpose of the view and how you want to
display the data in composite Cls.
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2. Define the Cl Composition

When you have decided on rules for the scope of the composite Cls, edit the existing folding
rule definitions for the relevant composite Cls. For details, see "Set Folding Rules for
Composite Cls" in the HP Universal CMDB Modeling Guide.

When Configuration Manager is started, or when the folding rules in HP Universal CMDB are
modified, Configuration Manager automatically generates relevant perspectives in UCMDB
based on the folding rules defined in HP Universal CMDB. These perspectives are located in
the Configuration Manager - Do not change folder in the Resources pane of Modeling
Studio.

After defining your folding rules, go to the Explore Views module in Configuration Manager and
verify that the view is appearing correctly according to the defined rules.

3. Define Layers and Classifications

Consider the layers and classifications in which each composite CIT belongs. Set these
definitions for the composite CITs using the layer and classification static attributes in the ClI
Type Manager in UCMDB. The colors of the layers and classifications are defined in
Configuration Manager in Administration > Settings > Application Management >
Topology Presentation > Topology Layout.

Note: It is not necessary to define layers and classifications for the component CITs.

4. Define Managed Attributes

Decide which CI Type attributes of all Cl types (both composite and component) should be
defined as managed attributes. Set these definitions by selecting the Managed qualifier for the
selected attributes in the Cl Type Manager in UCMDB.

It is recommended that key attributes of CITs be defined as managed attributes, unless they
do not contain meaningful values for users (such as Root Container).

Note: Only managed attributes are visible in Configuration Manager and are copied to the
authorized state of the view during authorization.

5. Define Comparable Attributes

Decide which managed attributes of all Cl types (both composite and component) should be
defined as comparable. Comparable attributes are used for Cl| comparisons in Configuration
Manager. Set these definitions by selecting the Comparable qualifier for the selected
attributes in the Cl Type Manager in UCMDB.

For composite CITs, it is recommended that the key attributes not be defined as comparable.

For component CITs, it is recommended that the key attributes be defined as comparable if
they contain meaningful values for users.
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6. Define Comparison Matching Rules

You can define matching rules for the comparable attributes of certain CITs, which provide
guidelines for the comparison between component Cls. A matching rule tells Configuration
Manager which attribute to use in identifying parallel Cls for comparison.

You can define multiple attributes in a CIT matching rule, with a different priority for each
attribute (the primary attribute is used first, the secondary one next, and so on). The matching

rules are defined in the Cl Type Manager in HP Universal CMDB. You can access HP
Universal CMDB from Configuration Manager.

a. Click the Launch UCMDB @ button to open HP Universal CMDB.
b. Navigate to Managers > Modeling > Cl Type Manager.

c. Select Cl Types from the list box in the Cl Types pane.

d. Intheright pane, click the Matching Rules tab.

e. Define matching rules for attributes to determine which Cls should be compared. For
details, see the HP Universal CMDB Modeling Guide.

Note:
o Matching rules are not relevant for composite CITs.

o Matching rules can only be defined for attributes defined as comparable.

Manage Configuration Manager Content - Use Case

This use-case describes the Configuration Manager content workflow for an I1IS Web Server view.

Note: For a task related to this scenario, see "Configuration Manager Content Workflow" on
page 28.

This scenario includes the following steps:

o "Background" on the next page

o "Set the Cl Composition in HP Universal CMDB" on the next page
o "Set Layer Definitions" on the next page

o "Set Classification Definitions" on page 32

e "Set Managed Attributes" on page 32

HP Universal CMDB Configuration Manager (10.10) Page 30 of 256



User Guide
Chapter 2: Content Management

o "Set Comparable Attributes" on the next page

o "Define Matching Rules" on page 33

1. Background
Consider a view in UCMDB that includes Cls of the following types:

= 1IS Web Server
= Node
s Oracle

To prepare the view for working in Configuration Manager, you can define various settings, as
described in the following steps.

2. Setthe Cl Composition in HP Universal CMDB

Click the Launch UCMDB @ button to open HP Universal CMDB. In HP Universal CMDB,
select Managers > Modeling > Cl Type Manager. Select Calculated Relationships from
the list box in the CI Types pane. Under Calculated Links, select Folding Rules
(Configuration Manager). Locate the following folding rules of 1IS Web Server.

= 1IS Application Pool
= IS Web Service
= IS Web Site

The rules further define IIS Web Dir to be a component Cl of IS Web Site, and
Configuration File to be a component CI of [IS Web Dir.

If you want to modify any of these folding rules, make the required change in HP Universal
CMDB. For details, see "Set Folding Rules for Composite Cls" in the HP Universal CMDB
Modeling Guide.

3. Set Layer Definitions

Navigate to the Cl Type Manager in UCMDB. Note that the layer attribute of the Cl types in
our view is defined as follows:

= IS Web Server - Software
= Node - Infrastructure
s Oracle - Software

If you want to modify any of these definitions, make the required change in the layer attribute of
the relevant CIT.
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4. Set Classification Definitions

Navigate to the Cl Type Manager in UCMDB. Note that the classification attribute of the ClI
types in our view is defined as follows:

» IS Web Server - Web server
= Node - Infrastructure
» Oracle - Database

If you want to modify any of these definitions, make the required change in the classification
attribute of the relevant CIT.

5. Set Managed Attributes

Select the CIT attributes to be defined as managed attributes. For example, for IIS Web Server
the attributes Version and Name are defined as managed by default. The attribute
StartupTime is not defined as managed by default, because it is not considered part of the
configuration. You can change the default definition of an attribute to fit the needs of your
system.

To define an attribute as managed:

a. Navigate to the Attributes tab of the Cl Type Manager in UCMDB.

b. Select the required attribute and click Edit £ The Edit Attribute dialog box opens.
c. Select the Advanced tab and select the check box for the Managed qualifier. Click OK.

d. Save yourchanges.

Note: Only managed attributes are visible in Configuration Manager and are copied to
the authorized state of the view during authorization.

6. Set Comparable Attributes
Decide which managed attributes should be defined as comparable. Comparable attributes are
used for Cl comparisons in Configuration Manager.

For example, for [IS Web Server, the Version attribute is appropriate for comparison
(comparing the version of two web servers). However, the Name attribute would not be
appropriate for a Cl comparison, as web servers generally have different names.
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To define an attribute as comparable:

e.

Click the Launch UCMDB @ button to open HP Universal CMDB.

Navigate to the Attributes tab in Managers > Modeling > Cl Type Manager.

Select the required attribute and click Edit £ The Edit Attribute dialog box opens.
Select the Advanced tab and select the check box for the Comparable qualifier. Click OK.

Save your changes.

7. Define Matching Rules

For component CITs, you can define matching rules for attributes to determine which Cls
should be compared. For the component CITs IIS Application Pool and IIS Web Service,
define the Name attribute as a matching rule in the Cl Type Manager in HP Universal CMDB.

To

define matching rules:

Click the Launch UCMDB d button to open HP Universal CMDB.
Navigate to Managers > Modeling > Cl Type Manager.
Select Cl Types from the list box in the Cl Types pane.

In the right pane, click the Matching Rules tab. When selecting |IS Web Service/ll1S
Application Pool, you can see that the Name attribute appears in the Matching Rules pane.

As aresult, when composite Cls of type IIS Web Server are compared, the IIS Application
Pool and IIS Web Service Cls are matched by their names.

Troubleshooting and Limitations

Problem. Changes in Cls in UCMDB are not reflected in Configuration Manager.

Solution. Configuration Manager runs an offline asynchronous analysis process. The process may
not yet have processed the latest changes in UCMDB. To resolve this, try one of the following:

o Wait a few minutes. The default interval between analysis process executions is 10 minutes.
This value is configurable in under Administration > Settings.

o Execute a JMX call to run the offline analysis calculation on the relevant view.

« Navigate to Policies. Click the Recalculate Policy Analysis 2 button. This invokes the
offline analysis process for all views (which may take some time). You may also need to make

an artificial change to one policy and save it.
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Problem. When you click the Launch UCMDB o button, the UCMDB login page appears.

Solution. In order to access UCMDB without logging in again, you need to enable single sign-on.
For details, see the section about enabling LW-SSO between Configuration Manager and UCMDB
in the HP Universal CMDB Deployment Guide. Additionally, ensure that the Configuration Manager
user logged on is defined in the UCMDB user management system.

Problem. The Matching Rules tab does not appear in HP Universal CMDB when you navigate to
Managers > Modeling > Cl Type Manager, and select Cl Types from the list box in the Cl| Types
pane.

Solution. Navigate to Managers > Administration > Infrastructure Settings in HP Universal
CMDB and set Enable Configuration Manager Matching Rules as True. After you log out and
then log in again, the Matching Rules tab appears in the Cl Type Manager.
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Federated Data Overview

The federation mechanism that is built into HP Universal CMDB enables UCMDB to be used as a
contact repository for sharing data among external applications, without duplicating it. By federating
data from Configuration Manager to UCMDB, external applications can consume its analysis
information in various ways:

o Use UCMDB's reporting functionality to generate and schedule reports on top of Configuration
Manager's data.

o Consume Configuration Manager's data in other HP applications, such as HP Business Service
Management.

o Use Configuration Manager's analysis data as a basis for making decisions in other
applications.

Configuration Manager exposes the following data for federation:

o Policy compliance status data includes information about current policy result data for
managed Cls and the associated policies.

o Authorization status data includes information about the authorization status of managed Cls.

UCMDB provides the class model for the schema for the model to be shared, and uses a federation
TQL query as the way to consume data in UCMDB on the fly. For details, see "Federating Policy
Compliance Data" on the next page.

UCMDB provides two adapters to federate data from Configuration Manager to UCMDB. The
adapters sit on top of UCMDB and carry out the operation to bring the federated data from
Configuration Manager. For details about these adapters, see "Federation Workflow with UCMDB"
on page 42.

For details, see "Federating Policy Compliance Data" on the next page and "Federating KPIs" on
page 38.
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Federating Policy Compliance Data

To enable the federation of data between Configuration Manager and UCMDB, the Policy and
PolicyResult Cl types were added to the UCMDB class model.

Configuration Manager federates its policy data into these models:

Model Description
Policy o Name—the name of the policy as it appears in Configuration
Manager.

¢ Description—the description of the policy as it appears in
Configuration Manager.

¢ PolicyDefinedBy—the application in which the policy was defined.
(UCMDB-CM)

PolicyResult o Compliance result—the latest status of the policy (0% if the policy is
in breach, 100% if the policy is compliant).

o Compliance status—the latest result of the policy (either in breach or
compliant).

The following sections contain additional information about federating KPIs:
o "Supported TQL Queries - Policy Compliance Data" below

o "Creating Reports" on the next page

Supported TQL Queries - Policy Compliance Data

The basic way to consume data in UCMDB is by creating TQL queries that retrieve the information
that you want from the CMDB. The TQL queries that support federated data from UCMDB are:

o Get policies

=)

oy

Create a TQL query that filters for the Policy ClI type. This will retrieve all configuration
properties.
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o Get policy results for Cls

| Falicy

B

PolicyResult
Aggregation

©

Confiquration|t
erm

This TQL query retrieves all attached policy results and their associations to a policy.

You can filter policies by name, description, and PolicyDefinedBy query node properties, and policy
results by the compliance results and status as well.

For details about creating TQL queries, see the HP Universal CMDB Modeling Guide.

Creating Reports

You can generate reports in UCMDB with the federated data, using UCMDB's topology reporting
capabilities. The types of reports that can be created with the federated data are:

o Policy compliance report
A policy compliance report displays the raw data about policy results of Cls, per policy.

=me - 8 -|w e g M=ta

Display Label | Compliancel evel
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UCMDE-CM

UCMDE-CM

The following out-of-the-box policy reports are provided:
= Unix Policy Compliance
= Unix with Oracle Policy Compliance
= Windows Policy Compliance
¢ Policy compliance summary report

A policy compliance summary report displays the compliance level of the policies over the Cls in
the view.
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Policy Report Summary
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You can click on a policy and drill down to the Cl list:

Policy Report Summary
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For details about creating reports, see "Federation Workflow with UCMDB" on page 42.

Federating KPIs

KPIs (Key Performance Indicators) measure the health of a system according to predefined
performance indicators. In the case of Configuration Manager, the KPIs that are supplied are policy
compliance and authorization level. Configuration Manager federates two KPls: policy
compliance and authorization status. Note that the policy information that is federated by the policy
adapter is raw data, and for policy KPIs, the information is modeled as a measurement of policy

compliance for KPls.

These KPls are measured at two levels:

o Composite CI (for example, host).

« Business Service (aggregated on the configuration related to the Business Service). For details,

see "ldentifying Business Service Views" on page 40.
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Configuration Manager federates its KPI data into these models:

Model Description

Policy compliance e data_origin—the source of the KPI (Configuration Manager)
KPI for composite Cl
o description—a system-generated description that provides additional
information about the KPI value

e kpi_name—the name of the KPI ( policy_compliance)

o kpi_status—the status of this KPI (OK, if the policy compliance for
the composite Cl is 100%; otherwise, Warning)

e kpi_unit_of _measure—unit of measurement (%)

e kpi_value—the percentage of policy compliance (for example, if a Cl
has three satisfied policies out of five, it is 60% compliant)

Policy compliance e data_origin—the source of the KPI (Configuration Manager)
KPI for business
service o description—a system-generated description that provides additional

information about the KPI value

o kpi_status—the status of this KPI (OK, if the policy compliance for
the all the composite Cls in the business service is 100%; otherwise,
Warning)

e kpi_unit_of_measure—unit of measurement (%)

¢ kpi_value—the percentage of policy compliance for Cls in the scope
of the business service level (for example, if a business service has
three compliant Cls out of five, it is 60% compliant)

Authorization status o data_origin—the source of the KPI (Configuration Manager)
KPI for composite Cl

¢ description—a system-generated description that provides additional
information about the KPI value
o kpi_name—the name of the KPI (authorization_status)

o kpi_status—the status of this KPI (OK, if the authorization status of
the states for the composite Cl is identical; otherwise, Warning)

¢ kpi_value—the value of this KPI, as a percentage (0-not authorized;
100-authorized))
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Model Description

Authorization status o data_origin—the source of the KPI (Configuration Manager)

KPI for business

service ¢ description—a system-generated description that provides additional
information about the KPI value

o kpi_status—the status of this KPI (OK, if the authorization status of
the states for the all the composite Cls in the business service is
identical; otherwise, Warning)

e kpi_value—the value of this KPI, as a percentage (0-100)

If a Cl is in the scope of multiple views, the most updated result of the policy compliance or
authorization status is taken.

The following sections contain additional information about federating KPIs:

"ldentifying Business Service Views" below

"Supported TQL Queries - KPIs" on the next page

"Creating Reports" on page 42

e "Consuming KPIs in BSM" on page 42

Identifying Business Service Views

Business services are modeled in UCMDB as Cl types. The goal is to identify business services
with views that contain the entire (or any portion of it) configuration that is related to the business
service, and to supply aggregative policy compliance and authorization information.

The standard way to do this in UCMDB is to create a Business Service Cl, and to connect it to its
business applications in such a way that each business application points to some "anchor"
configuration that is identified by the application (usually software, such as a web service or DB
schema), and connected to a resource that is soledly dedicated to the business application. Once
this anchor exists, perspectives (for example, hardware, virtualization, software, and so on) can be
applied, and the configuration that is related to the business service can be viewed.

While it is most common to identify a business service according to this structure, a more general
approach can be used:

1. Locate all views that contain the required ClI.

Include any views that were created the standard way for a business service, but can match
additional cases.

2. Check if these views contain more than one business service. If so, these views are not
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identified with the business service.

Narrow the possible cases, since multiple business services in the same view cannot describe
a configuration that is solely related to one business service.

3. If there are multiple conditions identified with the business service, merge their configurations
as follows:

Because multiple views each may give some perspective about the configuration of the
business service, merging these configurations can give complete information about the KPI
for the service.
Two types of KPIs can be created for business services:
o The policy compliance KPI is calculated as the aggregation of the policy result on the entire
configuration in the scope of the views that are identified with the business service. The policy

aggregation is performed on the aggregated policy status of each Cl of the business service.

o The authorization status KPI is calculated as the aggregation of the authorization status on the
entire configuration in the scope of the views that are identified with the business service.

Supported TQL Queries - KPIs

The following diagram displays how KPIs are modeled in UCMDB:

—

i Composition

i
¥
2
* kpi
'
i Composition_1
i
¥
2

KpiObjectve
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Creating Reports

The following out-of-the-box KPI reports are provided:

Business Service KPI

o Unix KPI
e Unix with Oracle KPI
o Windows KPI

For details about creating reports, see "Federation Workflow with UCMDB" below.

Consuming KPIs in BSM

Using the federation functionality in UCMDB, the data that is federated by Configuration Manager
can be optionally consumed by other applications. BSM version 9.10 or later provides such
integration capabilities, and the KPIs that are federated by Configuration Manager can be viewed in
BSM. For details about how to setup the integration, see "Consume the KPIs in HP Business
Service Management" on page 50.

Once the integration is set up appropriately, you can consume KPls for Cls in MyBSM. KPls that
enter BSM via federation are displayed in the External KPIs area of the KPls component. For
details, see the section about the KPls Component User Interface in Using Service Health. For
general information on how to display components in BSM, see "How to Open Pages and
Components in Service Health" in Using Service Health.

Federation Workflow with UCMDB

This workflow provides a brief overview of the steps to be performed in UCMDB, in order to
consume federated data from Configuration Manager.

This task includes the following steps:

o "Prerequisites" on the next page

o "Create an integration point to federate policy compliance data" on the next page

o "Create an integration point to federate KPI data" on page 44

o "Create policy reports based on the Cls in a view or a custom TQL query" on page 46

o "Create summary policy reports based on the Cls in a view or a custom TQL query" on page 47

o "Create KPI reports" on page 49

e "Consume the KPIs in HP Business Service Management" on page 50
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Prerequisites
Make sure that you have installed UCMDB with HP Discovery and Integration Content Pack 12.00.

Create an integration point to federate policy compliance data

1. In UCMDB, enter the Data Flow Management module.

2. Click [l to create a new integration point.

3. Set the following adapter properties:

Ul Element (A-Z) Description

Adapter Click =221 and select CM New Policy Adapter.

Note: Previously created integration points that use the CM
Policy Adapter must be deleted, as the installer creates an
integration point for federating data using the CM New Policy
Adapter. If for some reason the new integration point for
federation is not created by the installer (possibly due to a
UCMDB Integration Server issue), you will need to manually
create it.

Additional Probes  Enables you to select additional probes over which to run the
integration. Click [l to select the additional probes.

When the integration runs, if additional Data Flow Probes are
defined, the server uses the most available Probe.

Configuration Provide the URL of the Configuration Manager server.
Manager

Application URL
Note: If you have changed the root context from

http://<IP address>:<port>//cnc to

http://<IP address>:<port>/<context>/cnc, you must specify
a the URL includes this root context when configuring the
integration point.
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7.

Ul Element (A-Z) Description

Credentials ID Do the following:

a. Click

C)

b. Select Generic Protocol and click OK.

c. Click to add the credentials to connect to Configuration
Manager. Enter credentials for the user who has Manage,
Authorize, and Access to Ul permissions.

d. When finished, click OK

Data Flow Probe The name of the Data Flow Probe used to run the integration job.
Integration Enter a description for the new integration point.
Description

Integration Name Enter a name for the new integration point.

Note: The name may not exceed 45 characters.

Is Integration Select this check box to create an active integration point. Clear the
Activated check box to deactivate an integration, for example, to set up an
integration point without actually connecting to a remote machine.

Note: New integration points are set as inactive by default.

Click Test Connection to make sure that you have configured the integration point correctly. If
the test fails, see "Troubleshooting and Limitations" on page 51

Click OK to save the integration point.

Select the Policy and PolicyResults Cl types in the Supported and Selected Cl Types tree.

Click |@| to save the integration point.

For further details about creating integration points, see the section about the Integration Studio in
the HP Universal CMDB Data Flow Management Guide.

Create an integration point to federate KPI data

1.

2.

In UCMDB, enter the Data Flow Management module.

Click |_| to create a new integration point.
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3. Set the following adapter properties:

Ul Element (A-Z)

Adapter

Additional Probes

Configuration
Manager
Application URL

Credentials ID

Data Flow Probe

Integration
Description

Integration Name

Is Integration
Activated

Description

Click L===] and select CM KPI Adapter.

Enables you to select additional probes over which to run the
integration. Click [--] to select the additional probes.

When the integration runs, if additional Data Flow Probes are
defined, the server uses the most available Probe.

Provide the URL of the Configuration Manager server.

Note: If you have changed the root context from

http://<IP address>:<port>//cnc to

http://<IP address>:<port>/<context>/cnc, you must specify
a the URL includes this root context when configuring the
integration point.

Do the following:

a. Click L=zl

b. Select Generic Protocol and click OK.

c. Click | to add the credentials to connect to Configuration
Manager. Enter credentials for the user who has Manage,
Authorize, and Access to Ul permissions.

d. When finished, click OK
The name of the Data Flow Probe used to run the integration job.

Enter a description for the new integration point.

Enter a name for the new integration point.

Select this check box to create an active integration point. Clear the
check box to deactivate an integration, for example, to set up an
integration point without actually connecting to a remote machine.

Note: New integration points are set as inactive by default.

4. Click Test Connection to make sure that you have configured the integration point correctly.
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5. Click OK to save the integration point.

6. Select the KPI and KPIObjective Cl types in the Supported and Selected Cl Types tree.

7. Click || to save the integration point.

For further details about creating integration points, see the section about the Integration Studio in
the HP Universal CMDB Data Flow Management Guide.

Create policy reports based on the Cls in a view or a custom TQL query

1.

Create an integration point as described in "Create an integration point to federate policy
compliance data" on page 43, if one does not already exist.

In UCMDB, create a new view with a custom TQL query, or copy an existing view.

Note: When using a custom TQL query, make sure you take into account the limitations of
the data capacity when using federation. You should filter the Cls in the TQL query to take
this limitation into account. For details, see "Troubleshooting and Limitations" on page 51

For each configuration item that you want to associate with a policy, attach the Policy Cl type
and the selected Cl to the PolicyResult Cl type, using composition and aggregation links
accordingly. The cardinality should be 0..* if you also want to obtain results for Cls that do not
have associated policy information. An example is shown below.

@ &

Poliey .-‘ nix
\\ campogition
\\ Aggregation
B
Ay

=2

PolicyResult

Specify the Configuration Manager integration point that you defined to be the data source that
provides the policy and policy result data.

Set the hierarchy. An example is shown below.

Hietarchy Method: 'i' Manual ':' Rule Based

&] Unix Palicy Compliance

él—% Unix
IJ:'I*@ PalicyResutt

L@ Palicy
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6. Add properties for the Policy Cl type to the report layout: An example is shown below.

licy Compliance
nix
Ej PulicyResut

L@

Aftributes

Report Layout.

Allow €| Updiate
¢l Type

Consumer Tenarts
Container

Creste Time

Crested By

Deseription

Enshle Aging

Global ld

Is Candidste For Deletion
Last Access Time
LasthiodfisdTime

Mame

Mote

origin

Display Label
FolicyDefinedBy

7. Add properties for the PolicyResult Cl type to the report layout. An example is shown below.

solicy Compliance

L.

@ | policyResutt

l—@ Policy

uuuuuuuuuuuuu

Ao ¢ Update
Cl Type:
ComplianceStatus
Consumer Tenants
Cortainer

Creste Time
Crested By
Descrigtion

Display Label
ComplianceLevel

Enable Aging
Global I
s Candidate For Deletion

Last Access Time
LasiMacifiedTime
Mame

Hote

Origin

] ewormer Tanart

If desired, you can schedule these reports to be created periodically. For details, see the HP
Universal CMDB Data Flow Management Guide.

For details about creating reports, see the section about reports in the HP Universal CMDB

Modeling Guide.
Create summary policy reports based on the Cls in a view or a custom TQL
query

1. Create an integration point as described in "Create an integration point to federate policy

HP Universal CMDB Configuration Manager (10.10)

compliance data" on page 43, if one does not already exist.

In UCMDB, create a new view or copy an existing view.

Note: When using a custom TQL query, make sure you take into account the limitations of
the data capacity when using federation. You should filter the Cls in the TQL query to take
this limitation into account. For details, see "Troubleshooting and Limitations" on page 51.

For each configuration item that you want to associate with a policy, attach the Policy CI type
and the selected Cl to the PolicyResult Cl type, using composition and aggregation links
accordingly. The cardinality should be 0..* if you also want to obtain results for Cls that do not
have associated policy information. An example is shown below.
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2

Poliey . nix
\‘, Compogition
Aggregation

FalicyResult

4. Specify the Configuration Manager integration point that you defined to be the data source that
provides the policy and policy result data.

5. Set the hierarchy. An example is shown below.

Hierarchy Method: ® Marual O Rule Based

Unix Policy Compliance

CHETalPN
I%I— PolicyResutt
L Palicy

6. Create an aggregation function for the Policy CI type. An example is shown below.

B Edit Function [X]
Edit function...
S
Releted Guiery Node: Function: Atribute:
PolicyResult Sum ComplisnceLevel
] Ui Average RulssCompliant
Min RulesNonCampliart
Max
Court
Distinct List
Concatensted List
Title
Compliance Level

7. Add properties for the Policy Cl type to the report layout. An example is shown below.

6=
ék PolicyResult
NEsp

Al C1 Update
I Type

Cansumer Tenarls
Container

Create Time

Crested By

Enable Acing

Global ld

Is Candidate For Deletion
Last Access Tine
LastModifiedTime

Mams

Mote

Crigin

Owner Tenant
PolicyCategary
PrilirDefinedRy
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8. Add properties for the Configurationltem CI type to the report layout. An example is shown

ék I Al ©1 Upraie «
@ | Palicy BinstssetTag Display Label
) BiosSerialumber I Type
él— @ | PolicyResut Bioslid L

CaloulatedLocation
L% Consumer Tenants

Craste Time
Crasted By
DefautGatewaylpaddress
DefautGatewaylpddressTyps
Description
DiscoveredContact
DiscoveredDescription
DiscoweredLagation
Discoveredhiodel
DiscoveredOshame
4| | Discoveredsvendor

9. Change the report format to a bar chart. An example is shown below.

Policy - Chart Properties

Breskeown by, Display Label b4

Value: [ compliance Level =]

Chart Typs: O Pie ® Bar

10. If desired, you can schedule these reports to be created periodically. For details, see HP
Universal CMDB Data Flow Management Guide.

For details about creating reports, see the section about reports in the HP Universal CMDB
Modeling Guide.

Create KPI reports
You can create KPI reports based on the Cls in a view, a custom TQL query, or business services.

1. Create an integration point as described in "Create an integration point to federate policy
compliance data" on page 43, if one does not already exist.

2. InUCMDB, create a new view based on a custom TQL or copy an existing view.

Note: When using a custom TQL query, make sure you take into account the limitations of
the data capacity when using federation. You should filter the Cls in the TQL query to take
this limitation into account. For details, see Troubleshooting and Limitations.

3. Foreach configuration item that you want to associate with a policy, attach the selected ClI to
the Kpi Cl type and the Kpi CI type to the KpiObjective Cl type, using composition links. The
cardinality should be 0..* if you also want to obtain results for Cls that do not have associated
KPI information.

Note: If you want to create a business services report, select the BusinessService Cl
type when creating the TQL query.
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4. Specify the Configuration Manager integration point that you defined to be the data source that
provides the policy and policy result data.

5. Set the hierarchy. An example is shown below.

3 | windows KPI

b B s

L @)
L@ KpiDhjective

6. Add properties for the KpiObjective Cl type to the report layout: An example is shown below.

P Allow €| Update -
ék 22 inciows I Type

Display Label
CalendarPeriod

(@ Description
—_— Container Keivalie
LEJ Greste Time KpiUntOfeasure

Created By
Enahle Sging
Global Id
|z Candidate For Deletion

KpiComparisonOperatar
WpiContext
WpiLowerThresholdCritical
HpiLowerThresholdhejor
WpiLowerThresholdhinor
HniLowerThresholdOk

7. If desired, you can schedule these reports to be created periodically. For details, see the HP
Universal CMDB Data Flow Management Guide.

For details about creating reports, see the section about reports in the HP Universal CMDB
Modeling Guide.

Consume the KPlIs in HP Business Service Management
1. Ensure that you have done the following:
= The CM KPI integration point has been configured in UCMDB and is working properly.

= BSM version 9.10 or later is installed, and DDM is activated and configured to work with
BSM.
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2. InBSM, navigate to Administration > RTSM administration > Data Flow Management >
Integration Studio.

3. Editthe CMS to RTSM integration point. Set the required UCMDB settings (host, IP address,
credentials, and probe settings).

4. Click Test connection and then click Apply.

5. Inthe Population tab, activate all the relevant integration jobs.

6. Inthe Federation tab, select KPl and KPI Objective, and click [El]l to save the changes.

To verify that KPI data from Configuration Manager is retrieved by BSM, create and runa TQL
query in RTSM. An example is shown below.

=

MNode

camposition
=
Kpi

Composition_1

)

Kpidhjective

You must select a Cl type that is synced and set the data source of the Kpi and KpiObjective Cl
types to CMS to RTSM.

Troubleshooting and Limitations

o Federation only works with Cls in the actual state. Therefore:
= Policy compliance is federated only for Cls in the actual state.
= The authorization status for Cls that were deleted from the actual state is not shown.

¢ The maximum number of Cls that can be federated is configurable. To change this number, edit
the value of the Max Num To Federate setting in the Infrastructure Settings Manager in
UCMDB. For details about changing settings, see the Infrastructure Settings Manager chapter
in the HP Universal CMDB Administration Guide. The recommended number of Cls is no more
than 20,000, if large views have been enabled in Configuration Manager. For details about
enabling support for large views, see the section about large capacity planning in the HP
Universal CMDB Deployment Guide.

o If the test connection fails, click Details and check the first error in the stack trace for more
information.
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o Since a Cl can be managed in multiple views, the same policy may be applied to the same Cl in
multiple views and may receive different similarity results, since the similarity group may be
different in different views.
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Configuration Manager comes with wizards that provide an easy way to take advantage of its views
and policies features:

e The Inventory View wizard enables you to create simple views and receive reports about them,
without using UCMDB. For details, see "Inventory View Wizard" below.

« The Data Quality wizard enables you to create a policy that helps ensure the integrity of the
UCMDB data by combining elements of a baseline policy and a topology policy in a single
policy. For details, see "Data Quality Policy Wizard" on page 56.

o The Similarity Policy wizard enables you to create simple similarity policies. Such policies can
enforce similarity and configuration on a set of Cls. For details, see "Similarity Policy Wizard" on
page 59.

These wizards can be accessed from links on the Home page.

Inventory View Wizard

This wizard enables you to create a simple UCMDB view and manage it in Configuration Manager.

When you create a view using this wizard, a new view is saved in UCMDB with the same default
settings as if it had been created directly in the UCMDB Ul. In addition, a managed view with the
same name is saved and calculated in Configuration Manager.

To access On the Home page, click the Create a new inventory view link.
Wizard map "View Definition Page" > "View Details Page" > "Reports Page"

See also "Views Overview" on page 168

View Definition Page

On this page, you specify the main Cl type for the view you are creating. In addition, you can use a
filter to retrieve a subset of the Cls of this main Cl type, and you can also relate the main Cl type to
an additional CI type. For example, you might want to create a view that contains a group of UNIX
machines that are all connected to Oracle databases. In this case, the main CI type for this view
would be UNIX, and you would filter by a name pattern to include only UNIX machines that belong
to some specific group, and choose an Oracle database as the related Cl type.

Wizard map The "Inventory View Wizard" contains:

"View Definition Page" > "View Details Page" > "Reports Page"
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User interface elements are described below:

Ul Element Description

Main CI type for the  Click the =l button to open the Select Cl Type dialog box. Select a Cl
view type from the Cl type tree, and click OK.

Only composite Cls are displayed for creating the view.

Attribute conditions  (Optional) Click the =l button. Specify the attributes to be used to filter
on the main Cl type the main ClI type in the list of attributes, and click OK.

You can select attributes only for the Cl type that is selected as the
main Cl type for the view.

Note: If you want to use a wildcard as part of the attribute
condition, use a % character (used in UCMDB) instead of a *
character (used in Configuration Manager).

Related CI Type Click the =l button to open the Select Cl Type dialog box. Select an
additional related CI type from the Cl type tree, and click OK.

Note: You should only select Cl types that have some relationship
to the main Cl type.

View Details Page
On this page, you enter details about the view you are creating.

Wizard map The "Inventory View Wizard" contains:

"View Definition Page" > "View Details Page" > "Reports Page"

User interface elements are described below:

Ul Element Description
Name Enter a name for the view.
Description (Optional) Enter a description for the view.
Reports Page
On this page, you can optionally specify the daily reports you want to receive about the view.
Important To receive reports, an administrator must configure the system to
information enable emails to be sent. For details, see "Configure Email

Notifications" on page 238.
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Wizard map The "Inventory View Wizard" contains:
"View Definition Page" > "View Details Page" > "Reports Page™

See also "Reports" on page 202
User interface elements are described below (unlabeled elements are shown in angle brackets):
Ul Element (A-Z) Description
<Reports> (Optional) You can select one or both of the following daily reports:
¢ All detected changes

o Configuration comparison

Data Quality Policy Wizard

This wizard enables you to create a data quality policy. A data quality policy helps ensure the
integrity of the UCMDB data by combining elements of a baseline policy and a topology policy in a
single policy.

To access On the Home page, click the Create a policy that tracks the quality of
data link.

Important You select a Cl type and then define the attributes of that Cl type and its

information component Cl types that must be populated with data, as in a baseline

policy. You then select a related Cl type as in a topology policy. The Cls
of the original type must be related to Cls of this type for the policy to be
satisfied. If no related Cl is selected, the resulting policy is a baseline
policy only.

Wizard map "View Selection Page" > "Selection of Cl Type for Validation Page" >
"Selection of Required Attributes Page" > "Selection of Required Related
Cl Type Page" > "Policy Details Page"

See also "Policies Overview" on page 179

View Selection Page

On this page, you select the view that contains the Cls on which you want the policy to be
enforced.

Wizard map The "Data Quality Policy Wizard" contains:

"View Selection Page" > "Selection of Cl Type for Validation Page" >
"Selection of Required Attributes Page" > "Selection of Required Related
Cl Type Page" > "Policy Details Page"
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User interface elements are described below:

Ul Element (A-Z) Description

View Click the = button to open the Select View dialog box. Double-click a
view to select it or select the view and click OK.

Click |E| to clear the selected value.

Selection of Cl Type for Validation Page

On this page, you select the Cl type to which the policy is applied. In addition, you can add a filter to
apply the policy to a more specific subset of the specified Cl type (for example, all Windows
machines that have a specific naming convention).

Wizard map The "Data Quality Policy Wizard" contains:

"View Selection Page" > "Selection of Cl Type for Validation Page" >
"Selection of Required Attributes Page" > "Selection of Required Related
Cl Type Page" > "Policy Details Page"

User interface elements are described below:

Ul Element (A-Z) Description

Cl Type Click the =l button to open the Select Cl Type dialog box. Select the
required CI type from the ClI type tree, and click OK.

This Cl type must exist in the view that was selected on the "View
Selection Page" on the previous page.

Click |E| to clear the selected value.

Filter by attribute (Optional) Click the = button to open the Specify baseline for filter
conditions dialog box. Select the attributes that are used to filter the Cl type
instances, and click OK.

Click |E| to clear the selected value.

Selection of Required Attributes Page
On this page, you specify the Cl type attributes that must not be empty.

Wizard map The "Data Quality Policy Wizard" contains:

"View Selection Page" > "Selection of Cl Type for Validation Page" >
"Selection of Required Attributes Page" > "Selection of Required
Related Cl Type Page" > "Policy Details Page"
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User interface elements are described below:

Ul Element (A-Z) Description

Attribute Name Select the check boxes for the attributes that must be populated with
data.

Note: For the purpose of creating a data quality policy, you can only
select attributes of type Number or String.

Cl Type Displays the selected Cl type. Click to add additional Cl types
(component Cl types of the composite Cl type). Select a Cl type to
display its attributes.

&
e

Click

to remove a selected Cl type (only for component Cl types).

Selection of Required Related CI Type Page

On this page, you select the related Cl type for the policy. The Cls of the original Cl type must be
related to Cls of this type for the policy to be satisfied.

Important This wizard page is optional. The page is disabled if you do not have

information permissions to create a TQL query in the Configuration Manager folder
in UCMDB.

Wizard map The "Data Quality Policy Wizard" contains:

"View Selection Page" > "Selection of Cl Type for Validation Page" >
"Selection of Required Attributes Page" > "Selection of Required
Related CI Type Page" > "Policy Details Page"

User interface elements are described below:

Ul Element (A-Z) Description

Related CI Type Click the & button to open the Select Cl Type dialog box. Select the
required CI type from the ClI type tree, and click OK.

b
B

Click to clear the selected value.
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Policy Details Page
On this page, you enter a name and description for the data quality policy.

Important When the wizard finishes, two new policies are created, with the following
information names:

e <policy name> - Baseline Policy
e <policy name> - Topology Policy

where <policy name> is the name you enter in the Name field.

If no related Cl was defined, only the baseline policy is created and the
policy name is just the name you entered in the Name field.

Wizard map The "Data Quality Policy Wizard" contains:

"View Selection Page" > "Selection of Cl Type for Validation Page" >
"Selection of Required Attributes Page" > "Selection of Required Related
Cl Type Page" > "Policy Details Page"

User interface elements are described below:

Ul Element (A-Z) Description
Description (Optional) Enter a description for the policy.

Name Enter a name for the policy.

Similarity Policy Wizard

This wizard enables you to create a simple similarity policy, without a grouping option. For details
about creating a similarity policy based on a grouping pattern, see "Define a Similarity Policy" on
page 182.

For example, consider the case where you are managing a view that contains alab of Windows
computers. You want to enforce that some or all the Windows computers must have the same
operating system version and amount of memory. The similarity policy wizard provides an easy
way to create such a policy.

To access On the Home page, click the Create a policy to standardize the configuration of
your data link.

Wizard "View Selection Page" > "CI Type Selection Page" > "Definition Page" > "Policy
map Details Page"

See also | "Policies Overview" on page 179
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View Selection Page

On this page, you select the view that contains the Cls on which you want the policy to be
enforced.

Wizard The "Similarity Policy Wizard" contains:

ma
P "View Selection Page" > "CIl Type Selection Page" > "Definition Page" > "Policy

Details Page"

User interface elements are described below:

Ul Element (A-
Z) Description
View Click the & button to open the Select View dialog box. Double-click a view to
select it.
Cl Type Selection Page

On this page, you select the Cl type to be checked for similarity. In addition, you can add a filter to
apply the policy to a more specific subset of the specified Cl type (for example, all Windows
machines that have a specific naming convention).

Wizard The "Similarity Policy Wizard" contains:

ma
P "View Selection Page" > "Cl Type Selection Page" > "Definition Page" > "Policy

Details Page"

User interface elements are described below:

Ul Element

(A-Z) Description

Cl Type Click the [Zl button to open the Select Cl Type dialog box. Select the Cl type
that is checked for similarity from the CI type tree, and click OK.
This Cl type must exist in the view that was selected on the "View Selection
Page" above.

Filter by (Optional) Click the = button to open the Specify baseline for filter dialog box.

attribute Select the attributes that are used to filter the Cl type instances, and click OK.

conditions
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Definition Page

On this page, you specify the components and attributes to be compared by the policy. This means
that all Cls that are in the scope of this similarity policy scope must have the same values for these
selected components and attributes.

Wizard The "Similarity Policy Wizard" contains:

ma
P "View Selection Page" > "CI Type Selection Page" > "Definition Page" > "Policy

Details Page"
User interface elements are described below:

Ul Element (A-Z) Description

Definition Specify the components and attributes to be compared for similarity.

Policy Details Page
On this page, you enter a name and description for the similarity policy.

Wizard The "Similarity Policy Wizard" contains:

ma
P "View Selection Page" > "CI Type Selection Page" > "Definition Page" > "Policy

Details Page"

User interface elements are described below:

Ul Element (A-Z) Description
Description (Optional) Enter a description for the policy.
Name Enter a name for the policy.
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This chapter includes:

KPISummary OVEIVIEW ... ... e 62

KPI Summary User Interface

KPI Summary Overview

The KPI Statistics Page provides a dashboard view of the key metrics being monitored by
Configuration Manager. The page includes graphical displays of data over time, including the
number of managed Cls by authorization status, the number of Cls by policy status, the number of
authorized changes, and the number of non-compliant Cls.

Note: You can view only Cls in views for which you have View permission.

KPI Summary User Interface

This section includes (in alphabetical order):

KPLSUMMArY Page .. ... 62

KPI Summary Page

This page provides an overview of data relating to your managed views.

Note: In all panes, only Cls in the views for which the user has View permission are displayed.

To access Select Statistics > KPl Summary.
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Important The Managed Cls pane displays the number of authorized and
information unauthorized Cls over the selected period.

The Policy Summary pane displays the number of satisfied and
breaching Cls in each state for each of the policies under administration.

The Authorized Changes pane displays the number of authorized
changes over the selected period.

The Non-Compliant Cls pane displays the total number of Cls
satisfying or in breach of baseline policies.

Note: You can rearrange the layout of the panes by dragging them
to the desired position.

See also "KPI Summary Overview" on the previous page

Left Pane

User interface elements are described below:

Ul Elements (A-Z) Description

Show favorite views only. Toggles between displaying data for all
views and displaying data for favorite views only.

|%| Refresh. Refreshes the displayed data.

New Policy Displays alist of the managed views with the number of policy breaches

Breaches on the total number of Cls for each view.

Pending Displays a list of the managed views with the number of unauthorized

Authorizations Cls out of the total Cls for each view.

Authorized Changes Pane

User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-Z) Description

| e ek | = | Selects the time period for the data displayed in the graph. The
options are:
e Week
e Month

e Three Months

e Year
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Ul Elements (A-Z2) Description

| A i | v | Selects the view(s) reflected in the graph.

Legend. Displays a legend for the graph.

/ Change display. Toggles the display between table format
and graph format.

<Graph> Displays the number of changes authorized over the selected
time period.

Managed Cls Pane

User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-Z) Description

| week | v | Selects the time period for the data displayed in the graph. The options
are:

o Week

Month

Three Months

e Year

Legend. Displays a legend for the graph.

/ Change display. Toggles the display between table format and graph
format.

<Graph> Displays the number of authorized and unauthorized Cls over the
selected time period. The green area represents the authorized Cls and
the blue area represents the unauthorized Cls.
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Non-Compliant Cls Pane

User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-Z) Description

| wieek | ¥ | Selects the time period for the data displayed in the graph. The
options are:
o Week
o Month

o Three Months

e Year
[l viewns | v | Selects the view(s) reflected in the graph.
| All Palicies | v | Selects the policies reflected in the graph.
<Graph> Displays the number of Cls satisfying all their baseline policies

(compliant Cls) with the green bar and the number in breach of
a baseline policy (non-compliant Cls) with the red bar.

Policy Summary Pane

This pane displays a summary of policy satisfaction levels broken down by policy. For details, see
"Policy Summary Page" on page 70
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This chapter includes:

View Summary OVEIVIEW ... ... . 66
Review Automatic State Transition Status ... ... 66
View Summary User Interface ... il 67

View Summary Overview

The View Summary provides a general summary of all of the managed views, displaying
authorization level, policy status, the date and time of the last authorization, and the automatic
state transition status. It serves as a portal for accessing the managed views by drilling down to the
Review/Authorize module. You can also export the View Summary data in a report format.

The policy status information enables you to track the views' levels of adherence to policies, both in
the actual and in the authorized state. For views with policy breaches, you can drill into the view to
see the details (the breaching Cls and policies). Note that external policies are not included in the
authorized state statistics, and therefore if you drill down to see the details of external policies that
contain Cls in the authorized state, only actual state data is displayed.

Note that you cannot drill down to see the details of external policies that contain Cls in the
authorized state.

The automatic state transition information enables you to track the views' levels of authorization. It
indicates whether a view is state-managed manually or automatically. You can quickly identify the
views that require authorization and drill into those views to take the appropriate action.

Additionally, the View Summary enables you to track when the view was last authorized, by whom,
and how many changes where authorized. You can drill down to view the last authorization in detail.
It clearly indicates the number of related RFCs that are relevant to the pending authorizations.

Note: The View Summary displays only views for which you have View or Authorize in CM
permission.

Review Automatic State Transition Status

Click & inthe Automatic State Transition Status column for a specific view to display the status of
that execution.

For each execution, the date and number of changes are displayed. If there are rules that were not
satisfied, those are also displayed.

HP Universal CMDB Configuration Manager (10.10) Page 66 of 256



User Guide
Chapter 6: View Summary

o If all execution rules are satisfied and all changes are authorized, clicking the See Details link
takes you to the Authorization History module, where you can see the details of the most recent
authorization.

o If all changes did not satisfy the authorization rules, or if the attempt to authorize the changes
failed, clicking the See Details link takes you to the Review/Authorize module, where you can
review the changes and manually authorize them.

« If some of the changes were authorized and other changes did not satisfy all authorization rules,
clicking the See Details link next to the authorized changes takes you to the Authorization

History module, and clicking the See Details link next to the changes that were not authorized
takes you to the Review/Authorize module.

View Summary User Interface
This section includes:
View SUMMANY Page .. ... 67

View Summary Page

This page displays a summary of the authorization and policy satisfaction statuses for all of the
managed views.

To access Select Statistics > View Summary.
Important Click a column header to sort the view summary by that column. When
information you click a column header, a small black triangle appears. An upward

triangle indicates an ascending sort and a downward triangle indicates a
descending sort. Click the column header again to toggle between an
ascending and a descending sort.

Relevant tasks "Review Automatic State Transition Status " on the previous page

See also "View Summary Overview" on the previous page
User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-Z) Description

Show favorite views only. Toggles between displaying all views and
displaying the favorite views only.
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Ul Elements (A-Z) Description

|E| Export Report. Enables you to choose the export format for the View
o Summary report data. The available options are:

o Excel. The table data is formatted as an XLS (Excel) file that can be
displayed in a spreadsheet.

e PDF. The table data is exported in PDF format.

e CSV. The table data is formatted as a comma-separated values
(CSV) text file that can be displayed in a spreadsheet.

The currently applied filters are taken into account when generating

output for reports.

|§| Refresh. Refreshes the policy list.

[ ] Hide empty views Hide empty views. When selected, displays only views that contain
data.

1 If a warning icon appears next to the view name, hold the pointer over it
to display the warning in a tooltip or click it to open the warning in a
dialog box.

@ If an information icon appears next to the view name, hold the pointer
over it to display the message in a tooltip or click it to open the message
in a dialog box.

Displays the automatic state transition status of the view.

<Filter views box> Filters the list of views that are displayed by the string that you enter in
the box. Only views with names including the entered string are
displayed.

Authorization Level Displays the authorization level of the view in graphical format as well
as numerically (the number of authorized Cls out of total Cls).

Hold the pointer over the graph to display a tooltip with percentages for
the data.

Authorization Level | Displays the legend for the authorization level graph.

Legend . . .
The following categories are included:

e Authorized Cls

e Unauthorized Cls

Last Authorized On  Displays the date and time when the view was last authorized. Click on
the date to go to the snapshot of the view at that time in the
Authorization History.
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Ul Elements (A-Z) Description
Last Data Update Displays the date and time when the view was last updated.

Policy Status Displays the status of view's policies in the actual and authorized states
using bar graphs. Hold the pointer over the graph to display a tooltip with
percentages for the data.

Note: The status bar does not display policy satisfaction status for
federated policies that contain Cls in the authorized state.

Policy Status Displays the legend for the policy status graph.
Legend . . .
The following categories are included:
o Satisfied
e In-breach
Related RFCs Displays the number of requests for change which apply to Cls in the
current view.
View Name Enables you to go to the Review/Authorize page for the selected view

by clicking the view name.
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This chapter includes:

Policy Summary OVerview . ... .. 70

Policy Summary User Interface ... ... 70

Policy Summary Overview

The Policy Summary module provides a general summary of all policies defined in Configuration
Manager. The display enables you to view the policy status of all the Cls for which a given policy is
defined. You can also export the Policy Summary data in a report format.

Note: Policy statistics are calculated only on views for which you have View permission.

Policy Summary User Interface

This section includes:

Policy Summary Page ... il 70

Policy Summary Page
This page displays a summary of policy satisfaction levels broken down by policy.

To access Select Statistics > Policy Summary.

Important For each policy, the number of Cls in all views at each satisfaction
information status is displayed. The available states are indicated in the Policy
Status Legend:

o [ satisfied

° |§| In-breach

Click a column header to sort the policy summary by that column. When
you click a column header, a small black triangle appears. An upward
triangle indicates an ascending sort and a downward triangle indicates a
descending sort. Click the column header again to toggle between an
ascending and a descending sort.

See also "Policy Summary Overview" above
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User interface elements are described below:

Ul Elements (A-Z)

ke
(I

Fa]

All Categaries | - |

r=]

|:| Showy only active policies

Description

Show only policies which are relevant to favorite views.
Toggles between displaying data for all views and displaying data
for favorite views only.

Export Report. Enables you to choose the export format for the
Policy Summary data. The available options are:

o Export "Policy Summary" Report to Excel. The table data is
formatted as an .XLS (Excel) file that can be displayed in a
spreadsheet.

e Export "Policy Summary” Report to PDF. The table data is
exported in PDF format.

o Export "Policy Summary" Report to CSV. The table data is
formatted as a comma-separated values (CSV) text file that
can be displayed in a spreadsheet.

The currently applied filters are taken into account when
generating output for reports.

Enables you to filter the policy summary data by user-defined
category. Categories are defined in the General section of the
Details pane in the Policies page. For details, see "Policies Page"
on page 193.

Refresh. Rrefreshes the policy list.

Show only active policies. When selected, displays only
policies that are currently active.
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Left Pane
User interface elements are described below (unlabeled elements are shown in angle brackets):
Ul Elements Description

|E| Export Report. Enables you to choose the export format for the Policy
o Summary data. The available options are:

o Excel. The table data is formatted as an .XLS (Excel) file that can be
displayed in a spreadsheet.

o PDF. The table data is exported in PDF format.

e CSV. The table data is formatted as a comma-separated values
(CSV) text file that can be displayed in a spreadsheet.

The currently applied filters are taken into account when generating
output for reports.

Policy Name Displays the policy name.

Hold the pointer over the policy name to display a tooltip showing the
policy details, including a description and the rule validity.

Source Displays the product that is the source of the policy.

Policy Status Displays (in bar graphs) the policy satisfaction status for the actual and
authorized states. Hold the pointer over a graph to display a tooltip that
summarizes the data by percentage and number of Cls.

Note: For external policies that contain Cls in the authorized state,
the status bar displays only the actual state data.

HP Universal CMDB Configuration Manager (10.10) Page 72 of 256



User Guide
Chapter 7: Policy Summary

Right Pane
User interface elements are described below (unlabeled elements are shown in angle brackets):
Ul Elements (A-Z) Description

<Breakdown by Displays the policy satisfaction data (broken down by view) for the
View Table> policy selected in the left pane. The number of Cls in each view at each
status is indicated.

For each policy, you can drill down on the following items to view details
in the Explore Views module:

¢ View name

Satisfied Cls (Actual state)

In-breach Cls (Actual state)

o Satisfied Cls (Authorized state)

In-breach Cls (Authorized state)

HP Universal CMDB Configuration Manager (10.10) Page 73 of 256



Chapter 8: Explore Views

This chapter includes:

Explore Views OVerview ... 74
IMPACt ANalY SIS . . . 75
Automation ColliSIONS . ... ... .. 75
RO S .. 76
Run a Controlled or Non-Controlled Automation _........ .. ... 76
Create an RFC to Remediate aPolicy Breach ........ ... .. ... ... ... ... 79
Create an RFC fora Specific Cl . 79
Set Folding Rules for Composite Cls ... ... 80
Launch External Applications .. 80
Explore Views User Interface ... .. 81
TroubleshOO NG . . ... o 107

Explore Views Overview

The Explore Views module enables you to survey the current status of your IT environment in either
the actual or authorized state. It also enables you to display a saved snapshot of a managed view in
the actual or authorized state. You can view Cl and policy information for the view and check if the
view's policies are satisfied or in breach.

The Cls of the view are listed in the Composite Cls pane and a topology map of the view is
displayed in the Topology pane. You can specify the layout of the topology map, including the
option to organize the Cls in the map by layer or classification. Also note that only the composite
Cls of the view appear in the topology map, however, you can drill down to the component Cls
using the CI Details dialog box. This makes the topology map much simpler and easier to read.

The Cls for which policies are defined have icons indicating the Cl's policy status. Details of any
policy breaches of the view's Cls are displayed in the Policy Details pane.

For details on the Explore Views module user interface, see "Explore Views User Interface" on
page 81.

Note: You can only select views on which you have View or Authorize in CM permission.
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Impact Analysis

Impact analysis calculates the effects of an automation on Cls. It uses the Cl and relationship
information from HP Universal CMDB.

You can view the impact analysis calculation results for an automation in the Automation Analysis
> Impact - <State> pane. This pane displays the business and system Cls that are affected by the
automation. This includes general information about the affected business or system Cls and an
indication of the severity of the impact of the automation. For details, see "Automation Analysis >
Impact - <State> Pane" on page 86.

The impact severity level of a Cl is determined by the following rules:
o Atriggered Cl is automatically set to Critical.
« Animpacted Cl takes the severity level of the Cl to which it is directly connected.

« Animpacted Cl gets a severity level that is one lower than the severity level of the Cl to which it
is indirectly connected. For example, if a business Cl is indirectly connected to a Cl called My_

Cl, and My_CI has a severity level of Medium, then the business ClI gets a severity level of
Low.

Automation Collisions

Automations are defined as colliding when a system or business Cl is involved in more than one
automation over the same period of time.

Automation collisions are calculated based on scheduling conflicts. If two or more automations
share a common element, and their scheduled start and stop times overlap, these automations are
considered to be colliding.

Automation A
Duration: 10 hours

12:00am 10:00am

|

| |
: overlap |
—

e E—
I I

Automation B
Duration: 12 hours

8:00am 8:00pm
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Two automations taking place at the same time do not necessarily have an effect on each other.
Collisions occur only if they involve at least one common CI. There are two types of collisions:

o Direct collision. Occurs when two or more automations directly affect the same CI.

o Indirect collision. Occurs when one of the automations indirectly affects the same CI. For
example, if an automation involves increasing the memory on Server A, Server A is directly

affected. If Application B is connected to Server A, and is not directly involved in the automation,
it is only indirectly affected by the automation.

Note: The collision type is determined by the highest severity level of the impacted Cls.

For information about viewing collision details, see "Automation Analysis > Collisions Pane" on
page 90.

Reports

Configuration Manager provides the ability to export policy information for a view, including
information about Cls that are in breach of defined policies. Causes of in-breach Cls might be:

o Cls that do not satisfy a baseline condition
e Missing Cls

o Additional Cls in a composite Cl

Note: Information about breaching Cls is not included in reports that are exported in .pdf
format.

The report contains an analysis of the Cls in a specific state (actual or authorized), at a particular

point in time. The report lists which Cls are in breach, down to the attribute level, and also the cause
of those breaches.

Run a Controlled or Non-Controlled Automation

This task describes how to run a controlled or non-controlled automation.

This task includes the following steps:
o "Add aview to be managed" on the next page
o "Add aflow and configure the automation parameters" on the next page

« "Run a controlled or non-controlled automation" on the next page

Note: The controlled automation functionality is also referred to as automatic risk visualization.
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1. Add a view to be managed

In the Views module of UCMDB, add a view to be managed. For details, see "Add a View to be
Managed" on page 172.

2. Add a flow and configure the automation parameters

In Administration > Automation Setup, do the following:

Click to open the Select Flow window.

In the left pane, click to expand the Flow Tree and select the HP Operations Orchestration
flow that you want to run as an automation in Configuration Manager.

Click OK to return to the Automation Setup window.

In the Automation Details pane, specify the Cl type on which to run the automation from
the Associated Cl Type list.

In the Execution Details pane, select the Controlled Execution check box to run the
selected flow as a controlled automation. Non-controlled automations are run with no
system intervention. To run a non-controlled automation, clear the Controlled Execution
check box. By default, automations are set to run as controlled.

For details on how to configure the other automation parameters, see "Automation Setup
Page" on page 227.

3. Run a controlled or non-controlled automation

a.

b.

Select Explorer > Explore Views.

In the Explore Views toolbar, do the following:

o Inthe State box, select Actual State or Authorized State.
o Inthe Select Snapshot box, select Latest.

In the Composite Cls pane, select a Cl that is of the same CI type you chose in the
Managed CI Type box in the Automation Setup module, or a sub-class of it. For details,
see "Automation Setup Page" on page 227.

In the Composite Cls pane, click the Run Automation |E| button to open the Automation
Execution dialog box.

In the Automations pane, select the required automation.

In the Execution Parameters pane, enter the required execution parameters for the
automation you selected. Only the parameters with an asterisk are required.

o If the automation you selected is a non-controlled automation, a Run button appears at
the bottom of the dialog box. Click Run to run the automation.

HP Universal CMDB Configuration Manager (10.10) Page 77 of 256



User Guide
Chapter 8: Explore Views

Note: A red asterisk indicates a required parameter. If you do not fill in the required
value, the Run Automation button is disabled.

o If the automation you selected is a controlled automation, a Next button appears at the
bottom of the dialog box. Click Next to open the Automation Planner page.

Note: A red asterisk indicates a required parameter. You must fill in the required
values to run the automation. If you do not fill in the required parameter(s), the Next
button is disabled.

For details on how to define an automation as controlled or non-controlled, see
"<Automation> Pane - Execution Details Area" on page 228.

Note: The following steps are for controlled automations only.

g. Inthe Implementation Details pane of the Automation Planner dialog box, set the date and
time for the automation using the calendar. You can select the current or a future date. The
default is set to the current date and time.

h. Before running the automation, check the status of the policies in the Policies pane. If any
of the policies have been breached, you need to examine whether the breach is critical to
your IT environment. For example, the automation may cause server downtime. For
information on the automation analysis information, see "Automation Analysis >
Automation Pane" on page 89.

If you find that the breach does not pose arisk, you can choose to ignore the breached
policies and run the automation. The automation runs regardless of whether policies have
been breached or not. For details, see the "Implementation Details Pane" on page 83 and
the "Policies Pane" on page 84.

i. Click Run to run the automation.

o If youran a controlled automation, you can view the automation result details in the
Controlled Automations tab. For details, see "Controlled Automations Tab" on page
101.

o If you ran a non-controlled automation, a window opens with the following message: The
automation has been launched. Click here to view a detailed report. The
word here is alink that opens HP Operations Orchestration, where you can view the
automation results.

HP Universal CMDB Configuration Manager (10.10) Page 78 of 256



User Guide
Chapter 8: Explore Views

Create an RFC to Remediate a Policy Breach

This task enables you to create an RFC to change a Cl that is in breach of a previously defined
configuration policy. You are able to select multiple Cls, but if the selected Cls breach more than
one policy, you are prompted to select the specific policy that you want to remediate, and the Cls
that breach other policies are then discarded for this procedure.

1. Inthe Explore Views module, click Select View to open a view that contains Cls that
breach policies.

2. Inthe Composite Cls pane, select the Cls that breach policies.

3. Click @ to create an RFC that remediates the policy breach. The Select Policy Rule dialog
box opens. For details, see "Select Policy Rule Dialog Box" on page 104.

4. From the dropdown list, select the breached policy that you want to remediate.

At this point, you can select all the Cls in the view that breach the selected policy, even if you
did not previously select them in the Composite Cls pane, by selecting the Select all Cls that
breach the policy check box.

5. Click Continue. The Create RFC for Policy Remediation dialog box opens. For details, see
"Create RFC for Policy Remediation Dialog Box" on page 95.

Enter the required information and click Submit.

Create an RFC for a Specific Cl

This task enables you to create an RFC for specific Cls.

1. Inthe Explore Views module, click Select View to open a view.

2. Inthe Composite Cls pane, select the Cls for which you want to create the RFCs.

3. Click @ The Create New RFC dialog box opens. For details, see "Create New RFC Dialog
Box" on page 94.

Enter the required information and click Submit.
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Set Folding Rules for Composite Cls

Folding rules define the composite Cls that are displayed in Configuration Manager and form the
content of the managed views. You set the folding rules for your composite Cls in HP Universal
CMDB. For details, see "Set Folding Rules for Composite Cls" in the HP Universal CMDB
Modeling Guide.

Note: In previous versions of Configuration Manager, folding rules were defined in
Configuration Manager. If you are upgrading from a previous version, the folding rules you
previously defined are automatically imported into HP Universal CMDB.

Launch External Applications

Configuration Manager now provides a mechanism to configure a generic Ul integration that can
launch any application user interface in the context of a UCMDB Cl ora UCMDB view. For
example, you can launch the HP Enterprise Collaboration user interface in order to open a new
discussion related to an issue that may have been found on some ClI, or launch UCMDB to view the
Cl properties of the selected Cl). This functionality is available in the Review/Authorize and the
Explore Views modules.

Note: In order to be able to integrate with external applications, it is recommended that all
applications be configured with LW-SSO and work with the same user management system.
This prevents the need to enter a user name and login for each external application.

To launch external applications:
1. Specify the URL of the application that you want to open. For example:
http://<UCMDB server machine or IP address>:8080/ucmdb-ui/cms/

directAppletLogin.do?cmd=ShowProperties&objectId=
${ucmdbId}&navigation=false&interfaceVersion=9.0.0

For this example, ${ucmdbId} is replaced with the ID of the selected composite Cl (as it
appears in UCMDB).

For details, see "Ul Integrations" on page 222.

Note: You must perform this step for the = button to be visible.

2. Inthe Review/Authorize or the Explore Views module, click .

The application that you configured opens in a browser window.
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Explore Views User Interface

This section includes (in alphabetical order):

Automation Execution Dialog BOX . .. ... 81
Baseling Policy Wizard ... 92
Cl Details Dialog BoX ... il 93
Create New RFC Dialog BOX .. . ... 94
Create RFC for Policy Remediation Dialog Box .. ... . . ... 95
EXplore ViewWs Page ... il 96
Policy Details Dialog BoX .. ... oo 104
Select Policy Rule Dialog Box ... ... .. 104
Select Snapshot to View Dialog BOX . ... . 105
Sort Cls Dialog BoX ... o 106
Topology Page ... . 106
Automation Execution Dialog Box
This dialog box enables you to run a controlled or non-controlled automation.
To access Select Explorer > Explore Views. In the Composite Cls pane, select

the required Cl and click the Run Automation |E| button.

Important

information e Toenable the Run Automation |E| button, ensure that:

= You select Actual State or Authorized State from the toolbar.

= There is a managed automation mapped to a Cl type in the
Automation Setup module that is the same as the Cl type of the
selected Cl in the Composite Cls pane. For details, see
"Automation Setup Page" on page 227.

e Only users with Automation Execution permission are able to run an
automation.

Relevant tasks "Run a Controlled or Non-Controlled Automation" on page 76

See also e "Impact Analysis" on page 75
e "Automation Policies" on page 231

e "System Operation Automation" on page 17
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Automation Execution Page

This page enables you to select the automation you want to run.

User interface elements are described below:

Ul Elements (A-Z) Description

Automation Details Name. The name of the automation as defined in Administration >
Automation Setup.

Flow UUID. The HP Operations Orchestration instance name that
uniquely identifies the HP Operations Orchestration instance being used
by Configuration Manager.

Flow Path. The full path and original name of the flow in HP Operations
Orchestration.

Description. The description of the automation as defined in
Administration > Automation Setup.

Automations Displays a list of automations you can run. The automations appear
after they are imported from Administration > Automation Setup. For
details, see "Import a flow from HP Operations Orchestration" on page
226.

The automations that appear are relevant to the Cl type you chose in the
Composite Cls pane in the Explore Views page.

Execution Indicates the execution parameters needed to run the flow. Only
Parameters required fields, as indicated by a red asterisk, are mandatory.

Note: Configuration Manager does not allow you to run an
automation whose required execution parameters values have not
been configured.

o If you do not configure the required parameters when running a non-

controlled automation, the Run Automation button is disabled.

¢ If you do not configure the required parameters when running a
controlled automation, the Next button is disabled.

Execution Type Displays whether the automation was configured as controlled or not
controlled in Administration > Automation Setup.
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Ul Elements (A-Z2) Description

Next/Run o This button appears as Next for a controlled automation. Click this
button to take you to the Automation Planner.

¢ This button appears as Run for a non-controlled flow. This button is
disabled if the required fields have not been filled in.

If you ran a non-controlled automation, a window opens with the
following message: The automation is running. Click here to
view a detailed report. The word here is alink that opens HP
Operations Orchestration, with the report of the automation result.

Automation Planner Page

User interface elements are described below:

Important This page is only available only when you are running a controlled
information automation.

It contains the following panes:

¢ "Implementation Details Pane" below

e "Policies Pane" on the next page

¢ "Automation Analysis > Impact - <State> Pane" on page 86
¢ "Automation Analysis > Automation Pane" on page 89

¢ "Automation Analysis > Collisions Pane" on page 90

Implementation Details Pane

This pane enables you to set the date and time for the planned start of the automation.

User interface elements are described below:

Ul Elements (A-Z) Description

Expected End Time  Displays the estimated time at which the automation process is
expected to end.

Hold the pointer over the expected end time to display a tooltip showing
the expected duration time of the automation process. The first time the
automation is run, the duration is 10 minutes.

After the automation has been run for the first time, Configuration
Manager updates the duration time by calculating the average time each
automation took, and adding a safety buffer.
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Ul Elements (A-Z2)

Flow Properties

Planned Start Time

Policies Pane

Description

Displays the automation parameters.

Note: If you delete the required execution parameters, the OK
button is disabled.

Enables you to use the calendar to set the date and time you want the
automation to start running. You can use the default, which is the
current time, or choose a future date to reschedule the automation
execution to run at a later time.

If you choose a future date, Configuration Manager recalculates all the
automation analysis and policy information in the Automation Planner

page.

This pane enables you to view the status of the policies defined in the Automation Policies module.

See also

"Policies" on page 179
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User interface elements are described below:

Ul Elements (A-Z) Description

4p Enables you to toggle between hiding/displaying the policy details. Hold
the pointer over the policy name and click * to display the policy

information, as defined in Administration >Policies > Automation
Policies. For details, see "Automation Policies Page" on page 234.
e Description. The policy description.

o Associated Views. The view(s) assigned to the policy.

e Associated Cl Type. The Cl type with which the policy is
associated.

¢ Restriction. The conditions defined for the policy.

= Type of condition. The options are Automation Related or Cl
Related.

= Condition. The automation/CI conditions defined for this policy.
= Automation Analysis. The condition value defined for that

restriction. The policy is breached only if the automation complies
with all of the conditions defined for this policy.

Click ¥ to hide the policy details.
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Ul Elements (A-Z2) Description

<List of automation | Displays the list of the automation policies defined in the Automation
policies > Policies module. Each policy is determined to be either in-breach or not
breached.

¥ Denotes a situation in which the automation does not fulfill all of the
conditions defined for this policy.

© Denotes a situation in which the automation fulfills all of the
conditions defined for this policy.

You can choose to either ignore the breached policies if you find that the
breach does not pose arisk to your IT environment and run the
automation despite the breach, or decide not to run the automation if the
breach is critical. In addition, you can choose to reschedule the
automation to run at a later time.

For example, if a breached policy defines that an automation whose
elapsed time since the last execution is greater than a month causes a
breach, you might decide that this does not pose arisk, as opposed to a
breach which causes server downtime.

Note: Configuration Manager enables you to run the automation
even if there are automation policies that are breached.

Automation Analysis > Impact - <State> Pane

This pane describes how to view the impact analysis calculation results for an automation. It
displays the business and system Cls that are affected by the automation. This includes general
information about the affected business or system Cls and an indication of the severity of the
impact of the automation.

Important The title of the pane indicates whether analysis calculates the effects of
information the automation on Cls from the Actual or Authorized state of the view.
The default is Actual.

To select the state by which you want to manage your view, navigate to
Administration > Settings > Application Management > Impact.

See also e "Policies" on page 179
e "Impact Analysis" on page 75

e "Data Control - Actual and Authorized States" on page 16
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User interface elements are described below:

Ul Elements (A-Z) Description

Highest Business Displays the Cls having the highest business criticality level of the Cls
Criticality impacted by the automation.

The Business Criticality attribute is defined in HP Universal CMDB, in
which levels of importance are assigned to your business Cls. Each
business CI can be assigned an importance level between 1 and 10.

The business criticality level of a Cl in HP Universal CMDB is mapped
as follows:

e 0-2in HP Universal CMDB ---> Low in Configuration Manager
e 3-5in HP Universal CMDB --—-> Medium in Configuration Manager
e 6-8in HP Universal CMDB ---> High in Configuration Manager
e 9-10in HP Universal CMDB ---> Critical in Configuration Manager

The following icons indicate the business criticality levels:
M critical
High

2l Medium

=] Low

Click the drill down arrow o to display atable that contains a list of the
Cls that have the highest business criticality level. The table includes
the Cl name, CI type, impact severity level, and business criticality
level of each Cl in the table.

A tooltip indicating the impact severity and business criticality levels of
the Cl is visible when you hold your pointer over the severity and
criticality icons.

Click this arrow 0 to hide the table.
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Ul Elements (A-Z2) Description

Total Business Cls  Displays the total number of business Cls impacted by the automation.

Click the drill down arrow 0 to display a table that contains a list of the
impacted business Cls. The table includes the Cl name, Cl type,
impact severity level, and business criticality level of each Cl in the
table.

For information on the icons that indicate the impact severity levels, see
Worst Impact Severity in this table.

A tooltip indicating the impact severity and business criticality levels of
the Cl is visible when you hold your pointer over the severity and
criticality icons.

Click this arrow 0 to hide the table.

Total System Cls Displays the total number of system Cls that were impacted by the
automation.

Click the drill down arrow o to display a table that contains a list of the
impacted Cls. The table includes the Cl name, Cl type, and impact
severity level of each Cl in the table.

A tooltip indicating the impact severity level of the Cl is visible when you
hold your pointer over the severity icon.

Click this arrow 0 to hide the table.
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Ul Elements (A-Z2)

Worst Impact
Severity

Description

Displays the Cls that have the highest impact severity level of the
business Cls that have been impacted.

The following icons indicate the following impact severity levels:

c’ Critical
High
Medium

i Low

2 Very Low

Click the drill down arrow O to display a table that contains a list of the
business Cls that have the highest impact severity level. The table
includes the Cl name, ClI type, impact severity level, and business
criticality level of each Cl in the table.

A tooltip indicating the impact severity and business criticality levels of
the Cl is visible when you hold your pointer over the severity and
criticality icons.

Click this arrow 0 to hide the table.

Automation Analysis > Automation Pane

This pane provides general information regarding previous automation runs.

Important
information

See also

Statistics are calculated for controlled and non-controlled automation
runs, but only the statistics for controlled executions are displayed in the
Automation Analysis > Automation pane.

"Policies" on page 179

User interface elements are described below:

Ul Elements (A-Z)

Causes
Configuration
Change

Causes Downtime

Description

Specifies whether the automation causes a change to the Cl in HP
Universal CMDB.

Specifies whether or not the managed automation causes the Cl to
become unavailable during the execution.
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Ul Elements (A-Z2) Description

Execution Ratio Displays the percentages of successful and failed runs for this
automation. The success ratio is displayed in green. The failure
percentage is displayed in red.

Expected Duration Displays the estimated time duration of the automation process. The
first time the automation is run, the expected duration is 10 minutes.

After the automation has been run for the first time, Configuration
Manager updates the duration time by calculating the average time each
automation took, and adding a safety buffer.

Last Execution Displays the date and time, or just date, on which the last automation
execution ran.

o If the automation ran in the last 48 hours, it displays both the date
and the time.

o Ifit ran more than 48 hours before the current time, it only displays

the date.

Number of Displays the number of times the automation has run.
Executions
Risk Evaluation Displays the level of risk in the managed automation. Valid values are:

e Unknown

e None

e Low

e Medium

e High
Successful Displays the number of consecutive times the automation has run
Consecutive successfully.
Executions

Automation Analysis > Collisions Pane

This pane displays the details of the factors causing the automation collision.

Relevant tasks "Run a Controlled or Non-Controlled Automation" on page 76

See also ¢ "Automation Collisions" on page 75

e "Requests for Change" on page 28
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User interface elements are described below:

Ul Elements Description
_;:I_ Indicates whether or not the automation is colliding with another
<Collision automation/RFC.
exists>
why A collision occurs when a common Cl is impacted by more than one
¥* <Collision automation/RFC running over the same period of time.

does not exist>
The collision can be caused due to an automation that is:

¢ Colliding with other automations currently running or scheduled to run
in Configuration Manager.

or

¢ Colliding with an RFC that is currently being implemented or
scheduled to be implemented in HP Service Manager.

Total Collisions on  Displays all the commonly affected business/system Cls that are
Cls involved in collisions.

Click the drill down arrow 0 to display a table that contains a list of the
Cls involved in collisions. The table includes the Cl name, Cl type,
collision type.

The following icons indicate the collision types:

4 Direct collision. The business/system Cl is directly affected by
the collision.

* Indirect collision. The business/system Cl is indirectly affected
by the collision.

A tooltip indicating the collision type of the Cl is visible when you hold
your mouse over the collision type icons.

Note regarding system Cls only: Only top level (composite) Cls are
displayed.

If colliding automations cause collisions on more than one ClI, the
severity is determined by the collision with the highest severity.

Click the arrow 0 to hide the table.
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Ul Elements

Total Colliding
Activities

Description

¢ Colliding Automations

Indicates the total number of colliding automations running or
scheduled to run in Configuration Manager.

Colliding RFCs

Configuration Manager imports from HP Universal CMDB requests
for change (RFCs) that were opened in HP Service Manager. Every
RFC is associated with at least one CI.

Colliding RFCs refer to the total number of automations currently
running or scheduled to run in Configuration Manager that collide with
RFCs that are currently running or scheduled to runin HP Service
Manager.

For information on how Configuration Manager retrieves RFCs, see
"Requests for Change" on page 28.

Baseline Policy Wizard

The baseline policy wizard enables you to create a baseline policy that defines a Cl as a gold
master, based on a specific view.

The wizard enables you to select a Cl in the Explore Views module and use it as the gold master for
all the Cls of the same type in the view. The resulting policy is calculated as soon as you close the
wizard and the Explore Views module is refreshed.

Note: You must have Policies Admin and Write permissions to create baseline policies.

To access

Important
information

Relevant tasks

Wizard map

See also

Click in the Explore Views module.

The selected view must contain at least one Cl in order for the wizard to
be enabled.

"Define a Baseline or Topology Policy" on page 182

The "Baseline Policy Wizard" contains:

"Baseline Definition Page" > "Policy Details Page"

"Policies Overview" on page 179
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Baseline Definition Page
This page allows you to specify the Cl types and their attributes to be used for the baseline.

By default, the CI structure and attribute values of the Cl that was selected when you opened the
wizard are specified to be used for the baseline.

User interface elements are described below:

Ul Elements Description

<List of Cl types> Shows the entire composite Cl structure, with the selected Cl types and
attributes marked.

Click | to add additional CI types to the baseline definition. Select the
check boxes next to those attributes that you want to include in the
baseline definition. For each attribute, you can specify:

o inclusion or exclusion (in the Not column)

o the required operator (in the Operator column)

o aspecific attribute value (in the Attribute Value column)

Click ® to delete a Cl type from the baseline definition.

Policy Details Page
On this page, you enter a name and description for the baseline definition.

User interface elements are described below:

Ul Elements Description

Name The name that you assign to the baseline policy.

Description (Optional) A brief description of the baseline policy.
Cl Details Dialog Box

This dialog box enables you to view details of a selected ClI.

To access Click Show Composite Cl Details 5] or double-click a Cl in the

Composite Cls pane or Topology pane.
User interface elements are described below:
Ul Elements (A-Z) Description

=l Next Difference. Enables you to jump to the next component Cl in the
list.
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Ul Elements (A-Z) Description

In the Attributes tab, toggles between displaying all attributes for the
selected Cl and displaying only the managed attributes.

Attributes tab In the left pane, displays the Cl name. For composite Cls, you can
expand a Cl entry to display the individual component Cls.

In the right pane, displays the attribute names and values for this ClI.

Incoming Displays all the relationships of the selected Cl in the incoming
Relationships tab direction.

For composite Cls, you can expand a Cl entry to display the individual
component Cls. When you select one of the component Cls, the
Internal Relationship Path Details pane at the bottom of the dialog box
displays more detailed information about the relationship.

Outgoing Displays all the relationships of the selected Cl in the outgoing direction.

Relationships tab . . o
For composite Cls, you can expand a Cl entry to display the individual

component Cls. When you select one of the component Cls, the
Internal Relationship Path Details pane at the bottom of the dialog box
displays more detailed information about the relationship.

Create New RFC Dialog Box

This dialog box enables you to create an RFC for specific Cls, which will be validated in Service
Manager.

Toaccess Select one or more Cls and click @ in the Composite Cls pane of the

Explore Views module. Click Continue.

Important information = Enter a title and select the relevant information for the RFC that you are
creating.

By clicking Submit, you are creating an RFC and manually relating it to
the selected Cls.

Relevant tasks "Create an RFC for a Specific CI" on page 79

See also "Service Manager" on page 220

"Requests for Change" on page 28
User interface elements are described below:

Ul Elements (A-Z) Description

Affected Cls The list of changes that were marked for authorization in the Composite
Cls pane.
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Ul Elements (A-Z) Description

Category Select a category from the displayed list of category values (set in the
Settings module). For details, see "RFC Creation" on page 219.

Description The list of Cls and the required actions that should be performed for
each ClI.
Impact Select the widest range of impact that the change will have from the

displayed list of values (set in the Settings module). For details, see
"RFC Creation" on page 219.

Requested end date = The date by which the RFC should be executed.

Risk assessment Select the level of risk for the changed CI from the displayed list of
values (set in the Settings module). For details, see "RFC Creation" on
page 219.

Service The list of services that are available to the CI.

Title Enter a title for the RFC, for example, a short summary of the requested
changes.

Urgency Select the level of urgency for the change in the Cl from the displayed

list of values (set in the Settings module). For details, see "RFC
Creation" on page 219.

Create RFC for Policy Remediation Dialog Box

This dialog box enables you to create an RFC to remediate a Cl that breaches a configuration
policy, which will be validated in Service Manager.

Toaccess Select one or more Cls that breach a policy and click @ inthe

Composite Cls pane of the Explore Views module. Select a policy and
click Continue.

Important information = Enter a title and select the relevant information for the RFC that you are
creating to remediate the policy.

By clicking Submit, you are creating an RFC and manually relating it to
the selected Cls.

User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-Z) Description

Affected Cls The list of changes that were marked for authorization in the Composite
Cls pane.
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Ul Elements (A-Z) Description

Category Select a category from the displayed list of category values (set in the
Settings module). For details, see "RFC Creation" on page 219.

Description The list of Cls and the required actions that should be performed for
each ClI.
If a single Cl has been selected, an automatically generated description
is displayed.

Impact Select the widest range of impact that the change will have from the

displayed list of values (set in the Settings module). For details, see
"RFC Creation" on page 219.

Requested end date = The date by which the RFC should be executed.

Risk assessment Select the level of risk for the changed CI from the displayed list of
values (set in the Settings module). For details, see "RFC Creation" on
page 219.

Service The list of services that are available to the CI.

Title Enter a title for the RFC, for example, a short summary of the requested
changes.

Urgency Select the level of urgency for the change in the CI from the displayed

list of values (set in the Settings module). For details, see "RFC
Creation" on page 219.

Explore Views Page
This page enables you to display a snapshot of a view in the actual or authorized state.

To access Select Explorer > Explore Views.
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Important The Explore Views page includes the following:

information
[ ]

Composite Cls pane. Displays alist of Cls in the view with icons
indicating the policy status for each CI.

Topology pane. Displays a topology map of the Cls in the view with
icons indicating the policy status for each Cl. Each node in the
topology map displays the name, ClI type, and management status,
as well as the policy status and whether or not related RFCs exist for
the selected ClI.

Note: Ininventory mode, the Topology pane is called Related
Cls.

Policy Details tab. Displays details of policy breaches and
satisfaction for the selected Cl.

Controlled Automations tab. Displays the currently running
controlled automations, as well as automations that are scheduled to
run at a future date.

Filter pane. In inventory mode, the Filter pane enables you to filter
the composite Cl list.

The Composite Cls pane and the Topology pane are linked; when you
select a Cl in one pane, it is automatically selected in the other.

Relevant tasks ¢ "Run a Controlled or Non-Controlled Automation" on page 76
e "Create an RFC to Remediate a Policy Breach" on page 79
e "Create an RFC for a Specific CI" on page 79
e "Set Folding Rules for Composite Cls" on page 80
¢ "Launch External Applications" on page 80

See also "Explore Views Overview" on page 74

User interface elements are described below:

Ul Elements (A-Z)

Description

Select View. Enables you to select a different view to open on the
Explore Views page.

Change display to Inventory Mode. Changes the display of the
selected view to inventory mode.
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Ul Elements (A-2) Description
Change display to Topology Mode. Changes the display of the
selected view to topology mode.
State: | Actual state | v | Allows you to select the state of the view to display:
Actual State

¢ Actual State. Displays all Cls and relationships in the actual

Authorized State state of the view.

o Authorized State. Displays all Cls and relationships in the
authorized state of the view.

& Select Snapshot. Opens the Select Snapshot to View dialog box,
which enables you to select a saved snapshot of the view.

Edit Comments. Enables you to edit the comments for the

selected snapshot.

Note: You cannot add a comment longer than 255 characters
to a snapshot.

|§| Export Report. Enables you to choose a format in which to export
o the Policy Analysis report data. The available data format options
are:

o Excel. The table data is formatted as an .XLS (Excel) file that
can be displayed in a spreadsheet.

o PDF. The table data is exported in PDF format.

e CSV. The table data is formatted as a comma-separated values
(CSV) text file that can be displayed in a spreadsheet.

The currently applied filters are taken into account when generating
output for reports.

|%| Refresh. Refreshes the Cl list.

Composite Cls Pane

User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-Z) Description

= Sort Composite Cls. Opens the Sort Cls dialog box, which enables
you to sort the Cl list by different sort fields.

HP Universal CMDB Configuration Manager (10.10) Page 98 of 256



User Guide
Chapter 8: Explore Views

Ul Elements (A-Z2) Description

Show Composite Cl Details. Opens the Cl Details dialog box, which
displays the managed attributes of the selected Cl. For details, see "Cl
Details Dialog Box" on page 93.

Use the selected Cl to be the gold master for all Cls of this type.
Enables you to create a baseline policy. For details, see "Baseline
Policy Wizard" on page 92.

& Create RFC for remediating policy breaches. Enables you to create
an RFC that remediates the policy breach for the selected changes.

i Create RFC for the highlighted CI. Enables you to create an RFC for
the highlighted CI.

:6E| Explore Cl in UCMDB Browser. Opens the UCMDB Browser in the
context of the selected ClI.

Launch |+ Launch. Enables you to select an external application to open in the

context of a selected Cl or view. Click E| to select the external
application. On the Settings page, you must specify the URLs that will
open. For details, see "Ul Integrations" on page 222.

|E| Run Automation. Opens the Automation Execution dialog box, which
T enables you to run a controlled or non-controlled automation.

v Indicates that the Cl is currently in breach of at least one policy.
Indicates that the Cl is currently satisfying all of its policies.

& Indicates that there are one or more requests for change (RFCs) that are
related to this Cl.

<List of Cls> Displays all Cls currently or previously in the view.

Hold the pointer over a Cl in the list to display a tooltip containing the

name and type of the CI.
If no icons appear next to a Cl, it indicates that no policies are defined
for that CI.
Topology Pane
User interface elements are described below (unlabeled elements are shown in angle brackets):
Ul Elements (A-Z) Description
il Show Topology Overview. Toggles between displaying

and hiding the Topology Overview Display.
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Ul Elements (A-Z2)
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<Topology Overview Display>

Policy Details Pane

Description

Legend. Displays an explanation of the connections
between the nodes in the topology display.

Layers Layout. Displays the topology map in a layout
consisting of Cls grouped according to their layer.

Hierarchical Layers Layout. Displays the topology map in
a layout consisting of Cls grouped according to their layer
arranged in a hierarchy.

Classification Layout. Displays the topology mapin a
layout consisting of Cls grouped according to their
classification.

Circular Layout. Displays the topology map in a circular
layout.

Enables you to zoom in or out of the topology map.

Fit to Window. Resizes the topology map to the size of the
Topology Pane.

Highlight Topology Nodes. Specifies whether to highlight
only nodes in the actual state, the authorized state, or both.

Show Topology Map in Full Screen. Displays the
topology map in the View Topology box.

The Topology Overview Display appears in the upper right
corner of the pane. It indicates which portion of the topology
map is displayed in the Topology pane. This is useful for
large views or when you zoom in on a view.

Clicking on the policy status indicator in a node displays the
policy details for that Cl, including the policy name, the
source of the policy, and the status of the selected ClI for
that policy.

User interface elements are described below:

Ul Elements (A-Z) Description

Opens the Policy Details dialog box.

Note: This button is only active when a baseline rule is selected in
the policy list.
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Ul Elements (A-Z2) Description

Details pane Displays the details for the policy rule selected in the Policy List pane,
including the rule name, description, type, and validation dates.

Policy List pane Displays all the policy rules defined for the selected CI. For each rule,
the name, source of the policy, status in the selected state, and related
Cls are displayed.

Controlled Automations Tab

This tab displays the currently running controlled automations, as well as automations that are
scheduled to run at a future date.

User interface elements are described below:

Ul Elements (A-2) Description

Planned Displays all the automations that are scheduled to run at a future date.
Automations pane After the automation starts to run, the automation appears in the Recent
Automations pane.

The following data is available for each automation;
¢ The name of the automation.
o Start time and estimated duration of the automation.

e Cancel. Click to cancel the planned automation. After the

automation is canceled, a @ icon appears. The automation appears
in the Recent Automations pane at the scheduled start time and
disappears from the pane 24 hours after it was scheduled to start
running.
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Ul Elements (A-Z2) Description

Recent Automations Displays all automations that ran in the last 24 hours. The automation
pane disappears from the pane 24 hours after it started running.

The following data is available for each automation:

o The name of the automation. The automation name is a link to the
flow execution report in HP Operations Orchestration.

o Start time and duration of the automation.

= The date and time at which the automation started to run and the
duration if the automation has finished running.

= The date and time at which the automation started to run and the
estimated duration time if the automation is still running.

o The icons that indicate the automation status:

© Unknown. Indicates that either the status data is not available or
the status indicated in HP Operations Orchestration is not
recognized by the system. This icon appears when you first run an
automation and is replaced once the updated status arrives from HP
Operations Orchestration.

© Running. The automation is running.

£ Successful. The automation has run successfully.

. Successful with Problems. The automation has run
successfully but with problems.

& Failed. The automation has failed.
() Canceled. The automation has been canceled.

@ Error. Indicates a general error. For example, if you run an
automation without having a connection to HP Operations
Orchestration.
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Filter Pane

User interface elements are described below:

Ul Elements (A-Z) Description

Changed Cls Filters the Cls by their change status. When you select Yes, only Cls
with changes appear in the view display. When you select No, only Cls
without changes appear in the view display.

Available in: Review/Authorize module.

Cl Name Filters the Cls by Cl name. Only the selected Cls appear in the view
display.

Enter a Cl name manually in the value box or click More... to open a
dialog box which enables you to select Cls from a list.

Cl Type Filters the Cls by Cl type. Only Cls of the selected Cl types appear in
the view display.

Click More... to open a dialog box that enables you to select available
Cl types from alist.

Has RFCs Filters according to whether or not the selected Cl has an RFC
associated with it.

Available in: Review/Authorize module.

Managed Status Filters the Cls by their management status. Only Cls of the selected
status appear in the view display.

Select Managed or Not Managed.

Policy Name Filters the Cls by the names of their policies. Only Cls affected by the
selected policies appear in the view display.

Click More... to open a dialog box that enables you to select available
policies from a list.

Policies Status Filters the Cls by their policy status. Only Cls of the selected status
appear in the view display.

If no policy is specified in the Policy Name field, the selected policy
status condition will apply to all policies that are assigned to the Cls in
the view; otherwise, the selected policy status condition will be applied
only to the policies that were specified by name.

Select In-breach or Satisfied.
Related RFCs Filters the Cls by specific RFC titles.

Click More... to open a dialog box that enables you to select related
RFC values from a list.

Available in: Review/Authorize module.

HP Universal CMDB Configuration Manager (10.10) Page 103 of 256



User Guide
Chapter 8: Explore Views

Policy Details Dialog Box

This dialog box enables you to display detailed information on CI policy breaches for baseline policy

rules.

To access

Important
information

Click the Show Policy Details in Snapshot button in the Policy
Details tab of the bottom pane.

The Policy Details dialog box is only relevant when a Cl with a baseline
policy is selected. The dialog box displays policy details for the selected
state (actual or authorized).

User interface elements are described below:

Ul Elements (A-Z)

ol

<Left pane>

<Right pane>

Description

Toggles between displaying all attributes and only those with breaches,
for the selected ClI.

Jumps to the next breach in the list.

Displays the Cl names and their respective baselines. For composite
Cls, click the arrow to expand it and display the component Cls. For
each ClI for which there is a baseline value, an icon indicates whether it
is in breach of the policy or not.

Note: A Clis considered in breach of a policy if at least one of its
attributes breaches the policy or if it does not match a Cl in the
baseline.

Displays the attribute names and values, as well as the baseline values,
for the Cl selected in the left pane. For attributes with baseline values,
an icon indicates whether or not the selected Cl is in breach of the policy
with reference to that attribute.

Select Policy Rule Dialog Box

This dialog box enables you to select a breached policy for remediation.

To access

Relevant tasks

See also

Click the Remediate Policy button in the Composite Cls pane.
"Create an RFC to Remediate a Policy Breach" on page 79

"Service Manager" on page 220
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User interface elements are described below:

Ul Elements (A-Z) Description

Policy Name Select the name of the breached policy to be remediated from the
dropdown list. Cls that do not breach the selected policy will be
discarded.

Select all Cls that Select the check box toinclude all Cls that breach the selected policy,

breach the policy even if they were not selected in the Composite Cls pane.

Select Snapshot to View Dialog Box
This dialog box enables you to select a snapshot to display.
To access Click one of the snapshot selection boxes from the toolbar.
User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-2) Description
<Calendar> Select a date in the calendar.

<List of snapshots> The list includes all snapshots taken of the selected view on the
selected date.

Authorized By Displays the name of the user who authorized the snapshots.

Use the drop-down list to filter the list to display only snapshots that
were authorized by a selected user.

The user "Internal Process" may appear in the Created by field. This
means that the authorization was caused by an internal Configuration
Manager process (not a user), and occurred during one of the following
occasions:

o thefirst time a view was managed and some Cls were authorized.

e when a user added policies.

o when a user performed authorization on a different view that shares
some Cls with the selected view.

Note: This field appears only for snapshots of the authorized state.

Change Details A brief description of the snapshot.
Comments Notes regarding the snapshot.
Creation Time The time that the snapshot was taken.
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Sort Cls Dialog Box

This dialog box enables you to sort the Cl list in the Composite Cls pane.

To access Click the Sort Composite Cls button from the toolbar in the
Composite Cls pane.

Important

. . After sorting the Cls, click the Refresh |§| button for the change to take
information

effect.
User interface elements are described below:

Ul Elements (A-Z) Description

= Moves all the fields from the Available Sort Fields pane to the Selected
Sort Fields pane.

> Moves the selected field from the Available Sort Fields pane to the
Selected Sort Fields pane.

E Removes the selected field from the Selected Sort Fields pane.

Removes all the fields from the Selected Sort Fields pane.

Moves a selected field up or down within the Selected Sort Fields list.

Fpr egch selected field, selects Ascending or Descending for the sort
direction.

Available Sort All the available fields by which to sort the Cls.

Fields

Selected Sort Fields = The selected fields by which to sort the Cls. The sort order follows the
order of the list.

Topology Page
This page displays the topology map in a large format.

To access Click the Show Topology Map in Full Screen g button from the

Topology pane toolbar.
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User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-Z) Description

<Topology pane The toolbar buttons from the Topology pane are also available in the
toolbar buttons> View Topology dialog box. For details, see "Topology Pane" on page 99.
Troubleshooting

o Problem. Buttons for creating RFCs are disabled.

Possible reasons:

= The Change Management integration has been disabled for the activated configuration.

= The Change Management integration has been defined, saved, and activated, but the user did

not log in to Configuration Manager again.

Solution. Do the following:

a.

C.

Navigate to Administration > Integrations > Change Management. To configure the
integration, select the check box and provide the details for the Service Manager
configuration.

Save and activate the configuration.

Log out and then log in again to see the changes take effect.

¢ Problem. RFC creation fails.

Reason 1: Incorrect credentials were defined for the integration user under Administration >
Integrations > Change Management > Service Manager.

Solution 1: In Service Manager, verify that the integration user exists. If required, update the
password (for details, see the Service Manager documentation).

Reason 2: The user does not have the proper credentials to invoke a call to the Service
Manager web-service.

Solution 2: Enable the ability to execute the SOAP API for this integration user (for details,
see the Service Manager documentation).

Reason 3: The UNL file for this integration has not been loaded into Service Manager.

Solution 3: To detect if the UNL file has been uploaded, call the following Service Manager
URL:

<host>:<port example:13080>/sm/7/ucmdcm.wsdl
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If the call returns an XML file, then a web-service is on, meaning that the UNL file has been
uploaded. If not, follow the directions in "Import a UNL File into Service Manager" on page
130

= Reason 4: An RFC has been created with at least one of the following mismatches:
o The service does not exist in Service Manager.
o One or more of the selected Cls does not exist in Service Manager.
o The category value does not match a valid value in Service Manager.
o Therisk assessment value does not match a valid value in Service Manager.
o The impact value does not match a valid value in Service Manager.
o The urgency value does not match a valid value in Service Manager.

Solution 4: Change the values for each of the possible mismatches listed above under
Administration > Application Management > RFC > RFC Creation, so they match with
the corresponding values in Service Manager. Save and activate the configuration for the
settings to take effect.

= Problem. Configuration Manager doesn’t display RFCs.

Tip: As afirst step in identifying whether the problem is in UCMDB or Service Manager,
you can execute a TQL query in UCMDB that fetches all RFCs from Service Manager. If
RFCs are expected but do not appear in the query's results, it means that there is an
issue with the integration between UCMDB and Service Manager.

To execute this TQL query: login to UCMDB and navigate to Modeling > Modeling
Studio > Resources tab (select Queries as the Resource Type) > Configuration
Manager > Configuration Manager — Do not modify > Generate RFC Queries and
execute amber_rfc_by id.

o Reason 1: The integration point between UCMDB and Service Manager is either not
correctly configured or does not exist.

Solution 1: See the UCMDB documentation for details on how to set up the integration
between UCMDB and Service Manager.

o Reason 2: An RFC change phase value in the Configuration Manager settings does not
match the RFC phase definition in Service Manager.

Solution 2: Change the value for the RFC Change Phase field in the Configuration
Manager settings to a valid value (as defined in Service Manager). Navigate to
Administration > Application Management > RFC > Fetch RFCs Criteria > RFC
Filters to change the settings. Note that the Change Phases field can contain multiple
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comma-separated values. Save and activate the configuration for the settings to take
effect.

o Reason 3: The RFC does not meet the time window condition defined in the Configuration
Manager settings for fetching RFCs.

Solution 3: Make sure that the RFC meets the time window condition in the Configuration
Manager settings, or change the condition so that the RFC matches the time window.
Save and activate the configuration for the settings to take effect.

o Reason 4: The date and time format between the integration user used by Configuration
Manager for this integration has a different format than the corresponding user in Service
Manager.

Solution 4: Make sure that the time format is defined identically for both user instances.

In Configuration Manager, the Date Format definition is found under Administration >
Integrations > Change Management > Service Manager > Date Format.
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This chapter includes:

Baseline Analysis OVerview ... 110
Define a Configuration Model for Comparison .. ... .. . 111
Baseline Analysis User Interface ... .. .. o . 112

Baseline Analysis Overview

The Baseline Analysis module provides an environment for comparing composite Cls in your
managed views with a configuration model. A configuration model is a description of a composite
Cl, and includes its topology/hierarchy and the attributes of its component Cls. The configuration
model can be:

o arbitrary (that is, modeled at will completely by the user)

o created from a composite Cl (whether or not that composite Cl is actually a candidate for
comparison with the model)

o imported from a baseline policy
o based on a group of similar composite Cls

After you run the comparison, the pane displays a bar graph for each composite Cl in the
comparison, showing the degree to which it matches the model. The closeness of the match is
determined by comparing the composite Cls to the model with regard to the topology and to the
attributes of each component ClI. If no attributes are selected for comparison in a particular Cl of the
model, the comparison for that Cl is based purely on the topology of the model.

A composite Cl is considered to be in breach of the model if any of the attributes in its CI hierarchy
do not match the model's requirements. In addition, you can choose between two options as to
what topology will be considered as satisfying a model:

« If the topology of the composite Cl is identical to the topology of the model

o If the topology of the composite Cl contains the model topology

For details on the Baseline Analysis module, see "Baseline Analysis Page" on page 113.

Note:
e You must have View Cls permission to work with this module.

e You can only select Cls from views for which you have View, Authorize in CM, or
Manage in CM permission
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Define a Configuration Model for Comparison

This task describes how to define a configuration model for comparison with selected composite
Cls.

1. Navigate to Analysis > Baseline Analysis. You can create a model in one of the following
ways:

= To create a model based on a specific group of similar Cls:

o Select the state of the view from which you want to select composite Cls. The available
options are Actual or Authorized.

o Click Add composite Cls *lto open the Add composite Cls dialog box. Select the
view containing the Cls you want to compare, then move the Cls to the Selected Cls
column using the arrow buttons. Repeat to add additional Cls, if desired, and when you
are finished, click OK. If the selected view contains more than 1,000 Cls, the top arrow
button enables you to randomly select Cls (to a maximum of 1,000).

Note: If you select Cls in the Analysis Scope pane first and then build a model,
Configuration Manager automatically removes any selected Cls whose types do not
match the model's type.

o Click B Sudgest Baseline| ;) yho main Baseline Analysis toolbar. The model that is created
tries to satisfy all composite Cls in the scope.

Note: If you have not selected enough Cls or their attributes or hierarchies are too
different from each other, you will be prompted to change your selections.

= To create a model based on a specific Cl type, select the Cl type by clicking *linthe
Configuration Model toolbar (which creates an empty baseline) or by selecting the Cl in the
Analysis Scope pane and dragging it to the Configuration Model pane (which creates a fully
specified baseline).

= To create a model based on any managed CI (not necessarily a Cl in the Analysis Scope),
click Select predefined configuration in the Configuration Model pane and select
Create model from a managed CI.

= To create a model based on a policy that you created in the Policies module, click Select

predefined configuration in the Configuration Model pane and select Create model
from an existing baseline policy.
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2. Select the attributes to participate in the comparison by selecting the check boxes next to the
required attributes. Enter values for the selected attributes in the Attribute Value column and
operators in the Operator column. For alist of the operators used to define attribute conditions,
see "Attribute Operators" on page 192.

3. Click Analyze in the main toolbar to run the comparison.

Baseline Analysis User Interface

This section includes (in alphabetical order):

Add Composite Cls Dialog BoX ... .. o . 112
Baseline Analysis Page . ... 113
Comparison Details Dialog BoxX ... ... . . 116
Select Baseline Policy Dialog BoX . . ... L 117
Select Composite Cl Dialog BOX .. ... ... 117

Add Composite Cls Dialog Box

This dialog box enables you select a specific Cl for a model definition.

To access Click Add composite Cls in the Analysis Scope pane.
Important Only views for which you have View permission are displayed.
information

Relevant tasks "Define a Configuration Model for Comparison" on the previous page
See also "Baseline Analysis Overview" on page 110

User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Element Description

<List of Cls> The left pane displays the Cl name. For composite Cls, you can expand
a Cl entry to display the individual component Cls.

The right pane displays the attribute names and values for this CI.

Filter Enter a string to filter the Cls in the list.

State The state of the Cls that was selected in the Analysis Scope pane is
displayed.

View Select a view from the drop-down list.
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Baseline Analysis Page

This page enables you to build a configuration model to compare to composite Cls from managed
views.

To access Select Analysis > Baseline Analysis.
Important The Baseline Analysis page includes the following panes:
information

¢ Analysis Results
o Analysis Scope
o Configuration Model

Define the model in the Configuration Model pane. Select the composite
Cls for comparison in the Analysis Scope pane. When you are finished,
click Analyze to run the comparison.

The results are not updated dynamically in response to changes. Every
time you make a change in either the model or the composite Cl
selection, you need to click Analyze again to re-run the comparison.

Relevant tasks "Define a Configuration Model for Comparison” on page 111

See also "Baseline Analysis Overview" on page 110
User interface elements are described below:

Ul Elements (A-Z) Description

Create New Model. Builds a new configuration model.

Open Model. Enables you to select an existing model to open.

Save Model. Saves the current model.

Save Model As. Enables you to save the current model under a new
name.

Detail Level |+ Detail Level. Enables you to specify how strictly you want your model

to conform to the selected Cls. The following scale is displayed:

Lezs Detailed Model  10% 100%  More Detailed Model

B Suggest Baseline Suggest Baseline. Enables you to create a model from the selected
Cls, based on the selected level of detail.
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Ul Elements (A-Z) Description

[ Analyzel Analyze. Runs the comparison.
< Go back to Segmentation Analysis. Returns you to the Segmentation

Analysis module.

Analysis Results Pane

Important After the analysis is run, this pane displays a pie chart showing the
information percentage of satisfied Cls, as well as a breakdown of how close the in-
breach Cls are to being satisfied.

Analysis Scope Pane

Important In this pane, you select the composite Cls to compare to the
information configuration model.
See also "Comparison Details Dialog Box" on page 1

User interface elements are described below:

Ul Elements (A-Z) Description

=k Add composite Cls. Opens the Add Composite Cls dialog box, which
enables you to select composite Cls to add to the Analysis Scope.

ﬁ Remove composite Cl from list. Deletes the selected composite Cl
from the Analysis Scope.

Remove all composite Cls. Deletes all composite Cls from the
Analysis Scope.

Show Comparison Details. Opens the Comparison Details dialog
box, which displays the attributes of a Cl that is in breach of a policy.

<Composite CI The names of the managed Cls in the Analysis Scope.

Name>

Similarity Results Displays a bar graph indicating the degree to which the Cl matches the
model.

State Select the state of the view from which you are selecting composite
Cls.

You can select Cls from both the actual and authorized state of any
view, but the comparison is only done in the selected state. If any of
your selected Cls do not exist in that state of the view, they appear in
faded text and do not participate in the analysis.
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Configuration Model Pane

Important In this pane, you build a configuration model by adding CI types to the
information model and selecting the attributes by which to compare it to the selected
composite Cls.

User interface elements are described below:

Ul Elements (A-Z) Description
Bt Click to select a predefined configuration:

o Create model from a managed CI. Enables you to select an
existing Cl to serve as a configuration model.

o Create model from existing baseline policy. Enables you to
select a configuration model already defined in a policy.

4k Create configuration model. Opens the Add CI Type to the
Configuration Model dialog box, which contains a list of Cl types that
you can add to the configuration model. You can add multiple Cls of the
same type using the Cl count feature.

Note: Cls are added hierarchically under the currently selected ClI.

S Remove selected item from the configuration model. Enables you
to delete selected Cls from the configuration model.

=l Matching CI Results. Provides a breakdown of the compared Cls into
satisfied and in-breach categories.

Indicates that the attribute is relevant for comparison.

G Indicates that the attribute is relevant for comparison and is assigned a
rank in the system's matching algorithm.

Attribute Name The names of the attributes of the selected Cl type.

column

Attribute Value The values of the attributes of the selected ClI type. Select or enter a

column value for each attribute. To display suggested values, begin typing or
press the Down arrow key.

Cl Type The selected Cl types.

It is possible to select more than one CIT of the same type in the model.
This is known as Common Definition mode. In this mode, any
changes you make to one of the selected CITs apply to all of them.
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Ul Elements (A-Z2)

Consider additional
internal Cls as
breach

Matching CI Results
column

Matching Results
column

Operator column

Description

When you select Consider additional internal Cls as breach, the CI
being compared to this configuration model is considered in breach of
the policy if it has additional internal Cls.

A bar graph displays the number of satisfied, in-breach, and missing Cls
for each Cl type. Hold the pointer over the graph to display a tool tip with
percentages.

For each selected attribute, the percentage indicates the number of
composite Cls matching the values specified for that attribute in the
model.

Select an operator defining the required relationship between the
attribute's baseline value and the actual value. For details, see
"Attribute Operators" on page 192.

Comparison Details Dialog Box

This dialog box enables you to display comparison details for the selected ClI.

To access

Relevant tasks

See also

Click Show comparison details in the Analysis Scope pane.
"Define a Configuration Model for Comparison" on page 111

"Baseline Analysis Overview" on page 110

User interface elements are described below:

Ul Elements (A-Z)
o

<Left pane>

Description

Toggles between displaying all Cls and all attributes, and displaying
only attributes and Cls with breaches for the selected composite ClI.

Jumps to the next breach in the current composite ClI.

Displays the Cl names and their respective models. For composite Cls,
click the arrow to expand it and display the component Cls. For each Cl
for which there is a model value, an icon indicates whether it is in breach
of the policy or not.

Note: A Cl is considered in breach of a policy if at least one of its
attributes breaches the policy or if it does not match a Cl in the
model.
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Ul Elements (A-Z) Description

<Right pane> Displays the attribute names and values, as well as the baseline values,
for the Cl selected in the left pane. For attributes with baseline values,
an icon indicates whether or not the selected Cl is in breach of the policy
with reference to that attribute.

Select Baseline Policy Dialog Box

This dialog box enables you to select an existing baseline policy, whose baseline will be used as a
model definition.

To access In the Configuration Model pane, click and select Create model
definition from existing baseline policy.

Relevant tasks "Define a Configuration Model for Comparison" on page 111

See also "Baseline Analysis Overview" on page 110

User interface elements are described below:

Ul Elements (A-Z) Description

Policy Name Displays a list of defined baseline policies that you can use as a
baseline for the model.

Policy Status For each policy in the list, displays the percentage of Cls on which the
policy is satisfied or breached.

Select Composite Cl Dialog Box

This dialog box enables you select a specific Cl for a model definition.

To access In the Configuration Model pane, click and select Create model
from a managed CI.

Important When you select a specific Cl for a model definition, Cls in the scope

information are removed if their type does not match the selected Cl's type.

Only views for which the user has View permission are displayed.
Relevant tasks "Define a Configuration Model for Comparison" on page 111

See also "Baseline Analysis Overview" on page 110
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User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-Z) Description

<List of Cls> A list of the Cl names and types in the selected view. Select one to
serve as the model ClI.

Filter Enter a string to filter the Cls in the list.
State Select Actual or Authorized.
View Select a view from the drop-down list.
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This chapter includes:

Segmentation Analysis Overview ... 119
Select Cls that Contain Groups of Similar Cls ... . 120

Segmentation Analysis User Interface

Segmentation Analysis Overview

The Segmentation Analysis module can create Cl segments (groups of Cls with similar
configurations).

You use the Cl Type Manager in HP Universal CMDB to define the relevant Cl matching rules. For
details, see "Matching Rules Page" in the HP Universal CMDB Modeling Guide. If an attribute is
specified as a required matching attribute and an exact match is not found, component Cls are not
considered to be part of the same segment.

You select Cls as input and specify the desired level of similarity between the Cls in each segment
that is created. When selecting Cls as input, there does not need to be any specific similarity
between them. Configuration Manager generates a list of segments and creates a configuration
model for each segment. Every Cl that you selected as input becomes part of one of the created
segments.

You can select a segment and then analyze it in the Baseline Analysis module, or use the Cls that it
contains as the basis for a different model.

For details on the Segmentation Analysis module, see "Segmentation Analysis Page" on page 122.
Note:
¢ You will not be able to access this module unless you purchase an advanced license. To
obtain the appropriate license, contact your HP sales representative or HP Software
business partner.

e You must have View Cls permission to work with this module.

¢ Only views for which you have View permission are displayed.
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Select Cls that Contain Groups of Similar Cls

This task describes how to select Cls among which you can find groups of similar Cls.

1.

2.

Navigate to Analysis > Segmentation Analysis.

Select the state of the view from which from which to take Cls for comparison. The available
options are Actual or Authorized.

Click Add composite Cls *lto open the Select Composite Cls dialog box. The Cls will be
chosen from the state that you selected in step 2. You can select a maximum of 1,000
composite Cls.

Note: You must select Cls of the same Cl type.
Click [ Farameter| 15 set the segment size parameter to the required value and to define the
scope of the segment.

= Selecting a low value causes more, smaller segments to be created, and the composite Cls
in those segments will be more similar to each other.

= Selecting a high value causes fewer, larger segments to be created, and the composite Cls
in those segments will be more varied.

Click [B_Anahz= Seaments] {1, create the segments.

Review the results: The Segments List displays the name of each segment, the number of
composite Cls in it, and the average similarity level that the composite Cls in the segment
have to the segment's model. Click a segment in the list (Segments List pane) or in the pie
chart (Segments Results pane) to view the model in the Configuration Model pane.

To further analyze the contents of a segment, select the segment in the Segments List and

click View Configuration Modeling for selected segment 2|, This takes you to the
Baseline Analysis module, with the selected segment being used as the model.

Note: If you now make changes in the Baseline Analysis module, they are not reflected in
the Segmentation Analysis module. For example, removing or adding Cls from the
Analysis Scope in Baseline Analysis will not remove them from the segment or from the
scope in the Segmentation Analysis module.

Segmentation Analysis User Interface

This section includes (in alphabetical order):

Add Composite Cls Dialog BoX ... .. 121
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Cl Details Dialog BoX ... il 121
Segmentation Analysis Page ... .. 122
Segmentation Parameters Dialog BOX .. ... ... 124

Add Composite Cls Dialog Box

This dialog box enables you select a specific Cl for a model definition.

To access Click Add composite Cls in the Analysis Scope pane.
Important ¢ Only views for which you have View permission are displayed.
information

¢ Youcan only select Cls of the same type for the definition.
Relevant tasks "Select Cls that Contain Groups of Similar CIs" on the previous page

See also "Segmentation Analysis Overview" on page 119
User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Element Description

<List of Cls> The left pane displays the Cl name. For composite Cls, you can expand
a Cl entry to display the individual component Cls.

The right pane displays the attribute names and values for this CI.

Filter Enter a string to filter the Cls in the list.
State The state of the Cls that was selected in the Analysis Scope pane is
displayed.
View Select a view from the drop-down list.
Cl Details Dialog Box

This dialog box enables you to display comparison details for the selected CI.

To access Click Show CI details in the Analysis Scope pane.
Relevant tasks "Select Cls that Contain Groups of Similar Cls" on the previous page
See also "Segmentation Analysis Overview" on page 119
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User interface elements are described below:

Ul Element Description

Toggles between displaying only the managed attributes and displaying
all attributes for the selected Cl. By default, only managed attributes are
displayed.

Cl Name Displays the name of the selected CI.

Attribute Name Lists the attributes that are being modeled for the selected CI.

Value Displays the value that is currently assigned to the selected attribute.

Segmentation Analysis Page

This page enables you to find groups of similar Cls in your environment.

To access Select Analysis > Segmentation Analysis.
Important The Segmentation Analysis page includes the following panes:
information

e Analysis Scope
e Segments List and Results (in chart format)
e Configuration Model

Select the composite Cls from which to create segments in the
Analysis Scope pane. When you are finished, click Analyze
Segments.

The results are not updated dynamically in response to changes. Every
time you make a change to the analysis scope or to the parameters
described below, you need to click Analyze Segments again to re-

create the groups.
Relevant tasks "Select Cls that Contain Groups of Similar Cls" on page 120
See also "Segmentation Analysis Overview" on page 119

User interface elements are described below:

Ul Elements (A-Z) Description

| Create New Model. Clears all selected values and segments.
Parameters. Opens the Segmentation Parameters dialog box. For

details, see "Explore Views Page" on page 96

El Analyze Segments| Analyze Segments. Creates segments based on the selected Cls.
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Analysis Scope Pane

Important In this pane, you select the composite Cls to be used for creating the
information segments.
See also "Cl Details Dialog Box" on page 121

User interface elements are described below:

Ul Elements (A-Z) Description

= Add composite Cls. Opens the Cl Details Dialog box, which enables
you to select composite Cls to add to the Analysis Scope.

3¢ Remove composite Cl from list. Deletes the selected composite Cl
from the Analysis Scope.

Y Remove all composite Cls. Deletes all managed Cls from the
Analysis Scope.

=l Show CI details. Opens the Cl Details dialog box and displays the
details of the selected CI.

<Composite CI The names of the composite Cls in the Analysis Scope.

Name>

Segment ID Displays the name of the segment to which the composite Cl was
assigned.

State Select the state of the view from which you are selecting composite
Cls.

You can select Cls from both the actual and authorized state of any
view, but the segmentation is only done in the selected state. If any of
your selected Cls do not exist in that state of the view, they appear in
faded text and do not participate in the segmentation.

Configuration Model Pane

Important This pane displays the configuration model generated for the selected
information segment. Select a Cl in the model to see the attributes defined for it.
The attributes that are greyed out are not selected for the model.

User interface elements are described below:

Ul Elements (A-Z) Description
Attribute Name The names of the attributes of the selected Cl type.

Attribute Value The values of the attributes of the selected Cl type.
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Ul Elements (A-Z2) Description

Cl Type The selected Cl types.

Operator The required relationship between the attribute in the model and the
attribute in the compared CI. For details, see "Attribute Operators" on
page 192.

Segments List Pane

Important After the segments are created, this pane displays a list of the
information segments that were created.

User interface elements are described below:

Ul Elements (A-Z) Description

View Baseline Analysis for selected segments. Navigates to the
Baseline Analysis page, where you can edit the model and save it.

Average Similarity The average percentage of similarity between the Cls in the segment
and the segment's configuration model.

Number of Cls The number of Cls in each segment.

Operator column The attribute that defines the relationship between the attribute and its
value. For details, see "Attribute Operators" on page 192.

Segments Results Pane

Important After the segments are created, this pane displays a pie chart showing
information the groups of Cls that were created, based on the selected segment
size.

Segmentation Parameters Dialog Box

This dialog box enables you to specify the detail level and scope for the selected Cls that are part of
the suggested segment.

To access Click Parameters on the Segmentation Analysis page.
Relevant tasks "Select Cls that Contain Groups of Similar Cls" on page 120
See also "Segmentation Analysis Overview" on page 119
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Ul Element Description

Similarity Level The Similarity Level setting specifies the similarity level of the Cls in the
segment. The following scale is displayed:

Lowwer Similarity Level 1% 100%  Higher Similarity Level

A small value means that a segment contains Cls that may be varied; a
large value means that each segment contains Cls that are very similar
to each other.

Define Specify the Cl type and attributes that should appear in the model. By
Configuration Model default, all components and attributes in the selected Cls are part of the
Scope model. If you do not want a specific component to be part of the model,

clear the check box next to that component.

When you remove a component from the model, all of its attributes are
automatically removed from the model as well. You caninclude a
component in the model but remove all of its attributes from the scope
by clearing the check box in the title bar next to Attribute Name, or you
can remove selected attributes by clearing those check boxes.
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Review/Authorize Overview

The Review/Authorize module enables you to review and authorize changes in a view.
Review/Authorize displays all the Cls currently contained in the view in either the actual or
authorized state. For example, an application owner might want to track and acknowledge changes
that occur in their application service tree. Cls that were added to the view, removed from the view,
or updated between the two states are indicated by the appropriate indicator icon in the Composite
Cls pane and the Topology pane. For details on the indicator icons, see "Composite Cls Pane" on
page 137.

You begin the authorization process by analyzing (or reviewing) the changes you want to authorize:
check the type and nature of the change, whether there are new policy breaches and whether there
are related RFCs. Select the changes you want to authorize from among the Cls marked as
changed. When you click Authorize, all of the selected changes are submitted for authorization.
After the authorization finishes, the authorized state is updated with the selected changes, and a
snapshot of the view is saved. For details on manual authorization, see "Authorize Changes to Cls"
on page 129.

It is also possible to authorize views automatically using the automatic state transition feature. The
automatic state transition rules are validated against all managed Cls in the view, and the CI
changes are automatically authorized if they comply with these rules. For details, see "Automatic
State Transition" on page 171.

Before authorizing changes (either manually or during automatic state transition, Configuration
Manager checks whether any Cl that may be deleted as the result of authorizing a change has any
other Cls that are dependent on it. A warning notice will be displayed during authorization for the
following situations:
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o Ifthe removal of a Cl in one view leads to the removal of its dependent Cls in another view.

o If the removal of a Cl leads to the removal of a Cl that is a component of the composite Cl in
another view.

o If Cl to be removed has any relation in another view.

o If the authorization of a change in one view will cause a policy breach in another view.

Note: You must have one of the following permissions to access the Review/Authorize
module:

o View permits you to select and review changes.

o Authorize in CM permits you to review and authorize changes.

Integration with Service Manager

Configuration Manager enables you to push Cls from UCMDB to Service Manager in authorized as
well as actual state. When you create a new integration point in UCMDB using the
ServiceManagerAdapter9.x adapter, you can select from which state data should be pushed. For
details, see "New Integration Point/Edit Integration Point Dialog Box" on page 1 in the HP Universal
CMDB Data Flow Management Guide. However, you can only access the Data Flow Management
module in UCMDB when you are logged in to Configuration Manager in the actual state.

When setting up an integration, you must load the cm4sm.unl file into Service Manager. This file
enables the service that allows integration between Service Manager and Configuration Manager.
For details, see "Import a UNL File into Service Manager" on page 130.

Both planned and unplanned changes are taken into consideration before they are authorized. One
of the following scenarios is possible:

« Planned change—one or more related RFCs have already been opened for a discovered change.
When they are authorized, the related RFCs are then validated.

o Unplanned change—no RFC had previously been opened for the change.

= If the change does not affect the Cl (for example, if the discovery pattern for this Cl changed),
you can authorize the change without creating an RFC.

= If there is an actual change to the Cl or its attributes, you can create an RFC through
Configuration Manager.

As part of the offline analysis process, Configuration Manager checks and stores RFCs that are
related to changed Cls. The following Cls are checked for RFCs:
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e ChangedCls
o Containers of changed Cls
o Relations of changed Cls

For each Cl in a managed view, the analysis process checks if the Cl has arelated RFC. If no
related RFC is found for a Cl, then the containing Cl is queried for RFCs, and if there is no RFC on
the containing Cl, the connected Cls are checked.

Note that the same RFC can be related to more than one Cl, and a single CI can also be related to
several RFCs. For example, if an RFC is found on a host in one view, the same RFC is related to
the host in other views.

There are four possible relationships between Cls in Configuration Manager and RFCs in Service
Manager:

Direct—a CI has a direct relation to an RFC.

¢ Container—the container of a Cl has a relation to the RFC.

¢ Manual—an RFC is manually created for a changed ClI.

« Relation—multiple Cls that are related to each other are related to the same RFC.
For details about creating RFCs, see:

o "Create an RFC for a Specific CI" on page 79

o "Create an RFC to Remediate a Policy Breach" on page 79

o "Create RFC for Rolling Back Changes Dialog Box" on page 133

Reports

Configuration Manager provides the ability to export policy information for a view, including
information about Cls that are in breach of defined policies. Causes of in-breach Cls might be:

o Cls that do not satisfy a baseline condition
e Missing Cls

o Additional Cls in a composite Cl

Note: Information about breaching Cls is not included in reports that are exported in .pdf
format.
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The report compares the policy status of the Cls between two states of a view. Detailed information
is displayed when there is a breach in at least one of the states, down to the attribute level. The
report lists the causes of the policy breaches, and the status of the breaching Cl or attribute in each
state.

Authorize Changes to Cls

This task describes how to authorize changes to composite Cls.

Changes to Cls caninclude:

all attribute changes for a Cl (you cannot authorize individual attribute changes)

adding or removing a ClI

incoming relationship changes

outgoing relationship changes
To authorize a change:

1. Inthe Composite Cls pane of the Review/Authorize module, expand the entries for the Cls
with changes by clicking the small arrow to the left of each check box. Each change for a given

Cl appears on its own line.

2. Afterreviewing the changes, select the check boxes for the ones that you want to authorize.

Note: If you select the check box for a Cl, all the changes for that Cl are automatically
selected.

3. When you are finished reviewing the changes, do one of the following:

= Click Authorize to authorize the selected planned changes and validate their
existing RFCs.

A message appears stating that the changes were submitted for authorization. Click OK.

= Click Create rollback RFC for the selected changes ¥ to create an RFC incident ticket.
for each selected ClI.

Enter the required information and click Submit. For details, see "Create RFC for Rolling
Back Changes Dialog Box" on page 133.

Note: The authorization process may take a long time. You can continue working on other
views while it proceeds.

The updated view becomes the new authorized state of the view.
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Import a UNL File into Service Manager

This task describes how to upload the cm4sm.unl UNL file to Service Manager, in order to activate
the service that enables integration between Service Manager and Configuration Manager.

Caution: Do not perform this procedure when using a version of Service Manager later than
9.30.

To import the UNL file:

1.

2.

In Service Manager, click Menu Navigation > Tailoring > Database Manager.
Right-click the detail button and select Import/Load.

In the HP Service Manager File Load/Import page, click Specify File and select
<Configuration_Manager_installation_directory>/adapters/sm/cm4sm.unl.

The file is loaded via the file browser.

Enter the description in the Import Description box.
Select winntin the File Type list.

Select a display option.

Click Load FG to start loading.

Launch External Applications

Configuration Manager now provides a mechanism to configure a generic Ul integration that can
launch any application user interface in the context of a UCMDB CIl ora UCMDB view. For
example, you can launch the HP Enterprise Collaboration user interface in order to open a new
discussion related to an issue that may have been found on some CI, or launch UCMDB to view the
ClI properties of the selected Cl). This functionality is available in the Review/Authorize and the
Explore Views modules.

Note: In order to be able to integrate with external applications, it is recommended that all
applications be configured with LW-SSO and work with the same user management system.
This prevents the need to enter a user name and login for each external application.

To launch external applications:

1.

Specify the URL of the application that you want to open. For example:
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http://<UCMDB server machine or IP address>:8080/ucmdb-ui/cms/
directAppletLogin.do?cmd=ShowProperties&objectId=
${ucmdbId}&navigation=false&interfaceVersion=9.0.0

For this example, ${ucmdbId} is replaced with the ID of the selected composite Cl (as it
appears in UCMDB).

For details, see "Ul Integrations" on page 222.
Note: You must perform this step for the = button to be visible.

2. Inthe Review/Authorize or the Explore Views module, click .

The application that you configured opens in a browser window.

Review/Authorize User Interface

This section includes (in alphabetical order):

Authorize Selected Differences Dialog Box
CI Details Dialog Box
Create RFC for Rolling Back Changes Dialog Box
Policy Details Dialog Box
Review/Authorize Page
Sort Cls Dialog Box

View Topology Dialog Box

Authorize Selected Differences Dialog Box

This dialog box enables you to select the specific changes that you want to authorize.

To access Click Authorize in the left pane of the Review/Authorize
module.
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Important By clicking Submit, you are authorizing the proposed changes. This
information transforms the actual state of the Cl into its new authorized state.

If the Change Management integration enabled check box in the
Settings page is enabled, validation of the selected RFCs will be logged
in the change management system. If this check box is not selected,
the changes will only be noted when creating reports and RFCs will not
be validated in the change management system.

Note: You cannot authorize a Cl whose parent Cl is not contained

in the view.
Relevant tasks "Authorize Changes to Cls" on page 129
See also ¢ "Review/Authorize Overview" on page 126

¢ "Change Management" on page 215

User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-2) Description

<List of Cls with The list of changes that were displayed for authorization in the
proposed changes> Composite Cls pane.

Foreach Cl inthe list, alist of related RFCs is displayed. Select the
relevant RFC check boxes for the specific changes that you want to log
in the change management system.

Cl Details Dialog Box

This dialog box enables you to view details of a selected Cl.

To access Click Show Composite Cl Details or double-click a Cl in the
Composite Cls pane or Topology pane.

Relevant tasks "Authorize Changes to Cls" on page 129

See also "Review/Authorize Overview" on page 126

User interface elements are described below:

Ul Elements (A-Z) Description

Show Only Differences. Displays only those attributes where the
value differs between the two states displayed.

=L Next Difference. Jumps to the next component Cl in the list.
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Ul Elements (A-2)

Attributes tab

Incoming
Relationships tab

Outgoing
Relationships tab

Description

Show All Attributes. In the Attributes tab, toggles between displaying
only the managed attributes and displaying all attributes for the selected
CI. By default, only managed attributes are displayed.

Values do not match. Indicates a difference between the value in the
two states displayed.

Displays the CI name in the left pane. For composite Cls, you can
expand a Cl entry to display the individual component Cls.

The right pane displays the attribute names and values for this Cl. Both
the actual values and the authorized values of the attributes are
displayed.

Displays all the relationships of the selected Cl in the incoming
direction.

For composite Cls, you can expand a Cl entry to display the individual
component Cls. When you select one of the component Cls, the
Internal Relationship Path Details pane at the bottom of the dialog box
displays more detailed information about the relationship.

Displays all the relationships of the selected Cl in the outgoing direction.

For composite Cls, you can expand a Cl entry to display the individual
component Cls. When you select one of the component Cls, the
Internal Relationship Path Details pane at the bottom of the dialog box
displays more detailed information about the relationship.

Create RFC for Rolling Back Changes Dialog Box

This dialog box enables you to create an RFC for an unplanned and undesired change, which will be
validated in Service Manager.

To access

Important
information

Relevant tasks

See also

Select one or more Cls and click é in the Composite Cls pane of the
Review/Authorize module.

Enter a title and select the relevant information for the RFC that you are
creating for the unplanned change.

By clicking Submit, you are creating an RFC and manually relating it to
the selected Cls.

e "Authorize Changes to Cls" on page 129

e "Import a UNL File into Service Manager" on page 130

"Review/Authorize Overview" on page 126

"Service Manager" on page 220
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User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-Z) Description

Affected Cls The list of changes that were marked for authorization in the Composite
Cls pane.
Category Select a category from the displayed list of category values (set in the

Settings module). For details, see "RFC Creation" on page 219.

Description The list of Cls and the required actions that should be performed for
each CI.
If a single Cl has been selected, an automatically generated description
is displayed.

Impact Select the widest range of impact that the change will have from the

displayed list of values (set in the Settings module). For details, see
"RFC Creation" on page 219.

Requested end date = The date by which the RFC should be executed.

Risk assessment Select the level of risk for the changed CI from the displayed list of
values (set in the Settings module). For details, see "RFC Creation" on
page 219.

Service The list of services that are available to the CI.

Title Enter a title for the RFC, for example, a short summary of the requested
changes.

Urgency Select the level of urgency for the change in the CI from the displayed

list of values (set in the Settings module). For details, see "RFC
Creation" on page 219.

Policy Details Dialog Box

This dialog box enables you to display detailed information on Cl policy breaches for baseline policy
rules.

To access Click the Show Composite Cl Details button in the Comparison
Details pane.

Important The Policy Details dialog box is only relevant when a Cl with a baseline

information policy is selected.
Click the small arrow next to the icon and select the dialog box
displaying policy details for the actual or authorized state.

See also "Policies" on page 13
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User interface elements are described below:

Ul Elements (A-Z)

ol

<Left pane>

<Right pane>

Description

Show Only Breaches. Toggles between displaying all attributes and
only those with breaches, for the selected Cl.

Next Component Breach. Jumps to the next breach in the list.

Displays the Cl names and their respective baselines. For composite
Cls, click the arrow to expand it and display the component Cls. For
each ClI for which there is a baseline value, an icon indicates whether it
is in breach of the policy or not.

Note: A Clis considered in breach of a policy if at least one of its
attributes breaches the policy or if it does not match a Cl in the
baseline.

Displays the attribute names and values, as well as the baseline values,
for the Cl selected in the left pane. For attributes with baseline values,
an icon indicates whether or not the selected Cl is in breach of the policy
with reference to that attribute.

Review/Authorize Page

This page enables you to display a view in the actual state and select the changes that you want to

authorize.

To access

Select Changes > Review/Authorize.
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Important The Review/Authorize page includes the following panes:

information
e Composite Cls. Displays alist of Cls in the view with icons

indicating the types of changes that occurred for each Cl between
the actual and authorized states.

o Topology. Displays a topology map of the Cls in the view with icons
indicating the types of changes that occurred for each CI between
the actual and authorized states. Each node in the topology map
displays the name, Cl type, and management status, as well as the
change type and current and previous policy status, where relevant.

Note: Ininventory mode, the Topology pane is called Related
Cls.

e Comparison Details. Displays details of the changes for the
selected Cl. Click the relevant tab to view the change details for the
selected Cl.

o Filter. In inventory mode, the Filter pane enables you to filter the
composite Cl list. For details, see "Filter Pane" on page 103.

Select the changes to authorize by clicking the check boxes next to the
relevant Cls in the Composite Cls pane.

Relevant tasks "Authorize Changes to Cls" on page 129

See also o "Review/Authorize Overview" on page 126

e "Cl Details Dialog Box" on page 132

User interface elements are described below:

Ul Elements (A-Z) Description

Select View. Enables you to select a different view to open on the
Review/Authorize page.

Change display to Inventory Mode. Changes the display of the
selected view to inventory mode.

Change display to Topology Mode. Changes the display of the
selected view to topology mode.
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Ul Elements (A-Z) Description

|E| Export Report. Allows you to choose a report to export and the export
o format for the data.

The available reports are:

e Changes Report

o Policy Analysis Report
The available format options are:

o Excel. The table data is formatted as an .XLS (Excel) file that can be
displayed in a spreadsheet.

e PDF. The table data is exported in PDF format.

e CSV. The table data is formatted as a comma-separated values
(CSV) text file that can be displayed in a spreadsheet.

The currently applied filters are taken into account when generating
output for reports.

|%| Refresh. Refreshes the Cl list.

Composite Cls Pane
User interface elements are described below (unlabeled elements are shown in angle brackets):
Ul Elements (A-Z) Description

Select All. Selects all the Cl entries in the selected view.
Clear All. Clears all the Cl entries in the selected view.

Sort Composite Cls. Opens the Sort Cls dialog box, which enables
you to sort the Cl list by different sort fields.

Show Composite Cl Details. Opens the Cl Details dialog box, which
displays the managed attributes of the selected CI.

Iﬂ“ﬁﬂﬂ

/% Authorize Authorize Selected Changes. Allows you to approve the selected
changes and change their status to authorized.

Note: This button is only enabled if you have selected at least one
ClI (that has changed) in the list.
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Ul Elements (A-Z2) Description

Laurch = Launch. Enables you to select an external application to open in the

context of a selected Cl or view. Click E| to select the external
application. On the Settings page, you must specify the URLs that will
open. For details, see "Ul Integrations" on page 222.

Creates an RFC for the highlighted CI.

@

Creates arollback RFC selected changes.

2|

&

Opens the UCMDB Browser in the context of the selected Cl.
Indicates that the selected Cl was added to the view.

Indicates that the selected Cl was removed from the view.

Indicates that the selected Cl was updated.

4 o0 © ©

Indicates that the Cl is in breach of at least one policy in the actual
state.

4

Indicates that the Cl is in breach of at least one policy in the authorized
state.

Indicates that the Cl satisfies all of its policies in the actual state.
Indicates that the Cl satisfies all of its policies in the authorized state.

=] Indicates that there are one or more requests for change (RFCs) that are
related to this Cl.

<List of Cls> The list displays all Cls currently or previously in the view. The icons
appearing to the right of the ClI indicate the changes that have occurred
to this Cl and its policy status. Click the triangle next to the Cl to display
each of the changes in a separate row.

Hold the pointer over a Cl in the list to display a tooltip containing the
name and type of the CI.

If noicons appear after a Cl, it indicates that no changes have occurred
tothat ClI.

Click the check box next to a selected change to mark it for
authorization.

Comparison Details Pane

Important When you select a Cl in the Composite Cls pane or the Topology pane,
information the tabs that contain data for that Cl are marked with an asterisk (*).

User interface elements are described below:
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Ul Elements (A-Z2) Description

Changed Attributes = The left pane displays the Cl name and the change type icon. For
tab composite Cls, the component Cls with changed attributes are
displayed.

The right pane displays the attribute names and actual and authorized
values for the Cl selected in the left pane.

Changed Outgoing  The left pane displays the Cls to which the selected Cl is related by an

Relationships tab outgoing relationship. Click the arrow to expand each entry and display
the relationships of the component Cls. For each relationship, the
relationship type is displayed and an icon indicates the relevant type of
change.

The right pane displays the source, target, and direction for the
relationship selected in the left pane.

Policy Details tab In the Policy List pane, the following data is displayed for each policy
rule:

o the policy rule name
o the external product, if any, that is the source of the policy.

the rule status in the actual state

¢ therule status in the authorized state
o therelated Cl
The Details pane displays the details for the policy rule selected in the

Policy List pane, including the rule name, description, type, and
validation dates.

Note: The status bar does not appear for federated policies that
contain Cls in the authorized state.
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Ul Elements (A-Z2) Description

Related RFCs tab The left pane displays the RFC IDs that were correlated to the selected
ClI during the offline analysis process or that were manually attached by
the user, as well as the title and relation type.

The right pane displays the properties for the RFC ID selected in the left
pane.

Note: When the offline process runs, it discovers only the following
RFCs for the Cls in a view:

o having a state that is specified in the Fetched RFC Criteria
settings

o with a planned start date is later than today minus X days (as
defined in the settings)

o with a planned end date earlier than today.

Therefore, if an RFC is attached to multiple Cls, not all of the Cls
may be shown as connected to the RFC if they do not match these
criteria.

Filter Pane

User interface elements are described below:

Ul Elements (A-Z) Description

Changed Cls Filters the Cls by their change status. When you select Yes, only Cls
with changes appear in the view display. When you select No, only Cls
without changes appear in the view display.

Available in: Review/Authorize module.

Cl Name Filters the Cls by Cl name. Only the selected Cls appear in the view
display.

Enter a Cl name manually in the value box or click More... to open a
dialog box which enables you to select Cls from a list.

Cl Type Filters the Cls by Cl type. Only Cls of the selected Cl types appear in
the view display.

Click More... to open a dialog box that enables you to select available
Cl types from alist.
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Ul Elements (A-Z2) Description

Has RFCs Filters according to whether or not the selected Cl has an RFC
associated with it.

Available in: Review/Authorize module.

Managed Status Filters the Cls by their management status. Only Cls of the selected
status appear in the view display.

Select Managed or Not Managed.

Policy Name Filters the Cls by the names of their policies. Only Cls affected by the
selected policies appear in the view display.

Click More... to open a dialog box that enables you to select available
policies from a list.

Policies Status Filters the Cls by their policy status. Only Cls of the selected status
appear in the view display.

If no policy is specified in the Policy Name field, the selected policy
status condition will apply to all policies that are assigned to the Cls in
the view; otherwise, the selected policy status condition will be applied
only to the policies that were specified by name.

Select In-breach or Satisfied.
Related RFCs Filters the Cls by specific RFC titles.

Click More... to open a dialog box that enables you to select related
RFC values from a list.

Available in: Review/Authorize module.

Topology Pane

User interface elements are described below (unlabeled elements are shown in angle brackets):
Ul Elements (A-Z) Description
i Show Topology Overview. Toggles between displaying

and hiding the Topology Overview Display.

Legend. Displays an explanation of the connections
between the nodes in the topology display.

[

Layers Layout. Displays the topology map in a layout
consisting of Cls grouped according to their layer.

Hierarchical Layers Layout. Displays the topology map in
a layout consisting of Cls grouped according to their layer
arranged in a hierarchy.
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Ul Elements (A-Z2)
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<Topology Overview Display>

Sort CIs Dialog Box

Description

Classification Layout. Displays the topology mapin a
layout consisting of Cls grouped according to their
classification.

Circular Layout. Displays the topology map in a circular
layout.

Enables you to zoom in or out of the topology map.

Fit to Window. Resizes the topology map to the size of the
Topology Pane.

Highlight Topology Nodes. Specifies whether to highlight
only nodes in the actual state, the authorized state, or both.

Show Topology in Full Screen. Displays the topology
map in the View Topology box.

The Topology Overview Display appears in the upper right
corner of the pane. It indicates which portion of the topology
map is displayed in the Topology pane. This is useful for
large views or when you zoom in on a view.

Clicking on the policy status indicator in a node displays the
policy details for that Cl, including the policy name, the
source of the policy, and the status of the selected Cl for
that policy.

This dialog box enables you to sort the Cl list in the Composite Cls pane.

To access Click Sort Composite Cls from the toolbar in the Composite Cls

pane.

Important Save the new sort fields for the change to take effect.

information

User interface elements are described below:

Ul Elements (A-Z) Description

= Add All. Moves all the fields from the Available Sort Fields pane to the
Selected Sort Fields pane.

g 3 Add. Moves the selected field from the Available Sort Fields pane to the
Selected Sort Fields pane.

HP Universal CMDB Configuration Manager (10.10) Page 142 of 256



User Guide
Chapter 11: Review/Authorize

Ul Elements (A-Z) Description

ﬁ Remove. Removes the selected field from the Selected Sort Fields
pane.

Remove All. Removes all the fields from the Selected Sort Fields
pane.

U.p / Dgwn. Moves a selected field up or down within the Selected Sort
Fields list.

Ascending / Descending. Enables you to specify the sort direction for

— each selected field.
Available Sort All the available fields by which to sort the Cls.
Fields

Selected Sort Fields = The selected fields by which to sort the Cls. The sort order follows the
order of the list.

View Topology Dialog Box
This page displays the topology map in a large format.

To access Click the Show Topology in Full Screen E button from the

Topology pane toolbar.
User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-Z) Description

2 |+] Highlight Topology Nodes. Opens a list that enables you to select a
display mode for the topology map:

o Highlight Actual State
o Highlight Authorized State

« Highlight Both

<Topology pane The toolbar buttons from the Topology pane are also available in the
toolbar buttons> View Topology dialog box. For details, see "Topology Pane" on page 99.
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Troubleshooting

« Problem. Buttons for creating RFCs are disabled.

Possible reasons:

= The Change Management integration has been disabled for the activated configuration.

The Change Management integration has been defined, saved, and activated, but the user did
not log in to Configuration Manager again.

Solution. Do the following:

a.

C.

Navigate to Administration > Integrations > Change Management. To configure the
integration, select the check box and provide the details for the Service Manager
configuration.

Save and activate the configuration.

Log out and then log in again to see the changes take effect.

e Problem. RFC creation fails.

Reason 1: Incorrect credentials were defined for the integration user under Administration >
Integrations > Change Management > Service Manager.

Solution 1: In Service Manager, verify that the integration user exists. If required, update the
password (for details, see the Service Manager documentation).

Reason 2: The user does not have the proper credentials to invoke a call to the Service
Manager web-service.

Solution 2: Enable the ability to execute the SOAP API for this integration user (for details,
see the Service Manager documentation).

Reason 3: The UNL file for this integration has not been loaded into Service Manager.

Solution 3: To detect if the UNL file has been uploaded, call the following Service Manager
URL:

<host>:<port example:13080>/sm/7/ucmdcm.wsdl
If the call returns an XML file, then a web-service is on, meaning that the UNL file has been
uploaded. If not, follow the directions in "Import a UNL File into Service Manager" on page

130

Reason 4: An RFC has been created with at least one of the following mismatches:
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o The service does not exist in Service Manager.

o One or more of the selected Cls does not exist in Service Manager.

o The category value does not match a valid value in Service Manager.

o Therisk assessment value does not match a valid value in Service Manager.
o The impact value does not match a valid value in Service Manager.

o The urgency value does not match a valid value in Service Manager.

Solution 4: Change the values for each of the possible mismatches listed above under
Administration > Application Management > RFC > RFC Creation, so they match with
the corresponding values in Service Manager. Save and activate the configuration for the
settings to take effect.

= Problem. Configuration Manager doesn’t display RFCs.

Tip: As afirst step in identifying whether the problem is in UCMDB or Service Manager,
you can execute a TQL query in UCMDB that fetches all RFCs from Service Manager. If
RFCs are expected but do not appear in the query's results, it means that there is an
issue with the integration between UCMDB and Service Manager.

To execute this TQL query: log in to UCMDB and navigate to Modeling > Modeling
Studio > Resources tab (select Queries as the Resource Type) > Configuration
Manager > Configuration Manager — Do not modify > Generate RFC Queries and
execute amber_rfc_by id.

o Reason 1: The integration point between UCMDB and Service Manager is either not
correctly configured or does not exist.

Solution 1: See the UCMDB documentation for details on how to set up the integration
between UCMDB and Service Manager.

o Reason 2: An RFC change phase value in the Configuration Manager settings does not
match the RFC phase definition in Service Manager.

Solution 2: Change the value for the RFC Change Phase field in the Configuration
Manager settings to a valid value (as defined in Service Manager). Navigate to
Administration > Application Management > RFC > Fetch RFCs Criteria > RFC
Filters to change the settings. Note that the Change Phases field can contain multiple
comma-separated values. Save and activate the configuration for the settings to take
effect.

o Reason 3: The RFC does not meet the time window condition defined in the Configuration
Manager settings for fetching RFCs.
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Solution 3: Make sure that the RFC meets the time window condition in the Configuration
Manager settings, or change the condition so that the RFC matches the time window.
Save and activate the configuration for the settings to take effect.

o Reason 4: The date and time format between the integration user used by Configuration
Manager for this integration has a different format than the corresponding user in Service
Manager.

Solution 4: Make sure that the time format is defined identically for both user instances.

In Configuration Manager, the Date Format definition is found under Administration >
Integrations > Change Management > Service Manager > Date Format.
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This chapter includes:
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Changes History UserInterface ... .. .. 148

Changes History Overview

A snapshot of a view is a documentation of a state of a view at a particular time, which is recorded
as part of the view history. Configuration Manager automatically records a snapshot of the actual
and authorized states of a view at the time of each authorization. In addition, Configuration Manager
periodically checks for changes in managed views and takes a snapshot of the actual or authorized
state when a change is identified. Snapshots can be useful in problem management by providing
accurate information about a system from the time an incident occurred.

An example of an application of snapshots is where a snapshot is taken after an installation, and
later compared to the original configuration baseline.

The Changes History module enables you to display a comparison of two snapshots of a view in
the actual state. This module enables you to display a comparison of two snapshots in the
authorized state. In both modules, the topology map and Cl list display all Cls included in the view
in either snapshot. The Cls with differences have icons indicating the changes in the CI between
the two snapshots.

The snapshots for comparison can be selected from a list of previously saved snapshots as well as
the current (actual or authorized) state of the view. For details on selecting snapshots, see "Select
Snapshot to View Dialog Box" on page 165.

Note: You must have one of the following permissions to access the Changes History module:
o View permits you to select views.

e Authorize in CM permits you to select views and save a snapshot.
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Reports

Configuration Manager provides the ability to export policy information for a view, including
information about Cls that are in breach of defined policies. Causes of in-breach Cls might be:

o Cls that do not satisfy a baseline condition

e Missing Cls

o Additional Cls in a composite Cl

Note: Information about breaching Cls is not included in reports that are exported in .pdf

format.

The report compares the policy status of the Cls between two points in time. Detailed information is
displayed when there is a breach in at least one of the states, down to the attribute level. The report
lists the causes of the breaches, and the status of the breaching ClI or attribute at each point in time.

Compare Snapshots

This task describes how to select two snapshots of a view in the actual state and compare them.

1.

In the Changes History module, click in the first selection box or click the Select Snapshot

(& button in the toolbar. The Select snapshot to view dialog box opens.

Select a snapshot from the list and click OK.
Click in the second selection box to select a different snapshot and click OK.

The data displayed in the topology map reflects the difference between the two selected
shapshots of the view.

Changes History User Interface

This section includes (in alphabetical order):

Changes History Page ... ... . 149
Cl Details Dialog BOX . .. ... L 153
Policy Details Dialog BOX . ... . 154
Select Snapshot to View Dialog BoOX . ... . ... 155
Sort Cls Dialog BOX ..o o 156
Topology Page ... ..l 157
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Changes History Page
This page enables you to compare two snapshots of a view in the actual state.

To access Select Changes > Changes History.

Important The Changes History page includes the following panes:

information
e Composite Cls. Displays alist of Cls in the view with icons

indicating the types of changes that occurred for each CI between
the two selected snapshots.

o Topology. Displays a topology map of the Cls in the view with icons
indicating the types of changes that occurred for each Cl between
the two selected snapshots. Each node in the topology map displays
the name, Cl type, and management status, as well as the change
type and current and previous policy status for both snapshots.

Note: Ininventory mode, the Topology pane is called Related
Cls.

e Comparison Details. Displays details of the changes for the
selected Cl. Click the relevant tab to view the change details for the
selected Cl.

o Filter. Ininventory mode, the Filter pane enables you to filter the
composite Cl list. For details, see "Filter Pane" on page 103.

Relevant tasks "Compare Snapshots" on the previous page

See also "Changes History Overview" on page 147
User interface elements are described below:

Ul Elements (A-Z) Description

Select View. Enables you to select a different view to open on the
Changes History page.

Change display to Inventory Mode. Changes the display of the
selected view to inventory mode.

Change display to Topology Mode. Changes the display of the
selected view to topology mode.
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Ul Elements (A-Z) Description

& Compare between <snapshots>. Allows you the two snapshots you
want to compare by clicking the snapshot selection boxes to open the
Select snapshot to view dialog box.

Note: The comparison is done on all the changes that occurred to
the Cls after the time of the first selected snapshot, up to and
including the time of the second snapshot.

Edit Comments. Enables you to edit the comments for the selected
snapshot.
o Jump to <next/previous> snapshot dates. Enables you to jump to
= the next or previous pair of snapshots.
|E| Export Report. Enables you to choose a report to export and the export
o format for the data.

The available reports are:

e Change Report. Displays the changes (add, remove, or update) that
occurred to Cls and their attributes between the selected snapshots.

o Policy Analysis Report. Displays the Cls, their relevant policies,
and the status of each policy at the time of each snapshot.

The available format options are:

o Excel. The table data is formatted as an .XLS (Excel) file that can be
displayed in a spreadsheet.

e PDF. The table data is exported in PDF format.

e CSV. The table data is formatted as a comma-separated values
(CSV) text file that can be displayed in a spreadsheet.

The currently applied filters are taken into account when generating
output for reports.

|%| Refresh. Refreshes the Cl list.

Composite Cls Pane

User interface elements are described below (unlabeled elements are shown in angle brackets):
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Ul Elements (A-Z2) Description

| Sort Composite Cls. Opens the Sort Cls dialog box, which enables

you to sort the Cl list by different sort fields.

Show Composite Cl Details. Opens the Cl Details dialog box, which
displays the managed attributes of the selected CI.

]

Indicates that the selected Cl was added to the view.
Indicates that the selected Cl was removed from the view.

Indicates that the selected Cl was updated.

4 © © ©

Indicates that the Cl is in breach of at least one policy in the primary
snapshot.

4

Indicates that the Cl is in breach of at least one policy in the secondary
snapshot.

Indicates that the Cl satisfies all of its policies in the primary snapshot.

Indicates that the Cl satisfies all of its policies in the secondary
snapshot.

<List of Cls> The list displays all Cls currently or previously in the view. The icons
appearing to the right of the ClI indicate the changes that have occurred
to this Cl and its policy status. Click the triangle next to the Cl to display
each of the changes in a separate row.

Hold the pointer over a Cl in the list to display a tooltip containing the
name and type of the CI.

If no icons appear after a Cl, it indicates that no changes have occurred
tothat Cl.

Comparison Details Pane

Important When you select a Cl in the Composite Cls pane or the Topology pane,
information the tabs that contain data for that Cl are marked with an asterisk (*).

User interface elements are described below:

Ul Elements (A-Z) Description

Changed Attributes = The left pane displays the Cl name and change type icon. For
tab composite Cls, the component Cls with changed attributes are
displayed.

The right pane displays the names and the primary and secondary
shapshot attribute values for the Cl selected in the left pane.
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Ul Elements (A-Z2) Description

Changed Outgoing | The left pane displays the Cls to which the selected Cl is related by an

Relationships tab outgoing relationship. Click the arrow to expand each entry and display
the relationships of the component Cls. For each relationship, the
relationship type is displayed and an icon indicates the relevant type of
change.

The right pane displays the source, target, and direction for the
relationship selected in the left pane.

Policy Details tab In the Policy List pane, the following data is displayed for each policy
rule:

o the policy rule name

o the rule status in the primary snapshot (Status)

o the rule status in the secondary snapshot (Previous Status)
o therelated Cl

The Details pane displays the details for the policy rule selected in the
Policy List pane, including the rule name, description, type, and
validation dates.

Topology Pane

User interface elements are described below (unlabeled elements are shown in angle brackets):
Ul Elements (A-Z) Description
il Show Topology Overview. Toggles between displaying

and hiding the Topology Overview Display.

Legend. Displays an explanation of the connections
between the nodes in the topology display.

[

Layers Layout. Displays the topology map in a layout
consisting of Cls grouped according to their layer.

[

Hierarchical Layers Layout. Displays the topology map in
a layout consisting of Cls grouped according to their layer
arranged in a hierarchy.

llid

e[}
[riE]

Classification Layout. Displays the topology mapin a
layout consisting of Cls grouped according to their
classification.

Circular Layout. Displays the topology map in a circular
layout.
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Ul Elements (A-Z2) Description

S, = @ Enables youtozoom in orout of the topology map.

Fit to Window. Resizes the topology map to the size of the
Topology Pane.

IE = Highlight Topology Nodes. Specifies whether to highlight

only nodes in the actual state, the authorized state, or both.

Show Topology in Full Screen. Displays the topology
map in the View Topology box.

<Topology Overview Display>  The Topology Overview Display appears in the upper right
corner of the pane. It indicates which portion of the topology
map is displayed in the Topology pane. This is useful for
large views or when you zoom in on a view.

Clicking on the policy status indicator in a node displays the
policy details for that Cl, including the policy name, the
source of the policy, and the status of the selected ClI for
that policy.

Cl Details Dialog Box

This dialog box enables you to view details of a selected Cl.

To access Click Show Composite Cl Details or double-click a Cl in the
Composite Cls pane or Topology pane.

Relevant tasks "Compare Snapshots" on page 148

See also "Changes History Overview" on page 147

User interface elements are described below:

Ul Elements (A-Z) Description

Show Only Differences. Displays only those attributes where the
value differs between the two states displayed.

=L Next Difference. Enables you to click to jump to the next component ClI
in the list (in the Attributes tab).

Show All Attributes. Toggles between displaying all attributes for the
selected Cl and displaying only the managed attributes (in the Attributes
tab).

e Indicates a difference between the value in the two states displayed.
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Ul Elements (A-Z) Description

Attributes tab The left pane displays the Cl name. For composite Cls, you can expand
a Cl entry to display the individual component Cls.

The right pane displays the attribute names and values for this CI. The
attribute values of the two compared snapshots are displayed.

Incoming Displays all the relationships of the selected Cl in the incoming
Relationships tab direction.

For composite Cls, you can expand a Cl entry to display the individual
component Cls. When you select one of the component Cls, the
Internal Relationship Path Details pane at the bottom of the dialog box
displays more detailed information about the relationship.

Outgoing Displays all the relationships of the selected Cl in the outgoing direction.

Relationships tab . . .
For composite Cls, you can expand a Cl entry to display the individual

component Cls. When you select one of the component Cls, the
Internal Relationship Path Details pane at the bottom of the dialog box
displays more detailed information about the relationship.

Policy Details Dialog Box

This dialog box enables you to display detailed information on CI policy breaches for baseline policy
rules.

To access Click the Show Policy Details in Snapshot E button in the Policy
Details tab of the Comparison Details pane.
You can select either Show Policy Details in Snapshot or Show
Policy Details in Previous Snapshot.

Important The Policy Details dialog box is only relevant when a Cl with a baseline

information policy is selected.
Click the small arrow next to the icon and select the dialog box
displaying policy details for either of the selected snapshots.

Relevant tasks "Compare Snapshots" on page 148

See also "Changes History Overview" on page 147

User interface elements are described below:

Ul Elements (A-Z) Description

¥, Show Only Breaches. Toggles between displaying all attributes and
only those with breaches, for the selected Cl.
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Ul Elements (A-Z) Description

=L Next Component Breach. Jumps to the next breach in the list.

<Left pane> Displays the Cl names and their respective baselines. For composite
Cls, click the arrow to expand it and display the component Cls. For
each ClI for which there is a baseline value, an icon indicates whether it
is in breach of the policy or not.

Note: A Clis considered in breach of a policy if at least one of its
attributes breaches the policy or if it does not match a Cl in the
baseline.

<Right pane> Displays the attribute names and values, as well as the baseline values,
for the Cl selected in the left pane. For attributes with baseline values,
an icon indicates whether or not the selected Cl is in breach of the policy
with reference to that attribute.

Select Snapshot to View Dialog Box

This dialog box enables you to select two snapshots to compare.

To access Click one of the snapshot selection boxes from the toolbar.
Important Select a snapshot in the first selection box and then select another
information snapshot in the second selection box. A comparison of the two

snapshots is displayed.
Relevant tasks "Compare Snapshots" on page 148

See also "Changes History Overview" on page 147
User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-2) Description
<Calendar> Select a date in the calendar.

<List of snapshots> The list includes all snapshots taken of the selected view on the
selected date.

HP Universal CMDB Configuration Manager (10.10) Page 155 of 256



User Guide
Chapter 12: Changes History

Ul Elements (A-Z) Description

Authorized By Displays the name of the user who authorized the snapshots.

Use the drop-down list to filter the list to display only snapshots that
were authorized by a selected user.

The user "Internal Process" may appear in the Created by field. This
means that the authorization was caused by an internal Configuration
Manager process (not a user), and occurred during one of the following

occasions:
o thefirst time a view was managed and some Cls were authorized.

e when a user added policies.

¢ when a user performed authorization on a different view that shares
some Cls with the selected view.

Note: This field appears only for snapshots of the authorized state.

Change Details A brief description of the snapshot.

Comments Notes regarding the snapshot.

Creation Time The time that the snapshot was taken.
Sort CIs Dialog Box

This dialog box enables you to sort the Cl list in the Composite Cls pane.

H
To access Click the Sort Composite Cls 2+ button from the toolbar in the
Composite Cls pane.
|
.mportath After sorting the Cls, click Refresh o for the change to take effect.
information

User interface elements are described below:

Ul Elements (A-Z) Description

= Add All. Moves all the fields from the Available Sort Fields pane to the
Selected Sort Fields pane.
g 3 Add. Moves the selected field from the Available Sort Fields pane to the
Selected Sort Fields pane.
¢ Remove. Removes the selected field from the Selected Sort Fields
pane.
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Ul Elements (A-Z) Description

Remove All. Removes all the fields from the Selected Sort Fields
pane.

U.p / D9wn. Moves a selected field up or down within the Selected Sort
Fields list.

Ascending / Descending. Enables you to specify the sort direction for

— L each selected field.
Available Sort All the available fields by which to sort the Cls.
Fields

Selected Sort Fields = The selected fields by which to sort the Cls. The sort order follows the
order of the list.

Topology Page

This page displays the topology map in a large format.

To access Click the Show Topology Map in Full Screen E button from the

Topology pane toolbar.
User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-2) Description

I |+] Highlight Topology Nodes. Opens a list that enables you to select a
display mode for the topology map:

o Highlight <Primary Snapshot>
¢ Highlight <Secondary Snapshot>

« Highlight Both

<Topology pane The toolbar buttons from the Topology pane are also available in the
toolbar buttons> View Topology dialog box. For details, see "Topology Pane" on page 99.
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Authorization History Overview

A snapshot of a view is a documentation of a state of a view at a particular time, which is recorded
as part of the view history. Configuration Manager automatically records a snapshot of the actual
and authorized states of a view at the time of each authorization. In addition, Configuration Manager
periodically checks for changes in managed views and takes a snapshot of the actual or authorized
state when a change is identified. Snapshots can be useful in problem management by providing
accurate information about a system from the time an incident occurred.

An example of an application of snapshots is where a snapshot is taken after an installation, and
later compared to the original configuration baseline.

The Authorization History module enables you to display a comparison of two snapshots of a view
in the actual state. This module enables you to display a comparison of two snapshots in the
authorized state. In both modules, the topology map and Cl list display all Cls included in the view
in either snapshot. The Cls with differences have icons indicating the changes in the CI between
the two snapshots.

The snapshots for comparison can be selected from a list of previously saved snapshots as well as
the current (actual or authorized) state of the view. For details on selecting snapshots, see "Select
Snapshot to View Dialog Box" on page 165.

Note: You must have one of the following permissions to access the Authorization History
module:

o View permits you to select views.

o Authorize in CM permits you to select views and save a snapshot.

HP Universal CMDB Configuration Manager (10.10) Page 158 of 256



User Guide
Chapter 13: Authorization History

Reports

Configuration Manager provides the ability to export policy information for a view, including
information about Cls that are in breach of defined policies. Causes of in-breach Cls might be:

o Cls that do not satisfy a baseline condition

e Missing Cls

o Additional Cls in a composite Cl

Note: Information about breaching Cls is not included in reports that are exported in .pdf

format.

The report compares the policy status of the Cls between two points in time. Detailed information is
displayed when there is a breach in at least one of the states, down to the attribute level. The report
lists the causes of the breaches, and the status of the breaching ClI or attribute at each point in time.

Compare Snapshots

This task describes how to select two snapshots of a view in the authorized state and compare
them.

1.

In the Authorization History module, click in the first selection box or click the Select

Snapshot (& button in the toolbar. The Select snapshot to view dialog box opens.
Select a snapshot from the list and click OK.
Click in the second selection box to select a different snapshot and click OK.

The data displayed in the topology map reflects the difference between the two selected
snapshots of the view.

Authorization History User Interface

This section includes (in alphabetical order):

Authorization History Page ... . 160
Cl Details Dialog BoX . .. ...l 163
Policy Details Dialog BoX ... il 164
Select Snapshot to View Dialog BOX .. ... . 165
Sort Cls Dialog BOX ..o o 166
Topology Page ... ..ol 167
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Authorization History Page

This page enables you to compare two snapshots of a view in the authorized state.

To access Select Changes > Authorization History.
Important The Authorization History page includes the following panes:
information

e Composite Cls. Displays alist of Cls in the view with icons
indicating the types of changes that occurred for each CI between
the two selected snapshots.

o Topology. Displays a topology map of the Cls in the view with icons
indicating the types of changes that occurred for each Cl between
the two selected snapshots. Each node in the topology map displays
the name, Cl type, and management status, as well as the change
type and current and previous policy status for both snapshots. For
details, see "Topology Pane" on page 99.

Note: Ininventory mode, the Topology pane is called Related
Cls.

e Comparison Details. Displays details of the changes for the
selected Cl. Click the relevant tab to view the change details for the
selected Cl.

o Filter. Ininventory mode, the Filter pane enables you to filter the
composite Cl list. For details, see "Filter Pane" on page 103.

Relevant tasks "Compare Snapshots" on the previous page

See also "Authorization History Overview" on page 158
User interface elements are described below:

Ul Elements (A-Z) Description

Select View. Enables you to select a different view to open on the
Changes History page.

Change display to Inventory Mode. Changes the display of the
selected view to inventory mode.

Change display to Topology Mode. Changes the display of the
selected view to topology mode.
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Ul Elements (A-Z) Description

& Compare between <snapshots>. Allows you the two snapshots you
want to compare by clicking the snapshot selection boxes to open the
Select snapshot to view dialog box.

Note: The comparison is done on all the changes that occurred to
the Cls after the time of the first selected snapshot, up to and
including the time of the second snapshot.

Edit Comments. Enables you to edit the comments for the selected
snapshot.
o Jump to <next/previous> snapshot dates. Enables you to jump to
= the next or previous pair of snapshots.
|E| Export Report. Enables you to choose a report to export and the export
o format for the data.

The available reports are:

e Change Report. Displays the changes (add, remove, or update) that
occurred to Cls and their attributes between the selected snapshots.

o Policy Analysis Report. Displays the Cls, their relevant policies,
and the status of each policy at the time of each snapshot.

The available format options are:

o Excel. The table data is formatted as an .XLS (Excel) file that can be
displayed in a spreadsheet.

e PDF. The table data is exported in PDF format.

e CSV. The table data is formatted as a comma-separated values
(CSV) text file that can be displayed in a spreadsheet.

The currently applied filters are taken into account when generating
output for reports.

|%| Refresh. Refreshes the Cl list.

Composite Cls Pane

User interface elements are described below (unlabeled elements are shown in angle brackets):
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Ul Elements (A-Z2) Description

| Sort Composite Cls. Opens the Sort Cls dialog box, which enables

you to sort the Cl list by different sort fields.

Show Composite Cl Details. Opens the Cl Details dialog box, which
displays the managed attributes of the selected CI.

]

Indicates that the selected Cl was added to the view.
Indicates that the selected Cl was removed from the view.

Indicates that the selected Cl was updated.

4 © © ©

Indicates that the Cl is in breach of at least one policy in the primary
snapshot.

4

Indicates that the Cl is in breach of at least one policy in the secondary
snapshot.

Indicates that the Cl satisfies all of its policies in the primary snapshot.

Indicates that the Cl satisfies all of its policies in the secondary
snapshot.

<List of Cls> The list displays all Cls currently or previously in the view. The icons
appearing to the right of the ClI indicate the changes that have occurred
to this Cl and its policy status. Click the triangle next to the Cl to display
each of the changes in a separate row.

Hold the pointer over a Cl in the list to display a tooltip containing the
name and type of the CI.

If no icons appear after a Cl, it indicates that no changes have occurred
tothat Cl.

Comparison Details Pane

Important When you select a Cl in the Composite Cls pane or the Topology pane,
information the tabs that contain data for that Cl are marked with an asterisk (*).

User interface elements are described below:

Ul Elements (A-Z) Description

Changed Attributes = The left pane displays the Cl name and change type icon. For
tab composite Cls, the component Cls with changed attributes are
displayed.

The right pane displays the names and the primary and secondary
shapshot attribute values for the Cl selected in the left pane.
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Ul Elements (A-Z2) Description

Changed Outgoing | The left pane displays the Cls to which the selected Cl is related by an

Relationships tab outgoing relationship. Click the arrow to expand each entry and display
the relationships of the component Cls. For each relationship, the
relationship type is displayed and an icon indicates the relevant type of
change.

The right pane displays the source, target, and direction for the
relationship selected in the left pane.

Policy Details tab In the Policy List pane, the following data is displayed for each policy
rule:

o the policy rule name

o the rule status in the primary snapshot (Status)

o the rule status in the secondary snapshot (Previous Status)

o therelated Cl

The Details pane displays the details for the policy rule selected in the

Policy List pane, including the rule name, description, type, and
validation dates.

Cl Details Dialog Box

This dialog box enables you to view details of a selected Cl.

To access Click Show Composite Cl Details or double-click a Cl in the
Composite Cls pane or Topology pane.

Relevant tasks "Compare Snapshots" on page 148

See also "Changes History Overview" on page 147

User interface elements are described below:

Ul Elements (A-2) Description

Show Only Differences. Displays only those attributes where the
value differs between the two states displayed.

=L Next Difference. Enables you to click to jump to the next component ClI
in the list (in the Attributes tab).
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Ul Elements (A-Z) Description

Show All Attributes. Toggles between displaying all attributes for the
selected Cl and displaying only the managed attributes (in the Attributes
tab).

e Indicates a difference between the value in the two states displayed.

Attributes tab The left pane displays the Cl name. For composite Cls, you can expand

a Cl entry to display the individual component Cls.

The right pane displays the attribute names and values for this CI. The
attribute values of the two compared snapshots are displayed.

Incoming Displays all the relationships of the selected Cl in the incoming
Relationships tab direction.

For composite Cls, you can expand a Cl entry to display the individual
component Cls. When you select one of the component Cls, the
Internal Relationship Path Details pane at the bottom of the dialog box
displays more detailed information about the relationship.

Outgoing Displays all the relationships of the selected Cl in the outgoing direction.

Relationships tab . . o
For composite Cls, you can expand a Cl entry to display the individual

component Cls. When you select one of the component Cls, the
Internal Relationship Path Details pane at the bottom of the dialog box
displays more detailed information about the relationship.

Policy Details Dialog Box

This dialog box enables you to display detailed information on Cl policy breaches for baseline policy

rules.

To access Click the Show Policy Details in Snapshot button in the Policy
Details tab of the Comparison Details pane.
You can select either Show Policy Details in Snapshot or Show
Policy Details in Previous Snapshot.

Important The Policy Details dialog box is only relevant when a Cl with a baseline

information policy is selected.
Click the small arrow next to the icon and select the dialog box
displaying policy details for either of the selected snapshots.

Relevant tasks "Compare Snapshots" on page 148

See also "Changes History Overview" on page 147
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User interface elements are described below:

Ul Elements (A-Z) Description

Show Only Breaches. Toggles between displaying all attributes and
only those with breaches, for the selected Cl.

L Next Component Breach. Jumps to the next breach in the list.

<Left pane> Displays the Cl names and their respective baselines. For composite

Cls, click the arrow to expand it and display the component Cls. For
each ClI for which there is a baseline value, an icon indicates whether it
is in breach of the policy or not.

Note: A Clis considered in breach of a policy if at least one of its
attributes breaches the policy or if it does not match a Cl in the
baseline.

<Right pane> Displays the attribute names and values, as well as the baseline values,
for the Cl selected in the left pane. For attributes with baseline values,
an icon indicates whether or not the selected Cl is in breach of the policy
with reference to that attribute.

Select Snapshot to View Dialog Box

This dialog box enables you to select two snapshots to compare.

To access Click one of the snapshot selection boxes from the toolbar.
Important Select a snapshot in the first selection box and then select another
information snapshot in the second selection box. A comparison of the two

snapshots is displayed.
Relevant tasks "Compare Snapshots" on page 148

See also "Changes History Overview" on page 147
User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-2) Description
<Calendar> Select a date in the calendar.

<List of snapshots> The list includes all snapshots taken of the selected view on the
selected date.
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Ul Elements (A-Z) Description

Authorized By Displays the name of the user who authorized the snapshots.

Use the drop-down list to filter the list to display only snapshots that
were authorized by a selected user.

The user "Internal Process" may appear in the Created by field. This
means that the authorization was caused by an internal Configuration
Manager process (not a user), and occurred during one of the following

occasions:
o thefirst time a view was managed and some Cls were authorized.

e when a user added policies.

¢ when a user performed authorization on a different view that shares
some Cls with the selected view.

Note: This field appears only for snapshots of the authorized state.

Change Details A brief description of the snapshot.

Comments Notes regarding the snapshot.

Creation Time The time that the snapshot was taken.
Sort CIs Dialog Box

This dialog box enables you to sort the Cl list in the Composite Cls pane.

H
To access Click the Sort Composite Cls 2+ button from the toolbar in the
Composite Cls pane.
|
.mportath After sorting the Cls, click Refresh o for the change to take effect.
information

User interface elements are described below:

Ul Elements (A-Z) Description

= Add All. Moves all the fields from the Available Sort Fields pane to the
Selected Sort Fields pane.
g 3 Add. Moves the selected field from the Available Sort Fields pane to the
Selected Sort Fields pane.
¢ Remove. Removes the selected field from the Selected Sort Fields
pane.
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Ul Elements (A-Z) Description

Remove All. Removes all the fields from the Selected Sort Fields
pane.

U.p / D9wn. Moves a selected field up or down within the Selected Sort
Fields list.

Ascending / Descending. Enables you to specify the sort direction for

— L each selected field.
Available Sort All the available fields by which to sort the Cls.
Fields

Selected Sort Fields = The selected fields by which to sort the Cls. The sort order follows the
order of the list.

Topology Page

This page displays the topology map in a large format.

To access Click the Show Topology Map in Full Screen E button from the

Topology pane toolbar.
User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-2) Description

I |+] Highlight Topology Nodes. Opens a list that enables you to select a
display mode for the topology map:

o Highlight <Primary Snapshot>
¢ Highlight <Secondary Snapshot>

« Highlight Both

<Topology pane The toolbar buttons from the Topology pane are also available in the
toolbar buttons> View Topology dialog box. For details, see "Topology Pane" on page 99.
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This chapter includes:

VIEWS OVEIVIEW .. 168
Topology Views and Inventory VIeWs . ... L 169
View Refresh Rate ... ... .. . 170
Automatic State Transition ... i 171
Add aView tobe Managed . ... .. o L 172
Set Automatic State Transition Rules foraView ... . ... ... 173
Specify the View Refresh Rate .. ... . 173
Views UserInterface ... ... . 174

Views Overview

To begin working in Configuration Manager, you select views, which are defined in UCMDB, to
manage in your Configuration Manager environment. These are known as the managed views.

Managing a view includes tracking its history, defining policies for it, and managing its different
states by authorizing changes.

The Views module controls the list of views being managed by Configuration Manager. All the
views currently being managed appear in the list. You can add new views to the list and remove
views that you no longer want to manage from the list. For details, see "View Refresh Rate" on
page 170.

For each managed view, you should define the managed ClI types in the view. You can only
authorize changes in managed Cl types. The non-managed CI types appear faded in the view. A CI
type can be managed in different views at one time; however, the same composite Cl should not be
managed in more than one view. If a Cl in one managed view is also managed in a different view, a
warning message indicates the other views in which the Cl is managed. For details about managing
Cl types, see "Add/Edit Attribute Dialog Box" on page 1 in the HP Universal CMDB Modeling
Guide.

Since managing large views and updating them can put a burden on the Configuration Manager and
UCMDB systems, you can decide how often the information in a managed view should be updated.
Specifying the view refresh rate helps to balance the workload. With a low view refresh rate, a view
is updated once per day at a specified time. With a high view refresh rate (this is the default), the
view is updated each time any change is detected in the managed Cls in the view, according to the
Offline Analysis repeat interval.
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Note: You must have Authorize in CM or Manage in CM permission on at least one view to
access the Views module.

o Authorize in CM permission on a specific view enables you to see and modify that view.

o Manage in CM permission on a specific view enables you to manage and unmanage that
view.

In addition to selecting the views to manage, you can control how each view is managed by defining
the following types of configuration behaviors:

+ Delete Candidates. Enables you to remove Cls marked as candidates for deletion in UCMDB
from the actual state of a view. For details, see "Delete Candidate Policy Pane" on page 176.

« Automatic State Transition. Enables you to define the conditions under which a view can be
automatically authorized. For details, see "Automatic State Transition" on page 171.

These features can assist you by partially automating the management of the views.

After adding a view to the managed views list, the view appears on the View Summary page with
other managed views, and you can access the view in Review/Authorize and the other modules.

For details on adding a view to the managed views list, see "Add a View to be Managed" on page
172.

Out-of-the-Box Views

Note: You will not be able to access this content unless you purchase an advanced license. To
obtain the appropriate license, contact your HP sales representative or HP Software business
partner.

Configuration Manager comes with a group of out-of-the-box views that are available for use in
UCMDB, ready for you to manage. These views are located in UCMDB in the following location:
Modeling Studio > Resources tab (select Views as the resource type) > Configuration
Manager > Configuration Manager - Do not modify > Automanaged Views folder.

There are several types of these views:

o All servers —you can manage a view that automatically contains either all Windows servers or
all UNIX servers.

o Virtualized or non-virtualized clusters — you can manage a view that contains only non-HACMP,
J2EE, MS, Oracle RAC, Service Guard, Sun, or Veritas machines.

Topology Views and Inventory Views

There are two types of managed views: topology views and inventory views. Topology views are
used for understanding the topology of a view and the relationships between the composite Cls.

HP Universal CMDB Configuration Manager (10.10) Page 169 of 256



User Guide
Chapter 14: Views

Inventory views are used for grouping similar composite Cls and are generally larger views
including few relationships. You define the type of a view in the General pane of the Views module.
An example of an inventory view could be a view containing all the Database Cls connected with a
server.

The Explore Views, Review/Authorize, Changes History, and Authorization History modules have
two options for displaying a view: topology mode and inventory mode. Every view is designated as
either a topology view or an inventory view; however, both types of views can be displayed in either
mode. Views with more than 250 composite Cls are automatically displayed in inventory mode
even if they are defined as topology views. Configuration Manager supports inventory views with up
to 5000 composite Cls.

View Refresh Rate

Configuration Manager can manage up to 500 views at the same time, and manage a maximum of
100 views that are frequently updated, according to the offline analysis repeat interval.

The view refresh rate is important when you manage many views. Since the offline analysis
process takes some time to run, and therefore can put a burden on the Configuration Manager and
UCMDB systems, you can tune the refresh rate and balance the load on the systems. The
following table provides information about each of the options:

Once per day o Notifications are not received from UCMDB regarding changes in the
results of the TQL query for the managed view.

o The offline analysis process runs whether or not there were changes
in the view.

e The calculation for a specific view may be delayed if there are
multiple managed views that are updated once per day, since the
calculations for multiple views are performed sequentially.

e Exceptions to updating a view only once per day occur when you:

» first manage the view (affecting view comparison, statistics, and
snapshots).

= initiate policy calculation, and the selected view is in the scope of
the policy.

» authorize a Cl in a different view, and that Cl is also managed in
the selected view (affecting view comparison, statistics, and
snapshots).
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When view is updated e The analysis is run according to the Offline Analysis repeat interval.
e The view uses an active TQL query in UCMDB.

¢ Youreceive notifications of changes from UCMDB regarding the
change in TQL results from the view.

o The offline analysis process only runs if there were changes in the
view.

You may want to take the following issues into account when deciding on the view refresh rate:

What is the priority of  If it is low, then there may be no need to update the view in

the TQL query in Configuration Manager more than once per day.

UCMDB?

How often does the If the discovery process runs less often than once per day, then there is
discovery runin no benefit to updating the view more than once per day.

UCMDB?

What often do you If not very often, then there is no reason to request frequent updates..
expect the view to

change?

How important is it for | If it is very important, then update the view more frequently than once
you to get updated per day.
information?

How large is the Updating large views that change frequently can put a load on

view? Configuration Manager and UCMDB. Consider updating Configuration
Manager only once per day, unless it is important to get more frequent
updates for this view.

For additional details, see "Specify the View Refresh Rate" on page 173.

Automatic State Transition

Configuration Manager includes an automatic state transition feature that enables you to define the
conditions under which changes in a view are automatically authorized. For a selected view, you
define the types of changes approved, the ClI types for which changes are approved, and whether or
not to allow new policy breaches. You can choose to automatically authorize the changes in a view
only when all changes meet the defined conditions, or to automatically authorize individual changes
that meet the defined conditions (other changes will not be authorized). All Cls that breach one or
more rules will not be authorized, and the Cls that are dependent on them will also not be
authorized. The remainder of the Cls will be authorized.

Take the following examples of how authorization is applied: You select the Cl types computer and
net device as approved for changes, and you select Added CI as the only approved type of
change, and you select not to allow any new policy breaches:
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« When view level authorization is specified, the only change approved for authorization is the
addition of a Cl of type computer or net device. If any other type of Cl is added to the view, or if
any Cl in the view is removed or modified, none of the changes are automatically authorized.
Similarly, if new policy breaches are detected in any ClI, the authorization does not proceed. If,
for example one computer is added and another computer is removed, none of the changes are
automatically authorized, even though the added computer Cl meets the rules.

¢ When Cl level authorization is specified, only the addition of computer or net device will be
authorized. The rest of the changes will not be authorized.

If no new policy breaches are allowed and the view contains a new topology policy breach - then
none of the changes will be authorized, since there is no way to know which change caused this
breach. If there are only new baseline policy breaches, then only the Cls that are in breach
against their baseline policy will not be authorized.

You can define different authorization conditions for each individual view. Automatic state transition
is executed for all changes that match the relevant authorization conditions in any of the views.

Add a View to be Managed

This task describes how to add a view to the managed view list.

1. Inthe Views module, click the Add views to managed views list button in the toolbar.
The Select view to manage dialog box opens.

2. Select the required view and click OK. The view details are displayed in the Details area.

Note: If you do not see the required view in the list, try clicking Refresh to update the view
list.

3. Inthe General pane, set the view type and managed Cl types.

4. Optionally, select the check box in the Delete Candidate Policy pane. For details, see "Delete
Candidate Policy Pane" on page 176.

5. Optionally, set automatic state transition conditions for the view. For details, see "Set
Automatic State Transition Rules for a View" on the next page.

6. Click Save |@J| in the toolbar. The view is added to the managed views list and can be
accessed from the other modules.
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Set Automatic State Transition Rules for a View
This task describes how to set automatic state transition rules for a view.

1. Inthe Views module, select a view in the left pane and select the Enable automatic state
transition check box in the Automatic State Transition pane. For details, see "Automatic State
Transition" on page 171.

2. Select either View level or Cl level authorization.
3. Inthe criteria table, configure the following options:

= Click CI Types to open a Cl type tree. Select the required Cl types approved for
authorization of changes.

= Click Configuration Policies and select the required option (Allow new policy breaches
in the view or Do not allow new policy breaches in the view).

= Click Detected Change Type and select the types of changes approved for authorization.

4. Click Test Configuration to determine if the view contains Cls with changes that match the
conditions set for authorization.

= [f all changes satisfy all automatic state transition rules, the status of the test is Passed.

= |f some or all of the changes do not satisfy the automatic state transition rules, the status of
the test is Unsatisfied.

5. Click OK to return to the Views window, where you can either click Save J to save the
conditions, or edit the authorization rules and test them again.

The automatic state transition rules are now set. When you run automatic state transition, the
changes in the view matching the conditions you set are authorized. For details, see "Authorize
Changes to Cls" on page 129.

Note: Automatic state transition is executed on all views for which automatic state transition is
enabled.

Specify the View Refresh Rate

1. Navigate to Views.

2. Select aview.

Note: You can also specify the view refresh rate when you create a new view.

HP Universal CMDB Configuration Manager (10.10) Page 173 of 256



User Guide
Chapter 14: Views

3. Inthe General pane, select the view refresh rate. You can choose to have the view updated
once per day, or each time any change occurs to the managed Cls in the view.

For views that will be refreshed once per day, you can specify the hour at which this update will
begin: The default time is 12:00 AM (midnight).

Note: This is the time at which the calculations begin. For views that are refreshed more
than once per day, calculations are done in sequence.

a. Navigate to Administration > Settings > Application Management > Offline Analysis
and Authorization > Daily View Refresh Settings.

Tip: As much as possible, schedule the offline analysis to run at a time that discovery
processes on UCMDB are not running, to prevent degradation in performance.

b. From the drop-down list, select the time at which the update will be run.

4. Click B,

Views User Interface

This section includes:
VWS Page .. 174

Views Page

This page displays the list of views currently being managed.

To access Select Views.
Important The left pane displays the list of managed views. The General pane,
information Delete Candidate Policy pane, and the Automatic State Transition pane

display details for the managed view selected in the left pane.

After adding a view to the managed views list, the view data may be
unavailable for a few minutes, until the system is updated.

Relevant tasks e "Add a View to be Managed" on page 172

e "Set Automatic State Transition Rules for a View" on the previous
page

See also "Views Overview" on page 168
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User interface elements are described below:

Ul Elements (A-Z) Description

<Filter views> Enter a string to filter the list of displayed views.
Show favorite views only. Toggles between displaying all views and

displaying the favorite views only.

i Add view. Enables you to select a view to add to the list of managed
views. The Select view to manage dialog box opens.

E Remove view. Enables you to remove the selected view from the list of
managed views.

|@| Save. Enables you to save changes.

|__| Undo. Undoes the changes made to the view.

[ Automatic State Transition. Allows you to trigger automatic state
transition for all views.

|%| Refresh. Refreshes the list of views.

View Name The names of the managed views.

General Pane
Ul Elements (A-Z) Description
Description The description of the selected managed view from UCMDB.

Managed CI Types Select the Cl types to be managed in this view. Only the selected Cl
types are managed in this view. If some of the child Cl types of a Cl
type are selected and others are not, the parent Cl type is not managed
in the view.

Note: All Cl types are selected by default.

View Name The name of the selected managed view.
View Refresh Rate Select either Once per day or When view is updated.

View Type Select the view type. The available options are Topology and
Inventory. For details, see "Topology Views and Inventory Views" on
page 169.
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Delete Candidate Policy Pane

Ul Elements (A-Z) Description

Delete Cls marked When the check box is selected, Cls marked as candidates for deletion

as candidates for in UCMDB are deleted from the actual state of the view immediately.
deletion from Actual When the check box is cleared, the Cls are only deleted at the deletion
State (override time scheduled in UCMDB.

UCMDB aging

mechanism)

Automatic State Transition Pane

Relevant tasks "Set Automatic State Transition Rules for a View" on page 173
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User interface elements are described below (unlabeled elements are shown in angle brackets):

Ul Elements (A-Z) Description

<Criteria List> The following criteria are used to set the automatic state transition rules:

o CI Types. Define the Cl types for which you approve changes for
authorization. When this option is highlighted, a Cl type tree appears
below. Select the required Cl types from the tree.

o Configuration Policies. Define whether new policy breaches in the
view are approved for authorization.

If you select the Allow new configuration policy breaches in the
view check box, all breaches in Configuration Manager policies are
ignored.

If you do not select the check box, then any new policy breach stops
the automation:

= [f there is a Cl with a new baseline policy breach, only the change
on that Cl is not authorized.

» If thereis a Cl with a new topology policy breach, no changes on
Cls in the view are authorized.

o Detected Change Type. Define which types of changes you
approve for authorization. Select from the following options:

s Added Cl
= Modified Cl
= Removed ClI

o Related RFCs. Specify whether or not changed Cls are required to
have RFCs for automatic state transition of the view to occur. If you
select only Do not allow changes with no related RFCs, only
RFCs that are directly related to Cls will be validated. To validate
RFCs that are indirectly related to the Cls, select Allow indirect
RFCs on Cl.

Select the Log changes on selected RFCs in Change

Management system check box to mark the RFCs in the change
management system with the relevant change.
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Ul Elements (A-Z2) Description

Enable automatic Select this check box to activate the fields in the Automatic State
state transition Transition pane. The following options are available:

o View level authorization (default). This option automatically
authorizes all changes in the selected view, if all rules for all Cls in
the view are satisfied. This means that all the changes in the view
will be automatically authorized if all the rules are satisfied, while if a
single change does not meet the defined rules, none of the changes
in the view will be authorized.

o Cl level authorization. This option enables you to select the specific
Cl types and change types for which you want automatic state
transition to be performed. In this case, not all Cls in the view must
be satisfied for all rules.

Select the Authorize changes on Cls that are managed in multiple
views check box to include authorization of changes that are managed
in multiple views. By default, changes on Cls that are managed in
multiple views are not automatically authorized, even if Automatic State
Transition is specified for the selected view.

Test Configuration After selecting automatic state transition settings, click Test
Configuration to check if the view contains changes matching the
conditions set for authorization.

Troubleshooting and Limitations

The following limitations are applicable when working with managed views in Configuration
Manager:

o Views that contain federated TQL queries cannot be selected for addition to the managed views
list.

o If aview contains a node with a date restriction, you will see updated data for this view only if it

is configured to be updated once per day (not each time the view is updated). To see updated
data for such a view, use the JMX console to manually refresh the view.
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Policies Overview

A policy enables you to define the expected configuration of a view. By applying policies to your
managed views, you set standards for the views. The policies help to ensure that the views adhere
to the standards and make your IT environment more predictable.

The Policies module controls the policy groups and policies you define for the managed views.
There are three types of policies you can define:

« Baseline policies

In a baseline policy, you define a baseline for a composite Cl with selected attributes to be
compared to the Cls of the relevant views. For instance, you could define a baseline policy
stating that every production server in the view must contain at least two CPUs. All server Cls
in the view are compared to the baseline CI. If any one does not satisfy the policy, the view is
said to be in breach of the policy.

Note: If you identify an existing Cl in your environment with the desired configuration, you
can select that Cl to serve as the baseline.

Detailed information about the Cls in baseline policies can be seen in the Explore Views,
Review/Authorize changes, Changes History, and Authorization History modules.
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o Topology policies

In a topology policy, you define a condition TQL query that determines the configuration of the
view. For instance, the condition TQL could stipulate that every cluster of a production J2EE
include at least two servers. If the view satisfies this condition, it satisfies the topology policy. If
it does not, it is said to be in breach of the policy.

In some cases, it is easier to define a TQL query representing a problematic topology rather than
the desired configuration. In that event, there is an option to set the condition of the topology
policy as negative, which inverts the satisfaction of the policy (in the above example, only
clusters with less than two servers would satisfy the condition).

You are not able to view detailed information about the Cls in topology policies.
o Similarity policies

In a similarity policy, you select Cls and attributes that enforce similarity between either all
Cls of a certain type in a view, or groups of Cls in a view (where each group is connected to a
defined CIT). For instance, you could define a similarity policy stating that all UNIX machines in
a lab, which are connected to an Oracle database, must have the same OS version. Another
example is to specify that all servers in each cluster are running the same application version.

A similarity policy is not static (it has neither a fixed number of components nor set attribute
values, unlike a baseline policy). You choose attributes and/or components without specifying
any value. The policy calculation compares the current values or components among all of the
compared Cls (or the Cls in each group, if grouping has been selected), and decides the policy
status accordingly - either all of the compared Cls satisfy the policy, or they all breach the

policy.

Detailed information about the Cls in similarity policies can be seen in the Explore Views (on the
latest snapshot only) and Review/Authorize changes modules.

In all three types of policies, you can also define the following settings:
o Validity. Set the time period for which the policy is valid

o Filter. Limit the policy to a subset of Cls in the view. For example, if the baseline Cl is of type
Oracle, the filter could limit it to Oracle version 9.

All three types of policies can be applied to all of the managed views in Configuration Manager.

In addition, UCMDB provides, out of the box, a group of out-of-the-box policies to be used in
Configuration Manager. For details, see "Policies" on page 13.

For details on defining policies, see "Policies Page" on page 193.
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Note:

e You will not be able to access this module unless you purchase an advanced license. To
obtain the appropriate license, contact your HP sales representative or HP Software
business partner.

e You must have Policies Admin permission to work with this module.

e You must also have one of the following permissions:

= Authorize in CM permits you to assign or remove a policy from a view.

= View permits you to preview a policy or create a baseline policy from a managed Cl
(included in Authorize in CM).

A configuration baseline is the configuration of a service, product, or infrastructure that has been
formally reviewed and accepted as the basis for further activities. It captures the structure,
contents, and details of a configuration and represents a set of configuration items that are related
to each other.

Establishing a baseline provides the ability to:

Mark a milestone in the development of a service

o Build a service component from a defined set of inputs

Change or rebuild a specific version at a later date

Assembile all relevant components in preparation for a change or release

o Provide the basis for a configuration audit and back out (for example after a change)

Policy Groups

You can define policy groups to group policies together logically. A policy group can contain both
baseline and topology policies. Assigning a policy group, rather than individual policies, to a view,
can make it easier to manage the policies. You can also define subgroups within the policy groups.

You can copy a policy from one group and paste it into another group or the root of the tree. This can
provide a shorter way of adding policies to your policy groups. If you want to define a similar policy
to an existing one, you can copy it to the required location and modify it. Changes made to the
copied policy do not affect the original policy. You can also cut a policy from a group and paste it
into another group. In this case, the policy is deleted from the original group.

You can also cut or copy a policy group and paste it into the root of the policy tree or into another
group. It is only possible to cut or copy a single policy or group at one time.
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When cutting or copying policies and groups and pasting them elsewhere, the policies still apply to
the views to which they were assigned. However, when a policy group is applied to a view and one
of the group's policies is copied to a different group, the copied policy does not apply to the views of
its previous group; rather, it now applies to the views of the new group.

For details on defining policy groups, see "Policies Page" on page 193.

Define a Baseline or Topology Policy

This task describes how to define a new policy and apply it to managed views.

1. Click the Add Policy button in the Policies toolbar and select one of the following:
= Add Baseline Policy
= Add Topology Policy
2. Inthe General area of the Details pane,enter the policy name and description.
3. Inthe Views area of the Details pane, select the views to which the new policy applies.
4. Inthe Validity area of the Details pane, select the period of policy validation.

5. Inthe Filter area of the Details pane, select the Cl type of the Cls to be tested against the
policy. Optionally, select a TQL to serve as an advanced filter of the Cls to be tested against
the policy.

6. Do one of the following:

» For baseline policies, define a baseline Cl and its attributes in the Baseline area of the
Details pane.

= Fortopology policies, set the condition type and condition TQL in the Condition area of the
Details pane.

7. When you are finished, click Save J in the Policies toolbar to save your policy.

Note: You can also use the Baseline Policy Wizard to create a baseline policy. For details, see
"Baseline Policy Wizard" on page 92.

Define a Similarity Policy

This task describes how to define a new policy and apply it to managed views.

1. Click the Add Policy button in the Policies toolbar and select Add Similarity Policy.

2. Inthe General area of the Details pane,enter the policy name and description.
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6.

7.

In the Views area of the Details pane, select the views to which the new policy applies.
In the Validity area of the Details pane, select the period of policy validation.
Do one of the following:

= If you want to allow the grouping of related configurations, select the Enable grouping by
Cl type and pattern check box. Then select the grouping Cl type and the related TQL query
(pattern) to be used for creating the grouping.

= |f you do not want to enable grouping, make sure the Enable grouping by CI type and
pattern check box is not selected. In the Comparison Scope pane, select the Cl type of the
Cls to be tested against the policy.

In the Similarity Criteria area, specify the Cl types and attributes to be compared.

When you are finished, click the Save |@| button in the Policies toolbar to save your policy.

Configuration Manager Topology Policy - Use Case

This section describes a use case for a topology policy in Configuration Manager.

This scenario includes the following steps:

¢ "Background" below

¢ "Create the Condition TQL Query in UCMDB" on the next page

o "Define the Topology Policy in Configuration Manager" on page 187

1.

Background

A trader service owner needs to continually monitor the high-availability and/or resiliency of his
service. The service is based on a J2EE Cluster that contains several Web Logic servers.
Each server runs on a Windows host.

The service owner has determined that the cluster supporting this configuration requires a
minimum of three physical hosts to provide sufficient coverage and responsiveness for the
applications running. As aresult, it is important to ensure that when changes occur, the proper
level of resources is maintained to guarantee that the service continues to function in
accordance with its agreed to requirements.

Toward this end, the service owner wants to define a Configuration Manager topology policy
that monitors the number of hosts supporting the cluster. The owner would like to see an
indication in the event that the number of hosts in the cluster supporting the service is less than
three.
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The service topology is modeled in a view in UCMDB and there is a 