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Purpose

This paper describes how HP Operations Analytics can be integrated with HP
Operations Manager i.

Benefits of HP Operations Analytics

Operations Analytics is a unigue platform for both simple and complex IT operational problem-solving. Use
Operations Analytics to access, combine, and compare the metric, topology, event, and log file data that your
Operations Analytics administrator configures to be collected from diverse sources in your IT environment.

Because this data is collected from multiple domains, Operations Analytics enables you to identify answers to
problems that are not easily solved using other methods.

Operations Analytics processes this data according to your search query. These results assist you with the
following kinds of tasks:

« |dentifying and analyzing the pattern of problems in your IT environment.

« |dentifying the cause of resource or application usage problems.

- Troubleshooting server and network performance problems.

- |dentifying configuration or inventory changes

HP Operations Manager i
HP Operations Management (OMi) enables you to monitor and manage the events that occur in your IT
environment, and helps you restore disrupted services and minimize service disruptions.

The Service and Operations Bridge directs reported IT-environment events to the central event console, the
Event Browser. There they are automatically correlated, relating the events to the IT services that depend on
the IT infrastructure, linking infrastructure management with application and business service management.

Key benefits are:

- |dentify root causes quickly in today’s dynamic environments

« View business services and the underlying IT infrastructure upon which they rely

« Bring events, metrics, and topology in from disparate element managers, such as Nagios and Microsoft SCOM
- Automated, topology-based monitoring configuration of agentless and agent-based monitoring

« Self-Service Setup - Thresholds, intervals, and other configuration parameters can be changed by non-
operations staff

Goal

When you follow the instructions provided in this paper, you will be able to analyze OMi events in Operations
Analytics:

Vertica

Logs
Metrics
Events

Topology

Event Store

Event 1
Event 2
Event 3

\Operations Manager V \Operations Analyticsj
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Prerequisites

Before you can perform the procedures in this paper, your environment must meet the following minimum
requirements:
« It must contain a server running Operations Analytics 2.0.
— Data collectors must be configured.
« |t must contain a server running Operations Manageri 9.1 or above.
« It must have Single Sign-On configured with a matching key in both products.

Cross-Launch Flow

Information from the selected event in OMi can be used to display an analytics dashboard of Operations
Analytics. Cross-Launch parameters permit specifying which time windows should be analyzed.

Compose search Specify time

* Hostrelated to event + Going back from now

« Cl typerelated to event + Before event until now

» Custom search for dashboard + Before and after event happened

A

. 4

OMi Event

A1
—0

|
OpsA Dashboard

The following three sections show typical cross-launch use cases.

Note: For additional information, see Appendix A: How to setup cross-launch tools in OMi
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Use Case 1:
Analyze what happened on the host that is related to the event

The DNS name of the host that is related to the OMi event can be used to search for metrics, log files, events,
and topology in Operations Analytics.

OMi URL Launch Tool
Select an event; then start the tool. The Operation Analytics search result will be displayed in a popup window.

[ Business Service Management - Operations Management
& -, MyBSW Appicatons » Admn v Help v Ste lap
I
Golath Inc % | Dashboard X | Operations X | Operations Analytics X [SekctPoge  |+] G BB O €&l &
i [EEi2ax| [Clieatrowser Actions e
@ Public Cloud CL & B, B, 8| o | @ [TT<NoFiter  [=]..|[<Seicctancventr [=[.| @8 €3 | F | &3 [+] ?
€ Amazon and ) HP Operations Analytics - Mozilla Firefox =] 3 |
@ Operations Analytics opsa | £ | @
a FF;HA O s + B )
witnkey” Lfe usann.co ~ ug - ep - /ashboar -
Itnkey Neitnalfc.usa.np.com 1 Week 295%3:09-u 552.3:09: uree 01 O Ne
o o) -0 g7
Fri 30 12PM  Sat31  12PM  September 12PM  Mon02  12PM  Tue03  12PM  Wed0a  12PM  Thu0S  12PM —e g7
@ ¢ anaa
« Review | (€ T
@ ¢ Rodes Metric Data (unfiltered) OM Event Count (unfiltered) © 7
@ qT
neithal.fc.usa.hp.com omi_events_omievents_all_dimensions o {7
T
@ ¢ coms . ~© g7
3 [CI
@ ¢ com ey §T
©n qT
@ ¢ amaa 2 0 e ©n g7
© §T
@ Private Clour . © T
— ALk
Il I | il I © T
9113, 3:46AM T
@ A clowE 8113, 3:46 AM ©n T
124.00 ¥ MOVING_COUNT( ©n T
¥1 MOVING_AVG(CPU Uti Tirme) -Loue b o i7
. T
Cloud \
® @ co ) e i
Toutofds & ) Toutof1 o @
@ 1} cows =
OM Events (unfiltered) o B
-(c) F
® O oo Showing 1,670 ©
cn
i# Cioud Europe Timestamp v Severity  Title .
Tuesday, September  MINOR ORASPI-0083.1: DBWR checkpoints rate (15.30/minute) is too high for ORCL (~=3.00/minute). [Policy: DBSPI-0083] :‘ ©n
03,2013 11:50:09 ©
PM ©n
m T " 77
0 Unknown | Homs: 123 of 125 (1) [@e [Wi [a1 [Azs [Gre [@0 [&2 [Mmo [mss [Hes [H| |l m | (0]

Example URL launches

e 0 e

http://<opsa_server>:8080/opsa/#/dashboardssearch=with
key "${event.node.dnsName}"sstart=1h

Host - Last hour

Host - Last 12 http://<opsa server>:8080/opsa/#/dashboard&search=with

hours

Host - 8 hours
before and after

Host - 2 days
before until now

key "${event.node.dnsName}"sstart=12h

http://<opsa_server>:8080/opsa/#/dashboardssearch=with
key "${event.node.dnsName}"s&start=
${event. timeCreated.seconds}&end=~8h~

http://<opsa_server>:8080/opsa/#/dashboard&search=with
key "${event.node.dnsName}"&start=
${event. timeCreated.seconds} &end=~2d

Note: For additional information, see Appendix A: How to setup cross-launch tools in OMi
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OMi MyBSM page
Select an event. The Operations Analytics mashup component will automatically display the Operations
Analytics search result.

vice Management - Operations Management istrator  (FPESGEE)
MyBSM  Appiications v Admin ~ Help ~  Site Map

SEPEY 956
Golath inc % | Dashboard x | Operations | Operations Anaiiics X Select Page -l SBREO &€

o LEF feax
0LADE A & [TT MoFiters [=] [¥ <o Fiters Sl 8 | fi | G| B (Goae )2
sev | Pro [c[n]1[a|u]D]|state] nimeReceivea v [ Te Related C1 category [
AR C1, |07/29/2013 12:33:38 PM | Performance anomaly detected on host mullai. 'VMWare Europe SiteScope -
GRS CL (0712972013 12:33:36 PM | NA: Averape VLAN provisioning time crossed 5 minutes. VMWare Europe aPM =!
o | s [l |0321720132:22:26 P |Round trp time back 15 normal. amazon.com - hpcioud.com NN
9|3 CL |0a:2172013 2:2224 PM | Billing web app back to normal operation. |amazon.com Billing ArcSight
a|v CL 012172013 11:06:04 AM | Average Datacenter temperature above 16 dsgrees for 1 hour Datacenter Asia
o |3 CL |01/2172013 11:06:01 AM | We're scaling like the big anes. Simulated 10.000 concurrent users Apache USA BPM
al|v [L |01/217201311:05:59 AM | User okenobilogged in three times with wrong password (Apache) Apache Usa MS SCOM <
4l - il I 3
ltems: 123 of 123 (1) [oe W At (a2 (@ [@0o &2 o & 55 EX] ]
ti lytic LB fesx
@ Operations Analytics osa | | @
a EROM: TO + B
withkey ‘mullai fcusa hp.com” 1 Hour v Jul 2 Jul ° Dashboard
4 P 22%:10:23. 29%:10:23.
12PM Tue 23 12PM wed 24 12pM Thu 25 12PM Fri 26 120M sat 27 12PM Jul 28 12PM won 29
« Review
Metric Data (unfiltered) OM Event Count (unfiltered)
‘mullai.fc.usa.hp.com omi_events_omievents_all_dimensions
4
a0
2 0
- — - - 7123013, 7:20PM 7126013, 253 AM 7128013, 10:26AM
7123/13,7:20PM 712613, 2:53 AM 7128/13, 10:25AM
213.00 ¥ MOVING_COUNT(
1 MOVING_AVG(CPU Ut Time) - ©
250utof54 € ) Toutof 1 =l

MyBSM component examples

Last day http://<opsa server>:8080/opsa/ /dashboard/&search=withkey%20%
22<< event.node.dnsName
>>%$22&start=1d

Last week http://<opsa_server>:8080/opsa/ /dashboard/&search=withkey%20%
22<< event.node.dnsName
>>%22&start=1w

Note: For additional information, see
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Appendix B: How to setup a MyBSM page in OMi
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Use Case 2:
Search for information related to the Cl type of the event

Events in OMi are related to Configuration Items. Each Configuration Item (Cl) has a type. If a tool has been set
up for a Cl type then it is only visible for events that are related to this type or any sub-type.

This functionality can be used to search Operations Analytics for tags that are related to the Cl type of the
selected event.

Example URL launches

All Oracle - Last http://<opsa_server>:8080/opsa/#/dashboard&search=orac
hour lesstart=1h

Host Oracle - Last http://<opsa_server>:8080/opsa/#/dashboard&search=orac
12 hours le withkey "${event.node.dnsName}"&start=12h

Note: Create these tools for the Cl type Oracle in the OMi tool manager
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Use Case 3:
Show a custom dashboard

You can specify any Operations Analytics search string in OMi tools. That way a set of default dashboards or tag
searches can be made available to the OMi operators.

Example URL launches

e .

Performance http://<opsa server>:8080/opsa/#/dashboard&search=0AEn
Overview —last Th vironmentOverview&start=1h

RTSM Overview - http://<opsa server>:8080/opsa/#/dashboard&search=RTSM
last week Overviewsstart=1w

Disk — 1 day before http://<opsa server>:8080/opsa/#/dashboard&search=disk
and after event &start=${event.timeCreated.seconds}send=~1d~

Memory - 2 days http://<opsa_server>:8080/opsa/#/dashboard&search=memo
before event until ry&start=${event. timeCreated.seconds}send=~2d
now

Note: Create the tools for the Cl type Configuration Item if you want to make them always visible.
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FAQs

What if a log on page appears when the tool is started?

Single Sign-on is not set up properly. See the Single Sign-on configuration instructions in the Operations
Analytics Installation and Configuration Guide.

Make sure that the initString matches the initString configuredin OMi: Admin > Platform > Users
and Permissions > Authentication Management
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Appendix A: How to setup cross-launch tools in OMi

You can set up tools that open a new browser window and navigate to a URL in OMi’'s Administration area.

Select Admin > Operations Management > Tools, or click the Tools link on the Site Map’s Administration page:

WyBSH _Applications v Admin ~ Help ~  Sie Map

Appications | administration |

L

&

ik

"

&
=

Service Health
View Builder

Cf Indicstors

Gustom image

CI Status Alerts

E E

Assignments - Health Indicstor Assignmens | KFI Assignments | Fropagation Rules

Repositories - KPls| Indicetors | Business Rules | Coniext Menus

Service Level Management

Agreements Manager

SLA Data Corractions
SLA Alerts

Assignments - Health Indicstor Assignments | KP| Assignments | Propagation Rulss
Services Manager

Repositories - Service and CI Offerings | Galendars | Outege Categories | KPI: | Indicators | Business Rules

Operations Management
Setup - Cannesied Servers | Cerifizate Requests | Canient Facs | Meniiorsd Nedes

Event Automation - Event Foruarding | Netifications | User Group Astignments | Time-Based Event Autemation |
Automatic Run Book Exscution | Event Processing Customizations | Indizater Mappings | Downtime Behavior

| Event Conrelation | Event Stom Detection |

Event Suppression
Operations Console - Run Bosk Mappings | Custom Actions | Performance Graph Mappings | View
Mappings

Monitoring - Ingicstors | Msnsgement Templates & Aspects | Policy Templates | Assignments & Parsmeters |
Deployment Jobs

End User Management

Wonitoring

Seript Repository
Alerts

Setiings

Diagnostics

Transaction Management

Administration

Change the default page...
System Availability Management
Summary

Matrics and Indicators

RTSM Administration

Modeling - IT Universe Manager | Modeling Studic | Impact Analysis Manager | €1 Type Manager | Enrichment
] ger| :l [ Iy ger | €1 Typ: ger |

Data Flow Management - Recondilistion Priorty | Infegration Studio | Discovery Control Panel | Data Flow Frabe
Setup | Adapter Mansgement | Data Flow Probe Status

Administration - Pacisge lisnsger | Scheduler | Stste Mensger | Ol life oycle

Platform

Setup and Maintenance - Doanloads | License Mansgement | Dats Fartitioning snd Furging | Manage Frofile
Databases | Infrastructure Setiings | Audit Log | Sarver Deployment | System Heslth

Report Scheduling

Locations

Content Packs

Users and Permissions - User Mansgement | Authenticstion Mansgement

Recipients - Recipient Management | End User Management Alerts Notification Templates
Downtime Management

Event Management - Connested Servers | Fenvarding Rules | Netifieations

Integrations

EMS Intagrations Admin

Operations Orchestration

Application Lifecycle Management Integration

E51 Connector

Personal Settings
User Account
Recipient

Menu Customization

After the Tool manager loads, select the Cl type for which you want to create the tool:

perations Management Adminisiration
1yBSW _Appications = Admin v Help v _Site Nap

[Somrioms comsae>Toos

Setup Event Automation Event Correlation | Operatons Console |4y Montorng
Ci Types Node - Tools Detalls
[ A (53 2|2 (a IR PR = ?
%, Ping node from NNMi server
» Filter 1% Ping node from NNMi server (htips)
1% Show Layer 2 Neighbors to related NNMi node
Cl Types % Show Layer 2 Neighbors to retated NNMi nod (htips)
17 Show Layer 3 Neighbors to related NNMinode
B () Configurationitem 7, Show Layer 3 Neighbors to related NNMi node (hitps)
© BusinessElement 7 Show NNMi console
@ ccote 1T, Show NNN consale (rtps)
& Dynamic Node Fact 1% Show NNMIi server status

ENC)

{7 Show NNMi server status (hitps)
% Show nads information in NNMi
Aoplatin Resurce e S———
1% Show related NNMi incident
" 17, Show related NNMi incident (ntos)
17, Showrelatec NNMi node
. 17, Showrelatec NNMi node (nps)
1T, Tracerouts to nad from NNMi server
1% Traceroute to node from NNMi server (https)
1% Analyiics - Application
1% Analyiics - G
1% Analytics - Host
T, Dev - BBN Gontinuous ntegration Bui and Test |||
% Dev-BBN Source Control Commit Log
T, Dev - Contnuous Integration Build and Test
7, Dev - Souros Control CommitLog
7, Dev - Submit Defect
17, Logger - Anaiytcs dashboard
1% Logger - Errors (2h)
1% Logger - Events: all (12h)
1% Logger - Events: CI (12h)
1% Looger - Events: node (12h)
% Ops Anaiytics - Apache Problems
1% Ops Analytics - Dashboard

InfrastructureElement

10
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Click New Item and specify the name of the tool:

ss Service Management - Operations Management Adminisiralion ew User admistrator (TESG600Y)
@ - MyBSM  Applications ~  Admin ~ Help ~  Site Map
S

[[Operations Cansae » Tooks

sewn Event Automton | Event Correltion || operations consoe [l Wontorng 5

Analytics - Host (12h) - Create New Tool

» General General
T
foo + Display Name: [ Analytios - Host (12h) |
+ Name: [Analytis_Fiost_12h ]
Description
Category: ® Default catsgory

O Other category

(+) Required fisid

= o =

Select the URL Type:

Service Management - Operations Management Adminisiralion User: administrator  (FEBG00TY)
@ - MyBSM  Applications v  Admin v Help v  Site Map
~——

[Somrtoms comsae > Toos

setip Event Atoraton || Event Corelaon || Gperavons Conenie [l Wortorng b

Anlytics - Host (12h) - Create New Tool

¥ General Type
+ Trpe Type: O
URL

@ URL

S ) o X S

Specify the Tool URL as described in the previous Use Cases. Replace <opsa_server> with the name of your
Operations Analytics server:

11
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LyBSH  Applications ~  Admin v Help + Stz Map

[[Operations Consoke ~Tooks

Setup. Event Automation Event Correlafion Operations Consale || Montoring

Analytics - Host (12h) - Create New Tool
¥ General URL
¥ Type + URL: [ nttp “Steve]
» URL Insert runtime parameters at cursor:
Inserta custom parameter by entering ${parametemame} into the text field.
Note: ling event attribute ters can only
events
(%) Required field

12
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Appendix B: How to setup a MyBSM page in OMi

The following steps outline how to create a MyBSM component.

Click Components:

@ - MyBSM Appications v
2 a'a

Golith Inc x | Dashboard x | Operations x | Operations Analytics X | semo 9@
) e
A E A & [T NeFite [ o] [ <No Fitor- ] @ 8| s || | (Searen Everts CvivF) EYN}
sev [ Pro [ c[ | 1| a[u]b]state | Time Recetved v [ Tme Related CI category
V| e L1, |08/06/2013 10:18:17 AM | 2 Performance anomaly detected on host mullai. VMWare Europe SiteScope = |
Q| ¢ Cl, |0/08/2013 10:18:15 AM | NAZ: Average VLAN provisioning time crossed 5 minutes. VMWare Europe BPM
| e Cl, |07/292013 12:33:38 PM | Performance anomaly detected on host mullai. VMWare Europe SiteScope
o|e [l |071282013 12:35:36 PM | NA: Average VLAN provisioning time crosssd 5 minutss. \Mawars Europe BPM
o= [}, |0321/20132:2226 PM | Round trip time back to normal. ‘amazon.com - hpcloud.com NN
o= Cl, |03i21/2013 2:22:24 PM | Billing web app back to normal operation. ‘amazon.com Billing Arcsight
alv C1, [01/21/201311:08:04 AM | Averags Datacenter tsmprature above 16 degrass for 1 hour Datacenter Asia =
o s Ll |01/2172013 11:06:01 AM Simulated 10. Apache USA BPM
alv CL [0121/201311:05:59 AM | User okenobi logged in e times with wrong password (Apache) Apache USA M SCoM
any 2
a|v =] CL |01/21/2013 11:05:56 AM | MySQL blind injection attack T23448 detected MySQL USA TippingPoint
V| e = Cl, |0121/2013 11:05:50 AM | Response time of Goliath CRM web app is slow. Apache Europe BPM
'Y g L), |01/21/2013 11:05:43 AM ‘writing to MySQL Europe Operations Manager
Q| ¢ Cl, |01:2172013 11:05:48 AM detected 3 mambo.net. VMWare Europe SiteScope

Specify the Name of your component and the base URL. For example, if your Operations Analytics server is

Categories

BRI(S) &

Diagnostics (1) &

End User Management (0) &
General (1)

NN (8) &

onE a

Service Health (19) &
Service Health An... (0) &
SiteScope (1) &
SLH(13) &

SOA(13) &

Transaction Manag... (7)
Not Categorized (8) A

o o o o o o o o S

Business Impact

Business Process
Diagram

Business Process
Instance Violations

Business Process
Overtime Report

Business Process
Summary Report

Changes And
Incidents

calledmy.opsa.server.localthentheURLishttp://my.opsa.server.local:8080/opsa/

In the Wiring Context box, click Add Context. Select EventChange; then click OK:

v Admin v Help v Skellap

n

—— o
ot a URL o e praeters for every corex you vt o436, rese e UL patrn
“Name. Operations Analvtics ‘

htp:/ local:8080/opsal =
. oo sarve oca 0o

Cichange
EventChange
\ViewChange

DDDDDDDDDDDDD‘D -x|
e
g
;

13
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Click New Parameter:

<< event.applcation >>

%
(| s v ans. e prametors. o vy cont o vt s, 0 st s Ut
FE ame [Operations Anabica ]
ity opsa Server oAl 80Bopsal
Ofwm: [ - i
o :
1 | Descrptin ‘ ‘
o
[ | [ categorize component |
O || [sacemss AL —
g + X URL Parameters: Attributes :
Eventchange
[u] << category == -
= |<coer=
(m] . No fems to display. | o< content =
u] X << event annotatonCount >>

* You can drag attributes from the atiribute list or press Alt + Ctrl = | 1o insert the selected
attribute into the parameter value.

URL pattern | tiefmy.opsa.serveriocal 8080/opsal

T

New Component

Enter a URL and define parameters for every context you want1o use, to create the URL pattern

ams [Operatons Ansbfes ]
- ‘ i iy opsa.server ocal S080Topsal ‘
Descrpton ‘ ‘

e e
[ze =

i i dValu Change
+ X URL Parameters: Attributes :
o
\http(s):// domain / path ? query_string # fragment
URL Part ~ Path
B ¢ Query String itionCount >>
(@ Fragment iation > L
Name New Parameter ert the selected

=T [

Specify the value for the URL Parameter as described in previous Use Cases. Replace <opsa_server> with the
name of your Operations Analytics server:

Help ~  Site Map

N s
~
Golath Inc x| Dastboard x | Operatians X | Operations Anahtics. X Select Page - OB
x
L — -
_— = Ox
5
S B A [T <o Fifter> [x[ex] [¥ <o | Erers UL anddeneporamstrs forcvery contt v wanttous, o creat he AL e
sev [Pio[c[n|1[afu]p :;u Time Received v | Titie F ] ame [Crerat o ]
T | o e e gl
Qe [}, |09/0672013 10:48:15 AM | NA2: Average VLAN provisiod URL .
V| e Cl, |07/28/2013 12:33:38 PM | Performance anomaly detecty ]
Qe [l 071292013 12:33:36 PM | NA: Average VLAN provision | ) | Descriaton
o|s L : Round tonerm |5 | :
o s [l |oaz12013 22226 PM | Biling web app back to nomm{ | atagonize Componan,
a|v Tl |02172013 11:06:04 AM | Average Dat perat | = | [ iring Context AL iChange
o|s Tl [01/2112013 1:06:01 AM | Were scalng e thebigone| | = || + 3¢ URL Parameters: Attributes :
ol T, |012172013 11:05:59 AM | User okenobi logged nthres | | | |EventChange _— E
A= =) (m] << policyName
2 URL Parameter Vaue .
4|~ L), [012172013 11:05:56 AM | MySQL bind injecton atack | | Fem— < polcyType > e
V| e |u|E C1, (01212013 11:08:50 AM | Response tme of Goliatn CR| | = | |(Fraome D ———
<
hHh| v |% Ll |0121/2013 11:05:49 AM | Performancs slow when writi o N | << eventnode.id »>
Q| ¢ |m T}, |0121/2013 11:05:48 AM | Performance anomaly detecty << event object > -
o= L, |0121/2013 10:39:10 AM | Event storm for ‘mambod.mal * You can drag atributes from the atiribute st or press Alt il + |10 insert the selected
o= [l |ot020134:2851 PM | Event storm for mambod.mal aftrbute nto the paraeter vlue.
Q| e 3 | CL |011020134:13:51PM | KVM USA provisioning subsy L | VAL pattemn |
C %20%22:< event node dnshame »=%228start=10 =
V| e 1| O 1351 PM | MySQL Ed
Qe =} MysaL
AR 1| CL |01/10/20134:13:44PM | MySQL USA will reach R T ek
<
6w o o =y —_——
v 1, |011020134:43:40 PM | User okenobi logged In three times with wron el ache USA MS SCoM
=3 logg  password (Apachs) A

After you have saved your component you can add it to any page that contains an event browser.

14
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Appendix C: Cross-Launch parameters reference

Supported time Parameters

S T e

hours h 1h, 2h, 3h,
days d 1d, 2d, 34,
weeks w lw, 2w, 3w,
months m lm, 2m, 3m,

Using start and end to specify the time window

yesterday

some time ago

Before now

From event
until now

start=1378376880076

start=1378376880076
end=~1h

Before event
until now

Before and
after event

start=1378376880076
end=~12h~

15
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To learn more about HP Operations Analytics visit the following:
http://www.hp.com/go/opsanalytics
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