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Support
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e Download software patches

e Manage support contracts

e Look up HP support contacts

¢ Review information about available services

e Enter into discussions with other software customers

e Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also require a
support contract.

To find more information about access levels, go to:
http:/h20230.www2.hp.com/new_access_levels.jsp

To register for an HP Passport ID, go to:
http:/h20229.www2.hp.com/passport-registration.html
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Chapter 1: Getting Started

Use the following table to quickly locate information.

Topic Refer to:

Product Overview “Product Overview” on page 20

NA 7.50 Features “NA 7.50 Features” on page 21

NA 7.60 Features “NA 7.60 Features” on page 22

NA 9.0 Features “NA 9.0 Features” on page 24

NA 9.10 Features “NA 9.10 Features” on page 26

Main Menu Bar “Main Menu Bar” on page 28

Menu Bar Options “Help Menu Options” on page 29

NA Home Page “NA Home Page” on page 30

Opening a Command Window “Opening a Command Window” on page 31
Accessing Documentation “Accessing Documentation” on page 31
Contacting Customer Support “Contacting Customer Support” on page 34
Viewing the Latest Software Version “Viewing the Latest Software Version” on page 36
Viewing License Information “Viewing License Information” on page 36

Viewing System Configuration Pages “Viewing System Configuration Pages” on page 37
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Product Overview

As networks continue to expand, network topologies continue to increase in
complexity. In addition, many networks must now comply with regulations
and security best practices. This results in a complex infrastructure with
multiple protocols, technologies, and vendors to support.

Centrally managing the network infrastructure in a secure, automated, and
centralized fashion becomes vital for the effects of performance — from
additional security vulnerabilities to a complete outage — all of which can
cause increased liability, lost revenues, and lost productivity.

HP Network Automation (NA) provides an enterprise class solution that tracks
and regulates configuration and software changes across routers, switches,
firewalls, load balancers, and wireless access points. NA provides visibility into
network changes, enabling an IT staff to identify and correct trends that could
lead to problems, while mitigating compliance issues, security hazards, and
disaster recovery risks. NA also captures full audit trail information about each
device change.

Network engineers can use NA to pinpoint the following:
= Which device configuration changed
< What exactly was changed in the configuration
< Who made the change
< Why the change was made

In addition, NA can enforce security and regulatory policies at the network
level by making sure that configurations comply with pre-defined standards.
The end result is a resilient and maintainable network that is compliant with
standards and regulations.

NA supports an array of devices from leading vendors, including HP, Cisco,
Nortel, F5 Networks, and Extreme, to provide insights into your network
change process. NA’s scalable architecture enables you to incorporate the best
devices from the best vendors, and support all your devices using one tool.

Note: For information on installing or upgrading to NA 9.10, refer to the Network
Automation 9.10 Upgrade and Installation Guide.
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NA 7.50 Features

NA 7.50 included the following new features:

Bare Metal Provisioning — Provisions devices out-of-the-box. Using a
“bare metal” driver, you can execute scripts against a bare metal device
to bring a fully-configured device onto your production network.

Network Device Templates — Creates a configuration template without
having an actual device present. With Network Device templates, you
can perform compliance checks, create policy rules, view and compare
configurations (even between templates and actual devices), set
password rules, and so on before you add the device to the production
network.

Security Partitions — Establishes a set of NA objects per partition to
specify more granular permissions. NA objects can include devices,
users, command scripts, device password rules, policies, software
images, etc. Security Partitions can be combined with a permissions
model, group hierarchy, distribution of devices across NA Cores, and
network diagramming.

Auto-Remediation scripts — Defines variables in the script that reference
data from regular expression pattern groups in a violated policy rule.
The Auto-remediation pop-up window accesses the data on the Policy
Rule page to show variable mappings, generate sample code, and
validate the script before it is saved. Unlike standard command scripts,
Auto-remediation scripts uses a new language syntax to iterate over
matches. Auto-remediation scripts are processed and converted into
command scripts that are run on network devices.

NNMi Integration — Integrates NA with NNMi to reside on a single server.
As a result, you can:

— Launch device policy compliance report from NNMi

— Launch command scripts and diagnostics from NNMi

— Link to out of the box command scripts and diagnostics with NNMi
— Designate out of service for devices undergoing change activity

— Auto-propagate changed community strings to NNMi

— Auto-config new devices for required NNMi management settings

— Alert user of duplex & speed miss-match states



22

HP Network Automation User’s Guide

VoIP support — Key elements of VolP management include:

— Auto-Detect VolP, MPLS, PoE and BGP configuration elements within
network devices

— Interface QoS and ACL configuration sections are automatically
parsed and displayed in the interface configuration summary for the
specific interface

— A device driver for Cisco CallManager allowing configuration
compliance checks and basic device diagnostics

Software Image Management (SWIM) process on Gateway server —
Displays SWIM-centric data for remote devices. However, remote
devices are defined as devices reachable only through an NA gateway.

HP Operations Orchestration (OO) integration — Enables NA to
interoperate with a host of 3rd-party vendors.

NA 7.60 Features

NA 7.60 included the following new features:

Solaris 64-bit support — When installing NA on a Solaris platform, NA
uses the 64-bit Java Virtual Machine (JVM). As a result, NA can utilize
more memory.

Enhanced task scheduling — When creating or updating a task, you can
now set a priority for the task so that it runs at higher priority than other
tasks. There are five task priority levels, 1 through 5. 1 is the highest
task priority level. Higher priority tasks run before lower priority tasks.
In addition, you can use the new Round-robin algorithm on group tasks.
For example, if you started a group task for 10,000 devices at 10am and
then started a group task for 10 devices at 10:05am, using the Round-
robin algorithm, you no longer have to wait for the first task group to
complete before the second group task is started.

Enhanced Device Selector and Device Group Explorer — The enhanced
Device Selector and Device Group Explorer enable you to easily navigate
group trees to select devices and device groups for a variety of
applications.
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Multiple VLAN per port support — NA enables you to view and provision
VLANs on network switches. With NA, you can:

— View a complete list of a device’s VLANs
— View specific VLAN details

— View a list of ports assigned to a VLAN
— View trunk ports

— View a list of VLANs on a trunk port

— View the native VLAN of a trunk port (the VLAN whose traffic on the
trunk port is not tagged)

— View VTP settings of a network switch

— Create a new VLAN on a network switch

— Change a port assigned to a VLAN (add/prune ports)

— Delete a VLAN

— Configure a port as a trunk port (multiple VLAN with tagging)
— Change trunk port VLANs (VLAN membership)

— Change trunk port native VLANs

— Configure a trunk port as a non-trunk

Virtual device and virtual context support — NA now provides support for
virtual devices, including VMware's Virtual Switch (vSwitch) technology
available via VMware's Infrastructure (ESX) and the Cisco Nexus 1000V
Series switches. These new virtual devices can be managed alongside
legacy devices, providing centralized support. Virtual devices, as well as
devices which support virtual contexts, including the Cisco Firewall
Services Module (FWSM) and Cisco ACE Application Control Engine
Module, now benefit from device relationship enhancements that provide
management of non-IP address contexts, as well as views of the
underlying relationships between the actual hardware and virtual
contexts.

Device relationships — Device relationships maintain data for parent,
peer, and child devices. Device dependencies can be defined by the new
Device Relationships API.
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Link aggregation support — Link aggregation support enables NA to list
all of the links (or connections) associated with a specific port on a
device. This information is gleaned from enhanced diagnostics or from
new device context information. Link aggregation enables you to
manage a device with virtual contexts that assign multiple connections
to a physical port.

Connection Path enhancements — You can now enable or disable device
access via primary IP addresses.

Provisioning and Scripting APl enhancements — You can now list device
templates, show device template configurations, modify device template
configurations, and provision devices using the Device Relationships API.

NA 9.0 Features

NA 9.0 includes the following features:

Quick Launch — You can now customize tasks and quickly launch them
with pre-filled data without having to navigate away from the current

page.
Task Templates — Task Templates enable you to save task definitions so

that you can easily configure and run new and existing tasks without
having to start from scratch.

Streamlined Policy Manager — You can now view policies that apply to a
device. As a result, you can:

— Verify that the correct policy was applied to the device
— View if the policy passed or failed

— View policies that are applied to the device when the device is added
to NA

— View the exceptions that are in place for a policy applied to the device
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Nmap port scanning — You can now use Nmap for discovering network
devices. Nmap can also be used to scan a device's ports and return
details on which ports are open and what services they provide. By
running the Port Scan task, you can:

— Easily confirm which ports on a device are open or closed

— Determine a device's vulnerability based on TCP stack, OS detection,
and other Nmap provided services

Configuration file parsing — For easy navigation, there are now links
directly above the configuration text that enable you to quickly parse
sections of the configuration file. For example, if the configuration file
includes an Access List section, you can click the Access List link at the
top of the configuration file and navigate directly to that section. Note
that currently, only the Cisco 10S generic driver supports section
parsing.

SecurlD user device authentication — During installation, the NA
Installer installs the rsa_api.properties file in the NA_DIRECTORY/jre
directory. You can edit this file to include the IP Address of the server on
which NA resides and the location of the RSA conf file that is generated
by the RSA Server Authentication Manager.

FTP server support — NA now has an integrated FTP server and will
generally access a device via the CLI to set up data transfer to and from
the device.

Device uptime information — You can now search for a device’s uptime
and when the Detect Device Boot diagnostic was last run against the
device.

NA user password expiration — The following options are now displayed
on the New and Edit User pages for NA system administrators when
creating new user profiles or editing existing user profiles:

— User must change password at next login
— User cannot change password

— Password never expires

— Account is locked out

NA 9.0 provides a more intuitive user interface, including new main
menu drop-down menus for easier navigation and an updated “My
Workspace” area.
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Set custom data fields in CLI/API — Previously, several CLI commands
had the ability to modify a custom field through the use of the
“customname” and “customvalue” options on the command. However,
you could only manipulate one field at a time. This was cumbersome if
you needed to modify multiple fields. As a result, the new
“customnames” and “customvalues” values enable you to specify
multiple fields to modify simultaneously.

New Search and Reporting architecture — The new search and reporting
architecture enables NA to more quickly display search results. In
addition, new data type fields can be easily added, deleted or modified.

Improved Logging and Troubleshooting — You can now provide detailed
Server logs, Task logs, and Wrapper log information when reporting
troubleshooting information.

NA 9.0 now includes platform support for:
— Windows 2008 64-bit

— Oracle 11g

— 64-bit Linux

- MS SQL 2008

NA 9.10 Features

NA 9.10 includes the following features:

Autopass — There are now two types of NA 9.10 licenses:

— InstantOn — InstantOn NA 9.10 licenses are shipped with the
product. Each InstantOn license is limited to 250 devices and 60 days
of use after installing the product.

— Permanent — Permanent NA 9.10 licenses must be obtained via the
HP License Key Delivery Service. Permanent NA 9.10 licenses do not
have an expiration date and can be used in conjunction with one NA
add-on feature, such as Horizontal Scalability or Multimaster
Distributed Systems. For detailed information on NA licenses, refer to
the Network Automation 9.10 Upgrade and Installation Guide.



27

Viewing Device Groups — You can now view a listing of devices from the
perspective of any of the parent groups in its ancestry. This enables
batch editing of devices from the desired parent group's perspective. In
addition, there is now a tree presentation of the Device Groups page.
This replaces the previous multi-page, drill-down navigation design.

Email Notification — You can now send and receive emails from logged-
on NA users.

Policy Manager APl — You can now create policies using the NA API.
There are now CLI commands for creating policies, creating rules within
policies, creating remediation scripts for the rules, modifying existing
policies, and so on. Refer to the Network Automation 9.10 APl Reference
Guide for information.

Improved searching — Performance has been improved when searching
on text and/or LOB columns, such as configuration or diagnostic data.
You can now quickly search device configurations using a full text editor.

NNMi-NA Integration — The NNMi-NA Integration Connector is no longer
used in NA 9.10. NNMi-NA integration occurs via the WebServices call
between the two products. The new NNMi-NA integration:

— Simplifies deployment
— Improves topology synchronization reliability
— Increases synchronization speed between NNMi and NA

All NNMi-NA integration configuration is done in the NNMi Ul. Refer to
the NNMi 9.10 Deployment Reference for the information. Note that due
to new NNMi-NA integration architecture, NA 9.10 supports only NNMi
9.10.

Single Sign-on — You can now login to NA and NNMi using the same user
credentials. For information on NA-NNMi integration, refer to the HP
NNMi 9.10 Deployment Reference.

SNMP v3 Support — Network devices using SNMPv3 for device discovery
are now detectable. Using less secure network device detection methods
is avoided when SNMPv3 protocol is used, enabling the use of the most
up-to-date SNMP security mechanisms.
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Help Menu Options

The following options are available from the Help drop-down menu:

Documentation — Opens the HP Network Automation Documentation
page. Note that context-sensitive online Help information is available
from the Help link on each NA page.

Support — Opens the HP Customer Support page. This site provides HP
customers with the most recent patch releases and documentation. In
addition, you can upload files for issue resolution and troubleshooting.

The HP Live Network — Opens the HP Live Network page, where you can
download Security Alert Service data and other NA Content Service
material. HP Live Network is a complementary content delivery service
that is integrated into HP Network Automation and can deliver periodic
network security and compliance content updates.

In addition, the HP Live Network’s portal hosts:

— Driver packs

— The specialized NDS driver development forum
— The general NA community forum

The HP Live Network security and compliance service enables immediate
assessment of network security and policy violations, as well as
automated remediation options. HP Live Network includes valuable free
content as well as subscription services. Refer to “Software Vulnerability
Report” on page 782 for information.

Note: For information on installing the HP Live Network Service, refer to the HP
Network Automation 9.10 Upgrade and Installation Guide.

About HP Network Automation — Opens the About HP Network
Automation page, where you can view information about HP Network
Automation. Refer to “Viewing the Latest Software Version” on page 36
for detailed information on the About HP Network Automation page.
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NA Home Page

The NA Home page opens whenever you login to NA. You can also return to
the NA Home page by clicking the Home link in the upper left-hand corner of
each page.

The NA Home Page includes two frames. The left-hand frame includes:

= Search — The Search options enable you to find devices by Hosthame or
IP address and connect to them via Telnet or SSH. Refer to “Search/
Connect Function” on page 354 for detailed information.

e My Workspace — The My Workspace area includes the following
sections:

Current Device/Current Device Group (Inventory is the default)
My Favorites
Quick Launches

My Settings

Refer to “Editing User Settings” on page 338 for detailed information on
configuring the options in the My Workspace area.

The right-hand frame can be customized to include a snapshot of recent
configuration changes in the past 24 hours, various system events, and tasks
requiring your approval. Refer to “Customizing the NA Home Page” on

page 349 for information.
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Opening a Command Window

To open a command window, in the Search tab on the left-hand side of the
display, enter a device IP address or hostname and click the Connect button.
You can also open a command window from the Device Details page using the
Connect menu. Within the command window, you can select the text that you
want to copy and press the Return key. The highlighted text is placed into a
copy buffer. You can then paste it into another application. Enter exit and
close the window when you are finished.

Note: If you use the Telnet/SSH Proxy to connect directly to devices, you remain in
the Telnet/SSH Proxy when you exit the device. Unless you enter exit again, you can
enter CLI commands and connect to other devices.

To view Help for CLI commands, enter: help to see a list of all commands.
Enter help <command name> to see detailed help on a specific command.

Accessing Documentation

The core NA Documentation Set includes:

< HP Network Automation 9.10 User’s Guide — To view the PDF version,
after logging in, from the Help drop-down menu, click Documentation.
The HP Network Automation Documentation page opens. Select HP
Network Automation 9.10 User’s Guide from the list.

= Online Help Files — To view the online Help files, after logging in, click
the Help link at the top of any NA page.

< HP Network Automation 9.10 Upgrade and Installation Guide — To view
the PDF version, after logging in, from the Help drop-down menu, click
Documentation. The HP Network Automation Documentation page
opens. Select HP Network Automation 9.10 Upgrade and Installation
Guide from the list.

e HP Network Automation 9.10 Release Notes — To view the PDF version,
after logging in, from the Help drop-down menu, click Documentation.
The HP Network Automation Documentation page opens. Select HP
Network Automation 9.10 Release Notes from the list.
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If you are interested in additional NA publications, including the
documentation listed below, please navigate to the NA Support site:

NA 9.10 Multimaster Distributed System on Oracle User’s Guide

NA 9.10 Multimaster Distributed System on SQL Server User’s Guide
NA 9.10 Horizontal Scalability User’s Guide

NA 9.10 Satellite User’s Guide

HP Network Automation 9.10 User’s Guide

The HP Network Automation 9.10 User’s Guide includes information on:

Setting up and configuring the system

Adding and configuring devices and device groups

Adding users, groups, and roles

Creating Workflows

Using SecurlD, TACACS+, and RADIUS to access network devices
Importing users and user groups from LDAP

Managing Access Control Lists (ACLSs)

Using the Compliance Center

Searching for information, creating custom reports, and running
summary reports

Deploying configurations

Viewing and provisioning VLANs

Configuring device relationships

Creating event rules and event notifications

Viewing default diagnostics

Creating and running diagnostics and command scripts
Creating company-wide policy rules to prevent inconsistency
Deploying device software from a central repository

Connecting to devices using Telnet and SSH
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e Running the command line interface (CLI)

e Exchanging data with other IT applications using Java and PERL APIs

= Using online Help, contacting Customer Support, and updating your
software license

Note: The HP Network Automation 9.10 User’s Guide provides information on all
options available to the NA System Administrator. Depending on your permissions,
some of the NA menu options could be grayed-out.

The following table explains the conventions used in the HP Network
Automation 9.10 User’s Guide.

Convention Description/Action

Italic Used for system messages, paths, file names, and Web URLs. For example,
C:\hp\sdk\docs.

Link Moves you from one location to another within a document, opens Web
pages, or opens a new email message. In the User’s Guide, cross-references
are contained within quotation marks and include a page number, while links
to URLs and email addresses appear as underlined text.

Enter Indicates that you should type the text or command that follows, then press
the Enter key on the keyboard.

<> Indicates variable information, such as a name or folder that you must

supply. Do not include the angle brackets when replacing the placeholder.
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Contacting Customer Support
You can visit the HP Software Support Online web site at:

http://www.hp.com/go/hpsoftwaresupport

This web site provides contact information and details about the products,
services, and support that HP Software offers.

When reporting an issue, please include as much context as possible.

Keep in mind that unless otherwise agreed to by HP, under the HP Software
Supported Version Policy, HP will provide Support for the current and previous
minor versions of the current major release and the latest minor version of
the previous major release.

When a new major version of the product becomes available:
e Support is provided with the new and current major version.

e End-of-Support (EOS) will occur for the last minor version of the major
version two versions below the current major version.

For example, when NA 9.10 is released, it will be supported, along with
NA 7.50 and NA 7.60. However, NA 7.00 will no longer be supported.


http://www.hp.com/go/hpsoftwaresupport
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Send Troubleshooting Page Fields

To send troubleshooting information to Customer Support:

1. On the menu bar under Admin, click Troubleshooting. The
Troubleshooting page opens.

2. Click the Send Troubleshooting Information link at the top of the page.
The Send Troubleshooting Info page opens.

Note: You must have Administrative privileges to be able access logs files.

Fields Description/Action
To Enter your email address if it is not already displayed.
Subject The subject line, “HP Network Automation Info,” is displayed.

Problemm Number Enter the problem number related to an open ticket, if applicable.

Comments Enter comments regarding the issue. Be sure to include your return email
address and direct phone (or cell number). The contact information on
file is not always accurate or specific to the person with the issue.

Include Select one or more of the following options:

= Server logs for the last < > hours — Enter the number of hours worth of
stored logs you want to send. The default is 4.

= Administrative settings — Include the collection of Administrative
settings and options in effect for your NA server.

= System Status File — A file created to provide system status
information.

=Wrapper Log — If requested, this sends the Jboss_Wrapper log file.

*Task Logs — A list of available task log files. Each file lists the task type,
task ID, device (if applicable), and time the task completed.

Be sure to click Send when finished.

Note: The Download Troubleshooting Info page enables you to download
troubleshooting information. The page is identical to the Send Troubleshooting page,
except that there are no To, Subject, Problem Number, or Comments fields. In
addition, the Send button reads Download.
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Viewing the Latest Software Version

To view the About HP Network Automation page, from the Help drop-down
menu, click About HP Network Automation. The About HP Network Automation
page opens.

You can view detailed information about the current NA software version. In
addition, this page includes the following links:

< Download Driver Update Packages — Displays the HP BSA Essentials
Network web site.

« View Latest Release Notes — Displays the HP Passport sign-in page.

= View License Information — Refer to “Viewing License Information” on
page 36 for information.

= Contact Customer Support — Displays the Software Support Online web
site.

« View System Configuration — Refer to “Viewing System Configuration
Pages” on page 37 for information.

There is also a list of device drivers installed on your system. Refer to the
Device Release Service (DRS) documentation for detailed information on
supported devices. The DRS is a new, automated driver release and delivery
system.

Viewing License Information
The License Information page enables you to determine:
e To whom your product is licensed.
< How many nodes the license includes.
< How many nodes are in use.
= When your license expires.

You can also update your license from this page.
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To view the License Information page:

1. From the Help drop-down menu, click About HP Network Automation.
The About HP Network Automation page opens.

2. Click the View License Information link. The License Information page

opens.
Fields Description/Action
Product Displays the software version you are licensed to use.
Licensed to Displays the name of your company or division.
Number of nodes Displays the number of nodes the software is allowed to
licensed recognize. Keep in mind that some devices, such as the Cisco

6500, contain cards that operate as separate nodes.
Number of nodes in use Displays the number of nodes activated in NA.
License expiration Displays when your software license expires.
Update License button When it is time to update your software license, HP sends you new

license text. Paste the text into the box, then click Update License
to install the new license.

Viewing System Configuration Pages

If the Distributed System is enabled and you have configured NA Cores, the
View System Configuration page enables you to determine:

= How many NA Cores are configured
= How many Partitions are configured

Refer to “Segmenting Devices and Users” on page 191 for information on
Overlapping IP Networks and Restricted Device and User Views. Refer to the
HP Network Automation 9.10 Multimaster Distributed System on Oracle User’s
Guide or the HP Network Automation 9.10 Multimaster Distributed System on
SQL Server User’s Guide for information on installing and configuring a
Multimaster Distributed System.
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Chapter 2: Configuring Administrative
Settings

Use the following table to quickly locate information.

Topic Refer to:

Getting Started “Getting Started” on page 41
Configuration Management “Configuration Management” on page 42
Device Access “Device Access Page Fields” on page 56
Server “Server” on page 67

Workflow “Workflow” on page 77

User Interface “User Interface” on page 80

Telnet/SSH “Telnet/SSH” on page 85

Reporting “Reporting” on page 90

User Authentication “User Authentication” on page 97

LDAP Authentication Setup “LDAP External Authentication Setup” on page 106
Server Monitoring “Server Monitoring” on page 110

3rd Party Integrations “3rd Party Integrations” on page 115
Viewing Monitor Results “Viewing Monitor Results” on page 117

Starting and Stopping Services  “Starting and Stopping Services” on page 123
Logging “Logging” on page 125

Reviewing Drivers “Reviewing Drivers” on page 131
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Navigating to Administrative Settings

User Roles & Permissions

Security Partitions

Gateways

Device Password Rules

Event Notification & Response Rules

Custom Data Setup
Enhanced Custom Data Setup
LDAP Setup

Workflow Setup

Administrative Settings »
Configuration Mgmt
Device Access
Server
Workflow
User Interface
Telnet/SSH
Reporting
User Authentication
Server Monitoring
3rd Party Integrations

Task Load

System Status
Sart/Stop Services
Troubleshooting
Drivers

System Tasks »

lhp] HP Network Automation
Devices ~ Tasks ~ Palicies ~ Reports ~ Admin - Help ~
Y
Users
User Groups
New User
New User Group
Logged on Users
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Getting Started

As the System Administrator, you can define values for configurable settings

that affect HP Network Automation (NA) operation. These settings receive

initial values during installation, but you can change the values to customize

features. For example, you can change the default values for intervals
associated with various operations, or configure support for scripting
languages. You can also customize the appearance and content of certain

pages.

To review the configuration options and make changes, on the menu bar
under Admin, select Administrative Settings. You can select the following

options:

Configuration Management
Device Access

Server

Workflow

User Interface

Telent/SSH

Reporting

User Authentication

Server Monitoring

3rd Party Integrations
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Configuration Management
The Configuration Mgmt page enables you to configure:
= Configuration change detection
e User identification
e Startup and running configurations
= ACL parsing and editing
= Configuration policy verification
e Pre-task and post-task snapshots
= Diagnostics
= Flash storage space
= Boot Detection
= Custom Service Types

To view the Configuration Mgmt page, on the menu bar under Admin select
Administrative Settings and click Configuration Mgmt. The Configuration Mgmt
page opens. Be sure to click Save to save your changes.
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Configuration Mgmt Page Fields

Field

Description/Action

Change Detection

Change Detection

Change Detection Interval

Syslog Detection Patterns

Syslog Patterns to Ignore

Select one of the following options:

<Enabled — NA takes device configuration snapshots
whenever changes are detected (the default).

«Polling Only — NA takes device configuration snapshots
during device group snapshots, but not when changes are
detected.

= Disabled — Configuration snapshots are not taken in
response to detected changes or during device group
snapshots.

Refer to “Change Detection” on page 51 for detailed
information on change detection.

Enter the delay interval between detection of a change and
the snapshot. The default is 10 minutes. When NA detects a
change, the device snapshot is delayed for the interval
specified here. The subsequent snapshot reflects all change
notifications sent during the interval.

If you want to add a pattern to the default patterns supplied
by NA, enter a pattern in the right-hand box and click Add
Pattern <<. You can select a pattern from the left-hand box
and click Delete Pattern to delete a pattern. NA looks in the
Syslog server for matches to these patterns. When NA finds a
match, it indicates a configuration change and takes a
snapshot of the device configuration, if enabled above.
(Note: HP provides a Syslog server. If you kept your current
Syslog server when you installed NA, you still must install the
NA Syslog server and relay Syslog messages to the NA Syslog
server.)

Refer to “Syslog Messages” on page 52 for detailed
information on Syslog message patterns.

If you want to ignore a pattern, enter a pattern in the right-
hand box and click Add Pattern <<. You can select a pattern
from the left-hand box and click Delete Pattern to delete a
pattern.
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Field

Description/Action

Secondary IP Types

Use IP Address of sender of
Syslog Messages

Users to Ignore for Change
Detection

Change User lIdentification

Auto-Create Users

Auto-Create User Suffix

Syslog User Identification

Select a Secondary IP type. Primary and Alternate are
selected by default. Secondary IP types are used for change
detection Syslog event handling for secondary IP addresses.
Note that not all secondary IP addresses are included in
Syslog event handling. You can select from the following
options:

*Primary

= Alternate
=Console

= Hop Box

* NAT

= Connect Through
e Internal Through
e Internal Direct

Refer to “Device Managed IP Addresses Page Fields” on
page 307 for information on managing IP addresses.

If checked, the IP address of the Syslog messages sender is
used.

Indicate the users to ignore when processing Syslog or AAA
change events. To add a user, enter the user name in the
right-hand box and click Add Username <<. To delete a user
select the username in the left-hand box and click Delete
Username.

If checked, NA creates a new user if it does not recognize the
author of a configuration change.

Enter the suffix that NA appends to new users per the Auto-
Create feature. The default is “_auto”.

If checked, NA tries to identify users from Syslog messages.
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Field

Description/Action

Syslog User Patterns

Resolve Workstation IP
Address from Syslog

Store Unresolved IP

Addresses

Auto-Create Users from
Syslog

The Syslog User Patterns are Java regular expressions. You
add a capturing group to indicate where the username is in
the regular expression, for example:

*User (\S+) authenticated
*session opened for user (\S+)

= Login successful for user (\S+) on

NA uses these patterns to determine which user is responsible
for a configuration change.

Enter a pattern in the right-hand box and click Add Pattern
<<. You can select a pattern in the left-hand box and then
click Delete Pattern to delete the pattern. NA looks in the
Syslog for matches to these regular expressions. When NA
finds a match, it captures the text as a user. Normally, the
device drivers populate these patterns.

If checked, NA resolves the IP address from the Syslog
message and treats the domain name as the username
responsible for the related configuration change. This method
is used only if the username cannot be determined in other
ways from the Syslog message.

If checked, when a host name using DNS cannot be resolved,
NA treats the IP address as a username. Periods are replaced
by dashes. For example, 10.10.1.1 becomes user 10-10-1-1.

If this option and Auto-Create Users are checked, NA
attempts to match users identified from Syslog messages to
existing users. When there is no existing user, a new user is
created.

Startup/Running Configurations
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Field

Description/Action

Capture Startup Config

ACL Parsing

Parse ACL Data with each
Snapshot

ACL Editing

Show pre-edit application
script

Show edit preparation script

Show application script

Select one of the following options:
= Off — NA does not capture each startup configuration.

«Detect Only — NA captures each startup configuration and
compares it to the running configuration, but does not store
the startup configuration.

«On (the default) — NA captures each startup configuration,
compares it to the running configuration, and stores the
startup configuration. Keep in mind that not all vendors and
devices support the concept of a startup configuration.

Select one of the following options:

«Enabled — NA parses and stores ACL data with each
snapshot.

= Disabled — NA does not parse ACL data with each snapshot.

Keep in mind that this option only sets the default state of this
feature when adding new devices. You can use batch editing
to turn on and off ACL parsing for groups of devices. (Note:
This option can be overridden on a device-by-device basis.)

If checked, the script for pre-processing ACL applications is
displayed when editing or creating ACLs. The pre-application
script negates the existing applications of an ACL on the
device. The new or updated ACL script adds the edited ACL to
the device.

If checked, the edit preparation script is displayed when
editing or creating ACLs. The edit preparation script performs
any necessary scripting to prepare the device to accept the
edited ACL.

If checked, the ACL application script is displayed when
editing or creating ACLs. The application script is the piece of
scripting used to apply an ACL, for example to a VTY
connection. The application script re-applies the ACL.

Configuration Policy Verification
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Field

Description/Action

Verify Before Deploy by
Default

Pattern Timeout

Run Auto-remediation
Script

Automatically apply
imported policies to the
Inventory group

If checked, NA checks edited configurations against defined
configuration policies before deployment.

Enter the maximum number of seconds a pattern can take to
match a configuration. The default is 30 seconds.

If checked, controls whether auto-remediation scripts should
be allowed to run automatically after a rule is found non-
compliant. Refer to “Creating Auto-remediation Scripts” on
page 734 for information on auto-remediation scripts.

If checked, all imported policies are applied to the Inventory
group.

Pre-Task and Post-Task Snapshots

User Override Pre/Post Task
Snapshot

Allow Per-Script Pre/Post
Task Snapshot Setting Hints

Snapshot Before Run
Command Script

If checked, enables users to override the default pre-task and
post-task snapshot settings when running individual tasks. If
override is allowed, the pre and post task snapshot options
are displayed on New Task pages, where applicable. If
override is not allowed, the default setting is used. (Refer to
“Configuring Pre-Task and Post-Task Snapshots” on page 54
for detailed information.)

If checked, enables individual scripts to override pre-task and
post-task snapshot settings.

Note: To override the pre-task snapshot setting, include a
comment in the script with the text “tc_pre_snapshot=true”
to request a pre-task snapshot or “tc_pre_snapshot=false" to
request no pre-task snapshot. To override the post-task
snapshot setting, include a comment in the script with the
text “tc_post_snapshot=true” to request a post-task snapshot
as part of the task, “tc_post_snapshot=task” to request a
post-task snapshot as a separate task, or
“tc_post_snapshot=false” to request no post-task snapshot.

Refer to “Configuring Pre-Task and Post-Task Snapshots” on
page 54 for detailed information.

Select one of the following options:
«<None (default)
*As part of task
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Field

Description/Action

Snapshot After Run
Command Script

Snapshot Before
Configuration Deployment

Snapshot After
Configuration Deployment

Snapshot After Provisioning
Device

Snapshot Before Run
Diagnostic

Snapshot After Run
Diagnostic

Snapshot Before Delete ACL

Select one of the following options:
=None
«As part of task (default)

*Scheduled as separate task

Select one of the following options:
=None

«As part of task (default)

Select one of the following options:
*None
= As part of task (default)

*Scheduled as separate task

Select one of the following options:
*None
= As part of task (default)

*Scheduled as separate task

Select one of the following options:
«<None (default)
«As part of task

Select one of the following options:
< None (default)
«As part of task

= Scheduled as separate task

Select one of the following options:
*None

= As part of task (default)
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Field

Description/Action

Snapshot After Delete ACL

Snapshot After Synchronize
Startup/Running

Post-Task Snapshot Delay

Diagnostics

Topology Data Gathering
Frequency

Stored Topology Data

Duplex Data Gathering
Frequency

Select one of the following options:
=None
«As part of task (default)

*Scheduled as separate task

Select one of the following options:
«None (default)
*As part of task

*Scheduled as separate task

Enter the delay for any post-task snapshots that run as
separate snapshot tasks (if any). The default is 30 seconds.

Topology data is included in a new class of diagnostics that
requires throttling to preserve network performance.
Topology data is used to render network diagrams. Gathering
topology data represents a significant load on the NA server
and should be done as infrequently as possible. Enter the
minimum amount of time (in hours) allowed between
attempts to gather topology data. The default is 168 hours.

Enter the allowable age (in hours) of topology data currently
stored in the database. If the stored data is older than this
value, data will be retrieved directly from the device.
Otherwise the stored data will be used. The default is 72
hours.

Duplex mismatch data is included in a new class of
diagnostics that requires throttling to preserve network
performance. Duplex mismatch data is used to identify a
common end-to-end performance problems. Often times a
duplex mismatch occurs when one machine is set at full-
duplex and another at half-duplex. Gathering duplex
mismatch data represents a significant load on the NA server
and should be done as infrequently as possible. Enter the
minimum amount of time (in hours) allowed between
attempts to gather duplex data. The default is 168 hours.
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Field

Description/Action

Stored Duplex Data

Flash Storage Space

Flash Low Event

Flash Low Threshold

Boot Detection

Error Margin Factor

Custom Service Types

Custom Service Types

Enter the allowable age (in hours) of duplex data currently
stored in the database. If the stored data is older than this
value, data will be retrieved directly from the device.
Otherwise the stored data will be used. The default is 72
hours.

If checked, an event is generated if the detected available
flash storage space is low.

Enter the percentage of flash storage space that must be filled
before a low space event is generated. The default is 90%.

Enter how much clock drift (in seconds per six hours) to allow
for when detecting device boots. It is recommended that the
minimum frequency with which you check your devices be
once every six hours.

Add or delete a Service Type. Service Types can specify VolIP,
BGP, MPLS, and so on for a device. The values help to identify
the device’s purpose. Refer to “Viewing Device Details” on
page 249 for more information on Service Types.
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Change Detection

NA uses several methods for detecting changes to a device configuration,
including:

= Syslog messages
= AAA log reading
* Internal proxy

From these methods, NA uses a number of different inputs to determine who
actually made a change on the device. This information provides the most
likely user responsible for the change. In order of priority, the following
information is used:

= User who scheduled a password change that was run on the device.
= User who scheduled a software update that was run on the device.
« User who deployed a configuration to the device.

e User who ran a script on the device.

= User who connected to the device via NA’s proxy.

= User information gathered from AAA logs.

= User information parsed out of a syslog message.

NA assigns a change attribution to a device interaction that is higher in the
priority list. For example, if a user schedules a password change while another
user had proxied to the device during the same time period, if a change had
been detected, that change would be assigned to the user who had scheduled
the password change.

To view configuration changes on a device:

1. On the menu bar under Devices, click Inventory. A list of all currently
managed devices opens.

2. Click the device for which you want to view configuration changes. The
Device Details page opens.

3. From the View drop-down menu, click Configuration Changes.

4. In the Changed By column, click the Details link. The User Attribution
Details page opens.
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Syslog Messages

The NA Core Syslog server forwards Syslog messages to the NA Core that
match a list of Syslog patterns for the drivers that are in-use on the system.
When the Discover Driver task runs, it updates the list of Syslog message
patterns to look for, and then instructs the NA Syslog server to update its list
of Syslog message patterns.

The NA Satellite Syslog server does the same thing. It includes a list of Syslog
message patterns for in-use devices and only forwards messages to the NA
Core that match one of those patterns. As a result, when you run the Deploy
Remote Agent task, the following message is displayed: Initialized
Satellite with N syslog change detection patterns from Core.

The initial NA Satellite receives the current Syslog message pattern list.
Subsequent Discover Driver tasks notify both the NA Core Syslog server and
the NA Satellite Syslog servers when new devices are discovered that require
new Syslog patterns.
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User Attribution Details Page Fields

Note: Not all configuration changes can be attributed to a “user” and could be

marked as N/A.

Field

Description/Action

Change Event Detail
User

Date

Device Interaction

Additional Details

Displays the name of the user who made the change.
Displays the date the change was made.
Displays the method used to detect the change, for example Syslog.

Displays additional details about the change, for example if the
change was made from the console.
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Configuring Pre-Task and Post-Task Snapshots

Configuring pre-task and post-task snapshots enables you to:
« Define the pre and post snapshot behavior for various task types
= Run post snapshots as separate tasks

= Override the default pre-task and post-task snapshot behavior when
running a specific task

Pre-task and post-task snapshot options can be displayed for the following
tasks:

= Deploy Config (refer to “Deploy Config Task Page Fields” on page 234)

= Run Diagnostics (refer to “Run Diagnostics Task Page Fields” on
page 398)

= Delete ACL (refer to “Delete ACLs Task Page” on page 896)

 Synchronized Startup and Running (refer to “Synchronize Startup and
Running Task Page Fields” on page 409)

e Run Command Script (refer to “Run Command Script Task Page Fields”
on page 391)

= Batch Insert ACL Line (refer to “Batch Inserting ACL Lines” on page 889)

= Batch Remove ACL Line (refer to “Batch Deleting ACL Lines” on
page 890)

When providing snapshot hints in command scripts, you can add a special tag
to a command script to specify the pre or post task snapshot behavior when
running that script. For example, suppose you have an advanced script that
does not actually connect to or modify a device. The advanced script simply
uses the NA API to extract information about a device and generate a report.
In that case, there is no need to take a snapshot after the task is run, so the
advanced script could include a tag to indicate that no post snapshot is
needed.

Keep in mind that if more than one script is selected to run against a group of
devices, and more than one of the scripts contains a hint, the most
conservative behavior among those specified is used.
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Device Access

The Device Access page enables you to:

Designate device connections methods
Configure Detect Network Devices task settings
Configure Bastion host settings

Configure SecurlD device access

Configure SSH device access

Specify what credentials should be used to access devices on a per-task
basis

Designate Nortel BayRS MIB/OS versions

Enter Gateway Mesh information

Network environments are often protected by network firewalls. NA provides
four methods for accessing devices through firewalls:

Open up direct access through the firewall.

Create a Network Address Translation (NAT) on the firewall and
configure NA to use the NAT to access the device. Keep in mind that NAT
addresses do not appear on the device configuration for the device using
the NAT.

Configure NA to use an existing bastion host on the far side of the
firewall to proxy management requests. Since bastion hosts are already
allowed access through the firewall, the bastion host configuration
enables management of a device through a proxy connectivity of the
bastion host.

Using a Gateway Mesh. (Refer to the HP Network Automation 9.10
Satellite User’s Guide for information.)

Keep in mind that a console server maintains a physical connection to the
device using the serial link. These links are provided through Telnet to specific
IP port numbers hosted on the console server. Console server connections are
available even if the network device is disconnected from the network.

To view the Device Access page, on the menu bar under Admin select
Administrative Settings and click Device Access. The Device Access page
opens.
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Device Access Page Fields

Field Description/Action

Device Connection Methods

Password Selection Select one of the following options:

= Always try last successful passwords first. — If checked,
NA first tries the last successful password from the
previous access to the device. If the last successful
password changes in the middle of the task, the new last
successful password is not guaranteed to be used for the
remainder of that task. In addition, the “Last used rule
changed” event will continue to be generated.
Consequently, you can determine when devices are not
using their expected password rule.

= Always try passwords in defined order. — If checked, NA
always tries passwords in a defined order. Keep in mind
that NA keeps track of the most recently used
authentication credentials for the next round of
communications with a device. This enables you to take
advantage of the Device Password Rules, while minimizing
the number of connection attempts to each device. Refer
to “Creating Device Password Rules” on page 170 for
more information.



57

Field

Description/Action

Default Connection Methods

Bad Login Attempt Delay

SNMP Timeout

Maximum number of Password
Attempts

Maximum Archived Rules

The following methods are used to connect to devices.
These methods appear checked by default on the New
Device page and in the Add Device wizard. Check one or
more of the following options:

= Telnet
*SSH
*RLogin
= SNMP
«SCP
<FTP
«TFTP

Note: NA has an integrated TFTP server and will generally
access a device via SNMP or CLI to set up the transfer to
and from this device. For devices that have their own TFTP
server, NA acts as a TFTP client. Typically, SCP must be
used with the CLI. SCP requires a device be enabled to use
SSH. SCP cannot run if the device does not have a SSH
server running. NA also provides an integrated FTP server
and will generally access a device via the CLI to set up the
transfer to and from the device.

Enter the number of seconds to delay after a bad login
attempt to allow the device time to recover. The default is
five seconds.

Enter the number of seconds to delay while waiting for a
device to operate on a set of SNMP commands (such as
loading a config). The default is 40 seconds.

Enter the maximum number of password attempts allowed.
Zero (0) represents no limit. Keep in mind that if you have
10 password rules and you enter 3, NA stops after the first
three password rules are tried. This setting is useful if your
TACACS server locks out usernames after three failed login
attempts. You can enter 1 if you want to try only one
password rule. This setting is useful if only one password
rule works.

Enter the maximum number of archived password rules to
try. The default is 3. To disable this option, enter O.
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Field

Description/Action

Detect Network Devices Task Settings and Port Scan Task Settings

Path to Nmap utility

Allow Nmap Port Scan

Nmap Port Scan Option

Max Addresses to Discover Per
Task

Max SNMP Scanner Threads

Enter the path to the Nmap utility for scanning network
devices. (Note: Nmap enables you to scan networks to
determine which ports are up and the services they offer.
Refer to www. Insecure.Org for detailed Nmap information.)
For information on installing Nmap, refer to the Network
Automation 9.10 Upgrade and Installation Guide.

If checked, users with the appropriate permissions can use
Nmap to scan network devices. Refer to “Port Scan Page
Fields” on page 441 for information on using Nmap.

Displays the default option when using Nmap to scan
network devices. Nmap controls how a device scan is
performed. As the default, NA passes -PO to Nmap telling
Nmap to work over IP instead of UDP. Refer to the Nmap
documentation for a complete list of options. Refer to “Port
Scan Page Fields” on page 441 for additional information on
using Nmap.

Enter the maximum number of IP addresses to discover. Be
sure to limit Detect Network Devices tasks to the maximum
number of addresses (1024 is the default) to scan to
reduce network traffic.

Enter the maximum number of SNMP scanner threads the
Detect Network Devices tasks will spawn during device
discovery using the SNMP scanning method. The default is
79. Theoretically, the higher the maximum SNMP scanner
thread count, the faster the task runs. However, having too
many SNMP scanner threads can impact system
performance due to CPU overhead and network traffic that
each SNMP scanner thread requires. (Note: When
configuring the Detect Network Devices task, you have the
option to have the Detect Network Devices task use SNMP
to detect devices. As a result, the task will spawn many
SNMP scanner threads that communicate to devices via
SNMP. Refer to “Detect Network Devices Task Page Fields”
on page 427 for information on other scanning methods.)
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Field

Description/Action

Network Discovery IP or CIDR
Range Exclusions

SNMP Timeout

Bastion Host Settings

Use Bastion Host by Default

Default Bastion Host

Default Bastion Host

Username

Default Bastion Host Password

SecurlD Device Access

SecurlD License Usage

Enter IP addresses or Classless Inter-Domain Routing
(CIDR) range exclusions (for example: 192.168.1.0-
192.168.2.0 or 192.168.31.0/24) in the right-hand box and
click the Add Pattern << button. Ranges are inclusive. To
delete patterns, select the patterns from the left-hand box
and click the Delete Pattern button.

Enter an SNMP timeout value in milliseconds for each SNMP
SysOID probe. The default is 500ms.

If checked, new devices use bastion host for Telnet and
SSH access. (Note: Bastion Host settings can be
overridden on a device-by-device basis.)

Enter the hostname or IP address of the bastion host to use
for Telnet and/or SSH access.

Enter the username of the bastion host to use for Telnet
and/or SSH access.

Enter the password of the bastion host to use for Telnet
and/or SSH access.

Select one of the following options:

«Use Unique Tokens Per User — If checked (the default),
each device access will use only the seed(s)
corresponding to the user that initiated the task or Telnet/
SSH proxy connection.

*Use Software Token Pool — If checked, a pool of general
use software token seeds are provided and used as
efficiently as possible for maximum performance. Enter
the username for which the pool of SecurlD Software
Tokens are associated.

Using unique Software Tokens per user requires more
tokens, and increases token maintenance. Using Software
Tokens from a pool with a common user reduces the
number of tokens required, and potentially increases task
throughput.
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Field

Description/Action

Max Software Tokens

Passcode Lifetime

FTP and SSH Device Access

FTP/SSH User

FTP/SSH Password

Task Credentials

Enter the maximum number of Software Token licenses
imported to the machine running NA. The default is 1024.

Enter the lifetime for Software Token passcodes. The
default is 60 seconds.

Enter a FTP or SSH user. The FTP or SSH username is used
when accessing the FTP or SSH server via a device
connection. If this username does not exist in the system
FTP or SSH server, it will be created automatically.

Note: When using SCP on a Linux or Solaris platform, you
will need to modify your system's SSH daemon (SSHD) to
run on an alternate port and restart the SSHD service. Port
8022 is recommended. Keep in mind that the device
specific settings must be configured to enable SCP and SSH
to function properly. In addition, the device and the device
driver must support SCP to use the NA SSH server for SCP.

Enter a FTP or SSH password. The FTP or SSH password is
used when accessing the FTP or SSH server via a device
connection.
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Field

Description/Action

Allow Standard Device
Credentials

Select one or more of the following tasks. By default, all of
the tasks are selected.

= Configure Syslog

*Delete ACLs

«Deploy Configuration File

= Deploy Passwords

< Discover Driver

= Reboot Device

«Run Command Script

«Run Diagnostics

*Run ICMP Test

= Synchronize Startup and Running

= Take Snapshot

= Update Device Software

The above tasks enable users to select standard processing
with device-specific passwords and/or network-wide
password rules. For information on per-task credentials,
refer to “Per-Task Credentials” on page 65. For information

on password rules, refer to “Device Password Rule Page
Fields” on page 172.
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Field Description/Action
Allow Per-Task Device Select one or more of the following tasks.
Credentials

= Configure Syslog

eDelete ACLs

«Deploy Configuration File

= Discover Driver

= Deploy Passwords

= Reboot Device

«Run Command Script

< Run Diagnostics

*Run ICMP Test

*Synchronize Startup and Running

= Take Snapshot

= Update Device Software

If checked, the above tasks will prompt users to enter one-
time use device credentials specific to that task. For

information on per-task credentials, refer to “Per-Task
Credentials” on page 65.
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Field

Description/Action

Allow User AAA Credentials

Fallback Admin User

Nortel Discovery

Nortel BayRS MIB/OS Versions

Gateway Mesh

Local Gateway Host

Select one or more of the following tasks.

= Configure Syslog

eDelete ACLs

«Deploy Configuration File

= Discover Driver

= Deploy Passwords

= Reboot Device

«Run Command Script

< Run Diagnostics

*Run ICMP Test

*Synchronize Startup and Running

= Take Snapshot

= Update Device Software

If checked, the above tasks enable users to select the task
owner's AAA credentials to use when running the task.
(Note: The user must have valid AAA credentials defined.)

For information on per-task credentials, refer to “Per-Task
Credentials” on page 65.

Enter an Admin user whose AAA credentials are used for
tasks with unknown users.

Displays a list of additional BayRS MIB versions/revisions
that will discover the BayRS driver. Use <MIB Version>/
<Revision> sequences separated by vertical bars, for
example: 14.00/1D12|14.20/).

Enter the hostname or IP address and port of the Gateway
system that is in the same Realm as the NA Core (for
example: gw-v1anl0:3001). For information on the
Gateway Mesh, refer to “Overlapping IP Networks” on
page 194.
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Field

Description/Action

Local Gateway Proxy Port

Local Gateway Admin Port

Gateway Admin Private Key
Filename

Gateway Mesh Delay

Enter the port name of the Gateway system that is in the
same Realm as the NA Core (for example: gw-
v1anl0:3001). The default is 3002. For information on the
Gateway Mesh, refer to “Overlapping IP Networks” on
page 194.

Enter the Admin port number for the Gateway in the local
Realm. This is used to fetch the Realm names from the
Gateway Mesh. The default is 9090.

Enter the filename of the private key for the Gateway
needed to connect to the Admin port. This can be an
absolute path or a relative path. A relative path is relative
to the root of the NA install tree, typically C:\NA. Keep in
mind that the private key for the Gateway is created when
the Gateway is installed.

When using a NA Standalone Gateway, the private key
filename is opswgw-mngt-server.pkcs8. This file must be
copied from the saOPSWgw*/certificates directory where
the NA Gateway was installed. This file should be copied to
the root of the NA installation, typically C:\Rendition. If you
are integrating NA with HP SA, NA uses the HP SA Gateway
Mesh. In this case, copy the spog.pkcs file from the HP SA
host to the root of the NA installation, typically
C:\Rendition. Be sure to change the filename in the Admin
Settings to spog.pkcss8.

Note: The .pckss file is a PKCK#8 format file containing a
private key used in a public key encryption scheme. To
secure the Gateway Mesh, the private key must be used to
administer the Gateway Mesh. NA uses the Gateway Mesh
administration function to list the Realm names supported
by the Gateway Mesh.

To test the Gateway Admin settings, open the New Device
page and scroll down to the Connection Information section
to see that there is a Realm name list.

Enter the number of seconds of latency to reach remote
Realms through the Gateway Mesh. The default is five
seconds. This number is added to the time-outs used when
communicating with remote devices.

Be sure to click Save to save your changes.
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Per-Task Credentials

Configuring per-task credentials enables you to specify what credentials are
used to access devices by specifying unique credential handling for tasks that
access devices. You can:

= Run tasks using the AAA credentials of the task owner
= Run tasks using one-time credentials specified when the task is created
 Configure which types of tasks require which types of credentials

Typically in a secure environment, you might have implemented a AAA server,
such as CiscoSecure ACS TACACS+ server, that limits which commands each
user is allowed to run on each device.

For example, suppose both User A and User B can run command scripts using
specific commands for which they have permissions. Once NA is implemented,
both User A and User B need to be able to run commands scripts. However,
you want to ensure that both User A and User B maintain credentials to run
only the commands for which they have permissions.

Consequently, when using per-task credentials, you do not have to set up a
new, static NA account for User A and User B with permissions to run
commands scripts. Each user can run command scripts with their current
permissions. If either User A or User B uses a command for which they do not
have permissions, NA will return an error.

When using AAA credentials, NA:

= Tries all standard credentials processing, including Last Successful
Credentials, Device-Specific Credentials, Password Rules, and Device
Archived Passwords.

« For each attempt, NA replaces the username and password with the task
owner's AAA username and password. If an attempt fails, NA will retry
again with the user's AAA password as both the exec and enable
password. If all AAA login attempts fail, the task will fail.

Note: There is a hidden config setting proxy/auth_fallback for_aaa task that can be
set in an .RCX file. If set to true, NA will fall-back and attempt standard password
handling.
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When configuring one-time credentials, NA uses the specified type of
credential handling, based on its task type. For example, if only AAA
credentials are allowed for Snapshot tasks, all snapshot task will use AAA
credentials. If more than one credentials type is allowed for a given task type,
the user has a choice as to which to use.

If a given task is selected to use one-time credentials, NA uses the exact
credentials specified by the user when the task was created. If the one-time
credentials fail, the task fails.

Note: If the one-time credentials succeed, NA does not update the last successful
credentials information for the device.
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Server

The Server page enables you to:

Designate TFTP, FTP, and SMTP servers

Set NA task limits

Configure Syslog

Configure device importing intervals

Configure Primary IP address reassignment and deduplication settings
Configure Domain Name resolution

Enable the Audit Log

Configure database pruning

Configure advanced scripting capabilities

Configure HTTP Proxy Servers

Configure dynamic device group re-calculation

Configure software image management

Specify the absolute path to the directory of the extension drivers
Configure server performance tuning

Configure event differencing size thresholds

Ignore Syslog change detection on non-managing NA Cores

To view the Server page, on the menu bar under Admin, select Administrative
Settings and click Server. The Server page opens.
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Server Page Fields

Field

Description/Action

Servers

FTP/TFTP Server IPv4
Address

FTP/TFTP Server IPv6
Address

FTP/TFTP File Path

Syslog Server IPv4
Address

Syslog Server IPv6
Address

SMTP Server

SMTP From Address
Tasks

Max Concurrent Tasks

Enter the IPv4 address of the FTP/TFTP server used by NA (by
default, the NA server itself).

Enter the IPv6 address of the FTP/TFTP server used by NA (by
default, the NA server itself). For detailed information on IPv6
support, refer to the Network Automation 9.10 Upgrade and
Installation Guide.

Enter the path and folder to which the FTP/TFTP server writes the
configuration files. NA requires read/write permissions to this
folder. The default is C:\<install directory\server\ext\tftp\tftpdroot.

Enter the IPv4 address of the Syslog server used by NA. (Note:
When not specified, the first non-loopback IPv4 address of the NA
server is used.)

Enter the IPv6 address of the Syslog server used by NA. (Note:
When not specified, the first non-loopback IPv6 address of the NA
server is used.)

Enter the host name or IP address of the SMTP server NA uses to
send email notifications.

Enter the From address NA uses for email.

Enter the maximum number of tasks that can run simultaneously.
This setting limits the number of non-group tasks that can run
simultaneously. NA limits the number of concurrent non-group
tasks to avoid hindering system and network performance. The
default is 20 concurrent non-group tasks. Keep in mind that there
is a limit to the number of database connections in the database
connection pool.

Note: NA runs only as many tasks as can be supported by the
current NA server configuration. If there is insufficient memory to
run the number of tasks configured by Max Concurrent Tasks, NA
runs only as many tasks as the available memory can support. For
information about the current health of the NA task subsystem,
see “Viewing Task Load” on page 509.
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Field

Description/Action

Max Concurrent Group
Tasks

Max Task Length

Syslog Configuration

Configure Syslog by
Default

Default Syslog Relay

Device Import

Overwrite Existing
Devices

Missing Device Interval

Inaccessible Device
Interval

Enter the maximum number of group tasks that can run
simultaneously. A group task, such as a snapshot run against the
device inventory, also schedules child tasks (one task for each
device in the group).

Note: By setting the Max Concurrent Group Tasks value less than
the Max Concurrent Tasks value, you ensure that during large
group operations, NA is able to run independent tasks that are
time-sensitive. For example, during a large group-wide change
password task, NA still runs snapshot tasks triggered by real-time
change detection in a timely manner.

Enter the maximum time a task can run before it is stopped and
given a Failed status. The default is 3,600 seconds (one hour).
When the “Max Task Length” time period is reached for a given
task, NA attempts to stop the task. The task will not actually stop
processing, however, until it reaches a point where it can safely
stop. Note that for some tasks, this could take a significant
amount of time.

If checked, NA automatically configures Syslog change detection
on new devices.

Enter the default host name or IP address of the relay host for
new devices.

Select one of the following options:

=Yes — NA overwrites existing device data stored in the NA
database with the data you import. Devices not included in the
import are unaffected.

*No — NA does not overwrite existing device data stored in the
NA database with the data you import.

Devices that are missing from an import source longer than this
interval are deleted, marked inactive, or left unchanged (per the
Missing/Inaccessible Device Action). The default is 45 days.

Any device that NA cannot access in this interval is deleted,
inactive, or left unchanged (per the Missing/Inaccessible Device
Action). The default is 45 days.
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Field

Description/Action

Missing/Inaccessible
Device Action

Select one of the following options:

= Delete device — Deletes devices that are missing or inaccessible
from the database.

= Mark device inactive — Marks missing or inaccessible devices as
inactive (the default). In general, it is a good idea to change
devices to inactive rather than deleting them from the database
to preserve the configuration history

«No action — No action is taken for missing or inaccessible
devices.

Primary IP Reassignment and Deduplication Settings

Primary IP Address
Reassignment

Interface Name
Reassignment RegEx
Patterns

IP Address
Reassignment RegEXx
Patterns

IP Reassignment Order

If checked, NA looks through all IP addresses associated with the
device, including the primary IP address (plus all other interfaces
associated with the device), and sets the primary IP address that
matches a RegEx or other rule, if provided.

Enter a Regular Expression (RegEx) patterns in the right-hand box
and click the Add Pattern << pattern. A regular expression is a
special text string to specify the interface name (for example:
Loopback.*) to which an IP address must conform. To delete
patterns, select the patterns from the left-hand box and click the
Delete Pattern button.

Enter a Regular Expression (RegEx) patterns in the right-hand box
and click the Add Pattern << button. A regular expression is a
special text string to match IP addresses on available interfaces
(for example: 10\.1\..*). To delete patterns, select the patterns
from the left-hand box and click the Delete Pattern button.

If more than one IP address matches the interface names or IP
address patterns, select either:

=Lowest IP address to assign as the primary IP address (the
default)

= Highest IP address to assign as the primary IP address
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Field

Description/Action

Duplication Detection

Select one of the following options for devices when duplicates
are detected. Note: Devices are considered duplicates if they
have the same interface and IP address information.

*Leave Duplicates
= Deactivate Duplicates (the default)

«Delete Duplicates

Domain Name Resolution

Overwrite Existing
Domain Names

Audit Log

Audit Logging

Database Pruning

Configurations

Diagnostics

Events

Tasks

Sessions

Log Files

If checked, NA overwrites manual FQDN entries with DNS-
resolved FQDN entries when you run a Resolve FQDN task. Keep
in mind that when the task is run, both the Device Domain Name
and the Device Hostname are replaced.

Select one of the following options:

«Enabled — NA stores an audit log of user actions. Click View
Audit Log to see the log.

«Disabled — NA does not store an audit log of user actions (the
default).

Enter the number of days to save configurations in the database.
The default is 365 days.

Enter the number of days to save diagnostics in the database. The
default is 45 days.

Enter the number of days to save events in the database. The
default is 45 days.

Enter the number of days to save tasks in the database. The
default is 365 days.

Enter the number of days to save proxy Telnet/SSH sessions in
the database. The default is 45 days.

Enter the number of days to save server log files. The default is
30 days. Log files can get very large, so pruning them can be vital
to freeing up disk space on your server.
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Field

Description/Action

Temporary Driver Files

Task Log Files

Topology Data

Diagram Files

ACL Data

Device Authentication

Data

Advanced Scripting

Scripting Language 1

Path to Interpreter 1

Enter the number of days to save temporary driver files. The
default is 30 days.

Enter the number of days that task log files will be retained. The
default is 7 days.

Enter the number of days to save topology data. The default is 45
days.

Enter the number of days to save diagram files. The default is 1
day.

Enter the number of days to save ACL data. The default is 365
days.

Enter the number of days to save Device Authentication data. The
default is 45 days.

Advanced Scripting enables you to run custom scripts written in
the scripting languages used in your network. You must have the
language interpreter for each language installed and then
associate the path with the language option via the Advanced
Scripting settings.

The scripting language specified here appears in a selection list on
the New Command Script page when the Advanced Scripting
option is enabled. By default, this setting is pre-configured for
Expect. You must specify the path to the interpreter for this
language in the corresponding Path to Interpreter [#] setting on
this page

You can configure Advanced Scripting capability for up to five
languages, and you can overwrite the pre-configured defaults if
you do not use those languages. Only languages that run from the
command line are supported (for example, JScript and Python).

Note: Slots 1 and 2 are pre-configured for Expect and Perl.
However, NA installs only the interpreter for Expect. You must
install the interpreter for each language you specify here, and
configure the path before you can run scripts written in these
languages.

Enter the path to the interpreter that runs the language specified
in Scripting Language 1.
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Field

Description/Action

Scripting Language [2-
5]

Path to Interpreter [2-
5]

Dynamic Groups

Dynamic Group Auto-
Recalculation

Event Driven
Recalculation

Device Change Events

The language specified here is displayed in the Language selection
list on the New Command Script page when the Advanced
Scripting option is enabled. You must specify the path to the
interpreter for this language in the corresponding Path to
Interpreter [#] setting.

Note: By default, Scripting Language 2 is pre-configured for Perl,
but you must install the Perl interpreter for this setting to
function.

Enter the path to the interpreter that runs the language you
specified in the associated Scripting Language [#] box.

Note: For Windows environments, by default Path to Interpreter
2 is pre-configured for Perl, but NA does not install the Perl
interpreter. Perl must be installed and the path configured for this
setting to function.

Enter how frequently the system re-calculates the member
devices of all dynamic groups. The default is 60 minutes. Enter O
to disable Auto-recalculation. (Note: Re-calculating dynamic
group members means NA will do number of queries to determine
which devices belong to the dynamic group, based on the group’s
rules and/or filters.)

If checked, the system will re-calculate all dynamic group
members each time a device change event occurs.

Select the device change events that will trigger dynamic group
member re-calculation. This setting is in effect only when the
Event Driven Recalculation option is enabled. Examples of device
change events include:

= Device Added

«Device Configuration Change
= Device Deleted

= Device Edited

= Device Software Change

«Device Unmanaged

Software Image Management
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Field

Description/Action

SNMP Retry

SNMP Timeout

Telnet Timeout

HTTP Proxy Server

HTTP Proxy Server Port

Software Image
Management Service
Host

Software Image
Management Service
Port

Drivers

Driver extension
directory
Performance Tuning
For a list of events,

refer to “Getting
Started” on page 567.

Enter how many attempts should be made after the initial failed
attempt. The maximum is five.

Enter the timeout for SNMP packets in seconds. The default is
five.

Enter the socket timeout value in seconds. The default is 10.

Enter an HTTP Proxy server. A Proxy server is used to access
Cisco.com via HTTP if direct access does not work.

Enter the HTTP Proxy server’s port.

Enter the Hostname or IP address of the system running the
Software Image Management service.

Enter the Software Image Management service port. This is the
port the Software Image Management service is listening on.
Typically this is port 6099.

Enter the directory where NA should look for any additional
drivers. Refer to your Driver Development Kit (DDK)
documentation for information on developing drivers.

Click the check box for each event you want to filter. This enables
you to tune the performance of your system. You can also limit
event differencing for large configs, limit line-by-line masking for
large configs, limit storage and display of large task session logs,
and so on.

Special Performance Settings

Limit event differencing
for large configs

For very large configurations, the process of creating the
configuration difference report in an event e-mail can consume a
large amount of system resources. Enabling this option and
setting a size limit (see below) will cause the configuration
difference report to be skipped for events where the configuration
size is greater than the specified threshold.
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Field

Description/Action

Event differencing size
threshold

Limit line-by-line
masking for large
configs

Line-by-line masking
size threshold

Limit storage and
display of large task
session logs

Task session log size
threshold

Ignore Syslog Change
Detection on non-
Managing Cores

Allow a core or cores in
the mesh to run all
tasks created on that
core locally

Setting a size limit will cause the configuration difference report to
be skipped for events where the configuration size is greater than
the specified threshold.

For very large configurations, the process of showing the line-by-
line differences between two configurations can consume a large
amount of system resources. Enabling this option and setting a
size limit (see below) will cause the configuration differences page
to show the two configurations side-by-side without any additional
highlighting or line numbering for those configurations with a size
greater than the specified threshold.

Setting a size limit will cause the configuration differences page to
show the two configurations side-by-side without any additional
highlighting or line numbering for those configurations with a size
greater than the specified threshold.

Task session logs are stored as part of the task results. Some
devices dump large amounts of data into the session log,
resulting in a significant increase in the size of the task table in
the database. Enabling this option and setting size limit (see
below) causes the session logs to be truncated once the specified
threshold is met, ensuring that session logs never grow too large.

Setting a size limit causes the session logs to be truncated once
the specified threshold is met, ensuring that session logs never
grow too large.

In a Distributed System, if devices are setup to send Syslog
messages to multiple NA Cores, database replication conflicts can
occur when both NA Cores try to schedule Snapshot tasks for the
same device at the same time. Enabling this option instructs the
NA Core to ignore the Syslog message and not schedule the
Snapshot task. Refer to the Network Automation 9.10 Multimaster
Distributed System on Oracle User’s Guide for information on
Distributed Systems.

This option instructs the local NA Core that tasks for a given
device can run on any NA Core, so to ensure that only one task at
a time runs on any device. This NA Core must communicate with
the other NA Cores to determine what tasks are running. Refer to
the Network Automation 9.10 Multimaster Distributed System on
Oracle User’s Guide for information on Distributed Systems.
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Field Description/Action

Allow this core torun all  This option causes any tasks created by a user logged into this NA
tasks created on it Core to assign tasks to the current NA Core. This ignores the
locally managing NA Core for the site to which the device belongs. Refer

to the Network Automation 9.10 Multimaster Distributed System
on Oracle User’s Guide for information on Distributed Systems.

Be sure to click Save to save your changes.
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Workflow

The Workflow page enables you to:
= Enable Workflow
= Configure event notification and response rules
= Configure the Device Reservation System
= Configure Device Reservations for the Telnet/SSH Proxy

To view the Workflow page, on the menu bar under Admin, select
Administrative Settings and click Workflow. The Workflow page opens.

Workflow Page Fields

Field Description/Action
Workflow
Enable Workflow If checked, approval is required for tasks for which an Approval

rule is defined.

Priority Values Defines the priority values that can be set on tasks requiring
approval. The default values include:
eLow
*Medium
= High
You can add different values, such as Urgent, Normal, and so on
by entering the value and clicking the Add Value << button. You

can delete a value by selecting the value and clicking Delete
Value button.

Note: The NA Scheduler does not look at the values. It is
basically a visual queue for you to determine which tasks need
approval in a timely manner.

Event Notification & Response Rules
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Field Description/Action

Run Task If checked (the default), all tasks that are scheduled due to
event rules must be approved. For example, if a configuration
policy non-compliance event occurs, thereby triggering a task for
corrective action, the task must be approved before deployment.

Device Reservation System

Device Reservation Select one of the following options:

Syst . .
ystem =Enabled — Enables the Device Reservation System (the

default). For information on the Device Reservation System,
refer to “Reserving Devices” on page 246.

«Disabled — Disables the Device Reservation System.

Default Duration Enter the number of minutes devices and/or device groups can
remain reserved. The default is 60 minutes.

Max Number of Columns  Sets the maximum number of columns in the Activity Calendar.
in Activity Calendar The default value is 1024. For information on the Activity
Calendar, refer to “Activity Calendar” on page 247.

Minimum Overlap for Set the minimum number of minutes into a half-hour a

Half-Hour reservation must extend for it to be displayed on the Activity
Calendar as reserved for that half-hour. The default value is 5
minutes.

Telnet/SSH Proxy Reservation
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Field

Description/Action

Device Reservations for
Telnet/SSH Proxy

No Device Reservation
Warning Message

The NA Telnet/SSH Proxy can be used to access and configure
devices. It provides access control, keystroke session logging,
and in-line commenting capabilities. Select one of the following
options:

= Ignore — Ignore device reservations when accessing devices
via the Telnet/SSH proxy (the default). For information on the
Device Reservation System, refer to “Reserving Devices” on
page 246.

«Warn — Warn users if an approved device reservation does not
exist when connecting to a device via the Telnet/SHH proxy.

*Prevent — Prevent users from connecting to a device via the
Telnet/SSH proxy if an approved device reservation does not
exist. If the user has Override permission, he/she is prompted
as to whether or not to override non-access to the device.

If Warn or Prevent is selected, NA looks for a matching device
reservation, including user, device or device group, if approved,
and the time reserved for the multi-task project.

Enter the warning message to display when an approved device
reservation does not exist. The default warning message is:
WARNING: You do not have an approved reservation for this
device at this time. You have the option of deleting the default
warning message.
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User Interface

The User Interface page enables you to:

Configure login security

Set the date format shown on all pages

Customize NA menus

Add slots for the View/Edit Modules pages

Add and delete roles from the New/Edit Templates pages

Customize the size of the text box on the Edit Command Script
Diagnostic pages

Customize the Device Selector display
Enable enhanced custom fields

Configure Quick Launch tasks

To view the User Interface page, on the menu bar under Admin, select
Administrative Settings and click User Interface. The User Interface page
opens. Be sure to click Save when you are done.

User Interface Page Fields

Field Description/Action
Security
Session Timeout Enter the number of seconds NA waits before terminating

an inactive Web session. The default is 1800 seconds. Keep
in mind that the change will not take effect until your next

login.
Check Device Permissions for If checked, users can view the device configuration only if
View Device Configuration they have appropriate device permission. You must restart

NA for your change to take effect.

Auto-complete user name and  If checked, the browser's auto-complete function is enabled
password on the NA login page.

Show Stack Traces If checked, exception stack traces can be viewed in the Web

Ul error page.
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Field

Description/Action

Cross site scripting check

Date/Time Display

Date Format

Menu Customization

Show Custom Menu Link

Custom Menu Title

Custom Menu Page

Configuration Comparison
Lines of Context for Visual

Comparison

Lines of Context for Email
Comparison

Software Center

Slots

If checked, NA checks user input to filter out the potential
cross site scripting elements such as <script>, <object>,
<img>, <input>, and so on. In other words, this option
enables you to remove potentially malicious Javascript code
from your scripts. An error is returned when malicious
Javascript code is found.

This setting controls how dates appear throughout the Web
interface. The default format is MMM-dd-yy HH:mm:ss. You
can vary the order of the date and time elements, swap the
date and time, enter a 4-digit year (yyyy), and change the
month to a 2-digit numeric value (MM). Keep in mind that
the elements are case-sensitive. For example HH refers to a
24-hour clock, while hh refers to a 12-hour clock.

If checked, a user-defined name appears above the About
option. You provide the menu title and link to an HTML
page, such as the home page of your ticketing application.

Enter the name you want to appear.

If Show Custom Menu Link is selected, enter the URL to the
HTML page you want to display when a user clicks the menu
title. This can be a page within another HTML application.

Enter the number of lines to display above and below each
change when comparing two configurations. The default is
3.

Enter the number of lines to display above and below each
change when comparing two configurations as text in email.
The default is 3.

Add and delete the slots (chassis slots for cards/blades/
modules) that users see on the View/Edit Modules pages. To
add a slot, enter it in the right-hand box and click Add Slot
<<. To delete a slot, select the slot in the left-hand box and
click Delete Slot.
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Field

Description/Action

Show file compliance level

Device Models

Processor Types

Device BootROM

Templates

Template Roles

Scripts

Script Text Height

Script Text Width

Enhanced Custom Fields

Enable Enhanced Custom
Fields

Miscellaneous

Task Page Refresh Interval

Select the checkbox to display the compliance level for each
Image file in the Image Sets.

Enter a device model and then click the Add Model button.
The Delete Module button enables you to delete device
modules.

Enter a processor type and then click the Add Processor
button. The Delete Processor button enables you to delete
processor types.

Enter a Device BootROM and then click the Add Device
BootROM button. The Delete BootROM button enables you
to delete Device BootROMSs.

Add and delete the roles that template authors choose from
on the New/Edit Template pages. Roles can describe the
role devices play in your network, such as Border or Core.
To add a role, enter it in the right-hand box and click Add
Role <<. To delete a role, select the role in the left-hand
box and click Delete Role.

Enter the size (height) of the text box on the Edit Command
Script and Edit Diagnostics pages. The default is 12 rows.

Enter the size (width) of the text box on the Edit Command
Script and Edit Diagnostics pages. The default is 60
characters.

If checked, you can configure enhanced custom fields for
some data sets. Custom data fields enable you to assign
useful data to specific devices, configurations, users, and so
on. For more information, see “Enhanced Custom Fields
Setup” on page 707.

Enter the number of seconds for the Task List pages to
refresh. The default is 60 seconds.
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Field

Description/Action

Config Size Threshold for
Displaying as Plain Text

Mask Community Strings

Disable hidden stack trace
output

Disable detailed exception
message output

Enter a config size threshold for displaying a config in plain
text. The default is 200,000 bytes. Keep in mind that
certain configs are too large to provide special handling,
such as line numbering, without consuming enormous
server and browser resources. When a config exceeds the
default value, it is displayed as plain text using <pre> and
</pre> tags.

If checked, community strings in the Web Ul will not be
shown in plain text. This option is for NA-displayed
community strings only. Community strings embedded in
configurations are masked based on driver-specific sensitive
data masking implementation.

If checked, hidden stack trace is disabled. If not checked,
when a server error occurs, NA outputs the stack trace as
hidden text in the HTML page in addition to the server log.
(Note: A full Java stack trace is provided as hidden HTML
by default to aid in Support calls. If you think this might be
a potential security vulnerability, check this option.

If checked, output of the detailed exception message is
disabled. If not checked, when a server error occurs, NA
outputs a detailed exception message in the HTML page, in
addition to the server log.
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Customizing the HP Login Page

You can customize the HP Network Automation (NA) Login page to display
information, such as a warning message or company-specific information.

To customize the HP Login page:

1. In the $NA install_dir/resource directory, open the
customer_banner.html file. If the file does not exist, create one with that
name. (Note: You may also need to create the resource directory.)

2. Open the file with a text editor (HTML is allowed) and enter the text to
be displayed on the HP Login page.

3. Save the file and login to NA. The text is displayed under the Login box.
There is no limitation on the number of words you can display. However,
you should check the display to make sure that it fits properly on the
page. The following is a sample login page.

HP Network Automation

Custom Banner
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Telnet/SSH

The Telnet/SSH page enables you to configure:

Telnet/SSH logging
The Telnet/SSH proxy
Device single sign-on
The Telnet client

The Telnet server

The SSH server

To view the Telnet/SSH page, on the menu bar under Admin, select
Administrative Settings and click Telnet/SSH. The Telnhet/SSH page opens.

Keep in mind that all tasks that interact with a device can be run with session
logging enabled. This provides a detailed log of the interaction with the device
during the task. Session logs should be viewed as the first step to debugging
device-specific issues. Session logs provide details on CLI, SNMP, and all
transfer protocol actions taken during the task.
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Telnet/SSH Page Fields

Field

Description/Action

Telnet/SSH Session Logging

Log Commands

Log Responses

Force Logging

Telnet/SSH Proxy

Enable Telnet/SSH
Server

Server Inactivity Timeout

If checked, this option saves your commands when running a
Telnet or SSH session. To view the commands, from the Device
Information page, click View Telnet/SSH Sessions and then View
Commands Only. The Convert to Script links on this page enable
you to quickly capture the commands from a session into a script
for future use. Refer to “Adding Command Scripts” on page 728
for information.

If checked, this option saves the complete session logs when
running a Telnet or SSH session. To view the logs, from the
Device Information page, click View Telnet/SSH Sessions and the
View Full Session. The Convert to Script links on this page enable
you to quickly capture the commands from a session into a script
for future use. Refer to “Adding Command Scripts” on page 728
for information.

If checked, this option forces logging of device command and the
responses for each Telnet/SSH session during API usage.

The Telnet/SSH Proxy can be used to access and configure
devices. It provides access control, keystroke session logging,
and in-line commenting capabilities. If checked (the default), NA
can operate as a Telnet/SSH server.

Enter the maximum time an idle Telnet or SSH session is
connected to the NA Telnet/SSH server before being
disconnected. If a Telnet/SSH client connected to NA is not active
for this period of time, the session times out. The default is 30
minutes.
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Field

Description/Action

Default Connection
Method

Device Inactivity
Timeout

SSH Login Timeout

Alert for Concurrent
Session

Concurrent Session
Handling for Distributed
System

Connect to Unknown
Devices

Select either Telent or SSH to connect to a device without Single
Sign-on. This is the connection method used by the Telnet/SSH
Proxy connect command when the -method option is not
included. The method is ignored unless Use Single Sign-on is
selected and the Edit Device page Supports list includes the
same connection method.

Note: When NA is configured to use SecurlD for external
authentication, Single Sign-on functionality will not be enabled
when connecting to the NA proxy. You will need to authenticate
again using your SecurlD credentials because SecurlD passcodes
cannot be reused.

Enter the number of minutes NA keeps an idle device session
open before closing the connection. The default is 30 minutes.

Enter the number of seconds for timeout of SSH logins using the
“-login” switch in the NA proxy. The default is 15 seconds.

Select one of the following options:

=Warn of Concurrent Sessions — If checked (the default), NA
issues a warning when a second user tries to connect to a
device. This helps prevent one user from inadvertently
overwriting the changes of another. Only users with Admin
permissions can override a warning.

*Prevent Concurrent Sessions — If checked, NA prevents
concurrent sessions for all users.

«No Action — If checked, NA ignores concurrent sessions.

Select one of the following options:

= Allow sessions to non-local devices (Note that if both “Warn of
Concurrent Sessions” (see above) and “Allow sessions to non-
local devices” is checked, no warning is issued.)

*Prevent sessions to non-local devices
Refer to the Network Automation 9.10 Multimaster Distributed

System on Oracle User’s Guide for information on Distributed
Systems.

If checked (the default), NA enables users to connect to
unmanaged devices.
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Field

Description/Action

Max Device Connection
List

Device Single Sign-0On

Use Single Sign-on

Sign-On Mode When No
Modify Device Permission

Display Sign-on Banner

Use AAA Login for Single
Sign-on

Use HP Network
Automation Login when
AAA Login Fails

Telnet Client

Enter the maximum number of devices displayed when
connecting to a device based on a wildcard search and multiple
matching devices are found. The default is 20. If more devices
can be returned, you are prompted to restrict the wildcard
expression.

If checked (the default), NA automatically authenticates a user
once, then logs them into devices for which they have modify
device permissions.

Note: When NA is configured to use SecurlD for external
authentication, Single Sign-on functionality will not be enabled
when connecting to the NA proxy. You will need to authenticate
again using your SecurlD credentials because SecurlD passcodes
cannot be reused.

Select one of the following options:
= Provide Login Prompt

«Sign On To Limited Access Mode
Deny Login

If checked (the default), NA displays the sign-on banner when it
logs into a device.

If checked, NA uses the AAA login information. This option refers
to the Use AAA Login for Proxy Interface section on the New/Edit
User page.

If checked (the default) and your AAA user name and password
information fails, your NA login information is used.
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Field Description/Action

Telnet Client Select one of the following options:

=Use NA's integrated telnet client (the default) (Note: This is the
only option that supports single-sign on.)

«Use standard browser telnet:// URL to NA’s telnet proxy

= Use standard browser telnet:// URL directly to the indicated
device

Telnet Server (changing these setting restarts the Telnet/SHH server)
Enable Telnet If checked (the default), NA acts as a Telnet server.

Telnet Server Port Enter the port on which NA accepts client connections. The
default for Windows is 23. The default for Unix is 8023.

Max Telnet Connections Enter the maximum Telnet client connections NA accepts
simultaneously. The default is 50.

SSH Server (changing these setting restarts the Telnet/SHH server)

Enable SSH If checked (the default), NA acts as an SSH server.

SHH Server Port Enter the port on which NA accepts client connections. The
default is 22.

Max SSH Connections Enter the maximum SSH client connections NA accepts

simultaneously. The default is 50.

Be sure to click Save to save your changes.
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Reporting

The Reporting page enables you to customize the Network Status Report for
your organization, including:

= Policy Rule Violations

= Software Compliance Violations

e Startup vs. Running Config Mismatch
= Device Access Failure
 Configuration Change

e Email Report

e Diagramming

= Image Synchronization Report

For each reporting category, you can set status indicators for individual
devices (and for the device group) using a combination of risk level color
codes and parameters that specify a threshold for the percentage of devices
that are out of compliance at each tier. For example, a higher score might be
assigned to the border routers group, which control external network access
and remote offices, while LAN devices might remain at the default values.

Providing settings that best reflect the significance of each event in your
network can help you identify problems and keep the network in compliance
with all established policies practices.

The Reporting page also provides options for the format and content of email
reports sent via a user-defined email notification task and for specifying the
location where you want to save the reports. You can also set diagramming
parameters. For information on Diagramming, refer to “Diagramming Page
Fields” on page 772.

Note: The status (risk level) of a non-complying device determines the status of the
group. For example, if you set the risk level for a single non-compliant device to
yellow, and one device in a group is in violation, the device group will reflect status
yellow when the threshold number of devices in violation is reached.

To view the Reporting page, on the menu bar under Admin, select
Administrative Settings and click Reporting. The Reporting page opens.
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Reporting Page Fields

Field

Description/Action

Policy Rule Violations

Device Status Color

Category Status Color

Select the color to display when a single device in a device group
is in violation of a configuration policy rule. The options include:

*Red (the default)
= Yellow

*Green

Enter the threshold percentage of devices that have configuration
policy violations for the following device status colors:

e Yellow — The default 1%.
*Red — The default is 2%.

Software Level Violations

Device Status Color

Category Status Color

Select the color to display when the software for a single device
in a device group is out of compliance. The options include:

= Red (the default)
= Yellow

«Green

The following compliance levels are considered to be violations:
* Security Risk

«Pre-production

=Obsolete

=Bronze

= Silver

=Gold

ePlatinum

Enter the threshold percentage of devices that have software
level violations. The options include:

e Yellow — The default 1%.
*Red — The default is 2%.
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Field

Description/Action

Startup vs. Running Config Mismatch

Device Status Color

Category Status Color

Device Access Failure

Device Status Color

Category Status Color

Configuration Change

Device Status Color

Select the color to display when the startup configuration of a
single device in a device group does not match its running
configuration. The options include:

*Red
«Yellow (the default)

*Green

Enter the threshold percentage of devices that have startup
versus run mismatches. The options include:

e Yellow — The default 1%.
*Red — The default is 2%.

Select the color to display when a single device in a device group
reports a device access failure. The options include:

*Red
= Yellow (the default)

«Green

Enter the threshold percentage of devices that have access
failures. The options include:

e Yellow — The default 1%.
*Red — The default is 2%.

Select the color to display when the configuration of a single
device in a device group has changed. The options include:

*Red
= Yellow (the default)

*Green
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Field

Description/Action

Category Status Color

Email Report

Email Report Format

Include Task Results in
Email Reports

Email Links

SingleView

Enter the threshold percentage of devices that have configuration
changes. The options include:

e Yellow — The default 1%.
*Red — The default is 2%.

Select the email format you want to use when sending search
results as an email report. Keep in mind that this does not apply
to Network Status reports. Options include:

«HTML mail (the default)
«CSV file attachment
*Plain text

«HTML mail (without links)

If checked, complete task details are included in email reports
that contain the results of a task search in comma separated
value (CSV) file format. Keep in mind that this does not apply to
Network Status reports.

Select the format of addresses for HTML links in an email report.
Options include:

= Hostname (if resolvable)
=P Address
= Canonical Name (FQDN, if resolvable) (the default)

«User Defined — Enter the user-defined server address to use in
email links.
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Field

Description/Action

Device Change Events
to Track

Diagnostics to Track

Diagramming

Select the device change events to track. This setting determines
the default set of events to display on the Single View page.
Refer to “SingleView Page Fields” on page 689. Events include:

«Device Configuration Change
= Device Booted

= Device Diagnostic Changed

= Device Password Change

= Module Added

= Module Changed

= Module Removed

= Software Change

= User Message

Select the diagnostics to track. This setting determines which
Device Diagnostic Changed events are displayed if that event
type is selected on the Single View page. Refer to “SingleView
Page Fields” on page 689. Default diagnostics types include:

= Hardware Information

= Memory Troubleshooting
= NA Detect Device Boot
= NA Device File System

= NA Flash Storage Space
«NA Interfaces

= NA Module Status

< NA OSPF Neighbors

< NA Routing Table

Note: For detailed information on diagnostics, refer to “View
Menu Options” on page 261.
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Field

Description/Action

Maximum Nodes

Label Font Size

Maximum Layout
Duration

Diagram Compactness

Quality-Time Ratio

Preferred Edge Length

Preferred Minimal Node
Distance

Enter the maximum number of nodes to display in the diagram.
The default is 250 nodes. This value can be lowered if generating
the diagram is causing “Out of Memory” errors. Diagrams that
include a large number of nodes result in large images. Images
are generated in memory in uncompressed form before being
output in JPEG format. You can increase the value if you want to
include more nodes in your diagram, but keep in mind that you
could run out of memory.

Enter the font point size for labels in the diagram. The default is
8. Increasing this value increases the size of the labels in relation
to the size of the nodes, potentially making the labels more
readable.

Enter the maximum time for which the layout algorithm is to run.
The default is 30 seconds. The layout algorithm will stop after
this maximum amount of time. Keep in mind that an accurate
diagram is still generated if this limit is reached. However, the
diagram might not be as optimally laid-out as possible.

Enter the amount of space shown between nodes, from 0 to 100.
The default is 95. This value controls how spread out the diagram
appears. Nodes on a less compact diagram are easier to read.
While a more compact diagram uses less space, compact
diagrams can be hard to read. Also keep in mind that compact
diagrams can take slightly longer to run, since the layout tends to
take longer.

Enter the preferred layout ratio from O to 100. The default is 100.
Higher values generate a cleaner looking diagram, but take
longer to layout and use more CPU cycles.

Enter a preferred edge length value, from O to 100. The default is
100. In general, longer edges provide more space between nodes
in the diagram, however the layout algorithm will override this
setting as needed. Larger values will cause the diagram to be
more spread out, making memory consumption higher. Higher
values do make edges less likely to overlap nodes and labels,
thereby making the diagram more readable.

Enter a preferred minimal node distance value, from O to 100.
The default is 20. This value controls how close nodes without
connections are spaced. Smaller values contribute to a more
compact diagram.

Image Synchronization Report
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Field

Description/Action

Image Synchronization
Report Files

Other

Use Excel CSV Format

Email Report File Export
Location

Enter an Image Synchronization report file and click the Add Files
button. The Delete Files button enables you to delete Image
Synchronization report files. The Image Synchronization report
enables you to view the currently running or backup software
images on a device, or group of devices, that do not reside in the
NA software image repository. For information on the Image
Synchronization report, refer to “Image Synchronization Report
Fields” on page 784.

If checked (the default), when exporting search results to a
comma separated value (CSV) file, Microsoft Excel CSV format is
used.

Enter the path to the location on the NA server where you want
all report files to be saved. All reports are automatically saved to
this location when the user selects the “Save this report to file”
option when defining the Email Report task. The default location
is C:\<install directory>/addins.
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User Authentication

User authentication enables you to centralize the authentication of users in
one place and eliminate the need to maintain multiple databases. The
following user authentication options are available:

= LDAP (Lightweight Directory Access Protocol)

e SecurlD
e TACACS+
« RADIUS

e HP Server Automation (HP SA)
e HP Operations Orchestration (HP OO)

Keep in mind that if external authentication fails, NA attempts to fall-back to
the local user credentials in the following cases:

< When the external authentication service is down or inaccessible.

« For static user accounts that have never successfully logged in via an
external authentication method.

e For the built-in Admin user account.

Note: If you want NA to fail over to local authentication, you must enable this
capability on the user’s account. By default, NA will not fail over to local
authentication. Refer to “Authentication Failover” on page 98 and to “New User Page
Fields” on page 323 for information.

User authentication also enables you to configure the following security
policies for built-in users within NA:

e Define a minimum password length

« Define password complexity rules

e Lock out users after a configured number of consecutive failed login
attempts

To view the User Authentication page, on the menu bar under Admin, select
Administrative Settings and click User Authentication. The User Authentication
page opens. Refer to “User Authentication Page Fields” on page 102 for
information.
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Authentication Failover

When NA is configured to use an external application for user authentication,
NA can fail over to local (NA application server) authentication in certain
cases.

NA attempts authentication failover for the following users:

The administrator user account (UID = 1) created at NA installation.

Any user account that is configured for failover. (The External Auth
Failover checkbox is selected on the New User or Edit User page.)

If external authentication does not succeed, NA uses the following algorithm:

If NA cannot connect to the external authentication application, NA
attempts local authentication if the user attempting to log on to the NA
console is UID = 1 or is configured for authentication failover. If the user
is not configured for authentication failover, NA does not attempt local
authentication and returns a normal authentication error.

If NA connects to the external authentication application but that
application returns an error, NA attempts local authentication if the user
attempting to log on to the NA console is UID = 1. For any other users,
NA does not attempt local authentication and returns a normal
authentication error.

For LDAP authentication only, if the user attempting to log on to the NA
console does not exist in the directory service, NA attempts local
authentication.
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LDAP Authentication

If your organization uses Microsoft Active Directory or LDAP (Lightweight
Directory Access Protocol), you can import both your groups and users into
NA. NA maintains active contact with your LDAP database, remaining current
on who can and cannot log into applications.

Even when external user authorization is enabled, it is possible to login to NA
if network problems make the LDAP server unreachable. If NA cannot connect
to the designated LDAP server, users who have previously logged in to NA can
login to NA using their NA user password. You can setup a NA password on the
My Profile page. Refer to “My Profile Page Fields” on page 339 for information.

Make sure that no LDAP user has the same username as the NA System
Administrator. The default System Administrator's username is “admin,” but it
can be changed. If there is a nhame conflict between the default administrator
and another LDAP user, it may prevent the default administrator from logging
in to NA.

If a user is created in NA and deleted in LDAP, that user can login to NA again
using his/her NA password (not LDAP password).

For information on setting up external authentication for LDAP, refer to “LDAP
External Authentication Setup” on page 106.

SecurlID Authentication

The RSA SecurlD® solution is designed to protect your organization by
helping to ensure that only authorized users are granted access to networked
resources. In general, SecurlD is a two part authentication scheme, requiring
a password/PIN, along with a token. The token changes every 60 seconds.
Refer to “Adding SecurlD Software Tokens” on page 801 for information.

TACACS+ Authentication

Cisco 10S software currently supports several versions of the Terminal Access
Controller Access Control System (TACACS) security protocol, including
TACACS+. TACACS+ provides detailed accounting information and flexible
administrative control over authentication and authorization processes.
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Using your TACACS+ server (typically CiscoSecure ACS) to authenticate users
provides the following benefits:

< NA users need only remember a single username and password
= NA user administration can be centralized on the ACS server
= TACACS+ password restrictions can be easily enforced
Using your TACACS+ server to authenticate users into NA enables you to:

e Configure NA to use a TACACS+ server to authenticate user logins (i.e.,
to verify that the user has entered a valid username/password pair).

e Support TACACS+ authentication for the Telnet/SSH Proxy.
= Assign individual users a fallback password in NA.

= ldentify TACACS+ users so their fallback password is only used when the
TACACS+ server is inaccessible (but not if any user other that Admin has
entered an invalid TACACS+ password).

e Configure multiple TACACS+ servers for fail-over purposes.

Keep in mind that NA needs to be defined in TACACS+ as an authenticating
device, similar to any other router, along with a specific username. This
enables users to login to NA and NA to login to their network devices.

Note: TACACS+ is not used for authorization/permissions. This means that the user
must be added manually to NA and assigned proper permissions before they can be

authenticated via TACACS+. Once a user is identified as a TACACS+ user in NA, you

cannot remove this designation.

RADIUS Authentication

RADIUS (Remote Authentication Dial-In User Service) enables:

< A network access server to operate as a RADIUS client. The RADIUS
client is responsible for passing information to designated RADIUS
servers and then acting on the returned responses.

< RADIUS servers to receive connection requests, authenticate users, and
then return all necessary client configuration information for proper
connection.

< RADIUS servers to act as a proxy client to other RADIUS servers or
others authenticating servers.
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Note: RADIUS is not used for authorization/permissions. This means that the user
must be added manually to NA and assigned proper permissions before they can be
authenticated via RADIUS. Once a user is identified as a RADIUS user in NA, you
cannot remove this designation.

To enable TACAC+ or RADIUS authentication, On the menu bar under Admin,
select Administrative Settings and click the User Authentication tab. The User
Authentication page opens. Be sure to click Save when you are done.

HP Server Automation (HP SA)

The HP Server Automation option enables the NA system to use the HP SA
system for user authentication. As a result, HP SA users can use their HP SA
credentials to login to NA. This option also enables you to display HP SA
servers in network diagrams and link to HP SA servers from MAC Addresses.
Refer to “NA/SA Integration” on page 254 for information.

HP Operations Orchestration (HP O0)

IT organizations often perform troubleshooting tasks manually using out-of-
date troubleshooting guides that provide no audit trail of the actions being
performed. Even when IT organizations deploy scripts as their automation
solution, the scripts are hard to maintain and do not provide an audit trail.

The HP OO option enables you to launch HP OO flows in guided mode directly
from the NA Web Ul. To run unattended HP OO flows, you must create a
command script for the language “Flow”. For information on launching
unattended flows, refer to “HP Operations Orchestration (HP OO) Flows” on
page 721 for information.
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In general, the HP OO enables you to centralize all of your routine triage,
troubleshooting, and maintenance tasks within NA. You can define which HP
OO flows are available and then launch:

e An unattended HP OO flow to collect and present data from a 3rd party
system given either one or multiple device IP addresses. Refer to “HP
Operations Orchestration (HP OO) Flows” on page 721 for information.

« A pre-defined Manage Software Upgrade flow. This HP OO flow removes
the router from monitoring systems, removes the router from the OSPF
mesh, upgrades the 10S image, and then re-inserts the device into the
OSPF mesh and re-adds it to the monitoring system. Refer to “Edit Menu
Options” on page 304 for information on the Process Automation option.

For detailed information on HP OO, refer to the HP Operation Orchestration
User’s Guide and the HP Operation Orchestration Software Development Kit
Guide.

User Authentication Page Fields

Field Description/Action

User Password Security

Minimum User Enter the minimum number of characters a password must
Password Length contain. Passwords of less than this number of characters are
considered invalid.

User Password Must If checked, users must choose passwords that contain both lower-
Contain Upper and case and upper-case alphabetic characters.

Lower Case

Additional User Select one the following options:

Password Restriction o .
= No additional restrictions (the default)

= Must contain at least one non-alphabetic digit or special
character

< Must contain both at least one digit and at least one special
character
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Field

Description/Action

Maximum Consecutive
Login Failures

Enter the maximum number of allowed consecutive user
authentication failures, after which the user will be disabled. A
value of O (zero) indicates that this check should be skipped.
(Note: This setting applies only to built-in user authentication
and not to external authentication methods.)

External Authentication Type

External Authentication
Type

Select the type of external authentication you would like to use.
Options include:

«None (Local Auth)

= HP Server Automation

*HP Server Automation & TACACS+

* TACACS+

*RADIUS

=SecurlD

<L DAP

If you select TACACS+ or RADIUS, it can be configured in the
section below. If you select LDAP, click the LDAP Setup link. Refer
to “LDAP External Authentication Setup” on page 106 for

information. SecurlD has no additional external authentication
options.

TACACS+ / RADIUS Authentication

Primary TACACS+ or
RADIUS Server

Secondary TACACS+ or
RADIUS Server

TACACS+ or RADIUS
Secret

Enter the host name or IP address of the primary TACACS+ or
RADIUS server.

Enter the host name or IP address of the secondary TACACS+ or
RADIUS server. This field is optional.

Enter the shared secret for the NA host configured on the
TACACS+ or RADIUS server. A TACACS+ or RADIUS secret is the
key (password) that the TACACS+ or RADIUS client (NA) uses to
encrypt communications with the TACACS+ or RADIUS server.
The client and server must agree on the secret so the server can
decrypt the communications.
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Field

Description/Action

TACACS+ or RADIUS
Authentication Method

Use RADIUS NAS-IP
instead of default NAS-
1D

Fixed RADIUS NAS-IP
string

Select one of the following authentication methods used to
encrypt communications between NA and the TACACS+ or
RADIUS server:

*PAP (Password Authentication Protocol)
«CHAP (Challenge Handshake Authentication Protocol)

« MSCHAP (Microsoft Challenge Handshake Authentication
Protocol)

< ARAP (TACACS+ only)
«ASCII (TACACS+ only)

Selecting this option sends the RADIUS NAS-IP field using the NA
Core information, instead of the default NAS-Identifier field. It will
send the first non loopback IP address it finds for the NA Core.
(Note: ‘NAS’ in this settings is not from the NA product. It is
specific to RADIUS authentication.)

Enter a constant string to use as the RADIUS NAS-IP field instead
of the default IP Address found. This option can be used to tell NA
what IP address to use for the NAS-IP field, rather

than letting NA use its default. This should only be necessary for
multiple network interface card system or to set the field to an IP
address not bound to the server. (Note: ‘NAS’ in this settings is
not from the NA product. It is specific to RADIUS authentication.)

HP Server Automation Authentication

Twist Server

Twist Port Number

Twist Username

Twist Password

Enter the host name or IP address of the HP Twist server. Refer to
the HP Server Automation User’s Guide for information.

Enter the Twist port number (typically 1032) to connect to the HP
Twist server. Refer to the HP Server Automation User’s Guide for
information.

Enter the Twist Web-services APl (wsapi) username, typically
wsapiReadUser.

Enter the Twist Web-services APl (wsapi) password.
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Field Description/Action

OCC Server Enter the HP Command Center (OCC) host name for linking to
connected servers. The OCC server is the HP Server Automation
(HP SA) Web Ul client. NA can create hyperlinks to HP SA. As a
result, you can jump from the NA Server page to the HP SA
Server page. Refer to “Servers Page Fields” on page 292 for
information.

Default User Group Select the name of the user group to which you can add HP SA
authenticated users from the drop-down menu. This group
enables you to set default permissions for HP SA users. Refer to
“NA/SA Integration” on page 254 for information.

HP Operations Orchestration Authentication

HP OO Hostname Enter the hostname or IP address of the HP OO server.
HP OO Port Enter the HP OO port number to connect to the HP OO server.
HP OO Service Select one of the following connection options to the HP OO
service:
*https://
*http://

The HP OO service uses SSL or plain text.

HP OO Username Enter the HP OO Username.
HP OO Password Enter the HP OO password.
Guided Flow Names Enter a guided flow name in the right-hand box and click Add

Pattern <<. The flows applies to all device families. For example,
if you prefix the guided flow name with Cisco 10S:flow 1, the
guided flow applies to all devices that belong to the Cisco 10S
device family. You can select a guided flow name in the left-hand
box and then click Delete Pattern to delete the guided flow name.

Refer to the HP Operations Orchestration User’s Guide for
information on configuring flows. Refer to the “Edit Menu Options”
on page 304 for information on logging into to HP OO.
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LDAP External Authentication Setup

To enable LDAP external authentication:

1. On the menu bar under Admin, select Administrative Settings and click
User Authentication. The Administrative Settings - User Authentication
page opens.

2. Scroll down to the External Authentication Type field.
In the External Authentication Type field, select LDAP and click Save.

4. Click the LDAP Setup link. The LDAP Setup Wizard opens. If you have
previously setup LDAP authentication, the following information is
displayed:

e LDAP Authentication Status

e LDAP Authentication Server Host
e Port number

e Connection User Name

e Connection user password

e Search Base

= If you using a secure connection

e Server timeout

Note: NA checks that the fields are the same each time a user logs in. If necessary,
NA updates the User field information with the corresponding information from LDAP.
For example, if the NA administrator manually updates User A in NA and changes User
A's Email address, the next time User A logs in, NA automatically changes User A's
Email address to the value found in LDAP.

The following table guides you through the setup process.
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Step  Action

1 At the Welcome to the LDAP Setup Wizard page, click Next. Enter the following
information and click Next:

= Server Type —Select the server type, either Active Directory (the default) or
Generic LDAP.

= Server Name — Enter the hostname of the LDAP or Active Directory server, i.e.,
the hostname or IP address of the AD/domain controller.

«Port — Enter the LDAP request port number. Keep in mind that all Windows 2000
AD Domain Controllers listen for LDAP requests on port 389. Use port 389 or port
636 (if you are using SSL) for a single domain configuration. However, in multi-
domain AD environments, you should use port 3268 or port 3269 (if you are using
SSL).

= Connection Type — Select either Regular Connection (the default) or Secure
Connection (SSL). Be sure to select Secure Connection when connecting to the
directory server. (Note: If you enable this option and the certificate of your
directory server/domain controller server is not signed by one of the recognized
CAs, you must manually import the certificate to the server where NA is running.)
For detailed information on LDAP SSL Configuration, refer to “LDAP SSL
Configuration” on page 108.

= Server Timeout — Enter the timeout, in milliseconds, for the LDAP operation. If an
LDAP operation takes longer than this value, the operation will be aborted.

2 Enter the following information and click Next:

= Connection User Name — Enter the connection user name. Keep in mind that to
query user information from the AD server, NA should bind to the AD server with a
domain user account (DN). The DN can be in the Windows 2000 LDAP format or in
Windows 2000 User Principal Name (UPN) format. The Windows 2000 UPN format
is a short-hand notation that uniquely identifies the DN in the LDAP tree. Both the
user account and respective domain are included in the UPN. An example of a
Windows 2000 UPN DN is jsmith@hp.com.

= Connection User Password — Enter the connection user password

= Search Base — Enter the search base. The search base is the starting point in the
LDAP directory for LDAP searches. Ideally, the search base should be set to the
root domain of the entire AD forest. This enables NA to query the entire Windows
2000 AD forest. If the search base is set at a particular OU level, only child objects
of that particular OU can be queried. Similarly, if the search base is set at a
particular domain level, only child objects of that particular domain can be queried.
For this reason, the search base should be as general as possible.
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Step  Action

3 Indicate which security groups can access NA. You can use the Find option to locate
user groups in LDAP and click Next.

4 You can verify the External Authentication setup by entering the user name and

passwords then click the Test Login button. Be sure to click the Save button to save
the setup information. If there are no errors, the following message is displayed and
the External Authentication Setup Summary page is updated:

Successfully updated External Authentication settings.

LDAP SSL Configuration
For LDAP SSL configuration:

1.

o kW N

6.

Install an Enterprise Certificate Authority on a Windows 2000 or
Windows 2003 Server. All Domain Controllers in the forest will
automatically enroll for and install the appropriate certificate.

Open the Default Domain Controller Policy using the Group Policy Editor.
Under Computer Configuration, click Windows Settings.

Click Security Settings, and then click Public Key Policies.

Click Automatic Certificate Request Settings.

Use the wizard to add a policy for Domain Controllers.

For more information, see the Microsoft Knowledge Base article Q247078.

For certificate importing:

1.

o g kW

Start the Certificate Authority management console (usually on the LDAP
server) by clicking Start - Programs - Administrative Tools -
Certification Authority.

Under Certificate Authority Local, find the Certificate Authority that
issues certificates for your domain controllers.

Right-click the Certificate Authority and select Properties.
On the General tab, click View Certificate.
Select the Details tab and Copy to file.

Using the wizard, export the certificate to a Base64 Encoded file.



109

7. Copy this file to the NA server.

8. At a Windows command prompt, go to:
<install directory>\jre\bin

9. Enter: keytool -import -file PATH_TO_THE_CERT_FILE -alias ADSCert -
keystore ../../server/ext/jboss/server/default/conf/truecontrol.keystore

The keystore password is “sentinel”.

Replace the PATH_TO_THE_CERT_FILE with the absolute path of the file
created in step 7.

10.Restart NA with the Services Applet (or /etc/init.d/truecontrol script on
Solaris or Linux). If you restart NA from the Ul, the keystore changes
will not be loaded.
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Server Monitoring

Server monitoring enables you to check on the overall health of the NA server.
Alert notification and event logging are triggered when a error is discovered.
All of the server monitors are pre-packaged and shipped with NA.

In the event that a monitor receives an error, a NA Monitor Error event is
triggered and notification of the error is sent to the System Administrator.
Keep in mind that the system will not continue to send Monitor Error events
for that monitor when it is checked later and is still in an error state. Once a
monitor is in an error state, and an event to that effect is triggered, the
system will only send a Monitor Okay event if the state changes to okay.

Note: If the system is restarted and the error condition persists, a new Monitor Error
event is triggered. If the database is inaccessible, the system will attempt to email
that fact to the administrator.

The Server Monitoring page enables you to configure server monitors. You
also have the option of enabling all or only specific server monitors. The
results of the most recent monitor runs are stored in the Monitor log file and
can be viewed in the System Status page. Refer to “Server Monitoring Page
Fields” on page 111 for information on the System Status page.

Note: Only Administrators have permission to change monitoring tasks settings. All
users can view monitoring results.

To view the Server Monitoring page, on the menu bar under Admin, select
Administrative Settings and click Server Monitoring. The Server Monitoring
page opens.
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Server Monitoring Page Fields

Field

Description/Action

Server Monitoring

Enable Server Monitoring

Delay on Startup Before
Starting Monitoring

Delay Between
Monitoring Runs

Enable the ConfigMonitor

Enable the
DatabaseDataMonitor

Enable the
DatabaseMonitor

Enable the DiskMonitor

Enable the
DynamicDeviceGroup
Monitor

Enable the FTPMonitor

If checked (the default), server monitoring is enabled. Email
notification in the event of an NA error is generated. The most
recent results are stored in the Monitor log file and can be
viewed from the System Status page. If not checked, the
scheduled monitor check will no longer be executed. However,
server monitors can still be run manually.

Enter the number of minutes to delay starting server monitoring
after startup. The default is two minutes.

Enter the number of minutes to delay between monitoring runs.
The default is 360 minutes.

If checked, the Config monitor is enabled. This monitor checks
that the installed .rcx files and other configuration files are okay.
This monitor makes a backup of the initial installed .rcx files and
keeps a backup of the latest error-free installed .rcx files.

If checked, the Database Data monitor is enabled. This monitor
checks that all critical system components are in the database,
for example that an admin user exists, that there is only one
crypto key, that one paused or pending Inventory snapshot task
exists, and so on. This monitor makes a backup of the crypto key
and the admin email address (for use if the database server is
down).

If checked, the Database monitor is enabled. This monitor
checks for database connectivity, for example if there are invalid
credentials or too many connections.

If checked, the Disk monitor is enabled. This monitor checks for
low disk space conditions.

If checked, the DynamicDeviceGroup monitor is enabled. This
monitor counts the number of dynamic device groups.

If checked, the FTP monitor is enabled. This monitor sends a FTP
file with a timestamp to the local machine, and then checks the
file system to verify it was written correctly.
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Field

Description/Action

Enable the HTTPMonitor
Enable the LDAPMonitor
Enable the

LicenseMonitor

Enable the LogMonitor

Enable the
MemoryMonitor

Enable the RMIMonitor

Enable the
RunExternalTaskMonitor

Enable the
SatelliteMonitor

Enable the SMTPMonitor

Enable the SSHMonitor

If checked, the HTTP monitor is enabled. This monitor ensures
that the NA Web server is running correctly.

If checked, the LDAP monitor is enabled. This monitor checks
that the LDAP server is available.

If checked, the LicenseMonitor is enabled. This monitor checks if
the available licenses drop below the percentage of managed
devices and/or if the next license to expire is within the number
of days specified. Refer to the “Monitor Configuration” section
below for more information.

If checked, the LogMonitor is enabled. The LogMonitor is
responsible for managing log settings. When log levels are left at
Trace or Debug for too long, system performance can suffer. The
LogMonitor routinely checks for logs left at these lower levels and
resets them to Error.

If checked, the Memory monitor is enabled. This monitor checks
for low memory conditions.

If checked, the RMI monitor is enabled. This monitor checks that
RMI access to the NA EJBs is working. It ensures that some other
EJB container (Java application server) has not grabbed the RMI
port.

If checked, the Run External Task monitor is enabled. This
monitor ensures the NA server can run an external .bat or .sh
file.

If checked, the Satellite monitor is enabled. This monitor checks
that Syslog and TFTP are running and that the Satellite is the
same version as the NA Core. Refer to the Network Automation
9.10 Satellite User’s Guide for information on NA Satellite
configurations.

If checked, the SMTP monitor is enabled. This monitor makes a

Telnet connection to Port 23 on the configured mail server, sends
a SMTP QUIT command, and waits for the proper 221 response

code.

If checked, the SSH monitor is enabled. This monitor tests the
connection to the SSH server embedded in NA.
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Field

Description/Action

Enable the
Softwarelmage
Management Monitor

Enable the SyslogMonitor

Enable the TelnetMonitor

Enable the TFTPMonitor

Monitor Configuration

Check the Inventory
Snapshot in the
DatabaseDataMonitor

Warning Threshold for
Free Disk Space

Error Threshold for Free
Disk Space

Drives To Monitor for
Disk Space

Warning Threshold for
Managed Devices Count

Warning Threshold for
License Expiration

Automatically reset logs
to ERROR and close task
logs when log monitor
detects an issue.

If checked, the SoftwarelmanageManagement monitor is
enabled. If SWIM is enabled, this monitor checks that it can
communicate with the SWIM server.

If checked, the Syslog monitor is enabled. This monitor sends a
Syslog message to NA and ensures that it is received by the NA
Management Engine.

If checked, the Telnet monitor is enabled. This monitor checks
that the Telnet server embedded in NA is running correctly.

If checked, the TFTP monitor is enabled. This monitor sends a
TFTP file with a timestamp to the local machine, and then checks
the file system to verify it was written correctly.

If checked, the Inventory snapshot in the Database Data monitor
is checked.

Enter the threshold to trigger the free disk space warning
message. The default is 20 MB.

Enter the threshold to trigger the free disk space error message.
The default is 10 MB.

Enter a drive in the right-hand box and then click Add Drive <<.
To delete a drive, select the drive in the left-hand box and click
Delete Drive.

Enter a percentage of your total licenses. If the available licenses
drop below this percentage, a warning is issued. Device count
threshold defaults to 10%.

Enter a number of days. If the next license expires within the
number of days specified, a warning is issued. The expiration
date threshold defaults to 30 days.

This option is checked by default. When this option is checked, if
the log monitor detects that a log has been set to too low a level
for too long, it will automatically reset that log’s level to ERROR.
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Field

Description/Action

Time that logs set to set
TRACE level will not be
reported as open too
long.

Time that logs set to set
DEBUG level will not be
reported as open too
long.

Time that active task
logs will not be reported
as open too long.

Warning Threshold for
Free RAM

Error Threshold for Free
RAM

Delay for SSH Thread
Check

Delay for TFTP File Check

Delay for FTP File Check

Delay for Syslog
message to show up

The default is 48 hours. The time a log can be at TRACE level
without the log monitor detecting it has been set too low for too
long.

The default is 48 hours. The time a log can be at DEBUG level
without the log monitor detecting it has been set too low for too
long.

The default is six hours. The time that active task logs will not be
reported as open too long.

Enter the threshold to trigger the Free RAM warning message.
The default is 20 MB

Enter the threshold to trigger the Free RAM error message. The
default is 10 MB.

Enter the delay for the SSH Thread check. The default is 15000
milliseconds.

Enter the delay for the TFTP file check. The default is 5000
milliseconds.

Enter the delay for the FTP file check. The default is 5000
milliseconds.

Enter the delay for the Syslog message to be displayed. The
default is 45000 milliseconds.

Be sure to click Save to save your changes.
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3rd Party Integrations

HP Network Node Manager (NNMi) integration provides the following features
and benefits in a system already running both NNMi and NA software:

e Alarm integration
= Access to NA configuration history from NNMi
* Operations efficiency

Refer to the “HP Network Automation” chapter in the HP NNMi 9.10
Deployment Reference for detailed information on NA-NNMi integration.

The 3rd Party Integrations page includes parameters for configuring
communications from NA to NNMi. Enabling the integration on the NNMi-NA
Integration Configuration form sets the fields.

The 3rd Party Integrations page enables you to change the NNMi-NA
integration behavior for NNMi device rediscovery triggers, out-of-service
triggers, and SNMP community string propagation.

To view the 3rd Party Integrations page, on the menu bar under Admin, select
Administrative Settings and click 3rd Party Integrations. The 3rd Party
Integrations page opens.

3rd Party Integrations Page Fields

Field Description/Action

3rd Party Integrations

3rd Party Integrations Select one of the following options:
=Enabled
«Disabled (the default)
NNMi Integration
NA User Enter the NA-NNMi integration user name.
NA Partition Enter the NA-NNMi integration partition name. Refer to

“Partitions” on page 201 for information on creating NA
partitions.
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Field

Description/Action

NNMi Host
NNMi HTTP Port
NNMi User
NNMi Password

Rediscover Hosts After
Tasks

Out of Service Events

If the device task fails

If the device compliance
check fails after the task
completes

Propagate SNMP
Community Strings

Enter a NNMi server host name or IP address.

Enter a NNMi HTTP Port number. The default is Port 80.
Enter a NNMi login user name.

Enter a NNMi login password.

Select tasks from the list. The selected tasks will cause NNMi to
rediscover the device if the task ran successfully. The default
tasks are:

= Update Device Software
« Deploy Passwords
*Reboot Device

e Discover Driver

Select tasks from the list. When the tasks start, NA calls the
NNMi Web service to designate the device as “Out of Service.” As
a result, NNMi temporarily no longer manages the device. After
the task is finished, NA calls the NNMi Web service and
designates the device as managed. The default tasks are:

= Update Device Software
* Deploy Passwords

< Reboot Device

Select one of the following options:
= Sets the device back in service (the default).

«Does not set the device back in service.

Select one of the following options:
*Sets the device back in service (the default).

«Does not set the device back in service.

Select one of the following options:
= Enabled
= Disabled (the default)
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Viewing Monitor Results

The System Status page displays the results of the most recent monitor runs.
To view the System Status page, on the menu bar under Admin, click System
Status. The System Status page opens.

System Status Page Fields

Field

Description/Action

Run All link

Configure Server
Monitoring link

Monitor Name

Status

Last Checked
Result

Actions

Run all of the listed monitors.

Opens the Server Monitoring Page. Refer to “Server Monitoring Page
Fields” on page 111 for information.

Displays the monitor name. Each monitor can return a variety of
messages about the subsystem it is monitoring. Refer to “Monitor
Messages” on page 118.

Displays the monitor status, including:
«Okay

«Warning

*Error

= Disabled
Displays the date and time the monitor was last run.
Displays information about the results.

You can select the following options:
<Run Now — Runs the monitor immediately.

«View Details — Opens the Monitor Details page, where you can
view details about the monitor, including a description of the
monitor, the status, results, and additional diagnostic information.

= Start/Stop Service — Opens the Start/Stop Services page. Refer to
“Starting and Stopping Services” on page 123 for information.
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Monitor Messages

Each monitor can return a variety of messages about the subsystem it is
monitoring. This section details some of these messages and possible
corrective actions.

Monitor Description/Resolution

BaseServerMonitor <threadname=> is not running. — A thread necessary for proper
functioning of NA has failed for an unknown reason. You may have to
restart the NA management engine.

ConfigMonitor = Missing file <filename>.rcx — One of NA’s required configuration
files is missing. Contact Support for assistance.

< Error getting required config from <filename>.rcx — One of NA’s
configuration files has become corrupted. Contact Support for
assistance.

= Exception parsing rcx file: <filename> — One of NA’s configuration
files has become corrupted. Contact Support for assistance.

DatabaseMonitor on = Cannot connect to the MySQL server on <servername>:3306. —

MySQL There is no MySQL server running at the location where NA is
trying to connect. You can either restart the MySQL service or
verify that the NA connection information is correct.

< Communication link failure: java.io.lOException — The connection
to the MySQL server has been lost. You may have to restart the NA
management engine or restart the MySQL service.

« Access denied for user: <username> to database
<database_name> — NA is trying to connect to the wrong
database or there is some permission problem with the existing
database. Verify that the NA connection information is correct.

= Invalid authorization specification: Access denied for user:
<username> (Using password: YES) — NA is trying to connect
using the wrong username or password. Reset the NA database
username and password to the correct values.

e General error: Table NA.RN_CRYPTO_KEY doesn't exist — NA can
connect to the database using the credentials given, but the
database is either not a NA database or is corrupt (as it is missing
the RN_CRYPTO_KEY table). Verify that the NA connection
information is correct.
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Monitor

Description/Resolution

DatabaseMonitor on
Oracle

DatabaseMonitor on
SQLServer

< Error establishing socket. Connection refused: connect — There is
no Oracle server running at the location where NA is trying to
connect. You may have to restart the Oracle service or verify that
the NA connection information is correct.

= Connection reset by peer: socket write error. — The connection to
the Oracle server has been lost. You may have to restart the NA
management engine or restart Oracle.

* ORA-12505 Connection refused, the specified SID
(<database_name=>) was not recognized by the Oracle server. —
NA is trying to connect to the wrong database name. Verify that the
NA connection information is correct.

*ORA-01017: invalid username/password; logon denied — NA is
trying to connect using the wrong username or password. Reset
the NA database username and password to the correct values.

« ORA-00942: table or view does not exist — NA can connect to the
database using the credentials given, but the database is either not
a NA database or is corrupt (as it is missing the RN_CRYPTO_KEY
table). Verify that the NA connection information is correct.

< Error establishing socket. — There is no SQLServer running at the
location where NA is trying to connect. Either restart the SQLServer
service or verify that the NA connection information is correct.

= Connection reset by peer: socket write error — The connection to
SQLServer has been lost. Either restart the NA management
engine or restart SQLServer.

= Cannot open database requested in login <database_name=>. Login
fails. — NA is trying to connect to the wrong database name or
there is some permission problem with the existing database.
Verify that the NA connection information is correct.

e Login failed for user <username>. — NA is trying to connect using
the wrong username or password. Reset the NA database
username and password to the correct values.

< Invalid object name RN_CRYPTO_KEY. — NA can connect to the
database using the credentials given, but the database is either not
a NA database or is corrupt (as it is missing the RN_CRYPTO_KEY
table). Verify that the NA connection information is correct.
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Monitor

Description/Resolution

DatabaseDataMonitor

DiskMonitor

HTTPMonitor

LDAPMonitor

< Could not find an administrative user. — NA does not have an
administrative user configured. Contact Support for assistance.

= Multiple crypto keys exist. — NA contains multiple crypto keys in its
database. Contact Support for assistance.

«Current key does not match saved key. — NA is now using a
different crypto key. Contact Support for assistance.

< More than one crypto key. — NA is now using a different crypto
key. Contact Support for assistance.

= Could not find an Inventory group snapshot. — NA does not contain
a task to collect configs from all of the devices in the system.
Create a Snapshot task for the Inventory group.

= Could not find a reporting task. — NA does not contain a task to
generate summary reports. Create a Generate Summary Reports
task.

«Could not find a pruner task. — NA does not contain a task to
prune old data from the database. Create a Prune Database task.

Disk/Filesystem <filesystem> has only <space> bytes free. Error
threshold is <limit> bytes. — The NA server is close to filling up a
disk drive. Delete unnecessary files from the disk drive.

Did not get NA login page. — An application is running on the
configured HTTP/HTTPS port, but it does not appear to be the NA
web server. Stop any other web servers (e.g. 11S) running on the NA
server and then restart the NA management engine.

= ActiveDirectory is not in use. — This is an informational message
that reveals the NA server is not configured to use LDAP.

= Exception in LDAPMonitor: javax.naming.
CommunicationException: <hostname=>:389 — The host
<hostname> does not exist. Correct the Server Name setting for
external authentication.

«Exception in LDAPMonitor: javax.naming.
CommunicationException: <hostname>:389 — The host
<hostname=> exists but is not accepting connections on the LDAP
port (389). Check that the Server Name setting is correct. If so,
check that the LDAP server is running on that host.

= Exception in LDAPMonitor: javax.naming.AuthenticationException
— The Connection User Name or Connection User Password setting
for external authentication is incorrect. Check that these settings
are correct.
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Monitor

Description