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Welcome to SiteScope Failover

Welcome to SiteScope Failover

Welcome to the HP SiteScope Failover Guide. This guide provides detailed instructions on how to
deploy and use the SiteScope Failover configuration to provide a backup SiteScope server to
enable infrastructure monitoring availability after a SiteScope server failure.

This guide contains the following sections:
¢ "Introduction to SiteScope Failover” on page 5

Describes the SiteScope Failover functionality and environment.
+ "Before Installing SiteScope Failover" on page 9

Describes the installation requirements and additional information to read before installing
SiteScope Failover.

+ "Installing SiteScope Failover" on page 11
Describes how to install the SiteScope Failover server.
o "Configuring SiteScope Failover" on page 25
Describes the SiteScope Failover configuration process.
o "Troubleshooting SiteScope Failover" on page 33

Describes how to troubleshoot problems with SiteScope operations and mirroring.
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Chapter 1: Introduction to SiteScope Failover

HP SiteScope Failover is a special version of SiteScope that includes automated mirroring and
failover functionality. It enables you to implement failover capability for infrastructure monitoring

performed by a primary SiteScope by provisioning for backups, redundant, and failover
mechanisms.

A failover is a backup operation that automatically switches the functions of a primary systemtoa
standby server if the primary system fails or is temporarily taken out of service. Provisioning for a
failover is an important fault tolerance function for mission-critical systems that require high
availability. Ideally, a failover system automatically and transparently transfers the service provided
by the failed system to the backup system. The backup system "mirrors" the services of the
primary system. SiteScope Failover is a special SiteScope installation that performs the following:

o Automated, periodic mirroring of monitoring configurations from the primary SiteScope
installation to the failover installation.

« Automated monitoring of the availability of the primary SiteScope installation.

o Automated transition to the failover from standby to active if the primary system fails or is
temporarily taken out of service.

The SiteScope Failover Main Operations

This section gives an overview of the SiteScope Failover functionality and concepts. It contains the
following:

o "Mirroring Configurations" below
o "Monitoring Primary Availability" on the next page

o "Failover Transition" on the next page

Mirroring Configurations

An important part of failover functionality is mirroring. Mirroring is an operation by which
configuration data is replicated from the primary system to the failover system. SiteScope Failover
mirrors monitor configurations so that the failover can provide the same infrastructure monitoring in
the event that the primary SiteScope is unavailable.

As a system management tool, SiteScope can have a dynamic monitor configuration state. The
SiteScope Failover installation periodically mirrors (copies) configuration data from the primary
SiteScope to stay current with any changes to the monitoring configurations.

The following figure shows how new monitor instances added to the primary SiteScope are copied
to the SiteScope Failover.
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Primary SiteScope
Server (active)

SiteScope Failover
Server (standby)

@ @_L Monitors set
} to disabled

Monitor configurations

mirrored to SiteScope Failover

every 4 hours by default

By default, SiteScope Failover is set to query the primary SiteScope every four hours and that is
when any new or changed monitor configurations are copied.

Note: Do not make monitor configuration changes on the failover server. They are not copied
back to the primary machine and will therefore be overwritten by the next mirroring operation.
Perform all monitor configurations on the primary SiteScope and they will be mirrored to

SiteScope Failover.

Monitoring Primary Availability

While the primary system is operational, failover systems are generally in standby mode.
SiteScope Failover monitors the availability of the primary SiteScope by requesting its health status

using Web services.

Primary SiteScope
Server (active)

Failover Transition

2 3

SiteScope Failover
Server (standby)

P &

Failover checks Primary SiteScope
health status via Web Service
every minute by default

When the failover monitor detects that the primary SiteScope is unresponsive, the SiteScope
Failover installation activates (enables) the mirrored monitors and begins running them, as indicated

by the following figure.
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Primary SiteScope SiteScope Fa_ilover
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Failover checks Primary SiteScope
health status via Web Service
every minute by default

When SiteScope Failover first receives a health status indicating that the primary SiteScope is
unavailable, it waits 3 minutes (by default) before starting the activation process.

When SiteScope Failover becomes active:

¢ Users should direct web browsers to the address of the failover SiteScope servertologin and
view monitoring results.

o There may be a delay in viewing monitor results immediately after failover activation. On the
SiteScope Failover machine, monitors that have recently been activated continue to be
displayed with a disabled status until the monitors are updated for the first time. The time it takes
to update the monitors is generally based on their update frequency.

SiteScope Failover updates monitors in ascending order of update frequency. This means that
monitors with the shortest frequency interval are run first after the failover is activated. For
example, monitors that are configured to run every minute will be run before monitors scheduled
for every ten minutes. Monitors with longer update intervals are initially displayed as disabled
until their respective update intervals have past.

o The SiteScope Failover instance continues to watch for reactivation of the primary SiteScope.
When it detects that the primary is again operational, SiteScope Failover returns to standby as

follows:

= If SiteScope Failover is configured for BSM integration, SiteScope Failover is restarted; all
monitors are set to suspended.

» If SiteScope Failover is not configured for BSM integration, SiteScope Failover remains
started but changes all monitors to suspended.

SiteScope Failover Considerations and Limitations

This section describes considerations and limitations when using SiteScope Failover.
« Do not make monitor configuration changes on the failover server unless Merge back

configuration is enabled on the primary SiteScope (Preferences > High Availability
Preferences > Advanced Settings). Otherwise, changes on the failover server are not copied
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back to the primary machine and will be overwritten by the next mirroring operation.

o To provide continuity of configuration and report data across a failover period, the SiteScope
Failover can merge configuration data and daily log files from the SiteScope Failover to the
primary SiteScope after it has recovered. Existing configuration data on the primary SiteScope
is backed up and can be restored.

o If a primary SiteScope server is configured to report to BSM, when a SiteScope Failover
instance becomes active, it automatically resumes reporting to BSM. Likewise, when the
SiteScope Failover instance goes into standby mode, it stops reporting to BSM.

o The Reset operation in Preferences > Integration Preferences > BSM Preferences
Available Operations is not supported on the SiteScope Failover server, even when SiteScope
Failover is active.

o Monitors configured to target the primary SiteScope server do not mirror to the SiteScope
Failover. If you configure a monitor on the primary SiteScope server to target the SiteScope
server (either by accepting the default SiteScope Server in the Server field of the Monitor
Settings area, or by typing the IP address of the SiteScope server machine), when the monitor
settings are copied to the failover machine, the monitor targets the SiteScope Failover server
instead of the primary SiteScope server.

o SiteScope Failover does not support copying of symbolic links when configuring a Script
monitor.
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Chapter 2: Before Installing SiteScope
Failover

Installing SiteScope Failover is similar to a regular SiteScope installation. Most of the actions
required for the initial SiteScope Failover setup are automated and are performed as part of the
installation procedure or when you first access the server. Additional actions may be required
depending on the configuration of the primary SiteScope. You can install SiteScope Failover on a
Windows or UNIX platform.

This chapter includes:
¢ "Requirements for SiteScope Failover" below
o "Additional Information Related to the Installation" on the next page

o "Before You Begin" on the next page

Requirements for SiteScope Failover

The following outlines the basic requirements for installing and using SiteScope Failover:

o Primary SiteScope and failover SiteScope both require the same version of SiteScope. If you
upgrade the primary SiteScope, you must also upgrade the failover to the same version.

o Primary SiteScope and SiteScope Failover must be installed on separate machines but in the
same relative drive and directory path. For example, if the primary SiteScope is installed in
C:\SiteScope on the primary machine, you should install SiteScope Failoverin C:\SiteScope
on the failover machine. The reason is that your primary SiteScope may have monitors that refer
to files within its SiteScope home directory. Installing SiteScope Failover with the same home
directory ensures integrity in such file references.

« SiteScope Failover should be installed on a server with similar or identical server resources
(processor speed and memory) as the primary SiteScope server. Since the failover is not
intended to store monitor data for extended periods of time, the available disk space need not be
as large as for the primary SiteScope.

o SiteScope Failover must be installed and run using the same basic permission levels as the
primary SiteScope, to ensure that both can access needed file outside of SiteScope.

o The host names of the primary SiteScope and SiteScope Failover server should be resolved and
be visible to each other using the common SiteScope port (by default, it is 8080 for a typical
installation, and 8443 for SiteScope enabled for SSL). Note that the primary SiteScope and
SiteScope Failover server can each use a different port.

o Afterinstalling SiteScope Failover, you activate it by entering the path to a valid SiteScope

HP SiteScope (11.23) Page 9 of 38



SiteScope Failover Guide
Chapter 2: Before Installing SiteScope Failover

Failover license key file. No special license key file is needed for primary SiteScopes for them to
be mirrored by a failover.

Additional Information Related to the Installation

Review the following sections in the Installing SiteScope section of the HP SiteScope Deployment
Guide (available from the HP Software Product Manuals site), as relevant to your target operating
system:

o Preparing for Solaris or Linux Installation

¢ Installing SiteScope on an Oracle Enterprise Linux Environment

« Installing Dependencies Required by the HP Operations Agent

o Preparing for a 64-Bit SiteScope installation

¢ Troubleshooting and Limitations

¢ Installing SiteScope Using the Installation Wizard on a Machine Without X11 Server

Before You Begin

Obtain the following before you start the installation program:
o A SiteScope Failover license. Contact your HP sales representative for assistance.

¢ The installation path of the primary SiteScope. For example, C:\SiteScope
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Chapter 3: Installing SiteScope Failover

You caninstall SiteScope Failover on Windows, Solaris, or Linux environments using the
Installation Wizard. Alternatively, you can install SiteScope on Solaris and Linux platforms using a
command line or console mode.

Note: The installation instructions that follow are for SiteScope 11.20. SiteScope 11.2x
service packs must be installed on top of SiteScope 11.20. For specific instructions for
installing a SiteScope service pack, see the "Upgrading SiteScope" section of the SiteScope
service pack Deployment Guide.

This chapter includes:
¢ "Installing Using the Installation Wizard " below
¢ "Installing on Solaris or Linux Using the Console Mode" on page 17

o "Additional Installation Actions" on page 23

Installing Using the Installation Wizard

Use the following steps to install SiteScope Failover on supported Windows, Solaris, or Linux
environments using the installation wizard.

To install SiteScope Failover:

1. Insert the installation media containing the SiteScope software into the drive on the machine
where you want to install SiteScope. (Alternatively, you can download the SiteScope archive
from the HP Downloads site.)

Both the standard and failover SiteScopes are installed from the same installation program.

2. Runthe SiteScope installation according to your operating system.

For Windows:
a. Determine which executable you need to use.
o HPSiteScope_11.20_setup.exe
This installer automatically determines which SiteScope architecture type to install. On
a 32-bit operating system, SiteScope is installed as a 32-bit application. On a 64-bit

operating system, SiteScope is installed as a 64-bit application.

o HPSiteScope32on64_11.20_setup.exe
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This installer is for 64-bit Windows operating systems only. SiteScope is installed as
32-bit application. This installation allows monitors that are not supported on the 64-bit
Windows operating system to be supported.
b. Inacommand-line or Run window, enter the executable name.
For example:
<DVD_ROOT>\Windows_Setup\SiteScope\HPSiteScope 11.20 setup.exe
or
<DVD_ROOT>\Windows_Setup\SiteScope\HPSiteScope320on64_11.20 setup.exe
For Linux or Solaris:

a. Logintothe serveras userroot.

b. Runthe installer by typing: . /HPSiteScope_11.20 setup.bin.

Note: If your server has Microsoft Terminal Server service running, the service must
be in Install Mode when you install SiteScope. If the service is not in the correct
mode, the wizard displays an error message and then exits the installation. Change to
install mode using the change user command. For details, refer to the Microsoft
support site (http://support.microsoft.com/kb/320185).

3. The Choose Locale screen is displayed.
Click OK to continue with the installation. The Initialization screen is displayed.

4. Readthe warnings, if any, that appear in the Application requirement check warnings screen
and follow the instructions as described in the screen.

If the installer detects an anti-virus program you can try installing SiteScope without disabling
the anti-virus program.

Click Continue to continue with the installation.
5. Inthe Introduction (Install) screen that opens, click Next.
6. The License Agreement screen opens.

Read the SiteScope License Agreement.

Toinstall SiteScope, select | accept the terms of the License Agreement, and then click
Next.

7. Inthe Product Customization screen, select HP SiteScope Failover.
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Click Next to continue.
8. The Select Features screen opens, displaying the HP SiteScope Failover folder.
Click Next to continue.

9. Ifinstalling on Solaris or Linux platforms, SiteScope is automatically installed in the
lopt/HP/SiteScope/ folder. Skip to step 10 on page 22.

If installing on Windows, the Choose the folders screen opens.

Accept the default directory location. C:\SiteScope, or click Browse to select another
directory.

Note: Choose a directory in the same relative location as the primary SiteScope
installation.

The installation path must not contain spaces or non-Latin characters in its name, and must
end with a folder named SiteScope (the folder name is case sensitive). To restore the default
installation path, click Reset.

Click Next to continue.

Note: The SiteScope Failover Manager option is deprecated and is available for backward
compatibility only.

If you plan to use SiteScope Failover Manager to provide a backup monitoring availability,
you must install SiteScope as a shared resource.

= On Windows, you must install SiteScope using the UNC path of the SiteScope
installation folder. For example, \\lab1\users\SiteScopes\Version 11.20\Build_
2000\SiteScope

= On Linux or Solaris, you must mount the shared resource to the /opt/HP/SiteScope
folder.

10. The Install Checks screen opens and runs verification checks.
Click Next after the free disk space verification completes successfully.
If the free disk space verification is not successful, do the following:
» Free disk space, for example by using the Windows Disk Cleanup utility.
= Repeat steps 8 and 9.

11. Inthe Pre-Install Summary screen, click Install.
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12. The Installing screen opens and the installer selects and installs the required SiteScope
software components. Each software component and its installation progress is displayed on
your screen during installation.

13. Afterinstalling the SiteScope components, the Introduction screen of the SiteScope
Configuration Wizard opens.

Click Next.
14. The Settings screen of the HP SiteScope Configuration Wizard opens.
Enter the required configuration information and click Next.

= Port. The SiteScope port number. If the port number is already in use (an error message is
displayed), enter a different port. If necessary, you can change the port later using the
Configuration Tool. The default port is 8080.

Note: If you plan to use SiteScope Failover Manager to monitor more than one primary
SiteScope from a single failover machine, each primary SiteScope installation must be
configured to answer on a unique port number. You can check the ports used by the
SiteScope server using the SiteScope Configuration Tool. For details, see Running the
Configuration Tool on Windows Platforms in the HP SiteScope Deployment Guide
(available from the HP Software Product Manuals site).

= License file. Enter the path to a valid SiteScope Failover license key file, or click Select
and select the SiteScope license key file. A license must be purchased if intending to use
SiteScope beyond the 60-day trial period. No special license key file is needed for primary
SiteScopes for them to be mirrored by a failover.

Note: License keys from versions of SiteScope earlier than 11.00 are not compatible
with this version. License key delivery can be fulfilled automatically through
http://webware.hp.com.

= Service name (not applicable for Solaris or Linux installations). The name of the SiteScope
service. If the machine has a previous version of SiteScope installed, enter another name
for the SiteScope service. The default service name is HP SiteScope Failover.

= Use local system account (not applicable for Solaris or Linux installations). By default,
SiteScope is installed to run as a Local System account. This account has extensive
privileges on the local computer, and has access to most system objects. When SiteScope
is running under a Local Systems account, it attempts to connect to remote servers using
the name of the server.

= Use this account (not applicable for Solaris or Linux installations). Select to change the
user account of the SiteScope service. You can set the SiteScope service tologon as a
user with domain administration privileges. This gives SiteScope access privileges to

HP SiteScope (11.23) Page 14 of 38


http://h20230.www2.hp.com/selfsolve/manuals
http://webware.hp.com/

SiteScope Failover Guide
Chapter 3: Installing SiteScope Failover

monitor server data within the domain. Enter an account and password (and confirm the
password) that can access the remote servers.

Note: When SiteScope is installed to run as a custom user account, the account used
must have Log on as a service rights. To grant a user logon service access:

i. In Windows Control Panel, double-click Administrative Tools.

ii. Double-click Local Security Policy, and select Local Policies > User Rights
Assignment > Log On as a Service.

iii. Click Add User or Group, and select the user you want to grant logon service
access to, and click OK.

iv. Click OK to save the updated policy.

= Start SiteScope service after install (not applicable for Solaris or Linux installations).
Automatically starts the SiteScope service after the installation is complete.

15. The Import Configuration screen opens. Choose Do not import configuration data and click
Next.

You cannot import configuration data to SiteScope Failover.

16. The HP Operations Agent screen opens. If the primary SiteScope has monitors that require the
HP Operations agent, then SiteScope Failover also requires HP Operations agent.

Select one of the following options and click Next:
= Do not install HP Operations Agent. The HP Operations agent is not installed.

= Install HP Operations Agent. Select to install the HP Operations agent on the SiteScope
server. The agent enables SiteScope to send events and act as a data storage for metrics
data when SiteScope is integrated with an HP Operations Manager or BSM.

Note:

= If youinstall SiteScope and the HP Operations agent on a machine that already has the
agent installed, SiteScope overrides it and upgrades the current agent.

= The HP Operations agent is supported on SiteScopes running on the environments
listed in the SiteScope Support Matrices section of the SiteScope Deployment Guide
(available from the HP Software Product Manuals site). Consequently, the SiteScope
integration with HPOM and BSM is only supported on these environments.

= If you encounter problems installing the HP Operations agent on a 32-bit Windows
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17.

18.

19.

20.

21.

22.

machine, see Troubleshooting and Limitations in the HP SiteScope Deployment Guide
(available from the HP Software Product Manuals site).

The Summary screen opens.

Check that the information is correct and click Next to continue, or Back to return to previous
screens to change your selections.

The Done screen opens.

To access the SiteScope user interface, click the URL on the screen.

Note: If you did not select Start SiteScope service after install in the Configuration
Settings screen, you need to start the SiteScope service before you can connect to
SiteScope. For details, see Getting Started with SiteScope in the HP SiteScope
Deployment Guide (available from the HP Software Product Manuals site).

Click Finish to close the SiteScope Configuration Wizard.

When the installation finishes, the Installation Complete window opens displaying a summary
of the installation paths used and the installation status.

If the installation was not successful, review the installation log file for any errors by clicking
the View log file link in the Installation Complete window to view the log file in a web browser.

For more information about the installed packages, click the Details tab.
Click Done to close the installation program.

If the installation program determines that the server must be restarted, it prompts you to
restart the server.

After installing SiteScope on a Linux or Solaris environment, set the permissions for the
SiteScope installation directory to have read, write, and execute permissions for the user
account that is used to run the SiteScope application. The permissions must also be set for all
subdirectories within the SiteScope installation directory.

Download and install any SiteScope service packs that have been applied to the primary
SiteScope. Service packs are available from the location from which you downloaded
SiteScope.

Other changes may be required on the SiteScope Failover system. See "Additional Installation
Actions" on page 23.

Note: SiteScope Failover requires configuration before it can be made active. For details,
see "How to Configure SiteScope Failover" on page 25.
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Installing on Solaris or Linux Using the Console
Mode

You can install SiteScope on Solaris or Linux environments using a command line or console mode.
Use this option if you are installing SiteScope on a remote server, or for any other reason that
prevents you from using the user interface.

Note: Running SiteScope on a Solaris platform is now deprecated. The next release is not
planned to include a Solaris Installer.

To install SiteScope using the console mode:
1. Download the SiteScope setup file to the machine where you want to install SiteScope.

Alternatively, copy the SiteScope setup file to a disk or network location where it is accessible
to the user account that is to be used to install SiteScope.

2. Run the following command:
HPSiteScope 11.20 setup.bin -i console
The installation script initializes the Java Virtual Machine to begin the installation.

3. The Choose Locale screen is displayed.

11...
from the installer archive...

LE BY NUMBER:

Enter the number to select the desired locale, and press ENTER to continue.
4. A confirmation screen is displayed.
Press ENTER to continue.

5. The Introduction screen is displayed.
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Press ENTER to continue with the installation.

6. The text of the license agreement is displayed. The SiteScope License Agreement requires
several pages to display. Read each page as it is presented. Press ENTER to continue to the
next page. When you have viewed all the pages of the license agreement, you have the option
to accept or not accept the license agreement.

Toinstall SiteScope, you must accept the terms of the license agreement. The default
selection is to not accept the agreement. To accept the license agreement and continue the
installation, enterY.

Note: To cancel the installation after viewing the SiteScope License Agreement, enter N.

7. The SiteScope setup type screen opens.
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Type 2 and then press ENTER to continue.

8. The Select Features screen opens.

Enter the number 1 (required) to install SiteScope.
Press ENTER to continue with the installation.

9. The Install Requirements screen opens.
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Press ENTER to continue with the installation.

10. The Pre-Installation Summary screen opens.

Sumin

1tinuing:

Press ENTER to continue with the installation.

11. The Install Features screen opens and the installation process starts.

When the installation process is complete, the post-installation configuration screen opens.

12. The port prompt is displayed.
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to change the value

Enter the number 1 to accept the default port 8080, or enter number 2 to change the port, and
then enter a different number in the change port prompt.

Note: If you plan to use SiteScope Failover Manager to monitor more than one primary
SiteScope from a single failover machine, each primary SiteScope installation must be
configured to answer on a unique port number. You can check the ports used by the
SiteScope server using the SiteScope Configuration Tool. For details, see Running the
Configuration Tool on Solaris or Linux Platforms in the HP SiteScope Deployment Guide.

Press ENTER to continue with the installation.

13. The license file path prompt is displayed.

sath to license file

to change the walue

Enter the number 1 to leave the license file path empty (it is not necessary to enter license
information at this point to use SiteScope during the free evaluation period), or enter the number
2, and then enter the license file path in the next text box.

Note: License keys from previous versions of SiteScope are not compatible with this
version. License key delivery can be fulfilled automatically through
http://webware.hp.com.

Press ENTER to continue with the installation.

14. The Import Configuration Data screen opens.
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15.

16.

Enter the number 1.
You cannot import configuration data to SiteScope Failover.
Press ENTER to continue with the installation.

The Install HP Operations Agent screen opens.

Install HP O
-»1 - Do nc

2 - Install:

Enter the number 1 if you do not want to install the HP Operations agent.

Enter the number 2 to install the HP Operations agent on the SiteScope server. The agent is
required to enable SiteScope to send events and act as a data storage for metrics data when
SiteScope is integrated with an HP Operations Manager or BSM.

Note:

» [f the primary SiteScope has monitors that require the HP Operations agent, then
SiteScope Failover also requires the HP Operations agent.

= [f youinstall SiteScope and the HP Operations agent on a machine that already has the
agent installed, SiteScope overrides it and upgrades the current agent.

= The HP Operations agent is supported on SiteScopes running on the environments
listed in the SiteScope Support Matrices section of the SiteScope Deployment Guide
(available from the HP Software Product Manuals site). Consequently, the SiteScope
integration with HPOM and BSM is supported on these environments only.

Press ENTER to continue with the installation.

The console displays the installation parameters for confirmation.

Enter 1 to proceed with the installation using the parameters indicated or enter 2 to return to
make changes, and then press ENTER.

The installation process completes. An installation status message is displayed.
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17. Afterinstalling SiteScope on a Linux or Solaris environment, set the permissions for the
SiteScope installation directory to have read, write, and execute permissions for the user
account that is used to run the SiteScope application. The permissions must also be set for all
subdirectories within the SiteScope installation directory.

18. Download and install any SiteScope service packs that have been applied to the primary
SiteScope. Service packs are available from the location from which you downloaded
SiteScope.

19. Other changes may be required on the SiteScope Failover system. See "Additional Installation
Actions" below.

Note: SiteScope Failover requires configuration before it can be made active. See "How
to Configure SiteScope Failover" on page 25.

Additional Installation Actions

The following are additional actions you may need to perform depending on the configuration of the
primary SiteScope. In some cases, you may need to restart the SiteScope Failover instance for the
changes to take effect. See the corresponding sections of the SiteScope Help for more information.

o Make changes to the Windows registry on the failover system to match any changes made on
the primary SiteScope server. For example, if you make changes to JVM heap space on the
primary SiteScope, you should make the same changes on the failover system.

+ ODBC database connections must be set up on the failover machine to match those on the
primary SiteScope.

« JDBC drivers must be copied, installed, and set up on the failover machine to match any
database monitoring being performed on the primary SiteScope.

o Secure Shell (SSH) servers must be copied, installed, and set up on the failover machine to
match any SSH logins and monitoring performed on the primary SiteScope.

o Client libraries, custom scripts, and other API "helper" programs for any application monitors on
the primary SiteScope (for example, BroadVision, WebLogic, WebSphere, and so forth) must be
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installed and set up on the failover machine.

o DHCP library files must be copied from the primary to failover machine in order to enable the
DHCP monitor type.

o When the primary SiteScope server requires a secure connection, SiteScope Failover must also
be configured for a secure connection. For details, see the section on Configuring SiteScope to
Use a Secure Connection in the HP SiteScope Deployment Guide (available from the HP
Software Product Manuals site).

« When the primary SiteScope server requires SSL with client certificate authentication,
SiteScope Failover must be configured for SSL with client certificate authentication. Client
certificate authentication must be enabled and configured on the primary SiteScope and
SiteScope Failover servers. For details, see "How to Configure SiteScope Failover for SSL With
Client Certificate Authentication" on page 28.

o SiteScope and SiteScope Failover support user authentication using smart cards. Smart cards
store certificates verifying users’ identity and allow access to secure environments. For details
on enabling smart card authentication, see the section on configuring smart card authentication
enforcement in the SiteScope Deployment Guide (available from the HP Software Product
Manuals site).
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Chapter 4: Configuring SiteScope Failover

This chapter includes:
o "How to Configure SiteScope Failover" below

+ "How to Configure SiteScope Failover for SSL With Client Certificate Authentication" on page
28

o "Test SiteScope Failover Configuration" on page 30

o "SiteScope Failover and BSM Integration" on page 32

How to Configure SiteScope Failover

This section includes information about configuring SiteScope Failover for its initial use.
1. Access the user interface

After you have installed SiteScope Failover, access the user interface to configure SiteScope
Failover.

Open a supported web browser and enter the SiteScope Failover server name with the port
number selected during the installation.

For example, http://localhost:8080/SiteScope.

The user interface to SiteScope Failover is very similar to the primary user interface. However,
title bar indicates SiteScope Failover.

2. Verify the License

You activate SiteScope Failover by installing SiteScope Failover and entering a valid
SiteScope Failover license file. No special license file is needed for primary SiteScopes in
order for them to be mirrored by a failover. SiteScope Failover can mirror and provide failover
functionality for any regular SiteScope installation of the same version number.

a. Inthe SiteScope Failover user interface, choose Preferences > General Preferences.
b. Expand the Licenses group.
c. Enteranew license file if needed, and click Save.

3. Configure Lightweight Single Sign-On (LW-SSO) for the Authentication Strategy
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This is the default single sign-on authentication strategy for SiteScope. LW-SSO is embedded
in SiteScope and does not require an external machine for authentication.

SiteScope Failover and primary SiteScope must be configured with the same LW-SSO
passphrase.

a. Access the primary SiteScope user interface.
b. Select Preferences > General Preferences > LW SSO Settings.
c. Write down or copy the text from the Communication security passphrase field.
d. Access the SiteScope Failover user interface.
e. Navigate to Preferences > General Preferences > LW SSO Settings.
f. Paste or enter the communication security passphrase, and then click Save.
g. Restart SiteScope Failover.
4. Add Certificates to SSL-Enabled SiteScope Failover

SiteScope Failover must be enabled for SSL if the primary SiteScope is enabled for SSL. Also,
if the primary SiteScope is not enabled for SSL then SiteScope Failover cannot be enabled for
SSL.

The procedure to enable SiteScope Failover to use SSL is the same as the procedure for

standard SiteScope. See Configuring SiteScope to Use SSL in the HP SiteScope Deployment
Guide.

Note: The serverKeystore string used when generating the certificates must be typed in
the same case as specified in the documentation, otherwise it will fail when using
SiteScope Failover with SSL.

If self-signed certificates are used, both primary and SiteScope Failover must have the same
certificates imported. For example, assume the following SiteScope server URLs:

» Primary: https:\\primary.company.com:8443\

= Failover: https:\\failover.company.com:8443\

On the primary.company.com server, the certificates for primary.company.com and
failover.company.com should be added. Similarly, on the failover.company.com server, the

certificates for primary.company.com and failover.company.com should also be added:

On primary SiteScope:
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[ SiteScope User: SiteScope Administrator [~ Logout |
Page Optiocns + Help »
~
= Certfficate Managemert
||é| Certificate Management e
= I's
{? Commen Evert Mappings 3 = %
Credertial Preferences Alias Issuer = Valid Until Version
0 Email Preferences cefumtrustednetwarkca Linizeto Technologies 5.4, 3101272029 1407 3 ‘]
faillover mycompany.com.c...  Unknown 26/07/2012 16:03 3
@ General Preferences b primary.mycompany .com....  Unknown 26/07/2012 16:04 3
S secomvalicertclassica ValiCert, Inc. 26/06/2019 01:23 1
@ Monitors A walirartrlasslra alifart e AENEMANMG N340 1

On SiteScope Failover:

[ SiteScope Failover

Page QOptionz +

Help =

User: SiteScope Administrator

[Fogout)

3

| @ Certificate Management

Certificate Management

]

3 ~
§# Common Evert Mappings F X L= % qb
Crederntial Preferences Alias Issuer =|  valid until Version
2B 21220291407 il
[4] Email Preferences =2
failover .company.com.cer Unknown 26/07/2012 16:03 3
[ General Preferences - primary .company.com.cer Unknown 26/07/2012 16:03 3
..... —
” secomvalicertclass1ca WaliCert, Inc. 26/06/2019 01:23 1
@ Monitors A walirartrlasslra alifart e AENEMANMG N340 1

For information about viewing and importing certificates by using the Certificate Management

page, see the SiteScope Help.

5. Specify Schedule Settings

The schedule settings can determine how often the mirroring operation occurs and how often
the SiteScope Failover checks the primary SiteScope availability.

a. Inthe SiteScope Failover user interface, select Preferences > Schedule Preferences.

b. Inthe Failover Schedule Preferences group, create a new absolute or range schedule.

For information about creating absolute or range schedules, see the SiteScope Help.

Note: You do not need to define schedule settings if you want to use the default schedule

for these operations.

6. Specify Notification Settings

The notification settings determine the email server configuration, the notifications template,

and other related settings.

a. Inthe SiteScope Failover user interface, select Preferences > High Availability

Preferences.

b. Select Default Settings > Edit.
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The Default Failover Settings dialog appears.
For information about notification settings, see the SiteScope Help.
c. Specify the settings as required, and then click OK.
7. Create a New Failover Profile

You define a profile to store the configuration settings that control how SiteScope Failover
operates. These behaviors include frequency of checking primary SiteScope availability and
mirroring.

a. Inthe SiteScope Failover user interface, select Preferences > High Availability
Preferences.

b. Intheright panel, click New Profile to open the New Failover Profile dialog.

For information about defining a profile by using this dialog, see the SiteScope Help.

Note: For an SSL environment, make sure that the primary SiteScope host name is
identical to that used in the server certificate (the name is case sensitive), otherwise
the connection will fail due to an SSL error.

c. Specify the settings as required, and then click OK.
The profile is created and displayed by name in the High Availability Preferences page.
The new profile is also listed on the primary SiteScope High Availability Preferences page.
8. Test the SiteScope Failover Configuration

For details, see "Test SiteScope Failover Configuration" on page 30.

How to Configure SiteScope Failover for SSL With
Client Certificate Authentication

This section includes information about configuring SiteScope Failover for SSL with client
certificate authentication when the primary SiteScope server requires SSL. SiteScope Failover
must be enabled for SSL if the primary SiteScope is enabled for SSL. Also, if the primary SiteScope
is not enabled for SSL then SiteScope Failover cannot be enabled for SSL.

1. Prerequisites

Client certificate authentication must be enabled and configured on the primary SiteScope and
SiteScope Failover servers. This can be done either:
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= Using the SiteScope Hardening Tool (recommended). For details, see the section on Using
the SiteScope Hardening Tool in the HP SiteScope Deployment Guide (available from the
HP Software Product Manuals site).

= Manually. For details, see the section on Manually Configuring SiteScope to Use a Secure
Connection in the HP SiteScope Deployment Guide (available from the HP Software
Product Manuals site).

2. Create a Failover Profile for SSL SiteScope Before Enabling Client Certificate
Authentication

For task details, see "How to Configure SiteScope Failover" on page 25.
3. Create the Keystore with the Client Certificate Signed by the Trusted CA

This client certificate will be sent for SSL authentication between the primary and SiteScope
Failover server.

= To create the keystore using the SiteScope Hardening Tool (recommended), see the section
on Configuring Hardened SiteScope for Integration with Hardened BSM or SiteScope
Failover in the HP SiteScope Deployment Guide (available from the HP Software Product
Manuals site).

s Tomanually create the keystore:

o On Windows platforms, run the command:

C:\SiteScope\java\bin\keytool -import -alias sitescope_client_cert -
file

C:\SiteScope\templates.certificates\client_cert.cer -keystore
C:\SiteScope\templates.certificates\clientKeystore.jks -storepass <y
our_ keystore_password>

o On Linux platforms, run the command:

/opt/HP/SiteScope/java/bin/keytool -import -alias sitescope_client_c
ert -file

/opt/HP/SiteScope/templates.certificates/client_cert.cer -keystore
/opt/HP/SiteScope/templates.certificates/clientKeystore.jks -storepa
ss <your_keystore_password>

4. Add Service Parameters to the Primary SiteScope and SiteScope Failover
On the primary SiteScope and SiteScope Failover server, perform the following:

= On Windows platforms, open the Windows registry (HKEY_LOCAL _
MACHINE\SYSTEM\CurrentControlSet\Services\SiteScope (or HP SiteScope
Failover)\serviceParam), and add the following string to the beginning of the (Default)
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entry:

-Djavax.net.ssl.keyStore="C:\SiteScope\templates.certificates\clientKeystore.jks
-Djavax.net.ssl.keyStorePassword=<your_ keystore_password>
-Djavax.net.ssl.keyStore Type=JKS

Note: If you created the keystore using the SiteScope Hardening Tool, the file name
will be BSMClientKeystore (without an extension). This file can be used as it is, or it
can be copied and renamed.

Alternatively, you can use the go.bat option from the <SiteScope root directory>\bin
directory to add service parameters.

= On Linux platforms, in the lopt/HP/SiteScope/bin/start-monitor file, modify the java
parameters using Linux file path as follows:

-Djavax.net.ssl.keyStore="/opt/HP/SiteScope/templates.certificates/clientKeystore.jks
-Djavax.net.ssl.keyStorePassword=<your_ keystore password>
-Djavax.net.ssl.keyStore Type=JKS

Test SiteScope Failover Configuration

SiteScope Failover configuration is tested from both the SiteScope Failover user interface and the
primary SiteScope interface.

To test the SiteScope Failover configuration from the SiteScope Failover
machine:

1. Inthe SiteScope Failover user interface, select Preferences > High Availability
Preferences.

2. Intheright panel, select Default Settings > Test.
The Test High Availability dialog box appears.

3. (Optional) To test the email notifications, enter an email address and click Send Test
Notifications.

4. Totest the SiteScope Failover configuration, click Test.

The test results appear:
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HP SiteScope %]

@ Checking for fatal errors ... Mot detected
Current role ... Failover
Checking connection to mydwm0&03 deviabad ... Passed
Checking remote SiteScope health status ... WORKING
Checking version of High Availabilty service .......... Passed
Checking autherization ... Passed
Checking SiteScope version ... Passed
Alltests complited ... Yes
Test duration (msec) ... 62

oK

Note: If the connection fails for an SSL environment, see "Connection to SiteScope

Failover Configuration Failed for an SSL Environment" on page 36.

5. Review the results for failure information, then click OK.

To test the SiteScope Failover configuration from the primary SiteScope

machine:

1. Inthe SiteScope user interface, select Preferences > High Availability Preferences.

2. Intheright panel, select Default Settings > Test. The Test High Availability dialog box

appears.
The test results appear:

HP SiteScope

® Checking for fatal errors .......... Mot detected
Current role ... Primary
Checking connectionto MYDWVMOE04 ... Pazsed
Checking remote SiteScope health status ... WORKING
Checking version of High Availability service .......... Pazsed
Checking authorization .......... Pazsed
Checking SiteScope version ... Pazsed
Alltests complited ... Yes
Test duration (msec) ... 421

—

Note: If the connection fails for an SSL environment, see "Connection to SiteScope
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Failover Configuration Failed for an SSL Environment" on page 36.

3. Review the results for failure information, then click OK.

SiteScope Failover and BSM Integration

If a primary SiteScope is configured for reporting to BSM and the failover SiteScope is activated,
SiteScope Failover automatically configures itself to report to BSM. In some cases, you may want
to disable reporting to BSM from SiteScope Failover.

To disable reporting to BSM from SiteScope Failover:

1. Inthe SiteScope Failover user interface, select Preferences > High Availability
Preferences.

2. Select the profile for which you want to disable reporting to BSM and click Edit.
3. Expand the Advanced Settings panel.

4. Click Disable BSM Integration, and then click OK.

Note: SiteScope Failover reports to BSM only after the first mirroring occurred since the
primary SiteScope was registered to BSM.

HP SiteScope (11.23) Page 32 of 38



Chapter 5: Troubleshooting SiteScope
Failover

This chapter describes procedures for diagnosing and troubleshooting problems that may occur
when working with SiteScope Failover.

This chapter includes:

o "Error Log File" below

o "Failover Activation Issues" below

o "Authorization Errors Related to LW-SSQ" on the next page
¢ "Incorrect Report Data" on the next page

« "Notifications Not Received" on page 35

o "Rebuild SiteScope from the SiteScope Failover" on page 35

o "SiteScope Failover Failed to Create a New Profile with the Primary SiteScope that Already
Uses SSL with Client Certificate Authentication" on page 36

o "Connection to SiteScope Failover Configuration Failed for an SSL Environment" on page 36
o "SiteScope Failover Configuration Fails with WSDL Timeout Error" on page 36

+ "Events sent from SiteScope Failover Fail to Show in BSM" on page 37

Error Log File

Errors encountered during SiteScope Failover mirroring operations are written to the high_
availability.log. This log is located in the <SiteScope root directory>\logs directory on the
failover server.

Entries are made to this file if the SiteScope Failover is scheduled to mirror configurations from the
primary SiteScope but is unable to connect to the primary. Entries are also made to this file if
individual mirroring operations fail or encounter errors.

Failover Activation Issues

This section includes the troubleshooting suggestions for issues relating to SiteScope Failover
activation and general operations.
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o Detecting if a SiteScope Failover was Activated
To determine if a SiteScope Failover has been activated:

= Ask the recipients in the notifications list if they received an email about SiteScope Failover
has been activated.

= Review the high_availability.log.
« SiteScope Failover License Issues

If the license is other than a SiteScope Failover license, the failover will try to operate as a
regular SiteScope installation.

Toresolve a SiteScope Failover license:

a. Check the license key entered on the SiteScope Failover server by opening the General
Preferences page. If the license does not start with the letters HA then it is the incorrect
license type.

b. Contact your HP Sales person to obtain a valid SiteScope Failover license.
c. Enterthe new license on the SiteScope Failover server.

d. Restart the SiteScope Failover service. On Windows platforms, the default service name is
Failover.

After entering a valid Failover license and restarting the service or process, SiteScope
Failover disables the mirrored monitors as long as it can detect the primary SiteScope.

Authorization Errors Related to LW-SS0O

Lightweight Single Sign-On (LW-SSO) is the default single sign-on authentication strategy for
SiteScope. If the LW-SSO init string differs for the primary SiteScope and SiteScope Failover,
authorization errors occur.

To resolve authorization errors, see "Configure Lightweight Single Sign-On (LW-SSO) for the
Authentication Strategy " on page 25.

Incorrect Report Data

If reports seem to contain incorrect data, check that both the primary SiteScope and SiteScope
Failover machines have synchronized time.

You can use the OS embedded time synchronization services (see
http://en.wikipedia.org/wiki/Network_Time_Protocol).
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Notifications Not Received

If notifications are not being received as expected, check the following areas:

1. Inthe SiteScope Failover user interface, select Preferences > High Availability
Preferences.

2. Select Default Settings > Test.

In the Default Failover Settings dialog box, enter an email address and click Send Test
Message. This also allows you to test the format of the notification.

3. If the email message was not received:
a. Select Preferences > High Availability Preferences.
b. Inthe High Availability Preferences page, click Default Settings > Edit.

c. Review the settings on the dialog box for correctness.

Rebuild SiteScope from the SiteScope Failover

If the primary SiteScope cannot be accessed due to an operating system or hardware issue, you
can rebuild the primary SiteScope as follows:

Option 1: Use the SiteScope Configuration Tool to create an archive on the SiteScope Failover
server, and then restore it on the primary SiteScope. No additional changes are required. This will
restore the current state of failover.

Option 2: SiteScope Failover stores the previous states of the primary configuration (mirroring
results). By default, only two snapshots are stored, but you can customize this setting in the
Failover Profile >Advanced Settings >Number of backups.

Each backup is saved as a zip file, and is located on the SiteScope Failover serverin the
<SiteScope Failover root directory>\high_availability\failove\<sPRIMARY_HOST_
NAME>\history\ folder.

You can use one of these old snapshots to restore the primary server.

To restore the zip file, delete the \groups and \persistency folders from the file system of the
primary SiteScope server, and then unpack the zip file to the SiteScope root folder to overwrite
existent files.

Note: After performing one of these options, you should perform any additional SiteScope
configuration changes that were previously configured, such as adding libraries or configuring
SSL. The failover profile must be recreated from the beginning.
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SiteScope Failover Failed to Create a New Profile
with the Primary SiteScope that Already Uses SSL
with Client Certificate Authentication

If SiteScope Failover fails to create a new profile with the primary SiteScope that already uses SSL
with client certificate authentication, client certificate authentication should be temporarily disabled
and be enabled after creating the Failover profile.

To disable authentication you should perform the following:

o Edit the <SiteScope root directory>\Tomcat\confiserver.xml file on both the primary
SiteScope and SiteScope Failover servers.

¢ Inthe HTTPS connector settings, set clientAuth="false" , and then restart SiteScope.
<Connector port="8443" ... . clientAuth="false" />

To enable client certificate authentication after creating the Failover profile, set this key to "=true".

Connection to SiteScope Failover Configuration
Failed for an SSL Environment

If the connection to the SiteScope Failover configuration fails for an SSL environment, make sure
that the automatically resolved Failover host name is identical to the name used in the server
certificate (the name is case sensitive). The Failover host name is available in the user interface,
but the field is not editable.

If the name is different, perform the following:

1. Stop the SiteScope service.

2. Correct the name in the <SiteScope root directory>\high_availability\ha.config.xml file.
3. Start the SiteScope service.

This operation should be performed after stopping of SiteScope service.

SiteScope Failover Configuration Fails with WSDL
Timeout Error

Problem: Getting a "Failed to access the WSDL... Connection timed out." error when setting up
SiteScope Failover. If you change the primary host name to any non-existent host, the error
message remains unchanged.
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Possible causes:

1. The firewall, anti-virus, or other third party software is blocking the TCP port when using non-
standard ports.

2. The host name cannot be resolved.
Possible solutions:
o Temporarily suspend such software to see if this is causing the problem.

o Try to open the user interface of the primary and failover servers from each other.

Events sent from SiteScope Failover Fail to Show
in BSM

Problem: Events sent from SiteScope Failover (when the primary SiteScope server is down) do
not show up in BSM, even though the HP Operations agent was installed and the failover server is
configured to send events.

Possible solution: Remove the SiteScope Failover certificate in BSM and the OM integration on
the SiteScope Failover, and integrated the HP Operations agent again.
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We appreciate your feedback!

If you have comments about this document, you can contact the documentation team by email. If
an email client is configured on this system, click the link above and an email window opens with
the following information in the subject line:

Feedback on SiteScope Failover Guide (SiteScope 11.23)
Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client,
and send your feedback to SW-doc@hp.com.
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