HP Network Node Manager i Software

For the Windows®, HP-UX, Linux, and Solaris operating systems

Software Version: 9.1x Patch 5

Reference Pages

Document Release Date: January 2013
Software Release Date: January 2013 I



Legal Notices

Warranty

The only warranties for HP products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an additional
warranty. HP shall not be liable for technical or editorial errors or omissions contained herein.

The information contained herein is subject to change without notice.

Restricted Rights Legend

Confidential computer software. Valid license from HP required for possession, use or copying. Consistent
with FAR 12.211 and 12.212, Commercial Computer Software, Computer Software Documentation, and
Technical Data for Commercial Items are licensed to the U.S. Government under vendor's standard
commercial license.

Copyright Notices
© Copyright 2008-2013 Hewlett-Packard Development Company, L.P.

Trademark Nofices

Adobe® is a trademark of Adobe Systems Incorporated.

HP-UX Release 10.20 and later and HP-UX Release 11.00 and later (in both 32 and 64-bit configurations) on
all HP 9000 computers are Open Group UNIX 95 branded products.

Microsoft® and Windows® are U.S. registered trademarks of Microsoft Corporation.
Oracle and Java are registered trademarks of Oracle and/or its affiliates.

UNIX® is a registered trademark of The Open Group.

Oracle Technology — Notice of Restricted Rights

Programs delivered subject to the DOD FAR Supplement are ‘commercial computer software’ and use,
duplication, and disclosure of the programs, including documentation, shall be subject to the licensing
restrictions set forth in the applicable Oracle license agreement. Otherwise, programs delivered subject to the
Federal Acquisition Regulations are ‘restricted computer software’ and use, duplication, and disclosure of the
programs, including documentation, shall be subject to the restrictions in FAR 52.227-19, Commercial
Computer Software-Restricted Rights (June 1987). Oracle America, Inc., 500 Oracle Parkway, Redwood City,
CA 94065.

For the full Oracle license text, see the license-agreements directory on the NNMi product DVD.

Acknowledgements

This product includes software developed by the Apache Software Foundation.
(http://www.apache.org)

This product includes software developed by the Indiana University Extreme! Lab.
(http://www.extreme.indiana.edu)

This product includes software developed by The Legion Of The Bouncy Castle.
(http://www.bouncycastle.org)

This product contains software developed by Trantor Standard Systems Inc..
(http://www.trantor.ca)



NNMi Reference Pages

9.1x Patch 5

Network Node Manager Reference Pages

User
Commands (1)

Administrator
Commands (1M)

File
Formats (4)

nmscatgets
nnmcluster

nnm.envvars

nNMprops
nnmsetcmduserpw.ovpl

nnmtrapdump.ovpl
nnmfindattachedswport.ovpl

nnmversion.ovpl
ovjbosspath.ovpl
ovjrepath.ovpl
ovstatus

nnmdumpevents
nnmsnmpnotify.ovpl

nmsdbmgr

nnmaction
nnmbackup.ovpl
nnmbackupembdb.ovpl
nnmcertmerge.ovpl
nnmchangedbpw.ovpl
nnmchangeembdbpw.ovpl
nnmchangesyspw.ovpl
nnmcommeconf.ovpl
nnmcommload.ovpl
nnmconfigexport.ovpl
nnmconfigimport.ovpl
nnmconfigpoll.ovpl
nnmconnedit.ovpl
nnmdeleteattributes.ovpl
nnmdeleteurlaction.ovpl
nnmdisableperfspi.ovpl
nnmdiscocfg.ovpl
nnmenableperfspi.ovpl
nnmhealth.ovpl
nnmincidentcfg.ovpl
nnmldap.ovpl
nnmlicense.ovpl
nnmloadattributes.ovpl
nnmloadmib.ovpl
nnmloadnodegroups.ovpl
nnmloadseeds.ovpl
nnmmanagementmode.ovpl
nnmnetdeletenodeattrs.ovpl
nnmnetloadnodeattrs.ovpl
nnmnodedelete.ovpl
nnmnodegroup.ovpl
nnmnoderediscover.ovpl
nnmofficialfgdn.ovpl
nnmooflow.ovpl
nnmopcexport.ovpl
nnmperfspisync.ovpl
nnmresetembdb.ovpl
nnmrestore.ovpl
nnmrestoreembdb.ovpl
nnmsecurity.ovpl

nnmseeddelete.ovpl
nnmsetdampenedinterval.ovpl

disco.NoVLANIndexing
disco.SkipXdpProcessing
hostnolookup.conf
ipnolookup.conf
logging.properties
macdedupexceptions.txt
nnm.ports
nnm.properties
Idap.properties
nnmtrapd.conf

trapFilter.conf
UnnumberedNodeGroup.conf

nnmsetofficialfgdn.ovpl
nnmsnmpbulk.ovpl

nnmsnmpget.ovpl
Page 2

UnnumberedSubnets.conf

January 2013



NNMi Reference Pages

9.1x Patch 5

nnmsnmpnext.ovpl
nnmsnmpset.ovpl
nnmsnmpwalk.ovpl
nnmsso.ovpl
nnmstatuspoll.ovpl
nnmtopodump.ovpl
nnmtrapconfig.ovpl
nnmtrapdload.ovpl
nnmtrimincidents.ovpl
nnmwhat

ovaddobj

ovdelobj

ovjboss

OVSerror

ovspmd

]
<
%)
23
QO
=

2

Page 3

January 2013



NNMi Reference Pages 9.1x Patch 5 January 2013

Name

nmscatgets — Get localized catalog strings for NNMi

SYNOPSIS

nmscatgets [ -f CATFILE -S SETNUM -m MSGNUM -d DEFAULT ]

DESCRIPTION

The nmscatgets command is used to query a message catalog and retrieve a localized (non-English) string
from that catalog file. This string can then be displayed, for example, from a perl script. The caller must
know the message catalog containing the desired localized strings, as well as the set-number and message-
number within that file. If the specified message is not found, the default (English) value is returned.

The nmscatgets command is mostly used internaly by other NNMi or HP-provided scripts. It doesn't
provide much value for other uses.

Parameters

The nmscatgets command recognizes the following options.
-f FILE

The file name containing the localized strings to query.
-s SETNUM

The set number within the catalog file, generally "1".
-m MSGNUM

The message number within the catalog file.
-d DEFAULT

The default (English) string to be printed if one or more of the FILE, SETNUM, or MSGNUM values are not
available.

RETURN VALUE

The nmscatgets command returns the localized string when the FILE, SETNUM, and MSGNUM values are all
valid. Otherwise the nmscatgets command returns the DEFAULT (English) string provided to the
command.

AUTHOR
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nmscatgets Was developed by Hewlett-Packard Company.

Return to Reference Pages Index

Page 5



NNMi Reference Pages 9.1x Patch 5 January 2013

Name

nnmcluster — start NNMi cluster services

SYNOPSIS

nnntl ust er [-disablel-enable] [-display] [-startnnm|-stopnnm] [-acquirel-relinquish] [-shutdown [-force]]
[-dbsync] [-halt] [-node nodenane] [ [-daemon]]

DESCRIPTION

nnncl ust er starts the NNMi cluster process. The NNMi cluster command permits an administrator to set up
two systems for ensuring the availability of NNMi services if one system fails. After you run the

nnntl ust er command on each node, each one will detect the other and form a cluster. The first node to join
the cluster comes up in the act i ve state, and starts the NNMi services (using the ovst art command). The
second node detects that there is already an active node, and assumes the st andby state. If the standby node
loses connectivity with the active node, (due to system shutdown or failure), then the standby node assumes
the act i ve state and starts the NNMi services.

If the nnntl ust er iscaled with no command-line parameters, it starts the cluster in interactive mode. The
interactive mode permits the system administrator to view and modify cluster settingsin an interactive
session. These settings include the ability to enable or disable automatic failover, shutdown a node in the
cluster, transfer NNMi services from active to standby, and other settings.

If nnntl ust er iscalled with the - daeron parameter, the NNMi cluster starts up as a background daemon
process or Windows service.

If the nnntl ust er command is called with other command-line parameters, it will initiate the actions
specified on the command-line. These actions typically affect the NNMi cluster daemon process on the local
node. However, if the - node nodename option is used, it affects the NNMi cluster daemon process on the
specified node.

Most of the options available from the command-line are also available in interactive mode. For example,
using the - shut down option from the command line is the same as using the shut down command in
interactive mode. The interactive mode has some additional commands, such as hel p, to display a list of
available commands, and qui t , to exit the interactive mode. The - node nodenane command is also
available interactively.

Note that only NNMi cluster daemon processes are capable of starting NNMi services. The interactive mode
and specifying actions on the command-line are methods for affecting the behavior of a daemon process on
one of the nodes in the cluster. For example, using the - acqui r e option causes the daemon process on the
local node (or the specified node if used with the - node option), to acquire the act i ve state and start NNMi
services. After an NNMi cluster daemon process is started, the only way of interacting with that daemon
process is by using the command line or interactive mode settings. For example, if you want to terminate
that daemon process, use the nnntl ust er - shut down command.

When NNMi is using the embedded database, the NNMi cluster application synchronizes the database
between the active and standby nodes. This is achieved by sending a compl ete database backup to the
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standby, followed by periodic incremental database transaction logs. The time intervals for the frequency of

full backups and transaction logs, along with other cluster parameters, are defined in the nns-
cluster.properties file.

For the embedded database scenario, the NNMi cluster application has a startup period that must occur
before permitting the active node to send the database to the standby node. During this startup period,
command options that would transfer the act i ve state to the standby node are disabled. These options
include shut down, acqui re, rel i nqui sh, and other available options, as they can leave the standby node in
a state where it only has a portions of the database and is unable to run NNMi. However, after the standby
node has received the entire database, there should be no critical times from that point forward, assuming
both systems stay running (a restart causes the standby node to verify that it is still in-sync with the active
node).

If NNMi is using the Oracle database, then no database replication is performed, as the Oracle database
instance is on a third machine outside of NNMi control. In this scenario, the NNMi nnncl ust er command
still monitors the active NNMi management server and starts NNMi on the standby server if the active fails.

Parameters

The nnntl ust er command recognizes the following options. Any unrecognized options are reported by a
usage message. Options are always processed in the specified order. For example, using - di spl ay -

di sabl e isdifferent from using - di sabl e -di spl ay. All of the parameters refer to the NNMi cluster
daemon process on the local node, unlessthe - node nodenane option is used.

- di sabl e

Disables the automatic failover capability (automatic failover is enabled by default). The system
administrator might choose to shutdown the active node briefly to perform some administrative tasks.
The - di sabl e parameter permits the active node to be shut down without the standby node becoming
active and starting the NNMi services. You can restart the same node in the act i ve state by using the
- acqui r e option followed by the - enabl e option.

- enabl e

Re-enable automatic failover capability after being disabled as described above.
- di spl ay

Connect to the cluster, query the current cluster state, then display that state to the administrator.
-startnnm

The active node may not be running NNMi services. For example, suppose you stopped the NNMi
services earlier using the - st opnnmoption. You can start up the NNMi services on the active node by
using the - st ar t nnmoption.

- st opnnm

Shut down the NNM i services on the active node, but do not release the act i ve state. If you use this
option, NNMi does not generate a failover event. For example, the standby node does not assume the
active state.

-acquire

The system administrator might want to transfer NNMi services from a node which is currently in the
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act i ve state to another node which is currently in the st andby state. Without using the - node option,

the local system becomes the new active node. If the administrator uses the - node nodenane option,
the specified node becomes the new active node.

-relinquish

Permits the system administrator to give up the act i ve state on the local (currently active) node and
causes the NNMi services to transfer control to the current standby node. The node being relinquished
stops NNMi services and assumes the st andby State.

- dbsync

Permits the system administrator to trigger an immediate database synchronization on active node.
This option is only applicable when NNMi is using the embedded database (not using an Oracle
database).

-shutdown [-force]

Shuts down the NNMi cluster daemon process on the local node. If the - node option is provided, then
shut down the NNM i cluster daemon process on the specified node. The NNMi cluster program tries
to prevent you from shutting down the cluster during times when doing so might compromise the data
integrity on the standby server. For example, if the standby server isreceiving a full database backup
from the active server, it would be bad to have a failover event during that time. If you try to shut
down the NNMi daemon process, you might get a message stating that the cluster isin a transition
state, as in the standby node is receiving important data, so you need to permit it to complete before
attempting ot shut down the cluster daemon process. If you want to force a shutdown anyway, use the
"-force" option. This disables failover to the standby (since it isin an incomplete state), then shuts
down the local (or specified) node.

-hal t

Shuts down the NNMi cluster daemon process on all nodes in the cluster. This disables failover, shuts
down all standby nodes, then shuts down the active node.

-node nodenane

Causes one or more actions specified on the command line to affect the NNMi cluster daemon process
on the specified nodename. Without specifying this option, the actions specified on the command line
to apply to the local NNMi cluster daemon.

- daenon

Starts the NNMi cluster as a daemon. The command isimmediately launched in the background. No
other command line parameters can be specified in daemon mode.

RETURN VALUE

If running the nnntl ust er command with command line options results in success, the command exits with
the 0 (zero) status (there are no errors). However, if running the nnntl ust er command with command line
options results in failure, the command exits with the 1 status (there are errors). In interactive mode, the exit
status is always O.

In daemon mode the nnntl ust er command launches as a background process and the shell prompt is

immediately returned. After you start a daemon process, you can monitor cluster status by using the

nnrel ust er - di spl ay Or ovst at us commands: the NNMi cluster determines if or when to start NNMi
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services, depending on the act i ve or st andby status of the node in relation to other nodes in the cluster;
ovst at us displaysanot runni ng status on the standby node, but running the nnntl ust er - di spl ay
command tells you that the node is in the st andby State.

DIAGNOSTICS

nnntl ust er logs output to the NNMi log directory (/ var / opt / OV/ | og/ nnmon Unix, and

9nmDat abi r % | og\ nnmon Windows). Each actively-running instance of the nnncl ust er process, such as a
daemon running in parallel with either or both the interactive or command-line mode, has a separate log
file. The most-recent running threads will always be nnntl uster. 0. *. 1 og.

The NNMi cluster internally uses an open-source technology called JGroups. The log files for JGroups are
in the same directory shown above, and are named j gr oups. | og.

EXAMPLES

nnntl ust er -daenon

nnntl uster -display

The first command starts the NNMi cluster as a daemon process, and immediately returns a shell prompt,
leaving a background daemon process. Y ou can query, shut down, or apply other actions to this daemon
process using interactive or command-line modes. Y ou can repeatedly use the second command to monitor
the status of the cluster, specifically the local daemon process, to determineif it comesup in the acti ve or
st andby state.

nnntl uster -shutdown -node xyz.nyconpany.com

Causes the NNM i cluster daemon process on the specified node to shut down. If that node is the current
active node, and if automatic failover is enabled, then the NNMi services will transfer to the standby node.

nnntl ust er

Enter the interactive mode of the NNMi cluster command to view or modify cluster parameters. To exit this
program, use theexit Or quit commands.

nnntl uster -acquire

Cause the daemon-mode NNMi cluster process on the local system to become the active node. The current
active is set to standby mode then NNMi services start on the local node.

The following is a common system administration sequence to permit the administrator to temporarily shut
down the NNMi cluster on the active node, then bring it back up later as active, without causing a failover
event to the standby node.

Step 1: Run the nnmcluster -disable -shutdown command.
Step 2: Perform some system administration tasks.
Step 3: Run the nnmcluster -daemon command.

Step 4: Run the nnmcluster -display command. Use this command to determine when the daemon is up.
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Step 5: Run the nnmcluster -enable command.

The command shown in step 1 disables failover first, then shuts down the local daemon process. In step 2,
the system administrator performs some administration tasks without the risk of triggering a failover. The
command shown in step 3 restarts the daemon NNM i cluster process. Y ou can repeatedly use the command

shown in step 4, to determine when the local daemon processis up and NNMi is running. The command
shown in step 5 re-enables automatic failover after NNMi is running on the active node.

AUTHOR

nnntl ust er was developed by Hewlett-Packard Company.

FILES

Windows: $98NM_PROPS% nms- ¢l ust er . properti es
UNIX: $NNM PROPS/ nns- ¢l ust er . properties

This file defines the cluster parameters; specifically, you must uniquely name the cluster to differentiate it
from other NNMi clusters that might be on the same network. Y ou can optionally set other parameters such
as timeouts.

SEE ALSO

ovstart(1M), ovstop(1M).

Return to Reference Pages Index
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Name

nnm.envvars — A script to define the environment variables for universal pathsin NNMi.

SYNOPSIS

Windows operating systems:
nnm envvars. bat
UNIX operating systems:

nnm envvars. sh

nnm envvars. csh

DESCRIPTION

Thennm envvar s script defines the NNMi environment variables for universal paths. Universal paths
simplify the use of NNMi and other HP Software products by providing paths and filenames common to all
operating system platforms. Universal paths are provided for the Windows command interpreter and UNIX
shells.

On UNIX operating systems, you can modify the . profile or the. I ogi n file, so that the shell script is
sourced (activated) each time you log on to your system. Alternatively, you can activate the file for an
individual terminal, user, and session by sourcing the file into the current environment.

To view the universal paths that are defined, read the nnm envvars. sh file, which residesin / opt / Ov/ bi n
on UNIX operating systems or %\nm nst al | Di r % bi n on Windows operating systems.

EXAMPLES

To modify the . profile or .1 ogin file, add the appropriate line from the following examples to the file.
To source the nnm envvar s script, use one of the following commands.
« From a Windows command line:
%NnmInstal IDir%\bin\nnm_envvars.bat

Where: 9%\nm nst al | Di r %is the directory where NNMi isinstalled. Note that the NNMi installer
creates this variable as a system environment variable.

« From a Windows operating system with UNIX-style shells installed (for example, MKS Toolkit or
CygWin):

Using sh, ksh, or bash:
$NnmiInstalIDir/bin/nnm.envvars.sh
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Where: $Nnmi nst al | Di r isthe directory where NNMi isinstalled.

Using csh:

source $NnmInstallDir/bin/nnm.envvars.csh

Where: $Nnmi nst al | Di r isthe directory where NNMi isinstalled.
« From UNIX operating systems:

Using sh, ksh, or bash:
. /opt/OV/ bi n/fnnm envvars. sh
Using csh:

source /opt/ OV/ bi n/ nnm envvars. csh

AUTHOR

nnm envvar s was developed by Hewlett-Packard Company.

FILES

Windows operating systems:

98nm nst al | Di r % bi n\ nnm envvars. bat (for Windows command line)
98nm nst al | Di r % bi n\ nnm envvar s. sh (for sh, ksh, or bash)

9\nm nst al | Di r % bi n\ nnm envvars. csh (for csh)

UNIX operating systems:

/ opt / OV/ bi n/ nnm envvars. sh (for sh, ksh, or bash)

/ opt / OV/ bi n/ nnm envvars. csh (for csh)

EXTERNAL INFLUENCES

International Code Set Support: Supports single-byte and multi-byte character code sets.

Return to Reference Pages Index
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Name

nnmprops — Query values of NNMi properties.

SYNOPSIS

nnnprops [-1] [-q prop] [-M mat ch] [-€ expand]

DESCRIPTION

nnnpr ops 1S used to query the property values that run NNMi processes. The nnnpr ops command
consolidates and displays these properties, which are stored in several locationsin the file system. This
command can be used in other scripts that need to query and act on the values of NNMi system properties.

Parameters

nnnpr ops recognizes the following options.
-
Lists the value of all properties.
-gq PROP
Queries the specified property. This option can be repeated to query multiple properties.
-m STRI NG
Queries all propertiesthat start with the prefix STRING.
-e STRING

Expand any propertiesin the STRING with their corresponding value.

RETURN VALUE

nnnpr ops always exits with the status 0 (zero) if no errors were encountered; 1 otherwise.

EXAMPLES

nnnprops - |
Lists all properties and their values.
nnnprops -gq com hp. nnms. ui . sso. i sEnabl ed -gq com hp. ns. ui . sso. domai n

Queries the property values of the com.hp.nms.ui.sso.isEnabled and com.hp.nms.ui.sso.domain properties.
Page 13
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nnnprops -m com hp. nNs. Ui . SSO

Queries all propertiesthat start with com hp. nns. ui . sso. For example, the valuesfor . pr ot ect edDomai ns,
.domain,.initString,and.isEnabl ed would be returned.

nnnprops -e "The values for comhp.nns. ui.sso are ${com hp. nns. ui . sso}."

Displays the string with the value of ${com hp. nns. ui . sso} expanded. Note that the "${" and "}" are
required to delineate the property name.

AUTHOR

nnnpr ops Was developed by Hewlett-Packard Company.

FILES

There are several properties files used by the nnmprops program. These files are separated into two
categories. HP-provided default (out-of-the-box) values and user-modified override values. The intention is
that HP can change the default properties valuesin future NNMi releases; however, user-modified values
always override the HP-provided default.

Thefiles found in the directory hierarchy below vnm nst al | Di r % mi sc\ nnm props (Windows) or
$Nnm nstal | Di r/ nmi sc/ nnm props (UNIX) define the HP-provided default values.

Note

Y ou should never modify any file below this location since future NNMi versions could
overwrite any modifications.

Thefiles in the %\nnDat abDi r % shar ed\ nnm conf \ props (Windows), %nnDat aDi r % conf\ nnm pr ops
(Windows), $NnnDat aDi r/ shar ed/ nnm conf/ props (UNIX), and $NnnDat aDi r/ conf / nnnt pr ops (UNIX)
define modified values or values changed programmatically at installation or runtime. These values are
initially commented-out copies of the HP-provided values. To edit these files, remove the comment and
change a value. The new value overrides the default value.

The difference between the two directoriesis as follows:

» 9\nnDat aDi r % shar ed\ nnm conf\ props (Windows) and $NnnDat aDi r / shar ed/ nnni conf / pr ops
(UNIX) contain properties that are shared in a cluster (HA cluster or NNMi Application Failover
cluster, for example).

o OWnnDat aDi r % shar ed\ nnm conf\ props (Windows) and $NnnDat aDi r/ shar ed/ nnnf conf / pr ops
(UNIX) defines values which are not shared. For instance, each node in the cluster may have different
values for the same property.

Return to Reference Pages Index
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Name

nnmsetcmduserpw.ovpl — set the account credentials to be used in place of the -u/-p options when
executing scripts as this user.

SYNOPSIS

nnnset cnduser pw. ovpl

DESCRIPTION

You can use nnnset cnduser pw. ovpl  to set the NNM account credentials to be used when executing any
scripts normally requiring the -u/-p option. The user and password values will be used when scripts are
executed by this user without the -u/-p command line arguments. NOTE: The UNIX user root should never
run this command. The "root" user does not need to provide -u/-p by default.

To run this command, make sure you are logged into the system as the user that will be executing the
command line scripts. These values are set on a per user basis.

Parameters

No supported parameters.

EXAMPLES

Y ou may want to set up account username and password values to be used when executing command line
scripts normally requiring the -u/-p option. This can be done to avoid specifying password information on
the command line.

Usageis:

# nnnset cnduser pw. ovpl

WARNI NG This change will affect the credentials to be used in place
of the -u/-p command |ine options whenever this user executes
a script requiri n% these. Please ensure you are |ogged in as
the desired user before executing this script.
Executing this script will create/edit the .nnm nnm properties
file in the users hone directory.

Wuld you like to continue? [n] vy

Thank you!

Pl ease provide the user nane for the account.
user: myuser

Pl ease provide a password for the user account.
password: mnypass

enter password agai n: nypass

User/ Password val ues stored successfully in /home/user/.nnnl nnm properties
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AUTHOR

nnnset crduser pw. ovpl was developed by Hewlett-Packard Company.

FILES

nnset cnduser pw. ovpl residesin $NNM BI N directory.

SEE ALSO

nnm.properties(4).

Return to Reference Pages Index
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Name

nnmtrapdump.ovpl — Print traps logged in the binary trap store to the console

SYNOPSIS

nnnt r apdunp. ovpl [-Uuser] [-p password] [-t] [-from dat e] [-tO dat e] [-Source | P address] [-trapid
Trap O D] [-last ni nut es] [-short] [-nodns] [-hexDump]

DESCRIPTION

All incoming traps are logged in a binary trap store by the HP NNM Trap Service. nnnt r apdunp. ovpl can
be used to see the traps that have been logged. It can also be used to watch new incoming traps. When
using trap tool any log or error messages are printed to the standard error. By redirecting the standard error
to a different file, you can prevent these messages from getting mixed with the actual trap dump output.

Parameters

nnnt r apdunp. ovpl supports the following parameters:
-uU <user nane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

Use-t to continuously print incoming traps. This option cannot be used with the - t o option

-fromdate

Specifies the date from which traps are printed. The date is specified in 1SO 8601 standard format:
yyyy- nm ddThh: rm ss[+ or -]hh: nm This option can be used to drill down from the analytics
entries in the trapanalytics.0.0.1og file. This option cannot be used with the - | ast option

-todate

Specifies the date till which traps are printed. The date is specified in 1SO 8601 standard format:
yyyy- nm ddThh: rm ss[+ or -]hh: nm This option can be used to drill down from the analytics
entries in the trapanalytics.0.0.log file.

-source | P address
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Specifies the source IP address of the traps that should be printed. Only traps from the given source
will be printed.

-trapidTrap QD

Specifies the trap OID of the traps that should be printed. Only traps with the given OID will be
printed.

-l ast m nutes

Specifies the age of the traps to be printed. The value isin minutes. Only traps are at the most this old
will be printed. This option cannot be used along with the - f r omoption.

-short

Use-short to print a short format of incoming traps. Only the trap OID, arrival time and source
address are printed

- nodns
Use - nodns to prevent resolution of |P addresses to node names. This speeds up the printing of traps
- hexDunp

Use - hexDunp to print traps in hexadecimal format

EXAMPLES

To print all the traps in the binary trap store to the console:

nnnt r apdunp. ovpl

Towait in aloop and print al incoming traps:

nnnt r apdunp. ovpl -t

To print traps within the 5 minute window from 9:00AM to 9:05AM MDT on July 31 2008:
nnnt r apdunp. ovpl -from 2008-07-31T09: 00: 00- 06: 00 -to 2008- 07- 31T09: 05: 00- 06: 00

To print traps that came within the last 5 minutes and then wait for incoming traps:

nnnt r apdunp. ovpl -last 5 -t
To print traps from IP address 192.168.0.1:

nnnt r apdunp. ovpl -source 192.168.0.1

FILES

$NNM DB/ t r aps isthe directory that contains the files that constitute the trap database.

$NNM_LOG t rapanal yti cs. 0. 0. | og isthe analytics log file containing information about the most frequent
trapids and sources sending traps.
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AUTHOR

nnnt r apdunp. ovpl was developed by Hewlett-Packard Company.

Return to Reference Pages Index
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Name

nnmfindattachedswport.ovpl — Find the switch port to which the input end node is attached

SYNOPSIS

nnnf i ndat t achedswport . ovpl [-U<user >] [-p <password>] { -i <end node file>|-n<end node>} [-
o<output file>]

DESCRIPTION

The nnmfindattachedswport.ovpl script displays the switch port that is connnected to an end node. When

using the nnmfindattachedswport.ovpl script, specify the end node as a MAC address, an |P address, or a
hostname. Specify the MAC address in upper case with no leading ox or 0X. Y ou can also specify the input
as a seed file, using one line per entry within the seed file.

The display consists of the following:
« Theend node.
« The switch hostname.

The interface name of the switch port that is connnected to an end node.

The VLAN name that the end node belongs to.

« TheVLAN ID that the end node belongs to.
« A status code for the interface.

The status code indicates either Success, if NNMi successfully retrieved the end node information, or an
error code. The display isin Comma Separated Vaue (CSV) format. If any of the values are not present
then NNMi displays the value - 1 instead. NNM i indicates the completion of the script by displaying a CSV
with all the values being - 1.

NNMi initialy displays a header naming each of the valuesin the CSV. There is an option to redirect the
output to afile. Thefile can then be imported into Microsoft™ Excel.

Parameters

nnnf i ndat t achedswport . ovpl supports the following parameters:
-u <user nane>

Supply an NNMi user name to use when running the script. The user could be system, an
administrator or a Level 2 operator. Required unless a nnm.properties(4) file exists.

-p <password>
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Supply the password for the user. Required unless a nnm.properties(4) file exists.
-i <end node file>

Use-i to provide an input file containing a list of end nodes. NNMi then searches for the switch port
connected to each end node. The file should have only one entry per line. The value on each line
could be a MAC address, an IP address or a hostname. The MAC address needs to be specified in
upper case with no leading ox or 0X. This parameter is required if the - n is not specified.

-n <end node>

Use the - n to provide an end node for the nnmfindattachedswport.ovpl script. The
nnmfindattachedswport.ovpl script finds the switch port that is connnected to this end node. The end
node could be a MAC address, an |P address or a hostname. The MAC address needs to be specified
in upper case with no leading 0x or oX.

-0 <output file>

Use - o to supply a file name to which the output of the script will be redirected.

EXAMPLES

An example of an input file is given below:

10. 45. 130. 2

# this is a comment line
conb. acne. com
000087D064CB

10.12.149. 4

| aserj.acme. com

An example of the display looks similar to the following:

EndNode, Swi t chNane, | f Nanme, VLANNane, VLANI d, St at usCode
10.45.130.2,-1,-1,-1,-1, UNABLE TO LOCATE ENTRY | N FDB
con5.acne.com-1,-1,-1,-1, UNABLE TO LOCATE _ENTRY_T N _ARP_CACHE
000087D064CB, 10. 45. 130. 143, 2/ 1, Networ k_B_| Pv4, 4, SUCCESS

10.12. 149. 4, swl- 1 oop0. acne. com Fa2/ 21, VLANO490, 490, SUCCESS
I?sea].icnﬁ.c%ﬁliﬁa-loopO.aan.con]Fa2/12,np|s-|ntercon,169,SUCCESS

AUTHOR

nnnf i ndat t achedswport . ovpl was developed by Hewlett-Packard Company.

Return to Reference Pages Index
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Name

nnmversion.ovpl — display the version of Network Node Manager

SYNOPSIS

nnmver si on. ovpl

DESCRIPTION

January 2013

nnmver si on. ovpl can be used to display the version of Network Node Manager that isinstalled. It also
displays the patch number of the NNM patch that isinstalled. If no patches are installed, it displays a

message indicating that no patches are listed.

Parameters

nnnver si on. ovpl does not have any options.

EXAMPLES

Print out the version of NNM and any installed patches.

nnmver si on. ovpl

AUTHOR

nnnver si on. ovpl was developed by Hewlett-Packard Company.

FILES

The following files store product version and patch information:
Windows: dat a_di r\ NNMVer si onl nf o

UNIX: / var/ opt / OV/ NNWer si onl nf o

Return to Reference Pages Index
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Name

ovjbosspath.ovpl — script to determine where jbossis installed

SYNOPSIS

ovj bosspat h. ovpl

DESCRIPTION

ovj bosspat h. ovpl isacommand used by scripts to determine where jbossis used. jboss is the underlying
application architecture used by ovj boss. Although ovj boss knows where jboss resides, jboss requires that
certain program files (jar files) be located in underlying directories of jboss. Because other Java applications
require access to these files, this provides a standard method for retrieving the base directory path.

ovj bosspat h. ovpl isused to eliminate hard-coded paths in other applications.

Parameters

None.

EXAMPLES

On Windows with the installation in the directory C:\ Pr ogr am Fi | es(x86)\ HP QpenVi ew, running
C:\ Program Fi |l es(x86)\ HP QpenVi ew\ bi n\ ovj bosspat h. ovpl returns the following:

C./Program Fi |l es(x86)/ HP OpenVi ew nonOV/ j boss/ nns

This enables other applications to find jar files that exist under this directory structure, such as the
following:

C./Program Fi |l es(x86)/ HP OpenVi ew nonOV/ j boss/ nns/ server/ nns/li b/ nns-1icensing-api.jar

AUTHOR

ovj bosspat h. ovpl was developed by Hewlett-Packard Company.

Return to Reference Pages Index
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Name

ovjrepath.ovpl — script to determine the version of JDK to use

SYNOPSIS

ovj repat h. ovpl

DESCRIPTION

ovj repat h. ovpl isacommand used by scripts to determine the version of the JDK to use. Given multiple
products being installed on the system, there can be multiple JDK versions installed. These versions are not
guaranteed to be compatible with Network Node Manager (NNM). This script encapsulates this problem by
ensuring the correct JDK is being used.

NOTE: NNM replaces JDKs from time to time. This script enables other scripts to use the new JDK without
being changed.
Parameters

None.

EXAMPLES

On Windows with the installation in the directory C:\ Progr am Fi | es\ HP QpenVi ew, running C: \ Pr ogr am
Fi | es\ HP QpenVi ew\ bi n\ ovj r epat h. ovpl returns the following:

C./Program Fil es/ HP OpenVi ew nonOV/ j dk/ b

This enables scripts that others are writing to use the correct JDK.

AUTHOR

ovj repat h. ovpl was developed by Hewlett-Packard Company.

FILES

$l nstal | Di r/ nonOV/ j dk

Directory where JDKs are installed.
Return to Reference Pages Index
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Name

ovstatus — report status of NNM managed processes

SYNOPSIS

ovstatus [ [-C] [-d] [-V] [managed_pr ocess_nares...]]

DESCRIPTION

ovst at us reports the current status of the NNM managed processes. ovst at us sends a status request
(Ovs_REQ STATUS) to the process management process (UNIX operating system) or service (Windows
operating system), ovsprd. If called with one or more managed_pr ocess_nane arguments, it reports the
status for the designated managed processes. If called with no arguments, it reports the status of all managed
processes that have been added to the NNM startup file (SUF), including ovspmd itself.

Unlike ovst art, ovst at us does not start ovspnd if it isnot aready running.

The managed processes are configured by ovaddobj from information in Local Registration Files (see
Irf(4)). A managed process is named by the first field in the LRF describing it.

Parameters

ovst at us recognizes the option described below. The first argument that is not an option, and any
succeeding arguments, are interpreted as names of managed processes for which to report status, and are
passed to ovspmd in the status request.

-C

Output one status line for each managed process.

Report the important stages in its processing, including contacting and sending the status request to
ovspmd, and closing the communication channel.

Print verbose messages from managed processes. In particular, this option displays the verbose
message from ovui spnd describing all current ovw sessions.

RETURN VALUE

ovst at us normally exits with the status o0 (zero). It returns a non-zero status only if thereis a system
problem, such as ovspnd not running.
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DIAGNOSTICS

ovst at us reports certain command-line errors (in particular, too many arguments) and system errors. The
messages are prefixed with ovst at us: , and are intended to be self-explanatory. ovst at us aso outputs error
messages received from ovsprd. These messages are prefixed with ovspnd: . ovst at us ignores
unrecognized options.

ovst at us reports the known state of all Ovs_WELL_BEHAVED and Ovs_NON_WELL_BEHAVED ProCesses.
Ovs_DAEMON processes run outside of ovspnd control. They report a PID, a state of unknown, and a final
message of Does not cormunicate with ovspmd , @ ovspnd cannot track these processes.

Note that ovspnd can process multiple requests (ovst art , ovst op, Or ovst at us) a atime. If any of these
commands is being handled, the new request will be queued by type until the previous command has
completed.

AUTHOR

ovst at us was developed by the Hewlett-Packard Company.

FILES

The environment variables below represent universal pathnames that are established according to your shell
and platform requirements. See the nnm envvar s reference page (or the UNIX manpage) for information
about using environment variables for the following files:

Windows: 9%\NNM Bl N% ovst at us
Windows: %8NM Bl N%4 ovspnd
UNIX: $NNM BI N/ ovst at us

UNIX: $NNM BI N/ ovspnd

EXTERNAL INFLUENCES

Environmental Variables

$LANG provides a default value if the internationalization variables, LC ALL, LC CTYPE, and LC_MESSAGES are
unset ,nul |l ,0rinvalid.

If SLANG iSunset , nul |, Orinval i d, the default value of C (or Engl i sh_Uni t edSt at es. 1252 on Windows)
IS used.

LC ALL (or $LANG) determines the locale of all other processes started by ovspnd .

LC_CTYPE determines the interpretation of text as single and/or multi-byte characters, the classification of
characters as printable, and the characters matched by character class expressions in regular expressions.
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LC_MESSAGES determines the language in which messages are displayed.

SEE ALSO

ovstart(1M), ovstop(1M), ovaddobj(1M), ovdelobj(1M), ovspmd(1M), nnmcluster (1M).

Return to Reference Pages Index
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Name

nnmdumpevents — dump the contents of the pre-NNM Release 8.0 event database

SYNOPSIS

nnndunpevent s [-f fil eName] [-t] [-] mi nut es] [-d dbPat h] [-X fi | eNane] [-S] [-C]

DESCRIPTION

nnndunpevent s dumps the contents of the pre-NNM Release 8.0 event database. Y ou can dump the entire
event log, the contents of a particular stream log, or the contents of a particular correlation log. The format
of the resulting file is that of the pre-NNM Release 6.0t r apd. | og file.

The nnndunpevent s command dumps the contents of the event store associated with the legacy pnd process,
and would only be used for viewing events for NNM 6.x, NNM 7.x, or both that are forwarded to the NNMi
management station. The nnndunpevent s command does not dump traps. Use the nnnt r apdunp. ovpl script
for dumping traps. See the nnmtrapdump.ovpl (1M) reference page, or the UNIX manpage for more
information.

Parameters

nnmdunpevent s supports the following options:

-d dbPat h

Dumps the contents of the event database contained in the directory indicated by dbPat h, as opposed
to dumping the default database.

Tails the output (continuously watches for new events without returning).
-l mnutes

Dumps the contents of the event database, starting from the last few minutes instead of from the
beginning of the database. This option is useful with the -t option.

-f fil eNane

Writes the output of the command to the named file. If you do not specify this option, the output of
the command is written to standard output. The format of the output isin the obsoleted t r apd. | og
format.

-x fil eName

Used with the - d option, where the - d option specifies the path of the directory containing the statelog
file, and the - x option specifies the statelog file name to be used for dumping the events.
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-s streanmNanme

Dumps the contents of the named stream log. The format of the output isin the obsoleted t r apd. I og
format.

-c streamNane

Dumps the contents of the correlation log associated with the st r eanNane to be dumped. The event
uuids of the parent and correlated child event are dumped, as are the contents of the child event.

If you do not specify either the - s or - ¢ option, the entire contents of the event log is dumped in the
trapd. | og format.

RETURN VALUE

If the dump of the database was successful, the nnndunpevent s command exits with a return value of 0
(zero). Otherwise, a non-zero value is returned.

AUTHOR

nnndunpevent s was developed by Hewlett-Packard Company.

FILES

The environment variables below represent universal pathnames that are established according to your shell
and platform requirements. See the nnm.envvars(1) reference page for information on universal pathnames
for your platform and shell.

The nnndunpevent s command is located in %\NM _BI Noa nndunpevent s (Windows) or
$NNM_BI N nnndunpevent s (UNIX).

SEE ALSO
nnmtrapdump.ovpl (1)

Return to Reference Pages Index
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Name

nnmsnmpnotify.ovpl — issue an SNMP notification (Trap or Inform request)

SYNOPSIS

nnmsnnpnot i fy. ovpl [-V version] [-C comunity] [-pport (defaul t:162)] [-A] [-t ti meout ] [-r
retries] [-d] [-T] [-aagent _addr ] [-eenterprise] node trap-oid variable type val ue [variabl e
type val ue]...

DESCRIPTION

If you frequently run NNMi command linetools, create an nnm properti es file containing your username
and password. Doing so permits you to run many NNMi command line tools and scripts without entering a
username and password. Place the nnm properti es filein a. nnmsubdirectory within your home directory.
For example, you might place the nnm properti es file you create in thedri ve: \ Docunents and

Set ti ngs\ user name\. nnm (Windows) or ~/ . nnm(UNIX) directory.

Thennnmsnnpnoti fy. ovpl script sends an SNMP notification request to notify another system of an event
on the local system. Y ou can use options with the nnnsnnpnoti fy. ovpl script to acknowledge (SNMPv2
Inform) or unacknowledge (SNMPv1 or SNMPv2 Trap) the notification. Y ou cannot send acknowledged

notifications to systems that support only SNMP Version 1.

By default, the notification is unacknowledged. The nnmsnnpnoti fy. ovpl script sendsan SNMP Version 1
or SNMP Version 2 Trap depending on the protocol version you specify. When you use the default version
of the nnmsnnpnoti fy. ovpl script, it terminates immediately after sending the SNMP Trap request. Thereis
no confirmation that the notification reached the destination system.

Use the - A option to send an acknowledged notification. The nnmsnnpnot i fy. ovpl script sends an SNMP
Version 2 Inform request to the destination system. It waits for the corresponding acknowledgment, and
retransmits an SNMP Version 2 Inform request if necessary. If an SNMP Version 2 Inform request
retransmission occurs, the nnnmsnnpnot i fy. ovpl script usestheti meout and retry values you specify on
the command line. If the nnmsnnpnot i fy. ovpl script displays an acknowledgment within the time period
and retry attempts you specify, you know the notification reached the destination system. If the
nnmsnnpnot i fy. ovpl script does not display an acknowledgment within the time period and retry attempts
you specify, the notification did not reach the destination system.

node can be an |P-addressable system that supports SNMP. Y ou can identify |P nodes by Internet address
or hostname. Y ou can supply node in Internet address form or hostname form. If you supply an empty string
(") to the nnmsnnpnoti fy. ovpl script instead of a node, the script uses localhost as the destination.

Specify the trap type as an object identifier in thet r ap_oi d command-line argument. Y ou must identify all
notifications using the object identifier form. Y ou can supply notifications defined in the SNMPv2 MIB or
in a vendor-specific SNMPv1 MIB directly to the nnmsnnpnoti fy. ovpl script. However, you must convert
traps defined in a vendor-specific SNMPv1 MIB to the object identifier form before supplying them to the
nnmsnnpnot i fy. ovpl script. For an SNMP Version 1 trap, if you supply an empty string ("") instead of a
trap_oi d, the Generic trap type value is set to 6 and the Specific trap type value is set to 0. For an SNMP
Version 2 trap, if you supply an empty string ("") instead of atrap_oi d thetrap_oi d variable binding is
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not set.

When providing trap object identifiers to the nnnmsnnpnoti fy. ovpl script, follow these guidelines:
» Usethe corresponding object identifiers defined in RFC 1907 to generate a trap for any of the six

generic SNMP traps: col dSt art , war nSt art , | i nkDown, | i nkUp, aut hent i cati onFai | ure, and
egpNei ghbor Loss. For example, usethe1.3.6.1.6.3. 1. 1.5. 1 trap OID to generate a col dSt art

trap. .

« To generate a trap that is not SNMP-generic but is defined in SNMPv2 form, use the NOTI FI CATI ON-
TYPE identifier from the SNMPv2-compatible MIB.

« To generate a trap that is not SNMP-generic but is defined in SNMPv1 form, determine the trap
enterprise and specific numbers from the SNMPv1-compatible MIB. From these trap enterprise and
specific numbers, construct an object identifier in the ent er pri se. 0. specific field form. For
example, consider a vendor-specific MIB for a device test. The MIB defines a trap with enterprise
1.3.6.1.4.1.11. 2. 17. 1 and specific trap field 4. The resulting trap object identifier would be
1.3.6.1.4.1.11.2.17.1. 0. 4.

The nnnmsnnpnoti fy. ovpl Script passes datato the remote node as a triple of vari abl e, t ype, val ue.
Supply one or more triplesto the nnmsnnpnoti fy. ovpl script as command-line arguments.

Each variable is an object instance identifier in either dotted decimal format or mnemonic string format. For
example, you can use either the . 1. 3. 6. 1. 4. 1. 11. 2. 17. 2. 1. 0 or the openVi ewSour cel d. 0 format.

Each t ype must be one of the following types:
INTEGER
INTEGER32
IPADDRESS
COUNTER
COUNTER32
COUNTER®64 (for SNMPv2c or v3 capable remote nodes)
GAUGE
GAUGE32
OBJECTIDENTIFIER
OCTETSTRING
OCTETSTRINGASCII
OCTETSTRINGHEX
OCTETSTRINGOCTAL
OPAQUE
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OPAQUEASCII

OPAQUEHEX

OPAQUEOCTAL

TIMETICKS

UNSIGNED32
For a complete description of each t ype, refer to RFC 1155 and RFC 1902.
The val ue parameter must be valid for the type specified. When using a type that requires a hexadecimal or
octal value, you must fully define each byte of the value. For example, if you specify fff (or 17377), itis

missing a byte, and will not work. Useof ff (or 017377) instead. Y ou must specify aval ue on the
command line. val ue must not be larger than 512 bytes.

Parameters

-v version

Requests the nnnsnnpnot i fy. ovpl script to use a specific version of SNMP to communicate with the
remote node. Valid choicesfor versi on are 1, 2c, or 3.

-c community
Specifies the community string to use for authentication on the remote node.

Note: If the community string contains characters the shell interferes with, use one or more escape
symbols or quotation marks as required.

-p port
Specifies the port to use to communicate with the remote node.
-t timeout

Specifies a timeout period, in tenths of seconds, to wait for an acknowledgment when using an SNMP
Version 2 Inform request. This option is only valid when used with the - A option.

-rretries

Specifies the number of retransmissions to attempt when no acknowledgment is received when using
an SNMP Version 2 Inform request. This option is only valid when used with the - A option.

Dump ASN.1 packet trace

Prints the OID in dotted decimal format.

-a agent _add
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Overrides the local host as the source of the notification with the given agent address. agent _addr
must be an IP address or hostname.

-eenterprise

Overrides the default enterprise object identifier for the notification with the given ent er pri se value.

EXAMPLES

The following command sends an SNMP link down Inform request to the node v2c_node:

nnnsnnpnot i fy. ovpl -A -v2c v2c_node .1.3.6.1.6.3.1.1.5.3

The following command sends an SNMP link down trap request to the node v1_node with the agent address
set to agent :

nnnsnnpnot i fy. ovpl -a agent vl node .1.3.6.1.6.3.1.1.5.3

AUTHOR

nnmennpnot i fy. ovpl was developed by Hewlett-Packard Company.

FILES

The environment variable below represents a universal path that is established according to your shell and
platform requirements:

Windows: %\NNM Bl N9 nnnsnpnot i fy. ovpl

UNIX: $NNM_BI N nnnsnnpnot i fy. ovpl

SEE ALSO

nnmsnmpwalk.ovpl (1M), nnmsnmpset.ovpl (1IM), nnmsnmpbulk.ovpl (1M).
RFC 1155, 1157, 1212: SNMP Version 1.

RFC 1901 - 1908, 2576, 2578, 3416 - 3418: SNMP Version 2.

RFC 3411 - 3415: SNMP Version 3.

EXTERNAL INFLUENCES

Environmental Variables

$LANG determines the language in which messages appear. If $LANG is not specified or is set to an empty
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string, a default of Cisused instead of $LANG. If any internationalization variable contains an invalid setting,

nnmsnnpnot i fy. ovpl behaves asif all internationalization variables are set to C.

International Code Set Support

Supports single-byte and multiple-byte character code sets.

NOTE: SNMP MIB values of thetypeoctetstringascii arerestricted to NVT-ASCII.

Return to Reference Pages Index
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Name

nmsdbmgr — controls the NNMi embedded database, including periodic database connectivity testing

SYNOPSIS

nmsdbngr [-ovspmd] [-start] [-test] [-initnmsdb] [-stop] [-status] [-kill]

DESCRIPTION

nmsdbngr IS a program that provides an interface for the ovspnd processto control the NNMi embedded
database. The nnsdbrgr program enables the ovspnd process to start, stop, and check the status of the
embedded database.

While running, the program tests database connectivity every five minutes and updates the status message
reported to the ovspnd process, depending on the results of the connectivity test. If the database test
succeeds, the message reported is Dat abase Avai | abl e. If the connectivity test fails, the message reported
isDat a Warehouse | naccessi bl e. If you see the failure message, you may experience database-related
problems in NNMi, such as the failure to retrieve and display the node inventory in the NNMi console.

While it istechnically possible to run this command independently of the ovspmd process, doing so is highly
discouraged and could cause unexpected results.

NOTE: If you examine the process table while the nnmsdbrmgr program is running, notice that this program
spawns many child processes named post gr es Or post gr es. exe, depending on the platform. These child
processes represent the embedded database itself. Having many instances of them is normal.

EXAMPLES

Normal usage of this command isindirect, using the ovspnd process.

Typical usage starts or stops the process as follows:

# ovstart —c nnsdbngr
# ovstop —c nmsdbngr

# ovstatus —c nmsdbnygr

AUTHOR

nmsdbngr was developed by Hewlett-Packard Company.

FILES
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Windows: 9\NM DB% Post gr es

Windows. 9%N\NNM nst al | Di r % nonOW Post gr es
UNIX: $NNM DB/ Post gr es

UNIX: $NNM nst al | Di r/ nonOV/ Post gr es

SEE ALSO

ovspmd(1M), ovstart(1M), ovstop(1M), ovstatus(1M).

Return to Reference Pages Index
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Name

nnmaction — wrapper process for the HP NNMi Action Server (action server).

SYNOPSIS

nnnacti on

DESCRIPTION

nnmact i on iSa process referred to as the action server. It is managed by the ovspnd process. Y ou can pass
arguments to the action server by adding entries to the nnmact i on. properti es file.

Never run the nnmact i on command manually. The ovspnd process starts and manages the nnnact i on
process. To restart the nnmact i on process, run the ovst op nnmacti on command followed by the ovst art
nnmact i on command. Run the ovst at us nnmact i on command to determine the status of the nnmact i on
process.

Y ou must be logged on as root or ar administrator to run the ovst art or ovst op commands.

AUTHOR

nnmact i on was developed by Hewlett-Packard Company.

FILES

Windows: %8NM_SHARED CONF% pr ops\ nnmact i on. properti es
Parameter file used by the action server.
UNIX: $NNM_SHARED CONF/ pr ops/ nnmact i on. properti es

Parameter file used by the action server.

SEE ALSO

ovspmd(1M), ovstart(1IM), ovstop(1M), ovstatus(1M)

Return to Reference Pages Index
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Name

nnmbackup.ovpl — script used to back up NNMi data and files

SYNOPSIS

nnnbackup. ovpl [-?]-h|-help] [-type (onlineloffline)] [-scope (config|topology|events|al)] [-force] [-
archive] -target <di rect ory>

DESCRIPTION

nnmbackup. ovpl iSthe main backup script for NNMi. For NNMi installations using an embedded database,
the nnmbackup. ovpl script determines the directories and tables to back up using the

9%8NNM_DATA% shar ed\ nnm backup. properti es (Windows) or $NNM DATA/ shar ed/ nnni backup. properti es
(UNIX) file. The backup. properti es file aso defines any files and directories that require extra processing
during the restore phase. The nnnbackup. ovpl Sscript accepts arguments to determine things like backup
scope (confi g, t opol ogy, event s, al | ), backup location, and backup type (onl i ne or of f I i ne).

Before running the nnmbackup. ovpl script, make sure you have adequate storage space in the target
directory. For most NNMi installations, if you have enough space to store the contents of the NNMi
installation, %6WNM_DATA% (Windows), or $NNM_DATA (UNIX) directories, you should have adequate storage
space. Check the available storage space in the following locations:

« Windows: 9%\nmi nst al | Di r %
o UNIX:/ opt/ov (UNIX)

If you selected the embedded database option during the NNMi installation, you can find the embedded
database data storage in the %\NNM _DATA% shar ed\ nnm dat abases\ Post gr es (Windows) or
$NNM_DATA/ shar ed/ nnnt dat abases/ Post gr es (UNIX) directory.

The target directory contains all of the files applicable for the backup options you have selected, or a single
tar file if you use the —ar chi ve option. Each backup operation stores files in a parent directory called nnm
bak- <TI MESTAMP> inside of target directory. Any database operations occurring during the backup are
included in the backup. Y ou can compress the files after the backup compl etes.

Files that require extra processing during the restore phase are stored with their full paths beneath the
target _directory/special _files/handling_routine directory. During the restore phase, NNMi selects
files for exclusion, restoration, or merge. For more information, see the nnnr est or e. ovpl reference page, or
the UNIX manpage.

The nnmbackup. ovpl script includes the necessary data to perform a restore operation. Y ou must be logged
in as administrator on Windows NNMi management servers or root on UNIX NNMi management servers to
run the nnnbackup. ovpl script.

Caution

Database backups performed by the nnnbackup. ovpl script only apply to the embedded
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database. If you chose a different database at install time, the table data is not backed up

using this script. File-system backups work regardiess of the database type. For details about
how to back up NNMi data if you select a different database at install time, see the NNMi
Deployment Reference (available at http://h20230.www2.hp.com/selfsolve/manuals).

Parameters

The nnnbackup. ovpl script supports the following options:
-type (online|offline)

This option determines the type of backup to be performed. If you specify the onl i ne option, both
NNMi and the nnmsdbngr process must be running before running the nnnbackup. ovpl script. If you
specify the of f 1 i ne option, completely stop NNMi before running the nnnbackup. ovpl script.

-scope (config|topol ogy|events|all)

This option determines the scope of the backup operation. There are two types of data that the
nnmbackup. ovpl script backs up: filesin the file system and tables in the database. The - scope
option value for filesin the file system is always applicable, regardless of the backup type you choose
(see the -t ype option). However, the - scope option value for tables in the database is applicable only
when you run an online backup using the - t ype onl i ne) option. For offline scoped backups, you get
the entire contents of the database, not just the scope you request. For this reason, HP recommends
that you do not define scope when doing offline backups (the default is al 1 ). The scopes available are
confi g, topol ogy, event s, and al | . Each scope includes all of the data and files from the previous
scope (al | — events — t opol ogy — confi g). The 9%8INM DATA% shar ed\ nnm backup. properti es
(Windows) or $NNM _DATA/ shar ed/ nnm backup. properti es (UNIX) file contains a list of the files
and tables backed up for each scope.

-force

If you use the - f or ce option, the nnnbackup. ovpl script starts and stops NNMi based on the type of
backup you requested. For online backups, if NNMi is not running, the nnnmbackup. ovpl script starts
the nnmsdbrgr process (required for backups). For offline backups, if NNMi is running, the command
stops all NNMi processes.

-archive

If you provide the - ar chi ve option, the nnmbackup. ovpl script stores the backup filesin atar filein
the target directory.

-target <directory>

Specifies the output directory where you want the backup files stored. The nnnbackup. ovpl script
creates a parent directory named nnm bak- <TI MESTAMP> inside the target directory where all backup
files are stored. If the ar chi ve option is present, the nnnmbackup. ovpl Script creates a temporary
directory, nnm bak- <TI MESTAMP>, then replaces this directory with a tar file using the same name as
the temporary directory.

-?|-h|-help

Display command usage.
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EXAMPLES

Suppose you want to save the NNMi configuration before discovering your network, but do not want to
save the discovery results. To do this, you might run a backup using the onl i ne and conf i g options:

#./ nnnmbackup. ovpl -type online —-scope config —target /tnp/bak/config

Suppose you want to save the NNMi configuration, discovered topology, and event data without bringing
the application down. To do this, you might run a backup using the onl i ne, event s, and f or ce options:

#./ nnmbackup. ovpl —-type online —-scope events —target /tnp/bak/evt

Suppose you want to run a regularly scheduled backup. To do this you might perform a backup using the
of flineandfull options:

#./ nnmbackup. ovpl —-force —-type offline —scope all —target /tnp/bak/all

AUTHOR

The nnnbackup. ovpl script was developed by Hewlett-Packard Company.

FILES

Windows: 9%\NNM DATA% shar ed\ nnm backup. properti es

UNIX: $NNM DATA/ shar ed/ nnni backup. properties

SEE ALSO

nnmrestore.ovpl (1).

Return to Reference Pages Index
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Name

nnmbackupembdb.ovpl — make a full backup of the NNMi embedded database.

SYNOPSIS

nnnbackupenbdb. ovpl [-?|-h|-help] -target <target directory> [-force]

DESCRIPTION

Use the nnnbackupenbdb. ovpl script to make a full backup of the NNMi embedded database. The contents
of the backup are uncompressed and stored in a file you specify. This file must be used to restore the NNMi
embedded database by using the nnnr est or eenbdb. ovpl Script.

Before running the nnmbackupenbdb. ovpl script, make sure you have adequate storage space in the target
directory. Look for the embedded database data storage in the

9%NM_DATA% shar ed\ nnm dat abases\ Post gr es (Windows) or

$NNM _DATA/ shar ed/ nnnt dat abases/ Post gr es (UNIX) directory. Check the size of this directory to make
sure the target directory has sufficient space to store the backup file. Compress the file after backup if
necessary.

The backup file is created in the target directory and contains all data stored in the database at the start of
the backup operation. Any statements run in the database while the backup is running are not included in
the backup.

Y ou can run this script while NNMi is running; however, you may experience temporary performance
degradation. At a minimum, the nmsdbngr process must be running for the script to be successful. If you use
the - f or ce option, the script starts the nnmsdbrgr process (if it is not running), and suppresses any interactive

messages.

You must be logged in as administrator on Windows systems or root on UNIX systems to run this script.

Parameters

-target <directory>

Directory name in which to store the backup file. This directory must exist.
-force

If you provide this option, the script starts the nnsdbngr processif it is not currently running.
-?|-h|-help

Display command usage.

EXAMPLES
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Y ou can use this script to run an on-demand backup, or you can include running the script as atask in
regularly scheduled backup scripts. Run the script as follows:

# nnnmbackupenbdb. ovpl -target /backups/nnm
You'll see these messages.

WARNI NG Running this command while NNMis running, while allowed, will cause
tenmporary performance problens. At a mininum please nmake sure the
nnsdbngr process is running (ovstart nnsdbngr).

Are you sure you want to run a full database backup now? [n] y
Ok, performng full enbedded database backup. ..

NNM enbedded dat abase successfully backed up to /backups/ nnnmi nnm bak. 2009092906. pgd.
#

AUTHOR

nnnbackupenbdb. ovpl was developed by Hewlett-Packard Company.

FILES

Windows: 9%\NNM Bl N% nnimbackupenbdb. ovpl

UNIX: $NNM_BI N nnnbackupenbdb. ovpl

SEE ALSO

ovstart(1M), ovstop(1M), ovstatus(1M), nmsdbmgr(1M), nnmrestoreembdb.ovpl (1M).

Return to Reference Pages Index
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Name

nnmcertmerge.ovpl — Automation of trust and key store merges into NNMi certificate stores

SYNOPSIS

nnnter t mer ge. ovpl [-?|-h|-help] [-keystore <fi | e> -truststore <fi | e>]|[-directory <di rect ory>]

DESCRIPTION

Usethe nnntert mer ge. ovpl script to automate certificate store merges into the nnm keyst ore and
nnm t rust st or e files. Thennntert mer ge. ovpl script ssimplifies the task of merging all certificates when
NNMi is using the Global Network Management, High Availability, or application failover features.

You must be logged in as adni ni st rat or on Windows systems or r oot on UNIX systems or as to run this
script.

Parameters

nnnter t mer ge. ovpl supports the following options:
-keystore <file>

If you provide this option, the target file is merged into the nnm keyst or e file. This option can be
provide at the sametime as the - t r ust st or e option.

-truststore <file>

If you provide this option, the target file is merged into the nnm t rust st or e file. This option can be
provide at the same time as the - keyst or e option.

-directory <directory>

You must use the - di rect ory option by itself. If you provide this option, the script handles al files
in the target directory as follows:

The script merges al filesending in . keyst or e into the nnm keyst or e file.

The script merges al filesending in . trust st ore into the nnm trust st or e file.
-?|-h|-help

Displays the command usage.

EXAMPLES
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Merge a keystore with NNM:i:

nnntertmerge. ovpl -keystore /tnp/hostA. keystore

Merge a truststore with NNMi:

nnnctertmerge. ovpl -truststore /tnp/hostA truststore

Merge a keystore and truststore with NNMi:

nnncertmerge. ovpl -keystore /tnp/hostA keystore -truststore /tnp/hostA truststore

Merge a set of keystores and truststores with NNMi:

nnntertmerge. ovpl -directory /tnp/ AppFail over Host s/

AUTHOR

nnntert mer ge. ovpl was developed by Hewlett-Packard Company.

FILES

Thennntert mer ge. ovpl script resides in the vannM _BI N%odirectory (Windows) or the $NNM BI N directory
(UNIX).

Return to Reference Pages Index
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Name

nnmchangedbpw.ovpl — change the user name and password used to authenticate with the NNMi database.

SYNOPSIS

nnnthangedbpw. ovpl

DESCRIPTION

Use the nnnchangedbpw. ovpl script to change the user name and password NNMi uses to connect to the
database. This script is useful when database passwords expire, or if you need to change the database user
name. Before running this script, run the ovst op command to stop NNMi.

Note

To avoid adverse behavior after changing the database user name and password, you must
stop NNMi before running the nnnchangedbpw. ovpl script. You can run this script while
NNMi is running, but any new database connections created by NNMi fail during
authentication.

You must be logged in as adni ni st rat or on Windows systems or r oot on UNIX systems to run this script.

Parameters

No supported parameters.

EXAMPLES

Use the nnnchangedbpw. ovpl script if your organization requires frequent password changes for the NNMi
database, or to change the user name NNM i uses to connect to the NNMi database.

The nnnthangedbpw. ovpl script does not display the password as you type it in.

When using the nnnthangedbpw. ovpl script, you should see the following messages:

# nnnchangedbpw. ovpl

WARNI NG Pl ease nmake sure NNM has been stopped before running this tool
Failure to stop NNM could result 1 n unexpected database failures.

Have you stopped NNM (ovstop)? [n] vy
Thank youl!

Pl ease provi de a dat abase user account nane.
user: mydbuser

Pl ease provide the password for database user account.
password: mnmynewpw
enter password again: nynewpw
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User/ Password changed successfully!
#

AUTHOR

nnnchangedbpw. ovpl was developed by Hewlett-Packard Company.

FILES

Windows: %8NM Bl N2 nnnthangedbpw. ovpl

UNIX: $NNM _BI N/ nnnthangedbpw. ovpl

SEE ALSO

ovstart(1M), ovstop(1M), ovstatus(1M).

Return to Reference Pages Index
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Name

nnmchangeembdbpw.ovpl — change the password used to authenticate with the NNMi embedded database.

SYNOPSIS

nnnthangeenbdbpw. ovpl

DESCRIPTION

Use the nnnchangeenbdbpw. ovpl script to change the password NNMi uses to connect to the embedded
database. This script is useful if you installed NNMi with the embedded database option. Only use this
script if you want to change the default password that was created for the embedded database during
installation. If you do not run this script, NNMi functions normally.

Before running the nnnchangeenbdbpw. ovpl script, do the following:
» Run the ovst op command to stop NNMi.

« Runtheovstart nnsdbngr command to start the nnmsdbngr process.
Note

If the nmsdbngr processis not running, the nnnchangeenbdbpw. ovpl script fails.

After the nnnchangeenbdbpw. ovpl script finishes, the embedded database password is changed to the value
supplied through the interactive prompts, and the NNMi management server is reconfigured to use the new
password to connect to the database.

You must be logged in as adni ni st rat or on Windows systems or r oot on UNIX systemsto run the
nnnthangeenbdbpw. ovpl Script.

Parameters

No supported parameters.

EXAMPLES

Use the nnnthangeenbdbpw. ovpl script if your organization requires frequent password changes for the
NNMi embedded database, or to change the user name NNMi uses to connect to the embedded database.

The nnnchangeenbdbpw. ovpl script does not display the password as you typeitin.

When using the nnnchangeenbdbpw. ovpl script, you should see the following messages:

# nnnthangeenbdbpw. ovpl
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WARNI NG St Q||o NNM and all NNM processes before running this tool.
Failure to stop NNM could result in unexpected database fail ures.

After stopping NNM, run ovstart nnsdbngr to start only the database.

Have you stopped NNM (ovstop)? [n] vy
Thank you!

Provi de a new password for the enbedded database user account.
password: mnmynewpw
enter password agai n: nynewpw

;assword changed successful | y!

AUTHOR

nnnthangeenbdbpw. ovpl was developed by Hewlett-Packard Company.

FILES

Windows: %\NM BI NoA nnnchangeenmbdbpw. ovpl

UNIX: $NNM _BI N nnnthangeenbdbpw. ovpl

SEE ALSO

ovstart(1M), ovstop(1M), ovstatus(1M), nmsdbmgr(1M).

Return to Reference Pages Index
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Name

nnmchangesyspw.ovpl — change the password for the system account normally set during NNMi
installation.

SYNOPSIS

nnnchangesyspw. ovpl

DESCRIPTION

Y ou can use the nnnchangesyspw. ovpl  script to change the NNMi system password. The NNMi system
password is normally set during installation and used for recovery purposes. Only use this command if you
want to reset the system password that was set during NNMi installation.

Before running the nnnchangesyspw. ovpl  Script, run the ovst op command to stop NNMi. After running
the nnnchangesyspw. ovpl  script, run the ovst art command to start NNMi. This will ensure that the new
value for the password is valid immediately.

You must be logged in as adni ni strat or on Windows systems or r oot on UNIX systems to run this script.

Parameters

No supported parameters.

EXAMPLES

Y ou might want to change the system password if you have deleted all other user accounts with
administrator privileges, and do not remember the system password value set during NNMi installation.

The nnnthangesyspw. ovpl script does not display the password as you type it in.

When using the nnnchangesyspw. ovpl script, you should see the following messages:

# nnnthangesyspw. ovpl

WARNI NG This change may not take affect inmmediately unless NNMis
restarted. Please run ovstop before executing this script,
and ovstart after execution to ensure the change is inmmediate.

Wuld you like to continue? [n] vy

Thank youl!

Pl ease provide a new password for the system user account.

password: nynewpw
enter password agai n: nynewpw

Syst em password changed successfully

#
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AUTHOR

nnnchangesyspw. ovpl was developed by Hewlett-Packard Company.

FILES

Windows: %\NM BI NoA nnntchangesyspw. ovpl

UNIX: $NNM Bl N nnnthangesyspw. ovpl

SEE ALSO

ovstart(1M), ovstop(1M), ovstatus(1M).

Return to Reference Pages Index
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Name

nnmcommconf.ovpl — display communication configuration information

SYNOPSIS

nnncommeonf . ovpl [-Uusername ] [-p password] [-jndiHost host nane] [-jndiPort port Default is 1099] -
proto <i cnp | snnp> -host <host nanme>

DESCRIPTION

nnconmreonf . ovpl IS a script that reads information from NNMi about how NNMi tries to communicate
with a given host using a specific protocol, then displays this information. The nnnconmrconf . ovpl script
displays information based on either SNMP or ICMP protocols.

Parameters

nnconmreonf . ovpl recognizes the following options.

- proto <protocol >

protocol: SNMP or ICMP
- host

The name of the host you plan to retrieve information from.
-uU <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

- j ndi Host
The server INDI host; the default is| ocal host .
- j ndi Port

The server INDI port; the default is 1099.

EXAMPLES
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nnncommetonf . ovpl -username foo -password bar -proto icnp -host

By running the command as shown above, you might get the information displayed below.

addr ess =10.2.1.2

ti neout =2000

addr ess =10.2.1.2
retries =1

enabl ed =true
regi on name =def aul t

nnncomeonf . ovpl -username foo -password bar -proto snnp -host

By running the command as shown above, you might get the information displayed below.

name =baz

addr ess =10.2.1.1

addr essFor ced

get Conmuni ty =public

ti meout =5000

retries =1

port =161

enabl ed =true

regi on namne =def aul t
AUTHOR

nnncormmeonf . ovpl was developed by Hewlett-Packard Company.

FILES

nnconmreonf . ovpl resides in the following directory:
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Windows: %8NM Bl N% nnntommtonf . ovpl

UNIX: $NNM BI N nnncomeonf . ovpl

SEE ALSO

nnm.properties(4), nnmcommload.ovpl (1M).

Return to Reference Pages Index
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Name

nnmcommload.ovpl — load communication settings from a comma separated file

SYNOPSIS

nnnconmi oad. ovpl [-Uusername ] [-p password] [-jndiHost host nane] [-jndiPort port Default is 1099] -
file<filepath |fil enane>

DESCRIPTION

Use the nnntommi oad. ovpl Script to import communication settings for a group of devicesin bulk. Thisis
useful if the community strings are managed by a change control mechanism. Y ou can bulk insert the
assignments into NNMi. Each assignment shows up in the NNMi console as an individual entry in the
Specific Node Settings tab of the Conmuni cation Configuration diaog.

If you specify hostnames as | P addresses, the nnntommi oad. ovpl script does not resolve the IP addresses to
fully qualified names. If you specify actual hosthames, the nnncomni oad. ovpl Script resolves the hostnames
to their fully qualified names using DNS. This can take some time to work through large import files. For
files containing more than 500 lines, the nnnconmm oad. ovpl Script saves the entries to the database in
batches of 500. After the nnnconm oad. ovpl script reads 500 lines from the import file, the SNMP
configuration entries for those lines will be resolved based on any existing SNMP region or default settings
and saved to the database.

To perform the import, create a text file that includes the information shown below. Create one line for each
device. Within each line, add the information in the order shown in the list below. Separate each value with
a comma. Enter commentsin lines that start with a number (#) character. The nnnconni oad. ovpl Sscript
interprets the data strictly by position within the line, so you must specify a comma as a placeholder for
non-specified values. Y ou can embed commas by quoting the string. For example: "comm,string"

« Target node name or |P address (required)
« Read community string (optional)

« Management address (optional)

« Write community string (optional)

« Timeout in milliseconds (optional)

« Number of retries (optional)

« Port (optional)

» Proxy address (optional)

« Proxy port (optional)

« User name (SNMP V3 optional)
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Context name (SNMP V3 optional)

Authentication protocol (SNMP V3 optional - MD5|SHA)
Authentication password (SNMP V3 optional)

Privacy protocol (SNMP V3 optiona - DES|3DESJAES|JAES192|AES256)
Privacy password (SNMP V3 optional)

Preferred SNMP version (optional - 1|2|3)

Enable SNMP Communication flag (optional - truejfalse)
Enable SNMP Address Rediscovery flag (optional - truelfalse)
Enable SNMP GetBulk flag (optional - truejfal se)

Description (optional)

Enable ICMP Communication flag (optional - truelfalse)
ICMP Timeout in milliseconds (optional)

ICMP Number of retries (optional)

For example, al of the following entries are considered valid entries:

host nane

host nane,

host nane, ,

host name, public

host nane, , 10. 2. 2. 3,, 1000, 2, 161

nodel, conmunity, 10. 3. 7. 96, wi t econmuni ty

node2, community, 10. 3. 7. 95 (the space character before community will be removed)

10. 2. 23. 34, comuni ty, 10. 2. 23. 8

10. 2. 23. 34, conmuni ty, 10. 2. 23. 88, wi t econmuni ty, 2000, 2, 161, 10. 56. 22. 199, 162

Parameters

nnnconmi oad. ovpl recognizes the following options.

-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi

January 2013

administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference

page for more information.

-p <password>
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Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-j ndi Host (optional)

The hostname of the server running the jboss application server. If you do not specify a hostname, the
nnimconmi oad. ovpl SCript uses| ocal host as the default value.

-j ndi Port (optional)

The jboss application server port. If you do not specify this port, the nnnconmi oad. ovpl Script uses

1099 as the default value.

-file (required)
A file name or full path to afile created with the format described above containing the data to be
loaded.

EXAMPLES

nnnconm oad. ovpl -user joe -password secret inport.txt
nnnconmm oad. ovpl -user joe -password secret C\tenp\inport.txt
nnnctonm oad. ovpl -user joe -password secret /tnp/inport.txt

nnncomm oad. ovpl -user joe -password secret -jndiHost nyserver -jndiPort 1117 secret
i mport. txt

AUTHOR

nnnconmi oad. ovpl was developed by Hewlett-Packard Company.

FILES

nnconm oad. ovpl resides in the following location:
Windows: i nstal | _di r\ bi n\ nnnconmi oad. ovpl

UNIX: / opt / bi n/ nnntomi oad. ovpl

SEE ALSO

nnm.properties(4), nnmcommconf.ovpl (1IM).

Return to Reference Pages Index
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Name

nnmconfigexport.ovpl — Export the configuration to one or more files that can be imported on another
system.

SYNOPSIS

nnntonfi gexport.ovpl -?|-C<configuration>[,configuration...] [-a<author_key>] [-u
<usernane> -p <passwor d>] [-X <file_prefix>] [-f <output file or directory>]

DESCRIPTION

nnntonf i gexport. ovpl isa Perl script that enables you to export the customized configuration to stdout, or
to saveitin afile.

Parameters

nnnconf i gexport . ovpl supports the following options:
-?

Displays the usage statement.
-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-c <configuration>[,configuration...]

Exports the XML schemafor the specified configuration. Use a comma separated list for multiple
configurations. If there are multiple configurations, you must specify a directory when using the - f
option.

Valid configurations:
account

Exports user accounts, user roles, user principals, user groups and user account mappings.
aut hor

Exports authors. Can be optionally filtered using the - a argument.
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custonCorrel ation
Exports custom correlation configuration. Can be optionally filtered using the - a argument.

comm

Exports communication configuration. Does not export SNMPv3 communication configuration
and device credentials. The encryption algorithms used with this data rely on an internal key
specific to the NNMi installation. It is not possible to import this data, so the data is excluded
from the export.

cust pol |
Exports custom poller configuration.
devi ce
Exports device profiles. Can be optionaly filtered using the - a argument.
di sco
Exports discovery configuration (does not include seeds).
di scoseed
Exports discovery seeds.
i fgroup
Exports interface groups.
i ftype
Exports interface types (1fTypes). Can be optionally filtered using the - a argument.
i nci dent
Exports incident configuration. Can be optionally filtered using the - a argument.
nmenu
Exports menus. Can be optionally filtered using the - a argument.
menui t em

Exports all menu items configured for the Act i ons menu. If you supply the - a argument, the
output contains the related parent menus and sub-menus.

ni bexpr

Exports MIB expressions. Can be optionally filtered using the - a argument.
noni tori ng

Exports monitoring configuration.
nodegr oup

Exports node groups.
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ngmap

Exports node group maps. The node host names must match between both NNMi management
servers for the node coordinates to import successfully.

rans

Exports one or more route analytics management server configurations.

NOTE: The Query Password field of a RAMS configuration will only be valid when you
import it into the same NNM i installation on the same system. If you import the Query
Passwor d field into a different system, you will have to re-enter the Query Password.

security

Exports security groups and tenants.
securitymappi ngs

Exports security group mappings.
station

Exports NNM 6.x/7.x management stations.
st at us

Exports the node group status configuration.
ui

Exports user interface settings.
al |

Exports all of the available configuration areas. If you use this option, you must direct the
output to a directory.

-a <aut hor_key>

Export only the configuration items created by author with key aut hor _key in a special XML format
used for incremental import. The nnntonfi gi nport . ovpl Script automatically detects this XML
format. You do not need to use a special option when using the nnnconfi gi nport. ovpl script. This
option is only available for configurations aut hor , cust onCor r el at i on, devi ce, i nci dent , menu, and
menui t em You can find available author keys by doing an export of authors. See the examples shown
below.

-f <output file or directory>
Saves the output to the specified file or directory.
-x <file_prefix>

A file name prefix that is used to name files when the specified output is a directory. Files will be
named <pr ef i x>-<ar ea>.xml.

EXAMPLES
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nnntonfi gexport.ovpl -u myusernane -p nyadni npassword -c conm

Exports the communication configuration to stdout.
nnnctonfi gexport.ovpl -u myusernane -p nmyadni npassword -c commdisco -f /tnmp -x ny

Exports the communication and discovery configurations to files named / t np/ ny- conm xm and
/trp/ my-di sco. xm .

nnntonfi gexport.ovpl -u myusernane -p nmyadni npassword -c aut hor
Exports al authors with author key and label to stdout.

nnrrconfigexport.ovg - n}/user name -p nyadm npassword -c nenuitem -a
com nycor p. nnm aut hor -f /tnp/ nycor pn"enm tenms. xm

Exports the menuitem configuration created by author with key com nycor p. nnm aut hor to the
/ t p/ mycor prenui terms. xnl file.

AUTHOR

nnnconf i gexport . ovpl was developed by Hewlett-Packard Company.

SEE ALSO

nnmconfigimport.ovpl (1M), nnm.properties(4).
Return to Reference Pages Index
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Name

nnmconfigimport.ovpl — import the nnnconf i gexport. ovpl XML output to the NNMi database.

SYNOPSIS

nnnconf i gi mport. ovpl -?|[-U<username> -p <password>] -f <input file or directory>[-X<file
prefix>] [-memory <number of megabytes>] [-timeout <tine in seconds>]

DESCRIPTION

nnnconf i gi mport . ovpl isa Perl script that enables you to import the output from the
nnnconf i gexport. ovpl script into the NNMi database.

NOTE: When performing an action import, you must restart the NNMi console (sign out, then sign in) for
the changes to take effect.

Parameters

The nnntonfi gi mport . ovpl script supports the following options:
-?

Displays the usage statement.
-u <user nane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-f <input file or directory>

Imports the configuration XML file, or, if you specify a directory, imports all of the filesin that
directory.

-x <file prefix>

Thefile prefix used to filter files to be imported when you use the - f option and specify a directory.
Any files within the specified directory that are named <file prefix>-* will be imported, then
sorted by dependencies.

-menory <menory in nmegabytes>
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The amount of memory available for the nnnconfi gi nport. ovpl script to perform work. The default
is 512 megabytes. Larger import files may require this value be set to 1024 or 2048. This option is not
presented in the usage message since it is used by the nnntonfi gi nport . ovpl script and not passed to
the actual import tool.

-tinmeout <tine in seconds>

The amount of time available for the import of a particular file to complete. Some import types such
as incidents might require a larger timeout value based on the amount of data. The default is 1800 (30
minutes). This option is not presented in the usage message since it is used by the

nnnconfi gi mport. ovpl Script, and not passed to the actual import tool.

NOTES

By default the nnntonfi gi nport. ovpl script replaces the existing configuration.

In order to add configuration elements, you must run the nnnconf i gexport. ovpl script with a provided
aut hor _key.

The nnnconfi gi nport. ovpl script automatically detects if you ran the nnnconfi gexport. ovpl Script using
a provided aut hor _key, and adds configuration entries instead of replacing them.

The Query Password field of a RAMS configuration will only be valid when you import it into the same
NNMi installation on the same system. If you import it into a different system, you will need to re-enter the

Query Password.

Never edit the nnntonfi gexport. ovpl output files before importing them.

EXAMPLES

nnnconfigi nport.ovpl -u system-p openview -f /tnp/ nnnconfig. xm

Imports the customized configuration in the/ t np/ nnnconfi g. xm file to the NNMi database. (Y ou
must provide an NNMi username and password. In this case, the username is syst emand the
password is openvi ew.)

AUTHOR

nnnconf i gi mport . ovpl was developed by Hewlett-Packard Company.

SEE ALSO

nnmconfigexport.ovpl (1M), nnm.properties(4).
Return to Reference Pages Index
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Name

nnmconfigpoll.ovpl — poll a node for discovery information

SYNOPSIS

nnntonfigpol | . ovpl [-V] [-ttimeout in secs] [-U<username> -p <password>] [-jndiHOSt <host Nane>
Default: localhost] [-jndiPort <port > Default: 1099] node

DESCRIPTION

The nnntonfi gpol | . ovpl script sends a request to the discovery service to poll the node for discovery
information. The node must exist in the discovered topology. The node parameter you enter can be a node
name in the topology or an IP address associated with a node.

Running the nnnconfi gpol | . ovpl Script starts a layer 2 connectivity analysis for the node. NNMi displays
status messages for the layer 3 discovery information in the NNMi console as the discovery service polls the
device.

The nnntonfi gpol | . ovpl script polls for discovery information. To poll for status information, use the the
nnnst at uspol | . ovpl Script.

Parameters

The nnntonfi gpol | . ovpl script recognizes the following parameters and options:
-V

Display verbose information about the discovery poll.
-t <timeout in secs>

The client waitsti meout in secs secondsfor a response.

-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-j ndi Host <server Nane>

The server INDI host; default is| ocal host .
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-jndi Port <port >

The server INDI port; default is1099.

EXAMPLES

The following examples show how to use the nnnconfi gpol | . ovpl script to poll a node using different
options.

Poll a node using its node name.

nnntonfigpoll.ovpl -u usernanme -p password thisnode
Poll a node using its fully qualified node name.
nnntonfigpoll.ovpl thisnode.x.y.z

Poll a node using its IP address.

nnnconfigpol | . ovpl 10.97.247.129

AUTHOR

nnnconf i gpol | . ovpl was developed by Hewlett-Packard Company.

FILES

Windows: 9%NM BI N% nnnconf i gpol | . ovpl

UNIX: $NNM Bl N nnntonfi gpol | . ovpl

SEE ALSO

nnmstatuspoll.ovpl (1M).
Return to Reference Pages Index
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Name

nnmconnedit.ovpl — make corrections to the L2 (layer 2) connection topology. Users can add and delete
connections.

SYNOPSIS

nnntonnedi t. ovpl -f corrections file -t [add|delete] [-help] [-u <user nane> -p <passwor d>] [-
jndiHost <host Name> Default: localhost] [-jndiPort <port > Default: 1099]

DESCRIPTION

Dueto a variety of factors, NNMi L2 connection topology discovery can contain inaccuracies. The
nnntonnedi t . ovpl Script provides a way for the user to add connections to or delete connections from
NNMi. The administrator creates the corrections fil e and must follow the following structured XML
format:

<connecti onedi t s>
<connecti on>
<operation>add or del et e</operation>
<node>nane, |ong name or |P address</node>
<interface> fName, ifAlias, ifDescr or iflndex</interface>
<node>nane, |ong name or |P address</node>
<interface> fName, ifAlias, ifDescr or iflndex</interface>
</ connecti on>
</ connecti onedi t s>

Where:
operation identifies whether the connection is to be added or deleted.
node is identified by its short name, long name (DNS name) or IP address.

interfaceisidentified in order by i f I ndex, i f Name, i f Descr, Or i f Al i as. This value must be unique. Note
that using i f I ndex is discouraged due to the interface renumbering feature supported by some devices. For
non-SNMP nodes, i f Ali as Or i f Descr are recommended.

For each connection element, there must be at least two nodes and two interfaces. The number of nodes and
interfaces must be equal. Each node and interface pair is known as an endpoint, so a single connection
element can have two or more endpoints specified. Multiple connection elements are permitted within a
corrections file.

When adding a connection, each endpoint will be removed from any existing connection of which it may be
a member, then added to the new connection. If there are more than two endpoints specified in the
connection element, the connection will appear on maps as a shared-media connection symbol. If the
connection element specifies a connection which already exists in the NNMi database, then nothing will be
changed.

When deleting a connection, nothing will be changed unless a connection with the same set of endpoints

already existsin the NNMi database. In that case, all of the specified endpoints will be left in a

disconnected state. If network devices are reporting a connection, deleting that connection will only be
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temporary. In this case, the deleted connection reappears in NNMi the next time NNMi discovers the nodes

involved in the connection.

Parameters

The nnntonnedi t . ovpl script recognizes the following parameters and options:
-f corrections file

Specifies the name of the file that contains the formatted connection add and delete directives.
-t [add | delete]

Generates a template file that can be used to create a corrections file. Specifying add will create an
add operation template while specifying delete will generate a delete operation template.

-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-j ndi Host <server Nane>

The server INDI host; default is1 ocal host .
-jndi Port <port>

The server INDI port; default is 1099.
- hel p

This option displays the script usage information.

EXAMPLES

Suppose that NNMi connection discovery was unable to find the L2 connection between two switches
manufactured by different vendors. To remedy this, go to each device and get the node names and interface
names that need to be connected. Next, create the add template file, mychg. xm , passing the -t option of the
nnconnedi t . ovpl script. Next, edit the file, filling in the node and interface information. Save your
changes in the nychg. xn file.

The following is an example of the nychg. xn (add template) file:

<connect i onedi t s>
<connecti on>
<oper at i on>add</ oper ati on>
<node>nodeA. x. y. z</ node>
<interface>fa/09</interface>
<node>nodeB. x. y. z</ node>
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<interface>fal/05</interface>
</ connecti on>
</ connecti onedi t s>

Finaly, run the nnntonnedi t . ovpl Script, passing the nychg. xm file with the - f option.
nnntonnedi t. ovpl -f nychg. xm

Suppose that NNMi connection discovery creates an L2 connection where none should exist. To remedy
this, get the node names and interfaces involved in the incorrect connection. Then create the nychg. xm
(delete template) file, passing the -t option of the nnntonnedi t. ovpl script. Next, edit the file by filling in
the node and interface information. Save your changes in the nychg. xni file.

The following is an example of the nychg. xn (delete template) file:

<connectionedi t s>
<connecti on>
<oper ati on>del et e</ oper ati on>
<node>nodeA. x. y. z</ node>
<interface>fa/09</interface>
<node>nodeB. x. y. z</ node>
<interface>fa/05</interface>
</ connect i on>
</ connecti onedi t s>

Finaly, run the nnntonnedi t . ovpl Script, passing the nychg. xm file with the - f option.

nnntonnedi t. ovpl -u usernane -p password -f nychg. xm

AUTHOR

nnnconnedi t. ovpl was developed by Hewlett-Packard Company.

FILES

None

See Also

None

Return to Reference Pages Index
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Name

nnmdel eteattributes.ovpl — script to delete custom attributes from a comma separated values (CSV) file for
both nodes and interfaces.

SYNOPSIS

nnndel et eattri but es. ovpl [-?] [-U <user name> -p <passwor d>] [-t <obj ect type>] [-f
<csv_filename>] [-S<csv formatted |ine>]

DESCRIPTION

nnndel et eat t ri but es. ovpl alows custom attributes to be deleted from a comma separated values (CSV)
file, such as a .csv file from Microsoft™ Excel. This command is useful if you have previously created
custom attributes that are no longer needed. This command will delete attributes from either nodes or
interfaces. For nodes, once the attributes are deleted, any nodes in a node group formed by referencing
those attributes will disappear from the node group.

Parameters

nnndel et eat t ri but es. ovpl supports the following options:
-?

Prints the usage statement.
-u <user nane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-t <object type>
Supply the object type to load attributes on. Must be either "node" or "interface”.
-f <csv_fil enane>

Supply the CSV file name (with path, e.g. /opt/tmp/mynodes.csv) that lists the custom attributes to
delete.

-s <csv formatted |ine>
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Supply a single CSV formatted line. Eliminates the need to create a file for a simple change

Syntax of Comma Separ ated File for Nodes

The CSV file you supply must have the following syntax for deleting attributes from nodes.
Empty lines are ignored.
Lines that being with the # character are ignored.
o Column 1(A) : Node DNS|IP Address
Specify the DNS name of the node OR the IP address. This field is compulsory.
« Column 2(B) : Attribute Name
The name of the custom attribute.

Additional attribute names may be specified on the same line or on a separate line with the same node
DNSJIP Address.

Example lines:
192.168.1.1,Project,Service Type
192.168.1.1,Asset Tracking

192.168.2.2,Project,Service Type,Asset Tracking

Syntax of Comma Separ ated File for Interfaces

The CSV file you supply must have the following syntax for deleting attributes from interfaces.
Empty lines are ignored.
Lines that being with the # character are ignored.
o Column 1(A) : Node DNS|IP Address
Specify the DNS name of the node OR the IP address. This field is compulsory.
« Column 2(B) : Interface Id
Specify the identifier of the interface on the node specified in the previous field. The
value may be the interface index, alias, name or description and is searched in this same
order. All matching interfaces have the attribute(s) loaded. This field is compulsory.
o Column 3(C) : Attribute Name

The name of the custom attribute.

Additional attribute names may be specified on the same line or on a separate line with the same node
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DNSJIP Address and Interface Id.

Example lines:
192.168.1.1,1001,Project,Service Type
192.168.1.1,1001,Asset Tracking

192.168.2.2,A1,Project,Service Type,Asset Tracking

Use of Microsoft Excel

Microsoft Excel is a handy tool to create comma separated files, but .csv files do not maintain the Excel
spreadsheet’s column width, comments, etc. It is recommended that you store a nnmdel eteattributes.ovpl
input file as a native .xlIs format, and then perform Fi | e: Save As... to create a.csv file. Then you can add
Excel comments to the file, make columns wider, and you do not need to worry about escaping the comma
character.

EXAMPLES

Sample CSV file contents for nodes:

192. 168. 2. 2, Proj ect, Servi ce Type, Asset Tracking

To delete the Node custom attributes from a CSV file:

nnndel eteattri butes.ovpl -t node -u system -p nyadm npasswd —f /tnp/test.csv

To delete the Node custom attributes from the command line:

nnndel eteattri butes.ovpl -t node -u system -p nyadm npasswd -s "192.168.1.1, Project”
Sample CSV file contents for interfaces:

192. 168. 2. 2, 1001, Proj ect, Servi ce Type, Asset Tracki ng

To delete the Interface custom attributes from a CSV file:

nnndel eteattri butes.ovpl -t node -u system -p nyadm npasswd —f /tnp/test.csv

To delete the Interface custom attributes from the command line:

nnndel eteattri butes. ovpl -t node -u system -p nyadm npasswd -s "192.168.1.1, Project"”

AUTHOR

nnndel et eat t ri but es. ovpl was developed by Hewlett-Packard Company.

FILES

$NNM _BI N/ nnndel et eattri butes. ovp
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SEE ALSO

nnml oadattributes.ovpl (1M), nnmloadnodegroups.ovpl (1M), nnm.properties(4).

Return to Reference Pages Index
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Name

nnmdel eteurlaction.ovpl — delete URL actions and menus for the supplied author key.

SYNOPSIS

nnndel et eur | action. ovpl [-h|-help|-?] <aut hor Key> [-U user nane] [-p password]

DESCRIPTION

The nnndel et eur | act i on. ovpl Perl script enables you to delete URL actions and menus by providing the
author key to actions or menus.

NOTE: When using the nnndel et eur | acti on. ovpl Script to delete an action or menu, you must restart the
NNMi console (sign out; then sign back in) to implement the changes.

Use the nnndel et eur | acti on. ovpl script to remove (during uninstall) any actions or menus created during
the installation of NNMi iSPIs or third party integrations.

Parameters

nnndel et eur | acti on. ovpl supports the following options:
-?2 1 -h ] -help

Displays the usage statement.
-u <user nane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

EXAMPLES

nnndel et eurl acti on. ovpl com hp. nns. aut hor. nas

Deletes the URL actions and menus that are created when the NAS integration is installed.
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AUTHOR

nnndel et eur | acti on. ovpl was developed by Hewlett-Packard Company.

SEE ALSO

nnmconfigimport.ovpl (1M), nnmconfigexport.ovpl (1M).
Return to Reference Pages Index
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Name

nnmdi sableperfspi.ovpl — disables the optional HP iSPI for Performance Smart Plug In for use on the local
NNM system

SYNOPSIS

nnndi sabl eper f spi . ovpl

DESCRIPTION

In order for NNM to stop collecting performance data and passing it to the Performance SPI for
aggregation and reporting, several configuration changes must take place.

1. The SPI licenses must be uninstalled/disabled.
2. URL launch actions must be removed and will no longer show up in the NNM UI.
3. The Single Sign On service must be un-deployed from the NNM jboss server.

Disabling the license will prevent future data collection of performance metrics as well as disabling the
ability to enable or disable performance monitoring of interfaces through monitoring configuration.

URL launch actions are removed from the NNM Ul menu system. All NNM consoles that are currently
running will need to exit and log back in before the action menu will reflect these changes. The URL actions
that are removed are as follows. Reporting - Home Page, Reporting - Report Menu, Reporting - Data
Explorer Live, Reporting - Chart Detail Live, Reporting - Path Health.

The ssoservlet that provides for single sign on between NNM and iSPI for Performance will be removed.

This script currently will not remove the user or shared drive that was setup during the
nnnenabl eper f spi . ovpl script. These will need to be removed manually. Refer to the NNM iSPI for
Performance documentation for additional information.

ENVIRONMENT

This script must be run with full administrative privileges and requires standard NNM environment
variables to be configured.

AUTHOR

nnndi sabl eper f spi . ovpl was developed by Hewlett-Packard Company.

FILES
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The nnndi sabl eper f spi . ovpl Script removes the ssoser vl et . war from the jboss structure.

SEE AL SO
nnmlicense.ovpl (1M) , nnmenabl eperfspi.ovpl (IM) .

Return to Reference Pages Index
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Name

nnmdiscocfg.ovpl

SYNOPSIS

nnndi scocf g. ovpl -autodisco rule=r ul enane rangetype=i gnor e| i ncl ude [ -f i pAddr essRangeFi | e | -n
i pAddr essRanges] [-U <user name> -p <passwor d>] [-jndiHost <host Nane> Default: localhost] [-jndiPort
<port > Default: 1099]

nnndi scocf g. ovpl -excludeipaddrs| -f i pAddr essRangeFi | e | -Nni pAddr essRanges] [-U <user nane> -p
<passwor d>] [-jndiHost <host Name> Default: localhost] [-jndiPort <port > Default: 1099]

DESCRIPTION

The nnndi scocf g. ovpl script permits the addition of ip address ranges to existing auto-discovery rules. The
auto-discovery ip address ranges control how discovery finds devicesin your network.

You can add discovery |IP address range exclusion filters to prevent the creation of unwanted ip addressesin
the NNMi topology. NNMi does not associate addresses matching the filters with nodes or interfaces and
none of these nodes or interfaces will show up in the IP Address inventory. |P address range filters do not
control how auto-discovery locates and identifies devicesin your network.

Parameters

The nnndi scocf g. ovpl script recognizes the following parameters and options:

-autodi sco rul e=rul eNane rangetype=i gnore|include

Add ip address ranges to an existing auto-disovery rule specified by r ul eNamre. The ranges can be
included in the rule by specifying rangetype=i ncl ude or i gnore.

- excl udei paddrs

Add ip address ranges to the discovery Excluded IP Addresses configuration.
-f i pAddressRangeFil e

Specify atext file for the script to read that contains the | P address ranges.
-n i pAddr essRanges

Specify IP address ranges to load directly from the command line, with each range separated by a
space.

-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference

page for more information.
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-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

- j ndi Host <server Nane>
The server INDI host; default is| ocal host .
-jndi Port <port>

The server INDI port; default is 1099.

EXAMPLES

Add alist of IP address ranges to an existing auto-discovery rule:

nnndi scocf g. ovpl -autodi sco rul e=bl difloor2 rangetype=i nclude -n 10.2.112.21-34
10.2.112.36 10.1.*.1-98

Add an |P address range to the IP Address exclusion configuration:

nnndi scocfg. ovpl -u usernanme -p password -excludei paddrs -n 198.2.*.117

Load | P address range from a file named privateNet1.txt located on your local files system in the tmp
directory:

nnndi scocfg. ovpl -autodisco rul e=bl difloor2 rangetype=exclude -f /tnp/lab3devices.txt

Load I P address range filters from a file named ignoreAddresses.txt located on your local files system in the
tmp directory:

nnndi scocfg. ovpl -excludei paddrs -f /tnp/ignoreAddresses.txt

AUTHOR

nnndi scocf g. ovpl was developed by Hewlett-Packard Company.

SEE ALSO

nnmnoderediscover.ovpl (1M), nnm.properties(4)
Return to Reference Pages Index
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Name

nnmenableperfspi.ovpl — enable the optional HP iSPI for Performance Smart Plug In for use on the local
NNM system

SYNOPSIS

nnrenabl eper f spi . ovpl

DESCRIPTION

In order for NNM to begin collecting performance data and pass it to the Performance SPI for
aggregation and reporting, several configuration changes must take place.

1. The SPI license must be enabled.
2. URL launch actions must be loaded into the NNM UI.

3. Drive space may need to be shared with the Performance SPI, possibly requiring a new operating
system user to be configured on the NNM system.

4. The Single Sign On service must be deployed into the NNM jboss.
Enabling the license:

Thelicenseisinitially enabled using an 'Instant On' setting which allows the Performance SPI to function
for a limited period of time. The script achieves this by running the nnm i cense. ovpl command with the
options' PerfSPI -installlO

Loading URL Launch Actions:

Five separate launch actions are added into the NNM Ul menu system. They are as follows. Reporting -
Home Page, Reporting - Report Menu, Reporting - Data Explorer Live, Reporting - Chart Detail Live,
Reporting - Path Health. The Path Health action is only available from the path view sections of the UI.

Sharing Drive Space (Required only when NNM and iSPI for Performance are on separate systems):

The directory where performance data is deposited by NNM is $Nnmlnstall Dir/data/shared/perf Spi/datefil es.
This must be shared with the Performance SPI system. When the Performance SPI and NNM co-exist on
the same system there is no need to configure a network share of the directory structure. If NNM isinstalled
on HPUX, Solaris, or Linux the script will attempt to configure either NFS or Samba for the correct network
share. NFS should be used if NNM and the iSPI for Performance are both on Unix (HPUX, Solaris or
Linux) systems. Samba should be used if NNM is on an HPUX, Solaris, or Linux system and the iSPI for
Performance is on a Windows system. If both NNM and the iSPI for Performance are on Windows the
script can configure a Windows shared folder for you. When Windows file sharing or Samba is used to
share the performance data folder, there is a requirement to have use a shared OS account (identical
username/password) on both the NNM machine (for exporting the share) and on the iSPI for Performance
machine (for accessing the share). The nnnenabl eper f spi . ovpl script will establish this user account for
you on the NNMi machine. Alternatively, the script offers you the opportunity to configure the operating
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system user yourself.

Deploying the Single Sign On Service:

Users of NNM operate in an authenticated environment - they must provide a username and password in
order to access the system. Those same credentials should be used to distinguish users of the Performance
SPI system and to avoid double log in issues. In order for this to happen, NNM is configured as a 'trusted
provider' for the Performance SPI. The SPI and NNM must be installed on systems which reside within the
same network domain. The ssoservlet is part of the enabling apparatus for this functionality.

The following information will be required in order to complete the enablement:

- Fully qualified host name of the NNM system (Note: the enablement script will provide a default value
which should work in most cases)

- Fully qualified host name of the SPI system - required only if the SPI will be installed on a remote server.

- Username and Password for enabling Windows or Samba file sharing - required only if the SPI will be
installed on a remote *Windows* server.

ENVIRONMENT

This script must be run with full administrative privileges and required standard NNM environment
variables to be configured.

AUTHOR

nnnenabl eper f spi . ovpl was developed by Hewlett-Packard Company.

FILES

The nnnenabl eper f spi . ovpl script loads URL actions into the NNM menu system. These actions are
stored as XML filesin the newconfi g directory of the NNM installation. It also placesssoser vl et . war into
the jboss structure. The war file is stored within the newconf i g directory prior to deployment.

SEE ALSO

nnmlicense.ovpl (1M) , nnmconfigimport.ovpl (1M) , nnmconfigexport.ovpl (1M) ,
nnmdi sabl eperfspi.ovpl (1IM) .

Return to Reference Pages Index
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Name

nnmhealth.ovpl — Prints NNMi health information

SYNOPSIS

nnmheal t h. ovpl [-U<user nane> -p <passwor d>] ( -print
[quiet|brief|detail ed|conclusionglverboselagentslhistory] | -activate <concl usi ons> | -suppress
<concl usi ons>)

DESCRIPTION

The nnnheal t h. ovpl script prints out information about the internal health of NNMi. It supports severa
levels of output from no output, except for the return code (quiet), to the full health report (verbose).

In addition to viewing the current health of NNMi, you might use the nnnheal t h. ovpl Script to suppress or
activate individual health conclusions. The administrator might suppress health conclusions if he or sheis
aware of the problem and does not want NNMi to report more warnings until the issue is resolved.

If the administrator modifies the suppressed list using the nnnheal t h. ovpl script, the modifications take
effect on the next health scan. The modifications to the suppressed list continue until the administrator
activates them or until the adminstrator restarts NNMi.

Parameters

The nnnheal t h. ovpl script supports the following options:
-u <user nane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-print <level >

Prints information about the health of NNMi. The level can be one of the following:
brief|conclusions|detail ed||qui etjagentsjverbose

If no level is specified the command will default to bri ef

-print brief: Printsthe overall system status. The value can be one of the following:
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Normal

Warning

Minor

Major

Critical
-print concl usions: Prints the active and surpressed conclusions.
-print detailed: Prints detailed system health information.
-print agents: Prints the registered agents.

-print qui et : Returns an integer value that represent the system status. The value can be one of the
following:

0- Normal
1- Warning
2 - Minor
3- Magor

4 - Critical

-print verbose [-filter AgentList]: Printsverboseinformation for all registered agents.
Optionally you can supply alist of comma separated agent names using the - fi | t er option. The
verbose output is for support use only.

- suppress <concl usi ons>

Configures the supplied conclusions to be suppressed until NNMi is restarted or until the conclusion
is activated again. Specify conclusions as a comma separated list. Y ou can find active conclusions
using the - print concl usi ons option.

Note that suppressing a conclusion does not imply it would otherwise be active.
-activate <concl usions>

Removes the supplied conclusions from the suppressed list. Specify the conclusions as a comma
separated list. You can find suppressed conclusions available to be activated by using the - pri nt
concl usi ons option.

-hel p

Prints the usage statement.

EXAMPLES

nnmheal t h. ovpl -u usernane -p password -print brief
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Prints the overall status of NNMi.

nnmheal t h. ovpl -u usernane -p password -print detailed

Prints the current list of health warnings.

nnmheal t h. ovpl -u usernane -p password -print agents

Prints the current list of registered agents that report health related information.
nnmheal t h. ovpl -u usernanme -p password -print history
Prints history information of registered health agents..
nnmheal t h. ovpl -u usernane -p password -suppress "SystenlowSwap, Syst enLowSwapPer cent "

Configures NNMi to skip checking the health of swap space in abolute terms and also as a
percentage.

nnmheal t h. ovpl -u usernane -p password -activate "SystenlowSwap"

Configures NNMi to resume checking for the Syst emLowSwap conclusion.

AUTHOR

nnmheal t h. ovpl was developed by Hewlett-Packard Company.

Return to Reference Pages Index
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Name

nnmincidentcfg.ovpl — create incident configurations from SNMP MIBs

SYNOPSIS

nnni nci dent cf g. ovpl [ [ [-loadTrapsmi b_nodul e_nane [-authorLabel aut hor _I abel -authorKey
aut hor _key]] | -deleteAuthor aut hor _key | -deleteCategory cat egory_key | -deleteFamily fani | y_key | -
disableAllTraps <t r ue| f al se> [-U user name] [-p password] ]

DESCRIPTION

nnni nci dent cf g. ovpl isused to create incident configurations for SNMP traps defined in a TRAP-TYPE
or NOTIFICATION-TY PE macro in an SNMP MIB file. To load a MIB into NNMi for defining MIB
Expressions or to display numeric SNMP Object Identifiers as text, use the nnm oadmi b. ovpl command.

The created incident will have the following values, which can then be manually updated with the NNMi
user interface:

1. Name will be set to the name of the trap/natification in the MIB file.

2. Oid will be set to the oid of the trap/notification in the MIB file.

3. Enable will be set to "true."

4. Category will be set to "Status.”

5. Family will be set to "Node."

6. Severity will be set to "Normal."

7. Message Format will be set to the name of the incident configuration.

8. Description will be set to the trap/notification description in the MIB file.

The created incident can be accessed using the Incident Configuration view. This can be further customized
as required.

nnmi nci dent cf g. ovpl supports a special annotation called #3UMMARY. The value for the #SUMMARY
annotation will be used as Message Format value in the created incident configuration entry. This annotation
is applied to the MIB file just after the trap description as a MIB comment. The following shows an
example of this:

M/Trap TRAP- TYPE
ENTERPRI SE hp
VARI ABLES {
server Nanme, trapTime, voluneNanme, volumeNum

DESCRI PTI ON "The di sk volume is out of space. Please consult
your sysop, and/or the proper nanual."

- - #SUMMARY "Volune $1 on system $2 is out of space.”
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Parameters

nnni nci dent cf g. ovpl supports the following options:
-l oadTraps <m b_nodul e_nane>

Specify the MIB module name that has the trap definitions. nnni nci dent cf g. ovpl parses
trap/notification definitions (TRAP- TYPE Or NOTI FI CATI ON- TYPE macros) found in the MIB module,
and creates incident configurations for each entry.

- aut hor Label <aut hor _| abel >

Specifies the label of the author for the target incident configurations. Thisis an optional parameter. If
author label is specified, then author key must also be specified.

- aut hor Key <aut hor _key>

Specifies the key of the author for the target incident configurations. This is an optional parameter. If
author key is specified, then author label must also be specified. It is recommended that java
packaging notation with your company's domain be used, such as com exanpl e. nnm aut hor .

- del et eAut hor <aut hor _key>

It may be desirable to delete an Author that is no longer being used by the incident configuration. This
option may be used to delete an Author by specifying the Author key value as long as no
configurations reference the Author object.

- del et eCat egory <category_key>

It may be desirable to delete a Category that is no longer being used by the incident configuration.
This option may be used to delete a Category by specifying the Category key value as long as no
incidents or incident configurations reference the Category object.

-deleteFamily <fam|ly_key>

It may be desirable to delete a Family that is no longer being used by the incident configuration. This
option may be used to delete a Family by specifying the Family key value as long as no incidents or
incident configurations reference the Family object

-di sabl eAl | Traps <true|fal se>

If t rue al traps should be loaded as disabled in the incident configuration. The default value is
f al se, meaning the incident configuration is enabled by default.

-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference

page for more information.
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EXAMPLES

nnm nci dentcfg. ovpl -1oadTraps "Cl SCO- VIP-M B" -authorlLabel "Cisco"

com exanpl e. cI sco. nnm aut hor

nnmi nci dent cfg. ovpl -1 oadTraps "npls”

AUTHOR

nnni nci dent cf g. ovpl was developed by Hewlett-Packard Company.

SEE ALSO

RFC 2578 Structure of Management Information Version 2 (SMIv2)
RFCs 1155, 1212, 1215: SNMP Version 1 Structure of Management Information

RFCs 1902, 1903, 1904: SNMP Version 2 Structure of Management Information

nnmloadmib.ovpl (1M),
nnm.properties(4).
Return to Reference Pages Index
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Name

nnmldap.ovpl — reload or view LDAP configuration.

SYNOPSIS

nnm dap. ovpl -reload | -info | -diagnose <user nane> | -encrypt <passwor d>

DESCRIPTION

nnm dap. ovpl iSa script that enables you to reload, view or diagnose changes to the Lightweight Directory
Access Protocol (LDAP) sign-in configuration without restarting jboss.

Parameters

nnm dap. ovpl supports the following options:
-info
Displays the LDAP configuration, such as

Confi gurati on=provi der URL: "| dap: // exanpl e. com 636/ ". Nunber of avail able |ncident
assi gnnent users: 0

-rel oad

Reloads the LDAP configuration.

- di agnose <user nane>

Verifies configuration in the Idap.properties file by attempting to access <user nane> in the Directory
Service using the LDAP configuration parameters. This command will respond with information to
help you diagnose LDAP configuration problems.

<user nane> must be a valid username in the Directory Service. It is the same name that is used in the
NNMi console username prompt of the NNMi login screen.

-encrypt <password>

Encrypts the supplied LDAP bind password so that it can be safely stored in the | dap. properti es
file.

The output of this command should be copied into the bi ndCr edent i al property in the
| dap. properti es file. Encrypted passwords start with the { ENC} prefix.

Encrypted passwords can only be decrypted by the sasme NNMi which created them. If the database is

reset or the properties are copied to a new NNMi system then this command will need to be re-run to
generate a new encrypted password.
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EXAMPLES

nnm dap. ovpl -info

Returns the current LDAP configuration.
nnni dap. ovpl -rel oad

Reads modifications to the |dap.properties file (such as enabling or disabling LDAP).
nnm dap. ovpl -di agnose <usernane>

Shows configuration parameters for the Idap.properties file, and verifies that information can be
extracted from the Directory Service.

nnm dap. ovpl -encrypt password

Returns the encrypted value of the supplied password string. For example:
{ ENC} MynbIw007XYYenHvAFf 3dQ==

AUTHOR

nnn dap. ovpl was developed by Hewlett-Packard Company.

SEE ALSO

NNMsso.ovpl (1M), 1dap.properties(4).
Return to Reference Pages Index
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Name

nnmlicense.ovpl — administer Network Node Manager licensing

SYNOPSIS

nnn i cense. ovpl [-h|-help]
nnm i cense. ovpl [ <PRODUCT> [-nosync] [(-g|-gui)|(-install|-f <lic_file>]]

The-f|-install optioninstalls license passwords into the licensing database.

DESCRIPTION

nnn i cense. ovpl provides license management for HP Network Node Manager (NNMi). License
management includes the ability to retrieve license passwords from Hewlett-Packard, installing license
passwords from afile, the removal of license passwords, and reporting valid licenses.

There are two stepsto adding a license: updating the license database and notifying the running NNMi
processes that new license information is available. The - nosync option performs the former but does not
notify NNMui. If the - nosync option is not specified, the running NNMi system is automatically notified; it
IS not necessary to stop and restart NNMi.

The - nosync option allows you to perform multiple licensing tasks (e.g. removing a license and installing a
replacement license). Y ou then notify NNMi with the following:

nnm i cense. ovpl NNM

The - g| - gui option opens the license management GUI, which provides access to most license
management capabilities:

Retrieve/lnstall License Key
Enables a license password to be retrieved from Hewlett- Packard.
Install/Restore License Key
Installs license passwords from a text file.
Request License Key through Email/Fax
Provides the ability to to request a license for systems that cannot transfer data to Hewlett- Packard.
Report License Key
Reports license information for the particular product.
Backup License File
Enables the backing up of a license file before installing or removing licenses.
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Remove License Key

Removes license keys (usually temporary or emergency licenses provided by Hewlett-Packard).
Recover License Key
Adds back licenses that were previously removed.

The license management GUI enables multiple operations before updating the running NNMi system. For
example, you can replace a license by removing the old license, and then adding a new one in its place.

Parameters

PRODUCT
The short name for the product being licensed.
- nosync
Prevents synchronization with the running NNMi system.
-g| - gui
Starts the license management GUI.
-fl-install <lic_file>

Install the license contained in the specified license file

EXAMPLES

To install alicense password contained in a file named "license.txt", perform the following:

$Nnm nstal I Dir/ bin/nnm i cense. ovpl NNM -f |icense.txt

This will update the license database and notify NNMi of the licensing change. To avoid notifying NNMi,
the - nosync option can be provided:

$Nnm nstal I Dir/ bi n/ nnm i cense. ovpl NNM - nosync -f license.txt

The following example demonstrates replacing a license with a new one. Suppose the customer is given a
temporary license for the NNM product, with a capacity of 500 nodes. Sometime later this customer
receives their official license. The temporary license must first be removed the permanent license is
accepted. This can be done using the license management GUI. First remove the temporary license (Remove
License Key), and then add the permanent license (Install/Restore License Key). The running NNMi system
is updated when they exit the GUI.

AUTHOR

nnni i cense. ovpl was developed by Hewlett-Packard Company.

Page 89



NNMi Reference Pages 9.1x Patch 5 January 2013

FILES

$Nnm nstal | Di r/ mi sc/ ns/ | i ¢/ NNM pdf

Product definition file used by licensing.

$NnnDat aDi r/ shar ed/ nnmi conf /| i censi ng/ NNM bi n

Data file representing the license information that is consumed by ovj boss.

<drive>:\Program Files (x86)\ Common Fil es\Hew ett - Packard\ HPOvLI C

Program files and datafiles for licensing on Microsoft Windows systems.

[ opt/ OV/ HPOvLI C

Program files for licensing on UNIX-based systems.

/var/ opt/ Ov/ HPOvLI C

Data files for licensing on UNIX-based systems.

SEE ALSO

Installation Guide for future details on licensing.

Return to Reference Pages Index
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Name

nnmloadattributes.ovpl — script to load custom attributes from a comma separated values (CSV) file for
nodes and interfaces.

SYNOPSIS

nnm oadat tri but es. ovpl [-?] [-U <user name> -p <passwor d>] [-t <obj ect type>] [-f
<csv_filename>] [-r <true | false>][-S<csv formatted |ine>]

DESCRIPTION

nnm oadat t ri but es. ovpl allows custom attributes to be loaded from a comma separated values (CSV) file,
such as a .csv file from Microsoft™ Excel. This command is useful if you have a large number of nodes or
interfaces that are defined in an external datastore, and you would like to load these attributes into NNM.
For nodes, after loading into NNM you can use the Node Group forms to group nodes according to their
custom attributes.

Parameters

nnm oadat t ri but es. ovpl supports the following options:
-?

Prints the usage statement.
-u <user nane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-r <true | fal se>
Existing attribute values are not changed unless this argument is provided with the value of true.
-t <object type>
Supply the object type to load attributes on. Must be either "node" or "interface".
-f <csv_fil enane>
Supply the CSV file name (with path, e.g. /opt/tmp/mynodes.csv) from where you want to import the
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custom attributes.

-s <csv formatted |ine>

Supply a single CSV formatted line. Eliminates the need to create a file for a simple change

Syntax of Comma Separ ated File For Node Attributes

The CSV file you supply must have the following syntax for adding attributes on nodes. See below for the
syntax for interface attributes.

Empty lines are ignored.
Lines that being with the # character are ignored.
« Column 1(A) : Node DNS|IP Address
Specify the DNS name of the node OR the IP address. This field is compulsory.
« Column 2(B) : Attribute Name
The name of the custom attribute.
o Column 3(C) : Attribute Value
The value of the custom attribute.

Additional attribute name and value pairs may be specified on the same line or on a separate line with the
same node DNSJIP Address.

Example lines:
192.168.1.1,L ocation,Building Five Upper,Service Type,eCommerce
192.168.1.1,Asset Tracking,N1234

192.168.2.2,L ocation,Fort Callins,Service Type,| T,Asset Tracking,F4321

Syntax of Comma Separ ated File For Interface Attributes

The CSV file you supply must have the following syntax for adding attributes on interfaces..
Empty lines are ignored.
Lines that being with the # character are ignored.
o Column 1(A) : Node DNS|IP Address
Specify the DNS name of the node OR the IP address. This field is compulsory.

o Column 2(B) : Interface Id
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Specify the identifier of the interface on the node specified in the previous field. The

value may be the interface index, alias, name or description and is searched in this same
order. All matching interfaces have the attribute(s) loaded. Thisfield is compulsory.

o Column 3(C) : Attribute Name

The name of the custom attribute.
« Column 4(D) : Attribute Value

The value of the custom attribute.

Additional attribute name and value pairs may be specified on the same line or on a separate line with the
same node DNSJIP Address and Interface Id.

Example lines:
192.168.1.1,1001,L ocation,Building Five Upper,Service Type,eCommerce
192.168.1.1,1001,Asset Tracking,N1234

192.168.2.2,A1,Location,Fort Collins,Service Type,| T,Asset Tracking,F4321

Use of Microsoft Excel

Microsoft Excel is a handy tool to create comma separated files, but .csv files do not maintain the Excel
spreadsheet’s column width, comments, etc. It is recommended that you store a nnmloadattributes.ovpl input
file as a native .xIs format, and then perform Fi | e: Save As... to create a.csv file. Then you can add
Excel comments to the file, make columns wider, and you do not need to worry about escaping the comma
character.

EXAMPLES

Sample node CSV file contents:

192.168. 2. 2, Locati on, Fort Collins, Service Type, | T, Asset Tracki ng, F4321

To load the Node custom attributes from a CSV file overwriting existing values:

nnm oadattri butes.ovpl -t node -u system -p nyadm npasswd —f /tnp/test.csv -r true
To load the Node custom attributes from the command line:

nnni oadattri butes. ovpl -t node -u system-p myadm npasswd —-s "192.168.1.1,Project,IT
Update of Building Five"

Sampleinterface CSV file contents:
192.168. 2. 2, Al, Location, Fort Collins, Service Type, | T, Asset Tracking, F4321
To load the Interface custom attributes from a CSV file overwriting existing values:

nnm oadattri butes.ovpl -t interface -u system-p nyadm npasswd —f /tnp/test.csv -r true
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To load the Interface custom attributes from the command line:

nnm oadattri butes.ovpl -t interface -u system-p nyadm npasswd —s
"192.168.1.1, 1001, Project,|I T Update of Building Five"

AUTHOR

nnm oadat t ri but es. ovpl was developed by Hewlett-Packard Company.

FILES

$NNM _BI N nnml oadat tri but es. ovpl

SEE ALSO

nnmdel eteattributes.ovpl (1M), nnmloadnodegroups.ovpl (1IM), nnm.properties(4).

Return to Reference Pages Index
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Name

nnmloadmib.ovpl — load and unload SNMP MIBs

SYNOPSIS

nnm oadmi b. ovpl [ [-load mi b-file] [-unload mi b nodul e] [-list] [-u user narme] [-p password] ]

DESCRIPTION

nnm oadmi b. ovpl iSa script that loads an SNMP Management Information Base (MIB) in the Internet
Structure of Management Information (SMI) format into NNMi. NNMi applications use this MIB
information when converting SNMP Object Identifiers (OIDs) from numeric to human readable text. Load
any new MIB information into NNMi before using the NNMi console to create a MIB expression that relies
on the newly loaded MIB information. NNMi supports SMI Version 1 (RFC1155, 1212, 1215) and SMI
Version 2 (RFC2578) SMI formats.

The nnni oadni b. ovpl script compiles and loads MIB modules for use by NNMi applications and stores the
resulting information in the NNMi database.

To load corresponding NNMi Incident Configuration for TRAP-TY PE and NOTIFICATION-TY PE macros
from a MIB, use the nnni nci dent cf g. ovpl Script after using the nnni oadni b. ovpl script to load the MIB
into the NNMi MIB database.

Parameters

The nnni oadni b. ovpl script supports the following parameters:
-load mb-file
Load the contents of theni b-fi | e file into the MIB database.

Note: HP recommends copying the i b-fi | e file to the $NNM_DATA/ shar ed/ nnmi user - snnp- ni bs
(UNIX) or 9%NM DATA% shar ed\ nnm user - snnp- ni bs (Windows) directory (or a child directory)
before running the nnmloadmib.ovpl script. Copying the ni b-fil e filein this way enables the
Actions > Display MIB File menu and the - 1i st option to locate the original MIB file.

-unl oad m b nodul e

Unload i b nodul e from the MIB database, where nmi b nodul e isthe name of a MIB modul e that
has been loaded into the MIB database. Note that this is the mib module name, not the mib file name.

-1ist
Lists the MIBs loaded in the database.

This option does not require the user to provide a username and password.
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-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

Syntax of MIB Files

Most of the relevant syntax for MIB files is described in RFC documents. See the "SEE ALSO" section of
this reference page (and the UNIX manpage).

Diagnostics

The nnni oadni b. ovpl script returns the following exit codes:

0
The script ran successfully.
1
Invalid command-line usage.
20
An unexpected exception occurred after running the script.
21
Y ou were not permitted to run the script with the credentials you supplied.
22
The script detected a syntax error in the MIB file, or there was a failure to load the MIB due to a
service failure.
23
You used an illegal argument - typically you typed an option such as - 1 oad without including the
required file name.
24
The script could not communicate with the mib loader service running in NNMi.
25
You did not supply any arguments. This script requires you to supply several arguments
27
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NNMI is available, but the mib loader service is not resolvable.

30
Thelist operation failed due to database issues.

When the nnm oadmi b. ovpl command fails, it will display a descriptive error message to help diagnose and
fix potentia problems with the MIB. All error messages have a similar format:

SEVERI TY: MESSAGE FI LENAME: LI NE_NUVBER: COLUMN_NUMBER: DETAI L_ MESSAGE
Below are some common failures and recommended fixes for each.
ERROR: Cannot find synbol file:///tnp/ CHECKPO NT-M B. m b: 2620: 16: cpvTN MonCur r Addr

The symbol name listed was either not found as a declaration in the MIB being loaded, or it is not
listed as an import at the top of the MIB definition. This could be caused by a typo in the symbol
name or a missing import delaration.

ERROR: Found symbol file:///tnp/ CHECKPO NT- M B. i b: 3509: 27: rout i ngDest but expected a
class org.jsmparser.sm.Sm Type instead of class org.jsmparser.sm . Sm Variabl e

The symbol name listed is not of the expected type. In this case, an SMI type was expected, but a
MIB variable name was provided instead. The solution in this particular case was to specify the
correct SMI type, which was IPAddress.

ERROR: Cannot find nodule file:///tnp/rfcld72-PPP-SEC-M B. m b: 9: 26: PPP- LCP-M B

This error indicates that the specified MIB module, which is listed as an import, has not been loaded,
and the parser cannot follow the import as a result. The solution is to load the referenced MIB first.

ERROR: Parse error: unexpected token: --#

NNMi supports some custom trap message formatting information that can be specified in a TRAP-
TYPE or NOTIFICATION-TY PE macro definition. The following are valid values:

- - #TYPE

- - #SUMVARY

- - #ARGUVENTS
- - #SEVERI TY
- - #GENERI C

- - #CATEGORY
- - #SOURCE | D
- - #TI MEI NDEX
- - #HELP

- - #HELPTAG

- - #STATE

This error indicates you have invalid keyword following the --#, or a sequence of keywords that
NNMi does not expect. To correct this problem, remove any --# entries that do not correspond to the
above list, or add an extra comment character sequence (--) to the beginning of the line.

EXAMPLES

To load the $NNM_DATA/ shar ed/ nnnt user - snip- ni bs/ cor p. mi b MIB file, run the nnm oadni b. ovpl script
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as follows:

nnm oadmi b. ovpl -1oad $NNM DATA/ shar ed/ nnnif user - snnp-m bs/corp.nm b -u user -p password

To list the loaded MIBs, run the nnni oadni b. ovpl script as follows::

nnm oadm b. ovpl -list -u user -p password

AUTHOR

nnm oadmi b. ovpl was developed by Carnegie-Mellon University and Hewlett-Packard Company.

FILES

Windows: %&8\nm nstal | Di r % ni sc\ nnm snnp- ni bs\ *
Windows: 9\nnDat aDi r % shar ed\ nnm user - snnp- mi bs/ *
UNIX:$Nnm nstal | Di r/ mi s¢/ nnmi snnp- i bs/ *

UNIX:$NnnDat aDi r / shar ed/ nnni user - snnp- ni bs/ *

SEE ALSO

RFC 2578 Structure of Management Information Version 2 (SMIv2)
RFCs 1155, 1212, 1215: SNMP Version 1 Structure of Management Information

RFCs 1902, 1903, 1904: SNMP Version 2 Structure of Management Information

nnmincidentcfg.ovpl (1M),
nnmsnmpwalk.ovpl (1M).
Return to Reference Pages Index
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Name

nnmloadnodegroups.ovpl — script to load Node Group definitions from a comma-separated values (CSV) file.

SYNOPSIS

nnm oadnodegr oups. ovpl [-?] [-U <user nane> -p <passwor d>] [-r true| false] -f <csv_fil ename>

DESCRIPTION

The nnm oadnodegr oups. ovpl script loads Node Group definitions from a comma-separated values (CSV) file, such as a .csv file exported from

Microsoft™ Excel. This script is useful if you have a large amount of node data defined in an external datastore, and you want to load it into the

NNMi database as a starting point for Node Group definitions. After loading the contents of the .csv file into NNMi, you can use the Node Group
form to further refine the definition of each Node Group.

The following settings cannot be set in the CSV file. Y ou must import the Node Group and then use the Node Group form to modify these default
settings:

e Calculate Status = true (NNMi calculates the Node Group status)

Parameters

nnm oadnodegr oups. ovpl supports the following options:

-2
Prints the usage statement.
-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi administrator username unless you use an
nnm properties file. See the nnm properti es. 4 reference page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi administrator password unless you use an
nnm properti es file. See the nnm properti es. 4 reference page for more information.

-r true | false
Back up the existing Node Group configuration before using this option.

-r fal se (the default setting) meansif the Node Group Name aready exists in the NNMi database, the nnmloadnodegroups.ovpl command
does not change the previous settings.

-r true meansall the settings for any existing Node Group with the same Name (column 1) are overwritten with the valuesin your CSV file.
Caution: thisis not a merge, it is a complete replacement of that Node Group configuration.

-f <csv_filenane>

Enter the CSV file name and the path for the CSV file.

Syntax of Comma-Separ ated File

The CSV file you supply must have the following syntax:
Required. Column 1. You must provide a value for Node Group Name.
Optional. Columns 2-15 are optional. Leave any combination of these columns blank.

Y ou do not need to add a comma to indicate the end of Column 15. No semicolon ;" is required at the end of the last entry within a column
(between commas ",").

NNMi combines the results of al settings in the following manner:
1. NNMi first evaluates any Device Filters (column 5). Nodes must match at least one specification to belong to this Node Group.

2. NNMi then evauates any Additional Filters (columns 7-14). Nodes must also pass al Additiona Filters specifications to belong to this Node
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Group. Note: After importing, the Node Group form's Additional Filterstab displays the combined columns 7-14 settings. Y ou can change the
default Boolean logic using the Node Group form's Additional Filters Editor.
3. Any Additional Nodes specified (column 6) are always included in the Node Group, regardless of any filters.
4. Any Child Node Groups (column 4) results are treated the same as Additional Nodes.

Empty lines or lines starting with a # character are ignored as comments. Add the following comment to line 1 to make it easy to remember the
syntax for each required column.

#NodeGroupName],[Notes],[ AddtoFilterList],[ ChildNodeGroup:0/1;...],DeviceFilter[ Category1:Vendorl:Familyl:Profilel;...], Additional Nodes Fully -
Qaul -hostname;...] Additional Filters > [hostname;...] [hostedl PAddress...] [ mgmtl PAddress;...] [ customAttrName/customAttrVa ue;...] [ capability;...]

« Column 1(A) : Node Group Name

Required. Specify the Name of the Node Group you want to import. (This becomes the Name attribute value in the Node Group
form.)

« Column 2(B) : Notes

Optional. Describe the Node Group in your own terms. (This becomes the Notes field text in the Node Group form.)
« Column 3(C) : Add to View Filter List

Optional. Setsthe Add to View Filter List field of the Node Group form.

1 (the default setting) means this Node Group is available in the drop-down filter list when viewing tables, such as the All Nodes
table.

0 means do not include this Node Group in the view drop-down filter list.

Recommendation: Set this value to 1 only for top-level or most commonly used Node Groups. Avoid too many Node Groups or
the view filter list istoo long and difficult to use.

« Column 4(D) : Child Node Groups
Optional. Specify alist of child Node Groups for this Node Group, separated by semicolon ;" (After importing, these
specifications appear on the Child Node Groups tab of the Node Group form.) Note: If you are configuring Child Node Groups,
the specified child Node Group must either already exist in the NNMi database or be defined in the same CSV file.
Example: chi | dNodeG oupl: 1[ ; Chi | dNodeG oup2: 0; . . . |
0 (the default setting) means that child Node Group is shown as a Node Group icon in maps of the parent Node Group.

1 means expand the child Node Group in a map of the parent Node Group. This option displays all nodes as if they were defined
within the parent Node Group.

Valid entries for Child Node Groups are:
o computers.1
o computers.0
o computers:
o computers:;printers:1
o Column 5(E) : Device Filters

Optional. Add Device Filters settings, separated by semicolon ;" (After importing, these specifications appear on the Device
Filters tab of the Node Group form.) Each filter specification consists of 4 optional colon-separated parts in the following format:

Cat egoryl: Vendor 1: Fani | y1: Profil el[; Cat egory2: Vendor 2: Fam | y2: Profile2 ...]

Provide the exact specification from the device's MIB file (not the text string displayed in the NNMi consol€e's Device Profile
form).

To match more filters, you may omit portions of a filter specification. For example, if you want to match any family for Categoryl
and Vendorl, add an entry such as the following:

Cat egoryl: Vendor 1: :
To leave family unspecified for filterl and family and profile unspecified for filter2:
Cat egoryl: vendor 1: : profil el; Cat egory?2: vendor 2: : ;

Valid example entries for device profile:
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o com.hp.ov.nms.devices.printer:com.hp.ov.nms.devices.hewlettpackard::.1.3.6.1.4.1.9.1.380

o com.mycomp.ov.nms.devices.printer:com.hp.ov.nms.devices.mycompanyname::
o com.hp.ov.nms.devices.printer:::
0 :1.1.3.6.1.4.1.9.1.380

« Column 6(F) : Additional Nodes

Optional. Specify alist of specific node hostnames you want added to this Node Group, separated by a semicolon ;" (After
importing, these specifications appear on the Additional Nodes tab of the Node Group form.) The hostnames you provide must be
the current value of the fully-qualified, case-sensitive Hostname attribute as it appears on the Node form.

For example host nanel. x. y. z; host nane2. x. y. z; host nane3. x. y. z
« Column 7(G) : Additional Filters"sysName" code (Hosthame Wildcards)

Optional. List the hostname wildcards separated by semicolon ;" (equivalent to the Operator "="). If you need other Operators,
use the Node Group form after importing (these specifications appear on the Additional Filterstab of the Node Group form).

For example: *. cnd. hp. com *snnp. hp. com
o Column 8(H) : Additional Filters "hostedlPAddress' code (Hosted IP Address Ranges)

Optional. List the hosted | P address ranges separated by semicolon ;" (equivalent to the Operator "=") If you need other
Operators, use the Node Group form after importing (these specifications appear on the Additional Filterstab of the Node Group
form). Ranges have a lower and an upper address, separated by a dash. The addresses are inclusive. To include a single IP
address, use the same value for the lower and upper address values. Note that if any address on a node matches this range, the
node will be included in the Node Group.

Valid example: 10. 20. 30. 1- 10. 20. 30. 254; 192. 168. 177. 1- 192. 168. 180.254;1.1.1.1-1.1.1. 1
« Column 9(I) : Additional Filters"mgmtlPAddress’ code (Management Address Ranges)

Optional. List the management Address ranges separated by semicolon ";" (equivalent to the Operator "=") Ranges are in the same
format as hosted |P address ranges. If you need other Operators, use the Node Group form after importing (these specifications
appear on the Additional Filterstab of the Node Group form). Note that Spiral Discovery only creates management IP Addresses
on nodes that support SNMP. See the online help for the Node form's Management Address field for more information about how
Spiral Discovery selects the Management Address.

« Column 10(J) : Additional Filters"customAttrName:customAttrValue' codes (Custom Node Attributes)

Optional. List the custom attributes assigned to nodes as follows: “cust om attri bute name" operator "custom attribute
val ue"[; ...] and note the name and the value must be surrounded by quotes. After importing, these Custom Node Attribute
specifications appear on the Additional Filterstab of the Node Group form.

Valid values for operator are as follows:
=, !=, like, not like, between, not between, > >= <, <= is null, is not null (If youneed other values, use the

Node Group form after importing.) The operatorsis null andis not nul | donot have avalue, for example, "ny attribute"
is not null.Thevauesfor between and not between are specified asx AND y (for example, "ny attribute" between "100

AND 200").
For more than one custom attribute statement, place a semicolon between statements (for example, " Locati on" = "Bl dg.
Five";"Service Type" = "eCommerce"). Multiple "customAttrName:customAttrValue" statements are AND'ed together.

Therefore, al the statements must evaluate to true for each node to be included in the Node Group.

« Column 11(K) : Additional Filters "capability” code (Capabilities)

Optional. List the capabilities assigned to nodes as follows: capabi l ity operator "capability value"[;...] Notethevalue
must be surrounded by quotes. After importing, these Capabilities specifications appear on the Additional Filterstab of the Node
Group form.

The valid values for operator are as follows:
=, 1=, like, not Iike (If youneed other values, use the Node Group form after importing.)

For more than one capability statement, place a semicolon between statements (for example, capabi lity =
"com hp. ov. nms. i SLANSwi t ch"; capability != "com hp.ov.nns.isl Pv4Rout er"). Multiple capability statements are AND'ed
together. Therefore, all the statements must evaluate to true for each node to be included in the Node Group.

« Column 12(L) : Security Group Details

Optional. Specify a list of security-group properties that you want to add to this node-group, separated by semicolon";". To
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associate this node-group with a security-group by UUID, enter in the security-group's UUID in the form (XXXXXXXX-XXXX-XXXX-
XXXXXXXXXXXX), Where (X) is a hexadecimal digit (0-9a-fA-F) otherwise it will be assumed that the node-group is to be associated
with a security-group by name.

For example 12345678- 1234- 1234- 123456123456; t est _securi ty_group_nane
o Column 13(M) : Tenant Details

Optional. Specify a list of tenant properties that you want to add to this node-group, separated by semicolon ";". To associate this
node-group with a tenant by UUID, enter in the tenant's UUID in the form (XXXXXXXX-XXXX-XXXX-XXXXXXXXXXXX), where (X) is a
hexadecimal digit (0-9a-fA-F) otherwise it will be assumed that the node-group is to be associated with a tenant by name.

For example 12345678- 1234- 1234- 123456123456; t est _securi ty_group_nane
« Column 14(N) : Node Name

Optional. Specify alist of nodes by name that you want to add to this node-group, separated by semicolon ";". To associate this
node-group with a node by node-name, include the node namesin alist of semicolon-separated values.

For example t est _node_nane; node_nane_2
o Column 15(0) : Add to Filter List
Optional. Sets the Add to Filter List field of the Node Group form.
0 (the default setting) means this Node Group is not available as a filter in NNM iSPI Performance reports.
1 means this Node Group appears in the Optional Filters selection panel of the NNM iSPI Performance reports.

Recommendation: Set this value to 1 only for Node Groups that are needed as filters in NNM iSPI Performance reports.

Use of Microsoft Excel

Microsoft Excel is a useful tool to create comma-separated files, but .csv files do not maintain their column width, comments, and other spreadsheet
options. HP recommends that you store a nnm oadnodegr oups. ovpl input file as a native .xls format, then complete aFi | e: Save As... command
to create a .csv file. You can then add Excel comments to the file, make columns wider, and do not need to escape the comma character. Microsoft
Excel also makesit easy to populate the list of child Node Groups. To do this, make column 4(D) contain a calculated value such as the following:

=$A1&": 0; "&$A2&": 0; " &SA3&": 0; " &BAA&": 0; "&$A5&": 0; "&$A6&": 0; " &SAT&": 0; "

This example combines the Node Group Names defined in the first column of the first 7 rows, as child Node Groups of the Node Group Name
defined in the first cell of the current row. Using this Excel reference, if you rename the child Node Group in the first column, you do not need to go
back and change the reference in the parent Node Group's column 4(D). Note that typing a comma in aline after a leading # in Microsoft Excel
generates a non-commented entry when the .xIsfile is saved as a .csv file (creating a Node Group with a Name starting with the # character).

EXAMPLES

Sample CSV file contents:

SNVP, Nodes that support SNVMP and that are present in Colorado,,,,, server 1. nyco. com server2. myco.com *. hp. com
Note

When entering datain CSV files, do not use the separator characters (":" and ";") for other purposes (for example, in the Names -
column 1 - of Node Groups). If you need to use the separator characters, escape them with "\". For example:

« "computer:1" must be entered as "computer\:1"
« "computer;1" must be entered as "computer\; 1"
« "computer\:1" must be entered as "computer\\\:1"

To load the Node Groups from a CSV file without overwriting any existing Node Group that matches a Name defined in column 1 of your CSV file:
nnm oadnodegr oups. ovpl -u system -p nyadm npasswd —f /tnp/test.csv

To load the Node Groups from a CSV file, and overwrite any existing Node Group that matches a Name defined in column 1 of your CSV file
(Caution: thisis not a merge, it is a complete replacement of that matching Node Group's configuration):

nnm oadnodegr oups. ovpl -u system -p nyadm npasswd -r true —f /tnp/test.csv
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AUTHOR

nnm oadnodegr oups. ovpl was developed by Hewlett-Packard Company.

FILES

Windows: %NM_BI N% nnml oadnodegr oups. ovpl

UNIX: $NNM_BI N/ nnmi oadnodegr oups. ovpl

SEE ALSO

nnmconfigimport.ovpl (1M), nnm.properties(4).

Return to R In
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Name

nnmloadseeds.ovpl — load discovery node seed information

SYNOPSIS

nnm oadseeds. ovpl -f seedFile [-ttenant] |-Nseeds [-ttenant] [-U<user name> -p <passwor d>] [-
jndiHost <host Nane> Default: localhost] [-jndiPort <port > Default: 1099]

DESCRIPTION

nnm oadseeds. ovpl alows discovery seeds to be loaded using command line arguments (-n option) or from
atext file (-f option). A seed is a device that you want NNM to use as a starting point for the spiral
discovery process. Seed values are either |P addresses or host names. When using the -n option the seeds are
entered on the command line, separated by white space. Seeds are always added to NNM even if they do not
support SNMP

The -f option accepts a file with a single entry specified per line. Each line has the following format:

| PAddr ess| Host Nane, "Opti onal Tenant Nanme or UUI D" # (optiona comment to help identify the node, if
desired)

Where:
| PAddr ess = the IP address of the node you wish to add.
Host Nanme = the host name of the node you wish to add.

Tenants can be optionally specified using either the tenant name or tenant UUID. The tenant specification
must be contained within quotation marks. The node discovered from the seed will be assigned to the
specified tenant. If no tenant is specified, the node will be assigned to the default tenant.

Comments can be deliminated with a # character. Additionally, you can use INCLUDE-FILE fi | enane to
include other seedfiles,

If you specify the -t option, the tenant you specify will be used for all nodes passed in via the -n option, or
all nodes in the seed file specified with the -f option. If you use -t and -f and your seed file contains seeds
with tenants specified, all seeds with specified tenants will be rejected as invalid seeds.

Note that you should set up the SNMP configuration for the devices being loaded before running this
command.
Parameters

The nnni oadseeds. ovpl command recognizes the following parameters and options:

-f seedFile
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Specify a text file to read the seeds from.
-n seeds

Specify seeds to load directly from the command line, with each seed separated by a space.
-t tenant name or UUID

Specify the tenant to be used for all seeds being loaded.
-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-j ndi Host <server Nane>
The server INDI host; default is| ocal host .
-jndi Port <port>

The server INDI port; default is 1099.

EXAMPLES

Load a list of devices as seeds:

nnm oadseeds. ovpl -n mntisco8540 15.2.112.22

Load seed for a node using its fully qualified name with username and password:

nnm oadseeds. ovpl -u usernane -p password -n mnti sco8540. superpoller3. mm
Load seeds from a file name that is named seeds to |oad.txt:

nnn oadseeds. ovpl -f /tnp/seeds_to_| oad.txt

Load seed for a node using its fully qualified name and specific tenant assignment:

nnm oadseeds. ovpl -n m nti sco8540. superpoller3.mm -t Custonerl

Load seeds from a file name that is named seeds to |oad.txt and assign all seeds to a given tenant:

nnm oadseeds. ovpl -f /tnp/seeds_to_load.txt -t Customner?2

AUTHOR

nnm oadseeds. ovpl was developed by Hewlett-Packard Company.
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FILES

Windows: i nstal | _di r\ bi n\ nnm oadseeds. ovpl

UNIX: $NNM Bl N nnnl oadseeds. ovpl

SEE ALSO

nnmseeddel ete.ovpl (1M), nnmnodedel ete.ovpl (1M), nnmnoderediscover.ovpl (1M), nnm.properties(4).
Return to Reference Pages Index
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Name

nnmmanagementmode.ovpl — Change the NNM management mode of a node or interface.

SYNOPSIS

nnnmanagenent node. ovpl [[-node.name nodenane -mode node]

| [-t obj ect type [[ -f csv_filenanme [-bbatch size]]|[-Scsv formatted line]]]]
[-jdniHOSt host nane]

[-jdniPort port ]

[-U user nanme -p passwor d]

[

DESCRIPTION

nnnmmanagenent node. ovpl allows the system administrator to set the management mode of a node or
interface in the NNM database.

Parameters

nnmmanagenent node. ovpl recognizes the following options. Any unrecognized options are reported by a
usage message.

-?
Prints the usage statement.
- node. nanme nodenane
The name of a node to change management mode on.

-node node

The desired management mode to set. Valid values are "MANAGED", "NOTMANAGED", or
"OUTOFSERVICE".

-t object type
Supply the object type to set the management mode on. Valid values are "node" or "interface”.
-f csv_fil enane

Supply the CSV file name (with path, e.g. /opt/tmp/mynodes.csv) from where you want to set the
management mode. If the file contains incorrect entries (too many/few columns, incorrect mode) the
command will report these but will not execute any of the entries.

-b batch size

If the input comes from a file, the command will process all entries and send the request to the server
in chunks specified by this option. The default is 1000 entries at a time.
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-s csv formatted Iine
Supply a single CSV formatted line. Eliminates the need to create a file for a simple change
-j ndi Host host nane
The server jndi host; the default is localhost
-jndi Port port
The server jndi port; the default is 1099
-uU <user nane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

Syntax of Comma Separ ated File for node management mode

The CSV file you supply must have the following syntax for setting management mode on nodes.
Empty lines are ignored.
Lines that being with the # character are ignored.
All columns are mandatory
« Column 1(A) : Node DNS|IP Address
Specify the DNS name of the node OR the IP address. The search algorithm is as follows:

o find a node that has a matching management ip address

o find a node that has a matching ip addressin the default domain
o find a node that has a matching host name

o find a node that has a matching name

« Column 2(B) : Management mode

The mode to set the node to. Valid entries are "MANAGED', "NOTMANAGED",
"OUTOFSERVICE"

Example lines:
192.168.1.1,0UTOFSERVICE
my.fgdn.com, MANAGED
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Syntax of Comma Separated File for interface management mode

The CSV file you supply must have the following syntax for setting management mode on interfaces.
Empty lines are ignored.
Lines that being with the # character are ignored.
All columns are mandatory
o Column 1(A) : Node DNS|IP Address

Specify the DNS name of the node OR the IP address. The search algorithm is the same
as specified above.

« Column 2(B) : Interfaceid

Interface Id Specify the identifier of the interface on the node specified in the previous
field. The search agorithm is as follows:

ifIndex
ifName
ifAlias
ifDescription

[e] o O o

o Column 3(C) : Mode

The management mode to set the interface to. Valid entries are "INHERITED',
"NOTMANAGED", "OUTOFSERVICE"

Example lines:
192.168.1.1,1, OUTOFSERVICE

my.fqgdn.com, myAlias, MANAGED

RETURN VALUE

nnnmanagenent node. ovpl exits with the status 0 (zero) if no errors were encountered, 1 otherwise.

AUTHOR

nnnmanagenent node. ovpl was developed by Hewlett-Packard Company.

EXTERNAL INFLUENCES

Environmental Variables
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Name

nnmnetdel etenodeattrs.ovpl — script to delete node custom attributes from a comma separated values
(Csv) file

SYNOPSIS

nnmet del et enodeat trs. ovpl [-?] [-U<user nanme> -p <password>] [-f <csv_fil ename>] [-S <csv
formatted |ine>]

DESCRIPTION

IMPORTANT: This command is deprecated and will be removed in a future release. Please use
nnmdel eteattributes.ovpl instead.

nnmmet del et enodeat trs. ovpl alows node custom attributes to be deleted from a comma separated values
(CSV) file, such as a .csv file from Microsoft™ Excel. This command is useful if you have previously
created custom attributes that are no longer needed. Once the attributes are deleted, any nodes in a node
group formed by referencing those attributes will disappear from the node group.

NOTE: unlike nnmnetloadnodeattrs.ovpl this command does NOT require a valid iSPI-NET license.

Parameters

nnmet del et enodeat t rs. ovpl supports the following options:
-?
Prints the usage statement.

-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-f <csv_fil enane>

Supply the CSV file name (with path, e.g. /opt/tmp/mynodes.csv) that lists the custom attributes to
delete.

-s <csv formatted |ine>
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Supply a single CSV formatted line. Eliminates the need to create a file for a simple change

Syntax of Comma Separ ated File

The CSV file you supply must have the following syntax for adding attributes.
Empty lines are ignored.
Lines that being with the # character are ignored.
o Column 1(A) : Node DNS|IP Address
Specify the DNS name of the node OR the IP address. This field is compulsory.
« Column 2(B) : Attribute Name
The name of the custom attribute.

Additional attribute names may be specified on the same line or on a separate line with the same node
DNSJIP Address.

Example lines:
192.168.1.1,Project,Service Type
192.168.1.1,Asset Tracking

192.168.2.2,Project,Service Type,Asset Tracking

Use of Microsoft Excel

Microsoft Excel is a handy tool to create comma separated files, but .csv files do not maintain the Excel
spreadsheet's column width, comments, etc. It is recommended that you store a nnmnetdel etenodesttrs.ovpl
input file as a native .xIs format, and then perform Fi | e: Save As... to create a .csv file. Then you can add
Excel comments to the file, make columns wider, and you do not need to worry about escaping the comma
character.

EXAMPLES

Sample CSV file contents:

192. 168. 2. 2, Proj ect, Servi ce Type, Asset Tracking

To delete the Node custom attributes from a CSV file:

nnmet | oadnodeattrs. ovpl -u system -p nyadm npasswd —f /tnp/test.csv

To delete the Node custom attributes from the command line:

nnmet | oadnodeattrs. ovpl -u system -p nyadm npasswd -s "192.168.1.1, Project"
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AUTHOR

nnmet | oadnodeat t rs. ovpl was developed by Hewlett-Packard Company.

FILES

$NNM_BI N nnmmet | oadnodeattrs. ovpl

SEE ALSO

nnmnetl oadnodeattrs.ovpl (1M), nnmloadnodegroups.ovpl (1M), nnm.properties(4).

Return to Reference Pages Index
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Name

nnmnetl oadnodeattrs.ovpl — script to load node custom attributes from a comma separated values (CSV)
file

SYNOPSIS

nnmet | oadnodeat trs. ovpl [-?] [-U <user name> -p <password>] [-f <csv_fil ename>] [-r <true
fal se>] [-S<csv formatted |ine>|

DESCRIPTION

IMPORTANT: This command is deprecated and will be removed in a future release. Please use
nnml oadattributes.ovpl instead.

nnmmet | oadnodeat trs. ovpl alows node custom attributes to be loaded from a comma separated values
(CSV) file, such as a .csv file from Microsoft™ Excel. This command is useful if you have a large number
of nodes that are defined in an external datastore, and you would like to load these attributes into NNM.
After loading into NNM you can use the Node Group forms to group nodes according to their custom
attributes.

NOTE: this utility requires a valid iSPI-NET license.

Parameters

nnmet | oadnodeat t rs. ovpl supports the following options:
-?

Prints the usage statement.
-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-r <true | fal se>
Existing attribute values are not changed unless this argument is provided with the value of true.

-f <csv_fil enane>
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Supply the CSV file name (with path, e.g. /opt/tmp/mynodes.csv) from where you want to import the
custom attributes.

-s <csv formatted |ine>

Supply a single CSV formatted line. Eliminates the need to create a file for a simple change

Syntax of Comma Separ ated File

The CSV file you supply must have the following syntax for adding attributes.
Empty lines are ignored.
Lines that being with the # character are ignored.
« Column 1(A) : Node DNS|IP Address
Specify the DNS name of the node OR the IP address. This field is compulsory.
« Column 2(B) : Attribute Name
The name of the custom attribute.
o Column 3(C) : Attribute Value
The value of the custom attribute.

Additional attribute name and value pairs may be specified on the same line or on a separate line with the
same node DNSJIP Address.

Example lines:
192.168.1.1,L ocation,Building Five Upper,Service Type,eCommerce
192.168.1.1,Asset Tracking,N1234

192.168.2.2,L ocation,Fort Callins,Service Type,| T,Asset Tracking,F4321

Use of Microsoft Excel

Microsoft Excel is a handy tool to create comma separated files, but .csv files do not maintain the Excel
spreadsheet’s column width, comments, etc. It is recommended that you store a nnmnetl oadnodeattrs.ovpl
input file as a native .xIs format, and then perform Fi | e: Save As... to create a.csv file. Then you can add
Excel comments to the file, make columns wider, and you do not need to worry about escaping the comma
character.

EXAMPLES

Sample CSV file contents:

192.168. 2. 2, Locati on, Fort Collins, Service Type, | T, Asset Tracking, F4321
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To load the Node custom attributes from a CSV file overwriting existing values:

nnmet | oadnodeattrs. ovpl -u system -p nyadm npasswd —f /tnp/test.csv -r true

To load the Node custom attributes from the command line:

nnmet | oadnodeattrs. ovpl -u system -p myadm npasswd —s "192.168. 1.1, Project,| T Update of
Bui | di ng Five"

AUTHOR

nnmet | oadnodeat t rs. ovpl was developed by Hewlett-Packard Company.

FILES

$NNM_BI N nnmmet | oadnodeattrs. ovpl

SEE ALSO

nnmnetdel etenodeattrs.ovpl (1M), nnmloadnodegroups.ovpl (1M), nnm.properties(4).

Return to Reference Pages Index
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Name

nnmnodedel ete.ovpl — Remove node(s) and associated data from the NNM topology database

SYNOPSIS

nnmodedel et e. ovpl -help | -node <host Name> | -rm <Regi onal NNM managenent server > | -file
<fil ename> [-U <user name> -p <passwor d>] [-jndiHost <host Nane> Default: localhost] [-jndiPort
<port > Default: 1099]

DESCRIPTION

nnmodedel et e. ovpl removes a node and its associate data like interfaces, ip addresses etc from the
system. If this results in empty VLANSs and/or subnets they will be removed as well. If incidents point to
this node, the Source Node field will be blanked out, but the incidents will not be removed. The node is
identified using the hostName field.

The -rm option accepts the name of a Regional NNMi management server. Nodes that are managed by that
Regional Manager, will be removed from the local database.

The -file option accepts a file with a single entry specified per line. Each line has the following format:

Host Nane # (optional comment to help identify the node, if desired) Where: Host Namre = the host name of
the node you wish to add. Comments can be deliminated with a # character.

Parameters

nnnmodedel et e. ovpl supports the following options:
-node <host Name>

The hostname of the node to delete.
-rm <Regi onal Manager Nane>

The name of the Regional NNMi management server.
-file <fil eName>

Specify a text file to read the nodes from.
-u <user nane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>
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Supply the NNMi administrator password to run the script. This script requires the NNMi

administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-j ndi Host <server Nane>

The server INDI host; default is| ocal host .
-jndi Port <port>

The server INDI port; default is 1099.
-hel p

Prints the usage statement.

EXAMPLES

nnmodedel et e. ovpl -u username -p password -node myNode
Removes the node nmyNode. (Y ou must provide an NNM username and password.)
nnmodedel et e. ovpl -u username -p password -rm myRegi onal Manager

Removes all nodes associated with nyRegi onal Manager (You must provide an NNM username and
password.)

nnmodedel et e. ovpl -u username -p password -file nyFile

Reads the nodes specified in the nyFi | e file and attempts to remove them from the database. (You
must provide an NNM username and password.)

Diagnostics

nnmodedel et e. ovpl returns the following exit codes:

0
Operation was successful.
1
An error occured; see error message for details.
2
Partly successful but some nodes were not deleted; see error messages for details.
AUTHOR

nnmmodedel et e. ovpl was developed by Hewlett-Packard Company.
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FILES

$NNM_BI N/ nnnrmodedel et e. ovpl

NOTES

The deleted node could be rediscovered if it was created due to a Aut o Di scovery Rul e. The workaround
would be to add the node's ip addressto the Excl uded 1 P Addr esses entry in the Di scovery
Confi gurati on form.

SEE ALSO

nnmseeddel ete.ovpl (1M), nnmnoderediscover.ovpl (1M), nnmtopodump.ovpl (1M),
nnmresetembdb.ovpl (1M), nnm.properties(4).

Return to Reference Pages Index
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Name

nnmnodegroup.ovpl — List the names of node groups or print node attributes of nodes belonging to a
certain node group.

SYNOPSIS

nnmodegr oup. ovpl

{-?

| -list

| -printNodes <gr oup name> [ -hostName | -shortName | -uuid | -ip ]}
[-jdniHost host nane ]

[-jdniPort port ]

[-U usernanme -p password ]

DESCRIPTION

nnmmodegr oup. ovpl Will list al node groups in the database or print node attributes belonging to a certain
node group. When printing the node attributes, the group name is a required argument; if no other
arguments are given, t he host Nane, shortNanme, uuid and managenent |P address attributes of each
node are dumped; one comma separated line per node.

Parameters

nnmmodegr oup. ovpl supports the following options:
-list
Print the name of the node groups in the database.
-print Nodes <node group nane> [-hostName | -shortName | -uuid | -ip]

Print attributes of nodes belonging to the specified node group. If no additional parameters are
provided, the host Name, shortNane, uuid and managenent ip address attributes of each node
will be printed; one comma separated line per node.

Optionally one of the following parameters can be specified, only the specified attribute will be
printed:

- host Nane

Prints the hostName of each node belonging to the node group.
-short Nanme
Prints the short name of each node belonging to the node group.

-uuid
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Prints the UUID of each node belonging to the node group.

_|p

Prints the management | P address of each node belonging to the node group. If this can not be
determined, the host name will be printed instead.

Prints the usage statement.

-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

- j ndi Host
The server INDI host; default is| ocal host .
- j ndi Port

The server INDI port; default is 1099.

EXAMPLES

To print the hostName, shortName, uuid and management ip address of all nodes that belong to the node
group Routers:

nnmodegr oup. ovpl -print Nodes Routers

To only print the host name of all nodes that belong to the node group Non- SNMP Devi ces:

nnmodegr oup. ovpl -print Nodes "Non- SNMP Devi ces" -host Nanme
To list the node group names in the database:

nnmodegr oup. ovpl -1i st

RETURN VALUE

nnmmodegr oup. ovpl exits with the status 0 (zero) if no errors were encountered, 1 otherwise.

AUTHOR

nnmmodegr oup. ovpl was developed by Hewlett-Packard Company.
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FILES

$NNM _BI N nnnrmodegr oup. ovpl

Return to Reference Pages Index
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Name

nnmnoderediscover.ovpl — Discover node details after the node has changed

SYNOPSIS

nnmmoder edi scover . ovpl -help | -node <host Nane> | -rm <Regi onal NNM management server > | -file
<filenanme> | -all [-u <user nane> -p <passwor d>] [-jndiHOSt <host Nane> Default: localhost] [-jndiPort
<port > Default: 1099]

DESCRIPTION

nnmoder edi scover . ovpl places node(s) into the NNMi discovery queue. The amount of time before the
node starts discovery is dependent on how long NNMi takes to get to the node in the queue.

If the node is already in the discovery queue, it is not added again.

Note that when using the NNMi Advanced Global Network Management feature, nodes that are managed by
a Regional Manager only go through discovery on the Regional Manager (NNMi management station) and
are not rediscovered by the Global Manager.

The -rm option is for the NNMi Advanced Global Network Management feature. It is used when issuing the
nnmoder edi scover . ovpl script on a Global Manager. NNMi requests that the Regional Manager (NNMi
management server) send the most recent discovery results to the Global Manager.

The -file option accepts a file with a single entry specified per line. Each line contains a short name, or a
fully-qualified DNS domain name, or an IP address. Each line has the following format: HostName #
(optional comment to help identify the node) Where: HostName = the short name or DNS name or 1P
address of the node you want to add.

The -all option causes all nodes managed by the loca NNMi management server to be rediscovered. Note
that when you use the NNMi Advanced Global Network Management feature and issue the

nnmmoder edi scover . ovpl script on a Global Manager, the most recent discovery results are sent from the
Regional Manager to the Global Manager.

Parameters

nnmmoder edi scover . ovpl supports the following options:
-node <host Nane>

The hostname of the node to rediscover.
-rm <Regi onal Manager Nane>

When using the NNMi Advanced Global Network Management feature and issuing the
nnmmoder edi scover . ovpl script on a Global Manager, the Name attribute value identifies a Regional
NNMi management server.
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-file <fil eName>

Specifies a text file to read the nodes from.
-all

Specifies all nodes are to be rediscovered.
-u <user nane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

- j ndi Host <server Nane>

The server INDI host; default is| ocal host .
-jndi Port <port >

The server INDI port; default is 1099.
-hel p

Displays the usage statement.

EXAMPLES

nnmoder edi scover. ovpl -u usernane -p password -node nyNode
Rediscovers the node myNode. Y ou must provide a valid administrator user name and passwor d.
nnmoder edi scover. ovpl -u usernane -p password -rm nyRegi onal Manager

Rediscovers all nodes associated with nmyRegi onal Manager . You must provide a valid administrator
user narme and password.

nnmoder edi scover. ovpl -u usernane -p password -file nyFile

Reads the nodes specified in the nyFi | e file and places them into the NNMi discovery queue. You
must supply a valid NNMi adminstrator user name and password.

Diagnostics
nnmmoder edi scover . ovpl returns the following exit codes:

0

Operation was successful.
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1

An error occurred; see error message for details.

AUTHOR

nnmmoder edi scover . ovpl was developed by Hewlett-Packard Company.

SEE ALSO

nnmdiscocfg.ovpl (1M), nnmloadseeds.ovpl (1M), nnmseeddel ete.ovpl (1M), nnm.properties(4).

Return to Reference Pages Index
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Name

nnmofficialfqdn.ovpl — Display the official Fully Qualified Domain Name (FQDN) of the NNMi
management server.

SYNOPSIS

nnnof fi ci al f gqdn. ovpl

DESCRIPTION

Use nnnof fi ci al f gdn. ovpl to display the official Fully Qualified Domain Name (FQDN). The officia
FQDN must be correct and consistent across systems to enable Single Sign On with NNM iSPIs. NNMi sets
the official FQDN during installation. After installation, you can change it using the nnmsetofficialfqdn.ovpl
command.

Options

nnnof fi ci al f qdn. ovpl by default displays verbose output with a ping test. nnnof f i ci al f gdn. ovpl
recognizes the following options:

-d
Display the domain name of the official FQDN. If the FQDN is only a short hosthame or an |P
address and if the terse option (-t) is used, NNMi does not display a value; otherwise, NNMi displays
a message informing you that the domain name cannot be found.
-t
Terse mode. Displays the FQDN or domain name vaue only. When the FQDN or domain name is not
found, no warning or informative text is shown. This option also skips the ping test.
-m
Query for the default FQDN and display the value. NNMi displays whichever value it finds first using
the following order:
« FQDN
« Short hostname
 |P address
If none of the above are found, then 'localhost’ is displayed.
-h

Display the help menu listing al the options.
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EXAMPLES

Running the command without any options displays the official FQDN and performs a ping test:

# nnnofficial fgdn. ovp
FQDN: host nane. somredomai n
Ping test: pinging hostname.sonedonmai n please wait..
Ping K

Running the command with the -t option displays the official FQDN as follows:
# nnnofficial fgdn. ovpl -t
host name. somedomai n
Running the command using the -d option displays the domain name as follows:
# nnnofficial fqdn. ovpl -d
Domai n: sonmedomnai n
Running the command using the -d and -t options displays only the domain name:

# nnnof fici al fgdn. ovpl -dt
somedomai n

AUTHOR

nnnof fi ci al f qdn. ovpl was developed by Hewlett-Packard Company.

FILES

nnnof fi ci al f gdn. ovpl residesin $NNM BI N directory.

SEE ALSO

nnmsetofficialfqdn.ovpl (1M), nnmsetdomain.ovpl (1IM), nnmsso.ovpl (1M).
Return to Reference Pages Index
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Name

nnmooflow.ovpl — Manage available HP OO flow definitions used by NNMi iSPI NET.

SYNOPSIS

nnmoof | ow. ovpl [-h] [-1] [-i xm fil enanme] [-d uui d]

DESCRIPTION

Manage user defined HP OO flow definitions. This command can be used to list current HP OO flow
definitions available to NNMi, import a new HP OO flow definition to NNMi, or delete an existing HP OO
flow definition from NNMi.

HP OO flows are authored using HP Operations Orchestration Studio. Flows in HP OO can be invoked
from NNMi during incident processing. A number of arguments can be passed to HP OO flows. See below
for the full list of arguments which can be passed.

This list option will show all available HP OO flow definitions including those shipped with the iISPI NET
diagnostics server and those previously imported. Note that only user defined HP OO flow definitions can
be deleted.

An HP OO flow definition isimported into NNMi by creating an xmifile using the format described below
and importing the definition using the -i option. A single xml file can contain a single flow definition. If
multiple flow definitions need to be imported to NNMi, create a separate xml file for each.

The following is a sample import xmifile

<definition xm ns="http://openvi ew. hp. conl xm ns/ nnm / di agnosti cs/ 1" >
<uui d>a2dbd722- b0c3- 43ad- b435- 4eae9adf 37b1</ uui d>
<nane>Test Fl ow</ nanme>
<description>A test flow for inport</description>

<ar gunent s>
<ar gunent >
<t ype>HOST</ t ype>
<nanme>host name</ name>
<requi red>t rue</required>
</ ar gunent >

<ar gument >
<t ype>SHELL_USERNAME</t ype>
<nanme>user </ nanme>
<requi r ed>f al se</required>
</ ar gunment >

<ar gunent >
<t ype>SHELL_PASSWORD</ t ype>
<nane>passwor d</ nane>
<requi red>t rue</ requi r ed>
</ ar gunment >

</ argument s>
<filters>
<filter> . .
<vendor >com hp. ov. nis. devi ces. ci sco</ vendor >
<cat egory>com hp. ov. nns. devi ces. rout er </ cat egory>
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<fan1Iy>c??1Tp.ov.nns.deV|ces.C|sc036003er|esnultlserV|cebranchoff|cerouter</fan1Iy>
</filter>
</filters>
</definition>

The XML document requires the following structure:

<definition>
<uui d></ uui d>
<name></ nane>
<descri pti on></descri pti on>
<ar gunent s>
<ar gunent ></ ar gunent >
</ argument s>
<filters>
<filter></filter>
</filters>
</ definition>

<definition> - XML document €l ement.

<uui d>nnnnnnnn-nnnn-nnnn-nnnn-nnnnnNNNNNNN</uuid>- contains the uuid of the HP OO flow as
provided by HP OO Studio. The uuid is available on the properties tab for the flow displayed in HP OO
Studio.

<name>string</name> - contains the name of the flow to be displayed in NNMi. Name can be a maximum
of 128 characters. More than 128 characters will cause a parse exception when reading the xml file.

<description>string</description> - contains the description of the flow to be displayed in NNM:i.
Description can be a maximum size of 2048 characters. More than 2048 characters will cause a parse
exception when reading the xml file.

<arguments> - contains a list of 1 or more <argument> elements to pass to the flow. Include as many
<argument> children as necessary. Each flow defined in HP OO Studio can accept named inputs. The
<arguments> list allows HP NNMi to pass NNMi defined variables to these inputs. The <type> element
defines the variable NNMi will pass to the input identified in the <name> element. SHELL_USERNAME
and SHELL PASSWORD are defined using NNMi's creditional configuration in NNMi's Communication
configuration workspace. The variables passed to the HP OO flow are determined based on the incident's
related device, interface, or port. If a argument is specified as required but NNMi can't determine an
appropriate value based on the incident, the HP OO flow will not be invoked.

An <argument> element contains a <type>, a <name>, and <required> elements.

The <type> element can be any of the following: SHELL_USERNAME, SHELL_PASSWORD, HOST,
IFACE_IFNAME, IFACE_IFTYPE, IFACE_IFALIAS, IFACE_IFINDEX, PORT_NAME, PORT_INDEX.

The <name> element represents the name of the input as defined in the HP OO Flow. The variable will be
passed to the HP OO Flow using this input name.

The <required> element may be true or false and indicates if the argument must be supplied to HP OO.

Multiple <filter> elements can be specified. <filter> elements define the types of devices where a flow can
be excuted. <filter> elements are constructed using <vendor>, <category>, and <family> child elements.

Filters specify the vendor, category, and family of the device or devices the flow supports. As such flows
can be defined for generic use across a vendor's product line or defined to more narrowly execute on a
category or family of devicesfrom a vendor. Use the "unique key" as indentified in sub forms for Device
Profile. You can find the "unique key" by opening the form corresponding to a specific Device vendor,
Device Category, or Device Family using the Device Profile workspace.
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A filter can specify just vendor, category, or family or all three to indicate a very specific device profile.

<filters> can be empty, if the flow can operate on any device.

Once a flow definition has been imported to NNMi, it is available to be used in NNMi Incident
Configuration. See NNMi online help for instructions on configuring incident flows.

Parameters

nnmoof | ow. ovpl supports the following parameters:

-h

Displays command summary

Displaysallist of all HP OO flow definitions available for use in incident configuration.
-duuid

Removes the flow definition identified by the uuid. HP defined flow definitions can not be removed.

User defined flow definitions which are referenced in incident configuration also may not be

removed.

-i xm fil enane

Imports the flow definition defined by the xml file. A flow can be repestly imported to NNMi. Only
the last flow definition for a uuid imported by this command will be retained in the configuration.

EXAMPLES

To list currently available HP OO Flow Definitions:

nnnoof | ow. ovpl -|

To load a flow definition

nnnoof | ow. ovpl -i flow xni

To delete a flow definition

nnnoof | ow. ovpl -d 01d616b0-e852-4235-b447-48185bd31444

AUTHOR

nnnoof | ow. ovpl was developed by Hewlett-Packard Company.

Return to Reference Pages Index
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Name

nnmopcexport.ovpl — export NNMi management event and SNMP trap configurations to HP OM policies
(SNMP template) file.

SYNOPSIS

nnnopcexport . ovpl -help

nnnmopcexport . ovpl [-U<username> -p <passwor d>] [-JndiHOSt <host name> -jndiPort <por t >] -template
<t enpl at e_nane> -application <appl i cat i on_nanme> [-agtmsi_copy | -agtmsi_divert] [-svmsi_copy | -
svmsi_divert] [-msgtype] [-author <aut hor code>] [-0id <snnp oi d prefix>] [-omi_hi] -file

<out put _file name> [-force]

nnnmopcexport . ovpl [-U<username> -p <passwor d>] [-JndiHOSt <host name> -jndiPort <por t >] -template
<t enpl at e_nane> -application <appl i cat i on_nanme> [-agtmsi_copy | -agtmsi_divert] [-svmsi_copy | -
svmsi_divert] [-msgtype] [-author <aut hor code>] [-0id <snnp oid prefix>] [-omi_hi] -omi_policy

DESCRIPTION

nnnopcexport. ovpl readsthe NNMi management event and SNMP trap configurations and exports the
configurations as an HP OM policiesfile. This tool provides similar functionality to the HP OM ovtrap2opc
utility that converted legacy NNM trapd.conf filesinto HP OM policies.

Parameters

nnnopcexport. ovpl supports the following parameters:

-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

- agt nsi _copy

Copy matching messages to the OVO Agent Message Stream Interface.
-agtnmsi _divert

Divert matching messages to the OVO Agent Message Stream Interface.

-application <application_nanme>
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Set the policy application name.
- aut hor <aut hor _code>

Export events matching the author code.
-file <output_fil enanme>

Save output to file with the specified name.
-force

Overwrite an existing policy file specified by -file <out put _fil e_name>.
- j ndi Host <host nane>

The server jndi host; default islocalhost.
-j ndi Port <port>

The server jndi port; default is 1099.
-nmegt ype

Set the message type to the name of the condition. The value of the resulting MSGTY PE field will be
truncated to 32 characters for OM import compatibility.

-0i d <snnp_oi d_prefix>

Export events with snmp trap OIDs matching the provided OID.
-om _hi

Include HP OMi health indicators for applicable NNMi management events.
-om _policy

Export in OMi policy format. Using the - onmi _pol i cy option is the recommended usage. Only
generate policies without this option if you need to maintain backwards compatibility with previous
OM integrations. A header file and a data file are created in the form <UUID>_header.xml and
<UUID>_data where UUID is a Universally Unique Identifier. The -file option is ignored. Using the -
om _pol i cy option generates policies using the Rel at edCi | nf o OMi custom attribute. If you do not
use the - omi _pol i cy option, the policy uses the older oPR_CI _I NFO OM custom attribute.

- svisi _copy
Copy matching messages to the OV O Server Message Stream Interface.
-svnsi _divert

Divert matching messages to the OVO Server Message Stream Interface.
-tenpl ate tenpl ate nane

Set the <template_name>.

-hel p
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Show help.

EXAMPLES

Export an OM policy file containing all NNMi management events and SNMP trap definitions:

nnnmopcexport.ovpl -u user -p pass -tenplate "SNVP Traps" -application "NNM" -file
pol i ci es. dat

Export an OMi policy file containing all NNMi management events and SNMP trap definitions and OMi
health indicators:

nnnopcexport.ovpl -u user -p pass -tenplate "SNVP Traps" -application "NNM" -om _hi
om _policy

AUTHOR

nnnmopcexport . ovpl was developed by Hewlett-Packard Company.

Return to Reference Pages Index
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Name

nnmperfspisync.ovpl — Force the PerfSpiAdaptor to dump NNMi's node and interface groups so
Performance SPIs are consistent with NNMi.

SYNOPSIS

nnnper f spi sync. ovpl

DESCRIPTION

nnnper f spi sync. ovpl isa Perl script that enables you to force the Perf SpiAdaptor to dump node and
interface groups within 5 minutes.

NOTE: It can take up to 5 minutes for the group topology to be written to the file system.

Parameters

The nnnper f spi sync. ovpl script does not support any parameters.

NOTES

The nnnper f spi sync. ovpl script will not overwrite an existing dump request if one exists, over-writing
will not speed up the 5 minute timer for the dump request.

EXAMPLES

nnnper f spi sync. ovpl

Starts a 5 minute timer for a full node and interface group dump, if it does not already exist.

AUTHOR

nnnper f spi sync. ovpl was developed by Hewlett-Packard Company.

Return to Reference Pages Index
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Name

nnmresetembdb.ovpl — drop (delete) and recreate the embedded database, if NNMi is configured to run
with the embedded database

SYNOPSIS

nnnt eset enbdb. ovpl [-?|-h|-help] [-silent] [-nostart]

DESCRIPTION

Use nnnr eset enbdb. ovpl to drop (delete) and recreate the NNMi embedded database. This command is
useful only if you installed NNMi with the embedded database option. Y ou should use this command only if
your database is corrupt, and you are willing to lose all of your data; or, if you simply want to reset your
database to the state it wasin after initial installation.

If NNMi is running when this command is executed, the command first stops NNMi (using ovst op), then
starts the nnsdbngr process to work with the database (using ovst art ). Unless the - nost art option is
present, NNMi restarts (using ovst ar t ) upon successful completion of the reset process.

When the database reset has completed, the embedded database has no tables or datain it. The tables are
recreated when you restart NNMi using the ovst art command, or when the nnnr eset enbdb. ovpl command
automatically starts NNMi. You must be logged in asr oot on UNIX systems, or as adni ni strat or 0N
Windows systems to run this command.

Parameters

The nnnr eset enbdb. ovpl command recognizes the following parameters.
-silent

The nnnr eset enbdb. ovpl command does not display the command results when you use the - si | ent
option.

-nostart

The nnnr eset enbdb. ovpl command does not start NNMi after the database reset when you use the -
nostart option.

-?|-h|-help

Display command usage.

EXAMPLES

Y ou can use this script to reset your database if you have a bad discovery or a corrupted database; or if you
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want to reset the database (including configuration items stored in the database) to the state the database
was in after initial installation.

You'll see these messages.

# nnnr eset enbdb. ovpl -nostart

WARNING Running this tool will stop NNM drop and recreate the database,
and restart NNM Pl ease nake sure no najor activity is occurring at

this tine.

Is it OKto stop NNM (ovstop)? [n] vy

Thank youl!

WARNING: This will delete all configuration and discovered data. You cannot

recover from a reset unless you have taken a backup.
Are you sure you wish to reset your database? [n] y

Attenpting to reset the enbedded database. ..

Starti n? nmsdbngr process for database reset...
Successfully started nmsdbnmgr process for database reset.
Successfully reset private database.

Successfully reset NNM enbedded dat abase.

#

AUTHOR

nnnr eset enbdb. ovpl was developed by Hewlett-Packard Company.

FILES

nnnt eset enbdb. ovpl residesin $NNM BI N (UNIX) or i nstal | _di r\ bi n (Windows) directories.

SEE ALSO

nmsdbmgr.ovpl (1M), nnmnodedel ete.ovpl (1M), ovstart.ovpl (1M), ovstop.ovpl (1M), ovstatus.ovpl (1IM).
Return to Reference Pages |ndex
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Name

nnmrestore.ovpl — restore a backup created by the nnnbackup. ovpl script

SYNOPSIS

nnnt est or e. ovpl [-?|-h|-help] [-force] [-lic] [-partial] -source <di rect ory>

DESCRIPTION

nnnr est or e. ovpl iSthe main restore script for NNMi. The command uses a previous NNMi backup created
using the nnmbackup. ovpl script to restore NNMi to the state stored in the backup files. The scope of the
restore is determined by the content of the backup and by the command-line arguments you provide. The
nnnt est or e. ovpl Script restores only the data contained in the backup files.

Thennnrest ore. ovpl script detects the following:

« Was the backup performed on the target system? If the backup was taken locally, the - 1i ¢ parameter
permits the restoration of licensing information.

« Isthetarget system running an Oracle or Postgres database? If you require a full restore of an Oracle
database, for example, running the nnnr est or e. ovpl script without the - parti al parameter, the
nnnr est or e. ovpl SCript prompts you for information to determine if the target system is using the
same Oracle database instance as the backup, or if an Oracle backup and restore operation has already
taken place on the target system. Y ou must answer these questions correctly or the script will copy or
merge the SSL certificates incorrectly and the database will become unaccessible from the target
installation.

The source directory contains either all of the files required for the restore options you have selected, or a
single tar file. If the sourceis atar file, the nnnr est ore. ovpl script extracts the tar file to a temporary
folder in the current working directory. The nnnr est or e. ovpl script removes the temporary folder after
completing the restore.

NNMi must be stopped to complete restore operations. If you use the —f or ce option, the nnnr est or e. ovpl
script stops NNMi. If the files present in the source folder indicate that the original backup was an onl i ne
backup, the restore process starts the nnsdbngr process to make sure the embedded database is available. To
restore the files from an online backup, you must use the - f or ce option.

You must be logged in as as adni ni st rat or on Windows systems or r oot on UNIX systems to run the
nnnt est or e. ovpl SCript.

Caution

The database restore performed by the nnnr est or e. ovpl script applies only to the embedded
database. If you chose a different database at installation, the table datais not restored using
the nnnr est ore. ovpl script. File-system restores work regardless of database type. For
details about what you need to restore if you select a different database at installation, refer
to the NNMi Deployment Reference (available at
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http://h20230.www2.hp.com/selfsolve/manual's).

Parameters

nnnr est or e. ovpl supports the following options:

-force

If you provide this option, the nnnr est or e. ovpl script stops NNMi before running the restore
procedure. Also, the script starts the nnmsdbngr processif it must restore the type of backup on which
the restore is based. This restore from an online backup to use this option.

-lic

If you provide this option, the nnnr est or e. ovpl Script restores licensing information. Note that the
script only restores licensing information if it successfully validates that the backup operation was
performed on the same system.

-parti al

Without this option, the nnnr est or e. ovpl script restores the database and corresponding SSL
certificates. In the case of a system-to-system restore, the nnnr est or e. ovpl script merges the

nnm keyst or e and nnm t r ust st or e fileswith the target system's nnm keyst ore and nnm trust store
files. The merge routine merges all certificate aliases from the backed up stores that do not already
exist on the target system. There is one exception, if the FQDN. sel f si gned key alias exists in both
stores, the target system's key alias is removed and replaced with the one stored in the backup. Before
the certificates are merged or restored, a backup is performed, stored in the same directory, and
labeled *. ori gi nal .

When you use the - par ti al option, the nnnr est ore. ovpl script will not restore the database and
corresponding SSL certificates. The - parti al optionisonly useful for restoring configuration files.

- source<di rectory>

Specifies the input directory containing the restore files. If the source you provideis a tar file, the
nnnt est or e. ovpl Script extracts the tar file to a temporary folder in the current working directory.
The script removes the temporary folder after completing the restore.

-?|-h|-help

Display command usage.

EXAMPLES

To restore a previous backup:

#./nnnrestore. ovpl —source /tnp/bak/config

To restore with the - f or ce option:

#./nnnrestore. ovpl —force —source /tnp/bak/all

To restore everything except the database, SSL certificates, and licenses, use the - parti al option:
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#./nnnmrestore. ovpl —partial —source /tnp/bak/al

To restore everything, including licensing information on a local system, use the - 1i ¢ option:

#./nnnrestore.ovpl —lic —source /tnp/bak/al

AUTHOR

nnnt est or e. ovpl was developed by Hewlett-Packard Company.

SEE ALSO

nnmbackup.ovpl (1M).

Return to Reference Pages Index
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Name

nnmrestoreembdb.ovpl — restore a full backup of the NNMi embedded database

SYNOPSIS

nnnr est or eenbdb. ovpl [-?|-h|-help] [-force] -source <backup file>

DESCRIPTION

Use the nnnr est or eenbdb. ovpl script to restore a full backup of the NNMi embedded database. Create the
backup file required for the restore using the nnmbackupenbdb. ovpl Script. Because query planning
statistics are not backed up, these statistics are gathered as part of the restore procedure to ensure good
database performance after a restore.

Before running the nnnr est or eenbdb. ovpl script, make sure the embedded database is empty. Y ou can do
this by running the nnnr eset enbdb. ovpl script. If you do not clear the embedded database, the restore
procedure runs the nnnr eset enbdb. ovpl script for you and the restore fails if the nnnr eset enbdb. ovpl
script fails.

Do not run this script while NNMi is running unless you specify the - f or ce option. Only the nnsdbngr
process can (and must) be running when you run the nnnr est or eenbdb. ovpl script. You must be logged in
as as administrator on Windows systems or root on UNIX systems, to run this script.

Parameters

-source <backup file>

The file to use when restoring the backup. This file must be a file that was created using the
nnnbackuperbdb. ovpl Script.

-force

If you provide this option, the script stops NNMi if it is currently running, then starts the nnsdbngr

process.
-?|-h|-help

Display script usage.
EXAMPLES

Use this script to run a full database recovery when a restore from backup becomes necessary.

Y ou will see these messages:

# nnnr est or eenbdb. ovpl -source /backups/ nnnDb. dunp
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WARNI NG Running this command while NNM is running will cause sporadic

failures in active sessions. Please ensure that only the nnsdbngr

process is running when executing this comand (ovstart nnsdbnogr).
Are you sure you want to run a full database restore now? [n] y

Gk, performing full enbedded database restore...
Statistics analysis conpleted successfully.

l#;INM enmbedded dat abase successfully restored from /backups/ nnmDb. dunp.

AUTHOR

nnnt est or eenbdb. ovpl was developed by Hewlett-Packard Company.

FILES

nnnt est or eenbdb. ovpl resides in the following directories:
o Windows. %\NM Bl N%

« UNIX: $NNM BIN

SEE ALSO

ovstart(1M), ovstop(1M), ovstatus(1M), nmsdbmgr(1M), nnmbackupembdb.ovpl (1M).

Return to Reference Pages Index
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Name

nnmsecurity.ovpl — NNMi Security Management

SYNOPSIS

nnmsecurity. ovpl -help

nnnsecuri ty. ovpl -assignNodeToSecurityGroup ((-node <nanme or hostnane or nanagenent address
or uui d> -securityGroup <nane or uui d>) | -file <name>) | -assignNodeToTenant ((-node <nane or
host nane or nanagenent address or uui d> -tenant <name or uui d>) | -file <nane>) | -
assignSecurityGroupToTenant (-tenant <nane or uui d> -securityGroup <name or uui d>) | -
assignUserGroupT oSecurityGroup ((-userGroup <nane> -securityGroup <name or uui d> -role<rol e>) |
-file <name>) | -assignUserToGroup ((-user <nanme> -userGroup <name>) | -file <name>) [-u <user name> -
p <passwor d>] [-jndiHost <host name> Default: localhost] [-jndiPort <port > Default: 1099]

nnnmsecuri ty. ovpl -createSecurityGroup ((<nanme> [-securityGroupUuid <uui d>] [-description

<descri ption>]) | -file <nane>) | -createTenant (<name> [-tenantUuid <uui d>] [-securityGroupUuid
<uui d>] [-description <descri pti on>]) | -createUserAccount ((<user name> -role <r ol e> [-password
<passwor d>] [-directoryServiceAccount <t r ue| f al se>]) | -file <nane>) | -createUserGroup ((<name> [-
displayName <user friendly group nanme>] [-description <descri pti on>] [-directoryServiceName
<dn>]) | -file <nanme>) [-U <user name> -p <passwor d>] [-jndiHost <host name> Default: localhost] [-
jndiPort <port > Default: 1099]

nnmsecuri ty. ovpl -deleteSecurityGroup (<gr oupNane or uui d> | -file <nane>) | -deleteUserAccount
(<nane> | -file <name>) | -deleteUserGroup <name> [-U <user nane> -p <passwor d>] [-jndiHost
<host name> Default: localhost] [-jndiPort <port > Default: 1099]

nnnsecuri ty. ovpl -displayConfigReport [<report >[, <report >]] [-U <user name> -p <passwor d>] [-
jndiHost <host name> Default: localhost] [-jndiPort <port > Default: 1099]

nnnsecuri ty. ovpl -listNode <nodeNane> | -listNodesInSecurityGroup <gr oupName or uui d> | -
listSecurityGroupForTenant <uui d> | -listSecurityGroups | -listTenants | -listUserGroupMembers

<gr oupName> | -listUserGroups <user > | -listUserGroupsForSecurityGroup <gr oupNane or uui d> [-U
<user nane> -p <passwor d>] [-jndiHost <host name> Default: localhost] [-jndiPort <port > Default: 1099]

nnnsecuri ty. ovpl -removeUserFromGroup ((-user <nanme> -userGroup <name>) | -file <name>) | -
deleteUserGroup (<nane> | -file <name>) | -removeUserGroupFromSecurityGroup ((-userGroup

<gr oupName > -securityGroup <gr oupName or uui d> [-role<rol e>]) | -file <fil e>) | -updateUserGroup
((<name> [-displayName <user friendly group name>] [-description <descri ption>] [-
directoryServiceName <dn>]) | -file <nanme>) [-U <user name> -p <passwor d>] [-jndiHost <host nane>
Default: localhost] [-jndiPort <port > Default: 1099]

DESCRIPTION

If you frequently run NNMi command line tools, create an nnm proper ti es file containing your username
and password. Doing so permits you to run many NNMi command line tools and scripts without entering a
username and password. Place the nnm properti es filein a. nnmsubdirectory within your home directory.
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For example, you might place the nnm properti es file you create inthe dri ve: \ Docunents and
Set ti ngs\ user name\ . nnm (Windows) or ~/ . nnm(UNIX) directory.

nnmsecuri ty. ovpl isused to manage NNMi security configuration. It provides commands to create, update,
and remove security objects such as user accounts, user groups, and security groups as well as to configure
the relationships among these objects. This command replaces the deprecated nnmprincipal config.ovpl
command.

Parameters

nnmsecuri ty. ovpl supports the following commands:

- assi gnNodeToSecurityG oup (-node <name or hostnanme or nanagenment address or uuid> -
securityGoup <nane or uuid>) | -file <nane>

Assigns nodes to security groups using either command line arguments or an input file.
- node

|dentifies a node by name, hosthame, management address, or UUID.
-securityGoup

Identifies a security group by name or UUID.
-file

Path to a CSV -formatted file containing lists of node to security group assignment with the
format: securitygroup, node

-hel p
Prints the usage statement.

- assi gnNodeToTenant (-node <nane or hostnane or management address or uuid> -tenant
<nanme or uuid>) | -file <name>

Assigns a node to a tenant using either command line arguments or an input file. The node-to-tenant
assignment must be done on an NNMi management server that directly manages both objects. Global
node-to-tenant assignments are unsupported.

- node

|dentifies a node by name, hosthame, management address, or UUID.
-t enant

|dentifies a tenant by name or UUID.
-file

Path to a CSV -formatted file containing lists of node to tenant assignments with the format:
node, t enant

-assignSecurityG oupToTenant -tenant <nanme or uui d> -securityGoup <nanme or uuid>

Changes the default security group for a tenant. The default security group for a tenant is used to
specify which security group to use when new nodes are seeded for the tenant. Changing this value
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does not affect existing nodes.

-t enant
The name or UUID of the tenant to modify.
-securityGoup
The name or UUID of the security group to set as the default for the tenant.

- assi gnUser GroupToSecurityGoup (-userGoup <name> -securityGoup <name or uuid> -role
<role>) | -file <nane>

Assigns user groups to security groups. User groups are assigned to security groups to give the users
in the group access to the nodes in the security group. Each assignment includes a role as part of the
assignment which controls which actions are available to the users on the nodes.

-user G oup

|dentifies the user group to assign by name.
-securityGoup

Identifies by name or UUID the security group to receive the user group.
-role

|dentifies the role to use in the assignment by key. Available roles are: adni n, 1evel 2,
| evel 1, guest

-file

Path to a CSV -formatted file containing lists of assignments with the format: user G- oup,
securityGoup, role

-assi gnUser ToGroup (-user <name> -user&Goup <nanme>) | -file <nanme>

Assigns users to user groups. Users are assigned to groups which are then given access to objects. A
user can be assigned to multiple groups and has accessto all objects from all of their groups. The
default groups of admin, client, level2, levell and guest also give the users assigned to them the
matching role of the same name on NNMi itself.

- user

|dentifies the user to assign by name.
-user G oup

| dentifies the user group to assign by name.
-file

Path to a CSV -formatted file containing lists of assignments with the format: user, user G- oup

createSecurityGoup (<name> [-securityGoupUuid <uuid>] [-description <description>]) |
file <nane>

Creates a new security group. Security groups group similar topology objects to simplify the security
configuration. Each security group consists of a name, UUID, and description.

-securityG oupUuid
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Optional UUID for the new security group. If this parameter is not supplied, NNMi generates
the value.

-description
Optional description for the new security group.
-file

Path to a CSV -formatted file containing lists of security groups with the format: name, uui d,
description

-createTenant <name> [-tenantUuid <uuid>] [-securityG oupUuid <uuid>] [-description
<descri pti on>]

Creates a new tenant along with a matching security group of the same name.
-tenant Uui d

Optional UUID for the new tenant. If this parameter is not supplied, NNMi generates the value.
-securityG oupUuid

Optional UUID for the new security group. If this parameter is not supplied, NNMi generates
the value.

-description
Optional description for the new tenant.

- creat eUser Account (<username> -role <role> [-password <password>] [-
di rectoryServi ceAccount <true|false>]) | -file <nanme>

Creates a new user account.
-role

Internal accounts require that a role be specified. NNMi automatically assigns the new user to
the matching user group. External accounts do not require a role because the directory service
might supply the roles.

- passwor d
The password for the new user. Only used for internal accounts.
-di rectoryServi ceAccount

Specifies whether an external directory service manages this user account. Usef al se for an
account that is stored internally in the NNMi database. Uset r ue for an external account that is
stored in a directory service. The default valueisf al se.

-file

Path to a CSV -formatted file containing lists of user accounts with the format: user nane,
rol e, password, directoryServiceAccount

-createUser Goup (<name> [-displayNane <user friendly group nanme>] [-description
<descri pti on>] ? directoryServi ceName <dn>]) | -file <nane>

Creates a new user group.

- di spl ayNane
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Optional friendly name for the user group.
-description
Optional description of the new group.
-di rectoryServi ceName

Optional for directory service users. Use this option to pair a directory service distinguished
name with this user group.

-file

Path to a CSV -formatted file containing lists of user groups with the format: nane,
di spl ayNane, description, directoryServiceNanme

-del eteSecurityG oup <groupNane or uuid> | -file <nane>

Removes a security group by name or UUID. The security group must not have any nodes or tenants
assigned to it.

-file

Path to a CSV -formatted file containing lists of security groups with the format: name, uui d,
descri ption. Thisformat is the same as for createSecurityGroup however only the name (or
UUID if present) is used.

- del et eUser Account <nane> | -file <nane>
Removes a user account by name.
-file

Path to a CSV -formatted file containing lists of user accounts with the format: user nane,
rol e, password, directoryServiceAccount. Thisformat isthe same as for
createUserAccount however only the username is used to match the accounts to remove.

- del et eUser G oup <nane>
Removes a user group by name.
-di spl ayConfi gReport [<report>[, <report>]]

Displays security configuration reports. Available reports are: unusual Rol eConbi nat i ons,
enptySecuri tyG oups, enptyUser G oups, securityG oupsW thSanmeNane,
user sWt hout Groups, tenantsWthSameNane, usersWthout Rol es

If no reports are specified, all available reports are run.
-1i st Node <node nane>

Displays the UUIDs of the security group and tenant associated with the specified node. The node can
be specified as name, hostname, or UUID. The output lists node UUID and name; security group
UUID and name; and tenant UUID and name on separate lines.

-l i st Nodesl nSecurityG oup <groupName or uuid>
Lists nodes in a security group by security group name or UUID.

-listSecurityG oupFor Tenant <uui d>
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Displays the configured default security group for the specified tenant.
-listSecurityG oups
Lists the names of all configured security groups.
-li st Tenants
Lists the names of all configured tenants.
-li st User G oupMenbers <groupNane>
Lists usersin the specified user group.
-listUser Goups <user >
Lists user group membership for the specified user.
-li st User G oupsFor SecurityG oup <groupNane or uuid>
Lists user groups associated with the specified security group.
-renmoveUser FronGroup (-user <nane> -userGoup <nanme>) | -file <fil ename>
Removes mappings between user accounts and user groups.
-user
The username of the user account to modify.
-user G oup
The name of the user group to unmap from the specified user account.
-file

Path to a CSV -formatted file containing lists of user to user group mappings with the format:
user, userGoup

-del eteUser Group <nane> | -file <name>

Removes user groups by name. Mappings between the user group and user accounts and security
groups are also removed.

-file

Path to a CSV -formatted file containing lists of user to user group mappings with the format:
user group, description. Thisformat isthe same as createUserGroup; however, only the
name is used to match the groups to be removed.

-renmoveUser G oupFronBSecurityGoup (-userGoup <groupNane> -securityGoup <groupNane or
uuid> [-role <role>]) | -file <name>

Removes mappings between user groups and security groups.
-user G oup
The name of the user group.

-securityGoup
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The name or UUID of the security group.

-role
An optional role. If no roleis specified, mappings for al roles are removed.
-file

Path to a CSV -formatted file containing lists of user to user group mappings with the format:
user Goup, securityGoup, role

- updat eUser G oup <nane> ([-displayNane <user friendly group nanme>] [-description
<description>] [-directoryServiceNane <dn>]) | -file <nanme>

Updates a user group. All user group attributes except name can be updated.
- di spl ayName
Optional friendly name for the user group.
-description
Optional description of the group.
-di rectoryServi ceName

Optional for directory service users. Use this option to pair a directory service distinguished
name with this user group.

-file

Path to a CSV -formatted file containing lists of user groups with the format: nane,
di spl ayNane, description, directoryServiceNanme

-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

- j ndi Host <host nane>
The server jndi host; default islocalhost.

-j ndi Port <port>

The server jndi port; default is 1099.

EXAMPLES

nnnsecurity. ovpl -createTenant nyTenant
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Creates a tenant named myTenant.

nnnsecurity.ovpl -listTenants

Lists all configured tenants.

nnnsecurity.ovpl -createTenant "Tenant with a space" ,nnnsecurity.ovpl -createTenant
\'! Tenant

Depending on the shell you use, you can use quotation marks around the tenant name to create a
tenant with spaces in the name, or you can use the escape character to create a tenant with a special
character in its name.

nnnsecurity.ovpl -createSecurityG oup nySecurityG oup

Creates the security group nySecuri t yGroup.

nnneecurity.ovpl -createSecurityGoup "Goup with a space" ,nnnsecurity.ovpl -
createSecurityGoup \! MG oup

Depending on the shell you use, you can use quotation marks around the security group name to
create a security group with spaces in the name, or you can use the escape character to create a
security group with a specia character in its name.

nnneecurity.ovpl -1listSecurityG oups

Lists al configured security groups.

nnnsecurity.ovpl -1istNode nyNode

Lists the associated security group and tenant for the supplied node.

DIAGNOSTICS

nnmsecuri ty. ovpl returns the following exit codes:

0

Operation was successful.

An error occurred; see error message for details.

AUTHOR

nnmsecuri ty. ovpl was developed by Hewlett-Packard Company.

FILES

The environment variable below represents a universal path that is established according to your shell and
platform requirements:
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Windows: %8NM Bl N% nnnsecurity. ovpl

UNIX: $NNM BI N nnnsecuri ty. ovpl

SEE ALSO

nnm.properties(4).

Return to Reference Pages Index
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Name

nnmseeddel ete.ovpl — Remove seed from the NNM topology database

SYNOPSIS

nnnseeddel et e. ovpl -help | -seed <seed> | [-U <user name> -p <passwor d>] [-jndiHOSt <host Nane>
Default: localhost] [-jndiPort <port > Default: 1099]

DESCRIPTION

nnmseeddel et e. ovpl removes a seed from the system.

Parameters

nnnseeddel et e. ovpl supports the following options:

-seed <seed>

The seed to delete. A seed can be a host name or an |P address and must match exactly aslisted in
the seed list.

-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-j ndi Host <server Nane>

The server JNDI host; default is1 ocal host .
-jndi Port <port >

The server INDI port; default is 1099.

EXAMPLES

nnnseeddel ete. ovpl -u username -p password -seed 10.1.2.3

Removes the seed 10. 1. 2. 3. (You must provide an NNMi administrator username and password.)
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Diagnostics

nnmseeddel et e. ovpl returns the following exit codes:

0

Operation was successful.

An error occured; see error message for details.
-hel p

Prints the usage statement.

AUTHOR

nnnseeddel et e. ovpl was developed by Hewlett-Packard Company.

FILES

$NNM_BI N/ nnnseeddel et e. ovpl

SEE ALSO

nnmloadseeds.ovpl (1M), nnm.properties(4).
Return to Reference Pages Index
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Name

nnmsetdampenedinterval .ovpl — sets the dampened interval for all incident configurations

SYNOPSIS

nnnset danpenedi nt erval . ovpl [ [-hours hours] [-minutes ni nut es] [-seconds seconds] [-U user nane] [-
p passwor d] ]

DESCRIPTION

nnnset danpenedi nt er val . ovpl Setsthe dampened interval for all incident configurations. The maximum
dampened interval that can be set is 60 minutes. A dampened interval of at least 6 minutes is recommended.
At least one of hours, minutes, or seconds must be specified. To disable dampening, set hours, minutes, and
seconds to O.

Parameters

- hour s hours

Specify the number of hours for the dampened interval. If specified, the value for hours must be
greater than or equal to 0.

-m nutes m nutes

Specify the number of minutes for the dampened interval. If specified, the value for i nut es must be
greater than or equal to o.

-seconds seconds

Specify the number of seconds for the dampened interval. If specified, the value for seconds must be
greater than or equal to 0.

- j ndi Host host nane

Server j ndi host. Default is| ocal host .
-jndi Port port

Server j ndi port. Default is 1099.
-u <username>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>
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Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

EXAMPLES

Set the dampened interval for all incident configurations to 10 minutes 10 seconds:

nnnset danpenedi nterval . ovpl -hours O -minutes 10 -seconds 10

Set the dampened interval for al incident configurations to 1 hour:
nnneet danpenedi nt erval . ovpl -hours 1

Set the dampened interval for all incident configurations to 6 minutes:
nnnset danpenedi nterval . ovpl -nminutes 6

Set the dampened interval for al incident configurations to 30 seconds:

nnnset danpenedi nt erval . ovpl -seconds 30

Set the dampened interval for all incident configurations to 10 minutes 10 seconds:

nnnset danpenedi nterval . ovpl -mninutes 10 -seconds 10
Disable dampening for all incident configurations:

nnneet danpenedi nterval . ovpl -hours O -minutes 0 -seconds O

AUTHOR

nnmset danpenedi nt er val . ovpl was developed by Hewlett-Packard Company.

SEE ALSO

nnm.properties(4)
Return to Reference Pages Index
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Name

nnmsetofficialfqdn.ovpl — Set the official Fully Qualified Domain Name (FQDN) of the NNMi
management server.

SYNOPSIS

nnnset of fi ci al f qdn. ovpl [-f|-force] <fqdn>

DESCRIPTION

Usethe nnnset of fi ci al f gqdn. ovpl script to change the official FQDN for the NNMi management server
after installation. If you run this script without any arguments, it sets the official FQDN to the default value.
The default value is obtained by performing a hostname lookup. See the reference page for the

nnmof fi ci al f qdn. ovpl script using the -m option for more information about the default hostname lookup.

If the FQDN is changed, the user is prompted to auto generate a new SSL certificate. All certificates that
NNMi auto generates have the following alias syntax: f gdn. sel f si gned. Because the SSL certificateistied
to the FQDN, HTTPS breaks if a new certificate is not generated and added to both the nnm keyst or e and
nnm t rust st or e files. If you provide the - f or ce option, the nnnset of fi ci al f qdn. ovpl SCript generates
and inserts the certificate into both the nnm keyst ore and nnm t rust st or e files. If the new certificate's
alias aready existsin either the nnm keyst ore Or nnm trust st or e files, the certificate is not inserted.

If a new certificate is generated, the system property com hp. ov. nns. ssl . KEY_ALI AS in the nns-
| ocal . properti es fileis updated to reference the new certificate dlias. Thisis a necessary step for HTTPS
to work correctly when NNMi is started again.

Options
There are two optional arguments to nniset of fi ci al f gqdn. ovpl
<f qdn>
Resets the official FQDN to <fgdn> on confirmation from the user.

If the value of <fgdn> does not have a domain (for example, it is a short hostname, |P address or
localhost), SSO is disabled.

-force| -f

Thisis aforce flag that does not prompt the user for confirmation and does not print verbose
information. When used alone, the force flag sets the official FQDN to the default. When f qdn is used
after this flag, it changes the official FQDN to f qdn.

EXAMPLES
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Set the FQDN to the default value:

nnnset of fi ci al f gdn. ovpl

Set the FQDN to the value somehost.somedomain:

nnnset of fi ci al fgdn. ovpl sonehost. sonmedonmai n

Force the official FQDN to the default value:

nnneet of fi ci al fqdn. ovpl -f

AUTHOR

nnnset of fi ci al f qdn. ovpl was developed by Hewlett-Packard Company.

FILES

nnmeet of fi ci al f gdn. ovpl residesin the vanNM Bl Noo (Windows) or $NNM_BI N (UNIX) directory.

SEE ALSO

nnmofficialfgdn.ovpl (1M), nnmsetdomain.ovpl (1M), nnmsso.ovpl (1IM).
Return to Reference Pages Index
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Name

nnmsnmpbulk.ovpl — Queries a node for information using an SNMPv2c GetBulk request.

SYNOPSIS

nnnsnnpbul k. ovpl -u user_name -p passwd [options] node object-id [, object-id]...

options: [-d] [-V version] [-C communi ty] [-port port (defaul t: 161) ] [-t ti meout (def aul t: 5000) ] [-r
retries(default:1)] [-T] [-nnon-repeaters] [-m max-repetitions] [-ppProxy Port] [-paProxy
Addr ess] [-aAut henti cation Protocol ] [-A Authentication Pass phrase] [-X Privacy Protocol ] [-
X Privacy Passphrase] [-N Context Name] [-v3u SNMPv3 user nane]

DESCRIPTION

The nnmsnnpbul k. ovpl script uses the SNMPv2c/v3 GetBulk request to retrieve information from an
SNMP agent. The SNMP GetBulk request minimizes the number of protocol exchanges required to retrieve
a large amount of information. This increases performance, as the nnmsnnpbul k. ovpl Script uses fewer
SNMP requests to retrieve management information from the remote node.

If the node isan SNMPv1-only agent, the nnmsnnpbul k. ovpl script automatically downgrades the GetBulk
request to an SNMPv1-supported GetNext request.

node can be a system with an IP address that supports SNMP. Y ou can supply IP nodes to the
nnmsnnpbul k. ovpl script using either a node's |P address or its hostname.

Supply command arguments for one or more d Ds in dotted decimal format or as a mnemonic name. Before
attempting to supply a mnemonic name, load the MIB that defines the OID by using the nnm oadni b. ovpl
script.

Only users who belong to System, Administrator or Web Service Client roles can run the
nnnsnnpbul k. ovpl script. Userswho arein Levell, Level2 or Guest roles cannot run the
nnmsnnpbul k. ovpl Script.

Parameters
-d

Dumps all SNMP packets to standard output in a hexadecimal and decoded ASN.1 format.
-v version

Requests a specific version of SNMP be used to communicate with the remote node. Valid choices
for version are1, 2, 2c, or 3.

If you do not specify the version, the nnnsnnpbul k. ovpl script uses 2c as the default for nodes not in
the topology.
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-c community

Specifies the community string to use for authentication on the remote node.

Note: If the community string contains characters the shell interferes with, use one or more escape
symbols or quotation marks as required.

- port port

Specifies the port to use to communicate with the remote node.
-t timeout

Specifies a timeout period, in milliseconds, for communication with the remote node.
-rretries

Specifies the number of retriesto use for communication with the remote node.

-T
Prints the OID in dotted decimal format and the MIB variable value with no textual conventions
applied.

-n
non-r epeat er s specifies the number of variables for which a single lexicographic successor isto be
returned. This value represents the number of non-repeating varbinds (values) you want the
nnmsnnpbul k. ovpl SCript to retrieve.

-m

Max - Repetitions specifies the number of lexicographic successors to be returned for the remaining
variables. This value represents the number of rows to retrieve for a repeating varbind (value). The
repeating varbind is present in each table row.
-pp Proxy Port
Specifies the Proxy Port to use in communication with the node
- pa Proxy Address
Specifies the Proxy IP Address to use to communicate with the node.
-a Aut henticati on Protocol
SNMPv3 Authentication Protocol (MD5|SHA)
-AAut henti cati on Passphrase
SNMPv3 Authentication Passphrase
-x Privacy Protocol

SNMPv3 Privacy Protocol (DES|3DESJAESIAES192|AES256)

- X Privacy Passphrase
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SNMPv3 Privacy Passphrase
- Ncont ext
SNMPv3 Context Name (for example, vianl)
-v3u SNMPv3 user nane
SNMPv3 security name (for example, testV 3user)
-u <user nane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

If the nnmsnnpbul k. ovpl Script does not receive a response, it uses a linear backoff algorithm based on the
ti meout and retries arguments to resend the SNMP request. For example, if theti neout argument is
2000 (two seconds) and theretri es argument is 3, the initial request would time out after two seconds, the
first retry would time out after four seconds, the second retry would time out after six seconds, and the last

retry would time out after eight seconds. The nnnsnnpbul k. ovpl script requires additional time to resolve
the configuration.

EXAMPLES

The following command retrieves all information under the system MIB OID from node t est node:

nnnsnnpbul k. ovpl —c community testnode .1.3.6.1.2.1.1.0

AUTHOR

nnmsnnpbul k. ovpl was developed by Hewlett-Packard Company.

FILES

The environment variable below represents a universal path that is established according to your shell and
platform requirements:

Windows: %8NM Bl N% nnnsnnpbul k. ovpl

UNIX: $NNM BI N nnnsnnpbul k. ovpl

Page 159



NNMi Reference Pages 9.1x Patch 5 January 2013

SEE ALSO

nnmloadmib.ovpl (1M), nnmsnmpnotify.ovpl (1M), nnmsnmpset.ovpl (1M), nnmsnmpwalk.ovpl (1M).
RFC 1155, 1157, 1212: SNMP Version 1.

RFC 1901 - 1908, 2576, 2578, 3416 - 3418: SNMP Version 2.

RFC 3411 - 3415: SNMP Version 3.

EXTERNAL INFLUENCES

Environmental Variables

$LANG determines the language in which messages appear. If $LANG is not specified or is set to an empty
string, a default of Cisused instead of $LANG. If any internationalization variable contains an invalid setting,
the nnmsnnpbul k. ovpl script functions as if al internationalization variables are set to C.

International Code Set Support

Supports single-byte and multiple-byte character code sets.

NOTE: SNMP MIB values of the type DI SPLAY STRI NG are restricted to NVT-ASCII.

Return to Reference Pages Index
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Name

nnmsnmpwalk.ovpl — query a node using multiple SNMP GETNEXT requests

SYNOPSIS

nnmsnnpwal k. ovpl -u user_name -p passwd [options] node object-id
nnnsnnpget . ovpl -u user_nanme -p passwd [options] node object-id [, object-id]..
nnnennpnext . ovpl -u user_name -p passwd [options] node object-id ][, object-id]..

options: [-d] [-V version] [-C community] [-port port (defaul t:161) ] [-t ti meout (def aul t: 5000) ] [-r
retries(default:1)] [-T] [-pp Proxy Port] [-paProxy Address] [-aAuthentication Protocol ] [-A
Aut henti cation Pass phrase] [-X Privacy Protocol ] [-X Privacy Passphrase] [-N Context Nane] [-
v3u SNVPv3 user nane]

DESCRIPTION

The nnnsnnpwal k. ovpl script sends repeated SNMP GETNEXT requests to retrieve values for al instances
of MIB objects registered on node node. The nnnsnnpwal k. ovpl script determines whether to use SNMP
Version 1 or Community-based SNMP Version 2 (SNMPv2c) or version 3, based on the value supplied for
the - v option and the type of remote node. If you do not specify a variable, the nnnmsnnpwal k. ovpl script
retrieves all values beneath obj ect . i so. or g. If you do supply a variable, the variable's value determines the
starting point in the object identifier space that is searched. For example, the nnmsnnpwal k. ovpl script
retrieves the entire system group if you supply .1.3.6.1.2.1.1.1. as a variable value. The nnnsnnpwal k. ovpl
script terminates when all object information beneath the specified variable has been returned.

The nnnsnnpget . ovpl script uses the SNMP Get request to query node for information.

Normally an SNMP instance number needs to be appended, such asusing .0in .1.3.6.1.2.1.1.1.0 to get the

syst em sysDescr. 0 val ue).

The nnmennpnext . ovpl script performs the same action as the nnmsnnpwal k. ovpl script, except that the
nnmsnnpnext . ovpl Script only returns a single value.

node can be an |P-addressable system that supports SNMP, or a target name for which an SNMP proxy
configuration is defined. Y ou can identify IP nodes by Internet address or hostname.

Y ou might supply one or more variables as arguments to any of these scripts. Each variable is an object
identifier in dotted decimal format or mnemonic name. If you plan to specify the variables by mnemonic
name, use the nnn oadni b. ovpl script to load the MIB that defines the object identifier before using this
method.

If you attempt to search beyond the end of the remote node's MIB with either the nnnsnnpwal k. ovpl or
nnmsnnpnext . ovpl SCripts, the scripts display an End of M B message.

Only users who belong to System, Administrator or Web Service Client roles can run these scripts. Users
who arein Levell, Level2 or Guest roles cannot run these commands.
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Options
-d

Dumps all SNMP packets to standard output in a hexadecimal and decoded ASN.1 format.
-v version

Requests the script to use a specific version of SNMP to communicate with the remote node. Valid
choicesfor versi on are 1, 2c, or 3.

If you do not specify the version, the script uses 2c as the default for nodes not in the topology.
-c community
Specifies the community string to use for authentication on the remote node.

Note: If the community string contains characters the shell interferes with, use one or more escape
symbols or quotation marks as required.

-port port

Specifies the port to use in communication with the remote node.
-t timeout

Specifies a timeout period, in milliseconds, for communication with the remote node.
-rretries

Specifies the number of retriesto use for communication with the remote node.

Prints the OID in dotted decimal format and the MIB variable value with no textual conventions
applied.

-pp Proxy Port
Specifies the Proxy Port to use in communication with the node
- pa Proxy Address
Specifies the Proxy IP Address to use in communication with the node
-a Aut henticati on Protocol
SNMPv3 Authentication Protocol (MD5|SHA)
-AAut henti cati on Passphrase
SNMPv3 Authentication Passphrase

-x Privacy Protocol
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SNMPv3 Privacy Protocol (DES|3DES|AES|AES192|AES256)

- X Privacy Passphrase

SNMPv3 Privacy Passphrase
- Ncont ext

SNMPv3 Context Name (for example, vianl)
-v3u SNWPv3 user namne

SNMPv3 security name (for example, testV 3user)

-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

If the nnmsnnpwal k. ovpl Script does not receive a response, it uses a linear backoff algorithm based on the
ti meout and retries arguments to resend the SNMP request. For example, if theti neout argument is
2000 (two seconds) and theretri es argument is 3, the initial request would time out after two seconds, the
first retry would time out after four seconds, the second retry would time out after six seconds, and the last
retry would time out after eight seconds. The nnnsnnpwal k. ovpl script requires additional time to resolve
the configuration.

EXAMPLES

The following script usage requests the system subtree for the node t est node:
nnnsnnpwal k. ovpl testnode system

Output for the above command typically resembles the following:

nnnsnnpwal k. ovpl -c¢ community 10.97.1.7 .1.3.6.1.2.1.1
.1.3.6.1.2.1.1.1.0: ASN OCTET_STR = Ethernet Swi tch 470-24T- PYR
.1.3.6.1.2.1.1.2.0: ASNOBJECT ID = .1.3.6.1.4.1.45.3.63.1
.1.3.6.1.2.1.1.3.0: ASN TIMETI CKS = 63050579

.1.3.6.1.2.1.1.4.0: ASN CCTET_STR = Bob Jones 933-558-3453
.1.3.6.1.2.1.1.5.0: ASN OCTET_STR = w 3-2-front -storage-n91-60-2
.1.3.6.1.2.1.1.6.0: ASN OCTET _STR = Wods Run 3 2nd fl oor
.1.3.6.1.2.1.1.7.0: ASN_INTEGER = 3
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nnnmsnnpwal k. ovpl , nnmsnnpget . ovpl , and nnmsnnpnext . ovpl were developed by Hewlett-Packard

Company.

FILES

Windows: 9%\NNM Bl N%A nnsnnpwal k. ovpl
Windows: 9\NM Bl N% nnnsnnpget . ovpl
Windows: 9%\NNM BI N%A nnnsnnpnext . ovpl
UNIX: $NNM BI N nnnsnnpwal k. ovpl
UNIX: $NNM Bl N nnnsnnpget . ovpl
UNIX: $NNM Bl N nnnsnnpnext . ovpl

For information about universal paths for your platform and shell, see the nnm.envvars(1) reference page.

SEE ALSO

nnmsnmpset.ovpl (1M), nnmsnmpbulk.ovpl (1M), nnmsnmpnotify.ovpl (1M).
RFC 1155, 1157, 1212: SNMP Version 1.

RFC 1901 - 1908, 2576, 2578, 3416 - 3418: SNMP Version 2.

RFC 3411 - 3415: SNMP Version 3.

EXTERNAL INFLUENCES

Environmental Variables

$LANG determines the language in which messages appear. If $LANG is not specified or is set to an empty
string, a default of Cisused instead of $LANG. If any internationalization variable contains an invalid setting,
nnmsnnpget . ovpl behaves asif al internationalization variables are set to C.

International Code Set Support

Supports single-byte and multiple-byte character code sets.

NOTE: SNMP MIB values of the type DI SPLAY STRI NG are restricted to NVT-ASCII.

Return to Reference Pages Index
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Name

disco.NoVLANIndexing — Specifies certain nodes where VLAN Indexing should be skipped during
discovery polling.

SYNOPSIS

di sco. NoVLANI ndexi ng

DESCRIPTION

One of the methods NNMi uses to learn layer 2 connectivity between and among switch devicesin a
managed network is to retrieve the dot 1dTpFdbTabl e (FDB) from the switches. However, for Cisco
switches, NNMi must use a VLAN- i ndexi ng method to retrieve the entire FDB. Using this method, NNMi
retrieves the FDB once for each configured VLAN on the Cisco device. If thereis a large number of
VLANS configured on each device, retrieving the FDB with VLAN- i ndexi ng might take a very long time,
sometimes even hours, to compl ete.

Cisco switches are often configured to use the Cisco Discovery Protocol (CDP). CDP is considered to be a
superior method for learning layer 2 connectivity. Large switches located in the in the core of the network
might contain many VLANS. These switches typically do not have end nodes connected directly to them. If
the switches you want to manage do not have end nodes connected directly to them, you might want to
suppress the collection of the FDB on these large switches. NNMi still completes the layer 2 discovery
using data collected from CDP. These large switches are prime candidates for suppression of VLAN-

i ndexi ng. Do not suppress VLAN- i ndexi ng on smaller switches located at the network's edge (often known
as access switches) that have many end nodes attached to them.

Y ou can configure NNMi to suppress VLAN indexing. To do this, the NNMi administrator needs to create
the di sco. NoVLANI ndexi ng file, where the name of the file is case-sensitive. The ovj boss service reads the
di sco. NoVLANI ndexi ng file when it starts. If the NNMi administrator makes changes to the

di sco. NoVLANI ndexi ng file after the ovj boss service starts, those changes will not take effect until the next
time the ovj boss service starts. By default, the di sco. NoVLANI ndexi ng file does not exist. If the

di sco. NoVLANI ndexi ng does not exist, this feature is disabled and NNMi attempts to use VLAN- i ndexi ng
to collect the entire FDB table on all devices.

The di sco. NoVLANI ndexi ng file can contain |P addresses, |P address ranges, and comments. A comment
consists of the pound (or hash) sign (#) and all characters between # and the end of the line. NNMi treats an
empty line as a comment. |P addresses are specified in the standard IP version 4 dotted-decimal notation or
standard IP version 6 format (RFC 2373).

For details on the format of IP address ranges, see the Configure Address Ranges for Regions section of the
NNMi help.

NNMi considers a node to match if one of the listed |P addresses matches a node's management address.
Other 1P addresses hosted by the node are not considered. If a node matches one of the addresses in the

di sco. NoVLANI ndexi ng file, NNMi collects only the default FDB (the FDB which is accessible by using the
community string with no @vlan-id suffix appended).

Disabling the collecting of the entire FDB might cause some inaccuracies in the layer 2 layout of the
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managed network. HP is not responsible for these inaccuracies. Carefully consider which switches you
include in the di sco. NoVLANI ndexi ng file

EXAMPLES

The following is an example of a di sco. NoVLANI ndexi ng file:

#This entry suppresses VLAN-indexing for the node whose managenent address is
10.2.37.14
10. 2. 37. 149

192.168.100-101. 1 #This entry causes the nodes 192.168.100.1 and 192.168.101.1 to be
ski pped, too

# Here are sone exanples of |Pv6 addresses and ranges
2136: : 8: 800: 200C: 417a
fd0o1: : a352: 1245: f c4B
2001: D88: 2: 0: a07: ffff:0a01: 3200- 37ff

AUTHOR

di sco. NoVLANI ndexi ng was developed by Hewlett-Packard Company.

FILES

$NnnDat abi r/ shar ed/ nnni conf / di sco/ di sco. NoVLANI ndexi ng

9%NnDat abDi r % shar ed\ nnm conf\ di sco\ di sco. NoVLANI ndexi ng

SEE ALSO

See the Maintaining NNMi chapter in the newest version of the NNMi Deployment Reference for more
information.

See the Configure Address Ranges for Regions section of the NNMi help.

Return to Reference Pages Index
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Name

disco.SkipXdpProcessing — Contains a list of management | P addresses for nodes NNMi should not query
for discovery protocol information.

SYNOPSIS

di sco. Ski pXdpPr ocessi ng

DESCRIPTION

One method NNM i uses to discover layer 2 connectivity between and among network devicesin a managed
network isto collect information from the devices related to their discovery protocols. There are many
defined discovery protocols. For example, Link Layer Discovery Protocol (LLDP) is an industry standard
protocol, while there are many vendor-specific protocols like Cisco Discovery Protocol (CDP) for Cisco
devices. These are all handled by NNMi discovery in the XdpAnal yzer .

Y ou can configure NNMi to suppress discovery protocol collections for devices you specify. This feature
makes use of a configuration file, di sco. Ski pXdpPr ocessi ng, that the NNMi administrator creates. The
name of the file is case-sensitive. The ovj boss service reads the di sco. Ski pXdpPr ocessi ng when it starts
up. If the NNMi administrator makes changes to this file after the ovj boss service starts up, those changes
will not take effect until the next time the ovj boss service starts. By default, the di sco. Ski pXdpPr ocessi ng
file does not exist. If the di sco. Ski pXdpPr ocessi ng does not exigt, this feature is disabled and NNMi
attempts to collect discovery protocol information from all managed nodes.

For more information about the known problems fixed by this feature, refer to the SEE AL SO section
below.

Thedi sco. Ski pXdpPr ocessi ng file can contain |P addresses and comments. A comment consists of the
pound (or hash) sign (#) and all characters between # and the end of the line. NNMi treats an empty line as
a comment. Specify IP addresses in the standard IP version 4 dotted-decimal notation or standard IP version
6 format (RFC 2373).

NNMi considers a node to match if one of the listed IP addresses matches a node's management address.
Other 1P addresses hosted by the node are not considered. If a node matches one of the addresses in the
di sco. Ski pXdpPr ocessi ng file, NNMi skips the XdpAnal yzer service for that node and does not collect
discovery protocol information.

Disabling the discovery protocol processing of a node or nodes might cause some inaccuracies in the layer 2
layout of the managed network. HP is not responsible for these inaccuracies.

EXAMPLES

The following is an example of a di sco. Ski pXdpPr ocessi ng file:

#This entry supresses the XdpAnal yzer processing for the node whose managenent address
is 10.2.37.149
10. 2. 37. 149
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192. 168. 100.1 #This entry causes the node 192.168.100.1 to be skipped, too

# Here are sone exanples of |Pv6 addresses:
2136: : 8: 800: 200C: 417a
fdo1: : a352: 1245: f c4B

AUTHOR

di sco. Ski pXdpPr ocessi ng was developed by Hewlett-Packard Company.

FILES

$NnnDat aDi r/ shar ed/ nnnif conf / di sco/ di sco. Ski pXdpPr ocessi ng

9NnmDat abDi r % shar ed\ nnm conf\ di sco\ di sco. Ski pXdpPr ocessi ng

SEE ALSO

January 2013

See the Maintaining NNMi chapter in the newest version of the NNMi Deployment Reference for more

information.

Return to Reference Pages Index
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Name

hostnol ookup.conf — file containing hostnames or hostname wildcards that should not be resolved to IP
addresses using the system |P name server

SYNOPSIS

host nol ookup. conf

DESCRIPTION

host nol ookup. conf isafile used by the ovj boss process to determine whether a hostname should be
resolved to an |P address using the system |IP name server. The ovj boss process attempts to match a
hostname against each entry in the host nol ookup. conf file before attempting to resolve the hostname to an
IP address. If a match isfound, the ovj boss process does not attempt to resolve the hostname to an IP
address using the system IP name server.

Add entries to the file containing one hostname or hosthame wildcard. Each entry must be on a single line.
To add comments, place a number sign (#) in front of the comment. That causes the remainder of the line to
be ignored. You can add blank lines to the host nol ookup. conf file.

Use the host nol ookup. conf file if you determine that a specific hostname (or set of hostnames) cannot be
resolved to an |P address using the systems |P name server.

The administrator must create the host nol ookup. conf file. It does not exist by default.

If you modify the host nol ookup. conf file while the ovj boss processis running, use the
$Nnmi nstal | Di r/ support/ nnmsdnssync. ovpl Script to load the updated file. The nnsdnssync. ovpl script
also reloads the i pnol ookup. conf file.

EXAMPLES

The following is an example of a host nol ookup. conf file:

# A single hostnane

badsys. mydonai n. nycor p. com
# An I P wildcard

* . baddonai n. nycor p. com

In the first example, the system name is bad in some way, causing some DNS servers to respond with
unexpected results. In the second example, there is a domain that cannot be resolved. Adding these entries to
the host nol ookup. conf file stops NNMi from attempting to resolve the hostnames.

AUTHOR

host nol ookup. conf was developed by Hewlett-Packard Company.
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FILES

9NNM_DATA% shar ed\ nnm conf \ host nol ookup. conf

$NNM_DATA/ shar ed/ nnm conf / host nol ookup. conf

SEE ALSO

ipnolookup.conf (4).

Return to Reference Pages Index
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Name

ipnolookup.conf — file containing | P addresses or |P wildcards that should not be resolved to hostnames
using the system |IP name server

SYNOPSIS

i pnol ookup. conf

DESCRIPTION

i pnol ookup. conf isafile used by all NNMi processes to determine whether an IP address should be
resolved to a hostname using the system IP name server. NNMi processes attempt to match an |P address
against each entry in the i pnol ookup. conf file before attempting to resolve the IP address to a hostname. If
a match isfound, the NNMi process does not attempt to resolve the | P address to a hosthame using the
system IP name server.

Add entries to the file containing one |P address or IP wildcard per line. Each entry must be on a single line.
To add comments, place a number sign (#) in front of the comment. This causes the remainder of the line to
be ignored. You can add blank lines to the i pnol ookup. conf file.

Usethei pnol ookup. conf file when you determine that a specific IP address (or range of |P addresses)
cannot be resolved to a hostname using the system IP name server.

The administrator must create the i pnol ookup. conf file. It does not exist by default.

If you modify thei pnol ookup. conf file while NNMi processes are running, run the
$Nnm nstal | Di r/ support/ nnmsdnssync. ovpl Script with no arguments to load the modifications you made
to thei pnol ookup. conf file.

EXAMPLES

Thefollowing is an example of ai pnol ookup. conf file:

# A single | P address
192.168. 1. 100

# An I P wildcard
10. *. * *

# An | P wildcard range
192.168. 1. 101- 255

In the first example, the single |P address could be routed to the Internet because many web sites use a
192. 168. *. * |P address. In the second example, the IP wildcard range could be NAT addresses. As such,
they are not suitable for communications. In the third example, the IP wildcard range could be a set of
addresses used for some purpose other than the primary |P address.

AUTHOR
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i pnol ookup. conf was developed by Hewlett-Packard Company.

FILES

Windows: %8NM DATA% shar ed\ nnm conf \ i pnol ookup. conf

UNIX: $NNM _DATA/ shar ed/ nnmi conf /i pnol ookup. conf

SEE ALSO

hostnolookup.conf(4).

Return to Reference Pages Index
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Name

logging.properties — file containing configurable logging properties used by the NVSLogManager service to
control how NNMi usesthej ava. uti | .| oggi ng framework to produce log files.

SYNOPSIS

| oggi ng. properties

DESCRIPTION

| oggi ng. properties isafile used by the NVsLogMvanager ovj boss service to configure how NNMi
produces log filesusing thej ava. uti | . | oggi ng framework. After you make changes to this file, you must
restart the ovj boss servuce, or run the $Nnmi nst al | Di r/ suppor t/ nnnr er eadl oggi ng. ovpl Script.

NOTE: This document does not explain thej ava. util .| oggi ng framework. To learn more about this
framework, go to http://download.oracle.com/javase/1.4.2/docs/api/javalutil/logging/package-summary.html

The format of the | oggi ng. properti es file conforms to the standard format required by the

java.util .l ogging framework, and adds some custom extensions used by NNMi to support NNMi logging
requirements. In addition to the basicj ava. uti | . | oggi ng framework logging properties, NNMi adds the
following nane=val ue entriesto the | oggi ng. properti es file:

<package. nane>. <LogFi | eHandl er >. count

Specifies the number of archive log files NNMi should keep when ovj boss restarts. The default value
is2.

<package. nane>. <LogFi | eHandl er>.1imt

Specifies the size (in bytes) the active log file should become before being rolled to a new active log
file. The default value is 1048576 (1MB).

<package. name>. <LogFi | eHandl er>. pattern

Specifies the pattern to use in naming log files for the LogFi | eHandl er . The default valueis
<l ogBaseNane>. %g. %u. | 0g.

Where:
g corresponds to the current count of archived log sets (see count above).

« o iscontrolled by java. util .| oggi ng based on file locking. The"u" in % stands for unique.
This value is only incremented if the current file name is locked. When that happens, the
process increments o until it can get a file lock, so that a new log file can be created.

NOTE: While vg reflects a limit on the number of archived sets of logs, an increment of v
shows that the file is currently locked. In the | oggi ng. properti es file, if you set 5 for count
and 1IMB for limit, you can get up to five sets of archive log files. Each set has as many 1IMB
log files as are required to store the logging data.
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Aswith standard j ava. uti | . | oggi ng framework propertiesfiles, you can specify default log levels, parent
logger relationships, log formatters, and other log handlers to use. If you are unsure about changing any
logging setting, it's a good idea to check with support to make sure you make appropriate changes.

EXAMPLES

If you want to keep five sets of NNMi log files and roll the active logs by size approximately every 5SMB,
edit the | oggi ng. properti es file as follows:

com hp. ov. nns. admi n. | og. NnmMVai nFi | eHandl er. i mt

5000000
com hp. ov. nns. adni n. | og. Nnmvai nFi | eHandl er. count 5

Assuming you have a very busy system and you restart it once a week, you could get a set of files that looks
something like this:

nnm 0. 0.1 og Note: the current Io% file
nnm 1.0.1og Note: this may have been archived due to a process restart
conpl eted this norning
VB nnm2.0.log Note: this may have been caused by hitting a file size linmt of 5
nnm 3.0.1og Note: this may have been archived due to a process restart
conpl eted this norning
nnm4.0.log Note: this may be an archive of the very first log file, and may

have been created when the . . o
first log file surpassed a file size limt of 5 MB
additional log entries..

AUTHOR

| oggi ng. properties was developed by Hewlett-Packard Company.

FILES

Windows: 9%\NNM DATA% shar ed\ nnm conf\ ovj boss\ | oggi ng. properti es
UNIX: $NNM_DATA/ shar ed/ nnni conf / ovj boss/ | oggi ng. properties

NNMi specificj ava. uti | . | oggi ng framework properties used by the NvsLogManager service.

SEE AL SO
ovjboss(1M).

Return to Reference Pages Index
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Name

macdedupexceptions.txt — file containing sysObjectld values for types of nodes that are to be considered
exceptions to the mac-address-based node deduplication logic

SYNOPSIS

macdedupexcepti ons. t xt

DESCRIPTION

NNMi uses a number of complex algorithms to detect that a node being processed is really a duplicate of
another node in the database. In some cases, NNMi compares MAC addresses to try to determine if a node
has received a new |P address due to a DHCP lease expiring. This might cause issues with some network
devices such as firewalls and loadbal ancers. There are some cases where these devices might use common
IP addresses and MAC addresses across multiple distinct devices. Normally, NNMi distinguishes between
these devices by seeing that the SNMP sysName is different. However, there are also cases where the SNMP
sysName can not be made different. In these cases, NNMi might delete one of the devices from the database
claiming that it is a duplicate.

For devices such as these loadbalancers and firewalls, NNMi can be told to modify its de-duplication
algorithm by listing these devices SNMP sysObjectld values in the macdedupexcepti ons. t xt file. Devices
that are good candidates for inclusion in this file have the following characteristics:

« The device must not obtain its IP address from a DHCP server. Its IP address should be statically
assigned.

« The device must use a unique management | P address.
The following are examples of devices where this configuration file can prove useful:

« Thedeviceis configured in a redundant configuration with another device that uses some common IP
and MAC addresses, and shares a common SNMP sysName.

« Thedeviceisa physical device that supports several virtual instances, where each instance might be
using similar IP and MAC addresses, and sharing a common SNMP sysName.

HP recommends that the NNMi administrator only add entries to this file if they are needed to have devices
properly discovered. Adding entries which are not needed may cause unexpected results.

The file can contain one or more SNMP sysObjectld values, one value per line. Lines starting with a # are
treated as comment lines, as are blank lines. Also, a comment can follow a sysObjectld, starting with a# to
the end of the line. White-space in front of or following a sysObjectld isignored. And a leading dot (. ) on
the sysObjectld value is optional.

This file does not exist by default. If it is needed, the NNMi administrator must create it. The file is read by
NNMi at startup time. Any changes made after NNMi starts will not be active until NNMi is re-started.
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EXAMPLES

The following is an example of a macdedupexcepti ons. t xt file:

# F5 BI G-I P Pb200 | oadbal ancer device
.1.3.6.1.4.1.3375.2.1.3.4.19

1.3.6.1.4.1.9.1.1291 #C sco ACE Service Mdul e

AUTHOR

macdedupexcept i ons. t xt was developed by Hewlett-Packard Company.

FILES

Windows: 9\NNM DATA% shar ed\ nnm conf \ di sco\ macdedupexcepti ons. t xt

UNIX: $NNM _DATA/ shar ed/ nnmi conf / di sco/ macdedupexcepti ons. t xt

Return to Reference Pages Index
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Name

nnm.ports — The following information shows the ports the NNMi management server listens on. In the
case of port conflicts, you can change many of these port numbers.

SYNOPSIS

nnm ports

There is no command synopsis. The nnm.ports reference page documents the well-known ports you can
change by modifying the nns- 1 ocal . properti es file.

DESCRIPTION

To change these port numbers, follow these steps:

1. Edit the v&\NnnDat abi r % conf \ nnm pr ops\ nms- | ocal . properti es (Windows) or
/' var/ opt/ OV/ conf/ nnni props/ nms- | ocal . properties (Unix) file to modify the ports used by NNM:i.

2. ldentify the line containing the port number you need to change.

3. If necessary, remove the #! characters at the beginning of the line.

4. Modify the port number; then save your changes.

5. From a command prompt, run ovst op, then ovst art to restart NNMi.

The following ports are currently defined:

jboss.http.port=80
This TCP port is used as the default HTTP port for Web Ul and Web Services. The installation script
prompts you to set this value during the NNMi installation. Y ou can change this port value by
modifying the nns- 1 ocal . properti es file or during NNMi installation.

jboss.https.port=443

This TCP port is used as the default secure HTTPS port (SSL) for Web Ul and Web Services. The
installation script prompts you to set this value during the NNMi installation.

jboss.rmi.port=1098

This is the default TCP port of the RMI naming service.
jboss.jnp.port=1099

This TCP port is the default listening port for the bootstrap JNP service (JNDI provider).
jboss.gjb3.port=3873
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This TCP port is used for remote clients to communicate with the EJB 3 container, and is the default
EJB3 remoting connector port.
jboss.jrmp.port=4444

This TCP port is the RMI Object port (Java Remote Method Protocol) used by RMI to transfer data
(JRMP invoker).

jboss.pooled.port=4445
This TCP port is the default port (invoker port) used when pooling RMI requests.
jboss.socket.port=4446

This TCP port is the default RMI remoting server connector port. The jboss Renot i ng service uses
this port.

jboss.bisocket.port=4457
This TCP port is the default messaging bi-socket connector port used by the jboss Renot i ng Service.
jboss.jmsControl.port=4458

This TCP port is the default IM S control part; it isused for Global Network Management
communication.

jboss.sslbisocket.port=4459

This TCP port is the default messaging bi-socket connector; it is used for secure Global Network
Management communication.

jboss.ssljmsControl .port=4460

This TCP port is the default IM S control port; it is used for used for secure Global Network
Management communication.

jboss.ws.port=8083

This TCP port is the default jboss Web Service port.

AUTHOR

nnm port s was developed by Hewlett-Packard Company.

FILES

Windows: %\nnDat aDi r % conf \ nnm pr ops\ nns- | ocal . properties

UNIX: /var/ opt/ OV/ conf/ nnm props/ nms- | ocal . properties
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SEE ALSO

ovstatus(1), ovstart(1M), ovstop(1IM).

Return to Reference Pages Index
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Name

nnm.properties — file containing the username and password for command line tools

SYNOPSIS

nnm properties

DESCRIPTION

If you frequently run NNMi command line tools, HP recommends you create an nnm properti es file. This
file contains a username and password that you can use in place of the -u and - p command line options.
Using the nnm properti es file, you can run many commands without entering your password. The

nnm properties file contains an encrypted version of the password and should be created by running the
nnnset cnduser pw. ovpl script. Never manually edit the nnm properti es file. The nnmset cnduser pw. ovpl
script creates or edits a file placed in an . nnmsubdirectory under your home directory at the following
locations:

o Windows: dri ve:\ Docunents and Settings\ username\.nnm
o UNIX: ~/. nnm

The contents of this file must be defined as follows:

nnm user nane

The account user name.

nnm passwor d
The account encrypted password.

Most command line tools require an administrative user with an adni n role assigned to the tool.

AUTHOR

nnm properti es was developed by Hewlett-Packard Company.

FILES

The environment variable below represents a universal path that is established according to your shell and
platform requirements:

Windows: dri ve: \ Docunents and Settings\ username\.nnm nnm properties
UNIX: $HOVE/ . nnm nnm pr operti es
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SEE ALSO

nnmsetcmduserpw.ovpl (1).
Return to Reference Pages Index
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Name

Idap.properties — file containing the settings for communicating with and building LDAP queries to the
directory service

SYNOPSIS

| dap. properties

DESCRIPTION

For detailed information about the contents of the | dap. properti es file, see the Integrating NNMi with a
Directory Service through LDAP chapter of the NNMi Deployment Reference.

After modifying this file, run the nnm dap. ovpl -rel oad command to reload the configuration.

AUTHOR

| dap. properti es was developed by Hewlett-Packard Company.

FILES

Windows: %\NNM SHARED CONF% | dap. properti es

UNIX: $NNM_SHARED CONF/ | dap. properti es

SEE ALSO

nnmidap.ovpl (1IM).
Return to Reference Pages Index
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Name

nnmtrapd.conf — Filter file to block traps based on IP address or OID

SYNOPSIS

nnnt r apd. conf

DESCRIPTION

nnnt r apd. conf file can be used to configure filters to block traps based on both IP address and trap OID.

Thefilters are entered one per line. Each filter consists of an IP address, range or wildcard folowed by one
or more comma separated list of trap OIDs or range of trap OIDs or wildcards.

The format of thefilter is:
<I P Address, O D,dD *>

IP Address could be a single IP Address or a pattern in prefix/prefix-length notation or range-wildcard
notation. The special notation of "*" indicates all addresses. Y ou may not combine the prefix/prefix-length
notation with the range-wildcard notation in the same address. Host name cannot be specified instead of an
address. Every filter entry should have a unique address (single, wild card or range). Examples of addresses
in prefix/prefix-length notation are:

10.2.112.0/ 20
1080: 0: a00: : / 44

The same addresses in range-wildcard notations are:

10.2.112-127.*

The trap OID can aso be specified as a range or as wildcard. However, you may only use either a range or
awildcard in one OID. Only the last sub OID of an OID can be specified as a wildcard or range. The
special notation " . ** indicates all OlDs. Some examples are:

.1.3.6.1.4.1.11.2.17.1.0.58915834- 58915868
1.3.6.1. 4

For generic traps like link up, you can append the enterprise OID of the vendor to the trap OID for blocking
a specific vendor. Conversely, to block a generic trap from all vendors you need to append a wildcard to the
trap OID.

Blocking al traps from all addressis not alowed. So the following entry is ignored:

<k k>

EXAMPLES

The following example blocks al generic traps from all subnetsin the range 10.2.120 to 10.2.127:
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<10.2.120.0/21, .1.3.6.1.6.3.1.1.5.*>

The following example blocks link up traps from all devicesin the 10.6.112/21 subnet whose enterprise OID
is.1.3.6.1.4.1.11.2.3.7.11.17:

<10.6.112.0/21, .1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.11.2.3.7.11.17>

The following example blocks link up traps from all devicesin the 10.6.112/21 subnet.

<10.6.112.0/21, .1.3.6.1.6.3.1.1.5.4.*>

The following example blocks all traps under the OID .1.3.6.1.4.1.11.2.17 and the authentication failure trap
from a single I1Pv6 address.

<1080::8:800: 200c: 417a, .1.3.6.1.4.1.11.2.17.*, .1.3.6.1.6.3.1.1.5.5.*>

AUTHOR

nnnt r apd. conf was developed by Hewlett-Packard Company.

FILES

$NnnDat aDi r/ shar ed/ nnm conf / nnnt r apd. conf

SEE ALSO

nnmtrapconfig.ovpl (1M).

Return to Reference Pages Index
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Name

trapFilter.conf — Filter file to block traps based on IP address or OID

SYNOPSIS

trapFilter.conf

DESCRIPTION

UsethetrapFilter. conf fileto configure filters to block traps based on both IP address and trap OID.
Thisis similar to using the nnnt r apd. conf file, except that traps blocked by thet rapFi I ter. conf filedo
not get stored in the trap binary store, nor are they used to analyze trap rates. Trap rates are not affected by
incoming traps blocked by thet rapFi I ter. conf . file. NNMi does not store incoming traps blocked by the
trapFilter.conf file

Enter the filters one filter per line. Each filter consists of an IP address, range, or wildcard followed by one
or more comma separated trap OIDs, range of trap OIDs, or wildcards.

The format of the filter is as follows:
<IP Address, QD ,dD *>

| P Address could be a single IP Address or a pattern in prefix/prefix-length notation or range-wildcard
notation. The specia notation of "*" indicates all addresses. Do not combine the prefix/prefix-length
notation with the range-wildcard notation in the same address. Do not specify the hostname instead of an
address. Every filter entry should have a unique address (single, wildcard, or range). Examples of addresses
in prefix/prefix-length notation are as follows:

10.2.112.0/ 20
1080: 0: a00: : / 44

The same addresses in range-wildcard notations are:

10.2.112-127.*

Specify the trap OID as a range or as wildcard. Only use a range or a wildcard in one OID. Only specify the
last sub OID of an OID as a wildcard or range. The special notation ". *" indicates all OlDs. Some
examples are as follows:

.1.3.6.1.4.1.11.2.17.1.0.58915834- 58915868
1.3.6.1. 4

For generic traps like ! i nkUp, you can append the enterprise OID of the vendor to the trap OID for blocking
a specific vendor. Conversely, to block a generic trap from all vendors you need to append a wildcard to the
trap OID.

Blocking all traps from all addresses is not allowed. So the following entry is ignored:

<k k>
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EXAMPLES

The following example blocks al generic traps from all subnetsin the range 10.2.120 to 10.2.127:

<10.2.120.0/21, .1.3.6.1.6.3.1.1.5.*>

The following example blocks link up traps from all devicesin the 10.6.112/21 subnet whose enterprise OID
is.1.3.6.1.4.1.11.2.3.7.11.17:

<10.6.112.0/21, .1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.11.2.3.7.11.17>

The following example blocks link up traps from all devicesin the 10.6.112/21 subnet.

<10.6.112.0/21, .1.3.6.1.6.3.1.1.5.4.*>

The following example blocks all traps under the OID .1.3.6.1.4.1.11.2.17 and the authentication failure trap
from a single IPv6 address.

<1080::8:800: 200c: 417a, .1.3.6.1.4.1.11.2.17.*, .1.3.6.1.6.3.1.1.5.5.*>

AUTHOR

trapFil ter. conf was developed by Hewlett-Packard Company.

FILES

$NnnDat aDi r/ shar ed/ nnni conf/trapFilter. conf

SEE ALSO
nnmtrapconfig.ovpl (1M).

Return to Reference Pages Index
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Name

UnnumberedNodeGroup.conf — Node group name that is used to identify those nodes unnumbered
interfaces should be discovered with

SYNOPSIS

Unnunber edNodeG oup

DESCRIPTION

Unnurber edNodeGr oup. conf isafile used by NNMi to determine whether devices should be evaluated for
the existence of unnumbered interfaces, and thus infer potential L2 connection across them. This file must
contain the name of a single node group, or it can be the name of a parent node group that represents
multiple child node groups containing the device identifiers.

If this file is missing or specified node group name does not exist in the NNMi system, unnumbered
interface management will not be enabled. In addition, the administrator must create the

Unnurber edNodeG oup. conf file. It does not exist by default.

If you modify the Unnunber edNodeG oup. conf file while NNMi processes are running, you must restart
NNMi.

EXAMPLES

The following is an example of a Unnunber edNodeG oup. conf file:

Unnunbered Node G oup

In the example, A node group named Unnunber ed Node G oup isexistingin NNMi.

AUTHOR

Unnunber edNodeGr oup. conf was developed by Hewlett-Packard Company.

FILES

$NnnDat aDi r/ shar ed/ nnni conf / di sco/ Unnunber edNodeG oup. conf

SEE ALSO

UnnumberedSubnets.conf (4).
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Name

UnnumberedSubnets.conf — Contains a list of subnets that should be looked up by the NNMi against
routing tables on the devices for unnumbered interface management

SYNOPSIS

Unnunber edSubnet s. conf

DESCRIPTION

Unnurber edSubnet s. conf isafile used by NNMi to scope down the routing table query for unnumbered
interface management. If you do not create and configure this file, NNMi will do the full MIB-II routing
table walk against devices, By using the Unnunber edSubnet s. conf file, NNMi requests MIB datafor only
those routes falling in the specified subnet ranges. It is a good practice to use this file and reduce the amount
of discovery traffic and performance effect on the devices.

The Unnunber edSubnet s. conf file can have one or more lines of CIDR subnets. The order of the subnetsis
not important, and NNMi will sort them out before querying the routing table. The range of subnet is
inclusive.

The administrator must create the Unnunber edSubnet s. conf file. It does not exist by default.

If you modify the Unnunber edSubnet s. conf file while NNMi processes are running, you must restart
NNMi.

EXAMPLES

The following is an example of a Unnunber edSubnet s. conf file:

#Thi s entrg filters the followi ng routes: 10.1.0-63.
10.1.5.0/1

#This entry filters the followi ng routes: 15.2.*. *
15.2.126.0/ 16

#Thi s entrg filters the following routes: 192.168.1.0-255
192.168. 1.0/ 24

In the example, instead of full routing table walk, NNMi only queries routing tables ipRoutingTable or
ipCidrRoutingTable for routes in the specified ranges.

AUTHOR

Unnunber edSubnet s. conf was developed by Hewlett-Packard Company.

FILES
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$NnnDat abDi r / shar ed/ nnm conf / di sco/ Unnunber edSubnet s. conf

SEE ALSO

UnnumberedNodeGroup.conf (4).

Return to Reference Pages Index
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Name

nnmsnmpset.ovpl — issue an SNMP set request

SYNOPSIS

nnnsnnpset . ovpl -u user_name -p passwd [options] node object-id asnType val ue [object-id
asnType val ue]...

options: [-d] [-Vversion] [-Cwite conmunity] [-port port(default:161)] [-t
ti meout (defaul t:5000)] [-rretries(default:1)] [-T] [-ppProxy Port] [-paProxy Address] [-a

Aut henti cation Protocol ] [-A Authentication Pass phrase] [-X Privacy Protocol | [-X Privacy
Passphrase] [-N Cont ext Name] [-V3U SNMPv3 user nane]

DESCRIPTION

The nnnmsnnpset . ovpl script sends an SNMP set request to alter MIB objects on the remote node.

node can be an IP-addressable system that supports SNMP, or a target name for which an SNMP proxy
configuration is defined. Y ou can identify IP nodes by an Internet address or by a hostname.

The nnmsnnpset . ovpl Script passes data to the remote node as a triple of obj ect - i d,asnType,val ue.
Supply one or more triplesto the nnmsnnpset . ovpl script as command-line arguments.

Each obj ect -i d is an object instance identifier in dotted decimal format (for example,
.1.3.6.1.4.1.11.2.17. 2. 1. 0 or mnemonic string format (for example, openVi ewSour cel d. 0).

Each asnType must be one of the following asnTypes:
integer
integer32
unsigned32
octetstring
octetstringhex
octetstringoctal
octetstringascii
objectidentifier
null

ipaddress
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counter

counter32
counter64 (for SNMPv2c or v3 capable remote nodes)
gauge
gauge32
timeticks
opague
opaquehex
opaqueoctal
opagueascii
For a complete description of each asnType, refer to RFC 1155 and RFC 1902.

Theval ue parameter must be valid for the asnType specified. When using a asnType that requires a
hexadecimal or octal value, you must fully define each byte of the value. For example, if you specify f f f
(or 17377), itismissing a byte, and will not work. Use of f f (or 017377) instead. The nnnsnnpset . ovpl
script ignores the nul | asnType. You must specify aval ue on the command line. If you try to use anul |
type, the nnnmsnnpset . ovpl script ignores the nul | type when it creates the request. val ue must not be
larger than 512 bytes.

Only users who belong to System, Administrator or Web Service Client roles can run the nnmsnnpset . ovpl
script. Users who arein Levell, Level2 or Guest roles cannot run the nnnsnnpset . ovpl Script.

Parameters
-d

Dumps all SNMP packets to standard output in a hexadecimal and decoded ASN.1 format.
-v version

Requests the nnnsnnpset . ovpl script to use a specific version of SNMP to communicate with the
remote node. Valid choicesfor versi on are 1, 2c, or 3.

If you do not specify the version, the nnnsnnpset . ovpl script uses 2c as the default for nodes not in
the topology.

-cwite comunity
Specifies the write community string to use for authentication on the remote node.

Note: If the community string contains characters the shell interferes with, use one or more escape
symbols or quotation marks as required.

- port port
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Specifies the port to use in communication with the remote node.
-t timeout

Specifies a timeout period, in milliseconds, for communication with the remote node.
-rretries

Specifies the number of retriesto use for communication with the remote node.

Prints the OID in dotted decimal format and the MIB variable value with no textual conventions
applied.

- pp Proxy Port

Specifies the Proxy Port to use in communication with the node
- pa Proxy Address

Specifies the Proxy IP Address to use in communication with the node
-a Aut henti cati on Protocol

SNMPv3 Authentication Protocol (MD5|SHA)
-AAut hentication Passphrase

SNMPv3 Authentication Passphrase
-x Privacy Protocol

SNMPv3 Privacy Protocol (DES|SBDESJAES|AES192|AES256)
- X Privacy Passphrase

SNMPv3 Privacy Passphrase
- Ncont ext

SNMPv3 Context Name (for example, vianl)
-v3u SNMPv3 user nane

SNMPv3 security name (for example, testV 3user)

-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
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administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

If the nnnsnnpset . ovpl script does not receive a response, it uses a linear backoff algorithm based on the

ti meout and retries arguments to resend the SNMP request. For example, if theti neout argument is
2000 (two seconds) and theretri es argument is 3, the initial request would time out after two seconds, the
first retry would time out after four seconds, the second retry would time out after six seconds, and the last
retry would time out after eight seconds. The nnnsnnpset . ovpl Script requires additional time to resolve the
configuration.

EXAMPLES

The following command sets the system contact to Bob Jones for the node testnode:
nnnsnnpset.ovpl -c¢ witeCommunity testnode system sysContact.0 octetstring "Bob Jones”

The output for this command is as follows:

system sysContact. 0 OCTET STRI NG (ascii): Bob Jones

AUTHOR

nnmsnnpset . ovpl was developed by Hewlett-Packard Company.

FILES

See the nnm envvar s reference page (and the UNIX manpage) for information about using environment
variables for the following files:

i nstall _dir\bin\nnmsnnpset. ovpl

install _dir\doc\rfc*.txt

SEE ALSO

nnmsnmpwalk.ovpl (1M), nnmsnmpbulk.ovpl (1M), nnmsnmpnotify.ovpl (1M).
RFC 1155, 1157, 1212: SNMP Version 1.

RFC 1901 - 1908, 2576, 2578, 3416 - 3418: SNMP Version 2.

RFC 3411 - 3415: SNMP Version 3.

EXTERNAL INFLUENCES

Environmental Variables
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$LANG determines the language in which messages appear. If $LANG is not specified or is set to an empty
string, a default of Cisused instead of $LANG. If any internationalization variable contains an invalid setting,
nnmsnnpset . ovpl behaves asif al internationalization variables are set to C.

International Code Set Support

Supports single-byte and multiple-byte character code sets.

NOTE: SNMP MIB values of the asnType oct et st ri ngasci i arerestricted to NVT-ASCII.

Return to Reference Pages Index
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Name

nnmsso.ovpl — reload single sign-on configuration.

SYNOPSIS

nnmsso. ovpl -reload

DESCRIPTION

nnneso. ovpl iSa script that enables you to reload the single sign-on (SSO) configuration from the nis-
ui . properti es file without restarting ovjboss.

Note: Other applications integrating with NNMi might use a different configuration file for enabling and
configuring single sign-on. See the integrating product’s documentation for instructions about enabling

single sign-on and setting the user interface initialization string (initString) parameter that needs to be
configured.

Parameters

Thennnsso. ovpl script supports the following options:

-rel oad

Reloads the SSO configuration.

EXAMPLES

nnnseso. ovpl -reload

Reads modifications made to the nms- ui . properti es file. These changes could include enabling
SSO, disabling SSO, or changing the initString.

AUTHOR

nnmsso. ovpl was developed by Hewlett-Packard Company.

FILES

Windows: %8NM_PROPS% nirs - ui . properti es
UNIX: $NNM _PROPS/ nns - ui . properti es
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SEE ALSO

nnmofficialfgdn.ovpl (1M), nnmsetofficialfgdn.ovpl (1IM), nnmidap.ovpl (1M).
Return to Reference Pages Index
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Name

nnmstatuspoll.ovpl — update the status for a node using the State Poller

SYNOPSIS

nnnst at uspol | . ovpl [ —-Node <nodename|l P Address> [-ttimeout in secs][-V] ]

DESCRIPTION

The nnnst at uspol | . ovpl script enablesyou to dynamically poll a device that is being monitored. This
resultsin a refresh of key collected state values. When all of the information for the state demand poll has
been collected and displayed, the nnnst at uspol | . ovpl script informs you that the task that you requested is
complete.

Parameters

-t <tinmeout in secs>

Client waitstill given timeout in sec.

Displays the detailed verbose log message on console.
-j ndi Host <host nane>
Jooss server host. Default is| ocal host .
-jndi Port <port >
Jooss server port. Default is 1099.
-node <nodenane|| P Address>
Target node name or IP address.
-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

- hel p
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Prints the usage statement.

RETURN VALUE

nnnst at uspol | . ovpl returns the appropriate output shown in the above Parameters section.
When using —v option, you see the information in the following columns:

Column 1: Indicates which protocol is used to collect the data.

Column 2: Indicates which device name was polled.

Column 3: Indicates which MIB instance was polled.

Column 4: Indicates the result of the poll.

Column 5: Indicates a mapped value, if it exists.

AUTHOR

nnnst at uspol | . ovpl was developed by Hewlett-Packard Company.

SEE AL SO
nnm.properties(4)

Return to Reference Pages Index
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Name

nnmtopodump.ovpl — Displays the contents of the NNMi topology database

SYNOPSIS

nnnt opodunp. ovpl [-h] -U <user name> -p <passwor d> -type <t ype> [-legacy <f or mat >] [-filter
<filter>]

DESCRIPTION

nnnt opodunp. ovpl displays the contents of the topology database. By default, NNMi displays the output in
xml format unless you specify the -legacy option.

Parameters

The nnnt opodunp. ovpl script supports the following options:
-h

Displays the usage statement.
-u <user nane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-http. host <host >

The server host; default islocalhost.
-http. port <port>

The server port; default is 8004.
-type <type>

The type of the objects available to be printed. Use one of the following types:
nodelinterfacelincident|i p|subnet|rrp|vlian|nodeSensor|interfaceA ggregati on|card|l 2connection

-l egacy [short]| | ong]

If you use the legacy option, NNMi displays the data in text output. If you do not specify this option,
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then NNMi displays the output in xml form. Use the legacy option with the following type values
only: node, interface, ip, I2connection and interfaceAggregation. For -legacy short, thisisonly valid
for the type values node, interface, and |2connection.

-filter <filter>
Filters the output by property. The nnnt opodunp. ovpl script supports the following filters:

node - node.name | node.shortname | node.id | node.uuid | node.status | node.snmpaddress |
node.managementM ode | node.deviceCategory | node.deviceDescription | node.deviceFamily |
node.deviceVendor

interface - node.name | node.shortname | node.id | node.snmpaddress | node.deviceCategory |
node.deviceDescription | node.deviceFamily | node.deviceVendor | node.managementMode |
interface.if Type | interface.id | interface.uuid | interface.managementM ode |
interface.managementState

ip - interface.id | node.id | ip.value | ip.id
vlan - node.name | node.id | vlan.id | vlan.name | vlan.value

nodeSensor - node.name | node.hostname | node.id | nodeSensor.id | nodeSensor.name |
nodeSensor.type

card - node.name | node.hostname | node.id | card.id |card.name
[2connection - connection.name | connection.id | connection.uuid

interfaceAggregation - master.id | master.uuid | master.index | master.adias | ave.id | Slave.uuid |
dave.index | dave.alias

EXAMPLES

nnnt opodunp. ovpl -u usernane -p password -type node

Displays al of the nodes in the topology database in xml format. (Y ou must provide an NNMi
administrator username and password.)

nnnt opodunp. ovpl -u usernane -p password -legacy |long -type node

To display the nodes in text format, you must use the legacy option. When you use the legacy option
with -type node, NNMi displays the nodes and their interfaces.

Equivalent command in NNM 6.x/7.X: ovt opodunp -1
nnnt opodunp. ovpl -u username -p password -type node -filter node.nane=foo. hp. com

Display information about node foo.hp.com in xml format.

nnnt opodunp. ovpl -u usernanme -p password -legacy long -type node -filter
node. name=f 00. hp. com

Display information about node foo.hp.com in text format. When you use the legacy option with -type
node, it displays the nodes with the interfaces attached to the node.

ovt opodunp -Ilr foo.hp.com
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Equivalent command in NNM 6.x/7.x:

nnnt opodunp. ovpl -u usernanme -p password -legacy long -type node -filter node.id=2345

Display information about the node having nodeid as 2345 in text format. NNMi also displays all
interfaces of the node.

Equivalent command in NNM 6.x/7.X: ovt opodunp -Ir 2345

nnmt oPodurrp. ovpl -u usernane -p password -type interface -filter
i nt erface. managenent St at e=MANAGED

Display information about all interfaces that are managed. Filter values can be MANAGED,
INHERITED, NOTMANAGED, and OUTOFSERV ICE.

AUTHOR

nnnt opodunp. ovpl was developed by Hewlett-Packard Company.

SEE ALSO

nnmnodedelete.ovpl (1M), nnm.properties(4).
Return to Reference Pages Index
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Name

nnmtrapconfig.ovpl — Configure HP NNM Trap service

SYNOPSIS

nnnt r apconfi g. ovpl -U<user > -p <passwor d> [-showProp] [-start] [-stop] [-readFilter] [-dumpBlockList]
[-resetBlockCache]

nnnt r apconfi g. ovpl -SetProp -u <user > -p <passwor d> [-traplnterface <i p_addr >] [-unsetTrapl nterface]
[-trapPort <por t >] [-recvSocketBufSize <si ze>] [-blockTraps] [-unblockTraps] [-thresholdRate <r at e>] [-
rearmRate <r at e>] [-overalThresholdRate <r at e>] [-overallRearmRate <r at e>] [-windowSize <ti ne>] [-
updateSourcesPeriod <t i me>] [-notifySourcesPeriod <t i me>] [-minTrapCount <count >] [-numSources
<count >] [-databaseQSize <count >] [-pipelineQSize <count >] [-databaseFileSize <si ze>] |-
databaseFileCount <count >] [-persist] [-loopbackAddrOverride <i p_addr >] [-resetL oopbackAddrOverride]

DESCRIPTION

nnnt r apconfi g. ovpl can be used to display or modify the current properties of the Trap Service. In
addition it can be used to start or stop the Trap Service. It aso provides the following filter related
functionalities: read filter configuration files, print out the current filter configuration and blocking caches
or reset the blocking caches

Parameters

nnnt r apconfi g. ovpl supports the following parameters:

-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

- showPr op

Show the properties associated with Trap Service and their current values.
-start

Start the Trap Service.

-stop
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Stop the Trap Service.

-readFil ter

Cause Trap Service to read the filter configuration files.

- dunpBl ockLi st

Print out the filter configuration and the blocking caches that the Trap Service creates.

-reset Bl ockCache
Reset the blocking caches in the Trap Service.
To set values for one or more properties, run nnnt r apconfi g. ovpl with the following options
-uuser
The name of a user with system or administrator roles.
- p password
The password for the specified user.
-set Prop
Set values for properties associated with Trap Service.
-traplnterfaceip address
Set |P address on which the Trap Service listens for traps. By default it listens on al interfaces.
-unset Trapl nterface
Set Trap Serviceto listen on all interfaces.
-trapPort port

Set the port on which the Trap Service listens for traps. By default this is 162.

-recvSocket Buf Si ze si ze
Set the size of socket buffer, in kilobytes, on which Trap Service listens for traps.
- bl ockTr aps

Block traps based on filter and threshold configurations.

- unbl ockTr aps
Do not block traps.
-threshol dRate rate

Set the rate in traps/sec at which trap sources or trap oids are blocked. This feature is only available
with the NNM iSPI NET license.

-rearnRate rate
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Set the rate in traps/sec at which blocked trap sources or trap oids are unblocked. This rate should be
less than or equal to the t hr eshol dRat e. This feature is only available with the NNM iSPI NET
license.

-overal | Threshol dRate rate
Set the rate in traps/sec at which all incoming traps are blocked.
-overal | RearnRaterate

Set the rate in traps/sec at which all incoming traps are unblocked. This rate should be less than or
equal to the overal | Threshol dRat e

-w ndowSi ze ti ne

Set monitoring window size in seconds. This determines the window size in which trap sources are
monitored. This means that whenever this time expires the counters keeping track of incoming traps
are reset and a new window is started.

- updat eSour cesPeriod ti ne

Set the time period in seconds after which the list of blocked traps and sources are updated. This
feature is only available with the NNM iSPI NET license.

-noti fySourcesPeriodtine

Set the time period in seconds after which the list of blocked traps and sources are reported in the
trapanalytics log file under the NNM_LOG directory. This reporting is only available with the NNM iSPI
NET license. Thisis also the time period after which a trap storm incident is generated, in case a trap
storm occurs and the over al | Thr eshol dRat e iS violated.

-m nTrapCount count

Set the minimum number of traps to be received from a source before it is considered for blocking.
Also the minimum number of the same trap received before that trap is considered for blocking.

- nunSour ces count

Set the number of nosiest sourcesto monitor at any given time. These will be the sources that are
sending the most traps as well as the traps that occur most frequently. This information is reported in
the trapanalytics log file in the NNM_LOG directory. This feature is only available with the NNM iSPI
NET license.

- dat abaseQSi ze count

Set the maximum number of traps that can be held in the queue that writes traps to the database.
- pi pel i neQ@Si ze count

Set the maximum number of traps that can be held in the queues for each stage of the trap pipeline.
- dat abaseFi | eSi ze si ze

Set the maximum size, in MB, for one file in the trap database. When the file size reaches this value a
rollover happens.
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- dat abaseFi | eCount count

Set the maximum number of filesin the trap database.
- persi st

Persist the current properties so that on future restarts these values will be used.
- | oopbackAddr Override i p address

Sets the IP Address to replace the source address of a trap if the source addressis a loopback address
before forwarding the trap.

-reset LoopbackAddr Overri de

Resets the loopback override address. When this options is executed, the user supplied loopback
override address will be removed. In this case, NNM chooses one of the server's addresses as the
loopback override address.

EXAMPLES

Show the properties associated with the Trap Service and their values:
nnnt rapconfi g. ovpl -u user -p pass -showProp

Start the Trap Service:

nnnt rapconfig.ovpl -u user -p pass -start

Set the trap port to 1162:

nnnt rapconfig.ovpl -u user -p pass -setProp -trapPort 1162

Enable blocking and also persist the current values for future invocations of Trap Service

nnnt rapconfi g.ovpl -u user -p pass -setProp -blockTraps -persist
Persist the current values for future invocations of Trap Service

nnnt rapconfi g.ovpl -u user -p pass -setProp -persist

FILES

The following file stores propertiesfor NNM Trap Service:

Windows: dat a_di r\ shar ed\ nnm conf\ nnnt r apser ver . properties
UNIX: / var/ opt / OV/ shar ed/ nnm conf/ nnit r apser ver. properti es
The blocking filters can be configured in the following file:
Windows. dat a_di r \ shar ed\ nnm conf \ nnnt r apd. conf

UNIX: /var/ opt/ Ov/ shar ed/ nnmf conf/ nnnt r apd. conf
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AUTHOR

nnnt r apconfi g. ovpl was developed by Hewlett-Packard Company.

Return to Reference Pages Index

Page 207



NNMi Reference Pages 9.1x Patch 5 January 2013

Name

nnmtrapdload.ovpl — Merge traps/events from a trapd.conf file with the current database

SYNOPSIS

nnnt r apdl oad. ovpl [ [ [ -loadTrapd <trapd_fil e> [ -authorLabel <aut hor _I abel > -authorKey
<aut hor _key> ]] -verbose <t r ue| f al se> -SkipEXisting <t r ue| f al se> -disableAll Traps <t r ue| f al se> [-u
<user >] [-p <passwor d>] ]

DESCRIPTION

Parses and merges events/traps from an existing trapd.conf file into the database.

nnnt r apdl oad. ovpl should only be used for importing snmp trapd configurations, and NOT 6.x/7.x legacy
ov event trap definitions.

If the provided category is not supported it is by default mapped to Status
If the provided severity is not supported it is by default mapped to Normal

The trap/event parser only resolves the tokens EVENT, FORMAT, SDESC, and EDESC, it does not resolve
the tokens, EXEC, FORWARD, DISPLAY, or NODES

Parameters

nnnt r apdl oad. ovpl supports the following parameters:
-u <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-loadTrapd trapd_file
File location for trapd.conf
- aut hor Label aut hor _| abel
Author label for storing incident configs in the database.

- aut hor Key aut hor _key
Page 208



NNMi Reference Pages 9.1x Patch 5

January 2013

Author key for storing incident configs in the database.

-verbose true| fal se

If true logs each trap/event with verbose output; default is false

- ski pExi sting true| fal se

If true skips over traps/events that already exist in the database (updates/merges are not performed);

default isfalse

-di sabl eAl | Traps true| fal se

If specified all traps should be loaded as disabled; default isfalse

EXAMPLES

To Load trapd.conf file with verbose output

nnnt r apdl oad. ovpl -1 oadTrapd /tnp/conf/trapd. conf
To load trapd.conf file while skipping existing entries

nnnt r apdl oad. ovpl -1oadTrapd /tnp/conf/trapd. conf
To load trapd.conf file with all events disabled

nnnt r apdl oad. ovpl -1 oadTrapd /tnp/conf/trapd. conf
passwor d

To load trapd.conf file with a supplied author

nnnt r apdl oad. ovpl -1oadTrapd /tnp/conf/trapd. conf
com hp. ov.nnm parser -u user -p password

AUTHOR

-verbose true -u user -p password

-ski pExisting true -u user -p password

-disableAl |l Traps true -u user -p

-aut hor Label trapd_parser -authorKey

nnnt r apdl oad. ovpl was developed by Hewlett-Packard Company.

Return to Reference Pages Index
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Name

nnmtrimincidents.ovpl — delete and (optionally) archive incidents

SYNOPSIS

nnntrimncidents. ovpl [ [ [-ageage -incrincr] | -date dat e | -trimOldest nunber ToTri m] [-nature
nat ure] [-lifecyclelifecycl eSt at e] [-Severity severity] [-origin ori gi n] [-name nane] [-family

fam | y] [-Sysobjectid sysobj ect i d] [-path pat h] [-archiveOnly] [-trimOnly] [-trimAndArchive] [-batch
bat chSi ze] [-U user nane] [-p passwor d] [-qui€t] ]

DESCRIPTION

nnntri m nci dents. ovpl iSused to delete incidents from the incident table. The deleted incidents are
(optionally) saved in a compressed archive file:

data_dir\tnp\incidentArchive.l SO 8601 Date.Tine M.txt.gz

The default behavior is to delete incidents without archiving.

Parameters

- age age

Specifies the age of incidents to trim. Y ou should use this option in conjunction with the i ncr option.
If specified, the value for age must be greater than o.

-incr increment
Specifies the increment for age option. Supported increments include days, weeks, and nont hs.
-trinQO dest nunber ToTri m

Specifies a number of incidents to delete from the database. The oldest nunber ToTr i mincidents will
be selected from all incidents in the database based on the options specified.

-dat e date

Specifies the date from which older incidents are trimmed. The date is specified in 1SO 8601 standard
format: yyyy- mm ddThh: rm ss[ + or -] hh: mm

-archiveOnly

Creates an archive file. Does not trim incidents. This option requires you to specify the age or dat e
option.

-trinOnly

Trims incidents without archiving the deleted incidents. This is the default behavior.
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-tri mAndArchi ve
Trims incidents with archiving the deleted incidents.
- bat ch bat chSi ze

Specifies the batch size when trimming incidents. If specified, the value for bat ch must be greater
than 0 and less than or equal to 1000.

-path path
Specifies the archive file name with a complete path. This path overrides the default archive file:
data_dir\tnp\inci dent Archive.txt.gz
- j ndi Host host nane
Server j ndi host. Default is| ocal host .
-jndi Port port
Server j ndi port. Default is 1099.
-lifecyclelifecycle
Specifies the lifecycle state of incidents matching the age| dat e to trim.

Examplelifecycl e statesinclude:

Regi st ered
I nProgress
Conpl et ed
Cl osed

-severity severity
Specifies the severity of incidents matching the age| dat e to trim.
Example severi ty states include:
Critical
Maj or
M nor

Wr ni ng

Nor mal

- nane nane
Specifies the name of incidents matching the age| dat e to trim.
-famlyfamly
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Optionally specify the family of incidents matching age|dat e to trim.

-sysobjectidsysobjectid

Optionally specify the device system object id of incidents matching age|dat e to trim.
-nature nature

Specifies the nature of incidents matching the age| dat e to trim.

Examples of nat ur e include:
Root Cause

Secondar yRoot Cause

Synpt om

Ser vi cel mpact
StreanCorrel ati on

None

Info

Dedup_Stream Correl ati on

Rate_Stream Correl ation
-originorigin
Specifies the origin of incidents matching the age| dat e to trim.

Exampleori gi n states include:
Managenent Sof t war e

Manual | yCr eat ed

Renot el yGener at ed

SnmpTr ap

Sysl og

Q her

-uU <usernane>

Supply the NNMi administrator username to run the script. This script requires the NNMi
administrator username unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

-p <password>

Supply the NNMi administrator password to run the script. This script requires the NNMi
administrator password unless you use an nnm properti es file. See the nnm properti es. 4 reference
page for more information.

- qui et qui et
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EXAMPLES

Trim incidents older than 6 days:

nnntrimnci dents. ovpl -age 6 -incr days

Trim incidents older than 6 weeks with a nature of Symptom:

nnntrim nci dents.ovpl -age 6 -incr weeks -nature Synptom
Trim incidents older than 6 months with a lifecycle state of Closed:
nnnt rim nci dents.ovpl -age 6 -incr nonths -lifecycle O osed
Trim incidents older than 6 months with a severity of Normal:

nnntrim nci dents. ovpl -age 6 -incr nonths -severity Nornal
Trim incidents older than the specified date:

nnntrimnci dents. ovpl -date 2007-07-16T19: 20: 30

Trim incidents older than the specified date with a nature of Symptom:

nnnt rim nci dents.ovpl -date 2007-07-16T19: 20: 30+01: 00 - nature Synptom
Trim incidents older than the specified date with a lifecycle state of Closed:

nnnt ri m nci dents. ovpl -date 2007-07-16T19: 20: 30-01: 00 -lifecycle O osed
Trim incidents older than 6 days using the specified filename for the archive:

nnntrim nci dents. ovpl -age 6 -incr days -path "C \BkupDir\savelncidents.gz"

Trim incidents older than 6 days (without archiving):
nnntrimnci dents. ovpl -age 6 -incr days

Trim the oldest 10,000 SNMP traps with Symptom nature:

nnntrim nci dents.ovpl -trinQdest 10000 -nature Synptom -origin SnmpTrap

Trim incidents older than 6 days (without archiving):

nnntrim nci dents.ovpl -trinOnly -age 6 -incr days
Archive incidents older than 6 days (without trimming):

nnnt ri m nci dents.ovpl -archiveOnly -age 6 -incr days

Trim and archive incidents older than 6 days:

nnntrimnci dents.ovpl -trimndArchive -age 6 -incr days

AUTHOR
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nnnt ri m nci dent s. ovpl was developed by Hewlett-Packard Company.

SEE ALSO

nnm.properties(4)
Return to Reference Pages Index
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Name

nnmwhat — get specific NNM information from executables and libraries

SYNOPSIS

nnmvhat FI LE

DESCRIPTION

The nnmwhat command is the equivalent command to the what command available on most Unix systems.
This command is used to pull select string information from files such that specific information can be
returned. This includes the copyright, operating system, patch level and product level. Thisis useful for the
patching process and Support when determining the versions of files that are on the system.

Parameters

Provide a file name to execute the command against. If no file is provided then STDIN is used.

EXAMPLES

nnnwhat ovaddobj . exe Will return the information from the ovaddobj.exe command.

Return to Reference Pages Index
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Name

ovaddobj — object registration utility

SYNOPSIS

ovaddobj [Irf-file]

DESCRIPTION

ovaddobj isused to register object managers (i.e. agents) with the HP process management proces
ovspmd(1M).
Parameters

Irf-file

Specifies a Local Registration File (LRF), which must contain information about a single agent and
the objects it manages.

Note
Y ou must specify all objects managed by the agent in the same LRF. Running ovaddobj
against an LRF containing additional objects managed by a previously registered object

manager does not add those objects. Instead, it replaces the previously registered objects
with the new objects.

EXAMPLES

ovaddobj nylrf
This registers the agent and all the objects described in the LRF ny! rf into the NNM startup file.

AUTHOR

ovaddobj was developed by Hewlett-Packard Company.

FILES

See the nnm envvar s reference page (and the UNIX manpage) for information about using environment
variables for the following files:

i nstal |l _dir/bin/ovaddobj
Page 216



NNMi Reference Pages 9.1x Patch 5 January 2013

SEE ALSO

ovstatus(1), ovstart(1M), ovstop(1M), ovdelobj(1M), ovspmd(1M), nnmcluster (1).

Return to Reference Pages Index
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Name

ovdelobj — object deregistration utility

SYNOPSIS

ovdel obj [Irf-file]

DESCRIPTION

ovdel obj isused to deregister the information for object managers (i.e. agents) from the HP process
management process ovspmd(1M).

Parameters
Irf-file

Specifies a Local Registration File (LRF), which contains information about a single agent and the
objects it manages.

EXAMPLES

ovdel obj nylrf

This deregisters the agent and all the objects described in the LRF nyl rf .

AUTHOR

ovdel obj was developed by Hewlett-Packard Company.

FILES

See the nnm envvar s reference page (and the UNIX manpage) for information about using environment
variables for the following file:

i nstall _dir/bin/ovdel obj

SEE ALSO

ovstatus(1), ovstart(1M), ovstop(1M), ovaddobj(1M), ovspmd(1M), nnmcluster (1M).

Return to Reference Pages Index
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Name

ovjboss — wrapper around the jboss Application Server

SYNOPSIS

ovj boss

DESCRIPTION

ovj boss is a service component that falls under the management of ovsprd. It uses propertiesfiles
($NNM_DATA/ shar ed/ nnni conf / pr ops/ nms - support . properties

$NNM _DATA/ shar ed/ nnni conf / props/ nis - j boss. properti es, and

$NNM _DATA/ shar ed/ nnni conf / props/ ovj boss. j vimar gs) to pass arguments to the jboss application server.
Each file contains documentation on how to change the settings it controls.

This command should be never be executed directly but it falls under the management of ovspnd. It will be
started when running ovstart or ovstart -c ovjboss. To stop it either call ovst op Or ovstop -c
ovj boss. To see the status of internal services it monitors, call ovstatus -v ovj boss.

If there are problems starting ovbjoss, one can look at the ovj boss. | og and j bossSer ver . | og log files and
see if that might contain information to help solve the problem:

You must be logged on as adni ni strat or (Windows) or r oot (UNIX) user to run this command.

EXAMPLES

To start NNMincluding ovj boss run the following command:

$l nstal | Di r/bin/ovstart

To only start ovj boss run the following command:

$lnstall Dir/bin/ovstart -c ovjboss

To find the status of services started by ovj boss run the following command:

$lnstall Dir/bin/ovstatus -v ovjboss

AUTHOR

ovj boss was developed by Hewlett-Packard Company.

FILES

$NNM DATA/ shar ed/ nnml conf / props/ ns- | boss. properties
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Parameter file used by services started inside ovj boss.

$NNM _DATA/ shar ed/ nnni conf / pr ops/ nnms- support. properties

Parameter file used by services started inside ovj boss.
$NNM_DATA/ shar ed/ nnntf conf / pr ops/ ovj boss. j virar gs

Parameters passed to the JVM that jbossrunsin

$NNM_DATA/ nnn! conf/ nms- | ocal . properties

Local configuration file, including Ports configuration
$NNM_DATA/ | og/ nnm j bossSer ver. | og

Log file containing exceptions (if any)
$NNM_DATA/ | og/ nnni ovj boss. | og

Log file containing stderr messages

SEE ALSO

ovspmd(1)
nms-local.properties(4)

Return to Reference Pages Index
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Name

ovserror — Reports the most recently generated errors from the ovspnd process. The ovserror processis
used internally by other processes, and should never be invoked by the user.

SYNOPSIS

ovserror

DESCRIPTION

ovserror reports the most recently generated errors from the ovspnd process. It takes no parameters.

RETURN VALUE

ovserror reports the most recently generated errors from the ovspmd process.

AUTHOR

ovserror was developed by Hewlett-Packard Company.

SEE ALSO

ovstatus(1), ovstart(1M), ovstop(1M), ovspmd(1M).

Return to Reference Pages Index
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Name

ovspmd — NNM process management service

SYNOPSIS

ovsprd [ [install] [start] [stop] [remove] [-W] [-d] [-V] [-f startup_file]]

DESCRIPTION

ovspnd mManages the service processes that are part of NNM. It starts, stops, and reports status on these
processes in response to requests from ovst art , ovst op, and ovst at us. ovsprd is normally started
automatically by ovst art . On Windows, ovspnd isregistered as a service. ovspnd registers under the
service name HP OpenView Process Manager.

ovstart sends a request to ovspmd to start the object manager programs specified in the NNM startup file
(SUF), by default ovsuf . NNM-managed processes are configured in alocal registration file (LRF), and
added to the SUF by ovaddobj . If you call ovst art with no arguments, ovspnd starts all managed processes
configured to be started automatically (that is, with the initial start flag Ovs_YES_START in the LRF).

ovst op Sends a request to ovspnd to stop configured managed processes. If you call ovst op with no
arguments, ovspnd stops al currently running managed processes, and then exits.

ovst at us sends a request to ovspnd to report the current running status of configured managed processes.

Managed processes are started by ovspnd as services (that is, in the background, with st di n, st dout , and
stderr ignored).

Each managed process can be configured with a dependency list (that is, alist of other processes that must
already be running before the process can be started successfully). ovspnd does not start a managed process
until all the processes on which it depends have already initialized successfully. On startup, ovspnd verifies
that no LRF-specified dependencies form a cycle. (An example of acycleisAa -> B -> C -> A) These
dependencies determine a relative sequencing for starting, as well as a reverse order for stopping.

ovspmd has a mechanism to automatically restart processes that fail unexpectedly. This process entails
adding a retry count for the daemon processes as listed in the

$NNM _DATA/ shar ed/ nnni conf/ ovspnd. restart. properties file. By default, the number of retriesis 3.
When a process dies unexpectedly, this count is decremented by one until it reaches zero. At that point, the
process will not be automatically restarted. Attempting to start the process with ovst art will reset the retry
count and start the process again. If the process has been running for two hours, then the process resets its
retry counter. Removing entries will cause ovspnd not to do restarts. Thisis also trueif the retry count isO.

ovspnd distinguishes between three classes of object managers:
OVs_WELL_BEHAVED

A well-behaved process uses the OVsPMD API (see OVsPMD_API(3)) to communicate with ovspnd.
It sends ovspnd status information about successful and unsuccessful initialization, normal termination
and abnormal termination, if configured to do so. ovspnd considers a well-behaved processto have
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initialized successfully only when it explicitly reports that it has done so. A well-behaved process also
exits when it recelves the command ovs_cvb_EXI T from ovspnd.

The status information passed by the managed process to ovspmd is forwarded to ovst art , ovst op, Of
ovst at us, if currently running. The last message received from each managed processis saved, and
then forwarded, on request, to ovst at us. The messages received from well-behaved processes are
also logged to the application event log (which can be examined with the Event Viewer).

OVs_NON_VELL_BEHAVED

ovspmd can aso manage object managers that do not use the ovsPvD API (non-well-behaved
processes) only if they do not go into the background of their own accord (see Ovs_DAEMON below).
Because a non-well-behaved process returns no status messages, ovsprd considers such a processto
have initialized successfully if it is not exited within the L RF-specified timeout interval.

Non-well-behaved processes are terminated with Terminal Processif they do not exit within the
configured timeout.

OVs_DAEMON

Managed processes that go into the background cannot be managed with a communication channel or
with signals. ovspmd can start such a process, but it cannot stop or report meaningful status about the
process because it does not have a communication channel or a process ID for it.

Parameters

i nstall

Install ovspnd as a service.
start

Start the ovspnd service.
st op

Stop the ovspmd service.
renove

Remove the ovspnd service.

-W
Do not start managed processes when ovspnd starts. Wait for ovst art to request it.
-d
Used for debugging. When used, ovspnd does not become a service.
-V

Run in very verbose mode. In this mode, ovsprd outputs very detailed information about the
configuration of the managed processes. Thisis far too much information for ordinary use.

-f startup_file
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Read st art up_fi | e asthe startup file (SUF) instead of the default. Note that st art up_fi | e must be
an absolute path.

Application Authorization

ovspmd governs the management of NNM services. It uses the ovspmd. aut h file to control which hosts,
users, and applications can start and stop the NNM services. The ovsprd. aut h file islocated in
data_dir\conf\.

ovspnd Searches the entries in the ovspnd. aut h file from beginning to end. As soon as it finds an entry that
either explicitly allows or denies the access under consideration, it stops looking. Therefore, more specific
entries should precede more general entries.

The file contains lines specifying the authorized hosts, users, and applications. Each line lists a single host,
user, and application list authorized to connect to ovspnd. The format of each line of thefileis:

#comrent

host name [usernanme [appnanmel appnane2 appnanme3 ... ]]

The pound sign (#) and anything following it is a comment, which isignored. Blank lines are also ignored.

usernane and appnane are optional. If no application is present, the line permits (or denies) access by any
application. If no username is present, the line permits (or denies) access by any user running any
application.

If host nane isaplussign (+), the linerefers to access from any host. If user nane isaplussign (+), the
line refers to access by any user. If a hostname is preceded by a minus sign (- ), the line explicitly denies all
access from that host. (Any username or application names that also happen to appear on the line are
ignored.) If a username is preceded by a minus sign (- ), the line explicitly denies any access by that user
from the specified host. (Any application names that also happen to appear on the line are ignored.)

If any applications are listed, the line permits access only to the applications listed (by the specified user
from the specified host). Note that the application names listed in the authorization file must match the
registered name of the application, except that white space in the registered application name must be
replaced with underscores.

The ovspnd. aut h file created at installation contains more examples of the file format, and some examples
are also included in the EXAMPLES section.

DIAGNOSTICS

ovspmd issues error messages about configuration errors and system call failures. These messages are
intended to be self-explanatory. If it currently has an open communication channel with ovst art , ovst op,
or ovst at us, ovspnd forwards these error messages through the communication channel to be output by the
program.

ovspmd can process multiple requests (start, stop, or status) at a time. Additional requests are queued by type
until the current request compl etes.

In addition, ovspnd logs processing, configuration, and system errors using nett | in the OVS subsystem at

the ERROR level. Messages indicating normal events, such as successful initialization, are logged at the
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| NFORMATI VE level. Messages indicating initialization failure or abnormal termination are logged at the

WARNI NG level.

EXAMPLES

The following is an example of the contents of the ovspnd. aut h file:

# Normal ly, you should authorize any application

# run by any user on the sanme host on which ovspnd is running

# To do so, use a single line |listing the
# name of the host on which this file is |ocated
# (for exanple, "thishost"):

t hi shost

# Simlarly, if you are running Managenent

# Consol es, you shoul d authorize any application

# run by any user on all the client hosts and on
# the server host. For exanple, if your server

# system nanmed "bigsysteni has one client nanmed

# "hohumt', list each of them on a separate line in
# this file on bigsystem

bi gsystem
hoﬁum

It is possible to pernmit specific users to run
specific applications froma renote system The
following |1 ne permits the user "sheni from host
"blinp" to run the applications "Toaster Manager"
and "Bl ender”. Note that, because the application's
regi stered nane "Toaster Manager" contains white
space, you nust replace the itespace with the
underscore character in the authorization file

HHHIFHFHFHHR

shem bl i np Toast er_Manager Bl ender

# 1t is not possible to exclude specific applications,
# except by explicitly permitting all non-excluded

# appl 1 cations.

# The following |ine denies access by the user "fred"
# from any host:

+ -fred

# The following |ine denies any application access

# from the host "badguy":

- badguy

AUTHOR

ovspnd was developed by Hewlett-Packard Company.

FILES

See the nnm envvar s reference page (and the UNIX manpage) for information about using environment

variables for the following files:

i nstall _dir\bin\ovspnd

install _dir\conf\ovsuf
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See $NNM _DATA/ shar ed/ nnm conf/ ovspnd. restart . properti es for restart property configuration.

EXTERNAL INFLUENCES

Environmental Variables

$LANG provides a default value if the internationalization variables, LC ALL, LC_CTYPE, and LC_MESSAGES are
unset ,null ,Orinvalid.

If SLANGiSunset, null,oOrinvalid,the default value of C (or Engl i sh_Uni t edSt at es. 1252 on Windows)
is used.

LC ALL (or $LANG) determines the locale of all other processes started by ovspnd.

LC_CTYPE determines the interpretation of text as single-byte characters, multiple-byte characters, or both;
the classification of characters as printable; and the characters matched by character class expressionsin
regular expressions.

LC_MESSAGES determines the language in which messages are displayed.

All other environment variables are inherited from the shell executing ovspnd (or the initial ovst art that
starts ovspmd). ovspnd and all service processes share this same environment. As a result, ovspnmd must be
stopped and restarted for any environment changes to take effect (see ovstart(1M)).

SEE ALSO

ovstatus(1), ovstart(1M), ovstop(1M), ovaddobj(1M), ovdelobj(1M), nnmcluster (1M).
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Name

ovstart — start NNM managed processes

SYNOPSIS

ovstart [ [-c] [-d] [-0 ovspnd_pat h] [-V] [--][ovspnd_opti ons. . .][managed_pr ocess_nanes...]]

DESCRIPTION

ovst art starts NNM managed processes. If called with one or more managed_pr ocess_nane arguments, it
starts the designated managed process after first starting any other managed processes on which it depends.
If called with no arguments, it starts all the managed processes that are configured to start by default.

ovst art does not exit until all the managed processes it has tried to start have either responded or timed out
(failed to respond within the LRF-specified timeout interval). By default, it produces no output unless a
managed process fails. When you execute it from the command line, it is advisable to usethe -c or -v
option to track the progress of the operation. Running ovst art again after the successful completion of a
previous attempt to ovstart is completely harmless.

ovstart sends a start request (OvS_REQ START) to the process management service, ovspnd. If ovspnd is not
already running, ovst art startsit first.

ovstart must be run by the administrator or super-user.

The managed processes are configured by ovaddobj from information in local registration files (see Irf(4)).
A managed process is named by the first field in the LRF describing it.

If ovstart isused on a node configured for NNM clustering (see nnmcluster(1M)) then the behavior of
ovstart is different than described above. Specifically, ovstart behaves exactly likethe " nnntl uster -
daenon" command.

In aNNM cluster environment ovst art returns immediately (after launching the NNM cluster in the
background). Instead, the nnncl ust er command will determine if/when to start the other NNM processes.
Please monitor ovst at us output to determine if NNM processes have compl eted startup.

In aNNM clustered environment the other command-line options to ovst art are not supported.
Note that for fine-grain control of NNM cluster attributes use the nnntl ust er command directly. The

ovstart command in a NNM cluster environment is provided for convenience starting NNM using a
familiar command.

Parameters

ovst art recognizes the following options. Any unrecognized options are reported by a usage message.

-C
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Produce one line of information about the success or failure of each managed process.

Report the important stages in processing, including starting, contacting, and sending the start request
to ovspmd, and closing the communication channel.

-0 ovspnd_path

Specifies that the executable for ovsprd isin ovspnd_pat h instead of in the default location,
instal | _dir\bin.If ovsprd isalready running, this option is ignored.

Produce several lines of information about the success or failure of each managed process.
- ovspnd_options

Any option not known by ovst art is passed to ovspnd. Since the - d option is valid for both programs,
it will be interpreted as an ovst art option, and will not be passed on to ovspnd. Likewise, the - v
option will be passed to ovspnd sinceit is not valid for ovst art . If an option is not recognized by
either, a usage message will be printed from ovspnd, not ovstart .

Terminates the options section of the ovst art command line. Any arguments following the comment
token (- - ) are interpreted as names of managed processes to start, and passed to ovspnd.

RETURN VALUE

In anon NNM cluster environment ovst art exits with the status representing the number of object
managers from the start list that were not started successfully. If all requested managed processes were
started successfully, ovst art exits with the status 0 (zero).

In aNNM cluster environment ovst art aways exit immediately with the status o (zero).

DIAGNOSTICS

ovstart reports certain command-line errors (in particular, too many arguments) and system errors. The
messages are prefixed with ovstart : , and are intended to be self-explanatory. ovst art also outputs error
messages received from ovspmd. These messages are prefixed with ovspnd: . ovst art does not treat
unrecognized options as errors, but ovspnd does.

Note that ovspnd can process multiple requests (ovst art , ovst op, Of ovst at us) at atime. If any of these
commands is being handled, the new request will be queued by type until the previous command has
completed.

EXAMPLES

ovstart

Request ovspmd to start all managed processes configured to start by default. If ovsprd is not already
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running, start it with no options. Only failures are reported.

ovstart -v -V -- ovjboss

Request ovspmd to start the ovj boss process, which results in starting the Jooss application server and all of
the NNM services that are deployed together within Jooss, after first starting any other managed processes
that the ovj boss process depends on. If ovspmd is not already running, start it in verbose mode (- v option).
Report program startup, whether successful or not (- v option). Note that the comment token (- - ) optionis
necessary so that ovst art does not interpret ovj boss as an argument to the unrecognized - v option.

AUTHOR

ovst art was developed by Hewlett-Packard Company.

FILES

See the nnm envvar s reference page (or the UNIX manpage) for information on using environment
variables for the following files:

install _dir\bin\ovstart

i nstall _dir\bin\ovspnd

EXTERNAL INFLUENCES

Environmental Variables

$LANG provides a default value if the internationalization variables, LC_ALL, LC_CTYPE, and
LC MESSAGES areunset , nul |, orinval i d.

If SLANGiSunset, null,oOrinvalid,the default value of C (or Engl i sh_Uni t edSt at es. 1252 on Windows)
is used.

LC ALL (or $LANG) determines the locale of all other processes started by ovspnd.

LC_CTYPE determines the interpretation of text as single-byte and/or multi-byte characters, the classification
of characters as printable, and the characters matched by character class expressions in regular expressions.

LC_MESSAGES determines the language in which messages are displayed.

If ovstart isexecuted, and no ovspnd process is currently running, ovspnd inherits the environment of the
executing shell. All managed processes started by ovsprd inherit this same environment.

To change the environment for ovspnd or any managed process, you must restart ovspnd with the correct
environment. This requires that all managed processes be stopped (ovsprd does not terminate until all
managed processes have been shut down).

As aresult, to change the environment for any managed process started from ovst art /ovspnd, you must do
the following:
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1. Execute ovst op with no arguments to shut down all managed processes and ovspnd.

2. Set up the correct environment variables.

3. Executeovst art to restart ovspmd and any or all managed processes.

NNM Cluster

If acom hp. ov. nns. cl ust er. name iS defined in the $NnnDat abi r / shar ed/ nnni conf / pr ops/ nns-
cluster.properties file then ovstart will defer startup to the nnncl ust er command.

SEE ALSO

ovstatus(1), ovstop(1M), ovaddobj(1M), ovdelobj(1IM), ovspmd(1M), nnmcluster (1M).
Return to Reference Pages Index
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Name

ovstop — stop NNM managed processes

SYNOPSIS

ovstop [ [-C] [-d] [-V] [managed_pr ocess_nares...]] [ [-nofailover|-failover|-cluster]]

DESCRIPTION

ovst op stops the NNM managed processes. ovst op sends a stop request (OvS_REQ STOP) to the process
management process (UNIX operating systems) or service (Windows operating systems), ovspnd. If called
with one or more nanaged_pr ocess_name arguments, it stops the designated managed processes after first
stopping any dependent processes. If called with no arguments, or if one of the named argumentsis ovspnd,
it stops all managed processes currently running, including ovspnd itself.

When a managed process does not respond to the ovst op request within the LRF-specified timeout interval,
ovspmd forces the process to terminate by sending it termination signals, first S GTERM, then SI G«I LL (see
kill(1)). Note that ovst op reports forced termination only if the - v or - coptions are used (for example,
ovstop -v [managed_process_nane]). Whenever a managed process times out during a stop request, it is
advisable to increase its timeout value. To increase the number of seconds that ovspnd waits for a process to
respond to an ovst op request, follow the instructionsin $NNM_LRF/ ov* (UNIX operating system) or

install _dir\lrf\ov* (Windows operating systems).

Unlike ovst art , ovst op will not start ovspnd if it isnot already running.

The managed processes are configured by ovaddobj from information in Local Registration Files (see
Irf(4)). A managed processis named by the first field in the LRF describing it. Like ovst art , ovst op USES
dependency information from the LRF. If other managed processes depend on a managed process that is
stopped, ovspnd notes their dependency and terminates all appropriate managed processes in reverse LRF
dependency order.

ovst op must be run by the Windows administrator or UNIX superuser.

If an Ovs_DAEMON process is configured with a St op Conmand in its LRF entry, ovst op runs the command
(seelrf(4)). This feature is used to stop processes that are no longer in contact with ovspnd. The St op
Conmand is provided and configured by the developer of the process, if appropriate.

The names of the NNM managed processes that were started by previous ovstart operation can be obtained
by running the ovst at us - ¢ command.

The ovst op ovj boss command would stop the Jboss application server and al of the NNM services
deployed together within Jooss. The names of Jboss deployed NNM services can be obtained by running the
ovstatus -v ovjboss command. The NNM services could only be stopped altogether by running the

ovst op ovj boss command. It is not supported to stop any of these NNM services individually, independent
of the other NNM services.

If ovst op is used on a node configured for NNM clustering (see nnmcluster(1M)) then the behavior of

ovstop is different than described above. Specifically, ovstop (with no parameters) behaves exactly like the
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"nnntl uster -shut down" command.

In a NNM cluster environment ovst op returns immediately (after sending the NNM cluster a shutdown
signal in the background). The nnntl ust er command then shuts down NNM processes which might trigger
afailover of NNM services to the standby cluster node. Please monitor ovst at us output to determine if
NNM processes have completed shutdown.

In aNNM clustered environment the only command-line options recognized by ovst op are - nof ai | over , -
failover,and-cluster.

Note that for fine-grain control of NNM cluster attributes use the nnntl ust er command directly. The
ovst op command in a NNM cluster environment is provided for convenience shutting down NNM services
using a familiar command.

Parameters

ovst op recognizes the options described below. The first argument that is not an option, and any succeeding
arguments, are interpreted as names of managed processes to stop, and are passed to ovspnd in the stop
request.

-C

Produce one line of information about the success or failure for each managed process.

Report the important stages in its processing, including contacting and sending the stop request to
ovspnd, and the closing the communication channel.

Produce several lines of information about the success or failure of each managed process.
-fail over

(NNM cluster only) Causes the local NNM node to shutdown NNM processes (if it is the active node)
and the NNM cluster process will terminate. At the same time, automatic failover is enabled so that
NNM services will transfer to the standby node.

-nof ai | over

(NNM cluster only) Causes the local NNM node to shutdown NNM processes (if it is the active node)
and the NNM cluster process will terminate. At the same time, automatic failover is disabled so that
NNM services will not transfer to the standby node.

-cl uster

(NNM cluster only) Causes all nodes in the NNM cluster to shutdown. The NNM cluster process on
the standby node(s) will be shutdown first, then the active node will stop NNM services, and finally
the NNM cluster process on the active node will shutdown.

RETURN VALUE

ovst op exits with a status representing the number of managed processes that were not stopped
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successfully. If al requested managed processes were successfully stopped, ovst op exits with the status 0

(zero).

DIAGNOSTICS

ovst op reports certain command-line errors (in particular, too many arguments) and system errors. The
messages are prefixed with ovst op: , and are intended to be self-explanatory. ovst op aso outputs error
messages received from ovspmd. These messages are prefixed with ovspnd: . ovst op ignores unrecognized
options.

If a managed processisin a PAUSED, PAUSE_ERROR, PAUSE_TI MEOUT, RESUME_ERRCR, RESUME_TI MEQUT, Of
DEPENDENCY_ERR state, it is stopped. However, a warning message is printed to inform you that ovst op was
used on a process that was not in a running state.

Note that ovspnd can process multiple requests (ovst art , ovst op, Or ovst at us) a atime. If any of these
commands is being handled, the new request will be queued by type until the previous command has
completed.

AUTHOR

ovst op was developed by Hewlett-Packard Company.

FILES

The environment variables below represent universal pathnames that are established according to your shell
and platform requirements. See the nnm.envvars(1) manpage for information on universal pathnames for
your platform and shell.

See the nnm envvar s reference page ((or the UNIX manpage) for information about using environment
variables for the following files:

Windows: i nst al | _di r\ bi n\ ovst op
Windows: i nst al | _di r\ bi n\ ovspnd
UNIX: $NNM BI N/ ovst op

UNIX: $NNM BI N/ ovspnd

EXTERNAL INFLUENCES

Environmental Variables

If acom hp. ov. nns. cl ust er. name iS defined in the $NnnDat abi r / shar ed/ nnni conf / pr ops/ nns-
cluster. properties file, then ovstop will defer startup to the nnncl ust er command.

Page 234



NNMi Reference Pages 9.1x Patch 5 January 2013
$LANG provides a default value if the internationalization variables, LC ALL, LC_CTYPE, and LC_MESSAGES are
unset ,nul |l ,0rinvalid.

If SLANGiSunset, null,Orinvalid,the default value of C (or Engl i sh_Uni t edSt at es. 1252 on Windows)
is used.

LC ALL (or $LANG) determines the locale of all other processes started by ovspnd.

LC_CTYPE determines the interpretation of text as single-byte characters, multiple-byte characters, or both;
the classification of characters as printable; and the characters matched by character class expressionsin
regular expressions.

LC_MESSAGES determines the language in which messages are displayed.

NNM Cluster

If a NNMCLUSTER_NAME is defined in the ov. conf file, then ovstop will defer startup to the nnntl ust er
command.

SEE ALSO

ovstatus(1), ovstart(1M), ovaddobj (1M), ovdelobj(1M), ovspmd(1M), nnmcluster (1M).

Return to Reference Pages Index
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Name

pmd — NNM Postmaster service

pmdmgr — NNM Postmaster manager

SYNOPSIS

pmd [ [-Lsi ze] [-Tsi ze] [-Sst ack\;opti on[\;option] ...]]

pmdmgr [ [-Lsi ze] [-Tsi ze] [-Sst ack\;opti on[\;opti on]...]]]

DESCRIPTION

pnd isthe NNM Postmaster service that receives NNM events forwarded from remote NNM 6.X and 7.X
management stations and forwards them to the Incident pipeline.

The NNM ov_EVENT stack, embedded within pmd, actually performs these services. In addition, Ov_EVENT
logs events to the event logs in dat a_di r \ shar ed\ nnm dat abases\ event db. Logged events can be viewed
with nnndunpevent s.

pmdnyr isthe Postmaster service manager. You can use prdnygr to alter stack configurations of the running
Postmaster. For example, after you start pnd, you can change a stack's trace and log mask with this
command. You can alter only general stack options with this command. Y ou can set options specific to a
stack (for example, Ov_EVENT) only at startup.

Only the superuser can use the pndmgr command.

Parameters

pmd and prdnygr recognize the following options. Options that are specific to only pnd or prdnygr are listed
as such. You can use the other options for either command.

- Sstack; option[;option...]

Allows you to specify options that are particular to a stack. Y ou can specify general and specific stack
options for all stacks by using the - s option. For alist of al standardized stack options, see the
section called General Substack Options of this reference page (and the UNIX manpage). A stack can
also have options that are unique to itself.

-Q

Allows you to truncate the trace files while pnd is running. This option is valid only for prmdngr .
-Q

Allows you to truncate the log files while pnd is running. This option is valid only for prdngr .
-Lsi ze
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Sets the maximum size of the pnd log files, pnd. | 0g0 and pnd. | og1. By default the size of each log
fileis 500K.

-Tsi ze

Sets the maximum size of the pnd trace files, pnd. t rc0 and prd. t r c1. By default the size of each
trace file is 1000K.

Supported Stacks

pmd can be composed of many stacks, where each stack provides a service for pnd. For NNM, the following
stacks are included:

OV_EVENT

Receives NNM events forwarded from remote NNM 6.X and 7.X management stations and forwards
them to the Incident pipeline.

TRCLOG

Provides the pnd tracing and logging functionality.

General Substack Options

pd( prdgr ) recognizes the following options for all stacks. See the - s option (above) that allows you to
specify stack options for each stack.

E
Enables a stack. It switches a stack ON. Y ou cannot switch on stacks by using prdngr after starting
pnd.

D
Disables a stack. It switches a stack OFF. Y ou cannot switch stacks off by using pndngr after starting
pnd.

T mask

Controls the trace mask for a particular stack. Each stack can have different kinds of tracing and
logging enabled. To find out how to OR different types of bits into this mask, see the Tracing and
Logging section of this reference page (and the UNIX manpage). By default, WARNI NG, ERROR, and

DI SASTER messages are logged. Y ou can alter the trace and log mask value by using pndmgr while pnd
isrunning. The new trace and log mask takes effect immediately.

Tracing and Logging

pmd creates trace and log filesininstal | _dir\1og\ . These are pnd. trc[0-1] and pnd. | og[ 0- 1] . The
trace files contain all trace and log information. The log files contain only the log information.

pmd traces and logs in a circular fashion, by using two files for wrapping. When the o file becomesfull, the
o fileismoved to the 1 file, and the old 1 file is truncated and made the o file. As aresult, you aways have
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the most current set of log or trace messages. The o file is always the current file.

By default, all stacks, as well as the pnd itself, [og WARNI NG, ERROR, and DI SASTER messages. By default,
tracing is not enabled. The pmd. t r cX files are not created and used until you enable tracing. The trace files
are created on demand by turning on some tracing with the- T general stack option.

Y ou can turn on additional tracing and logging by altering pnd. | rf . To alter a stack's tracing or logging, you
need to change its trace mask. Y ou can specify a trace mask for any stack in pnd. To create a mask that isa
combination of the bits that are listed below, you add the bits together. In effect, you "OR" the bits. The
result is then used as the argument to the substack - T option.

DISASTERS (0x1)

Log disasters. Disasters should not occur. If they do, contact HP and supply a tracing and logging file
to improve the quality of the product.

ERRORS (0x2)

Log errors. These are errors local to prd, and do not include errors that are defined by protocols.
CMIP errors that result from a CMISE operation are not logged by setting this bit. Errors such as no
route or aborts are logged with this bit.

WARNINGS (0x4)

Log warnings. These are unusual conditions the system administrator may need to know about. These
are not necessarily error conditions.

INFORM (0x8)

Log informative messages. These can be messages of various kinds (for example, when signals are
received by prd, what the ar gv/ar gc vectors are that the prd was started with, and so on).

STATE (0x10)

Log state changes. This logging applies mostly to associations and bindings to pnd.
HDRIN (0x20)

Trace header information for operations that flow from a stack to pnd.
HDROUT (0x40)

Trace header information for operations that flow from pnd to a stack.
PDUIN (0x80)

Trace PDU for operations that flow from a stack to pnd.
PDUOUT (0x100)

Trace PDU for operations that flow from pnd to a stack.
RQT (0x200)

Trace pmxxx_r eq calls that are related to an RQT. These calls operate on RQTSs.
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MEM (0x400)

Trace memory allocation and de-allocation calls.
CCES (0x800)
Trace calls that are related to CCEs (for example, allocation, freeing, and finding).
TIMERS (0x1000)
Trace timer-related pm xxxx_ti mer function calls.
STACKCALLS (0x2000)
Trace stack-supplied sI _xxxx functions as pnd calls them.
OPERATION (0x4000)
Trace pm st ack_i nd, pm stack_cnf, and pm fail ed_operati on.
ALL_KINDS (Oxffffffff)

Log and trace everything.

OV_EVENT Stack Tracing

OV_EVENT supports the following trace values. (None are enabled by default.) To create a mask that is a
combination of the bits that are listed below, you add the bits together which effectively OR’ s the bits. The
result is then used as the argument to the substack T option, and traces are written to the pmd trace file.

EVENTCONNECTIONS (0x00400000)

Trace all application connections and disconnections to OV_EVENT.
EVENTRECEIPT (0x00800000)

Trace the receipt of each event by OV_EVENT.
EVENTFLOW (0x01000000)

Trace significant milestones as an event flows through and out OV_EVENT. (Includes
EVENTQUEUES trace as defined below.)

EVENTFILTERS (0x02000000)

Trace events as they are filtered out; that is, when they are not forwarded to a destination application.
EVENTQUEUES (0x08000000)

Trace events as they are queued for a busy application and when they are removed from the queue the

application is listening.

OV_EVENT Specific Stack Options
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The ov_EVENT stack supports the following options:
bsize

Sets the total size of the ov_EVENT log files to the given size, in megabytes (default sizeis 16 MB).
Minimum size is 1 megabyte. Once the size is exceeded, oldest events will be dropped from the event
logs.

Disables OV_EVENT logging to the event log files. The default is to log.
gnum

Specifies the maximum number of events which can be queued for a connected application. When
this number is exceeded, OV_EVENT will disconnect from the application. Events are queued when
they cannot be sent to an application (receipt is blocked because the application is busy elsewhere).
The default maximum is 4096 events. Valid values range from 0 to 65536.

DIAGNOSTIC

For help with problems related to starting prd, refer to the troubleshooting section of HP OpenView
Managing Your Network with NNM.

EXAMPLES

Switch on all possible (general and stack-specific) tracing for the ov_EVENT stack. Y ou want to see all
inbound and outbound PDUs to and from this stack, as well as all other information. Change the prd. | r f
file to the following:

pnd: pnd:
OVs_YES _START: : - SOV_EVENT; TOxffffffff: O/s_WELL BEHAVED: :

For these changes to take effect, first stop the NNM platform using the ovst op command. Second, use the
ovdel obj command to delete the old pnd. | rf entry. Third, use the ovaddobj command to add the modified
pmd. | rf entry. Finally, use the ovst art command to restart the platform.

To change the ov_EVENT trace and log mask after pnd processis running, use the following command:
pmdngr - SOV_EVENT\ ; TOxf

This command causes | NFORM messages to be logged, as well as DI SASTER, WARNI NG, and ERROR MeSsages.

AUTHOR

pnd was developed by Hewlett-Packard Company.

FILES
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See the nnm envvar s reference page for information on using environment variables for the following files:

data_dir\shared\nnm I rf\pnd. | rf
dat a_di r \ shar ed\ nnn dat abases\ event db
install _dir\log\pnd. Il og[01]

install _dir\log\pnd.trc[01]

SEE ALSO

nnmdumpevents(1M), ovstatus(1), ovstart(1M), ovstop(1M), ovspmd(1M).

Return to Reference Pages Index
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