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1 Introduction

This introduction includes the following information:

e  Purpose of this Guide on page 9

e What is Database and Middleware Automation? on page 9
e Audience on page 10

e Prerequisites on page 10

e System Requirements on page 10

¢ Related Documents on page 12

¢ Document Conventions on page 11

e Accessing HP DMA on page 12

e Summary of Chapters on page 12

Purpose of this Guide

This guide provides information about using Database and Middleware Automation
(HP DMA). For information about a specific HP DMA Solution Pack, see the User Guide for
that Solution Pack.

What is Database and Middleware Automation?

HP DMA automates frequently performed data center tasks and processes that tend to be
complex, manually intensive, and error-prone. It enables operations teams to automate the
repair and maintenance of business critical applications, regardless of platform, version, or
vendor.

HP DMA provides the following benefits:
e Automates routine IT life cycle tasks and procedures
e Reduces operational expenditures associated with data center management

HP DMA groups components into solution packs to address a specific data center task or
process—for example: database patching, middleware provisioning, or database compliance.
Solution packs are customizable to your unique data center environment. For more
information, see Chapter 4, Solutions, on page 65 of this guide.



Audience

This guide is primarily intended for the following IT professionals:

e Database administrators, who are responsible for installing and maintaining database
software and assuring compliance with security standards.

¢ Application administrators, who are responsible for installing and maintaining
application server software (middleware).

e Data center engineers, who are responsible for improving the effectiveness and
efficiency of data center operations through increased use of automation.

e Data center operators, who are responsible for executing automated data center tasks.

The following stakeholders also benefit by understanding how HP DMA works:

e Data center administrators, who are responsible for ensuring the secure and seamless
operation of the data center and all its components.

e Operations specialists, who are responsible for ensuring that all business critical
operations are secure, compliant with pertinent standards, and efficient.

e HP DMA administrators, who are responsible for all HP DMA administration tasks.
They control the privileges and permissions available to each user role, and they decide
which servers are managed by HP DMA. They may also be responsible for installing and
updating HP DMA.

e Development team members and managers, who design and implement applications
that are eventually deployed in the data center.

Prerequisites

To perform the various operations described in this guide, you must have the proper
capabilities and permissions. See Roles, Capabilities, and Permissions on page 69 for more
information.

System Requirements

See the HP Database and Middleware Automation Installation Guide for information about
hardware and software requirements for HP DMA.

Supported Target Platforms

For a list of the target server platforms supported by HP DMA, see the Release Notes for this
HP DMA version.

For a comprehensive list of target server platforms supported by each workflow in each
HP DMA solution pack, see the HP DMA Solution Pack Support Matrix.
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Firewalls and Ports

The HP DMA web interface requires port 8443. You must configure any firewalls protecting
your HP DMA server to allow this port to be open.

Browsers

For a list of the browsers supported by HP DMA, see the Release Notes for this HP DMA
version.

Document Conventions

This guide uses several typographical conventions to help explain how to use HP DMA.

Table 1 Conventions

Convention Definition

Bold Words in bold show items to select or click, such as menu items or
buttons.

Courier New Files, paths, and commands in Courier New style show items that are file
names, path names, or commands.

) This symbol means that the following information is read-only.

|

\._;; This symbol appears within a green bar across the top of the page and
means that you have successfully completed a task.

$ This symbol appears within a red bar across the top of the page and
means that you have not successfully completed a task.

= Click this red “remove” icon to delete information adjacent to this sign.

) Click this green “add” icon to add information adjacent to this sign.

% Click this red “x” icon to perform a component delete and confirm your
action.

] Click this blue question mark icon to view a helpful description about the

- current page you are viewing.

Filter Where you see a filter box, you can perform a real-time filter. Type what

- you are searching for in the Filter field, and see the filter results display

as you type.
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Accessing HP DMA

To access HP DMA, open a web browser and specify the following URL:
https://<HPDMAServer>:8443/dma/login
Here, <HPDMAServer> represents the host name or IP address of your HP DMA server.

To log in to HP DMA, enter your user name and password. The HP DMA Dashboard page
opens.

Summary of Chapters

This guide contains the following chapters:

Chapter Description

Automation on page 13 How to use HP DMA to automate repetitive
or complicated data center tasks.

Environment on page 49 How to manage Organizations, which contain
Servers, Instances, and Databases—targets
for automated Workflows.

Solutions on page 65 How to import and use Solution Packs, which
group similar Workflows and Steps in a
convenient package.

Roles, Capabilities, and Permissions on page | How you can set role-based access for specific
69 automation components and Organizations to
precisely control who does what in HP DMA.

Bridged Execution Workflows on page 74 This appendix discusses bridged execution
workflows, an advanced automation feature
available in HP DMA.

How to Import a File into the Software How to import a file into the HP DMA

Repository on page 82 software repository so that it can later be

downloaded to target servers during
workflow execution.

Related Documents

For more information, refer to the following HP DMA documents:
e Installation Guide

e Administrator Guide

® Release Notes

e Solution Pack Support Matrix
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2 Avutomation

This chapter includes the following topics:
e About HP DMA Automation on page 13
e  Workflows on page 14

e Steps on page 23

¢ Understanding Parameters on page 29
e Functions on page 36

e Policies on page 38

e Deployments on page 40

e Run on page 45

e (Console on page 46

e History on page 47

About HP DMA Automation

Automation provides the following benefits:

¢ Drives standardization in asset management across a data center.

e Empowers data center administrators to define and share best practices.
e Simplifies and automates common administrative tasks.

¢ Reduces human error when performing data center administration tasks. When common
tasks are automated, the risk of human error is reduced, and consistency is driven across
an enterprise.

HP DMA workflows separate tasks into reusable steps that provide a simple, holistic view of
how data center administration tasks are performed. Workflows have the unique ability to
run in any environment without any modifications to the underlying automation code.
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Workflows

A workflow is a set of steps used to accomplish a specific operational task or procedure—
such as patching a database instance, installing middleware, or auditing all the instances in
an organization for compliance with a security standard.

A workflow is deployed to specific targets. There are three types of targets:
e Servers
e Instances

e Databases

HP DMA targets must be—or, in the case of instance and database targets, reside on—HP
Server Automation (SA) managed servers. In addition, these servers must have the DMA
Client Files policy. See DMA Client Files Policy on page 62.

Workflow steps contains the actual code used to perform a unit of work detailed in a
workflow. A step is typically an executable script, although it can take other forms. Steps are
linked together to form the business logic for a task or procedure. You can use a workflow to
perform a new business process by building on existing best practices and processes.

Workflow documentation should contain information required to understand not only how a
procedure is executed, but also how that procedure has been qualified and tested. workflow
documentation encapsulates best practices into a shareable document that can be exported for
IT auditors, change control boards, or training manuals for new data center administrators.

The Workflow Execution Architecture

HP DMA controls the flow or progression of a workflow through its component steps. This
limits the amount of memory that the HP DMA client running on the managed server
requires.

This procedure explains how HP DMA runs a workflow:

1 HP DMA finds the first workflow step to execute.

2 HP DMA replaces all metadata, parameters, and header variables for this workflow step.
3 The HP DMA client executes that script and returns the output and errors as it executes.
4

When the script has completed, the HP DMA client sends the return code back to the
HP DMA server.

5 Based on the value of the return code, HP DMA decides which workflow step to execute
next.

6 HP DMA repeats step 2 through step 5 until the workflow is completed.

Search for a Workflow

You can use a real-time filter to search for any workflow by name, type, or tags. Type what you
are searching for in the Workflows box, and see the filter results display as you type. The
search string is not case-sensitive, as shown in Figure 1.
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Figure1l Real-Time Filter Feature

Workflows

VWORKFLOWWS
compliance

£ Run MS SQL Compliance Audit

S0L Server: no tags

&, Run Oracle Compliance Audit

Oracle: no tags

5 Run Sybase Compliance Audit

Sybase: no tags

) The real-time filter feature is available throughout the HP DMA user interface (UI).

Viewing an Existing Workflow

From the Automation > Workflows page, you can view a list of existing workflows and preview
the steps included in any workflow listed.

Steps List

In the Workflows pane, point to the workflow name. As you point to the workflow, you can
view the associated steps in the Steps pane, as shown in Figure 2.

Auvfomation
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Figure 2 Example of Steps in a Workflow

Workflows @
VORKFLOWS STEPS
compliance @ Prepare Sybase Call VWrapper
iy, Run MS SAL Compliance Audit ) )
S0L Server: no tags @ (Gather Parameters for Sybase Compliance
5, Run Oracle Compliance Audit @ Failure

Oracke: no tags

@ Gather Advanced Parameters for Sybase Compliance

2. Run Sybase Compliance Audit

St b ® Validate Compliance Parameters

® Prepare Sybase Compliance Check

* Audit Sybase Authentication Mechanisms

* Audit Sybase Metwork Security Mechanisms

¢ Audit Sybase Database Resource Permissions
@ Audit Sybase Auditing. Logging and Reporting

& Audit Sybase Extensibility Mechanisms

@ Audit Sybase Host and Network Deployment

=
L

@ Validate Post Compliance Checks
@ Delete File
& Send Compliance Email

@ Success

— —
=] =

* Failure
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Workflow Documentation

In the Workflows pane, click the workflow that you want to view. The Documentation tab
opens, as shown in Figure 3.

Provided that the workflow is deployable (not locked), you can modify the workflow
documentation to suit your environment. To open the documentation editor, click the Edit
link in the lower right corner.

For formatting information, click the Help link in the lower right corner.

Figure 3 Example of Workflow Documentation

Copy of Run Oracle Compliance Audit

Documentation Workflow Deployments Roles
Name Copy of Run Oracle Compliance Audit
Tags:
Type: Oracle ]
Target level Instance E

Documentation

Purposze

Audit an Oracle Database instance for compliance with the following Center for Intermet Security (CIS)
penchmarks and, optionally, compare the audit results to the related PCI and SOX requirements:

CIS Security Configuration Benchmark for Oracle Database Semver 119, version 1.1.0, December 2011
CIS Security Benchmark for Oracle 9iM0g, version 2.01, April 2005

Payment Card Industry (PCI1) Data Security Standard Version 2.0, October 2010

Sarbanes-Oxley (SOX) Sarbanes-Oxley Act of 2002 Section 302

Description

This workflow will audit an Oracle Database instance using CI3 Level 1 and Level 2 auditing. It will then
compare the results to the pertinent PCI and SOX requirements, where applicable. This audit, which runs
in conjunction with the HP DKIA reporting tool, can identify more than 175 compliance related problems
with an Oracle database. You can view information about the audit on the Console while the audit is
running, After the audit has finished, the workflow sends a summary report to each specified email
address. You can also view a compliance report on the Reporis page.

HELF PDF

Workflow Details

From the Documentation tab, click the Workflow tab to view the following information:
e A graphical representation of the workflow logic
e Alist of all available steps, grouped by tag

e A table listing the steps included in the workflow and the parameters associated with
each step

m
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Figure 4 Example of Workflow Details

Workflow logic
diagram

Fun MS SQL Compliance Audit

Documentation Workflow

Filter box

Gather Advanced Parameters for
M5 S5QL Compliance

Description: Accepts advanced
parameters and handles defaulting
Purpose: Set the default valuas for call
wrapper and all the M5 S0L advanced
configurable parameters for
Compliance audit that are used in
subsequent workflow steps. Retumn
Codes: f all parameters are valid, the

rtam enburme s 0l alen thn eban enbasene

Information about
the selected step

Deployments Roles

[&' 1. Gathar Paramatars for M5 SQL Compliance ]
1

v
o

0

[gr 4. Validate Compliance Farameters I

-
0

Ig_' 5. Prepars SQL Server Comphanos Check I

0

[g[ 6. Audit SQL Server OS5 and Network Config ]
|
0

[ 3 ntie er gomime toctaboting and aopebene |

l m
Step MName Required Result
[ 1 ther Faramet for M miplian

b 2 Gather Advanced Parameters for MS SQL [} 0

Comgpliance
3  FEailure
[ 4 ihds vpli F'a 0
5 Prepare S rwer Comiplign hack 0

!

Steps included in
the workflow

-

[g_r 2. Gather Advanced Paramaters for MS SQL Compliance ]

Naxt
2.3

5

1.6
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Creating a New Workflow

1 On the Automation > Workflows page, click New Workflow.
The Documentation tab opens.

2  Specify the following information:
e Name: A unique name for the workflow.

e Tags: Use this field as a keyword field. Use existing tags or create new ones so that
you and others can easily find or filter for this workflow in the future.

e Type: Type of database or middleware software to which this workflow pertains.

e Target Level: This determines which types of targets you can select when you create a
deployment. Select Server, Instance, or Database.

¢ Documentation: Use this field to document the function of this workflow. You will
likely develop the workflow documentation in an iterative fashion as you refine the
workflow.

3 Add at least one step to your workflow using one or both of the following methods:
e C(Create a New Step (see page 19)
e Add an Existing Step (see page 20)

To delete a step from a workflow, click the “Remove” & button.
4 When you are finished adding and connecting steps, click Save.

“Workflow Saved Successfully” displays in a green bar at the top of the Workflows page.

Create a New Step

You can use the New Step wizard to create a new step “on the fly” while you are editing a
workflow. This is an alternative to creating a step from the Automation > Steps page (see
Creating a New Step on page 26).

To create a new step by using the New Step wizard:

1 Click the New Step link just below the Steps panel. The New Step wizard opens.

2  Specify the information that the wizard prompts you to provide. This will vary depending
on the type of step that you are creating (script, email, or variable timer).

3 Click Next to advance through the wizard pages.
4 Click Finish when you have provided all required information.

The New Step wizard creates the step and adds it to the workflow after any existing steps.

Auvfomation 19



Add an Existing Step

To add an existing step to a workflow, you must first locate the step and then place it in the
appropriate spot in the workflow. The following procedure assumes that the workflow has
been created, and that you are viewing the workflow tab.

To add an existing step to a workflow:

1

In the steps panel, click one of the tags to show the list of steps that have that tag:

& Middleware Automation

Home Automation Repors  Endronment  Solutions  Setup

Worflows Steps Functions Policies Deployments Run Console
New workflow
Documentation Vyorkfiow Deployments Roles

& Check File Downioad . <4——— When you select a step
#2/ Determine File Download : here, information about
OS Prerequisite Check for that step appears here

& WebSphere T

B OS Prerequisite Chack for
= VWebSphere IHS 7

2 WebSphere 7 Check File Download
CHRISSCH

Check File Download ] Step  Name

Purposa: Check for the esustence of a

file before downloading from Expen
Engine. - Chack if file is in the

gxpected place - If file 15 not in the
expected location, output data for file
download. ** Note that the Target
Directory™ parameter is set to the
directory of the first file in the list not &
< >
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Alternatively, you can type text into the filter box above the Steps panel, and any steps
whose names contain that text are listed:

New workflow
Dacumentation Workflow Deployments Fuoles

Download

& Check File Download ~
£ Check If Download File Exists

&2/ CS Download Software

| DB2 Archive Download Required?
[ Determing File Download

£ Download Software

| Susan's Copy of Download Software
[ \WebSphere 7 Check File Download

JEW ETEP £

2 Double-click a step to add it to the workflow.

3 Inthe steps table below the diagram, modify the Required Result and Next values for this
step and any pertinent existing steps so that the workflow logic is correct.

Click in the Required Result or Next column to edit the value.

Be sure to always include the built-in SUCCESS and FAILURE steps in your workflows (see
Built-In Steps on page 27). Make sure that the final step that the workflow executes is either
SUCCESS or FAILURE, depending on the outcome of the previous steps.

A Download Software step is built into your HP DMA software. This step enables you to
download one or more files from the software repository to a specified location on the target
server. To locate this step, on the workflow tab, type “download” in the filter box. See
Download Software on page 28 for additional information.

Copying a Workflow

Auvfomation

Copy is available from all the tabs in the Automation > Workflow area. Creating a copy of a
workflow saves time by enabling you to reuse information in a workflow by renaming it
without having to re-type the workflow’s information.

To make a copy of a workflow:

1 Click Copy.

The Documentation tab opens, and the workflow name changes to “Copy of <workflow
name>.”

2 Make any changes to the copy.
3 Click Save.

2]



22

Exporting a Workflow

You can export a workflow, and it is saved on the local file system as an SOP file.

When you export a workflow, you export the steps used in that workflow, but you do not export
the functions.

To export a Workflow:

1

o O A WN

Go to Automation > Workflows.

Click the workflow that you want to export.

Click Export.

A page displays and allows you to select a location to which you want to save the workflow.
Click OK.

Click Save.

Importing a Workflow

You can import a workflow that has been previously exported as an SOP file.

To import a workflow:

1

On the Automation > Workflows page, click Import Workflow.
The Import Workflow page opens.
Click Browse to find the workflow you want to import.

Click Import.

Assigning Roles to a Workflow

Roles determine who can read or modify a workflow. You can modify the roles settings for any
workflow that you have permission to write.

To assign roles to a workflow.

1
2
3

Go to Automation > Workflows.

In the Workflows pane, point to the workflow name.
Click the workflow you want to view.

The Documentation tab displays.

Click the Roles tab.

The Roles tab displays.

Select or clear the Read or Write check boxes, depending on the permission you want to
grant.

Click Save.
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Deleting a Workflow

o

Steps

You can delete a workflow unless its status is “Read Only.”

If you delete a workflow that has associated deployments, the associated deployments will be
deleted automatically with the workflow.

To delete a workflow:

1 Go to Automation > Workflows.
2 Open the workflow you want to delete.
3 Click and confirm delete.

Steps are reusable automation components. They are assembled into workflows that
automate a task or system healing action. steps can accept input parameters for
customization and provide output for subsequent steps to use.

Searching for Steps

You can perform a real-time filter on any step by name, type, or tags. Type what you are
searching for in the steps field, and the filter results will display as you type.

Viewing a Step

>»

Auvfomation

Steps provided by HP are Read Only. You must copy a step before you can modify it. See
Copying a Step on page 27.

To view information about a specific step:

1 Go to Automation > Steps.

You can also access individual steps from the Steps tab on the Solutions page or the list of
steps associated with a workflow.

2 In the Steps pane, point to the wtep name that you want to view.

As you point to a step, the workflows that use that particular step is shown in the
Workflows pane.

3 Click the step you want to view.
There are seven tabs that you can use to view information about this step:
e General Tab (described on page 24)
e Action Tab (described on page 24)
e Parameters Tab (described on page 25)
e History Tab (described on page 26)

23
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e Workflows Tab (described on page 26)
e Solutions Tab (described on page 26)
¢ Roles Tab (described on page 26)

The General tab opens first. The step name appears above the tabs.

) In order to modify the properties of a step, you must have write permission for that step (see
Roles Tab on page 26 and Roles, Capabilities, and Permissions on page 69).

General Tab

The General tab displays information about a step. In the Properties area, you can view and
edit the following information:

Name: Step’s name (must be unique).

Tags: Use this field as a keyword field to type descriptive words about a step’s function,
language, compliance, etc., so that you can easily find or filter for this step.

Type: Determines where or at what level a step is executed.
Category: Specifies the type of step. There are three step categories:
— Script: Executes the code on the Action tab.

— Email: Sends an email to the specified email address.

— Variable Timer: Type the number of minutes you want to wait before the workflow
proceeds to the next step.

The Category setting determines which options are available on the Action tab.

You can only specify the Category field when you are creating a new step. You cannot edit
the Category field after a step has been saved.

In the Documentation area, you can view or edit documentation that is related to the step.

Action Tab

The Action tab enables you to view and specify the action that a step takes when that step is
used in a workflow. The options available on the Action tab reflect the Category type specified
on the General tab.

Actions for Script Type Steps

For a Script type step, you must specify two things:

Call wrapper — the location of the interpreter that executes the script. For example:
/bin/ksh
/usr/bin/perl

powershell -ExecutionPolicy unrestricted -File, cscript /E VBS

If you install Windows PowerShell on a managed server, and you want to use it as an
HP DMA call wrapper, you must restart the SA agent on that server. To do this, restart the

Opsware Agent service.
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You can also specify the following built-in call wrapper:
jython: Runs the script using the built-in python interpreter shipped with HP DMA.
e (Code — the script to run using the Call wrapper.

You can type or paste the script into the Code box, or you can use one of the following
tools:

— The Insert Function tool inserts a reference to an existing function at the beginning of
the Code field. To insert a function, follow these steps:

a Click the Insert Function link in the lower left corner.
b  In the Insert Function dialog box, select the function that you want to insert.
¢ Click Insert function (or click X to cancel).

— The Import Script tool replaces any information in the Code field with the contents of
a file that you specify. To import a script, follow these steps:

a Click the Import Script link.
b  Click Browse to locate the script you want to import.

¢ Click Open to import the script (or click X to cancel).

Actions for Email Type Steps

For an Email type step, you must specify three things:
e To — email address to which the email message will be sent.
e Subject — subject of the email message.

e Message — content (body) of the email message.

Actions for Variable Timer Type Steps

For a Variable Timer type step, you must specify one option: the Delay. This is the number of
minutes that you want the workflow to wait before executing the next step.

Parameters Tab

Parameters enable you to pass information into or out of a step. You set the input to a value,
and the output parameter is set within the code (see Understanding Parameters on page 29).
Script steps can have both input and output parameters. All other step types can only have
input parameters.

¢ Input Parameters

The Parameters tab defines the variables that a workflow sets when running a step so
that the step can run against different objects and still be reusable. For example, in a
database backup, the directory where the backup should be placed would be a good
candidate for an input parameter so that both development and production database
backups could use the step without modification.

e Qutput Parameters

Script type steps enable you to define output parameters as well as input parameters.
Steps use output parameters to provide information to be used by downstream steps. For
example, if a step determines the location of the Oracle Home directory on a target server,
it can add that location to its set of output parameters for subsequent steps to use.
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) If you want to remove a parameter from a step, you can click the Remove link for that
parameter. If that parameter is associated with a workflow, however, you cannot remove it,
and the Remove link is not available.

History Tab

Every time that a step is saved, a new entry is added to the table on the History tab. The
entry shows you when the step was saved, by whom it was saved, and any comments that
were entered when it was saved. If you click an entry in the table, the action information for
that version of the step is displayed in the Details area.

Workflows Tab

The Workflows tab shows you a list of the workflows that use this step. To view or edit
information pertaining to a particular workflow, click the name of that workflow.

Solutions Tab

The Solution tab shows you a list of the Solution Packs that include this step. To view
information about a particular Solution Pack, click the name of that Solution Pack. For more
information, see Solutions on page 65

Roles Tab

The Roles tab shows you which user groups have Write permission for the step.

Permissions settings for baseline steps (steps that are shipped with HP DMA) cannot be
changed, even by an HP DMA administrator. To change permissions for any other step, select
or clear the check boxes to grant or revoke Write access.

If there is a “—” in the Write column, none of the roles have Write access to the step. For more
information on changing permissions as an HP DMA administrator, see Permission Settings
on page 82.

Creating a New Step

You do not need any special permissions to create new steps. To use your new step in a
workflow, however, you must have permission to Create Workflows (see Roles, Capabilities,
and Permissions on page 69).

To create a new step:

1 Go to Automation > Steps.

2 Click New Step.

3 Specify the following information on the General tab:
e Name: Unique name of the step.

e Tags: Use this field as a keyword field, to type descriptive words about a step’s
function, language, compliance, etc. so that you can easily find or filter for this step.

e Type: Helps you decide where or at what level to run a step.

e Category: Specifies the type of step.
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4 Specify the information required on the Action tab:

e For a Script type step, specify the Call wrapper and Code (see Actions for Script Type
Steps on page 24).

e For an Email type step: specify the email address, subject, and content (see Actions for
Email Type Steps on page 25).

e For a Variable Timer type step, specify the Delay (see Actions for Variable Timer Type
Steps on page 25).

5 Optional: In the Documentation area, add documentation that describes the step that you
are creating—for example: describe its purpose, dependencies, parameters, and return
codes.

6 Optional: Specify any parameters that this step uses (see Parameters Tab on page 25).
7  Optional: Specify who is allowed to modify this step (see Roles Tab on page 26).
8 Click Save.

Copying a Step

Since steps provided by HP are read-only, you must first copy a step before you can modify it.
You do not need any special permissions in order to copy a step. To use your copied step in a
workflow, however, you must have permission to Create Workflows (see Roles, Capabilities,
and Permissions on page 69).

To copy an existing step:

1 Go to Automation > Steps.

2 Click a step that you want to modify.

3 Click Copy.

4  Specify a unique name for the copy.

5 Modify the step to suit your objective.

6 Click Save in the lower right corner.
Built-In Steps

Auvfomation

There are three utility steps that are provided with your HP DMA software:
e Success on page 28

e Failure on page 28

e Download Software on page 28

You can use these steps to build workflows. If you need to customize the steps, you can make
copies and then modify those copies.

It is good practice to always include a SUCCESS step and a FAILURE step in your workflows.
The final step that a workflow executes should be either SUCCESS or FAILURE, depending
on the return code of the previous step.
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Success

This step is intended to be used as the terminal step in a workflow when the workflow has
successfully executed the previous steps. A workflow may contain multiple Success steps
depending on its branching logic. After the Success step executes, the Console and History
pages indicate that the workflow execution status is SUCCESS.

Failure

This step is intended to be used as the terminal step in a workflow when a step in the
workflow has failed. Typically, there will only be one Failure step in the Workflow—but you
can have multiple Failure steps, depending on the workflow’s branching logic. After the
Failure step executes, the Console and History pages indicate that the workflow execution
status is FAILURE.

Download Software

This step enables you to conveniently transfer a group of files from the software repository to
a target server. This is useful, for example, when you are using an HP DMA workflow to
install software on one or more target servers.

This step has the following parameters:

Table 2 Download Software Parameters

Parameter Type Required |Description
FileNames input yes Comma delimited list of files to download.
TargetDir input yes Directory on the target server where the files

will be downloaded.

Downloaded Files |output |n/a Comma delimited list of files that were
downloaded

You must specify both input parameters. You can use the output parameter in downstream
workflow steps.

This step has the following dependencies:

¢ You must first add any files that will be transferred to the software repository. See How to
Import a File into the Software Repository on page 82 for instructions.

e File names must be unique. When referencing files in this step’s FileNames input
parameter, specify a comma-separated list of the uploaded file names.

Note that it is important to specify the actual file names, not the SA package names.
This Step has the following return codes:
Table 3 Download Software Return Codes

Return Code | Meaning

0 All files were successfully downloaded.
1 A fatal error occurred while files were being downloaded.
9 One or more files were successfully downloaded.
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Understanding Parameters

>»

You create parameters at the step level, and then you assign values at either the workflow
level or the deployment level. The following topics provide examples that illustrate how
parameters are created and then used at various levels.

e C(Creating Parameters on page 29
e Assigning Values to Parameters on page 31
e Using Parameters on page 34

Figure 5 shows an example of a step whose purpose is to validate all the input parameters
required for the workflow. This step provides output parameters that are consumed by the
subsequent steps in the workflow.

Note that any parameter whose name contains the string “password” is automatically masked

throughout the HP DMA user interface.

Creating Parameters

Auvfomation

You can add, modify, and remove parameters for any step for which you have write permission

(see Roles, Capabilities, and Permissions on page 69).

To create a new parameter:

1 Go to Automation > Steps.

2 Select the step that you want to modify (or create a new step).

3 Use the New Parameter link to add input parameters, and if applicable for a Script type

step, output parameters. Specify the following information:
e Name: A unique name (within this step) for the parameter.

e Value: The default value of this parameter.

If the parameter name contains the string “password,” the characters will be masked

as you type them.

e Description: Information that indicates the purpose of this parameter and how its
value should be specified. For example:

Required: Unique node name that cannot contain any of the following

specialcharacters/\*,:;=+?|<>&%'"[]>#$A{}.If

yvou plan to federate into an existing cell later, make sure that the
node name is unique within that cell.

4 Click Save.
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Figure 5 Automation > Steps > Parameters Tab
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Assigning Values to Parameters

Auvfomation

Parameters are defined in steps, but their values are assigned at the workflow level, the
deployment level, or with a run action.

Parameters whose values are assigned at the workflow level typically either have constant
values or values that are determined at execution time using Custom Fields. For example, a
parameter’s value may change based on the organization. In this case, the parameter remains
consistent, but the value assigned to that parameter changes.

To assign parameter values at the workflow level, go to the Automation > Workflows >
Workflow tab.

Once you go to the Workflow tab, view the workflow table located below the workflow
diagram. If the step contains an input parameter, there is an arrow next to each step that,
when clicked, displays the “values” that can be associated with that step's parameters (see
Figure 6).

When you are working with parameters at the deployment level or with a run action the
parameters are not as static as parameters that you would set at the workflow level. If you
know that you have a value that changes often, do not assign it at the workflow level—assign
it, instead, at the deployment level. For more information, see Using Parameters on page 34.

37



Figure 6 Workflow Tab with Step Parameters Displayed
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The “Values” drop-down list associated with each input parameter contains built-in metadata
and any user-defined Custom Fields.

If a prior step in the workflow contains an output parameter, that output parameter will be
included in the “Values” drop-down list. If it is applicable to assign output parameters, then
they will display in the list as well. In order to view an output parameter in the “Values”
drop-down list, the step must be used in a workflow.

In Figure 7, for example, the output parameters of the Prepare Oracle Call Wrapper step are
available to provide values for the input parameters of the Validate Apply Critical Patch
Update to Home Parameters Step. The HP DMA, organization, and server metadata items are
also available.
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Figure 7 Automation > Workflow Tab: Parameter “Values” Drop-Down List
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If you assign an output parameter from a previous step to an input parameter at the workflow
level, that input parameter does not appear in the deployment parameters list. All
parameters that are not either assigned to a Custom Field or mapped at the workflow level

will
the

be modifiable at the deployment level. Any parameter that is not set in the workflow or at
deployment level will use the default value assigned for that step.

To assign values to parameters at the workflow level:

1
2

Go to Automation > Workflows.

Perform one of the following tasks:

¢ C(Click New Workflow to create a workflow.
e Select an existing editable workflow.

Go to the Workflow tab.

The steps in the workflow display in the workflow table, below the workflow diagram. The
arrows to the left of each step expand that step to display any parameters associated with
the step, as shown in Figure 6. If a step has no input parameters, the arrow does not
appear.

¢ A numeric value in the Required Result column is the return code that must be
received from at least one parent node in order for that step to run.

¢ You can use the Next field to reorder your workflow’s steps.

Click the arrow next to each step. The input or output parameter “values” display in a
drop-down list. Assign a value from the “Values” list (as shown in Figure 7) to the desired
parameter.

Click Save.

The Workflow page opens, and the message “Workflow saved successfully. Would you like
to deploy the workflow now?” displays.

To proceed, see Deployments on page 40.
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Using Parameters

There are three levels at which you can assign parameter values: workflow, deployment, and
run.

Parameter values should be assigned at the deployment level when the value is specific to the
targets that are part of the deployment. For example, you may wish to use the same workflow
with production and development servers, but you need to use a different parameter value for
each environment. This can be accomplished by creating one deployment of that workflow for
production servers, and a second deployment for development servers. This allows you to set
the same parameter differently for the each set of targets.

If you assign a value to a parameter at the workflow level, that parameter does not display at
the deployment level, so it cannot be overridden.

In a deployment, you can specify parameter values using static text, built-in custom fields,
user-defined custom fields, and policy attributes. You will not see any output parameters from
other steps on the Deployment page, however; mapping output to input parameters is only
possible in the Workflow editor.

If you create a Deployment and then add parameters to your Step, any newly-created
parameters appear in the Deployment parameter list and contain the default value assigned
in the Step editor.

To assign parameter values at the deployment level:

1 Perform one of the following actions:

¢ (Click the ... Would you like to deploy the workflow now link at the top of the
page (this is available immediately after you save a workflow).

e C(Create new deployment (see Creating a New Deployment on page 41).
2  On the Targets tab, specify the following:
e Name: Type a unique deployment name.

e Workflow: If you clicked the link in step 1, the workflow name is pre-populated. If you
are creating a new deployment, select a workflow from the list.

Click View Workflow if you need to see the workflow for which you are creating a
deployment.

e Schedule (optional): Select a deployment schedule from the drop-down list (see
Scheduling a Deployment on page 43).

On the Deployments > Parameters tab, if you select Runtime and try to save a deployment
with a schedule, you cannot save until you clear the check box or unschedule the deployment.

3 Add the targets from the available pool.
4 Go to the Parameters tab.

5 For each parameter whose value you want to specify, follow these steps:
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Select the source of the parameter value from the drop-down list on the far right:

Web Semrvice User: Custom Field |E|
Reguired: Uszer capable of moedifying the managed Text
environment through the discovery web service APl nm F k‘
Folicy Attribute
Funtime

If you selected Text, Custom Field, or Policy Attribute, specify the parameter value in
the text box.

— If you selected Custom Field or Policy Attribute, HP DMA will use pattern
matching to find custom fields or policy attributes that match the characters that
you type into the box. You can select a custom field or policy attribute from the
choices listed, or you can type its name completely.

To obtain a complete list of all custom fields or policy attributes that are available,
type “.” in the text box.

— If you selected Text, and the name of the parameter contains the string
“password” (not case-sensitive), any characters that you type in the box will be
masked (obfuscated).

If you selected Runtime, the text box is disabled. You will specify the parameter value
at runtime.

To replace all parameter values with their default values assigned at the step level,
click Restore Defaults.

6 Click Save.

The Deployment page opens, and the message “Deployment saved successfully. Would you
like to run the workflow now?” displays. For more information, see Run on page 45.

Using Metadata and Policies from a Workflow Step

Auvfomation

You can use metadata from any workflow step type by using the ${Object.Attribute} syntax.

For example, the ${Instance.Password} metadata variable would be replaced at run-time with
the actual password for the instance on which this workflow step was executed.

For example, if the password for a given instance were password, the script
var password = "${Instance.Password}"

would be replaced with
var password = "password"

at run-time.

You can also replace user-defined metadata using these conventions.
Using Parameters from a Workflow Step
You can reference a parameter from a workflow step using the ${ParameterName}

convention. Use a parameter to change the way that this workflow step runs prior to
run-time.
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For example, if you have a parameter called InstallDirectory with a default value of /opt/
app/oracle, the script

var installDir = “${InstallDirectory}”
would be replaced with
var installDir = "/opt/app/oracle"

at run-time.

Functions

Functions are reusable pieces of code that can be included in automation steps. Any common
routine or operation that multiple steps perform is a good candidate for a function. Functions
can be tagged with keywords indicating the language in which they are written and the
operating system with which they work.

Functions are “injected” into the step code just prior to step execution.

Searching for a Function

You can use a real-time filter to locate a function by name or by tags. Type what you are
searching for in the Functions field, and the filter results will display as you type.

Viewing/Opening a Function

>»

From the Automation > Functions page, you can view all existing functions as well as preview
a function’s code.

To view or modify a particular function, select its name in the Functions list.

Some functions are Read Only.

Creating a Function

1 Go to Automation > Functions.

2 Click New function.

The General tab opens.

Specify a unique Name for the function.

Optional: Specify any Tags or Documentation in the appropriate areas.
Click the Code tab.

Type or paste new code in the Code area.

Click Save.

N OO0 o AW

Functions must contain script code. You cannot save a function without script code.
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Copying a Function

u A 0N

Go to Automation > Functions.
Select a function.

Click Copy.

Type a new name for function.

Click Save.

Modifying a Function

>»

Before you modify a function, make sure that no workflows that use this function are running.
If a workflow uses a function in multiple steps, and that function is modified after the
workflow starts running, the function will be different in later steps that it was in earlier
steps. This is because the function is injected just prior to step execution.

To modify a function:

1

2
3
4

Go to Automation > Functions.

Select the function that you want to modify.
Edit the desired information.

Click Save.

You cannot modify read-only functions.

Deleting a Function

Auvfomation

Because functions are imported at runtime, it is possible to delete a function that is used by
steps—this would break those steps. HP DMA does not check to determine whether a function
is being used before deleting it.

To delete a function:

1

Go to Automation > Functions

2 Select the function to delete.

3

Click and confirm delete.

You cannot delete read-only functions.
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Policies

Policies are reusable sets of attributes that can be used as parameter values in deployments.
Deployments can reference policy attributes to change the automation behavior. Policies

provide values for input parameters. They can contain fixed values or reference Custom
Fields.

Policies enable HP DMA to manage groups of hundreds or thousands of servers at a time
without the need to configure each individual server. For example, you could create a Web
Server Policy that defines what every web server in your data center looks like. This policy
might contain the following attributes:

e Software List

* Root Password

e Apache User ID

e Apache User Password

The Software List attribute would be a list of software that must be installed on every web
server. This might include openssl, apache, perl, etc.

Policy Attribute Types

Policies have three different types of attributes:

e Text: This is a simple text value that users can view while deploying and running
automation.

e Password: This is a simple text value. However, the value is masked (obfuscated) when
displayed so that users cannot see the value.

Note that any parameter whose name contains the string “password” is automatically
masked throughout the HP DMA user interface.

e List: This is a free-form text field that can contain comma-delimited lists of values or
other large text data not suitable for a Text type attribute.

Policy Roles

When you create a policy, you can specify which users and user groups are allowed to Read or
Write that policy. Read permission enables the user who is deploying a workflow to access the
policy attributes when specifying parameter values. Write permission enables the user to
modify the policy.

Policies Delivered in Solution Packs

Certain HP DMA solution packs include Policies. You can modify the attributes values for
these Policies, but you cannot add or remove attributes. You can, however, make a copy of a
solution pack Policy and then customize that copy.
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Creating a New Policy

You can create and use Policies to provide values for various Deployment scenarios.

To create a new Policy:

1

2
3
4

Go to Automation > Policies.

Click New Policy.

Type a unique Name for your policy.

In the Attributes area, perform the following actions for each attribute you want to add:
a Specify a unique name (within the policy).

b  From the drop-down list, select this attribute’s type: Text, List, or Password. See
Policy Attribute Types on page 38 for details.

c¢ Click Add.
d Specify the value of the attribute.

Optional: On the Roles tab, select the Read box for any users or user groups that you want
to be able to use this policy to provide parameter values in a deployment. Select the Write
box for any users or groups that you want to be able to modify this policy (add or remove
attributes).

Click Save.

Extracting a Policy

Auvfomation

You can automatically create a reusable policy that provides values for all input parameters
associated with a workflow. This is a convenient way to create a policy.

To extract a Policy:

1

N OO0 0 AN

Go to Automation > Workflows.

Select the workflow that you want to work with.

Click the Extract Policy link at the bottom of the page.
Specify values for each attribute listed.

Optional: Add any new attributes that you want to use.
Optional: Remove any attributes that you do not want to use.

Optional: On the Roles tab, select the Read box for any users or user groups that you want
to be able to use this policy to provide parameter values in a deployment. Select the Write
box for any users or groups that you want to be able to modify this policy (add or remove
attributes).

Click Save.

Extracted Policies only use Text type attributes. Therefore, passwords are only masked
(obfuscated) in an extracted Policy when the parameter name contains the string “password”
(not case-sensitive).
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Where is a Policy in Use?

1
2
3

Go to Automation > Policies.
Select a policy.
Click the Deployments tab to see where the policy is in use.

Deleting a Policy

Go to Automation > Policies.
Select a policy.

Click the Deployments tab to see where the policy is in use. You cannot delete a policy if
it is being used. If the policy is being used, follow these steps for each deployment listed:

a Select the deployment.
b  Click the Parameters tab.

¢ Change any parameter values that reference this policy so that this policy is no longer
referenced by the deployment.

The Delete button on the Policy page will be activated after you disassociate the [olicy
from all deployments.

Click the Delete button in the lower left corner of the Policy page.

Assigning Policies to Roles

To change permissions for a policy, select (or clear) the check boxes to grant (or revoke) Read
and Write access. For more information on changing permissions as an administrator, see
Permission Settings on page 82.

1
2

Go to Automation > Policies.

In the Policies pane, click the policy that you want to view.
The Attributes tab displays.

Click the Roles tab.

Select or clear the Read or Write check boxes as appropriate.
Click Save.

Deployments

Deployments associate a workflow with a target environment in which the workflow runs.
Servers, instances, and databases can be managed in groups of hundreds per deployment.
Using Custom Fields and policies, you can customize a workflow's behavior for groups of
targets in the deployment. For example, you can create a CIS Compliance workflow that
validates whether or not servers are configured securely. Then you can create a Development
deployment to manage your development servers and a Production deployment to manage the
production servers.
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A deployment appropriately customizes a workflow's behavior for each set of servers on which
it runs. When you assign a workflow to a deployment, the pool of available targets for the
deployment is determined by that workflow’s target level and type.

Searching for Deployments

There are two views for the Deployments page. You can search for a deployment by workflow
or by target (drop-down list in the upper- right corner of the page). You can also filter by name.

Viewing Deployments

From the Automation > Deployments page, you can view all existing workflows. In the
Deployments pane, you can view each workflow’s associated deployments.

1 Go to Automation > Deployments.

2 In the Workflows pane, hover the mouse over the name of a workflow.

All deployments associated with that workflow are then listed in the Deployments pane.

3 In the Deployments pane, select the deployment that you want to see.

Creating a New Deployment

1 Go to Automation > Deployments.

2 Click New Deployment.

3 Specify the deployment properties:

Name: Type a unique deployment name.
Workflow: Associate the deployment with a workflow.

Read-only workflows cannot be used in deployments and will not be available in the
drop-down list. You must first make a copy of a read-only workflow before you can use
it in a deployment.

Schedule: Select default schedule or create a custom schedule (see Scheduling a
Deployment on page 43).

Targets: Add or remove targets individually or as a group.

Roles: (Optional) Specify any users or user groups that you want to be able to Read,
Write, or Execute this deployment.

Parameter Values: See Specifying Parameter Values in a Deployment on page 42.

4 Click Save.

) You can run the workflow from the current deployment by clicking on the “Would you like to
run the workflow now?” link.

Auvfomation
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Editing Deployment Attributes

AW N

Go to Automation > Deployments.

Select a workflow, and then click the associated deployment that you want to view.
Edit the deployment properties.

Click Save.

Viewing Parameters Associated with a Deployment

You can view parameters in multiple areas:

Automation > Steps: Select a step, and click the Parameters tab.

Automation > Workflows: Select a workflow, go to the Workflow tab, and expand one of the
steps in the table by clicking the arrow to the left of the step’s name.

You can see the parameters for each step within the workflow. “User selected” is the
default. If you map to an output parameter or to built-in metadata at the workflow level,
the parameter is not available for editing at the deployment or run level.

Automation > Deployments: Select a deployment, and click the Parameters tab.
Automation > Run: Select a workflow and then a deployment.
The parameters are read-only unless “Runtime” is selected in the deployment.

Solutions > Installed: Select a solution, go to the Steps tab, select a step, and then go to
the Parameters tab for that step.

Specitying Parameter Values in a Deployment

A oW N

Go to Automation > Deployments.

Select a workflow, and then click the associated deployment that you want to view.
Click the Parameters tab.

Perform one of the following actions for each parameter that you want to edit:

e Select Text. Type or paste text into the text box.

e Select Custom Field or Policy Attribute. Type a “.” (period) in the text box to view a
list of all built-in custom fields, user-specified custom fields, and policy attributes
available.

e Select Runtime if you want to specify a parameter value when you run the workflow.
NOTE: You cannot specify parameter values at runtime for scheduled deployments.
e (Click Restore Defaults to restore the values that you specified at the step level.

If you modify a parameter value at the step level after that step was associated with a
deployment, you must click Restore Defaults in order to modify the parameter value
at the deployment level.

Click Save.
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) You can run the workflow from the current deployment by clicking on the “Would you like to
run the workflow now?” link.

Deleting a Deployment

0 If you delete a workflow that has associated deployments, the associated deployments will be
deleted automatically with the workflow.

1 Go to Automation > Deployments.
2 Select a workflow, and then click the associated deployment you want to delete.

3 Click Delete and then confirm the delete.

Assigning Deployments fo Roles

To change permissions for a deployment, select (or clear) the check boxes to grant (or revoke)
Read, Write, or Execute access. For more information about changing permissions as an
administrator, see Permission Settings on page 82.

1 Go to Automation > Deployments.

Select a workflow, and then select the associated deployment that you want to work with.
Click the Roles tab.

Select or clear the Read, Write, or Execute check boxes as appropriate.

Click Save.
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Scheduling a Deployment

HP DMA enables you to schedule a deployment. This is useful, for example, if you want the
Discovery workflow to run periodically in your environment (see Discovery on page 54).

You can use one of the following pre-defined schedules, or you can specify a custom schedule.

Table 4 Pre-Defined Deployment Schedules

Schedule When the Workflow Runs

None When you click Run.

Every hour Every hour at the top of the hour (for example: 06:00, 07:00, 08:00,
and so on).

Twice a day Every day at 11:15 and 23:15 UTC.

Once a day Every day at 2:45 UTC.

Custom schedules are specified using standard cron expressions. For example, the following
custom schedule would run the Workflow at 11:45 PM Coordinated Universal Time (UTC—
also known as Greenwich Mean Time, or GMT) every Saturday:
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Custom Schedule

Minutes {0-59): |45
Hours {0-23): |23

Days of month (1-31): |
Months (1-12): |*

Weekdays (sun-sat or 0-6) |6

[CSetschedve ]

The following instructions show you how to schedule an existing deployment. You can also
schedule a deployment as you create it.

To schedule a deployment:

1 Go to Automation > Deployments.

2 In the Workflows column, select the workflow associated with the deployment that you
want to schedule.

In the Deployments column, select the deployment that you want to schedule.
4 From the Schedule drop-down menu, do one of the following things:

— Select one of the pre-defined schedules described in Table 4.

— Select Custom, and specify the schedule using a cron expression.

5 Click Save.

Deployment Considerations

Deployments with Runtime parameter values cannot be scheduled.

If a Smart Group is associated with a scheduled deployment, that Smart Group will be
evaluated each time that this deployment runs (see Smart Groups on page 54).

If the schedule is removed from an existing deployment, any workflows that are running as
part of a previously scheduled deployment will finish, but no new ones will start until a new
schedule is set.

User Considerations

A scheduled deployment is run by the user who most recently saved that deployment. This
user name is displayed on the Automation > Console and Automation > History pages.

Permissions Considerations

You must have permission to Read, Write, and Execute a deployment in order to schedule it.

In a scheduled deployment, the workflow is run by the user who most recently modified the
deployment. If that user’s Run permission is revoked after the deployment is scheduled, the
deployment will not run—although it will continue to be scheduled, and a log message will be
generated at each scheduled run time.
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Timing and Concurrency Considerations

Run

Auvfomation

All schedules use the HP DMA server local time zone.

When a workflow runs as part of a scheduled deployment, a separate “job” is created for each
target server, instance, and database—and a separate line appears on the Console and
History pages. These separate jobs run concurrently. This is the same behavior that occurs if
the deployment is run manually.

If the workflow takes longer to run on a given target (server, instance, or database) than the
interval between deployments, scheduled deployments for that target will be skipped. If the
scheduled deployment runs the workflow on multiple targets, HP DMA will skip only those
targets where the workflow is still running.

If a scheduled deployment for a target is skipped, a job is created for that target but the
workflow does not actually run. The job will show that the deployment for that target was
skipped because another workflow was still running.

There is no limit on the number of scheduled deployments. Too many deployments executing
simultaneously, however, can cause performance problems.

In a multiple HP DMA server implementation, only one HP DMA server will run the
scheduled deployment—which HP DMA server actually runs the deployment is
non-deterministic.

To “run” a workflow, you specify a deployment and one or more targets. If the deployment
contains runtime-specified parameters, they can be entered, otherwise the previously
configured parameter values will be displayed.

There are several ways that you can run a workflow:

e  From within a workflow or a deployment: After you create, edit, and then save a workflow
or a deployment, click the “Would you like to run the workflow now?” link.

e From the Automation > Run page.

To run a workflow from the Run page:

1 Go to Automation > Run.

2 Select a workflow, a deployment, and the target (or targets) where you want to run the
workflow.

3 Provide values for any Runtime parameters.

All other parameter values will be displayed for you to review before executing the
workflow. It is not possible to change non-runtime parameter values at this time.

Any workflow with “Enter at runtime” parameters cannot be scheduled (see Scheduling a
Deployment on page 43). Workflows with “Enter at runtime” parameters must be
executed manually using Automation > Run.

4  Click Run Workflow.

5 Go to the Console or History page to view information about the workflow’s progress.
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Console

The Console provides a real-time view of what automation is currently running on servers in
your environment. In the output area, you can see “initiated,” “running,” and “finished” as
each step completes. Output and error messages from the running steps can be used to debug
problems in the automation code.

While the workflow is running, its status indicator on the Console says RUNNING. After the
workflow finishes, its status indicator changes to one of the final states listed here:

Table 5 Workflow Status Indicators

Status

Description

RUNNING

The workflow is currently executing.

SUCCESS

The workflow completed execution, and it completed with conditions that the
workflow author considered to be successful. The “Success” step was the last
step executed.

FAILURE

The workflow completed execution, but the conditions in which it completed
constitute a failure according to the workflow author. The “Failure” step was
the last step executed.

FINISHED

The workflow ran to completion, but neither success nor failure was
indicated. In this case, the last step executed was neither “Success” nor
“Failure.”

CANCELLED

The workflow was interrupted when someone clicked the “Cancel Workflow”
button. The workflow was either in the middle of or had just completed the
last step listed in the Output area.

SKIPPED

This status pertains only to scheduled deployments. It indicates that the
workflow was scheduled to run, but the execution was skipped. This would
happen, for example, or if a previous execution of this workflow were still
running on this target.

ABORTED

A connectivity problem arose between either the HP DMA server or the SA
server and one or more of the target servers.

After one minute, completed workflows are removed from the Console view—unless it has
been selected to view details. All completed workflows can be found in the History view.

To view the progress of a workflow in the Console:

1  Go to Automation > Console.

2 Search for the desired workflow using the Filter box.

3 Select the workflow that you want to see. The steps appear in the left pane as they are

executed.

4  Select a step in the Output area to view the progress of and output from that step in the

right pane.
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History

The History page provides an audit trail of who ran automation on which servers in your
environment. It also provides a useful debugging tool for troubleshooting steps and workflows.
Output and error messages are captured from all steps in workflows that are running or have
finished running. History information for a step is added after that step is complete.

Figure 8 Workflow History
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To view the workflow execution history:

1 Go to Automation > History.
2 Search for the desired workflow using the Filter box.

3 Select a workflow to view its execution history on the tabs below.

) Select any step name within the these tabs to view specific step details.

Step Output Tab
The Output tab tells you which step you are at within a running workflow. If the Output tab

states: “No Steps have finished running” this means that the workflow has started but no
steps have completed.

Step Errors Tab

The Errors tab displays any errors that occur during a workflow execution.

Step Header Tab

The Header tab is only applicable for Script steps, where it displays data using the function
steplog.print_header.

Connector Output Tab
The Connector Output tab displays information about the interaction between HP DMA and

your server management tool. It also displays output (stdout) from the HP DMA client on the
target servers.

Connector Errors Tab
The Connector Errors tab shows you any errors that occur in the interaction between

HP DMA and your server management tool. It also displays errors (stderr) from the HP DMA
client on the target servers.
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3 Environment

This chapter contains the following topics:
e Dashboard on page 49

e Smart Groups on page 54

e Discovery on page 54

e (Custom Fields on page 60

¢ Roles on page 62

e DMA Client Files Policy on page 62

Dashboard

The Environment > Dashboard presents a list of the objects that HP DMA can currently use
in automation. Environments contain the following hierarchy of objects:

e Organizations on page 49
e Servers on page 50

e Instances on page 51

e Databases on page 53

The operations available for each object are explained in this section.

Organizations

An Organization is a logical grouping of servers. You can use organizations to separate dev/
stage/prod resources or to separate logical business units.

Because user security for running workflows is defined at the organization level,
organizations should be broken into units with user security in mind. You can specify which

organizations a user can run workflows against. See Roles, Capabilities, and Permissions on
page 69 for more information.

Navigating through the Organization Browser

The Environment page contains two parts: the organization browser is on the top, and the
object editor is on the bottom.

To open the object editor, select an object in the organization browser. There you will be able to
view specific properties for that object. If you have the necessary permissions, you will also be
able to modify values and add additional objects to the object hierarchy.
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Creating an Organization

The Default organization is built in to the software. All other organizations must be explicitly
created.

) You must have Administrator capability in order to create an organization, delete an

organization, or modify permissions for an organization.

To create an organization:

1 Go to Environment > Dashboard.
2 Click New Organization.
The Properties tab displays.
3 Specify a unique Name for the organization.

4 Add the servers, instances, and databases that you want the organization to include.

Deleting an Organization

Before you can delete an organization, you must delete any server objects that it contains. An
organization must be empty before it can be deleted.

To delete an organization:

1 Go to Environment > Dashboard.
2 In the organization browser, select the organization that you want to delete.

3 Click Delete, and confirm.

Servers

>»

The next object in the Environment hierarchy is the server.
Servers cannot be used as HP DMA targets until you add them to an organization.

All SA managed servers that have the DMA Client Files software policy are available to add
(see DMA Client Files Policy on page 62). The easiest way to ensure that servers have this
policy is to use the Application Deployment feature in SA to attach and remediate it (see
“Using HP DMA with Application Deployment” in the SA User Guide: Application
Deployment Manager).

The Viewing Server Information topic contains explicit instructions for navigating to the
server in the organization browser. The subsequent topics assume that the server is visible.

Viewing Server Information

1 Go to Environment > Dashboard.
2 In the organization browser, select the organization to which the server belongs.
The list of servers that belong to that organization appears in the organization browser.

3 Select the server that you want to view.
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This opens the server editor. The editor contains several tabs that separate the server
properties into logical groupings.’

Adding a Server to an Organization

1 In the organization browser, select the organization to which the server will belong.
2  Click the Add servers button.

The “Add servers to organizations” dialog opens. It contains a list of the SA managed
servers that have the DMA Client Files Policy (see DMA Client Files Policy on page 62)
and are not already included in an organization.

You can use the Search filter to reduce the number of servers listed. The first 500 SA
managed servers whose names contain the string specified in the Search box are listed. To
filter the list of servers, specify text in this box, and then click Search.

Select the server (or servers) that you want to add.
4 Click the Add button. The “Add servers to organizations” dialog closes.
5 Click Save.

Deleting a Server

Deleting a server deletes all instance and database objects associated with that server. It also
deletes any deployments that reference this server.

To delete a server object:
1 In the organization browser, select the organization to which the server belongs.

2 Select the server name. The server editor opens.

3 Click Delete, and confirm.

Instances

>»

Environment

The next object in the Environment hierarchy is the instance. A server is allowed to host
multiple instances, but this is rarely done. An instance can be associated with multiple
servers, as is the case with Oracle Real Application Clusters (RAC).

The Viewing Instance Information topic contains explicit instructions for navigating to the
instance in the organization browser. The subsequent topics assume that the instance is
visible.

Viewing Instance Information

1 Go to Environment > Dashboard.
2 In the organization browser, select the organization to which the server belongs.

The list of servers that belong to that organization appears in the organization browser.
3 Select the server that hosts this instance.

The list of instances hosted by this server appears in the organization browser.

4  Select the instance that you want to view.
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This opens the instance editor. The editor contains several tabs that separate the instance
properties into logical groupings.

Creating a New Instance

You can add new instances from the server editor. Instances are not available as targets until
you create them manually or discover them automatically (see Discovery on page 54).

To create a new instance object:

1 In the organization browser, select the pertinent server name. The server editor opens.
2 Click New instance.
3 Edit the instance properties.
e General
— Name: This is a required property.
— Type: Type of database instance (for example: Oracle, DB2, or SQL Server).

— ASM: Only for Oracle instances. Select ASM (Automatic Storage Manager) if the
Instance maintains its own file system.

e Connection

— User

— Password

— Host

— Port

— Domain (for Windows authentication)
e Servers
e Databases

4  Click Save.

Associating a Server with an Instance
If more than one server is associated with an instance—such as in an Oracle RAC
configuration—you can add that server by using the instance editor.

The server must already be present in the organization. The ADD SERVER link simply
associates the server with this instance. You cannot add a new server to the organization by
using this button.

To associate an additional server with an instance:

1 In the organization browser, select the instance name. The instance editor opens.
In the Servers box, click the ADD SERVER link. The Add Servers dialog opens.
Select the server (or servers) that you want to add.

Click Add. The Add Servers dialog closes.

Click Save.
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Deleting an Instance

Deleting an instance also deletes any database objects associated with that instance. It also
deletes any deployments that reference this instance.

To delete an instance object:

1
2

In the organization browser, select the instance name. The instance editor opens.

Click Delete, and confirm.

Databases

>»

Environment

The final object in the Environment hierarchy is the database. A database is typically
associated with a single instance. Depending on its type, however, an instance may be
associated with multiple databases.

The Viewing Database Information topic contains explicit instructions for navigating to the
database in the organization browser. The subsequent topics assume that the database is
visible.

Viewing Database Information

Go to Environment > Dashboard.

In the organization browser, select the organization to which the pertinent server belongs.
The list of servers that belong to that organization appears in the organization browser.
Select the server that hosts this instance.

The list of instances hosted by this server appears in the organization browser.

Select the instance with which this database is associated.

The list of databases associated with this instance appears in the organization browser.
Select the database that you want to view.

This opens the database editor. The editor contains several tabs that separate the
database properties into logical groupings.

Creating a New Database

Databases are not available as targets until you create them manually or discover them
automatically (see Discovery on page 54).

To create a new database object:

1

2
3
4

In the organization browser, select the instance that you want to work with.
To create a new database object for this instance, click New database.

In the database editor, specify the Name of the new database.

Click Save.
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Associate an Existing Database Obiject with an Instance

1 In the organization browser, select the instance that you want to work with.
The instance editor opens.

Click the ADD DATABASE link. The “Add Database” dialog opens.

Select the database (or databases) that you want to add.

Click Add. The “Add Databases” dialog closes.

Click Save.
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Deleting a Database

Deleting a database object also deletes any deployments that reference that database.

To delete a database object:

1 In the organization browser, select the database that you want to delete.

2 Click Delete, and confirm.

Smart Groups

Smart Groups are dynamic groups of servers, instances, or databases defined by some criteria.
As information about the object changes, its membership in the groups is re-evaluated. For
example, if a server has a Custom Field called sshd_running set to true, it may belong to an
SSH Group of servers. When sshd_running for this server turns false, it is no longer in the
SSH Group.

Grouping servers by dynamic criteria is useful for automation. A deployment can contain a
list of static servers that the workflow can run on as well as a list of Smart Groups. Deploying
a workflow to the SSH Group allows the flow to run only on servers with ssh enabled. You do
not need to update the deployment each time sshd is started and stopped. The Smart Group
takes care of that for you.

Each Smart Group is assigned to a role for Role-Based Access Control. A user can only create
Smart Groups for roles assigned to that user. The role acts as the master server list on which
the Smart Group will filter. The role must give the user both Read and Deploy permission on
an organization for that organization’s servers to be used in the Smart Group.

Discovery

HP DMA provides special Discovery workflows that you can use to automatically discover
instances and databases residing on your managed servers. You can run the Discovery
workflows manually, or you can set up scheduled deployments to run them periodically.
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Authentication Settings

There are four authentication settings that you must specify before you can successfully run
the Discovery workflows:

Table 6 Discovery Authentication Settings

Name Required | Default | Description

Trust SSL Certificates | No False If “False” and the HP DMA server is not
configured with an SSL certificate signed by
a Certificate Authority (CA)—or a
certificate that was manually added to a
keystore—the Discovery workflow will fail.

If “True,” this step will trust any SSL
certificate used to connect to the HP DMA
server. This should only be used in a test
environment.

Web Service User Yes User The user who will run the Discovery
selected | workflow. This user must be capable of
modifying the managed environment
through the Discovery web service API.

Web Service Password | Yes User The password for the user who will run the
selected | Discovery workflow.

Web Service URL Yes User URL for the Discovery web service API. For
selected | example:

https://DMAO] .mycompany .com: 8443 /dma

You can specify these settings two different ways:

e Define an HP DMA policy that specifies these settings, and then reference that policy in
your deployment. This is the recommended approach.

e Specify explicit parameter values in your deployment. This method is not recommended
for production environments.

Instructions for specifying the authentication settings are provided in the four Discovery
Process steps.

Discovery Workflow Updates

The Discovery workflows are provided with your HP DMA software in the form of the

HP DMA Discovery Solution Pack. Your HP DMA support agreement enables you to download
updates to this solution pack free of charge. Be sure to check with HP periodically to ensure
that you have the latest version.

) The following instructions apply only to an update. Do not attempt to import the same version
of the Discovery solution pack that you already have. This will cause an error.
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To update the Discovery solution pack:

1

4
5

Download the ZIP file containing the HP DMA Discovery Solution Pack.
If the solution pack is packaged in an ISO, first extract the ZIP file from the ISO.
Open the HP DMA UI (see Accessing HP DMA on page 12).

On the Solutions > Installed tab, click the Browse button in the lower right corner. The

Choose File dialog opens.
Browse to and select the ZIP file that you downloaded, and click Open.
Click Import solution pack.

For more information about importing solution packs, see Solutions on page 65.

Discovery Process

There are four steps required to run the Discovery workflow:

Create a Deployable Workflow on page 56
Create a Discovery Deployment on page 58
Run the Workflow on page 59

View the Results on page 59

Basic instructions for each step are provided here. For more detailed information, see
Workflows on page 14.

Create a Deployable Workflow

The workflow template provided by HP in your solution pack cannot be deployed. To use it,
you must first create your own copy.

To create a deployable copy of the workflow template:

1

2
3
4

Go to the Automation > Workflows area.

From the list of workflows, select one of the Discovery workflow templates.

Click the Copy button in the lower left corner.

On the Documentation tab, specify the following:

e Name — Name that will appear in the list of available workflows.

e Tags — Keywords that you can use later to search for this workflow (optional)

e Target level — Must be Server.

On the Roles tab, grant Read permission to the groups whom you want to be able to view
this workflow. Also grant Write permission to the groups who will be able to modify your

copy of the workflow.

Only those groups who have Login Access permission will be displayed on the Roles tab.
By default, full permissions are granted to all groups to which you—the creator of this

copy of the workflow—belong.

Make sure that User Selected is specified for each parameter (this is the default):
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Step Mame Required Result Mesd

v 1 Dizcover Databases 2.3
Trust S50 Certificates: | - User selected - v &
Web Senvice Password: | - User selected - v @
Web Serice URL: | - User selected - v &
Web Senvice User: | - User selected - L alb?

You will specify the authentication settings when you create the deployment.
7  Click the Save button (located in the lower right corner).

Your new workflow now appears in the list of available workflows, and the following
message is displayed:

«" Worlkflow saved successfully. Would you like to deploy the workflow now?

8 Click the deploy the workflow now link in the green message area.

For more information about creating and working with workflows, see Workflows on page 14.

Use a Policy to Specify the Authentication Settings

Instead of explicitly specifying the Discovery authentication settings in the deployment, you
can use a policy to supply this information. This approach can be advantageous, because the
policy can then be used in any deployment.

To create a policy to provide authentication settings:

1 Go to the Automation > Policies page.
2 From the list of policies, select the Discovery policy.
3 In the Web Service Password box, type your password. The characters are obfuscated.
4  In the Web Service URL box, type the following:
https://<DMAServer>:8443/dma
where <DMAServer> is the fully qualified host name or IP address of your HP DMA server.
5 In the Web Service User box, type your user name.
6  Go to the Roles tab.
7 Grant Read and Write permission to any additional roles who will be using this policy.
By default, any groups that you belong to will have Read and Write permission.
8 Click the Save button (lower right corner).

When you create your Discovery deployment, be sure to use this policy to specify values for
each of the authentication parameters. See Create a Discovery Deployment.
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Create a Discovery Deployment

Before you can run your new workflow, you must create a deployment. A deployment
associates a workflow with one or more specific HP DMA targets (in this case, servers).

To create a Discovery deployment:

1

If you do not see the green message bar—for example, if you navigated to another page
after you created your copy of the workflow template—follow these steps:

a Go to the Automation > Deployments area.

b In the lower right corner, click New Deployment.

Specify the following:

— Name — Name that will appear in the list of available deployments.
— Workflow — The workflow that you just created.

— Schedule — Frequency with which the workflow will run. If you select None, the
workflow will run only once when you explicitly tell it to run. See Scheduling a
Deployment on page 43 for more information.

From the list of AVAILABLE Smart Groups on the left side of the Targets area, add the
Smart Groups where the workflow will run. Any Smart Groups that you add appear in the
SELECTED list on the right side.

For information about composing Smart Groups, see Smart Groups on page 54.

You can also add organizations or servers instead of Smart Groups. If you add individual
servers, however, you will then have to update this deployment whenever new servers are
added to the environment. If you use a properly configured Smart Group, new servers will
be automatically added to your scheduled deployments when they are added to HP DMA.

Go to the Parameters tab.
Specify the authentication parameters.

If you defined an authentication policy (see Use a Policy to Specify the Authentication
Settings on page 57), specify the values from that policy:

Web Senice Password: |Discovery Web Senice Pazsword

Required: Pazsword for the discovery web service AD

Web Senice URL Discovery Web Senice URL
Web Senice User. [Discovery Web Senice User
REQuIred: User capabie of modifying the managed &n me

Type the first few characters of the name of the policy (in this case, Discovery) in each text
box, and a list of choices appears. You can also type a dot “.” to get a list of all available
policy attributes. Select the appropriate item for each parameter.

If you did not define an authentication policy, you can type in explicit values here.

Click Save.

Your new deployment now appears in the list of available workflows, and the following
message is displayed:
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+" Deployment saved successfully. Would you like to run the workflow now?

7  Click the run the workflow now link in the green message area.

Run the Workflow

Now you are ready to run your Discovery workflow against the targets that you selected.
To run a Discovery workflow:
1 Ifyou do not see the green message bar—for example, if you navigated to another page
after you created your deployment—follow these steps:
a Go to the Automation > Run area.
b In the list of WORKFLOWS on the left side, select the workflow that you created.

¢ In the list of DEPLOYMENTS in the center, select the deployment that you just
created.

2 Inthelist of targets on the left side, select the check box for each target where you want to
run the Workflow.

3 Click the Run Workflow button in the lower right corner.
The following message is displayed.

" Workflow started successfully. For status, see the console or history.

To view the progress of your deployment, click the console link in the green message
area.

View the Results

While your workflow is running, you can watch its progress on the Console page.

To view the progress of the workflow as the deployment proceeds, click the workflow name in
the upper box on the Console page.

To view the outcome of a specific step, select that step in the left box in the Output area.
Informational messages are displayed in the right box, and the values of any output
parameters are listed.

While the workflow is running, its status indicator on the Console says RUNNING. After the
workflow finishes, its status indicator changes to one of the final states listed in Table 5 on
page 46.

To view step-by-step results, select the row in the table that corresponds to your deployment.
The tabs below the table show you information about each step in the workflow. This includes
the start and end time for each step, the exit code, and the following information:

e Qutput tab — any informational messages that were produced
e Errors tab — any errors that were reported

e Header tab — values assigned to any output parameters
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After the workflow runs, you can view a summary on the History page (see History on page
47). This page lists all the workflows that have run on this server during the time period
specified in the Filter box.

Confirm the Discovery

You can view the results of the Discovery workflow on the Environment page.

To view the instances and databases detected on a specific server:

1 In the organization browser, select the organization to which the server belongs.
2 Select the server. Any instances detected are listed in the next column.

3 Select an instance. Any databases detected are listed in the right-most column.

Custom Fields

Custom Fields are primarily used to customize workflows or show information about the
environment. Custom Fields can be used in workflow steps to automatically apply values that
are specific to an organization, server, instance, or database. For example, you can have a
Custom Field that identifies a database as “Production” or “Test” and then use this field in
workflows to choose between different behavior for the different types of databases.

) When you define a Custom Field for any item in the environment (organization,server,
instance, or database), all other items of that type will also have that Custom Field. For
example, if you create a Custom Field called Oracle Home for an instance target, all instance
targets will have a Custom Field called Oracle Home—whether or not they actually represent
Oracle instances. Except for the original item, the Custom Field will be blank (it will not have
a value). Blank Custom Fields have no effect.

Viewing Custom Fields

From the Environment > Custom Fields page, you can view all existing Custom Fields
associated with an organization, a server, an instance, or a database. You can also see and
define the Custom Fields, if any, that are associated with a specific object. See Assigning
Values to Custom Fields on page 61.

The Usage area shows you which workflows or deployments use a particular Custom Field.

Searching for Custom Fields

You can perform a real-time filter on any Custom Field. Type what you are searching for in
the Custom Fields box, and see the filter results display as you type.
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Creating Custom Fields

1 Go to Environment > Custom Fields.

2 Click New field.

3 Specify the following information on the Attributes tab:

Name: A unique name for this Custom Field.

Object: Organization, Server, Instance, or Database.

Type: Text, Multi-line text, or List

Options: Only available if the Custom Field is of type List.

— Use the “Add option” 3 button to add options.

— Use the “Delete option” (@ button to delete options.

4  To define the Custom Field you just created, see Assigning Values to Custom Fields on
page 61.

5 Click Save.

Editing Custom Fields

1  Go to Environment > Custom Fields.

2  Click the Custom Field you want to edit.

3 Modify the following information on the Attributes tab:

Name

Object: Cannot be changed for existing Custom Fields as changing this state could
result in broken automation.

Type: Cannot be changed for existing Custom Fields as changing this state could
result in broken automation.

Options: Only available if the Custom Field is of type List.
— Use the “Add option” ) button to add options.

— Use the “Delete option” & button to delete options.

Options can be reordered with drag-and-drop.

4  Click Save.

Assigning Values to Custom Fields

1 Go to Environment > Dashboard.

2 Select the object (organization, server, instance, or database) for which you want to view
the Custom Fields.

3 Click the Custom Fields tab to assign values to the Custom Fields that you created in
Creating Custom Fields on page 61.

4 Specify the values in the Custom Field boxes.
5 Click Save.

Environment
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Removing Custom Fields

Roles

You cannot delete a Custom Field that is in use. You must first remove any references to a
Custom Field before you can delete it.

To delete a Custom Field:

1 Go to Environment > Custom Fields.
2  Select the Custom Field that you want to delete.
3 Click Delete, and confirm.

Roles based access can be assigned to organizations by the HP DMA administrator.

e Ifyou have Read permission for an organization, you can see the servers, instances, and
databases in that organization.

e Ifyou have Execute permission for an organization, you can run workflows in that
organization.

e Ifyou have Write permission for an Organization, you can modify the properties of the
organization and the servers, instances, and databases that it contains.

From the Roles tab, you can view the permissions for a specific organization. If you have
Administrator capability, you can assign access permissions to specific users or user groups
for any Organization except Default. See Permission Settings on page 82 for more
information.

To view the role-based permissions granted for an Organization:
1 Go to Environment > Dashboard.

2  Select the Organization whose role-based access permissions you want to see.
3 Click the Roles tab.

DMA Client Files Policy

>»

The policy discussed in this section is an HP Server Automation (SA) software policy, not an
HP DMA automation policy.

Before you can run an HP DMA workflow on an SA managed server, that server must have a
special SA software policy called DMA Client Files. This policy installs the files and software
needed for HP DMA workflow execution.

See the HP DMA Installation Guide to learn how to add this policy to the SA Library.

Supported Platforms

The DMA Client Files policy runs on the platforms listed the HP DMA Release Notes.

Chapter 3



Environment

Policy Updates

If the DMA Client Files policy is updated, be sure that your SA administrator remediates your
target servers against that policy. This will ensure that all servers have the latest policy
updates.

For more information, see “Remediating Servers with Software Policies” in the SA User
Guide: Software Management.

Servers and Organizations

Only those SA managed servers that have the DMA Client Files policy (attached and
remediated) are available to add to HP DMA organizations.

If you detach the DMA Client Files policy and then attempt to run a workflow from HP DMA,
the workflow will fail. HP DMA does not re-attach the policy.
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4 Solutions

A solution pack is a set of HP DMA workflows and steps that address a specific process or
problem. Solution packs are imported into HP DMA and can be deployed in five to ten
minutes. Each solution pack contains the following items:

e Workflow templates for commonly-recurring IT administration tasks

e Workflow steps to provide an automation library

¢ Policies that define desired automation behavior

e Documentation that defines best practices followed in the workflow templates

For information about available solution packs, contact your HP Software sales
representative.

Installed Page
You can view all installed solution packs from the Solutions > Installed page.
History Page

You can view a recursive history of solution pack activity on the Solutions > History page,
shown in Figure 9.
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Figure 9 Solutions > History Page
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You can perform a real-time filter on any solution pack name or version. Type what you are
searching for in the filter box, and see the filter results display as you type.
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Viewing a Solution

The HP DMA Solutions page enables you to view the contents of a solution pack. From the
Installed tab, you can view all the solution packs that your company already owns, as well as
detailed information about each item contained and used within each solution pack.

1 In the Solutions pane, point to the solution pack name. As you point to the solution pack,
the following information is displayed in the Details pane:

Name
Version
Targets
Installed

Description

2 Select the solution that you want to view.

Click through the following tabs to view the selected Solution’s components, associations,
and implementation details:

e General tab: Provides solution pack description, active version, and associated usage
notes.

e Policies tab: Displays the policies associated with the solution. See Policies on page 38.

e Workflows tab: Displays the workflows associated with the solution. See Workflows on
page 14.

e Steps tab: Displays the steps associated with the solution. See Steps on page 23.

Installing a Solution

Solutions

Only HP DMA users with Administrator capability can install, roll back, or delete a solution
pack. See the HP DMA Administrator Guide for details.
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5 Roles, Capabilities, and Permissions

This chapter describes the permissions you need to use and administer HP DMA. It includes
the following topics:

e Access Control Overview on page 69
e Access Control Mechanisms on page 70
e (Capabilities on page 71

e Permissions on page 71

) See the SA Administration Guide for additional information about setting global permissions.

Access Control Overview

HP DMA provides very finely grained role-based access control over the following things:
e  Who can access HP DMA

e Who can view, modify, or deploy to a specific organization

e Who can view or modify a specific workflow

e Who can create a workflow

e Who can modify a specific step

e Who can view, modify, or execute a specific deployment

e Who can view or modify a specific policy

e  Who can administer HP DMA, including setting permissions for all these items

Roles, capabilities and permissions are the mechanisms used to establish this control. Roles
are simply groups of users who have the same levels of access. Capabilities determine which
HP DMA operations each user can perform. Permissions help you precisely manage access to
automation items (workflows, steps, policies, and deployments) and organizations.
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Access Control Mechanisms

There are three mechanisms that affect what you can see and access in HP DMA:
¢ Roles

Each HP DMA user has one or more roles. Roles are used to grant users permission to log
in to HP DMA, to determine who can create new workflows, to grant users access to
specific automation items, and to determine which users have administrative privileges.

e (Capabilities

Capabilities determine whether you can access HP DMA, whether you can create
workflows, and whether you have HP DMA administrator privileges.

Capabilities are set by the HP DMA administrator.
e Permissions

Permissions determine whether you can view, create, or modify automation items and
organizations.

Permissions for automation items can be set by the user who created the item or any user
who has Write permission for that item. They can also be set by the HP DMA
administrator.

Permissions for organizations can only be set by the HP DMA administrator.

A description of the minimum permissions needed to accomplish common HP DMA tasks is
provided in this chapter. For a more comprehensive discussion of permissions, see the
HP DMA Administrator Guide.

Roles

Roles are defined in your server management tool. In HP Server Automation (SA), for
example, a role is an SA group to which a user belongs.

Roles must be registered in HP DMA before they can be used. This is done by your HP DMA
administrator on the Role Registration page.

HP DMA determines your role when you log in. Your access is based on the roles that were
registered at the time that you logged in.
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Capabilities

The following capabilities determine whether you can access HP DMA and what you can do
within the HP DMA UI. These capabilities are assigned by the HP DMA administrator.

Table 7 HP DMA Capabilities

Capability Name

Description

Login Access

This permission enables you to login in to HP DMA.

With this permission you can:

* View organizations for which you have Read access.

e [Edit organizations and associated target objects for which you

have Write access.

e Run workflows against targets in organizations for which you

have Deploy access.

There are additional permissions for specific automation items (see

Permissions on page 71)

Workflow Creator

This permission enables you to create or copy HP DMA workflows.
Each workflow also has its own Read and Write permissions.

Administrator

This permission enables you to act as the HP DMA administrator.

With this permission you can:

e Access the Setup page in the HP DMA UI (see the HP DMA

Administrator Guide for more information).

e Create or modify any HP DMA organization.

e Grant users (roles) access to specific workflows, steps,

deployments, policies, and organizations.

¢ Configure the Outgoing Email settings.

Permissions

There are five things that have role-based permissions in HP DMA:
Table 8 HP DMA Role-Based Permissions

Item Read Write | Execute | Deploy
Workflows yes yes n/a n/a
Deployments yes yes yes n/a
Steps n/a yes n/a n/a
Policies yes yes n/a n/a
Organizations yes yes n/a yes
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) In HP DMA, you will only see servers that reside in organizations for which you have Read
permission. In order to add a server to an organization, you must have Write permission for
that organization and Login Access capability.

Permissions for each automation item (workflow, step, policy, or deployment) are set by the
user who creates the item—or by any user who has Write permission for the item. They can
also be set by the HP DMA administrator.

If you want other users to be able to access a particular item that you create, you must
explicitly grant them permission to do so. You can do this on the Roles tab for that item.
Figure 10, for example, shows the Roles tab for a workflow.

Permissions for organizations are set by the HP DMA administrator.
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Figure 10 Where to Set Workflow Permissions

Copy of Run Oracle Compliance Audit

Documentation Worldflow Deployments Roles
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& DMA Admins
DMA Admins
@ OMA Users
DA Users

BREAD ALL WRITE ALL

Only those roles that have Login Access capability appear in the list (see Capabilities on page

71).

The following instructions show you how to set the permissions for a workflow. The procedure
for the other types of automation items is similar.

To grant a user or group permission to access a specific workflow:

1

2
3
4

Go to Automation > Workflows.

From the list of available workflows, select the workflow that you want to work with.
Go to the Roles tab.

In the table, do the following things:

e Select Read for user roles that you want to be able to view this workflow.

e Select Write for user roles that you want to be able to modify the workflow.

Click the Save button in the lower right corner.

) Users with Administrator capability can set permissions for all workflows, deployments,
steps, policies, and organizations from the Setup > Permissions page. See Permission Settings
on page 82 for more information.
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A Bridged Execution Workflows

This appendix discusses bridged execution workflows, an advanced automation feature
available in HP DMA.

Overview

When a traditional HP DMA workflow runs, all of its steps are executed against a single
target. If you specify multiple targets, a separate “run” of the entire workflow is executed on
each target.

In a bridged execution workflow, different steps within that workflow can run on different
targets.

An Example

An example of a bridged execution workflow is a database refresh workflow that extracts the
contents of a database on one target (the Source) and creates a new database with the same
contents on another target (the Destination).

This type of workflow is useful if you want to clone a database—for example, to move it from a
traditional IT infrastructure location into a private cloud, or to populate a test database with
real production data.

The Workflow

The workflow in Figure 11 is a very simplified example of a database refresh workflow. This
workflow uses two targets:

e The Source target is the database instance where the contents of a specific database will
be exported.

¢ The Destination target is the database instance where those contents will be imported.
) For the purpose of this simplified example, all other parameters have been removed.

All targets for a bridged execution workflow must have the same target level (Server,
Instance, or Database) as the workflow itself. In this example, the target level is Instance.
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Figure 11 Simplified Database Refresh Workflow*

#2[ 1. Get Source and Destination Targets |
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| L) 4. Success |

A bridged execution workflow requires special settings both in the steps and in the workflow
to facilitate the orderly selection of targets at run time. The following topics explain how
bridged execution workflows affect each phase and artifact in the automation process.

Get Source and Destination Targets

The sole purpose of this step is to determine the targets for the subsequent steps. This step
has two input parameters: Source and Destination.

Step Mame Required Result Mext
= 1 Get Source and Destination Targets 2
Destination: - User selected - -~ @
Source: - User selected - - @

Both input parameters must be set to - User selected - in the workflow.

The step also has two output parameters with the same names: Source and Destination.

) It is important that the input and output parameters of this step have exactly the same names.

Export Data from Source DB

The purpose of this step is to export the contents of the Source database. Its Step Target
parameter is mapped to the Source output parameter of the first step.

v 2 Export Data from Source DB 3

Step Target: Get Source and Destination Targets Source -
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Import Data info Destination DB
The purpose of this step is to import the data that was exported in the previous step into the

Destination database. Its Step Target parameter is mapped to the Destination output
parameter of the first step.

¥ 3 Import Data into Destination DB 4

Step Target: Get Source and Destination Targets Destination -

Targetable Steps

The Export Data from Source DB and Import Data into Destination DB steps are both
“targetable” steps. This means that the target for each step is specified at run time.

) Database & Middleware Automation

Home  Automation Reports  Environment  Solutions  Setup

Waorkflows 3Steps Functions Policies Deployments FRun  Console  History

Export Data from Source DB

General Action Parameters History  Workflows Solutions Roles
Properties Documentation
Mame: Export Data from Source DB Purpose: o
Export the contents of the specified
Tags: database into a file.
Type: Cracle -

Return Code:
Category: Script 0 = Step successful.

1=E in step.
Targetable: rorin step

T |

A targetable step has a special parameter called Step Target:

v 2 Export Data from Source OB 3

Step Target: Get Source and Destination Targets Source

Step Target is only visible in the workflow editor. It does not appear on the Parameters tab in
either the step or the deployment. Step Target must be mapped to an output parameter of a
previous step.

A Best Practice: As demonstrated in this example, the first step in a bridged execution
workflow should gather the targets that subsequent steps will use. The Step Target
parameter for each targetable step is then mapped to an output parameter of that first step.
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The Deployment

>»

The process of creating a deployment for a multi-target workflow is similar to the process for a
traditional workflow with one salient difference. When you create (or modify) a deployment
for a bridged execution workflow, the targets that you select on the Deployment page
determine the list of available targets in the Select Target dialog on the Run page.

The target parameters for the workflow (in this case, Source and Destination) do not appear
on the Parameters tab in the deployment. This is because the targets must always be specified
at run time in a bridged execution workflow. They cannot be specified in the deployment.

The Run

For a bridged execution workflow, the Run page looks different than it does for a traditional
workflow. Figure 12 on page 79 shows the Run page for the simplified database refresh
workflow prior to target selection.

Note the following:

e The SELECT links on the Run page enable you to specify each target required—in this
case: Source, Destination, and Primary Target.

When you click a SELECT link, the Select Target dialog opens:

Select target x

LABSREVRI1 . MY COMPANY .COM
) Ora Test

[P TestDBinst
LABSREVROZ MY COMPANY .COM
[P Test Instance
PRODSEVREOT. MY COMPANY .COM
0 ProdDBinst

PRODSEVREOZ MY COMPANY .COM
[ ProdDBinst2
PRODSRVROI. MY COMPANY COM
') ProdDBinst3

Select

All available targets that you selected in the deployment are listed. You must select a
single target from the list. If the list is long, you can filter it by typing characters in the
text box at the top.

Select the target that you want to use, and click Select.
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¢ The Primary Target is used by any steps in the workflow that are not targetable. In this
particular workflow, there are no such steps.

e Until you select all the targets, the “Select targets” message is displayed in the lower right
corner, and the Run workflow button is disabled.

After you select the targets, the Run Workflow button is enabled (see Figure 13).

How to Run a Bridged Execution Workflow

The process of running a bridged execution workflow is the same as the process for a
traditional workflow—until run time.

To run a bridged execution workflow:

1 On the Automation — Workflows page, create a deployable copy of the bridged execution
workflow.

2  On the Automation — Deployments page, create a new (or modify an existing)
deployment.

Specify any parameter values that you want to use. Be sure to select any targets that you
might want to specify at run time.

3 On the Automation — Run page, select your deployment.
Click the SELECT link to specify each target used by the workflow.

4 Click Run workflow to execute the workflow.

Additional Considerations

An HP DMA user will not see deployments for a bridged execution workflow unless that user
has Read permission for the organization

Deployments for bridged execution workflows are only visible to users who have Read
permission for the organization where one (or more) of the specified targets resides.

For a bridged execution workflow, the target listed on the upper pane of the Console and
History pages corresponds to the specified Primary Target. You can find information about a
specific target in the output details for the pertinent step.
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Figure 12 Run Page Before Target Selection
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Figure 13 Run Page After Target Selection
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B How to Import a File into the Software
Repository

Many workflows are capable of downloading files from the software repository on the

HP DMA server to the target server (or servers) where the workflow is running. The following
procedure shows you how to import a file into the software repository so that it can be
downloaded and deployed by a workflow.

HP DMA uses the HP Server Automation (SA) Software Library as its software repository.

". Be sure to use unique file names for all files that you import into the software repository.

To import a file info the SA Software Library:

1 Launch the SA Client from the Windows Start Menu.

By default, the HP Client is located in Start > All Programs > HP Software > HP Server
Automation Client

If the HP Client is not installed locally, follow the instructions under “Download and
Install the HP SA Client Launcher” in the HP Server Automation Single-Host Installation
Guide.

In the navigation pane in the SA Client, select Library > By Folder.
Select (or create) the folder where you want to store the file.
From the Actions menu, select Import Software.

In the Import Software dialog, click the Browse button to the right of the File(s) box.

o O A WN

In the Open dialog:
a Select the file (or files) to import.

b Specify the character encoding to be used from the Encoding drop-down list. The
default encoding is English ASCII.

¢ Click Open.
The Import Software dialog reappears.
7 From the Type drop-down list, select Unknown.

8 If the folder where you want to store the files does not appear in the Folder box, follow
these steps:

a Click the Browse button to the right of the Folder box.
b  In the Select Folder window, select the import destination location, and click Select.
The Import Software dialog reappears.

9 From the Platform drop-down list, select all the operating systems listed.

10 Click Import.
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1

If one of the files that you are importing already exists in the folder that you specified, you
will be prompted regarding how to handle the duplicate file. Press F1 to view online help
that explains the options.

Click Close after the import is completed.

Chapter B
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