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Technical Support
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The support site includes:

¢ Downloadable documentation
e Troubleshooting information
e Patches and updates

e  Problem reporting

¢ Training information

e Support program information
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Introduction

This document describes how to install and configure the Radia Adapter for SSL to support SSL
and HTTPS communications between Radia Servers and the Radia Client. Radia products use the
following cipher from the SSL version 3 cipher suite, 168-bit triple DES cipher block chaining
mode, 1024-bit RSA asymmetric key exchange, and secure hash algorithm version 1.0.

Important Upgrade Information

Radia clients using the SSL adapter 1.0 will reject the certificate from an SSL adapter 2.0-enabled
server and abort the secure client connection. Therefore, you must upgrade your clients to SSL
adapter 2.0 before upgrading your servers.

The Radia Adapter for SSL installation copies the necessary files to support SSL communications
and collects data to generate a certificate request and private key and then creates the
appropriate files.

Requirements/Prerequisites

m License strings must be SSL-enabled. If the license string is not SSL-enabled, contact Product
Fulfillment for a new set of license strings.

Radia Clients and Radia Servers must have a Certificate Authority (CA) root certificate.
Radia Servers must have a server certificate and a private key.

Radia Client version 3.0 or higher

Radia Integration Server build 69
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Installing the Radia Adapter for SSL

The Radia Adapter for SSL must be installed on each Radia Server that is to be configured for
SSL communications.

To install the Radia Adapter for SSL
1. If the Radia Server is running, shut it down.

2. Insert the Radia Adapter for SSL CD-ROM into the CD-ROM drive, and go to
\managementExtensions\adapter_for_ssl\operatingsystem.

e For Windows, double-click setup.exe.
e For UNIX, use the file ./install.

The Welcome window opens.

43 Radia Adapter for 551 Install : o ] 4

Ywelcome to Fadia Adapter for S50 Setup program.
= Thiz prograrm will install Badia Adapter for S5L on

Maur computer.

It iz strongly recommended that you have spstem administrator
priviledges and exit all desktop programs before running this
Setup Program.

Click. Cancel to quit Setup and cloze any programs pou hawve
running. Click Mest to continue with the Setup program.

WARMIMG: This program iz protected by copyright law and
international treaties.

|Inautharized reproduction or distribution of thiz program, or any
portion of it, may result in severe civil and criminal penalties, and
will be progecuted to the maximum extent pozzible under the
.

<Back MHest: LCancel

Figure 1 ~ The Welcome window.

3. Click Next.

The End User Licensing Agreement opens.
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4 Radia Adapter for SSL Install =101 =]

The End User Licenzsing Agreement muzt be accepted before
the Radia Adapter for S5L can be inztalled.

Click &ccept to begin the installation.

HF SOFTWARE LICEMSE TERMS ﬂ

Ilpon payment of the applicable Licenze Fee as zet forth in the
applicable HP quatation anddar invaice, vaur right to stare, load.
inztall, execute, or dizplay [collectively, ' ze] the enclosed
Software will be governed by the termz and conditions of the
Software Licenze terms that have been previouzly executed by you
and Hewlett-Packard Company [M'HP"] as well az third party license
terms ["'Third Party Licenze Terms"] accompanying the Software. [n
the event you have not executed such terms with HP, then HP iz
willing to license the enclozed Software to pou subject to these
Software Licenze terms and the applicable HP ‘W arranty Staterment

accompanying the Software az well az the Third Party Licenze Terms.
R T o e P N ) o o o T Ty MY ;I

<Back P Accept | Cancel |

Figure 2 ~ End User Licensing Agreement window.

4. Review the terms and click Accept.

The Product Selection window opens.
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¢ Radia Adapter for S5L Install =101 x|

Chooze whether pou want to install S50 for the Radia
Configuration Server or Hadia Infraztructure Server(z] products.

" Radia Infrastructure Server Products

" Radia Configuration Server

<Back Cancel

Figure 3 ~ Product selection window.

Select the product for which you want to enable SSL.

o Select Radia Infrastructure Server Products to configure all RIS-based products to
accept a secure connection.

e Select Radia Configuration Server to configure the RCS for SSL support.

Click Next.

If you selected Radia Infrastructure Server Products you can select the following options:
e Enable secure Policy Server directory connection.

e Enable secure RPS preload.

10
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¢ Radia Adapter for 551 Install =101 x|

Select Components o Llpdate

[T Enable secure Policy Server directony connection

[” Enable secure FPS preload

<Back Cancel

Figure 4 ~ RIS components to update.

If you selected Radia Configuration Server you can select the following options:
e Enable secure policy methods to enable secure HTTPS transactions.

e Enable secure inventory methods to enable secure HTTPS transactions.

e Enable secure portal methods to enable secure HTTPS transactions.

e Enable secure RCS TCP task.

11
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¢ Radia Adapter for S5L Install =101 x|

Select components bo update

[~ Enable secure policy methods
[T Enable secure inventony methods
[~ Enable secure portal methods

[T Enable secure RCS TCF task

<Back P Mestr Cancel

Figure 56 ~ RCS components to update.

7. Click Next.

Select whether to generate a new certificate request or to use an existing certificate.

12
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¢ Radia Adapter for 551 Install =101 x|

Chooze whether pou want to generate a new certificate request
or uze an exizting certificate.

i Generate certificate request

£ Usze existing certificate

<Back P Mestr Cancel

Figure 6 ~ Generate certificate or use existing certificate?

8. Click Next.

If you chose to use an existing certificate, specify the location for the existing key file and
certificates file.

9. Click Next.
Specify where you want the Radia Adapter for SSL to be installed.

13
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¢ Radia Adapter for S5L Install =101 x|

Setup will inztall B adia Adapter for S5L in folders under the
following Folder.

Click Browse ta install Badia Adapter for S50 under a different
folder.

Click Cancel to exit the setup.

|7H|:S Configuration File Location

O MM ovadigrhConfiguration S erveribin Browse |

<B§Ck _, ......... .ﬂ .E:..:t}; .......... .\,| Eanl:e|

Figure 7 ~ File Location for SSL Adapter.

10. A message indicates that the selected directory will be updated. Click OK to continue.

11. If prompted, type the SSL port (default, 443) where the Radia Server should listen for
requests.

14
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¢ Radia Adapter for 551 Install =101 x|

Fleaze enter the S5L port for the Integration Sermer

Integration Server's S5L port
’]443

<Back Cancel

Figure 8 ~ RIS port.

12. Click Next.

13. If you choose to generate a certificate request, you will be prompted for information used to
generate the request.

14. Click Next.

15
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The Summary window opens.

¢ Radia Adapter for S5L Install =101 x|

Y'ou are now ready toinstall the Badia Adapter for S5L.

Click. Inztall ko begin the installation or Back buttan ta modify
any informatiar,

Inztallation S ettings:

Inztall Badia S5L Laper

Ingtall Get part faor RIS server

|1zer Parameters:

|nteqration Serser's 551 paort = 443

Lok =l T2 Ak ek bme DT Amri e

=

<Back Inztall | Cancel |

Figure 9 ~ The Summary window.

Review the settings you've specified. If necessary, click the Back button to make any changes.
15. Click Install.

The files necessary to support SSL communications are copied. This takes only a few
moments and progress bars display activity as it occurs.

16
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When the files have been successfully copied, the Review window opens.

¢ Radia Adapter for 551 Install o [m] S
Company Mame: IH P
Organizational Uit M ame: IT aat
2-Character Country Code; |L| 5
State/Province MName: INJ
Citw/ T oy M ame: IMahwah
Server to Generate Far: Ihnst.HF'.n::n:nm
<Back Mext Cancel

Figure 10 ~ Review window.

16. Review the data that will be used to generate the server certificate request and the private
key.

17. Click Next to continue. The installation program will take a few moments to generate the
server certificate request and private key. A confirmation message, similar to the following,
opens.

17
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@ Certificate created successhully

File: D:iMovadigmiConfigurationServeribini Certificatesirequesksihost, HP, comreq. pem

It will be necessary ko hawve this requesk file signed
by a CA Authariky before use,

Figure 11 ~ Certificate created successfully message.

18. Click OK.

Send the identified server certificate request to your CA authority. Follow its instructions for
having the server certificate request signed and returned to you. Store the signed server
certificate request in the Radia Configuration Server’'s BIN\Certificates\requests folder
(Win32), and in the exe/Certificates/requests folder (UNIX).

The Installation Successful window opens.
19. Click Finish.
You have successfully installed the Radia Adapter for SSL.

18
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About the Server Certificate Request File

The installation program generates a server certificate request—filename.pem. Follow the
procedure required by your chosen public certificate authority to have the request signed and
returned. Typically, you must open the certificate request in a text editor, copy the certificate
request text to a clipboard, and paste it into a text entry field on the signing authority’s Web page.
The signing authority will also require proof of identity and authority to obtain a signed
certificate (such as your company’s DUNS number, Articles of Incorporation, Partnership Papers,
or Business License).

m  For the Radia Configuration Server
This file is located in the Radia Configuration Server’s BIN\Certificates\requests folder
(Windows), and exe/Certificates/requests folder (UNIX).

m  For the Radia Integration Server
This file is located in the Radia Integration Server’s \etc\Certificates folder (Windows), and
exe/Certificates (UNIX)

If you open the file with a text editor, it will appear similar to the following.

MITEYDCCAQOCAQAwaOwC z AdBgNWELYTA IV THRMWEQYDVQQIEwp O g3y Vs
HoSwD OV DVOOHEwEZNTThI YWgxH AcBgVE Lo TFUSvdiF kaWdt IEN 13 Bvh Wy IENWV
LIEnMCUGAITECxMe THFu¥Tdlh WV udCEIbmZvemlhdS lvh iETeZNO0ZW1l e M3 Y JATD
VOODEx1yYUEp Y TAwMEECh3 ZhIGInb UN 13 Bvb W yLiallwh TEcMADGCSgGa Th3DOER
AQUAAOS AMEqCOODMyS3F lyIamEj e ELgS U0k ZIg8xEVNCA Y6 KIPLOT/ 4bkSE9r 1w
eNSgdV0aVraJyGZIBINQEWE0DaAJELakNevigMBALGAD ANEgkghki GO wO B AQOF
LANBAAN=SEgyJwuSSispdiMucFelaxc3BVwRIvrZumiwocLeGuwaMWgiZosZublx
TGdxoho ZddAbI3dZUIUI9EEpRglY=

Figure 12 ~ Server certificate request file.

Signing the Server Certificate Request

When the server certificate request file is returned from the public certificate authority:

1. Change req (request) in the server certificate’s name to cert (certificate). For example, the
server certificate request file may be changed from:

host.HP.comreq.pem
to
host.HP.comcert.pem

2. Place the signed certificate file in the appropriate folder.

19
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e For the Radia Configuration Server
Place the signed certificate file in the Radia Configuration Server’s BIN\Certificates
folder (Windows), and exe/Certificates folder (UNIX).

e For the Radia Integration Server
Place the signed certificate file in the Radia Integration Server’s \etc\Certificates
folder (Windows), and exe/Certificates (UNIX)

3. (Optional) Delete the copy of the req file.

& C:'Radia‘,ConfigurationServer'bin' Certificates 101 =l

J File Edit ‘iew Favorites Tools Help ﬁ

J & Back ~ = - | Qi search [y Folders £ History | 3 0 = @ | E-
|

Address I[:I Certificates j ﬁGD
Mame ¢ | Sizel Type | Maodified |
Ccerts File: Folder FILZ12001 0223
Clerl File Folder 711212001 02:23
Clnewcerts File: Folder FILZ12001 0223
| private File Folder 711212001 02:23
[ requests File: Folder Fl24iz001 1131
radiad0l.MovadigmCustomer, campryk, pem 1 KE PEM File 7lz24)2001 11:31
radia00l . MovadigmCustomer, camcert, pem 1 KE PEM File Flz4iz001 11231
|Type: PEM File Size: 554 bytes 554 bytes |@I My Computer 4

Figure 13 ~ Certificates directory.

4. Restart the Radia Server, and then examine the Server’s log to verify that the SSL Manager
task starts correctly and successfully verifies the CA certificate and server certificate.

About the Private Key File

The installation program generates a private key file (such as host. HP.comprvk.pem).

m  For the Radia Configuration Server
This file is located in the Radia Configuration Server’s BIN\Certificates folder (Windows),
and exe/Certificates folder (UNIX).

m  For the Radia Integration Server
This file is located in the Radia Integration Server’s \etc\Certificates folder (Windows), and
exe/Certificates (UNIX)

If you open the file with a text editor, it will appear similar to the following.

20
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Proc-Type: 4,ENCRYPTED
DEE-Info: DES-CEC, 6ECOS947550541AAF

IMVST4rkywl Tni0yUBSULEELEJ0OYV S e E+KEvx Ceunmr+9x95x 1 Ikve J4h51iEDuECaTR
fp4IDVLuNOHS?psT+EACtRAamd 23 t8esfOC18C RO,/ PekTS3 1HEOEGOPnHeglry
TeaVt+pM7 e EuwRPES 1RhwRIiSTTFU/ 3T tEfn0gieVaghxFOTWnzf ICET I1WOdOC
OFBwdS¥EAcMOZEO03yohtes REUHwGSPRD I pOrRPEGUw 1ggE T 1 Q005G 02 0nnywP
UThUwiAhiE1ALVuUbZEwSwk/ES lowydoqueWeCp/ e 7EvEwiBEIRI QWehEwe /WA 1Kz
BhOXUiB1PZCGtodasguaErOmrazm/ hibh ThxM1nNgz 10wHE/ Zzc Tul+bX+pSLEh3u
pihcdwdeelwKEf40KRP1IZFhIyoWiIThgeaqwlVwErI07w=

Figure 14 ~ Private key file.

In order to maintain compatibility with current industry standards, we have adopted the RSA
crypto-system method of obtaining certificate requests. The RSA crypto-system is a public-key
crypto-system that offers encryption and digital signatures (authentication). The private key file
presented in Figure 14 (above) begins and ends with the key type (RSA) indicated.

Confirming the Installation

Radia Configuration Server

If you want to confirm that the Radia Configuration Server is configured for SSL support, use a
text editor to open <SystemDrive>:\Novadigm\ConfigurationServer\bin\edmprof.dat to confirm
that the MGR_SSL section has been added, as shown below.

[MGR_SSL]

CA_FILE = C:/Radia/ConfigfurationServer/bin/CACertificates/cacert.pem
CERTIFICATE_FILE = C:/Radia/ConfigurationServer/bin/Certificates/host.HP.comcert.pem
KEY_FILE = C:/Radia/ConfigurationServer/bin/Certificates/host.HP.comprvk.pem
SSL_PORT = 443

Figure 15 ~ [MGR_SSL] section in edmprof.dat

The table below describes the settings of the MGR_SSL section.

21
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Table 1 ~ MGR_SSL Settings

Setting

Usage

CA_FILE

This setting is used to identify and locate the Certificate Authority’s certificate. The CA
certificate is usually stored in a file in PEM format. The value for this setting is the full path
to a valid and existing certificate file. The SSL Manager task requires a CA certificate to
start. An expired or corrupt CA certificate prevents the SSL Manager task from starting.

CERTIFICATE_FILE

This setting is used to identify and locate the server certificate of the Radia Server. The
certificate is usually stored in a file in PEM (Private Enhanced Mail) format. The value for
this setting is the full path to a valid and existing certificate file. The SSL Manager requires
a certificate to start. An expired or corrupt certificate prevents the SSL Manager task from
starting.

KEY_FILE This setting is used to identify and locate the private key. The private key is usually stored
in a file in PEM format. The value for this setting is the full path to a valid and existing key
file. Usually the private key is stored in the same file as the server certificate, in which case
you don't have to include KEY_FILE in the MGR_SSL section.

SSL_PORT This setting is used to set the port that the SSL Manager should attend for client

connections. The SSL protocol default port is 443.

Radia Integration Server

If you want to confirm that the Radia Integration Server is configured for SSL support, use a text
editor to open <SystemDrive>\Novadigm\IntegrationServer\httpd.rc to confirm that the
Overrides Config section has been added, as shown below.

Overrides Config {

SSL_CERTFILE D:\Novadigm\IntegrationServer\etc\Certificates\host.HP.comcert.pem

SSL_KEYFILE D:\Novadigm\IntegrationServer\etc\Certificates\host.HP.comprvk.pem

HTTPS_PORT 443

Figure 16 ~ Overrides Config section in httpd.rc.

The table below describes the settings of the Overrides Config section.

Table 2 ~ MGR_SSL Settings

Setting Usage

SSL_CERTFILE  This setting is used to identify and locate the server certificate of the Radia Server. The
certificate is usually stored in a file in PEM (Private Enhanced Mail) format. The value for this
setting is the full path to a valid and existing certificate file. The SSL Manager requires a
certificate to start. An expired or corrupt certificate prevents the SSL Manager task from
starting.
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Table 2 ~ MGR_SSL Settings

Setting Usage

SSL_KEYFILE This setting is used to identify and locate the private key. The private key is usually stored in a
file in PEM format. The value for this setting is the full path to a valid and existing key file.
Usually the private key is stored in the same file as the server certificate, in which case you
don't have to include KEY_FILE in the MGR_SSL section.

HTTPS_PORT  This setting is used to set the port that the SSL Manager should attend for client connections.
The SSL protocol default port is 443.

Troubleshooting

Logs

The Radia Adapter for SSL installation program creates a log file, setup.log, in a SETUP
sub-folder of the folder identified by the TEMP setting in your environment (Win32), and
$HOME/tmp/setup.log (UNIX).

CA authorities

The file, cacert.pem, contains the CA root certificate (the public key) for the following CA
authorities: Entrust, VeriSign, and G.E. If you are not using one of these CA authorities, the
CA root certificate must be obtained using one of the methods described below.

e Obtain the certificate from your CA authority and substitute it for cacert.pem in the
CACertificates sub-directory of the Radia Client IDMSYS location.

o Use client self-maintenance to download the certificate to the client.

Detailed instructions for packaging and deploying Radia Client self-maintenance can be found on
the HP OpenView web site.

Existing certificate or private key

If you accidentally use the SSL installation program on a server where you have already
installed the SSL Adapter, you may receive the following message “A certificate or private key
already exists for the specified server name. Choose another server name.” You can:

® Change the name in the Server to Generate For text box (in the Review and
Password window) and try again. (This generates a new server certificate request for the
server identified in this text box).

OR

e® (Cancel the installation (since a server certificate request and private key already exist for
this server).
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