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LECP Architecture and Interactions

Introduction

The Select Federation LECP Service, bundled with the Premium Edition of Select
Federation, implements the Liberty Enabled Client/Proxy profile (v1.1). The LECP
profile provides for an enhanced user experience during Liberty authentication,
especially in mobile environments. Using the Select Federation LECP Service, any WAP
gateway can be easily extended to support the LECP profile.

See the “Liberty Bindings and Profiles Specification” for more information about the
LECP profile:

https://www.projectliberty.org/specs/archive/vl_1/index.html
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Message Flows
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Authentication / Federation with User Interaction
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WAP Gateway Integration

Liberty-Enabled Header

In order to activate the LECP profile, the WAP gateway must add the following header to
every HTTP request:

Liberty-Enabled: LIBV=http://projectliberty.org/specs/vl

Handling Liberty Messages

For every request that includes the Liberty-Enabled header, the WAP gateway must
check the response for Liberty messages requiring special processing. The messages are
identified by their Content-Type:

application/vnd.liberty-request+xml

application/vnd.liberty-response+xml

The contents of HTTP responses of these MIME types must be dispatched to the LECP
Service (see POSTing Liberty Messages below). The LECP Service will return a new
response for return to the client.
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LECP Service API

The Select Federation LECP Service is driven by a simple HTTP POST API to which the
WAP gateway POSTs all Liberty messages received in HTTP responses -- the response
from this POST is then returned to the client in place of the original response. The entry
point for the LECP Service is:

<base url for Select Federation LECP WAR deployment>/tfsidp-
lecp/IDPLECPService

Note:

Select Federation is a J2EE application, packaged as an Enterprise Application Archive
(EAR). The LECP Service is packaged in its own Web Application Archive (WAR) within
the Select Federation EAR (called t f s. ear).

Posting Liberty Messages

The contents of HTTP responses identified as Liberty messages are POSTed to the main
entry point of the LECP service. All normal client request headers should be included in
the POST, with the exception of cookie headers. In particular, any headers that may be
needed by the IDP to authenticate the client must be included (the LECP service
provides configuration parameters to control which URLs these headers will be passed on
to).

To handle cookies set by an IDP or SP on Liberty messages, the following special headers
should be included by the WAP gateway (if these headers are not included, support for
session cookies on messages sent by the LECP service will be disabled):

12



Header Description Example

X-LECPSession Opaque session id used by the LECP X-LECPSession: 1778
ipfiwie té)Pmane(ligie Ds;ssmn co?ikl(;es with 0654D5610F5A7C1E

iberty SPs an s as needed. 43E11D231914

X-LECPURL The URL of the request that returned the | X-LECPURL:
Liberty message being submitted for http://sp.com
processing. This URL is used by the
LECP service to manage any SP/IDP
cookies set on the response (see X-

LECPSetCookie header).

X-LECPSetCookie Used to pass the contents of any X-LECPSetCookie:
SetCookie headers included in the JSESSIONID=1142
response containing the Liberty message. 5F119F968A9F14191

3F5C9E6E3B0;Path=
/;Secure

Configuration

The following LECP service properties may be configured in the Select Federation
configuration file (tfsconfig.properties):

Property

Description

Example

LecpDefaultIDPLoc

URL where a default IDP receives Liberty
AuthnRequests. Optional: if provided,
requests that do not specify an IDP will be
forwarded to this URL. If not provided, the
local IDP that is hosting the LECP will be
used.

https://idp.com/tfsidp/
IDPSingleSignOnSer
vice

lecpAllowIDPLocPr
efixes

Space separated list of URL prefixes to which
Liberty AuthnRequests will be forwarded.
Optional: default is to allow all URLs.

https://goodidpl.com
https://goodidp2.com

lecpDenyIDPLocPre
fixes

Space separated list of URL prefixes to which
Liberty AuthnRequests will NOT be
forwarded. Optional: default is deny no
URLs.

https://badidpl.com

lecpSessionHeader

Name of header that WAP gateway uses to
pass opaque client session id to LECP Service,
for use in managing cookies. Optional:
default is X-LECPSession.

X-LECPSession
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LecpStripHeadersI | Space separated list of HTTP headers which
DP will be stripped in requests forwarded to
IDPs. Optional: default is to pass all headers
except those in a built-in list.
LecpStripHeadersS | Space separated list of HTTP headers which x-nokia-msisdn x-up-
P will be stripped in requests forwarded to SPs | subno
Optional: default is to pass all headers
except those in a built-in list.

Security Considerations

In order to avoid the overhead of establishing a mutually authenticated TLS HTTPS
connection between the WAP gateway and the LECP service, it is recommended that the
LECP service WAR be deployed behind a firewall that restricts access to connections
made from the WAP gateway.
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