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In This Version

This document provides a description of changes and last-minute information made to HP Select Federation
for Release 7.00.

This release of Select Federation includes the following new features:

e  Support for a Federation Router

e Multiple Event Plugins support

e Integration with the following connectors: Oracle COREid, SPML and Windows Kerberos
e  Support for ID-WSF 2.0 and CardSpace 1.0

e OCSP support

e New Installer using InstallAnywhere

e  Support for HP-UX Itanium 11.31

e Various bug fixes



Documentation Updates

The first page of this release notes document contains the following identifying information:
e Version number, which indicates the software version.
e  Publish date, which changes each time the document is updated.

To check for recent updates or to verify that you are using the most recent edition, visit the following web
site:

http:/ovweb.external.hp.com/lpe/doc_serv/
NOTE: To view files in PDF format (*.pdf), Adobe Acrobat Reader must be installed on your system. To

download Adobe Acrobat Reader, go to the following web site:
http:/www.adobe.com/

Installation Notes

Installation requirements, as well as instructions for installing Select Federation, are documented in the HP
Select Federation Installation Guide provided in Adobe Acrobat (.pdf) format. The document file is included
on the product's CD media as:

/docs/install.pdf
After installation the Installation Guide can be found at:

$SF HOME/docs/install.pdf (UNIX)or $SF HOME\docs\install.pdf (Windows)

Software and Hardware Requirements

The OpenLDAP v2.2.23 directory server is now supported by Select Federation. For a complete list of all
hardware and software that is supported by Select Federation, see the “System Requirements” chapter in
the HP Select Federation Installation Guide.

Installation Problems

QXCR1000376278: Untrusted Directory Server Certificate

While installing Select Federation, if you want to connect to your Directory Server using LDAP over SSL,
and the Directory Server certificate is not from a trusted CA, then the Installer cannot connect to the
Directory Server. A warning dialog will ask you to import the CA into the Select Federation trust store after
installation.

Workaround

e Ignore the error during installation, and follow the instructions to add a new CA to Select Federation
after installation. For more information, see the “Troubleshooting Select Federation” problem, “The
Select Federation installer reported an issue with the directory server SSL certificate. How do I fix this?”
in the Troubleshooting chapter of the HP Select Federation Configuration and Administration Guide.

e Ifyou configured Select Federation to use Active Directory (AD), you need to manually specify a value
for the 1dapUserBaseDN attribute in the Select Federation configuration file



(tfsconfig.properties). You can set the value of this attribute to be the rootDSE of your AD
installation (for example, DC=domain, DC=dom) . However, if your AD installation is fairly complex, it is
recommended that you specify the exact value of the base DN against which your users will be
authenticated. For additional information, see the “Performance and Reliability Considerations” section
in the HP Select Federation Installation Guide.

Known Problems, Limitations, and Workarounds

QXCR1000450238 : User asked to consent more than once for attributes in PM enabled Router

install

In a Federation Router deployment with Privacy Manager enabled at the Federation Router, users may be
prompted for attribute consent more than once if they set “Remember my decision” to “No” on the consent

page.

Documentation Errata

The HP Software Product Manuals web site, http://ovweb.external.hp.com/lpe/doc_serv/ is changing.
Your HP Passport login may be required to enter this site. See “Support” for HP Passport registration
information.

Integration with Other HP Software Solutions

Select Federation 7.0.0 can be integrated with the following components of the HP Software suite of identity
management products:

e HP Select Access 6.1 SP3 and 6.2 Patch 1
e HP Select Audit 1.02
e HP Select Identity 4.12

Support

You can visit the HP Software support web site at:
http:/www.hp.com/go/hpsoftwaresupport

This web site provides contact information and details about the products, services, and support that HP
Software offers.

HP Software online software support provides customer self-solve capabilities. It provides a fast and efficient
way to access interactive technical support tools needed to manage your business. As a valued support
customer, you can benefit by using the support site to:

e Search for knowledge documents of interest


http://ovweb.external.hp.com/lpe/doc_serv/

Submit and track support cases and enhancement requests
Download software patches

Manage support contracts

Look up HP support contacts

Review information about available services

Enter into discussions with other software customers

Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also require
an active support contract. To find more information about support access levels, go to the following URL:

http:/h20230.www2.hp.com/new_access_levels.jsp

To register for an HP Passport ID, go to the following URL:

http:/h20229.www2.hp.com/passport-registration.html

Legal Notices

©Copyright 2002-2007 Hewlett-Packard Development Company, L.P.

Confidential computer software. Valid license from HP required for possession, use or copying. Consistent
with FAR 12.211 and 12.212, Commercial Computer Software, Computer Software Documentation, and
Technical Data for Commercial Items are licensed to the U.S. Government under vendor's standard
commercial license.

The only warranties for HP products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an additional
warranty. HP shall not be liable for technical or editorial errors or omissions contained herein.

The information contained herein is subject to change without notice.

For information about third-party license agreements, see the 3rd party license directory on the
product installation CD-ROM.

Java™ and all Java based trademarks and logos are trademarks or registered trademarks of Sun
Microsystems, Inc. in the U.S. and other countries.

Microsoft®, Windows®, and Windows XP® are U.S. registered trademarks of Microsoft Corporation.

Oracle® is a registered trademark of Oracle Corporation. Various product and service names referenced
herein may be trademarks of Oracle Corporation.

UNIX® is a registered trademark of The OpenGroup.
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