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Preface

Welcome to the Opsware Server Automation System (SAS) — an enterprise-class
software solution that enables customers to get all the benefits of the Opsware data
center automation platform and support services. Opsware SAS provides a core
foundation for automating formerly manual tasks associated with the deployment,
support, and growth of server and server application infrastructure.

This guide describes how to use Opsware SAS, starting with an introduction to the system
and how to navigate the user interface. It provides information about managing servers,
operating system provisioning, managing software packages, provisioning applications,
managing patches, reconciling servers, script execution, configuration tracking, and
deploying and rolling back code. This guide is intended for system administrators who are
responsible for all aspects of managing and provisioning the servers in an operational
environment.

Contents of this Guide
This guide contains the following chapters and appendices:

Chapter 1: Introduction to Opsware SAS: Provides a high-level overview of Opsware
SAS, including the system features, Web Service APIs, and multimaster.

Chapter 2: Getting Started with the SAS Web Client: Includes information about
supported operating systems and browsers, navigation of the user interface, and an
explanation of each of the features found on the SAS Web Client Home page.

Chapter 3: Getting Started with SAS Client: Includes information about how to get
started using the SAS Client, the user interface, the client installation and launch, and SAS
Client main features.

Chapter 4: Opsware Agent Management: Includes information about Opsware Agents
on managed servers, the Opsware Discovery and Agent Deployment feature, and
Opsware Agent reachability communication test.
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Chapter 5: Exploring Servers and Jobs in SAS Client: Provides information browsing
servers, server groups, and jobs, also includes information about copying files on a
managed server’s file system.

Chapter 6: Server Tracking in the SAS Web Client: Provides information about server
asset tracking, server lists, server search, server histories and reports.

Chapter 7: Server Management in SAS Web Client: Provides information about all
aspects of server management including server groups, server life cycle, server locking,
and service levels.

Chapter 8: Integration with NAS: Provides information about how you can monitor
managed servers and network devices that are connected to them by using Opsware
Server Automation System (SAS), Opsware Network Automation System (NAS), Opsware
Global Shell, and Opsware Visual Application Manager.

Chapter 9: Global Shell: Provides information about the Global Shell, the Opsware
Global File System, setting user and group permissions with the Global Shell, accessing
the Global Shell and remote terminals on servers, and explains Global Shell commands.

Chapter 10: Distributed Script Execution: Describes script types, permissions required
for scripting tasks, script version history, and how to create, edit, and delete scripts. It also
discusses script execution for all script types, script execution results, and scripting error
resolution.

Chapter 11: Code Deployment and Rollback: Provides information about uploading
code and content to staging, and performing services, synchronizations, and sequences
to deploy code and content to managed servers.

Chapter 12: Configuration Tracking: Provides information about configuration tracking
policies, the supported types of configuration files and databases, how changes are
detected, and the tracking policies for a specific server. It also discusses reconciling
customized tracking policies, performing manual backups, viewing backup history,
restoring backed up files, and enabling and disabling configuration tracking.

Appendix A: Communication Test Troubleshooting: Provides troubleshooting
information to diagnose Opsware Agent unreachability problems.

Appendix B: Opsware Agent CLI Utilities: Provides information about installing
Opsware Agent using the Opsware Command Line Interface and the Agent Upgrade Tool.

Appendix C: Global Shell Utilities: Describes the syntax and usage rules for the aaa,
rosh, and swenc commands.
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Appendix D: OGFS Directories: Provides an overview of the directories under /opsw,
which can be accessed from within a Global Shell session.

Appendix E: Glossary: Defines terminology and acronyms that are unique to Opsware
SAS.

Conventions in this Guide

This guide uses the following typographical and formatting conventions.

Bold Identifies field menu names, menu items, button names, and
inline terms that begin with a bullet.

Courier Identifies text that is entered or displayed at the
command-line prompt, such as Unix commands, Opsware
SAS commands, file names, paths, directories, environment
variable names, contents of text files that are viewed or edited
with a text editor, source code in a programming language,
and SQL (database) commands.

ltalics Identifies document titles, DVD titles, web site addresses.
Used to introduce new terms when they are first defined in a
document and for emphasis.
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Icons in this Guide

This guide uses the following icons.

This icon represents a note. It identifies especially important
concepts that warrant added emphasis.

[

This icon represents a requirement. It identifies a task that
must be performed before an action under discussion can be
performed.

<

This icon represents a tip. It identifies information that can
help simplify or clarify tasks.

)

This icon represents a warning. It is used to identify significant
information that must be read before proceeding.

=
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Guides in the Documentation Set and Associated Users

The Opsware® SAS User's Guide: Server Automation is intended for system
administrators responsible for all aspects of managing servers in an operational
environment. It describes how to use Opsware SAS, introducing the system and the
user interface. It provides information about managing servers, remediating servers,
script execution, configuration tracking, deploying and rolling back code, and agent
deployment. It also explains how to use the Opsware Global Shell and open a Remote
Terminal on managed servers.

Opsware® SAS User’s Guide: Application Automation is intended for system
administrators responsible for performing the day-to-day functions of managing
servers. It reviews auditing and compliance, software packaging, visual application
management, application configuration, and software and operating system installation
on managed servers.

The Opsware® SAS Administration Guide is intended for Opsware administrators
responsible for monitoring and diagnosing the health of the Opsware SAS components.

The Opsware® SAS Deployment and Installation Guide is intended for advanced
system administrators responsible for planning all facets of an Opsware SAS
installation. It documents all the main features of Opsware SAS, scopes out the
planning tasks necessary to successfully install Opsware SAS, explains how to run the
Opsware Installer, and details how to configure each of the components. It also
includes information on system sizing and checklists for installation.

The Opsware® SAS Policy Setter’s Guide is intended for system administrators
responsible for all facets of configuring the Opsware SAS Web Client. It documents
how to set up users and groups, how to configure Opsware server management, and
how to set up the main Opsware SAS features, such as patch management,
configuration tracking, code deployment, and software management.

The Opsware® SAS Content Utilities Guide is intended for advanced system
administrators responsible for importing content such as software packages into
Opsware SAS. It documents the following command-line utilities: OCLI 1.0, IDK, and
DET (CBT).

The Opsware® Automation Platform Developer’'s Guide is intended for software
developers responsible for customizing, extending, and integrating Opsware SAS. It
documents how to create Web Services, Java RMI, and CLI clients that invoke methods
on the Opsware API.
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Opsware, Inc. Contact Information

The main web site and phone number for Opsware, Inc. are as follows:
* http://www.opsware.com/index.htm
* +1 (408) 744-7300

For links to the latest product documentation and software downloads, see the Opsware
Customer Support site:

* https://download.opsware.com/opsw/main.htm

For troubleshooting information, you can search the Opsware Knowledge Base at:
* https://download.opsware.com/kb/kbindex.jspa

The Opsware Customer Support email address and phone number ar as follows:
* support@opsware.com

* +1(877) 677-9273
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Chapter 1: Introduction to Opsware SAS

This section discusses the following topics:
+ Overview of Opsware SAS

« Opsware SAS Interfaces and Tools

+ Opsware SAS Features

+ Opsware SAS Terms and Concepts

Overview of Opsware SAS

Opsware SAS provides a core set of features that automate critical areas of server and
application operations — including the provisioning, deployment, patching, and change
management of servers — across major operating systems and a wide range of software
infrastructure and application products.

Opsware SAS does not just automate your operations, it also allows you to make changes
more safely and consistently, because you can model and validate changes before you
actually commit the changes to a server. Opsware SAS helps ensure that modifications to
your servers work on your first attempt, thereby reducing the risk of downtime.

Using Opsware SAS, you can coordinate many operations tasks, across many IT groups
with everyone working with the same understanding of the state of servers, applications,
and configurations. This coordination ensures that all IT administrators have full
knowledge of the current state of the environment before further changes are made.

Opsware SAS allows you to incorporate and maintain operational knowledge gained
through long hours of trial-and-error processes. After an administrator has found and
tested a procedure or configuration, that knowledge can be translated into a model that is
stored in a central repository. This allows you to continue to benefit from the operational
knowledge gained by your system administrators, even if they are no longer working in
your organization.
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The following figure provides an overview of how Opsware SAS automates server and
application operations across all major platforms and a wide range of applications. Each
feature that is shown in the diagram is discussed in the following sections.

Figure 1-1: Overview of Opsware SAS Features
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Types of Opsware Users

The following table identifies the types of Opsware users and their responsibilities.

Table 1-1: Types of Opsware Users

Data Center and Operations | After manually racking and stacking servers, manage
Personnel customer facilities and boot bare-metal servers over the
network or from an Opsware boot image.

System Administrators Install operating systems and applications (for example,
Solaris 5.7 or WebLogic 6.0 Web Server), upgrade
servers, create operating system definitions, and set up
software management policies.

Site Engineers and Deploy custom code on servers.
Customer Project Managers

In addition to the Opsware users listed above, this guide describes the following three
types of users:

« End Users are responsible for all aspects of managing and provisioning the servers in
an operational environment. In the Opsware SAS documentation, these users are
referred to as Opsware users or system administrators. These users log into the
Opsware SAS Web Client and SAS Client and use these interfaces to manage servers
in their IT environment.

+ Opsware Administrators are the users, with special training and information, who are
responsible for installing and maintaining Opsware SAS. In the Opsware SAS
documentation, these users are referred to as Opsware administrators. They use the
Administration features in the SAS Web Client to manage Opsware SAS and Opsware
users (by adding user accounts and assigning permissions for different levels of
operation and access), to add customers and facilities, and to change Opsware SAS
configurations. They monitor and diagnose the health of Opsware SAS components.
Opsware administrators need to understand how Opsware SAS features operate to
support users and Opsware SAS.

« Policy Setters are the power users who are responsible for architecting what Opsware
SAS will do in the managed environment; for example, they determine which operating
systems can be installed on your managed servers and how those operating systems
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will be configured during installation. Policy setters, for example, prepare specific
features in Opsware SAS by defining the Software Policies, preparing Operating System
Definitions, and acting as Patch Administrators to approve patches for installation in the
operational environment.

Opsware SAS Interfaces and Tools

Depending on the type of operation you need to perform with Opsware SAS, you select
the appropriate user interface, as Figure 1-2 shows.

Figure 1-2: Interfaces in Opsware SAS
USER INTERFACES & TOOLS

( SAS Client occ
ﬁ Discovery & Agent ﬁ OS Provisioning

Deplqyment . . Software Provisioning
Application Configuration Application Installation
Audit & Remediation Patch Management

Global Shell Script Execution

Remote Terminal Code Deployment & Rollback

Server Explorer .
Visual Packager Data Center Intelligence

[Opsware Command Line Interface ] [ISM Development Kit ]

[DCML Exchange Tool (DET) ] [Opsware APIs ]

+ Opsware SAS Web Client: The web-based user interface to Opsware SAS through
which users can manage servers, provision applications and operation systems onto
servers, run distributed scripts on servers, and deploy code and content to servers,
among other things.

+ SAS Client: A Java Web-Start application that extends the SAS Web Client features
and provides the following new features:

— Discovery and Agent Deployment

Device Explorer

Virtualization Director

Visual Application Manager

Audit and Remediation
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— Compliance Dashboard

— Reports

— Software Management

- Patch Management for Windows

— Patch Management for Unix

- Visual Packager

- Visual Packager

— Application Configuration Management
- Global Shell

— NAS Integration

Opsware Command Line Interface (OCLI): A command line interface that users can
use to upload packages to the Opsware Software Repository (version 1), and perform
many other Opsware SAS operations (version 2).

DCML Exchange Tool (DET): A utility that enables users to export almost all server
management content from any Opsware core — standalone or multimaster mesh — and
import it into any other Opsware core. Opsware SAS can also provide pre-packaged
server management content appropriate for new installations that can be imported into
a core after initial setup. See the Opswazre® SAS Content Utilities Guide for information
about using this utility.

ISM Development Kit: A development kit that consists of command-line tools and
libraries for creating, building, and uploading ISMs. An ISM is a set of files and
directories that include application bits, installation scripts, and control scripts. See the
Opsware® SAS Content Utilities Guide for information about using the ISM
Development Kit.

Opsware APIs: A set of APIs and a command-line interface (CLI) that facilitate the
integration and extension of Opsware SAS. This platform allows other IT systems —
such as existing monitoring, trouble ticketing, billing, and virtualization technology — to
exchange information with Opsware SAS. This broadens the scope of how IT can use
Opsware SAS to achieve operational goals.
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Opsware SAS Features

Opsware SAS is made up of a set of Opsware SAS features. Opsware SAS features are

the components that automate particular IT processes.

The features are designed to replace ad hoc, error-prone, manual processes. For example,
by using the OS Provisioning feature, users can set standards for different types of servers
and automatically provision the servers, saving time and ensuring that operating system
builds are consistent. By using the Patch Management feature, users can establish
polices about how patches are installed. Opsware SAS uniformly enforces those polices.

The following features are currently available as part of Opsware SAS:

Operating System Provisioning
Code Deployment & Rollback
Configuration Tracking

Script Execution

Discovery and Agent Deployment
Device Explorer

Virtualization Director

Visual Application Manager

Audit and Remediation
Compliance Dashboard

Reports

Software Management

Patch Management for Windows
Patch Management for Unix

OS Provisioning

Visual Packager

Application Configuration Management
Global Shell

NAS Integration
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All Opsware SAS features support cross-platform environments and are designed to
automate both new and existing data center environments. See the following figure
Figure 1-3: Opsware SAS Features
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Operating System Provisioning

The OS Provisioning feature gives administrators the ability to provision operating system
baselines onto bare metal servers quickly, consistently, and with minimal manual
intervention. Bare metal OS provisioning is a key part of the overall process of getting a
server into production.

Benefits of the OS Provisioning feature include the following items:
 Integration with the other features of Opsware SAS

Because the OS Provisioning feature is integrated with the suite of Opsware SAS
automation capabilities, including patch management, software management, and
distributed script execution, handoffs between IT groups are seamless. Opsware SAS
ensures that all IT groups are working with a shared understanding of the current state
of the environment, which is an essential element of delivering high-quality operations
and reliable change management.

* The ability to easily update server baselines without re-imaging servers

Unlike many other OS provisioning solutions, systems provisioned with Opsware SAS
can be easily changed after provisioning to adapt to new requirements. The key to this
benefit is the Opsware SAS use of templates and its installation-based approach to
provisioning.

¢ Flexible architecture designed to work in many environments

Opsware engineers carefully designed the OS Provisioning feature to handle many
different types of servers, networks, security architectures, and operational processes.
Opsware SAS works well in floppy (Windows provisioning), CD (Linux provisioning), or
network-boot environments, with scheduled or on-demand workflows, and across a
large variety of hardware models. This flexibility ensures that you can provision
operating systems to suit your organization’s needs.

Opsware SAS automates the entire process of provisioning a comprehensive server
baseline, which typically consists of the following tasks:

 Preparing the hardware for OS installation using an OS installation profile

« Creating OS sequences that define a server build policy, including application policies,
patch policies, device groups, and remediation policies

+ Installing a base operating system and default OS configuration using an OS sequence

42 Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2007 Opsware Inc. All Rights Reserved.



Chapter 1: Introduction to Opsware SAS

« Applying the latest set of OS patches, the exact list depends on the applications
running on the server

+ Installing system agents and utilities such as SSH, PC Anywhere, backup agents,
monitoring agents, or anti-virus software

+ Installing widely-shared system software such as Java Virtual Machines

« Executing pre-installation or post-installation scripts that configure the system with
values such as a root password

Code Deployment & Rollback

Opsware SAS automates code and content deployment to reduce the risk and time
requirements associated with pushing new code to production. The Code Deployment &
Rollback (CDR) feature provides an automated system for deploying code (such as, ASP,
JSP, JAR, Java, C++, and Perl files) and content (such as, HTML, JPEG, GIF, and PDF
files).

Specifically, CDR enables you to perform the following actions:
* Push code from staging or development environments to production environments.

» Synchronize code and content across multiple servers and locations.

.

Automatically rollback to the previous version of code or content.
» Sequence multiple, complex deployment steps into repeatable workflows.

+ Manage changes across heterogeneous operating systems.

Configuration Tracking

The Configuration Tracking feature tracks, backs up, and recovers critical software and
system configuration information across Unix and Windows servers.

System administrators set up policies that describe the configuration files and databases
to track, and the actions to take when a change in configuration is detected. Policies can
be assigned to software, individual servers, groups of servers, and customers, and
applied either locally or globally across data centers.

When Opsware SAS notices a server configuration change, it can log the change, notify
administrators about the change with email, or back up the configuration, depending on
the policy set by the administrator.
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When a bad configuration change forces administrators to rollback to a previous version,
they can use Opsware SAS to restore the configuration file to the saved version of the
configuration. By notifying users about configuration changes — and maintaining a version
history of those changes — organizations can quickly diagnose problems related to
configuration errors and rollback to a known good state. In addition, this capability helps
teams plug security holes inadvertently created by bad server configurations.

Typically, system administrators define configuration-tracking policies on a per-application
basis. So for example, a policy for BEA Weblogic might specify, “Monitor the
weblogic.conf file, notify app-server-admins@company.com of any changes, and
maintain a version history of any changes that occur for 30 days.” After a policy is defined
in this fashion, administrators can apply the policy to all the Weblogic servers running in
their environment or to specific servers.

Script Execution

The Script Execution feature enables you to share and run ad-hoc or custom scripts
across an entire farm of Opsware-managed servers.

By executing scripts with Opsware SAS instead of manually, administrators benefit by
using the following features:

« Parallel script execution across many Unix and/or Windows servers, saving time and
ensuring consistency.

» Role-based access control, ensuring only authorized administrators can execute scripts
on hosts to which they have access.

« The ability to control access to scripts by storing them in private or in public libraries.

+ The ability to see and download script output one server at a time or in a consolidated
report, which captures output from all servers in a single place.

« The ability for scripts to be mass-customized. Administrators can access information in
Opsware SAS about the environment and the state of servers. This is critical to ensuring
that the right scripts are executed on the right servers.

« A comprehensive audit trail that reports who, what, when, and where a particular script
was executed.

» The ability to rollback changes (when used in conjunction with the Configuration
Tracking feature).
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« Automatic backup of all private and shared scripts to all other Opsware-managed data
centers (when used in conjunction with an Opsware Multimaster Mesh).

Because the Script Execution feature is an integrated part of Opsware SAS, administrators
enjoy unique benefits when compared to standalone script execution tools:

+ Using known system state and configuration information to customize script execution,
users can tailor each script by referencing and accessing the rich store of information in
Opsware SAS, such as the customer or business that owns the server, whether the
server is a staging or production server, which facility the server is located in, and
custom name-value pairs.

» By sharing scripts without compromised security, users can share scripts with each
other without compromising security because Opsware SAS maintains strict controls on
who can execute scripts on which servers and generates a comprehensive audit trail of
script execution.

Discovery and Agent Deployment

The Opsware Discovery and Agent Deployment (ODAD) feature allows you to deploy
Opsware Agents to a large number of servers in your facility and place them under
Opsware management.

Using the ODAD features, you can perform the following tasks:
« Scan your network for servers.
+ Select servers for Opsware Agent installation.
« Select a communication tool and provide user/password combinations.

+ Choose agent installation options and deploy agents.

Device Explorer

The Device Explorer lets you view information about servers in your managed
environment.

From the Server Explorer, you can perform the following tasks:

» Create a server snapshot, perform a server audit, audit application configurations,
create a package, and open a remote terminal session on a remote server.

+ Browse a server's file system, registry, hardware inventory, software and patch lists,
and services.
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» Browse Opsware information such as properties, configurable applications, and even
server history.

From the Groups Browser, you can perform the following tasks:
+ Audit system information, take a server snapshot, and configure applications.
» View and access group members (servers and other groups).

» View group summary and history information.

Virtualization Director

The Virtualization Director feature enables you to provision and manage virtual servers for
Solaris 10 local zones and VMware ESX 3 virtual machines (VMs). Using the SAS Client,
you can perform the following tasks:

« View both hypervisor and virtual servers and their relationships in the SAS Client, so
you can find out the hypervisors that are hosting your virtual machines and local zones.

« View virtual servers and their relationship in the Visual Application Manager (VAM).
» Provision VMware ESX and Solaris 10 hypervisors on bare metal servers.

» Provision VMware virtual machines (VM) using an OS sequence.

» Create, start, stop, modify, and remove Solaris local zones.

+ Deploy agents on unmanaged virtual servers using the Opsware Agent Discovery and
Deployment (ODAD) for VMware ESX VMs.

« Search for virtual servers in your data center using the Search tool.

» Create dynamic Device Groups based upon virtual server characteristics (zones or
VMs).

Visual Application Manager

The Visual Application Manager feature is designed to help you optimally understand and
manage the operational architecture and behavior of distributed business applications in
your IT environment. Since these applications are complex collections of services that
typically run across many servers and network devices, it can become increasingly
difficult to understand (or remember) what is connected to what, where performance
problems originate, how to troubleshoot and resolve problems, and what result would
occur if you make a change in your environment.
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Visual Application Manager helps you see (visualize) this type of information in physical
and logical drawings

Audit and Remediation

The Opsware Server Compliance feature allows you to define server configuration
policies and make sure that servers in your facilities meet those policy standards. When
servers are found to be ‘out of compliance’ (not configured the way you want them to be),
you can remediate the differing server configurations.

With Server Compliance, you can audit a server configuration values based upon a live
server (or server snapshot), or based upon your own custom values, perform server
comparisons against a baseline, and create custom audit policies that define company or
industry server configuration compliance standards, and which can be used inside of
audits, snapshot specifications, and audit policies.

Using Server Compliance, you can perform the following tasks:
« Compare servers or snapshots to reference servers or snapshots
» Create audits for repeated use

+ Create audit policies that define compliance and security standards for your
organization

« Associate audits with individual servers or dynamic server groups

+ Remediate problems at multiple levels, including files, directories, patches, registry
keys, and packages

Compliance Dashboard

The Compliance Dashboard allows you to view at a glance the overall compliance levels
for all the devices in you facility and helps you to remediate compliance problems. The
Compliance Dashboard displays compliance tests for software policies, application
configurations, audits, patches, and duplex status. Each of these compliance tests is
based upon an Opsware Server Automation System (SAS) “policy” (user or system
defined) which define a unique set up server or device configuration settings or values
that help ensure your IT environment is configured the way you want it to be.
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Reports

The Reports feature provides comprehensive, real-time information about managed
servers, network devices, software, patches, customers, facilities, operating systems,
compliance policies, and users and security in your environment. These reports are
presented in graphical and tabular format, and are actionable—where you can perform
appropriate actions on objects, such as a policy or an audit, within the report. These
reports are also exportable to your local file system (in .html and .xIs formats) to facilitate
use within your organization.

Software Management

The Software Management feature in Opsware SAS provides a powerful mechanism to
model software by using software policies and to automate the process of deploying
software and configuring applications on a server in a single step. In addition, the
Software Management feature provides a structure to organize your software resources in
folders and define security permissions around them. This feature allows you to verify the
compliance status of a server and remediate non-compliant servers.

The Software Management feature in SAS Client provides the following functions:

« Create an organizational structure for software

» Define security boundaries for folders

+ Define a model-based approach to manage the IT environment in your organization
» Enable sharing of software resources among user groups

« Deploy and configure applications simultaneously

» Deploy multiple application instances on one server

+ Establish a software deployment process

» Verify compliance status of servers to software policies

» Generate reports

« Comprehensively search for software resources and servers

Patch Management for Windows

The Patch Management for Windows feature enables you to identify, install, and remove
Microsoft® Windows patches and maintain a high level of security across managed
servers in your organization. With SAS Client user interface, you can identify and install
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patches that support security vulnerabilities for the Windows 2000, Windows 2003, and
Windows NT4.0 operating systems. These patches include Service Packs, Update
Rollups, and hotfixes.

Patch Management for Unix

The Patch Management for Unix feature enables you to identify, install, and remove Unix
patches to maintain a high level of security across managed servers in your organization.
With the Opsware SAS Client, you can identify and install patches that support security
vulnerabilities for the AIX, HP-UX, and Solaris operating systems.

OS Provisioning

OS Provisioning in the SAS Client allows you to install an operating system, applications,
and packages and packages on unprovisioned servers by creating OS Installation Profiles
and OS Sequences. From the Devices list, you can view all unprovisioned servers in your
facility and provision those servers by running an OS Sequence.

OS Sequences allow you to set up a complete server build (policy) that represents the
ideal manner in which a particular OS should be installed, which includes the proper OS
Installation Profile that should be used, as well as Application and Patch policies, the
servers to install the OS on, and how these policies should be remediate either before or
after the OS is installed.

Visual Packager

The Create Package feature allows you to create an installable software package from a
managed server and from server compliance information, such as server snapshots and
audit results. File system objects that are recorded in snapshots and compliance
information produced by audits help you define the content of a package. In turn, you can
use that package to update a server with new or missing server objects.

Create Package enables you to selectively package server objects according to the
operating system of the servers that you want to distribute the package to, supporting
both Unix and Windows operating systems.

It allows packages to contain the following objects:

« A Unix package can contain files (including attributes), directories, packages, patches,
and patch clusters.

+ A Windows package can contain files (including attributes), directories, packages,
patches, Windows registry, and Windows services.
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Application Configuration Management

Opsware Application Configuration Management (ACM) allows you to create templates so
you can modify and manage application configurations associated with server
applications. ACM enables you to manage, update, and modify those configurations from
a central location, ensuring that applications in your facility are accurately and consistently
configured.

Using ACM, you can perform the following tasks:

« Manage configurations based on files and objects, such as Windows registry, IIS
metabase, WebSphere, COM+, and more.

» Preview configuration changes before applying them.

« Edit and push configuration changes to individual servers or server groups.

+ Use information in the Opsware data model to set configuration values.

+ Manage configurations of any application by building configuration templates.

+ Audit the Application Configurations on a server to determine if any of the
configuration files on the server are out of sync with the values stored in your
templates.

Global Shell

The Opsware Global Shell feature enables you to manage servers by using a command-
line interface. You can remotely perform the following tasks:

+ Complete routine maintenance tasks on managed servers.
« Troubleshoot, identify, and remediate problems on managed servers.

Global Shell consists of a file system and a command-line interface to that file system for
managing servers in Opsware SAS. The file system is known as the Opsware Global File
System (OGFS). All object types in the OGFS (such as servers, customers, and facilities)
are represented as directory structures in this file system.

The Global Shell feature also manages user permissions for accessing the file system,
Windows Registry, and Windows Services objects on managed servers.
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NAS Integration

The NAS Integration feature enables you to closely examine detailed information about
managed servers and the network devices connected to them so that you can determine
how they are related and then, subsequently, coordinate and implement those changes.
This feature supports an integrated approach to using NAS and SAS so that you can
perform actions on device groups, such as combine event history, determine compliance,
and identify duplex mismatches across servers and network devices in your environment.
Opsware SAS Terms and Concepts

This section discusses the following topics:

+ Agent-Server Architecture of Opsware Technology

« Server Management in Multiple Facilities

+ Multimaster Support
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Agent-Server Architecture of Opsware Technology

The agent-server architecture of Opsware SAS enables server management. The server

portion of Opsware SAS consists of multiple, integrated components, each with a unique
purpose. Each server managed by Opsware SAS runs an intelligent agent (the Opsware

Agent).

Figure 1-4: Opsware SAS Agent-Server Architecture
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See the Opsware® SAS Administration Guide for a detailed description of the
components that make up the Opsware SAS server portion of the architecture.

The Opsware Agent is the agent of change on a server. Whenever Opsware SAS needs to
make changes to servers, it does so by sending requests to the Opsware Agents.
Depending on the request, the Opsware Agent on a server might use global Opsware
SAS services in order to fulfill the request. For example, the Opsware Agent might often
make requests to the Model Repository, the central database for all Opsware SAS
components, and the Software Repository, the central repository for all software that
Opsware SAS manages.
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Some functions that the Opsware Agent supports are:
+ Software installation and removal

« Configuration of software and hardware

« Periodically reporting server status

+ Auditing of the server

An Opsware Agent is idle unless Opsware SAS is trying to perform some change on the
server. In addition, each Opsware Agent periodically contacts the Data Access Engine
and registers itself. The Data Access Engine is an XML-RPC interface to the model
repository. The Data Access Engine sends this data to the Model Repository, which allows
the Model Repository to keep track of server status, and know when particular servers are
disconnected from or reconnected to the network.

After you install an Opsware Agent on a server, users can manage the server by installing
or upgrading software, patching the OS software, removing software, changing server
properties, or decommissioning the server.

See “Agent Reachability Communication Tests” on page 125 in Appendix for information
about how to install an Opsware Agent on a server so that Opsware SAS can manage it.
Server Management in Multiple Facilities

The managed environment might span several facilities. A facility refers to the collection of
servers that a single Opsware Model Repository manages, and the database that stores
information about the managed environment. For example, one facility might be
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dedicated to an organization’s Intranet, while another facility might be dedicated to the
web services offered to the public. Your Opsware SAS can contain facilities (a full
Opsware SAS is installed) and Satellite facilities. See Figure 1-5.

Figure 1-5: Server Management in Multiple Facilities
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See the Opsware® SAS Planning and Installation Guide for more information about the
types of installations that Opsware SAS supports.

Users can manage servers in any facility from an SAS Web Client in any facility. When a
user updates data in a facility, the Model Repository for that facility is synchronized with
the Model Repositories located in all remote facilities.

When using Opsware technology in multiple facilities, users should follow these work
process rules to reduce the chance of data conflicts between facilities:

« Users should not change data in one facility and then make the same change in
another facility.

« More than one user should not change the same object in different facilities at the
same time. For example, two users should not manage the same server from different
facilities.
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Multimaster Support

With the Opsware Model Repository Multimaster Component, customers can store and
maintain a blueprint of software and environment characteristics of each data center
(referred to as a facility in the Opsware SAS Web Client) in multiple locations so the
infrastructure can be easily rebuilt in the event of a disaster. The Multimaster Replication
Engine not only provides the ability to replicate an environment in case of a disaster, but
can also assist in facility migration activities as well as knowledge sharing across the
enterprise.

Through the Model Repository Multimaster Component, Opsware SAS provides the ability
to easily rebuild server and application environments, provision additional capacity,
distribute updates, and share software builds, templates and dependencies — across
multiple facilities and from one user interface. See Figure 1-6.

Gt

Figure 1-6: Multimaster Support
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This section provides an overview of the SAS Web Client and discusses the following
topics:

+ Getting Started with the SAS Web Client
» Access to Features in the SAS Web Client

» User Interface

Getting Started with the SAS Web Client

The following section describes Supported Browsers for the SAS Web Client (a web
application) and Browser Configuration Requirements.

Supported Browsers for the SAS Web Client
The following table lists the supported browsers for the SAS Web Client.

Table 2-1: Supported Browsers for the SAS Web Client

Microsoft

Internet X
Explorer

55

Microsoft

Internet X X X
Explorer

6.0

Mozilla 1.6 X X X
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Table 2-1: Supported Browsers for the SAS Web Client

Firefox 1.0 X X X

Browser Configuration Requirements

To use the SAS Web Client, your browser must be configured in the following manner:

« The browser must accept cookies and be able to use Java.

« The browser must support SSL and should provide 128-bit encryption (recommended).

+ Using a pop-up blocker might prevent some functions from working correctly. Either
disable the pop-up blocker completely or use the supported browser’s native pop-up
blocking function instead of a third-party product.

Access to Features in the SAS Web Client

This section explains how to configure your user profile to access features within the
Opsware System. This section contains the following topics:

+ System Management of Opsware User Information
» Best Practices for Selecting Passwords

» Updating User Profiles and Passwords

System Management of Opsware User Information

An Opsware administrator creates additional users who can use the SAS Web Client, and
the Opsware administrator assigns them temporary passwords. Once added to the
system, an Opsware user can update their personal information, password, and time zone
and date display preferences by using the My Profile link.

An Opsware user cannot change their access permissions by using the My Profile link. If
an Opsware user needs additional access permissions, they contact their Opsware
administrator.
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Best Practices for Selecting Passwords

Th
au

e Opsware Server Automation System (SAS) enforces a security policy that allows only
thorized users to log into the SAS Web Client. Opsware users are advised to select a

password based on the following guidelines:

.

Change your password frequently to ensure that your account information is secure.
Select a password that is easy to remember so that you don't have to write it down.

Use a mixture of upper and lower case letters, numbers, and punctuation in your
password.

Do not share your password.

Do use a password that you can type quickly, without having to look at the keyboard.

Updating User Profiles and Passwords

As an Opsware user you can change your name, contact information, password, and
preferences such as time zone and date display. You cannot change your access
permissions. Contact your Opsware administrator to change your access permissions.

Perform the following steps to change your profile and password.

< o

Log into the SAS Web Client. The SAS Web Client Home Page appears.
Click the My Profile link located at the top of the page. The My Profile Page appears.

To change your profile information, enter new information on the User Identification
tab of the My Profile Page.

Click Save.

To change your password, click the Change Password Link. The Password Change
page appears.

Enter your old password.
Enter your new password.
Confirm your new password in the Confirm Password field.

Click Save. A confirmation page appears indicating that your password was
successfully changed.

KK Click Okay. The Profile page appears.
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User Interface

The following section discusses getting started with the Opsware System and contains
the following topics:

» Requirements for Logging In

+ Overview of the SAS Web Client User Interface
» My Profile

+ Search

+ My Servers

» Mouseover Icon Tooltips

Requirements for Logging In

In order to log in and access SAS Web Client features, your Opsware administrator must
have created a user name and password for you, and assigned user permissions that
control the features you can access, the actions you can perform, and the resources you
can access.

Overview of the SAS Web Client User Interface

The SAS Web Client user interface consists of the five following sections:

+ Home Page

» Tasks

+ My Jobs

+ My Customers

+ Navigation Panel
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Home Page

Figure 2-1 shows the Home page as it appears when you log in or when you click the
Home link in the navigation bar.

Figure 2-1: Opsware System Home Page
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The time zone that appears in the upper right corner of the Home page is taken from the

time zone preference that was defined for you when your profile was created.

Consequently, the date and time information that displays throughout the SAS Web Client
is for that time zone. The occasional exceptions however are always labeled GMT.
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Tasks

The Tasks area of the Home page displays links to the wizards that you have permissions
to access, a link to the Code Deployment page if you have that permission. If you do not
have permissions to a task in this area, the task name still displays, but it is italicized and
it is not an active link. Figure 2-2 shows the Tasks area with all permissions enabled.

Figure 2-2: Tasks Area of the Home Page

Tasks

05 Provisio
Frepare 08

ning Software Provisioning Power Tools
Deploy Code Launch Opsware SAS Client
Run Distrihuted Script
Run Custom Extensions

My Jobs

The My Jobs area of the Home page is populated with details of the jobs that you have
run, jobs that are currently in progress, or jobs that you have scheduled to run, including
the name of the job, the start time, the number of servers affected by the job, and the
status of the job. If there are more than six jobs, you can see the rest of them by clicking
the See All link, which also shows the total number of jobs in parentheses, as Figure 2-3
shows.

If the job was run in the SAS Client, then there will be a link next to the job that (when
clicked) will launch the SAS Client. You can view the more detailed information about the
job in the SAS Client.

Figure 2-3: My Jobs Area of the Home Page
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My Customers

The My Customers area of the Home page is populated with customer information,
including unreachable servers associated with a customer and the total number of
servers associated with that customer. To select the customers to display in the My
Customers area of the Home page, click Edit and select the check box next to the
customer name. See Figure 2-4.

Figure 2-4: My Customers Area of the Home Page
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Navigation Panel

The navigation panel on the left side of the SAS Web Client shows all possible features,
as shown in Figure 2-5. The features you can access and the actions you can perform
depend upon your user profile, as defined by the Opsware administrator.

Figure 2-5: Navigation Panel, All Permissions View
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The items that appear in the navigation panel depend on the permissions the user has.
Clicking an item on the navigation panel displays that feature in the main part of the
Home page. For a user with all permissions, the following links appear:
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Home: Displays the top level of the SAS Web Client. The Home page is described in this
section of the guide. Wizards are documented in their respective functional areas of the
system.

My Jobs: Displays the My Jobs page, showing jobs completed during the previous 30
days, jobs currently in progress, and currently scheduled jobs. This page is an expanded
view of the contents of the My Jobs area of the Home page and has the same effect as
clicking Show All in the My Jobs area of the Home page.

Servers: Expands to display these selections:

« My Servers: Use to add any server or server group to your own personal view of
servers. My Servers provides an efficient way to manage servers when your
operational environment contains hundreds or thousands of servers.

+ Manage Servers: Use filters to display a list of servers and perform operations on
them such as edit server values, assign, run scripts, and add servers to My Servers.
See “Server Management in SAS Web Client” on page 273 in Chapter 8 for more
information.

« Search: Find specific servers using default criteria or user-defined criteria. See
“Server Search” on page 242 in Chapter 7 for more information.

» Server Pool: Use filters to display a list of servers, install operating systems on the
servers, and delete the servers. See Opsware® SAS User’s Guide: Application
Automation for more information.

Software expands to display these selections:

+ Operating Systems: Prepare operating systems for installation and delete existing
operating systems. See Opsware® SAS User’s Guide: Application Automation for
more information.

» Scripts: Run scripts, upload scripts, and create new scripts. See “Distributed Script
Execution” on page 399 in Chapter 11 for more information.

Environment expands to display these selections:

+ Customers: Create new customers and edit or delete existing customers. See the
Opsware® SAS Administration Guide.

+ Facilities: Create new facilities, edit facility properties, and assign and edit custom
attributes for facilities. See the Opsware® SAS Planning and Installation Guide.
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Hardware: A read-only view of servers categorized by the hardware manufacturer
and model, and their related information. See “Hardware Information for Managed
Servers” on page 270 in Chapter 7 for more information.

Service Levels: Define service levels and custom attributes. See “Service Levels” on
page 340 in Chapter 8 for more information.

IP Ranges: Identify and create IP ranges and IP range types. See the Opsware® SAS
Policy Setter’s Guide for more information.

IP Range Groups: Create IP Range Groups. See the Opsware® SAS Policy Setter’s
Guide for more information.

Code Deployment expands to display these selections:

.

Deployment Home: The exact CDR links that you see in the Code Deployment area
are based on the permissions that you have for the customer you want to work with.

Service Management: Create, modify, and delete service definitions. Services
define the location and commands to manipulate applications on hosts.

Run Service: Perform service operations on one or more hosts, or request that a
service operation be performed on your behalf. Service operations include starting or
stopping applications, cutting over or rolling back code, and backing up or restoring
code.

Sync Management: Create, modify, and delete synchronization definitions.
Synchronizations define the path for pushing code from a source host to one or more
destination hosts.

Synchronize: Perform a synchronization to one or more hosts, or request that a
synchronization be performed on your behalf.

Sequence Management: Create, modify, and delete sequence definitions.
Sequences allow the grouping of service operations and synchronization operations
to define higher level code deployment operations.

Run Sequence: Perform a pre-defined sequence of service operations and
synchronizations on one or more hosts, or request that a sequence be performed on
your behalf.

View History: Get information about previously run Code Deployment operations.
See “Code Deployment and Rollback” on page 435 in Chapter 12 for more
information.
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Administration: Expands to display the following features. For more information about
these features, see the Opsware® SAS Administration Guide and Opsware® SAS Policy
Setter's Guide.

Users & Groups: Administrators use this feature to create user groups, define
permissions for those groups, create new administrators, and add users to groups.

Server Attributes: Define and edit server use attributes, enable them for code
deployment, and define deployment stages. Also define and edit server deployment
stage attributes.

System Configuration: Contains the configuration parameters that define how the
Opsware System works in your environment. This selection is only used at the
direction of Opsware Inc.

System Diagnosis: Runs a series of tests on Opsware components to make sure
that they are functioning correctly.

Gateway: Allows you to connect Satellites with this or other cores.

Opsware Software: Provides a view of the properties, custom attributes, installation
order, and history of the software attached to the Opsware SAS in the system.

The Administration set of features is only available if you are logged in as an Opsware

administrator.

Navigation

Top-level navigation from the Home page is simple. To access any of the features in the
navigation panel, click the feature name. To access any of the wizards or other features in
the Tasks area of the Home page, click the name of the task.

After you select a task or a feature, other pages appear, which might have one or more of
the following means of navigation:

+ Clicking a hyperlinked name to display a page

For example, if you select Software » Scripts (assuming that you have the correct
permissions), the page that appears shows all of the scripts that have been uploaded
so far.

+ Selecting a tab to display a page
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For example, when you select Manage Servers and click one of the hyperlinked server
names, the resulting page shows a row of tabs, like Figure 2-6 shows.

Figure 2-6: Example of Tabs

Each tab displays a page, each with its own buttons and functionality.
+ Clicking a button to display a page

For example, when you select the Custom Attributes tab, a page appears with several
buttons: Add, Delete, and Copy, which are common to each page called by these tabs,
and Add Custom Attribute, which is unique to this particular tab. You will find similar
functionality on all tabbed pages in the Opsware System.

My Profile

You can update your own personal user information without the assistance of the
Opsware administrator with the My Profile link. You can change your first and last name,
your contact information, your password, and your time zone and date display
preferences.

Search
At the top of the Home page open the dialog box as Figure 2-7 shows.

Figure 2-7: Search Function

Servers W L= =Enter search text heres=

H Jaobz
ome Server Groups

You can search for servers, jobs, and server groups, by making the selection from the
drop-down list, and then entering an identifying string in the text box.

My Servers

The My Servers feature provides a convenient place to store a set of servers that have
been selected and stored using the Add to My Servers function in Manage Servers. You
might use it as a shortcut to the servers you work with most often, or as a way to gather a
group of servers when you want to apply the same changes to all of them. All functions
that are available in the Manage Servers page are also available from within My Servers.
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Mouseover Icon Tooltips

When an icon appears on a page in the SAS Web Client, a tooltip displays information
about the icon when your mouse pointer hovers over it. For example, server icons display
messages such as “Available or Build Failed” to describe the state of the server. Packages
and patches display messages such as Available, Managed, Unmanaged, and so forth.
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This section discusses the following topics:
+ Overview of the SAS Client

« Requirements for Running the SAS Client
« Installing and Launching the SAS Client

+ SAS Client User Interface

+ SAS Client Search

« Accessing SAS Client Options

+ Browsing Job Logs

Overview of the SAS Client

The SAS Client is a powerful Java client for the Opsware Server Automation System. It
provides the look-and-feel of a Microsoft Windows desktop application with the cross-
platform flexibility of Java. Over time, more and more of the Opsware Server Automation
System's features will be available via the SAS Client.

The SAS Client provides the following features:
« Discovery and Agent Deployment

« Server Explorer

+ Virtualization Director

+ Audit and Remediation

» Visual Application Manager

« Software Management

+ Patch Management for Windows

« Patch Management for Unix
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+ Visual Packager

+ Application Configuration Management

Global Shell
* Integration with NAS

For descriptions of all the SAS Client features, see “Opsware SAS Features” on page 40.

Requirements for Running the SAS Client

Java J2SE v 1.4.2_13 JRE must be installed on the system that runs the SAS Client. To
download this version of Java, go to http://java.sun.com/j2se/1.4.2/download.html. The
SAS Client is supported on the following operating systems:

* Windows 2003
* Windows 2000

* Windows XP

When using Internet Explorer, if you try to launch the SAS Client without installing Java
J2SE v 1.4.2_13 JRE, you are prompted to install JRE and run the SAS Client in one step.
When you select this option, Java v 1.4.2_13 JRE is installed and you get the following
error message: Java Web Start -unexpected Error. Unable to launch
SAS Client. To launch the SAS Client, ignore the error message and click Retry.

Installing and Launching the SAS Client

To access the SAS Client for the first time, you must launch the SAS Client installer from
the SAS Web Client. You only need to install the SAS Client once.

Once you have downloaded and installed the SAS Client, you can start it from the
following locations:

+ In the Power Tools section of the SAS Web Client home page

+ On your desktop (an SAS Client program icon is installed to your desktop if you
choose to install one on your desktop)
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« From the Start menu, select > All Programs » Opsware SAS Client.

By default, the core that you log into is the core of the SAS Web Client where you
launched the SAS Client download. You can change the default core by configuring your
general options. See “Accessing SAS Client Options” on page 87 in this chapter for more
information.

To install and launch the SAS Client, perform the following steps:
H Launch the Opsware SAS Web Client and log in.

H From the Home page of the SAS Web Client, in the Power Tools section, click the
Launch SAS Client link.

If you are a Firefox user, open the JSP file to launch the SAS Client installation.
(Internet Explorer users should go to the next step.)

E1 After the SAS Client has been downloaded to your computer, the Login window
displays, as seen in Figure 3-1. Enter your user name and password, and click Login.

Figure 3-1: Login the SAS Client Window.

m Please login... E”E”g|

PSWARE

SERVER AUTOMATION
Iser Mame: |
Passwiard:
Care Server: occ, c03, dey  opsware, com

| Login _” Cancel
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The user name is not case sensitive. If you have access to more than one core
server, you can enter the core server's IP address or name in the core server field. If
you don't specify a port with the host:port notation, port 443 is used.

B If you are asked to accept the certificate from the core server, click Yes. The SAS
Client now appears.

74
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SAS Client User Interface

The SAS Client user interface provides easy access to all of the SAS Client features and
functionality. The SAS Client user interface has six main areas:

* Menus

» Navigation Pane

+ Search

Content Pane
Details Pane
Status Bar

Figure 3-2: SAS Client User Interface
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Menus
The SAS Client includes the following menus:

+ File: This enables you to open a new SAS Client window, or close the current
window, or exit all open SAS Client windows.

« Edit: This enables you to cut, copy, paste, and delete text.

» View: This refreshes the current view and shows the latest information from the core
that you are currently logged into (such as compliance test information for the
compliance dashboard). You can also access SAS Client features in the Navigation
pane, such as Devices (groups of devices, managed and unmanaged servers),
Reports (Compliance Dashboard, Reports) Software Library (application
configuration, server compliance, patch management), OS sequences and OS
installation profiles, Jobs and Sessions (job logs and shell sessions), and Opsware
Administration (patch settings and patch compliance rules). This also allows you to
show or hide the Action pane and the Preview pane.

» Tools: This enables you to open a Global Shell session, open the Visual Application
Manager, or access the SAS Client options.

+ Actions: Depending upon the feature that you have selected in the Navigation pane,
this menu enables you to perform numerous functions related to all main SAS Client
features.

« Window: This enables you to access multiple instances of SAS Client windows, if
more than one window is open.

+ Help: This menu provides help for the SAS Client. Help F1 provides context-sensitive
help relevant to the current feature window selected or opened (same as F1). The
contents and index will open the SAS Client help system to the main table of
contents. (The About SAS Client menu provides version and system information.)
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Navigation Pane

To access SAS Client features, select a feature in the Navigation pane, as shown in
Figure 3-3. When you select a feature, the contents of it appear in the Content pane. You
can access functions related to it through the Actions menu.

Figure 3-3: Navigation Pane
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ﬂ Windows Server 2
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o W e b
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Search

The Search feature allows you to search for any information in Opsware SAS, such as SAS
Client Server, Device Group, Folder, Job, Software, Patch, Application Configuration,
Software Policy, Patch Policy, Audit, and Snapshot Results. For more information on how
to use the search tool, see “SAS Client Search” on page 82.

Figure 3-4: Search in the SAS Client
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Content Pane

Depending on the selection in the Navigation pane (Devices, Library, Reports, Jobs and
Sessions, Opsware Administration), the Content pane lists the following information:

All managed servers and device groups, including unmanaged servers — both
physical and virtual

Agent deployment information

Application Configurations and Application Configuration Templates
Software Policies

Audit and Remediation audits, audit policies, and snapshots
Patches and patch policies

OS installation profiles and OS sequences

Packages

Reports and the Compliance Dashboard

Custom attributes

Jobs that the user has run

Access to the Global Shell sessions

Patch configuration and patch compliance rules
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Figure 3-5 is an example of the Content pane for managed servers. You can perform
actions on features in the Content area using the Action Menu or Action Pane, or you can
right-click to perform various actions or double-click to open.

Figure 3-5: Feature Content Window Showing the Managed Server
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Content Pane Tools
From inside the Content pane, you can perform the following actions:

+ With the View drop-down list, you can change the view of a selected feature. For
example, you can select a server from the Content pane, and then from the View
drop-down list, choose Installed Packages. This shows all packages installed on the
server, as shown in Figure 3-6.

Figure 3-6: View Drop-down List
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+ In the column headings of the Content pane, you can sort data about a feature. For
example, for a managed server, you can sort by Server Patch Compliance, IP
address, OS, and so on.

« With the search tool, you can search the Content pane by feature or by attribute, as
shown in Figure 3-7.

Figure 3-7: Search Tool

S ppdoress v [1o21889] |

Details Pane

The Details pane allows you to preview information about servers, device groups, patches,
and patch policies selected in the Content pane without having to open a new window.

You can use the Details pane to perform the following actions:

+ Preview information about a server, device group, patch, or patch policy. To do so,
select it in the Content pane.
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area, choose a view from the View drop-down list.

+ Deactivate the Details pane. To do so, from the View menu, select Details Pane »

Minimize.

For example, if you are viewing Windows 2003 patches from the Library, you can select a
patch in the Content pane and see information about the patch in the Details pane. This is

shown in Figure 3-8.

Figure 3-8: Main Application Windows Showing Patch Properties Information in the Preview Pane
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To view other types of information about the selected patch, from the View drop-down list,

choose a view.
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Details Pane Show Filter
Some features displayed in the Details pane allow you to further filter the feature. Using

the Show drop-down list, you can choose different views of the feature.

For example, if you are viewing all of the servers that the patch policy is attached to, in the
Details pane, you can filter either Servers with Policies Attached or Servers with Policies
Not Attached, as shown in Figure 3-9.

Figure 3-9: Details Pane Show Drop-down List
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Status Bar

At the bottom of the SAS Client Application window, the status bar provides the following
information:

+ Informational text (left hand side) about the selected object

« A progress bar that shows progress on retrieving information from the core

The user ID
» The current Opsware SAS time

Figure 3-10: SAS Client Status Bar
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SAS Client Search

In the SAS Client, you can search for any information about your operational environment
that is available in Opsware SAS using the SAS Client Search feature. The Search feature
enables you to search for Application Configuration, Application Configuration Template,
Audit, Device Group, Folder, Job, Patch, Patch Policy, Server, Snapshot Result, Software,
and Software Policy.

The SAS Client Search feature enables you to perform the following actions:

» Perform a simple search by using keywords.
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« Perform an advanced search by creating search queries.
+ Save a search query.

« Perform actions on search results.

» Email search results.

+ Print search results.

+ Customize search results formatting.

You cannot search for Custom Fields on servers using the SAS Client Search feature. To
search for Custom Fields on servers, use Server Search in the SAS Web Client. See
“Server Search” in Opsware® SAS User’'s Guide: Server Automation for more information.

Performing a Simple Search

In the SAS Client, a simple search enables you to search for items by entering a keyword
in the search text field. When you enter a keyword or text, simple search carries out a
“contains” operator search on the entered text.

The search operation returns only items on which you have at least read permissions. To
perform an action on an item, you must have write permission on that item.

To carry out a simple search, perform the following steps:

El From the Navigation pane, select Search.

H To display Search in the Navigation pane, select Search Pane from the View menu.
From the drop-down list, select the item you want to search as shown in Figure 3-11.

Figure 3-11: Simple Search in the SAS Client
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Bl Enter the search text in the text field. The SAS Client search feature does not support
a wildcard search and the search is not case sensitive.

Click to search. The search results appear in the Content pane.

(Optional) Click on any column heading to sort the search results. You can also
change the order of the columns by dragging the column heading and dropping it
into the desired location.

(Optional) Click Save to save your search query. The Save Search window appears.
Enter the name of the search and click Save. The name of the saved search cannot
be more than 64 characters. See “Creating a Device Group Groups Using Search” on
page 167 in Chapter 5 for information about saving a search query as a device
group.

B (Optional) Click Export to export search results. The Export Results window appears.
Enter the location, the file name and the file type and then click Export Results.

El (Optional) After you export the search results, you can email the search results by
attaching the exported file to the email. You can also print the search results by
printing the exported file from an application that supports .csv or .html files.

EIJ (Optional) To perform an action on the search results, select an item from the
Content pane and then from the Actions menu, select the appropriate action.

Performing an Advanced Search

In the SAS Client, an Advanced search enables you to create complex queries on search
items. In a search query, you can specify up to five rules a