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Conventions

The following typographical conventions are used in this manual.

Font What the Font Represents Example
Italic For book or manual titles, and for Refer to the OVW Developer’s Guide.
manpage names.
To provide emphasis. You nust follow these steps.
To specify a variable that you must At the prompt type: rl ogi n
supply when entering a command. your _nane where you supply your
login name.
Bold For glossary terms. The distinguishing attribute of
this class...
Conput er Text and items on the computer The Root map window ...
screen. The system replies: Press Enter
Command names Use the gr ep command ...
File and directory names. [usr/bin/X11
Process names. Check to see if pmd is running.
Window/dialog box names In the | P | nt er net map window...
Conput er Text that you must enter. At the prompt, type: ovst at us.
Bol d
Keycap Keyboard keys. Press Return.
[ Butt on] Buttons on the user interface. Click [ NET] . Click on the [ Appl y]
button.
Menu A menu name followed by a colon (:) Select Edi t: Fi nd->(bj ects by
I tens means that you select the menu, Conment

then the item. When the item is
followed by an arrow (- >), a
cascading menu follows.
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Technical Support
and Training

Documentation
Feedback

Contact Information

Technical support and training information can be found on the HP
OpenView World Wide Web site at:

htt p: // openvi ew. hp. conl

Your comments on and suggestions for the documentation help us
understand your needs and better meet them.

You can provide feedback about documentation:
e viae-mail to: ovdoc@ c. hp. com or

= viathe HP documentation site at: ht t p: / / ww. docs. hp. com

If you encounter serious errors in the documentation that impair your

ability to use the product, please contact the HP Response Center or your

support representative so that your feedback can be entered into
CHARTS (the HP Change Request Tracking System).
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Introduction
What This Manual Covers

What This Manual Covers

This manual covers several areas of SIP deployment. It will guide you
through the following tasks:

1. Learning about SIP’s Configuration Files.
2. Implementing a supplied or custom authentication provider.

3. Implementing a customer model—a mapping of customers to their
resources.

4. Learning about SIP’s customer data filtering approach.

5. Deciding on an approach to portal development and deployment that
suits your needs.

6. Designing a custom look and feel to your portals.
7. Integrating your own applications and data.

8. Deploying your customer portals.
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Table 1-1

Introduction
Getting Additional Documentation

Getting Additional Documentation

Both printable and online documentation is available. The table below
lists printable documents available to you after SIP 2.0 is installed. All
document files are stored in product directories under the following
directory:

Windows NT/2000: <i nstal | _di r>\ ht docs\ CQ nanual s\
UNIX: / opt / OV/ SI P/ ht docs/ T nanual s/

HP OpenView Service Information Portal 2.0 Documentation

Document Title Filename

Getting Started Getting_Started. pdf

Administrator Guide Adm ni strat or_Qui de. pdf

Configuring NNM Confi guri ng_NN\M pdf

Presenting NNM Data | Presenti ng_NN\M Dat a. pdf

Configuring Confi guring_VPN pdf
VantagePoint

Navigator

Presenting Presenti ng_VPN Dat a. pdf

VantagePoint
Navigator Data

Configuring VP-1Sand | Gonfi guri ng_and_Presenting_VPI S. pdf
Presenting Data

Online help is available when you need instruction on the SIP user
interface and how to use it. The list of help topics available from the

[Hel p] button on the main portal page differs depending upon the editing
permissions—ViewAdmin, UserPreferences, or ReadOnly—assigned to
the current role.

Below are sample screens that point out the various online help options.
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Getting Additional Documentation

Figure 1-1 Online Help Available from the Main Portal Page

22, 2001 9:42.06 AN OptionsF | Logout=Y | Help*? 1

Message Board 2= 2

Welcome to Lemeric Net
Your Gateway to the Internet World

Tour portal 13 under construction by your service provider. The data presented on
this page 15 a demo. Contact your service provider to find out when vour
custotnized portal will be avalable.

Problem detected on Web Server "warp 1. gennet com”
We are i the process of fiming it It i3 anticipated that the
server will be runting again normally within 5 min.

1 - The [ Hel p] button displays help on performing tasks with the user
interface. The list of displayed help topics differs depending upon the
editing permissions—ViewAdmin, UserPreferences, or
ReadOnly—assigned to the current role. The tasks described do not
include module-specific information.

2 - The [ ?] button on a module titlebar displays module help. These
topics describe the module and data being displayed and are targeted to
your end customers. A help topic for each module is provided by default
with the SIP, but you can write your own help topic for a module and
override the default topic.
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Getting Additional Documentation

Figure 1-2 Online Help Available from the Options Page

Tser Orptions 3

Dﬂph.ﬂ-hmn:n

Elane | Bdlliard s -

4
F.I:nt!hE'aaaqur.L Hour !— B

SnuWIH.-apthanﬂ Tas *l
Ekorar D.:tu"l‘ﬂurl ‘@5 vl

Tah Setmngs

Defull Tab|Dema =

Current Tabs:| Ciama
Hetsark

1§

m Resat selaciong |Ca.r|-:=a||

3-The User Opti ons section and [ ?] button are visible when the
editing permissions level is set to UserPreferences or ViewAdmin for the
current role. If a user has ReadOnly permissions, the [ Qoti ons] button
and page are not viewable.

4 -ThePortal Qptions and Tab Settings sections and associated [ ?]
buttons are only visible when the editing permissions level is set to
ViewAdmin for the current role.
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Figure 1-3 Online Help Available from Module Edit Pages

Message Hoard - Edat
= Celect All
™ Chosi firoen Ler

Aoralable Meszage: Dnsplayed Messages

cergre]

k| Cancel | Help [|—— 5

5-The [ Hel p] button on module Edit pages displays help on performing
module editing tasks through the user interface.
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Internationalization (I18N) and SIP
118N Model for Service Information Portal

118N Model for Service Information Portal

Service Information Portal uses UTF-8 when communicating with the
web browser and interpreting data in XML files. When getting data from
management stations, SIP converts from the native codeset (such as
ShiftJIS) used by the management station to Unicode.

Figure 2-1 118N Model

Management Station

Web Browser SIP

Native Codeset

UTF-8 Unicode (e.g., ISO 8859-1,
Japanese Shift-JIS)

UTF-8

XML Files
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What You Can Expect From SIP

Service Information Portal:

Installs under any language on any language system (such as
Japanese NT).

Uses locale-specific formats for date and time.

Does locale-specific string comparison.

Supports one Web browser codeset—UTF-8.

Displays localized data from NNM (map data), Customer Views
(customer names), VPIS, and VPN.

Supports non-ASCII string data specific to SIP as long as it is in the
UTF-8 codeset. This includes:

Module titles specified in the module registration XML files and
the portal view files

Tab names

User and role display names

Network Device Health gauge titles

Alarm category names

Generic module output data

Message Board message text

Bookmark link names

Customer names in the “simple customer model” XML file

Help files

Supports ASCII string data only for:

File and directory names
Login names
URLs
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Limitations

= SIP is not localized to a specific language (such as Japanese), hence,
different strings are not displayed based on the locale; however, SIP
can display non-ASCII data.

= SIP does not ship the Java converters necessary to convert
non-UTF-8 codeset data into UTF-8 codeset. SIP assumes that these
will be part of the JRE on each platform.

= SIP has only been tested in a “mono-lingual” environment where all
management servers were in the same locale.
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NOTE

Running SIP in Non-English Language Mode

Following are required configuration tasks that help you prepare to run
SIP on a system and browser that have been configured to operate in
non-English language mode.

Configuring the Browser Settings

SIP supports display of characters in UTF-8 code set to the Web browser.
Make sure your web browser is either in the "Auto-Select” or "UTF-8"
modes to ensure that the data is properly displayed.

If the Web browser has "Auto-Select" enabled for Encodings, the UTF-8
data should be displayed correctly through the portal. If not, you will
need to set the browser's Encoding to "Unicode (UTF-8)".

Configuring XML Files Used By SIP

If non-ASCII characters are added to XML, XSL, or JSP files, you must
preserve the UTF-8 codeset for these characters.

The Microsoft Windows 2000 Notepad editor allows files to be saved in
UTF-8 code set. Microsoft Windows NT does not supply an editor that
can edit UTF-8 code set. On many UNIX platforms, the i conv command
can be used to translate from ShiftJIS (or any other code set) into UTF-8

to make editing in a non-UTF-8 code set simpler.

Configuring SIP to Access NNM Data

Completion of the following configuration tasks allows SIP to access
non-ASCII data from NNM. These instructions assume that you have
completed the steps in the Confi guri ng_NN\M pdf file and the
Presenting_ NNM_Data.pdf.

Configuring the Topology Module to Access Non-English NNM
Data

If an NNM management station (from which the NNM Topology Map
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module gathers information) is running in a language that uses
non-ASCII characters, the encodi ng attribute in the nnConf i g. xm file
(on the SIP server) must specify the code set for the JDK Converter to
use. If no code set is configured, no conversion is done.

NNM map data is translated into UTF-8 characters by the portal.

The Java JDK Converter 1.1 can be configured on a
per-NNM-management-station basis to determine how to interpret the
incoming code set.

1.

On the NNM management station, open the following file:
Windows NT/2000: <NNM i nst al | _di r >\ ww\ conf\ | ocal es. j conv
UNIX: /etc/opt/OV/share/wwwi/conf/locales.jconv

This file contains a table of JDK Converter 1.1 values for all
languages.

Locate the appropriate value for the NNM management station. Find
the OS locale in which NNM is running (for example on Windows NT,
"Japanese_Japan.932") and the corresponding JDK 1.1 Converter (for
example, "SJIS"). In this case, in the next step, you would enter:

encodi ng=SJI S

2. On the SIP server, open the following file and enter the appropriate
encodi ng attribute for the NNVBSt at i on element. See the
nnConf i g. dt d file if you need more information:
Windows NT/2000:
<i nstal | _dir>\conf\share\ nodul es\ NM nnConfi g. xm
UNIX: / et c/ opt/ OV SI P/ conf/ shar e/ nodul es/ NM nnConf i g. xm
3. After changing the nnConf i g. xm file, you must stop and restart the
servlet engine before changes take effect:
WindowsNT/2000:
From the Control Panel , select Ser vi ces. Stop and then restart
Tontat . Alternatively, you can use the command line: net st op
tontat and net start tontat.
UNIX:
As r oot , stop and restart the web server and servlet engine by
running the following. (The DI SPLAY variable must be configured
prior to restarting the webserver and servlet engine.)
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Stop on HP-UX: /sbin/init.d/ ovsip stop
Start on HP-UX:/sbin/init.d/ ovsip start

Stop on Solaris: /etc/init.d/ ovsip stop
Start on Solaris: /etc/init.d/ ovsip start

4. To make the localized submap information visible in your portal
views:

a. Inthe SIP portal, open each Por t al Vi ew. xmi file that you have
created.

b. Access one instance of the NNM Topology Map module.
¢. Click on the edit button to display the submap selection dialog.

d. Follow the directions for selecting submaps (click [ Hel p] for more
information or see the Presenti ng_NNM Dat a. pdf file).

You will now see the localized submap names in the list. Select the
ones that you want.

e. Repeat this procedure until you have modified all NNM Topology
Map module instances in all Port al Vi ew. xnm files.

If desired, update the information in the default NNM Topology
Map module as well (OvDef aul t Topol ogy. xm ).

Configuring the Alarms Module to Access Non-English NNM
Data

Within each SIP alarm category definition file (NTAl ar nCat . xni ), the
NN\VBaseCat egor y attribute must exactly match NNM’s alarm category
strings in the tr apd. conf file. Therefore, if an NNM management
station (from which the NNM Alarms module gathers information) is
running in a language that uses non-ASCII characters, you must provide
a set of NmAl ar nCat . xni files for the localized alarm categories.

SIP requires that the non-ASCII characters be in the UTF-8 code set.
NNM, itself, uses the traditional OS code set (for example, Shift-JIS,
EUC, or I1SO 88591) and does not support UTF-8 nor Unicode code sets.

You can copy the NNM alarm category strings from NNM'’s t r apd. conf
file and paste them into the desired NAl ar nCat . xm files, provided you
follow these directions to ensure that the NmAl ar nCat . xm files are saved
in UTF-8 code set.
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NOTE If you are displaying alarms in SIP from NNM management stations
running in multiple languages, you need to provide multiple sets of the
NMAl ar nCat . xm files. If all the NNM management stations providing
information to SIP run under the same language, you only need one set
of NmAl ar nCat . xni files.

1. Open the following two files in an editor that is running under the
code set that is in use on the NNM management station and is
capable of converting or saving a file in UTF-8 code set (if you are
trying to access alarms from an NNM management station running
in Japanese Shift-JIS, see “Contrib version of the standard NNM
alarm categories in Shift-JIS” on page 34):

= On the NNM management station:

— Windows NT/2000:
<NNM_i nstal | _di r>\ conf\ $LANG t r apd. conf

— UNIX:/etc/opt/ OV/ sharel/ conf/ $LANG t r apd. conf

= On the SIP server, open the NmAl ar mCat . xm file you wish to
modify:

— Windows NT/2000:
<SIP_install _dir>\conf\share\nodul es\al ar ns\ *

— UNIX:
[ et c/ opt/ OV/I SI P/ conf/ shar e/ nodul es/ al arns/ *

TIP UNIX: vi is capable of opening a file in any code set. After editing a
file using vi (in a code set other than UTF-8), UNIX has a command
called i conv that converts most code sets into UTF-8.

Windows 2000: Notepad runs under various language settings by
changing Windows 2000’s Regional Options, Locale setting. Notepad
provides a save- as to the UTF-8 code set.

Windows NT: No known tools to accomplish this task.

2. Inthetrapd. conf file, locate the CATEGORY settings, for example:
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CATEGCORY 2 "Error Al arnms" "LOCALI ZED STRI NG FOR-Error Al arns"

CATEGORY 3 "Threshol d Al arns" "LOCALI ZED- STRI NG FOR- Threshol d Al ar ns"
CATEGORY 4 "Status Alarns" "LOCALI ZED- STRI NG FOR- St at us Al arns"

CATEGCRY 5 "Configuration Al arms" "LOCALI ZED- STRI NG FOR- Confi guration Al arns”
CATEGCRY 6 "Application Alert Al arns" "LOCALI ZED- STRI NG FOR- Appl Alert Al arns”

3. Copy the string from the second set of quotes, and paste it into the
NNMVBaseCat egor y attribute in the NmAl ar mCat . xm file. For
example:

<?xm version="1.0" encoding="utf-8 standal one=' no’ ?>
<! DOCTYPE Al ar nCat egor yDef SYSTEM " NnmAl ar nCat . dt d" >

<Al ar mCat egoryDef DisplayTitle="Error Al arns"
NNMVBaseCat egor y="LOCALI ZED- STRI NG FOR- Error Al arns" >
<Severities critical ="1"
maj or =" 1"
m nor="1"
war ni ng="1"
nor mal =" 1"/ >
<Acknow edgenment acknow edged="1"
unacknow edged="1"/>
</ Al ar ntCat egor yDef >

4. If you want the SIP alarm category title to be localized as well, modify
the Di spl ayTi t| e string in the same manner.

5. Save or convert the NmAl ar nCat . xm file in the UTF-8 code set.
Place it in the same directory as the other NmAl ar nCat . xri files.

6. Open the NmAl ar nCat sl ndex. xm file and add your new
NmAl ar mCat . xml file name to the list.

7. After making changes in the . ./ conf/ shar e/ nodul es/ al ar ns
directory, you must stop and restart the SIP servlet engine before
changes take effect:

WindowsNT/2000:

From the Control Panel , select Ser vi ces. Stop and then restart
Tontat . Alternatively, you can use the command line: net st op
tontat and net start tontat.

UNIX:

As r oot , stop and restart the web server and servlet engine by
running the following. (The DI SPLAY variable must be configured
prior to restarting the webserver and servlet engine.)
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Stop on HP-UX: /sbin/init.d/ ovsip stop
Start on HP-UX:/sbin/init.d/ ovsip start

Stop on Solaris: /etc/init.d/ ovsip stop
Start on Solaris: /etc/init.d/ ovsip start

8. You must now open any Port al Vi ew. xm files and the default
Topology module (OvDef aul t Topol ogy. xml ) file and edit the
Alarms module instances to point to the new localized alarm category
names.

Contrib version of the standard NNM alarm categories in
Shift-JIS A set of NmAl ar nCat . xml files already set up with the
standard NNM alarm categories is provided in the Sl P/ contri b
directory. You will also find a file named NmAl ar nCat sl ndex-j a. xm
from which you can copy and paste the new alarm categories into your
NMAl ar mCat sl ndex. xm file. Follow the directions in the previous section

to use these files.

Configuring SIP to Access Customer Views Data

The supported method for setting the locale used by get cvdat a. exe,
which returns Customer Views data, is to pass it through CGI
parameters: Accept Lang=<web_| ocal e>&Devel oper

Both “Accept Lang” and “Devel oper ” need to be set. If “Devel oper” is not
set, the “Accept Lang” value will not be used. The value of Accept Lang is
a Web locale. This is translated into an OS locale on the NNM server
using the NNM locale mapping table in:

.../ ww\/ conf /| ocal es. nmappi ng.

Here is an example invocation of getcvdata.exe in

.../ conf/framewor k/ O/Port al Config. xm.On HP-UX 11, the
Accept Lang value of, for example, “j a” would translate into the locale
“j a_JP. SJI S” using the default | ocal es. mappi ng file:

<Cust oner Model Sour ces>
<Cust oner Model href="http://host/ OvCgi/ get cvdat a. exe?Accept Lang=j a&Devel oper"/ >

</ Cust oner Model Sour ces>
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SIP Distribution Model

The SIP distribution model is a three-tiered model:
< \Web Browser Tier
= Application Server Tier

= Management Server Tier

Figure 3-1 SIP Three-Tiered Distribution Model
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The web browser to SIP server communication can go through a firewall
and only requires HTTP or HTTPS.

The SIP server to management server communication can also go
through a firewall. The ports that need to be opened through the firewall
depend on the specific management products used. Figure 3-2 on page 37
shows a distribution model for firewalls.

36 Chapter 3



Deploying SIP in a Distributed Environment
SIP Distribution Model

Figure 3-2 Distribution Model (Firewalls)
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Distributed and Shared Configuration Files

Multiple SIP servers can share portal configuration, using HTTP or
HTTPS to distribute and share SIP configuration. This makes it easier to
maintain multiple SIP servers, because configuration changes only need
to be made in one place instead of on each SIP server. The SIP
configuration server can be in the DMZ or behind another firewall.

Service Information Portal provides a mechanism for configuring remote
access to these configuration files through the Sl PPat h. properti es file.
User roles, user preferences, portal views, and module configuration files
can be shared or distributed across the network.

The only entries in Sl PPat h. properti es that can be configured for
remote access via HTTP or HTTPS are SI P_SHARE CONF_DI Rand

SI P_PASSWD FI LE. The other directories must be local directories on the
SIP server.

For more information on the Sl PPat h. properti es file, see “Distributed
and Shared Configuration Files” on page 52.

The S| PPat h. properti es file is located in the following directory:

Windows NT/2000:
<i nstal | _di r>\webapps\ ovportal\ Sl PPat h. properties
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UNIX: / opt / OV SI P/ webapps/ ovportal / SI PPat h. properties

Scalability Through Multiple Shared Servers

Scalability can be achieved through the use of multiple SIP servers. This
can be done using a Web server load balancer that supports web session
affinity. In this type of configuration, you will likely want to use shared
SIP configuration to make it easier to manage the environment.

Distribution Model (Shared Configuration)
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Whitepaper on Setting Up SIP in a Distributed
Environment

For a whitepaper on "Configuring Service Information Portal (SIP) to
Work Within a Distributed Secure Environment,” refer to
htt p: / / ww. openvi ew. hp. com
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What You Need to Know About SIP
Configuration Files and XML

SIP uses XML as the means of storing and retrieving all configuration
information. XML is used to represent configuration data on the Service
Information Portal server. The key thing to know is that XML is not
being sent to the web browser over the wire. It is being used to store
configuration files on the file system.

This chapter describes XML in general terms, and explains how HP
OpenView Service Information Portal uses it for various types of
configuration information.

The following sections give you a general understanding of XML. If you
are already familiar with XML and do not need an overview, go to “Use of
XML for SIP Configuration Files” on page 45.

40 Chapter 4



Understanding SIP Configuration Files and XML
Overview of XML

Overview of XML

XML refers to eXtensible Markup Language, which is a language for
creating vocabularies (or markup languages) to describe any kind of data
that you want to structure.

XML is similar to HTML in that it uses tagged elements. However,
HTML allows you to describe presentation—the way that text appears
when displayed in a web browser—while XML allows you to describe the
semantic meaning of data.

Therefore, XML is an enabling technology for creating vocabularies that
represent data that you can easily share with others. A significant
number of XML vocabularies are being written and used today, such as
domain-specific markup languages for Math, Music, and Chemistry. New
technologies are being developed that understand the structure of XML
vocabularies in order to operate on the data.

XML is human readable yet structured enough that programs can read,
parse, and use it. XML is an open standard, meaning that it is not owned
by any particular company. There are many implementations of XML
parsers and supporting tools.

= XML is a language for creating your own markup languages that
share the same basic structure. It is a “meta-markup language.”

= XML allows you to create vocabularies (or markup languages) that
are syntactically very similar to HTML.

= XML vocabularies are self-describing in that they allow others to
easily understand the structure of your data.

= XML is an open standard of the World Wide Web Consortium. Visit
the W3C site for more information: htt p: / / www. W3. or g/

Why Use XML?

< XML allows you to separate the data from how it is presented.

— XML markup describes a document’s structure and meaning, not
how it is formatted or displayed.

= You can use a variety of techniques to process a specific XML
vocabulary and yield HTML to be displayed.
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= You can transmit XML in the same way as HTML (i.e. via HTTP) to
share data (although SIP does not use XML in this way).

= XML defines the data, its syntax and structure, not the presentation
of the data. Implicit in the tags is the meaning of the documents.

< XML is a web technology; like HTML, communication occurs over
HTTP (although, again, SIP does not use XML in this way).

Sample XML Vocabulary to Describe Book Inventory

XML is a technology for creating languages or vocabularies to easily
represent specific kinds of data. Below is an example of an XML
document that describes book inventory data.

<?xm version="1.0"?>
<BookCat al og>
<Book cat egory="ref erence" >
<Aut hor> N gel Rees</ Aut hor>
<Titl e>Sayi ngs of the Century</Title>
<Price>8.95</ Pri ce>
</ Book>
<Book category="fiction">
<Aut hor >Evel yn Waugh</ Aut hor >
<Titl e>Sword of Honour</Title>
<Price>12. 99</ Pri ce>
</ Book>
</ BookCat al og>

Document Type Definitions (DTDs)

DTDs describe the syntax for a language. An XML parser looks at the
DTD and applies it to the XML that is associated with the DTD to make
sure the XML conforms to it. Unlike HTML, XML is very strict about
enforcing valid syntax.

= Formal and precise definition of an XML vocabulary (or markup
language)

« Can be used by an XML parser to validate that an XML document is
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not only well-formed XML but also follows the syntactic rules of the
vocabulary.

< DTD is not XML. Instead it is extended BNF (Backus-Naur Form, or
EBNF).

DTD for Book Inventory XML Vocabulary
<! ELEMENT BookCat al og ( Book*) >
<! ELEMENT Book (Author,Title,Price)>
<! ATTLI ST Book
cat egory CDATA #REQU RED >
< ELEMENT Aut hor (#PCDATA) >
< ELEMENT Title (#PCDATA) >
<I ELEMENT Price (#PCDATA) >

Book Inventory XML Document That References DTD

Referring to the second line of the XML below, note the way that DTDs
are referenced from the XML document.

<?xm version="1.0"?>
<! DOCTYPE BookCat al og SYSTEM " BookCat al og. dt d" >
<BookCat al og>
<Book cat egory="reference">
<Aut hor > Ni gel Rees</ Aut hor >
<Titl e>Sayi ngs of the Century</Title>
<Price>8.95</ Price>
</ Book>
<Book category="fiction">
<Aut hor >Evel yn Waugh</ Aut hor >
<Titl e>Sword of Honour</Title>
<Price>12.99</Price>
</ Book>

</ BookCat al og>
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How Is XML Data Processed?

Two standard mechanisms can be used to process XML data: DOM and
SAX.

< DOM (Document Object Model): a tree-based representation of an
XML document created by an XML parser.

e SAX (Simple API for XML): Event-driven API provided by XML
parser that notifies you as it processes the XML.
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Use of XML for SIP Configuration Files

SIP configuration files can be categorized according to nine configuration
types. Table 4-1 lists the types of configurations and the associated file or
directory.

You can also understand the configuration files from a visual standpoint
by looking at the SIP directory structure diagrams. To view the
diagrams, you have two options:

= Log into SIP as “admin” and switch to the “Welcome” role. There you
will find tabs for W ndows Directories and UNI X Directories.
Each tab contains several diagrams.

= Alternatively, view the following GIF files:

Windows NT/2000:

<install _dir>\ htdocs\C hel p\SI P\:
NTst ruct ureSl P2a. gi f

NTst ruct ureSl P2b. gi f

NTstruct ureSl P2c. gi f

UNIX: /opt/ OV SI P/ ht docs/ T hel p/ SI P/ :
UXst ruct ureSl P2a. gi f
UXst ruct ureSl P2b. gi f
UXstruct ureSl P2c. gi f
UXst ruct ureSl P2d. gi f
UXst ruct ureSl P2e. gi f

XML Configuration Files in SIP 2.0

Configuration
Type

File or Directory

Portal
configuration

Windows NT/2000:
<install _dir>\conf\framework\O/Portal Config. xn

UNIX: / et c/ opt/ OV SI P/ conf/framewor k/ O/Port al Confi g. xm

Module
registration

Windows NT/2000: <install _dir>\ Sl P\registration\
UNIX: /etc/opt/ OV SI P/ registration/

Module
configuration

Windows NT/2000: <i nst al | _di r>\ conf\ shar e\ nodul es\
UNIX: / et c/ opt / OV SI P/ conf/ shar e/ nodul es/
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XML Configuration Files in SIP 2.0

Configuration
Type

File or Directory

LDAP
authentication
configuration

Windows NT/2000:
<i nstall _dir>\conf\share\authentication\LDAP\ LDAP. xm

UNIX:
[ etc/opt/ OV Sl P/ conf/shar e/ aut hent i cati on/ LDAP/ LDAP. xm

Customer model
configuration

Windows NT/2000: <i nst al | _di r>\ conf\ shar e\ or gani zat i ons\
UNIX: / et c/ opt/ OV SI P/ conf/ shar e/ or gani zat i ons/

User/Role
configuration

Windows NT/2000: <i nstal | _di r>\ conf\share\rol es\
UNIX: /etc/opt/ OV SI P/ conf/share/rol es/

Portal view
configuration

Windows NT/2000: <i nst al | _di r>\ conf\ shar e\ vi ews\
UNIX: /et c/ opt/ OV SI P/ conf/ shar e/ vi ews/

User preferences
configuration

Windows NT/2000: <i nst al | _di r>\ conf\ shar e\ user s\
UNIX: /et c/ opt/ OV SI P/ conf/ share/ users/

Portal Configuration

The Portal Configuration file—OVvPor t al Conf i g. xm —holds global
settings that apply to all customer portals. (Note, however, that the

portal header, portal footer, and help topic can be overridden at the portal

view level.) Here are the configurations stored in the
OvPor t al Confi g. xm file:

= Tracing level

< Names of the portal header and portal footer JSPs
= Authentication provider configuration

= List of available ‘skins’

= List of available refresh rates

e Customer model data sources

Module Registration

Module registration files indicate to the SIP foundation what capabilities

46
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the module provides. Essentially, the registration file defines such
information as a unique ID for the module, a reference to the servlet, the
module’s associated default help file, and the module’s capabilities.

Module Configuration

Module configuration files are general and global configurations that are
associated with a module and stored in an XML file as a convenient way
to specify the configuration. They are like any other configuration files,
but they happen to be XML.

LDAP Authentication Configuration

If you decide to use the LDAP authentication provider, you need to
configure the LDAP configuration file supplied with SIP. In this
configuration file, you specify the LDAP server and port, as well as other
LDAP-specific information.

Customer Model Configuration

The Customer Model configuration is an XML file formatted according to
the Si npl eQust oner Model . dt d. The file is a mapping of customers to
resources, where resources are the customers’ associated hosts,
interfaces, and services.

User/Role Configuration

The user/role configuration defines all valid portal users and associates
each user with at least one role. Roles are also defined in the user/role
configuration. A role defines what a user can see and do through the
portal at a particular point in time.

Portal View Configuration

A portal view configuration is a configured set of modules and how they

appear on tabs. It is also a configured set of portal view attributes, such

as name in the welcome banner, portal color scheme, refresh rate, default
tab, portal header, and portal footer, and others.

Portal view configurations can be based upon fourteen DTDs; however,
you can think of them as one extended language that describes the portal
view configuration file and is split into multiple DTDs for modularity
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purposes:

e The overall DTD—Por t al Vi ew. dt d—defines the overall structure
of the portal page.

e Thefilter.dtd describes the filtering elements.

= The remaining twelve DTDs are specific to each module that is
configured in the portal view file: For example, OVAl ar ns. dt d,
OvBookmar ks. dt d, OVGeneri c. dt d, etc.

Sample View Files — “Canned” view files provide a starting point
for the creation of new portal view files. Seven sample portal view
files are provided with SIP.

User Preferences Configuration

Users who are associated with a role that has the editing permissions
level set to “UserPreferences” or “ViewAdmin” can customize the name
that appears in the portal welcome banner and the color scheme in which
the portal is displayed. Because these two attributes are set in the portal
view file which can be used by multiple users, when a user makes a
change to one or both of these attributes, a user preferences
configuration is created for the user and named for the user’s login.

Changes made to User pti ons are stored as | ogi n. xm in the User
Preferences directory.
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Refresh Model for SIP Configuration and Data

Files

Depending upon the type of configuration or data file, changes to those

files take effect in different ways:

= Some changes take effect when you access the information by

displaying or refreshing the portal page.

= Some changes take effect on a scheduled, periodic basis, based on a
configurable timer that determines the refresh rate for the

information.

= Some changes take effect when you perform an administrative action,

such as a command, that forces information to be refreshed.

= Some changes take effect when you restart the servlet engine.

Certain data is loaded when the Portal servlet is first initialized and

is not refreshed unless the servlet engine is stopped and restarted.

Table 4-2 Refresh Model for SIP Configuration and Data Files
Refresh Configuration or Data How to Refresh the Data or File
Method

Password file
LDAP authentication data
Portal views
User preferences
Access Alarms data Display or refresh the portal page.

Topology data

VantagePoint Navigator
data

XSL style sheets

Java Server Pages ( except
for common. j sp)
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Table 4-2 Refresh Model for SIP Configuration and Data Files
Refresh Configuration or Data How to Refresh the Data or File
Method

Customer Model Changes to the Customer Model take effect

on a periodic basis, depending upon the
value of the ti meout attribute in the
OvPort al Config. xn file.

Data Collector data The data used by the NNM health gauges is
gathered by NNM according to the schedule
(in minutes) specified in the

r awbDat aRef r esh attribute in the

Periodic net Heal t hConfi g. xm file. The NNM data
collection configuration, itself, is updated to
match current SIP requirements by manual
command line entry (ovcol aut oconf) or
according to a schedule set up by the
administrator

Symbol registration If changes are made within NNM to the
information “Symbol Type” assigned to particular
devices, SIP receives the changes according
to the schedule established by the

synbol Fet chRat el nM n attribute in the

t opol ogyConfi g. xni file.

User/Role Model Changes to the User-Role Model take effect

after you rebuild the roles database using
the following command:

Force
Windows NT/2000:

install _dir\bin\create role db
UNIX: opt/ OV SI P/ bin/create_rol e_db
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Table 4-2 Refresh Model for SIP Configuration and Data Files
Refresh Configuration or Data How to Refresh the Data or File
Method

Portal configuration Stop and restart the servlet engine.

Module registration WindowsNT/2000:

Module configuration From the Control Panel, select Servi ces.

g Stop and then restart Tontat . Alternatively,

Restart Authentication provider you can use the command line: net st op

configuration

LDAP authentication
configuration

SIP Path Properties

common.jsp

tontat and net start tontat.

UNIX:

As r oot , stop and restart the web server
and servlet engine by running the following.
(The D SPLAY variable must be configured
prior to restarting the webserver and
servlet engine.)

Stop on HP-UX: /sbin/init.d/ ovsip stop
Start on HP-UX: /sbin/init.d/ ovsip
start

Stop on Solaris: /etc/init.d/ ovsip stop
Start on Solaris: /etc/init.d/ ovsip
start
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Distributed and Shared Configuration Files

Service Information Portal provides support for distributed and shared
configuration files. User roles, user preferences, portal views, and
module configuration files can be shared or distributed across a network.

1. Using an ASCII editor, open the following file:

Windows NT/2000:
<i nstal | _dir>\webapps\ovportal\ S| PPat h. properties

UNIX: / opt / OV SI P/ webapps/ ovportal / Sl PPat h. properties

2. Set SI P_SHARE CONF_DI Rto a URL or shared file system path where
you have installed your shared SIP configuration. The path should
contain the equivalent of / et ¢/ opt / O/ SI P/ conf/ shar e/ in a local
SIP configuration.

URL Example

S| P_SHARE_CONF_DI R=ht t p: // <Your Ser ver . Your Conpany. con®/ OvShar eDocs/

You must configure the web server with an appropriate alias for
/ QvShar eDocs/ . For example, you would configure an apache web server
by adding a line like the following to ht t pd. conf:

Aias /OvShareDocs/ /etc/opt/ OV Sl Pl conf/share

HTTPS URL Example

SI P_SHARE_CONF_DI R=ht t ps:// <Your Ser ver . Your Conpany. con®/ OvShar eDocs/

You can also serve shared configuration from a secure web server. In
order for this to work, you must configure a Java SSL implementation
like JSSE on the SIP client systems. For documentation of how to install
JSSE, see “Installing JSSE or Equivalent” on page 77.

UNIX Shared File Path Example

SI P_SHARE CONF_DI R=/ net/ Your Server/ OQvShar eDocs

Clients must be UNIX systems. You can configure this using the NFS
automounter on the client system and exportfs(1M) on a HP-UX server
or share(1M) on a Solaris server.

52 Chapter 4



Understanding SIP Configuration Files and XML
Distributed and Shared Configuration Files

Figure 4-4 Windows Shared File Path Example

SI P_SHARE CONF_DI R=\\ Your Ser ver\ OvShar eDocs

In this case, you would share the folder on the server system, and the
SIP client, which must be Windows, would automatically access it over
the network. The server can also be a UNIX system, if you have NFS
installed on the Windows system.

NOTE The OvShar eDocs directory should contain the files that would otherwise
appear in the / shar e directory:

Windows NT/2000: <i nstal | _di r>\ conf\ shar e\
UNIX: /et c/ opt/ OV SI P/ conf/ share/
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Rules for Direct Editing of XML Files

= Make a backup before modifying XML files.
= Understand editing permissions on XML files.
= Validate the XML after you modify it.

= Be careful not to lose changes made through the GUI. This can
happen when you edit through the XML file and edit through the GUI
at the same time.

Backing Up XML Files

Make a backup of XML configuration files before you customize them. If
you edit the file and get incorrect XML syntax, you may want the ability

to revert to the previous version of the file.

Understanding Editing Permission on XML Files

When using the editing windows within the SIP portal, the web server
needs to have read/write permissions to the underlying files in order to
save your changes. The apache web server and SIP run as:

Solaris: user "nobody"
HP-UX: user " waww'

At runtime, unmask is set by the t ontat . sh script to 022, so files are
created mode 0644 and directories created mode 0755.

Therefore, at install time, SIP sets permissions and ownership for files to
node 0644 and directories to node 0755. If you add or change anything,
make sure directories are owned by the appropriate user specified above,
files set to mode 0644, and directories set to node 0755.

For t ontat to operate properly, the following directories and all files
underneath them need to have the correct permissions set (user as
specified above, files set to mode 0644, and directories are set to mode
0755):

< /opt/ OV SIP/toncat
(directory only, so tomcat can create the work directory when needed)
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e /opt/ OV Sl P/tontat/ conf
(directory only)

e /opt/ OV Sl P/tontat/ | ogs
(directory, all subdirectories, and all files)

< /opt/ OV Sl P/t ontat / webapps
(directory, all subdirectories, and all files)

e /opt/ OV SI P/tontat/ work
(directory, all subdirectories, and all files)

For SIP to operate properly, these directories and all . xm files (not. dtd
files) underneath them need to have the correct permissions set (user set
to anyone with editing permissions, files set to mode 0644, and
directories are set to mode 0755):

e /etc/opt/ OV SI Pl conf/share/organi zati ons
(directory, all subdirectories, and all .xml files)

e /etc/opt/ OV Sl P/ conf/share/users
(directory, all subdirectories, and all .xml files)

= /etc/opt/ OV Sl P/ conf/ shar e/ nodul es
(directory, all subdirectories, and all .xml files)

e /etc/opt/ OV Sl P/ conf/share/rol es
(directory, all subdirectories, and all .xml files)

e [etc/opt/ OV Sl P/ conf/sharelvi ens
(directory, all subdirectories, and all .xml files)

Validating XML Files

The Service Information Portal will detect and report an invalid XML
configuration file. However, after you make modifications to XML files,
you may want to validate your XML syntax.

Provided with SIP is the command xmni val i dat e, which checks whether
the XML file is both well-formed and valid. This command uses the same
XML parser as SIP, so if the file passes xm val i dat e, it will work with
SIP.

For the command to work from outside the bi n directory, add the
following to your PATH variable:

Windows NT/2000: %l P_HOME\ bi n
UNIX: /opt/ OV SI P/ bin
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The correct usage of the xn val i dat e command is:
xm val idate <xm fil enane>.

An XML file is “well-formed” if it conforms to a minimal set of rules
defined for all XML documents. It is “valid” if it conforms to the DTD
listed at the beginning of the XML file.

Sometimes an error reported by xni val i dat e may not clearly indicate
how to fix the problem. For example, a message like “Attribute ‘name’
must be declared for element type ‘XYZ', is an indication that the
attribute ‘name’ may have been misspelled.

As an alternative to xm val i dat e, you can find an XML validation tool
for Windows NT at www. xm spy. com

Avoiding Loss of Changes

If you are using the portal interface to change a configuration and
directly editing the XML configuration file at the same time, be careful
not to lose the changes made through the interface by writing out the file
over the interface changes.
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The SIP Security Model

The SIP security model is made up of authentication and authorization.

Authentication is the process by which a user identifies and validates
him/herself to the system. Authorization is the granting of access
privileges to an authenticated user that determines what the user can
see and do while logged into the system.

Authentication

SIP supplies several authentication providers from which you can
choose. Additionally, SIP lets you integrate a custom authentication
provider.

Information in the SIP “Administrator Guide,”
(Administrator_Guide.pdf) Chapter 6, “Configuring an Authentication
Provider,” on page 63, will help you determine the type of authentication
provider that best suits your needs, and explain exactly how to configure
an authentication provider.

Authorization

After a user is authenticated and considered a valid SIP user,
authorization ensures that the user sees only the data you want him to
see, and changes only the things you want her to change.

SIP uses an authorization model called the User-Role Model. Access
rights are associated with roles. A role defines what a user can see and
do through the portal at a particular point in time. By associating users
with roles and assigning to each role what you want users in that role to
be able to see and do, you achieve portal security.

All valid portal users are associated with at least one role. Users that are
associated with multiple roles can easily switch among them through a
drop-down list box in the interface.

A role consists of four parts:

e A portal view
A portal view is what is displayed by the portal to a user. It is a
configured set of modules and how they appear on tabs. It is also a
configured set of portal view attributes, such as name in the welcome
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banner, portal color scheme, refresh rate, default tab, portal header,
portal footer, and others. (Two of these attributes—the name in the
welcome banner and the color scheme—can be overridden by the user
if they have at least "UserPreferences” editing permissions.)

< An editing permissions level
Editing permission levels define the interactive editing operations
that a user can perform through the portal interface. Each level of
editing permissions includes all the operations defined by the
previous level and adds some additional operations. The three levels
are: ReadOnly, UserPreferences, and ViewAdmin. For an
explanations of each, see the SIP “Administrator Guide,”
(Administrator_Guide.pdf) “Choosing the Level of Edit Permissions
for a Role” on page 284.

< A set of management data
Management data refers to the information about services, nodes,
and interfaces that is displayed by management modules through the
portal. In the User-Role Model, you specify the customers
(organizations) whose data will be displayed to the users who are
associated with a given role. Only the management data associated
with the specified organizations is displayed.

= An extensible list of role properties
Role properties can be used in several different ways: (1) To provide
additional authorization information for the role, particularly for
modules based on the Generic module; (2) As a way of filtering
customer data (it can be an easy way to configure data that is
displayed to different customers); and (3) To implement a single
sign-on solution for logging in to back-end management applications.

Understanding the Three Authorization Models
SIP supports three authorization models:

= Explicit user entry

= User view file (Default Role)

e Default user

Following is an explanation of each model and a decision tree diagram
that describes what validity checks occur when a user logs into SIP. Note
that the authorization is checked in the above order.

Explicit User Entry In this case, the user login corresponds to an
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explicit user entry in the User-Role model. The user gets the initial role
defined in the User entry. (You can check if there is an explicit entry for a
user in the created roles database by runningtest _role_db -u

<user >.)

User View File (Default Role) If there is no explicit user entry for the
user login but there is a view file named <login>.xml and there is a
default role (indicated by a value of “yes” for the def aul t Rol e attribute
of a configured role), the user gets the default role with the view file used
as the view. This means of authorization is provided as a mechanism
similar to SIP 1.0 which allows users to be configured by simply having a
configuration file named for the user. This mechanism can be easily
disabled by not specifying any default role. (You can see if any default
role is configured by running t est _r ol e_db without any arguments.)

Default User If neither of the two preceding mechanisms allow the
user to be authorized, the user gets the rights of the default user (if there
is one configured). (The default user is specified by a value of “yes” for
the defaultUser attribute of a User entry.) The user is logged in with the
initial role of the default user and can switch to any of the roles assigned
to the default user. (You can see if the default user is configured by
running t est _rol e_db without any arguments.) You can disable this
mechanism by not having a default user.
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The User-Role Model is explained in more detail in Chapter 14,
“Deploying Customer Portals,” on page 263. The filtering of customer
data is explained in Chapter 8, “Filtering Data by Customers,” on

page 119.
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Choosing An Authentication Provider

SIP 2.0 comes with six ready-to-use authentication providers. By default,
the No Password Authentication Provider is registered with SIP. If you
want to use one of the other five, you will need to do the following:

= Choose one of the supplied authentication providers or a custom
authentication provider developed by you or someone else.

= If you choose the LDAP Authentication Provider, configure it.
= Register the authentication provider with SIP.
= Configure user logins, if applicable.

Table 6-1 on page 65 describes each of the six supplied authentication
providers. (If none of these meets your needs, you may need to integrate
a custom authentication provider.)

Background Information on Authentication

Of the supplied authentication providers, there are two types: those that
do portal authentication and those that do external authentication. The
three questions below help differentiate the two:

= Do you want SIP to perform the authentication or do you want an
external mechanism to authenticate the user and then simply
communicate to SIP whether the user has been authenticated?

= Will your portal users log in to SIP and log out of it as a standalone
program, or will they run SIP from some other program?

= Do you want code that is integrated with the portal to do the
authentication, or do you want to redirect the authentication
responsibilities to some other program, system, or server?

Portal Authentication

The portal itself can display a login page and perform authentication,
using services provided by the configured authentication provider. In
this model, the user logs in to the portal, and can log out from the portal
independently of login to any other authentication system.

In this type of authentication model, SIP gathers the user name and
password from the user and then uses the authentication services or
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data source defined for the authentication provider to determine if the
user is authenticated.

External Authentication

In this type of authentication provider, SIP never sees the password for
the user. Some authentication service determines that the user has been
authenticated and merely provides SIP with the user name. Based on the
configured external authentication provider, SIP trusts that the user has
been appropriately authenticated. The scope and duration of the user’s
authentication are defined externally, and are not a concern of SIP. SIP
need only recognize whether or not the user is authenticated.

An external authentication provider can be used to make SIP a part of a
larger single sign-on solution.

The Web Server Authentication Provider provided with SIP is an
example of an external authentication provider. If the web server
supports one of the various forms of authentication performed by the
Web Server (HTTP Basic, HTTP Digest, HTTPS Client, or Windows NT
Challenge/Response), and the portal administrator has configured it, the
authentication provider class must merely recognize whether a user has
already been authenticated. In this model, the scope and duration of the
user’s authentication are defined by the Web Server.

Table 6-1 Supplied Authentication provider
Supplied Description Type
Authentication
provider
Null No authentication is performed and no user external
Authentication name is required. Anyone who requests the
Provider portal becomes the user "anyuser."

Note: What the user sees depends upon
whether "anyuser" is defined in the User-Role
Model, and whether there is a default user
configured in the User-Role Model if "anyuser™
is not explicitly defined.
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Table 6-1 Supplied Authentication provider
Supplied Description Type
Authentication
provider
No-Password This is the default authentication provider. portal
Authentication Requires only a user name. The user name
Provider must match the name of a user in the
User-Role Model (unless the defaulting
mechanisms, such as a default user, are used.
No authentication is performed. This provider
is useful when you want to set up and try out
portal views for different users.
Password File Requires a user name and password. The portal
Authentication password is stored encrypted, using UNIX
Provider crypt(3), and the supplied password is
encrypted and compared to the stored
password. This is reasonably secure if the
network communication channel is protected
(via SSL, for example) and if the password file
is not accessible outside the system.
LDAP Authentication | Requires a user name and password. SIP portal
Provider connects to the LDAP server, discovers
whether the user name and password can be
authenticated, then disconnects from the
LDAP server.
Web-Server No user name and password are required if the | external
Authentication user has already been authenticated by the
Provider web server and browser. The user is considered

authenticated if

HTTPSer vl et Request . get Renot eUser ()
returns non-null. This assumes that you have
set up one of the various web server
authentication mechanisms and that the
portal user has satisfied that mechanism’s
Web Server Authentication.
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Table 6-1 Supplied Authentication provider
Supplied Description Type
Authentication
provider
NNM SSO No user name and password are required if the | external
Authentication user has already been authenticated by the
Provider NNM Session Manager web login mechanism.

Since this was the login mechanism used for
SIP 1.0, use of this authentication provider
provides login functionality identical to SIP
1.0.

This authentication provider requires that
NNM is running on the same host as SIP.
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Registering an Authentication Provider

After you choose an authentication provider, you need to indicate to SIP
the one to use. The authentication provider is a portal-wide setting;
therefore, it is configured in the OvPort al Confi g. xm file.

1.

Open the OVPor t al Confi g. xm file located in the following
directory:

Windows NT/2000: <install _dir>\conf\framework\
UNIX: /etc/opt/ OV SI P/ conf/franework/

Find the Aut henti cat i on element in this file, and enter the
following:

= Logi nPage (required)

< Authenticati onProvi derC ass (required)
= ShowlLogout Butt on

= Logout Page

= SessionTi neout

For sample configurations of each of the supplied authentication
providers, see Figure 6-1 through Figure 6-6. For an explanation of
each of the Aut henti cat i on attributes, see Table 6-2 on page 71.

3. When finished, save the file.

After changing the portal configuration file, you must stop and
restart the servlet engine before the changes will take effect in SIP. To
do so:

WindowsNT/2000:

From the Control Panel , select Ser vi ces. Stop and then restart
Tonrcat . Alternatively, you can use the command line: net st op
tontat and net start tontat.

UNIX:

Asr oot , stop and restart the web server and servlet engine by typing
the following (The DI SPLAY variable must be configured prior to
restarting the web server and servlet engine.):
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Stop on HP-UX: /sbin/init.d/ ovsip stop
Start on HP-UX:/sbin/init.d/ ovsip start

Stop on Solaris: /etc/init.d/ ovsip stop
Start on Solaris: /etc/init.d/ ovsip start
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Table 6-2 Configurable Attributes of the Authentication Element
Attribute Description
Logi nPage The required Logi nPage attribute is the URL of the

login page used by the Authentication Provider. Portal
and External Authentication Providers use this URL
differently.

A Portal Authentication Provider requires a login page
containing a form with an action that reinvokes
ovportal with the parameters J_USERNAME (user name)
and J_PASSWIRD (password). For an example, see the
login page supplied with SIP, located in:

Windows NT/2000:

<instal |l _dir>\webapps\ovportal\jsp\security\lo
gin.jsp

UNIX:

/ opt/ OV/ Sl P/ webapps/ ovportal /jsp/ security/| ogi
n.jsp

If the login page is on the same host as SIP, this is
referred to with the relative URL:
/ovportal/jsp/security/login.jsp

An External Authentication Provider can use several
different types of login pages, depending on the security
policy it implements. For example, the Null
Authentication Provider uses / ovport al as its login
page, since all logins automatically succeed.

The NNM SSO Authentication Provider uses the login
page of the NNM Web Ul: http://
| ocal host/ QvCgi / ovl aunch. exe?URL=/ ovport al

Note that in order for this to work, the NNM Web Ul
must share the same host and web server port as SIP,
because otherwise the cookies created by ovsessionmgr
will not be valid for the SIP session.

The WebServerAuthenticationProvider uses the "No
Authentication Available" error page as its login page,
since either the web server has already taken care of
authentication, or some misconfiguration has occurred.
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Table 6-2 Configurable Attributes of the Authentication Element

Attribute Description

Aut henti cati onProvi der d ass | The fully-qualified name of a Java class that
implements either the

Por t al Aut henti cati onProvi der interface or the
Ext er nal Aut henti cat i onProvi der interface. For
example:

Aut hent i cat i onProvi der d ass="com hp. ov. portal .
security. Fil eAut henti cati onProvi der"

ShowLogout But t on If the Authentication Provider permits logout, configure
ShowLogout But t on="yes". For example, logout is
meaningful in the case of the File Authentication
Provider, but not in the case of the Web Server
Authentication Provider (since you would have to exit
the web browser to log out).

Logout Page If the authentication provider permits logout, and if it
has information or controls that it wishes to present to
the user after logout, configure the Logout Page
attribute with the URL to the logout page. For example:

/ovportal/jsp/security/logout.jsp

Sessi onTi meout The time, in seconds, that a SIP session can remain
inactive before SIP will automatically terminate the
session (automatic portal refreshes do not count as
activity). Default session timeout is 32400 seconds, or 9
hours. "0" means use the application server’s default
session timeout, normally 30 minutes. "-1" means never
time out.

Figure 6-1 Configuration for Null Authentication

<Aut henti cation
Logi nPage="/ovportal "
Aut henti cati onProvi der Cl ass=
"com hp. ov. portal .security. Nul |l Aut henti cati onProvi der"
ShowLogout But t on="no"/ >
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Figure 6-5

Configuring an Authentication Provider
Registering an Authentication Provider

Configuration for No Password Authentication

<Aut henti cati on
Logi nPage="/ovportal /jsp/security/userNane.jsp"
Aut henti cati onProvi der Cl ass=
"com hp. ov. portal .security. NoPasswor dAut henti cati onProvi der"
ShowLogout But t on="yes"
Logout Page="/ ovportal /jsp/security/logout.jsp"/>

Configuration for Password File Authentication

<Aut henti cati on
Logi nPage="/ovportal /jsp/security/login.jsp"
Aut henti cati onProvi der Cl ass=
"com hp. ov. portal .security. Fil eAuthenti cati onProvi der"
ShowLogout But t on="yes"
Logout Page="/ ovportal /jsp/security/logout.jsp"/>

Configuration for LDAP Authentication

<Aut henti cati on
Logi nPage="/ovportal /j sp/security/login.jsp"
Aut henti cati onProvi der Cl ass=
"com hp. ov. portal .security. LDAPAut henti cati onProvi der"
ShowLogout But t on="yes"
Logout Page="/ ovportal /jsp/security/logout.jsp"/>

Configuration for Web Server Authentication

<Aut henti cation
Logi nPage="/ovportal /jsp/security/noAut hAvail .jsp"
Aut henti cati onProvi der d ass=
"com hp. ov. portal .security. WbServer Aut henti cati onProvi der"
ShowiLogout Butt on="no"/ >
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Configuration for NNM SSO Authentication (See Note below)

<Aut henti cati on
Logi nPage=
"http://<NNM_SI P_host >/ OvCgi / ovl aunch. exe?URL=/ ovportal /"
Aut hent i cati onProvi der C ass=
"com hp. ov. portal . security. NNMSSOAut henti cati onProvi der"
ShowLogout But t on="yes"
Logout Page="/ovportal /jsp/security/logout.jsp"/>

The NNM SSO Authentication Provider requires that NNM is running
on the same host as SIP. The <NNM S| P_host > referred to in Figure 6-6 is
the fully-qualified hostname of the machine running SIP and NNM.

On Windows, the NNM SSO Authentication example in Figure 6-6 on
page 74 will work without further configuration.

On UNIX, note that the login page URL is using the default port, rather
than port 8880, which the NNM Web GUI normally uses on UNIX. If you
want the NNM Web GUI to authenticate for SIP, it must run on the same
web server (and same port) as SIP, or else the cookies the NNM Web Ul
creates will not be visible to SIP.

To make this work on UNIX, add the following to SIP’s apache web
server configuration file / opt / OV/ SI P/ apache/ conf / ht t pd. conf:

Aias /OvDocs/ /opt/ OV ww/ ht docs/

ScriptAias / QuenVi ew / opt/ O/ ww/ cgi - bi n/ QoenVi ew
ScriptAlias /OvCgi/ [opt/ OJ ww cgi - bi n/

Aias /OvBackgrounds/ /etc/opt/ OV share/backgrounds/
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Configuring User Logins

If you want to use an authentication provider that requires user logins
and passwords, you need to configure the portal users to be permitted to
log in. You do this by creating users and passwords, or by configuring the
web server, or by some other method required by the registered
authentication provider.

Password File Authentication Provider

For the Password File Authentication Provider, SIP provides ht passwd,
a program for configuring user logins. The resulting passwd file stores
user names and encrypted passwords. For example,

oper at or: 2TD4P8x16h380
| arry: COuxYt. Ububrg
davi d: Z3EVMN 1nt cSc

As shipped with SIP, the passwd file will contain one user: ovuser with
the password ovuser .

Creating User Logins and Passwords

= On UNIX:
As root, type:

/ opt/ OV/ SI P/ bi n/ ht passwd /etc/opt/ OV Sl P/ etc/passwd <user name>

e On Windows NT/2000:

In a command window, type:

"<install _dir>\bin\htpasswd" "<install_dir>\etc\passwd" <usernane>

NOTE

where <user nane> is the name of the user you want to add. You will be
prompted for the user’s password.

A word about ht passwd parameters:

You must use the default encryption mechanism. Do not use the - mand
- s parameters which specify an encryption mechanism other than the
default.

If you use - ¢ to create a passwd file and the file already exists, you will
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overwrite the existing file and lose any entries in that file.

If your circumstances are such that you have internal users (without root
permissions) who need to create their own passwords for security
purposes, those users can use the - n parameter to generate an entry and
give it to you to edit into the passwd file.

For your information, the default password file location is configured in
the Sl PPat h. properti es file located in the following directory:

Windows NT/2000: <i nstal | _di r >\ webapps\ ovportal \
UNIX: /etc/opt/ OV Sl P/ webapps/ ovportal /

Deleting User Logins

1. Using a text editor, open the passwd file located in the following
directory:

Windows NT/2000: <i nstal | _di r>\ S| P\ et c\ passwd
UNIX: /et c/opt/ OV SI P/ et ¢/ passwd

2. Delete the login entry, and save the file.

Web-Server Authentication Provider

The Web Server Authentication Provider provided with SIP is an
example of an external authentication provider.

If the web server supports one of the various forms of authentication
performed by the Web Server (HTTP Basic, HTTP Digest, HTTPS Client,
or Windows NT Challenge/Response), and you have configured it, the
Web Server Authenticatin Provider must merely recognize whether a
user has already been authenticated. In this model, the scope and
duration of the user’s authentication are defined by the Web Server.

Configuring user logins is a web-server-specific task; refer to Apache and
1S documentation.
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Configuring the LDAP Authentication
Provider

The LDAP Authentication Provider works by getting the username and
password from the login page, and binding with the LDAP server using
that username and password. It does not look up the user’s password in
the LDAP database.

Installing JSSE or Equivalent

If the LDAP server performs authenticated binds using SSL connections,
you need to install a secure socket implementation, such as JSSE (Java
Secure Socket Extension), available from j ava. sun. com

1. Gotohttp://java. sun. coni products/jsse/

2. Download “JSSE 1.0.2 global software and documentation,” saving
the fileasj sse-1_0_2-gl . zi p.

3. Unpack this file with the command: j ar xvf jsse-1_0_2-gl. zip.

4. Refertojssel.0.2/1NSTALL.txt for installation instructions.

Registering the LDAP Authentication Provider

Register the LDAP Authentication Provider in OvPort al Confi g. xni , as
described on page 68. For an example registration, see Figure 6-4 on
page 73.

Configuring the LDAP Authentication Provider
1. Configure the LDAP Authentication Provider. It is configured in the
following file:

Windows NT/2000:
<install _dir>\conf\share\authentication\LDAP\ LDAP. xm

UNIX:
[ etc/ opt/ OV Sl P/ conf/ shar e/ aut hent i cati on/ LDAP/ LDAP. xm

The LDAP. dt d file is found in the same directory. The parameters
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2.

defined in these files are described in Table 6-3 below.

Test the LDAP Authentication Provider configuration to confirm that
you configured the parameters correctly.

Run the command:

Windows NT/2000:
<install _dir>\bi n\ LDAP user nane password

UNIX: / opt / OV Sl P/ bi n/ LDAP user nane password

This will output to the command window verbose tracing of each step
in the LDAP authentication. Any failures should indicate what
parameter is configured incorrectly. Be sure to test each of the
following cases:

= No such user (should fail)
= Valid user, wrong password (should fail)
= Valid user, correct password (should succeed)

To make the configuration changes take effect, stop and restart the
servlet engine:

WindowsNT/2000:

From the Control Panel , select Ser vi ces. Stop and then restart
Tontat . Alternatively, you can use the command line: net st op
tontat and net start tontat.

UNIX:

As r oot , stop and restart the web server and servlet engine by
running the following. (The DI SPLAY variable must be configured
prior to restarting the webserver and servlet engine.)

Stop on HP-UX: /sbin/init.d/ ovsip stop
Start on HP-UX: /shin/init.d/ ovsip start

Stop on Solaris: /etc/init.d/ ovsip stop
Start on Solaris: /etc/init.d/ ovsip start

78

Chapter 6



Table 6-3

Configuring an Authentication Provider
Configuring the LDAP Authentication Provider

Attributes of the LDAPServerConfig Element

Attributes Description

baseDN A required attribute that defines the context in
which the LDAP Authentication Provider will
search the LDAP database for the user to
authenticate. baseDNis a string. For example,

baseDN=" ou=Enpl oyees, o=acne.com

ui dAttr The user ID attribute to search for. For example, if
the LDAP.xml file contains:

ui dAttr="uid"

and the user submits to the login page the name:
"Wl e E Coyote@cne. cont

and baseDNis:
baseDN=" ou=Enpl oyees, o=acne. cont

Then, the LDAP Authentication Provider will look
up the user with the search:

( ou=Enpl oyees, o=acne.com
ui d=W | e_E Coyot e@cne. com)

LDAPSer ver A required attribute that defines the LDAP server
to which to authenticate. For example:

LDAPSer ver =" | dap. acne. con

LDAPPor t A required attribute that defines the port at
which the LDAP server is listening. If useSSL is
"yes", this should be the port at which the LDAP
server is accepting SSL connections.

The standard port for LDAP is 389, and for LDAP
over SSL is 636. For example:

LDAPPor t =" 636"
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Attributes of the LDAPServerConfig Element

Attributes Description

useSSL Should be "yes" if the LDAP server performs
authenticated binds using an SSL connection, and
"no" if it authenticates passwords submitted in
plain text and not over an SSL connection.

For example: useSSL="yes"

aut hType The type of authentication used by the LDAP
server. Valid values of aut hType are:

none: Use no authentication (anonymous)

si npl e: Use weak authentication (clear-text
password)

sasl _mech: A space-separated list of SASL
mechanism names. SASL is specified in RFC
2222.

The LDAP authentication provider has only been
verified to support "simple" authentication, but
over an SSL connection (useSSL="yes"), this is
reasonably secure.

For example: aut hType="si npl e"

sear chFi r st If this is "yes", the LDAP Authentication Provider
will search for username in the database before
attempting to bind as that user. This is
appropriate if the uidAttr is an alias, and the
LDAP server requires the user to bind as the real
Distinguished Name returned by the search, if
successful. Performance will be better if this can
be "no", since the database need only be accessed
once.

For example: sear chFi r st ="yes"
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Understanding the SIP 2.0 Customer Model

A customer model is mapping of customers to resources, where resources
are the associated hosts, interfaces, and services. The SIP customer
model makes it possible to present data filtered by customer.

SIP 2.0 uses the so-called “simple customer model” which is defined via
an XML DTD. Your customer model can be defined in several XML files,
or a mix of programs and files. The resulting "sub-models" are merged
into one model. The source of the customer model data is a URL or file.
The URL or filename can reference one of the following:

< An XML file that you create from scratch.

= A CGI program that dynamically returns XML content from a remote
NNM Customer Views server.

= A CGI program that performs a one-time migration of NNM
Customer Views data into an XML file, which then becomes a source
of customer model data.

= A servlet that converts NNM Object Database information to XML
lists of nodes and interfaces that can be referenced in other parts of
the customer model.

= A program that provides a mapping from an arbitrary data store or
provisioning system to the required "simple customer model" format.
For information on developing a custom customer model data source,
see “Developing a Custom Customer Model Data Source” on page 116.

The use of an XML file to define the customer model overcomes some of
the shortcomings of the Customer Views customer model used in SIP 1.0.
With an XML file:

= A customer resource mapping can be defined in the SIP customer
model prior to discovery of resources by NNM.

= Support for non-IP interfaces, for example, switch ports, not
supported by Customer Views.

= A customer resource mapping can be defined in terms of services.

As previously mentioned, the simple customer model maps customers to
hosts, interfaces, and services. The list of named services is new in SIP
2.0. It serves as a simple extensibility mechanism in that it does not
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contain the definition of the services, but merely provides a way to refer
to particular services that are defined elsewhere.

The Three Parts of Customer Data Filtering

The mapping of customers to resources is the first step in the overall
process of filtering customer data in SIP. Ultimately, the mapping is
contained in one or more XML files that serve as a master list of all

customers (organizations) whose data will be displayed through SIP.

This chapter explains how to create the customer-to-resource mapping.
The User Role model described in Chapter 14, “Deploying Customer
Portals,” on page 263, explains the filtering of customer data after the
data is in a form that SIP can use.

< The mapping of customers to resources. This involves getting
customer data into a format that conforms to the simple customer
model DTD. In SIP, the mapping files are referred to as the customer
model.

= The filtering of customer data for security purposes. Security
filtering is the first (and most important) of two levels of filtering. It
defines what data the customer can potentially see. It ensures that a
customer can see only the data that is appropriate to them. In SIP 2.0
this is accomplished through an authorization model referred to as
the User-Role Model. By associating users with roles and assigning to
each role what you want the user to be able to see and do, you achieve
portal security. Security filtering through the User-Role Model is
explained in Chapter 8, “Filtering Data by Customers,” on page 119.

= The filtering of customer data for display purposes. Display
filtering is applied on a module-by-module or submodule-by-
submodule basis and further restricts what the customer sees.
Because display filtering is applied on a module-by-module basis, it is
explained in the documentation for each management product. See
“Getting Additional Documentation” on page 21.

SIP 1.0 users: For a comparison of how customer data filtering was done
in SIP 1.0, see Table 7-2 on page 85.
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SIP 2.0 Customer Data Filtering

Mapping Customers to
Resources

Filtering Customer
Data for Security

Filter Customer
Data for Module
Display

SIP 2.0

Create the customer model,
defined in several XML files,
or a mix of CGls, servlets,
and XML files:

e Create an XML file from
scratch.

< Run a CGI program to
dynamically return
organization data from
NNM Customer Views in
the form of XML content.

< Run a CGI program to
perform a one-time
migration of Customer
Views organization data
to an XML file.

< Run a servlet to retrieve
and filter NNM object
database information and
convert it to XML content
that is a partial customer
model.

Register the sources of the
customer model with SIP in
OvPort al Confi g. xm .

On arole basis, define
the customers whose
data can potentially
be displayed.

Mynt Dat a element in
User Rol e. xm .

Mynt Dat a element
may have an

QO gani zationFil ter
child element.

Mynt Dat a filter is
documented in
“Security Filtering
Element Definitions
and Examples” on
page 130.

On a module-by-
module** basis, further
restrict what is
displayed:

NodeSel ect i on filter
in Portal Vi ew. xm
(and child elements:
Q gani zationFil ter,
| PHost Fil ter,

Capabi lityFilter)

I nterfaceSel ection
filter in

Portal Vi ew. xm

(and child elements:
QO gani zati onFil ter,
IPInterfaceFilter)

NodeSel ect i on and

I nterfaceSel ection
filters are documented
in “Display Filtering
Element Definitions
and Examples” on
page 136.

** In the case of the NNM Alarms module, the NodeSel ect i on element
is defined in the alarms category files (NTAl ar nCat . xnm ), not in

Portal Vi ew. xni .
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Table 7-2 SIP 1.0 Customer Data Filtering
Mapping Customers Filtering Customer | Filtering Customer Data
to Resources Data for Security for Module Display
Configure customer On a customer portal | On a module-by-module*
mappings to nodes and basis, define the basis, further restrict
interfaces in NNM customers whose data | what is displayed:
Customer Views. :jsispol';enet(;ally NodeSel ect i on filter
played. in OVUser Portal . xm
SecurityFilter in (and child elements:
OVser Portal . xm CustonerFilter,
SIP 1.0 | PHostFil ter,
Capabi lityFilter)
I nterfaceSel ection
filterin OvUser Port al . xni
(and child elements:
CustonerFilter
IPInterfaceFilter)
* In the case of the NNM Alarms module, the NodeSel ect i on element is
defined in the alarms category files (NWAl ar nCat . xm ), not
OVUser Portal . xni .
Process of Implementing a Customer Model
Two tasks (explained in the following sections) are required when setting
up the customer-to-resources mapping and making it available to SIP:
1. Create the customer model, which can be defined in several XML
files, or a mix of programs and files.
2. Register the sources of the customer model with SIP.
NOTE The configuring of customer data filtering is done as part of the process

of creating roles and associating them with users. This is done through
direct editing of User Rol e. xm files. For more information on customer
data filtering, see “Understanding the User-Role Model” on page 266.

Chapter 7

85




Implementing a Customer Model for Mapping Customers to Resources
Overview of Creating a Customer Model

Overview of Creating a Customer Model

The customer model can be defined in several XML files, or a mix of
CGils, servlets, and XML files. The resulting "sub-models" are merged
into one customer model.

There are four ways to create customer model data. These four
approaches are not mutually exclusive and can be used in combination:

e Create a customer model from scratch.

Use this approach if you want to create customer model data based
upon the Si npl eCust oner Model . dt d but not leverage from other
customer models.

= Configure NNM Customer Views to dynamically return its
customer mappings to nodes and interfaces.

Use this approach if you want to use the customer model from a
remote Customer Views server. The returned organization data
conforms to the Si npl eQust oner Mbdel . dt d and is a complete
customer model. (This is the customer model used in SIP 1.0.)

= Perform a one-time migration of NNM Customer Views
organization mappings to an XML file.

Use this approach if you want to leverage the NNM Customer Views
customer model but also want the flexibility to manually add to it.
Essentially, this gives you a one-time snapshot of the data to be used
as a starting point for additional customer model data.

= Create a partial customer model from NNM object database
(ovwdb) information.

Use this approach if you want to retrieve filtered information from
the NNM object database (ovwdb) and automatically return XML
content. The generated data is a partial customer model formatted
according to the S npl eQust oner Model . dt d.

= Integrate data using a custom customer model data source.

Use this approach if you have a program that converts from a
database to the simple customer model.

The following sections explain all four approaches.
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Creating a Customer Model From Scratch

You can create multiple XML files and have different parts of the
customer model stored in different files.

1.

Create an XML file based on the Si npl eQust oner Model . dt d. The
DTD is located in the following directory:

Windows NT/2000: <i nst al | _di r>\ conf\ shar e\ or gani zat i ons\
UNIX: / et c/ opt/ OV SI P/ conf/ shar e/ or gani zat i ons/

Save the XML file. Although it can be located anywhere on the file
system (as long as the path to the document is registered in
OvPor t al Confi g. xm ) the standard location is:

Windows NT/2000: <i nst al | _di r>\ conf\ shar e\ or gani zat i ons\
UNIX: / et c/ opt/ OV SI P/ conf/ shar e/ or gani zat i ons/

Later, when you register the customer model source in
OvPor t al Confi g. xm , relative paths are interpreted relative to the
or gani zat i ons directory.

Register the source of the customer model data with SIP. For detailed
instructions, see “Registering the Customer Model Data Source with
SIP” on page 105.

Restart the servlet engine, as described in “Restarting the Servlet
Engine” on page 94
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Configuring NNM Customer Views to
Dynamically Return Organization Data

Through use of a CGI program, you can dynamically return customer
model data from one or more remote Customer Views servers. This
program—get cvdat a—returns a complete customer model. That is, the
mappings are complete and they are consistent with the

Si npl eCust oner Model . dt d.

If you configure SIP to call getcvdata on multiple Customer Views
servers, it will combine the information from each of these servers into a
consolidated customer model.

Figure 7-1 Process of Dynamically Generating Customer Views
Organization Data
Copy/Install Configure ) Run the
Configure getcvdata to the NNM Register command in
NNM NNM station to getcvdata Restart the a browser
Customer Cliﬁtomer allow SIP to o?j?;uﬂﬁe :;Ineet to see
! iews
Views machine gfet da_tta with SIp gendertated
(NNM 6.1 only) rom ata

Configuring NNM Customer Views

The ovcust oner command creates organizations (customers) and
associates specific nodes and interfaces with the organizations.

In the context of Customer Views, the term “organization” refers to the
organizations provided by NNM Customer Views and includes both
“customers” and “providers.”

To configure Customer Views for use with SIP, perform the four tasks
listed below. The commands for doing so are described in Table 7-3 on
page 89. For detailed information, see the Customer Views user
documentation.

1. Start Customer Views.

2. Create Organizations.
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3. Associate Nodes with Organizations.
4. Associate Interfaces with Organizations.

The ovcust omer command can be run interactively or in batch mode. To
run the ovcust omer command in interactive mode, run the ovcust orer
command and then enter specific commands at the “ovcust orer >”
prompt. Shown below are the relevant ovcust omer commands:

Table 7-3 ovcust oner Commands
Action Command
Create a new ovcust oner >creat e_org <organi zati onType>
organization. <or gani zat i onNane>

“customer” and “provider” are supported values for organizationType.
An organization name with spaces should be placed in quotes (for
example, "My Cust oner™).

Print the list of ovcustoner>print_org

organizations.

Associate a node ovcust oner >add_associ ati ons_to_org <organi zat i onNane>
with an <Host name>

organization.

Print the nodes ovcust oner >pri nt _associ at ed_node <organi zati onNanme>
associated with a
specific
organization.

Associate an ovcust oner >add_associ ations_to_org <organi zati onNane>
interface with an <| Paddr ess>
organization.

Print the ovcust oner>pri nt_associ ated_i nterface <organi zat i onNane>
interfaces
associated with a
specific
organization.
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Copying getcvdata to NNM Stations Running
Customer Views

You can skip this step if the NNM management stations running
Customer Views are running NNM version 6.2.

SIP installs the CGI program get cvdat a (along with other programs) in
the SIP directory structure asi nstal | C3 s. zi p and

instal |l Cds.tar.Z You need to copy the compressed file to each NNM
management station that is running Customer Views on NNM version
6.1.

The other programs installed with i nstal | C3 s. zi p and

instal | Cd s.tar. Zare essential to establishing full communication
between NNM and SIP. To correctly install these programs, please
reference Configuring NNM (Confi guri ng_NNM pdf ), “Establishing
Communication Between NNM and SIP: On the SIP Server” step 5. For
location of PDF files, see “Getting Additional Documentation” on

page 21.

< If SIP is running on Windows NT/2000, copy the following zip or tar
file to a newly created temporary directory on the NNM 6.1
management station that is running Customer Views:

— Windows NT/2000:
\<SIP_inst_dir>\cgi-bin\WndowsNT\install Cds.zip

— HP-UX:
\<SIP_inst_dir>\cgi-bintHP-UX11\install Cds.tar.Z

— Solaris:
\<SIP_inst_dir>\cgi-bin\Solaris2. X\instal|Cds.tar.Z

« If SIPis running on UNIX, copy the following zip or tar file to a newly
created temporary directory on the NNM 6.1 management station
that is running Customer Views:

— Windows NT/2000:

[ opt/ OVI SI P/ cgi - bi n/f WndowsNT/install Cds. zip
— HP-UX:

[ opt/ OVI SI P/ cgi -bin/HP-UX11/instal | CAs.tar.Z
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— Solaris:
/opt/ OV/ SI P/ cgi-bin/Solaris2. X/install Cds.tar.Z

Installing getcvdata

You can skip this step if the NNM management station running
Customer Views is running NNM version 6.2.

1. At the command prompt on the NNM station, navigate to the
instal | Cds.ziporinstall C3s.tar. Zfile that you placed on this
NNM 6.1 management station in the previous section.

2. Unzip or uncompress and untar the file.

3. At the command prompt, type:

= Windows NT\2000:
\NNM_ i nst _dir\bin\Perl\bin\perl.exe install Cds.pl

< UNIX:
[ opt/ OV/ bin/Perl/bin/perl install Cds.pl

4. You can now remove the i nst al | Cd s file and the directory
structure around it.

Configuring the NNM Management Station to Allow
SIP to Obtain Information

You can sKip this step only if SIP is running on the same computer as
NNM.

In this step, you modify the files that configure which computers are
allowed to request information from the NNM management station.

1. On the NNM management station, open the following two
authorization configuration files,

e NNM.install _dir/conf/ovw auth
This file controls which hosts and users are authorized to connect
to NNM sessions running on the management station.

e NNM.install _dir/conf/ovwdb. auth
This file controls which hosts and users are authorized to connect
to the NNM object database processes.
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TIP If you see a line that simply has two + symbols (+ +), you can skip this
step because NNM is configured to allow any computer to request
information (security not implemented).

2. Add a Sl Pserver Host Nane + line to the list for each SIP server
that needs to obtain information from this NNM management
station.

3. After completing this configuration, refer to “Registering the
Customer Model Data Source with SIP” on page 105.

Viewing the Generated Data in a Browser

In this step you generate and display the lists and verify that the results
meet your expectations and requirements. When you run get cvdat a, the
XML content is stored in memory on the SIP server. It is refreshed based
on a scheduled time, or when the servlet engine is restarted.

1. Open a browser window on the SIP server and type:

Windows NT\2000: ht t p: / / NNvhost name/ OvCgi / get cvdat a. exe
UNIX: htt p: // NNvhost name: 8880/ OvCgi / get cvdat a. exe

2. Examine the XML output and verify that the results meet your
expectations and requirements. Here is an example:
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Registering getcvdata with SIP

1.

Open OVPor t al Confi g. xm located in the following directory:

Windows NT/2000: <i nstal | _di r>\ conf\framewor k\
UNIX: / et c/ opt/ OV SI P/ conf/ franewor k/

In the Qust orrer Model Sour ces element, enter the URL to launch
get cvdat a. See the example below for an example of defining

get cvdat a. For more examples of defining the customer model file,
see Figure 7-9, Figure 7-10, and Figure 7-11 on page 106.

Example Registration for getcvdata
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<OVPor t al Confi g>
<Cust oner Model Sources ti nmeout="60">
<Cust oner Mbdel
href="http:// NNMHost nanme/ OvCgi / get cvdat a. exe"/ >
</ Cust onrer Model Sour ces>
</ OVPor t al Confi g>

For UNIX systems, the above example hr ef is replaced by:
href="http:// NNMHost nane: 8880/ OvCgi / get cvdat a. exe"/ >

3. To periodically update the customer model according to a schedule (in
addition to each time that SIP’s t ontat service is restarted), enter a
ti meout ="m nut es" attribute, as shown in the example above.

Restarting the Servlet Engine

After changing OvPor t al Confi g. xn , you must stop and restart the
servlet engine before the changes will take effect in SIP.

WindowsNT/2000:

From the Control Panel , select Ser vi ces. Stop and then restart
Tonrcat . Alternatively, you can use the command line: net st op tonctat
and net start toncat.

UNIX:

As r oot , stop and restart the web server and servlet engine by running
the following. (The DI SPLAY variable must be configured prior to
restarting the webserver and servlet engine.)

Stop on HP-UX: /sbhin/init.d/ ovsip stop
Start on HP-UX: /sbin/init.d/ ovsip start

Stop on Solaris: /etc/init.d/ ovsip stop
Start on Solaris: /etc/init.d/ ovsip start
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Running a CGI Program that Performs a
One-Time Migration of Customer Views
Organization Data

The get cvdat a. exe command exports Customer Views organization
data to XML content that conforms to the Si npl eCust oner Model . dt d.

As shown below, the process is the same as “Configuring NNM Customer
Views to Dynamically Return Organization Data” on page 88, with the
exception of steps 4 and 5: generating the XML file and registering the
XML file with SIP.

Figure 7-3 Process of Getting a One-Time Migration of Customer Views
Organization Data

Ct;pygntﬂiill Configure Run the

gelcvdala 10 . .

Customer Customer allow SIP to from W“’; I endine 1o see
Views V'e“_’s gel data getcvdata 9 generated

machine from it data
1 (NNM 5.1 0ly) 4 5 5

Generating an XML File from getcvdata

1. From a command prompt, run this command:

Windows NT/2000:
<NN\M.i nstal | _di r >\ wwh cgi - bi n\ get cvdat a. exe >
Qust omer Model . xmi

UNIX: / opt / O// ww/ cgi - bi n/ get cvdat a. exe >
Qust omer Model . xmi

Using this command without parameters returns all information for
all the customers known by the Customer Views server.

The generated XML file references the DTD path. If you place the
XML file in the / conf/ shar e/ or gani zat i ons directory on the SIP
server or a remote SIP configuration server, the DTD path is defined
appropriately (Figure 7-4 on page 96). If you place the XML file in
some other location, you need to modify the path of the DTD in the
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Figure 7-4

<! DOCTYPE Si npl

NOTE

Implementing a Customer Model for Mapping Customers to Resources

Running a CGI Program that Performs a One-Time Migration of
Customer Views Organization Data

DOCTYPE statement of the XML file so it correctly references the
location of the DTD file.

If the XML file is local, run xm val i dat e to validate that it can find
the DTD file. (See “Validating XML Files” on page 55.)

If the XML file is referenced through a remote URL, the DTD will
need to be installed in a web-accessible location, which must then be
referenced in the XML file.

Example of DTD Reference in File

eCust oner Model SYSTEM " Si npl eCust oner Model . dt d" >

Although the XML file can be located anywhere on the file system (as
long as the path to the document is registered in O/Por t al Confi g. xm)
the standard location is:

Windows NT/2000: <i nstal | _di r>\conf\ shar e\ or gani zat i ons\
UNIX: /et c/ opt/ OV SI P/ conf/ shar e/ or gani zat i ons/

Registering the Output File with SIP

This process is the same as “Registering getcvdata with SIP” on page 93,
except that you only need to register the customer model data file, not
the get cvdat a program.

For registration examples, see Figure 7-9 and Figure 7-10 on page 105,
and Figure 7-11 on page 106.
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Converting NNM Object Database
Information to XML

SIP provides a servlet that retrieves filtered information from NNM's
object database (ovwdb) and automatically returns XML content that is
stored in memory. The generated data is a partial customer model
formatted according to the Si npl eQust oner Model . dt d. Essentially, the
XML content contains lists of nodes and interfaces that can be mapped to
organizations (customers) in the Qust ormer Model . xm file.

You can use this tool in two ways:

= Todynamically create lists of nodes and interfaces that are generated
according to a schedule that you control and that are stored in
memory; simply refer to these lists by name in your Or gani zat i on
definitions.

= To create correctly formatted lists of nodes and interfaces that can be
copied and pasted into your Or gani zat i on definitions.

Figure 7-5 Process of Dynamically Converting NNM Object Database Data
to XML
Configure Reaister the Run the Create
the NNM Configure segvlet and Restart the command in references
station to .| the query to o customer N serviet .| @ browser . | to the lists in
allow SIP to "1 run against g ; i . "l tosee a 7| the partial
model with engine
get data ovwdb Sip generated, customer
from it partial model model

The first step is to configure the NNM management station to allow SIP
to get data from it. See “Configuring the NNM Management Station to
Allow SIP to Obtain Information” on page 91.

Configuring the Query to Run Against ovwdb

The query is configured in an XML file and is used to filter the ovwdb
data. It defines the nodes and interfaces that should be returned and
grouped into specific lists.

You can do two kinds of filtering:
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Perl regular expression-based filtering. Use Perl5 regular
expressions to define subsets of the customer model objects. For
example, the Managed Resources module can be configured to list all
nodes that match . *\ . cust oner 1\ . com

Because regular expression wildcarding is supported, "dots" in
hostnames should be escaped with '\'. For example, to match all
nodes in the domain eagl e. wi ngnut s. com you would specify:

.*\ . eagl e\.w ngnut s\.com

Capability filtering. The Capabi | i t yFi | t er defines any valid
NNM object database field.

The Capabi lityFil ter isachild element of | PHostFi | ter. It
commonly refers to the capability filters such as isRouter, isNode, etc.
However, Capabi | i t yFi | t er may refer to any NNM object database
field within HP OpenView Network Node Manager (NNM). Below is
an example Capabi lityFilter:

<NodeSel ect i on>
<CapabilityFilter op="OR'>
<Capability field="I1PStatus" value="Critical"/>
<Capability value="isServer"/>
</ CapabilityFilter>
</ NodeSel ect i on>

The above example will return any node that has the i sSer ver
capability, or is critical.

Be aware that an empty Capabi | i t yFi | t er yields the empty set
which allows nothing to pass.

The following steps guide the configuring of the query:

1.

Open the NNMDat a. xmt file located in the following directory:

Windows NT/2000: <i nst al | _di r>\ conf\ shar e\ nodul es\ NM
UNIX: / et c/ opt/ OV SI P/ conf/ shar e/ nodul es/ NM

Enter the configuration information, referring to the example below,
in which all IP hosts are returned from the local NNM station. For
more information, see the NNVDat a. dt d. If you need information
about NNM management station port settings, see Configuring NNM
(Confi guri ng_NNM pdf ):
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<OVPor t al Confi g>
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<NNMVSi npl eCust oner Model >
<NNMWNodelLi st name="List1">

<NNMsSt at i on host nane="I ocal host" ovwdbPort ="9999"

<NodeSel ecti on>
<| PHostFilter>
<| PHost host nanme=".*" />
</|PHostFilter>
</ NodeSel ecti on>
</ NNMNodeLi st >
<NNM nt er f aceLi st nane="List2">

<NNMsSt at i on host nane="I ocal host" ovwdbPort ="9999"

<InterfaceSel ecti on>
<IPInterfaceFilter>
<IPInterface ipAddr=".*" />
</IPInterfaceFilter>
</InterfaceSel ecti on>
</ NNM nt er f aceLi st >
</ NNVSi npl eCust orrer Model >

1. Open the OvPort al Confi g. xm file located in the following

directory:

Windows NT/2000: <i nstal | _di r>\ conf\framewor k\
UNIX: / et c/ opt/ OV SI P/ conf/franmewor k/

In the Qust oner Mbdel Sour ces element, enter the name of the

customer model file, and enter the URL to launch the NNM
SimpleCustomerModel tool. See the example below:

Example Registration for NNMSimpleCustomerModel

/>

/>

The only way to add non-IP addresses to a customer model is to add them
manually to the XML file. Then, the only way to get the non-I1P addresses
into the portal view is to NOT set IP-specific display filtering. For more

information on display filtering, see “Display Filtering: How the
NodeSelection Filter Produces a List of Nodes” on page 125 and “Display
Filtering Element Definitions and Examples” on page 136.

Registering the Servlet and Customer Model Data
with SIP

Chapter 7
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<Cust oner Model Sour ces ti nmeout ="60">
<Cust oner Model href="Cust oner Model . xm )/ >
<Cust oner Model
href="http:// Sl Phost name/ ovport al / NNVSi npl eCust orrer Model "/ >
</ Cust oner Mbdel Sour ces>
</ OVPor t al Confi g>

3. To automatically update the lists according to a schedule (in addition
to each time that the servlet engine is restarted), enter a
ti meout ="m nut es" attribute, as shown in the example above.

Restarting the Servlet Engine

After changing OvPort al Confi g. xm , you must stop and restart the
servlet engine before the changes will take effect in SIP.
WindowsNT/2000:

From the Control Panel, select Ser vi ces. Stop and then restart

Tontat . Alternatively, you can use the command line: net stop tontat
and net start toncat.

UNIX:

As r oot , stop and restart the web server and servlet engine by running
the following. (The DI SPLAY variable must be configured prior to
restarting the webserver and servlet engine.)

Stop on HP-UX: /sbhin/init.d/ ovsip stop
Start on HP-UX: /sbhin/init.d/ ovsip start

Stop on Solaris: /etc/init.d/ ovsip stop
Start on Solaris: /etc/init.d/ovsip start

Running the Program in a Browser to See Generated
Data

The time required to generate the lists depends upon the size of the
object database on the NNM management station. Once the list is
generated, it is stored in memory on the SIP server until the next
scheduled time, or until the servlet engine is restarted.

1. Open a browser window on the SIP server and type:

http://1 ocal host/ovport al
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2. Type the following to generate and display the lists and verify that
the results meet your expectations and requirements. For this tool to
work, you must use the localhost:

http://1 ocal host/ovportal / NNV5i npl eCust oner Model

3. Examine the XML output and verify that the results meet your
expectations and requirements. The output should look something
like the following example:

= shomeri code

=Turnl wersion="1.0" encoding="UTF-8" 7=
<|IDOCTYPE SimgleCustomerModel (LWew Source for Ul docfvpe. . )=
<SimpleCus tamertiodel=
whiodelist name="Ligt1"»
=Mode name="18PNews.cnd. hp .com® type="ov-iphost" /-
=Mode name="bilbomber' type="ov-iphost" /-
=Mode name="18PGlobalMNet.ispl.com” type="ov-iphost" /=
=Mode name="Custh.cust.com" type="ow-iphost" /=
=Moce name="Cust L.oust.com" type="ow-iphost® /=
=Mode name="clscoss.cnd.hp.com” type="ov-iphost® /=
<Mode name="anzomna" Ly ;.l|=='l]1r-||ihl:l5t' i
=Hode name="¥IC2CPE.cust 2 .com® type="ov-iphost" /=
=Mode name="18"Wah.cnd_hp.com" type="owv-iphost” /=
=Mocde name="ciscod4k2.cnd, hp.com® type="ov-iphost" /=
=Mocde name="¥I1C1.cust l.com” typ=="ov-iphost" /=
=/ModeList=
- glnterfacslist name="LIst2"=
<Interface name="15.40.10.2" type="ov-lpu4" /=
<lhterface name="35.25.15.1" type="ov-ipv4" /=
clnterface name="35.15.10.2" type="ov-ipw4" /=
=Interface nama="35.15.10,1" type="ov-ipv4" /=
=Interface name="35.10.10,1" type="ow-ipw4" /=
=Interface name="15.2.137.21" type="ow-lpw4" /=
=Interface name="15.60.10.3" typa="ow-lpw4" /=
zInterface name="15.2.33.207" type="ov=-lpw4" /=
<Interface name="35.30.10.2° type="ov-ipv4" /=
<Interface name="15.2.145.49" type="av-ipv4" /=
cllnterfacelist=
=/SimpleCustomertiodel=
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If you save the output of the NNVBI npl eCust oner Mbdel program as
an XML file, the applicable DTD is inserted into the file, unlike other
customer models where you must ensure that the XML file correctly
references the DTD path. For an example, see Figure 7-7 on page 102.

Sample SimpleCustomerModel.dtd Inserted Into XML Files

<?xm version="1.0" encodi ng="UTF-8" ?>

<! DOCTYPE
<! ELEMENT

WAr ni ng) *>

<! ELEMENT
<! ATTLI ST
<! ELEMENT
<! ATTLI ST
<! ELEMENT
<I ATTLI ST
<! ELEMENT
<! ATTLI ST
<! ELEMENT
<! ATTLI ST
<! ELEMENT
<I ATTLI ST
1>

Si npl eCust oner Model [
Si npl eCust orrer Model (NodelLi st| I nterfaceList|Error|

NodeLi st ( Node*) >

NodelLi st name CDATA #| MPLI ED>

Node EMPTY>

Node type CDATA "ov-iphost" nane CDATA #REQUI RED>
InterfacelList (Interface*)>

I nterfacelLi st name CDATA #| MPLI ED>

Interface EMPTY>

Interface type CDATA "ov-ipv4" nane CDATA #REQUI RED>
Error EMPTY>

Error nmsg CDATA #REQUI RED>

War ni ng EMPTY>

War ni ng msg CDATA #REQUI RED>

Creating References to the Resource Lists

1. OpenYour Qust oner Model . xm . Although the XML file can be located
anywhere on the file system (as long as the path to the document is
registered in OVPor t al Confi g. xm ) the standard location is:

Windows NT/2000: <i nstal | _di r>\ conf\ or gani zat i ons\
UNIX: / et c/ opt/ OV SI P/ conf/ or gani zat i ons/

2. Inyour Or gani zat i on definitions, simply point to the dynamically
generated lists. For example:

<Si npl eCust orrer Model >
<Organi zati on nane="Cust omer NOC' >

<NodelLi st Ref href="List1l" />
<InterfacelListRef href="List2" />

</ Organi zati on>
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</ Si npl eCust oner Model >

Copying and Pasting Lists of Nodes and Interfaces
into the Customer Model

If you do not want to create references to the lists, you can copy and paste
the node and interface lists into the O gani zat i on definitions in the
Cust oner Model . xni file.

As shown below, the process is the same as “Converting NNM Object
Database Information to XML” on page 97, with the exception of steps 3,
5 and 6 shown in shading below. Once you have an XML file containing
the lists of nodes and interfaces, you can associate them with the correct
customer (organization) by copying and pasting them into the
appropriate Or gani zat i on definitions in the Cust onmer Model . xm file.

Figure 7-8 Process of Creating a One-Time Generation of NNM Resource
Lists
Configure
the NNM Configure . I the Save the
h Register the Restart the senvlet in a
station to the query to ) generated
» . » output file senvlet browser P
allow SIP to run against with SIP engine on the SIP data to an
get data ovwdb 9 oo XML file
fromit
1 2 3 4 5 6

Registering the Output File with SIP

This process is the same as “Registering the Servlet and Customer Model
Data with SIP” on page 99, except that you only need to register the file
in which the customer model data is saved, not the

NNIVB mpl eCust orrer Model servlet.

Saving the Generated Data to an XML File

After running the servlet in a browser to see the generated XML, instead
of creating references to the lists, save the file and copy and paste

Copying and Pasting the Lists of Nodes and Interfaces into the
Customer Model

1. Open the Your Cust oner Model . xm file. Although the XML file can be
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located anywhere on the file system (as long as the path to the
document is registered in O/Port al Confi g. xm ) the standard
location is:

Windows NT/2000: <i nstal | _di r>\ conf\ organi zati ons\
UNIX: / et c/ opt/ OV SI P/ conf/ or gani zat i ons/

2. Inyour Or gani zat i on definitions, simply paste the generated nodes
and interface lists, and save the file. For example:

<Si npl eCust orrer Model >
<Organi zati on nanme="Acnme" type="custoner">
<NodelLi st >
<Node nane="host.acne. com'/>
<Node nane="server. acne.cont'/>
</ NodelLi st >
<I nterfaceList>
<I nterface nane="15.40.10. 2" type="ov-ipv4"/>
<Interface nane="35.10.10. 2" type="ov-ipv4"/>
</Interfacelist>
</ Organi zati on>
</ Si npl eCust oner Model >

NOTE Another variation of this approach is copying and pasting the entire lists
and referring to the lists using NodeLi st Ref and I nt er f acelLi st Ref, as
shown in the example in step 2 on page 102.
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Figure 7-10
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Registering the Customer Model Data Source
with SIP

You need to indicate to SIP the name and location of the sources of the
customer model data.

1.

Open the OVPor t al Confi g. xm file located in the following
directory:

Windows NT/2000: <i nstal | _di r>\ SI P\ conf\ f ranewor k\
UNIX: / et c/ opt/ OV SI P/ conf/ franewor k/

Find the Cust oner Model Sour ces element. The four attributes of
this element are described in Table 7-4.

Configure the hr ef attribute. See the examples below.

If you specify a relative file path (e.g., "Qust oner Model . xm "), it is
interpreted relative to the conf/ shar e/ or gani zat i ons directory.

Example of File Placed in Organizations Directory

<Cust oner Mbdel href =" Cust oner Model . xm "/ >

The above example is correct whether the directory is configured to be
local or remote. If the / or gani zat i ons directory is actually remote,
that is, the SI P_CONF_SHARE DI Rin S| PPat h. properti es is remote,
the same syntax is used to specify it relative to the or gani zat i ons
directory.

Example of Local File in a Location Other Than the

Organizations Directory

<Cust oner Model href="c:/tenp/ Customer Model . xm "/ >
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Example of Remote file

<Cust oner Model
href="http:// ot her machi ne/ Cust orrer Model . xm "/ >

Example of getcvdata

<OVPor t al Confi g>
<Cust oner Mbdel Sour ces ti neout ="60">
<Cust oner Mbdel
href="http:// NNVMHost name/ OvCgi / get cvdat a. exe"/ >
</ Cust oner Mbdel Sour ces>
</ OvPor t al Confi g>

Example of NNMSimpleCustomerModel

<OVPor t al Confi g>
<Cust oner Model Sour ces ti nmeout ="60">
<Cust oner Model href="Cust ormer Model . xm )/ >
<Cust oner Model
href="http:// NNVvhost name/ ovport al / NNVSi npl eCust oner Model "/ >
</ Cust oner Model Sour ces>
</ OvPor t al Confi g>

4. If you have placed the file in a location other than the
[ or gani zat i ons directory, make sure the DTD path in the XML file
is specified as described in Figure 7-4 on page 96.

Table 7-4 Attributes of the CustomerModelSources
Element
Attribute Description
type Specifies the document type of the customer model.

For SIP 2.0, "SimpleCustomerModel" is the only
supported t ype.
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Table 7-4 Attributes of the CustomerModelSources
Element
Attribute Description
hr ef A required attribute that specifies the name and

location of the customer model data source file.
Supported protocol values are fil e, http, and

ht t ps. For syntax examples of both local and
remote hr ef s, see Figure 7-9 through Figure 7-11.
The href is evaluated relative to the following
directory:

Windows 2000/NT:
i nstal | _dir\conf\share\organi zati ons

UNIX:
et ¢/ opt / OV Sl P/ conf/ shar e/ or gani zat i ons

Example href:

<Cust oner Mbdel Sour ces>
<Cust oner Mbdel href =" Cust oner Model . xm "/ >
</ Cust oner Mbdel Sour ces>

par anet ers Specifies whether the customer model provider
(e.g., get cvdat a. exe) supports queries for getting
parts of the customer model. If this value is "yes",
the data source must support the parameters
described in Table 7-5 on page 107.

ti meout Specifies the timeout value in minutes for using
the provided information. The customer model
information is refreshed every "timeout” minutes.
If the value is "0", the data source will only be
loaded when the servlet engine is restarted.

Parameters for getcvdata.exe

Parameter Description

No parameter If you use get cvdat a. exe without
parameters, it returns all information
for all the customers known by the
Customer Views server.
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Table 7-5 Parameters for getcvdata.exe
Parameter Description
Q glLi st If you invoke get cvdat a. exe with

the O gLi st CGI parameter, you will
get a list of all the organizations and
their attributes: nane, t ype, and

Ext er nal Key. However, you will not
get the child information (nodes,
interfaces, and services).

Organi zati on If you invoke get cvdat a. exe with
the O gani zat i on CGI parameter,
you will get all the information for
only the specified organization.

Q gani zat i on="<or gname>"

SimpleCustomerModel.dtd

The SimpleCustomerModel.dtd is located in the following directory:

Windows NT/2000: <i nstal | _di r>\ conf\ or gani zat i ons\
UNIX: / et c/ opt/ OV SI P/ conf/ or gani zat i ons/

Table 7-6 SimpleCustomerModel Child Elements

Elements Descriptions

Q gani zati on

Servi celLi st Can be a child element of

Q gani zat i on or specified outside of
any Or gani zat i on. If a child element,
Ser vi celLi st is a listing of services
that are associated with an
organization. If specified outside an
Qrgani zat i on, it is a listing of
services that can be associated with
multiple organizations.
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Table 7-6 SimpleCustomerModel Child Elements
Elements Descriptions
NodelLi st Can be a child element of

QO gani zat i on or specified outside of
any Or gani zat i on. If a child element,
NodeLi st is a listing of nodes that are
associated with an organization. If
specified outside an O gani zat i on, it
is a listing of nodes that can be
associated with multiple
organizations.

I nterfaceli st Can be a child element of

Q gani zat i on or specified outside of
any Or gani zat i on. If a child element,
I nt erfaceli st is a listing of
interfaces that are associated with an
organization. If specified outside an
Qrgani zat i on, it is a listing of
interfaces that can be associated with
multiple organizations.

Table 7-7 Organization Attributes and Child Elements

Elements and Attributes Descriptions

type An optional attribute that specifies
the type of customer or organization.
For Customer Views data, this would
have values of "customer" and
"provider."

nane A required attribute that specifies a
unigue name for identifying the
organization.

D spl ayString An optional displayable string. If this
element is not present, the nane
attribute is used for display purposes.
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Table 7-7 Organization Attributes and Child Elements

Elements and Attributes Descriptions

Servi celLevel An optional element that specifies the
level of service (e.g., "platinum,”
"gold," "silver," "bronze). In Customer
Views, this idea is implicit in groups of
customers or organizations.

Ext er nal Key An optional element that represents
an external database key for the
organization. This is provided to
migrate the

or gani zat i onExt er nal Key attribute
stored by Customer Views.

Table 7-8 ServicelList Attributes and Child Elements

Elements and Attributes Descriptions

nane A optional attribute that specifies a
unigue name for identifying the
Servi celLi st. The Servi ceLi st Ref
uses the hr ef attribute to reference a
particular Ser vi ceLi st by name.

If multiple Servi celLi st elements
have the same name value, they are
viewed as the same list of services and
the definitions are merged.

Servi ce

Servi celLi st Ref href An optional element that can be used
to have multiple organizations share
the same Servi celLi st definition. A
Ser vi celLi st referenced by a

Servi ceLi st Ref element must be
identified by an hr ef attribute.
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Table 7-9 Service Attributes and Child Elements

Elements and Attributes Descriptions

type An optional attribute that specifies
the type of service (e.g., "webHosting"
and "e-mail." The t ype value is an
arbitrary string defined by the
application or module dealing with
the service. It is used to filter on the
list of services, so that a module only
needs to deal with the services it is
concerned with.

nane A required attribute that uniquely
identifies the service.

D spl ayString An optional displayable string. If this
element is not present, the nane
attribute is used for display purposes.

Dept h An optional element that specifies the
number that represents a depth limit
for displaying information about the
service. This value is used by the VP
Navigator module. A depth value of O
suggests that a service is recursive.

Table 7-10 NodeList Attributes and Child Elements

Elements and Attributes Descriptions

nane A optional attribute that specifies a
unique name for identifying the
NodelLi st. The NodelLi st Ref uses the
hr ef attribute to reference a
particular NodeLi st by name.

If multiple NodeLi st elements have
the same name value, they are viewed
as the same list of nodes and the
definitions are merged.

Node
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Table 7-10 NodeL.ist Attributes and Child Elements

Elements and Attributes Descriptions

NodeLi st Ref hr ef An optional element that can be used
to have multiple organizations share
the same NodelLi st definition. A
NodeLi st referenced by a

NodelLi st Ref element must be
identified by an hr ef attribute.

Table 7-11 Node Attributes and Child Elements

Elements and Attributes Descriptions

type An optional attribute that specifies
the type of node name. This is
specified for future extensibility. For
SIP 2.0, only one value is understood
by the modules: "ov-iphost". An
"ov-iphost" type of name is a
hostname, DNS name, or IP address.

nane A required attribute that uniquely
identifies the node.

If the type is "ov-iphost", the nane
value can be an IP hostname, a DNS
name, or an IP address.

D spl ayString An optional displayable string. If this
element is not present, the nane
attribute is used for display purposes.
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Table 7-12 InterfaceList Attributes and Child Elements

Elements and Attributes

Descriptions

nane

A optional attribute that specifies a
unigue name for identifying the

I nterfaceList. The

I nterfaceLi st Ref uses the href
attribute to reference a particular

I nt erfaceli st by name.

If multiple | nt er f aceLi st elements
have the same name value, they are
viewed as the same list of interfaces
and the definitions are merged.

Interface

I nt er f aceLi st Ref href

An optional element that can be used
to have multiple organizations share
the same | nt er f aceLi st definition.

An | nterfaceli st referenced by an

I nt er f aceLi st Ref element must be
identified by an hr ef attribute.
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Table 7-13 Interface Attributes and Child Elements
Elements and Descriptions
Attributes
type An optional attribute that specifies the

type or "address family" of the interface.
Two values used are "ov-ipv4" and
"ov-ifv4". An "ov-ipv4" interface has the
form of an IP address in dotted notation
(e.g., "15.2.5.23").

An "ov-ifv4" interface has the form
"<IPHostname>/ifAlias::ifDescr", where
IPhostname can be an IP hostname,
DNS name, or IP address, and ifAlias,
and ifDescr refer to the SNMP MIB
variables of those names for the
specified interface. Either ifAlias or
ifDescr can be empty, but the
combination of them should uniquely
identify an interface on a given device.

nane A required attribute that uniquely
identifies the interface. The format of
this attribute’s value is dictated by the
value of the "type" attribute.

D spl ayString An optional displayable string. If this
element is not present, the nare
attribute is used for display purposes.

Figure 7-14 Simple Customer Model Sample XML

<I DOCTYPE Si npl eCust oner Mbdel SYSTEM " Si npl eCust onmer Model . dt d" >
<Si mpl eCust oner Model >

<Organi zation type="custoner" nane="Cust1l">
<NodelLi st >
<Node nane="ci sco4k2. cnd. hp. cont'/ >
<Node name="15. 2. 3. 23"/ >
<Node type="ov-iphost" name="ci sco02522"/>
</ NodelLi st >
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<Interfacelist>
<Interface nanme="15.0.2.33"/>
<Interface type="ov-ipv4" nane="15.2.3.23"/>
<Interface type="ov-vpn4" name="10.2.1.1/3434"/>
</Interfacelist>
</ Or gani zati on>

<Organi zation type="custoner" nane="Cust2">
<Servi celi st>
<Service type="webHosti ng" name="Cust 2WebHosti ng"/>
<Service type="mail" nane="Cust2Mail"/>
<Service type="news" nanme="Cust 2News" >
<Dept h>2</ Dept h></ Ser vi ce>
</ Servi ceLi st>
<NodelLi st Ref href="WebServers"/>
</ Or gani zat i on>

<Organi zation type="custoner" nane="VI Cl">
<Servi ceLevel >Gol d</ Servi ceLevel >
<Ext er nal Key>vi c- 1001</ Ext er nal Key>

</ Organi zati on>

<Organi zation type="provi der" nane="Peerl| SP1"/ >

<NodelLi st nanme="WebServers">
<Node name="ww. cnd. hp. coni'/ >
<Node name="web. fc. hp. cont/>
</ NodelLi st >

</ Si nmpl eCust oner Mbdel >
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Developing a Custom Customer Model Data
Source

You can develop a program that provides a mapping from an arbitrary
data store or provisioning system to the required "simple customer
model" format.

SIP 2.0 has an extensible mechanism for poulating the customer model.
SIP is capable of receiving content for the Customer Model from any
source that can produce XML content in accordance with the

Si npl eCust oner Model . dt d file. SIP can be configured to read data from
a local file, or any arbitrary URL that is accessible from the SIP station.
The URL can be a servlet, CGI or other technology that returns XML
content via HTTP.

For example, the Generic Net Service Provider maintains a database of
their customers and their relationship to managed resources. A perl CGI
script, get MyQust oner Dat a. pl could be written and installed on a web
server, cust oner db. generi c. net. Suppose the URL to that script is
"htt p://custonerdb. generi c. net/cgi - bi n/ get M/CQust oner Dat a. pl ",
you could simply add the URL as a Customer Model Source in the
OvPor t al Confi g. xm file as follows:

<Cust oner Model Sour ces>
<Cust oner Mbdel
href="http://custonerdb. generic. net/cgi-bin/get MyCust onerbData.pl"/>
</ Cust orrer Mbdel Sour ces>

The perl cgi script could contain some code similar to this:

#!/usr/ | ocal / bi n/ perl

print "content-type: text/xm\n\n";

print "<Sinpl eCust oner Mbdel >";

@rgs = getOrgani zati onsFronDb();

foreach org (@rgs) {
print "<Organizati on name=\"$org\">"
out put Or gani zat i onDat a( $or g) ;
print "</ Organi zati on>"

}

print "</Sinpl eCust oner Model >";

>
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Of course this could be written in any language using a technology that
is capable of returning XML via HTTP. Parameters may be specified in
the URL as well. For example, you could invoke this perl script
differently from multiple SIP servers as follows:

OVPortalConfig.xml on SIP serverl

<Cust oner Model Sour ces>

<Cust oner Model

href ="http://custonerdb. generic. net/cgi - bi n/ get MyCust orrer Dat a. pl ?server =one"/ >
</ Cust oner Model Sour ces>

Figure 7-16

OVPortalConfig.xml on SIP serverl

<Cust oner Mbdel Sour ces>

<Cust oner Model

href ="http://custonerdb. generic. net/cgi-bin/ get MyCust orrer Dat a. pl ?server=two"/ >
</ Cust oner Model Sour ces>

In this case, the CGI can interpret the parameters and return different
content to each server. As stated previously, this content must conform
to the Si npl eCust orrer Model . dt d.

Si npl eCust oner Model . dt d provides a mechanism for remote reporting
of errors. If the CGI encounters an error or warning, it can report those
along with any Customer Model Data, and they will be added to the
appropriate SIP log file. For example, the CGI could return:

<Si mpl eCust oner Model >
<Error msg="The database is currently unavail able"/>
</ Si nmpl eCust oner nodel >

Chapter 7 117



Implementing a Customer Model for Mapping Customers to Resources
Developing a Custom Customer Model Data Source

118 Chapter 7



Filtering Data by Customers

Chapter 8 119



Filtering Data by Customers
Introduction to Customer Data Filtering

Introduction to Customer Data Filtering

Customer data filtering is the action of applying filters to the roles that
are associated with portal users in order to display only the data that is
appropriate to them.

In HP OpenView Service Information Portal, the management data that
is presented in the user interface for a given user login is filtered by the
specific customer or customers that were associated with the user’s role.
(In this context, the term “customer” refers to the organizations.)

Modules That Do Customer Data Filtering

Customer data filtering applies only to the modules that display
management data. It does not apply to the framework-supplied Message
Board module or Bookmarks module.

You can do some filtering with Generic-based modules that you create;
for more information, see Chapter 12, “Integrating Your Own
Applications and Data,” on page 205.

The Process of Filtering Customer Data

Customer data filtering begins at the implementation of the customer
model. Recall that the customer model is the mapping of all relevant
organizations to their resources. It defines the association between
customers (organizations) and their nodes, interfaces, and services.

Once the customer model is implemented and you want to deploy secure
customer portals, you need to associate one or more organizations with
each role, and assign roles to your SIP users. This step is referred to as
security filtering. Security filtering applies to all management data
modules in the portal view that are associated with a role, and it is
applied through use of the Management Data Filter. To restrict what a
user sees, each role can be customized to have one or more associated
organizations (customers).

Essentially, the customer model is a listing of your customer
organizations and their associated resources. The act of selecting one or
more organizations from that listing (whose data you want to display
through a portal) occurs when you define the Myt Dat a element in a
User-Role package file.
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After security filtering is applied, you can apply a finer level of filtering
on a module-by-module and submodule-by-submodule basis. This is
called display filtering. It allows an additional level of filtering to
determine what actually gets presented in a particular instance or
sub-instance of a module.

For example, whereas the MgmtData filter affects all Network Device
Health gauges displayed in a portal view, a display filter can be
implemented on a gauge-by-gauge basis.

As a second example, you may have a portal user who is an operator in
your service provider environment. This person might be responsible for
monitoring the data of five customers. Their Management Data Filter is
set up to define the five customers. But when they view information, they
may want multiple instances of the alarms module, one for each
customer. They could set up a display filter to look at information for the
individual customers.

Display filtering is applied in the portal view file through three filters:
Node Selection Filter, Interface Selection Filter, and
Organization Filter.

The Node Selection and Interface Selection filters offer some support for
wildcarding through the use of Perl5 regular expressions (see your Perl
documentation for information about valid expressions). For example,
periods in entries must be escaped with a backslash (\) character and the
asterisks (*) must be escaped with a period (.):

X\ . eagl e\.w ngnuts\.com

All three of these filters are defined in the following DTD:

Windows NT/2000: <i nstal | _di r>\conf\share\views\filter.dtd
UNIX: /etc/opt/ OV SI P/ conf/share/views/filter.dtd

Types of Filtering

Service Information Portal provides three types of customer data
filtering: Node filtering, interface filtering, and service filtering. All
customer filtering tasks are performed through direct editing of XML
files. The types of filtering are described in coming sections.

= Node Filtering
= Interface Filtering

= Service Filtering
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Key Points About Customer Data Filtering

Following are key points that are essential to understanding the filtering
of data that is displayed in a customer’s portal. Following the key points
is an explanation of the two types of filtering.

= Two levels of filtering help you restrict the data being
displayed. Security filtering is the first (and most important) of two
levels of filtering provided by the Service Information Portal. Security
filtering defines what data the customer can potentially see and is
applied to all management data modules. Display filtering is applied
on a module-by-module or submodule-by-submodule basis and
further restricts what the customer actually sees.

= Itis essential that you apply first-level filtering—security
filtering. The SIP User-Role Model requires that you apply the
essential first level of filtering to each role that you create.

= Optionally, you can apply second-level filtering—display
filtering. You can apply a finer, second level of filtering at the module
or submodule level.

= Display filtering does not apply to all three NNM modules. The
Network Health Device module requires display filtering. The Alarms
module allows optional display filtering. The Topology module does
not allow display filtering.
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Node Filtering

With node filtering, you apply the defined filter and a list of nodes is
returned. These nodes define the allowed set of information. All three
NNM modules acknowledge node filtering at the security filter level
(MgmtData filter). The Network Health Device module requires either or
both node filtering or interface filtering at the display filter level
(NodeSelection). The Alarms module allows optional display filtering.
The Topology module does not allow display filtering.

Figure 8-1 below depicts what is happening in the system when node
filtering is applied. First, you start with all nodes in the customer model
data. When you apply the Management Data security filter, you define a
set of nodes. Optionally, you can then apply the Node Selection display
filter to further restrict the set of nodes and produce a result list of nodes
that is used for display.

How Node Filtering Works

Management Node
All Nodes Data s Selection s Result *

Filter Filter

Final list displayed
NodeSelection through portal view

MgmtData (Defined per module

(Defined in instance and used by

All nodes in User-Role file) Network Device
domain Health and Alarms
modules)

Domain is defined differently for different modules. For the Network
Device Health module, it is all the nodes in ovwdb in the NNM
management stations from which it is getting data. For the Alarms
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module, it is the nodes associated with generated alarms. For the
Topology Map module, it is the nodes on a submap.

Figure 8-2 applies an example to the above diagram.

Node Filtering Example

Management Node

All Nodes Data m  Sclection s Result *

Filter Filter

down.acme.com
charm.acme.com

down.acme.com

charm.acme.com
quark.acme.com

up.acme.com
down . acme . com

All

TIP

charm.acme. com
strange.acme.com

Security Filtering: How the MgmtData Filter
Produces a List of Nodes

For each configured Role, there is a Mynt Dat a element that defines a
subset of all the data that the user can see. Figure 8-3 on page 125 shows
sample XML code for the Management Data Filter. For more
information, see the following DTD:

Windows NT/2000: <i nstal | _di r>\conf\share\rol es\ User Rol e. dtd
UNIX: /etc/opt/ OV SI P/ conf/share/rol es/ User Rol e. dt d

For SIP 1.0 Users: The Management Data Filter is similar to the SIP
1.0 SecurityFilter except that the | PHostFil ter and

| Pl nterfaceFilter child elements are no longer supported. This means
that IP host and IP interface filters cannot be directly specified in the
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security filter. They must instead be specified in the customer model.

MgmtData Element Example Defining Data for Multiple
Organizations

<Mgnt Dat a>
<Organi zationFilter>
<Or gani zati onRef href="Cust1"/>
<Organi zati onRef href="VvIC1"/ >
<Or gani zati onRef href="Peer| SP1"/ >
</ Organi zati onFil ter>
</ Mgnt Dat a>

The O gani zat i onRef elements in the O gani zati onFi | t er element
are references to the Or gani zat i on elements in the Simple Customer
Model. Therefore, when you specify a customer in the Myt Dat a element
in the User-Role file, you are saying: Present to the portal user the
information filtered by the services, nodes, and interfaces associated
with the Organization as defined in the Simple Customer Model.

Below is a list of rules that describe the behavior of the Mynt Dat a
element and its optional child element—Qr gani zat i onFi | t er

e Ifno Organi zationFil ter is present, the Mynt Dat a element has a
value of ANY or ALL nodes.

e IfOrgani zationFilter is present but empty, the Mynt Dat a element
has a value of NO nodes.

Display Filtering: How the NodeSelection Filter
Produces a List of Nodes

To produce a list of nodes from the NodeSel ect i on Filter, three child
filters can be used: | PHost Fi | t er, Capabi lityFil ter, and

Q gani zat i onFi | t er. For detailed information, see “NodeSelection
Filter” on page 136.

Also, see the following DTD:

Windows NT/2000: <i nstal | _di r>\conf\share\views\filter.dtd
UNIX: /etc/opt/ OV SI P/ conf/share/views/filter.dtd

Chapter 8 125



Filtering Data by Customers
Interface Filtering

Interface Filtering

Interface filtering works the same way except that a list of interfaces is
returned. Interface filtering provides more granularity, or a lower level of
filtering. Network Device Health does interface filtering. The Topology
Map does not use InterfaceSelection filters, but it does filter interfaces
according to the Mynt Dat a filter (security filtering). The Alarms module
does not use interface filtering: If there is an interface-down event on a
particular router, you cannot specify that you only want those interface
events on that router. You can only specify that you want events on that
router or not.

In Figure 8-4 on page 126, interface filtering is being applied using the
I nterfaceSel ecti on filter.

Figure 8-4 How Interface Filtering Works
Management Interface
mmmm All Interfaces  |— Data mmm— Sclection mm——— Result *
Filter Filter

Final list displayed
InterfaceSelection through portal view

MgmtData {Defined per module

] ) instance and used by

. (Defined n Network Device
All interfaces user-role file)

Health module only)

Figure 8-5 on page 127 applies an example to the above diagram.
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Figure 8-5 Example of Interface Filtering
Management Interface
mmm All Interfaces Data m Seclection | Result +
Filter Filter
15.0.0.2
ANT 15.0.0.45
15.0.0.2
15.0.0.45

All
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Filtering of Customer Data in SIP Modules

S = Security Filter
D = Display Filter

Table 8-1 Filtering of NNM Module Data
Type of Topology Map Alarms Network
Filtering Device Health
Node S- SD SD
Filtering
Interface S- - - SD
Filtering
Service - - - - - -
Filtering
Table 8-2 Filtering of VP Navigator Module Data
Type of Service Service Service Service Service | Custom
Filtering | Browser Graph Card Health Reports | Service
View
Node - - - - - - - - - - - -
Filtering
Interface | - - - - - - - - - - - -
Filtering
Service S- S- S - S- S- S-
Filtering

Filtering of VP-IS Module Data

For the VP-IS Internet Services module, a VP-IS customer name is
associated with a SIP role. The VP-IS module uses the customer name to
filter the data based on the VP-IS customer model.
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Filters
Table 8-3
Type of Level of Filters Child Filters
Filtering Filtering
Security Myt Dat a O gani zationFil ter
Node (NodeL.ist)
Filtering ) . . . A
Display NodeSel ecti on QO gani zationFil ter
| PHost Fi l ter
CapabilityFilter
Security Mynt Dat a QO gani zationFil ter
Interface (InterfaceL.ist)
Filtering : X X X X
Display I nterfaceSel ection QO gani zationFil ter
IPlnterfaceFilter
Security Mynt Dat a QO gani zationFil ter
Service (ServiceList)
Filtering Display Ser vi ceRef B
G aphRef
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Security Filtering Element Definitions and
Examples

Security filtering is defined through the Mynt Dat a element in the
User-Role package file. It applies to all modules that display customer
resource data from the customer model.

The Mynt Dat a element is stored in a User-Role package file and has one
optional child element: O gani zati onFi | t er (definedinthefilter.dtd
file). The Management Data Filter applies to all modules that display
customer resource data from the customer model.

The O gani zati onFi | t er is defined by specifying one or more
organizations (customers) in the User-Role package file.

For more information, see the following DTD:

Windows NT/2000: <i nstal | _di r>\conf\share\rol es\ User Rol e. dtd
UNIX: /etc/opt/ OV SI P/ conf/share/rol es/ User Rol e. dtd

The Role element must specify one of the following: Mynt Dat a,
Mynt Dat aRef , or Def aul t Mynt Dat a.

MgmtData Element and Optional Child Element

Elements and Attributes Description

Mgnt Dat a

An optional child element of the Rol e element. Used to
specify the management data to be presented through the
portal. Used for node, interface, and service filtering and
defines what data the customer can potentially see. Can
appear directly within a Rol e element, or it can be
defined independently and referenced by multiple roles.
Mgnt Dat a element is essentially a list of organizations (or
customers) as defined in the customer model. The list of
organizations is translated at runtime into a list of
resources (services, nodes, interfaces) that determine
what information is presented to the user.
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Table 8-4 MgmtData Element and Optional Child Element

Elements and Attributes

Description

namne

An optional attribute of Myt Dat a, nane specifies a
unique identifier for the Myt Dat a. This is the value used
in the hr ef attribute of the Mynt Dat aRef element to refer
to this management data specification.

Only one "management data" specification with a given
name is allowed in the User-Role Model. If a subsequent
one is found with the same name, it is ignored.

or gNane

An optional attribute of Mynt Dat a, or gNane specifies the
name of an organization (or customer) to use to determine
the management data to present. This is provided as a
shortcut so that an Or gani zati onFi | t er element does
not need to be defined if there is only a single
organization for the "management data" definition.

If both the or gNane attribute and a child

Qrgani zat i onFi | t er are specified, the organization
specified by or gNarre is added to the list of organizations
listed in the Or gani zati onFi | t er element.

Q gani zationFil ter

An optional child element of Mynt Dat a,
QO gani zat i onFi | t er allows multiple organizations (or
customers) to be specified for the “management data.”

Qrgani zati onFi | t er is used for node, interface, and
service filtering. Nodes associated with an organization
are those both explicitly associated with a customer and
implicitly associated with the customer (through the
explicit association of an interface).

Q gani zat i onRef

An optional child element of Or gani zati onFil ter,
QO gani zat i onRef refers to an organization defined in the
customer model.

The hr ef attribute of O gani zat i onRef is a reference to a
Q gani zat i on element. It must be the same as the name
attribute of a Or gani zat i on element.
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Table 8-4 MgmtData Element and Optional Child Element

Elements and Attributes Description

Mynt Dat aRef An optional child element of Rol e, Myt Dat aRef allows
multiple roles to refer to the same Mynt Dat a definition.
The referenced Mgnt Dat a element can be defined in any
User-Role package file.

The href attribute of Mynt Dat aRef is a reference to a
Mynt Dat a element. It must be the same as the nane
attribute of a Mynt Dat a element.

Def aul t Mgnt Dat a An optional attribute of the Rol e element,
Def aul t Mgnt Dat a is a reference to the Mynt Dat a
element.
Figure 8-6 Example of "Acme" Organization in Customer Model: The

MgmtData Element in the User-Role File References the
Organization

<Si mpl eCust oner Model >
<Organi zati on nanme="Acne" >

<NodelLi st >
<Node name="host. acre. conl'/ >
<Node name="server.acne.conl'/>

</ NodelLi st >

<Interfacelist>
<I nterface nane="15.40.10. 2" type="ov-ipv4"/>
<I nterface nane="35.10.10. 2" type="ov-ipv4"/>

</InterfaceList>

<Servi celLi st >
<Service name="email" type="enuil">

<Di spl aySt ri ng>Emai | </ Di spl ayStri ng>
<Dept h>0</ Dept h>

</ Servi ce>
<Servi ce name="geo_orga" type="busi ness"/>
<Servi ce name="cluster" type="server"/>

</ Servi celLi st >

</ Organi zati on>
</ Si nmpl eCust oner Mbdel >
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Figure 8-7 Sample Management Data Filters

<l-- This will show all nanagenent data -->

<Mgnt Dat a name="Al | Data"/ >

<l-- This is another way to show all managenent data -->

<I-- It is a MgntData el enent that has no "orgNane" attribute and -->
<l-- It has no OganizationFilter child elenent. -->

<Mgnt Dat a/ >

<l-- This will show no managenent data -->

<Mgnt Dat a nane="NoDat a" >
<Organi zationFilter/>

</ Mgnt Dat a>
<l-- This is another way to show no nmanagenent data -->
<I-- It is a MgntData el enent that has no "orgNane" attribute and -->
<l-- It has an enpty OrganizationFilter child element. -->
<Mgnt Dat a>
<Organi zationFilter/>
</ Mgnt Dat a>
<l-- This will show data only for the "Acne" organization -->

<mgnt Dat a nanme="Acne(O g" >
<Organi zati onFilter>
<Or gani zati onRef href="Acme"/>
</ Organi zationFilter>

</ Mgnt Dat a>

<l-- This is another way to show data only for the "Acne" organization -->
<I-- It is a MpnmtData el ement that has an "orgNanme" attribute and -->

<l-- It has no OrganizationFilter child elenent. -->

<Mgnt Dat a or gNane="AcneCOrg"/ >
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<l-- This will show data only for multiple organizations. -->
<I-- It is a MgntData el enent that has a -->
<l-- non-enpty OrganizationFilter child elenent. -->

<Mgnt Dat a name=" CGol dCust oner s" >
<Or gani zati onFi l ter>
<Organi zati onRef href="Acme"/ >
<Or gani zati onRef href =" Nabob"/ >
<Organi zati onRef href="Aureunt/>
</ Organi zationFilter>
</ Mgnt Dat a>

Figure 8-8 Sample Corresponding Role Definitions

<Rol e nanme="AcneBusi ness" title="Busi ness">
<Port al Vi ewRef href="sanpl es/busi ness. xm " copy="Acne/ busi ness. xm "/ >
<Edi t Per mi ssi on | evel =" User Pref erences"/ >
<Mgnt Dat aRef href="AcneOrg"/>

</ Rol e>

<Rol e name="Int egrati onExanpl es" title="Integrati on Exanpl es">
<Portal Vi ewRef href="sanpl es/integration.xm"/>
<Edi t Per mi ssi on | evel =" ReadOnl y"/ >
<Mgnt Dat aRef href ="NoDat a"/ >

</ Rol e>

<Rol e nane="Bl ank" title="Create A View'>
<Portal Vi ewRef href="sanpl es/ bl ank. xm " copy="sanpl es/scratch.xm"/>
<Edi t Per m ssi on | evel ="Vi ewAdni n"/ >
<Mgnt Dat aRef href="Al| Data"/>

</ Rol e>

<Rol e name="Col dNet Cperator” title="Gold Custoners">
<Port al Vi ewRef href="Net Operator.xm"/>
<Edi t Per m ssi on | evel ="User Pref erences"/ >
<Mgnt Dat aRef href =" Gol dCust oners"/ >

</ Rol e>
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Figure 8-9 Example of Role with MgmtData Element Instead of
MgmtDataRef

<Rol e nanme="Col dNet Cperator” title="Gold Custoners">
<Portal Vi ewRef href="NetOperator.xm"/>
<Edi t Per mi ssi on | evel =" User Pref erences"/ >
<Mgnt Dat a name=" Col dCust oner s" >
<Organi zationFil ter>
<Organi zati onRef href="Acme"/>
<Or gani zati onRef href =" Nabob"/ >
<Organi zati onRef href="Aureunt/>
</ Organi zationFil ter>
</ Mgnt Dat a>

Figure 8-10 Example of Default Mgmt Data Specified for User-Role Package
<User Rol ePackage title="Acme Users and Rol es" defaul t Mgnt Dat a="Al | Dat a" >

<Rol e nanme="AcneTechnical" title="Technical">
<Portal Vi ewRef href="sanpl es/technical.xm"
<Edi t Per m ssi on | evel =" User Pr ef erences"/ >
<Def aul t Mynt Dat a/ >

</ Rol e>

<Rol e nanme="AcneBusi ness" title="Busi ness">
<Port al Vi ewRef href="sanpl es/busi ness. xm "
<Edi t Per mi ssi on | evel =" User Pref erences"/ >
<Def aul t Mgnt Dat a/ >

</ Rol e>
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Display Filtering Element Definitions and
Examples

Whereas Mynt Dat a defines what the portal customer can potentially see,
the two display filters—NodeSel ecti on and | nt er f aceSel ecti on—
provide a finer level of control over what the portal customer actually
sees. Display filters are used individually by the network management
modules and set in the portal view file or the default XML snippet for a
module. Display filtering does not apply to the service management
modules.

The Topology Map module does not use display filters because the node
and interface filter is defined when the submap is specified. The
Mynt Dat a element is, essentially, applied to the content of the submap.

For more information on the NodeSel ecti on and | nt er f aceSel ecti on
filters, see the following DTD:

Windows NT/2000: <i nstal | _di r>\conf\share\views\filter.dtd
UNIX: /etc/opt/ OV SI P/ conf/share/views/filter.dtd

NodeSelection Filter

The NodeSel ecti on element lets you further restrict the set of nodes
that are displayed. Of the NNM modules, the NodeSel ecti on element is
used only by the Alarms module and the Network Device Health module.

NodeSel ect i on filtering is useful for such things as restricting by nodes
the alarms you present and restricting by network device health category
(such as router health, server health, CPE health, or key device health)
the gauges you present.

NodeSel ect i on has three child elements:

e (OganizationFilter isused to restrict for display purposes the set
of organizations defined by the Mynt Dat a element and displayed in a
portal view.

For example, you may have defined ten customers with the Mynt Dat a,
but in this particular portal view, you only want to display data for
two of them. For information on Or gani zati onFi | t er, see Table 8-4
on page 130.
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| PHost Fi | t er defines a hostname or IP address.

The | PHost Fi | t er element is another child element of the
NodeSel ecti on element. In the | PHost Fi | t er, you can list
hostnames or IP addresses, but an IP address just references the
node; the interface is not identified.

When writing filters, use Perl5 regular expressions (see your Perl
documentation for information about valid expressions). For example,
periods in entries must be escaped with a backslash (\) character and
the asterisks (*) must be escaped with a period (.):

X\ . eagl e\.w ngnut s\.com

Furthermore, specification of a host by IP address will work only if
the NNM station knows the node by that same IP address (i.e., the
NNM name for the node is the specified IP address). Below is an
example | PHost Fi l ter:

<NodeSel ecti on>
<I PHost Fil ter>
<l PHost host name="15\.2\.5\.125"/>
<l PHost host name="15\.2\.6\.254"/>
<l PHost host name="eagl e\ . wi ngnuts\. com'/ >
<l PHost host name="hawk\. wi ngnuts\.coni'/>
</IPHostFilter>
</ NodeSel ecti on>

An empty | PHost Fi | t er yields an empty set which allows nothing to
pass.

Capabi l'i tyFi | t er defines any valid NNM object database field.

Another child element of | PHost Fi | t er isthe CapabilityFilter.
This commonly refers to the capability filters such as isRouter,
isNode, etc. However, Capabi | i t yFi | t er may refer to any NNM
object database field within HP OpenView Network Node Manager
(NNM). Below is an example Capabi l i tyFil ter:

<NodeSel ecti on>
<CapabilityFilter op="OR'>
<Capability field="I1PStatus" value="Critical"/>
<Capability val ue="isServer"/>
</ CapabilityFilter>
</ NodeSel ect i on>

The above example will return any node that has the i sSer ver
capability, or is critical.
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Be aware that an empty Capabi | i t yFi | t er yields the empty set
which allows nothing to pass.

TIP For SIP 1.0 users: In SIP 1.0, capability filters contained two
attributes: ti tl e and val ue. The val ue attribute was interpreted to
be an ovwdb field of type Boolean with the value equal to "true." In
SIP 2.0, the Capabi | i t yFi | t er has been improved. Now it can
containatitle, field, andval ue.titl e should be interpreted
exactly as used in SIP 1.0. fi el d is now the ovwdb field name. In SIP
2.0, val ue should not be confused with value in SIP 1.0. Now val ue is
the value of the ovwdb field to use. If val ue is not set, it defaults to

"true."

NOTE When you specify all three of these filters, they are AND'd together. The
result of the NodeSel ect i on element, when all three child elements are
specified, is the intersection of them.

If any of these are included in the portal view file yet left empty, they are
considered an empty set which allows nothing to pass.

Table 8-5 NodeSelection Element and Three Child Elements

Elements and Attributes

Description

NodeSel ecti on

Used only for node filtering. If none of the three child
elements is present, NodeSel ect i on has a value of any
or all nodes. If any one of the three child elements is
present, it defines the allowed set of nodes for

NodeSel ect i on. If more than one of the three is
present, the intersection of these (only what is in
common to all) defines the allowed set of nodes for
NodeSel ecti on.

| PHost Fil ter

Used only for node filtering. This can be a hostname or
IP address. An | PHost Fi | t er with no children is an
empty set of nodes.
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Table 8-5 NodeSelection Element and Three Child Elements
Elements and Attributes Description
CapabilityFilter This is any valid NNM ovwdb field. Can be used by the

Alarms and Network Device Health modules. A
Capabi i t yFi | t er with no children is an empty set of
nodes.

“All Capabilities” is indicated by the absence of a
Capabi l'ityFil ter element in the NodeSel ecti on
element. Not supplying a capability filter in the
NodeSel ect i on filter results in not using node
capabilities when determining the intersection of
candidate nodes.

QO gani zationFil ter Used to restrict for display purposes the set of
customers defined by the Mynt Dat a filter. Used only for
node filtering. An Or gani zati onFi | t er with no
children is an empty set of nodes. For more information
on the Or gani zati onFi | t er, see Table 8-4 on

page 130.
Table 8-6 NodeSelection Attributes
Elements and Attributes Description
title Descriptive name for a NodeSel ect i on. Not visible to
the user.
id Unique identifier for a NodeSel ect i on.
op Logical operation to be applied if multiple children are

specified. Value is "AND" (not modifiable).

Table 8-7 IPHostFilter Attributes and Child Element
Elements and Attributes Description
title Descriptive name for an | PHost Fi | t er . Not visible to
the user.
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Table 8-7 IPHostFilter Attributes and Child Element
Elements and Attributes Description
id Unique identifier for an | PHost Fi l t er.
op Logical operation to be applied if multiple children are

specified. Value is "OR" (not modifiable).

| PHost Used only for node filtering.

An | PHost Fi | t er with no children is an empty set of
nodes.

host nane is an attribute of | PHost . It can be a
hostname or IP address. Specification of a host by IP
address will work only if the NNM station knows the
node by that same IP address (i.e., the NNM name for
the node is the specified IP address).

Only ".*" is supported by the Alarms module. All other
modules can use the full regular expression set. See also
“NodeSelection Filter” on page 136.

Table 8-8 CapabilityFilter Attributes and Child Element
Elements and Attributes Description
id Descriptive name for a Capabi | i t yFi | t er . Not visible
to the user.
op Logical operation to be applied if multiple children are

specified. Value is "OR" (not modifiable).

Capability Any valid NNM ovwdb field.

titl e attribute is a descriptive name for the Capability
and is not visible to the user.

fi el d attribute is the ovwdb field name.

val ue attribute is the value of the ovwdb field name.

Figure 8-11 Sample NodeSelection Using a CapabilityFilter to Display All
Routers that Pass the MgmtData Filter

<NodeSel ection titl e="Routers" id="Routers" op="AND"'>
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<CapabilityFilter>
<Capability field="isRouter" value="true"/>
</ CapabilityFilter>

</ NodeSel ecti on>

InterfaceSelection Filter

The I nt er f aceSel ecti on element lets you further restrict the set of
interfaces that are displayed.

The I nt erf aceSel ecti on element is used for interface filtering by the
Network Device Health module only.

The I nt er f aceSel ecti on element has two child elements:

| Pl nterfaceFilter is used to filter according to a list of IP
Interfaces. The filter list must contain IP addresses.

When writing filters, use Perl5 regular expressions (see your Perl
documentation for information about valid expressions). For example,
periods in entries must be escaped with a backslash (\) character and
the asterisks (*) must be escaped with a period (.):

X\ . eagl e\.w ngnut s\.com

Below is an example of | PInt erf aceFil ter:

<IPInterfaceFilter>
<IPInterface ipAddr="15\.2\.5\.130"/>
<IPInterface ipAddr="15\.2\.6\.54"/>
</IPInterfaceFilter>

QO gani zati onFi | t er is used to restrict for display purposes the set
of organizations defined by the Mynt Dat a element.

The first of its child elements is O gani zat i onFi | t er, which can be
used to further restrict the set of organizations whose data will be
displayed in a portal view. For example, you may have defined ten
customers with the Myt Dat a, but in this particular portal view, you
only want to display data for two of them. For information on

QO gani zati onFi | t er, see Table 8-4 on page 130.
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Table 8-9 InterfaceSelection Element and Two Child Elements
Elements and Attributes Description
InterfaceSel ection Used only for interface filtering. If neither of the two

child elements is present, | nt er f aceSel ecti on has a
value of any or all interfaces. If one of the two child
elements is present, it defines the allowed set of
interfaces for | nt er f aceSel ect i on. If both child
elements are present, the intersection of these (only
what is common to both) defines the allowed set of
interfaces for | nt er f aceSel ecti on.

IPInterfaceFilter Used only for interface filtering. An
| PI nterfaceFilter with no children is an empty set
of interfaces.

Q gani zationFil ter Used to restrict, for display purposes, the set of
customers defined by Mynt Dat a. An

Organi zati onFi | t er with no children is an empty set
of interfaces.

Table 8-10 InterfaceSelection Attributes
Elements and Attributes Description
title Descriptive name for | nt er f aceSel ect i on. Not
visible to the user.
id Unique identifier for | nt er f aceSel ecti on.
op Logical operation to be applied if multiple children are

specified. Value is "AND" (not modifiable).
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Table 8-11 IPInterfaceFilter Attributes and Child Element
Elements and Attributes Description
title Descriptive name for an | Pl nt er f aceFi | t er. Not
visible to the user.
id Unique identifier foran | Pl nt erfaceFil ter.
op Logical operation to be applied if multiple children are

specified. Value is "OR" (not modifiable).

| PInterface i pAddr is an attribute for the IP address in dotted
notation, either explicit or wildcarded with a Perl5
regular expression.

Figure 8-12 InterfaceSelection Example of All Interfaces That Pass the
MgmtData Fitler

<l nterfaceSel ection
<IPInterfaceFilter>
<IPlnterface ipAddr=".*"/>
</IPInterfaceFilter>
</InterfaceSel ecti on>
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Introduction to Portal Views

A portal view is a set of tabs and the configured modules that appear to
a user. It also includes a set of general attributes associated with the way
the portal looks to the user, such as the header, banner, "skin" (color
scheme and fonts), and so forth.

When users log into the portal, they are presented with a portal view
determined by their "initial role." A role defines what a user can see, as
well as what the user can do through the portal at a particular point in
time. Each role has associated with it:

= aportal view
= an editing permissions level
= aset of management data

= an extensible list of role properties. ("Role properties" is an
extensibility mechanism used to provide to modules addition
authorization information associated with a role. For more
information, see “Giving Your Module Access to SIP Data Through
Variable Substitution” on page 221.)

Before you can deploy customer portals, you can copy and create a portal
view file and then use the portal interface to edit it. Alternatively, you
can create portal view files through the direct editing of XML
configuration files. When you are ready to deploy customer portals, you
will create various roles, and to each role, you will associate one of the
portal views (Chapter 14, “Deploying Customer Portals,” on page 263).

For SIP 1.0 users: Portal view files in SIP 2.0 (Portal Vi ew. x,m )
correspond in large part to the SIP 1.0 user configuration files

(OVser Port al . x,m ). Essentially, the file name has changed and two
elements have been renamed and moved: The SecurityFil t er element
has been renamed Mynt Dat a and the editing permissions attribute
(user Edi t abl e) has changed to Edi t Per m ssi on element. Both have
been moved to the User-Role package file.

Because a portal view can be shared by multiple users in SIP 2.0, a user
preferences file is created when a user changes the display name in the
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welcome banner or the color scheme. This file is named | ogi n. xm and is
stored in the . . / conf/ shar e/ user s/ directory.

Location of Portal View Files

Portal view files are stored in the following directory:

Windows NT/2000: <i nst al | _di r>\ conf\shar e\ vi ews\
UNIX: /et c/ opt/ OV SI P/ conf/ shar e/ vi ens/

Sample Portal Views
Seven sample portal views are shipped with SIP 2.0:

< wel cone. xm

* bl ank. xm

* business. xm

= cannedDeno. xm
e integration.xn
e |iveDeno. xm

« technical.xni

You can use these as a starting point for creating your own custom portal
views. Figure 9-1 shows the user/role/view configuration samples
shipped with SIP 2.0.

Notice in the diagram that three parts comprise a portal view: (1)
configured modules displayed to a user, (2) tabs on which the modules
are organized, and (3) a set of general attributes associated with the
portal view.

Chapter 9 147



Designing Portal Views
Introduction to Portal Views

Figure 9-1 Out-Of-the-Box User/Role/View Configuration Samples
Demo . cannedDemo.xml
Portal View : cannedDemoaxml Metwork tab
guest Edit Permissions ReadOnly Senices tab
Management Data . MNoData Operations tah
Reporis tab
\Welcome wielcome xml

Paortal View : welcamexml
Edit Permissions UserPreferences
Management Data MNoData

Manuals tah
Felease Motes tah

admin Windows Directories tah
. UM Directaries tah
LiveDemo Deployment tab
Fortal View . liveDemoxml
Edit Fermissions Viewadmin
Managemert Data:  AllData

tech LiveDemoFreferences
Partal Wiew : liveDemoxml liveDemo xmil
Edit Permissions  LlserPreferences mMetwork tab
Management Data  AllData Semices tab
LiveDemoReadOnly

hoss Portal View © liveDemoxml
Edit Permisszions  ReadOnly
Management Data AllData
AcmeTechnical technical xml
Portal wiew © technical xml Metwork tab
fwith copy to Acmeftechnical xmly™ Services tab
Edit Permissions UserPreferences
Management Data  AcmeOrg
AcmeBusiness husiness xml
F'Dll“tal\-"IEWZ busmes;.xml — Metwark tah

operatar awith capy to Acmelhusiness.xmi) Services tab

Edit Fermissions UserPreferences
Management Dats AcmeCrg
Hleles
Portal View : liveDemoxml hlank xml
fwith copy to samplesinoc.xml= Start tab

Edit Permissions  ViewAdmin
Management Data AllData

Blank

Portal Wiew . blankxml

with copy to samplesiscratch xmly=* . )

( it P ) integration xml

Edit Permissions  Viewadmin ;
Management Data  AllData / Integration Examples. tab
IntegrationExamples

Portal View : integration.xml
Edit Fermissions ReadOnly
Management Datg  MoData
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* All sample users and roles are configured in the
../rol es/ sanpl es. xm file with two exceptions: guest user and
cannedDeno role are stored in the def aul t. xni file.

** All sample portal views are stored in the . . / vi ens/ sanpl es/
directory with one exception: wel cone. xni is stored in the vi ews
directory.

***Eour portal views have the copy feature associated with them. This
means that changes made to these views through the SIP interface will
be saved to a separate, specified file.
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Creating Portal Views

When creating portal views, you are encouraged to leverage existing ones
and modify them through the portal interface, as much as possible. You
can make final changes through direct editing of the XML files, if
necessary.

1. Copy an existing view file.
2. Edit it using the SIP graphical interface.
3. Make final changes in the XML file.

Creating a Portal View File By Copying an Existing
One

In each portal view file is a reference to the Portal Vi ew. dt d. This DTD
is specified relative to the conf/ shar e/ vi ews directory. If your portal
view file is located in the conf/ shar e/ vi ews directory, it looks like this:

<! DOCCTYPE Port al Vi ew SYSTEM " Port al Vi ew. dt d" >

If you copy portal view files between the conf/ shar e/ vi ews directory
and any of its subdirectories, make sure you change the reference to the
Portal Vi ew. dt d. For example, if you place a portal view file in the
conf/ shar e/ vi ews/ sanpl es directory, the reference to the DTD would
be:

<! DOCTYPE Portal Vi ew SYSTEM ". ./ Portal Vi ew. dt d" >

Sharing an Initial Portal View Among Multiple Roles

If you want to allow multiple roles to share an initial portal view and
then have views diverge for selected roles if they are modified, you can
use the "copy" attribute. This attribute is specified as part of the
Portal Vi ewRef element in the User-Role package file. For example:

<Rol e nanme="AcneTechnical" title="Technical ">
<Port al Vi ewRef href="sanpl es/technical.xm"
copy="Acne/technical .xm"/>
<Edi t Per mi ssi on | evel =" User Pref erences"/ >
<Mgnt Dat aRef href="AcneOrg"/>
</ Rol e>
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PortalView.dtd

The tables below list the elements and attributes you will encounter in
the portal view configuration files. The Port al Vi ew. dt d is located in the
same directory as the portal view files.

The portal view file contains the following elements:

Port al Vi ew
Sheet
Col um

Modul el nst ance

Table 9-1 PortalView Element
Attribute Description
user Nane The user’'s name as you want it displayed in the salutation on the

main portal page. <string> The user Nane can be overridden by user
preference and di spl ayNane for the user in the User-Role Model.

refreshRate

The number of seconds to wait before refreshing the user’s portal.
<positive integer, [0..(2"32)-1>

col or Scheme

Specifies the color scheme to use when displaying the user’s portal.

def aul t Sheet |1 D

Specifies which Tab is active when the portal view is displayed. The
value for this attribute should match the id of one of the Sheets
defined in the portal view file. Each sheet is assigned a unique id by
the management portal when it is created. <string>

showDat eTi ne Specifies whether or not to display the current time and date on the
main portal page. <"yes"|]"no">
showlUser Nane Specifies whether or not to display the user’'s name on the main

portal page. <"yes"]"no"> Can be overridden by user preferences.

port al Header

This attribute is not present by default. If you want to override the
default header, you must add this attribute.

port al Foot er

This attribute is not present by default. If you want to override the
default footer, you must add this attribute.
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Table 9-2 Sheet Element
Attribute Description
title Specifies the name of the tab. <string>
id A unique identifier for a sheet in the portal view file. The
def aul t Sheet | Dattribute for the Port al Vi ewelement will be set to
the id for one of the sheets defined in the portal view file. The id
string MUST begin with an alpha character, not a numeric character.
<string>
Table 9-3 Column Element
Attribute Description
wi dt h A required attribute that specifies the width of the column to be
placed on the sheet. Acceptable values are
(narrow | NARROW | wide | WIDE).
Table 9-4 Modulelnstance Element
Attribute Description
title Specifies the name of the module. This value is used as the module
name in the portal view. <string>
id A unique identifier for a Modul el nst ance. This identifier is used by
SIP to differentiate between instances of the same class within the
portal view XML file. i d is defined as an ID-tokenized attribute,
meaning that an XML file using this attribute for this
Modul el nst ance element must specify unique text for each element.
The id string MUST begin with an alpha character, not a numeric
character. <string>
cl assi d The unique identifier for a module class. This string is in the form:

cl assi d="com hp. ov. portal . rodul es. al arns"

This string is used by SIP to help identify which module to load, and to
generate instances of a module class. The classid for a module is
defined in the module registration file O/Mbdul eRegi st rat i on. xmi

Windows NT/2000: <i nstal | _dir>\regi strati on\
UNIX: /etc/opt/ OV Sl P/ registration/
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Table 9-4 Modulelnstance Element
Attribute Description
hel p Specifies the URL to the help content for this module instance. This

attribute allows you to override the default help URL defined in the
module registration file. If you place your help topic somewhere under
the / OvSi pDocs directory, your topic will be displayed in the same
decorative window in which SIP help topics are displayed. The
recommended format is:

hel p="/ OvSi pDocs/ Cf hel p/ <mod_di rect ory>/ <topic>. htm "

rollupState

Specifies whether the module is currently rolled "up" or rolled "down."
The only thing visible on a rolled up module is its title bar and, if
applicable, its instance headers. A module that is rolled down displays
everything. <"up"|"down">
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Customizing Tabs

With HP OpenView Service Information Portal you can create any
number of tabs and customize them in a variety of ways, all depending
upon how you want to present information to your customers. Following
are the customization options available for tabs:

= Choose the layout of a new tab: a narrow-column format or a
wide-column format. This is done from the [ Opt i ons] button on the
main portal page or by directly editing the portal view XML file.

= Choose the modules to be displayed on a tab. This is done by using the
module selection list on the bottom of each tab or by directly editing
the portal view XML file.

= Choose the submodules to be displayed on a tab. This is done from the
[ Edi t] button on module title bars or by directly editing the portal
view XML file.

= Choose the order in which tabs appear on the tab bar. This can only
be done through direct editing of the XML file.

Tabs are defined in a portal view file. For a description of the XML
elements, see “PortalView.dtd” on page 151.

Portal view files are located in the following directory:

Windows NT/2000:<i nstal | _di r>\conf\shar e\ vi ens\
UNIX: /et c/ opt/ OV SI P/ conf/ share/ vi ens/

Adding a Tab

There are two ways to add a tab: through the [ Opt i ons] button on the
user interface, and through direct editing of the portal view file. If you go
through the user interface and need instructions, see the online help.

1. Make a backup of the XML file before you customize or modify it.
2. Using a text editor, open the portal view file you want to modify.

3. In the XML file, the Sheet element is equivalent to a tab. Copy and
paste a Sheet element from elsewhere in the file or from an another
portal view file.

4. Enter a Sheet i d that is unique among all ids in the XML file. The
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Sheet i d must start with an alpha character. For example, " Sheet
1.

5. Name the new tab by typing the name inthetit| e element. For
example, “Network” or “Performance Data.”

6. Enter a Col umtm element (required). For example, to create a narrow
column, type

<Col um wi dt h="narrow'>
</ Col um>

For a wide column, type

<Col um wi dt h="wi de" >
</ Col um>

7. The Sheet is now syntactically complete. If this portal view is
associated with a role and the role is associated with a user, you can
log in and verify that the tab was added.

8. If you want to add modules, see “Adding Modules to a Portal View” on
page 159.

9. After you make modifications to the XML file, validate the syntax.
For more information, see “Validating XML Files” on page 55.

Deleting a Tab

There are two ways to delete a tab: through the [ Qpt i ons] button on the
user interface, and through direct editing of the portal view file. If you go
through the user interface and need instructions, see the online help.

1. Make a backup of the XML file before you customize or modify it.
2. Using a text editor, open the portal view file you want to modify.

3. In the XML file, the Sheet element is equivalent to a tab. Find the
sheet that you want to delete, and delete the lines between and
including the <Sheet ></ Sheet > tags.

4. Save the file. If this portal view is associated with a role and the role
is associated with a user login, you can log in as the authorized user
and verify that the tab was removed.

5. After you make modifications to the XML file, validate the syntax.
For more information, see “Validating XML Files” on page 55.
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Renaming a Tab

There are two ways to rename a tab: through the [ Opt i ons] button on
the user interface, and through direct editing of the portal view file. If
you go through the user interface and need instructions, see the online
help.

1. Make a backup of the XML file before you customize or modify it.
2. Using a text editor, open the portal view file that you want to modify.

3. In the XML, the Sheet element is equivalent to a tab. Find the sheet
you want to rename, and change the value of the ti t| e element.

4. Save the file. If this portal view is associated with a role and the role
is associated with a user login, you can log in as the authorized user
and verify that the tab was removed.

5. After you make modifications to the XML file, validate the syntax.
For more information, see “Validating XML Files” on page 55.

Changing the Default Tab

There are two ways to change the default tab: through the [ Opt i ons]
button on the user interface, and through direct editing of the portal
view file. If you go through the user interface and need instructions, see
the online help.

1. Make a backup of the XML file before you customize or modify it.
2. Using a text editor, open the portal view file you want to modify.

3. In the XML file, the Sheet element is equivalent to a tab. Find the
sheet that you want to designate as the default tab, and copy the
value of the i d attribute of the Sheet element.

4. Find the def aul t Sheet | D attribute of the Por t al Vi ewelement
(usually near the beginning of the file), and replace the
def aul t Sheet | D value with the i d attribute of the Sheet element
that you copied.

5. Save the file. If this portal view is associated with a role and the role
is associated with a user login, you can log in as the authorized user
and verify that the tab was removed.

6. After you make modifications to the XML file, validate the syntax.
For more information, see “Validating XML Files” on page 55.
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Changing the Column Format of a Tab

There are two ways to change the default tab: through the [ Opt i ons]
button on the user interface, and through direct editing of the portal
view file. If you go through the user interface and need instructions, see
the online help.

1. Make a backup of the XML file before you customize or modify it.
2. Using a text editor, open the portal view file you want to modify.

3. In the XML file, the Sheet element is equivalent to a tab. Find the
sheet that you want to modify, and then find the Col utm elements
within it.

4. To change the width of a column, find the wi dt h attribute and change
it from narr owto wi de or visa versa.

5. To remove a column, delete all of the XML for the Column beginning
with <Col unm> and ending with </ Col uim>.

6. To add a column, enter a Col umm element. For example, to create a
narrow column, type

<Col umm wi dt h="narrow'>
</ Col um>

For a wide column, type

<Col um wi dt h="wi de" >
</ Col um>

7. Save the file. If this portal view is associated with a role and the role
is associated with a user login, you can log in as the authorized user
and verify that the tab was removed.

8. After you make modifications to the XML file, validate the syntax.
For more information, see “Validating XML Files” on page 55.

Changing the Display Order of Tabs

The only way to choose the order in which tabs appear on the tab bar is
through direct editing of the XML file.

1. Make a backup of the XML file before you customize or modify it.
2. Using a text editor, open the portal view file you want to modify.

3. In the XML file, the Sheet element is equivalent to a tab. Find the
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sheet that you want to reorder, and cut the lines between and
including the <Sheet ></ Sheet > tags.

4. Paste the XML into another location in the file.

5. Save the file. If this portal view is associated with a role and the role
is associated with a user login, you can log in as the authorized user
and verify that the tab was removed.

6. After you make modifications to the XML file, validate the syntax.
For more information, see “Validating XML Files” on page 55.
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Displaying Modules
Customizing a portal tab includes choosing the modules that will appear

on the tab.

You can add modules to a tab in one of two ways: by using the drop-down
list boxes located at the bottom of each portal tab or through direct
editing of the portal view XML files.

Modules are defined in a portal view file. For a description of the XML
elements, see “PortalView.dtd” on page 151.

Portal view files are located in the following directory:

Windows NT/2000:<i nstal | _di r>\conf\shar e\ vi ens\
UNIX: /et c/ opt/ OV SI P/ conf/ shar e/ vi ens/

Adding Modules to a Portal View

There are two ways to add modules to a portal view: through the
selection list at the bottom of a tab, and through direct editing of the
portal view file. If you go through the user interface and need
instructions, see the online help.

The module configuration that is added when you use the GUI to add
modules is the default module configuration registered in the
OvModul eRegi strati on. xmi file, for example,

def aul t Confi gXM_="def aul t s/ OvDef aul t Al ar ms. xm "
Registration files are stored in the following directory:

Windows NT/2000: <i nstal | _dir>\regi strati on\
UNIX: /etc/opt/ OV SI P/ registration/

1. Make a backup of the XML file before you customize or modify it.

2. To add a new module to a tab, start by copying a Mbdul el nst ance
element from an existing portal view file.

By copying an existing one, you help ensure that the cl assi d is the
correct one. Here is an example Modul el nst ance:
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<Mbdul el nst ance cl assi d="com hp. ov. portal . nodul es. al arns"

i d="Al ar nt'

<Al ar nDi spl ay>
<Cat egor yDef Name
<Cat egor yDef Name
<Cat egor yDef Name
<Cat egor yDef Name
<Cat egor yDef Name
<Cat egor yDef Name
</ Al ar nDi spl ay>

</ Mbdul el nst ance>

NOTE

rol  upSt at e="down" >

href="Error Al arms. xm "/ >

hr ef =" Thr eshol dAl arms. xm "/ >
href="St at usAl arns. xm "/ >

href =" Confi gurati onAl arns. xm "/ >
href="ApplicationAl ertA arns. xm"/>

href ="

Al Alarns. xm "/ >

As an alternative to reusing an existing Modul el nst ance, you can
copy the XML from the default module configuration file. For every
module that is registered with SIP, there is a default module
configuration file. The XML in this file is added to a portal view when
you add a module through the user interface. The def aul t Conf i gXM.
and its cl assi d are referenced in the O/Mbdul eRegi strati on. xn
file stored in the following directory:

Windows NT/2000: <i nstal | _dir>\registration\
UNIX: /etc/opt/ OV SI P/ registration/

If you use the default module configuration file XML instead of
copying an existing Modul el nst ance, you will need to wrap the XML
in a Mbdul el nst ance element in the portal view file and use the
correct cl assi d from the module registration file.

3. Paste the copied module instance into the portal view file to which
you want to add the module.

4. Change the XML elements as needed.

Make sure that the i d attribute value is unique among i d values in
the file. The i d value can contain letters and numbers, but cannot
start with a number.

. Save the file. If this portal view is associated with a role and the role

is associated with a user login, you can log in as the authorized user
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and verify that the module was added.

7. After you make modifications to the XML file, validate the syntax.
For more information, see “Validating XML Files” on page 55.

Removing Modules From a Portal View

There are two ways to remove modules from a portal view: through the
Close[ X] button on the module titlebar, and through direct editing of the
portal view file. If you go through the user interface and need
instructions, see the online help.

When you remove a module from a tab by clicking the [ X] on a module
title bar, the module is removed from the portal view file altogether,
causing you to lose any configurations you made to the module.

A handy way to temporarily turn modules off is to set the rol | up
attribute value to "up".

After you make modifications to the XML file, validate the syntax. For
more information, see “Validating XML Files” on page 55.

Restoring Modules That Have Been Removed

If you removed a module by clicking the close button [ X] on the module
title bar, the module was completely removed and cannot be restored.

If you temporarily disabled a module instance by setting the rol | up
attribute value to "up”, restore it by simply setting r ol | up to "no".

Changing the Display Order of Modules

There are two ways to change the display order of modules: through the
selection list at the bottom of a tab, and through direct editing of the
portal view file. If you go through the user interface and need
instructions, see the online help.

Modules are displayed in a portal in the order in which they appear in
the portal view file. Rearranging them directly through the portal view
file allows you to retain any customizations you have made to the
modules. When you remove and add modules through the user interface
to reorder them, you risk the chance of losing module customizations.

After you make modifications to the XML file, validate the syntax. For
more information, see “Validating XML Files” on page 55.
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Presenting Module Data

You can customize a module by configuring the submodules within the
module. You can do this in one of two ways: from the [ Edi t] button on
the title bar of a module or through direct editing of the portal view XML
files. Below is a partial list of submodules provided with SIP 2.0 modules.

Table 9-5 Submodules Provided with SIP 2.0 Modules

Module Submodule Name in Submodule Element in
User Interface Portal View File

NNM Network Device Health | Health Categories: <Summar y>
Router Health
Interface Health
Key Device Health
CPE Health
Server Health

NNM Alarms Alarm Categories: <Cat egor yDef Nanme>

Error Alarms

Threshold Alarms
Status Alarms
Configuration Alarms
Application Alert Alarms

NNM Topology

Submap <Subnap>

Message Board

Message <Message>

Bookmarks Entry, Group, or Shared <Entry>, <@ oup>,
Group <Shar ed@ oup>

Generic Module Cust om Subnodul e <Submodul e>
Nanme

Adding Submodules to a Portal View

There are two ways to add submodules: through the [ Edi t] button on
the module titlebar, and through direct editing of the portal view file. If
you go through the user interface and need instructions, see the online
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help.

Submodules are defined in a portal view file and are a child element of
the corresponding module element, which is a child element of a

Modul el nst ance. For a partial list of submodules provided with SIP, see
Table 9-5 on page 162. For information on a specific submodule, see the
module’s DTD file in the following directory:

Windows NT/2000:<i nstal | _di r>\conf\shar e\ vi ens\
UNIX: /et c/ opt/ OV SI P/ conf/ shar e/ vi ens/

Modifying Submodules

Some submodules (such as Topology Map and VPIS) can be modified
through the portal GUI, while others can only be modified through direct
editing of the XML files.

Changing the Display Order of Submodules

There are two ways to change the display order of submodules: through
the [ Edi t] button on the module titlebar, and through direct editing of
the portal view file. If you go through the user interface and need
instructions, see the online help.

Removing Submodules

There are two ways to remove submodules: through the [ Edi t] button
on the module titlebar, and through direct editing of the portal view file.
If you go through the user interface and need instructions, see the online
help.
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Specifying Other Attributes of the Portal View

In addition to tabs and modules, you can customize several other
attributes of a portal view:

= The name displayed in the portal welcome banner

* The “Skins,” or color scheme

= The rate at which the portal is refreshed

= Whether a name is displayed in the portal welcome banner

= Whether the date and time are displayed in the welcome banner.

Setting User Preferences

Users who are associated with a role that has the editing permissions
level set to “UserPreferences” or “ViewAdmin” will see an [ ot i ons]
button on the portal button bar. When you access the Opt i ons page, you
are able to set the O spl ay Nane and the Ski ns.

Changes made to User pti ons are stored as | ogi n. xm in the User
Preferences directory.

Changing the User Name in the Button Bar

1. From the main portal page, click the [ Opt i ons] button.

2. Inthe User Opti ons box, type the name that you want displayed in
the portal button bar.

3. To save and return to the main portal page, click [ OK] .

Changing the Portal Skin

1. From the main portal page, click the [ Opt i ons] button.

2. From the Ski ns drop-down list box, select a skin that provides the
look and feel you want your portal to have.

3. To save and return to the main portal page, click [ OK] .
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Setting Options

Only the users who are associated with a role that has the editing
permissions level set to “ViewAdmin” can see the Portal pti ons and
Tab Settings sections on the (pti ons page.

Changing the Refresh Rate

Refresh rate refers to the frequency (in seconds) at which the data on the
portal page is regenerated to reflect the most current state of the data.
Be aware that frequent refreshes can decrease portal performance.

Showing/Hiding the User Name in the Button Bar

1. From the main portal page, click the [ Opt i ons] button.

2. Inthe User Opti ons box, change the setting in the Show Di spl ay
Narre field.

3. To save and return to the main portal page, click [ OK] .

Showing/Hiding the Date and Time in the Button Bar

1. From the main portal page, click the [ Opt i ons] button.

2. Inthe User Opti ons box, change the setting in the Show
Dat e/ Ti ne field.

3. To save and return to the main portal page, click [ OK] .
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Overview of Supplied Modules

Service Information Portal provides several out-of-the-box modules.
Some of the modules present information from HP OpenView
management products: Network Node Manager, VantagePoint Navigator,
and VantagePoint Internet Services. Some modules are third-party
integrations that have been developed using SIP’s Generic module. Other
modules, called "general" modules, deliver content that may not be
related to OpenView management products: Message Board module,
Bookmarks module, and Generic module. Documentation on using
general modules is covered in this manual.

HP OpenView Management Modules

Documentation on using NNM, VP Navigator, and VPIS modules are
covered in separate books located under the following directory:

Windows NT/2000: <i nstal | _di r>\ ht docs\ Q nanual s\
UNIX: / opt / OV/ SI P/ ht docs/ T nanual s/

HP OpenView Service Information Portal 2.0 Module
Documentation

Document Title Filename
Presenting NNM Data Presenti ng_NN\M Dat a. pdf
Presenting VantagePoint Presenti ng_ VPN Dat a. pdf

Navigator Data

Presenting VPIS Data Presenting_VPI S Dat a. pdf

Other Integrations

Integrations of several other HP and third-party products have been
developed and provided with SIP. They are located under the following
directory:

Windows NT/2000: <i nstal | _di r>\i ntegrati ons\
UNIX:/opt/ OV SI Plintegrations/

Supplied integrations are:
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= Concord

= Genesie

< Keynote

< NNM 6.2 CDP View
< NNM Commands

= NNM 6.2 Node Details
= NNM 6.2 Node Views
= NNM Reports

= NNM 6.2 Show Path
« NNM Web

= Opticom

= Problem Diagnosis

= Remedy

« Service Desk

= VP Reporter

= Webtrends

* Yahoo Headlines

See the Readme files in these directories in the integrations directory on
how to register and configure these modules. Until they are explicitly
registered, these modules are not available through the portal.

SIP Framework Modules

= Message Board Module: A way of getting important information to
your customers through the portal interface. Refer to “Sending
Messages to Your Customers” on page 172.

< Bookmarks Module: A way of integrating website links into the
portal interface. Refer to “Providing Links to Other Websites” on
page 179.

= Generic Module: A non-programmatic way to provide additional
information to your customers beyond what the supplied modules
offer. You can create your own full-featured modules that integrate
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your own applications and data into SIP. These modules can be added
and customized through the portal interface, extending the
functionality of SIP without writing portal-specific Java code. For
information on developing modules based on the Generic module, see
Chapter 12, “Integrating Your Own Applications and Data,” on

page 205.
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Customizing the Help Topics for Supplied
Modules

HP OpenView Service Portal provides the capability to add help for a
Generic-based module. You can provide help only for the module as a
whole, not for individual submodules.

When adding a Generic module to a portal view file, you can specify a
URL to an HTML file that contains help for the module using the hel p
attribute.

The help attribute Specifies the URL to the help content for this module
instance. This attribute allows you to override the default help URL
defined in the module registration file. If you place your help topic
somewhere under the / OvSi pDocs directory, your topic will be displayed
in the same decorative window in which SIP help topics are displayed.
The recommended location is:

hel p="/ OvSi pDocs/ T hel p/ <nod_di r ect or y>/ <t opi c. ht m >"

For example:

<Modul el nst ance i d="nyModul e
title="M/NModul e"
hel p="/ OvSi pDocs/ C hel p/ MyDi rect ory/ MyHel p. ht ml ">

Each Generic module will navigate the customer to the specified HTML
help file whenever the module’s "?" button is activated.

The Generic module can have multiple Subrodul e elements, hence, all
the Submodul e child elements of a single Generi c element will reference
the same HTML help file.

The hel p attribute must be a URL and can point at documentation from
the local system. You are free to present a help page using the most
appropriate style for the module.

If you choose not to specify a URL for help, the system will start a new
browser window and display a blank page for help.
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Sending Messages to Your Customers

The Message Board provides a way of getting important information to
your customers. Messages are customizable through direct editing of
XML files. You can create Messages that include information such as the
status of problems or new services that are available to your customers.

Creating a New Message

When directly editing XML files, see “Rules for Direct Editing of XML
Files” on page 54.

The Message Board module does not display empty messages that are
assigned to a portal view. In other words, if in a portal view you reference
a message file that contains no content (the message file length (size) is
zero), the message will not be displayed. You can use this feature to
prepare your portal views for a future message you may want to
communicate with some urgency. For example, if you assign to your
portal views a message called "urgent" but leave the content blank, you
can quickly disseminate information through this message in an
emergency situation. Just be sure to remove the content of the message
file after the emergency and not the file itself. If you remove a file that is
assigned to be presented in a portal view, the portal will display the
message "Data currently unavailable."”

1. Create an HTML file with the contents of the message.

2. Put the file in the messageboar d directory or in a sub-directory of
the messageboar d directory:

Windows NT/2000:
<i nstal | _di r>\ conf\shar e\ nodul es\ messageboar d\

UNIX: / et c/ opt / OV SI P/ conf/ shar e/ nodul es/ messageboar d/

3. Open the messageDi spl ayNanes. xm file also located in the
nmessageboar d directory, and add a Message element that defines a
title (ti t| e attribute) for the newly defined message file (fi l e
attribute), as shown in the following example:
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<MessageDi spl ayNanes>

<Message file="default" title="Default Message Board"/>
<Message fil e="newMessage. htm " title="What’'s New at Acme"/>
</ MessageDi spl ayNanmes>

If your message is in a sub-directory of the messageboar d directory,
specify the file's path relative to the nessageboar d directory, e.g.,
file="subdi r/ nymessage".

If you need information on the XML elements, see
“messageDisplayNames.dtd” on page 177.

Notice that the file name can include the file extension or not.

4. Once the message files are in the nessageboar d directory, you can
use the web interface to add, remove, rearrange them in the portal
view file. Do so by clicking the [ Edi t] button on the Message Board
module title bar.

Changing the Content of a Message

Be aware that the changes you make to the content of a message will
affect all portal views that display the message.

Directly edit the HTML file that contains the contents of the message.
Message files are located in the following directory:

Windows NT/2000:
<i nstal | _dir>\ conf\shar e\ modul es\ nessageboar d\
UNIX: /et c/ opt/ OV SI P/ conf/ shar e/ nodul es/ messageboar d/

Deleting Messages

Be aware that when you delete a message file, you need to delete it from
all portal views that presently display it. If you remove a file that is
assigned to be presented in a portal view, the portal will display the error
message "Data currently unavailable."”

When directly editing XML files, see “Rules for Direct Editing of XML
Files” on page 35. If you need information on the XML elements, see
“messageDisplayNames.dtd” on page 177.

1. Edit the messageD spl ayNarres. xm file to delete the message
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element that you no longer want to use. The file is located in the
following location:

Windows NT/2000:
<i nstal | _di r>\ conf\shar e\ nodul es\ messageboar d\

UNIX: / et c/ opt/ OV SI P/ conf/ shar e/ nodul es/ messageboar d/
2. Save and close nessageDi spl ayNanes. xnl .

3. From the nessageboar d directory, delete the HTML file that
contains the contents of the message.

Sending Messages to Your Customers

The first step in creating and assigning messages is to define the
messages such as “Message of the Day” or “Current Problem Status
Board.” This is done through direct editing of the HTML and XML files.
Afterward, you can add the messages to individual portal views, as
described in the following sections:

= Choosing Messages to Be Displayed In a Portal View
= Removing Messages from a Portal View

= Changing the Display Order of Messages

Choosing Messages to Be Displayed In a Portal View

There are two ways to select the messages that you want to display in a
portal view: Through the Message Board Edit GUI and through direct
editing of the XML files. The following instructions explain the latter.
Information on the former is available from the online help.

When directly editing XML files, see “Rules for Direct Editing of XML
Files” on page 54. If you need information on the XML elements, see
“OVMessageBoard.dtd” on page 176 and “PortalView.dtd” on page 151.

1. Using an ASCII editor, open the portal view file that you want to
display a particular message through. Portal view files are location in
the following directory:

Windows NT/2000: <i nstal | _di r>\ S| P\ conf\ shar e\ vi ews\
UNIX: /et c/ opt/ OV SI P/ conf/ shar e/ vi ews/

2. Find the MessageBoar d element, and edit it to add or delete the
messages you want to display. Following is an example of a Message
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Board module instance with two messages defined for the
MessageBoar d element:

<Modul el nst ance
cl assi d="com hp. ov. portal . nbdul es. nessageboar d"
hel p="/ OvSi pDocs/ C hel p/ SI P/ nessageVi ew. ht m "
i d="rodul e9" rol |l upState="down" title="Message Board">
<MessageBoar d>
<Message fil enane="defaul t"/>
<Message fil enane="\Wel cone"/>
</ MessageBoar d>
</ Mbdul el nst ance>

Messages are displayed in the order in which they appear in this file.
3. Save and close the file.

4. Select a role that displays this portal view, and verify that the
message was added.

Removing Messages from a Portal View

There are two ways to select the messages that you want to display in a
portal view: Through the Message Board Edit GUI and through direct
editing of the XML files. The following instructions explain the latter.
Information on the former is available from the online help.

When directly editing XML files, see “Rules for Direct Editing of XML
Files” on page 54. If you need information on the XML elements, see
“OVMessageBoard.dtd” on page 176 and “PortalView.dtd” on page 151.

1. Using an ASCII editor, open the portal view file from which you want
to remove a particular message. Portal view files are location in the
following directory:

Windows NT/2000: <i nstal | _di r>\ conf\shar e\ vi ews\
UNIX: /et c/ opt/ OV SI P/ conf/share/ vi ews/

2. Find the MessageBoar d element, and delete the message filename of
the message you no longer want to display through this portal view.

3. Save and close the portal view file.

4. Select a role that displays this portal view, and verify that the
message was removed.
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Changing the Display Order of Messages

There are two ways to select the messages that you want to display in a
portal view: Through the Message Board Edit GUI and through direct
editing of the XML files. The following instructions explain the latter.
Information on the former is available from the online help.

When directly editing XML files, see “Rules for Direct Editing of XML
Files” on page 54. If you need information on the XML elements, see
“OVMessageBoard.dtd” on page 176 and “PortalView.dtd” on page 151.

1. Using an ASCII editor, open the portal view file that displays the
messages you want to reorder. Portal view files are location in the
following directory:

Windows NT/2000: <i nst al | _di r>\ conf\ shar e\ vi ews\
UNIX: /et c/ opt/ OV SI P/ conf/share/ vi ews/

2. Find the MessageBoar d element, and edit it to reorder the Message
elements. Messages are displayed in the order in which they appear
in this file.

3. Save and close the portal view file.

4. Select a role that displays this portal view and verify that the
messages appear in the correct order.

OVMessageBoard.dtd

A complete example of the MessageBoar d module in a portal view file
follows:

<MessageBoar d>
<Message fil ename="defaul t"/>
<Message fil ename="newwessage. htm "/ >
</ MessageBoar d>

Figure 10-1 OVMessageBoard.dtd

<l-- OVMessageBoard.dtd -->

<I-- Copyright (c) 2000 Hew ett-Packard Conpany -->
<l-- $Revision: /main/BACCHUS/1 $ -->

<!-- $Date: 2000/11/07 00:56 UTC $ -->

<! ELEMENT MessageBoard (Message) +>
<! ATTLI ST MessageBoard
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i d CDATA #l MPLI ED>
<! ELEMENT Message EMPTY>

<! ATTLI ST Message
filename CDATA #REQUI RED>

Message Attribute

Attribute Description

fil ename An attribute of Message, specifies the name of
the file that contains the message content and
that is located in the nessageboar d directory.

messageDisplayNames.dtd

The messageDi spl ayNanes. xm file contains mappings between
message file names and the title that will be displayed in the portal.
messageDisplayNames.xml is also used as an index of available
messages. The entries in this file become the list of Avai | abl e Messages
in the Message Board Edit GUI that is accessible when the user has

Vi ewAdm n permissions.

A complete example of a MessageD spl ayNanes element follows:

<MessageDi spl ayNanmes>
<Message file="default" title="Default Message Board"/>
<Message fil e="newMessage. htm " title="What’'s New at Acne"/>
</ MessageDi spl ayNanes>

messageDisplayNames.dtd

<l -- nessageDi spl ayNanes. dtd -->
<l-- Copyright (c) 2001 Hew ett-Packard Conpany -->
<!-- $Revision: /main/BACCHUS/1 $ -->
<!-- $Date: 2001/01/16 20:25 UTC $ -->
<! ELEMENT MessageDi spl ayNanmes (Message*) >
<! ELEMENT Message EMPTY>
<! ATTLI ST Message
file CDATA #REQUI RED
title CDATA #REQUI RED>
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Table 10-3 Message Attributes

Attribute Description

file A required attribute of Message, specifies the
name of the file that contains the message
content and that is located in the

nmessageboar d directory. The name of fil e
must match "f i | ename" in the portal view XML
Message element.

title A required attribute of Message, specifies the
message title that should be displayed in the
portal interface.
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Providing Links to Other Websites

In your customer portals, you can use the Bookmarks Module to
provide a list of links to useful websites.

The Bookmarks module is customizable only through direct editing of
the portal view file.

Choose Bookmarks to Be Displayed in a Customer’s
Portal

To modify a customer’s bookmark settings, you must edit the associated
portal view file. Portal view files are located under the following
directory:

Windows NT/2000: <i nstal | _di r>\ conf\ shar e\ vi ens\
UNIX: /et c/ opt/ OV Sl P/ conf/ shar e/ vi ens/

When directly editing XML files, see “Rules for Direct Editing of XML
Files” on page 54.

Here are three terms you need to know:

= Entry: Abookmark Ent ry is a single hyperlink that will be displayed
in a customer's portal.

e G oup: Abookmark Group is a logical grouping of entries. It consists
of a Gr oup element, which in turn contains a list of Ent r y elements
described above. When displayed in a customer’s portal, this set of
entries are preceded by the name of the group.

= Shar edG oup: A bookmark Shar edGr oup functions the same as the
Gr oup described above, with one distinction: instead of including the
Entry list within the portal view file, a SharedG oup isa link to a
bookmark group contained in a central location. This facilitates easy
updates to many customer portals simultaneously. One may add the
Shar edG oup to a set of customers and then update the single copy
to update the group for all of them.

Bookmarks are not required to be in a group. However, it may be
confusing if some are contained in groups and some are not, because
ungrouped entries will appear to be included within the previous group
when displayed to the customer.
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Adding a Bookmark Entry to a Portal View

1. Using an ASCII editor, open the portal view file to which you want to
add a bookmark entry. Portal views are located in the following
directory:

Windows NT/2000: <i nstal | _di r>\ conf\shar e\ vi ews\
UNIX: /et c/ opt/ OV SI P/ conf/ shar e/ vi ews/

2. Find the Booknar ks module and add the Ent ry element as shown in
the following example:

<Mbdul el nst ance
cl assi d="com hp. ov. portal . rodul es. booknar ks"
di spl ay="yes" i d="Booknar ksMbdul e- Denpl1"
rol  upSt at e="down" >
<Bookmar ks>
<Entry href="http://ww. hp. conl e-servi ces"
t ar get =" bookmar kwi n"
title="Generic Net Primary Site"/>
<Entry href="http://ww. hp. cont target="bookmar kwi n"
title="HP Prinmary Site"/>
<Entry href="http://ww. openvi ew. hp. cont
t ar get =" bookmar kwi n"
title="HP OpenView Site"/>
</ Booknmar ks>

The Ent ry element has three attributes:

= href - The URL link for the bookmark.
« title-The name of the link to be presented in the portal view.

= target - The name of a new window to create (or reuse) when
opening the URL so that the current portal window is not
replaced. Optional. The value of t ar get should not contain
spaces.

3. When you are finished, save and close the portal view file.

Grouping Entries

You can organize entries into a group under a group title. The G oup
element has one attribute, thetitl e:

e title-Displayed before any contained Ent ry elements in an
alternate style as a heading for the group.

See the example below:
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<Mbdul el nst ance cl assi d="com hp. ov. portal . rodul es. booknmar ks"
di spl ay="yes" i d="Bookmar ksMbdul e- Denpl"
rol l upSt at e="down" >
<Bookmar ks>
<Goup title="My Favorite OpenVi ew Products">
<Entry title="Service Information Portal"
href ="http://openvi ew. hp. cont product s/ servi nfoportal /i ndex. asp"
t ar get =" booknmar kwi n"/ >
<Entry title="PolicyXpert"
href="http://openvi ew. hp. com product s/ pol i cyexpert/i ndex. asp”
t ar get =" bookmar kwi n"/ >
<Entry title="Network Node Manager"
href ="http://openvi ew. hp. com product s/ nnni i ndex. asp"
t ar get =" booknmar kwi n"/ >
</ G oup>
</ Booknmar ks>

Adding a Shared Group

There are two parts to setting up a shared group: creating the shared
group entry in the shar edBookmar ks. xm file, and adding a reference to
the shared group into portal view files. Both are explained in the
following procedure.

1. Using an ASCII editor, open the shar edBookmar ks. xm file located in
the following directory:

Windows NT/2000:
<install _dir>\conf\shar e\ modul es\ bookmar ks\
UNIX: / et c/ opt / OV SI P/ conf/ shar e/ nodul es/ bookmar ks/

2. Add a Shar edG oup element with a G oup child element, as shown in
the following example, which shows two groups being shared:

<?xm version="1.0" standal one="no"?>
<! DOCTYPE Shar edBookmar ks SYSTEM " shar edBookmar ks. dt d" >
<Shar edBookmar ks>
<G oup nane="hplist" title="HP Links (Shared G oup)">
<Entry title="HP OpenVi ew Hone"
href ="http://ww. openvi ew. hp. cont
target="hpw n"/>
<Entry title="HP Home" href="http://ww. hp. cont
target ="hpw n"/>
</ G oup>
<G oup nane="groupl" title="Goup 1 Title">
<Entry title="entryll" href="href1"
target="grouplwi n"/>

Chapter 10 181



NOTE

<Bookmar ks>

Using SIP-Supplied Modules
Providing Links to Other Websites

<Entry title="entryl2" href="href2"
target="grouplwin"/>
</ G oup>
</ Shar edBookmar ks>

The value of & oup nane is what is referenced from a portal view file
as a way of designating this group as able to be shared.

3. Save and close the shar edBooknar ks. xnl file.

4. Open the portal view file to which you want to add a shared
bookmark entry. Portal views are located in the following directory:

Windows NT/2000: <i nst al | _di r>\ conf\shar e\ vi ews\
UNIX: /et c/ opt/ OV SI P/ conf/ shar e/ vi ews/

5. Find the Booknmar ks module and add the Shar edGr oup entry. See
the example below:

<Goup title="Generic Net Booknarks">
<Entry href="/0OvSi pDocs/ C/ deno/ oper ati ons/ Op_Tr oubl e_Shoot i ng. ht nt'
target ="bookmarkwi n" title="Qperations Troubl eshooting"/>
<Entry href="http://ww. hp. conif e-servi ces" target="bookmarkw n"
title="Generic Net Primary Site"/>

</ G oup>

<Shar edG oup nanme="hplist"/>

</ Bookmar ks>

There is only one attribute for a Shar edG oup that is added to a portal
view file:

= nane - This string is used to look up the group in the
shar edBookmar ks. xm file.

Change the Order of Bookmarks

The order in which bookmarks are displayed is determined by the order
in which they appear in the portal view file. To change the order, edit the
portal view file (or, as appropriate, the shar edBooknar ks. xm ) to
rearrange the order of bookmark Ent ry, G oup, and Shar ed@& oup
elements.

When directly editing XML files, see “Rules for Direct Editing of XML
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Files” on page 54.

Using an ASCII editor, open the portal view file to which you want to add
a bookmark entry. Portal views are located in the following directory:

Windows NT/2000: <i nstal | _di r>\ conf\ shar e\ vi ens\
UNIX: /et c/ opt/ OV Sl P/ conf/ shar e/ vi ens/

The shar edBooknar ks. xni file is located in the following directory:

Windows NT/2000: <i nstal | _di r>\ conf\ shar e\ nodul es\ bookmar ks\
UNIX: / et c/ opt/ OV SI P/ conf/ shar e/ nodul es/ bookmar ks/

Remove Bookmarks From a Customer’s Portal

To remove bookmarks from a customer’s portal, edit the portal view file
and delete any Ent ry, G oup, or Shar edG oup that you wish to remove.
You may also comment out the element by preceding it with "<!--" and
ending it with "-->".

Note that if you want to change the content of a Shar edG oup, you will
need to modify it in the shar edBooknar ks. xm file located in the
following directory:

Windows NT/2000: <i nstal | _di r>\ conf\ shar e\ nodul es\ bookmar ks\
UNIX: / et c/ opt/ OV SI P/ conf/ shar e/ nodul es/ bookmar ks/

When directly editing XML files, see “Rules for Direct Editing of XML
Files” on page 54.

Any changes to this central file will affect all customers who are sharing
this group. If you only want to modify the group for this one customer,
you'll need to either copy the G oup into the portal view file associated
with the customer or you will need to created a new Shar ed@ oup for this
customer.
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Present the Same Bookmark to All or a Set of
Customers

There is no automatic way to include a bookmark for all portal views, but
the Shar ed@ oup feature allows the actual list of bookmarks to reside in
a single shared file.

Although you can enter a bookmark or a group of bookmarks into each
portal view file, the simplest way to present the same bookmark to a
group of (or all) customers is to use the Shar ed@G oup feature of the
bookmarks module.

For instructions on creating a central Shar edG oup, see “Choose
Bookmarks to Be Displayed in a Customer’s Portal” on page 179.

Once the central Shar ed@ oup has been set up, in each portal view file,
add a Bookmarks module that contains a pointer to the Shar edG oup.
Use the following syntax:

<Bookmar ks>
<Shar edGr oup nane="groupnane"/ >
</ Bookmar ks>

Modify Shared Bookmarks After Portals Have Been
Created

Since shared bookmarks (i.e., Shar ed@ oups) are located in a central file
rather than in each portal view file, you can modify them in that one

location and they are automatically changed for all users associated with
that portal view (upon the next browser refresh).

To modify the shared bookmarks, edit shar edBookmar ks. xm in the
directory listed below:

Windows NT/2000: <i nstal | _di r>\ conf\ shar e\ nodul es\ bookmar ks\
UNIX: / et c/ opt/ OV SI P/ conf/ shar e/ nodul es/ bookmar ks/

For details on the syntax for this file, see “Adding a Shared Group” on
page 181.

OVvBookmarks.dtd

The OvBookmar ks. dt d is stored in the following directory:

Windows NT/2000: <i nstal | _di r>\ conf\shar e\ vi ews\
UNIX: /et c/ opt/ OV SI P/ conf/ shar e/ vi ens/
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There are three valid elements for bookmarks as defined in the

OvBooknar ks. dt d:

« Entry: Individual bookmarks entries.

= G oup: Contains Entry elements that are grouped under a title.

= Shar edG oup: Points to a shared bookmark group.

Entry Attributes

Parameter Description

title The name of the link to be presented in the
customer’s portal.

hr ef The URL link for the bookmark.

t ar get Optional. Provides the name of a new

window to create (or reuse) when opening
the URL so that the current portal window
is not replaced. The value of t ar get should
not contain spaces.

Group Attributes

Parameter

Description

title

Displayed before any contained Ent r y
elements in an alternate style as a heading
for the group.

SharedGroup Attributes

Parameter

Description

nane

The name of a Shar ed@ oup listed in the
portal view file. When the portal finds the
matching group in the

shar edBooknar ks. xm file, it interprets the
matching group as a local bookmark group.
Shar ed@ oup can consist of zero or more

Q oup definitions.
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Following is a complete module instance that can be inserted directly
into a portal view file. This code is automatically inserted into a portal
view when a new bookmarks module is added from the portal interface.

Default Bookmarks Module Instance

<Mbdul el nst ance cl assi d="com hp. ov. portal . rodul es. booknmar ks"

<Bookmar ks>
<Entry

<Entry

<Entry

hel p="/ OvSi pDocs/ T hel p/ SI P/ booknkVi ew. ht m "
i d="rodul e10" rol | upState="down" title="Bookmarks">

href="http://ww. hp. conl e-servi ces"

t ar get =" booknmar kwi n"

title="Generic Net Primary Site"/>

href="http://ww. hp. cont' target="booknmar kwi n"
title="HP Primary Site"/>

href="http://ww. openvi ew. hp. com' target="bookmar kwi n"
title="HP OpenView Site"/>

<Goup title="M Favorite QOpenVi ew Products">
<Entry href="http://openvi ew. hp. cont product s/ servi nfoportal/index. asp"

target =" bookmarkwi n" title="Service Information Portal"/>

<Entry href="http://openvi ew. hp. com products/policyexpert/index.asp"

target =" bookmarkwi n* title="PolicyXpert"/>

<Entry href="http://openvi ew. hp. com product s/ nnnifi ndex. asp"

</ Group>

target =" bookmar kwi n* titl e="Network Node Manager"/>

<Shar edG oup nanme="hplist"/>

</ Bookmar ks>

sharedBookmarks.dtd

The shar edBooknar ks. dt d file is located in the following directory:

Windows NT/2000: <i nst al | _di r >\ conf\ shar e\ nodul es\ booknar ks\
UNIX: / et c/ opt/ OV SI P/ conf/ shar e/ nodul es/ bookmar ks/

There are two valid child elements of the Shar edBooknar ks element:

Q oup and Entry. The Ent ry element is defined in the same as it is
defined in the OvBooknar ks. dt d file (Table 10-4 on page 185). The G oup
element is defined in the same as it is defined in the O/Booknmar ks. dt d
file (Table 10-5 on page 185), with the exception of this additional
attribute:

@ oup nane: The name of a shared group as referenced in the portal view
file.
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sharedBookmarks.dtd

<!-- sharedBookmarks.dtd -->

<l-- Copyright (c) 2001 Hew ett-Packard Conpany -->

<! -- $Revision: /main/BACCHUS/ 2 $ -->

<!-- $Date: 2001/01/30 22:23 UTC $ -->

<! ELEMENT Shar edBooknar ks ( G oup*) >

<! ELEMENT Group (Entry*)>

<! ATTLI ST Group name CDATA #REQUI RED
titl e CDATA #REQUI RED>

<! ELEMENT Entry EMPTY>

<I ATTLI ST Entry title CDATA #REQU RED
target CDATA "_self"
href CDATA #REQUI RED>
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Introduction

HP OpenView Service Information Portal provides several ways for you
to customize the portal’s overall look and feel to suit your company or
that of your customers. Here are the types of customizations you can
make:

= Your own banner and footer that can contain your own graphic
images.

= Your own portal ‘skins’ (color schemes).
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Customizing the Portal Header and Footer

In the header at the top of the portal page, you can display your own
custom logo or that of your customer, as well as a custom background
image and text.

Customizing the Header

You will use the supplied default header as the basis of the custom
header. After you have defined the custom header, you will override the
default header by referencing yours in the customer’s portal view file.

1. Go to the directory where the default header is stored:

Windows NT/2000: i nst al | _di r\ webapps\ ovportal \j sp\core\
UNIX:/ opt / OV SI P/ webapps/ ovportal /j sp/ core/

2. Copy and rename the default header file header . j sp to a custom
header file name (for example, cust onheader . j sp).

With an ASCII editor, open the new header file and modify it to
change the image files or add text. (The default code for header.jsp is
shown in Figure 11-1 on page 192.) The following rules apply when
modifying the customheader.jsp file:

background="/ OvSi

The header comprises the background image (banner), logo
images, and text.

The cust omheader . j sp file is an HTML fragment that should
NOT have <HTM.><\ HTM_> or <BODY><\ BODY> tags inserted.
When editing the HTML, you need to preserve the beginning and
end table tags.

When you make reference to images, use the following path:
<ing src="/ QvSi pDocs/ i nages/ " >

Make sure you place the image files in the above location.

If you want the banner to show through a logo image, make the
logo image transparent.

The background image (color strip) in the default header is
referred to as the banner. The default code for the banner is:

pDocs/ C i mages/ f ranewor k/ def aul t/ bg-fade. gi f"
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This default is only used if the skin is specified to be "[None]."

= Note that cl ass equals "header " in the cust omheader . j sp file.
The header class is defined in the cascading style sheet (CSS)
files. If you want the header background image (banner) and
position, as well as the text color to change based on the selected
skin, cl ass must equal header . But if you want to remove this
dependency, you can remove the cl ass attribute and value from
your cust omheader . j sp file.

Figure 11-1 Default Code for header.jsp

<l-- Banner Title bar -->
<t abl e cl ass="header" cel | paddi ng="10" cel | spaci ng="0"
border="0" wi dt h="100% hei ght="60"
background="/ OvSi pDocs/ C/ i mages/ f r anmewor k/ def aul t/ bg- f ade. gi f" >
<tr cl ass="header">
<td class="header" align="left" valign="m ddle">
<ing src="/OvSi pDocs/ T i mages/ cust onf generic_net.gif"
alt="You know it when its Ceneric!"
wi dt h="141" hei ght ="43"/></td>
<td class="header" align="right" valign="nmniddl e">
<ing src="/OvSi pDocs/ T i mages/ f r amewor k/ hpl ogo. gi f"
al t="Hew ett-Packard" wi dth="140" hei ght="52"/></td></tr>
</t abl e>

3. After modifying the text and image references, save and close the
cust omheader . j sp file.

4. Next, insert a reference to the new header file into the portal view file
of the customer to whom you want to display the customized header.
With an ASCII editor, open the portal view file, which is stored in the
following location:

Windows NT/2000: <i nst al | _di r>\ conf\ shar e\ vi ews\
UNIX:/ et c/ opt/ OV SI P/ conf/ shar e/ vi ews/

5. The Portal Vi ewelement can contain the port al Header attribute. (It
is not there by default, so you may need to add it.) Type the attribute
as shown in the last line of the following example:
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Example of portalHeader Element Added to a Portal View File

<Portal Vi ew col or Schene="/ OvSi pDocs/ styl es/ defaul t. css"
def aul t Sheet | D="Sheet 2" refreshRat e="3600"
showDat eTi ne="yes" showUser Name="yes"
user Nanme="Any User"
port al Header =" cust omheader . j sp" >

If you specify the wrong path and the portal cannot find the file, the
portal will display the default header defined in the
OvPor t al Confi g. xm file.

. When you are finished, save the portal view file. You can expect to see

the change the next time the portal view for this customer is
displayed.

. If you want to change the banner in the header for each of the skins,

edit the header class definition in each CSS file that is registered in
the OvPor t al Confi g. xm file. CSS files that are registered in the
OvPor t al Confi g. xm appear as options in the Ski ns selection list on
the Opt i ons page. (Figure 11-3 on page 194 shows the header class
definition in the def aul t . css file.) Different banner images can be
specified for each CSS file. Place the new background images
somewhere under the following directory:

Windows NT/2000: i nstal | _di r\ SI P\ ht docs\ Qi nages\
UNIX: / opt/ OV SI P/ ht docs/ i mages/

If you change the background image and change the text color, make
sure the text color is well coordinated with the colors defined for the
BQODY class in the CSS file. For example, the monochrome CSS file
defines a black background for the portal body. If header text is not
defined as white, you will not see it.

To perform this type of customization, you need to be proficient in
Cascading Style Sheets (CSS) v.1. Visit the W3C site for more
information: http://www.w3.0org/Style/CSS/.
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Figure 11-3 header Class in default.css

/*
* These are resources for the | SP-supplied header HTM.
* These styles may not work dependi ng upon the supplied HTM.
*/
. header ({
backgr ound- i nage:
url ("/ OvSi pDocs/ C/'i mages/ framewor k/ def aul t/ bg-fade. gi f");
background-position: left top;
col or: bl ack;

}

8. If you want to remove the background image (banner) in the header,
you must edit both the cust onheader . j sp and the CSS files. In the
cust onheader . j sp file remove the code that specifies the background
image. In each CSS file, remove the background-image definition and

the background-position definition from the header definition.

Customizing the Footer

If you change the banner color in the header, you should consider doing
the same for the footer, so that the colors are coordinated. You can
change the color of the footer or place an image in it if you prefer.

The custom footer is defined the same way as the header. In a portal view
file, a port al Foot er attribute can be added to the Port al Vi ewelement.
If you want to add one, use the same procedure described for portal
headers. The class value in the cust onf oot er . j sp file would be

"f oot er ", and you would just reference the cust onf oot er . j sp from the
portal view file.
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Customizing the Skins

To perform this task, you need to be proficient in Cascading Style Sheets
(CSS) v.1. Visit the W3C site for more information:
htt p: //vww. w3. or g/ Styl e/ CSS/

Mapping the ColorScheme Element to a CSS File

Before adding or extending existing style sheets it is important to
understand the association between the Col or Schene name found in the
OvPor t al Confi g. xm file and the cascading style sheet file.

Here is an example that illustrates the mapping:

On the pt i ons page the Ski ns drop-down selection list includes
Seascape. It appears on the selection list because it was added as a
Col or Schene element in the OvPort al Confi g. xm file, as shown below:

<Col or Schenes>
<Col or Schene titl e="Seascape"
styl eSheet ="/ OvSi pDocs/ st yl es/ bl ue. css" >
</ Col or Schenes>

The filename for the Seascape color scheme is bl ue. css and is stored in:

Windows NT/2000: i nstal | _di r\ SI P\ ht docs\ st yl es\
UNIX: /opt/ OV SI P/ ht docs/ styl es/

If you want to add additional items to the "Skins" selection list in the
ot i ons page, simply add to the existing entries in the

OvPor t al Confi g. xm file and add the corresponding cascading style
sheet as described below.

Creating a Cascading Style Sheet

Create a new nycssfi |l e. css document and save it in the following
directory:

Windows NT/2000: i nstal | _di r\ SI P\ ht docs\ st yl es\
UNIX: /opt/ OV SI P/ ht docs/ styl es/

You can add new classes to the cascading style sheets, but do not
eliminate any of the existing ones. If you do you may inadvertently
impact modules that rely on those classes.
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Each supplied module defines the default appearance for the module.
The cascading style sheets can be changed as a way of overriding the
default appearance.

It may be easier to start from an existing file and make changes to it.

When creating a new skin, you may want to create or reference tabs that
match your new color scheme. SIP provides a set of layered image files as
a starting point for creating tabs. The format of these files is .psp (Jasc
Paint Shop Pro). They are located in the following directory:

Windows NT/2000:
install _dir\Sl P\htdocs\ Qi nages\framework\ psp\

UNIX: / opt/ OV SI P/ htdocs/ T i nages/ f r ammewor k/ psp/

If you want to change other graphical images on the portal page (other
than those in the banner), you need to use a graphics editor. The
interface images are stored in the following directories:

Windows NT/2000:

install _dir\Sl P\htdocs\ Qi nages\framework
install _dir\S P\htdocs\Qinages\health
install _dir\Sl P\htdocs\Cinages\service

UNIX:

[ opt/ OV/ SI P/ ht docs/ T i mages/ f r amewor k
/ opt/ OV/ SI P/ ht docs/ T i mages/ heal t h

/ opt/ OV/ Sl P/ ht docs/ CJ i mages/ servi ce

SIP relies heavily upon CSS class names to identify visual regions of the
page. In Table 11-1 on page 197 is a description of each region. Refer to
the CSS files for additional comments and uses.
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Table 11-1 Cascading Style Sheet Classes and Descriptions
Class name Description title
BCDY Attributes for the entire page
col or Text color for page

backgr ound- col or

font-style
font-size
f ont - wei ght

Background color for page (can be replaced with
background-image)

Style for text on page (normal, italic, oblique)

Size of text on page (point size, percentage)

Thickness of text on page (normal, bold, bolder, lighter)

Below are resources for service provider header HTML. These styles may not work
depending upon the supplied HTML.:

. header
backgr ound- i mage
backgr ound- posi ti on

col or

Attributes for the header portion of the page

Image used for banner in header

Placement for banner in header (top, center, bottom,
left, right)

Text color for text contained in header

Below are resources that control all

title and heading styles:

.title
col or
backgr ound- col or
font-style

Primary title for a page or area.

Text color in the title

Background color for the title

Style for text in the title (normal, italic, oblique)

backgr ound- col or
font-style
font - wei ght

f ont - wei ght Thickness of text in the title (normal, bold, bolder,
lighter)
.subtitle Area beneath the primary title that looks like extension
of the title (should have same settings as title)
col or Text color in the subtitle
backgr ound- col or Background color for the subtitle
font-style Style for text in the subtitle (normal, italic, oblique)
f ont - wei ght Thickness of text in the subtitle (normal, bold, bolder,
lighter)
. headi ng Highlighted area beneath the primary title that has a
different but complementary color scheme
col or Text color in the heading

Background color for the heading

Style for text in the heading (normal, italic, oblique)
Thickness of text in the heading (normal, bold, bolder,
lighter)
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backgr ound- col or

Table 11-1 Cascading Style Sheet Classes and Descriptions
Class name Description title
. Ssubheadi ng Area beneath the primary heading that looks like an
extension of the heading (should have same settings as
heading)
col or Text color for the subheading
backgr ound- col or Background color for the subheading
font-style Style for text in the subheading (normal, italic, oblique)
f ont - wei ght Thickness of text in the subheading (normal, bold,
bolder, lighter)
. heading A Anchor tag within heading
col or Text color for anchor tag in heading
. content Primary data presentation area
col or Text color for data presentation area

Background color for data presentation area

.al t Cont ent Altenative for data presentation area
col or Alternative text color for data presentation

.content A Anchor tag within primary data presentation area
col or Text color for anchor tag in primary data presentation

area

.altContent A
col or

Altenative for anchor tag in data presentation area
Alternative text color for anchor tag in data
presentation

Below are resources for the rows of tabs near the top:

.t abBar

The region occupied by the tabs.

.tabBar . edgeunsel
backgr ound-i nage
backgr ound- position

Left edge of unselected tab
Image for left edge of unselected tab
Position for image of left edge of unselected tab

.tabBar . edgesel
backgr ound-i nage
backgr ound- position

Left edge of selected tab
Image for left edge of selected tab
Position for image of left edge of selected tab

.tabBar. unsel sel

backgr ound-i mage
backgr ound- position

Left edge of unselected tab and right edge of selected
tab

Image for edge between an unselected and selected tab
Position for image of edge between an unselected and
selected tab
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Cascading Style Sheet Classes and Descriptions

Class name

Description title

.tabBar. sel unsel
backgr ound-i mage
backgr ound- position

Left edge of selected tab and right edge of selected tab
Image for edge between a selected and unselected tab
Position for edge between an selected and unselected
tab

. tabBar . unsel unsel
backgr ound-i nage
backgr ound- position

Edges between two unselected tabs
Image for edges between two unselected tabs
Position for image of edge between two unselected tabs

.tabBar . unsel edge
backgr ound-i nage
backgr ound- position

Right edge of unselected tab
Image for right edge of unselected tab
Position for image of right edge of unselected tab

.tabBar . sel edge
backgr ound-i mage
backgr ound- position

Right edge of selected tab
Image for right edge of selected tab
Position for image of right edge of selected tab

.tabBar. active
col or
backgr ound-i mage
backgr ound- position
backgr ound-r epeat

font-style
f ont - wei ght

Center of selected tab

Text color for text on the selected tab

Image for the center of the selected tab

Position for the image of the center of the selected tab
Handling of repetitions of the image for the center of the
selected tab (repeat-x for tab appearance)

Style for text in the heading (normal, italic, oblique)
Thickness of text on selected tab (normal, bold, bolder,
lighter)

.tabBar.inactive
col or
backgr ound-i nage
backgr ound- position

backgr ound- r epeat

font-style

Center of unselected tabs

Text color for text on the unselected tabs

Image for the center of the unselected tabs

Position for the image of the center of the unselected
tabs

Handling of repetitions of the image for the center of the
unselected tabs (repeat-x for tab appearance)

Style for text in the heading (normal, italic, oblique)

font - wei ght Thickness of text on unselected tabs (normal, bold,
bolder, lighter)
.tabBar A Anchor tag in tabbar

t ext -decoration

Decorations added to the anchor text (underline,
overline, line-through, blink, none)
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Table 11-1 Cascading Style Sheet Classes and Descriptions
Class name Description title
.tabBar A: hover Hovering mouse over anchor tag in tabbar
t ext - decor ati on Decorations added to the anchor text (underline,
overline, line-through, blink, none)
Below are resources for the controls on the module titlebars:
.control Primary controls used on the page
col or Text color for primary controls used on page
backgr ound- col or Background-color for primary controls used on page
Below are resources that control the toolbar that is usually immediately below the
tabBar:
.t ool bar General toolbar area
col or Text color for the general toolbar area
backgr ound- col or Background-color for general toolbar area
.tool bar .context Display box on the left-hand side of the toolbar that
contains the user name and roles drop-down
wi dt h Width of display box used for user name and roles
f ont - wei ght Thickness of font in the user name area of toolbar
(normal, bold, bolder, lighter)
paddi ng-1 eft Amount of spacing on the left hand side of the display
box
.tool bar .status Display box in the center of the tool bar that contains
the time and date information
wi dt h Width of display box used for time and date
font-size Size of font for time and date (point size, percentage)
font-style Style for text in the heading (normal, italic, oblique)
f ont - wei ght Thickness of font in the user name area of toolbar
(normal, bold, bolder, lighter)
paddi ng-1 eft Amount of spacing on the left hand side of the display
box
.tool bar .buttons Display box on the right-hand side of the toolbar that
contains the buttons for options, logout, help, etc.
col or Color for text in the buttons in the toolbar
wi dt h Width of display box used for buttons
.tool bar .buttons .button Display area for the internals of an individual button in
the tool bar
col or Text color for label in individual button in toolbar
wi dt h Width of display area for individual button in toolbar
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Cascading Style Sheet Classes and Descriptions

Class name

Description title

Below are resources for the entire content area occupied by the modules

. modul es
border-style
bor der-col or
border-wi dth

General settings for modules

Style for the borders surrounding the modules (solid,
double)

Width of the border surrounding modules

Below are resources for narrow colu

trailing columns will be as big as they need:

mns. Typically these will be a fixed width and the

. narrow Specifications for narrow columns of modules
wi dt h Space to be used by the modules in narrow columns
. W de Specifications for wide columns of modules

Below are resources that control the

the titlebar, heading and content regions. This is used to create a border around the
module or to adjust padding between modules:

display area for an individual module including

. nodul eBox
border-style

bor der - col or
border-w dth

General settings for the outside of each module
Style for the borders surrounding each module (solid,
double)

Color used for the borders surrounding each module
Width of the border surrounding each module

Below are resources that control the
bar):

heading and content areas along (without the title

. modul e
border-style

bor der - col or
border-w dth

General settings for the outside of each module
Style for the borders surrounding each module (solid,
double)

Color used for the borders surrounding each module
Width of the border surrounding each module

.nmodul e .title
col or
backgr ound- col or

paddi ng-1 eft

Settings for the title area within each module

Color for text in the title area of each module
Background color for the title area of each module
Padding on the left hand side of the title area before the

text in the title begins
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Table 11-1 Cascading Style Sheet Classes and Descriptions

Class name Description title

.module .title .caption Settings for the caption or label on the left-hand side of

col or
backgr ound- col or
col or

the module title

Color for text in the caption within the module title
Background color for area containing the caption within
the module title

Padding on the left hand side before caption text begins
within the module title

.module .title .controls

col or
backgr ound- col or

Settings for the controls on the right on the right hand
side of the module title

Color for text in the control area of the module title
Background color for the control area of the module title

.modul e .subtitle

col or
backgr ound- col or

paddi ng-1 eft

Area beneath the module title that looks like an
extension of the module title (should have same settings
as module title)

Color for text in the caption within the module subtitle
Background color for area containing the caption within
the module subtitle

Padding on the left hand side before caption text begins
within the module subtitle

.modul e . headi ng

col or
backgr ound- col or
paddi ng-1 eft

Highlighted area beneath the module title that contains
a label for submodules

Text color in the module heading

Background color for the heading

Padding on the left hand side before the caption text in
the module heading

. modul e. subheadi ng

col or
backgr ound- col or
paddi ng-1 eft

Area beneath the module heading that looks like an
extension of the module heading (should have same
settings as module heading)

Text color in the module heading

Background color for the heading

Padding on the left hand side before the caption text in
the module heading

. modul e . cont ent
col or
backgr ound- col or
paddi ng-1 eft

Data presentation area within the module

Text color in the module data presentation area
Background color for the module data presentation area
Padding on the left hand side before the module content
begins
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Table 11-1 Cascading Style Sheet Classes and Descriptions

Class name Description title

Below are resources for the edit pages:

.editarea Basic area on which edit controls are presented
col or Text color for text presented in the edit area
backgr ound- col or Background color for area on which edit controls are
presented
font-size Size of fonts presented on the area where edit controls

are presented (point size, percentage)

.editarea .| abel Highlighted area within edit area that allows for a label

to separate different sections of edit controls

col or Text color for text presented in the edit area

backgr ound- col or Background color for area on which edit controls are
presented

font-size Size of fonts presented on the area where edit controls
are presented (point size, percentage)

font - wei ght Thickness of fonts used in highlighted areas within edit
area.

Below are resources for the modules with tables:

. oddr ow Settings for odd numbered rows in tables (e.g., 1, 3, 5)
col or Color for text in odd numbered table rows
backgr ound- col or Background color for odd numbered table rows

. evenr ow Settings for even numbered rows in tables (e.g., 1, 3, 5)
col or Color for text in even numbered table rows
backgr ound- col or Background color for even numbered table rows

Below are the footer resources that control the add drop-down list and anything else at
the bottom of the screen:

.footer Area below the modules that contains controls for
adding modules. Also Service provided footers
paddi ng Spacing surrounding the footer area
col or Color for text presented in the footer area
backgr ound- col or Background color for footer area

Below are the resources that define the Network Health background images for the
gauges and detail indicators:
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Table 11-1 Cascading Style Sheet Classes and Descriptions

Class name

Description title

. NHGauge . gauge

backgr ound-i nage

The high-level gauge in the Network Device Health
module.

Image used to present 3D image of gauge on which
values are presented

Below are the NHdetail resources th

at correspond directly with the health ratings

defined in the <Rating> tag of the netHealthConfig.xml file:

. NHdet ai | . nor nal
backgr ound-i nage

backgr ound- position

Presentation controls for objects in Network Device
Health detail tables that have normal health

Image used in detail tables to represent objects with
normal health

Position for image within the detail table cell

. NHdetai | . nminor
backgr ound-i mage

backgr ound- position

Presentation controls for objects in Network Device
Health detail tables that have minor severity health
Image used in detail tables to represent objects with
minor severity health

Position for image within the detail table cell

.NHdetail .critical
backgr ound-i nage

backgr ound- position

Presentation controls for objects in Network Device
Health detail tables that have critical severity health
Image used in detail tables to represent objects with
critical severity health

Position for image within the detail table cell

. NHdet ai | . unknown
backgr ound-i mage

backgr ound- position

Presentation controls for objects in Network Device
Health detail tables that have unknown health
Image used in detail tables to represent objects with
unknown health

Position for image within the detail table cell
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Chapter Contents

= “Chapter Contents”

« “Introduction and Tutorial”

= “Designing the Functionality of Your Module”

= “Creating XML Code for a Generic-Based Module”
= “Adding Online Help”

= “Registering the Module with SIP”

= “Restarting the Servlet Engine”

= “Testing the New Module”

« “Adding the Module to a Portal View”

e “OVGeneric.dtd”
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Introduction and Tutorial

In addition to presenting NNM, VP Navigator, and VP-1S information to
your customers, you can integrate other applications and data through
use of the Generic module.

The Generic module is a non-programmatic way to easily and quickly
incorporate into SIP your existing web applications, reports, and other
data. You can create your own full-featured modules that can be added
and customized through the portal interface, extending the functionality
of SIP without writing portal-specific Java code.

Using the Generic module based on a simple specification in an XML file,
you can create a module that is configurable through a user interface.

The Generic module also provides limited proxying capabilities for the
URLSs. This way, you can integrate into portal web sites that are behind a
firewall and are not accessible to your end customer.

The Generic module offers you the following capabilities:

= Display content from a specified URL. For example, if you have
an HTML file on a different server or a CGI program or other web
application, you can display the contents of the URL by referencing
the URL in a portal view file.

= Display output from executable commands. For example, if you
want to run a command, such as pi ng or a command that generates
results from a database, and display the output of the command in
the portal, you can enter the command in a portal view file.

= Display HTML from an external file. For example, if you have a
report in an HTML file on the local machine or a tool that generates
reports in the form of text, you can display those reports through the
portal by referencing the HTML file in a portal view file.

= Display embedded HTML. For example, if you have a tool that
generates reports in the form of a GIF image, you can display the
report through SIP by embedding the HTML in a portal view file.

For examples of the Generic module, log into SIP as admi n user and
switch to the | nt egrati on Exanpl es role or Deno role. All modules are
based on the Generic module.

Chapter 12 207



TIP

Integrating Your Own Applications and Data
Introduction and Tutorial

For SIP 1.0 users: Generic modules can now be added through the
portal interface and customized through an Edit GUI. In SIP 2.0, you can
use the Generic module to create modules that have all of the features of
a supplied, full-features module.

Process of Creating Integrated Modules

The diagram below summarizes the process of creating integrated SIP
modules based on the Generic module.

Add module to
portal view

6

Restart serviet
engine

5
Register
module with

SIP

4

Create HTML
help topic

3

Create
XML code

2

Decide
Module
Design

Going through the Process: A Tutorial

You can easily understand the basic process of creating integrated
modules by following this short tutorial. You are instructed to take a
supplied, sample module that is based on the Generic module (in lieu of
creating XML code, Step 2), register it with SIP (Step 4), restart the
servlet engine (Step 5), and add it to a portal view (Step 6). The sections
following the tutorial describe the steps in detail.
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Create the XML Code

For this tour, you will use an existing default module file. Provided with
SIP are several sample integrations that are based on the Generic
module. Instead of developing code for this exercise, you will use one of
the sample integrations. (The thing to note is that default module code
must be placed in a specific location.)

The default module file contains a snippet of XML code that makes up a
complete Generic-based module. This code is added to a portal view file
when you add a module through the portal interface.

Register the Module with SIP

1. Go to the following directory where the sample integration code and
sample registration file are stored:

Windows NT/2000:
<install _dir>\integrations\Yahoo Headl i nes

UNIX: /opt/ OV SI P/integrations/ Yahoo_Headl i nes

2. Copy the files OvDef aul t YahooHead! i nes. xm and
OVRegYahooHead! i nes. xm into the following directories, which are
required locations:

e OvDef aul t YahooHead! i nes. xm

Windows NT/2000: <install _dir>\registration\defaults
UNIX:/etc/opt/ OV SI P/ registration/defaul ts

e OVRegYahooHead! i nes. xm

Windows NT/2000: <i nstal | _dir>\regi strati on\
UNIX: /etc/opt/ OV SI P/ registration/

The registration file defines such information as a unique ID for the
module, a reference to the servlet, the module’s associated help file,
and module’s capabilities.

Restart the Servlet Engine

After adding or changing a module registration file, you must stop and
restart the servlet engine before the changes will take effect in SIP.
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WindowsNT/2000:

From the Control Panel , select Ser vi ces. Stop and then restart
Tonrcat . Alternatively, you can use the command line: net st op tonctat
and net start toncat.

UNIX:

As r oot , stop and restart the web server and servlet engine by running
the following. (The DI SPLAY variable must be configured prior to
restarting the webserver and servlet engine.)

Stop on HP-UX: /shin/init.d/ ovsip stop
Start on HP-UX: /sbhin/init.d/ ovsip start

Stop on Solaris: /etc/init.d/ ovsip stop
Start on Solaris: /etc/init.d/ovsip start

Add the Module to a Portal View

1. Start SIP by opening a browser and entering the following:
ht t p: // your host name. coni ovport al

2. Login as adm n.

3. From the Role selection list in the portal banner, select Create A
Vi ew. Go to the [Add] button at the bottom of the wide tab column.

4. Select Yahoo Headl i nes and click [Add].

Resources for Creating Generic-Based Modules

Once you know the process for creating Generic-based modules, all you
need is the supplied sample code and an understanding of the DTD.
Below is a listing of resources and where you can find these.

Sample registration file
= Windows NT/2000:

<install _dir>\integrations\Yahoo_Headl i nes\ OVRegYahooHead!| i nes. xmi
< UNIX:

[ opt/ OV SI P/'i nt egrati ons/ Yahoo Headl i nes/ OVRegYahooHeadl i nes. xni
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Sample Generic-based modules of Third-Party Integrations

Concord, Keynote, NNM Commands, NNM Reports, Opticom, Service
Desk, VP Reporter, Webtrends, and Yahoo Headlines:

Windows NT/2000: <i nstal | _dir>\integrati ons\

UNIX: /opt/ OV SI Plintegrations/

Location of Default Module files

Windows NT/2000: <i nstal | _di r>\regi stration\defaul ts\
UNIX: /etc/opt/ OV SI P/ registration/ defaul ts/

Sample Portal View files

cannedDeno. xm and i nt egr ati on. xm located here:

Windows NT/2000: <i nst al | _di r>\ conf\ shar e\ vi ews\ sanpl es\
UNIX: /et c/ opt/ OV SI P/ conf/ shar e/ vi ews/ sanpl es/

DTD and Element Definitions

OvGeneri c. dt d located here:

Windows NT/2000: <i nstal | _di r>\ conf\ shar e\ vi ens\
UNIX: /et c/ opt/ OV SI P/ conf/ shar e/ vi ens/

OvModul eRegi strati on. dt d located in the following directory:

Windows NT/2000: <i nstal | _dir>\regi strati on\
UNIX: /etc/opt/ OV Sl P/registration/

Rules for Editing XML Files
“Rules for Direct Editing of XML Files” on page 54.
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Designing the Functionality of Your Module

Before you create a Generic-based module, you need to decide on the
functionality you want to build into it. Answer for yourself the following
guestions:

= Do you want to provide for editing of the module configuration from
the portal interface?

For example, you can provide an editing GUI with a choice list of
module parameters. You can allow a person with Vi ewAdn n edit
permissions to make these types of module configurations. For more
information on edit permissions, see Table 14-10 on page 284.

= If you provide an edit GUI, what parameters will you offer?

For example, parameters can be hosts, various reports, different
commands, and for the different commands ability to have different
parameters.

= Will the parameters be selected from a options list, or will they be
entered into a text field?

For example, you can create a selection list of commands, or allow the
text entry of a command.

= Will your module have multiple submodules?

= Because editing GUIs apply to the entire module and not individual
submodules, how will you design the editing interface appropriately
for all submodules?

= Do you want to develop an online help topic for your module?

If you do, keep in mind that, like edit GUIs, the help topic applies to
the entire module and not individual submodules.

To learn more about the kinds of choices you have when designing a
Generic-based module, refer to the examples in “Displaying the Output
from a Command” on page 214. Four examples illustrate the output of
the "ping" command displayed through the portal; but each example uses
a different approach.
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NOTE

Creating XML Code for a Generic-Based
Module

For information and sample code that is specific to each type of
submodule, see:

“Displaying the Output from a Command” on page 214
“Displaying HTML from an External File” on page 216
“Displaying Embedded HTML" on page 218
“Displaying the Contents of a URL” on page 219

The process of creating the XML code for a Generic-based module can be
summed up in the following steps:

1.

Find an example of a Generic-based module that is similar to the one
you want to create. Make sure you copy the entire Ceneri ¢ element.

For the location of example modules, see “Sample Generic-based
modules of Third-Party Integrations” on page 211 and “Sample Portal
View files” on page 211. You can also create a module from scratch.
For detailed information on the XML elements and attributes, see the
documentation that begins on page 237.

Copy and rename the XML file that contains the example. Place the
file in the defaults directory where the default module code for each
registered module is stored:

Windows NT/2000: <i nstal | _dir>\regi strati on\ def aul t s\
UNIX: /etc/opt/ OV SI P/ registration/defaul ts/

Using an ASCII editor, open the default file and modify the XML code.
In addition to the four references cited at the top of this page, the
following sections in this chapter describe the functionality that you
can add:

= “Giving Your Module Access to SIP Data Through Variable
Substitution” on page 221

« “Adding an Edit GUI to Your Module” on page 226
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= “Adding Status Text, Graphics, and Links to a Submodule Title”
on page 227

4. Save the file to the following directory:

Windows NT/2000: <i nstal | _dir>\regi strati on\ def aul t s\
UNIX: /etc/opt/ OV SI P/ registration/defaul ts/

Displaying the Output from a Command

Through SIP, you can display the output from program execution. In fact,
you can capture anything generated to st dout . For example, if you want
to run a command, such as pi ng or a command that generates results
from a database, and display the output of the command in a portal, you
can achieve this through the Generic-based module.

To display the command output, you will define the Commrand elementin a
Generic element. See the examples in Figure 12-1 through Figure 12-10
and the element definitions in Table 12-5 on page 241.

CAUTION Be careful when presenting the results of a command. A command is
executed as:

= Windows NT/2000: the local "System" account
e HP-UX: waww/ www
= Solaris: nobody/ nogr oup

Make sure that only knowledgeable personnel implement this feature.

Figure 12-1 Example Ping Command

<Generic>
<Subnodul e>
<TitleBar title="Ping Comrand"/>
<Conmmand conmandLi ne="pi ng. exe -n 3 | ocal host"
expires="5" stripH m Header="no" type="text/plain"/>
</ Subnodul e>
</ Generi c>
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Figure 12-2 Example Ping Command: Three Machines

<Ceneric>
<Subnodul e>
<TitleBar title="Ping Local Host"/>
<Conmand commandLi ne="pi ng. exe -n 3 | ocal host"
expires="5" stripH n Header="no" type="text/plain">
</ Command>
</ Subnodul e>

<Subrodul e>
<TitleBar title="Ping wem nuche"/>
<Conmand commandLi ne="pi ng. exe -n 3 wemni nuche. cnd. hp. conf
expires="5" stripH n Header="no" type="text/plain">
</ Command>
</ Subrodul e>

<Subnodul e>
<TitleBar title="Ping fcbeyond"/>
<Conmmand conmmandLi ne="pi ng. exe -n 3 fcbeyond. cnd. hp. conf
expires="5" stripH n Header="no" type="text/plain">
</ Command>
</ Subnodul e>
</ Generic>

Figure 12-3 Example Ping Command with Editing GUI: Option Parameter

<Ceneric>
<Subrodul e>
<TitleBar title="Ping Conmmand"/>
<Command conmandLi ne="pi ng. exe -n 3 $HOSTNAME"
expires="5" stripH nl Header="no" type="text/plain">
<Opt i onPar m name=" HOSTNAME"
pronpt =" Choose Ping Target" val ue="Local Host">
<Option nanme="Local Host" val ue="I|ocal host"/>
<Opti on nanme="wem nuche"
val ue="weni nuche. cnd. hp. con'/ >
<Opti on name="fcbeyond"
val ue="f cbeyond. cnd. hp. cont'/ >
</ Opti onPar >
</ Command>
</ Subnodul e>
</ Generic>

CAUTION Be aware that Figure 12-3 on page 215 and Figure 12-4 below are
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example only; for security reasons, you may not want to offer a text
parameter or options parameters for commands.)

Example Ping Command with Editing GUI: Text Parameter

<Ceneric>
<Subnodul e>
<TitleBar title="Ping Conmmand"/>
<Conmand conmandLi ne="pi ng. exe -n 3 $HOSTNAME"
expires="5" stripH n Header="no" type="text/plain">
<Text Par m name="HOSTNAVMVE" pronpt="Pi ng Target"
val ue="| ocal host"/ >
</ Command>
</ Subnodul e>
</ Generi c>

Displaying HTML from an External File

Through SIP, you can display HTML from an external file. For example,
if you have a tool that generates reports in the form of a GIF image or
text, you can display that report through the portal by referencing the
HTML file.

To display HTML from an external file, you will define the Fi | e element
in a Generic element. See the examples in Figure 12-5 on page 217 and
the element definitions in Table 12-6 on page 244.

Rules for External HTML

= The file must be on your local machine or network. It cannot require
http access. If you want to display files on a remote system, then refer
to “Displaying the Contents of a URL” on page 219.

« The file can be HTML or plain text. The t ype should be set to
"t ext / ht m " when the content is HTML. The t ype should be set to
“t ext / pl ai n” when the content is plain text.

e The HTML should be well formed.

= The contents of an external HTML file should not include "header"
tags such as <HTM.></ HTM.>, <HEAD></ HEAD>, or <BCDY></ BCDY>.
The portal will automatically provide these tags. If your HTML files
include these tags, you can use st ri pHTM.Header . For more
information about st ri pHTM_Header , refer to Table 12-5 on page 241.
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« fileName ("/rootdir/fil ename. ht m') specifies the file.

=« di spl ayFi | el nf o configures a Generic-based module to display the
full path to the file and the time it was last modified in the browser.
This information will precede the file content.

e stri pHTM.Header is used to strip the <HEAD></HEAD> contents
before displaying the file. This is useful if the imported file contains a
<HEAD> section and the customer’s browser cannot handle the
reception of multiple <HEAD> elements (one from the portal and one
from the file). "no" allows scripts to run within the HEAD tag.

= If you have style sheets in a file, your imported style sheets may be
ignored. If you embed content from a URL that defines a cascading
style sheet, it will override the SIP cascading style sheet.

Example: Displaying HTML from an External File from
cannedDemo.xml

<CGeneri c>
<Subnodul e>
<TitleBar titleAnchorText="Router Health"
titl eAnchor URL="/ OvSi pDocs/ C/ deno/ rout er _details.htm"/>
<Fil e di spl ayFi |l el nf 0="no"
fil eName="$S| P_HOVE_DI Rht docs/ C/ deno/ rout er _heal th. htm "
stri pHt m Header ="yes" type="text/htm"/>
</ Subnodul e>
</ Generi c>

Example of Displaying External HTML Files With Editing GUI:
Option Parameters

<Ceneric>
<Subrodul e>
<TitleBar titleAnchorText="Enpl oyee Files"/>
<Fil e di spl ayFi |l el nf o="no"
fil eName="$S| P_HOVE_DI Rht docs/ C/ deno/ $EnpFi | es"
stripHt m Header ="yes" type="text/htm ">
<Opt i onPar m name="EnpFi | es"
pr onpt =" Choose Enpl oyee File" val ue="John">
<Opti on name="John" val ue="john. htm "/ >
<Option nanme="Jane" val ue="jane.htnm"/>
</ Opti onPar n»
</File>
</ Subnodul e>
</ Generi c>
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Displaying Embedded HTML

Through SIP, you can embed a short HTML snippet in the portal view
file. To display embedded HTML, you will define the EnbeddedHt ni
element in a Generic element. See the examples in Figure 12-7 on
page 218 and the element definitions in Table 12-8 on page 249.

Rules for Embedded HTML

e Embedded HTML should be well formed.

< Embedded HTML should be brief; if the HTML content is lengthy,
refer to “Displaying HTML from an External File” on page 216.

= The contents of embedded HTML should not include "header" tags
such as <HTML></ HTM_>, <HEAD></ HEAD>, or <BODY></ BODY>. The
portal will automatically provide these tags.

= The value you enter for embedded HTML may be any string of text
not containing a less-than sign (<) or quotation marks ("), or similar
characters. These characters may be inserted using the usual entity
references (& t ; , and &quot ; ) or by their Unicode values using
character references. All raw ampersands (&), those that do not begin
a character or entity reference, must also be escaped as &anp; .
Embedded HTML must not contain: "] ] >"

Example of Displaying Embedded HTML from cannedDemo.xml

<Ceneric>
<Subnodul e>
<TitleBar title="Email Service"/>
<EnbeddedHt ml data="& t;inmg hei ght=79 wi dt h-239
src=&quot ; / OvSi pDocs/ C/ deno/ servi ces/ emai | - card. gi f &quot ;
al t =&quot ; / Emai | Service Card - M nor&quot ; &t ; "/ >
</ Subnodul e>
</ Generic>
<Ceneric>
<Subrodul e>
<TitleBar title="Sumary: HTTP-Web Pages Last 4 Hours"/>
<Fil e displ ayFil el nfo="no" fil eNanme=
" $SI P_HOVE_DI Rht docs/ ¢/ deno/ servi ces/ vpi s_avai | _gauge. htm "
stri pHt M Header ="yes" type="text/htm"/>
</ Subnodul e>
</ Generi c>
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Example of File and Embedded HTML

<CGeneri c>
<Subrnodul e>
<TitleBar title="Team Photo"/>
<Fil e displayFil el nf o="no"
fil eName="$SI P_HOVE_DI Rnt docs/ C/ deno/ t eanphot o. ht i "
type="text/htm"/>
<EnbeddedHt ml data="& t;br&gt; & t;i &gt; Standi ng
(fromLeft): Jane, Joe, Janet, Jack. Sitting
(fromleft): Bob, Bill, Betty, Beth;&t;/i&gt;/>
</ Subrodul e>
</ Generi c>

Displaying the Contents of a URL

Through SIP, you can display the contents of a specified URL. For
example, if you have an HTML file on a different server, or a CGI
program, you can display the URL by referencing it in a portal view file.

You can display URLSs in one of three ways:

= Inline frames (IFRAME). (Displays in scrollable window. The browser
bears the responsibility for displaying the URL.)

= Anchor tags. (Displays a link.)

= Embedded content. (Displays in a non-scrollable window the content
of the URL. SIP takes control of the content for display purposes.)

To display the contents of a URL, define the Ur| element in a Generi c
element. See the examples in Figure 12-9 on page 219 and the element
definitions in Table 12-7 on page 247.

All three mechanisms can be used by the URL submodule to pass a
parameter (user name, role properties, SIP home directory) to the
application. You can also make it part of the path to the file or URL that
you are accessing.

Example of Displaying Content of a URL

<Ceneric>
<Subnodul e>
<TitleBar title="HP E-Servi ces | FRAME on | E,
Li nk on Netscape"/>
<Url anchor Text ="HP E- Servi ces" di spl ayMet hod="i nl i ne"
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href ="http://ww. hp. conf e-servi ces" inlineHei ght="300"
proxy="no"/ >
</ Subnodul e>
</ Generi c>

NNM Commands Integration

<TitleBar title="SNW Query"/>
<Url href="http://$NNM OvCgi / webappnon. exe?$r eport &np; sel =$t ar get "
di spl ayMet hod="i nli ne" inlineHei ght="300">
<Text Par m nanme="NNM' pronpt ="NNM Managenent Server:" val ue="islandi a"/>
<Text Parm nane="t arget" pronpt="Target:" val ue="isl andia"/>
<Opti onPar m nanme="report" pronpt="Report:"

val ue="Show Capabilities">

<Opti on nane="Denmand Status Pol | "

val ue="app=I| P+Denand+Pol | &np; act =demandSt at usPol | "/ >

<Opti on name="Denmand Pol | "

val ue="app=I P+Denand+Pol | &np; act =demandPol | "/ >

<Opti on name="Show Capabilities"

val ue="app=I P+Denand+Pol | &np; act =capsPol | "/ >

<Opti on nane="Pi ng" val ue="app=I P+Tabl es&anp; act =pi ng"/ >
<Opti on nane="Renote Ping"

val ue="app=I P+Tabl es&anp; act =r pi ng"/ >

</ Opti onPar e

</Ul>
</ Subnodul e>
</ Generi c>

NOTE

If you want to activate the use of the IFRAME HTML tag, set the
di spl ayMet hod attribute to i nl i ne and use the i nl i neHei ght attribute
to specify the height of the IFRAME. The default is 100 pixels.

Netscape prior to 6.0 do not support IFRAME; the URL will be displayed
as an anchor tag using anchor Text as the text for the anchor. If you set
di spl ayMet hod to i nl i ne, an anchor tag will always be present on both
Internet Explorer and Netscape.

Proxying Capabilities

The generic module provides limited proxying capabilities when
displaying the content of a URL. When the pr oxy attribute is set to yes
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then the SIP server will access the URL directly (over the secure
network, for example). This way you can display portal data that
otherwise would not be accessible to the end user. In addition, you can
also provide the name and password that will be used when accessing
the protected data (see aut h attribute in Table 12-7 on page 247).

Not all URLs will proxy well through the Generic module. If the URL
uses JavaScript extensively or if it contains relative links (other than in
images, areas, hrefs, frames or target), the page will not display fully
correctly or some of its functionality will not be available in the module.
In this case, you may need to set the proxy attribute to no and make the
data system accessible to end users.

Giving Your Module Access to SIP Data Through
Variable Substitution

Your Generic-based module can be extended to allow the retrieving of
user-specific information from SIP using predefined variables. If placed
in the commandLi ne, fi | eNarre, and hr ef attributes, the variables will be
replaced by the Generic-based module with current SIP data.

The three variables give your integrated module access to information
about the SIP home directory, the user that is logged in, and the role of
that user. Note that you can access this information, but you cannot
change it.

Variable Substitution

Variable Description

$SI P_HOVE DI R This variable will be replaced with the SIP
installation directory, for example, C. \ Pr ogr am
Fi | es\HP penVi ew\ Sl P. This variable can be
placed in a cormandLi ne, fi | eNare or hr ef
attribute in Command, File, or URL elements
respectively. For an example of using

$SI P_HOVE DI R see Figure 12-14 on page 224.
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Variable Substitution

Variable Description

$OVLOA N This variable will be replaced with the user’s
login name. You can substitute in the login name
as part of a command, filename, or URL.

If the command, file, or URL requires a login
name, you can use $OVLOA N to substitute in a
user login name. For examples of using
$OVLOA N, see Figure 12-11, Figure 12-12, and
Figure 12-13 on page 223.

$OVROLE Allows applications to get data about user’s
current role, edit permissions, organizations
defined by the MgmtData filter, and the property
name. An application can use this information to
determine what to display to the user.

This is done by first defining Rol e in the
User-Role package file. Specific keywords allow
you to access four aspects of the role definition:
current role, edit permissions, Mynt Dat a filter,
and properties:

$OVROLE] OvNarre]

$OVROLE OVEdi t Level ]
(See Figure 12-15 and Figure 12-16 on page 224.)

$OVROLE OVCr gs]
(See Figure 12-17 on page 224.)

$OVROLE| <property nane>]
See Figure 12-18 and Figure 12-19 on page 226.

Login Name Substitution

You can substitute in the login name as part of the command, file name,
or URL. If you have an accessible URL that is login-name based, you can
substitute in $OVLOGIN as part of the URL.

If you have a CGI program that you want to refer to on another server
and the program is keyed off of a user login name, you can substitute
$OVLCA Nas part of the HTTP string. (See example in Figure 12-11.)
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When the Generic-based module sees this href with $OVLCA N it
substitutes in the user name as part of the href and then allows the
browser to fetch the document.

Example of Login Name Substitution ($OVLOGIN in URL)

<Url href="http://webpage. myconpany. coml $OVLOd N enpl oyeephot 0. gi f/>

Figure 12-12

Figure 12-13

In the example in Figure 12-11, the Generic-based module would display
an image from the directory named for the SIP user. For example, if the
SIP user name is "jan" then the accessed URL would be

"htt p: / / webpage. nyconpany. coni j an/ enpl oyeephot 0. gi f"

Example of Login Name Substitution ($30VLOGIN in Command)

<Command conmmand! i ne="pi ng $OVLOG N'/ >

In the example in Figure 12-12, the Generic-based module would
attempt to ping a host with the same name as the logged-in user. For
example, if the SIP user name is "john" then the command executed
would be "pi ng j ohn".

Example of Login Name Substitution ($OVLOGIN in File Name)

<File fil eNane="C:/Enpl oyeeFil es/ $OVLOGE N. ht m "/ >

In the example inFigure 12-13, the Generic-based module would display
a file named for the SIP user. For example, if the SIP user name is "Jan"
then the accessed file would be " C. / Enpl oyeeFi | es/ Jan. ht nl "

SIP Installation Directory Substitution

In the example in Figure 12-14 on page 224, the portal will display a file
called services.html that is located in the SIP home directory hierarchy.

For example, if SIP is installed in:
C \ Program Fi | es\ H° (penVi ew SI P

Then the displayed file is:
C \ Program Fi | es\ H? (penVi ewh SI P\ ht docs\ C\ deno\ ser vi ces. ht m
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Figure 12-14 Example of $SIP_HOME_DIR Used in File Name

<Subnodul e>
<TitleBar title="Services Purchased"/>
<File fileNane="$SI P_HOVE_ DI Rht docs/ C/ deno/ servi ces. ht m "
type="text/htm " stripHt m Header="yes"/>

User-Role Substitution

In the example in Figure 12-15, the portal will execute nyappl i cati on
and pass the user’s current role and edit permissions as two parameters
to nyappl i cati on. The application can then use this information to
determine what to display to this user.

Figure 12-15 Example of $OVROLE[OVNAME] Used in a Command

<Commrand commandl i ne="nyappl i cati on $OVROLE[ OVNane] $OVROLE[ OVEdit Level]"/ >

If the role is AcneTechni cal and the edit permissions level is
Vi ewAdm n, then the command executed would be:

nyappl i cati on AcmeTechni cal Vi ewAdmi n.
Figure 12-16 Example of $OVROLE[OVNAME] Used in a URL

<Url
href="http://webpage. myconpany. com f oo. exe?r ol e=$OVROLE[ OVNAME] &anp; per m ssi on=$%
OVROLE[ OVEdi t Level 1"/ >

In the example in Figure 12-16, the portal will execute the remote
application and pass the user’s current role and edit permissions as two
parameters to f 00. exe:

If the role is AcneTechni cal and the edit permissions level is
Vi ewAdmi n, then the URL accessed would be:

"http://webpage. nyconpany. coni f 0o. exe?r ol e=AcneTechni cal &np; per m ssi on=Vi ewAdm n"
Figure 12-17 Example of $OVROLE[OVOrgs] Used in a Command

<Conmmand conmandl i ne="nyapplication ' $OVROLE[ OVOrgs] ' "/ >

In the example in Figure 12-17, the portal will execute nyappl i cati on
and pass the management data associated with the user’s current role as
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a parameter to nyappl i cati on.

If the management data filter defines the three organizations Ari st on,
Kal | oi , and Anot her G oup, then the command executed would be:

nmyappl i cation ’Ariston| Kall oi | Anot her Group’

Rules for Substitution of Management Data

= Ifaroleis allowed to see all management data, the value of
$OVROLE[ OVOr gs] will be replaced with "<ALL>"

= Ifarole is not allowed to see any management data, the value of
$OVROLE[ OVOr gs] will be replaced with "<NONE>"

= Ifaroleis allowed to see one organization’s data, the value of
$OVROLE[ OVOr gs] will be replaced with the organization name.

= Ifaroleis allowed to see the data of multiple organizations, then the
organization names are passed as a string separated by the pipe
character. For example, "Ari st on| Kal | oi | Anot her G oup".

Example of Role Properties Defined in User-Role Package File

<Properties>

<Property name="Mnt App. | ogi n" val ue="acmne/ >

<Property name="Mnt App. password" val ue="acnepasswd"/>
</ Properties>

In the User-Role package file, you would define the role properties as in
Figure 12-18. Then, in the Generic-based module code, you would define
the URL using $OVRCLE[<pr operty nane>]. In the example in Figure
12-19, the portal will execute the remote application and pass the user’s
Myt App | ogi n and passwor d as two parameters to Mynt App. exe.

A module, whether supplied or Generic-based, may have need for
additional role attributes. The role properties element can contain any
number of property elements, and each property element has two
attributes: name and value. The value of the name attribute is property
name. For value of the value attribute is property value.

The supplied VP-1S module uses Role Properties to map a SIP role to a
VP-IS server and customer. To do this, you must define two properties
named: VPI S. server and VPI S. cust oner . The value of the
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VPl S. server should be set to the fully qualified name of the VPIS
system. The value of VPl S. cust oner should be set to the VP-IS customer
name.

Generic-based modules can also access the additional role properties. If
your module needs to access role properties information, define the role
properties in the role file and use variable substitution to pass the
information to your application.

Example of $OVROLE[<property name>] Used in a URL

href ="http://webpage. nyconpany. conl Mgnt App. exe?l ogi n=3OVROLE[ Mgnt App. | ogi n] &anp;
passwor d=$OVROLE[ Mynt App. password] "/ >

Referring to the Properti es definition in the User-Role package file in
Figure 12-18, the accessed URL would be:

http://webpage. myconpany. coml Myt App. exe?l ogi n=acnme&anp; passwor d=acrmepasswd

Adding an Edit GUI to Your Module

An edit GUI can be valuable for Conmand, Fi | e, and Ur| submodules.
With this feature, you can define parameters and then reference them in
the commandLi ne, fi | eNarre, or hr ef . In the reference to the parameter,
the tag must be $<Par arret er Name> where <Par anet er Nane> is the
name of the parameter defined in the element.

For examples, see Figure 12-3 on page 215, Figure 12-6 on page 217, and
Figure 12-4 on page 216. Also, see examples in the following directory:

Windows NT/2000: <i nstal | _di r>\i ntegrati ons\
UNIX:/opt/ OV SIP/integrations/

Refer, also, to the Table 12-9 on page 249 (TextParm Attributes) and
Table 12-10 on page 250 (OptionParm Attributes).
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Adding Status Text, Graphics, and Links to a
Submodule Title

There are four types of information that can be added to an submodule
title bar area. At a minimum, you typically have a title using thetitl e
attribute. In addition, you can have a link to detailed data, an area for

status text, and an area for a status image.

The submodule title is filled in from left to right in the following order:
- title

e titleAnchorUrl JtitleAnchor Text

e status

< statusl mageUrl /st at usl mageAl t Text
Titlebar Attributes of a Submodule

statusImageUrl

Sample Number 1 mE Status[mageAltText
Embedded HP.COM Status(ﬁp

ext mairg site text’
invent
elcome To TSample‘

titleAnchorUrl starus

title

titleAnchorlext

For detailed information on elements and attributes of the Generic
module, see “OVGeneric.dtd” on page 237, Table 12-2 on page 239 and
Table 12-4 on page 240.

Adding a Link in the Submodule Titlebar

There are two attributes of the Ti t | eBar element that control placing a
link to detailed data in the titlebar. These are ti t| eAnchor Url and
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titl eAnchor Text . Specify the link's URL intitl eAnchor rl and
specify the link’s textin ti t| eAnchor Text .

For example:

<TitleBar titleAnchorText="Server Heal th"
titl eAnchorUrl ="/ OvSi pDocs/ CJ deno/ server _details. htm"/>

Adding Status Text and Status Graphics in the Submodule
Titlebar

Plain status text can be presented in the submodule titlebar using the
st at us attribute. In addition, an image can be placed in the submodule
title using the attributes: st at usl nagelr| and st at usl mageAl t Text .
The following example demonstrates both:

<Titl eBar status="115 al arns"
st at usl mageAl t Text =" 80% maj or, 20% Nor nal "
st at usl mage="/ OvSi pDocs/ C/ deno/ al arnil. gi f"

title="Threshold Al arns"/>
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Adding Online Help

HP OpenView Service Portal provides the capability to add help for a
Generic-based module. You can provide help only for the module as a
whole, not for individual submodules.

When adding a Generic module to a portal view file, you can specify a
URL to an HTML file that contains help for the module using the hel p
attribute.

The help attribute specifies the URL to the help content for this module
instance. This attribute allows you to override the default help URL
defined in the module registration file. If you place your help topic
somewhere under the / OvSi pDocs directory, your topic will be displayed
in the same decorated window in which SIP help topics are displayed.
The recommended location is:

hel p="/ OQvSi pDocs/ T hel p/ <nod_di r ect or y>/ <t opi c. ht m >"

For example:

<Modul el nst ance i d="nyModul e
title="M/Modul e"
hel p="/ OvSi pDocs/ T MyHel p. ht ml " >

Each Generic module will navigate the customer to the specified HTML
help file whenever the module’s "?" button is activated.

The Generic module can have multiple Subrodul e elements, hence, all
the Submodul e child elements of a single Generi c element will reference
the same HTML help file.

The hel p attribute must be a URL and can point at documentation from
the local system. You are free to present a help page using the most
appropriate style for the module.
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Registering the Module with SIP

After you have created your module code, you can register it with SIP.
This is done through a module registration file. The registration file
defines such information as a unique ID for the module, a reference to
the servlet, the module’s associated help file, and module’s capabilities.

1. Create a module registration file by copying, renaming, and
modifying one of the existing ones located in the following directory:

(Windows) \ HP QpenVi ew\ SI P\ regi strati on\
(UNIX) /etc/opt/ OV SIP/registration/

2. Edit the registration file to define module-specific information:

e Entertitle. Thisis the title that is displayed in the module’s
title bar in the portal.

= Enter cl assi d. This required attribute uniquely identifies the
module. It must be unique among all registered modules.

= Enteri npl enent ati on. This required attribute is a reference to
the servlet that implements the module. This is the name of the
Java class implementing the Generic servlet. For Generic
modules, this value is always the same:

"/servlet/com hp.ov. portal . nodul es. ovgeneri c. Gizeneri cServl et"

For an example, see the Sample Module Registration File, Figure
12-21 on page 231.

= Enter out put Type. This attribute is used to determine in what
column type to place the module.

= Set the add attribute to "yes" if you want to allow the adding of
this module from the user interface. If “yes”, SIP will check the
user configuration file to determine whether to allow it.

= Setthe edit attribute to "yes" if you want to allow editing
capabilities from the user interface. If “yes”, SIP will check the
user configuration file to determine whether to allow it.

= Enter hel p, a pointer to the default help file for this module.

= Enter confi gDTD, the name of the module’'s Document Type
Definition (DTD). This is the OVGeneri c. dt d.
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= Enter a value for def aul t Confi gXM_ only if add="t r ue". This
optional attribute provides the path to an XML file with an XML
fragment for the module configuration. This XML fragment will be
added to the portal view when a user with editing permissions set
to Vi ewAdmni n adds the module through the module selection Add
button.

3. Save the registration file.
Figure 12-21 Sample Module Registration File from Integrations Directory

<?xm version="1.0" standal one="no"?>
<! DOCTYPE Mbdul eRegi stration SYSTEM " OVMbdul eRegi stration. dtd">

<Mbdul eRegi stration
vendor Nane="Hew ett - Packard Conpany"
vendor URL="ht t p: / / ww. openvi ew. hp. conf
description="HP OpenVi ew SI P Keynote Modul e"
version="1.0"
titl e="Keynote"
cl assi d="Keynot e"
i mpl ement ati on="/servl et/ com hp. ov. portal . rodul es. ovgeneri c. GrGeneri cServl et"
out put Type="wi de"

add="yes"
edi t="no"
def aul t Confi gXM_="def aul t s/ OvDef aul t Keynot e. xm "
confi gDTD=""
/>
Figure 12-22 OVModuleRegistration.dtd

<l-- OVModul eRegi stration.dtd -->

<l-- Copyright (c) 2000 Hew ett-Packard Conpany -->
<!-- $Revision: /min/BACCHUS/8 $ -->

<!-- $Date: 2001/03/15 00:13 UTC $ -->

<! ELEMENT Mbdul eRegi stration EMPTY>

<! ATTLI ST Modul eRegi stration

vendor Narre CDATA #1 MPLI ED
vendor URL CDATA #1 MPLI ED
description CDATA #1 MPLI ED
ver si on CDATA #1 MPLI ED
cat egory CDATA "General "
title CDATA #l MPLI ED
classid I D #REQUI RED
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i mpl erent ati on CDATA #REQUI RED

out put Type (nar r oy NARROW wi de| W DE| any| ANY) "narr ow"
add (1] O] YES| yes| N no) "no"

edit (1] O] YES| yes| N no) "no"

hel p CDATA #1 MPLI ED

confi gDTD CDATA #l MPLI ED

def aul t Confi gXML CDATA #1 MPLI ED

nmodul eTi meout CDATA "90">
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Restarting the Servlet Engine

After adding or changing a module registration file, you must stop and
restart the servlet engine before changes take effect:

e WindowsNT/2000:

From the Control Panel , select Ser vi ces. Stop and then restart
Tontat . Alternatively, you can use the command line: net st op
tontat and net start tontat.

= UNIX:

As root, stop and restart the web server and servlet engine by
running the following:

Stop on HP-UX: /sbin/init.d/ ovsip stop
Start on HP-UX: /shin/init.d/ ovsip start

Stop on Solaris: /etc/init.d/ ovsip stop
Start on Solaris: /etc/init.d/ ovsip start
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Testing the New Module

It is important to test your newly created Generic-based module to
determine if you have used the correct syntax and have placed
executables and files in locations that are accessible to the Portal. You
also want to verify that the functionality is working.

1. Log in as someone with ViewAdmin edit permissions. Add the new
module from the selection list at the bottom of the tab (if you
registered your module with add="yes").

2. Verify that the results in the browser are correct.
3. Modify the XML file, as needed.
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Adding the Module to a Portal View

After you create and register your Generic-based module, you can add it
to a portal view so that it appears in a portal. Generic-based modules are
added in the same way other modules are added: (1) Through the
interface (the preferred method), or (2) Through direct editing of the
portal view XML file to insert the Generi ¢ and Subnodul e elements and
attributes.

Through the SIP Interface (Preferred Method)

1. Log into SIP as a user with ViewAdmin permissions, and switch to
the role that is associated with the portal view you want to modify.

2. Create or go to the tab to which you want to add the module.
3. Scroll to the bottom of the tab.
4. Select a module from the drop-down list and click [ Add] .

Through Direct Editing of the XML

Generic-based modules can be added and configured by directly editing a
portal view file, if you do not expect to add this Generic-based module
again. Be careful, because you can introduce a lot of XML syntax
problems by adding the module this way.

Adding the module to the portal view file manually involves creating a
new module instance with an id that is unique among all module
instances in the portal view file; then defining the Generi ¢ and
Subnodul e elements and attributes. For information on the

Modul el nst ance element, see Table 9-4 on page 152.

Make a backup of configuration files before you customize them. If you
edit the XML file and get incorrect XML syntax, you may want the
ability to revert to the previous version of the file.

For detailed information on elements and attributes of the Generic
module, see “OVGeneric.dtd” on page 237, Table 12-2 on page 239 and
Table 12-4 on page 240.
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1. Inan ASCII editor, open the file that has your Generic-based module
code, and copy the entire Generi c element. Default modules are
stored in the following location:

Windows NT/2000: <i nstal | _dir>\regi strati on\ def aul t s\
UNIX: /etc/opt/ OV SI P/ registration/defaul ts/

For the location of the Generic-based modules installed with SIP, see
“Sample Generic-based modules of Third-Party Integrations” and
“Sample Portal View files” on page 211.

2. Open the portal view file to which you want to add the Generic-based
module. Portal view files are located in following directory:

Windows NT/2000: <i nst al | _di r>\ conf\ shar e\ vi ews\
UNIX: / et c/ opt / OV shar e/ SI P/ conf/ shar e/ vi ews/

3. Find the Sheet (tab) and Col unm that you want the Generic module
to appear on, and create a new Modul el nst ance. For information on
the Modul el nst ance element, see Table 9-4 on page 152.

4, Paste the Generi ¢ element into the Mbdul el nst ance element.

5. After you make modifications to the XML files, validate your XML
syntax. For information on validation tools, see “Validating XML
Files” on page 55.

6. Log into the portal to verify that your Generic-based module displays
as intended.
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OVGeneric.dtd

To create integrated modules based on the Generic module, you need to
understand the document type definition (DTD) and specifications
behind the module. Each instance of the Generic module is configured
based on the DTD. The O/Generi c. dt d is in the following directory:

Windows NT/2000: <i nstal | _di r>\ conf\ shar e\ vi ews\
UNIX: / et c/ opt/ OVI shar e/ Sl P/ conf/ shar e/ vi ews/

A CGeneri c element defines an instance of the Generic module and
contains the following:

<Generic> consists of one or nore:
<Subnodul e> consi sts of:
<Titl eBar>
<Conmmand> or <File> or <URL>
<EmbeddedHt m >
</ Subnodul e>
</ Generi c>

OVGeneric.dtd

<!-- OVGeneric.dtd -->
<l-- Copyright (c) 2000 Hew ett-Packard Conpany -->
<!-- $Revision: /min/BACCHUS/6 $ -->
<!-- $Date: 2001/02/27 20:45 UTC $ -->
<! ELEMENT Ceneric (Subnodul e+) >
<! ELEMENT Subnodule (TitleBar?, (Command? | File? | Ul?),
EnbeddedHt m ?) >
<! ELEMENT Titl eBar EMPTY>
<I ATTLI ST Titl eBar
title CDATA #l MPLI ED
titleAnchorUrl CDATA #l MPLI ED
titleAnchor Text CDATA #l MPLI ED
st at us CDATA #| MPLI ED
statusl mageUr| CDATA #l MPLI ED
st at usl mageAl t Text CDATA #l MPLI ED
>
<!-- EnbeddedHtm - this is HTM. that will be enbedded

as it is at the end of the submodule, i.e., below the
command out put or file. -->
<I-- Notice also that the subnmodul e may display only
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the Enbedded HTML if a subnodul e does not contain
a Command, File or Ul -->

<! ELEMENT EnbeddedHt ml EMPTY>
<! ATTLI ST EnbeddedHt m

dat a CDATA #| MPLI ED
>
<! ELEMENT Command (( Text Parnf¥, OptionParnt)*)>
<! ATTLI ST Conmand

commandLi ne CDATA #REQUI RED

type CDATA "text/plain"

expi res CDATA "0"

stripHt m Header (yes | YES| no | NO| 0| 1) "no"
>
<IELEMENT File ((TextParnt, OptionParnt)*)>
<IATTLIST File

fil eName CDATA #REQUI RED

type CDATA "text/plain"

di splayFilelnfo (yes | YES| no | NO| 0] 1) "no"
stripHt m Header (yes | YES| no | NO| 0] 1) "no"
>
<I-- If displayMethod is "inline" or "anchor," the proxy
attribute is used by the portal. -->
<I-- |If displayMethod is "enbedded," then proxing is always
done regardl ess of whether the value is "yes" or "no." -->
<I-- "auth" is used only if "proxy" is set to "yes",

otherwise it is ignored -->

<I ELEMENT Url ((TextParnr, OptionParnt)*)>
<! ATTLI ST Url
href CDATA #REQUI RED
di spl ayMethod (inline | anchor | enbedded) #REQUI RED
i nl i neHei ght CDATA " 100"
anchor Text CDATA "click here"
proxy (yes | YES| no| NO| 0| 1) "no"
aut h CDATA #| MPLI ED
>
<! ELEMENT Text Par m EVMPTY>
<I ATTLI ST Text Par m
pronpt CDATA #REQUI RED
nane CDATA #REQUI RED
val ue CDATA #| MPLI ED
>
<! ELEMENT OptionParm (Opti on+) >
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<! ATTLI ST Opti onParm
pronpt CDATA #REQUI RED
name CDATA #REQUI RED
val ue CDATA #l MPLI ED

>

<! ELEMENT Option EMPTY>

<! ATTLI ST Option
nane CDATA #REQUI RED
val ue CDATA #REQUI RED

>

Table 12-2 through Table 12-11 describe the DTD elements and
attributes.

Generic Element

Element

Description

Subnodul e

A child element of the Generi ¢ element, Subnodul e contains
zeroor 1 Ti tl eBar elements, zero or 1 of the following
elements: Command, Fi | e, or Ur| ; and zero or 1 EnbeddedH m
element.

Table 12-3

Submodule Elements

Element

Description

Titl eBar

An optional child element of the Subrodul e element, Ti t | eBar
displays a gray titlebar at the beginning of a Submodule. A
Subnodul e can have one Ti t | eBar.

File

An optional child element of the Subnodul e element, Fil e
imports a file on your local machine or network. It does not
access files that require HTTP access. File can be HTML
(text/htm) or plain text (t ext/ pl ai n). For more information
see “Displaying HTML from an External File” on page 216.

Command

An optional child element of the Subnodul e element, Comrand
displays the output of any executable command that generates
stdout. For more information, see “Displaying the Output from
a Command” on page 214.

Note that parameter substitution can be used with the Comrand
element, as described in “Giving Your Module Access to SIP
Data Through Variable Substitution” on page 221.
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Table 12-3 Submodule Elements

Element Description

g An optional child element of the Subrmodul e element, this
element displays the content of a URL. Using Ur | , you can
display the contents of a remote file that requires HTTP access,
or execute a CGI program. For more information, see
“Displaying the Contents of a URL” on page 219.

EnbeddedH ni An optional element that embeds raw HTML. Can be used by
itself or in conjunction with command, file, or URL. If used with
one of those, the value of EmbeddedHtml is output after the
processing of the command, file, or URL and must be defined in
the XML file after the command, file, or URL. For more
information, see “Displaying Embedded HTML" on page 218.

Table 12-4 TitleBar Attributes

Attributes Description

title The name displayed in the submodule title bar (e.g., "Billing" or
"Trouble Tickets"). The value can be either simple text or
HTML. If HTML is used, characters such as "<" and ">" need to
be appropriately escaped according the rules for valid HTML.

titleAnchor Url Defines a URL ("http:...") to be accessed via the submodule
titlebar. The attribute ti t| eAnchor Text must also be set in
order for this attribute to have an effect.

titl eAnchor Text Defines the text to be placed within the anchor tag and
displayed in the submodule title bar. The attribute
titleAnchor Url must also be set for this to have an effect.

st at us Status text to be displayed on the right-hand side in the
submodule title. The value can be either simple text or HTML.

st at usl mageUr | Defines a URL ("http:...") of an image to display right justified
in the submodule title bar.

st at usl mageAl t Text Defines alternate text to display for the image.

For more information on Ti t | eBar, see “Adding Status Text, Graphics,
and Links to a Submodule Title” on page 227.
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Table 12-5 Command Attributes and Elements

Attributes and
Elements

Description

commandLi ne

A required attribute, conmandLi ne defines the command to
use with a submodule.

Example:
"commandLi ne="/ usr/ sbi n/ pi ng host narmre 10"

Optional arguments to a command can be placed as part of
the commandLi ne attribute. If the value of commandLi ne
contains one of the following, the command referenced by the
attribute has the option of using this argument to determine
a user context:

$SI P_HOME DR
$OVLOGE N
$OVRCLE

For more information on substitution, see “Giving Your
Module Access to SIP Data Through Variable Substitution” on
page 221.

Be careful when presenting the results of a command. A
command is executed as:

< Windows NT/2000: the local "System" account
e HP-UX: wwww/ wwww
= Solaris: nobody/ nogr oup

Make sure that only knowledgeable personnel implement this
feature.
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Table 12-5 Command Attributes and Elements
Attributes and Description
Elements
type An attribute that indicates what type of output a command

will generate based on standard MIME types. There are two
values for this enumerated type:

t ext / pl ai n: The output from the command is pure ASCI|I
text. In this mode, the Generic module will prefix the
command’s output with the HTML tag <pr e> and will append
the HTML tag </ pr e> after the command completes. This
wrapping is necessary to support non-HTML output.

t ext / ht m : The output from the command contains HTML
text. No wrapping of the output is performed.

expires An attribute that indicates the number of minutes the results
of command execution are valid. The results of running a
command are cached if expi r es is greater than 0 minutes.
The cached results will be used the next time the same
command is processed until the number of minutes specified
in expi r es has elapsed. When the number of minutes has
elapsed, the Generic module will reinvoke the command
instead of using previous cache. The default is 0 minutes,
meaning that no caching is performed and the command is
always executed.
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Table 12-5 Command Attributes and Elements

Attributes and
Elements

Description

stri pHt m Header

An attribute that is used when the value of t ype equals

"t ext/ht M ". This attribute can be set to yes in order to
display just the contents of the HTML <body> tag. All HTML
header information from the command is removed from the
output stream. This attribute may need to be set if the
referenced command will generate an entire valid HTML
document including HTML header information. It may not be
valid to return more than one set of HTML header tags to the
browser. It is important to remove the additional tags from
the referenced command. The default value of this attribute is
no. Possible values: yes | YES|no | NOJO] 1.

Output from the portal generates a complete HTML
document including <Ht M >, <Head>, and <Body> tags. If the
output of your command generates its own <H ni >, <Head>,
and <Body> tags, you will have more than one each of the
<H m >>, <Head>, and <Body> tags. If this is the case, set
stri pH m Header to “yes.”

The default is set to “no” to allow the functioning of any
potential scripts that you have placed in the <Head> tag. Be
aware that a document containing multiple <H ml >, <Head>,
and <Body> tags may cause unpredictable behavior in the
browser. If a problem arises that you suspect is related to
header data, change St ri pH m Header to “yes.”

Text Parm

The optional child element of Fi | e, Command or Ur| elements.
Text Par melement defines a parameter that can be used in
fil eName, conmandLi ne or hr ef attribute. The Portal will
provide the Ul for an end user to edit this parameter (module
must be editable).
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Table 12-5 Command Attributes and Elements
Attributes and Description
Elements
pt i onPar m The optional child element of Fi | e, Conmand, or r | elements.

pt i onPar melement defines an option parameter that can be
used in fi | eNane, commandLi ne or hr ef attribute. The option
parameter is a parameter with predefined values (options)
that a user can choose from. The Portal will provide the Ul for
a user to choose the value of this parameter from the
drop-down list (module must be editable). ot i onPar m
element must contain at least one (pt i on element.

Table 12-6 File Attributes
Attributes Description
fil eNane A required attribute, f i | eNanme defines the file that can be

accessed and displayed. The file needs to reside on the same
system or be accessible via the network. The file path can be
absolute (starting from the root directory) or you can use
$SI P_HQVE DI Rto reference files relative to the SIP
installation directory.

Example:
fileName="/tnp/file.htm"

You can take advantage of a portal user context if the value
of fileName contains one of the following:

$SIP_HOVE DI R
$OVLOE N
$OVROLE

For more information on substitution, see “Giving Your
Module Access to SIP Data Through Variable Substitution”
on page 221.
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File Attributes

Attributes

Description

type

Indicates the type of file. There are two values for this
attribute:

t ext/ pl ai n: The file content is pure ASCII text. In this
mode, the Generic module will prefix the file content with
the HTML tag <pre> and will append the HTML tag </pre>
after the file content. This wrapping is necessary to support
non-HTML files.

t ext/ ht m : The file contains HTML text. No wrapping of
the content is performed.

di splayFil el nfo

This attribute can be set to "yes" in order to display the full
path to the file and the time when the file was last modified.
The default value for this attribute is "no." The default is
not to display the full pathname or modification time.

stri pHt m Header

When the value of t ype equals "t ext/ ht m ", this attribute
can be set to "yes" to display just the contents of the HTML
<body> tag. All HTML header information from the file will
be removed from the output stream. This attribute may
need to be set if the referenced file contains an entire valid
HTML document including HTML header information. It
may not be valid to return more than one set of HTML
header tags to the browser. It is important to remove the
additional tags from the referenced file. The default value of
this attribute is "no." Possible values: yes | YES|no|NOJO] 1.

Output from the portal generates a complete HTML
document including <Ht m >, <Head>, and <Body> tags. If
the output of your command generates its own <Ht n >,
<Head>, and <Body> tags, you will have more than one each
of the <H m >>, <Head>, and <Body> tags. If this is the case,
set stri pH m Header to “yes.”

The default is set to “no” to allow the functioning of any
potential scripts that you have placed in the <Head> tag. Be
aware that a document containing multiple <H ni >,
<Head>, and <Body> tags may cause unpredictable behavior
in the browser. If a problem arises that you suspect is
related to header data, change St ri pH m Header to “yes.”
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Table 12-6 File Attributes
Attributes Description
Text Parm The optional child element of Fi | e, Cormand or Ur |

elements. Text Par melement defines a parameter that can
be used in fi | eNane, conmandLi ne or hr ef attribute. The
Portal will provide the Ul for an end user to edit this
parameter (module must be editable).

ot i onPar m The optional child element of File, Command or Url
elements. Qpt i onPar melement defines an option parameter
that can be used in fi | eNane, commandLi ne or hr ef
attribute. The option parameter is a parameter with
predefined values (options) that a user can choose from. The
Portal will provide the Ul for a user to choose the value of
this parameter from the drop-down list (module must be
editable). Opt i onPar melement must contain at least one
ot i on element.
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Table 12-7 Url Attributes

Attributes

Description

hr ef

A required attribute that defines the URL to use with this
submodule.

Examples:
href ="ht t p: / www. hp. cont

Optional arguments to a URL can be placed as part of the

hr ef attribute. If the value of hr ef contains one of the
following, the URL referenced by the attribute has the option
of using this argument to determine a user context for the
URL:

$SI P_HOME_ DI R
$OLOA N
$OVROLE

For more information on substitution, see “Giving Your
Module Access to SIP Data Through Variable Substitution” on
page 221.

di spl ayMet hod

A required attribute that can be set to either i nl i ne, anchor
or enbedded.

The i nl'i ne value indicates whether <I FRAME> tags should be
used. A standard <A> tag will also be displayed because
browsers other than IE, including all Netscape browsers prior
to version 6.0, do not support the <I FRAME> tag.

The anchor value tells the portal to display only a link to the
specified URL.

The enbedded value tells the portal to access the specified
URL and embed (display) its content into the submodule.

i nl i neHei ght

This attribute is only applicable when di spl ayMet hod is

i nl i ne. Specifies in pixels the height of the IFRAME.
Represents the height in pixels that will be provided for an
IFRAME. If not supplied, the default is 100 pixels.

Chapter 12 247



Integrating Your Own Applications and Data
OVGeneric.dtd

Table 12-7 Url Attributes
Attributes Description
anchor Text This attribute indicates the text to display on browsers that

do not support the <I FRAME> tag, such as versions of
Netscape that are earlier than 6.0, or when di spl ayMet hod
is anchor . Represents the text to display for a resulting
HTML <A> anchor tag. The default value is "click here".

pr oxy An attribute that indicates whether SIP should proxy the
data from the specified URL. If proxy="no", then the end
user’s browser will fetch data from the specified location. The
data should be accessible to the end user. For example, set
proxy to "no" when displaying user myYahoo account.

If "proxy" equals "yes" then the SIP server will fetch data
from the specified location using http request. This allows the
SIP server to directly communicate with another server (data
source) over a secured network. Use this method to access
data that are not visible to the end user, for example Concord
or NNM reports.

If di spl ayMet hod="enbed", then proxy is assumed to be
"yes.

The default value of "proxy" attribute is "no" Possible values:
yes, no, YES, NO, 0, 1

auth This attribute is used if pr oxy equals "yes" and the accessed
location is protected with web server authentication. "aut h"
specifies the name and password that will be used by the SIP
server when accessing the protected data.

Name and password should be separated by colon:

For example, aut h="nane: passwor d"

Text Parm The optional child element of Fi | e, Command or UrI elements.
Text Par melement defines a parameter that can be used in
fil eNanme, conmandLi ne or hr ef attribute. The Portal will
provide the Ul for an end user to edit this parameter (module
must be editable).

248 Chapter 12



Integrating Your Own Applications and Data
OVGeneric.dtd

Table 12-7 Url Attributes
Attributes Description
ot i onPar m The optional child element of File, Command or Url elements.

pt i onPar melement defines an option parameter that can be
used in fi | eNane, commandLi ne or hr ef attribute. The option
parameter is a parameter with predefined values (options)
that a user can choose from. The Portal will provide the Ul for
a user to choose the value of this parameter from the
drop-down list (module must be editable). Oot i onPar m
element must contain at least one (pt i on element.

Table 12-8 EmbeddedHtml Attributes

Attributes

Description

dat a

The value of this attribute contains HTML for output
constrained by the conventions outlined in “Rules for
Embedded HTML” on page 218.

Table 12-9 TextParm Attributes

Attributes

Description

pr onpt

A required attribute. Specifies the prompt for the parameter
entry. Prompt will be displayed during parameter editing and
it should clearly identify the parameter for a user.

For example,
pronpt =" Host name: "
pronpt ="Enter name of NNMstation:"

For more information on parameter editing, see “Adding an
Edit GUI to Your Module” on page 226.

name

The required attribute. The name of the parameter. This
name preceded by the dollar sign $ can be used in the value of
fil eName, hr ef or conmandLi ne attribute. The SIP portal
will replace this $nane by the parameter value before
accessing the file or the URL or executing the command.
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Table 12-9 TextParm Attributes

Attributes

Description

val ue

The default value of the parameter. The parameter ($nane) in
fil eNarre, hr ef or comrandLi ne will be replaced by this value
(the value of the val ue attribute) before accessing the file or
the URL or executing the command.

Table 12

-10

OptionParm Attributes

Attributes

Description

pr onpt

The required attribute. The prompt for the parameter entry.
Prompt will be displayed during parameter editing and it
should clearly identify the parameter for a user.

For example,
pronpt =" Host nane: "
pr onpt =" Choose name of NNM station:"

For more information on parameter editing, see “Adding an
Edit GUI to Your Module” on page 226.

name

The required attribute. The name of the parameter. This
name preceded by the dollar sign $ can be used in the value of
fil eName, href or conmandLi ne attribute. The SIP portal
will replace this $nane by the parameter value before
accessing the file or the URL or executing the command.

val ue

The name of a default option. The name of an option that
define the default value of the parameter. The option with
this name must be defined i.e. Opt i on element with this

name must be contained in this Opt i onPar melement.

The parameter ($nane) in fi | eNane, hr ef or conmandLi ne
will be replaced by the value of this option before accessing
the file or the URL or executing the command.

Option

A child element of Qpt i onPar melement. The (pt i on element
defines one of options for the parameter, that is, one of the
values that the parameter can take. There must be at least
one ot i on element defined (contained in) for an Qpt i onPar m
element.
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Table 12-11 Option Attributes

Attributes Description

nane A required attribute of the Opt i on element, specifies the
name of the option. This name will be displayed in the
drop-down selection list to identify the option.

val ue A required attribute of the Opt i on element, specifies the
default value of the option. If the parameter has this option
value (that is, if the option is selected), the parameter in

fil eNarre, hr ef , or conmandLi ne will be replaced by this
value (the value of the val ue attribute) before accessing the
file or URL or executing the command.
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Understanding What It Means to Integrate A Custom Authentication
Provider

Understanding What It Means to Integrate A
Custom Authentication Provider

If none of the supplied authentication providers meets your needs, you
can write and integrate your own custom authentication provider. SIP
provides APIs and sample code to write your own Java class to integrate
with SIP. Following is a general idea of what is involved in this type of
integration.

SIP Authentication Model

The SIP 2.0 authentication model loads a configured Authentication
Provider Java class. If one of the supplied JAVA classes is not sufficient,
you can create a Java class that implements a custom authentication
provider and integrate it with SIP.

In general terms, creating a custom authentication provider involves:

< Deciding the type of Authentication Provider to develop: Portal
Authentication Provider or External Authentication Provider.

= Developing the code.
= Developing the web pages: login and logout pages.
= Making the authentication provider configurable, if relevant.

= Registering the authentication provider with SIP.
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Deciding Which Type of Authentication
Provider to Develop

First, you need to decide whether you are going to develop a Portal
Authentication Provider or an External Authentication Provider. Use the
following general principles and supplied samples to guide your decision.

General Principles

You should implement the Por t al Aut henti cati onProvi der interface if
the user’s session (the "state" of whether the user is logged in) is held
locally, in SIP.

You should implement the Ext er nal Aut hent i cat i onPr ovi der interface
if the user’s session is held externally to SIP.

Por t al Aut henti cati onProvi der implements the Aut henti cat e
method, which accepts username and password as input and makes the
decision whether password actually authenticates username.

Ext er nal Aut henti cat i onPr ovi der implements the

get Aut hent i cat edUser method, which determines whether there is an
authenticated user or not (determined through some means known only
to it), and if so, returns the username to SIP.

Supplied Authentication Providers As Examples

Use the supplied authentication providers in Table 13-1 on page 256 as
examples when developing a custom authentication provider.
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Table 13-1 Supplied Authentication Providers
Supplied Authentication Type and Description
Providers
NullAuthenticationProvider An External Authentication Provider, because the

user’s state of being logged in is external to SIP
(always true) and because the user never inputs a
username or password, and the Authentication
Provider returns a username (always "anyuser") to
SIP.

NoPasswordAuthenticationProvider | A Portal Authentication Provider, because the
user’s state of being logged in is local to SIP, and
because it accepts a username from the user.

FileAuthenticationProvider A Portal Authentication Provider, because the
user’s state of being logged in is local to SIP, and
because it authenticates based on a username and
password input by the user.

LDAPAuthenticationProvider A Portal Authentication Provider, because the
user’s state of being logged in is local to SIP, and
because it authenticates based on a username and
password input by the user. It does perform an
authenticated bind with the remote LDAP server,
but the LDAP server does not maintain this bind
for the duration of the session; the LDAP
Authentication Provider merely delegates the
password validation task to the LDAP server.

NNMSSOAuthenticationProvider An External Authentication Provider, because the
user’s state of being logged in is external to SIP
(held by ovsessionmgr, part of NNM). SIP never
sees the username and password input by the user,
and it returns the username (which it gets from a
cookie) to SIP.

WebServerAuthenticationProvider An External Authentication Provider, because the
user’s state of being logged in is external to SIP
(held by the web server). SIP never sees the
username and password input by the user, and it
returns the username (which it gets by calling

H t pSer vl et Request . get Renot eUser ()) to SIP.
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Developing the Code

Following is general information that will help you develop your custom
authentication provider code.

Development Resources

You have several resources for the development of the authentication
provider.
Javadocs

Javadoc for the Authentication Provider interfaces can be found at:

= Windows NT/2000:
<install _dir>\htdocs\javadoc\index. htm

< UNIX:/opt/ OV/ SI P/ ht docs/j avadoc/i ndex. ht m

Sample Authentication Providers

Start with one of the two sample Authentication Provider java files:

= Sanpl eExt er nal Aut henti cati onProvi der.java

= Sanpl ePort al Aut henti cati onProvi der.java

Located in:

= Windows NT/2000: <i nst al | _di r >\ sanpl es\ aut henti cati on
e UNIX:/ opt/ OV/ SI P/ sanpl es/ aut henti cati on

Main Program

For testing purposes, it can be helpful to add a main method to your
Authentication Provider, which outputs results to standard output.

For a Portal AuthenticationProvider, the main method would interpret its
first two command line arguments as username and password, pass
them to the Authenticate method, and output detailed tracing.

An ExternalAuthenticationProvider could be tested as a CGI program, so
that it can access cookies.
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ExternalAuthenticationProvider

An ExternalAuthenticationProvider must implement the
get Aut hent i cat edUser Nane method. Refer to the javadoc for details.

Since an ExternalAuthenticationProvider maintains state with a remote
authentication service, if it supports logout, it may need to clear this
state when the user logs out. For example, it may need to remove the
session cookie.

PortalAuthenticationProvider

A PortalAuthenticationProvider must implement the aut henti cat e
method. Refer to the javadoc for details.

The logout method of a PortalAuthenticationProvider normally does not
need to do anything.
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The Web Pages: Login Page and Logout Page

Following are explanations for developing a login page and logout page
for your custom authentication provider.

Developing a Login Page

The login page you develop is different based on whether you are
developing an External Authentication Provider or a Portal
Authentication Provider.

ExternalAuthentication Provider

An ExternalAuthenticationProvider may or may not use a login page.
Two models are possible.

If the user has already logged in when the portal is first accessed, the
getAuthenticatedUserName method can detect this and return the
correct user name. If not, it returns null and the Portal redirects to the
login page, which either is an error page ("You have not already logged
in") or is the login page for the external authentication server, which
gathers whatever parameters it requires and authenticates however it
chooses. From SIP’s point of view, all that is required is that the next
time the getAuthenticatedUserName method is called, it can return a
user name. Normally this requires a session cookie to be set. See the
Javadoc for the ExternalAuthenticationProvider interface for a detailed
description of how to do this.

PortalAuthenticationProvider

The login page associated with a PortalAuthenticationProvider is
required to forward to / ovportal / with the query parameters
J_USERNAME and J_PASSWORD set. Normally this would be accomplished
with a form with "act i on=/ ovportal / ". The Portal calls the

Por t al Aut henti cati onProvi der. aut henti cat e method with these
parameters to authenticate the user.

When developing your login page, start with
/ovportal/jsp/security/login.jsp.

Located in:

Windows NT/2000:
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<install _dir>\webapps\ovportal\jsp\security\login.jsp
UNIX: / opt / OV SI P/ webapps/ ovportal /j sp/ secuity/login.jsp

This supplied login page also has the following useful features, which
you can copy:

= If Javascript is enabled, it positions the cursor on the username field
when the page is first displayed.

= If Javascript is enabled, typing the username and then hitting either
tab or newline forwards the user to the password field.

= If Javascript is enabled, typing the password and then hitting
newline submits the form.

= If Javascript is not enabled, the login page does work correctly,
though it is not as user-friendly.

Developing a Logout Page

The portal redirects to the configured logout page when the user logs out.
This page can issue a message, such as, "If you want to be sure none of
your confidential data escapes, exit the browser now." Or it can permit
the user to login again, with a button linking to / ovportal /.
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Make the Authentication Provider
Configurable (if Relevant)

Your authentication provider may have configuration parameters. See
for example the sample configuration file for the LDAP Authentication

Provider, located in:

Windows NT/2000:
<install _dir>\conf\share\authentication\LDAP\ LDAP. xm

UNIX:
/et c/ opt/ OV Sl P/ conf/ shar e/ aut henti cati on/ LDAP/ LDAP. xn
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Register the Authentication Provider with
SIP

You must register your authentication provider with SIP by configuring
the Authentication element in the file.

Windows NT/2000:
<install _dir>\conf\framework\ O/Portal Config. xm

UNIX: /et c/ opt/ OV SI P/ conf/franewor k/ O/Port al Confi g. xm

For a detailed description of this registration, refer to Table 6-2 on
page 71.
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Introduction

The first step in the deployment of customer portals is determining what
the customer (or user) is authorized to see and do through the portal. You
will need to answer questions like the following:

= What modules do | want this user see?
< How will the modules be arranged on the tabs?
= The data of which organization is relevant to this user?

= Can the user change the configured modules and tabs, change only
their name and color scheme, or simply look at the data and change
nothing?

The answers to these questions may be the same or similar for groups or
categories of customers. SIP 2.0 gives you a flexible way to create and
deploy customer portals—the User-Role Model—that helps reduce the
number of configuration files that you will need to maintain for your
customers. Whereas portal views determine what modules a user can
see, roles determine what data a user can see, and what editing they can
do.

For an example of how you might configure a set of roles that would meet
the needs of several users, see Figure 14-1 on page 265.
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Figure 14-1 Example of Role Configurations
Portal Views Roles User Logins
ManagerXYZ
Portal View: CustomerManager.xml < ManagerBobXYZ
Edit Permissions : User Preferences ManagerKimXYZ
Management Data : OrganizationXYZ
o e CustomerXYZ
; Portal View: CustomerUser.xml CustomerJanXYZ
Message Board . . .
) Edit Permissions : User Preferences
Network tab: NNM Reports Management Data: OrganizationXYZ i
Services tab: Service Reports, 9 - Organizat CustomerJimXYZ
Service Cards
GuestXYZ
Portal View: CustomerUser.xml
Edit Permissions : ReadOnly —— CustomerGuestXYZ
Management Data: OrganizationXYZ
CustomerUser.xml ManagerABC
General tab: Portal View : CustomerManager.xml ManagerBobABC
Bookmarks and Message Board Edit Permissions : User Preferences .
Network tab: Management Data: OrganizationABC ManagerKimABC
NNM Alarms, Network Device
Health, NNM Topology Ma
Services tab- pology Map CustomerABC
Service Browser, Service Cards, Egrttall View: _Custonl]erUTDer.;(ml CustomerJanABC
Service Graph it Permissions : User Preferences .
P Management Data : OrganizationABC CustomerJimABC
GuestABC
Portal View: CustomerUser.xml
Edit Permissions : ReadOnly —— CustomerGuestABC
Management Data: OrganizationABC
CustomerManagerAdmin
Portal View: CustomerManager.xml
Edit Permissions : ViewAdmin
Management Data: All Data
) > CustomerViewAdmin
CustomerUserAdmin

Portal View: CustomerUser.xml
Edit Permissions : ViewAdmin
Management Data: All Data

Chapter 14

265



Deploying Customer Portals
Introduction

Understanding the User-Role Model

After a user is authenticated and considered a valid SIP user, a second
level of security ensures that the user sees only the data you want him to
see, and changes only the things you want her to change.

SIP uses an authorization model called the User-Role Model. By
associating users with roles and assigning to each role what you want
the user to be able to see and do, you achieve portal security.

All valid portal users are associated with at least one role. A role defines
what a user can see and do through the portal at a particular point in
time. Users that are associated with multiple roles can easily switch
between roles through a drop-down list in the interface.

A role consists of four parts:

e A portal view
A portal view is what is displayed by the portal to a user. It is a
configured set of modules and how they appear on tabs. It is also a
configured set of portal view attributes, such as name in the welcome
banner, portal color scheme, refresh rate, default tab, portal header,
and portal footer, and others. (Two of these attributes—the name in
the welcome banner and the color scheme—can be overridden by the
user if they have at least "UserPreferences” editing permissions.)

< An editing permissions level
Editing permission levels define the interactive editing operations
that a user can perform through the portal interface. Each level of
editing permissions includes all the operations defined by the
previous level and adds some additional operations. The three levels
are: ReadOnly, UserPreferences, and ViewAdmin. See “Choosing the
Level of Edit Permissions for a Role” on page 284 for details.

< A set of management data
Management data refers to the information about services, nodes,
and interfaces that is displayed by management modules through the
portal. In the User-Role Model, you specify the customers
(organizations) whose data will be displayed to the users who are
associated with a given role. Only the management data associated
with the specified organizations is displayed. The resources
associated with the organization are defined in the customer model.

= An extensible list of role properties
Role properties can be used to, among other things, implement a
single sign-on solution for logging in to back-end management
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applications. It can be used by modules, including the generic module.

Understanding the Three Authorization Models
SIP supports three authorization models:

= Explicit user entry
= User view file (Default Role)
« Default user

Following is an explanation of each model and a decision tree diagram
that describes what validity checks occur when a user logs into SIP. Note
that the authorization is checked in the above order.

Explicit User Entry

In this case, the user login corresponds to an explicit user entry in the
User-Role model. The user gets the initial role defined in the User entry.
(YYou can check if there is an explicit entry for a user in the created roles
database by runningtest_rol e _db -u <user>.)

User View File (Default Role)

If there is no explicit user entry for the user login but there is a view file
named <login>.xml and there is a default role (indicated by a value of
“yes” for the def aul t Rol e attribute of a configured role), the user gets
the default role with the view file used as the view. This means of
authorization is provided as a mechanism similar to SIP 1.0 which
allows users to be configured by simply having a configuration file
named for the user. This mechanism can be easily disabled by not
specifying any default role. (You can see if any default role is configured
by running test _rol e_db without any arguments.)

Default User

If neither of the two preceding mechanisms allow the user to be
authorized, the user gets the rights of the default user (if there is one
configured). (The default user is specified by a value of “yes” for the
defaultUser attribute of a User entry.) The user is logged in with the
initial role of the default user and can switch to any of the roles assigned
to the default user. (You can see if the default user is configured by
running t est _rol e_db without any arguments.) You can disable this
mechanism by not having a default user.
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Figure 14-2 User Authorization
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Is the
user configured in
the User Role
Model?

Yes

Is a default
role
configured?
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user a valid
SIP login?

User's -
initial role " f .ere a )
is displayed Yes portal view name

for the
user login?

Message:
Login Incorrect

Is a default
user
configured?

Yjs [\I Yes Mo
Default role is displayed, Message: The initial role Messade:
with <userlogin> portal ge. for the ge.
- . User not authorized . User not authorized
view overriding the default useris
\ ; to use SIP . to use SIP
default role's portal view displayed
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Prerequisites to Deploying Customer Portals

Before you can begin creating roles and associating users with those
roles, you need to do the following:

= Decide on a portal view for the given customer. This step assumes
that you have already created portal views. If you have not created
portal views, see “Introduction to Portal Views” on page 146.

= Make sure the customer and the associated resources are represented
in the Customer Model. If the customer’s organization is not yet part
of the customer model data sources, see Chapter 7, “Implementing a
Customer Model for Mapping Customers to Resources,” on page 81.

= Create user logins for the customer. For more information, see
“Configuring User Logins” on page 75.
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Understanding User-Role Configuration Files

The User-Role Model files are located in the following directory:

Windows NT/2000: <i nstal | _di r>\conf\share\rol es\
UNIX: /etc/opt/ OV SI P/ conf/share/rol es/

Fig

ure 14-3 below depicts the directory structure when SIP is installed:

def aul t. xm - A package configuration file that defines a default
user and role used when authorizing valid SIP users who are not
explicitly defined in the User-Role Model.

i ndex. xm - Used as an index to all package files that contain user
and role information and comprise the User-Role Model.

package. xm - A package file that you can copy and rename as a
starting point when creating your own package files.

README - Important notes on updating the User-Role Model.

sanpl es. xnm - A package configuration file that defines several
sample users and roles for out-of-the-box use of SIP.

User Rol e. dt d - A file that defines the XML DTD for the User-Role
package files.

roles directory

roles

default.xml
index.xml
package.xml
README
samples.xml
UserRole.dtd
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Rules for Updating the User-Role Model

= Two types of User-Role configuration files make up the User-Role
Model: an index file and package files.

= You can store the User-Role package files in any directory structure
under the r ol es directory. Do not, however, put any files in the
generated . db database directory.

= Never edit any file in the . db directory or its subdirectories. These
files are automatically generated by the creat e_r ol e_db command
and constitute the User-Role database.

= The index file defines all of the package files that make up the
User-Role Model. The index file defines the User Rol eModel element,
shown in Figure 14-4 and described in Table 14-1. You can have only
one index file and it must be named
/ conf/share/rol es/index.xm .

= The User-Role package files each contain some set of users and roles
and together define all the users and roles that make up the
User-Role Model. All users and roles can be defined in a single file, or
they can be partitioned into multiple files (for example, one for each
customer or organization). The package files define the
User Rol ePackage element shown in Figure 14-5 and described in
Table 14-2. You can name the package files anything you want as long
as you reference them in the index file.

= After making changes to the User-Role configuration files,
you must run the create_role_db command to update the
database files. For more information on the role database, see
“Checking the Contents of the Role Database” on page 304.

Figure 14-4 Sample index.xml File

<User Rol eMbdel >
<User Rol ePackageRef href="defaul t.xm"/>
<User Rol ePackageRef href="sanpl es.xm"/>
</ User Rol eMbdel >

Figure 14-5 Sample package.xml file

<User Rol ePackage title="Sanple Users and Rol es">
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<l-- Users -->
<User nane="adm n" di spl ayNane="Adm n" initial Rol e="Wel cone">
<Rol eRef href="Wel cone"/>
<Rol eRef href="LiveDenn"/>
<Rol eRef href="AcnmeTechnical" title="Acme Technical ">
<Edi t Per mi ssi on | evel =" Vi ewAdnm n"/ ></ Rol eRef >

</ User >

<!-- Roles -->

<Rol e name="Wel cone" title="Wel cone">
<Port al Vi ewRef href="wel come.xm "/>
<Edi t Per m ssi on | evel =" User Pref erences"/ >
<Mgnt Dat aRef href="NoDat a"/ >

</ Rol e>

<Rol e nane="Li veDermp" title="Live Denpn">
<Port al Vi ewRef href="sanpl es/|iveDeno.xm"/>
<Edi t Perm ssi on | evel ="Vi ewAdni n"/ >
<Mgnt Dat aRef href="All Data"/>

</ Rol e>

<Rol e nanme="AcneTechnical" title="Technical">
<Portal Vi ewRef href="sanpl es/technical.xm"

copy="Acne/ techni cal . xm "/ >

<Edi t Per m ssi on | evel =" User Pref erences"/ >

<Mgnt Dat aRef href="AcneOrg"/>

</ Rol e>
<l-- Managenent Data -->
<I-- This will show data only for the "Acnme" organization -->

<mgnt Dat a nanme="Acne(O g" >

<Organi zationFilter>
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<Organi zati onRef href="Acme"/ >

</ Organi zationFilter>

</ Mgt Dat a>

NOTE Sample User-Role package files can be found in the following two
directories:

Windows NT/2000: <i nstal | _di r>\conf\share\rol es\
UNIX: /etc/opt/ OV Sl P/ conf/share/rol es/

Windows NT/2000: <i nst al | _di r >\ sanpl es\ aut hori zati on\r ol es\
UNIX: / opt / O/ SI P/ sanpl es/ aut hori zati on/ rol es/

Table 14-1 UserRoleModel Elements and Attributes

Elements and
Attributes

Description

User Rol eMbdel

The root element of the / conf/r ol es/ i ndex. xm file. This
file is an index to all packages that together make up the
User-Role Model. Each package is stored in a separate XML file
A User-Role Model consists of one or more packages.

User Rol ePackageRef

The child element of the User Rol eMbdel element. Each
User Rol ePackageRef element refers to a User Rol ePackage.

hr ef

An attribute of the User Rol ePackageRef element. Specifies
the file containing the User-Role package information. The
value of hr ef is interpreted as a filename relative to the

conf/ shar e/ r ol es directory. It can include subdirectories.
For example, the hr ef value gol d/ Apex. xm is interpreted as
the file conf / shar e/ r ol es/ gol d/ Apex. xm . The file so
specified must be an XML document with User Rol ePackage
as the root element.
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Table 14-2 UserRolePackage Element

Elements and
Attributes

Description

User Rol ePackage

The root element of each User-Role package configuration file.
Contains a set of user and role definitions. It can also contain
management data definitions. A package can, for example,
define all the users and roles for a particular customer or
organization. Users in one package can reference Rol e and
Mgm Dat a definitions in another package.

title

An attribute of the User Rol ePackage element. Optional
descriptive string that describes the purpose of the package.

def aul t Mynt Dat a

An attribute of the User Rol ePackage element. A reference to
a Mgnt Dat a element. Specifies the management data to use for
any role defined in the package that has a management data
value of Def aul t Mgt Dat a. Makes it easy to specify the
management data for all roles in the package in one place.

Table 14-3 User Element

Elements and Description

Attributes

User A child element of User Rol ePackage element. Defines a
valid SIP user. User element has Rol eRef child elements.
This list specifies the set of roles for the user. The order in
which the Rol eRef elements appear for a user determine
the order in which the roles appear in the role drop-down
menu in the user interface.

name An attribute of User, name is a unique identifier that
corresponds to the login name by which the user was
authenticated to SIP.

di spl ayNane An attribute of User, di spl ayNane is the name of the user
that will be displayed in the portal welcome banner in the
user interface, unless it is overridden in the user
preferences.
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User Element

Elements and
Attributes

Description

initial Role

An attribute of User, initialRole is a mandatory attribute
that specifies the role that the user will be in when he or she
first logs in to SIP. It is a reference to a Role element.
Because this is a required attribute, user must be defined as
having at least one role.

If the “initial role” does not also appear in the list of roles for
the user, it is implicitly added to the end of the roles for that
user.

def aul t User

An attribute of User , def aul t User is a flag indicating that
the user entry should be used as the “default user.” This
means that when a user logs in with a valid login name and
there is no User entry for that login name and there is no
portal view file named conf/ shar e/ vi ews/ | ogi n. xn ,
the user has all roles defined for the default user.

Table 14-4

Role Element

Elements and
Attributes

Description

Rol e

A child element of User Rol ePackage element. Defines a
role. A user can have multiple roles, and multiple users can
share a role. The Rol e element has four child elements that
together define what a user operating in the role can see
and do. Child elements:

e Portal Vi ewRef
e Edit Perm ssion
= Mynt Dat a, Mynt Dat aRef , or Def aul t Mgnt Dat a

e Properties
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Role Element

Elements and
Attributes

Description

namne

An attribute of Rol e, narre is a unique identifier for the
Rol e. The name value is used in the hr ef attribute of the
Rol eRef element to refer to this role.

Only one role with a given name is allowed in the User-Role
Model. Subsequent roles with the same name are ignored.
The name must be unique across all User-Role packages.

title

An attribute of Rol e, title is a descriptive name for the role.
Thetitl e is the string that appears in the drop-down list of
roles presented to this user in the user interface. The title
for a role does not need to be unique.

def aul t Rol e

An attribute of Rol e, def aul t Rol e is a flag indicating that
the role should be used as the “default role.” This means
that when a user logs in with a valid login name and there is
no User entry for that login name and there is a portal view
file named conf/ shar e/ vi ews/ | ogi n. xm , that view is
displayed to the user and the edit permissions and
management data are determined by the default role.

When this role is used as the default role (because it can
also be used as a normal role), the Port al Vi ewRef child
element is ignored.

Only the first Rol e element is recognized as the default role;
any subsequent def aul t Rol e flags are ignored.

Table 14-5

RoleRef Element

Elements and
Attributes

Description

Rol eRef

A child element of the Rol e element. Allows multiple users
to refer to the same role. The referenced role can be in any of
the User-Role package files.
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Table 14-5 RoleRef Element
Elements and Description
Attributes
hr ef An attribute of Rol eRef, href is a reference to a Rol e
element. It must be the same as the nane attribute of a Rol e
element.

Can contain wildcards using Perl5 pattern matching. This
allows multiple roles to be associated with the user using a
single hr ef . All roles that match the pattern specified by the
hr ef are added to the list of available roles for the user. For
example, an hr ef value of “. *” matches all roles. An hr ef
value of “Acne. *” matches all roles that start with “Acme”.

If a Rol eRef with wildcards has an Edi t Per m ssi ons child
element, the user gets the specified edit permissions for all
roles that match the pattern.

title An optional attribute of Rol eRef, title can be used to
override the displayed role name as seen by the current
user.

If the title is specified for a Rol eRef that contains wildcards,
it serves as a prefix for the title of each of the roles that the
regular expression matches.

Edi t Per m ssi ons An optional child element of Rol eRef . Allows a particular
user to override the edit permissions defined on the role
itself.

Table 14-6 PortalViewRef Element

Elements and Description

Attributes

Port al Vi enwRef A child element of the Rol e element. References the portal
view for this role. The portal view determines the set of tabs
and modules that the user sees.
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Table 14-6 PortalViewRef Element
Elements and Description
Attributes
hr ef An attribute of Port al Vi ewRef , href specifies the file

containing the Port al Vi ewelement. The value of hr ef is
interpreted as a filename relative to the conf/ shar e/ vi ews
directory. It can include subdirectories. For example, the
href value “Net Qper at or. xm ” is interpreted as the file
“conf/ shar e/ vi ewns/ Net Qper at or. xm . The file so
specified must be an XML document with Port al Vi ewas
the root element.
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Table 14-6 PortalViewRef Element
Elements and Description
Attributes
copy An optional attribute of Port al Vi ewRef , copy allows

multiple roles to share a portal view file, and yet have a new
copy of the portal view created if the portal view is modified
(through GUI editing) through one of the roles.

For example, you could set up one Net Cper at or . xmi portal
view file and have 50 roles (one each for 50 customers) share
the file. Any changes made in Net Cper at or . xmi would be
seen by all 50 roles/customers.

However, you could use the copy attribute to give editing
permissions to five of these roles/customers in such a way
that changes do not affect the original view file. Note that
edit permissions are defined through the level. The “copy”
attribute just determines where the changes go. When each
of these five customers edits the portal view, it would be
saved as a new portal view file under the file name specified
by the copy attribute.

Thus, the copy attribute specifies the filename to use to
save a modified version of the original portal view. The
value of copy is interpreted as a filename relative to the
conf/ shar e/ vi ews directory. It can include subdirectories.
For example, the hr ef value “Apex/ Net Qper at or . xm ” is
interpreted as the file

“conf/ shar e/ vi ews/ Apex/ Net Qper at or . xm . The file
specified by “copy” may or may not exist. SIP will create it
as needed.

Once the “copy” version of the portal view has been created,
the role will use that file as the view file for the role (that is,
it will no longer use the portal view file specified by the hr ef
attribute).

Note that the creat e_rol e_db command creates view
directories required by “copy” view files if they do not
already exist. In the example just cited, it would create the
directory conf/ shar e/ vi ews/ Apex.
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Table 14-7 EditPermissions Element
Elements and Description
Attributes
Edi t Per m ssi ons A child element of the Rol e element. Specifies the editing
operations the user can perform through the SIP graphical
user interface (GUI).
| evel An attribute of Edi t Per mi ssi ons, | evel specifies the level
of editing operations permitted. Each level consists of an
implicit set of operations. The levels are ordered. Each level
allows all operations defined by the previous level. The
three levels are:
e ReadOnly
e UserPreferences
= ViewAdm n
For an explanation of each level see Table 14-10 on
page 284.
Table 14-8 MgmtData Element

Elements and
Attributes

Description

Mynt Dat a

A child element of User Rol ePackage element. Specifies
what management data will be presented through the
portal. The Mynt Dat a element can appear directly with a
Rol e, or it can be defined independently and referenced by
multiple roles. The Mygnt Dat a element is essentially a list of
organizations (or customers) as defined in the customer
model in the OvPor t al Confi g. xm file. This list of
organizations is translated at run-time into a list of
resources (services, nodes, interfaces) that determine what
information is presented to the user.

For examples of valid Myt Dat a element values, see Table
14-11 on page 287.
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Table 14-8 MgmtData Element
Elements and Description
Attributes
nane An attribute of Mynt Dat a, nane is the unique identifier for

the Mynt Dat a. This is the value used in the hr ef attribute of
the Mynt Dat aRef element to refer to this management data
specification.

Only one management data specification with a given name
is allowed in the User-Role Model. If a subsequent one is
found with the same name, it is ignored.

QO gani zationFil ter An optional child element of the Mynt Dat a element. Allows
multiple organizations (or customers) to be specified for the
“management data.”

Tip for SIP 1.0 users: Or gani zati onFi | ter is the same as
the SIP 1.0 QustomerFi l ter.

or gNane An attribute of Mynt Dat a, or gNane specifies the name of an
organization (or customer) to use to determine the
management data to present. This is provided as a shortcut
so that a Organi zati onFi | t er element does not need to be
defined if there is only a single organization for the
“management data” definition.

If both the or gNane attribute and a child

O gani zat i onFi | t er is specified, the organization specified
by “or gNane” is added to the list of organizations listed in
the Organi zationFil ter.

Mynt Dat aRef A child element of a Rol e element. MgmtDataRef is a way
of specifying the management data for a role. It allows
multiple roles to refer to the same “management data.” The
referenced “management data” can be in defined in any of
the User-Role package files.

hr ef An attribute of Mynt Dat aRef , hr ef is a reference to a
Mgnt Dat a element. It must be the same as the nane
attribute of a Mynt Dat a element.
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MgmtData Element

Elements and
Attributes

Description

Def aul t Myt Dat a

A child element of the Rol e element. An indication that the
role should use the Mygnt Dat a element specified by the

def aul t Mynt Dat a attribute of the User Rol ePackage
element. This element is used to make this “inheritance”
explicit.

Table 14-9 Properties Element

Elements and Description

Attributes

Properties An optional child element of the Rol e element. A list of
Property elements.

Property A child element of the Properti es element. Specifies a role
property name and value that can be used by modules,
including the generic module.

nane An attribute of Pr operty, specifies the name of the role
property.

val ue An attribute of Pr operty, specifies the value of the role

property.
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Creating Roles

Roles are defined in User-Role package configuration files. These files
contain some set of users and roles and together define all the users and
roles that make up the User-Role Model. All users and roles can be
defined in a single file, or they can be partitioned into multiple files (for
example, one for each customer or organization).

The package files define the User Rol ePackage element shown in Figure
14-5 and described in Table 14-2. You can name the package files
anything you want as long as you reference them in the index file.

Creating a User-Role Package and Adding It to the

User-Role Model

1. Intherol es directory, create a User-Role package file by copying and
renaming the supplied package. xm file. This file is supplied as a

starting point for new User-Role packages and is located in the
following directory:

Windows NT/2000: <i nstal | _di r>\ conf\share\rol es\
UNIX: /et c/opt/ OV SI P/ conf/share/rol es/

2. Add the new package to the User-Role Model by adding an entry for it
in the following file:

Windows NT/2000: <i nstal | _di r>\conf\share\rol es\i ndex. xn
UNIX: / etc/opt/ OV SI P/ conf/share/rol es/i ndex. xn

For example:
<User Rol ePackageRef href="new_package. xm "/>
3. Save and close the i ndex. xn file.

4. In the package file, define the new roles, referring to the following
instructions and to the Rol e element information in Table 14-4 on
page 275.

Choosing the Portal View for a Role

A portal view defines what someone in a given role is allowed to see
through the portal. Assuming that you have already created portal views
for the roles that you are now creating, determine which portal view you

Chapter 14 283



Table 14-10

Deploying Customer Portals
Creating Roles

want to associate with each role. Portal view files are stored in the
following directory:

Windows NT/2000: <i nstal | _di r>\ conf\ shar e\ vi ens\
UNIX: /et c/ opt/ OV SI P/ conf/ shar e/ vi ens/

If you have not yet created portal views, see “Introduction to Portal
Views” on page 146.

For a description of the Port al Vi enRef element and attributes, see
Table 14-6 on page 277.

Configuring a Role So Changes Are Not Made to an Original
Portal View File

Refer to the copy attribute of the Port al Vi ewRef element in Table 14-6
on page 277.

Choosing the Level of Edit Permissions for a Role

A role must have an edit permissions level associated with it. Whereas a
portal view defines what someone in a role is allowed to see through the
portal, edit permissions defines what they are allowed to do through the
portal—what level of editing they are allowed to perform through the
user interface.

For a description of each edit permissions level, see Table 14-10 on
page 284. For a description of the EditPermissions element and its
attributes, see Table 14-7 on page 280.

Editing Permission Levels

Level Description

ReadOnly A user with ReadOnl y edit permissions can
make no persistent editing changes.

This user will see changes that have session
scope, such as last tab and rollup/rolldown per
module instance.

This user will not see the [ Opt i ons] button on
the main portal page.
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Table 14-10 Editing Permission Levels

Level Description

User Pr ef erences A user with User Pr ef er ences edit permissions
can edit the following portal attributes:

= Display Name (in the portal welcome
banner)

e Color Schemes

These changes have effect only for the user.
Other users of the role will see either their own
user preferences or the defaults defined in the
portal view file. User preferences are saved in
the file conf / shar e/ user s/ | ogi n. xni .

Note that because changes to “display name”
and “color scheme” through the GUI are
modified as user preferences, the default
“display name” and “color scheme” in the portal
view file can only be changed by directly editing
the portal view XML file.
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Editing Permission Levels

Level Description

Vi ewAdmi n A user with Vi ewAdmi n edit permissions can
perform all the operations defined for the
UserPreferences level, as well as edit the
following portal attributes:

« Refresh rate

= Show Display Name
« Show Date/Time

= Default tab

In addition, a user with ViewAdmin
permissions can perform the following edit
operations:

< Add, delete, rename tabs.

= Add module instances from a list of
configured module instances.

e Delete module instances.

= Add any module, resulting in a module
instance with the default configuration.

= Configure module instance attributes.

The changes made by this user have effect for
all roles that reference the portal view being

edited. These changes are saved in the portal
view file: conf/ shar e/ vi ews/ vi ewnane. xm .

NOTE

Operations that are not supported by the Edit GUI (e.g., reordering tabs
and modules) need to be done by direct editing of the XML files.

Overriding the Edit Permissions Level

If you want to change the edit permissions level for a user but you do not
want to create a new role, you can override the edit permissions defined
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on the role itself. For more information, see the Edi t Per m ssi ons
element in Table 14-5 on page 276.

Defining Management Data for a Role

Before you define the management data for a role, you need to verify that
the customer and their associated resources are defined in the Customer
Model. In the OvPort al Confi g. xm fil e, the Cust oner Model hrefs
indicate the names and locations of the customer model files. Look in
those files and other customer model data sources and verify that the
customer (organization) and resources are defined.

Examples of Valid MgmtData Element Values

Data to Be Presented

All Data All known data should be presented; no
data should be filtered out. This is a
Mynt Dat a element that has no or gNane
attribute and no O gani zati onFil ter
child element.

<Mynt Dat a/ >

No Data No data should be presented. This is a
Mynt Dat a element that has no or gNane
attribute and an empty

Q gani zat i onFi | t er child element.

<Mgnt Dat a>
<Organi zationFilter/>
</ Mgt Dat a>
Data for a Single Data for a single organization (or
Organization customer) should be presented. This is a

Mynt Dat a element that has an or gNane
attribute and no O gani zati onFil ter
child element.

<Mynt Dat a or gNane="Acne"/ >
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Table 14-11 Examples of Valid MgmtData Element Values

Data to Be Presented

Data for Multiple
Organizations

Data for multiple organizations (or
customers) should be presented. This is a
Mynt Dat a element that has a non-empty
Q gani zat i onFi | t er child element.

<Mgnt Dat a name=" CGol dCust oner s" >
<Or gani zationFil ter>
<Or gani zati onRef href="Acme"/>
<Or gani zati onRef href ="Nabob"/ >
<Organi zati onRef href ="Aureunt'/ >
</ Organi zationFilter>
</ Mgt Dat a>

Setting Role Properties

Refer to “User-Role Substitution” on page 224.
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NOTE

Creating Users

Like roles, users are defined in User-Role package configuration files.
Again, these files contain some set of users and roles and together define
all the users and roles that make up the User-Role Model. All users and
roles can be defined in a single file, or they can be partitioned into
multiple files (for example, one for each customer or organization).

Creating Users

1. Intherol es directory, open the User-Role package file in which you
want to define the users. This file is somewhere under the following
directory:

Windows NT/2000: <i nst al | _di r>\ conf\ shar e\r ol es\
UNIX: /et c/opt/ OV SI P/ conf/share/rol es/

2. In the package file, define the new users, referring to the following
instructions and to the User element information in Table 14-3 on
page 274. For example:

<User nane="operator" di spl ayNane="COperator"
initial Rol e="NCC"/ >

End the user XML definition with either “/ >” or </ User >.

Each user must have an i ni ti al Rol e. This attribute is mandatory
and specifies the role that the user will be in when he or she first logs
in to SIP.

Assigning Roles to Users

After you have defined the roles, you can assign to each user which roles
(in addition to the def aul t Rol e) you want them to have.

e Use the Rol eRef element and href and ti t| e attributes to associate
a role with a given user. For example:

<User nane="operator" di spl ayNane="COperator"
initial Rol e="NOC'>
<Rol eRef href="NOC"/ >
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<Rol eRef href="AcneTechnical" title="Acme Technical "/>
<Rol eRef href="AcnmeBusi ness" title="Acne Business"/>
</ User >

The titl e attribute is only needed if you want to override thetitl e
defined for the role.

Assigning Multiple Roles Using Wildcards

The Rol eRef href can contain wildcards using Perl5 pattern matching.
This allows multiple roles to be associated with the user using a single
hr ef . All roles that match the pattern specified by the hr ef are added to
the list of available roles for the user. For example, an hr ef value of “. *”
matches all roles. An hr ef value of “Acrre. *” matches all roles that start
with “Acme”.

If a Rol eRef with wildcards has an Edi t Per mi ssi ons child element, the
user gets the specified edit permissions for all roles that match the
pattern.
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Updating the User-Role Model

Updates to the User-Role Model are made by running the
creat e _rol e_db command, as described below. The changes are
immediately available to the portal.

1. Any time you update the User-Role configuration files, you must run
create _rol e_db.

NOTE For the command to work from outside the bi n directory, add the
following to your PATH variable:

Windows NT/2000: %5l P_HOME\ bi n
UNIX: /opt/ OV Sl P/ bin

2. Correct any errors that are detected, and run the command
repeatedly until the User-Role Model is satisfactory.
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Verifying that the Customer Portal Works as
Expected

After you have configured the users and roles and updated the User-Role
Model, you can log in as the user and look at the portal to verify that it is
configured correctly.

SIP provides a module called User/Role Information that can be used to
verify that things are as expected.

In the portal, switch to the role that you want to test. From the module
[Add] button at the bottom of the Tab, add the User/ Rol e | nfornati on
module.

There is a det ai | s attribute on the User/Role Information module that
can be set to “yes” to get more detailed information (e.g., the name of the
view file associated with the role).
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Chapter Contents

Administration tools are available to help you troubleshoot portal
problems that may arise. Tools include: log files, tracing, and a CGI token
to help you troubleshoot performance problems on a per-module basis. A
graphical view of the Service Information Portal directory structure is
also available.

“Using the Portal Log File for Troubleshooting”

= “Using Portal Tracing for Troubleshooting”

= “Monitoring the Size of NNM’s snmpCollect Database”

= “Determining the Amount of Time It Takes to Display Each Module”
= “Removing a Customer Portal”

= “Uninstalling HP OpenView Service Information Portal”

= “Removing and Reinstalling Service Information Portal”

= “Checking the Contents of the Role Database”
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Using the Portal Log File for Troubleshooting

A portal log file is available to help you troubleshoot problems with the
portal. It is located here:

Windows NT/2000: <i nstal | _dir>\1og\sip.!|og
UNIX: /var/opt/ OV/ SI P/ 1 og/ sip. | og

This file consists of one-line entries that are of WARNING or ERROR
severity level. (You cannot change the logging level.)

1. "error" - logged when a problem prevented the framework or module
from completing a task.

2. "warning" - logged to indicate that a problem occurred, but the
framework or module was able to continue, possibly using a default
value or some assumption

Each line of the portal _| og file is in a standard format, beginning with
"error" or "warning":

error MODULENAME THREAD NUM Tl MESTAMP MESSAGE

as in this example:
Example of Error Entry in sip.log File

g Thread-21 987715299842 There are no NNM stations confi gured
in nnConfig.xm. At |east one station
must be configured for NNM nodul es to

operate.

Maintenance of the sip.log File
The si p. | og file rolls over to si p. | 0g. ol d under two circumstances:

= when SIP is restarted
= when the log file reaches its maximum size.
Note that only one back copy of this file is kept.

The maximum file size is controlled via the maxLogSi ze attribute in
OvPor t al Confi g. xm . This attribute specifies the maximum log file size
in bytes. The DTD specifies "10000000" (10 million) as the default value,
so the attribute is not required.
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Using Portal Tracing for Troubleshooting

Turning portal tracing on supplies a large amount of extra data that may
be used for debugging problems. It is primarily intended for use by HP
support.

When tracing is turned on, it is turned on portal-wide for all users.

To change the tracing level for the portal, edit the O/Port al Confi g. xm
file, located in the following directory:

Windows NT/2000: <i nstal | _di r>\conf\portal\franework\
UNIX: /etc/opt/ OV Sl P/ conf/ portal/framework/

By default, the tracing level is set to "none":

<OVPort al Config
traci ngLevel =" none"/ >

The possible levels are: none, error, warning, tracing, and verbose.

Setting the trace level to "tracing" or "verbose" will cause entries to be
written to the portal trace file. This file is located at:

Windows NT/2000: <i nstal | _dir>\1o0g\sip.trace
UNIX: /var/opt/ O/ Sl P/l og/ sip.trace

A trace level of "tracing” results in entries that record key steps during
the portal’s execution. A trace level of "verbose" does the same, but with
greater detail.

Maintenance of the trace.log File

The trace. | og file rolls over to t race. | og. ol d under two
circumstances:

= when SIP is restarted
= when the log file reaches its maximum size.
Note that only one back copy of this file is kept.

The maximum file size is controlled via the naxLogSi ze attribute in
OvPor t al Confi g. xm . This attribute specifies the maximum log file size
in bytes. The DTD specifies "10000000" (10 million) as the default value,
so the attribute is not required.
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Monitoring the Size of NNM’s snmpCollect
Database

If automatic configuration of NNM SNMP data collection has been
enabled, periodic trimming of the NNM SNMP data collector database
will be necessary. For details, see "Monitoring the Size of NNM's
snmpCollect Database" in the Configuring NNM manual

(Confi guring_NN\M pdf).
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Determining the Amount of Time It Takes to
Display Each Module

If you are having performance problems with a customer’s portal, you
can determine the amount of time each module takes to load by using the
Timer CGI token.

In your internet browser, run:
ht t p: / / <your machi nenanme>/ ovpor t al ?Ti mer =yes (or true)

This will show the time in milliseconds to display each module. To turn
off timing, run:

ht t p: / / <your machi nenanme>/ ovpor t al ?Ti mrer =no (or f al se)

Certain SIP modules require significant initial load times because a
large amount of data is passed over the network when the module is first
accessed. As a result, the first person displaying these modules
experiences the longest delay. To enhance your customer's experience, log
into the portal following any restart of SIP and open any portal view that
contains the following modules (if used in your environment):

< A Network Device Health module

= One of the following modules:

— Service Graph
— Service Browser
— Service Health
— Service Card

If you open it first, the required information is already cached when your
customers access their portals. Your customers won't experience the
delay. It is not necessary to perform a log in for each portal user. A single
log in, viewing the above listed modules, is sufficient.

If a tab page containing one of the NNM modules remains blank with the
progress bar partially loaded, one of the NNM management stations
(that SIP gathers data from) may be in the early phase of an NNM
backup procedure.
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Wait for NNM'’s backup to proceed beyond the ovpause state. The
modules display when the NNM management station issues an

ovr esunme command. If the browser timeout limit is exceeded while you
are waiting, you must press [ Ref r esh] to display the modules.

For more information, see the Troubleshooting section of Presenting
NNM Data (Presenti ng_NN\M Dat a. pdf ).
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Removing a Customer Portal

You have two options for removing a customer from the portal:

= Remove only the customer’s access.

= Remove the customer’s configuration entries in addition to the
customer’s access.

Removing the Customer’s Access

If the goal is solely to prevent the customer from accessing the portal,
you simply need to remove the appropriate user(s) from the
authentication mechanisms access list. For instance, if password file
authentication is used, remove the user(s) from the password file. For
information about authentication providers supported by SIP, see
Chapter 6, “Configuring an Authentication Provider,” on page 63.

Removing the Customer’s Configuration and Access
In addition to option 1, you may:

1. Remove the appropriate user(s) from the portal User-Role package
file(s). This removed the authorization for those users.

2. Remove any roles in the User-Role package files(s) created solely for
this customer. If you do this, you should also do step 1.

3. Run the creat e_r ol e_db command to update SIP’s User-Role
database.

4. Remove this customer’s organization entries from the customer
model. If you do this, you should also do steps 1 and 2.

5. Remove any Portal View files created solely for this customer. If you
do this, you should also do steps 1 and 2.

Be careful not to remove Roles or Portal View files used by other portal
users. For this reason, and the possibility that you may want to
reactivate this customer’s portal in the future, you may wish to leave
these configurations in place. As long as authentication access has been
removed, the customer will not have access to the portal.
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If automatic NNM SNMP data collection configuration has been enabled,
no special action is necessary other than option 1 -- disallowing access to
the portal. In time (by default 30 days), the automatic configuration
mechanism will detect that the customer’s data is no longer needed and
will remove the corresponding configuration entries -- providing no other

customer needs them.

NOTE
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Uninstalling HP OpenView Service
Information Portal

Be aware that uninstalling SIP will remove all of your portal
configurations. If you want to save your customized files and directories,
see “Removing and Reinstalling Service Information Portal” on page 303
BEFORE uninstalling SIP.

On Windows NT and 2000

The state of your 1S Admin Service after uninstall will be the same as
before uninstall.

1. Start: Settings -> Control Panel -> Add/ Renove
Pr ogr ans.

2. Scroll down and select HP OpenView SIP 2.0 and click [Add/ Renove].

On HP-UX and Sun Solaris
1. As root, uninstall the software by running the command:
/var/opt/OV/ISIP/install/renmovesip

2. When prompted to continue with the removal, type "y" and press
Enter.
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NOTE

Removing and Reinstalling Service
Information Portal

When SIP is uninstalled, all files and directories are removed, including
any files that you added or customized. If you want to save your
customized files, use the recommended steps below.

1.

If you have files and customizations that you want to save, save them
to a directory structure outside the SIP directory structure.

When the portal is reinstalled, your modified and customized files in
and below the following directories are automatically overwritten.
Here are the directories that most likely contain customized files:

= etc (password file)

= conf (configuration files)

= registration (integrated modules)

= jsp (custom headers, footers, and login pages)

= htdocs (customized help topics, web pages, .css files, etc.)
Uninstall SIP, as instructed on page 302.

Selectively copy the customized files that you want to keep back to
the SIP directory structure.

Be aware that you may need to change the permissions on the files
that you move back into the SIP directory structure. It is necessary
for certain files to be writable by the web server for GUI editing to

work properly.

Chapter 15 303



Maintaining SIP
Checking the Contents of the Role Database

Checking the Contents of the Role Database

After running create_rol e _db, youcanrunthetest role _db
command to verify the contents of the created role database.

= To find out the configured default user and default role, run:
test _role_db

= To see the database entry for a particular user, run:
test role_db -u <user>

= To see the database entry for a particular role, run:
test role db -r <role>
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A-B

authentication The process by
which a user identifies and
validates him/herself to the
system.

authentication provider A
configured component of the
system that authenticates users
that attempt to use the system.

authorization The granting of
access privileges to an
authenticated user that
determines what the user can see
and do while logged into the
system.

C

configuration The combination
of settings of software parameters
and attributes that determine the
way the software works, the way it
is used, and/or how it appears.

configuration file A file that
contains specifications or
information that can be used for
determining how a software
program should look and operate.

configure To define and/or
modify specified software settings
to fulfill the requirements of a
specified environment, application
and/or usage.

current role The currently
selected role for a logged in SIP
user. The Role drop-down list box

in the portal button bar shows the
current role, and allows it to be
changed.

customer data filtering The
use of attributes as a mask for
constraining the data that is to be
acted on, used, or displayed in the
user interface. In HP OpenView
Service Information Portal, the
information that is presented in
the user interface for a given user
login is filtered by the specific
management data that is
associated with a given role.
Customer data filtering can also
be described as “customer
segmentation.”

customer model A mapping of
customers to resources, where
resources are associated hosts,
interfaces, and services. A
customer model can be defined in
several XML files, or a mix of
programs and files.

SIP 2.0 uses the so-called “Simple
Customer Model” that is defined
via an XML DTD.

customer model data source A
configured URL or file that
provides the mappings or partial
mappings of customers to
resources.

customize To design, construct
and/or modify software to meet
the needs and preferences of a
particular customer or user. For
HP OpenView Service
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Information Portal, customizing is
synonymous with assigning to
customers what will be displayed
to them. Customization tasks
include customizing content, tabs,
and tab layout, customer filtering,
and the setting of options.

customization The process of
designing, constructing and/or
modifying software to meet the
needs and preferences of a
particular customer or user.

D

default role Any role in the
User-Role Model that has the
"defaultRole" attribute set to "yes."
The default role is the role that is
selected when a user logs into the
portal and does not have a role
configured for them. This is used
only if there is no explicit user
entry but there is a portal view file
named for the login user. The
default role is effectively a way to
enable the "user-specific view file"
mechanism for logging in. If no
default role exists, there is no role
to associate with the "user-specific
view file" and the user is not
authorized to use it. Only one role
may be specified as the default
role.

default user Any user in the
User-Role Model that has the
"defaultUser" attribute set to
"yes". This user is selected when no
user is found for a login after a
user was authenticated.

E

edit permissions That which
determines the editing operations
that are available to a user
through the program interface.

edit permissions level A group
of operations that a user is
authorized to perform through the
program interface. Each level
includes all the operations defined
by the previous level and adds
some additional operations.

extensible Software functionality
whose capability, scope or
effectiveness can be increased.

extend The act of increasing the
capabilities, scope, and/or
effectiveness of a program. The
capabilities of HP OpenView
Service Information Portal can be
extended through the generic
module and through the writing of
XML.

F

filter A set of attributes and
values that act as a pattern or
mask through which data is
passed. Filters allow
matching-relevant information to
be extracted and acted on while
non-matching-irrelevant
information is blocked.
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login The string used to identify
a user for authentication
purposes.

M

Management Data Filter The
security mechanism that defines
what data is displayed through
the portal.

message A communication using
text and/or images. In HP
OpenView Service Information
Portal, messages are presented to
customers via the message board
module.

Message Board A module that
is used for presenting messages to
customers.

message content The
information that is presented in a
message. Message content may
include text and/or graphics.

module A self-contained
software component that performs
a specific type of task or provides
for the presentation of a specific
type of data. Modules can interact
with one another and with other
software. In HP OpenView Service
Information Portal, modules
present specific sets of
functionality to the user through
the portal framework. Examples
of modules include the Message
Board, Service Browser, Network

Device Health, and the Alarm
Module.

module instance An
instantiation of the module in a
portal view file. Module Instance
will likely differ from other
instances in the portal view file by
changing the XML description for
that instance. For example, one
could have an instance of the
Alarms module displaying "All
Alarms" and another instance
displaying "Router Alarms."

P

page A single display or
presentation of information on the
World Wide Web. Typically a web
page consists of an HTML file,
referenced graphics files, and
associated scripts.

portal A web site that provides a
variety of different types of
information and which serves as a
gateway to other web sites. HP
OpenView Service Information
Portal consists of the framework
and modules. It provides
information and access to other
websites through the modules and
submodules.

portal framework A program
that acts as the basic structure to
support other software modules or
programs that provide additional
functionality for the user. In HP
OpenView Service Information
Portal, the framework provides a
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mechanism for the modules to
present information to the user.
The framework also provides the
structure for customization,
configuration and extension of the
portal’'s functionality.

portal view Consists of modules,
tabs, and view properties. Each
user account that is set up by an
administrator has one or more
roles, and each role is associated
with one portal view. A portal view
can be shared by multiple users.

portal view file A configuration
file that contains specifications or
information that can be used for
determining how software should
look to a given user. In HP
OpenView Service Information
Portal, portal view files are XML
files that contain all information
needed to render a portal view.

R

role That which defines what a
user can see and do through the
portal at a particular point in time.
A role can be shared by multiple
users.

role properties An extensibility
mechanism used to provide
authorization information
associated with a role and that is
not defined in the predefined role
XML elements.

S

skin A setting that controls the
visual appearance of the user
interface. Skins can determine the
color scheme, fonts, graphics, and
other attributes presented in the
user interface. The skins in the HP
OpenView Service Information
Portal are based upon W3C's
Cascading Style Sheets. Existing
skins may be extended, or new
ones added to the ‘css’ files located
under the ht docs/ styl es
directory.

submodule A portion of a
software module that provides a
subset of the functionality
provided by the module. A
submodule performs a specific task
or presents a specific set of data. In
HP OpenView Service Information
Portal submodules present
different variations of the type of
data presented by the Module. For
example, one submodule of the
Network Device Health Module
presents Network health for
Routers while another submodule
presents Network health for
Servers.

T

tab A page in the user interface
that has a small index-card like
projection. The projection typically
presents the name for the page and
allows navigation to the page by
clicking. In HP OpenView Service
Information Portal the main portal
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pages have tabs. Service
Information Portal provides one
tab, but multiple tabs can be
created using the Customize
Content option on the Options
page. Similar types of modules can
be grouped together using tabs.

U

user preferences The attributes
that are associated with a specific
user. In Service Information
Portal, user preferences control
the name that appears in the
portal header, and the color
scheme, or “skins” that control the
portal colors and fonts.

User-Role Model An
authorization model that achieves
security by associating users with
roles and assigning to each role
what the user is able to see and
do. The User-Role Model consists
of all User Role Package files.
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Symbols
? button, 22

A

adding

edit GUI, 226
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changing
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create_role_db command, 291
creating
custom authentication provider, 254
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user/role package, 283
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process, 120
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creating, 86
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customer portal, developing, 20
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data
presenting in modules, 167, 179, 207
default tab, 156
default.xml, 270
defaultMgmtData, 274
deleting portal tabs, 155
developing
login page, 259
logout page, 260
developing customer portals, 20
display filtering, 122
producing list of nodes, 125
distributed configuration files, 37, 52
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document type definitions, 42
DOM, 44
DTDs, 42
OVGeneric.dtd, 237
OVModuleRegistration.dtd, 231
PortalView, 151
SimpleCustomerModel.dtd, 108

E
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edit permissions level, 59, 266, 284
overriding, 286
ReadOnly, 284
UserPreferences, 285
ViewAdmin, 286
editing
XML files, 54, 235
editing XML files, 54
EditPermissions, 280
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column, 152
command, 241
EditPermissions, 280
Generic, 239
InterfaceSelection, 142

312



IPHostFilter, 139
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MgmtData, 280

Modulelnstance, 152

NodeSelection, 138

PortalView, 151

PortalViewRef, 277

Properties, 282

role, 275

RoleRef, 276

security filtering, 130

sheet, 152

Submodule, 239

user, 274

User-Role Model, 273

UserRolePackage, 274
embedded HTML attributes, 249
embedded HTML file

rules for, 216, 218
expression-based filtering, 98
extensible markup language, 41
external HTML files

rules for, 216, 218
ExternalAuthenticationProvider, 255

login page, 259

main method, 258

F
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Generic module, 207

SIP, 27
file attributes, 244
FileAuthenticationProvider, 256
filtering

display, 125

interface, 126

NNM module data, 128

node, 123

security, 124

types of, 121, 129

VP-IS module data, 128

VPNavigator module data, 128
footer

customizing, 194

G

Generic element, 239
Generic module, 207
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creating XML, 213
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functionality, 212

integrated SIP modules, 208
login substitution, 222

online help for, 229

presenting command results, 214
presenting HTML file, 216, 218
presenting URL contents, 219
proxying capabilities, 220
registering, 230

resources, 210
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testing, 234

user-role substitution, 224
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generic module

online help for, 171
getcvdata, 90, 91

generating XML, 95

registering, 93
getcvdata.exe, 107

guidelines for developing authentication

provider, 255
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customizing, 191
help
adding to Generic module, 229
adding to generic module, 171
help button, 22

HP-UX
uninstalling on, 302
HTML files

presenting, 216, 218

rules for embedded and external, 216, 218

htpasswd, 75

118N model, 26
index.xml, 270

sample, 271
information

presenting through portal, 168, 207
installing, 91
integrated modules tutorial, 208—210
integrated SIP modules, 208
interface filtering, 126
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K
key points of customer data filtering, 122

L

LDAP authentication, 66, 77
configuration, 73
configuring, 77
LDAP authentication configuration, 47
LDAPAuthenticationProvider, 256
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LDAPServerConfig element attributes, 79
limitations, SIP, 28
login name substitution, 222
login page, 259
LoginPage attribute, 71
logins
creating, 75
logins,deleting, 76
logout page, 260
LogoutPage attribute, 72

M

maintenance

sip.log file, 295

trace.log file, 296
management data, 59, 266, 287
Management Data Filter, 120
management data, rules for substitution, 225
message board

customizing, 174

understanding, 172

viewing, 172
messages

configuring, 174

sending to customers, 174
MgmtData, 124, 130, 280

modifying
shared bookmards, 184
submodules, 163
module
configuration, 47
registration, 46
Modulelnstance elements, 152
modules, 161
adding, 159
adding to a tab, 163
choosing, 159
determining time to display, 298
display order, 161
removing, 161
restoring, 161
testing new Generic, 234
that present your data, 167, 179, 207
viewing message board, 172
modules that support customer data
filtering, 120

N

NNM
converting object database to XML, 97
copying getcvdata, 90
filtering module data, 128
SNMP data collection, 297
NNM SSO authentication, 67
configuration, 74
NNMSSOAuthenticationProvider, 256
node attributes and child elements, 112
node filtering, 123
NodeList attributes and child elements, 111
NodeSelection, 125, 136
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non-English language mode, 29
browser settings, 29
configuring SIP to access NNM data, 29
configuring XML, 29
no-password authentication provider, 66
configuration, 73
NoPasswordAuthenticationProvider, 256
null authentication provider, 65
configuration, 72
NullAuthenticationProvider, 256
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obtaining SIP information, 91
online documentation, 21
online help
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OVGeneric.dtd, 237
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OVModuleRegistration.dtd, 231
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package.xml, 270
sample, 271
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getcvdata.exe, 107
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creating, 75
default, 76
password file authentication provider, 66, 75
configuration, 73
pasting list nodes/interfaces to customer
model, 103
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improving, 298
permissions
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choosing bookmarks to display, 179
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removing customer access, 300
removing customer configuration and
access, 300
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portal authentication, 64
portal configuration file, 46
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customizing, 194
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customizing, 191
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PortalView.dtd, 151
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process of filtering customer data, 120
Properties, 282
proxying capabilities, 220
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refresh model, 49
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Generic module, 230
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registering an authentication provider, 68
reinstalling
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security filtering, 120, 122, 130
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security model, 58
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