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Welcome to This Guide

This guide describes the contents of DDM Content Pack 3.00.

This chapter includes:

» How This Guide Is Organized on page 7
» Who Should Read This Guide on page 8
» Getting More Information on page 9

» Documentation Updates on page 9

How This Guide Is Organized

Chapter 1

Chapter 2

Chapter 3

The guide contains the following chapter:

DDM Content Pack 3.00 Introduction

This section provides general information about DDM Content Pack 3.00.

DDM Content Pack 3.00 Installation for Windows

This section explains how to install the files needed to update HP Universal
CMDB version 8.01 or later with DDM Content Pack 3.00, on a Windows
system.

Supporting Multi-Lingual Locales

This section explains how to set up DDM to discover system components in
a multi-lingual locale environment.
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Chapter 4

Chapter 5

SQL Server Discovery by OS Credentials

This section explains how DDM uses operating system credentials to
discover SQL Server elements.

Class Model Enhancements

This section describes changes to the class model.

Who Should Read This Guide

This guide is intended for the following users of HP Universal CMDB:

» HP Universal CMDB administrators

» HP Universal CMDB platform administrators

» HP Universal CMDB application administrators
» HP Universal CMDB data collector administrators

Readers of this guide should be knowledgeable about enterprise system
administration, have familiarity with ITIL concepts, and be knowledgeable
about HP Universal CMDB.
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Getting More Information

For a complete list of all online documentation included with HP Universal
CMDB, additional online resources, information on acquiring
documentation updates, and typographical conventions used in this guide,
see the HP Universal CMDB Deployment Guide PDF.

Documentation Updates

HP Software is continually updating its product documentation with new
information.

To check for recent updates, or to verify that you are using the most recent
edition of a document, go to the HP Software Product Manuals Web site
(http://h20230.www2.hp.com/selfsolve/manuals).

This Discovery and Dependency Mapping Content Pack 3.00 guide is part of the
HP Universal CMDB documentation for version 8.01 or later. For details on
the DDM application, see the Discovery and Dependency Mapping Guide PDE.
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DDM Content Pack 3.00 Introduction

This chapter introduces Discovery and Dependency Mapping (DDM)
Content Pack 3.00.

This chapter includes:
Concepts

» Overview on page 11

& Overview
Note the following:

» Each DDM Content Pack includes all content from previous content
packs.

» Once a content pack has been installed, existing packages are overridden.
Therefore, you must back up any changed packages under a new name
before installing a new content pack. For details, see "Back Up All DDM
Packages" on page 20.

» If you made changes to any patterns or scripts of default jobs, you must
back them up under a new name before installing a new content pack.

11
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DDM Content Pack 3.00 Installation for
Windows

This chapter describes the procedures to be performed to install Discovery
and Dependency Mapping (DDM) Content Pack 3.00 on a Windows system.

This chapter includes:

Tasks

» Install DDM Content Pack 3.00 on page 14
» Deploy Packages on page 20

13
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P Install DDM Content Pack 3.00

14

The following procedure explains how to install DDM Content Pack 3.00.
This task includes the following sections:
» "Prerequisites" on page 14

> "Installation" on page 14

Prerequisites

> Important: Before deploying DDM Content Pack 3.00 to the UCMDB
version 8.0x server, you must restart the server, for the following reason:
When UCMDB version 8.0x is installed as a patch on UCMDB
version 8.00, packages in the patch_packages folder are deployed on the
server at the next restart of the server, and override existing packages. If
you deploy DDM Content Pack 3.00 packages before restarting the server,
they are also overridden when you restart the version 8.0x server.

» The UCMDB server must be running when you install the Content Pack.

» During installation, Setup may restart the Probe, to load the new content
jar file.

» When working with HP Business Availability Center in a distributed
deployment, install DDM Content Pack 3.00 on the Data Processing
Server.

Installation

Perform the following procedure to install DDM Content Pack 3.00 on a
Windows operating system:

1 Download DDMContent_v30_win32.exe. Download the file from the
following FTP site:
ftp://ddm_cp2:Brevard4@15.192.32.69/DDM_Content_Pack_300/

2 Run the DDMContent_v30_win32.exe file on the UCMDB Server
machine.



Chapter 2 « DDM Content Pack 3.00 Installation for Windows

The Introduction dialog box opens:

2 DDM Content Pack

& Introduction

00000

A

Introduction

‘Wielcome to the DOM Content Pack Setup.
This Setup program will install DDM Content Pack 3.0 on your
computer.

Click Mext to continue or Cancel to exit Setup.

InstallAmanhere

Cancel

3 Click Next to open the License Agreement dialog box.

% DDM Content Pack

ok

& Introduction
& License Agreerment

ASXIEXY

4

License Agreement

Installation and Use of DDM Content Pack Requires Acceptance of
the Following License Agreement: )
END USER LICENSE AGREEMENT i

PLEASE READ CAREFULLY: THE USE OF THE 30FTWARE I3
SUBJECT TO THE TERM3 AND CONDITIONS THAT FOLLOW
("AGREEMENT" ), UNLESSZ THE S0FTWARE IS SUBJECT TO 4
SEPARATE LICENZE AGREEMENT EETWEEN YOUT AND HP OR

IT3 3SUPPLIERS. BEY DOWNLOADING, INSTALLING,

COPYING, ACCE3Z3ING, OR U3ING THE 30FTWARE, OR BY
CHOOSING THE "I ACCEPT™ OPTION LOCATED ON OR
ADJACENT TO THE 3CREEN WHERE THI3 AGREEMENT MAY EE
DISPLAYED, YO0U AGREE TO THE TERMZ OF THIS

AGREEMENT, ANY APPLICABLE WARRANTY 3TATEMENT AND "

() | accept the terms of the License Agreement

@ | dov NOT accept the tarms of the License Agreament

InstallAmywhere

Cancel

15
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4 Accept the terms of the license and click Next.

5 The Choose Installation Actions dialog box opens:

2 DDM Content Pack g

Choose Installation Actions

O I EAETEN Backup existing packages: User packages are hacked up to the

@ License Agreement sarver,

& Choose installation Actio... Deploy packages: DDM CP packages are deployed to the server.

O Important: Installation will be incomplete. Deploy packages
manually after installation.

O Mote: If either option is selected, the server must be running.

O

O

Backup Existing Packages
Deploy Packages

InstallAmanhere

’ Previous ] [ M ext

Choose the action the Installer should perform:

Note: If you select either or both of these options, verify that the server is
running during installation.

» Backup Existing Packages: All user-defined packages are automatically
backed up to a dedicated folder on the server: C:\hp\UCMDB\
UCMDBServer\root\lib\ddm_content_packages_backup_before_3.0

» Deploy Packages: The DDM Content Pack packages are automatically
deployed to the server.

Important: If you clear this option, installation is incomplete. You will
need to run a manual procedure later to deploy packages to the server.
For details, see "Deploy Packages" on page 20.

16
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If Setup cannot verify the location of the HP Universal CMDB server
directory or if you cleared the Deploy packages check box in the Choose
Installation Actions dialog box, the Choose Install Folder dialog box
opens:

% DDM Content Pack E]

Choose Install Felder

& Introduction

& License Agreerment

& choose installation Actio...
& Choose Install Folder

@

@

®) Where Would You Like to Install?

CAhpiUCMDB\UCMDEServer

InstallAmywhere

’ Previous ] [ I ext ]

Please choose a destination folder for this installation.

Restore Default Folder ” Choose...

6 Accept the default entry or click Choose to display a standard Browse
dialog box. Browse to and select the folder where the HP Universal CMDB
server is installed.

Tip: To display the default installation folder again, click Restore Default
Folder.

Click Next.

17
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7 The Pre-Installation Summary dialog box opens and lists the installation
options you have selected.

2 DDM Content Pack g
Pre-Installation Summary
Q Introduction Please Review the Following Before Continuing:
& License Agreement
& choose installation Actio... Product Name:
& choose Install Folder CDM Content Pack
@ Pre-Installation Summary Install Folder:
O CAhpll M DB CMDBSe rver
P
@

Disk Space Information (for Installation Target):
Required: 2,385,753 bytes
PAvailable: 44,310,482, 244 bytes

A

InstallAmanhere

’ Previous ][ Install ]

8 If you are satisfied with the summary, click Install. A message is displayed
indicating that the installation is currently being performed.

18
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The Install Complete dialog box opens:

D DDM Content Pack [ =] =]
Install Complete
@ Intraduction DOM Content Pack has been successully installed to;
& License Agreement CARBUCHDE
@ choose Install Folder
@ Pre-Installation Surnmary Press "Done” to guit the installer.

& Installing...
& Install Complete

InstallAnywhers

Cancel | Frevious

Setup indicates the result of the installation:
» If installation is successful, click Done.

The installer copies all DDM packages to the ddm_content_packages_3.0
and factory_packages folders under the following folder:
C:\hp\UCMDB\UCMDBServer\root\lib.

This is the end of the installation procedure.

» If you chose not to deploy the DDM Content Pack 3.00 packages during
installation, installation is successful, but you must now manually deploy
the packages. Click Done, and continue to the procedure for deploying
packages. For details, see "Deploy Packages" on page 20.

» If installation is not successful, that is, errors occurred during installation,
a message is displayed. Refer to the installation log for details.

At the end of the Content Pack installation procedure, the following
installation log file is created and placed under the UCMDB Server root
folder: DDM_Content_Pack_InstallLog.log

19



Chapter 2 « DDM Content Pack 3.00 Installation for Windows

T Deploy Packages

20

If you did not enable automatic deployment of the DDM Content Pack
packages (in step 5 on page 16), you must manually back up all DDM
packages and deploy them to the UCMDB Server.

This task includes the following sections:

> "Back Up All DDM Packages" on page 20
> "Deploy DDM Content Pack Packages" on page 21

Back Up All DDM Packages

1 Launch the Web browser and enter the following address:
http://<machine name or IP address>.<domain_name>:8080/jmx-console

where <machine name or IP address> is the machine on which

HP Universal CMDB is installed. You log in using the JMX console
authentication credentials. For details, see “Working With the JMX
Console” in the UCMDB Reference Information guide.

2 Click the MAM > service=MAM Packaging Services link.

3 In the JMX MBEAN View page, locate the following operation:
exportPackages ().

> In the customerlD field, enter 1.

> In the packagesNames field, leave this field empty to export all
packages.

> In the outputDir field, enter the complete path to a directory where
UCMDB should place the backed-up packages, for example,
C:\hp\UCMDB\UCMDBServer\root\lib\my_packages_backup. This
directory is automatically created.

These packages are compatible with UCMDB version 8.01 or later.

Tip: Keep this directory for future reference.

> In the userOnly field, select False to export all packages (and not only
the user-created packages).
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4 Click Invoke.

5 Verify that all relevant DDM packages have been backed-up to this folder,
and that there are no errors in the mam.packaging.log file (located under
the j2f\log directory).

Note: When installing CP 3.00 on top of HP UCMDB version 8.01, an
exception may appear in the mam.packaging.log file, indicating that HP
DDM job resources will not be overridden. These exceptions can be safely
ignored. This defect has been fixed in HP UCMDB version 8.02, so the
exceptions no longer appear.

Deploy DDM Content Pack Packages

6 In the same J]MX MBEAN View page that you used to back up the DDM
packages, locate the following operation: deployPackages().

> In the customerlD field, enter 1.

» In the dir field, enter
C:\hp\UCMDB\UCMDBServer\root\lib\ddm_content_packages_3.0
(all DDM Content Pack packages are loaded from this folder).

> In the packagesNames field, leave this field empty to deploy all
packages from this folder.

» In the overrideCustomChanges field, select True to override the DDM
job configuration that was changed through the DDM application.

7 Click Invoke.

8 Verify that there are no errors in the mam.packaging.log file.
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3

Supporting Multi-Lingual Locales

This chapter includes:

Concepts

» Overview on page 24

» Determining the Character Set for Encoding on page 24

» Resource Bundles on page 26

Tasks

» Add Support for New Language on page 27

» Define a New Job to Operate With Localized Data on page 29
» Avoid Choosing Keyword When Command Is Executed on page 30
» Change the Default Language on page 31

Reference

» API Reference on page 31
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& Overview

The multi-lingual locale feature enables DDM to work across different
operating system (OS) languages, and to enable appropriate customizations
at runtime.

Previously, before Content Pack 3.00, DDM used statically-specified
encoding to treat output from all network targets. However, this approach
does not suit a multi-lingual IT network: to discover hosts with different OS
languages, Probe administrators had to re-run DDM jobs manually several
times with different job parameters each time. This procedure produced a
serious overhead on network load but, even more, it avoided several key

teatures of DDM, such as immediate job invocation on a trigger CI or
automatic data refreshing in UCMDB by the Schedule Manager.

The following locale languages are supported by default: Russian, German.
The default locale is English.

& Determining the Character Set for Encoding

24

The suitable character set for decoding command output is determined at
runtime. The multi-lingual solution is based on the following facts and
assumptions:

1

It is possible to determine the OS language in a locale-independent way,
for example, by running the chcp command on Windows or the locale
command on Linux.

Relation Language-Encoding is well known and can be defined statically.
For example, the Russian language has two of the most popular
encodings: Cp866 and Windows-1251.

One character set for each language is preferable, for example, the
preferable character set for Russian language is Cp866. This means that
most of the commands produce output in this encoding.

Encoding in which the next command output is provided is
unpredictable, but it is one of the possible encodings for a given language.
For example, when working with a Windows machine with a Russian
locale, the system provides the ver command output in Cp866, but the
ipconfig command is provided in Windows-1251.
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5 A known command produces known key words in its output. For
example, the ipconfig command contains the translated form of the
IP-Address string. So the ipconfig command output contains IP-Address
for the English OS, IP-AQpec for the Russian OS, IP-Adresse for the
German OS, and so on.

Once it is discovered in which language the command output is produced
(# 1), possible character sets are limited to one or two (# 2). Furthermore, it
is known which key words are contained in this output (# 5).

The solution, therefore, is to decode the command output with one of the
possible encodings by searching for a key word in the result. If the key word
is found, the current character set is considered the correct one.

25
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& Resource Bundles

A resource bundle is a file that takes a properties extension (*.properties). A
properties file can be considered a dictionary that stores data in the format
of key = value. Each row in a properties file contains one key = value
association. The main functionality of a resource bundle is to return a value
by its key.

Resource bundles are located on the Probe machine:
C:\hp\DDM\DiscoveryProbe\root\lib\collectors\probeManager\discover
yConfigFiles. They are downloaded from the UCMDB server as any other
configuration file. They can be edited, added, or removed, in the Manage
Discovery Resources window. For details, see "Configuration File Pane" in
Discovery and Dependency Mapping Guide.

Discovery Resources
* X Q5

=F NMW_Integration .
& Metlinks

=5 Metworlk
Ll Patterns
Ll Scripts

L Configuration Files

—|‘§ globalFitering.xml

—IE jobTimeTemplates xml

—@ interface Type.xml

—I“_a,:' osdepend propertiss

—Iﬁ oidToHost Class xml

—IE portMumber ToPort Mame xml *
—IE langMetwork_ger.properties
—@ mz Server Types xml

—IE mz DomainMames xml

—&
—I“_a,:' langMetwork properties
—Iﬁ langMetwork_rus properties

When discovering a destination, DDM usually needs to parse text from
command output or file content. This parsing is often based on a regular
expression. Different languages require different regular expressions to be
used for parsing. For code to be written once for all languages, all
language-specific data must be extracted to resource bundles. There is a
resource bundle for each language. (Although it is possible that a resource
bundle contain data for different languages, in DDM one resource bundle
always contains data for one language.)

26
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The Jython script itself does not include hardcoded, language-specific data
(for example, language-specific regular expressions). The script determines
the language of the remote system, loads the proper resource bundle, and
obtains all language-specific data by a specific key.

In DDM, resource bundles take a specific name format:
<base_name>_<language_identifier>.properties, for example,
langNetwork_spa.properties. (The default resource bundle takes the following
format: <base_name>.properties, for example, langNetwork.properties.)

The base_name format reflects the intended purpose of this bundle. For
example, langMsCluster means the resource bundle contains
language-specific resources used by the MS Cluster DDM jobs.

The language_identifier format is a 3-letter acronym used to identify the
language. For example, rus stands for the Russian language and ger for the
German language. This language identifier is included in the declaration of
the Language object.

T Add Support for New Language
This task describes how to add support for a new language.
This task includes the following steps:

> "Add a Resource Bundle (*.properties Files)" on page 28

> "Declare and Register the Language Object" on page 28

27
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28

1 Add a Resource Bundle (*.properties Files)

Add a resource bundle according to the job that is to be run. The
following table lists the DDM jobs and the resource bundle that is used by

each job:
Job Base Name of Resource
Bundle
File Monitor by Shell langFileMonitoring

Host Resources and Applications by Shell

langHost_Resources_By_TTY,
langTCP

Hosts by Shell using NSLOOKUP in DNS langNetwork
Server

Host Connection by Shell langNetwork
Collect Network Data by Shell or SNMP langTCP

Host Resources and Applications by SNMP langTCP
Microsoft Exchange Connection by NTCMD, | msExchange
Microsoft Exchange Topology by NTCMD

MS Cluster by NTCMD langMsCluster

For details on bundles, see "Resource Bundles" on page 26.

Declare and Register the Language Object

To define a new language, add the following two lines of code to the
shellutils.py script, that currently contains the list of all supported
languages. The script is included in the AutoDiscoveryContent package. To
view the script, access the Manage Discovery Resources window. For
details, see "Manage Discovery Resources Window" in Discovery and

Dependency Mapping Guide.

a Declare the language, as follows:

LANG_RUSSIAN = Language(LOCALE_RUSSIAN, 'rus', ('Cp866', 'Cp1251"),

(1049,), 866)
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For details on class language, see "API Reference" on page 31. For
details on the Class Locale object, see http://java.sun.com/j2se/1.5.0/
docs/api/java/util/Locale.html. You can use an existing locale or define
a new locale.

b Register the language by adding it to the following collection:

LANGUAGES = (LANG_ENGLISH, LANG_GERMAN, LANG_SPANISH,
LANG_RUSSIAN, LANG_JAPANESE)

P Define a New Job to Operate With Localized Data

This task describes how to write a new job that can operate with localized
data.

Jython scripts usually execute commands and parse their output. To receive
this command output in a properly decoded manner, you use the API for the
ShellUtils class. For details, see "The HP Discovery and Dependency Mapping
Web Service API" in Discovery and Dependency Mapping Guide.

This code usually takes the following form:

client = Framework.createClient(protocol, properties)

shellUtils = shellutils.ShellUtils(client)

languageBundle = shellutils.getLanguageBundle ('langNetwork’, shellUtils.osLanguage,
Framework)

strWindowsIPAddress = languageBundle.getString(windows_ipconfig_str_ip_address’)
ipconfigOutput = shellUtils.executeCommandAndDecode(‘ipconfig /all’,
strWindows|PAddress)

#Do work with output here

To define a job:

1 Create a client:

client = Framework.createClient(protocol, properties)

29
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2 Create an instance of the ShellUtils class and add the operating system
language to it. If the language is not added, the default language is used
(usually English):

shellUtils = shellutils.ShellUtils(client)

During object initialization, DDM automatically detects machine
language and sets preferable encoding from the predefined Language
object. Preferable encoding is the first instance appearing in the
Encodings list.

3 Retrieve the appropriate resource bundle from shellclient using the
getLanguageBundle method:

languageBundle = shellutils.getLanguageBundle ('langNetwork’,
shellUtils.osLanguage, Framework)

4 Retrieve a keyword from the resource bundle, suitable for a particular
command:

strWindowsIPAddress =
languageBundle.getString('windows_ipconfig_str_ip_address’)

5 Invoke the executeCommandAndDecode method and pass the keyword
to it on the ShellUtils object:

ipconfigOutput = shellUtils.executeCommandAndDecode(’ipconfig /all’,
strWindowsI|PAddress)

The ShellUtils object is also needed to link a user to the API reference
(where this method is described in detail).

6 Parse the output as usual.

P Avoid Choosing Keyword When Command Is Executed

In certain use cases, it is enough to determine the encoding once and then
to use it everywhere. To do this, you use the getCharsetName and
useCharset methods of the ShellUtils object.

30
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The regular use case works as follows:

1 Invoke the executeCommandAndDecode method once.

Obtain the most recently used character set name through the
getCharsetName method.

Make shellUtils use this character set by default, by invoking the
useCharset method on the ShellUtils object.

Invoke the execCmd method of ShellUtils one or more times. The output
is returned with the character set specified in step 3 on page 31. No
additional decoding operations occur.

T Change the Default Language

If the OS language cannot be determined, the default one is used. The
default language is specified in the shellutils.py file.

#default language for fallback
DEFAULT_LANGUAGE = LANG_ENGLISH

To change the default language, you initialize the DEFAULT_LANGUAGE
variable with a different language. For details, see "Add Support for New
Language" on page 27.

® API Reference

This section includes:

>
>
>
>
>
>

"The Language Class" on page 32

"The executeCommandAndDecode Method" on page 33
"The getCharsetName Method" on page 33

"The useCharset Method" on page 33

"The getLanguageBundle Method" on page 34

"The osLanguage Field" on page 34
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The Language Class

This class encapsulates information about the language, such as resource
bundle postfix, possible encodings, and so on.

Fields

Name Description

locale Java object which represents locale.

bundlePostfix Resource bundle postfix. This postfix is used in
resource bundle file names to identify the language.
For example, the langNetwork_ger.properties
bundle includes a ger bundle postfix.

charsets Character sets used to encode this language. Each
language can have several character sets. For
example, the Russian language is commonly
encoded with the Cp866 and Windows-1251
encoding.

wmiCodes The list of WMI codes used by the Microsoft
Windows OS to identify the language. All possible
codes are listed at http://msdn.microsoft.com/
en-us/library/aa394239(VS.85).aspx (the
OSLanguage section). One of the methods for
identifying the OS language is to query the WMI
class OS for the OSLanguage property.

codepage Code page used with a specific language. For
example, 866 is used for Russian machines and 437
for English machines. One of the methods for
identifying the OS language is to retrieve its default
codepage (for example, by the chcp command).
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The executeCommandAndDecode Method

This method is intended to be used by business logic Jython scripts. It
encapsulates the decoding operation and returns a decoded command
output.

Arguments

Name Description

cmd The actual command to be executed.

keyword The keyword to be used for the decoding operation.

framework The Framework object passed to every executable
Jython script in DDM.

timeout The command timeout.

waitForTimeout Specifies if client should wait when timeout is
exceeded.

useSudo Specifies if sudo should be used (relevant only for
UNIX machine clients).

language Enables specifying the language directly instead of
automatically detecting a language.

The getCharsetName Method

This method return the name of the most recently used character set.

The useCharset Method

This method sets the character set on the ShellUtils instance, which uses this
character set for initial data decoding.

Arguments
Name Description
charsetName The name of the character set, for example,
windows-1251 or UTF-8.
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See also "The getCharsetName Method" on page 33.

The getLanguageBundle Method

This method should be used to obtain the correct resource bundle. This
replaces the following API:

Framework.getEnvironmentinformation().getBundle(...)

Arguments

Name Description

baseName The name of the bundle without the language
suffix, for example, langNetwork.

language The language object. The ShellUtils.osLanguage
should be passed here.

framework The Framework, common object which is passed to
every executable Jython script in DDM.

The osLanguage Field

This field contains an object that represents the language.
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SQL Server Discovery by OS Credentials

This chapter includes:
Concepts
» Overview on page 35

» Discovery by OS Credentials on page 36

& Overview

This chapter describes how DDM discovers MS SQL Server Cls, using
operating system (OS) credentials. DDM creates an identifiable SQL Server
CI, rather than a generic Software Element CI.

Previously, SQL Server discovery assumed the existence of a process with the
name of sqlservr.exe. Once DDM found this process, generic software
elements with a MSSQL DB value in the data_name attribute were reported
to UCMDB.

The current changes rectify the following issues:

» DDM did not discover instance name information, so identifiable Cls
could not be reported.

» When several instances of SQL Server existed in the environment, DDM
reported only one software element to UCMDB.
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Discovery Jobs
The following jobs discover MS SQL Server components by OS credentials:

» Host Resources and Applications by Shell
» Host Resources and Applications by WMI

Discovery Changes

The following changes have been made:

» When running discovery with OS credentials, an identifiable SQL Server
Cl is reported, instead of the generic Software Element CI.

» DDM can now resolve the SQL Server instance name.

» The Probe can report multiple SQL Server instances, each of them linked
by a depend link to its own sqlservr.exe process.

» DDM now supports SQL Server named instances.

» DDM supports discovery of the following SQL Server versions:
MSSQL 2000, 2005, 2008.

& Discovery by OS Credentials

36

There are two approaches to identifying MS SQL Server instance names by
OS credentials. The changes appear in the Host_Resources_Basic package.

By Process Command Line

The SQL Server process usually includes the MS SQL Server instance name in
its command line. DDM extracts this instance name to a CI.

Note: A process command line cannot be retrieved by the SNMP protocol.
Therefore, SNMP cannot be used to discover the MS SQL Server instance
name, and DDM reports the generic software element instead.
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Using Windows Services

DDM checks existing services for those that include sqlservr.exe in the
command line and extracts the instance name from the service name (since
the service name reflects the instance name).
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Class Model Enhancements

This chapter documents class model enhancements.

This chapter includes:

Concepts

» Overview on page 39

Reference

» BIOS UUID Attribute Support on page 40

» Software Product Code Attribute Support on page 42

» Application Instance Name Attribute Support on page 44

& Overview

For DDM Content Pack 3.00, the class model has been enhanced. You do
not need to run any upgrade procedure for these changes in the content
packs. For example, changes are limited to adding new CITs or adding new
attributes to existing CITs, but not changing key attributes.

The following enhancements have been made to the class model:

» "BIOS UUID Attribute Support" on page 40
> "Software Product Code Attribute Support" on page 42
> "Application Instance Name Attribute Support" on page 44
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@ BIOS UUID Attribute Support

40

The BIOS UUID attribute (host_biouuid) has been added to the Host CIT. This
section explains how DDM supports the discovery of BIOS UUID using
different types of protocols.

This section includes the following topics:

"Windows: NTCMD Protocol" on page 40

"Windows: WMI Protocol" on page 40

"UNIX/Sun Solaris/FreeBSD SSH and Telnet Protocols" on page 41
"The dmidecode Utility Availability" on page 41

Y Y Y Y Y

"Troubleshooting and Limitations" on page 41

Windows: NTCMD Protocol
DDM discovers the BIOS UUID data using the wmic command.

WMIC query:

wmic path win32_ComputerSystemProduct get uuid /format:list <
%SystemRoot%\win.ini

Limitation:

If the wmic utility is not installed on the remote machine, the attribute is
not set. On Windows 2000 and earlier, by default, the wmic utility is not
installed.

Windows: WMI Protocol
DDM discovers the BIOS UUID data using the wmic command.

WMI query:

SELECT UUID from Win32_ComputerSystemProduct
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Limitation:

The WMI class returns the BIOS UUID attribute value with an incorrect
order.

UNIX/Sun Solaris/FreeBSD SSH and Telnet Protocols

Discovery is based on DMI data, which can be accessed by the dmidecode
utility.

Command:

dmidecode | grep UUID

Limitation:

If the dmidecode utility does not exist, DDM cannot retrieve data.

The dmidecode Utility Availability
The dmidecode utility is available from:

» Linux i386, x86-64, ia64

» FreeBSD 1386, x86-64

» NetBSD i386, x86-64

» OpenBSD i386

» BeOS 386

» Cygwin i386

» Solaris x86

Troubleshooting and Limitations

» The BIOS UUID attribute is available only on UCMDB, versions 8.02, 9.x,
and VMware.

» The BIOS UUID attribute may consist of all 0 or F, for the following
reasons:
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» A machine is a VM and its BIOS UUID attribute is manually overridden
or cleared.

> An internal DMI (system) provider has problems and fails to determine
the real UUID. This is the default behavior of DMI.

» The BIOS UUID attribute may be identical on different machines if these
machines are VMs and have been copied from one location to another.

@ Software Product Code Attribute Support

42

The Software Product Code attribute (software productcode) has been added
to the Software Element CIT. This section explains how DDM supports the
discovery of Software Product Code using different types of protocols.

The ProductCode property is a unique identifier for a particular product
release, represented as a string GUID, for example,
"{12345678-1234-1234-1234-123456789012}". Letters used in this GUID
must be uppercase. This ID must vary for different versions and languages.

A product upgrade that updates a product to an entirely new product must
also change the product code. The 32-bit and 64-bit versions of an
application’s package must be assigned different product codes.

%& Windows: Shell Protocol

Note: The Product Code attribute is a part of Windows MSI installer, so for
UNIX-like distributives, it is not relevant.

To determine the product code, DDM parses the following registry keys:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\
{productCode}

DDM gains access to the registry through the reg.exe or reg_mam.exe tool.
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The regular expression for determining the product code (in Python
notation):

"\Uninstal\[\[\(
J*(NdabcdefABCDEF]{8}(\-[\dabcdefABCDEF}{4}){3}-[\dabcdefABCDEF}{12}).*\n"

®. Windows: WMI Protocol
To determine the product code, DDM parses the following registry keys:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\
{productCode}

DDM gains access to the registry through the StdRegProv class of the
\\root\default WMI namespace.

The regular expression for determining the product code (in Python
notation):

"WUninstal\[M\[\(
I*(\dabcdefABCDEF]{8}(\-[\dabcdefABCDEF]{4}){3}-[\dabcdefABCDEF]{12}).*\n"
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@ Application Instance Name Attribute Support

44

The Application Instance Name attribute (application_instancename) has
been added to the Software Element CIT. This enables DDM to differentiate
between instances of the same application on a single machine.

All child Software Element CITs inherit the attribute from the parent
(Software Element). During discovery, DDM replaces the value with the
appropriate SID. For example, in the J2EE Server application,
application_instancename is replaced with j2eeserver_servername; in
database applications, application_instancename is replaced with

database_dbsid.

Cl Types

Cl Types >|| & Rk @

o Host (5230)
& Host Resource (147974)
i Metworl Resource (319329)
o Software Element (12398)
o« Active Directory Applicatic
F Agert (4878)
o Cluster Software (8)
- Database (916)
DB2 (0)
"5 Oracle (209)
Y 5QL Server (707)
4 Sybase (0)
— 5 DomainContraller ()

T8

E:[»

-

Dependencies Details Attributes
+ & %O
Key | = Display Name | MName |

ack_cleared_time
ack_id
Actual Delete Time:

‘% Actual Delgtion Period
Adrin State
Allow Cl Update
Application Category
Application Installed Path
Application Instance Name
Application [P
Application Listening Port...

Troubleshooting and Limitations

ack_cleared_time

ack_id
root_actualdeletetime
root_actualdeletionperiod
data_adminstate
data_allow_auto_discov. ..
application_category
application_path
application_instancename
application_ip
application_port

If software is represented by multiple occurrences in the registry, data is
retrieved from the first key only.
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