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Legal Notices

Warranty

The only warranties for HP products and services are set forth in the express warranty statements accompanying such
products and services. Nothing herein should be construed as constituting an additional warranty. HP shall not be liable for
technical or editorial errors or omissions contained herein.

The information contained herein is subject to change without notice.

Restricted Rights Legend

Confidential computer software. Valid license from HP required for possession, use or copying. Consistent with FAR 12.211
and 12.212, Commercial Computer Software, Computer Software Documentation, and Technical Data for Commercial Items
are licensed to the U.S. Government under vendor's standard commercial license.

Copyright Notices
© Copyright 2009 Hewlett-Packard Development Company, L.P.

Trademark Notices

Microsoft®, Exchange Server® and Windows® are U.S. registered trademarks of Microsoft Corporation.

UNIX® is a registered trademark of The Open Group.

BlackBerry Enterprise Server is a trademark of Research In Motion (RIM) Corporation.

HP Operations Manager for Windows® and HP Operations Manager for UNIX® are trademarks of Hewlett-Packard
Development Company.

All other product names are the property of their respective trademark or service mark holders and are hereby acknowledged.
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BlackBerry SPI Policy Groups

Main Policy Group

Policy Group

Policy Group

SPI for BlackBerry

BlackBerry Recommended

BlackBerry Enterprise Server

BES Controller

BES Dispatcher

BES Messaging Agent

BES Router

BES Policy Service

BES Synchronization Service

BES Performance Reporting

BlackBerry Enterprise Server Add-on

BES Logs

BES Service Health

BES SNMP

BlackBerry Monitoring Service *

BlackBerry SPI MgmtSv

Remarks:
! Not available on OMU 8
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BlackBerry SPI Policies

. . BB . .
Policy Policy Recom Graphing Alarming
. _ Max .
Policy Name Description Group Type | mende|Schedule] Category Graphname I\;n/ Threshold Severity
BlackBerry
. L BES- Enterprise
BESPI_00100_DispatcherConnection Specifies whether the connection is >Messaging Threshold no 5m Connections Server Min 0.9 Critical
currently established. monitor -
Agent Connection
States
BlackBerry
. BES- Enterprise
BESPI_00101_MsgSrvAvgRspTime The average response time for the >Messaging Threshold no 60m BlackBerry Server Max 500 Major
connection. monitor Performance
Agent Response
Times
BlackBerry
. L BES- Enterprise
BESPI_00102_DBConnection Specifies whether the connection is >Messaging Threshold no 5m Connections Server Min 0.9 Critical
currently established. monitor -
Agent Connection
States
The number of transactions
. BES- BlackBerry
BESPI_00103_DBTransactions trans.mlttec.i o the BIackBerr.y >Messaging Thres_hold no 60m System Database Min 0.9 Minor
Configuration Database during the monitor Resources :
o Agent Transactions
last collection interval
BlackBerry
. BES- Enterprise
BESPI_00104_DBAvgRspTime The average response time for the >Messaging Threshold no 60m BlackBerry Server Max 500 Major
connection. monitor Performance
Agent Response
Times
The time when an email or calendar
message is delivered to the No Policy -
BlackBerry device. The average BES- Metricy no araoh
BESPI_00105_AvgDeliveryTimeUser |delivery time is the difference between| >Messaging . no 60m n/a grap Max 120 Major
: s Collection available
the time when a transaction is sent to Agent onl
the device and the time when the y
device returns an acknowledge.
The number of failed connections BES- No Policy -
BESPI_00106_FailedAPIConnection |between the BlackBerry Enterprise . Metric no graph
. >Messaging . no 60m n/a - n/a n/a n/a
User Server and messaging server for the Agent Collection available
user. 9 only
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. . BB . .
Policy Policy Recom Graphing Alarming
. _ Max .
Policy Name Description Group Type | mende|Schedule] Category Graphname I\;n/ Threshold Severity
In the BlackBerry Enterprise Server
for IBM Lotus Domino , the response BES- No Policy -
BESPI_00107_AvgRspTimeUser time of the 1BM Lo.tus Notes API. In >Messaging Metrlf; no 60m n/a no graph Max 100 Minor
BlackBerry Enterprise Server for Collection available
. Agent
Microsoft Exchange, the response only
time of specific MAPI functions.
The time, in hundredths of seconds,
that the process takes to use the total
system's CPU resources during the BES- Threshold no araoh
BESPI_00108_MsgAgt CPUTime last collection interval. On a multi- >Messaging . no 60m n/a grap Max 10000 | Warning
. . monitor available
processor system, this value might Agent
increase incrementally by more than
elapsed real time.
The amount of real system memor BES- Threshold no graph
BESPI_00109_MsgAgt_MemUse yster y >Messaging . no 60m n/a grap Max 500000 | Warning
allocated to the process, in KB. Agent monitor available
The number of users added to the
BlackBerry Enterprise Server that BES- Threshold no graph
BESPI_00110_NumUserlnitFail . Ty =nierpris . >Messaging . no 60m n/a grap Max 0.9 Minor
failed to initialize during the collection Agent monitor available
interval. g
. . BES- BlackBerry
BESPI_00111_TransQueuelLength The number OT transactions pending >Messaging Threshold no 60m BlackBerry Transaction Max 25 Major
in the processing queue. monitor Performance
Agent Queue Length
;ng: n;ts)etLZI facife:arrrj}gagdeer:?\?:rt BES- Threshold Messagin BlackBerry
BESPI_00112_NumPendingMsgs g pe 9 y >Messaging . no 60m ging Message Max 50 Minor
for all BlackBerry devices over the monitor Agent
. Agent Queue Status
wireless network.
In the BlackBerry Enterprise Server
for Microsoft Exchange and for Novell
GroupWise, it is the number of new BES- Transactions
. . . Threshold System .
BESPI_00113_TransDetViaRescan |messages found during a rescan. >Messaging . no 60m Detectected Max 0.9 Major
. . e monitor Resources .
(This does not include the notification Agent via Rescans
messages sent from the messaging
server).
Page 5 of 25
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. . BB . .
Policy Policy Recom Graphing Alarming
. . Max .
Policy Name Description Group Type | mende|Schedule] Category Graphname I\;n/ Threshold Severity
;T;;;g?e:\gg:s;agzs ;Tf;}gd to BES- Threshold Messagin BlackBerry
BESPI_00114_NumFailedMsgs y . ging A9 . >Messaging . no 60m ging Message Max 0.9 Major
process during the last collection monitor Agent
; Agent Status
interval.
BES- Messaging
BESPI_00115_HungThreads The number of user threads that are >Messaging Threshold o 60m System Agent Number Max 09 Major
detected to be hung. monitor Resources of Hung
Agent
Threads
Specifies whether the high availability BES- Threshold no araoh
BESPI_00116_MsgAgtHAMode mode of the component is primary or | >Messaging . no 60m n/a grap Max 1.9 Major
monitor available
standby. Agent
The names and version numbers of BES- NOMZ(::?, i no araph
BESPI_00117_CommonDLLs the DLLs that are common to all >Messaging . no 24h n/a grap n/a n/a n/a
. . Collection available
messaging environments. Agent
only
. No Policy -
The names and version numbers of BES- Metric no araph
BESPI_00118_EnvDLLs the DLLs that are specific to the >Messaging . no 24h n/a grap n/a n/a n/a
. . Collection available
messaging environment. Agent
only
. No Policy -
The names and version numbers of BES- Metric no araph
BESPI_00119_MsgSrvDLLMismatch |the DLLs that are specific to the >Messaging . no 24h n/a grap n/a n/a n/a
. Collection available
messaging server. Agent
only
BESPI_00120_MaStat The status of the M ing Agent. BES-
- —asials © statuis ot the lviessaging Agen . Threshold no graph Warning-
>Messaging . no 5m n/a - Max 1,2,3,4 .
A monitor available Critical
gent
BESPI_00121_MaMsgsPending Specifies the total number of BES- No Policy -
messages queued for delivery to >Messaging Metric no graph .
handhelds Agent Collection no 60m n/a available Max 100 Major
only
Specifies the total number of BES- No Policy - 60m
messages sent from handhelds >Messagin i
BESPI_00122_MaMsgsSent 9 ging Mem? no n/a no graph n/a n/a n/a
Agent Collection available
only
Specifies the total number of BES- No Policy - 60m
messages delivered to handhelds >Messagin i
BESPI_00123_MaMsgsRecvd 9 ging Mem? no n/a no graph n/a n/a n/a
Agent Collection available
only
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. . BB . .
Policy Policy Recom Graphing Alarming
. _ Max .
Policy Name Description Group Type | mende|Schedule] Category Graphname I\;n/ Threshold Severity
BESPI_00124_MaMsgsXpired Specifies the total number of BES- No Policy -
messages that have expired >M i i
g pire essaging | Metric o 60m n/a no graph Max 5 Major
Agent Collection available
only
The number of messages that have BES- No Policy - 60m
been filtered by global filters. >Messagin i
BESPI_00125_MaMsgsGlobFiltered 9 ging Mem? no n/a no graph n/a n/a n/a
Agent Collection available
only
The number of messages that have BES- No Policy - 60m
been filtered by user-defined filters. >Messagin i
BESPI_00126_MaMsgsUsrFiltered y ging Mem? no n/a no graph n/a n/a n/a
Agent Collection available
only
Speifies the PIN for the BlackBerry BES- No Policy - 60m
device >Messaging Metric no graph
BESPI_00140_MaUsrCfgPIN Agent Collection no n/a available n/a n/a n/a
only
The type of network that the BES- No Policy - 60m
BlackBerry device is running on (for >Messaging Metric no graph
BESPI_00141_MaUsrCfgNetwork example, Mobitex, DataTAC, GPRS, Agent Collection no n/a available n/a n/a n/a
CDMA, iDEN, and WiFi). only
Specifies whether all service books, BES- NG Poli 60m
IT policies, and valid encryption keys | >Messaging OM ct)l_cy i h
BESPI_00142_MaUsrCfgFullyConfig |have been sent to the user's Agent c "e r:c no n/a no glrakﬁ n/a n/a n/a
BlackBerry device, and the user has a 0 eT lon avaliable
PIN. only
Specifies whether the BlackBerry BES- No Policy - 60m
Enterprise Server sends email >Messaging Metric no graph
BESPI_00143_MaUsrCfgEnabled messages to the user's BlackBerry Agent Collection no n/a available n/a n/a n/a
device. only
The identifier of the BlackBerry BES- 60m
Messaging Agent associated with the | >Messaging | No Policy -
) user's mailbox. In the BlackBerry Agent Metric no graph
BESPI_00144_MaUsrCfgMailAgtiD Enterprise Server for IBM Lotus Collection no n/a available n/a n/a n/a
Domino, the identifier is always one only
(1).
The name of the messaging server BES- No Policy - 60m
that hosts the user's mailbox. >Messagin i
BESPI_00145_MaUsrCfgMailServer ging Mem? no n/a no graph n/a n/a n/a
Agent Collection available
only
Page 7 of 25
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. . BB . .
Policy Policy Recom Graphing Alarming
. _ Max .
Policy Name Description Group Type | mende|Schedule] Category Graphname I\;n/ Threshold Severity
The number of email messages BES- No Policy - 60m
) . S . .
BESPI_00170 MaUsrStatFiltered filtered for the user Messaging Mem? no n/a no graph n/a n/a n/a
- - Agent Collection available
only
The number of email messages that BES- No Policy - 10 Major
BESPI_00171_ MaUsrStatPendin [are pending delivery to the BlackBerry| >Messaging | Metric no graph
. . no 60m n/a - Max
g device. Agent Collection available
only
The number of email messages that BES- No Policy - 60m
. were pending delivery to the >Messaging Metric no graph
BESPI_00172_MaUsrStatExpired BlackBerry device but are now Agent Collection no n/a available n/a n/a n/a
expired. only
The number of email messages sent BES- No Policy - 5 Major
from the BlackBerry device that the >Messaging Metric no graph
BESPI_00173_MaUsrStatErrors BlackBerry Messaging Agent has Agent Collection no 60m na available Max
failed to process. only
The number of email messages that BES- No Policy - 60m
> i i
BESPI_00174 MaUsrStatForwards Werg forwarded to the BlackBerry Messaging Mem? no n/a no graph n/a n/a n/a
device. Agent Collection available
only
The last time the BlackBerry BES- No Policy - 10 Major
BESPI_00175 MaUsrStatLastCo |Enterprise Server and the BlackBerry | >Messaging Metric no graph
- - . . . no 60m n/a - Max
ntact device had contact with each other. Agent Collection available
only
The last time a message was BES- No Policy - 60m
BESPI_00176_MaUsrStatLastRedire |redirected to the BlackBerry device. >Messaging Metric no graph
. no n/a - n/a n/a n/a
ct Agent Collection available
only
The last time an encryption key was BES- No Policy - 60m
BESPI_00177_MaUsrStatLastKeyGe |generated for the BlackBerry device. | >Messaging Metric no graph
. no n/a - n/a n/a n/a
n Agent Collection available
only
The number of email messages that BES- No Policy - 60m
S . .
BESPI 00178 MaUsrStatSent were forwarded from the BlackBerry Messaging Metnf: no n/a no graph n/a n/a n/a
- - device. Agent Collection available
only
The number of decryption failures BES- NOMZ(:::?, i
BESPI_00200_DecFailuresDevice |sent to the BlackBerry device during . . no 60m Devices Devices Max 0.9 Minor
o >Dispatcher | Collection
the last collection interval.
only
Page 8 of 25
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. . BB . .
Policy Policy Recom Graphing Alarming
. _ Max .
Policy Name Description Group Type | mende|Schedule] Category Graphname I\;n/ Threshold Severity
. . No Policy -
BESPI_00201_DecFailuresFromDevi The number of decryption fa||.ures BES- Metric . . .
sent from the BlackBerry device . . no 60m Devices Devices Max 0.9 Minor
ce . S >Dispatcher | Collection
during the last collection interval.
only
BlackBerry
o L Enterprise
BESPI_00202_DispSRPConnnection Specifies whether the connection is .BES_ Threshold no 5m Connections Server Min 0.9 Critical
currently established. >Dispatcher | monitor -
Connection
States
BlackBerry
BESPI_00203_DispSRPConnectionE The number of errors en_countered for BES- Threshold . SRP .
the SRP connection during the last . . no 60m Connections . Max 0.9 Major
rrors o >Dispatcher | monitor Connection
collection interval. .
Failures
BESPI_00204_DispSRPQueuelengt The length of the transr_mssmn queue BES- Threshold BlackBerry BIackBe_rry .
(the number of transactions waiting to . . no 60m Transaction Max 25 Major
h >Dispatcher | monitor Performance
be sent). Queue Length
. BlackBerry Warning,
BESPI_00205_DispSRPLinkLatency The Ilnk_latency on the SRP .BES_ Threshold no 60m Connections SRP Link Max 25, 100, Minor,
connection for the BlackBerry Router. | >Dispatcher [ monitor 500 .
Latency Major
The number of bytes transferred BlackBerr
BESPI_00206_DispSRPBytesTransf |across the SRP connection for the BES- Threshold BlackBerry y . .
. . . no 60m SRP Transfer Min 0.9 Major
erred BlackBerry Router during the last >Dispatcher | monitor Performance Rate
collection interval.
The number of times the SRP BlackBerry
BESPI_00208_DispSRPReconnectF |connection for the BlackBerry Router BES- Threshold . SRP .
. . . . . no 60m Connections . Max 0.9 Major
ailures failed to reconnect during the last >Dispatcher | monitor Connection
collection interval. Failures
BlackBerry
. L Enterprise
BESPI_00209_DispDBConnection Specifies whether the connection is .BES_ Threshold no 5m Connections Server Min 0.9 Critical
currently established. >Dispatcher | monitor .
Connection
States
The number of transactions
transmitted to the BlackBerr BES- Threshold System BlackBerry
BESPI_00210_DispDBTrans mitted Y . . no 60m Y Database Max 10000 | Minor
Configuration Database during the >Dispatcher | monitor Resources :
o Transactions
last collection interval.
Page 9 of 25
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. . BB . .
Policy Policy Recom Graphing Alarming
. _ Max .
Policy Name Description Group Type | mende|Schedule] Category Graphname I\;n/ Threshold Severity
BlackBerry
. Enterprise
BESPI_00211_DispDBAvgRspTime The average response time for the .BES_ Threshold no 60m BlackBerry Server Max 500 Major
connection. >Dispatcher | monitor Performance
Response
Times
The time, in hundredths of seconds,
that the process takes to use the total
system's CPU resources during the )
BESPI_00212_DispCPUtime last collection interval. On a multi- .BES Thres_hold no 60m n/a no graph Max 10000 | Warning
. . >Dispatcher | monitor available
processor system, this value might
increase incrementally by more than
elapsed real time.
BESPI_00213_DispMemoryUse The amount of real system memory BES- | Threshold | | 60m nla no graph Max | 500000 | Warning
allocated to the process, in KB. >Dispatcher | monitor available
The number of threads that are BES- Threshold Svstem g‘il;m;irhg
BESPI_00214_DispProcThreads running in the BlackBerry Enterprise . . no 60m Y paten Max 30 Warning
. >Dispatcher | monitor Resources Processing
Server environment.
Threads
. . . BlackBerry
BESPI_00215_DispProcQueuelLengt [ The number of transactions pending BES- Threshold BlackBerry . .
. . . . no 60m Transaction Max 10 Major
h in the processing queue. >Dispatcher | monitor Performance
Queue Length
Specifies whether the high availability
BESPI_00216_DispHAmode mode of the component is primary or .BES Thres_hold no 60m n/a no graph Max 1.9 Major
>Dispatcher | monitor available
standby.
The status of the Dispatcher BES- Max Critical,
. >Dispatcher | Threshold h 3.9,29 Maj
BESPI_00217_DispStatus P resno no 5m n/a no grap ,2.9, | Major,
- - monitor available 1.9,0.9 | Warning,
Normal
The status of the Policy Service BES->Policy Max Critical,
Service Threshold h 3.9 29 Maj
BESPI_00300_PolSvcStatus resnodl o 5m n/a no grap 2.9, | Major,
- - monitor available 1.9,0.9 | Warning,
Normal
> i i
BESPI 00301 PolSvcProcThrea | 1€ Number of threads thatare | BES->Policy | o o 01 no graph Max 81 | Warning
- - running in the BlackBerry Enterprise Service . no 60m n/a X
ds . monitor available
Server environment.
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Policy Policy R:c?)m Graphing Alarming
Policy Name Description Group Type | mende|Schedule] Category Graphname Ml\;):]/ Threshold Severity
The number of transactions pending | BES->Policy | No Policy - 60m
BESPI_00302_PolSvcProcQLen In the processing queue. Service Mem? no n/a no graph n/a n/a n/a
Collection available
only
The time, in hundredths of seconds, BES->Policy Max 10000 Warning
that the process takes to use the total Service
system's CPU resources during the
) last collection interval. On a multi- Threshold no graph
BESPI_00303_PoISvcCPUTIMe | J0coccor <vstem. this value might peto | o 60m n/a vinek
increase incrementally by more than
elapsed real time.
BESPI_00304_PolSvcMemoryUs The amount of real system memory BES->|_30Iicy Threshold no graph Max 500000 | Warning
allocated to the process, in KB. Service . no 60m n/a X
e monitor available
BESPI_00305_PolSvcDBConnect|Specifies whether the connectionis | BES->Policy | Threshold no graph Min 0.9 Critical
ion currently established. Service monitor no om n/a available
The average response time for the BES->Policy | No Policy - 60m
BESPI_00306_PolSvcDBAvgRspTim |connection. Service Metric no graph
. no n/a . n/a n/a n/a
e Collection available
only
The name of the IT policy that was BES->Policy | No Policy - 60m
BESPI_00340_PolSvcUsrCfgPolNam|applied on the BlackBerry device. Service Metric no graph
. no n/a . n/a n/a n/a
e Collection available
only
The last time the IT policy was BES->Policy | No Policy - 60m
BESPI_00341_PolSvcUsrCfgPolTim |applied on the BlackBerry device Service Metric no graph
e successfully. Collection | " n/a available na na n/a
only
The status of the Synchronization BES- Max Critical,
Service. >Synchroniza| Threshold no graph 3.9, 2.9, Major,
BESPI_00400_SyncSvcStatus ion service | monitor | 1© 5m nla ava?lakﬁe 1909 |war r’} o,
Normal
The number of threads that are BES- Max 31 Warning
BESPI_00401_SyncSvcProcThre [running in the BlackBerry Enterprise  [>Synchroniza| Threshold no graph
ads Server environment. tion Service | monitor no 60m na available
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Policy Policy R:c?)m Graphing Alarming
Policy Name Description Group Type | mende|Schedule] Category Graphname Ml\;):]/ Threshold Severity
The number of transactions pending BES- No Policy - 60m
BESPI_00402_SyncSvcProcQLen In the processing queue. >_Synchr0r_1|za Mem? no n/a no graph n/a n/a n/a
tion Service | Collection available
only
The total number PIM sync messages BES- No Policy - 60m
BESPI_00403_SyncSvcMFHTransac |sent from BlackBerry devices (in >Synchroniza|  Metric no graph
. . - B . no n/a - n/a n/a n/a
tions transactions). tion Service | Collection available
only
The total number of organizer data BES- No Policy - 60m
BESPI_00404_SyncSvcMTHTransac [synchronization messages sent to >Synchroniza|  Metric no graph
tions BlackBerry devices (in transactions). | tion Service | Collection| ™ n/a available n/a n/a n/a
only
The time, in hundredths of seconds, BES- Max 10000 Warning
that the process takes to use the total | >Synchroniza
system's CPU resources during the tion Service
. last collection interval. On a multi- Threshold no araph
BESPI_00405_SyncSveCPUTIMe [0 ooccor sustem, this value might peto | o 60m nla ava?lakf}e
increase incrementally by more than
elapsed real time.
The amount of real system memory BES- Max 500000 | Warning
BESPI_00406_SyncSvcMemoryU|allocated to the process, in KB. >Synchroniza| Threshold no graph
) ) . no 60m n/a .
se tion Service | monitor available
Specifies whether the connection is BES- Min 0.9 Critical
BESPI_00407_SyncSvcDBConne|currently established. >Synchroniza| Threshold no graph
ction tion Service | monitor | "° om na available
The average response time for the BES- No Policy - 60m
BESPI_00408_SyncSvcDBAvgRspTi [connection. >Synchroniza| Metric no graph
me tion Service | Collection | ™° n/a available n/a n/a n/a
only
The number of errors encountered for BES- No Policy - 60m
the database connection. >Synchroniza| Metric no graph
BESPI_00409_SyncSvcConnErrs tion Service | Collection no n/a avagillakr))le n/a n/a n/a
only
The type of wireless network that the BES- . 60m
BlackBerry device is communicating |>Synchroniza No Pol!cy )
BESPI_00440_SyncSvcUsrCfgBNetT on (that is, GPRS, 3G, IDEN, CDMA, | tion Service Metrlf: no n/a no graph n/a n/a n/a
ype 802.11 or UNKNOWN). Collection available
only
age 120125
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. . BB . .
Policy Policy Recom Graphing Alarming
. . Max .
Policy Name Description Group Type | mende|Schedule] Category Graphname I\;n/ Threshold Severity
The type of wireless network that the BES- NG Poli 60m
BESP| 00441 SvncSveUsrCiaPh BlackBerry device is communicating |>Synchroniza OM olicy - h
N T YNCSVCUSILIGRNONe| oy (that is, GPRS, 3G, IDEN, CDMA, | tion Service c "et”,c no n/a no Q.’lrag} n/a nla nla
r 802.11 or UNKNOWN). ollection available
only
The model number of the BlackBerry BES- No Policy - 60m
BESPI_00442_SyncSvcUsrCfgModel |device. >Synchroniza| Metric no graph
: : . no n/a - n/a n/a n/a
Nr tion Service | Collection available
only
The version of the BlackBerry Device BES- No Policy - 60m
BESPI_00443_SyncSvcUsrCfgSWVe|Software running on the BlackBerry |>Synchroniza| Metric no graph
- . - - . no n/a - n/a n/a n/a
rsion device. tion Service | Collection available
only
The home network that the BES- NG Poli 60m
BESP| 00444 SvncSvcUsrCiaH BlackBerry device is associated with. [>Synchroniza OM olicy - h
N - —oYNCSVEUSILIGHOME [\ hen the user is roaming, the home | tion Service c "em_c no n/a no erag n/a n/a n/a
et network is not the same as the 0 eTtlon available
current network. only
The amount of flash memory BES- No Policy - 60m
BESPI_00460_SyncSvcUsrStatFillLe |available on the BlackBerry device.  |[>Synchroniza|  Metric no graph
: : . no n/a - n/a n/a n/a
vel tion Service | Collection available
only
The signal strength for the BlackBerry BES- NG Poli 60m
BESP| 00451 SvncSvcUsrStatC device. The typical range is -121 dBm [>Synchroniza OM olicy - h
- —SynesveUsrstatCoverly, 40 gBm. A value of -256 indicates | tion Service c "em.c no n/a no glrakﬁ n/a n/a n/a
age that no radio coverage is available. ollection available
only
The network that the BlackBerry BES- NG Poli 60m
BESP| 00462 SvncSveUsrStatCurtN device is currently associated with. >Synchroniza OM olicy - h
- _SynesveUsrStatCurmNlypen the user is roaming, the current| tion Service c "em,c no n/a no erag n/a n/a n/a
et network is not the same as the home 0 eTtlon available
network. only
The amount of battery power BES- No Policy - 60m
BESPI_00463_SyncSvcUsrStatBatPr [remaining on the BlackBerry device. |>Synchroniza| Metric no graph
: : . no n/a - n/a n/a n/a
ct tion Service | Collection available
only
The number of times that the
BlackBerry Controller restarted the BES- Threshold Controller
BESPI_00500_AttSvcRestarts . y_ . . no 60m Controller Service Max 0.9 Major
service during the last collection >Controller monitor Restarts
interval.
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. . BB . .
Policy Policy Recom Graphing Alarming
. . Max / .
Policy Name Description Group Type | mende|Schedule] Category Graphname . Threshold Severity
The number of times that the Controller
BESPI_00501_MsgAgentsSvcRestart| BlackBerry Controller restarted the BES- Threshold - .
. . . . no 60m Controller Service Max 0.9 Major
sNumber service during the last collection >Controller monitor
: Restarts
interval.
The number of times that the
BlackBerry Controller restarted the BES- Threshold Controller
BESPI_00502_SyncSvcRestarts . y . . no 60m Controller Service Max 0.9 Major
service during the last collection >Controller monitor
; Restarts
interval.
The number of times that the
BlackBerry Controller restarted the BES- Threshold Controller
BESPI_00503_PolicySvcRestarts . y . . no 60m Controller Service Max 0.9 Major
service during the last collection >Controller monitor
; Restarts
interval.
The number of times that the Controller
BESPI_00504_MDSConnSvcRestart |BlackBerry Controller restarted the BES- Threshold - .
) . . . no 60m Controller Service Max 0.9 Major
S service during the last collection >Controller monitor
; Restarts
interval.
The number of times that the Controller
BESPI_00505_DispatcherSvcRestart | BlackBerry Controller restarted the BES- Threshold - .
. . . . no 60m Controller Service Max 0.9 Major
S service during the last collection >Controller monitor
; Restarts
interval.
The number of times that the BES- Threshold Controller
BESPI_00506_RouterSvcRestarts BlackBerry Controller restarted the . no 60m Controller Service Max 0.9 Major
o L >Controller monitor
service in the last collection interval. Restarts
The time, in hundredths of seconds,
that the process takes to use the total
system's CPU resources during the )
BESPI_00507_ControllerCPUTime |last collection interval. On a multi- BES Thres_hold no 60m n/a no graph Max 10000 | Warning
. . >Controller monitor available
processor system, this value might
increase incrementally by more than
elapsed real time.
BESPI_00508_ControllerMemoryUse The amount of real SyStem memory BES- Thres_hold no 60m n/a no graph Max 500000 | Warning
allocated to the process, in KB. >Controller monitor available
Number of
BESPI_00509_NumActiveAgents The .”“”.‘ber of agents that are BES- Threshold no 60m Controller Actlvg Min 0.9 Major
running in the BlackBerry Dispatcher. | >Controller monitor Messaging
Agents
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Page 14 of 25




BlackBerrySPI_RefGuide

D]

. . BB . .
Policy Policy Recom Graphing Alarming
. _— Max / .
Policy Name Description Group Type | mende|Schedule] Category Graphname . Threshold Severity
Critical,
BESPI_00510 ControllerStatus [The controller status. BES- Thres_hold no 5m n/a no graph Max 39,29, Majc_>r,
- — >Controller monitor available 1.9,0.9 | Warning,
Normal
BlackBerry
BESPI_00600_RouterSRPConnectio |Specifies whether the connection is Threshold Enterprise
- - P . BES->Router . no 5m Connections Server Min 0.9 Critical
n currently established. monitor -
Connection
States
The length of the transmission queue BlackBerry
BESPI_00601_RouterSRPQueueLen (the number of transactions waiting to | BES->Router Thres_hold no 60m BlackBerry Transaction Max 25 Major
gth monitor Performance
be sent). Queue Length
BESPI_00602_RouterSRPLinkLatenc|The link latency on the SRP Threshold . BlackBerry 25, 100, | Vaming,
. BES->Router . no 60m Connections SRP Link Max Minor,
y connection for the BlackBerry Router. monitor 500 .
Latency Major
The number of bytes transferred BlackBerry
BESPI_00603_RouterSRPBytesTran |across the SRP conne_ctlon for the BES->Router Thres_hold no 60m BlackBerry SRP Transfer Min 09 Major
sferred BlackBerry Router during the last monitor Performance Graoh
collection interval. P
. No Policy -
The number of times the SRP .
BESPI_00604_RouterSRPReconnect connection for the BlackBerry Router | BES->Router Mem? no 60m n/a no graph n/a n/a n/a
Successes Collection available
succeeded to reconnect.
only
. BlackBerry
The number of times the SRP
BESPI_OOGOS_RouterSRPReconnect connection for the BlackBerry Router | BES->Router Thres_hold no 60m Connections SRP. Max 0.9 Major
Failures . monitor Connection
failed to reconnect. .
Failures
The time, in hundredths of seconds,
that the process takes to use the total
system's CPU resources during the Threshold no araoh
BESPI_00606_RouterCPUTime last collection interval. On a multi- BES->Router monitor no 60m n/a avagillatf?e Max 10000 | Warning
processor system, this value might
increase incrementally by more than
elapsed real time.
BESPI_00607_RouterMemoryUse The amount of real SyStem memory BES->Router Thres_hold no 60m n/a no graph Max 500000 | Warning
allocated to the process, in KB. monitor available
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Policy Policy Recom Graphing Alarming
. _ Max .
Policy Name Description Group Type | mende|Schedule] Category Graphname I\;n/ Threshold Severity
Number of
. The number of BlackBerry devices Device
BESPI_00608_RouterbevicesConne currently connected to the BlackBerry | BES->Router Threshold no 60m Devices |Connections to| Min 0.9 Major
cted monitor
Router. the Router
Service
The status of the Router. Critical,
BESPI_00609_RouterStatus BES->Router| |"eS1Od | g 5m nfa nograph Iy, | 3929, | Major,
- — monitor available 1.9,0.9 | Warning,
Normal
BESPI_AlertLog monitor Alert log file BES Add-on- Logfile no 15m n/a no graph n/a n/a Mln_or,
> Logs available Major
BESPI_AttachementLog monitor Attachemnt Service log file BES Add-on- Logfile no 15m n/a no graph n/a n/a Mln_or,
> Logs available Major
BESPI_BBManagerLog monitor BlackBerry Manager log file BES Add-on- Logfile no 15m n/a no graph n/a n/a Mln_or,
> Logs available Major
BESPI_BBServerLog mon_ltor BlackBerry Messaging Agent | BES Add-on- Logfile no 15m n/a no graph n/a n/a Mln_or,
log file > Logs available Major
BESPI_BBUALog monitor BBUA (resource kit) log file BES Add-on- Logfile no 15m n/a no graph n/a n/a Mln_or,
> Logs available Major
) 1 . . no graph .
BESPI_BESCoreServices WNMI service policy Auto-Deploy WMI yes im n/a available n/a n/a Major
BlackBerry no araoh
BESP|_BMSCoreServices * WMI service policy Monitoring WMI no Im n/a ava?labﬁe n/a n/a Major
Service
Zec;\r/]ilfzc:er'z Ell;ik??eer;y cl)\lnostzs;e(f:c;?\/needc\ior BES add-on-| o hold no graph Minor,
BESPI_CNTSPingResponse N9 P . > Service . no 15m n/a grap Max 10, 15, 20| Major,
log Messaging. For use with IBM monitor available -
' Health Critical
Lotus Domino only.
BESPI_Collect_Controller_5m CoIIect_the E.’ES Controller metrics BES- Schedule no 5m n/a no graph n/a n/a Cm'.cal ony
every five minutes >Controller available failure
BESPI_Collect_Controller_60m Collect the BES Controller metrics BES- Schedule no 60m n/a no graph n/a n/a Crltlpal ony
every hour >Controller available failure
BESPI_Collect_Dispatcher_5m CoIIect.the E.’ES Dispatcher metrics .BES_ Schedule no 5m n/a no graph n/a n/a Crltlpal ony
every five minutes >Dispatcher available failure
BESPI_Collect_Dispatcher_60m Collect the BES Dispatcher metrics .BES_ Schedule no 60m n/a no graph n/a n/a Crltlpal ony
every hour >Dispatcher available failure
age 16 of 25
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Policy Policy Recom Graphing Alarming
. _ Max .
Policy Name Description Group Type | mende|Schedule] Category Graphname I\;n/ Threshold Severity
. . BES- -,
BESPI_Collect_MsgAgent_1d Collect Messaging Agent metrics once >Messaging | Schedule no 24h n/a no graph n/a n/a Crltlpal ony
per day available failure
Agent
Collect Messaging Agent metrics BES- no graph Critical on
BESPI_Collect_MsgAgent_5m ) >ading Ag >Messaging | Schedule no 5m n/a grap n/a n/a ) |
every five minutes available failure
Agent
Collect Messaging Agent metrics BES- no graph Critical on
BESPI_Collect_MsgAgent_60m 9ing Ag >Messaging | Schedule no 60m n/a grap n/a n/a ) |
every hour available failure
Agent
BESPI Collect PolService 1d Collect Policy Service metrics once BES->EOI|cy Schedule o 24h n/a no graph n/a n/a Crltlf:al onj
- — - per day Service available failure
BESPI_Collect_PolService_5m C.ollec.t Policy Service metrics every BES->EOI|cy Schedule no 5m n/a no graph n/a n/a Crltlf:al on|
five minute Service available failure
BESPI_Collect_PolService_60m Collect Policy Service metrics every BES->EOI|cy Schedule o 60m n/a no graph n/a n/a Crltlf:al onj
hour Service available failure
BESPI_Collect_Router_5m Cgllect Router metrics every five BES->Router| Schedule no 5m n/a no graph n/a n/a Crltlpal onl
minute available failure
BESPI_Collect_Router_60m Collect Router metrics every hour BES->Router| Schedule no 60m n/a no graph n/a n/a Cm'.cal on
available failure
Collect Synchronization service BES- no graph Critical on
BESPI_Collect_SyncService_1d et oy >Synchroniza| Schedule no 24h n/a grap n/a n/a ) |
- — = metrics once per day ) . available failure
tion Service
Collect Synchronization service BES- no graph Critical on
BESPI_Collect_SyncService_5m -ct oy ) . >Synchroniza| Schedule no 5m n/a grap n/a n/a ) |
- — = metrics every five minutes ) . available failure
tion Service
. o . BES- -
BESPI_Collect_SyncService_60 [Collect Synchronization service . no graph Critical on|
. >Synchroniza| Schedule no 60m n/a - n/a n/a )
m metrics every hour ) . available failure
tion Service
BESPI_ControllerLog monitor Controller log file BES Add-on- Logfile no 15m n/a no graph n/a n/a Mln_or,
> Logs available Major
BESPI_DispatcherLog monitor BlackBerry Dispatcher log file BES Add-on- Logfile no 15m n/a no graph n/a n/a Mln_or,
> Logs available Major
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. _— Grou Recom Max / .
Policy Name Description P Type | mende|Schedule] Category Graphname . Threshold Severity
monitors BlackBerry Dispatcher BES add-on- Threshold no araoh Minor,
BESPI_DISPSystemHealthCheck service's \"system health check\" log > Service . no 15m n/a grap Max 20, 40,60 Major,
. monitor available S
Messaging Health Critical
Filter BlackBerry messages from the ) no graph Warning
BESPI_EventLog Windows Event Log Auto-Deploy | Schedule yes 5m n/a available n/a n/a on failure
BESPI_fs_spilo monitors the size of bespi_spi.log file | Auto-Deplo Threshold es 60m n/a no graph Max 100000 | Warnin
_Is_spiiog pL_sp!- 109 POY " monitor Y available 9
BESPI_fs_spitrace momtors the size of bespi_trace.log Auto-Deploy Thres_hold yes 60m n/a no graph Max 500000 | Warning
- = file monitor available
no graph Critical on]
Auto-Deploy | Schedule yes 60m n/a available n/a n/a failure
BESPI_getsize_spilog Get the size of bespi_spi.log file
no graph Critical on]
Auto-Deploy | Schedule yes 60m n/a available n/a n/a failure
BESPI_getsize_spitrace Get the size of bespi_trace.log file
monitors BlackBerry Server service's | BES add-on- Minor,
" . N . Threshold no graph .
BESPI_MAGTMsgSentHandheld \"Messaging sent to handheld\" log > Service . no 15m n/a - Max 10, 15, 20| Major,
; monitor available e
Messaging Health Critical
monitors BlackBerry Server service's | BES add-on- Threshold no araoh Minor,
BESPI_MAGTPingResponse \"PingResponse received\" log > Service . no 15m n/a grap Max 10, 15,20 Major,
: monitor available I
Messaging Health Critical
. o BES add-on- Warning,
BESPI_MAGTThreadHealthOK Tonltors BIackBerry"Server serwge s > Service Threshold no 15m n/a no graph Max 20, 40, 60| Major,
\"Thread health OK\" log Messaging monitor available -
Health Critical
. . i Message no graph Normal -
BESPI_opcmsg Messaging group policy template Auto-Deploy Interface yes n/a n/a available n/a n/a Critical
Storing Server related metrics in the BES- no araph wWarnin
BESPI_Perf_Srv_60m performance data store for reporting | >Performanc| Schedule no 60m n/a grap n/a n/a g
- - = . . available on failure
and graphing e Reporting
Storing User related metrics in the BES- no araph warnin
BESPI_Perf_Usr_1d performance data store for reporting | >Performanc| Schedule no 24h n/a grap n/a n/a g
- - = . . available on failure
and graphing e Reporting
Storing User related metrics in the BES- no araph warnin
BESPI_Perf_Usr_60m performance data store for reporting | >Performanc| Schedule no 60m n/a grap n/a n/a g
- - = . . available on failure
and graphing e Reporting
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Policy Policy Recom Graphing Alarming
. _ Max .
Policy Name Description Group Type | mende|Schedule] Category Graphname I\;n/ Threshold Severity
monitors BlackBerry Policy Server BES add-on- Warning,
. i . N . Threshold no graph .
BESPI_POLCPingResponse service's \"PingResponse received\ > Service . no 15m n/a - Max 10, 15, 20| Major,
. monitor available S
log Messaging Health Critical
BESPI_PolicyServiceLog monitor Policy Service log file BES Add-on- Logfile no 15m n/a no graph n/a n/a Mln_or,
> Logs available Major
BESPI_RouterLog monitor Router log file BES Add-on- Logfile no 15m n/a no graph n/a n/a Mln_or,
> Logs available Major
. v BES add-on- Warning,
BESPI_ROUTPingResponse monitors Router serylces\ Ping . > Service Threshold no 15m n/a no graph Max 10, 15, 20| Major,
Response received\" log Messaging monitor available I
Health Critical
BESPI_ServiceDiscovery Perform Service Discovery on Auto-Deploy | Schedule yes 60m n/a no graph n/a n/a Wa”.“”g
managed node available on failure
BESPI_ServiceTreeGeneration Generate/Update BlackBerry Service | BlackBerry Schedule no 60m n/a no graph n/a n/a Wa”.“”g
Tree on OM server SPI MgmtSv available on failure
BESPI SNMPT 2 Catch the SNMP Traps from the new Auto-Deplo SNMP s n/a n/a no graph n/a n/a Normal -
— raps MIB (BES 5.0) ploy Trap Y available Major
. i ' no graph Normal -
BESPI_SPILog Monitor the BESPI log Auto-Deploy | Lodfile yes 3m n/a available n/a n/a Critical
BESPI_SynchronisationLog r_nonltor Synchronization Service log | BES Add-on- Logfile no 15m n/a no graph n/a n/a Mln_or,
file > Logs available Major
monitors BlackBerry SyncServer BES add-on- Threshold no araoh Minor,
BESPI_SYNCPingResponse service's \"PingResponse received\" > Service . no 15m n/a grap Max 10, 15,20 Major,
. monitor available I
log Messaging Health Critical
total number of Messagings queued | BES Add-on-| Threshold no graph Wwarning,
BESPI-besTotMsgsPending . gings q . no 15m n/a grap Max 5,10,20 | Major,
for delivery to handhelds > SNMP monitor available Critical
. . Minor,
BESPI-besTotMsgsRecvdPerMin total number of Mes.,saglngs delivered | BES Add-on- Threshold o 15m n/a no graph Max 100, 150, Major,
to handhelds per min > SNMP monitor available 200 Critical
. Minor,
BESPI-besTotMsgsSentPerMin total number of Messaglngs sent from | BES Add-on- Threshold no 15m n/a no graph Max 100, 150, Major,
handhelds per min > SNMP monitor available 200 Critical
Normal,
BESPI-SNMPTraps_compat catch BES traps BES Add-on-| = SNMP no n/a n/a no graph n/a n/a Minor,
> SNMP Trap available Major

Software Version 03.10
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Alarming
Max /
Min

Threshold Severity
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BlackBerry SPI Tools and Applications

Tool Toolgroup Running on Description
Create Report Data Store BESPI Performance Node Create the Report Data Store
Delete Report Data Store BESPI Performance Node Delete the Report Data Store
Data Storing on BESPI Performance Node Start Performance Data Storing
Data Storing off BESPI Performance Node Stop Performance Data Storing
Configure SPI for BES BESPI Administration Node Configure the BlackBerry SPI for a BlackBerry Enterprise Server
Update SPI configuration for BE{BESPI Administration Node Update the BlackBerry SPI configuration for BlackBerry Enterprise Server
Delete SPI Configuration BESPI Administration Node Delete the BlackBerry SPI configuration and cleanup environment
Updates various SPI settings maintained in the central SPI configuration
Configuration File Update BESPI Administration Node file like SNMP port and host, TNS Mode and Prefix and other
BlackBerry Service Discovery [BESPI Administration Node Discover the BlackBerry Service for a faster Service Tree Update
BlackBerry SPI on BESPI Administration Node Switch on BlackBerry SPI
BlackBerry SPI off BESPI Administration Node Switch off BlackBerry SPI
License List BESPI Administration Server List all BlackBerry SPI licenses added on the management server
License Check BESPI Administration Node Check if the BlackBerry SPI license is valid for the selected node
License Add BESPI Administration Server Add new BlackBerry SPI License
Import Java Certificate BESPI Administration Node Imports a certificate from a specified keystore to the JRE keystore.
Trace Enable BESPI Administration Node Enable Tracing on the BES server
Trace Disable BESPI Administration Node Disable Tracing on the BES server
Assign BESPI ServiceTree BlackBerry Administration Server Assign BlackBerry Domain Service Tree to selected operator
Resend Service Book BlackBerry Administration Node Resend the service book to a specified user. Requires admin authority.
Kill a handheld device of a user with delay an user override (uo). Requires
Kill Device BlackBerry Administration Node admin authority.
Send a message to a recipient with a specific subject. Requires admin
Send Message BlackBerry Administration Node authority.
Lookup Device ID BlackBerry Administration Node Lookup the device ID of a specific user. Requires admin authority.
Cancel Kill Device BlackBerry Administration Node Cancel the kill command for a specific user. Requires admin authority.
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BlackBerry SPI Performance Manager Graphs

Graph Description Category Graph Type Metrics Y Axis
BlackBerry Enterprise Server Connection [On-demand graph for the connection status Connections line 00100
States between the BES components and the SRP and 00102
database 00202
00209
00600
BlackBerry Enterprise Server Response |The average response time for the connections  |BlackBerry Performance |[line 00101
Times 00104
00211 [milliseconds
BlackBerry Database Transactions The number of transactions transmitted to the System Resources area/ line 00103 [number of transactions
BlackBerry Configuration Database during the last 00210
collection interval
BlackBerry Transaction Queue Length The number of transactions pending in the BlackBerry Performance |area /line 00111 ([number of transactions
processing queue. 00204
00215
00601
BlackBerry Message Queue Status The number of messages that are pending Messaging Agent area /line
delivery or expired for all BlackBerry devices over
the wireless network. 00112 |number of messages
Transactions Detectected via Rescans In the BlackBerry Enterprise Server for Microsoft |System Resources area/ line number of transactions
Exchange and for Novell GroupWise, it is the
number of new messages found during a rescan.
00113
BlackBerry Message Status The number of messages that are pending Messaging Agent area/ line Number of Messages
delivery or expored for all BlackBerry devices over
the wireless network. 00114
Messaging Agent Number of Hung The number of user threads that are detected to  [System Resources area/ line number of threads
Threads be hung. 00115
BlackBerry SRP Connection Failures The number of reconnection failures and Connections line 00203 [number of failures
successes 00208
00604
00605
BlackBerry SRP Link Latency The link latency on the SRP connection. Connections areaorline  |00205 |milliseconds
00602
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Graph Description Category Graph Type Metrics Y Axis
BlackBerry SRP Transfer Rate The number of bytes transferred across the SRP  |BlackBerry Performance |area/ line number of bytes
connection during the last collection interval.
00206
Number of Dispatcher Processing Threads [The number of threads that are running in the System Resources area /line number of threads
BlackBerry Enterprise Server environment.
00214
Controller Service Restarts The number of times that the BlackBerry Controller area/ line 00500 |number of restarts
Controller restarted the service during the last 00501
collection interval. 00502
00503
00504
00505
00506
Number of Active Messaging Agents The number of agents that are running in the Controller area /line number of agents
BlackBerry Dispatcher. 00509
BlackBerry SRP Transfer Graph The number of bytes transferred across the SRP  |BlackBerry Performance |area/ line number of bytes
connection during the last collection interval.
00603
Number of Device Connections to the The number of BlackBerry devices currently Devices area /line number of devices
Router Service connected to the BlackBerry Router. 00608
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SNMP Traps from BESPI_ SNMPTraps

OID

Event Name

Description

.1.3.6.1.4.1.3530.6.7.10.30.2

besagentEventsGroupServiceStartEvent

Specifies that the service for the component has started.

.1.3.6.1.4.1.3530.6.7.10.30.3

besagentEventsGroupServiceStopEvent

Specifies that the service for the component has
stopped.

.1.3.6.1.4.1.3530.6.7.10.30.5

besagentEventsGroupFailedUserStartEvent

The name of the user that failed to initialize.

.1.3.6.1.4.1.3530.6.7.10.40.3

besagentMailGroupHungThreadEvent

A processing thread for the BlackBerry Messaging Agent
that stops responding and processing requests.

.1.3.6.1.4.1.3530.6.7.10.90.20.2

besagentDatabaseConnEventsGroupConnectEvent

Specifies that the connection has been established.

.1.3.6.1.4.1.3530.6.7.10.90.20.3

besagentDatabaseConnEventsGroupDisconnectEvent

Specifies that the connection has been lost.

.1.3.6.1.4.1.3530.6.7.10.110.15.2

besagentDispatcherConnEventsGroupConnectEvent

Specifies that the connection has been established.

.1.3.6.1.4.1.3530.6.7.10.110.15.3

besagentDispatcherConnEventsGroupDisconnectEvent

Specifies that the connection has been lost.

.1.3.6.1.4.1.3530.6.7.15.40.2

dispatcherEventsGroupServiceStartEvent

Specifies that the service for the component has started.

.1.3.6.1.4.1.3530.6.7.15.40.3

dispatcherEventsGroupServiceStopEvent

Specifies that the service for the component has
stopped.

.1.3.6.1.4.1.3530.6.7.15.70.40.2

dispatcherUsersEventsGroupDecryptionEvent

Specifies that a decryption failure has occurred.

.1.3.6.1.4.1.3530.6.7.15.90.20.2

dispatcherDatabaseConnEventsGroupConnectEvent

Specifies that the connection has been established.

.1.3.6.1.4.1.3530.6.7.15.90.20.3

dispatcherDatabaseConnEventsGroupDisconnectEvent

Specifies that the connection has been lost.

.1.3.6.1.4.1.3530.6.7.15.120.20.2

dispatcherRouterSRPConnSRPConnEventsGroupConnectEvent

Specifies that the connection has been established.

.1.3.6.1.4.1.3530.6.7.15.120.20.3

dispatcherRouterSRPConnSRPConnEventsGroupDisconnectEvent

Specifies that the connection has been lost.

.1.3.6.1.4.1.3530.6.7.30.30.2

controllerEventsGroupServiceStartEvent

Specifies that the service for the component has started.

.1.3.6.1.4.1.3530.6.7.30.30.3

controllerEventsGroupServiceStopEvent

Specifies that the service for the component has
stopped.

.1.3.6.1.4.1.3530.6.7.35.30.2

routerEventsGroupServiceStartEvent

Specifies that the service for the component has started.

.1.3.6.1.4.1.3530.6.7.35.30.3

routerEventsGroupServiceStopEvent

Specifies that the service for the component has
stopped.

.1.3.6.1.4.1.3530.6.7.35.120.20.2

routerSRPConnSRPConnEventsGroupConnectEvent

Specifies that the connection has been established.

.1.3.6.1.4.1.3530.6.7.35.120.20.3

routerSRPConnSRPConnEventsGroupDisconnectEvent

Specifies that the connection has been lost.
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SNMP Traps from BESPI SNMPTraps_compat

oID Event Name Description

.1.3.6.1.4.1.3530.5.9.1 besSRPConnectEvent SRPConnect state.

.1.3.6.1.4.1.3530.5.9.3 Event related to detection of hung threads in Exchange
besHungThreadEvent BES.

.1.3.6.1.4.1.3530.5.10.3005

besMailServerUp

Connection to mail server is restored.

.1.3.6.1.4.1.3530.5.10.3006

besMailServerDown

Connection to mail server appears to be dropped.

.1.3.6.1.4.1.3530.5.10.3007

besMDStoBESConnectionEstablished

MDS to BES connection established.

.1.3.6.1.4.1.3530.5.10.3008

besMDStoBESConnectionDropped

MDS to BES connection dropped.

.1.3.6.1.4.1.3530.5.10.3011

mdsStarted

MDS server has started.

.1.3.6.1.4.1.3530.5.10.3012

mdsStopped

MDS server has stopped.

.1.3.6.1.4.1.3530.5.10.3013

mdsDBConnectionEstablished

MDS server has established connection to the
Database.

.1.3.6.1.4.1.3530.5.10.3014

mdsDBConnectionDropped

MDS server has dropped the connection to the
database.

.1.3.6.1.4.1.3530.5.10.3015

besMailAgentStarted

Mail agent has started.

.1.3.6.1.4.1.3530.5.10.3016

besMailAgentStopped

Mail agent has stopped.

.1.3.6.1.4.1.3530.5.50.10.3101

dispSRPConnectionEstablished

Dispatcher to SRP Connection established.

.1.3.6.1.4.1.3530.5.50.10.3102

dispSRPConnectionDropped

Dispatcher to SRP Connection dropped.

.1.3.6.1.4.1.3530.5.50.10.3103

dispStarted

Dispatcher server has started.

.1.3.6.1.4.1.3530.5.50.10.3104

dispStopped

Dispatcher server has stopped.

.1.3.6.1.4.1.3530.5.50.10.3105

dispDBConnectionEstablished

Dispatcher to database connection established.

.1.3.6.1.4.1.3530.5.50.10.3106

dispDBConnectionDropped

Dispatcher to database connection dropped.

.1.3.6.1.4.1.3530.5.55.10.3201

routSRPConnectionEstablished

Router to SRP Connection established.

.1.3.6.1.4.1.3530.5.55.10.3202

routSRPConnectionDropped

Router to SRP Connection dropped.

.1.3.6.1.4.1.3530.5.55.10.3203

routStarted

Router server has started.

.1.3.6.1.4.1.3530.5.55.10.3204

routStopped

Router server has stopped.
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