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Welcome to This Guide

Welcome to HP SOA Systinet, the foundation of Service Oriented Architecture, providing an enterprise
with a single place to organize, understand, and manage information in its SOA. The standards-based
architecture of SOA Systinet maximizes interoperability with other SOA products.

How This Guide Is Organized

HP SOA Systinet Installation Guide describes the prerequisites and process of installing HP SOA Systinet
to your enterprise.

It contains the following parts:

Part |, “Before Installing”. Preparing your enterprise system for HP SOA Systinet

Part 11, “ Deploying SOA Systinet To Application Servers’. A guideto setting up the J2EE application
servers hosting SOA Systinet and deploying the SOA Systinet EAR files.

Part 111, Installing SOA Systinet Components’. A guideto using the SOA Systinet installers. These
installers can automatically deploy SOA Systinet components to the JBoss application server. For other
servers, they create EAR files which you deploy using the application server'stools.

Part IV, " After Installation”. A guideto thelikely next stepsand whereto find the information required



Document Conventions

The typographic conventions used in this document are;

run.bat make

Script name or other executable command plus mandatory arguments.

[--help]

A command-line option.

either | or

A choice of arguments.

repl ace_val ue

A command-line argument that should be replaced with an actual value.

{argl | arg2}

A choice between two command-line arguments where one or the other is
mandatory.

rmdir /S /Q SystenB2

Operating system commands and other user input that you can type on the
command line and press Enter to invoke. Itemsinitalics should be replaced
by actual values.

C:\ Systemi ni

Filenames, directory names, paths and package names.

a. append(b);

Program source code.

server. \Version

Aninline Java or C++ class name.

get Ver si on() Aninline Java method name.
Shift-N A combination of keystrokes.
Service View A label, word or phrase in a GUI window, often clickable.

New->Service

Menu choice.




Documentation Updates

This manual's title page contains the following identifying information:

e Software version number

e Document release date, which changes each time the document is updated

» Software release date, which indicates the release date of this version of the software

To check for recent updates, or to verify that you are using the most recent edition of a document, go to:

http://ovweb.exter nal.hp.com/Ipe/doc_serv/


http://ovweb.external.hp.com/lpe/doc_serv/

Support
Mercury Product Support

Y ou can obtain support information for products formerly produced by Mercury as follows:

e If you work with an HP Software Services Integrator (SV1) partner (http://h20230.www2.hp.-
com/svi_partner_list.jsp), contact your SV agent.

» If you have an active HP Software support contract, visit the HP Software Support Web site and use
the Self-Solve Knowledge Search to find answers to technical questions.

* For the latest information about support processes and tools available for products formerly produced
by Mercury, we encourage you to visit the Mercury Customer Support Web site at: http://hp.-
com/go/hpsoftwar esupport.

e For the latest information about support processes and tools available for products formerly produced
by Systinet, we encourage you to visit the Systinet Online Support Web site at: http://www.systinet.-
com/support/index.

» If you have additional questions, contact your HP Sales Representative.
HP Software Support

Y ou can visit the HP Software Support Web site at:
http://www.hp.com/go/hpsoftwar esuppor t

HP Software online support provides an efficient way to access interactive technical support tools. Asa
valued support customer, you can benefit by using the support site to:

e Search for knowledge documents of interest
e Submit and track support cases and enhancement requests
» Download software patches

+ Manage support contracts
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e Look up HP support contacts

» Review information about available services

Enter into discussions with other software customers
e Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also require a
support contract. To find more information about access levels, go to: http://h20230.www2.hp.-
com/new_access levels.jsp

To register for an HP Passport D, go to: http://h20229.www2.hp.com/passport-registration.html
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Part I. Before Installing

Beforeinstalling SOA Systinet, check that you meet system requirements, design your deployment and set
up your database. These topics are covered in the following chapters:

» Prerequisites on page 15
»  Supported Platforms on page 17
» Designing Your Deployment on page 19

» Database Setup on page 23






1 Prerequisites

The following hardware and softwareis required for running SOA Systinet:

Hardware

Hardware requirements vary depending on sizing and deployment type (see Designing Y our Deployment
on page 19). For adistributed, production environment, the requirements are:

» For each physical node, an Intel Pentium Dual Core processor, 2 GB RAM, 1 GB free disk space and
anetwork card that supports 1 Gh/sec.

e Network bandwidth of 1 Gb/sec or higher.

For development and eval uation purposes, SOA Systinet can run on a single machine, even on a notebook.
The hardware requirementsin this case are;

* Intel Pentium IV processor, 1 GB RAM, 1 - 2 GB free disk space and a network card that supports 100
Mb/sec.

e Network bandwidth of 100Mb/sec or higher.

Software
Each physical node must have the following software;

e A JDK and a J2EE application server from the list in Supported Platforms on page 17. The application
server must use this JDK.

e A JAVA HOVE environment variable set to point to the Java JDK used by the host J2EE application server.

» Accessto asupported database from Supported Platforms on page 17.

15
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2 Supported Plattorms

The following tables present combinations of application servers, JDKs and backend databases that we
support. Onetableis given for each supported operating system. These tables are:

e Tablelonpagel7
e Table2onpage 18
e Table3onpage 18
e Table4 on page 18

e Table5on page 18

Table 1. Supported Platformson Windows

Windows Server 2003 and XP SP 2 on x86 Platform
J2EE Application Server Java JDK Relational Database
JBoss® 4.0.5 Sun JDK 1.4.2 13 or later, Oracle 10g
1.5.0_09 or later
BEA® WebLogic Server ® 9.2.2 | Sun JDK 1.5.0_09 or later Oracle 10g
IBM WebSphere® 6.1.0.3 IBM JDK 1.5 DB2 version 9.1

17



Table 2. Supported Platformson Linux

RedHat Enterprise Linux 4.0 ES on x86 Platform

J2EE Application Server Java JDK Relational Database
JBoss® 4.0.5 Sun JDK 1.4.2 13 or later, Oracle 10g
1.5.0 09 or later
BEA® WebL ogic Server ® 9.2.2 | Sun JDK 1.5.0_09 or later Oracle 10g
IBM WebSphere® 6.1.0.3 IBM JDK 1.5 Oracle 10g

Table 3. Supported Platformson Solaris

Solaris 10 on Sparc Platform

J2EE Application Server Java JDK Relational Database
JBoss® 4.0.5 Sun JDK 1.4.2 13 or later, Oracle 10g

1.5.0 09 or later
BEA® WebL ogic Server ® 9.2.2| Sun JDK 1.5.0_09 or later Oracle 10g

Table 4. Supported Platformson Al X

Al X 5L 5.3 on Power PC

J2EE Application Server Java JDK Relational Database
IBM WebSphere® 6.0.1.2 IBM JDK 1.4 DB2version 8.1.1.9
IBM WebSphere® 6.1.0.3 IBM JDK 1.5 DB2 version 9.1

Table5. Supported Platformson HP-UX

HP-UX 11.23 and 11.31 on Itanium

J2EE Application Server Java JDK Relational Database

JBoss® 4.0.5 HP JDK 1.5.0 09 or later Oracle 10g

BEA® WebL ogic Server ® 9.2.2 | HP JDK 1.5.0 09 or later Oracle 10g
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3 Designing Your Deployment

HP SOA Systinet can be deployed on awide range of scales. Y ou have to design your deployment to match
the scale of your network and your own J2EE application installation procedures. Broadly speaking, there
are two types of deployment:

e Development. To evaluate the product, you can deploy it on asingle machine.

e Production. To use SOA Systinet in aproduction environment, cluster it with its componentsinstalled
on separate nodes.

Development

If you are adeveloper, CIO, or other IT manager who wants to learn the functions of SOA Systinet, thisis
the correct type of deployment for you. It should be on one machine and preferably on one J2EE server
instance. The simplest approach isto deploy SOA Systinet to the JBoss application server. Usetheinstallation
wizard to deploy the product to JBoss, following default settings. Server configuration for JBossishandled
within thiswizard and in the serverstart and serverst op scripts. If you use an application server other than
JBoss, theinstallation wizard can only create EAR files, which you then depl oy using the application server's
tools. You also have to modify server classpaths, configure IMS and set Java properties yourself.

Production

Deploying SOA Systinet for use in a production environment is complex. Different components of SOA
Systinet areinstalled to different machines, and arelikely to be clustered aswell. A schematic of aproduction
deployment is shown in Figure 1. If you are creating such a deployment, you should already have a set of
tools and procedures for deploying J2EE applications and managing relational databases.

19



Figure 1. Production Environment Deployment
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When you deploy SOA Systinet to a production environment you might need to install the SOA Systinet
components non-interactively or install them using a reuseable installation configuration. The installation

wizard generates an XML property file with the installer configuration. Thisfile can be edited and used in
anon-interactive installation.

SSO, Reporting, Platform must share the same database.
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Sizing
The number of users per physical node depends on whether all SOA Systinet components are installed to

the same node or whether SOA Systinet is distributed with each component hosted on its own standalone
server or cluster. The numbers are as follows:

Table 6. Users per Physical Node

ComponentsInstalled to Same Node

Typeof core Usersper core
32-bit Xeon 3.0GHz 20
64-bit Xeon 3.0GHz 35

Distributed Installation
Typeof core Usersper core
Xeon 6160 3.0GHz 70

The database requires at least a 2x dual core Xeon 5160 3.0GHz core and 10,000 RPM disks for every 200
users.

Minimum heap configuration follows. If any server runs out of memory, increase the heap sizes.
*  MaxPermSize at least 128MB
* Max heap size per processor:

e SS0: 512 MB

« PM: 1368 MB

e Platform: 768 MB

e Reporting: 768 MB

e On multiple processor machines using Sun JDK, set - xx: +UsePar al | el GC.

Designing Your Deployment 21



JDBC connection pool size should be at least equal to the number of expected concurrent users. HTTP
thread size should be at least equal to 2 times the number of expected concurrent users.
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4 Database Setup

The databases hosting SOA Systinet repository datamust be set up correctly beforeyou install SOA Systinet
components. The following sections describe how to set up the database:

e Setting Up DB2 on page 23

e Setting Up Oracle on page 23

Setting Up DB2

Configure the DB2 database as follows for use with SOA Systinet:

e Set up the database to use the UTF-8 Code Set.

* Install optional DB2 Net Search Extender if you plan to use the SOA Systinet full text search feature.

e If it does not exist, create a system temporary tablespace with at least 16k page size. You must first
create a new bufferpool with a minimum page size of 16k.

» If SOA Systinet Full Text Search will be enabled, set up indexes on DB2 as described in Creating Full
Text Search Indexes on DB2 on page 106.

Setting Up Oracle
Set up Oracle according to which of the following scenarios apply to your use case:

e Oracle with SOA Systinet on page 24 — All cases where you combine SOA Systinet with the Oracle
database

*  Oraclewith WebSphere on page 24 — Use cases where you combine Oraclewith SOA Systinet deployed
to the WebSphere application server.
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Oracle with SOA Systinet
Configure the Oracle database as follows for use with SOA Systinet:

*  Set up your database to use the Unicode (AL32UTF8) character set and local character set. UTF-8is
the preferred encoding.

e Includethe "Oracle Text" extension when installing Oracle. Otherwise, the SOA Systinet installation
fails due to SOA Systinet's Full Text Search feature. The "Oracle Text" extension is applied to Oracle
by default.

» If SOA Systinet Full Text Search will be enabled, set up Oracle indexing as described in Creating Full
Text Search Indexes on Oracle on page 107.

Oracle with WebSphere

Configure the Oracle database to support WebSphere with XA transactions over Oracle datasources. As
user SY'S, run the following commands on your Oracle server:

grant select on pending_trans$ to public;

grant select on dba_2pc_pending to public;

grant select on dba_pending_transactions to public;
grant execute on dbns_systemto <user>;

24 Chapter 4



Part Il. Deploying SOA Systinet To
Application Servers

The components of SOA Systinet are deployed to J2EE application servers. This part is a guide to setting
up each supported J2EE server and deploying SOA Systinet to that server.

This part contains the following chapters:

e Installing SOA Systinet on JBoss on page 27. A high-level view of using the SOA Systinet installers
to automatically install SOA Systinet to the JBoss server, along with post-installation JBoss setup and
launch instructions.

» Deploying SOA Systinet to WebL ogic on page 37. Instructions for setting up a WebL ogic profile and
its clusters and servers to host SOA Systinet. Instructions on deploying SOA Systinet EAR filesto the
profile's servers.

» Deploying SOA Systinet to WebSphere on page 55. Instructions for setting up a WebSphere domain
and its clusters and serversto host SOA Systinet. Instructions on deploying SOA Systinet EAR filesto
the domain's servers.






5 Installing SOA Systinet on JBoss

Installation to JBoss requires|ess setup than installation to other J2EE servers. The SOA Systinet installation
wizards automate deployment. They set up datasources and JIM S on the host JBoss servers and then deploy
the SOA Systinet EAR files. Theinstaller also creates a script for setting up the server environment and
launching JBossin simple deployment scenarios. After installation you must still configure the JBoss server,
however. Installation to JBoss is described in these sections:

» High-level JBoss Installation Procedure on page 27
e Setting Up the JBoss Server on page 28

* Launching SOA Systinet on JBoss on page 36

High-level JBoss Installation Procedure

The SOA Systinet component installers automatically configure and install SOA Systinet on the JBoss
application server. Y ou do not need to configure the JBoss server prior to installation. Install the components
of SOA Systinet in the following order, regardiess of what type of deployment you have designed (see
Designing Y our Deployment on page 19).

1 Install the SSO service. See Installing the Single Sign-On Service on page 75.

2 Configure the SSO host JBoss server as necessary. See Setting Up the JBoss Server on page 28.
3 Launch the SSO service. See Launching SOA Systinet on JBoss on page 36.

4 Install Reporting Service. See Installing Reporting Service on page 89

5  Configure the Reporting Service host JBoss server as necessary. See Setting Up the JBoss Server on
page 28.

6 Launch the Reporting Service JBoss server. See Launching SOA Systinet on JBoss on page 36
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7 Install SOA Systinet Platform. See Installing Platform on page 95

8  Configurethe SOA Systinet Platform host JBoss server as necessary. See Setting Up the JBoss Server
on page 28.

9  Launch SOA Systinet Platform. See Launching SOA Systinet on JBoss on page 36

10 Launch SOA Systinet. See Launching SOA Systinet on JBoss on page 36.

Setting Up the JBoss Server

Y ou need to modify the JBoss application server for it to host SOA Systinet, particularly in production
environments. These modifications are covered in the following sections:

e JBoss JMS Configuration on page 28. Configure JBoss to use the Oracle or DB2 database instead of
the default HSQLDB.

* Modifying the JBoss Run Script on page 33. Configure the JBossrun script. If you are using the SOA
Systinet serverstart script, you still have to edit the memory alocation in the run script.

»  Setting Datasource MaxPool Size on page 34. | ncrease the datasource maximum pool sizefor production
deployments.

e Configuring JBoss When SOA Systinet Uses Non-default Ports on page 35. If you set the SOA Systinet
endpoint to use ports other than the default 8080 and 8443, enable these ports on JBoss.

e Encrypting Datasource Passwords on page 36. Encrypt the datasource password.
JBoss JMS Configuration

JBoss uses IM S preconfigured for HSQLDB, which is sufficient for lightweight use in evaluation
deployments. However it has difficulty with large numbers of requests. For production deployments the
JMSS service should be configured to use Oracle or DB2. Follow one of these procedures for changing the
JMS configuration:

* Using Oracle DSin Non-Clustered Deployments on page 29

e Using Oracle DS in Clustered Deployments on page 30
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* Using DB2 DSin Non-Clustered Deployments on page 30

* Using DB2 DS in Clustered Deployments on page 32

Using Oracle DS in Non-Clustered Deployments

To set up JBoss IMS to use the Oracle DS in non-clustered deployments:

1 Copy the Oracle JDBC driver oj dbc14. j ar t0 JBOSS_HOVE/ server/ defaul t/1ib.

2  Deletethefile JB0sS_HOVE/ ser ver/ def aul t/ depl oy/ hsql db-ds. xmi .

3 Copy JBOSS_HOMVE/ docs/ exanpl es/ j cal or acl e-ds. xm tO JBOSS_HOME/ ser ver / def aul t/ depl oy.

4 Inthenew copy of oracl e-ds. xn , edit the connecti on-url , user - nane and passwor d €lementsto match your
local environment.

5 Change the value of thej ndi - nare element from o acl eDS tO Def aul t DS.

6 Add amx-pool -si ze element at the same level as passwor d, user - nane and dri ver - cl ass. Set the value of
max- pool - si ze t0 the maximum number of parallel served execution requests (must be less than the
number of parallel served users) plus the number of parallel processed executions (~5).

7 Saveoracle-ds.xnl .
8  Deletethefile JB0sS_HOVE/ ser ver/ def aul t/ depl oy/ j ms/ hsgl db- j dbc2- servi ce. xni .

9  Copy JBCSS_HOVE/ docs/ exanpl es/ j ms/ or acl e-j dbc2- servi ce. xnl into the folder j boss-
4.0.5. GN server/def aul t/ depl oy/j ms

10 Inthe new copy of oracl e-j dbc2- servi ce. xn , replace the string o acl eDS with Def aul t DS.
11 Saveoracl e-j dbc2-servi ce. xni .

12 Open JBCSS_HOVE! ser ver / def aul t/ depl oy/ j ms/ j ms-ds. xm and set the max- pool - si ze €lement to the maximum
number of parallel served execution requests.

13 Open JBOSS_HOMVE! ser ver/ def aul t / depl oy/ j bossweb-t ontat 55. sar / server . xni and Set the maxThr eads attribute
to the maximum number of parallel served users.

Installing SOA Systinet on JBoss 29



Using Oracle DS in Clustered Deployments

To set up JBoss IMS to use the Oracle DS in clustered deployments (al | in the path refers to a copy of the
all configuration folder):

1

2

13

Copy the Oracle JDBC driver oj dbc14. j ar t0 JBOSS_HOMVE/ server/all/1ib.
Delete the file JB0SS_HOVE/ ser ver/ al | / depl oy/ hsql db-ds. xni .
Copy JB0SS_HOVE/ docs/ exanpl es/ j cal oracl e-ds. xm 1O JBOSS_HOVE/ ser ver/ al | / depl oy.

Inthe new copy of oracl e-ds. xn , edit theconnecti on-url , user - nane and passwor d elementsto match your
local environment.

Change the value of thej ndi - name €element from o acl eDS tO Def aul t DS.

Add anax- pool - si ze element at the same level as passwor d, user - nane and dri ver - ¢l ass. Set the value of
max- pool - si ze t0 the maximum number of parallel served execution requests (must be less than the
number of parallel served users) plus the number of parallel processed executions (~5).

Saveoracl e-ds. xni .
Delete the file JBOSS_HOVE/ ser ver/ al | / depl oy- hasi ngl et on/ j ms/ hsql db- j dbc2- servi ce. xm .

Copy JBOSS_HOVE/ docs/ exanpl es/ j ms/ or acl e-j dbc2- servi ce. xni into the folder j boss-
4.0.5. G server/al | / depl oy- hasi ngl eton/j ns

In the new copy of oracl e-j dbc2- servi ce. xnl , replace the string or acl eDS with Def aul t DS.
Saveoracl e-j dbc2- servi ce. xn .

Open JBOSS_HOVE! ser ver/ dal | / depl oy/ j ms/ haj ndi - j ns-ds. xm and set the max- pool - si ze element to the
maximum number of parallel served execution reguests.

Open JBOSS_HOVE/ ser ver/ al | / depl oy/ j bossweb-t ontat 55. sar/ server . xnl and Set the maxThr eads attribute to
the maximum number of parallel served users.

Using DB2 DS in Non-Clustered Deployments

To set up JBoss IMS to use the DB2 DS in non-clustered deployments:

30
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Download a copy of JBoss 4.2.x. You need it for Step 11.

Copy the DB2 JDBC driversdb2j cc. jar and db2j cc_l i cense_cu. j ar t0 JBOSS_HOME/ ser ver/ def aul t/ 1 b.
Delete the file JBosS_HOVE ser ver/ def aul t/ depl oy/ hsql db- ds. xn

Copy JBOSS_HOMVE/ docs/ exanpl es/ j cal db2- ds. xm tO JBOSS_HOVE/ ser ver/ def aul t/ depl oy.

In the new copy of db2-ds. xm , edit the connecti on-url , user - nane and passwor d €l ements to match your
local environment.

Change the value of thedri ver - cl ass element to com i bm db2. j cc. DB2Dx i ver .
Change the value of thej ndi - name element from DB2DS tO Def aul t DS.

Add anmax- pool - si ze element at the same level as passwor d, user - nane and dri ver - ¢l ass. Set the value of
max- pool - si ze t0 the maximum number of parallel served execution requests (must be less than the
number of parallel served users) plus the number of parallel processed executions (~5).

Save db2-ds. xni .
Delete the file JB0SS_HOVE/ ser ver/ def aul t/ depl oy/ j ms/ hsgl db- j dbc2- servi ce. xni .

Copy JBOSS_HOVE/ docs/ exanpl es/ j ms/ db2-j dbc2- servi ce. xm into the folder j boss-
4.0.5. GA server/defaul t/depl oy/jns

» Thefiledb2-j dbc2-service. xm has to be taken from a copy of JBoss version 4.2.x as version
4.0.5 does not contain it.
In the new copy of db2-j doc2-servi ce. xnl , replace the string DB2DS with Def aul t DS.
Save db2-j dbc2- servi ce. xni .

Open JBoSS_HOVE ser ver / def aul t/ depl oy/ j ms/ j ms-ds. xmt and set the max- pool - si ze element to the maximum
number of parallel served execution requests.

Open JBOSS_HOME/ ser ver / def aul t/ depl oy/ j bossweb- t ontat 5. sar/ server. xm and set the maxThr eads attribute
to the maximum number of parallel served users.
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Using DB2 DS in Clustered Deployments

To set up JBoss IMS to use the DB2 DS in clustered deployments (al | in the path refers to a copy of the
all configuration folder):

1

2

32

Download a copy of JBoss4.2.x. You need it for Step 11.

Copy the DB2 JDBC driversdh2j cc. jar and db2j cc_I| i cense_cu. j ar t0 JBOSS_HOVE/ server/al | /1ib.
Delete the file JBosS_HOVE! ser ver/ def aul t/ al | / hsql db-ds. xni .

Copy JB0SS_HOVE/ docs/ exanpl es/ j cal db2- ds. xml 1O JBOSS_HOVE/ ser ver/ al | / depl oy.

In the new copy of db2-ds. xn , edit the connecti on-url , user - nane and passwor d €l ements to match your
local environment.

Change the value of thedri ver-cl ass element to com i bm db2. j cc. DB2Dr i ver.
Change the value of thej ndi - name element from DB2DS tO Def aul t DS.

Add anax-pool -si ze element at the same level as password, user - name and dri ver - ¢l ass. Set the value of
max- pool - si ze t0 the maximum number of parallel served execution requests (must be less than the
number of parallel served users) plus the number of parallel processed executions (~5).

Save db2-ds. xni .
Delete the file JBosS_HOVE/ server/ al | / depl oy- hasi ngl et on/ j ms/ hsql db- j dbc2- servi ce. xm .

Copy JBOSS_HOVE/ docs! exanpl es/ j ms/ db2- j dbc2- servi ce. xml intothefolder j boss- 4. 0. 5. G server/al | / depl oy-
hasi ngl et on/j s

» Thefile db2-j dbc2- service. xn has to be taken from a copy of JBoss version 4.2.x as version
4.0.5 does not contain it.

In the new copy of db2-j dbc2- servi ce. xnl , replace the string DB2DS with Def aul ¢ DS.

Save db2-j dbc2- servi ce. xm .
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14 Open JBOSS_HOVE/ server/ al | / depl oy/ j ms/ haj ndi - j ms-ds. xmand set the max- pool - si ze €lement to the
maximum number of parallel served execution requests.

15  Open JBOSS_HOVE/ server/ al | / depl oy/ j bossweb-t ontat 55. sar/ server. xni and set the maxThr eads attribute to
the maximum number of parallel served users.

Modifying the JBoss Run Script

When you launch SOA Systinet with the SYSTI NET_COVPONENT_HOME bi n/ server start SCript, it sets up the JBoss
environment before calling the JBoss run script. No further setup is necessary for most evaluation or
development scenarios. However, serverstart isnot appropriate for al production environments. The
following sections describes how to alter the JBossrun script for use in production deployments:

e JBoss Client Truststore on page 33
» JBoss Memory Allocation on page 34
JBoss Client Truststore

For SSL communication, each JBoss server must access the client truststore of a SOA Systinet component
that is deployed to it. If more than one component is deployed to the same JBoss, that JBoss server needs
to access only one of the component truststores, because all truststores contain the same CA certificate.
However, even if all SOA Systinet components are deployed to the same JBoss, you must still give that
JBoss server access to at |east one component truststore.

Togivea JBoss server accessto SOA Systinet client truststores:
1 Open the JBOSS_HOVE! bi n/run. bat | run. conf Script in an editor.

2 Insert theselineswhere JAVA_OPTS s set:
-Dj avax. net. ssl . trust St or e=SYSTI NET_COVPONENT_HOME\ conf\client.truststore
- Dj avax. net. ssl . trust St or ePasswor d=changei t

3 Saveand exit the script.
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JBoss Memory Allocation

Increase the maximum memory limit on the JBoss server to optimize SOA Systinet performance. Thisis
suggested for JBoss servers hosting SSO and/or Platform servers. It is not necessary for the Reporting host
server.

To increase the maximum memory limit to 1.2 GB and set the MaxPermSize to 256m:

1 Open therun script in the bin directory of the JBoss server. On Windows this script isrun. bat and on
UNIX systemsthisisrun. conf.

2 Find thefollowing lines:
rem JVM menory all ocation pool paranmeters. Mbdify as appropriate.
set JAVA OPTS=04AVA OPTS% - Xms128m . .
3 Editthelinesasfollows:

rem JVM menory al |l ocation pool parameters. Mdify as appropriate.
set JAVA_OPTS=%AVA_OPTS% - Xms128m - Xmx1300m - XX: MaxPer nSi ze=256m

» Note: If you are using the serverstart script to launch JBoss, you can delete this line from
the JBossr un script instead of editing it. If you leaveit, however, it will overwritethe memory
allocation parameters set by serverstart.

4 Saveand exit the script.
Setting Datasource MaxPoolSize

The default JBoss datasource Maximum Pool Sizeis not adequate for a production environment. The default
M axPool Size based on default Oracle configurationisonly 15, for example. The Maximum Pool Size should
be at least 1/4 the number of parallel requests that you require to be handled simultaneously.

Toincrease Maximum Pool Size:
1 Open JBOSS_HOVE/ ser ver / CONFI G_HOVE/ depl oy/ hpsoasysti net - xa- ds. xm in an editor. (CONFIG_HOME

refersto the JBoss configuration to which you have deployed SOA Systinet. For non-clustered
deployments, thisis usually def aul t and for clustered deployments, thisis usually al | .)
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2 Edit the element max- pool - si ze. Its value should be at least 1/4 of the number of simultaneous parallel
requests.

3 Saveyour changes and exit.
Contiguring JBoss When SOA Systinet Uses Non-default Ports

SOA Systinet by default uses ports 8080 and 8443. If you select a different set of ports during installation,
you have to configure JBoss after installation to use these ports. If you are using port numbers that are
higher than the default, the easiest way isto edit the JBoss configuration files as follows:

1 Open JBOSS_HOVE/ ser ver / CONFI G_HOVE/ conf / j boss-servi ce. xml in an editor. (CONFIG_HOME refersto
the JBoss configuration to which you have deployed SOA Systinet. For non-clustered deployments,
thisisusually defaul t and for clustered deployments, thisisusually all.)

2 Searchfor the string port s- 01. The search function takes you to the following commented-out M Bean:

<l-- (comment text)......
<nbean code="org.j boss. servi ces. bi ndi ng. Ser vi ceBi ndi ngManager "
name="|j boss. syst em servi ce=Ser vi ceBi ndi ngManager " >
<attribute name="ServerNane">ports-01l</attribute>
<attribute name="StoreURL">
${j boss. home. ur| }/ docs/ exanpl es/ bi ndi ng- manager / sanpl e- bi ndi ngs. xm
<lattribute>
<attribute name="StoreFact oryC assNane" >
org.j boss. servi ces. bi ndi ng. XM.Ser vi cesSt or eFact ory
<lattribute>
</ mbean>
-->

3 Remove the wrapping comment tag and comment text from the MBean.

4 Setthevalue of the element <attribute name="Server Name" >ports- 01</ attri but e>. This value represents
the factors of 100 by which additional port numbers above the default value are enabled. For example,
if you leave the value at ports- 01, ports 8180, 8280, 8380... are enabled. If you set the value at port s-
02, the additional ports are 8280, 8480, 8680...

5  Saveyour changes and exit the editor.

Installing SOA Systinet on JBoss 35



Encrypting Datasource Passwords

The SOA Systinet installer and Setup tool create a JBoss datasource definition with the password in open
(readable) form. For instructions on encrypting the datasource passwords, see the JBoss Wiki
[http://wiki.jboss.org/wiki/Wiki.jsp?page=EncryptingDataSourcePasswords] .

Launching SOA Systinet on JBoss

Thenbi n directory of every SOA Systinet component contains the scriptsserverstart, serverstop and env-
j boss. Running serverstart callsenv-jboss, which sets up the JBoss environment. Specificaly, env-j boss
gives JBoss access to the SOA Systinet client truststore and optimizes JBoss memory allocation. Using
serverstart and serverstop istherefore the ssimplest way of launching and stopping SOA Systinet.

) 2 Important: If you areusing theserverstart script to launch JBoss, you still must edit the memory
allocation set in the JBoss run script as described in JBoss Memory Allocation on page 34.

If all SOA Systinet components are installed to the same JBoss, it is only necessary to run one of the
component serverstart scripts. It does not matter which one.

) 2 Important: The JBoss application server attempts to hot-deploy each EAR file after every
component installation. Do not rely on this hot-deployment feature, especially if you are hosting
multiple J2EE servers on one JBoss installation. Stop and restart any running JBoss nodes after
each component installation ends.

In some production environments—where the SOA Systinet components are widely distributed or clustered,
when there are applications other than SOA Systinet on the same JBoss, or where JBossis using non-default
configuration or rmi ports—it might be preferable to use the native JBossr un scripts. In this case, you must
first modify therun script of each host JBoss as described in Setting Up the JBoss Server on page 28. The
contents of serverstart and serverstop are also useful guidesin this case.
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6 Deploying SOA Systinet to Weblogic

Set up a separate WebL ogic domain for hosting SOA Systinet. Use the Sun Java vendor for this domain
and all its managed servers and/or clusters. Y ou need to configure the domain itself and JIDBC and IMS
propertiesfor the managed serversand/or clustersin the domain. Before creating the domain, see Designing
Y our Deployment on page 19. Y ou need to know the number and locations of cluster servers or managed
servers you need before you start.

WebL ogic setup is described in the following sections:;
» Creating a Domain on page 37

» Creating JDBC Resources on page 41

* Creating JMS Resources on page 44

e Creating a Global Work Manager on page 49

» Creating aMail Session on page 50

* Deploying SOA Systinet Components on page 50
e Setting Up Trust on WebL ogic on page 51

o Starting and Verifying SOA Systinet on page 54
Creating a Domain

Toset up aWebL ogic domain for SOA Systinet:

1 Create anew domain using the BEA WebL ogic Configuration Wizard.

a UNIX/Linux onremoteserver viax server: Ontheremote server, set upthe DISPLAY property,
for example export DI SPLAY=your _wor kst ati on: 0. 0. On your workstation, add the remote server to
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your list of trusted hosts by entering xhost remte_server . You might need to re-configure the
firewall on your workstation to allow the server to access x server on your workstation (allow
access to ports 6000:6064/tcp).

Launch the BEA WebL ogic Configuration Wizard. On Windows, you can do thisin the Windows
Start menu. From all operating systems, you can launch the configuration wizard by running
BEA HOMVE/ webl ogi ¢92/ common/ bi n/ confi g. bat | confi g. sh.

Select Create a New Domain. Click Next. The Select Domain Sour ce page opens.

Y ou can use the default settings for the domain source and click Next. The admin username
window opens.

Set admin username and password and click Next. The Configure Server Start Mde and JDK page
opens.

Y ou may select either development or production mode.

Select the BEA-provided Sun 1.5.0 SDK. Click Next. The Customize Environment and Ser vices
Settings page opens.

Select Yesand click Next.
Y ou may leave Administrator Server settings at default or change them. Click Next when done.

Create the managed serversrequired by your deployment design (See Designing Y our Deployment
on page 19). You can use a proxy for clusters. Click Next when done.

Create the clusters required by your deployment design. Click Next when done.
Assign managed serversto any clusters you created. Click Next when done.

Y ou can create an HTTP proxy server for any clustersyou created but thisisoptional. Click Next
when done.

Create amachine in this domain. Click Next when done.

Assign al managed servers, both clustered and standal one, to the machine. Y ou do not have to
assign the administration server to the machine. Click Next when done.
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p  Review the new domain and click Next when done.

g  Setthe domain name and location. Click Create to create the domain.

The path to the domain is called DOMAIN_HOME in the rest of this chapter.

2 SOA Systinet useslogdj.logging. SOA Systinet providesacopy of 1 og4j . j ar and putsit on the classpath,
but you must create your own logdj configuration file. Save the logdj configuration file to a suitable
location in DOMAIN_HOME, with the name| og4; . confi g.

Example 1 on page 39 isalog4j configuration you can copy and paste. This configuration instructs
log4j to log to both console and afile named 1 og4; . | og, Which logdj creates by default in

DOMAIN_HOME. This configuration also strips overly verbose log4j categories down to ERROR
and FATAL logs.

Example 1: Log4j Configuration File

# consol e appender

| 0g4j .
| 0g4j .
| 0g4j .
| 0g4j .

# file appender
. appender .
. appender .
. appender .
. appender .
. appender .
. appender .
. appender .

| 0g4j
| 0g4j
| 0g4j
| 0g4j
| 0g4j
| 0g4j
| 0g4j

appender .
appender .
appender .
appender .

st derr=org. apache. | og4j . Consol eAppender

stderr. Target=Systemerr

stderr. | ayout =org. apache. | og4j . Patt er nLayout
stderr.layout. ConversionPattern=%: %{2} - %Mn

file=org.apache.l0g4j.RollingFileAppender
file. maxFileSi ze=100KB

file. maxBackupl ndex=5

file.File=log4j.log

file.threshol d=I NFO
file.layout=org.apache.|0g4j.PatternLayout

file.layout. ConversionPattern=%@{ ABSOLUTE} %p % -

# save all logs in stderr and file
| 0g4j . root Logger =I NFO, stderr, file

# 1limt categories that are too verbose

| 0g4j
| 0g4j
| 0g4j
| 0g4j

.category. org. apache. xnl . securi t y=ERROR, st derr
.additivity.org.apache. xnl . security=true
.category. or g. apache. beehi ve=ERROR stderr, file
.additivity.org.apache. beehi ve=true
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Open DovAI N_HOVE/ confi g/ confi g. xml . Add <enf or ce- val i d- basi c- aut h- credent i al s>f al se</ enf or ce-val i d-
basi c- aut h- credent i al s> inside and at the end of <securi ty-confi guration>. (If <enf or ce-val i d- basi c- aut h-
credent i al s> isalready present, setitsvaluetofal se.) SOA Systinet usesits own authentication headers.

A Caution: The Administration Server must not be running when you modify config. xn .
Otherwise, the Administration Server can overwrite your changes.

Start Node Manager. On Windows, start Node Manager from the Tools folder in the BEA Products
Start menu. On UNIX systems, run
WEBL OGIC_HOM E/weblogic92/ser ver /bin/startNodeM anager .sh

Start the Administration Server and open the Administration Console. On UNIX systems, run
DOMAIN_HOME/startWebL ogic.sh.

Use the Sun Java vendor for thisdomain and all its managed servers whether standalone or clustered.
For each server, in the Administration Console go to Environment->Server s-> server _nane -
>Configuration->Server Start. Inthe Java Vendor field, type sun. In the Java Home field, type
BEA_HOME\ j dk150_10. Alternatively, you can set JAVA_VENDOR programatically or in the set Domai nEnv
and st art ManagedWebLogi ¢ SCripts. Be certain to set the vendor to Sun for every managed server and/or
cluster server.

A Caution: SOA Systinet does not support JRockit. All managed servers and/or cluster servers
hosting SOA Systinet must use Sun Java
For every server inthe domain, whether standalone or clustered, add Javaargumentsto do the following:
e Allocate memory.
e Specify the location of thel og4j . confi g file.
To add Java arguments:

a  Goto Environment->Servers->server _name ->Configuration->Server Start. Type Javaarguments
into the Argumentsfield.
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b Toallocate memory, type- Xms128m - Xnx1300m - XX MaxPer ni ze=128minto the Argumentsfield. -Xmx
is the maximum heap size and can be set higher depending on the capabilities of the computer,
but it must not be lower than 1300. See Sizing on page 21 for details.

c Alsointhe Argumentsfield, type the path to thel og4; . confi g file. Use the absolute path:
-Dlog4j . configuration=file:[url-style absolute path to | og4j.config file] . For example, the
argument may befile:\\\c:/bealuser_projects/systinet2/bin/log4j.config or
file:/usr/bealuser_projects/systinet2/bin/log4j.config.

d  Saveyour changes.

» Note: If you start servers from the command line or a script, the Java arguments you add in
the Administration Console do not apply. Start the managed server with commands based on
the following:

JAVA_OPTI ONS="-Dl og4j . configuration=file:[url-style absolute path to log4j.config file]"
USER_MEM ARGS="- Xnms128m - Xmx1300m - XX: MaxPer nf5i ze=128nt

export JAVA OPTI ONS
export USER MEM ARGS

DOVAI N_HOME/ bi n/ st ar t ManagedV\ebLogi ¢ [ server nane]

8  Give each server and cluster unique port numbers [Environment->Servers-> server_or _cl ust er _name
->Configuration->General, fields Listen Port and SSL Listen Port]. Record these port numbers
because you need them when you run the SOA Systinet installation wizards.

9  Set up aload balancer for each cluster. Set up awork manager for each load balancer. To improve

performance, set the minimum number of threadsin each work manager to at least 2 times the number
of expected concurrent users.

Creating JDBC Resources

SOA Systinet components require two JDBC datasources, an X A-enabled datasource and anon-X A-enabled
datasource. These datasources handle all traffic between the SOA Systinet components on WebL ogic and
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the database server. Every WebL ogic managed server and/or cluster server requires a persistent store on
the database, which uses the non-X A-enabled datasource for communication.

Use the WebL ogic Administration Console to create JDBC datasources. The Administration Server must
be running.

To create an XA-enabled JDBC datasour ce:

1

42

Openthe Summary of JDBC Datasour ces page[Services->JDBC->Data Sour ces]. Click L ock and
Edit then New.

Give the datasource a unique, arbitrary descriptive name, such as S0 Systinet DS.

Give the datasource the INDI name hpsoasyst i net DS.

»  Important: INDI names must be exact.

From the Database dropdown list, select the same database type that you use for SOA Systinet
components.

From the Database Driver dropdown list, select an XA-supporting JDBC database driver for the
database type. If you are using Oracle, select the Oracle "thin" XA driver. Click Next and open the
Transaction Options page.

Click Next again. The Connection Properties page opens.
In the Connection Properties page, type the same database parameters you use for SOA Systinet.
Target all servers or clusters hosting SOA Systinet.

Click Finish. Y ou return to the Summary of JDBC Datasour ces page. Click Activate Changes. The
datasource you created appearsin the table of datasources.

Click Lock and Edit.
Click the name of the XA datasource in the table of datasources. Its details page opensin the

Configuration:General tab.
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12 Open the Configuration: Connection Pool tab. Increase the maximum capacity of the connection
pool. The Maximum Capacity should be at |east 1/4 the number of parallel requests that you require
to be handled simultaneously. If you do not have an estimate of thisnumber, set the maximum capacity
to 100. Click Save when done but do not activate changes. Remain in the Configur ation: Connection
Pool tab.

13 Increase the I nitial Capacity to the number of expected concurrent users. Click Save when done but
do not activate changes.

14 Open the Configuration: Transactions tab. Select Use XA Datasour ce | nter face. Click Save when
done but do not activate changes.

15 Navigate out of the datasource's details page, for example to the Summary of JDBC Datasour ces
page. Click Activate Changes.

» Note: If you do not navigate out of the datasource's detail s page before you save changes you
madeto the datasource, you raise aJDBCSystemResour ceM Bean cannot be null exception.
This exception is harmless, because the changes to the datasource are activated anyway, but
it is better not to raise the exception.

To create a non-XA-enabled JDBC datasour ce:
1 OpentheJDBC datasources page [ Ser vices->JDBC->Data Sour ces]. Click L ock and Edit then New.

2 Givethe datasource a unique, arbitrary descriptive name such as soA Systinet VS DS.

w

Give the datasource the INDI hamej ns- hpsoasyst i net DS.

»  Important: INDI names must be exact.

4 Setit to use the same database type that you use for SOA Systinet components.

Deploying SOA Systinet to Weblogic 43



8

9

From the Database Driver dropdown menu, select a non-X A-supporting JDBC database driver for
the database type. If using Oracle, select the Oracle "thin" non-XA driver. Click Next and open the
Transaction Options page.

Select Supports Global Transactions. Click Next. The Connection Properties page opens.
In the Connection Properties page, type the same database parameters you use for SOA Systinet.
Target all serversor clusters hosting SOA Systinet.

Finish and activate changes.

Create aJDBC persistent storefor every migratable cluster server and every standalone server hosting SOA
Systinet. These persistent stores use the j ns- hpsoasyst i net DS hon-XA datasource.

Tocreatea JDBC persistent storefor every migratable cluster server and server:

1

2

7

8

Navigate to Services->Persistent Stores.

Click Lock and Edit.

From the New drop-down menu, select Createa JDBC Store. The Create JDBC Stor e wizard opens.
Give the persistent store a unique, arbitrary name, such as SERVER NAME Store.

In the Datasour ce drop-down field, select j ns- hpsoasyst i net DS.

Give the persistent store a unique prefix, so the stores do not all try to use the same table.

Finish and save changes.

Repeat the procedure for every migratable cluster server and/or standalone managed server.

At any point after you complete JDBC resource creation you can create the Single Sign-on service EAR
file as described in Installing the Single Sign-On Service on page 75.

Creating JMS Resources

Y ou must set up IMS messaging resources before running any deployed SOA Systinet component other
than the SSO service. Y ou also need to create amail session, although you do not haveto giveit real values.

44
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Creating JMS Servers

Create a IM S server for each migratable cluster server and each standalone server, except for serversonly
hosting SSO.

Tocreate each IMS server:
1 Openthe IMS Servers page, Services->Messaging->JM S Servers

2 Click Lock and Edit and New. The Create a New JM S Server wizard opensin the JM S Server
Properties page.

3 Inthe Namefield, give the IMS server aunique, arbitrary descriptive name, such as server_nane JVS
Server , indicating which managed server or migratable cluster server you will target it to.

4 From the Persistent Stor e drop-down field, select the persistent store of the managed server or
migratable cluster server to which you will target this IM S server. Then click Next. The Select Tar gets
page opens.

5  From the Target drop-down field, select the standal one managed server or migratable cluster server
corresponding to the persistent store you selected in Step 4. Click Finish and save your changes.

Creating JMS Modules

Create a JMS module for each of the following SOA Systinet components:

* Reporting Service

» SOA Systinet Platform

Creating a JMS Module for Reporting Service

Tocreatea JMS module for Reporting Service:

1 Openthe IMS Modules page, Services->M essaging->JM S M odules.

2  Click Lock and Edit and New. The Create a New JM S M odule wizard opens.

3 Givethe IMS module a unique, arbitrary descriptive name, such asrF Mdul e. You may give it any
descriptor file name and location, or leave those fields blank for default. Click Next.
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Target the standalone server or the cluster hosting Reporting Service.

Select Would you liketo add resourcesto this IM S system module? and click Finish. The details
page for the IMS module opensin the Configuration tab.

Create a sending connection factory for the IMS module.

a

Click New in the Summary of Resourcestable. The Create a New JM S System Module
Resour ce wizard opens.

Select to create a Connection Factory and click Next. The Create a New Connection Factory
wizard opens.

Givethe connection factory aunique, arbitrary descriptive name, such asReporting Sender Connection
Factory.

Give the connection factory the INDI name | ns/ Repor t i ngSender Connect i onFact ory.

) 2 Important: JINDI names must be exact.

Use the default targeting, which selects the parent modul€e's target.
Finish and activate changes.

Edit the connection factory and select XA Connection Factory Enabled in the
Configuration: Transactionstab.

If the reporting service host is a cluster, in the Configuration:L oad Balancing tab.
Save and activate changes.

Return to the IMS modul e details page.

Create areceiving connection factory. Follow the same procedure asfor creating a sending connection
factory in Step 6, but give the receiving connection factory the INDI name
j ms/ Repor t i ngRecei ver Connect i onFact ory. It isimportant to enter the INDI name exactly.
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If the Reporting Service host is a managed server and not a cluster:

a If youarenot aready there, navigate to the Reporting Service IM S module details page.

b Open the Subdeployments tab and create a subdeployment for the IMS module.

c  Set the subdeployment's target as the Reporting Service host managed server's IMS server.

d  Returnto the IMS modul€'s details page. Click New in the Summary of Resour cestable. The
Createa New JM S System M odule Resour ce wizard opens.

e  Select to create a Queue resource and click Next. The Create a New Queue wizard opens.
f Givethegueuethe INDI namequeue/ Repor t i ngExecut i ons and configureit to use the subdepl oyment.

Use the default targeting, which is the same targeting as the subdeployment's.

If the Reporting Service host isacluster, return to the IM S modul €'s detail s page and create adistributed
gueue resource with the INDI name queue/ Repor ti ngExecut i ons. Target the distributed queue on the
cluster.

Creating a JMS Module for SOA Systinet Platform

To createa JM S modulefor Platform:

1

2

Open the IMS Modules page, Services->M essaging->JM S M odules.

Click Lock and Edit and New. The Create a New JM S M odule wizard opens.

Give the IMS module a unique, arbitrary descriptive name, such as S Pl atf orm Mdul e. Click Next.
Target the standalone server or the cluster hosting Platform.

Select Would you liketo add resourcesto this IM S system module? and click Finish. The details
page for the IMS module opensin the Configuration tab.

Create a connection factory for the IMS module.

a Click New in the Resourcestable. A page opens where you select the type of resource to create.
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Select Connection Factory and click Next. The Create a New Connection Factory wizard
opens.

Give the connection factory a unique, arbitrary descriptive name, such as soa Pl at f orm Connect i on
Factory.

Give the connection factory the INDI name/ Connect i onFact ory.

»>  Important: INDI names must be exact.

Use the default targeting, which selects the parent modul€e's target.
Finish and activate changes.

Edit the connection factory and select XA Connection Factory Enabled the
Configuration: Transactionstab.

If the SOA Systinet Platform host is a cluster, edit the connection factory and disable server
affinity in Configuration>L oad Balancing.

Save and activate changes.

Return to the Platform JMS modul e detail s page.

If the Platform host is a managed server and not a cluster:

a

Open the Subdeploymentstab of the IMS modul€e's detail s page and create a subdeployment for
the IMS module.

Set the subdeployment's target as the Platform host managed server's IM S server.

Return to the IMS modul€'s detail s page. Open the Configuration tab and create the following
resources for the IMS module, configuring each of them to use the modul€'s subdeployment. Use
the default targeting of each resource, which is the same targeting as the subdepl oyment's.
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Resour ce type JNDI name

Queue queue/ schedul eTi mer Queue
Queue queue/ t askProcessor Queue
TOpiC t opi ¢/ t askSt opper Topi ¢

If the Platform host is a cluster, create the following resources for the IMS module, configuring each
of them to target the cluster:

Resour ce type JNDI name
Distributed queue queue/ schedul eTi ner Queue
Distributed queue queue/ t askPr ocessor Queue
Distributed topic t opi ¢/ t askSt opper Topi ¢

Creating a Global Work Manager

Create a global work manager for Reporting Service.

To create awork manager for Reporting Service:

1

2

Open the Work Manager s page, Environment->Work Managers.

Click Lock and Edit and then New. The Create a New Work Manager Component page opens.
Select Work Manager and click Next.

Name the work manager wni reporti ng. This name must be exact. Click Next.

Target the server or cluster hosting Reporting Service. Click Finish. You returntotheWork Managers
page.

Click the name of the work manager. Its detail s page opens.
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7

Create aMinimum Threads Constraint where the minimum number of threadsis equal to 2 times
the number of expected concurrent users. Target the Reporting Service host.

Creating a Mail Session

SOA Systinet requires amail session even if you will not useit.

To create a mail session:

1

2

6

7

Open the Mail Sessions page, Services->Mail Sessions.

Click Lock and Edit and then New. The Create a New Mail Session page opens.

Givethemail session aunique, arbitrary descriptive name, such asso Systinet Mil, and click Finish.
Open the mail session's details page.

Give the mail session the INDI name/ i |

Typein any mail properties and click Save.

Open the Tar gets tab. Target the managed server or cluster hosting Platform and click Save.

Deploying SOA Systinet Components

Use the SOA Systinet installers to create deployable EAR files. Deploy and start the SSO Service before
creating other EAR files.

To deploy SOA Systinet:

1

2

50

Create the SSO service EAR file as described in Installing the Single Sign-On Service on page 75.
Start all managed servers.

In the WebL ogic Administration Console, open the Deployments page.

Click Lock and Edit and then Install. A tree view of the file system opens.

Browse to SSO HOVE/ depl oy/ hp- soa- syst i net - sso. ear . Select it and click Next.
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6  Select Install thisdeployment as an application and click Next.
7 Select the managed server or cluster you want to host SSO service and click Next.

8  You canleave al optional settings at default, or change them according to your deployment policy.
Click Finish. WebL ogic creates the hp-soa-systinet-sso deployment.

9  Activate changes and start the hp-soa-systinet-sso deployment. It must be running for the other SOA
Systinet installers to function.

10 Verify that the SSO deployment isrunning. Try to view its deployment descriptor in abrowser window,
at host nane: port/sso/ rest/ descriptor.

11 Runthe other SOA Systinet installers as described in Part |11, “Installing SOA Systinet Components”.
This creates the following EAR files:

e REPORTING_HOME/deploy/hp-soa-systinet-reporting.ear
*  PLATFORM_HOME/deploy/hp-soa-systinet-platform.ear

12 Deploy all undeployed EAR files, following the same procedure you used to deploy the SSO service
EAR. Thelocation and names of each EAR file differ for each component aslisted in Step 11.

Setting Up Trust on Weblogic

If the components of SOA Systinet areinstalled on serverswith different host:port pairs and will communicate
via SSL, trust has to be established between these servers. If SOA Systinet will be synchronized with HP
SOA Systinet Registry, the SOA Systinet Platform server hasto trust the HP SOA Systinet Registry server.
Trust requires a certificate from every server, which you can obtain in one of the following ways:

e From acertification authority such as Verisign
e From your corporate authority

» By creating acustom certificate yourself (described in Step 1 of thefollowing procedure. All other steps
of the procedure apply in all cases.)

To set up server trust:

Deploying SOA Systinet to Weblogic 51



52

Create a keystore with a certificate for every server. Y ou can use the Javakeyt ool utility with this
command: keyt ool -keyal g rsa -genkey -alias serverl -keystore .\serverlid.jks. Thiscommand creates
acertificate with the alias server 1 in the keystore . \ server 1i d. j ks. You will be asked to enter a new
password for the keystore and anew password for the key pair. Use the same password. Y ou will need
itin Step 4.

» Important: Inthe course of creating the certificate, you will be prompted to provide acommon
name ("your first and last name") for the certificate. Type in the hostname for the server in
exactly the same format you used when installing the server.

Export the certificate. Y ou can use akeyt ool command such askeytool -export -alias serverl -keystore
\serverlid.jks -file serverl. crt. Thisexportsthe certificate with alias serverl to afile called
serverl.crt. You will be asked for the certificate password you created in Step 1. Store the certificate
in afile you specify with the-file option.

Create either acommon trust store or atrust store for every server. If you create acommon trust store,
it must contain every certificate you created in Step 1 and exported in Step 2. If you create atrust store
for every server, each trust store must contain the certificates of the servers with which its server
communicates. Thetrust storeis created automatically thefirst timeyou import a certificate toit. With
thekeytool utility, enter the command keyt ool -inport -alias serverl -keystore .\trust.jks -file
serverl.crt.

» If you are synchronizing SOA Systinet with HP SOA Systinet Registry you need to create a
trust store for the SOA Systinet Platform server or load balancer even if you are not using
SSL communication between SOA Systinet components.
Add the keystore and truststore to each server's configuration.
a Goto Environment->Servers. Thelist of servers opens.

b Click the server's name. The server's details page opensin the Configur ation: General tab.

c  Openthe Configuration: Keystorestab.
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In the Keystor es drop-down field, select Custom I dentity and Custom Trust

Intheldentity section, typethe path, type and password of the keystore you created for the server
in Step 1.

In the Trust section, type the path and password of the trust store you created in Step 3. (Leave
typeas JKS.) This can be acommon trust storefor all serversor aspecific trust store only for this
server.

Click Save.
Open the Configuration: SSL tab.
In the Identity and Trust L ocations drop-down box, leave the default K eystor es selected.

In the Identity section, type the alias and password of the key pair you created for the server in
Step 1.

Click Save and activate your changes.

5  Add each server's truststore to the runtime environment of the server. How you do this depends on
how you start the server. (Compare to Step 7 in Creating a Domain on page 37.)

For serversstarted via Node Manager:

a

b

e

Go to Environment->Servers. The list of servers opens.
Click the server's name. The server's details page opens in the Configuration: General tab.
Click open the Configuration: Server Start tab.

In the Argumentsfield, type - Oj avax. net . ssl . trust St or e=[ TRUSTSTCRE_PATH] -
Dj avax. net. ssl . trust St or ePasswor d=[ TRUSTSTORE_PASSWORD)] .

Save and activate changes.

For serversstarted via script or on the command line: Add to the JAVA_OPTIONS variable
-Dj avax. net. ssl . trust St ore=[ TRUSTSTORE_PATH - Dj avax. net.ssl . trust St or ePasswor d=[ TRUSTSTORE_PASSWORD]
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Starting and Verifying SOA Systinet

After you configure WebL ogic and deploy SOA Systinet, verify that your deployment is successful. The
easiest way to do thisisto restart all managed servers, which will automatically launch the SOA Systinet
deployments when they are restarted.

To verify SOA Systinet:
1 Restart all managed servers.

2 Inthe WebL ogic Administration Console, navigate to Deployments and check that all SOA Systinet
deployments are in state Active. Try to manually start any that are not active.

3 Verify that the SOA Systinet deployments are running. Try to view their deployment descriptorsin a
browser window, at these addresses:

* hostnane: port/reporting/

* hostname: port/soal/systinet/platformrest/
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7 Deploying SOA Systinet to WebSphere

Create a separate WebSphere profileto host SOA Systinet. Set up JDBC, JM S and other messaging resources
on this profile and its application servers and clusters. Use the SOA Systinet component installers to create
EAR files which you then deploy using WebSphere's deployment tools.

> Important: Before setting up SOA Systinet on WebSphere, make certain the database admini strator
configures Oracle to support SOA Systinet on WebSphere. See Oracle with WebSphere on page
24,

The procedures for installing SOA Systinet components on WebSphere are described in the following
sections:

» Creating aProfile on page 56

e Setting Up Trust on WebSphere on page 56

» Creating aMail Session on page 57

» Creating JDBC Resources on page 57

» Deploying the SSO Service and Creating EAR Files on page 61
e Setting Up log4j Logging and Memory Allocation on page 63

e Setting Up IMS for the Reporting Service on page 65

e Setting Up IMS for Platform on page 68

» Deploying the Remaining EAR Files on page 70
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Creating a Profile

Create a clean WebSphere profile with the "Cell" environment. This profileis stored in
VEBSPHERE_HOVE/ AppSer ver / prof i | es/ PROFI LE_NAME. In the rest of this chapter, thislocation is called
WS PROFILE_HOME.

Create application servers and/or clustersin the new profile as required by your deployment design (See
Designing Y our Deployment on page 19).

If you are using aWeb server such as IBM HTTP Server (IHS) as aproxy or load balancer, register it with
the Deployment Manager. See the WebSphere Help.

Setting Up Trust on WebSphere

If the components of SOA Systinet areinstalled on serverswith different host:port pairs and will communicate
via SSL, trust has to be established between these servers. If SOA Systinet will be synchronized with HP
SOA Systinet Registry, the SOA Systinet Platform server hasto trust the HP SOA Systinet Registry server.

To set up server trust:

1 Usethe IKEYMAN tool or the WebSphere Administration Console to generate a CM S-type key
database and a self-signed certificate for every unique host:port standalone server and every IBM
HTTP Server (IHS) being used as a load balancer.

2 If you need to synchronize SOA Systinet with aremote HP SOA Systinet Registry server, export that
server's certificate and import it into the keystore of the SOA Systinet Platform host server.

3 If using an IHS for aload balancer, enable SSL on the IHS. Open VEBSPHERE_HOMVE\ | HS\ conf \ ht t pd. conf
and add the following directive at the end of the directives that define modules:

LoadModul e i bm ssl _modul e modul es/ mod_i bm ssl . so
<I f Modul e nod_i bm ssl . ¢>

Listen 0.0.0.0: 443

<Virtual Host *:443>

SSLEnabl e

</ Virtual Host >
</1f Mbdul e>
SSLDi sabl e

KeyFi | e "WEBPSHERE_HOVE/ | HS/ key. kdb"
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4 Inthe WebSphere Deployment Manager Administration Console, open Security->SSL Certificate
and Key Management->K ey Stores and Certificates.

5 Select apair of SOA Systinet server keystores and click Exchange signers....

6 A window opensinwhich you can set the trusted certificates of one storeto be the signers of the other.
Swap all certificates and signers and click OK.

7 Repeat Step 5-Step 6 until al serverstrust each other.

Creating a Mail Session

Createamail session in the WebSphere Deployment Manager's Administration Console [Resour ces->M ail-
>Mail Sessions->New Session]. Give it the following properties:

e A unique, arbitrary descriptive name, such as SOA Systinet Mail

The INDI name/ Mai |

»>  Important: JINDI names must be exact!

» Connection settings as per company email setup

e SMTP credentiasif required

Creating JDBC Resources

SOA Systinet requires an X A-enabled JDBC datasource to communicate with the database. IM S messaging
requiresanon-XA datasource. Before creating these two datasources, you must create a JDBC provider for
each of them.

Create JDBC resourcesin thisorder:
1 Createan XA JDBC provider. [58]

2  Createanon-XA JDBC provider. [58]
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3 Create an XA JDBC datasource. [58]

4 Create anon-XA JDBC datasource. [61]

Tocreatea JDBC provider for the XA datasour ce:

1 Inthe WebSphere Administration Console, navigate to Resour ces->JDBC->JDBC Providers.
2 Select your cell as scope from the drop-down field.

3 Click New.

4 Select database type.

5 Under Provider, select the driver for your database type. For Oracle, select a"Thin" driver. For DB2,
select the DB2 Universal driver.

6 For the implementation type, select XA data sour ce. The Name field automatically fillsin with the
driver name followed by (XA).

7 Forthevalueof thevariable ${driver _name_PATH}, typeinthelocation of oj dbc14. j ar (Oracl€) or db2j cc. j ar
and db2j cc_license_cu.jar (DB2). The DB2 driver filesarein | BM HOVE/ SQLLI B/ j ava by default.

8  Saveyour changes.
Tocreatea JDBC provider for the non-XA datasour ce:

Perform the same procedure as for creating a JDBC provider for the XA datasource, except you select the
implementation type Connection pool data sour ce and the automatically generated name does not end in
(XA).

After you create JDBC providers, create JDBC datasources.

To createan XA-enabled JDBC datasour ce:

1 Inthe WebSphere Administration Console, navigate to Resour ces->JDBC->Data Sour ces.
2 Select your cell as scope from the drop-down field.

3 Click New.
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4 Givethe datasource a unique, arbitrary descriptive name, such asHpP SOA Systinet DS.
5  Givethe datasource the INDI name hpsoasyst i net DS. Y ou must type this name exactly.
6 Click Next. The Select JDBC Provider page opens.

7 Select to use an existing JDBC provider. Select the XA JDBC provider you created from the drop-
down field. Click Next. The database properties page opens.

8  The database properties you enter depend on the type of database you are using.
For Oracle:

a Typethefull URL of the database you plan to use for SOA Systinet, such as
jdbc: oracl e: thin: @bsrv5: 1521: systi net

b Fromthedrop-down field, select the datastore hel per class namefor your version of the database.
¢ Unsdect Usethisdatasourcefor CMP.

d  Finish the wizard and save your changes.

For DB2:

a  Type the database name, such aspl at form Ask your database administrator if you do not know
what this nameis.

b Fromthe Driver type drop-down field, select driver type"4."
¢ Typethe server name.

d  Typethe port number if it differs from the default 50000.

e Unselect Usethisdatasourcefor CMP.

f Finish the wizard and save your changes.

9  Open the newly created datasource and create an authentication alias.
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Click JAAS - J2C authentication data. A list of authentication aliases opens.

Click New.

Give an arbitrary string value for the alias.

For credentials, type the user name and password for the database you use with SOA Systinet.

Save your changes.

Reopen the newly created datasource and apply the new authentication alias.

a

In the Component-managed authentication alias drop-down field, select the authentication
aliasyou created in Step 9.

Under Authentication aliasfor XA recovery select Use Component-manager authentication
alias.

Under Container-managed authentication go to the M apping configur ation alias drop-down
field and select DefaultPrincipalM apping.

Click OK and save your changes.

Reopen the datasource and increase its connection pool size.

a

Under Additional Properties, click Connection pool properties. The Connection Pool page
opens.

In the Maximum connections field, type anumber equal to at least 1/4 the number of parallel
reguests that you require to be handled simultaneously. If you do not have an estimate of this
number, set the maximum connections to 100.

In the Minimum connectionsfield, type a number equal to the number of expected concurrent
users.

Click OK and save changes.
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12 Click Test connection to be sure that you configured your datasource correctly.

To create a non-XA-enabled JDBC datasour ce (used by JM S):

Perform the same procedure as for creating an X A-enabled datasource, with these differences:

e Givethe non-XA datasource the INDI namej ms- hpsoasysti net DS. The INDI name must be exact.
o Select the non-XA JDBC provider.

* Usethe same authentication alias you created for the X A-enabled datasource.

After creating JDBC resources, restart the WebSphere Deployment Manager.

Deploying the SSO Service and Creating EAR Files

Use the SOA Systinet installation wizards to create EAR files and the WebSphere Administration Console
to deploy them. The Single Sign-on (SSO) service must be deployed and running when you create the other

EAR files.

» Tip: Notethe port numbers of the target managed servers before you run the SOA Systinet installers.
Tofind the port numbers of aserver, navigateto Server s->Application Servers, click the server's
name to open its details page and in that page click Ports. The port numbers are labelled WC

defaulthost and WC defaulthost_secure.

To deploy SOA Systinet on WebSphere:

1 Runthe SOA Systinet SSO serviceinstaller to create the SSO EAR file. SeeInstalling the Single Sign-

On Service on page 75.

2 Start the Node Agent for your WebSphere profile. Run Ws_PROFI LE_HOVE/ bi n/ st ar t Node.

3 IntheWebSphere Administration Console, start the application server or cluster that will host the SSO

service.
4 Launch the enterprise application installation wizard. In the Administration Console, navigate to
Applications->Install New Application.
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Select the following:
e Prompt me only when additional information isrequired
*  Precompile Java Server Pagesfiles

e Distribute application

Finish the wizard and save changes. This launches deployment.

Navigateto Applications->Enter prise Applications Click on the name of the deployed SSO Service
application: HP SOA Systinet SSO. The details page opens for HP SOA Systinet SSO.

Click Classloading and update detection. The class loading page opens.

Inthe Classloader order drop-down field, select Classesloaded with application classloader first.
Type"0" inthe Polling interval for updated filesfield.

Click OK.

Navigate back to the HP SOA Systinet SSO application details page.

Click Manage Modules.

Click the Systinet SSO Service module. Its details page opens.

Inthe Classloader order drop-down field, select Classesloaded with application classloader first.
Click OK and save changes.

Start the HP SOA Systinet SSO application.

Verify that the SSO application isrunning correctly. Try to view its deployment descriptor in abrowser
window, at host name: port/ sso/ rest/descriptor.

Usethe SOA Systinet installersto create the EAR filesfor the remaining components of SOA Systinet.
Do not install these EAR files until you set up logd4j and IM S, as described in subsequent sections of
this chapter. After you set up IMS, restart all servers before deploying EAR files.
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Setting Up log4j Logging and Memory Allocation

SOA Systinet relies on log4j logging. Y ou must set up log4j for SOA Systinet components to function. It
is convenient to set up memory allocation at the same time, as you do it in the same console page where
you add | og4j . j ar to the classpath.

To set up log4j logging:

1 Createalog4j.properties fileand save it in Ws_DOVAI N_HOVE/ properti es. Y Ou can copy and paste the
properties file in Example 1 on page 63.

Example 1. Samplelog4j.propertiesFile

| 0g4j
| 0g4j
| 0g4j
| 0g4j

| 0g4j
| 0g4j
| 0g4j
| 0g4j
| 0g4j
| 0g4j
| 0g4j

# put

. appender .
. appender .
. appender .
. appender .

. appender .
. appender .
. appender .
. appender .
. appender .
. appender .
. appender .

all 1ogs

st derr=org. apache. | 0g4j . Consol eAppender

stderr. Target =Systemerr

stderr. | ayout =org. apache. | 0g4j . Pat t er nLayout
stderr.layout. ConversionPattern=%: %{2} - %Pn

file=org.apache.|o0g4j.Rol |ingFileAppender
file. maxFileSi ze=20MB

file. maxBackupl ndex=5

file.File=log4j.log

file.threshol d=I NFO
file.layout=org.apache.|o0g4j. PatternLayout

file.layout. ConversionPattern=%@{ ABSOLUTE} %p % -

to console and a log file

I 0g4j . root Logger =I NFO, fil e

# limt categories that are too verbose
| 0g4j . cat egory. org. apache. xm . securi t y=ERROR fil e, stderr
| 0g4j . additivity.org. apache. xm . security=true

Y%rdm

2 Addliog4j.jar tothe classpath of every server, clustered or standalone.

a Intheserver'sdetailspage, navigateto Server Infrastructure->Javaand Process M anagement-
>Process Definition. The Process Definition page opens.

b Navigate to Additional Properties->Java Virtual Machine. The Java Virtual Machine page
opens.
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c IntheClasspath field, typeinthefull pathtol og4j . j ar inthelibrary created by Platforminstaller,
PLATFORM HOMVE/ depl oy/ websphere/jars/log4j.jar.

d  Allocate memory. Set the I nitial Heap to 1000 and the M ax Heap to 1500. Y ou can set the
maximum heap size higher than thisif your system supportsit.

e Click OK and save changes.

f Repeat this process for every server—standalone or cluster member—hosting a component of
SOA Systinet.

Creating a Messaging Bus

In WebSphere, IMS communication and the persistant storage of that communication are handled viaa
bus. All SOA Systinet components can share asingle bus.

To create a messaging bus:

1 Navigate to Service I ntegration->Buses. The Buses page opens.
2 Click New. The Create a new bus wizard opens.

3 Givethebusaunique, arbitrary descriptive name, such as SoABus.
4 Unselect Bus Security, asit is not necessary, and click Next.

5 Finish and save changes. The Buses page reopens.

6 Click the name of the bus you created. Its details page opens.

7 Click Bus members. The Bus member s page opens.

8 Click Add. The Add a New Bus Member wizard opens.

9  Select astandalone server or cluster that will host SOA Systinet components. Click Next. The Select
type of message stor e page opens.

10 Select Data stor e for the type of message store. Click Next.
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11 Enter the message store propertiesfor the bus. (Y ou can usethe existing j ms- hpsoasyst i net DS datasource
but you might prefer to use a different data source for performance reasons.) If you use an existing
datasource, in the Schema namefield, type the database user name. Select Createtables. Click Next.

12 Review your selected options and click Finish. Y ou return to the Bus member s page.

13 Repeat Step 8-Step 12 for every standalone server and cluster that will host a SOA Systinet component.

14 Return to the bus' details page. The Configuration tab is open by default.

15 Under Destination resour ces click Destinations. A table of destinations opens.

16 Add the following destinations by clicking New in the table of destinations for each one:

Destination type | Identifier Bus member

Queue RFReportingExecutions Reporting Service host
Queue scheduleTimerQueue SOA Systinet Platform host
Queue taskProcessorQueue SOA Systinet Platform host
Topic space taskStopperTopic SOA Systinet Platform host

Setting Up JMS for the Reporting Service

The reporting service requires JM S messaging resources that you must set up in the WebSphere
Administration Console.

To set up IMSfor thereporting service:

1 Create aJM S Queue Connection Factory for sending reports.

a  Navigateto Resources->JM S->Queue Connection Factories. The Queue Connection factories

page opens.

b Inthe scope drop-down field, select your cell.

c  Click New. The Create new gueue connection factory wizard opens.
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Select Default messaging provider.

Give the queue connection factory a unique, arbitrary descriptive name, such asRrF Connect i on
Factory (Send).

Give the queue connection factory the INDI name;j ns/ Repor t i ngSender Connect i onFact ory. The JINDI
name must be exact!

In the Bus name drop-down field, select the bus you created in Creating a Messaging Bus on
page 64.

Click OK and save your changes.

Create a JM S Queue Connection Factory for receiving reports. Perform the same procedure you did
when you created aconnection factory for sending reportsin Step 1, except givethe receiving connection
factory the INDI namej s/ Repor ti ngRecei ver Connect i onFact ory. This name must be exact.

Create a JMS Queue.

a

b

Navigate to Resour ces->JM S->Queues. The Queues page opens.

Click New. The Create new queue wizard opens.

Select Default messaging provider.

Give the queue a unique, arbitrary descriptive name, such asrF Executions Queue.
Give the queue the INDI name queue/ Repor t i ngExecut i ons. This name must be exact.

In the Bus name drop-down field, select the bus you created in Creating a Messaging Bus on
page 64.

In the Queue name drop-down field, select RFReportingExecutions.

Click OK and save changes.

Create aJM S Activation for the reporting service.
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a

Navigate to Resour ces->JM S->Activation specifications. The Activation specifications page
opens.

In the scope drop-down field, select your cell.

Click New. The Activation specifications wizard opens.

Select Default messaging provider.

Give the activation a unique, arbitrary descriptive name, such asRF Activati on.
Give the activation the INDI namej s/ RFAct i vat i on. This name must be exact.
In the Destination type drop-down field, select Queue.

In the Destination JNDI name field, type queue/ Repor ti ngExecut i ons.

In the Bus name drop-down field, select the bus you created in Creating a Messaging Bus on
page 64.

Click OK and save changes.

Create a Work Manager for the reporting service.

Navigate to Resour ces->Asynchronous beans->Work managers. The Work manager s page
opens.

In the scope drop-down field, select your cell.

Click New. The Create new work manager wizard opens.

Give the work manager a unique, arbitrary descriptive name, such as RFver kvanager .
Give the work manager the INDI name wni repor ti ng. This name must be exact.

Click OK and save changes.
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Setting Up JMS for Platform

Platform requires IM S messaging resources that you must set up in the WebSphere Administration Console.
Toset up IMSfor Platform:
1 Create aJMS Connection Factory for Platform.
a Navigate to Resources->JM S->Connection Factories. The Connection factories page opens.
b Inthe scope drop-down field, select your cell.
c  Click New. The Create new connection factory wizard opens.
d  Select Default messaging provider.

e  Givethe connection factory a unique, arbitrary descriptive name, such asPpl at f or m Connecti on
Factory.

f  Give the connection factory the INDI name/ Connect i onFact ory. The INDI name must be exact!

g Inthe Busname drop-down field, select the bus you created in Creating a Messaging Bus on
page 64.

h  Click OK and save your changes.

i Click on Connection pool propertiesunder Additional propertiesand set M aximum connections
field to 100.

i Click OK again and save your changes.

2 Createtheschedul eTi mer ueue JMS Queue.
a Navigate to Resources->JM S->Queues. The Queues page opens.
b Click New. The Create new queue wizard opens.

c  Select Default messaging provider.
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Give the queue a unique, arbitrary descriptive name, such as Pl at f orm Schedul eTi ner Queue.
Give the queue the INDI name queue/ schedul eTi ner ueue. This name must be exact.

In the Bus name drop-down field, select the bus you created in Creating a Messaging Bus on
page 64.

In the Queue name drop-down field, select scheduleTimer Queue.

Click OK and save changes.

3 CreatethetaskProcessor ueue JMS Queue. Perform the same procedure you did when you created the
schedul eTi mer Queue in Step 2, but give the t askpProcessor ueue the INDI name queue/ t askPr ocessor Queue.
This name must be exact.

4 Create thet askst opper Topi ¢ IM S topic.

a

b

Navigate to Resour ces->JM S->T opics. The Topics page opens.

Click New. The Create new topic wizard opens.

Select Default messaging provider.

Give the queue a unique, arbitrary descriptive name, such as Pl at f or m TaskSt opper Topi ¢.
Give the queue the INDI name t opi ¢/ t askSt opper Topi ¢. This name must be exact.

In the Bus name drop-down field, select the bus you created in Creating a Messaging Bus on
page 64.

In the T opic space name drop-down field, select task Stopper Topic.

Click OK and save changes.

5  Create aWork Manager for Platform.

a

Navigate to Resour ces->Asynchronous beans->Work managers. The Work manager s page
opens.
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b Inthe scope drop-down field, select your cell.
c  Click New. The Create new work manager wizard opens.
d  Givethe work manager a unique, arbitrary descriptive name, such asPl at f or m Wr kManager .

e  Givethework manager the INDI name/wni pl at f orm This name must be exact. It does start with
a/ athough other work manager JNDI names do not.

f Under Thread pool properties, set M aximum number of threads to 100.

g Click OK and save changes.

Deploying the Remaining EAR Files

After you set up IMSfor all SOA Systinet components, stop and restart all WebSphere serversin the SOA
Systinet host domain, including the Deployment Manager. Then deploy the SOA Systinet EAR filesyou
created previously, following the same procedure you used to deploy the SSO service (See Deploying the
SSO Service and Creating EAR Files on page 61), with the following differences:

» TheEAR file names and locations are as follows:
¢ REPORTING_HOME/deploy/hp-soa-systinet-reporting.ear
*  PLATFORM_HOM E/deploy/hp-soa-systinet-platform.ear
*  When you are deploying Platform and select deployment options asin Step 5 of Deploying the SSO

Serviceand Creating EAR Fileson page 61, also select Allow dispatching includesto remoteresour ces
and Allow servicing includes from remote resour ces.

» Clustered componentsonly: If you are deploying Platform and/or Reporting Service (but not SSO) to
acluster, you must set a cookie path for the deployed application's web module. Set the cookie path
after you deploy the component but before you start the deployed component.

To set acookie path for a clustered application:

1 Inthe Administration Console, go to Applications->Enterprise Applications. A list of deployed
applications appears.
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2 Click the name of aclustered SOA Systinet application. Its details page opens.

3 Find the Web M odule Properties section and click Session Management. The Session

Management page opens.

4 Click Enable Cookies. The Cookies page opens.

5  Typeinthe cookie path specific to the application:

HP SOA Systinet Platform

/soa

HP SOA Systinet Reporting

/reporting

6 Leaveal other settings at default and click OK. Y ou return to the Session Management page.

7 Find the General Properties section and select Override session management.

8 Leaveall other settings at default, click OK and save your changes.

9  Restart all managed servers. The SOA Systinet deployments should start automatically.

10 Verify that the SOA Systinet deployments are running. Try to view their deployment descriptors

in abrowser window, at these addresses:

® hostnane: port/sso/ rest/descriptor

® hostname: port/reporting/

® hostname: port/soalsystinet/platfornfrest/
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Part lll. Installing SOA Systinet
Components

This part describes how to use the SOA Systinet installation wizards. For the JBoss application server, the
SOA Systinet installation wizards handle deployment automatically, and the server environment is set up
when you start JBoss with the SOA Systinet serverstart script. For other application servers, the SOA
Systinet installation wizards create EAR files, which are then installed with that application server's
deployment tools.

» Installing the Single Sign-On Service on page 75
* Installing Reporting Service on page 89
» Installing Platform on page 95

» Using Silent Installation on page 101






8 Installing the Single Sign-On Service

This chapter contains the following sections describing the procedures of installing the Single Sign-On
(SSO) Service:

Running the SSO Installer on page 75. Executing the installer .jar file and the top-level procedure for
installing SSO.

Database Operations on page 78. The sub-procedure for setting up the SSO service's operationsin the
relational database. This sub-procedure isaso used for installing SOA Systinet Platform.

LDAP Accounts Integration on page 81. An explanation of the information you need to provide when you
use LDAP backend accounts with the SSO service, including mapping between SOA Systinet and LDAP
properties.

In the installation process, the SSO service must be running when you install the other components.

Running the SSO Installer
Toinstall the SOA Systinet Single Sign-On (SSO) service:

1 Instal the target J2EE application server. Servers other than JBoss require some setup before you can
install SSO.

2 Make sure the J2EE server is not running.
3 Executethefilehp-soa- systinet-sso-2.51. j ar, located on the installation CD or in your distribution

directory. On all operating systems, the command java -jar hp-soa-systinet-sso-2.51.jar executesthe
file. Executing this file opens the installation wizard.

» Note: On Windows networks, copy theinstaller jar to your local file system and run it from
there instead of from the network.
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To seethe command-line options, runjava-jar hp-soa-systinet-sso-2.51.jar --help. Usethese options
to set up and run asilent installation (see Using Silent Installation on page 101).

The Welcome screen opens with hardware and software requirements. Read this carefully before
clicking Next, which opens the license page.

Read and accept the license. Click Next to proceed to the I nstallation Folder page.

Type or browse the location you want for your SOA Systinet SSO server installation folder. This
location isreferred to as SSO_ HOME. The default location iS C: \ Program Fi | es\ Hewl et t -

Packar d\ Syst i net\ SS0. Each SOA Systinet component requires a separate installation subfolder. Click
Next and the installer unpacks the distribution files to the chosen location.

Select the type of J2EE application server to which you areinstalling the SSO service. Not all installation

steps are performed for every application server. The subsequent installation path differs as shown in
Table 7 on page 76.

Table7. Single Sign-on Installation Path by Application Server

Application Server Description Steps Performed in Default
Installation
JBoss By default, complete, automated| All (See Step 8.)
deployment to the server is
performed.
WebL ogic or WebSphere A deployable EARfileis Step 9, Step 10, Step 11, Step 12,
created. This must be deployed | Step 17
with application server tools.

Select either Advanced or Default deployment. Default deployment performs all steps that can be
performed for the chosen application server. For advanced deployment, select a subset of stepsto
perform:

e Database Setup, Step 9
e Configuration Table Setup, Step 10

e Endpoint Properties, Step 11
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a

SSO Setup, Step 12

Application Server Properties (JBoss only), see Step 13
Datasource Setup (JBoss only), Step 14

Deployment (JBoss only), Step 15

SSL Setup (JBoss only), Step 16

Set up the database.

Select Create Database or Create Schema, which creates a schemain an existing database.
Click Next to proceed. See Database Operations on page 78 for details.

Select which type of database you are using, such as Oracle or DB2.

Type in database parameters. Please see Table 8 on page 80 for details. All SOA Systinet
components must use the same database.

Typein or browse to the full paths of the JDBC driver JAR/ZIPfile to be installed to SSO,
separated by commas. For Oracle, this should be odbc14. j ar . For DB2, these should be the two
filesdb2j cc. jar and db2j cc_license_cu. jar. If you do not have these files, contact your database
administrator.

Theinstaller copies the IDBC drivers and verifies the connection to the database.

10 Theinstaler verifiesthat a configuration table is available.

11 Specify the endpoint properties: Hostname, HTTP and HTTPS port numbers, whether or not to use
HTTPS transport, and the web context. The default values are given for JBoss. If you areinstalling on
another application server, type the port numbers of the managed server or cluster that will host the
SSO service. If communication goes through a proxy server, use the proxy server's hostname and port
numbers .
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» On JBoss: If you change the port numbers from their default values, you must also change
the application server configuration to use these ports. See Configuring JBoss When SOA
Systinet Uses Non-default Ports on page 35.

12 Set up the SSO parameters that will be used by other SOA Systinet servers to communicate with the
SSO server.
a  Specify SOA Systinet administrator username and password. The default password ischangei t .

b Select whether to store user accounts on the Database or on an L DAP backend. If you store user
accounts on an LDAP backend, enter the LDAP service properties. The relationship between
SOA Systinet and LDAP propertiesisdescribed in LDAP Accounts | ntegration on page 81. Please
also consult your LDAP administrator.

For installation to the WebL ogic and WebSphere application servers, thisisthe final step before
the EAR fileiscreated in Step 17.

13 (JBossonly) Typeor browseto the JBoss I nstallation Folder and type the JBoss Configuration. For
anon-clustered deployment, JBossmust bein def aul t configuration. For aclustered deployment, JBoss
must be in All configuration.

14 (JBoss only) Theinstaller verifies the datasource.
15 (JBossonly) Theinstaller verifies the application server connection.
16 (IBossonly) Theinstaller verifiesthat the necessary client truststoreis present for SSL communication.

17 Depending on thetype of installation, theinstaller either createsadeployable EAR filein Sso HOME depl oy
or deploys SSO to the JBoss application server.

Database Operations

During installation you either create a new database or create aschemain an existing empty database. After
installation you can reconfigure the database with the Setup tool (see the Administration Guide). Using
Setup, you can aso drop a database or database schema, or connect to an existing database that already
contains a schema.
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e Create Database. For Oracle and DB2, the Create Database option does not create a new physical
database. The process only creates a new tablespace in an existing database. Then it creates a database
schema. For Oracle, anew user is also created with access to the new tablespace.

» Because SSO is the first component of SOA Systinet that you install, create a database when
youinstall SSO and create new schemain this database when you install the other components.

> When you create a DB2 database, you must manually create anew user before installing SOA
Systinet. Y ou also need a bufferpool with a 16k page size and atemporary tablespace using
that bufferpool. The new user hasto have a permission to access the temporary tablespace. Set
this up with the DB2 Control Center.

e Create Schema (default). Create tables and indexes in the default schemain an existing database.
Select this method if you have access to an existing empty database with the ability to create tables and
indexes. This option is suitable when you do not know the administrator's credentials. We assume the
administrator has already created a new database/user/tablespace for this option.

» Drop Database (Advanced scenario only). The reverse of creating a database. Details depend on the
type of database. Anything you did manually when creating the database, you must undo manually. Y ou
need an administrator's credentials.

» Drop Schema (Advanced scenario only). Dropsall tablesin the database but |eaves the empty database.

e Configure Database. This gives you the option later in the install ation of editing the configuration
table. For example, use this method if the database already exists from a previous SOA Systinet
installation of the same release number.

After you select the operation, type in the database parameters described in Table 8 on page 80.

) 2 Important: If you install multiple SOA Systinet components to the same application server, set
identical database parameters for each component.
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Table 8. Database Setup Parameters

Par ameter Description Notes
Database Server The hostname or |P address wherethe | For example, in the database connection
Address database server is accessible. string
jdbc: oracl e: thin: @bhost 42: 1521: pl at f orm
the hostname is dbhost 42.
Database Server The connection port for the database. For example, in the database connection
Port string

jdbc: oracl e: t hin: @bhost 42: 1521: pl at f orm,
the port number is 1521.

Existing Database
Name

The name of the database.

For example, in the database connection
string

jdbc: oracl e: t hin: @bhost 42: 1521: pl at f orm,
the database nameispl atform

Database The user name and password of the Only required for the Create Database
Administrator administrator of the database. and Drop Database options.

Name

Database

Administrator

Password

Database Name of the tablespace you create with | For both Oracle and DB2, you must type
Tablespace Name | the Create Database option. For DB2, | anew tablespace name when you create

enter the name of an existing tablespace
for the Create Schema option.

adatabase. For DB2, you must type the
name of an existing tablespace when you
create a schema. When you type a new
tablespace name, the tablespace name
must not conflict with existing objectsin
the database.

Tablespace Datafile

The path to the tablespace datefile that is
stored on the database host machine.

Only required to create a new database
tablespace. Must not conflict with existing
objects in the database.
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Parameter

Description

Notes

(New) Database
User

(New) Database

The name and password of a user who
can create tablesin his default schema,
for the Create Schema option. Default

When you create a new user, the user's
name must not conflict with existing
objects in the database.

user name is "platform™ and default
password is"changeit.” Y ou must confirm
anew user's password if creating a
database.

User Password
Confirm Password

LDAP Accounts Integration

When you install the Single Sign-On (SSO) service (see Installing the Single Sign-On Service on page 75),
you can select to store user accounts on an external LDAP server. This chapter describes how to integrate
accounts from an LDAP server into SOA Systinet. It includes the following sections:

» Automatic Service Discovery on page 82. A brief explanation of automatic service discovery and its
implications

* LDAP Service Properties on page 82. A list of INDI properties of the LDAP server that must be known
to the SSO service.

e LDAPwith a Single Search Base on page 83. One of two use scenarios (the other being LDAP with
multiple search bases). The single search base scenario is very simple. Thereisonly one LDAP server.
All identities are stored under a single search base.

» LDAPwith Multiple Search Bases on page 85. One of two use scenarios (the other being LDAP with
asingle search base). In the multiple search bases scenario, there is also only one LDAP server, but it
has multiple search bases mapped to a domain. The domain is a specified part of the user's login name
(that is, poval N USERNAME). All users must specify the domain name in the login dialog box. When you
manage accounts or groups, use the boval N USERNAVE format. If no domain is set, searches are performed
across al domains.

* LDAPover SSL/TLS on page 86. Various scenarios for enabling communication over SSL between
the SSO service and the LDAP server.
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> Important: TAdministrator account must not be stored in the LDAP. We strongly recommend
that usersstoredinaccount _I'ist. xm (by default, only administrator) should not bein LDAP. If you
really need to have users from LDAP in the file SSO_ HOME/ conf / syst enf account _ i st. xni , delete
password items from the file and change of all the accounts' properties according to LDAP. The
account _list.xn filecontainsalist of usersthat can belogged into SOA Systinet without connection
to the database.

) 2 Sometimes SOA Systinet displays various warnings into logs. We recommend suppressing
account/group LDAP integration warnings. To suppress these warnings, open the files
SSO_HOME/ conf/ syst ent di rect ory. xmi and SSO_HOVE/ conf / syst en group_core. xni and set all instances of
the attribute suppr essWar ni ngs to t r ue.

Automatic Service Discovery

The automatic discovery of LDAP servers means you do not have to hardwire the URL and port of the
LDAP server. Instead you can use! dap: /// 0=INDI Tut ori al , dc=exanpl e, dc=comasaURL and the real URL will
be deduced from the distinguished name o=JNDI Tut ori al , dc=exanpl e, dc=com

Automatic discovery of the LDAP service using the URL's distinguished name is supported only in Java 2
SDK, versions 1.4.1 and later, so be sure of the Java version you are using.

LDAP Service Properties

Tointegrate external accounts, during Single Sign-On (SSO) serviceinstallation select L DAP in the account
provider panel.

SOA Systinet integration with LDAP uses a JNDI interface to connect to LDAP servers. (For more
information, about the JINDI API, see http://java.sun.com/products/jndi/tutorial/ldap/connect/create.html
and http://java.sun.com/j2se/1.4.2/docs/guide/jndi/jndi-dns.html#URL ) The following JNDI properties
must be known to the server:

Property Name| Property Description API Link

Naming URL of the LDAP service http://java.sun.com/j2se/1.4.-

Provider URL 2/docs/api/javax/naming/Context.-
html#PROVIDER_URL
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Property Name| Property Description API Link

Initial Naming | Java classfor theinitial naming | http://java.sun.com/j2se/1.4.-

Factory factory 2/docs/api/javax/naming/Context.-
htmI#NITIAL_CONTEXT_FACTORY
Security The name of the security principal | http://java.sun.com/j2se/1.4.-
Principal for anonymous read access to the | 2/docs/api/javax/naming/Context.-
directory service htmI#SECURITY _PRINCIPAL
Password Password of security principal http://java.sun.com/j2se/1.4.-

2/docd/api/javax/naming/Context.-
htmI#SECURITY _CREDENTIALS

Security Name of the security protocol. http://java.sun.com/j2se/1.4.-
Protocol Default is"simple." 2/docs/api/javax/naming/Context.-
htmI#SECURITY_PROTOCOL

LDAP with a Single Search Base

Theinstallation consists of the following steps:

1 Specify user/account search properties.

2 Map SOA Systinet user search properties to LDAP properties.
3 Specify group search properties.

4 Map SOA Systinet group search properties to LDAP properties.

Users and groups have the same properties. These properties are described in Table 9 on page 84
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Table 9. SOA Systinet User and Group Search Properties

Property Description

Search Filter The notation of the search filter conforms to the LDAP search notation. Y ou can
specify the LDAP node property that matches the user account.

Search Base LDAP will be searched from this base including the current LDAP node and all
possible child nodes.

Search Scope Object Scope Only the search base node will be searched.

One-level Scope Only direct sub-nodes of the search base (entries one
level below the search base) will be searched. The base
entry is not included in the scope.

Subtree Scope The search base and al its sub-nodes will be searched

Results Limit Number of items returned when searching LDAP.

If more than this number of results are returned by an LDAP search an error occurs.

The following user account properties can be mapped from an LDAP server:

java
java
java
java
java
java
java
java
java
java
java
java
java
java
java
java
java
java
java
java
java
java
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.lang.
.lang.
.lang.
.lang.
.lang.
.lang.
.lang.
.lang.
.lang.
.lang.
.lang.
.lang.
.lang.
.lang.
Lutil.
.lang.
.lang.
.lang.

.lang
.lang
.lang
.lang

String
String
String
String
String
String
String
String
String
String
String
String
String
String
Date ex
Bool ean
Bool ean
Bool ean
. I nteger
. I nteger
. I nteger
. I nteger

| ogi nNane
enai |
ful | Name
| anguageCode
passwor d
description
busi nessNane
phone
al t er nat ePhone
address
city
stat eProvince
country
zip
piration
expires
externa
bl ocked
busi nessesLi ni t
servicesLimt
bi ndi ngsLi m t
t Model sLi mi t
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java.lang.Integer assertionsLimt
java.lang.Integer subscriptionsLimt

The following group properties can be mapped from an LDAP server:

java.lang. String nane
java.lang. String owner
java.lang. String description
java.lang. Bool ean privateG oup
java.lang. String menmber

) 2 Important: The platform account property dn specifiesthe LDAP distinguished name. The value
depends on the LDAP vendor.

*  On the Sun ONE Directory Server, the valueisentryDN

* On Microsoft Active Directory, the value is distinguishedName

) 2 User account properties that you specify when mapping to LDAP are treated as read-only in SOA
Systinet.

If an optional property (such as email) does not exist in LDAP, then the property valueis set according to
the default account or group. The default account is specified in the config file

SSO HOMVE/ conf / syst en account _core. xni . The default group (grouplnfo) is specified in the config file whose
nameisgroup_core. xm .

Y ou can specify mapping between SOA Systinet group properties and LDAP properties. Y ou can add rows
by clicking Add. To edit an entry, double click on the value you wish to edit.

If aproperty (such as description) does not exist in LDAP then property valueis set according to the default
group.

LDAP with Multiple Search Bases

Theinstallation consists of the following steps:

Installing the Single Sign-On Service 85



1 Specify the domain delimiter, domain prefix and postfix. These properties are used to dynamically
specify domains.

2 Enable/Disable domains. Inthis step you can statically specify additional domainsor disable domains.

3 Specify and map user/account search properties and group search properties as with single search
bases. See LDAP with a Single Search Base on page 83.

Domain properties are described in Table 10 on page 86.

Table 10. SOA Systinet Domain Properties

Property Description
Domain Delimiter Specifies the character that delimits domain and user name.
Domain Prefix, Domain | Allows the dynamic specification of domains. Domains are searched using the
Postfix following pattern: { domai n prefi x} domai n_name{ domai n post fi x}{sear ch base} where
{} curly brackets indicate the value of the property whose nameis contained in
the brackets.
LDAP over SSL/TLS

Itisonly amatter of configuration to set up LDAP over SSL (orTLS) with adirectory server of your choice.
We recommend that you first install SOA Systinet with a connection to LDAP that does not use SSL. You
can then verify the configuration by logging in as a user defined in this directory before configuring use of
SSL.

The configuration procedure assumes that you have already installed SOA Systinet with an LDAP account
provider. SOA Systinet must not be running.

LDAP over SSL Without Client Authentication
In this case only LDAP server authentication is required. Thisis usually the case.

To changethe LDAP configuration, run the Setup Tool and change Naming Provider URL to usethel daps
protocol and the port on which the directory server accepts SSL/TLS connections. An example of such a
URL isldaps://1dap.test.com 636.
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Be sure that the hostname specified in thej ava. nani ng. provi der. url property matchesthe namethat isin the
directory server certificate's subject common name (CN part of certificate's Subject). Otherwise you will
get an exception during startup of SOA Systinet. It will inform you of a hostname verification error. The
stacktrace contains the hostname that you must use.

LDAP over SSL With Mutual Authentication
SOA Systinet does not support LDAP over SSL with mutual authentication.
Ensuring Trust with the LDAP Server

The client that connects to the SSL/TL S server must trust the server certificate in order to establish
communication with that server. The configuration of LDAPS described in LDAP over SSL/TLS on page
86 inherits the default rule for establishing trust from JSSE (the Javaimplementation of SSL/TLS). Thisis
based on trust stores.

Thetrust store for SOA Systinet islocated in SSO HOVE/ conf/ cl i ent . trust st ore and the certificate for the
LDAP server or its certification authority should be added to it.

To add the LDAP certificate to the SOA Systinet trust store, contact the administrator of the LDAP server
and get the certificate of the server or the certificate of the authority that signed it, then Import the certificate
into the SSO service trust store using the Java keytool

keytool -import -trustcacerts-aliasal i as -filefil e -keystor e keyst or e -stor epass st or epass

The parameters in the keyt ool command are as follows:

Par ameter Description

alias A mandatory, unique aias for the certificate in the trust store;

file Thefile containing the certificate (usually with .crt extension);

keystore The SOA Systinet keystore file (SSO_HOVE/ conf/ client. truststore).

storepass A password designed to protect the keystore file from tampering. The password
for the SOA Systinet keystore isthe SSL Certificate Password set during
installation. The default ischangeit .
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9 Installing Reporting Service

After installing the SSO service (see Installing the Single Sign-On Service on page 75), install the reporting
service. The SSO service must be running when you run the Reporting Service installer. The installation
processisidentical to reconfiguring an installed reporting service with the Setup tool (seethe Administration
Guide), which starts at Step 8.

Toinstall thereporting service:

1

Install the target J2EE application server. Except on JBoss, the reporting service requires a separate
managed server or cluster from other SOA Systinet components.

Start the J2EE server hosting the SSO service. On JB0sS, use the SSO_HOVE/ bi n/ ser verstart SCript.

Execute the file hp- soa- systi net-reporting-2.50-visibility.jar ,located ontheinstallation CD or in
your distribution directory. In Windows, you can double-click on it in an exploration window. On all
operating systems, it launcheswith the command java -jar hp-soa-systinet-r eporting-2.50-visibility.jar
. Executing this file opens the installation wizard.

) 2 Note: On Windows networks, copy the installer jar to your local file system and run it from
there instead of from the network.

To see the command-line options, runjava -jar hp-soa-systinet-r eporting-2.50-visibility.jar --help
. Use these options to set up and run a silent installation (see Using Silent Installation on page 101).

The welcome screen opens with hardware and software requirements. Read this carefully before
clicking Next, which opens the license page.

Read and accept the license. Click Next to proceed to the Installation Folder page.

Type or browse the location you want for your SOA Systinet reporting server installation folder. This
location isreferred to as REPORTING_HOME. The default location is C:\ Program Fi | es\ Hewl et t -
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Packar d\ Syst i net\ Repor ti ng. Each SOA Systinet component requires a separate installation subfolder.
Click Next and the installer unpacks the distribution files to the chosen location.

Select the type of J2EE application server to which you are installing the reporting service. Not al
installation steps are performed for every application server. The subsequent installation path differs

as shown in Table 11 on page 90.

Table 11. Reporting Service I nstallation Path by Application Server

Application Server

Description

Steps Performed in Default
Installation

JBoss By default, complete, automated| All (See Step 8.)
deployment to the server is
performed.
WebL ogic or WebSphere A deployable EARfileis Step 9, Step 10, Step 11, Step 12,

created. This must be deployed
with application server tools.

Step 13Step 20

Select either advanced or default deployment. Default deployment performs all steps that can be
performed for the chosen application server. For advanced deployment, select a subset of stepsto

perform:

e Database Setup, Step 9

e Configuration Table Setup, Step 10

e Endpoint Properties, Step 11

e SSO ldentity Setup, Step 12

* Application of Reporting Service Extensions, Step 13

* Reporting Service Extensions Data Import, Step 14

+ Application Server Properties (JBoss only), Step 15

« Datasource Setup (JBoss only), Step 16
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JMS Setup (JBoss only), Step 17
Deployment (JBoss only), Step 18

SSL Setup (JBoss only), Step 19

Set up the database.

Choose whether to create a new database or create a new schemain an existing database. Click
Next to proceed. Please see Database Operations on page 78 for details.

Indicate which type of database you are using, such as Oracle or DB2.

Type in database parameters and click Next. Please see Table 8 on page 80 for details. All SOA
Systinet components must use the same database.

Typein or browse to the full paths of the JDBC driver .jar/.zip fileto be installed to Reporting,
separated by commas. For Oracle, this should be odbc14. j ar . For DB2, these should be the two
filesdb2j cc. jar and db2j cc_l i cense_cu. jar. If you do not have these files, contact your database
administrator.

Theinstaller now copies the JIDBC drivers and verifies the connection to the database.

10 Theinstaler now verifiesthat a configuration table is available.

11 Specify the endpoint properties; Hostname, HTTP and HTTPS port numbers, whether or not to use
HTTPS transport, and the web context. The default values are given for JBoss. If you areinstalling on
another application server, type the port numbers of the managed server or cluster that will host the
reporting service.

If communication goes through aproxy server, use the proxy server's hostname and port numbers (see
Proxy Setup on page 113). If SOA Systinet components should not use HT TPS to communicate between
each other, unselect Use HTTPS.

Installing Reporting Service 91



» On JBoss: If you change the port numbers from their default values, you must also change
the application server configuration to use these ports. See Configuring JBoss When SOA
Systinet Uses Non-default Ports on page 35.

12 Typeinthe following information:

92

SSO Service URL

The URL of the SSO Service. If SOA Systinet components
communicate through a proxy server, use the proxy server's URL.
(If aproxy server is used for external communication but SOA
Systinet components communicate with each other directly, use
the SSO service host's URL.)

Configuration Service Admin
Name

Configuration Service Admin
Password

Name and password of the SSO Service administrator. The default
password is changeit .

Identity Name Arbitrary name of the identity for the reporting server you are
creating on the SSO Server. Default iSreporting.
I dentity Password The password of the SSO identity you are creating. The default

password is changeit .

(Advanced scenario and Setup tool only) Applies extensions from the/ ext ensi ons directory to the .ear
file. (Thisisnot necessary in most caseswhen you first install the Reporting Server, because the default

extensions are preapplied.)

The installer now imports extension data from the extension .jar files into the database.

For installation to the WebL ogic and WebSphere application servers, thisis the final step before the

EAR fileis created in Step 20.

(JBoss only) Indicate path and configuration type of JBoss server. JBoss should bein def aul t

configuration.

(JBoss only) The installer now verifies the datasource.
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17 (JBoss only) Theinstaller now verifies IMS setup.
18 (JBossonly) Installer now verifies application server properties.

19 (JIBossonly) Theinstaller now verifies that the necessary client truststore is present for SSL
communication.

20 Depending on the type of installation, the installer either creates a deployable EAR filein
REPORTI NG_HOVE/ depl oy or deploys the reporting service to the JBoss application server.

Installing Reporting Service
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10 Installing Plattorm

After installing the SSO and reporting services (see Installing the Single Sign-On Service on page 75 and
Installing Reporting Service on page 89), install the SOA Systinet Platform service. The SSO service must
be running when you run the Reporting Serviceinstaller. Theinstallation processisidentical to reconfiguring
aninstalled SOA Systinet Platform service with the Setup tool (see the Administration Guide), which starts
at Step 8.

Toinstall the SOA Systinet Platform service:

1

Install the target J2EE application server. Y ou can use the same J2EE server that hosts the SSO and/or
the reporting service.

Start the J2EE server hosting the SSO service. On JB0sS, use the SSO_HOVE/ bi n/ ser verstart SCript.

Executethefilehp- soa- systinet-platform2.50-visibility.jar ,located ontheinstallation CD or inyour
distribution directory. In Windows, you can double-click on it in an exploration window. On all
operating systems, it launcheswith the commandjava-jar hp-soa-systinet-platfor m-2.50-visibility.jar
. Executing this file opens the installation wizard.

) 2 Note: On Windows networks, copy the installer jar to your local file system and run it from
there instead of from the network.

To see the command-line options, run java -jar hp-soa-systinet-platform-2.50-visibility.jar --help
. Use these options to set up and run a silent installation (see Using Silent Installation on page 101).

The welcome screen opens with hardware and software requirements. Read this carefully before
clicking Next, which opens the license page.

Read and accept the license. Click Next to proceed to the Installation Folder page.
Type or browse the path to your SOA Systinet Platform installation folder and click Next. The default

path is C:\ Program Fi | es\ Hewl et t - Packar d\ Syst i net\ Pl at f orm Each SOA Systinet component requires a

95



96

separate installation subfolder. Click Next and theinstaller unpacksthe distribution files to the chosen
location.

Select the type of J2EE application server to which you areinstalling SOA Systinet Platform. Not all
installation steps are performed for every application server. The subsequent installation path differs
as shown in Table 12 on page 96.

Table 12. SOA Systinet Platform Installation Path by Application Server

Application Server Description Steps Performed in Default
Installation

JBoss By default, complete, automated| All (See Step 8.)
deployment to the server is
performed.

WebL ogic or WebSphere A deployable EARfileis Step 9, Step 10, Step 11, Step 12,
created. Thismust be deployed | Step 13, Step 14, Step 15, Step
with application server tools. 20, Step 22, Step 23

Select either advanced or default deployment. Default deployment performs all steps that can be
performed for the chosen application server. For advanced deployment, select a subset of steps to
perform:

e Database Setup, Step 9

e Configuration Table Setup, Step 10

* Endpoint Properties, Step 11

e SSO ldentity Setup, Step 12

e Repository Import, Step 13

e Ul Perspective Import, Step 14

e Reporting Server Connection, Step 15

« Application Server Properties (JBoss only), Step 16
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Datasource Setup (JBoss only), Step 17
SSL Setup (JBoss only), Step 18

JMS Setup (JBoss only), Step 19
SMTP Properties, Step 20

Deployment (JBoss only), Step 21

Client Package Creation, Step 22

Set up the database.

Choose whether to create anew database, create anew schemain an existing database or configure
an existing database and schema. If you are using the Setup tool, you can also drop a database or
schema. Click Next to proceed. Please see Database Operations on page 78 for details.

Select which type of database you are using, such as Oracle 10 or DB2.

Type in database parameters. Please see Table 8 on page 80 for details. All SOA Systinet
components must use the same database.

Typein or browse to the full paths of the JDBC driver .jar/.zip fileto be installed to Platform,
separated by commas. For Oracle, this should be odbc14. j ar . For DB2, these should be the two
filesdb2j cc. jar and db2j cc_license_cu. jar. If you do not have these files, contact your database
administrator.

Theinstaller now copies the JIDBC drivers and verifies the connection to the database.

10 Theinstaler now verifiesthat a configuration table is available.

11 Specify the endpoint properties; Hostname, HTTP and HTTPS port numbers, whether or not to use
HTTPS transport, and the web context. The default values are given for JBoss. If you areinstalling on
another application server, type the port numbers of the managed server or cluster that will host Platform.
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If communication goes through aproxy server, use the proxy server's hostname and port numbers (see
Proxy Setup on page 113). If SOA Systinet components should not use HTTPS to communi cate between
each other, unselect Use HTTPS.

» On JBoss: If you change the port numbers from their default values, you must also change
the application server configuration to use these ports. See Configuring JBoss When SOA
Systinet Uses Non-default Ports on page 35.

Typein the following information:

SSO Service URL The URL of the SSO Service. If SOA Systinet components
communicate through a proxy server, use the proxy server's URL.
(If aproxy server is used for external communication but SOA
Systinet components communicate with each other directly, use
the SSO service host's URL.)

Configuration Service Admin | Name and password of the SSO Service administrator. The default

Name password is changei t .

Configuration Service Admin

Password

Identity Name Arbitrary name of theidentity for the SOA Systinet Platform server
you are creating on the SSO Server. Default ispl atform

| dentity Password The password of the SSO identity you are creating. The default

password is changeit .

Select to either install the default, initial bootstrap image or to import a custom image exported from
another SOA Systinet Platform server.

Theinstaller now verifies Ul perspective importation.

In the Reporting Server Connection panel, select the SSO partner identity name of the reporting
service component that you are linking to this platform component. The default partner identity name
you want isreporting. Y ou can also choose to use the secure SSO https URL .
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22

23

If you areinstalling on a WebL ogic or WebSphere server, go to Step 20.

(JBoss only) Indicate path and configuration type of J2EE application server. JBoss should bein def aul t
configuration.

(JBoss only) The installer now verifies the datasource.

(JBossonly) Theinstaller now verifies the existence of the necessary application server configuration
filesfor SSL communication.

(JBoss only) The installer now verifies IM S setup.

If youwant SOA Systinet to send notifications over email, typein SMTP server authentication details.
Mail service must be configured separately on the J2EE server.

If you areinstalling on a WebL ogic or WebSphere server, go to Step 22.
(JBoss only) Installer now verifies application server properties.
Theinstaller now verifies the existence of necessary client package files.

Depending on the type of installation, the installer either creates a deployable EAR filein
PLATFORM HOVE/ depl oy or deploys SOA Systinet Platform to the JBoss application server.
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1T Using Silent Installation

Y ou might need to install the SOA Systinet components non-interactively or install them using areuseable
installation configuration. The installation wizard generates an XML property file with the installer
configuration. Thisfile can be edited and used in a non-interactive installation.

To generate an SOA Systinet installation configuration property fileor install SOA Systinet non-interactively,
launch the installation wizards with the java -jar command and various options. To seealist of all options
and abrief description of each, runjava-jar instal ler_jar_file --help. These options are the same asthose
for the Setup tool, described in the Administration Utilities part of the Administrator Guide.
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Part IV. After Installation

Perform the following procedures after installing SOA Systinet::
e Enabling Full Text Search on page 105
* Importing SOA Systinet Registry Truststore on page 111

e Proxy Setup on page 113






12 Enabling Full Text Search

The SOA Systinet full text search is an optional feature based on relational database extensions.

ToenableFTS:
1 Prepare FTS on the database server:
a  Createanindex for column "m_extension" from "ry_resource" table.
b Create anindex for column "data" from "ry_resource" table.
¢ Schedule update of these indexes.
2 Optionally disablethe appendage of % charactersto search terms (useful if using non-L atin character
Sets).

3 Activate FTSinthe SOA Systinet Ul as described in the SOA Systinet Configuration Options section
in the HP SOA Systinet Administrator Guide.

The following sections provide details on enabling Full Text Search:
» Creating Full Text Search Indexes on DB2 on page 106

e Creating Full Text Search Indexes on Oracle on page 107

» Disabling the Addition of % to Search Terms on page 108

Ensure that your database server meets the system requirements described in the Database Setup on page
23.
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Creating Full Text Search Indexes on DB2

To create indexes and schedule their update in DB2, use the DB2 Net Search Extender. Connect to the
database using the same credentials used during installation. Follow Example 1 on page 106.

Example 1: Create Indexesfor FTS and Schedule Synchronization in DB2

db2t ext START

#use sa user in this case
db2t ext ENABLE DATABASE FOR TEXT CONNECT TO <dat abase> USER sa USI NG <passwor d>

db2t ext CREATE | NDEX idx_ry_resource_meta FOR TEXT ON ry_resource(m extensions)
CONNECT TO <dat abase> USER <user > USI NG <passwor d>

db2t ext CREATE I NDEX idx_ry_resource_data FOR TEXT ON ry_resource(data)
CONNECT TO <dat abase> USER <user > USI NG <passwor d>

#schedul e a regul ar index update each day at nidnight

db2text ALTER INDEX idx_ry_resource_nmeta FOR TEXT UPDATE FREQUENCY D(*) H(0) MO0)
CONNECT TO <dat abase> USER <user > USI NG <passwor d>

db2text ALTER INDEX idx_ry_resource_data FOR TEXT UPDATE FREQUENCY D(*) H(0) MO0)
CONNECT TO <dat abase> USER <user > USI NG <passwor d>

Example 2 on page 106 are commands you use to update the index manually.

Example 2. Synchronizing Indexesin DB2 Manually

db2t ext UPDATE | NDEX idx_ry_resource_meta FOR TEXT
CONNECT TO <dat abase> USER <user > USI NG <passwor d>

db2t ext UPDATE | NDEX idx_ry_resource_data FOR TEXT
CONNECT TO <dat abase> USER <user > USI NG <passwor d>

For more scheduling details see also DB2 Net Search Extender documentation.
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Creating Full Text Search Indexes on Oracle

In order to createindexes and schedul e their update, use the Oracle sqlplus console. Connect to the database
using the same credentials used during installation.

Example 3 on page 107 showsthe procedure in commands. It also shows how to synchronize indexes every
midnight. The database user must have permissions to create a scheduled job.

Example 3: Preparing Oracle For Full Text Sear ch using the Scheduling M echanism

- add "create job" permssion to <user>
sql pl us systen password@onnect _i dentifier
GRANT create job TO user;
exit;

sql pl us user/password@onnect _i dentifier

DROP | NDEX idx_ry_resource_neta;
DROP | NDEX idx_ry_resource_data;

CREATE | NDEX idx_ry_resource_meta ON ry_resource(m extensions)
| NDEXTYPE |'S CTXSYS. CONTEXT PARAMETERS
(" FILTER CTXSYS. NULL_FI LTER SECTI ON
GROUP CTXSYS. NULL_SECTI ON_GROUP
SYNC (EVERY " TRUNC( SYSDATE) +1")");

CREATE | NDEX idx_ry_resource_data ON ry_resource(data)
| NDEXTYPE |'S CTXSYS. CONTEXT PARAMETERS
(" FILTER CTXSYS. NULL_FI LTER SECTI ON
GROUP CTXSYS. NULL_SECTI ON_GROUP
SYNC (EVERY " TRUNC( SYSDATE) +1")");

When you create the index, remove words that could frequently appear in full-text searches from the Oracle
stoplist. By default, the Oracle index stoplist includes words such as"to." Full-text searchesincluding these
wordsreturn afalseempty list. Alternatively, the database administrator should provide SOA Systinet users
with the stoplist and a warning not to use these terms in full-text searches. Example 4 on page 108 is a set
of commands for replacing the Oracle stoplist.

Example 4 on page 108 shows the commands to set up the indexing stoplist on Oracle:
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Example 4. Creating Oracle Indexing Stoplist

cal | CTX_DDL. CREATE_STCPLI ST(' MyStoplist');
cal | CTX_DDL. ADD_STOPWORD(' MyStoplist', 'a');

. Add words that should not be indexed. Do not include "to" or other words that would frequently
occur in full-text searches.

DROP | NDEX idx_ry_resource_neta;

DROP | NDEX idx_ry_resource_data;

CREATE | NDEX idx_ry_resource_meta on ry_resource(mextensions) indextype is ctxsys.context paraneters
("filter ctxsys.null _filter section group CTXSYS.NULL_SECTI ON_GROUP STOPLI ST MyStoplist SYNC

(EVERY " TRUNC( SYSDATE) +1")')") ;

CREATE | NDEX idx_ry_resource_data on ry_resource(data) indextype is ctxsys.context paraneters
("filter ctxsys.null _filter section group CTXSYS.NULL_SECTI ON_GROUP STOPLI ST MyStoplist SYNC

(EVERY " TRUNC( SYSDATE) +1")" ) ;

For more information about creating indexes, see the Oracle documentation at http://download-uk.oracle.-
com/docs/cd/B19306_01/text.102/b14218/toc.htm

A Do not implement index synchronization ON COMMIT. It can cause Oracle thread termination,
returning the error message GRA-error stack (07445[ ACCESS_VI OLATION)) logged in filenane. | og.
(Tested on Oracle 10gR2 - 10.2.0.1). Y ou can use any other synchronization technique.

Example 5 on page 108 shows how to execute index synchronization manually.

Example 5: Synchronizing Indexesin Oracle Manually

sql pl us user/password@onnect _i dentifier
CALL CTX_DDL. SYNC_| NDEX('idx_ry_resource_neta', '2M);
CALL CTX_DDL. SYNC_I NDEX('idx_ry_resource_data', '2M);

Disabling the Addition of % to Search Terms

By default, full-text search in SOA Systinet adds a % to the end of input search terms. This functionality
might cause problems when using non-Latin character sets.
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To disable the addition of %:

1

2

Stop SOA Systinet. If using JBoss, stop SOA Systinet with the PLATFORM HOVE bi n/ ser ver st op command.
Export the configuration with the command:
PLATFORM_HOME/bin/configurationexport config.xml

Open confi g. xnt for editing and search for this element:

<full textsearch>
<appendper cent age>t r ue</ appendper cent age>
</full textsearch>

Change the value of appendper cent age t0 f al se, and save thefile.
Import the amended configuration with the command:
PLATFORM_HOM E/bin/configurationimport config.xml

Start SOA Systinet. If using JBoss, start SOA Systinet with the PLATFORM HOVE bi n/ ser ver start command.
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13 Importing SOA Systinet Registry
Truststore

If you are using SOA Systinet in conjuction with HP SOA Systinet Registry and plan to import artifacts
and taxonomies, you need to import the HP SOA Systinet Registry truststore. The way you do this varies
according to the application server on which you have deployed SOA Systinet as described in the following
sections:

* Importing Systinet Registry Truststore on JBoss on page 111
* Importing Systinet Registry Truststore on WebL ogic on page 111

* Importing Systinet Registry Truststore on WebSphere on page 112

Importing Systinet Registry Truststore on JBoss

To import the HP SOA Systinet Registry truststore to SOA Systinet deployed on JBoss, run the following
command (Y ou need the SOA Systinet Platform truststore password, which ischangei t by default):

keytool -import -aliasregistry -file" C:\Program Files\Hewlett-
Packar d\Systinet\registry\doc\registry.crt” -keystore" C:\Program Files\Hewlett-
Packar d\Systinet\platfor m\conf\client.truststor e"

In the syntax of that command, SOA Systinet and HP SOA Systinet Registry are installed to the default
locations on Windows machines. If they areinstalled to different locations, modify the command accordingly.
If JAVA_HOVE/ bi n IS On your path, it does not matter where you run the command from.

Importing Systinet Registry Truststore on Weblogic
Usethe Sun Javakeyt ool or the WebL ogic consoleto create atruststore for the server hosting SOA Systinet

Platform or its proxy. Then import the HP SOA Systinet Registry host server's certificate to the trust store
you created.
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Importing Systinet Registry Truststore on WebSphere

UselKEYMAN or the WebSphere consoleto create atruststore for the server hosting SOA Systinet Platform
or itsproxy. Thenimport the HP SOA Systinet Registry host server's certificate to the trust store you created.
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14 Proxy Setup

SOA Systinet can communicate viaaproxy server. Thisenhancesand simplifies security, allowsall external
communication through asingle URL and relieves the need for SSL communi cation between SOA Systinet
components. Communication viaaproxy server can be configured in one of these ways:

e The components of SOA Systinet communicate with each other viathe proxy server.

» Thecomponents of SOA Systinet communicate with each other directly. Only external communication
goes through the proxy.

Setup isidentical for both cases. This applies whether or not you use HTTPS for communication between
SOA Systinet components and the proxy. HTTPS vs HTTP is chosen when you specify the component
endpoint in each SOA Systinet installer (see for example Step 11 in Installing the Single Sign-On Service
on page 75).

To set up SOA Systinet when using a proxy server:

1 Prepare and configure the proxy server. Provide the following URL mappings at the proxy:
« [PROXY_URL]/ssoto [SSO_HOST_URL]/ss0
« [PROXY_URL]/soato [PLATFORM_HOST URL]/soa
e [PROXY_URL]/reporting to [REPORTING_HOST_URL]/reporting

If you intend to use secure communication protocol for Web Ul between public clients and the proxy
— enabled by 'Use HTTPS option in the installation wizzards — then also configure SSL on proxy.

2 Follow the standard setup and installation procedure for your application server described in Part |1,
“Deploying SOA Systinet To Application Servers’ until you have completed deploying SSO service.
Be certain to use the proxy's hostname and port number when you specify the endpoint properties (see
Step 11 in Installing the Single Sign-On Service on page 75).

3 Addthe URL of the server or cluster hosting SSO service to the SSO partner.
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On the command line, type SSO HOVE/ bi n/ ssoconfi g. bat | . sh get -e

urn: systinet 2: sso: 1. 2: [ PROXY_HOSTNAME] : [ PROXY_SSL_PORT _NUMBER] -d . -s [SSO DMz URL]. Inthis
command, [SSO DMZ URL] isthe URL of the server or cluster hosting SSO service and the
string beginning urn: systinet 2. .. isthe SSO partner ID. The command creates a file named

[ SSO PARTNER | O] . xmi in your current location.

Open thefile[sso PARTNER 1 D). xni and find the following element:
<urn: EntityDescriptor...>
m<urn:|DPSSCDescriptor...>
. <urn: Extensions...>

Add the following subelement to the ur n: Ext ensi ons element: <ext : BaseUr| ext: pat hPref i x="">[ SSO
DMZ URL] </ ext: BaseUr| >

In the command line, run thiscommand: SSO HOVE/ bi n/ ssoconfi g. bat update -f [ SSO PARTNER | D] . xni
-5 [SSO DMZ URL] -u usernane -p password . Thedefault usernameisadni n and the default password
iSchangei t . Thiscommand tells SSO service to use the configuration you modified.

Complete the standard setup and deployment procedure for your application server.

If SOA Systinet components communicate with each other directlySet up redirection:

Copy the following configuration file to your file system with the name confi g. xm :

<?xnl version="1.0" encodi ng="UTF-8"?>

<properties>
<shar ed>
<url>
<redirection>
<from 0>[ PROXY_URL] / soa</ from 0>
<t 0- 0>[ PLATFORM HOST_URL] / soa</t 0- 0>
<from 1>[ PROXY_URL] /reporting</from 1>
<t 0- 1>[ REPORTI NG_HOST_URL/ reporti ng</to-1>
<from 2>[ PROXY_URL] / sso</ from 2>
<t 0- 2>[ SSO_HOST_URL] / sso</t 0- 2>
<l-- #3 applies to standard editions only -->
<from 3>[ PROXY_URL] / pol i cyngr </ from 3>
<t 0- 3>[ POLI CYMGR_HOST_URL/ pol i cynmgr </t o- 3>
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</redirection>
<lurl>
</ shared>
</ properties>

b Replacethe variablesin the file with real URLs. Save when done.
¢ Inthecommandline, run thiscommand: PLATFORM HOVE/ bi n/ conf i gur at i oni nport . bat | . sh confi g. xn

d Restart all host servers.
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