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About this Guide

Welcome to HP SOA Systinet, the foundation of Service Oriented Architecture, providing an enterprise
with a single place to organize, understand, and manage information in its SOA. The standards-based
architecture of SOA Systinet maximizes interoperability with other SOA products.

) 2 HP Software controls accessto components of SOA Systinet with alicense. Thisdocument describes
the full functionality of SOA Systinet including licensed components. If your license does not
include these licensed components, their features are not available.

How This Guide is Organized

This guide describes how to setup an environment and deploy SOA Systinet to it.
This guide contains the following chapters:
e Chapter 1, Getting Started
Design your environment for SOA Systinet.
e Chapter 2, Basic Installation
Usethe GUI Installer, designed for test and evaluation installations of SOA Systinet.
e Chapter 3, Setting Up Production Environments
Setup and configure a production environment for SOA Systinet.
e Chapter 4, Deploying SOA Systinet
Deploy SOA Systinet to a production environment using command-line installation.

e Chapter 5, After Installation



Additional processes that may be required after deploying SOA Systinet.



Document Conventions

This document uses the following typographical conventions:

run.bat make

Script name or other executable command plus mandatory arguments.

[--help]

Command-line option.

either | or

Choice of arguments.

repl ace_val ue

Command-line argument that should be replaced with an actual value.

{argl | arg2}

Choice between two command-line arguments where one or the other is
mandatory.

romdir /S /Q SystenB2

User input.

C:\ Systemi ni

Filenames, directory names, paths and package names.

a. append(b);

Program source code.

server. \Version

Inline Java class name.

get Versi on() Inline Java method name.

Shift+N Combination of keystrokes.

Service View Label, word, or phrasein a GUI window, often clickable.
OK Button in auser interface.

New - Service

Menu option.




Documentation Updates

This guide's title page contains the following identifying information:

» Software version number, which indicates the software version.

e Document release date, which changes each time the document is updated.

» Software release date, which indicates the release date of this version of the software.

To check for recent updates, or to verify that you are using the most recent edition of a document, go to:
http://h20230.www2.hp.com/selfsolve/manuals

This site requiresthat you register for an HP Passport and sign-in. To register for an HP Passport ID, go to:
http://h20229.www?2.hp.com/passport-r egistr ation.html

Or click the New users - pleaseregister link on the HP Passport login page.

You will also receive updated or new editions if you subscribe to the appropriate product support service.
Contact your HP sales representative for details.


http://h20230.www2.hp.com/selfsolve/manuals
http://h20229.www2.hp.com/passport-registration.html

Support

You can visit the HP Software Support Web site at:

http://ww.hp.com/go/hpsoftwar esupport

HP Software Support Online provides customer self-solve capabilities. It provides afast and efficient way
to accessinteractive technical support tools needed to manage your business. Asavalued support customer,
you can benefit by using the HP Software Support web site to:

Search for knowledge documents of interest

Submit and track support cases and enhancement requests
Download software patches

Manage support contracts

Look up HP support contacts

Review information about available services

Enter into discussions with other software customers

Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also require a
support contract.

To find more information about access levels, go to:

http://h20230.www2.hp.com/new_access levels.jsp

To register for an HP Passport ID, go to:

http://h20229.www2.hp.com/passpor t-registr ation.html


http://www.hp.com/go/hpsoftwaresupport
http://h20230.www2.hp.com/new_access_levels.jsp
http://h20229.www2.hp.com/passport-registration.html

10



1 Getting Started

Beforeinstalling SOA Systinet you must make surethat the environment you want to install to isappropriate
and suitable for your needs.

The following sections describe the requirements and options available:
* Prerequisites on page 11
» Supported Platforms on page 12

» Designing Your Deployment on page 14

Prerequisites

The following hardware and software is required to run SOA Systinet:
Hardware

Hardware requirements vary depending on sizing and deployment type.
For adistributed, production environment, the requirements are:

e For each physical node, an Intel Pentium Dual Core processor, 2 GB RAM, 1 GB free disk space and
anetwork card that supports 1 Gh/sec.

* Network bandwidth of 1 Gb/sec or higher.
For development and evaluation purposes, SOA Systinet can run on a single machine, even on a notebook.
The hardware requirements in this case are:

e Intel Pentium IV processor, 1 GB RAM, 1 - 2 GB free disk space and a network card that supports 100
Mb/sec.
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e Network bandwidth of 100Mb/sec or higher.
Software
Each physical node must have the following software:

e A JDK and a J2EE application server from the list in Supported Platforms on page 12. The application
server must use this JDK.

e A JAVA HOVE environment variable set to point to the Java JDK used by the host J2EE application server.

» Accessto asupported database from Supported Platforms on page 12.

Supported Platforms

SOA Systinet supports the following browsers:

* Microsoft Internet Explorer 6 and 7

* MozillaFirefox 2

SOA Systinet supports the following combinations of application servers, JDKs and backend databases.
The combinations are described in the following tables, organized by operating system:

e Supported Platforms on Windows on page 13

»  Supported Platforms on Linux on page 13

» Supported Platforms on AlX on page 13

»  Supported Platforms on HP-UX on page 14

12 Chapter 1



Supported Platforms on Windows

Windows Server 2003 on x86 Platforms

J2EE Application Server Java JDK Relational Database

BEA® WebL ogic Server ® 9.2 MP2 Sun JDK 5.0_u9 MSSQL 2005
Oracle 10g

IBM WebSphere® 6.1.0.13 IBM DK 1.5 Oracle 10g

JBoss® 4.2.2 Sun JDK 5.0_u9 MSSQL 2005
Oracle 10g

Oracle Application Server 10.1.3.3 Sun JDK 1.5.0_09 or higher Oracle 10g

O If you use JBoss, install it with a path less than 20 characters. This limitation is caused by JBoss
expanding the application in the local disk and the Windows 255 character limit on path names.

Supported Platforms on Linux

RedHat Enterprise Linux 4.0 and 5.0 on x86 Platforms

J2EE Application Server Java JDK Relational Database
BEA® WebL ogic Server ® 10.0 JRocket Oracle 10g

JBoss® 4.2.2 Sun JDK 5.0 _u9 Oracle 10g

Oracle Application Server 10.1.3.3 Sun JDK 5.0_u9 Oracle 10g
Supported Platforms on AIX

AlX 5L 5.3 on Power PC Platforms

J2EE Application Server Java JDK Relational Database
IBM WebSphere® 6.0.1.13 IBM JDOK 1.5 DB29.1

Getting Started
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Supported Platforms on HP-UX

HP-UX 11.23 on Itanium Platforms

J2EE Application Server Java JDK Relational Database
BEA® WebLogic Server ® 9.2 MP2 HPJDK 1.5 Oracle 10g

Oracle Application Server 10.1.3.3 HPJDK 1.5 Oracle 10g

HP-UX 11.31 on Itanium Platforms

J2EE Application Server Java JDK Relational Database
BEA® WebL ogic Server ® 9.2 MP2 HPJDK 1.5 Oracle 10g

Designing Your Deployment

HP SOA Systinet can be deployed on awide range of scales. Y ou must design your deployment to match
the scale of your network and your own J2EE application installation procedures. Broadly speaking, there

are the following types of deployment:

e Development on page 14

To evaluate the product, you can deploy it on a single machine.

* Production on page 15

To use SOA Systinet in a production environment, cluster it with SOA Systinet installed on multiple

nodes.

» Upgrade on page 16

Upgrading from and earlier version of SOA Systinet.

Development

If you are adeveloper, CIO, or other IT manager who wants to learn the functions of SOA Systinet, thisis
the correct type of deployment for you. It should be on one machine and preferably on one J2EE server
instance. The simplest approach isto deploy SOA Systinet to the JBoss application server.

14
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Usetheinstallation wizard to deploy the product to JBoss, following the default settings. Server configuration
for JBoss is handled within thiswizard and in the serverstart and serverst op Scripts.

If you use an application server other than JBoss, the installation wizard can only create EAR files, which
you then deploy using the application server tools. Y ou must also modify server classpaths, configure IMS
and set Java properties yourself.

For installation details, see Chapter 2, Basic Installation.

Production

Deploying SOA Systinet for use in a production environment is complex. SOA Systinet islikely to be
clustered and linked to a database and directory service on separate machines. A schematic of aproduction
deployment is shown in Figure 1. If you are creating such a deployment, you should already have a set of
tools and procedures for deploying J2EE applications and managing relational databases.

For details, see Chapter 3, Setting Up Production Environments.

Getting Started 15



Figure 1. Production Environment Deployment
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When you deploy SOA Systinet to a production environment you may need additional configuration options
that are not available in the GUI installer.

You caninstall SOA Systinet using the command line.

For details, see Chapter 4, Deploying SOA Systinet.

Upgrade

If you have an installation of SOA Systinet 2.52, you can upgrade to SOA Systinet 3.00.
Toupgrade from SOA Systinet 2.52

1 Install SOA Systinet 3.00 according to your deployment requirements.
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2 If you have customized extensionsin SOA Systinet 2.52, apply them to SOA Systinet 3.00:

a Instal HP SOA Systinet Customization Editor as part of HP SOA Systinet Workbench 3.00.
For details, see the HP SOA Systinet Customization Editor Guide.

b Open the 2.52 extensions in Customization Editor 3.00.
For details, see the HP SOA Systinet Customization Editor Guide.

¢  Build the extensions in Customization Editor 3.00.
For details, see the HP SOA Systinet Customization Editor Guide.

d  Apply the extensions to SOA Systinet 3.00.

For details, see "Applying Extensions” in the HP SOA Systinet Administration Guide .

3 Migrate your datafrom SOA Systinet 2.52 to SOA Systinet 3.00.

For details, see "Data Migration" in the HP SOA Systinet Administration Guide .

Getting Started
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2 Basic Installation

The GUI installer isthe easiest way to install SOA Systinet. However, it may not be suitable for all the
configuration options required by production environments.

Production installation and deployment is described in detail in Chapter 4, Deploying SOA Systinet.

If you want to use the GUI installer for a production environment or for a non-JBoss application server,
you should read Chapter 3, Setting Up Production Environments before running the installation.

This chapter contains the following sections:
e Using the GUI Installer on page 19

e After GUI Installation on page 33

Using the GUI Installer

Before using the GUI Installer make sure that you have a correctly setup environment.
For hardware and software requirements, and supported platforms, see Chapter 1, Getting Started.

For an eval uation environment, you need valid credential sto aconfigured database. For details, see Preparing
Databases on page 35.

JBoss does not require any additional configuration for evaluation purposes. If you are using the GUI
installation for a production environment with JBoss or for a different application server, see Setting Up
Application Servers on page 46.

Toinstall using the Installation Wizard:
1 Make sure the application server is not running.

2 Do one of thefollowing:

19
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e Execute the filehp-soa-systinet-3.00.jar, located on the installation CD or in your distribution
directory.

» Execute the following command:

java-jar hp-soa-systinet-3.00.jar

» Additional command line options are available.

For details, see Installation Command Line Options on page 112.

The Installation Wizard opens displaying the Welcome page.
In the Welcome page, review the hardware and software requirements, and then click Next.
The License page opens.

In the License page. review the license, select | Accept the Terms of the License Agreement, and
then click Next.

The Installation Folder page opens.

In the Installation Folder page, type or Browse for the location you want to use as your SOA Systinet
installation folder, and then click Next.

Theinstaller unpacks the distribution files to the chosen location.

The Application Server page opens.

» Theinstallation location is referred to as soa_HoMVe throughout the documentation.

In the Application Server page, select the application server to use and click Next.

The Scenario Selection page opens.
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Basic Installation

» For evaluation purposes, HP Software recommend JBoss. Other application servers require
additional setup and configuration.

For details of production deployment, see Chapter 4, Deploying SOA Systinet.

In the Scenario Selection page, select Default, and then click Next.

The Password Encryption page opens.

» The Advanced scenarios enable you to perform parts of the installation separately. These
functions are duplicated by the Setup Tool and are discussed as administration functions.

For details, see the "Setup Tool" section in the HP SOA Systinet Administration Guide .

In the Password Encryption page, do one of the following:

e Select Enable, input the Master Passphrase and Confirm Passphrase, and then click Next.

* Select Disable, and then click Next.

Theinstaller validates the encryption and the License Information page opens.

In the License Information page, do one of the following and then click Next:

e Select Install a 60 day evaluation license.

e Select Enter license details and input the license details provided by your sales representative.

The Updates page opens.

» The administrator can change the license at alater date.

For details, see "Managing the License" in the HP SOA Systinet Administration Guide .

21
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In the Updates page, use Add and Removeto sel ect updatesto apply during installation, and then click
Next.

The Custom Extensions page opens.

In the Custom Extensions page, use Add and Remove to select extensionsto apply during installation,
and then click Next.

The Database Selection page opens.

In the Database Selection Page, select the database type to use, and then click Next.
The Database Setup Operations page opens.

In the Database Setup Operations page, do one of the following:

» Select Create Database, and click Next.

» Select Create Schema, and click Next.

A different Database Options page opens depending on the database and whether you are creating a
database or a schema.

For more details about database setup options, see Database Installation Types on page 36.
In the Database Options page, input the parameters you want, and then click Next.

For parameter details, see the following sections:

e DB2 Create Database on page 25

e DB2 Create Schema on page 26

e MSSQL Database Parameters on page 27

* Oracle Create Database on page 28

e Oracle Create Schema on page 30

The JDBC Drivers page opens.

Chapter 2



Inthe IDBC Drivers page, type or Browse for the driver to use, and then click Next.

» For multiple drivers, use acommato separate them.

Theinstaller validates the database parameters, the configuration tables, and the driver.
The Endpoint Properties page opens.
In the Endpoint Properties page, specify the endpoint properties, and then click Next.

The User Management page opens.

A If you change the port numbersfrom their default values, you must also change the application
server configuration to use these ports.

For JBoss details, see Configuring JBoss Port Numbers on page 57.

In the User Management page do one of the following:
e Do not select LDAP and click Next to store accounts in your database and continue to Step 18.
e Select LDAP tointegrate with an LDAP server account store.

Theinstaller continues with LDAP settings as described in LDAP Options on page 31.

In the Administrator Account page set the administrator credentials, and then click Next.
The Repository Import page opens.

In the Repository Import page, do one of the following:

e Select Initial Import, and then click Next.

e Select Custom Import, and type or Browse for a custom image, and then click Next.

Basic Installation 23
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Theinstaller validates the dataimage.
For JBoss, the JBoss Deployment Properties page opens.
For other applications servers, skip to Step 21, the SMTP Server Authentication page.

In the JBoss Deployment Properties page, type or Browse for the JBoss installation folder and
deployment directory, and then click Next.

Theinstaller verifies the data source and the JBoss settings.

The SMTP Server Authentication page opens.

If you want mail notifications set the server and email.

To authenticate, select Authenticate and enter the SMTP server credentials.
Click Next to continue.

Theinstaller creates the client package and the Confirmation page opens.

In the Confirmation page, click Next to start the installation process.

The Installation Progress page opens.

In the Installation Progress page, track each step of theinstallation. When the installation is complete,
click Next.

The Installation Finished page opens.

Click Finish to exit the Installation Wizard.

Y ou can review the installation and configuration settingsin the log file:

SCA HOME/ | ogs/install.log

Depending on the installation options, you may need to perform some additional operations after installing
SOA Systinet.

24
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For details, see After GUI Installation on page 33.

Database Installation Parameters

The Database Options page varies depending on your installation settings.

For details, see the following sections:

DB2 Create Database on page 25

DB2 Create Schema on page 26

MSSQL Database Parameters on page 27
Oracle Create Database on page 28

Oracle Create Schema on page 30

DB?2 Create Database

To create a new tablespace in DB2, set the following parameters:

Basic Installation
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Table 1. DB2 Create Tablespace Parameters

Par ameter Description Notes

Database Server The hostname or IP addresswherethe | In the database connection string

Address database server is accessible. j dbc: db2: @bhost 42: 50000: pl at f or m the
hostname is dbhost 42.

Database Server The connection port for the database. In the database connection string

Port j dbc: db2: @lbhost 42: 50000: pl at f or m the port

number iS50000.

Existing Database
Name

The name of the database.

In the database connection string
j dbc: db2: @bhost 42: 50000: pl at f or m the
database nameispl atform

Database The user name and password of the

Administrator administrator of the database.

Name

Database

Administrator

Password

New Database Name of the tablespace you create with | Y ou must type a new tablespace name
Tablespace the Create Database option. when you create a database. When you

Tablespace Datafile

The path to the tablespace datéefile that is
stored on the database host machine.

type a new tablespace name, the
tablespace name must not conflict with
existing objects in the database.

Existing Database

The name and password of an existing

User Name database user.

Database User

Password

Buffer Pool /with | The buffer pool to use for the tablespace.
16k page size/

DB2 Create Schema

To create anew schemain DB2, set the following parameters:

26
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Table 2. DB2 Create Schema Parameters

Par ameter Description Notes

Database Server The hostname or |P addresswherethe | For example, in the database connection

Address database server is accessible. string j dbc: db2: @bhost 42: 50000: pl at f or m,
the hostname is dbhost 42.

Database Server The connection port for the database. For example, in the database connection

Port string j dbc: db2: @lbhost 42: 50000: pl at f or m,

the port number is50000.

Existing Database
Name

The name of the database.

For example, in the database connection
string j dbc: db2: @lbhost 42: 50000: pl at f or m,
the database nameispl atform

Existing Database

The user name and password of an

User Name existing database user.

Database User

Password

Database Thetablespace to usefor the new schema.
Tablespace

MSSQL Database Parameters

To create a new tablespace or schemain MSSQL, set the following parameters:

Basic Installation
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Table 3. MSSQL Database Parameters

Par ameter Description Notes
Database Server The hostname or |P addresswherethe | For example, in the database connection
Address database server is accessible. string
jdbc: sql server: @ql host : 1433: pl at f or m the
hostname is sql host .
Database Server The connection port for the database. For example, in the database connection
Port string
j dbc: sql server: @ql host : 1433: pl at f orm the
port number is 1433.
New Database The name of the database. For example, in the database connection
Name string

jdbc: sql server: @ql host : 1433: pl at f or m the
database nameispl atform

Existing Database
User Name

Database
Administrator
Password

The user name and password of the user
with tablespace or schema creation rights
for the database.

Oracle Create Database

To create a new tablespace in Oracle, set the following parameters:

28
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Table 4. Oracle Create Database Parameters

Par ameter Description Notes
Database Server The hostname or |P addresswherethe | For example, in the database connection
Address database server is accessible. string
jdbc: oracl e: thin: @rahost: 1521: pl atform
the hostname is or ahost .
Database Server The connection port for the database. For example, in the database connection
Port string

jdbc:oracl e: thin: @rahost: 1521: pl atform
the port number is 1521.

Existing Database
Name

The name of the database.

For example, in the database connection
string

jdbc:oracl e: thin: @rahost: 1521: pl atform
the database nameispl atform

Full Connection
String

Thefull connection string to the database.

Select this as option as an aternative to
inputting the individual connection
parameters.

Database The user name and password of the

Administrator administrator of the database.

Name

Database

Administrator

Password

New Database Name of the tablespace you create with | Y ou must type a new tablespace name
Tablespace the Create Database option. when you create a database. When you

type a new tablespace name, the
tablespace name must not conflict with
existing objects in the database.

Tablespace Datafile

The path to the tablespace datafile that is
stored on the database host machine.

Only required to create a new database
tablespace. Must not conflict with existing
objects in the database.

Basic Installation
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Par ameter Description Notes

New Database User| The nameand password of anew database| When you create a new user, the user
Name user. name must not conflict with existing
Database User objects in the database.

Password
Confirm Password

Oracle Create Schema

To create anew schemain Oracle, set the following parameters:
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Table 5. Oracle Create Schema Parameters

Par ameter Description Notes
Database Server The hostname or |P addresswherethe | For example, in the database connection
Address database server is accessible. string
jdbc: oracl e: thin: @rahost: 1521: pl atform
the hostname is or ahost .
Database Server The connection port for the database. For example, in the database connection
Port string

jdbc:oracl e: thin: @rahost: 1521: pl atform
the port number is 1521.

Existing Database
Name

The name of the database.

For example, in the database connection
string

jdbc:oracl e: thin: @rahost: 1521: pl atform
the database nameispl atform

Full Connection
String

Thefull connection string to the database.

Select this as option an aternative to
inputting the individual connection
parameters.

Database
Administrator
Name

Database
Administrator
Password

The user name and password of the
administrator of the database.

LDAP Options

If you select LDAP in Step 17 of Using the GUI Installer on page 19, the installer continues with LDAP

service settings.

For more details about LDAP integration, see LDAP Accounts Integration on page 108.

To set LDAP options:

1 Inthe LDAP Service page, set the LDAP connection parameters and credentials, and then click Next.

Basic Installation
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In the LDAP Search Rules page enter the parameters described in Table 6, and then click Next:

Table 6. LDAP Search Rules Properties

Property Description
Search Filter The notation of the search filter conformsto the LDAP search notation. Y ou can
specify the LDAP node property that matches the user account or group.
Search Base LDAP will be searched from this base according to the Sear ch Scope settings.
Search Scope One-level Scope Only direct sub-nodes of the search base (entriesone
level below the search base) will be searched. The
base entry is not included in the scope.
Subtree Scope The search base and all its sub-nodes will be
searched.
Results Limit Number of items returned when searching LDAP.

If more results are returned by an LDAP search the remainder are disregarded
and not shown.

In the User Property Mapping page, use Add and Removeto set the property mappings, and then click

Next.

The Group Properties page opens.

The following mandatory user account properties must be mapped from an LDAP server:

java.lang. String | ogi nNane
java.lang. String ful | Name

The following optional user account properties can be mapped from an LDAP server:

java.lang.
java.lang.
java.lang.
java.lang.
java.lang.
java.lang.
java.lang.

String
String
String
String
String
String
String

Emai |
Description
LanguageCode
Phone

Al t er nat ePhone
Addr ess

Gty
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java.lang. String Country
java.lang. Bool ean Bl ocked

4 Inthe Group Properties page enter the parameters described in Table 6, and then click Next.
The Group Property Mapping page opens.

5  Inthe Group Property Mapping page, use Add and Remove to set the property mappings, and then
click Next.

Thisisthelast LDAP options page and the installer continues with the Administrator Account
Configuration page, Step 18.

The following mandatory group properties must be mapped from an LDAP server:

java.lang. String nane
java.lang. String nmenber

The following optional group properties can be mapped from an LDAP server:

java.lang.string Omer
java.lang. String Description

) 2 SOA Systinet logins are case sensitive by default. If want the login name to be case insensitive
you must add the following property to SOA HOVE/ conf / set up/ conf i gurati on. properti es:

shared. um account . casel nsensi ti veLogi nName=t r ue

Y ou must also ensure that the application server uses matching case sensitive or insensitive
authentication as well.

After GUI Installation

Depending on your deployment environment and intended use, there may be a number of steps required to
complete your SOA Systinet deployment.

If you used the GUI installer with a non-JBoss application server, see Deploying the EAR File on page 128
for EAR deployment instructions.
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If you used the GUI installer for a production deployment, see Chapter 5, After Installation for alist of
procedures that may be required.

To start the SOA Systinet server, do one of the following:
*  For JBoss execute the command:
PLATFORM HOVE/ bi n/ server st art

» For other application servers, use the relevant server start procedure.
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3 Setting Up Production Environments

Beforeinstalling SOA Systinet, your must prepare your environment.
Set up your environment as described in the following sections:

» Preparing Databases on page 35

»  Setting Up Application Servers on page 46

» LDAP Accounts Integration on page 108

Preparing Databases

Thiss section describes database administration tasksfor SOA Systinet. The database administrator hastasks
at the time of installation and may also have tasks when SOA Systinet is updated, extensions are applied,
or datais migrated.

Before you can install SOA Systinet the database administrator must set up the database.
This chapter contains the following sections:
» Database Installation Types on page 36

Explains the different database installation scenarios according to the required level of accessto the
database.

» Each database type requires specific prerequisites for SOA Systinet and the procedures for creating the
user types determined by your installation scenario are different.

For details, see the following sections:
e Setting Up DB2 on page 38

e Setting Up MSSQL on page 40
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e Setting Up Oracle on page 43

Database Installation Types

There are several ways to arrange the database and schemafor SOA Systinet.
The option required is usually determined by the level of access to the database.
The options are described in the following sections:

» Create Schema on page 36

Connect to an existing database with privileges to create new tablesin order to create anew schemafor
SOA Systinet data.

* Create Database on page 37

Create a new database or tablespace with database administrator privilegesto contain SOA Systinet
data.

e Manual Database Arrangement on page 37

Delegate database and table creation to the database administrator.
After installation, there are more database options available using the Setup Tool.
For details, see " Setup Tool" in the HP SOA Systinet Administration Guide .
Create Schema

The Create Schema option, available in the GUI installer and command-line deployment, creates tables
and indexesin the default schemain an existing database/tabl espace provided by the database administrator.
Select thismethod if you have an account in adatabase with an empty schema (recommended) and privileges
to create tables and indexes.

This documentation uses power user to describe a user with these privileges.
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Create Database

The option to create adatabase is available in the GUI installer and command-line deployment. This option
automates database arrangement as much as possible, but requires database administrator credentials. The
process creates users, the database or tablespace depending on your database type, and continues with the
creation of the schema.

» For DB2, this option requires an existing database, OS user and database administrator credentials.

This option does not create a new physical database. It creates a tablespace in an existing database to
separate repository data. The user isthen granted privileges to use the tablespace, create tables, and
connect to the database.

e For MSSQL, this option requires an existing user with the database creator role.
This option creates a new physical database with collation inherited from the server settings.
e For Oracle, this option requires an existing database and database administrator credentials.

This option does not create a new physical database. It creates a new tablespace to hold SOA Systinet
dataseparately and creates anew database account which usesthe new tablespace asits default tablespace.

Manual Database Arrangement
The database administrator may want to arrange the database manually.

* In some cases the database administrator (DBA) cannot share the DBA credentials required for the
Create Database option or the power user credentials for the Create Schema option.

» Thedatabase administrator may want to amend the default DDL scripts. For example, to create indexes
in a separate tablespace.

In these cases the database administrator must perform the database rel ated install ation operations manually
as part of Decoupled Database I nstallation.

For details, see Decoupled Database Deployment on page 125.

Typically the database administrator creates a power user account for the SOA Systinet schemaand a
common user account with minimal privilegesto insert, select, update, and delete SQL operationsin power
user tables.
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The database administrator does not distribute the power user credentials and provides the common user
credentials to the SOA Systinet administrator to configure the application server datasource.

Setting Up DB2

Configure the DB2 database as follows for use with SOA Systinet:

1

38

If you plan to use the SOA Systinet full text search feature, make sure the optional DB2 Net Search
Extender isinstalled.

If one does not exist, create a database that uses the UTF-8 Code Set.

If it does not exist, create a bufferpool with a page size of 32k. Create a system temporary tablespace
with 32k page size, using the bufferpool.

To ensure the successful import or export of large dataimages HP Software recommend increasing
thelog filesize (LOGFI LSl Z) parameter to 2048 or higher and the number of primary log files (LoGPRI MARY)
parameter to 15 or higher.

To ensure that there is sufficient memory HP Software recommend increasing the application heap
Size (APPLHEAPSZ) parameter to 512 or higher.

Create an OS user account to hold the SOA Systinet data.
Create accounts based on the database access required by SOA Systinet during the installation.
For details, see Database Installation Types on page 36.
* For the Create Database option no additional accounts are required.
e For the Create Schema option, create a power user.
For details, see Setting Up a DB2 Power User on page 39 .

e For Manual Database Arrangement, create the database, create a power user account to own the
schema, and create a common user account with minimal privileges.

For details, see Setting Up a DB2 Power User on page 39 and Setting Up a DB2 Common User
on page 39.
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> After installation, if you require SOA Systinet Full Text Search to be enabled, set up indexes on
DB2.

For details, see Enabling Full Text Search on DB2 on page 147.
Setting Up a DB2 Power User

In order to use the Create Schema option during installation, the database administrator should create a
power user with appropriate privileges to the database.

To set up apower user on DB2:

1 Grant CONNECT, CREATETAB, and IMPLICIT_SCHEMA privileges to the OS user account.
2 Grant use of the tablespace to the OS user account.

Setting Up a DB2 Common User

In cases where the database administrator restricts access to the database to just select, insert, update, and
delete operations, SOA Systinet requires a user with these privileges.

) 2 The SOA Systinet schema must exist prior to creating the common user.

To set up acommon user on DB2:
1 Create an OS account for the common user.

2 Grant the common user connection privileges.
GRANT CONNECT ON DATABASE TO common_user

3 Open the DB2 Command Editor and connect to the database using power user credentials.

4 Grant the common user privileges to work with the schema.
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SELECT ' GRANT SELECT, |NSERT, UPDATE, DELETE ON TABLE ' || TABNAME || '
TO common_user ;' FROM syscat . tabl es
VWHERE LO/AER(tabschema) = LOWER(' power _user"')

5  After theresults display, click Fetch More Rows at least twice until al rows are displayed.
6  Select all results and copy them to the clipboard.

7 Inthe Commands window, paste the clipboard contents.

8  Execute the commands.

9  Create adliasesfor the tables:

SELECT ' CREATE ALIAS ' || TABNAME || ' FOR power _user.'
|| TABNAME || ';' FROM syscat.tables
VWHERE LOWER(tabschema) = LOWER(' power _user')

10 After the results display, click Fetch More Rows at least twice until all rows are displayed.
11 Select all results and copy them to the clipboard.

12 Open anew instance of DB2 Command Editor and connect to the database using the common user
credentials.

13 In the common user Commands window, paste the clipboard contents.

14 Execute the commands.

Setting Up MSSQL

Use SQL Server Configuration Manager to configure the MSSQL database as follows for use with SOA
Systinet:

1 Make sure that the TCP/IP protocol is enabled and set to a static port, for example 1433.
2 Running SOA Systinet requires XA transactions support (not required for installation).

For details about setting up XA transaction support, see http://msdn2.microsoft.com/en-
ug/library/aa342335.aspx .
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3 If youwant to use the full text search feature in SOA Systinet, make sure that the Full-Text Search
engine isinstalled together with the database engine during the installation of MSSQL Server.

4 Createalogin in the database server to hold SOA Systinet tablesin the database. The login must have
the database creator role.

The login must be able to access the master database for XA related stored procedures:
e Create auser in the master database for the login.

e Add the account to the SqlJDBCXAUser role.

5  Create users based on the database access required by SOA Systinet during the installation.
For details, see Database Installation Types on page 36.
* For the Create Database option the installer uses the login to automatically arrange the database.

e For the Create Schema option, if you want to separate the SOA Systinet data (recommended), use
the login to create a database with given case sensitive collation.

» Y ou can create the database for another account, but you must then grant create table
privileges to the new account.

Theinstaller uses the login to create the schemain this new database.
Thelogin must be able to access the master database with the appropriate role.

e For Manual Database Arrangement, use the power user login to create the database with given case
sensitive collation, and create a common user account with minimal privileges.

For details, Setting Up an MSSQL Common User on page 42.

Thelogin must be able to access the master database with the appropriate role.
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> After installation, if you require SOA Systinet Full Text Search to be enabled, set up indexes on
MSSQL.

For details, see Enabling Full Text Search on MSSQL on page 148.
Setting Up an MSSQL Common User

In cases where the database administrator restricts access to the database to just select, insert, update, and
delete operations, SOA Systinet requires a user with these privileges.

To set up acommon user on M SSQL:

1 Openthe MSSQL SQL Server Management Studio or the sglcmd command line editor.

2 Createacommon user logininthe server and user in the database created for SOA Systinet (sytinetdb).
The login must be able to access the master database for XA related stored procedures:
» Create auser in the master database for the login.

e Add the account to the SqlJDBCXAUser role.

3 Execute the following statements:

USE [ mast er]

@0

CREATE LOG N [comon_user] W TH PASSWORD=N ...', DEFAULT_DATABASE=[ naster],
CHECK_EXPI RATI ON=OFF, CHECK_POLI CY=OFF

@0

USE [systinetdb]

@0

CREATE USER [common_user] FOR LOG N [ comon_user]

@0

4 Grant rights to the common user to read and write to SOA Systinet tables.

Execute the following statements:

USE [systinetdb]
@0
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5

EXEC sp_addrol enmenber N db_datawiter', N common_user’

G0

USE [ ogi n_nane]

G0

EXEC sp_addrol emenber N db_dat areader', N common_user'
G0

Add rights to the common user to use XA transactions.

Execute the following statements:

USE [nast er]

(€0]

CREATE USER [ common_user] FOR LOG N [ common_user]

0

USE [nast er]

(€0]

EXEC sp_addr ol emenber N Sql JDBCXAUser', N conmon_user'
(€0]

Setting Up Oracle

Configure the Oracle database as follows for use with SOA Systinet:

If you intend to use the SOA Systinet Full Text Search feature, include the "Oracle Text" extension
when installing the Oracle server. The "Oracle Text" extension is applied to Oracle by default.

Create a database that uses the Unicode for Database Character Set (AL32UTF8) and, if required, an
appropriate National Character Set. UTF-8 is the preferred encoding.

If you set the default IV M language to alanguage other than English, you must use JDBC driver version
10.1.0.2. Otherwiseit is not possible to deploy any SOA Systinet components.

HP Software recommend setting the cursor_sharing parameter to FORCE to improve performance and
economize shared pool usage.

Create accounts based on the database access required by SOA Systinet during the installation.
For details, see Database Installation Types on page 36.

» For the Create Database an account is created by the installer.
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» For the Create Schemaoption, if you want to separate the SOA Systinet data (recommended), create
atablespace in the database. Create a power user to own the schema, with the new tablespace asits
default tablespace.

For details, see Setting Up an Oracle Power User on page 44 .

* For Manua Database Arrangement, create atablespace in the database, create a power user account
to own the schema, with the new tablespace asits default tablespace. Create acommon user account
with minimal privileges.

For details, see Setting Up an Oracle Power User on page 44 and Setting Up an Oracle Common
User on page 44.

) 2 After installation, if you require SOA Systinet Full Text Search to be enabled, set up Oracle
indexing.

For details, see Enabling Full Text Search on Oracle on page 150.
Setting Up an Oracle Power User

In order to use the Create Schema option during installation, the database administrator should create a
power user with appropriate privileges to the database.

To set up a power user on Oracle:

1 Create an account that can create schemaitems.

2 Grant privileges to the account to connect to the database and create tables, indexes, and sequences.

3 (Optional) Grant the account the privilege to execute "CTXSYS"'."CTX_DDL."
Thisisaprecondition for using SOA Systinet Full Text feature on the database.

Setting Up an Oracle Common User

In cases where the database administrator restricts access to the database to just select, insert, update, and
delete operations, SOA Systinet requires a user with these privileges.
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> The SOA Systinet schema must exist prior to creating the common user.

To set up acommon user on Oracle:

1 Savethefollowing SQL statementsto thescript.sql file. These statements set the environment, grant
rights and create synonyms. Run with parameters power _user and conmon_user with real values.

set pagesize 0;
set pagesize 0;
set |ine 200;

set verify off
set feedback of f
spool ./grant.sql

SELECT ' GRANT | NSERT, UPDATE, DELETE, SELECT ON' || table_name || ' TO &2;' FROM user_tables;
SELECT ' GRANT SELECT ON ' || sequence_nanme || ' TO &2;' FROM user_sequences;

spool of f

spool ./synonyns. sql

SELECT ' CREATE SYNONYM " || table_name || ' FOR &L' || "." || table_name || ';' FROM user_tabl es;
SELECT ' CREATE SYNONYM " || sequence_name || ' FOR&L' || '.' || sequence_nane || ';' FROM

user _sequences;

spool of f

2 Connect to thedatabase aspower_user and processthescript. sql file. Thisproducesthescriptsgrant . sql
and synonyms. sql . Then, rungrant. sql .

sql pl us power _user/ passwor d@l D

- generate grant and create synonym statements
@cript.sql power_user conmon_user

- execute grant.sql

@r ant . sql
exit

3 Ascommon_user, run synonyns. sql .

sql pl us common_user/ passwor d@l D
- execute synonym sql

@ynonyns. sql

exit
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Oracle with WebSphere
Configure the Oracle database to support WebSphere with XA transactions over Oracle datasources.

Asuser SYS, run the following commands on your Oracle server:

grant select on pending_trans$ to public;

grant select on dba_2pc_pending to public;

grant select on dba_pending_transactions to public;
grant execute on dbns_systemto <user>;

Setting Up Application Servers

SOA Systinet isdeployed to J2EE application servers. Each different application server must be setup prior
to SOA Systinet installation.

The setup of each application server is explained in the following sections:
e Setting Up JBOSs on page 46

e Setting Up Oracle Application Server on page 64

» Setting Up WebL ogic on page 75

e Setting Up WebSphere on page 89

Setting Up JBoss

Deployment to JBoss requires|ess setup than installation to other J2EE servers. The SOA Systinet installation
wizard automates deployment. Datasources and JM S are set up on the host JBoss servers and the SOA
Systinet EAR fileis deployed. The installer also creates a script for setting up the server environment and
launching JBoss in simple deployment scenarios.

Y ou may need to modify the JBoss application server for it to host SOA Systinet in production environments.
These modifications are covered in the following sections:
e Configuring IMS for JBoss on page 47

Configure JBoss to use the Oracle or DB2 database instead of the default HSQLDB.
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* Modifying the JBoss Run Script on page 55
Configure the JBoss run script.

If you are using the SOA Systinet serverstart script, you still have to edit the memory allocation in the
run Script.

e Setting the Datasource MaxPool Size on page 56
Increase the datasource maximum pool size for production deployments.
» Configuring JBoss Port Numbers on page 57

If you set the SOA Systinet endpoint to use ports other than the default 8080 and 8443, you must enable
these ports on JBoss.

» Deploying SOA Systinet to a JBoss Cluster on page 57
Configure and deploy SOA Systinet to a JBoss cluster.
Configuring JMS for JBoss

JBoss uses IM S preconfigured for HSQL DB, which is sufficient for lightweight use in evaluation
deployments. However, it has difficulty with large numbers of requests. For production deployments the
JMSS service should be configured to use a supported database.

) 2 SOA Systinet uses X A transactions. The application server transaction manager should be configured
to have aminimum of 5 minutes for XA transaction timeout.

For details, refer to your application server documentation.
To change the IMS configuration, follow the relevant procedure for your deployment:
* Using DB2 DSin Non-Clustered Deployments on page 48
e Using DB2 DSin Clustered Deployments on page 49

* Using MSSQL DS in Non-Clustered Deployments on page 51
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Using MSSQL DSin Clustered Deployments on page 52
Using Oracle DS in Non-Clustered Deployments on page 53

Using Oracle DS in Clustered Deployments on page 54

Using DB2 DS in Non-Clustered Deployments

To set up JBossIMSto usethe DB2 DS in non-clustered deployments:

1

2

48

Copy the DB2 JDBC driversdb2j cc.jar and db2j cc_l i cense_cu. j ar t0 JBOSS_HOME/ ser ver/ def aul t/1i b.
Delete the file JBosS_HOVE! ser ver/ def aul t/ depl oy/ hsql db-ds. xm .
Copy JB0SS_HOVE/ docs/ exanpl es/ j cal db2- ds. xm tO JBOSS_HOME/ ser ver / def aul t/ depl oy.

In the new copy of db2-ds. xm , edit the connecti on-url, user - nane, and passwor d €lements to match your
local environment.

Change the value of the dri ver - cl ass element to com i bm db2. j cc. DB2Dr i ver .
Change the value of thej ndi - name element from DB2DS tO Def aul t DS.

Add amax- pool - si ze element at the same level as passwor d, user - name, and dri ver - ¢l ass. Set the value of
max- pool - si ze t0 the maximum number of concurrent working users plus the number of concurrent task
executions.

If you do not have an estimate of these numbers, set the max- pool - si ze to 100.
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Example 1: Excer pt from db2-ds.xml

<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - name>Def aul t DS</ j ndi - name>
<connection-url >j dbc: db2: // dbserver: 50000/ dat abase</ connecti on-ur| >
<driver-class>comibmdb2.jcc. DB2Driver</driver-class>
<user - name>soa_account </ user - name>
<passwor d>soa_passwor d</ passwor d>
<m n- pool - si ze>5</ i n- pool - si ze>
<max- pool - si ze>15</ max- pool - si ze>
<net adat a>
<t ype- mappi ng>DB2</ t ype- mappi ng>
</ met adat a>
</l ocal -t x-dat asour ce>
</ dat asour ces>

Save db2- ds. xnl .
Delete the file JBosS_HOVE/ ser ver/ def aul t/ depl oy/ j ms/ hsgl db-j dbc2- servi ce. xmi .

Copy JBOSS_HOVE/ docs/ exanpl es/ j s/ db2- | dbc2- servi ce. xni into the folder
JBOSS_HOMVEser ver/ def aul t/ depl oy/j ns.

In the new copy of db2-j dbc2-servi ce. xnl , replace the string DB2DS with Def aul t DS.
Save db2-j dbc2-service. xni .

Open JBosS_HOVE! ser ver / def aul t/ depl oy/ j ms/ j ms-ds. xmt and set the max- pool - si ze element to the maximum
number of parallel served execution requests.

Open JBOSS_HOME ser ver / def aul t/ depl oy/ j boss-web. depl oyer/server. xni and set the maxThr eads attributeto
the maximum number of parallel served users.

Using DB2 DS in Clustered Deployments

Toset up JBoss IMSto usethe DB2 DSin clustered deployments:

1

Copy the DB2 JDBC driversdb2j cc. jar and db2j cc_l i cense_cu. j ar to JBOSS_HOVE/ ser ver/ nodel/l i b.
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» nodel in the path refersto acopy of theal I configuration folder.

Delete the file JB0SS_HOVE/ ser ver/ def aul t/ node1/ hsql db-ds. xmi .
Copy JB0SS_HOVE docs/ exanpl es/ j cal db2- ds. xm {0 JBOSS_HOME/ ser ver / nodel/ depl oy.

In the new copy of db2-ds. xm , edit the connecti on-url, user - name, and passwor d €lements to match your
local environment.

Change the value of thedri ver-cl ass element to com i bm db2. j cc. DB2Dr i ver.
Change the value of thej ndi - name element from DB2DS tO Def aul t DS.

Add amax- pool - si ze element at the same level as passwor d, user - name, and dri ver - ¢l ass. Set the value of
max- pool - si ze t0 the maximum number of concurrent working users plus the number of concurrent task
executions.

If you do not have an estimate of these numbers, set the max- pool - si ze to 100.

For an example of db2-ds. xm , see Step 7 in Using DB2 DS in Non-Clustered Deployments on page
48,

Save db2- ds. xnl .
Delete the file JB0SS_HOVE/ ser ver / nodel/ depl oy- hasi ngl et on/ j ns/ hsql db-j dbc2- ser vi ce. xm .

Copy JBOSS_HOVE/ docs/ exanpl es/ j ms/ db2-j dbc2- servi ce. xni into the folder JBoSS_HOVE! ser ver / nodel/ depl oy-
hasi ngl et on/j ms.

In the new copy of db2-j doc2- servi ce. xnl , replace the string DB2DS with Def aul t DS.
Save db2-j dbc2- servi ce. xm .

Open JBOSS_HOVE! ser ver / nodel/ depl oy/ j ms/ haj ndi - ms-ds. xm and set the max- pool - si ze €element to the
maximum number of parallel served execution reguests.
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Open JBOSS_HOVE! ser ver / nodel/ depl oy/ j boss-web. depl oyer/ server. xm and set the maxThreads attribute to
the maximum number of parallel served users.

Using MSSQL DS in Non-Clustered Deployments

Toset up JBoss IMSto usethe MSSQL DSin non-clustered deployments:

1

2

Copy the MSSQL JDBC driver sql j doc. j ar t0 JBOSS_HOVE/ server/ def aul t/ 1 b.
Delete the file JB0SS_HOVE/ ser ver/ def aul t/ depl oy/ hsql db- ds. xni
Copy JB0SS_HOVE/ docs/ exanpl es/ j cal mssql - ds. xmi tO JBOSS_HOME/ ser ver / def aul t/ depl oy.

In the new copy of mssql - ds. xn , edit the connecti on-url, user - nane and passwor d €lements to match your
local environment.

Change the value of thej ndi - name €lement from MSSQLDS to Def aul t DS.

Add amax- pool - si ze element at the same level as passwor d, user - name, and dri ver - ¢l ass. Set the value of
max- pool - si ze t0 the maximum number of concurrent working users plus the number of concurrent task
executions.

If you do not have an estimate of these numbers, set the max- pool - si ze to 100.
Savenssql -ds. xm .
Delete the file JBosS_HOVE ser ver/ def aul t/ depl oy/ j ms/ hsql db-j dbc2- servi ce. xni .

Copy JBCSS_HOVE/ docs/ exanpl es/ j ms/ mssgl - j dbc2- servi ce. xni into the folder
JBOSS_HOWE/ server/ def aul t/ depl oy/ j s

In the new copy of nssql -j dbc2- servi ce. xni , replace the string MsSQLDS with Def aul t DS.
Savenssql -j dbc2- servi ce. xni .

Open JBosS_HOVE! ser ver / def aul t/ depl oy/ j ms/ j ms-ds. xmi and set the max- pool - si ze element to the maximum
number of parallel served execution requests.

Open JBOSS_HOME/ ser ver / def aul t/ depl oy/ j boss-web. depl oyer/server. xni and set the maxThr eads attributeto
the maximum number of parallel served users.
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Using MSSQL DS in Clustered Deployments

To set up JBoss IMSto usethe MSSQL DSin clustered deployments:

1

52

Copy the MSSQL JDBC driver sql j dbc. j ar t0 JBOSS_HOVE/ server/ nodel/l i b.

» nodel in the path refersto acopy of theal I configuration folder.

Delete the file JB0SS_HOVE/ ser ver / nodel/ depl oy/ hsql db- ds. xm .
Copy JB0SS_HOVE/ docs/ exanpl es/ j cal mssql - ds. xmi tO JBOSS_HOME/ ser ver / nodel/ depl oy.

In the new copy of mesql - ds. xn , edit the connect i on-ur !, user - name and passwor d €l ements to match your
local environment.

Change the value of thej ndi - name €lement from MSSQLDS tO Def aul t DS.

Add amax- pool - si ze element at the same level as passwor d, user - name, and dri ver - ¢l ass. Set the value of
max- pool - si ze t0 the maximum number of concurrent working users plus the number of concurrent task
executions.

If you do not have an estimate of these numbers, set the max- pool - si ze to 100.
Savenssql - ds. xm .
Delete the file JBosS_HOVE ser ver / nodel/ depl oy- hasi ngl et on/ j ms/ hsql db- j dbc2- servi ce. xm .

Copy JBOSS_HOVE/ docs/ exanpl es/ j ms/ mssql - j dbc2- ser vi ce. xni into the folder JBOSS_HOVE/ ser ver / nodel/ depl oy-
hasi ngl et on/ j s

In the new copy of nssql -j dbc2- servi ce. xni , replace the string MsSQLDS with Def aul t DS.
Savenssql - j dbc2- servi ce. xni .

Open JBOSS_HOVE/ ser ver / dnodel/ depl oy/ j ms/ haj ndi - j ms- ds. xni and set the max- pool - si ze element to the
maximum number of parallel served execution reguests.
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Open JBOSS_HOVE! ser ver / nodel/ depl oy/ j boss-web. depl oyer/ server. xm and set the maxThreads attribute to
the maximum number of parallel served users.

Using Oracle DS in Non-Clustered Deployments

To set up JBoss IMSto usethe Oracle DSin non-cluster ed deployments:

1

2

Copy the Oracle JDBC driver oj dbc14. j ar t0 JBOSS_HOVE/ server/ def aul t/1i b.
Delete the file JB0SS_HOVE/ ser ver/ def aul t/ depl oy/ hsql db- ds. xni
Copy JB0SS_HOVE docs/ exanpl es/ j cal oracl e-ds. xm O JBOSS_HOVE/ ser ver / def aul t/ depl oy.

In the new copy of oracl e-ds. xni , edit the connecti on-url, user - name, and passwor d €lements to match
your local environment.

Change the value of thej ndi - name €lement from o acl eDS to Def aul t DS.

Add amax- pool - si ze element at the same level as passwor d, user - name, and dri ver - ¢l ass. Set the value of
max- pool - si ze t0 the maximum number of concurrent working users plus the number of concurrent task
executions.

If you do not have an estimate of these numbers, set the max- pool - si ze to 100.
Saveoracl e-ds. xni .
Delete the file JBosS_HOVE ser ver/ def aul t/ depl oy/ j ms/ hsql db-j dbc2- servi ce. xni .

Copy JBCSS_HOVE/ docs/ exanpl es/ j ms/ or acl e-j dbc2- servi ce. xni into the folder
JBOSS_HOWE/ server/ def aul t/ depl oy/ j s

In the new copy of oracl e-j dbc2-servi ce. xni , replace the string o acl eDS with Def aul t DS.
Saveoracl e-j dbc2- servi ce. xm .

Open JBosS_HOVE! ser ver / def aul t/ depl oy/ j ms/ j ms-ds. xmi and set the max- pool - si ze element to the maximum
number of parallel served execution requests.

Open JBOSS_HOME/ ser ver / def aul t/ depl oy/ j boss-web. depl oyer/server. xni and set the maxThr eads attributeto
the maximum number of parallel served users.
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Using Oracle DS in Clustered Deployments

To set up JBossIM Sto usethe Oracle DSin clustered deployments:

1
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Copy the Oracle JDBC driver oj dbc14. j ar t0 JBOSS_HOVE/ server/ nodel/l i b.

» nodel in the path refersto acopy of theal I configuration folder.

Delete the file JB0SS_HOVE/ ser ver / nodel/ depl oy/ hsql db- ds. xm .
Copy JB0SS_HOVE/ docs/ exanpl es/ j cal oracl e-ds. xm O JBOSS_HOVE/ ser ver / nodel/ depl oy.

In the new copy of oracl e-ds. xn , edit the connecti on-url, user - nane, and passwor d elements to match
your local environment.

Change the value of thej ndi - name €lement from o acl eDS tO Def aul t DS.

Add amax- pool - si ze element at the same level as passwor d, user - name, and dri ver - ¢l ass. Set the value of
max- pool - si ze t0 the maximum number of concurrent working users plus the number of concurrent task
executions.

If you do not have an estimate of these numbers, set the max- pool - si ze to 100.
Saveoracl e-ds. xm .
Delete the file JBosS_HOVE ser ver / nodel/ depl oy- hasi ngl et on/ j ms/ hsql db- j dbc2- servi ce. xm .

Copy JBOSS_HOME/ docs/ exanpl es/ j ms/ or acl e- j dbc2- servi ce. xni into thefolder J80SS_HOVE/ ser ver / nodel/ depl oy-
hasi ngl et on/ j s

In the new copy of oracl e-j dbc2-servi ce. xni , replace the string o acl eDS with Def aul t DS.
Saveoracl e-j dbc2- service. xn .

Open JBOSS_HOVE/ ser ver / dnodel/ depl oy/ j ms/ haj ndi - j ms- ds. xni and set the max- pool - si ze element to the
maximum number of parallel served execution reguests.
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13 Open JBCSS_HOVE! ser ver / nodel/ depl oy/ j boss-web. depl oyer/server. xni and set the maxThr eads attribute to
the maximum number of parallel served users.

Modifying the JBoss Run Script

When you launch SOA Systinet with the soa HOVE/ bi n/ serverstart Script, it sets up the JBoss environment
before calling the JBoss run script. No further setup is necessary for most evaluation or development
scenarios. However, serverstart iSnot appropriate for al production environments.

The following sections describes how to alter the JBoss run script for use in production deployments:
e Setting awt.headless on page 55
» JBoss Memory Allocation on page 55
Setting awt.headless
If JBBossisinstalled on UNIX, set thej ava. awt . headl ess property to "true."
To set java.awt.headless:
1 Open the JBOSS_HOMVE/ bi n/ run. bat | run. conf Script in an editor.
2 Insert thislinewhere JAVA_OPTSiis sat:
-Dj ava. awt . headl ess=true
3 Saveand exit the script.
JBoss Memory Allocation
Increase the maximum memory limit on the JBoss server to optimize SOA Systinet performance.
To change the memory settings:

1 Opentherun script in thebi n directory of the JBoss server. On Windows this script isrun. bat and on
UNIX systemsthisisrun. conf.

2 Find thefollowing lines:
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>

rem JVM nenory al | ocation pool paraneters. Mdify as appropriate.
set JAVA_OPTS=%JAVA OPTS% - Xnms128m . .

Edit the lines as follows:

rem JVM menory all ocation pool paranmeters. Mbdify as appropriate.
set JAVA OPTS=%JAVA OPTS% - Xnms128m - Xmx1300m - XX: MaxPer nGi ze=256m

» If you areusing theserverstart script to launch JBoss, you can delete thisline from the JBoss
run scriptinstead of editing it. If you leaveit, however, it will overwrite the memory alocation
parameters set by serverstart.

Save and exit the script.

Memory sizing should take performance requirementsinto consideration for the deployed system.
These settings are only a recommendation.

Setting the Datasource MaxPoolSize

The default JBoss datasource Maximum Pool Sizeisnot adequatefor aproduction environment. The default
MaxPool Size based on default Oracle configurationisonly 15, for example. The Maximum Pool Size should
be at least 1/4 the number of parallel requests that you require to be handled simultaneously.

To increase the maximum pool size:

1
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Open JBOSS_HOVE/ ser ver / CONFI G_HOVE/ depl oy/ hpsoasyst i net - xa- ds. xni in an editor. (CONFIG_HOME
refers to the JBoss configuration to which you have deployed SOA Systinet. For non-clustered
deployments, thisis usually defaul t and for clustered deployments, thisis usually al | .)

Edit the element max- pool - si ze. Its value should be at least 1/4 of the number of simultaneous parallel
requests.

Save your changes and exit.
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Configuring JBoss Port Numbers

By default, SOA Systinet uses ports 8080 and 8443. If you select adifferent set of ports during installation,
you must configure JBoss after installation to use these ports. If you are using port numbers that are higher
than the default, the easiest way isto edit the JBoss configuration files:

To edit the JBoss port numbers:

1 Open JBCSS_HOME ser ver / CONFI G_HOME/ conf / j boss- servi ce. xn in an editor. (CONFIG_HOME refersto
the JBoss configuration to which you have deployed SOA Systinet. For non-clustered deployments,
thisisusually defaul t and for clustered deployments, thisisusually al1.)

2 Searchfor the string port s- 01. The search function takes you to the following commented-out M Bean:

<l-- (conment text)......
<mbean code="or g. j boss. servi ces. bi ndi ng. Servi ceBi ndi ngManager "
name="| boss. syst em servi ce=Ser vi ceBi ndi ngManager " >
<attribute name="ServerName">ports-01</attribute>
<attribute name="StoreURL">
${j boss. hore. ur| }/ docs/ exanpl es/ bi ndi ng- manager / sanpl e- bi ndi ngs. xm
<lattribute>
<attribute name="StoreFactoryC assNane">
org.j boss. servi ces. bi ndi ng. XM.Ser vi cesSt or eFact ory
<lattribute>
</ nbean>
-->

3 Remove the wrapping comment tag and comment text from the MBean.

4 Set thevalue of the element <attribute name="Server Name" >ports- 01</attri but e>. This value represents
the factors of 100 by which additional port numbers above the default value are enabled. For example,
if you leave the value at ports- 01, ports 8180, 8280, 8380... are enabled. If you set the value at port s-
02, the additional ports are 8280, 8480, 8680...

5  Saveyour changes and exit the editor.
Deploying SOA Systinet to a JBoss Cluster

SOA Systinet installers do not support clustered installation. It istherefore necessary to install to atemporary
standalone JBoss configuration and then manually create cluster nodes from that standalone JBoss.
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This section gives instructions for creating a cluster JBoss application servers where each hosts one JBoss
instance with SOA Systinet. A JBoss instance with a configuration named node1 islocated on the first
machine, node2 on the second one, and additional nodesasrequired. A load balancer runson the first machine.

For details, see the following sections:

» Load Balancing on JBoss on page 58

e Installing SOA Systinet to a JBoss Cluster on page 61
Load Balancing on JBoss

The following instructions are for the use of the mod_j k module in Apache 2.2 but you can use any passive-
cookie load balancer which is supported by JBoss. For more information about mod_j k, see the Apache
documentation [http://tomcat.apache.org/tomcat-3.3-doc/mod_jk-howto.html]. Y ou can download mod_j k
from the Apache site [http://tomcat.apache.org/connectors-doc/]. Thereis also aversion you can copy and
paste in Example 2 on page 59.
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Example 2: Pasteable mod_jk.conf

# Load nod_j k nodul e
# Specify the filename of the nmod_jk Iib
LoadModul e j k_nodul e nodul es/ nod_j k- apache- 2. 2. 3. so

# \Were to find workers. properties
JkWr ker sFil e conf/workers. properties

# \Were to put jk logs
JkLogFile logs/mod_j k.| og

# Set the jk log level [debug/error/info]
JkLogLevel info

# Select the log format
JkLogSt anpFormat  "[% % 9% % 9%\ %8 %"

# JkOptions indicates to send SSK KEY SI ZE
JkOptions +Forwar dKeySi ze +Forwar dURl Conpat - Forwar dDi rectories

# JkRequest LogFor mat
JkRequest LogFor mat " %v %/ 9"

# Mount your applications
JkMount /* | oadbal ancer

# You can use external file for nount points.

# 1t will be checked for updates each 60 seconds.
# The format of the file is: /url=worker

# [ exanpl es/ *=Il oadbal ancer

JkMount Fil e conf/uriworkermap. properties

# Add shared nenory.

# This directive is present with 1.2.10 and
# later versions of mod_jk, and is needed for
# for load balancing to work properly
JkShnFile 1ogs/jk.shm

# Add jkstatus for managing runtine data
<Location /jkstatus/>

JkMount st atus

Order deny, al | ow

Deny fromall

Allow from127.0.0.1
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</Locati on>

To set up md_j k load balancing:

1 Install an Apache server, or configure an existing Apache server, to use the ports and host name which
will be used for SOA Systinet. Also configure SSL if it is required for deployment.

2 Copy mod_j k. conf tO APACHE/ conf .

3 Inthe Apache Tomcat / conf directory, edit httpd. conf . Add the line i ncl ude conf/mod_j k. conf tothe end
of thefile. Make other changesto htt pd. conf as described in that file's comments and in the Apache
documentation.

4 Modify contexts in the file APACHE\ conf\ uri wor ker map. properties, if necessary.

5  Modify workers settings in the file APACHE\ conf\ wor ker s. properti es. Change wor ker . nodeNare. port ,
wor ker . nodeNare. host , wor ker . | oadbal ancer . bal ance_wor ker s and the number of workers. Names of nodes
(nodeNane) must match names of corresponding JBoss configurations. Example 3 on page 61 isamodified
workers. properties file.

6 Run the Apache server with the configured load balancer.
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Example 3: Modified workers.properties

# Define list of workers that will be used
# for mapping requests
wor ker . | i st = oadbal ancer, st at us

# Define Nodel

# nodi fy the host as your host |P or DNS nane
wor ker . nodel. port=8009

wor ker . nodel. host =server 1

wor ker . nodel. t ype=aj p13

wor ker . nodel. | bf act or =1

# Define Node2

# nodi fy the host as your host |P or DNS nane
wor ker . node2. por t =8009

wor ker . node2. host =server 2

wor ker . node2. t ype=aj p13

wor ker . node2. | bf act or =1

# Load- bal anci ng behavi our

wor ker . | oadbal ancer. type=lb

wor ker . | oadbal ancer . bal ance_wor ker s=nodel, node2
wor ker . | oadbal ancer. sti cky_sessi on=1

# Status worker for managing |oad bal ancer
wor ker . stat us. t ype=st at us

Installing SOA Systinet to a JBoss Cluster

Install SOA Systinet to atemporary JBoss configuration.

Toinstall SOA Systinet when clustering JBoss:

1 Copy the JBoss_HOVE/ server/al | configuration. Name the copy nodex.
2 Launchthe SOA Systinet installer.

3 Inthe Endpoint Properties step, pass the load balancer hostname and endpoints.
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Inthe Application Server Properties step, deploy to the nodex configuration.

When the load balancer is running and SOA Systinet isinstalled to atemporary configuration, create the
first node to use for running SOA Systinet.

Tocreatethefirst node:

1

2

62

Copy the JBoss_HOVE/ server/ al | configuration. Name the copy nodel.
Set up IMSfor your database.
For details, see Configuring IM S for JBoss on page 47.

Copy the nodex datasource, JBOSS_HOME\ ser ver \ nodeX\ depl oy\ hpsoasyst i net - xa- ds. xn . Paste it into
JBOSS_HOMVE\ ser ver\ nodel\ depl oy\

Copy the nodex mail configuration, JB0SS_HOVE\ ser ver \ nodeX\ depl oy\ mai | - servi ce. xnl . Paste it into
JBOSS_HOMVE\ ser ver \ nodel\ depl oy\

Enable the use of themd_j k load balancer. Set the value of the UseJk attribute to true in thefile
JBOSS_HOVE\ ser ver\ nodel\ depl oy\ j boss- web. depl oyer\ META- | NF\ j boss- servi ce. xn

Open the file JBOSS_HOVE\ ser ver \ node1\ depl oy\ j boss- web. depl oyer\server. xm for editing.
Comment out the HTTP connector listening at port 8080.
This step is optional, but an existing HTTP listener can hide a misconfiguration or a bug.

Add the attribute j virRout e="${ boss. ser ver . nane}" t0 the Engi ne element with the namej boss. web. (DO
not evaluate the attribute value. Placeit in the configuration file asis. It will be evaluated by JBoss at
runtime.) Thej vnRout e="${] boss. server. nane} " attribute appends a suffix with the node name to outgoing
JSESSIONID headers. These suffixes are used by the load balancer to maintain session affinity.

Apply the following workaround to disable session replication among clusters:

a  OpenthefileBoss_HOVE server\ nodel\ depl oy\ j boss- web- cl ust er . sar\ META- | NP\ j boss- ser vi ce. xm for
editing.

b Change the value of buddyRepl i cat i onEnabl ed from false to true.
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Change the value of nunBuddi es from 1 to 0.

10 Copy the following files from JB0SS_HOVE! ser ver \ nodeX\ conf t0 JBOSS_HOVE\ ser ver \ node1\ conf :
* roles.properties
® users.properties
° server.cer

* server.keystore

11 Create an additiona cluster node.
a  Copy your JBoss installation to a second computer.
b Create aJB0SS_HOME/ server/ node2 directory on that computer.
c  Copy thedirectory JBosS_HOME\ ser ver\ nodel to the node2 directory on the second computer.
d  Repeat for node3, node4...nodeN.
12 Copy the following files from JBoSS_HOME\ ser ver \ nodeX\ depl oy t0 JBCSS_HOME\ ser ver\ nodel\ farm . They
are distributed to all other cluster nodes when those nodes boot.
e hp-soa-systinet.ear
e hp-soa-systinet.sar
13 Launch node1 on the first computer. When it successfully starts, launch node2 node on the second

computer. Continue for all other nodes. For each node, it is necessary to specify the URL of the HA-
JNDI servicein the local JBoss. Base the command-line for starting a node on the following:

JBOSS_HOME\ bi n\run. bat -b 0.0.0.0 -c nodeNane
- Dhpsoa. haj ndi . url -j np: // host name: 1100/
-Dj boss. partition. name=Def aul t Partition
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14 SOA Systinet should be running on htt p: / / bal ancer Host nane: por t/ soa/

Setting Up Oracle Application Server

SOA Systinet requires some initial configuration of OAS before you can deploy to it.

) 2 In thisdocumentation, cas_HoVE refersto theinstallation directory for the Oracle Application Server.

The procedures for setting up OAS for SOA Systinet are described in the following sections:
e Update JDBC Driver on page 64

» Allocating Memory and Setting Java Options on page 65

» Creating Resources on page 67

e Setting Up SSL on OAS on page 72

Update JDBC Driver

The version of Oracle Application Server that SOA Systinet supports has an out-of-date JDBC driver.
Therefore, you must download and install a new copy of oj dbc14dns. j ar .

Toupdatethe JDBC driver for OAS:

1 Make sure OCAJis not running.

2 Open acommand console in GAS_HOVE/ product / 10. 1. 3. 1/ oas1/ j dbc/ | i b.
3 Renamethe existing oj dbc14dns. j ar fileto oj dbc14dns. j ar. backup.

4 Inyour web browser, open the Oracle JDBC driver download page
[ http://www.oracle.com/technol ogy/software/tech/javalsqlj_jdbc/htdocs/jdbe10201.html] and download
version 10.0.2.0 or later of o] dbc14dns. j ar.

5  Copy the newly downloaded oj dbc14dns. j ar t0 OAS_HOVE/ product / 10. 1. 3. 1/ oas1/ j dbc/ | i b.
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Allocating Memory and Setting Java Options

SOA Systinet requires the following changes to the Oracle Application Server memory and Java settings:

Increase the memory maximum permanent size to 512MB.

Increase the memory initial heap size to 800MB.

Increase the memory maximum heap size to at least 1000M B, depending on your deployment.
Set the Java property, - Dj ava. awt . headl ess=t r ue.

Set the Java property, - Doc4j . user Threads=tr ue.

Y ou can make these changes with the Oracle administration console or by editing opm. xni .

To edit the settings with the console:

1

2

Start the Administration Console for the OC4J instance that will host SOA Systinet.
Open the Administration tab.

From the menu, select Administration Tasks— Properties— Server Properties— Command Line
Options.

Set the Initial Heap Size to soom

Set the Maximum Heap Size to at least 1000M
Add or reset the following Java options:

® - XX MaxPer ni ze=512M

e -Dava. aw . headl ess=true

® -Doc4j.userThreads=true

Click Apply.
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8 Restart the OC4Jinstance.

To edit the settingsin opm. xmi :

1 Make sure the OC4J instance is not running.

2 Open oAS_HOVE/ opmn/ conf / opmn. xni with atext editor.

3 Modify or add the following settings to the start parameters:

»

- XX: MaxPer ni ze=512M

- Xms800M

- Xmx1000M

-Dj ava. awt . headl ess=true

- Doc4j . user Threads=t rue

Memory sizing should take performance requirements into consideration for the deployed

system. These settings are only a recommendation.

4 Saveyour changes.

5 Restart the OC4Jinstance.
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Example 4: opmn.xml Example

<?xnl version = '1.0" encoding = 'UTF-8' ?>
<opm xm ns="http://ww. oracl e. confi as-i nstance">

<process- manager >
<ias-instance id="serverl.domain.cont name="serverl.domain.coni>
<i as-conponent id="default_group">
<process-type id="hone" modul e-id="0C4J" status="enabl ed">
<nmodul e- dat a>
<category id="start-paraneters">
<data id="java-options" value="-Xrs -server -XX: MaxPernSi ze=512M - Xms800M - Xmx1000M
- XX: AppendRat i 0=3 - Dj ava. security. pol i cy=30RACLE_HOWE/ j 2ee/ hone/ confi g/ j ava2. pol i cy
-0 ava. amt . headl ess=true -Dhttp. webdir. enabl e=fal se -Doc4j . user Threads=true"/>
</ cat egory>
</ modul e- dat a>
</ process-type>
</ i as- conponent >
</ias-instance>

</ process- nanager >
</ oprm>

Creating Resources
SOA Systinet requires JIDBC and JM S resources to communicate with the database.
In OAS, use the Application Server Control to create them.
Tousethe Application Server Control to create resour ces.
1 Start OASwith the following command:
OAS HOM E/opmn/bin/opmnctl startall
2 Openthe Application Server Control (http://1ocal host/em).

3 Login asthe OC4J administrator.

Setting Up Production Environments



4 Click thelink to your OC4J instance (by default named Home) in the tree view on the main page.
5  Open the Administration tab.

Use the Administration tab to create JDBC and JM S resources.

For details, see the following sections:

e Creating JDBC Resources on page 68

» Creating JM S Resources on page 70

Creating JDBC Resources

SOA Systinet requires a global JDBC datasource to communicate with the database. Before creating this
datasource, you must create a connection pool.

) 2 SOA Systinet uses X A transactions. The application server transaction manager should be configured
to have aminimum of 5 minutes for XA transaction timeout.

For details, see your application server documentation.

In the Administration tab, create a connection pool and then a datasource that uses the connection pool.
To create a connection paool:
1 From the menu, select Administration Tasks— Services— JDBC Resour ces.
2 Inthe Connection Pools section, click Create.

The Create Connection Pool - Application wizard opens.
3 LeaveApplication as default, select New connection pool, and then click Continue.

A details page for a new connection pool opens.
4 Name the connection pool Hp SOA Systinet Connection Pool .

5  Keep the default Connection Factory Class (or acl e. j dbc. pool . O acl eDat aSour ce).
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6  Select Generate URL From Connection Configur ation and enter the following connection property
fields:

Field name Value

Driver Type Thin

DB Host Name Type the database host name
DB Listener Port Type the database port

DB Identifier Type SID

SID/Service Name Type sid

Username (under Credentials section) Type your database username
Use Cleartext Password / Password Type your database password

» Use the same database parameters for SOA Systinet installation.

7 Click Test Connection. Thistests the connection propertiesyou entered in Step 6. Check the connection
properties if the test fails.

8  Open the Attributes tab and enter the following parameters:

Field name Value

Initial size of Connection Cache 5

Minimum Number of Connections 5

Maximum Number of Connections 200

Validate Connection True
9  Click Finish.

After you create a connection pool, you can use it to create a datasource.
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To create a datasour ce:

1 From the manu, select Administration Tasks— Services— JDBC Resour ces.

2 Inthe Data Sources section, click Create.
The Create Data Source - Application & Type wizard opens.

3 LeaveApplication as default, select Managed data sour ce, and then click Continue.
A details page for a new datasource opens.

4 Enter thefollowing parameters:

Parameter Value

Name HP SOA Systinet Data Source
JNDI Location hpsoasystinetDS

Transaction Level Global and Loca Transactions
Connection Pool HP SOA Systinet Connection Pool
Login Timeout O (defaul t)

Leave the credentials fields empty. The connection pool credentials will be used.
5  Click Finish.
Creating JMS Resources

SOA Systinet reguires connection factories and destinations.

) 2 Y ou can configure JM Sto meet your requirements. This section describesa JM S setup that ensures
that IM S resources are accessible by SOA Systinet and function correctly.

To create JIMS connection factoriesfor SOA Systinet:

1 From the menu, select Administration Tasks— Services— Enterprise Messaging Service»JM S
Connection Factories.
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2 Click Create New.
A wizard opens for creating a connection factory.

3 Create the following connection factories. Each row corresponds to one connection factory. Leave
blank all fields not included in the following table. After you enter the values for aconnection factory,
click OK.

Repeat from Step 2 until you have created all the connection factories.

Connection Factory | JNDI Location Check " XA
Type Enabled" ?
Queue jms/ReportingSender ConnectionFactory Yes
Queue jms/ReportingRecei verConnectionFactory Yes
Queue jms/PM ConnectionFactory Yes
Queue jms/platform/QueueConnectionFactory Yes
Topic jms/platform/TopicConnectionFactory Yes

To create IM Sdestinationsfor SOA Systinet:

1 From the menu, select Administration Tasks— Services— Enterprise Messaging Service— JM S
Destinations.

2 Click Create New.
A wizard opens for creating a JM S destination.

3 Createthe following destinations. Each row corresponds to one destination. Leave blank all fields not
included in the following table. After you enter the values for a destination, click OK.

Repeat from Step 2 until you have created all the destinations.
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Degtination | Destination Name| Select JNDI Location Persistence File

Type Persistence

Queue RF Executions File Based | queue/ReportingExecutions| RFE RegportingExenuionsQueLe
Queue

Queue Platform File Based | queue/scheduleTimerQueue| plaform schedueTimaQuele
scheduleTimerQueue

Queue Platform File Based | queueltaskProcessorQueue| platform taskProcessorQuene
taskProcessorQueue

Topic Patform File Based | topic/taskStopperTopic | platform_taskStopperTopic
taskStopperTopic

Queue PM Validation File Based | queue/Validation PM_validationQueue
Queue

Setting Up SSL on OAS

The Oracle HTTP server contains a demo certificate. To use SSL communication for SOA Systinet, you
must create area certificate for OAS to trust.

) 2 Thisisan optional step, you can usethe demo certificateif it meetsthe requirementsfor applications
that connect to SOA Systinet.

To create a certificate for use by the Oracle HTTP Server:
1 Launch the Oracle Wallet Manager in one of the following ways:

e On Windows, select your_server _nane | ntegrated Management Tools— Wallet Manager from
the GUI menu.

e OnUNIX systems, launch Wallet Manager with the own script in 0AS_HOVE/ bi n.

2 Inthe Wallet Manager GUI menu, select Wallet — New.

The Create New Wallet wizard opens.
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If you are asked to create a default wallet directory, select No.
Select Standard wallet type.

Enter a password for the wallet.

» This password must be a phanumeric, with at least 8 characters.

Click OK.

An empty wallet is created.

When prompted to create a certificate for the wallet, click Yes.
A detail page for the certificate opens.

For the certificate common name (CN), enter the hostname of the OAS server.

» The hostname must be written exactly asit appearsin the URL of the OAS server.

Enter other details, according to your company policy on creating certificates.
From the menu, select Wallet - Save.

When prompted, enter the following location:

OAS_HOME\ Apache\ Apache\ conf\ssl.w t\ new.

Confirm that you want to create this directory.

From the menu, select Wallet — Auto L ogin.

From the menu, select Wallet - Save.

Export the certificate request in one of the following ways:
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a  From the menu, select Operations— Export Certificate Request.
b You are prompted for the type of certificate file and the location.

Select the CSR file type and the location of your choice.

Exit Wallet Manager.

Request a Certification Authority (CA) to sign your exported certificate.

It may be signed by one of the following authorities:

e A public certification authority, such as VeriSign.

* A corporate certification authority. Check your company IT security guidelines.

e Yourself, with the OpenSSL tool.

When you obtain asigned copy of your certificate from the CA, you should also obtain a copy of the

CA'sown certificate.

Reopen Wallet Manager and the wallet you created.

From the menu, select Operations— Import Trusted Certificate.
Import the certificate of the CA that signed your certificate.

From the menu, select Operations— Import User Certificate.
Import the signed copy of your certificate.

From the menu, select Wallet - Save, and then exit Wallet Manager.
Set up Oracle HTTP server to use the wallet you created.

e Open 0AS_HOME\ Apache\ Apachel conf\ssl . conf in an editor.

e ChangethessLval | et directiveto point to the newly generated wallet file at
OAS_HOME\ Apache\ Apache\ conf\ssl . w t\ new.
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Setting Up Weblogic

WebL ogic reguiresinitial configuration before you can deploy SOA Systinet to it.

) 2 In this documentation, WL_HOME refers to the WebL ogic server installation directory.

WebL ogic setup is described in the following sections:

e Creating Domains for SOA Systinet on page 75

e Setting Up the WebL ogic Server on page 76

» Creating Resources on page 78

e Setting Startup Parameters on page 88

Creating Domains for SOA Systinet

Y ou must host SOA Systinet in a separate WebL ogic domain.

To create a WebL ogic domain:

1 Launch the WebL ogic Configuration wizard with the following command:
WL_HOM E/common/bin/config

2  Select Create a new WebL ogic Domain, and click Next.

3 The default settings for the domain source should not require any changes. Click Next.

4 Enter the WebL ogic administrator username and password, and click Next.
5 InWebLogic Domain Startup Mode, select Development or Production.
6 InJDK Selection, select Sun SDK, and click Next.

7 Inthe Customize Environments and Settings page, do one of the following:
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e Select No for asingle server deployment with default settings and continue this procedure.

» Select Yesfor clustered deployment.

8  Enter aname and location for the domain.

» In this documentation, the domain location is referred to as boval N_HOVE, and the name as
hpsoa_domai n.
9  Click Create.
WebL ogic creates the new domain in the specified location.
10 Click Doneto exit the wizard.
Setting Up the Weblogic Server
Y ou must create a WebL ogic server to host SOA Systinet.
To set up the WebL ogic server:
1 Start the WebL ogic Node Manager with the following command:

WL_HOM E/server/bin/startNodeM anager

» WebL ogic 10.0 node manager uses system variables PATH and CLASSPATH in the server start
command. The node manager does not handle these variables if they contain spaces.

To avoid this problem, do one of the following:

e On Windows, replace the conflicting parts of the paths with DOS-like 8.3 file names and
restart node manager.

e Edit w._HOVE/ comon/ nodemanager / nodenanager . proper ti es, and add the parameter
Start Script Enabl ed=t r ue, and then restart node manager.

76 Chapter 3



12

Setting Up Production Environments

Start the WebL ogic server for your domain with the following command:
DOMAIN_HOME/startWebL ogic

In your browser, open the WebL ogic Administration Console:

http://1ocal host: 7001/ consol e

Log in with the administrator credentials created in Creating Domains for SOA Systinet on page 75.
In the web console, click Lock & Edit.

In the Domain Structure section, expand Services and select JTA.

The domain Settings page opens.

HP Software recommend setting Timeout Seconds to 300 and clicking Save.
In the Domain Structure section, expand Environment and select M achines.
The Summary of Machines page opens.

Click New.

The Create a New Machine page opens.

Input a name, for example HP SOA Machine, and then click OK.

» If you use a UNIX operating system, set the Machine OS to Unix.

In the Domain Structure section, expand Environment and select Servers.
The Summary of Servers page opens.

Click New.
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The Create a New Server page opens.
13 Input the Server Name and the Server Listen Port, for example Hp_SoA_Server and 7003, and then click
Finish.

»  Theport must not bein use.

14 Inthe Summary of Servers page, click the new server name.
The Settings page opens.
15 Set Machine to the value used in Step 10.

16 Select SSL Listen Port Enabled and input the SSL Listener Port, for example 7004, and then click
Save.

P>  Theport must not bein use.

17 Select the Control tab, and click Start, and then click Yes.

18 Inthe Change Center section, click Activate Changes.

Creating Resources

SOA Systinet requires a number of resources to be setup in WebL ogic.
Use the Administration Console to create them.

To usethe Administration Consoleto create resour ces:

1 Inyour browser, open the WebL ogic Administration Console:

http://1ocal host: 7001/ consol e
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2 Login asthe WebL ogic administrator.

3 Click Lock & Edit.

4 Usethe Administration Console to create mail, JDBC, and JM S resources.
For details, see the following sections;
e Creating Mail Sessions on page 79
e Creating JDBC Resources on page 80

e Creating JMS Resources on page 84

5 Inthe Change Center section, click Activate Changes to apply your changes.

Y ou can verify your resources setup in your browser:

http://1ocal host: 7001/ consol e/ consol ej ndi . port al

Creating Mail Sessions

SOA Systinet requires a mail session for automated notifications.

To create an SOA Systinet Mail Session:

1 Inthe Domain Structure section, expand Services and select Mail Sessions.
The Summary of Mail Sessions page opens.

2 Click New.
The Create a New Mail Session page opens.

3 Enter aname, and then click OK.

4 Inthe Summary of Mail Sessions page, click the new mail session name.
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5  Enter the INDI Name, / wi |, enter JavaMail Properties according to your environment mail settings,
for example, mai | . transport. prot ocol =snt p; mai | . user =bui | der; mi | . snt p. host =mai | . com mai | . debug=t rue
), and then click Save.

6 Inthe Settings page, select the Tar getstab.
7 Target al servers and clusters hosting SOA Systinet, and click Save.
Creating JDBC Resources

SOA Systinet requirestwo JDBC datasources, an X A-enabled datasource and anon-X A-enabled datasource.
These datasources handle all traffic between the SOA Systinet on WebL ogic and the database server. Each
WebL ogic managed server and/or cluster server requires a persistent store on the database, which uses the
non-XA-enabled datasource for communication.

Use the WebL ogic Administration Console to create JDBC datasources. The Administration Server must
be running.

) 2 SOA Systinet uses X A transactions. The application server transaction manager should be configured
to have aminimum of 5 minutes for XA transaction timeout.

For details, see your application server documentation.
To create an XA-enabled JDBC datasour ce:

1 Open the Summary of JDBC Datasources page (Services—» JDBC - Data Sources). Click L ock and
Edit then New.

2  Givethe datasource a unique, arbitrary descriptive name, such as HP SOA Systinet DS

3 Givethe datasource the INDI name hpsoasystinetDS.

»>  INDI names must be exact.

4 From the Database drop-down list, select the same database type that you use for SOA Systinet.
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From the Database Driver drop-down list, select an X A-supporting JDBC database driver for the
database type.

» If you are using Oracle, select the Oracle "thin" XA driver.

Click Next to open the Transaction Options page and click Next again to open the Connection Properties
page.

In the Connection Properties page, use the same database parameters you use for SOA Systinet.
Target all serversor clusters hosting SOA Systinet.

Click Finish to return to the Summary of JDBC Datasources page. and click Activate Changes.
The datasource you created appears in the table of datasources.

Click Lock and Edit.

Click the name of the XA datasource in the table of datasources to open its details pagein the
Configuration:General tab.

Open the Configuration:Connection Pool tab.

I ncrease the maximum capacity of the connection pool. The Maximum Capacity should be at |east 1/4
the number of parallel requests that you require to be handled simultaneously. If you do not have an
estimate of this number, set the maximum capacity to 100.

Click Save but do not activate changes. Remain in the Configuration: Connection Pool tab.
Increase the Initial Capacity to the number of expected concurrent users.

Click Save but do not activate changes.

Open the Configuration: Transactions tab and select Use XA Datasour ce | nterface.

Click Save but do not activate changes.
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14 Navigate out of the datasource details page, for example to the Summary of JDBC Datasources page,
and click Activate Changes.

» If you do not navigate out of the datasource details page before you save changes to the
datasource, you cause aJDBCSystemResourceM Bean cannot be null exception. Thisexception
is harmless, because the changes to the datasource are activated anyway, but avoidable.

) 2 If the exception "Could not get JIDBC Connection; nested exception is java.sgl.SQL Exception:
Internal error: Cannot obtain X AConnection
webl ogic.common.resourcepool .ResourceDisabledException: Pool hpsoasystinetDS is disabled,
cannot allocate resourcesto applications..." occursin thein log file, you can:

* Increase the count of connectionsin the datasource.
» Increase the timeout for acquiring a connection.

Increase the value of Connection Reserve Timeout (Data
Sources - hpsoasystinetDS — Connection Pool — Advanced). (Default is 10 seconds).

Setting O (infinite waiting for connection) is not recommended because of arisk of deadlocks.

To create a non-XA-enabled JDBC datasour ce:

1 Open the JDBC datasources page (Services—» JDBC - Data Sources). Click Lock and Edit and then
New.

2 Givethe datasource a unique, arbitrary descriptive name such as SOA Systinet MSDS.

3 Givethe datasource the INDI name jms-hpsoasystinetDS.

»»  INDI names must be exact.
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From the Database drop-down list, select the same database type that you use for SOA Systinet.

From the Database Driver drop-down list, select a non-XA-supporting JDBC database driver for the
database type.

» If you are using Oracle, select the Oracle "thin" non-XA driver.

Click Next to open the Transaction Options page.

Select Supports Global Transactions and click Next to open the Connection Properties page.
In the Connection Properties page, use the same database parameters you use for SOA Systinet.
Target all serversor clusters hosting SOA Systinet.

Click Finish and Activate Changes.

Create aJDBC persistent store for every migratable cluster server and every standal one server hosting SOA
Systinet. These persistent stores use the j ns- hpsoasyst i net DS hon-X A datasource.

To create a JDBC persistent store:

1

2

Navigate to Services-» Persistent Stores.

Click Lock and Edit.

From the New drop-down menu, select Create a JDBC Stor e to open the Create JDBC Store wizard.
Give the persistent store a unique, arbitrary name, such as SERVER_NAVE Store.

From the Target drop-down list, select the standal one managed server or migratable cluster server
corresponding to the selected persistent store.

In the Datasource drop-down field, select the non-X A-enabled datasource you created.

Give the persistent store a unique prefix, so that the stores do not use the same table.
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8  Click Finish and save your changes.

9  Repeat the procedure for each migratable cluster server and/or standal one managed server.
10 Click Activate Changes.

Creating JMS Resources

SOA Systinet requires IM S resources to be set up in WebL ogic.

) 2 Y ou can configure JM Sto meet your requirements. This section describes aJM S setup that ensures
that IMS resources are accessible by SOA Systinet and function correctly.

Create a IM S server for each migratable cluster server and each standalone server.
Tocreatea JMS Server:
1 Openthe JMS Servers page, Services— Messaging - JMS Servers.

2 Click Lock and Edit and then New to open the Create a New JM S Server wizard in the IMS Server
Properties page.

3 Inthe Namefield, give the IMS server aunique, arbitrary descriptive name, such as SERVER NAVME JM S,
indicating which server istargeted.

4 Fromthe Persistent Store drop-down field, sel ect the persistent store of the managed server or migratable
cluster server to target.

Click Next to open the Select Targets page

5  From the Target drop-down field, select the standalone managed server or migratable cluster server
corresponding to the persistent store you selected.

Click Finish and save your changes.

Create a JMS Module that to contain definitions of JIMS connection factories as well as required IMS
destinations.
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TocreateaJMS module:

1

2

Open the IMS Modules page, Services— Messaging —»JMS Modules.

Click Lock and Edit and New to open the Create IMS System Module wizard.

Give the IMS module a unique, arbitrary descriptive name, such as HP SOA Systinet IMS Module.
Y ou may apply any descriptor file name and location, or leave those fields blank to use the defaullt.
Click Next.

Target the standalone server or the cluster hosting SOA Systinet.

Select Would you liketo add resourcesto this IM S system module?, and click Finish.

The details page for the IMS Module opens in the Configuration tab.

Create the connection factories listed in Table 8.

Select theresourcetypeand click Next. Leaveblank all fields not included in thetable. After you enter
the values for aresource, click Finish.

Repeat for each connection factory.

Table7. IMS Connection Factoriesfor WebL ogic

Name JNDI Name

HP SOA Systinet Connection Factory | /ConnectionFactory

Reporting Sender Connection Factory | jms/ReportingSenderConnectionFactory

Reporting Receiver Connection Factory | jms/ReportingReceiverConnectionFactory

a  Click New in the Summary of Resources table to open the Create a New JM S System Module
Resource wizard.

b Select Connection Factory and click Next to open the Create aNew Connection Factory wizard.
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c  Givethe connection factory aunique, arbitrary descriptive name (for example the onelisted in
Table7.)

d  Givethe connection factory the INDI name specified in the INDI Name column.

»»  INDI names must be exact.

e  Usethe default targeting, which selects the parent module target.
f  Click Finish and Activate Changes.

g Edit each connection factory and select XA Connection Factory Enabled in the
Configuration: Transactions tab.

h  If the SOA Systinet host is a cluster, open the Configuration: Load Balancing tab and disable
server affinity.

i Save your changes.

If the SOA Systinet host is a managed server and not a cluster create a subdeployment.

a Navigate to the SOA Systinet IMS Module details page.

b Open the Subdeployments tab and create a subdeployment for the IMS module.

¢  Set the subdeployment target as the SOA Systinet host managed server's IMS server.
d  Createthe resources listed in the Table 8.

Click New in the Resourcestable. Select the resource type and click Next. Leave blank all fields
not included in the table. After you enter the values for aresource, configure it to use the
subdeployment and click Finish.
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Table 8. IMS Resour ces for a WebL ogic Managed Ser ver

Resource Name JNDI Name

Type

Queue SC scheduleTimerQueue queue/scheduler TimerQueue
Queue PM Validations Queue queue/Validation

Queue SC TaskProcessorQueue queue/taskProcessorQueue
Queue RF Executions Queue gueue/ReportingExecutions
Topic SC taskStopperTopic topic/taskStopperTopic

8 If the SOA Systinet host is a cluster create the resources listed in the Table 9.

Click New in the Resources table. Select the resource type and click Next. Leave blank all fields not
included in the table. After you enter the values for aresource, target your cluster and click Finish.

Table9. IMS Resourcesfor a WebL ogic Cluster

ResourceType| Name JNDI Name

Distributed SC scheduleTimerQueue gueue/schedul er TimerQueue
Queue

Distributed PM Validations Queue queue/Validation

Queue

Distributed SC TaskProcessorQueue gueue/taskProcessorQueue
Queue

Distributed RF Executions Queue gueue/ReportingExecutions
Queue

Distributed SC taskStopperTopic topic/taskStopperTopic
Topic

9  Click Activate Changes.
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Setting Startup Parameters
To operate SOA Systinet correctly, you must specify startup parameters.
To set the startup parameters:
1 Inyour browser, open the WebL ogic Administration Console:
http://1ocal host: 7001/ consol e
2 Loginasthe WebLogic administrator.
3 Click Lock & Edit.
4 Inthe Domain Structure section, expand Environment, and select Servers.

5  Click the server created in Setting Up the WebL ogic Server on page 76, and select the Server Start
tab.

6 Set the class path to the following:

e For WebLogic 9.2:
JAVA_HOWE/ | i b/ tool s. jar; W_HOVE/ server/|ib/ webl ogi c_sp.jar; W_HOVE/ server/|ib/webl ogic.jar

e For WebLogic 10.0: JAVA_HOVE/ i b/ t ool s. j ar; W._HOVE/ server /| i b/ webl ogi c_sp. j ar;
W._HOVE/ server/1i b/ webl ogic.jar; BEA HOVE/ nodul es/ f eat ur es/ webl ogi c. server. modul es_10.0.0.0.j ar;
BEA HOME/ modul es/ f eat ur es/ com bea. ci e. common- pl ugi n. launch_2.1.0.0.jar

» JAVA_HOME isthe location of the JDK WebL ogic uses and BEA_ HOME is set during
WebL ogic installation.

On UNIX systems, use colonsinstead of semi-colons as the file separator.

7 Add thefollowing to Arguments:
e For JRockit:

- Xms1024m - Xmx1024m
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9

e For Sunor HP JDK:

- Xnms1024m - Xnk1024m - XX: MaxPer nSi ze=512m

» Memory sizing should take performance requirements into consideration for the deployed

system. These settings are only arecommendation.

) 2 If you use a UNIX operating system, also add the following property:

Generic VM Arguments - Dj ava. awt . head! ess=true

) 2 If you use an SUSE Linux operating system, also add the following argument:

-Dj avax. xm . transf orm Transf or mer Fact or y=net . sf. saxon. Tr ansf or mer Fact or y| npl

Click Save.

Click Activate Changes.

Setting Up WebSphere

WebSphere requiresinitial configuration before you can deploy SOA Systinet to it.

WebSphere setup is described in the following sections:

Creating a Profile on page 90
Creating a Mail Session on page 90
Creating JDBC Resources on page 91
Creating a Messaging Bus on page 95

Setting Up JM S on page 97
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e Setting Startup Parameters on page 101
e Setting Up a WebSphere Cluster on page 102
Creating a Profile

Create a clean WebSphere profile with the Cell environment. This profileis stored in
WI&_HOVE/ AppSer ver / prof i | es/ PROFI LE_NAME. Referred to in this documentation as PROFILE_ HOME.

Create application servers and/or clustersin the new profile as required by your deployment design. For
details, see Designing Y our Deployment on page 14.

If you are using aweb server such asIBM HTTP Server (IHS) asaproxy or load balancer, register it with
the Deployment Manager. For details, see the WebSphere Help.

Creating a Mail Session
Create amail session using the WebSphere Administration Console.
To create a mail session:
1 Open the WebSphere Administration Console:
http://1ocal host: 9060/ i bm consol e
2 Select Resources— Mail - Mail Sessions.
3 Select your cell in the Scope drop-down field and click New.
4 Specify the mail session parameters as follows:
e A unique, arbitrary descriptive name, for example SoA Systinet Mail
e TheJINDI name/ Mi |
e Connection settings as per company email setup

e SMTP credentialsif required
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Creating JDBC Resources

SOA Systinet requiresan X A-enabled JDBC datasource to communicate with the database. JIM S messaging
requires anon-XA datasource.

Before creating these two datasources, you must create a JDBC provider for each of them.

) 2 SOA Systinet uses XA transactions. The application server transaction manager should be configured
to have aminimum of 5 minutes for XA transaction timeout.

For details, see your application server documentation.

Open the WebSphere Administration Consol e (http://local host: 9060/ibm/consol€) and create JDBC resources,
in the order of the following sections:

1 TocreateaJDBC provider for an XA datasource:

2  Tocreate aJDBC provider for anon-XA datasource:

3 To create an XA-enabled JDBC data source:

4 To create anon-XA-enabled JDBC datasource (used by IMS):
Tocreate a JDBC provider for an XA datasour ce:

1 Select Resources— JDBC - JDBC Providers.

2 For Scope, select your cell, and click New.

3 Select your database type.

4 Under Provider, select the driver for your database type.

» For DB2, if there is more than one driver available, select the DB2 Universal driver.

For Oracle, if there is more than one driver available, select a"Thin" driver.
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5  For theimplementation type, select XA data source.
The Name is automatically completed with the driver name, followed by (XA).

6 For the value of the variable ${dri ver_nane_PATH , enter the location of the driver:

» oj dbc14. j ar (Oracle) or db2j cc. jar and db2j cc_license_cu.jar (DB2). The DB2 driver filesare
in | BV HOVE/ SQLLI B/ j ava by default.

7 Click Finish.

) 2 If you get the error "Connection not available, Timed out waiting for 180000" in the log file, you
can do the following:

* Increasethe Maximum connections property in Resour ces» JDBC - Datasour ces— HP SOA
Systinet DS for Oracle— Connection pool properties (or specify 0 for no connection count
limit)

» Increase the value Connection Timeout property in Resour ces— JDBC - Datasour ces— HP
SOA Systinet DS on Oracle— Connection pool properties (default is 180 seconds). Setting
0 (infinite waiting for connection) is not recommended because of arisk of deadlocks.
Tocreate a JDBC provider for a non-XA datasource:
*  Repeat To create a JDBC provider for an XA datasource:, with the following exception:
Select the implementation type Connection pool data sour ce.

The automatically generated name should not end in (XA).

) 2 If you get the error DSRA3602E, refer to Wsadmin scripting failswith DSRA3602E [http://www-
1.ibm.com/support/docview.wss?uid=swg21257580].
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To create an XA-enabled JDBC data sour ce:

1

2

Select Resour ces— JDBC - Data Sour ces.

For Scope, select your cell, and then click New.

Give the data source a unique, arbitrary descriptive name, for example, H> SOA Systinet DS.

Give the datasource the INDI name hpsoasyst i net DS.

Click Next.

The Select JDBC Provider page opens.

Select Select an existing JDBC provider, select the XA JDBC provider you created in To create a
JDBC provider for an XA datasource:, and then click Next.

The Database Properties page opens.

The database properties you enter depend on the type of database you are using:

For DB2:

Enter the database name, such aspl at form Y our database administrator can tell you this name.
From the Driver type drop-down field, select driver type "4."

Enter the server name.

Enter the port number if it differs from the default 50000.

Deselect Use this datasource for CMP.

For Oracle:

Typethe full URL of the database you plan to use for SOA Systinet, such as
jdbc:oracl e: thin: @erver: 1521: dat abase

From the drop-down field, select the data store hel per class name for your version of the database.
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Deselect Use this datasource for CMP.

Click Finish.

Open the newly created data source and create an authentication alias;

Click JAAS - J2C Authentication Data.

A list of authentication aliases opens.

Click New.

Give an arbitrary string value for the dias, for example, HP SOA Systinet Credentials.

For credentials, enter the user name and password for the database you use with SOA Systinet.

Click Finish.

Reopen the newly created datasource and apply the new authentication alias:

In Component-Managed Authentication Alias, select the authentication alias you created in Step
9.

Under Authentication Aliasfor XA Recovery, select Use Component-Manager Authentication
Alias.

Under Container-Managed Authentication, for the Mapping Configuration Alias, select
DefaultPrincipal M apping.

Click OK.

Reopen the datasource and increase its connection pool size:

Under Additional Properties, click Connection pool properties.

The Connection Pool page opens.
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e For Maximum Connections, type anumber equal to at least 1/4 of the number of parallel requests
that you require to be handled simultaneously. If you do not have an estimate of this number, set
the maximum connections to 100.

e For Minimum Connections, type a number equal to the number of expected concurrent users.

e Click OK.

12 Click Test connection to make sure that your datasource configuration is correct.

To create a non-XA-enabled JDBC datasour ce (used by JM S):

*  Repeat To create an XA-enabled JDBC data source:, with the following exceptions:
* Givethe non-XA datasource the INDI name, j ms- hpsoasysti net DS.
o Select the non-XA JDBC provider.

* Usethe same authentication alias you created for the X A-enabled datasource.

After creating JDBC resources, restart the WebSphere Deployment Manager.
Creating a Messaging Bus

In WebSphere, IMS communication and the persistant storage of that communication are handled viaa
bus.

To create a messaging bus:

1 Open the WebSphere Administration Console:
http://1ocal host: 9060/ i bm consol e

2 Select Service Integration — Buses.
The Buses page opens.

3 Click New.
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The Create a New Messaging Engine Bus wizard opens.

Give the bus aunique, arbitrary descriptive name, for example, soaBus.
Deselect Bus Security, asit isnot required, and click Next.

Click Finish.

The Buses page reopens.

Click the name of the bus you created to open its details page.

Click Busmembers.

The Bus members page opens.

Click Add.

The Add a New Bus Member wizard opens.

Select a standalone server or cluster that will host SOA Systinet, and click Next.
The Select Type of Message Store page opens.

Select Data stor e for the type of message store, and click Next.

Enter the message store properties for the bus.

» Y ou can usetheexisting j ms- hpsoasyst i net DS data source but you might prefer to use adifferent
data source for performance reasons.

If you use an existing data source, for the Schema Name, type the database user name, set the
Authentication Aliasto HP SOA Systinet Credential s, select Create Tables, and then click Next.

Review your selected options and click Finish.
The Bus Members page reopens.

Repeat Step 9 to Step 13 for every standalone server and cluster that will host SOA Systinet.
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15 Return to the bus details page.

The Configuration tab is open by default.

16 Under Destination Resources, click Destinations.

A table of destinations opens.

17 Add the following destinations by clicking New:

Destination type Identifier

Queue scheduleTimerQueue
Queue RFReportingExecutions
Queue Validation

Queue taskProcessorQueue
Topic Space taskStopperTopic

Setting Up JMS

SOA Systinet requires JIM'S messaging resources that you must set up in the WebSphere Administration

Console.

) 2 Y ou can configure JM Sto meet your requirements. This section describesaJM S setup that ensures

that IM S resources are accessible by SOA Systinet and function correctly.

Toset up IMS:

1 Open the WebSphere Administration Console:

http://1ocal host: 9060/ i bm consol e

2  Select Resources— JMS.

3 Addthe IMSresourceslisted in Table 10.
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For each resource:

Under JMS, click the resource type.

Select the scope created in Creating a Profile on page 90, and click New.

Select Default M essaging Provider, and click Next.

Use the parameters from Table 10.

Use the bus you created in Creating a Messaging Bus on page 95.

Where aQueue Name, or Topic Spaceisrequired, select the relevant queue or topic that you created
in Creating a Messaging Bus on page 95 Step 17.

Click OK.

Table 10. JIM S Resour ces

Resource Type

Name

JNDI Name

Queue Connection
Factory

RF Connection Factory (Send)

jms/ReportingSenderConnectionFactory

Queue Connection
Factory

RF Connection Factory (Rec)

jms/ReportingReceiverConnectionFactory

Queue Connection
Factory

SOA Queue Connection Factory

jms/SOA QueueConnectionFactory

Topic Connection
Factory

SOA Topic Connection Factory

jms/SOAT opi cConnectionFactory

Queue SC scheduleTimer Queue gueue/schedul eTimerQueue
Queue PM Validations Queue queue/Validation

Queue SC TaskProcessorQueue gueue/taskProcessorQueue
Queue RF Executions Queue queue/ReportingExecutions
Topic SC taskStopperTopic topic/taskStopperTopic
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4 Modify the connection pool for the SOA Queue and the SOA Topic connection factories, by doing the
following:

e Select the connection factory to modify.
e Under Additional Properties, click Connection Pool Properties.
e Change Maximum Connections to 100.

* Click OK.

5  Select Resources— Asynchronous Beans, and select Work Managers.

6  Select the scope you created in Creating a Profile on page 90, and click New to create the following
work managers.

e SC Work Manager

Set JINDI Name/ wni pl at f or m change Maximum Number of threads to 100, and select Growable.

» The leading forward dlash is required for the INDI name in this case.

*  RF Work Manager

Set INDI Name wni reporti ng.

7 Setthe IMS Activation Specificationslisted in Table 11.
e Under IMS, click the Activation Specifications.
e Select the scope created in Creating a Profile on page 90, and then click New.
* Select Default M essaging Provider, and then click Next.

e Usethe parameters from Table 11.
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Use Destination Type Queue.
Use the bus you created in Creating a Messaging Bus on page 95.

e Click OK.

Table 11. JIM S Resour ces

Name JNDI Name Destination JNDI Name
RF Activation jms/RFActivation gueue/ReportingExecutions
PM Activation jmg/PMActivation queue/Vdidation

PL Scheduler jms/PL Scheduler TimerQueueActivation| queue/scheduleTimerQueue
Timer Queue

Activation

PL Task Runner | jmg/PLTaskRunnerQueueActivation | queue/taskProcessorQueue
Queue Activation

PL Task Stopper | jms/PLTaskStopperTopicActivation | topic/taskStopperTopic
Topic Activation

8  Expand Service I ntegration, and select Buses.

9  Select the bus you created in Creating a Messaging Bus on page 95.
10 Inthe Topology section, click M essaging Engines.

11 Copy the name of the messaging engine to the clipboard.

12 Select Resources— JM S, and select Activation Specifications.

13 "Maximum Concurrent Endpoints"* must be decreased to 4 on "PM Activation" in IMS - Activation
specifications.

14 Select PL Task Stopper Topic Activation.

15 Inthe Subscription Durability section, add the following parameters:
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e Leave Subscription Durability as non-durable.
e Enter asubscription name, for example, PL Task Stopper Subscription Name
e Enter aclient identifier, for example, PL task subscriptionid

» Paste the messaging engine name as the Durabl e Subscription Home.

16 Click OK.
Setting Startup Parameters
SOA Systinet requires severa parameters to be set in order to function correctly.

Use the WebSphere Administration Console to set these startup parameters.

To set the startup parameters:

1 Inyour browser, open the WebSphere Administration Console:
http://1ocal host: 9060/ i bm consol e

2 Expand Servers, and select Application Servers.

3 Select the server.

4 Inthe Server Infrastructure section, expand Java and Process M anagement, and select Process
Definition.

5 Inthe Additional Properties section, select Java Virtual Machine.
6 Set thefollowing properties:

e Initial Heap Size 1000

e Maximum Heap Size 1500

e Generic VM Arguments - Xx: MaxPer nSi ze=150m
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» Memory sizing should take performance requirements into consideration for the deployed
system. These settings are only a recommendation.

» If you use a UNIX operating system, also add the following property:

Generic VM Arguments 0j ava. awt . headl ess=t r ue

» If you use an SUSE Linux operating system, also add the following property:
Generic VM Arguments

Dj avax. xni . transf orm Transf or ner Fact or y=net . sf. saxon. Transf or ner Fact or yI npl

7 Click OK.

) 2 Y ou must restart the server for these changes to take effect.

Setting Up a WebSphere Cluster

Clustered deployment of SOA Systinet is very similar to standal one deployment.

In all the following setup procedures, make sure to do the following:

*  Whenever you select deployment scope, choose the cluster itself.

*  When arestart is necessary, restart the whole cluster, including al serversjoined to the cluster.
*  When configuring a cluster, configure all serverswithin the cluster.

e When you deploy SOA Systinet, map modules to servers by selecting the cluster and an instance of
IBM HTTP Server.

The following procedure describes how to set up a proxied load balanced cluster with two servers running
on one node.
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Tocreate aload balanced cluster:

1

2

Install and start IBM HTTP Server.

Create anew WebSphere cell (deployment manager and application server) profile, by doing the
following:

Start the WebSphere Profile Management Tool.

Select Cell, and click Next.

Select Advanced profile creation.

Select Deploy the administr ative console (recommended), and Deploy the default application.

Enter a unique Deployment Manager Profile Name (DMGR_NAME), Application Server Profile
Name (APPSRV_NAME), and select alocation for the new profile, and then click Next.

Enter the Deployment Manager Node Name and the Application Server Node Name.

) 2 These become the node containing the clustered servers.

If necessary, correct the Host Name and Cell Name (CELL_NAME), and then click Next.
Select Enable administrative security, enter the administrator credentials, and then click Next.
If required, change the port values, and click Next.

Deselect Run the deployment manager process as a Windows service, and click Next.

Click Next, and then Create.

Deselect Launch the First Steps Console, and click Finish.

Start the deployment manager, application server node, and the application server:

a

Execute the command:
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PROFI LE_HOVE/ DMGR_HOME/ bi n/ st ar t Manager
b  Execute the command:

PROFI LE_HOVE/ APPSRV_HOME bi n/ st ar t Node

» If you want to run one or more hodes of the cluster on different machines, follow this procedure
for each machine.

To apply a cluster to other machines:

1 Instal IBM WebSphere®.

2 Start the WebSphere Profile Management Tool.
3 Click Next, and select Custom Profile.

4 Select Advanced Profile Creation.

5  Enter the Profile Name, for example, HPsoaClusterAppsrv2, and Profile Directory
(PROFILE2_HOME).

6  Sdlect Makethisprofile default and click Next.
7 Enter the Node Name (for example, HpsoaClusterNode2), and click Next.

8  Enter the Deployment Manager Hostname or |P Address, pointing to an existing
deployment manager in acell you want the new node to federate with.

Set the credentials to administer the new deployment manager, optionally change the
deployment manager port, and then click Next.

9 If necessary, change the port values, and click Next.
10  Start the node with the following command:

PROFILE2_HOME/bin/startNode
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The new node should appear in the deployment manager admin console nodes listing,
System Administration — Nodes.

4 Tocreatethe cluster:
a  Inyour browser, open the WebSphere Administration Console:

http:/ /1 ocal host: 9060/ admi n

) 2 The port may vary depending on your settings.

b  Select Servers, and select Clusters.
¢ Click New.

d  Enter acluster name(CLUSTER_NAME), select ConfigureHT TP session memory-to-memory
replication, and then click Next.

e IntheSdect Basisfor First Cluster Member, select Createthemember by converting an existing
application server, and click Next.

f  Enter anew member name, for example server 2, and click Add Member.
g Add serversasrequired.

If you require a different node, select it from Select Node.
h  Click Next, and Finish, and then Save.

i During the resources setup for SOA Systinet, described in the previous sections, use the
CELL_NAME asthetarget for the resource.

i During SOA Systinet deployment, select the CELL_NAME as the target for deployment.
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To add aweb server node to the cluster:

a

In your browser, open the WebSphere Administration Console:

http:/ /1 ocal host: 9060/ admi n

) 2 The port may vary depending on your settings.

Select Servers— Web Servers, and click New.
Enter a Server Name, for example, 1 Hs_NAME, and click Next twice.

Enter the Web Server Location, which should be the installation directory for IBM HTTP Server
(IHS_HOME), and the a Plug-in Installation Location, usually, | HS_HOVE! Pl ugi ns.

Click Next, and Finish, and then Save.

For debug purposes, add an aliasto the default virtual host to enable direct access to applications on
all clustered servers, by doing the following:

a

In your browser, open the WebSphere Administration Console:

http:/ /1 ocal host: 9060/ admi n

) 2 The port may vary depending on your settings.

Select Environment, and select Virtual Hosts.
Click default_host, and then click Host Aliases.
Click New.

Enter the value for the second clustered server port, usually 9081, click OK, and then click Save.
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Repeat this step for as many servers as you require, in addition to adding their ports.

7 Regenerate the routing information for the web server.

Select Servers— Web Servers, and select | HS_NAMVE, and then select Gener ate Plug-in and Propagate
Plug-in.

8  To start the cluster:
e Inyour browser, open the WebSphere Administration Console:

http://1 ocal host: 9060/ admi n

» The port may vary depending on your settings.

* Select Servers, and then Clusters.
e Click your CLUSTER_NAME.
* Click Start.
e When the server starts, you can validate if the requests are load balanced across the cluster.
In your browser, use the URL:
http:// 1 ocal host/snoop
The Snoop servlet page should appear, displaying the port number.
Every time you refresh the page, the port number should change.

http://1ocal host/soa/ web should display the SOA Systinet user interface.
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LDAP Accounts Integration

Whenyouinstall SOA Systinet, you can select to use an external LDAP server to retrieve information about
users and groups.

The following sections describe how to integrate accounts from an LDAP server into SOA Systinet:
* Automatic Service Discovery on page 108

A brief explanation of automatic service discovery and itsimplications.
» LDAP Service Properties on page 108

A list of INDI properties of the LDAP server that must be known to SOA Systinet.

Automatic Service Discovery

The automatic discovery of LDAP servers means you do not have to hardwire the URL and port of the
LDAP server. Instead you can use| dap: /// 0=JNDI Tutori al , dc=exanpl e, dc=comas a URL , and thereal URL is
deduced from the distinguished name o=JNDI Tut ori al , dc=exanpl e, dc=com

Automatic discovery of the LDAP service using the URL's distinguished name is supported only in Java 2
SDK, versions 1.4.1 and later, so make sure that your Java version supports this.

LDAP Service Properties

To integrate external accounts during SOA Systinet installation, do one of the following:

e Inthe GUI Ingtaller, select LDAP in the Account Provider page, and set your LDAP properties.
For details, see Using the GUI Installer on page 19.

o Setthe LDAP propertiesin the confi guration. properties file during manual deployment.
For details, see Configuring the User Store on page 115.

SOA Systinet integration with LDAP uses a JNDI interface to connect to LDAP servers.
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For moreinformation, about the INDI AP, see http://java.sun.com/products/jndi/tutorial /| dap/connect/create.-
html and http://java.sun.com/j2se/1.5.0/docs/guide/jndi/jndi-dns.html#URL .

The following INDI properties must be known to the server:

Property | Property API Link
Name Description
Naming | URL of the http://javasun.comj2se/1.5.0/docdgpi/javax/naming/Context tmi#PROVIDER _URL
Provider | LDAP service.
URL
Initial Java class for the| hipljavasinaomj2s150cocsafavadramingCaiedimiNITIAL. CONTEXT_FACTORY
Naming | initial naming
Factory | factory.
Security | The name of the | hifp/javasuncom|j2s’1.50docsgnljavaxineming/Contet imi#SECURITY _PRINCIPAL
Principal | security principal
for anonymous
read accesstothe
directory service.
Password | Password of hipdffavasncomj2e 1L 50docsgafavadnemingContedt im#SECURITY_ CREDENTIALS
security
principal.
Security | Name of the hitp/fjavasun.comj2s9/L50/docsgnifjavadinemingConted im#SECURITY _PROTOCOL
Protocol | security protocol.
Default is
"simple."
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4 Deploying SOA Systinet

The GUI Installation Wizard described in Chapter 2, Basic Installation, can be used for production
environments. However, HP Software recommend using command-lineinstallation for production deployment
as the configuration options can be much more complicated.

Command line options are avail able with the installation command.
For details, see Installation Command Line Options on page 112.
Command-line deployment consists of the following steps:
1 Extract theinstallation archive.

For details, see Unpacking the Distribution on page 113.
2  Set the configuration properties for your deployment.

For details, see Configuring the Deployment on page 113.
3 Prepare any optiona additions to your deployment.

For details, see the following sections:

e Preparing Extensions on page 124

* Preparing Updates on page 125

4 Finish theinstallation in one of the following ways:
e With decoupled database deployment.

For details, see Decoupled Database Deployment on page 125.
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e Including database deployment.

For details, see Finishing Installation on page 127.

5  For applications servers other than JBoss, you must deploy the EAR file created by theinstaller.

For details, see Deploying the EAR File on page 128.

) 2 Throughout this chapter, soa_HOVE refers to the SOA Systinet installation.

Installation Command Line Options
As an dternative to using the GUI installer, there are a number of command line options available:
Theinstallation command is:
java-jar hp-soa-systinet-3.00-RC04.jar [OPTIONS]
The available option, with their definitions, are as follows:
e -h,--help
Display the available options or list the available scenarios or stepsin the console.
e -X, --extract PATH
Extract the installation archive to the specified location.
e -i,--install-to socA_HOME
Install SOA Systinet in console mode to the specified location. Normally used in conjunction with -u.
e -5, --save-config FI LE

Execute the GUI Installation, but save the configuration to the specified file instead of installing SOA
Systinet.
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* -3, --dbadmin-mode
Run the installation in decoupled database mode.
For details, see Decoupled Database Deployment on page 125.
e -u,--use-config FI LE
Use the properties in the specified file to override the default or current configuration properties.
e --passphrase PASSPHRASE
If you want to use password encryption, specify the passphrase to use for encryption.
e -d,--debug

Execute the installation in debug mode. All properties, SQL statements, and installation details are
output to SOA_HOMVE/ I og/instal | . | og.

Unpacking the Distribution

SOA Systinet is distributed as a JAR file. To perform manual configuration, you must extract the archive
first.

Tounpack the JAR file:
*  Execute the following command:

java -jar hp-soa-systinet-3.00.jar -x SOA_ HOME
Configuring the Deployment

The distribution contains a configuration propertiesfile. Y ou can configure all your deployment optionsin
thisfile prior to deployment.

To edit the configuration file:

1 Open SsoA_HOMVE/ conf / set up/ confi gurati on. properties With atext editor.
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2 Inthe configuration file, make the changes you need for your deployment.
For configuration details, see the following sections:
e Configuring the License on page 114
e Configuring the User Store on page 115
e Configuring the Administrator on page 117
e Configuring the Database on page 118
e Configuring the Endpoint on page 119
e Configuring an Application Server on page 121
e Configuring Password Encryption on page 122
e Configuring Custom Data Import on page 123
e Configuring an SMTP Server on page 123

e Configuring Full Text Search on page 124

3 Saveyour changes.

Contiguring the License

If you have alicense from your HP sales representative then you can use it in the configuration file.
To configurethe license:

1 Open soA_HOMVE/ conf / set up/ confi gurati on. properties With atext editor.

2 Setshared. license.licensed. to tothelicense owner.

3 Setshared. license. key to your license key.

4 Saveyour changes.
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Configuring the User Store

In the configuration, you can set the user store to be in the database or an LDAP server.

To configurethe user store:
1 Open SoA_HOVE/ conf / set up/ conf i gur ati on. properti es with atext editor.
2 Do oneof thefollowing:

e Set shared. um account . backend. t ype=dat abase t0 use the database.

e Set shared. um account . backend. t ype=I dap to use an LDAP server.

) 2 It may be more convenient to integrate L DAP accounts after installation using the Setup Tool.
For details, see " Setting Up LDAP Integration” in the HP SOA Systinet Administration Guide .
To configure LDAP integration:
1 Open SOA_HOVE/ conf / set up/ conf i gur ati on. properti es with atext editor.
2 Set thefollowing properties according to your LDAP configuration:
® shared.umjava. nam ng. provider. url
* shared.umjava.factory.initial=comsun.jndi.ldap.LdapCt xFactory
® shared. um java. nam ng. security. princi pal
® shared.umjava. namng.security.credentials

* shared.umjava. naning.security. authentication=sinple

3 Toenable LDAP account integration, set the following properties:

Mandatory account properties:
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* shared

* shared
* shared
* shared
* shared

.um account

.um account . backend. enabl eMor eBackends=t r ue

.um account

.um account

.um uddi . | dap. searchfilter.user

. backend. t ype=I dap

.| dapLogi nNane

. I dapFul | Nane

* shared. um uddi . | dap. sear chbase. user

Optional account properties:

* shared
* shared
* shared.
* shared.
* shared.
* shared.
* shared.
® shared.
* shared.
* shared.
® shared.
* shared.
* shared.

.um uddi . | dap. sear chscope. user =2

.um uddi . | dap. sear chMaxResul t s. user =100

um account

um account

um account

um account

um account

um account

um account

um account

um account

um account

um account

. | dapEni |

.| dapDescription

.| dapLanguageCode

.| dapBusi nessNane

. | dapPhone

.| dapAl t er nat ePhone
.| dapAddr ess
.ldapCity

.l dapCountry

.| dapBl ocked

.l dapzZip
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4 Toenable LDAP group integration, set the following properties:
Mandatory group properties:
® shared. um group. backend. t ype=I dap
* shared. um group. backend. enabl eMor eBackends=t r ue
* shared. umaccount. | dapMenber
* shared. umaccount. | dapNane
Optional group properties:
® shared. um uddi .| dap. searchfilter. group=2
* shared. um uddi .| dap. sear chbase. gr oup=100
* shared. um group. | dapDescri ption

* shared. umaccount. | dapOaner

5  Saveyour changes.

Configuring the Administrator

SOA Systinet requires an initial administrator user.

To configure the administrator:

1 Open soA_HOME! conf / set up/ confi gurati on. properties With atext editor.

2 Setshared. adni ni strator. username and shar ed. adni ni strat or. passwor d to the credentials for your
administrator.

3 Setshared. notification. defaul t.nil.fromto the mail address to be the source of admin messages.

4 Saveyour changes.

Deploying SOA Systinet 117



Configuring the Database

SOA Systinet must connect to a correctly configured database.

For details about setting up a database, see Preparing Databases on page 35.
To configure the database:

1 Open soA_HOME! conf/ set up/ confi gurati on. properties With atext editor.

2 Setshared. db. dri ver. pat h to the location of your JDBC driver.

3 Setshared. db. type to one of the following options:

o db2
e mssgl
e oracle

4 Set shared. db. user nane and shar ed. db. passwor d to the values provided by your database administrator.
5  Setshared. db. host, shared. db. port, and shar ed. db. dbname to the values for your database.
Alternatively, set shared. db. url to the connection string for your database.
6 Setshared. db. acti on to one of the following options:
* Tocreate anew schemain an existing database: cr eat eSchema
e To create anew database/tablespace: creat e
For more details, see Database Installation Types on page 36.

7 If you are creating a tablespace, set shared. db. dat af i | e t0 the location of the tablespace, and set
shared. db. admi n. user name and shar ed. db. adni n. passwor d t0 the database administrator credentials.

8 If youareusing DB2, set shared. db. t abl espaceand shar ed. db. pool to the values set in Setting Up DB2
on page 38.
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9  Saveyour changes.
Configuring the Endpoint
SOA Systinet isvisible to the user as a web application and requires an endpoint.

Y ou can configure the endpoint for anumber of scenarios which should meet any connection requirement.

A The default port numbers for each application server are different. Ensure that the port numbers
you select match those required by your application server.

To configurethe endpoint:
1 Open soA_HOMVE/ conf / set up/ confi gurati on. properties With atext editor.
2 Do oneof thefollowing:
e For HTTP only communication:
Set shar ed. host nane to the required server, for example, | ocal host .
Set shared. ht tp. port to the required port, for example, 8080.
Do not set shared. htt ps. port . NO port is required for this scenario.
Set shared. ht t ps. use=f al se.
Set shared. appl i cati on. cont ext t0 your required deployment context, for example, soa.
e For HTTPS only communication:
Set shar ed. host nare to the required server, for examplel ocal host .
Do not set shared. htt p. port. NO port is required for this scenario.
Set shared. htt ps. port to the required secure port, for example, 8443.

Set shared. ht t ps. use=f al se.
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Set shared. appl i cat i on. cont ext t0 your required deployment context, for example, soa.
For HTTP and HTTPS with enforcing secured URLSs:

Set shar ed. host nane to the required server, for example, | ocal host .

Set shared. http. port to the required port, for example, 8080.

Set shared. ht t ps. port to the required secure port, for example, 8443.

Set shared. htt ps. use=tr ue.

Set shared. appl i cati on. cont ext to your required deployment context., for example, soa.

For HTTP and HTTPS without enforcing secured URLS:

Set shar ed. host nane to the required server, for example, | ocal host .

Set shared. http. port to the required port, for example, 8080.

Set shared. ht t ps. port to the required secure port, for example, 8443.

Set shared. htt ps. use=f al se.

Set shared. appl i cat i on. cont ext t0 your required deployment context, for example, soa.
For an HTTP only proxied endpoint:

Set shar ed. host nane to the required proxy server, for example, proxyl host .

Set shared. htt p. port to the required port, for example, 8080.

Do not set shared. htt ps. port . NO port is required for this scenario.

Set shared. htt ps. use=f al se.

Set shared. appl i cat i on. cont ext t0 your required deployment context, for example, soa.
For an HTTPS only proxied endpoaint:

Set shar ed. host nane to the required proxy server, for example, proxyhost .
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Do not set shared. htt p. port. NO port isrequired for this scenario.
Set shared. ht t ps. port to the required secure port, for example, 8443.
Set shared. htt ps. use=f al se.
Set shared. appl i cat i on. cont ext t0 your required deployment context, for example, soa.
e For HTTP and HTTPS proxied endpoints with enforcing secured URLS:
Set shar ed. host nane to the required proxy server, for example, proxyhost .
Set shared. ht tp. port to the required port, for example, 8080.
Set shared. ht t ps. port to the required secure port, for example, 8443.
Set shared. htt ps. use=tr ue.
Set shared. appl i cat i on. cont ext t0 your required deployment context, for example, soa.
3 If your HTTPS communication is validated against SSL certificates, set
shared. ui . link.authentication=true.
For details about SSL Certificates, see SSL Certificates on page 152.
4 Saveyour changes.
Configuring an Application Server
Y ou must deploy SOA Systinet to an application server which is correctly set up.
For details about setting up an application server, Setting Up Application Servers on page 46.
To configure an application server:
1 Open SoA_HOVE/ conf / set up/ conf i gur ati on. properties with atext editor.

2 To set the application server settings:
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For JBoss:

e Set shared. as. server =j boss

o Setshared. as. j boss. confi guration to the required configuration name:

e By default, thisisdefaul t.

e Setshared. as. j boss. | ocati on to the location of your application server installation.
For Oracle Application Server:

e Setshared. as. server=oas

For WebL ogic:

e Setshared. as. server =webl ogi ¢

For WebSphere:

e Setshared. as. server =webspher e

3 Saveyour changes.
Configuring Password Encryption
By default, the installer does not encrypt passwords in the configuration file.

If you require passwords to be encrypted for communication with other servers, such as the database and
SMTP, you can enable encryption.

To enable password encryption:
1 Open SsoA_HOVE/ conf/ set up/ confi gurati on. properties With atext editor.
2 Set passwor d. encrypt i on. enabl ed=t r ue.

3 Saveyour changes.
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When you continue the installation, you must apply apassphraseto encrypt any passwordsin the configuration
file.

For details, see Finishing Installation on page 127.
Configuring Custom Data Import

By default, the installer imports a default data set. Y ou can configure the installation to import a custom
data set instead.

) 2 The data set must conform to the requirements of the import tool.
For details, see"Import Tool" in the HP SOA Systinet Administration Guide .
To configure custom data import:
1 Open SsoA_HOVE/ conf / set up/ confi gurati on. properties With atext editor.
2 Setinport.type=custom
3 Setinport.path to the location of your dataimage.
4 Saveyour changes.
Configuring an SMTP Server
By default, the installer does not configure an SMTP server for mail notifications.
To configurean SMTP server:
1 Open SOA_HOVE/ conf / set up/ conf i gur ati on. properti es with atext editor.
2 Setplatformsntp.auth=true
3 Setplatformsntp. host and platform sntp. host to the location of your SMTP server.

4 Setplatformsntp.auth. user and pl atform sntp. aut h. passwor d to an authorised SMTP server user.
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5  Saveyour changes.

Configuring Full Text Search

By default, full text search is disabled in the installer.

To enablefull text search:

1 Open soA_HOME! conf/ set up/ confi gurati on. properties With atext editor.
2 Setshared. db. ful | textsearch=true.

3 Todisable the automatic addition of % to search terms, set
shared. db. ful | t ext sear ch. appendper cent age=f al se.

4 Saveyour changes.
After installation you must enable full text search for your database, and in the SOA Systinet Ul.
» Configure your database for full text search.
For details, see Enabling Full Text Search on page 146.
e Enablefull text search in the SOA Systinet Ul.

For details, see "Configuration Options® in the HP SOA Systinet Administration Guide .
Preparing Extensions
Most production deploymentsinvolve a customization layer with organization specific modificationsto the
SOA Definition Model (SDM), Ul customization, and customized reports. These extensions can be added
to the installation directory prior to deployment.

Toadd extensions prior to installation:
1 Extract the distribution file.

For details, see Unpacking the Distribution on page 113
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2 Copy the extensions to the SOA HOVE/ ext ensi ons folder.
Preparing Updates
To add updates prior to installation:
1 Extract the distribution file.
For details, see Unpacking the Distribution on page 113.

2 Copy the required updates to the SoA_HOVE/ updat es folder.

Decoupled Database Deployment

In some production deployments. the database administrator may perform the creation of the tablespace
and schema as a separate installation step.

For more details, see Manual Database Arrangement on page 37.

Theinstaller enablesyou to separate the database deployment by creating scriptsfor the database administrator
to run.

To perform decoupled database installation:
1 Extract the installation.

For details, see Unpacking the Distribution on page 113.
2 Configure the installation properties.

For details, see Configuring the Deployment on page 113.

For database details, see Configuring the Database on page 118.

» In this scenario you only require the database type, shared. db. t ype, and the required action,
shared. db. acti on, for the database properties.
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3 Executethe following command:

SOA_HOME/bin/setup -c -a

» Add --passphrase PASSPHRASE if you want to use password encryption.

Theinstallation stops after the creation of scripts, to create the tablespace and schema, depending on
the configuration properties.

4 Provide the scripts created by the installer to the database administrator.
Theinstaller creates the scriptsin SoA_HOMVE/ sql .

« |If you are creating a new database/tabl espace execute creat edb. sql and then executeal | . sql to
create the schema.

» To create the schemain an existing database, executeal | . sql .

e Theremaining scripts are required to create the schema and are called by al I . sql .

) 2 The schema creation scripts contain drop instructions which can, by design, fail and their
failure must be ignored. If you are overwriting an existing SOA Systinet 3.00 database,
make sure that the SQL tool ignores these failures.

» The database administrator must execute the scripts and create a common user to provide
SOA Systinet users access to the database.

For details, seetherelevant common user procedure for each databasein Preparing Databases
on page 35.

5  After the database administrator executes the scripts, set the database connection parametersin
configuration. properties asadvised by the database administrator.
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For details, see Configuring the Database on page 118.
6 Execute the following command to finish the installation:

SOA_HOME/bin/setup -c

» Add --passphrase PASSPHRASE if you want to use password encryption.
For more details about setup -c, see Finishing Installation on page 127.

Finishing Installation

Theinstallation command, java-jar hp-soa-systinet-3.00.jar, can only be executed once astheinstallation
directory must be empty.

Command-line installation requires you to extract the installation archive first, using the -x switch on the
installation command.

This extracts the file structure and the confi gur ati on. properti es file, enabling you to configure and prepare
your deployment.

The Setup Tool enables you to continue installation after extraction.
Tofinish installation and deployment, do one of the following:
»  Execute the command:

SOA_HOME/bin/setup -c

» If you enabled password encryption in Configuring Password Encryption on page 122, execute the
command:

SOA_HOM E/bin/setup -c --passphrase PASSPHRASE
Theinstaller uses PASSPHRASE to encrypt the password in confi gurati on. properties.

If you use acommand line tool that requires authentication in another server, you must add the option
--passphr ase PASSPHRASE to the command.
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The Setup Tool isaGUI utility which enables administrators to reconfigure adeployment of SOA Systinet.
The -c switch runs the Setup Tool in console mode, continuing the installation from the point at which it
previously stopped.

For details about the Setup Tool, see " Setup Tool" in the HP SOA Systinet Administration Guide .

Deploying the EAR File

For non-JBoss application servers, you must deploy the EAR file created by the installer using application
server functionality.

Additionally, you may need to modify the EAR file to apply authentication requirements.

A If you areredeploying an EAR file, do not use the redeploy functionality of your application server.
Undeploy the EAR file and then deploy the EAR file as described in this section.

If you are deploying to acluster, you can only have one cluster server running. After asuccessful deployment,
the deployment is copied to other cluster servers when you start them.

) 2 The SOA Systinet EAR file is updated during installation or by the application of extensions and
updates. It contains JSPs that are compiled by the application server during deployment. The
compilation of JSPs may take some time to compl ete.

HP Software recommend that you precompile JSPs before deployment, specifically for Oracle
Application Server and WebL ogic.

Use the following script to create an EAR file with precompiled JSPs.
SOA_HOVE/ depl oy/ AS/ j spc/ preconpil e

Asisan application server specific folder name (jboss, oas, wl, or ws). The script may require some
environment variables to be set. If they are not set, the script fails and outputs the name of the
required environment variable.

The script creates SOA HOVE/ depl oy/ pr econpi | ed. ear Which can be used instead of soa_HOVE/ depl oy/ hp-
soa-systinet. ear during deployment.
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For details, see the following sections:

e Setting-up Authentication on page 129

* Role Mapping on page 131

* Deploying the EAR to OAS on page 131

» Deploying the EAR to WebL ogic on page 134

» Deploying the EAR to WebSphere on page 136

Setting-up Authentication

By default, SOA Systinet requires authentication for selected web resources. The configuration of these
requirements conforms to the J2EE specification, as part of the deployment descriptors contained in the
SOA Sysdtinet EAR file.

Table 12 describes the default authentication method with the URL patterns, relative to the deployment
context of the EAR file (the default issoa).
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Table 12. Authentication Methods

Authentication Method

URL Patterns

Form Authentication
(required by the web UI)

web/service-catalog/* (Service Catalog Ul)

web/policy-manager/* (Policy Manager Ul)

web/shared/* (shared Ul)

Basic Authentication (HTTP)
(required by parts of the
REST interface and self-
tester)

systinet/platform/restBasic/* (see "Proprietary REST Interface” in the HP
SOA Systinet Developer Guide)

platform/restSecure/* (see"Atom-Based REST Interface" in the HP SOA
Systinet Developer Guide)

policymgr/restSecure/* (Policy Manager REST interface)

reporting/restSecure/* (Reporting REST interface)

self-test/secure-snoop (see SOA Systinet Self-Tester on page 160)

No authentication

web/design/* (static Ul resources such as images)

systinet/platform/rest/* (see "Proprietary REST Interface" in the HP SOA
Systinet Developer Guide)

platform/rest/* (see"Atom-Based REST Interface” in the HP SOA Systinet
Developer Guide)

policymgr/rest/* (Policy Manager REST interface)

reporting/rest/* (Reporting REST interface)

self-test (excluding secure-snoop page, see SOA Systinet Self-Tester on
page 160)

The SOA Systinet EAR contains various WAR files. Some of the presented web pages may include links
between resources contained in different WAR files. The security context (knowledge of the authenticated
user) may be lost when following such links, so you may be prompted to sign in again.

Application servers provide a single-sign-on (SSO) solution for this situation:

e JBoss

SSO is set up during SOA Systinet installation.
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For details, see http://www.jboss.org/wiki/Wiki.jsp?page=SingleSignOn .
e Oracle Application Server
SSO must be enabled for the newly developed application.
For details, see http://download.oracle.com/docs/cd/B31017_01/web.1013/b28957/javasso.-
htm#BABIDDAC.
« WebLogic
SSO is already set up in the deployment descriptor in the deployed EAR file.
* WebSphere
The SSO option is switched on when you enable administrative security.
Role Mapping

SOA Systinet requires one J2EE role, aut hent i cat ed. By default, this role is mapped to any authenticated
user for all application servers. If required, you can change the mapping of thisrole to grant or deny access
for selected users that pass authentication.

For details, see the relevant security documentation for your application server.

SOA Systinet also contains an adni ni strator role, which enables privileged accessto all SOA Systinet
resources independently of ACLs, aswell as access to SOA Systinet administration tasks.

Thisrole is managed by SOA Systinet and not by the application server. Theinitial administrator name is
set during installation of SOA Systinet. Any administrator can use the SOA Systinet Ul to assign the
administrator role to additional users or user groups.

Deploying the EAR to OAS

The SOA Systinet installer does not deploy the EAR fileto Oracle Application Server (OAS), you must
deploy it using OAS functionality.
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> If you arere-deploying an SOA Systinet EAR to OA'S, undepl oy the existing application and restart
OC4J before deploying the updated EAR file.

Todeploy the SOA Systinet EAR to OAS:
1 Setup your OAS server, specifically JDBC and JM S resources.
For details, see Setting Up Oracle Application Server on page 64.
2 Do oneof thefollowing:
* Run command-lineinstallation using OAS parameters.
For details, see Chapter 4, Deploying SOA Systinet.
e Runthe GUI installation using OAS parameters.

For details, see Chapter 2, Basic Installation.

3 Start OAS with the command:
OAS HOM E/opmn/bin/opmnctl startall
4 Open the Application Server Control:
http://1ocal host/em
5 Login asthe OC4J administrator.
6 Click thelink to your OC4Jinstance (by default named Home) in the tree view on the main page.
7 Open the Applications tab.
8  Click Deploy.
The deployment wizard opens.

9 Do one of the following:
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e Select Archiveis present on local host, and Browse or enter the path to the EAR file.

e Select Archiveisalready present, and enter the path to the EAR file.

» The default location of the EAR file is SOA HOVE/ depl oy/ hp- soa- systi net . ear .

10 Keep the option Automatically create a new deployment plan, and click Next.
11 Enter the application name, HP SOA Systi net .
12 Leaveadl other fields at default, and click Next.

A page with the deployment details opens.

13 SOA Systinet relies on OAS to perform authentication. Y our company policy determines the choice
of asecurity provider for authentication.

The default security provider is usualy file-based. Users and groups in a default file-based provider
can be created using the OAS admin functions, but changes to users or groups may require an OC4J
server restart to become effective.

Y ou can also select an LDAP-based security provider.

For more details, see the Oracle Containers for J2EE Security Guide.
If you need to change the default security provider:

* Inthe Select Security Provider row, click Go to Task.

e Select the security provider you want. For example, for integration with Sun ONE Directory Server
or Active Directory, select Third Party LDAP Server.

e Specify the provider details, and click OK.

14 Review the deployment details, and if they are correct click Deploy.
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»

Deployment may take several minutes.

15 To verify successful deployment, in your browser, view:

http://hostname: port/context/self-test

A report page, HP SOA Systinet Self-test, is displayed and there should be no errors.

For self-test details, see SOA Systinet Self-Tester on page 160.

If you use a default file based security provider, you can manage users using the Oracle Application
Server Control:

a

b

Open your OC4J instance.

Select the Administration tab.

Open Security - Security Providers.
Click Instance Level Security.
Select the Realms tab.

Use Createto create the users you require including the admin user specified during installation.

»»  Rolesarenot required.

Deploying the EAR to Weblogic

The SOA Systinet installer does not deploy the EAR fileto WebL ogic, you must deploy it using WebL ogic
functionality.
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) 2 If you use an SUSE Linux operating system, copy the following file;
SOA_HOME/ | i b/ saxon-8. *. ] ar tO DOVAI N_HOVE/ | i b
Todeploy the SOA Systinet EAR to WebL ogic:
1 Setup your WebL ogic server.
For details, see Setting Up WebL ogic on page 75.
2 Do oneof thefollowing:
¢ Run command-line installation using WebL ogic parameters.
For details, see Chapter 4, Deploying SOA Systinet.
* Runthe GUI installation using WebL ogic parameters.

For details, see Chapter 2, Basic Installation.

3 Start the WebLogic server.
4 Inyour browser, open the WebL ogic Administration Console:
http://1ocal host: 7001/ consol e
5 Loginwith the administrator credentials created in Creating Domains for SOA Systinet on page 75.
6 Intheconsole, click Lock & Edit.
7 Inthe Domain Structure section, select Deployments, and click I nstall.
8  Navigate to SOA HOVE/ depl oy/ , Select hp-soa- systi net . ear, and then click Next.
9  Sdlect Install thisdeployment as an application, and click Next.

10  Select the managed server or cluster you want to host SOA Systinet, and click Next.
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11 Inthe Security section, select DD Only, and click Finish.
12 Click Activate Changes.
Start SOA Systinet using the Start on the Deployments page.

To verify that the SOA Systinet deployment is running, view self-test in a browser window, at
http://host name: port/context/sel f-test.

Deploying the EAR to WebSphere

The SOA Systinet installer does not deploy the EAR fileto WebSphere, you must deploy it using WebSphere
functionality.

) 2 If you use an SUSE Linux operating system, copy the following file;
SOA_HOME/ | i b/ saxon-8. *. ] ar tO PROFI LE_HOME/ | i b
Todeploy the SOA Systinet EAR to WebSphere:
1 Setup your WebSphere server.
For details, see Setting Up WebSphere on page 89.
2 Do oneof thefollowing:
¢ Run command-line installation using WebSphere parameters.
For details, see Chapter 4, Deploying SOA Systinet.
* Runthe GUI installation using WebSphere parameters.

For details, see Chapter 2, Basic Installation.

3 Inyour browser, open the Administration Console:

http://1ocal host: 9060/ i bm consol e
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4 Expand Applications, and select Enterprise Applications.
5 Click Install.
6 Click Browse, and navigate to SOA HOVE/ depl oy/ , and then select hp- soa- syst i net . ear.
7 Select Prompt me only when additional information isrequired, and click Next.
8  Setthefollowing options:

e Precompile JavaServer Pagesfiles

e Distribute application

» Allow dispatching includes to remote resources

e Allow servicing includes from remote resources

9  Map modules to servers by selecting the servers to deploy SOA Systinet.
10 Map modules to servers by selecting a module and virtua host.
11 Proceed to the Summary step, and click Finish.
12 Wait for the deployment to finish, and click Save.
13 Expand Applications, and select Enter prise Applications.
14 Select HP SOA Systinet.
15 Inthe Detail Properties section, click Class loading and update detection.
16  Set the following properties:
e Pollinginterval o
e Classes loaded with application class |oader first

* Single class loader for application
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Click OK, and save your changes.

Expand Security, and select Secure administration, applications, and infrastructure.

Select Enable application security.

In the Authentication section, expand Web Security, and select General Settings

Select Use available authentication data when an unprotected URI isaccessed and click OK.
In the Configuration page, click Apply.

You can set users and rolesif required.

Tocreateauser:

1 Expand Usersand Groups, and select Manage Users.

2  Click Create.

3 Enter the user parameters, and click Create.

Expand Applications, and select Enter prise Applications.

Select the check-box for HP SOA Systinet, and click Start.

» SOA Systinet starts automatically, whenever the server is started.

The HP SOA Systinet log can be viewed in thefile:

PROFI LE_HOVE/ | ogs/ server _nane/ trace. | og.
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5 Atfter Installation

SOA Systinet may require some configuration after installation.

If you are upgrading from SOA Systinet 2.52 you can migrate your data after installing SOA Systinet 3.00.
For details, see "Data Migration” in the HP SOA Systinet Administration Guide.

This chapter contains the following sections:

e Launching SOA Systinet on JBoss on page 139

»  Setting up the User Store in JBoss on page 140

» Logging on page 142

» Enabling Full Text Search on page 146

e SSL Certificates on page 152

e Configuring LDAP over SSL/TLS on page 159

»  SOA Systinet Self-Tester on page 160

Launching SOA Systinet on JBoss
The soa_HOVE/ bi n directory of SOA Systinet contains the scriptsserverstart, serverst op and env-j boss.

Running serverstart callsenv-j boss, which sets environment parameters for JBoss. Specifically, env-j boss
gives JBoss access to the SOA Systinet client truststore and optimizes JBoss memory allocation.

In some production environments, where the SOA Systinet iswidely distributed or clustered, or when there
are applications other than SOA Systinet on the same JBoss server, or where JBoss is using non-default
configuration or rmi ports, it might be preferable to use the native JBossrun scripts.
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In this case, you must first modify therun script of each host JBoss as described in Modifying the JBoss
Run Script on page 55. The contents of serverstart and serverstop are also useful guidesin this case.

Setting up the User Store in JBoss

By default, SOA Systinet uses a JBoss user store to authenticate users. The default user storeisaplain text
file JBOSS_PROFI LE/ conf/ users. properti es, which contains lines with USERNAME=PASSWORD. All userslisted in this
file can authenticate with SOA Systinet.

SOA Systinet defines a new JBoss security domain that you can customize to setup authentication against
varioususer stores, including LDAP. The definition of thisdomainiscontained in SoA_HOVE/ depl ot / j boss/ hp-
soa-systinet. sar, which is deployed to JBoss during installation.

To modify the JBoss authentication:
1 Extract SoA_HOVE depl oy/ j boss/ hp- soa- syst i net . sar to adirectory.
2 Inthe unzipped directory, open hp-systi net -l ogi n- confi g. xni with atext editor.
3 Change the login module definitions as required.
For details, see the JBoss security documentation.
Example 1 on page 141 is an excerpt of the relevant section of thisfile.
4 Zipthedirectory back to hp- soa- systinet . sar.

5 Redeploy the SAR file to JB0SS_PROFI LE/ depl oy/ hp- soa- systi net. sar and restart JBoss.
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Example 1: SOA Systinet JBoss L ogin Configuration File

<! DOCTYPE policy PUBLIC "-//JBoss//DTD JBOSS Security Config 3.0//EN'
"http://www. jboss.org/j2ee/dtd/ security_config.dtd">
<pol i cy>
<application-policy name="hp-systinet">
<aut henti cation>

<l-- -->
<l-- CLIENT CERT authentication EXAMPLE -->
<l-- -->

<l-- JBOSS's SSL client certificate mapping, unconment when using
CLI ENT- CERT | ogin nethod -->

<l--
<l ogi n- nodul e
code="org. j boss. security.auth. spi.BaseCertLogi nMdul e" flag="required">
<modul e- opti on name="passwor d- st acki ng" >useFi r st Pass</ modul e- opti on>
<nmodul e- option
name="verifier">org.jboss.security.auth.certs.AnyCert Verifier</modul e-option>
<nmodul e- option
nane="securityDomai n">j ava: / j aas/ hp- systi net </ nodul e- opti on>
</l ogi n- modul e>

-->
<l-- -->
<!'-- USERNAME/ PASSWORD aut hentication EXAVPLE -->
<l-- >

<l-- JBOSS's login nodul e that verifies nane and password against users.properties -->
<I-- file fromthe classpath (classpath contains JBOSS s configuration conf directory -->
<l ogi n-modul e code="org.j boss. security. auth. spi.UsersLogi nMdul e"
flag="required">
<modul e- opti on name="passwor d- st acki ng" >useFi r st Pass</ modul e- opti on>
</ ogi n- modul e>
<l-- JBOSS' s login modul e that verifies name and password agai nst LDAP -->
<l--
<l ogi n-nodul e code="org.jboss. security.auth. spi.LdapLogi nMdul e"
flag="required">
<nmodul e- option
name="j ava. namng.factory.initial">com sun.jndi.|dap. LdapCt xFact or y</ nodul e- opt i on>
<nmodul e- option
nane="j ava. nam ng. provi der. url ">l dap://1 ocal host : 63284</ modul e- opti on>
<nmodul e- option
nane="j ava. naning. security. aut henti cation">si npl e</ nodul e- opti on>
<modul e- option name="pri nci pal DNPr ef i x" >ui d=</ nodul e- opt i on>
<nmodul e- option
nane="pri nci pal DNSuf f i x" >, ou=peopl e, dc=your, dc=conpany</ modul e- opti on>
</l ogi n- modul e>
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—_—
<l-- Mandatory Role Mapping, authenticated users -->
<I-- will become menbers of "authenticated" role -->
<l-- >
<l-- customlogin nodule is used to assign authenticated role -->
<l ogi n- modul e
code="com hp. systinet.security.jboss. Assi gnRol eLogi nkbdul e" flag="required">
<modul e- option name="rol e">aut henti cat ed</ nodul e- opti on>
</l ogi n- modul e>
</ aut henti cation>
</ application-policy>
</ policy>

Logging

SOA Systinet uses log4j logging, a popular logging package for Javathat offers various options to change
the logging format and/or output.

This section describes the default use of log4j logging by SOA Systinet.

) 2 Y ou can change the logging options to suit your needs.
For more details, see the logdj manual at http://logging.apache.org/log4j/1.2/manual .html.
Log4| Configuration

SOA Systinet relies on thelog4j configuration chosen using the "Default Initiaization Procedure”, described
in http://logging.apache.org/log4j/1.2/manual .html.

This default initialization procedure results in the following configuration:

e Thedefault logging configuration, as detailed in Example 2 on page 144, is used for the SOA Systinet
EAR file deployed to OAS, WebL ogic, WebSphere. Thefilel og4j . properties, whichis contained in the
EAR file, contains the default configuration.

e Theoption, - D og4j . configuration=file:/ ABSOLUTE_LOG4J_CONFI G FI LE_PATH, can be set for the execution of
the SOA Systinet server start command. This option forces log4j to use the specified configuration.
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SOA Systinet tools execute a java command with a- Dl og4; . confi gurati on option that pointsto a
SOA _HOVE/ conf /1 og4j . confi g.

SOA Systinet creates log files for these tool executions in the soa HOVE | og directory.

The option, - Dl og4j . configuration=file:/file |l ocation, can be added to the command that starts your
application server. This enables you to override the default configuration contained in the EAR file.

e Thelogging configuration for an EAR deployed to JBoss is updated during installation, the content of
this configuration is similar to the default properties, but is expressed in an XML file.

* JBOSS _HOWE server/JBOSS_PROFI LE/ conf/j boss-1og4j . xn

The audit log fileis created in the JBOSS_HOME ser ver / JBOSS_PROFI LE/ | og directory. The Application logis
apart of the default JBoss log output (the console and also the
JBOSS_HOVE/ server/ JBOSS_PROFI LE/ | og/ server.log fil e).

If you are not sure about the logging configuration, do one of the following:

* Usethe SOA Systinet Self-Tester, which reports the location of the log4j configuration in use.
For details, see SOA Systinet Self-Tester on page 160.

e Add the option - Dl og4j . debug to the application server start command and restart the application server.
Logd4j then outputs configuration messages to the console.

Default Log4j Configuration

The default log4j configuration from adeployed SOA Systinet is shown in Example 2 on page 144.

) 2 SOA Systinet tools use the configuration from soa_HOVE/ conf /1 og4j . confi g, which may be different.

After Installation 143



Example 2: Log4j Configuration File

# put all logs to console and a log file
| 0g4j . root Logger =I NFO, st dout , file

# consol e appender

I og4j . appender . st dout =or g. apache. | og4;j . Consol eAppender

| 0g4j . appender . st dout . Tar get =Syst em out

| 0g4j . appender . stdout . | ayout =or g. apache. | og4j . Pat t er nLayout

I 0g4j . appender . stdout. | ayout . Conver si onPattern=%: %{2} - %P

# file appender

| og4j . appender . fil e=org. apache. | og4j . Rol I i ngFi | eAppender

| og4j . appender . fil e. maxFi | eSi ze=20MB

| og4j . appender . fil e. maxBackupl ndex=5

| og4j . appender . file.File=log4j.Iog

| og4j . appender . file.threshol d=I NFO

| og4j . appender . file. | ayout=org. apache. | og4j . Patt er nLayout

| og4j . appender . file.layout. Conversi onPat t er n=%l{ ABSOLUTE} %p % - %@

# audit |og appender

| og4j . appender . Systinet _AUDI T=or g. apache. | og4j . Rol | i ngFi | eAppender

| og4j . appender . Systinet _AUDI T. Fi | e=hpsoa_audi t. | og

| 0g4j . appender. Systinet AUDI T. MaxFi | eSi ze=10000KB

| og4j . appender . Systinet _AUDI T. MaxBackupl ndex=10

| og4j . appender . Systinet _AUDI T. | ayout =or g. apache. | og4j . Pat t er nLayout

# see http://1ogging.apache.org/log4j/ 1.2/ api docs/ org/ apache/ | og4j/ PatternLayout. htm

# for formating rules, follow ng extra arguments can be noreover used to

# custoni ze the format

# 9%{audit.eventld} - event ID

# 9%{audit.result} - event result

# 9{audit.category} - event category

# 9%{audit.ctxld} - event context id

# 9%{audit.actor} - event actor

# 9{audit.resource} - event actor

# o{audit.detail} - event detail

| og4j . appender . Systinet _AUDI T. | ayout . Conver si onPat t er n="9%l", %{ audi t . cat egory}: %{audi t . event | d},
9{audit.result}, 9%{audit.ctxld},"9%{audit.actor}","%{audit.resource}", %{audit.detail}%

# configure audit |ogging
| 0g4j . cat egory. com hp. systinet. audi t. event =DEBUG, Systinet AUDI T
| 0og4j . additivity.com hp.systinet.audit.event=true

# limt categories that are too verbose
| 0g4j . category. org. apache. xn . securi t y=ERROR fil e, st dout
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| og4j.additivity.org.apache.xnl.security=true
| 0g4j . cat egory. org. hi ber nat e=ERROR, st dout , file
| 0g4j.additivity.org.hibernate=true

This configuration instructs log4j to do the following:

1

Print information,warning, and error messages to the console, and to afile named | og4; . | og, for all
logging categories that are not explicitly declared.

SOA Systinet aso uses the logging categories which start with one of the following:
e com.hp.systinet

e org.hp.systinet

e com.systinet

e org.systinet

Print the audit log to afile named hpsoa_audit . | og

Theformat of thelog isspecifiedinthel og4j . appender . Syst i net _AUDI T. | ayout . Conver si onPat t er n property
in Example 2 on page 144. Each audit event isa single line that starts with date and time (formatted
according to 1SO8601), followed by comma separated attributes of the event.

A deployed SOA Systinet creates the log filesin the following locations:
e For JBoss:
JBOSS_HOWE ser ver/ PROFI LE_NAME/ | og
* For OAS:
OAS_HOME/ j 2ee/ OCAJ_I NSTANCE_NAVE
e For WebLogic:

DOVAI N_HOMVE
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»»  Dow N HOE isthe location set in Creating Domains for SOA Systinet on page 75.

e For WebSphere:

PROFI LE_HOME

» PROFI LE_HOME is the location set in Creating a Profile on page 90.

4 Thelogging category, com hp. systinet. audi t. event , iSused to log audit events. Thislogging category
also has subcategories according to the audit event category. For example, the logging category name
for audit eventsin the licensing category iScom hp. systi net. audi t. event. | i censi ng.

Y ou can change the output or strip down the audit log for any particular audit category.

5  Theother declared logging categories (hibernate, apache xml security) are stripped to only log error
messages. These categories are too verbose for printing if information messages are also logged (the
default for al categories).

Enabling Full Text Search
The SOA Systinet full text search is an optional feature based on relational database extensions.
ToenableFTS:
1 Prepare FTS on the database server:
a Createanindex for column"m_extension" from "ry_resource" table.
b Create anindex for column "data' from "ry_resource" table.

¢ Schedule update of these indexes.
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2 Activate FTSinthe SOA Sydtinet Ul, as described in the SOA Systinet Configuration Options section
in the HP SOA Systinet Administrator Guide .

The following sections provide details on enabling Full Text Search:
e Enabling Full Text Search on DB2 on page 147

e Enabling Full Text Search on MSSQL on page 148

e Enabling Full Text Search on Oracle on page 150

Make sure that your database server meets the system requirements described in the Preparing Databases
on page 35.

Enabling Full Text Search on DB2

To enable full text search you must create indexes and schedule their update in DB2. Use the DB2 Net
Search Extender. Connect to the database using the same credentials used during installation.

Follow Example 3 on page 147.

Example 3: Create Indexesfor FTS and Schedule Synchronization in DB2

db2t ext START

#use sa user in this case
db2t ext ENABLE DATABASE FOR TEXT CONNECT TO <dat abase> USER sa USI NG <passwor d>

db2t ext CREATE | NDEX idx_ry_resource_meta FOR TEXT ON ry_resource(m extensions)
CONNECT TO <dat abase> USER <user > USI NG <passwor d>

db2t ext CREATE I NDEX idx_ry_resource_data FOR TEXT ON ry_resource(data)
CONNECT TO <dat abase> USER <user > USI NG <passwor d>

#schedul e a regul ar index update each day at nidnight
db2text ALTER INDEX idx_ry_resource_meta FOR TEXT UPDATE FREQUENCY D(*) H(0) MO0)
CONNECT TO <dat abase> USER <user > USI NG <passwor d>

db2text ALTER INDEX idx_ry_resource_data FOR TEXT UPDATE FREQUENCY D(*) H(0) MO0)
CONNECT TO <dat abase> USER <user > USI NG <passwor d>
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Commands to update the index manually can be found in Example 4 on page 148.

Example 4: Synchronizing Indexesin DB2 Manually

db2t ext UPDATE | NDEX idx_ry_resource_meta FOR TEXT
CONNECT TO <dat abase> USER <user > USI NG <passwor d>

db2t ext UPDATE | NDEX idx_ry_resource_data FOR TEXT
CONNECT TO <dat abase> USER <user > USI NG <passwor d>

For more scheduling details, see the DB2 Net Search Extender documentation.

Enabling Full Text Search on MSSQL

To enablefull text search you must enable the service and create afull text catalog and indexes. Use M SSQL
Server Management Studio or the sglcmd command line tool.

Connect to the database using the same parameters used during SOA Systinet installation.

To enablefull text search on MSSQL:

1 Make surethat the SQL Server Fulltext Search service isrunning, and that the database is full-text
enabled.

By default, new databases are full-text enabled unlessyou create them with MSSQL Server Management
Studio.

Inthis case, select the database in the Object Explorer window, and select Properties— Files, and then
select Use full-text indexing.

2 Tocreate afull-text catal og, execute the following command:

sqlcmd - U <user> -P <password> -d <dat abase>
CREATE FULLTEXT CATALOG ry_resource_ftsc
go

» You must have CREATE FULLTEXT CATALOG permission.
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It is possible to reuse an existing catalog, but HP Software recommend creating a new one for
independent management purposes.

For more detail s, see http://msdn2.microsoft.com/en-ug/library/ms189520.aspx.

3 Do oneof thefollowing:

e Tocreate afull-text index that is synchronized immediately after any data changes, execute the

following command:

sglcmd - U <user> -P <password> -d <dat abase>
CREATE FULLTEXT | NDEX ON ry_resource(
m extensi ons TYPE COLUWN m extensi ons_fe LANGUAGE 0xO0,
data TYPE COLUW data_fe LANGUAGE 0x0)
KEY | NDEX pk_resource_11 ON ry_resource_ftsc W TH CHANGE_TRACKI NG AUTO

go

» Tocreate afull-text index that is synchronized manually, execute the following command:

sqgl cmd - U <user> -P <password> -d <dat abase>
CREATE FULLTEXT | NDEX ON ry_resource(
m extensi ons TYPE COLUWN m ext ensi ons_fe LANGUAGE 0x0,
data TYPE COLUWN data_fe LANGUAGE 0x0)
KEY | NDEX pk_resource_11 ON ry_resource_ftsc W TH CHANGE_TRACKI NG OFF, NO POPULATI ON

go

For more details, see http://msdn2.microsoft.com/en-ug/library/ms187317.aspx.

To synchronize the index manually, execute the following command:

sglcnd - U <user> -P <password> -d <dat abase>

ALTER FULLTEXT | NDEX ON ry_resource START FULL PCPULATI ON

go
The statement executes asynchronously, so the population may take some time.
To verify the population status, execute the command:

SELECT FULLTEXTCATALOGPROPERTY(' ry_resource_ftsc',' Popul ateStatus')
go

Index population is complete when the population statusis 0.
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For more details, see http://msdn.microsoft.com/en-ug/library/ms188359.aspx.

Enabling Full Text Search on Oracle

Toenablefull text search, you must createindexes and scheduletheir update. Use the Oracle sglplus console.
Connect to the database using the same credentials used during installation.

The procedure in commands is shown in Example 5 on page 150. It also shows how to synchronize indexes
every midnight.

> The database user does not have permission to create FTS indexes by default and must be given
that permission.

Example 5: Preparing Oracle For Full Text Search using the Scheduling M echanism

sql pl us systeni password@onnect _i dentifier

- add pernission to create indexes

CGRANT EXECUTE ON "CTXSYS'."CTX_DDL" TO user;
- add "create job" permssion to <user>
GRANT CREATE JOB TO user;

exit;

sql pl us user/password@onnect _i dentifier
CREATE | NDEX idx_ry_resource_meta ON ry_resource(m extensions)
I NDEXTYPE |'S CTXSYS. CONTEXT PARAMETERS
(" FILTER CTXSYS. NULL_FI LTER SECTI ON
GROUP CTXSYS. NULL_SECTI ON_GROUP
SYNC (EVERY " TRUNC( SYSDATE) +1")"');

CREATE | NDEX idx_ry_resource_data ON ry_resource(data)
I NDEXTYPE |'S CTXSYS. CONTEXT PARAMETERS
(" FILTER CTXSYS. NULL_FI LTER SECTI ON
GROUP CTXSYS. NULL_SECTI ON_GROUP
SYNC (EVERY " TRUNC( SYSDATE) +1")");

To enable full text search of pdf, doc, and other document types, use AUTO FI LTER in the definition of the
i dx_ry_resource_data index"
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CREATE | NDEX idx_ry_resource_data ON ry_resource(data)
| NDEXTYPE |'S CTXSYS. CONTEXT PARAMETERS
(" FILTER CTXSYS. AUTO FILTER );

> Not all document types can be indexed correctly.

For details, see http://download.oracle.com/docs/cd/B19306_01/text.102/b14218/afilsupt.-
htm#i634493.

When you create the index, remove words that could frequently appear in full-text searchesfrom the Oracle
stoplist. By default, the Oracle index stoplist includes words such as"to." Full-text searchesincluding these
wordsreturn afalseempty list. Alternatively, the database administrator should provide SOA Systinet users
with the stoplist, and awarning not to use these termsin full-text searches.

Commandsto set up theindexing stoplist on Oracle and to replace the Oracle stoplist are shown in Example
6 on page 151.

Example 6: Creating Oracle Indexing Stoplist

cal| CTX_DDL. CREATE_STCPLI ST(' MyStopl i st');
cal | CTX_DDL. ADD_STOPVORD(' MyStoplist', 'a');

. Add words that should not be indexed. Do not include "to" or other words that would frequently
occur in full-text searches.

- Include the DROP | NDEX commands only if an index already exists.

DROP | NDEX idx_ry_resource_neta;

DROP | NDEX i dx_ry_resource_data;

CREATE | NDEX idx_ry_resource_meta on ry_resource(mextensions) indextype i s ctxsys.context paraneters
("filter ctxsys.null _filter section group CTXSYS. NULL_SECTI ON_GROUP STOPLI ST M/Stoplist SYNC

(EVERY " TRUNC( SYSDATE) +1")") ;

CREATE | NDEX idx_ry_resource_data on ry_resource(data) indextype is ctxsys.context paraneters
("filter ctxsys.null _filter section group CTXSYS. NULL_SECTI ON_GROUP STOPLI ST M/Stoplist SYNC

(EVERY " TRUNC( SYSDATE) +1") ') ;

For more information about creating indexes, see the Oracle documentation at http://download-uk.oracle.-
com/docs/cd/B19306_01/text.102/b14218/toc.htm
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A Do not implement index synchronization ON COMMIT. It can cause Oracle thread termination,
returni ng the error message ORA-error stack (07445[ ACCESS_VI OLATION]) logged in filenane.log.
(Tested on Oracle 10gR2 - 10.2.0.1). Y ou can use any other synchronization technique.

Executing index synchronization manually is shown in Example 7 on page 152.

Example 7: Synchronizing Indexesin Oracle Manually

sql pl us user/password@onnect _i dentifier
CALL CTX_DDL. SYNC_| NDEX('idx_ry_resource_neta', '2M);
CALL CTX_DDL. SYNC_| NDEX('idx_ry_resource_data', '2M);

SSL Certificates

SOA Systinet can use HTTPS for communicating with other applications, such as UDDI registries, HP
Business Availability Center, and HP SOA Manager, or to publish resources, such as WSDL and XML
schemas, accessible viaHTTPS.

HTTPS runs on top of SSL and requires additional setup steps. SSL requirements are driven by the target
server, which can operate in one of the following modes:

1 Oneway SSL
Mostly used for WWW, where the server authenticates to the client by providing its certificate.
The following conditions must be met:
e Theserver certificate must be valid and trusted.

e Theresource HTTPS URL must contain a host name contained in the target server SSL certificate.

2  Required two-way SSL
Mutual authentication is required and both server and client authenticate each other using certificates.

The following conditions must be met:
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e Therequirements for one-way SSL.

e Theclient must provideits certificate, and the server must trust the client certificate.

3 Wanted two-way SSL

Mutual authentication is wanted but not mandatory and the connection can be established as one-way
SSL.

The requirements are the same as for one-way SSL.
Using SSL is described in the following sections:
e ldentifying Server SSL Reguirements on page 153
e SSL Server Certificate Trust on page 155
e Trusting HP SOA Registry Foundation Certificates on page 155
» Importing Client Certificates for Two-Way SSL on page 155
e SSL Customization on page 155

e SSL Troubleshooting on page 158

Identifying Server SSL Requirements

SOA Systinet deployed to an application server acts as an HTTPS client.

The SSL requirements of the target server can be determined using the ssltool provided with SOA Systinet.
For example, with the command:

ssltool serverInfo --url https://localhost: 8443 --cer tFile localhost.crt

The output resembles the following:

| ocal host : 2968
Host: |ocal host/127.0.0.1
Port: 2968
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Cient authentication: WANTED
Accepted issuers of client certificates:
OU=Sone CA, ON=CA

Server Certificate:

Subj ect: CN=l ocal host

I ssuer: OU=Sone CA, CN=CA

Issued for hostname(s): I|ocal host

Al gorithm RSA

Valid from 12/7/07 4:22 PM

Valid to: 12/4/17 4:22 PM

Received Server Certificate Chain:

CNEl ocal host

OU=Sone CA, ON=CA

PEM Encoded Received Server Certificate Chain:
----- BEG N CERTI FI CATE- - - - -

----- END CERTI FI CATE- - - - -
----- BEG N CERTI FI CATE- - - - -

----- END CERTI FI CATE- - - - -
The output contains the following elements:
* The SSL server mode is output after Cient Authentication, where:
*  NOT_REQUESTED means one-way SSL.
*  WANTED means non-mandatory two-way SSL.
*  REQU RED means required two-way SSL.
» Theacceptedissuersfor two-way SSL. These display the subject names of accepted certificate authorities
that can issue client certificates.
» The server certificate details saved to afile, I ocal host . crt.
e Host namesthat must be used in URLs are listed after I ssued for hostnane(s): .
* PEM encoded certificates that must be trusted.

For more details about the SSL Tool, see"SSL Tool" in the HP SOA Systinet Administration Guide .
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SSL Server Certificate Trust

By default, any SSL server certificate is trusted.

) 2 For non-default options, see SSL Customization on page 155.

Trusting HP SOA Registry Foundation Certificates

If you are using SOA Systinet integrated with HP SOA Registry Foundation and intend to import or export
artifacts and taxonomies, then SOA Systinet must trust the HP SOA Registry Foundation certificate.

For details, see SSL Server Certificate Trust on page 155.

Importing Client Certificates for Two-Way SSL

A client certificate (a private key with an associated certificate) issued by a certificate authority trusted by
the server must be imported to the keystore. By default, this keystore is the one used by JDK. Usually it is
empty or unspecified. The location of the JDK SSL keystore is determined using a procedure explained at
http://java.sun.com/j 2se/1.5.0/docs/guide/security/j sse/ ISSERef Guide.html#X 509K eyM anager. JDK
keystores are managed by the keytool.

For details about keytool, see http://java.sun.com/j2se/1.5.0/docs/tool docs/index.html#security.

P  For non-default options, see SSL. Customization on page 155.

SSL Customization

SOA Systinet customizes SSL trust, key management, and hostname verification. There are four available
SSL customizations available after installation. The default customization is named ski pped and thisisthe
customization used in the previous proceduresin this section.

Thelist of available customizationsis available with the command:

sdltool customize --info
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The output should resemble the following:

Ef fective custom zation: conposite
Avai | abl e custoni zations:
--> defaul t
Java/ JSSE default key/trust stores, default hostname verifier.
--> ski pped
Server certificates are always trusted and pass hostname verification, default
key manager is used.
--> dat abase
Dat abase key/trust stores, default hostname verifier.
--> conposite
Conposition of database and default key/trust stores, default hostnanme verifier.

* default
This means no customization and the application server trust and keystoreis used.
Hostname verification is required.
e Skipped
This meansthat server certificates are ignored as no trust is required.
Hostname verification isignored.

Client certificates are taken from afile described here at http://java.sun.com/j2se/1.5.-
0/docs/guide/security/jsse/ ISSERef Guide.html#X 509K eyM anager.

The ski pped customization is a default, it is chosen during installation by doing one of the following:
e Inthe GUI Installation wizard, Endpoint Properties page, deselect Verify Certificates.

For details, see Using the GUI Installer on page 19 Step 16.
e Intheconfiguration. properties file, set the following property:

platformcertVerification=ski pped

For details, see Configuring the Endpoint on page 119.
» database
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This means that only the SOA Systinet database is used for the trust and keystore.
Hostname verification is required.
e composite
This means that a composite of the JDK truststore and SOA Systinet database truststore is used.
A certificateistrusted if it isin either the JDK or the SOA Systinet database truststore.
Client certificates are taken from both the JDK and SOA Systinet database keystores.
Hostname verification is required.
The conposi t e customization can be chosen during installation by doing one of the following:
¢ Inthe GUI Installation wizard, Endpoint Properties page, select Verify Certificates.
For details, see Using the GUI Installer on page 19 Step 16.
e Intheconfiguration. properties file, set the following property:
platformcertVerification=conposite
For details, see Configuring the Endpoint on page 119.
Y ou can manage the database keystore and truststore using the ssltool provided with SOA Systinet. These

stores are specific to SOA Systinet. Unlike the JDK keystore, changing the database keystore does not
require arestart of the application server, because changes take effect in approximately thirty seconds.

Toimport a server certificateto the database truststore:
*  Execute the following command:

SOA_HOME/bin/ssltool keystoreEl -i truststore --certfile CERTI FI CATE_FI LE --add
Toimport aclient certificateto the database keystore:

*  Execute the following command:
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SOA_HOME/bin/sdtool keystoreEl -i keystore --keystor e CLI ENT_CERT --Stor epass PASSWORD --add

CLI ENT_CERT can be either a Java keystore with a private key or ap12 file (PKCS 12). PassworD is the
password used to protect the file.

For more details about the SSL Tool, see"SSL Tool" in the HP SOA Systinet Administration Guide .
To changethe SSL customization:
* Do one of thefollowing:
* Change the setting in the SOA Systinet Configuration page.
For details, see "Configuration Options" in the HP SOA Systinet Administration Guide .
e Execute the following command:

SOA_HOME/bin/sdtool customize --change CUSTOM ZATI ON_NAVE

SSL Troubleshooting

You can test the SSL setup for a particular HTTPS URL using the self-tester.
Thetest pageis available at the following URL :

http://localhost: port/context/self-test/self-http-test

Input the URL to check and click Test Connection.

The output resembles the following:
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LiRL |https:,-",-"localhost Test Connection |

Tested L https:fflacalhost
Residt:

javax.net.ssl_ S8LPeerUnverifiedException: peer not authenticated

Server certificate details
Subject DN: CN=CL
Issuer (CA) DN: CH=CA
Valid from: Fri Mar 14 16:04:32 CET 2008
Valid to: Mon Mar 12 16:04:32 CET 2018
Serial Number: 86

Server certificate chain

Y¥ou can dowload server certificate hera

For more details about the self-tester, see SOA Systinet Self-Tester on page 160.

Configuring LDAP over SSL/TLS

Y ou can configure LDAP over S3_ (orTLS) with adirectory server of your choice. HP Software recommend
that you first install SOA Systinet with a connection to LDAP that does not use SSL. Y ou can then verify
the configuration by logging in as a user defined in this directory before configuring use of SSL.

The configuration procedure assumes that you have already installed SOA Systinet with an LDAP account
provider.

SOA Systinet must not be running.
LDAP over SSL Without Client Authentication

In this case only LDAP server authentication is required. Thisis usually the case.

To changethe LDAP configuration, run the Setup Tool and change Naming Provider URL to usethel daps
protocol and the port on which the directory server accepts SSL/TL S connections. An example of such a
URL is, I daps://| dap. test.com 636.

Make sure that the hostname specified in thej ava. nami ng. provi der. url property matches the namethat isin
the directory server certificate's subject common name (CN part of certificate's Subject). Otherwise you get
an exception during startup of SOA Systinet. It informsyou of ahostname verification error. The stacktrace
contains the hostname that you must use.
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LDAP over SSL With Mutual Authentication

SOA Systinet does not support LDAP over SSL with mutual authentication.

Ensuring Trust with the LDAP Server

The client that connects to the SSL/TLS server must trust the server certificate in order to establish
communication with that server. The configuration of LDAP described in this section inherits the default
rule for establishing trust from JSSE (the Javaimplementation of SSL/TLS). Thisis based on trust stores.

For details, see SSL Server Certificate Trust on page 155.

SOA Systinet Self-Tester

SOA Systinet includes a self-tester that checks various aspects of deployment. The self-tester runs
automatically every time SOA Systinet is started.

If there are deployment problems and the bundled self-tester does not function, you can deploy the self-
tester as a standal one application.

For details see, Stand-Alone Self-Test Deployment on page 161.
As a security measure, you should disable the self-test output after successful deployment.
For details, see Turning Off Self-Test Output on page 162.

The self-tester performs the following checks:
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Table 13. Salf-Tests

Self-Test Description

Product configuration checks Checks product configuration, versions, and libraries.

Product runtime checks Checks logging configuration, and outputs product base URLSs.
Application server checks Checks application server and JVM settings.

JNDI checks Checks required JNDI resources.

Datasource checks Checks the data source connection.

JMS checks Checks the sending of IMS messages to required JM S destinations.

Y ou can view the self-test resultsin the server output console or with your browser.

In the default configuration, the server console output includes only information about the groups of checks
that are run and any errors that occur.

The web output is more informative and readable, showing all the checks run and the results.
Access the self-test output at the following URL:
http://hostnanme: port/context/self-test

If errors occur, the self-tester provides details about the errors and suggests how to solve the underlying
problems.

Self-test also enables you to test HTTP/HTTPS connections to simulate access to external resourcesin the
same way as adeployed SOA Systinet. Access this feature at the following URL :

http://hostnane: port/context/sel f-test/self-http-test
Stand-Alone Self-Test Deployment

In cases where the self-tester bundled with SOA Systinet cannot be accessed, for example, when the server
isbadly configured and SOA Systinet cannot be correctly deployed, you can deploy the self-tester asa
standal one application.

The package is prepared for deployment in, SOA HOVE/ depl oy/ sel f - t est - st andal one. war .
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Deploy the WAR file using the functionality of your application server or copy the WAR fileto your JBoss
deploy directory.

> If the SOA Systinet EAR is not deployed, al the product runtime checks fail.

To execute the stand-al one self-tester and access its output, access the following URL:

http://hostnane: port/sel f-test

) 2 The self-test context can be changed in most application servers.

Turning Off Self-Test Output

The self-test output is accessible to everyone. For security reasons, switch off the self-test output after a
completed deployment of SOA Systinet passes the self-test.

To switch off the self-test output:

—_

Sign in to SOA Systinet as the administrator.
2 Inthe Tools tab Administration menu, click Configuration.
The Configure page opens.
3 Inthe Configure page, deselect Self Test Access.
4 Click Save.
To disable the standal one self-tester, undeploy the sel - t est - st andal one. war package from your server.

To verify that the self-test has been disabled, check the self-test output URL.
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